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2.
3.

$TFF Amazon Chime %A , Mt A https://chime.aws.amazon.com/,

TS RHRE THE EAERES .

EHEML D Chime Ik $TFF Amazon Chime AR IS , 4ol RRILE — NI D S3

TR

a. EREERT , BEFE S ERBLUBFOFRES , ATERILOESHALH, 0L
FEAEBE/RXANGE , B THULENE S3 FHEHE.

b. %8 S ave BRI S3 FRBALEIAM S3 M.

c. BERERBEASTRE,

O SRERRRESTFARFR (UTC) A , XHTEMHERRN S3 FR1EH.

amazon

2¢Chime

Home Usage reporting

Chime Usage reporting configuration

Getting started

4

Accounts Report destination
Calling © New S3 bucket

Getting started Existing S3 bucket

Phone number management 53 bucket

bal settings
Call detail records Bucket name must:
Be between 3 and 63 characters long
|Usage reporting Mot resemble an IP address

Start with a lowercase letter or number

Contain only lower-case characters, numbers, periods, and dashes
Not have consecutive periods, or use dashes adjacent to periods
Not end with a dash or period
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1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
£ 2RRE TER “FRABRKRE .

EFE RARE

®ER 2R BIANEELERS.

0D

Turn off usage reporting X

Turning off S3 usage reporting will remove your settings and suspend reporting. You
may restart reporting by configuring the settings again.

Cancel Disable

®RERE
SALRRE. RRUATSRUEE ERERRE.

1. EEFEOEBIE , BXKEE Amazon S3 #F| 5,
2. KEFHEEEN.
3. BRAGEABRREXHEREREEN S3 FHBHFHNUTME :

Amazon-Chime-User-Activity-Reports/
csv/<AWSaccountID>/<year>/<month>/<day>/
<AmazonChimeAccountName>_<AmazonChimeAccountId>_<yyyymmdd>.csv

Hlgn -

Amazon-Chime-User-Activity-Reports/csv/123456789012/2024/11/03/
ExampleSales_12abcdef-34gh-56i7-89jk-012341mnopq56_20241103.csv

4. BSHBEPHLEUATFER

o FARAE LKA
o AEAFH A
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APE—ARAZ NS VUREK

RAFE-—AREEN2UHE

RAFE-—BRRERER (11, BANPXENF ) HHEE

account_name week_start display_name email registration_status account_creation_date last_login meetings_attended meetings_hosted chat_sent
Example Sales 20241103 Alejandro Rosalez alejandro@example.com Registered 20170317 2024-10-18T07:04:40.0002 10 5 14
Example Sales 20241103 Akua Mansa akua@example.com Suspended 20190227 2024-02-19T07.04:40.000Z 0 o 0
Example Sales 20241103 Ana Carolina Silva  ana@example.com Registered 20220708 2024-10-08T20:58:35.000Z 25 11 73
Example Sales 20241103 Arnav Desai arnav@example com Registered 20240901 2024-10-04T18:51:51.000Z 3 2 10
Example Sales 20241103 Carlos Salazar carlos@example.com Registered 20191203 2024-10-14T16:53:35.000Z 6 3 6
Example Sales 20241103 Diego Ramirez diego@example.com Registered 20190227 2024-10-02T10:23:54.000Z 12 6 291
Example Sales 20241103 Efua Owusu efua@example.com Registered 20220708 2024-10-10T23:31:08.000Z 0 1] 33
Example Sales 20241103 John Stiles john@example. com Registered 20240901 2024-10-15T19:50:27.000Z 13 L] 28
Example Sales 20241103 Jorge Souza jorge@example.com Registered 20191203 2024-10-10718:55:08.000Z 2 o 0
Example Sales 20241103 Kwaku Mensah kwaku@example.com Registered 20190227 2024-10-28T00:08:20.000Z 1 1] 1]
Example Sales 20241103 Kwesi Manu kwesi@example.com Registered 20191203 2024-10-05T23:46:24.000Z 6 3 7
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l,,l
=
“«Chime

Home Team Name

Users Users

| users
4 User actions a

Shared devices
Permission actions

Reports
Assign user permission
Dashboard )
_ Account actions |
ldentity
Remove user -
Getting started
BREWAFE , 01BATAZEFRHE Amazon Chime , BT EEERF 2N MRMIIE

fBR B 2 # Amazon Chime K/ , ATLAfE A Amazon Chime Assistant B “MIBRIE” &I, EXEZ(E
B , &2 Amazon Chime # B 0B /A A mazon Chime B FIREVHH 4 E R BIBRIEH K,

EIRIRAY R P K -2l bk

BEEABREER , RAETEMBRENSAIKS . &0 LUBE BRiEE % KM Amazon Chime H BA
AREBDAIKSF, HRBEHBN , FRIEBRHARRAEZEE , RESREROBFPEE. B
M# Amazon Chime AP , HeB FEf bt SEF AN B ETE , FHHEERIEHLLIK,, &
ALLR BTN RE S ( TARRERR ) , REKFIRE , flOZFNSWUXIBERMBIREEAN
HANAPINERLQUBRFABEZSBEIENTER., SULESREBREBERXBHRFAERAF, IR
FEESMNAFPPINDARR , HBBRFAEHRE, BRRA, —XN—FHFHEAXNE, WRXRERABEMHLIE
Fo BUEEBBRUE , AFREELEEMER SSO &%, EHHZHSWN , FESHB FiffFibut B
MBI REE, WMBEMIIEYLEFEH Amazon Chime , AT LR A mazon Chime AT TUHE LB #
MiHBA BRI — N . MIBRFIEEAE , B SRS L K o

1. $TFF Amazon Chime &5 , Pk )9 https://chime.aws.amazon.com/
2. 1tk E” HIFEFE LK R E R,
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5. HIETRE K BETRLEESHER  RAFEE BRAELRETERE BN ERE,
6. EBRBR.

Remove “"example.com” domain X

You are about to remove this domain form your Amazon Chime account.

The following disruptive actions will occur to the users in this domain:

+ will be suspended.

+ be immediately be signed out of all devices.

+ lose their ability to access Amazon Chime.

+ |ose their ability to host meetings, including those that have already been scheduled.

+ |f a user has been assigned a phone number, it will be unassigned and available in
your account’s phone number management inventory.

After 90 days, users in this domain will be deleted. Learn more about removing
domains.

| understand that this action cannot be reversed.

Cancel Remove

&P T Amazon Chime F P B33 B Th&E

Amazon Chime &3 & Al AR U T I EIh&E,

Tl AP -2 BGEEF BER Amazon Chime

HIRWABL S # Chime Pro X RHMBRIES INSWET , Amazon Chime £ Bz 04 2 & & Amazon

Chime BEF WSS 5%, meet@echime. aws ELMIBREN S HFE A I RFT REFHCERF |
BATRUTSBMNE R LHWIAESWHMBER Amazon Chime 21 iF1E,

SEFATF Amazon Chime F PPV ISE ThAE 8
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1. IFENBANAER (TRBIBHNAER) -

2. ITAEBRIFEAD

3. BHRBUTISEMBER Amazon Chime ( M Ez1BE ) |, FRMIHERE RS A

a. pin+<meetingid>@chime.awsM “Umeet@chime.awsth A" FEEFBERH,
b.  MEIE IE XA Bk Amazon Chime £33 8,
c. MEZBEFNSWMRAR , BERFHSUVRBEHFERMEIEH,

4. RIXBE , ABRREROME AREER,

5. BHNAWNTFNEBEHINEEN Amazon Chime =AY “EIF2THELW T , BF4%F Amazon
Chime Bz W4 Thee BN S LEFER,

o [ ] =3 I.E“u, Marketing Team Sync - Meeting - Calendar

Organizer Meeting Format Text

E:—)u @ Ii—l E‘:‘ = = [ Busy z O <_R @ E g2 | HEEv @)

Send Cancel wsfppointment Scheduling & minutas -~ Recurrence Reguest Allow  Room Dictate
Update ‘D' ! ¥ Responses Proposal Finder @ EI

To: :O meet@chime.aws O pin+1234567890@chime.aws

L] % '3 —
) nikkiwolf@example.com © efuaowusu@example.com E5

Subject: Marketing Team Sync

Location:

Duration: 30 minutes @ [ All day event
Starts: |10/18/2024|[T]| [ 4:00PM
Ends: |10/18/2024 E 4:30PM

(@ This invitation has not been sent.

Agenda
Action items from last meeting

— Current project status

B- Metrics update
o EH = O E E E I E E E Ol B Bl N = E Ol N N B BN E N BB BN NN NN E NN W
h You have been invited to an online meeting, powered by Amazon Chime.
]
i Click to join the meeting: hitps://g.chime aws/1234567890
m Meeting |D: 1234 56 7800
i A headset is recommended, or you may use your computer’s microphone and speakers.
n
B Download Amazon Chime at https://aws.amazon.com/chime/download

M For information about creating an Amazon Chime account, see https://aws.amazon.com/chime/getting-started
n

WX ZEE R -FREUK & F &

Amazon Chime 7 %3& 10,000 & R AREHRE ., HERAFKEEEERRS RN , BB EKREN
Amazon Chime BIXZERHKA , LEEFBERSRDEFENREZLRERE. WRERWKE
EER , WATABSTERATIRRGHUREFEINRANME, EFB4BtNAE,

WREEER-RWMR R TR 9
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1. %&3% Amazon Chime Windows, macOS SN & & Fin, XEFABSEF BT H,
EMIZHEEERAEBNIIXE,

M BRZE (@ BiF ) PEE “SHER YR,

MRIRERABR Windows T macOS F i , REQRRIRFF CSV X4 RFERIEME,
RIGET Web FFImHATIIRE , MKAFIRFREFINEN THXMHK. MIAXGBRSHEREE
B Ro

> w0 Dd

S ™ Project Team
rnav vesal o)
Room details
{of Home Toda Notification settings PRESENT
oday

MEETINGS AND CALLS ® Arnav Desai Yy
Arnav Desai Add members

a: A s Desai has e NOT PRESEN
Room update: Arnav Desai has created t Manage members NOT PRESENT

i WAs
Room update: Arnav Desai has added @ Export member list = richard@example.com

® Project Team © IS Manage webhooks and bots Tom Triedman

RECENT I s @ Room update: Arnav Desai has added @ Edit chat room

room.

Hide from sidebar

Room update: Arnav Desai has added @
[ All messages

Delete chat room

Amazon Chime AFP-SHEZHPMABKRRA
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signin.id.uel.app.chime.aws/auth/okta/callback

c. £ Allowed Grant Types (R FHRPEER) o+ , EBEMBETBRAEN.
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S5l APl 5 [R %48,

3. # Amazon Chime 2|8 H , EEGIZIHFEZHALCIE APl THZEHR, FUZEASHEERE
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EE AP R R R

A Amazon Chime B F 7Bt Pro iRE} Basic IRIXFR , LEEBE G R WLIIEE, KA Basic IRINRH A
PEEERFSW , BEUUMALNHERBKXIIEE. B< Pro M# Basic lRAF Al iFRIKNTHEEN E S
ER , BSRITIAMEN,

BB EREEN AR , BEEAEFE Amazon Chime BEIKFHAF, REDLIKFAEER JUEE
AP, ARKFEBATUMNEKFFRBRAF  IHERLTEBNENRSE, BT EEEHFHAL
HER, BXANKFABUKFEZERNEZEERE |, B5H EE L8 Amazon Chime IKF,

EE AR

#£% Amazon Chime EE R , B LLVEE Amazon Chime W/~ H B H Pro ik Fl Basic iR PRBI A,

WMREHAN Amazon Chime IKFELE T Active Directory 5 Okta , NI A LA B FAR R A EREEH
PR, &N , iFEE Amazon Chime & AEEHAF R,

B BA T P 1 4)l Login with Amazon

WMRIBEEH R Amazon Chime HRAIKF = LWA LK~ [ &N Login with Amazon (LWA) Ik
&%), WA BAFE Amazon Chime 2% & FEE Pro MR H Basic MR,

EERF BAK 7 A LWA 2l K P 89 A 7= AR

1. 3TFF Amazon Chime #2#I#& , Wit Fhttps://chime.aws.amazon.com/,
2. XFIKF , % Amazon Chime Ik & F5o
3. EEAF.
4. EFAF , RARKRXERRENDENR,
5 EEUTNRZ— :
* Pro ki
- XK

6. &R Assign (2 E)o

BLi& Active Directory 5} OpenlD Connect (Okta) B4l ik 2
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7 Bt Basic fRAXPR , NG E M A BB Basic IRINREIK A, &E Pro lR=X Basic RIXRHVAF &
&3 Amazon Chime,
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WMRER Amazon Chime IKFIVEERR , A MBEHFAAEZERKS, KA EEARTNE
FRPEERNR , SAEIEEEFEKS.
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MREREANKFHNEERR , WATLEE Amazon Chime 2§ &85 R BRI B FER4HN A,

(® Note
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XFWF , EEEE K BB o

RERERA P ABERT
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8 A P {hEE& 5 Amazon Chime , B RE R Amazon Chime IKF S K A -
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BEHLEELKS AP

MRERBUKFNEER , ATEEREREEN S Fif4ibut EM Amazon Chime KYFA P #5830
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H3h@ Amazon Chime 4§82 RESWIKFHRAFIT,

LUTHELSEERAP E/AAEE Active Directory 5 Okta B9 K=, BT E % Amazon
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1.  FTF Amazon Chime $##|& , Witk https://chime.aws.amazon.com/,
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3. &EAF,
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4. ERY 24 PR, KEBE RERFRA - XHERE | URLs X422 R TIHREANKAFE
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(® Note
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® Note
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- BREMBRIBIESH

Tl & B 15 555

£/ Amazon Chime #1578 Amazon Chime IkF BB iFESB, XL FIHK B Amazon Chime
FEENRF. /8 Amazon Chime Business Calling A A # Amazon Chime f & H# £ B 8815
1,

MBRIESH 50


https://docs.aws.amazon.com/chime-sdk/latest/ag/prereqs.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/phone-inventory.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/voice-connectors.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/manage-sip-applications.html

Amazon Chime EEER

MEXKE , BESHREREENEER, BANTRAF 2B EESH,

i

1.
2
3
4,
5

il

BRIESH
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ESMEBHNFUIT  EREESEHEE,
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EFRWLSFY  REEET—F,

BRAABESE, EREMENBIESHE , AFIER Provision (&),
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(® Note
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HEHEE, NREAEEBERETREEHNRESH , BHEMEEHES LMY LOA,

IEERBEREST

BB E R ABRESBBAES,

BANABESH

1. $TFF Amazon Chime &5 , Pk )9 https://chime.aws.amazon.com/,

2. ENHMBHGEEL , %8 Support, REEFRERER,

Submit request

AWS billing

X2 FARH 2| Su AWS pport #2HI &

(@ Note
B A BB AAWS X FAORE. MRXEMY , HEE ERG , REERRUT
SRR IE,

3. HE“BIAMMARMER T , JITUTERE !

a. ERKFFAKE,
b. MBIRFFIFAIEE Chime SDK ( SBBEE ),
c. MEKHI"HFRP , EF “BIFESHE Port In”,
d ©&ERT—% . HtifEE.

4. EHMER T, MITUTRE

a. TEEET , @A Porting phone numbers in,
b. & ‘MR T, WANUTEER :
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- BREHUNEFEN , ERELNEERERF.
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L.
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ERHEERS
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- ERANIBRIEST
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EBHEBEHT , mAFENBERH,
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AWS % # Ut BHEEHNBESHEESTUNNEN B EFZEFTBE, WRT , WFERIMELE
RIS . T — T AR S BRRF S B AN AR SR L2 30 4

BB

£ S AWS upport RNMRAIUBEBRESH G , MBEBERXAMBLENX . LTSGR TIRER
Eo

® Note

AWS Support 2% T —NZ 2 Amazon S3 1% , AT LE&FMEERXE, ERBIEEZ
BT , B 4kERIRE,

R

1. $TF Amazon Chime $2#]A , Wit Hhttps://chime.aws.amazon.com/,

2. BFEW AWS K/ , ARITHERIIRENIK - £ KB Amazon S3 L& 8E1%,

® Note
IR T+ XEE M. HEETARGIEKSER. HEEFEKSHHNERAFHK
7%,

3. &R ARNXH, REEEEEMEREXN S BIEt.
4. BIFMER—T , BEEEED ACL KR,

5. EiFMEEGHIFIER (ACL) BrHRE , EBFRIMERNE |, ABET Su AWS pport 12HE ZZEA KM
2l Grantee &,

6. FEWR T, &P SRE SiEE , REiag L&

HERHRER (LOA) B, FOIANEEEER XIF BIUAERKPS LNEEEBER, MR LOA L
RENEESENBEZERFHENEETEE , X RREUER LOA LREMNER.

EEERRS

LT HBRULEA T WA Amazon Chime ##| & & F BIEIERAVIRE.
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1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
2. ESMmERF  ERBESBERE,
3. &R TR EWF,

R FIERENBERIRS. XF ELBREFESERRURNENEEHAERERAESEE. B
XEZER , B D REAY BIES DR MREE Lo

pal W ANES)

HENBRIFEZERHIALOA EBE , MaT&AEERN®A. RF , a1 XF REEEITE
X (FOC) ty B MetE , AEEORE,

£ FOC B , BIEMNBIESHEREUMER, RE , ELMFSBIEAFTFKSHNRAS,.
DB BRESH

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
2. ESMERP  ERBFESBERE,
3. EEF®RIFL, #PESFHENSBZINERE , ABEEDE.

4. ERARAPAIARBDE +1 BESBREL , BRZSHBAKS , REEET—F,
5. REENHIESBHRAL, , REREDE,

BHEBESE

&I LA IR ERY AGE AR EBBHEER |, FS5BEB H Amazon Chime, MRREEFHRIESN , HR
&Y AWS K P ID F N EEBER BIESBXERBIKS 1D,

BESBRTHRABLNPFIRREARESBE , EUREBUED BXESHHFENEEPRR, BXE
ZEE , BZALEEPHEUE 2B Amazon Chime 55 BiES B MM REFESE,
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/A Important

- NEBEBHENENIBRTRENEZEREIXESHBIIRED.

c RIEFEERHREBERNEIMNEEESHNLZEMSEXREE, NIRKSFHFEMAEETE
W (i, KD AE ) | MENBHIERTERSKIESL  NMSBIER , ABZKREE
HIRRIER.

( Ali% ) MAERIE PIN LUR P IEH S5

NTREZ2M , EUURKRENNENSBREPING, RE , RENESEFERZPING, BERHU
TERBITERE

Bi5 PIN

1. ¥TFF Amazon Chime #2#I#& , Wit Fhttps://chime.aws.amazon.com/,
2. ESMBEEREN BRIREKEN T, % Supp orto

X2 RRHE| Su AWS pport #2HI &

(® Note
B A BB AAWS X FORE. MRXEMY , HEE ERG , REERUT
SRR

3. & “BATIMARMATEY T, AT TIRE -
a. ERKFFKS,
b. MARSHIF IR Chime SDK ( SBEE ),
c. MEKRFRFP , EF “BIFSHE Port Out’s
d. ®ET—% : HEL,

4. T HMEE" T, ITUTHRE

a. TEEXET , #WA Porting phone numbers out.
b. HEHAT , WMAUTAA,
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I would like to assign a pin to my phone number: Pin: ABCD123 Phone
Numbexr: 1234567890

(® Note
BRRIRME 4-10 PFHHF BT PIN,

AWS Support £ PIN S8 SBHXEK. BHRFFAZARBEON , FRELKH AWS KF ID
PINo EATREAZE BREE R B A X B S B MR O E R,

BIESHEMRSE XL

R HIARIESHBBAEE Amazon Chime HIERJG , LA LA Amazon Chime 2§ & RRYFEAY, B
EEBREEMGLEDN TEEBEBRRS.

HMRSNENLZEATARE
CANCELLED

XEFHTEAOLIEE , SIAEASENECEER  BUE TEQITE, & BEERRAFRMAE
MWER.

CANCEL_REQUESTED
XEFE BHTEARE (HIWAEARENEUEER ) , EEAEERITENTE, X 5EERRH?
RHFMAES.

CHANGE_REQUESTED

X ERLBENZTERE , AEAEESFFEE, AFFANLENE,
COMPLETED

BHBREIT R EXKERESHBERE,
EXCEPTION

xF BEEBRRUREGER R QERAENEMEFAFEE. RFHANLERNE,
FOC

FOC BHIE5&E AN, X#F EEBRAUBIARH,
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PENDING DOCUMENTS

X BEEBRRUREGERE QB RAENEMI M. RTFFINILERE,
SUBMITTED

BHBEITEERR , EAESFHFEEHEE,

2B Amazon Chime 55 BHiE51E

FRBEESBEEEEREANMNARF 2 Amazon Chime BH EiEFE,
2Bt Amazon Chime B BiESHE

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
ESMEBHNFUINT  ERBEESEHEE,

FER ETFLE, EBRESERNBESE,

%R Assign (DB

ERERAFFENKSE , REEET—F,

EERAF  RAREESE.

2

HEFREFSBREFSBNRN , RNBWEAFREENNOHEEINRER. AFPMLTEESN
Amazon Chime lF R E#H&E X , FTREFE A B FSERNRINEE,

B 4 Bt Amazon Chime B BiESTE

LA R FHUHE N Amazon Chime Business Calling B 2 B BiES B,

BUE P Bl iS5

1. $TF Amazon Chime #2#I4& , Bt Fhttps://chime.aws.amazon.com/,
2. ESMBEKNFURT | ERBESEEE,

3. HBFEFGIFL, EBRERESBNBIESB,

4. %# Unassign (BUE 2 ).

5. EHMRBHEIEE , REEE Unassign (BUEZ ).
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EANEEEFRRTHRAES, SN, ETNEERERAT REANEE.

EEFRBESBIEFARGR

1. $TF Amazon Chime #2#%I#& , Rt Fhttps://chime.aws.amazon.com/,
2. ESMESNFUET  &FBEFSEEE,

3. EFRBFRATF , AGERESENBESH,

4. IFBREIIR K AREREFFHAES.

{52 P i i P AL B

HIEFF IR T 2REBE IDs, BAUNBEFN—NIHS IR ESHBRERAFUBR, EHTLN
ENBRESHREM—NFUER. A, SEAR2ERAEAXLEBEFESBRITHINKL BIEN WA
Ao WULFERATAEBRESBFMEE., BTN EXREH —REWR.

Flan | WAL ZE TN AT A RE S BN RIARWUBZFRREER “F] 5%, BEaUAHBIRATANRE—
N —HY R F Jane Doe,

AT SRR BA T AR B R IA R A A H U WAL 2 5o
RERBHR

1.  FTF Amazon Chime $##|& , Wity https://chime.aws.amazon.com/,
2. ESMBERNTFUINT , EBHEFSBEE,
3. EER GETFL, FITUTE—B%E  EPEEFNBIESBZINEIEE,

- ENSAOSHRERAFUEN , FRPXESHIDHNERE.
- ERENMAFUERSR  FRERENSE,
4. FITFERESIR , RBIEREHIRIARFILE TR,
5. BRUARWEMEFRMAEN  &HZSE2E 15 MNF /.
6. EEFRF

RELE 72 PN EHFH IR IARFEILE R,
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i BR B8 15 555

/A Important

HA Amazon Chime RS EB A TREEMIX LS TR, I , BAMEBUEDEBESH , T8
o ELA BR o

MEBEESBE , B M Amazon Chime £ IS8 #HTITE, HIRHNESBLERSBM, Ml
BREBE , CEHEASHABRRIIHRE 7 X, ELEE , S ERNESBEREE, 7 X5, R
S EIMBRREAFIF NS | HERECSEKFHREK, XSERFREZHFE N, MELWRRSE

RS ERBRN S , FiRR MEBRFESE PSS RIENE , AEEL S AETRAT A,
IR KR 2D B BBiE S8

1.  FTF Amazon Chime $##|& , Witk https://chime.aws.amazon.com/,

2. ESMBERNFUINT , RFHEEFSBHEE,

3. EFFRGEUF , AREEER RN BEESBRSE,

4. THBREIIR , AREERRBESE,

5. EBREERIE , REIEFEMER.

BEREA S R EMIBRIBIFSIBRE 7 X , RIEF MNFE KA ER.

& R E M BREY B8 18 = 55

10T LA BRBA 51 ok BRI BR R B R % 7 RV ERIE S 1B, RREBFESEENEBEEN Inventory ( FE
7)o

EREMERM BESTE

$TFF Amazon Chime %A , Wit A https://chime.aws.amazon.com/,
ESMERNFILT , EREESHEE,

EERIBRRASIET+ , REERELRNBESHRSHE,

i%#& Move to inventory (B3I E5E#),

0N~
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£ Amazon Chime P EE 4 FRE

O LAEH Amazon Chime ZB#IAEEBEBEFMAICHKREMERARERE.,
FB

- BEMFUEMAERIZE

- REFEABRIRE

B B AFAE B %

WIS Bl Amazon Simple Storage Service 7 , 89 Amazon Chime B2k /B & M AU i+ 48
ERIERKIRE, Amazon S3 FREBIFAFICEFLFMAEENBEBR. EREFIFHAFEICRKR
B , AMRENEERIE , BEEHN Amazon Chime £ F1EE Amazon S3TEERHRIMNIR. BRI
Amazon S3 FH BN EZEE , HS @ (Amazon Simple Storage Service FAF /) FH Amazon
Simple Storage Service Al

&AL Amazon Chime Business Calling Bt & MY # 445 812 %R E. B> Amazon Chime
Business Calling WE Z{EE. , 5 E¥ Amazon Chime FH BiESE,

BEWIFAERIEKIRE

1. #HRIE (Amazon Simple Storage Service AAF /) H# Amazon Simple Storage Service A
ITPTR SRR | 812 Amazon S3 i,

$TFF Amazon Chime $##|& , Mk 79 https://chime.aws.amazon.com/,

¥t F Global Settings (£/F1RE) , 1%£#F Call detail records (8 A ¥ 41E R i2 %),

TR S E,

1%# Amazon S3 F#ER{ERN BEB R,

ERRT

o gk~ w N

& 7] LARE B 4% L 12 R P ALHF AE B o
FLEiERFUFAER

1. 7 Amazon Chime $##|& , Witk https://chime.aws.amazon.com/,

2. XF Global Settings (£F1IRE) , &% Call detail records (A FAE B i2%K).

BEFUFAEEIZR 61


https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://chime.aws.amazon.com
https://chime.aws.amazon.com

Amazon Chime EEER

3. M EAKE B Disable logging (A BEHIEHK).

Amazon Chime Business Calling B9 I i¥ 4115 218 3%

BRI RZWE Amazon Chime Business Calling By ILiF 415 12 R 2 K% | Amazon S3 Fi#EH.
LU RHIERT Amazon Chime Business Calling B FEALELE BB X BB AE N,

Amazon-Chime-Business-Calling-CDRs/json/111122223333/2019/03/01/123a4567-
b890-1234-5678-cd90efghl1234_2019-03-01-17.10.00.020_1a234567-89bc-01d2-3456-
e78f9g01234h

THNRHERTHIFAESIEREMRPRTIEE,

Amazon-Chime-Business-Calling-CDRs/json/awsAccountID/year/month/
day/conferenceID_connectionDate-callStartTime-callDetailRecordID

AR RHBIERT Amazon Chime Business Calling BIFEAYiE (S B i R BAEN

"SchemaVersion": "2.0",

"CdrId": "1a234567-89bc-01d2-3456-e78f9g01234h",
"ServiceCode": "AmazonChimeBusinessCalling",
"ChimeAccountId": "12a3456b-7c89-012d-3456-78901e23fg45",
"AwsAccountId": "111122223333",

"ConferenceId": "123a4567-b890-1234-5678-cd90efghl234",
"ConferencePin": "XXXXXXXXXX",

"OrganizerUserId": "lab2345c-67de-8901-f23g-45h6789017j2k",
"OrganizerEmail": "jdoem@example.com",

"CallerPhoneNumber": "+12065550100",
"CallerCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationCountry": "US",

"ConferenceStartTimeEpochSeconds": "1556009595",
"ConferenceEndTimeEpochSeconds": "1556009623",
"StartTimeEpochSeconds": "1556009611",
"EndTimeEpochSeconds": "1556009623",
"BillableDurationSeconds": "24",
"BillableDurationMinutes": ".4",

Amazon Chime Business Calling B -Ii¥ 41{E Bid 62
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"Direction": "Outbound"

BEEARRRE

YMBITHERERIRER , Amazon Chime 7 1E Amazon Chime 2§ & HE 2 NH BA S 10l K
FER—IMNEBREX 4,

£ Amazon Chime EEBKFEEEARGIRE 2R , DAL CIERIEFE — Amazon S3 ZfiE

¥, Amazon S3 HZEFEAELNERABRIRGEN X4 BiR,. EREFARETIZRER , £&%F Amazon
Chime X} Amazon S3 FE BN RENR , MERENEELENEBIE. BHX0IE Amazon S3 FEEH
E2ELR , B30 Amazon S3 AF i§RH Y Amazon S3 A F iR #Y Amazon S3 Al

REFABERRERE
1. BIESREE— Amazon S3 F# .

a. BFREM AWS IKF HITF Amazon Chime #2HI&,
b. E“£REE T , &R “BERHBRERE
c. TEUREEW T , &R HE S3 F#HE UEIBHUE , RERBIHNESHARZH. W
REBERME XM Amazon S3 7 , AT LUERINE S3 FHF.
d. %&#F “R7F" LARIEFE Amazon S3 F#E , RFEFINEM Amazon S3 FiEf. X LI
BiREIhEE,
2. HEBAREHEMERE Amazon S3 FHES , HESANER — L , UERLERE,

SR BARE R R A A BRIRE o
FXAERBRRE

1.  ¥TFF Amazon Chime $2#1&,
2. E‘£RIRE" T , &R “ERBRIRE
3. NEAWEEIER ‘XARE,

ERRRREAR

BAMRGRAMERITEREZ8 A 00:00 F/ 2/ 23:59 WA &R HELEATESNEHE
RELEERZEEANESR—.
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1. BEFLENHEE  HRE AWS £H 8 E A ERSERSTAA Amazon S3,

2. REFEWMEBEN. BXBE Amazon S3 F#EME., SMMEEXEH Amazon S3 72 Y5 R
FRIWEZEE |, i5S @ Amazon S3 AFEREH A Ama zon S3 FAFEEHH A mazon S3 Al7,

3. BRAGAERENHFHREZEN Amazon S3 7 ( /RRXHRXR ) PR THE.

Amazon-Chime-User-Activity-Reports/
csv/<AWSaccountID>/<year>/<month>/<day>/
<AmazonChimeAccountName>_<AmazonChimeaccountId>_<yyyymmdd>.csv

fian

Amazon-Chime-User-Activity-Reports/csv/123456789012/2024/11/03/Example
+Sales_86efea2f-96af-40f7-be75-be@57ff52c8c_20241201.csv

BMARSF UK HEMNAFNENMRER BT E AT

- FABRTR KA

- XEAFHKBH

- B5H Amazon Chime lKFXEBKWAF £ A

- AP @B FHRHFitbut

- AFREMRZS

- AP/, o2 B

- —ANHENSTORE

- AFRFE—RBAREENASUEE

- —ARNKZEWHERE (1.1, BAMNPMKENF )
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2WERE

Amazon Chime A8 Z Cisco., Tandberg, Polycom, Lifesize, Vidyo SE A SIP = H.323 th
W ZE R ISRRE

WEMAXE SIP WEIE VIC 8 %ZE#E Amazon Chime , EHSMAUTIEITZ — -

* @meet.chime.in

 u@meet.chime.in

« 10 UL ID , I5iR @meet.chime.in

£/ meet.chime.in , ¥ SIP 2 W EIRFIEZETHKIEIH Amazon Chime Xigi, EiEEFSE X ,
RN SIP 24 E? VJL{EFH X4 ER DNS B, BXEZER , TSR 2EAEHI (SIP) 2WER

® Note
MREH SIP BEENRZF AR TLS BEE TCP &E# , BB R Supp AWS ort,

MREFERANRZMNZRF H.323 , NARILITATE—BF :

* 13.248.147.139
«+ 76.223.18.152

WMREHKIBIEETEIE VTC iR& S Amazon Chime 2 BIKRE , BT ATA MR OBE. BXES
R, 2R NEREMNHTITER,

£ Amazon Chime ¥R B E R A 10 KR 13 UKL W ID , BIA AL, &EALAFE Amazon
Chime ZFims Web NARFFHF 13 VAW ID , SikFik AL,

MABALENS

MELCWEAUEELREBEAREZERA , FAALH 13 VB2 ID ERNEEAMALN, R
BREBA  FERSETFRALEARR , ARRMAHS #) UNAAFHLN. MREFREH
A ERASBEEA , NEBEAMAHT RSN , SFEET2W

MABAKENSW 65
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BEEAERERFARHEN , IEREMBNTUPTEMESWURE. SERFESEFBNFLER, 8IE
MEHW, NABEMELERTUREREW. BXRESZFEEL , 55 KR (Amazon Chime A
M) FREEAEABERREAMHTRSNITHRE.

® Note

MBHRIEEFRADIRM Alexa 151 Amazon Chime 21 , M| R EEEZEEIIETAUMREH
FRRENRSEKRAN , TREULEEANEHINASI,

FREM VTC ®R%Z

TRIET —%oHREDN VIC ®REIK,

RE SIP H.323 TR

BRI SX20 8= = Audio/Video/
Screen: {2 A2
RBEE

B DX80 X = Audio/Video/
Screen: 2 L i
RBEE

Lifesize B#x = & Audio/Video/
Screen: 2 L i
J=t/:: )t

Polycom Debut X5 = Audio/Video/
Screen: #2 L i
REE

EHEAEARN & = S EE

RealPresence RE : MEE@mA

E®E
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BE SIP H.323 TR

Polycom Trio X e Audio/Video/
Screen: 2 2 FiE
RAEE

Tandberg C40 3= = Audio/Video/
Screen: 2 2 FiE
REE

FREMVTIC RZE 67
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P 2% B iE A i 3L 25K

Amazon Chime EEFRAARETAMAB RHMIm ARSI FLRERS . WRALE T AMHHILRE | Nt
FHIE AR MEIFE A SRS WEESD , BFEFM,. WM, FEAEHWK,

Amazon Chime £ TCP/443 i O L AT SR M ITE = EC2 ( LS ) MEM AWS RS, R
KB IEUR O TCP/443 #1TiH 1A |, IS A EARFHIRABRI * . amazonaws . com , HEX FLUT AR
%, AWS IP it SEERINE AWS — RS ZE -

- WO EC2
« Yl G# CloudFront

 Amazon Route 53
BAUTED , THREXEWNG, WOMNTRENEZEE,

PR B AED

1217 Amazon Chime FEEL T M Fw O,

B R ¥

chime.aws TCP/443

*.chime.aws TCP/443

*.amazonaws.com TCP/443

99.77.128.0/18 TCP/443
LW B Fm O

Amazon Chime J3£1i# Amazon Chime Business Calling LT Bk O,

B #r %0

99.77.128.0/18 UDP/3478
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H.323 @WERE

Amazon Chime A H.323 ERMMREFERA LT BFRAMEO,

B ¥R %0
13.248.147.139 TCP/1720
76.223.18.152 TCP/1720
99.77.128.0/18 TCP/5100:6200
34.212.95.128/25 UDP/5100:6200

34.223.21.0/25

52.55.62.128/25

52.55.63.0/25

2l

2FREPY (SIP) 2WERE

MRERERIZTERAT SIP ERMMRLERN Amazon Chime BY |, WAL T BFRME O,

AWS [X i B #5 % O
2K (REXE ) 99.77.128.0/18 UDP/10000:60000

34.212.95.128/25
34.223.21.0/25
52.55.62.128/25
52.55.63.0/25
=R meet.chime.in TCP/5061

13.248.147.139

H.323 2 ERE 69
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EEEmE

AWS X1

ZERL (HERTMILE )
ZEHD (HRPRM )
WA (03 )

T AKX (ERE )
TAHK (R )

MR (BRE )

EEN (ZRS )

HRER

Amazon Chime X &5, MIMANRBEEENHFRERNT -

- B

« 1:1 FEY : 54 kbps ETRI AT
o KHEMELY : 50 B EZEEE NN TTH R A8 32 kbps

. A

B #R
76.223.18.152

meet.uel.chime.in
meet.uw2.chime.in
meet.as1.chime.in
meet.as2.chime.in
meet.an1.chime.in
meet.ew1.chime.in

meet.se1.chime.in

« 1:1 M : 650 kbps E1TFI 1T

« HD #= : 1400 kbps ETFIT1T

« 3-4 A : 450 kbps £1TH1 (N-1)*400 kbps F41T
. 516 A : 184 kbps L17# (N-1)*134 kbps 4T
- ETRNTITHFRSBEMERE R MmEE

- BEHE

« F4T 1.2 mbps ( 28T ) M T4T 1.2 mbps ( ME ) LIIRBE @A

&= 320 kbps.
. SER#4%] : 800 kbps BEIE

TCP/5061

TCP/5061

TCP/5061

TCP/5061

TCP/5061

TCP/5061

TCP/5061

XA REMESRM4 B ER

=i
Sl
it
%
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EFHRG

NMHEEAENRENEAAAN TENR , BUNERNZH A HRERBRNRBHE, REHBE
BREH , TIRZAELE 48 NTAVER,

EEEABRNRBERE

1. $TFF Amazon Chime &5 , Pk )9 https://chime.aws.amazon.com/,
2. {KRi%E#E Reports (3R%E). Dashboard (I EHR).

3. £ Usage and feedback dashboard report (fFFAER MR IRIFFHIERIRE) REL , EFUATH
1 -

(® Note
EXTHABENEZEELR |, 3 Amazon Chime IR &2 4IERF AP ESFHAE S,

- BHESEE (UTC) : IREM BHEIEE,

« SEMAF : BEZ5EM Amazon Chime 8 A F 5,

« SERRAF : EX8EE Amazon Chime & WS A% EEMAF .

- BETAW  BRLRNASWE., BUMERBEQWUNEFFAEFE , BFELXW ID, A
BHEl, KB, ALE, BFENENSMERE. EFHE Conference ID (21X ID) = Meeting
organizer (AIALAE) EEEHMIFMER , BFESNE,. 2WELEH, BEFHREENL
WR iR,

« 2UUHEE- end-of-meetingiflEA FEEE NN E 2 .

- BREPKEER : AR BERIENIIRE R,

71
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¥ B Amazon Chime RSHZE iR

BRI LB AR B R A, KEBIFESIEFR Webhook k¥ & Amazon Chime SEEF im#IIhEE,
AP EARYSEARTES , NEHRBREUFREBEE, AFFEARBEFAFERNEEHS
BEBWERT , RITEEHLEEE. Webhook AJLLEZNEEIRE%EHEE, i , Webhook AJ 2L
5] B BA [ B & 3k S WUIR BR N 654,

eyl

« User management

» 7 Amazon Chime SH & inE R X258 A

« B E AT Amazon Chime B Webhook

User management

UTRBABREETHEEE Amazon Chime A, AXBHRHME REIMER T Java.
£}

- BESIMAF

- THAFIX

- FHZBIMAR

- EFASNAREE PINs

BiEZNEHF
LT REIERT IEBIEZ AP A Amazon Chime Team Ko

List<String> emails = new ArraylList<>();
emails.add("janedoe@example.com");
emails.add("richardroe@example.net");
InviteUsersRequest inviteUsersRequest = new InviteUsersRequest()
.withAccountId("chimeAccountId")
.withUserEmaillList(emails);

chime.inviteUsers(inviteUsersRequest);

User management 72
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EEEmE

THAFYIX
LUTREIERT MM .csv 188 , TEHE Amazon Chime BRIk XA F 3K,

BufferedWriter writer = Files.newBufferedWriter(Paths.get("/path/to/csv"));
CSVPrinter printer = new CSVPrinter(writer, CSVFormat.DEFAULT.withHeader("userId",
"email™));

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withMaxResults(1l);

boolean done = false;
while (!done) {
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);
for (User user: listUsersResult.getUsers()) {
printer.printRecord(user.getUserId(), user.getPrimaryEmail());

if (listUsersResult.getNextToken() == null) {
done = true;

listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withNextToken(listUsersResult.getNextToken());

printer.close();

AHZIMAF
LR RBIE R T t{a3E 48 Amazon Chime EEK AN Z A,

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId("chimeAccountId");
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);

for (User user: listUsersResult.getUsers()) {
LogoutUserRequest logoutUserRequest = new LogoutUserRequest()
.withAccountId(user.getAccountId())
.withUserId(user.getUserId());

TERAFSE
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chime.logoutUser(logoutUserRequest);

EFAFMNAEE PINs
LUTFREERT WAEE Amazon Chime HERA PB4 A PIN B,

ResetPersonalPINRequest request = new ResetPersonalPINRequest()
.withAccountId("chimeAccountId")
.withUserId("userId");

ResetPersonalPINResult result = chime.resetPersonalPIN(request);

User user = result.getUser();
user.getPersonalPIN()

A Amazon Chime RHEZE Fin&EK I XL A

YRAETLAEA AWS Command Line Interface (AWS CLI), Amazon Chime API 5 AWS SDK I X4l
22 A5 Amazon Chime £/, BIXRAEE AL FERA Amazon Lex FIE M AWS BRS5#Y58 K IhEE AWS
Lambda , B33 Amazon Chime I R EHR AP oA ARIA B eEX ERERELERES,

WRER Amazon Chime L IKFEE R |, N LAERIXYEZARBEBAFPHRITUTES -

- BERRBRELIREUER.
- BIMITHES.

- BB EBER,

- BIEXFRIL,

B% Amazon Chime LK EZE LS |, ES EEEH Amazon Chime K,

MRER Amazon Chime R KFEER , MHZATLAGIE 10 NIRHLEEALLEKE Amazon
Chime, XELHRNB[BAMCEATHEKFRACENDRE, AENXEEER TR NIRE RN
RUEBEA. BRNBAFTNEPNRER , WREXATUETHUBRERMUN G SEHRNE[AH#ITR
B, BXEZEER , BSRAAEEHRNT -5,

Linux # macOS WA FAIUHEBEXFEENW REBRIEA. BXEZER |, BESHR A Amazon
Chime ¥ BE X B XA

EFAPMNAEE PINs 74
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AR
o FFHIXRH88 A5 Amazon Chime Bi&EH
o RIELERHEFAB Amazon Chime B4

IR A8 A S Amazon Chime BE&EH

MRER Amazon Chime A KA EER , MEZ A LAIE 10 MIXABEALERZE Amazon
Chime, XEHRYB[BACCERA THEKFRACNENIIXRE, RENXEEE R 880 B X ZE 7
RIEBEA. IRNBARMEZEPRZES , WRERZATUETHUEERUNGSERNRINI[AFETR
B, BXEZEE , 20 (Amazon Chime AFIEmM) HWFERII XIS A

$&85% 7] LAfE FH Amazon Chime API #4E , 5 Amazon Chime ik B AR EABXHB/A. EXEZE
B, ESR EHIAAEE A

® Note

BTBBRIRAZB[A. ERLEEZNKSPEABRNEA , BEA (LS# Chime API &
%) H# Amazon UpdateBotChime API #4E, FRBIXHBFARN K BXEEER REFER
HEIRZE , mMAERM. MEXNPXZES SERANIXIEARIT @mention 1 , AFPNS
W E iR E R

FRFA
EREHATERBXHEEAS Amazon Chime WEFHT , §EFTERA T EREH

- BIEBRALEEA

« 2/# Amazon Chime Hikim = , OHEFALEEHEE. M AWS Lambda BEE ARN = HTTPS i
Bhi%kiR, AX Lambda WEZEE. |, 2@ AWS Lambda FF A A RIEF.

ERTF HTTPS iw = H) DNS R{ERE
ERER HTTPS i S 98t DNS 8% , RATEBRIK AU T RESSE

- EATATBIEFRKA DNS T,
- REA ALLFIE[EIEFRS.
- {RIPEH DNS BRF25H DNS SEMEKF |, LRy LEiE##.

KR A128 A 5 Amazon Chime B& A 75
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Amazon Chime EEER
- FATATEIEFHERNATFERN TLS HEHES.
- EAEBNBAEES , BENELZHITMERILE,

BIEBIXRAEEASE , £/ AWS Command Line Interface (AWS CLI) 2 Amazon Chime API #2E5E &
LT & HERNES

5

« ZB1 IR HLEEAEKE Amazon Chime

- SR 2 : 73 Amazon Chime B R #1328 AFL & i vhim 2

- S 3. 71 Amazon Chime BIRZ R MBI R HEFA

o NHIRHI|ABEBR#ITIHEIE

- EFBIRALZ|RA

ST HIRAN[AERZE Amazon Chime

SERK RS S , A AWS CLI 2 Amazon Chime API &RV BN R L83 A 5 Amazon Chime £,

(® Note

XERELNIRIGFACEYESME FER4ritbit, BIRALZR AR BB FHR 4t 625
RIEEER

AWS CLI
ERASHIXEEA , EEHA AWS CLI

1. WMEFERIEALERZE Amazon Chime , BIE1T AWS CLIFH create-bot a5 5

aws chime create-bot --account-id 12a3456b-7c89-012d-3456-78901e23fg45 --display-
name exampleBot --domain example.com

a. BFEWAIRIBANERENR K BZEESIMNEREEZREREF (W +, -, %) o
b. & A Amazon Chime K P8 EMBE o
2. Amazon Chime FHREIEZEHEEA ID EFRAN ML R

FFEI X258 A S Amazon Chime EL&1E A 76
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"Bot": {
"CreatedTimestamp": "timeStamp",
"DisplayName": "exampleBot",
"Disabled": exampleBotFlag,
"UserId": "1ab2345c-67de-8901-123g-45h678901352k",
"BotId": "botId",
"UpdatedTimestamp": "timeStamp",
"BotType": "ChatBot",

"SecurityToken": "securityToken",
"BotEmail": "displayName-chimeboteexample.com"
}

3. FBEFIHAREFVRA ID MEFERMFIE , UBMTEFER,

Amazon Chime API
f£ A Amazon Chime API &5 I R HL88 A

1. EFENIIRIEEAS Amazon Chime £/ |, B # A CreateBot (I &# Chime APl &) HHy
API #24E,
a. BRAWNXVBANERER  KZEE 5 MNFIBFZIHEKEZF (W +, - %) o
b. i&E%H A Amazon Chime ALK FRYEMIEZ

2. Amazon Chime FFRE I EH/A ID ERNENER. BEHHREFNRA ID B FERHFit
i, W2 AR TRt & RA : exampleBot-chimebot@example. coms

AWS &R F Java #9 SDK

LT REMTEERT MAERER T Java B9 AWS SDK SR I K25 Ao

CreateBotRequest createBotRequest = new CreateBotRequest()
.withAccountId("chimeAccountId")
.withDisplayName("exampleBot")
.withDomain("example.com");

chime.createBot(createBotRequest);
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Amazon Chime FREZEH2EA ID ERMNIINLER, BFEFHHREVEA ID MEFHB4but, 4
BRARBEFH AUt R RA : exampleBot-chimebot@example. coms.

$I® 2 : § Amazon Chime B XR#E8 A E Hih ik =

A Amazon Chime MLk P SIZIIXHL2ZA ID /5 , HERE B LR S , SAE Amazon Chime [E#185
AREHEE, HART S L2 AWS Lambda BiE ARN |, B o] LR IBTE o RZ MR BIER HTTPS
KRigT m, BX Lambda WEZELE |, FS AWS Lambda FF XA R 8.

® Note

WMRALZ/AR HTTPS Mg RABRERENZE , NPXREZEERALEZRENAPNRE, [
B, IXERAF LT EENSRAERS,

AWS CLI

MERNPRAB[AERE HILWS , HIZ1T AWS CLIFH put-events-configuration 5. EtiE Lambda
BE ARN B HTTPS H ¥ =,

Lambda ARN

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --lambda-function-arn arn:aws:lambda:us-
east-1:111122223333:function: function-name

HTTPS endpoint

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --outbound-events-https-endpoint https://example.com:8000

Amazon Chime A28 A ID F HTTPS % S 3 4TIH Bl o

"EventsConfiguration": {
"BotId": "BotId",
"QutboundEventsHTTPSEndpoint": "https://example.com:8000"
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}

Amazon Chime API

ENPRVBABRBELEUARTR , BEA (LE# Ch PutEventsConfigurationime APl Z&) F#Y
A mazon Chime API #&4E, Bt& Lambda Bk ARN = HTTPS H ¥k =,

- MRIEEE Lambda B ARN , Amazon Chime 218 Lambda RN MER , LA
Amazon Chime B R HIKF AWS EARAN Lambda B# ARN, REXEIRZITEA ,
LAE Amazon Chime @B BN AALEE., MENEFMAMSE L ZTRARK , W
PutEventsConfiguration #RIFIRE HTTP 4xx iR,

- MEHE HTTPS Hitiw < : Amazon Chime f£/ Challenge JSON B , [@ £ —F R/

HTTPS ¥R A& % HTTP Post 15 R RS R RIS HTTPS i S 1A JSON R
ENRASH , NRTEA. TENRHERT ERNERE WAL,

Request
HTTPS POST
JSON Payload:
{
"Challenge" :"00000000000000000000"
"EventType" : "HTTPSEndpointVerification"
}
Response

HTTP/1.1 200 OK
Content-type: application/json

{
"Challenge" :"00000000000000000000"

}

MRFWEF KM , W PutEventsConfiguration #ERFIRE HTTP 4xx iR
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AWS &R F Java 9 SDK

LR RBIRREER T A EAE AT Java B AWS SDK BB L i1 <o

PutEventsConfigurationRequest putEventsConfigurationRequest = new
PutEventsConfigurationRequest()
.withAccountId("chimeAccountId")
.withBotId("botId")
.withOutboundEventsHTTPSEndpoint("https://www.example.com")
.withLambdaFunctionArn("arn:aws:lambda:region:account-id:function:function-name");

chime.putEventsConfiguration(putEventsConfigurationRequest):

S 3 . H Amazon Chime B X =7 MBI X188 A

RENMREZEERATERAWRERNMBRZFZA. EERXER FER 1 PRHEIRYLZRA G B F R
friw ik,

HEMREFRRNPRBEBEF

1. #T7F Amazon Chime RE & Fiwsk Web MAREF.

2. ERALANKRER , AGIEEEE Webhook MHLEE A
3. %% Add bot (R INEENERF),

4. TEEBETHRAFb R A RAY BB FER AR Mt

5. & R,

BHEREFEMNASHIENXER LG, MEXTHPITEMBERSIRENNKERINBERNEA |, F@
B XK EEHE 53 IEE,

PRHNB[ARMERRES , NORERAFRENBFAZTH S, TAXTESH —FEERREIR
PBRARRF  FHERIPXREBERNOPMREREGTHE, A, AWS BEUENMRAEEAR
FolZ#Bem 5.

FTENRALES A B KRBT H B RIE
BT LAXS Amazon Chime Bl X E @I RHEFA L EWBERFBITEMRIE. Ntk , BRFEBRITE

L. AR, RIITTESHENSIERESERFEHPNIZHEIEE ., Amazon Chime £ HMAC
SHA256 I HERERZE R
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MEMFEA HTTPS Kbtk S & Amazon Chime BIRHBEA , HFXRAUT EHRIISRE,

RNEAE HTTPS Hitim S BB R AL88 AR UE Amazon Chime £& &R

1. M HTTP &R #3REX Chime-Signature #5k,

2. FREVEREY Chime-Request-Timestamp ¥k body (IEX). R , EXH N TRZEFEHEL
ER D R — N F R/ &R,

3. {#M CreateBot M SecurityTokenF BI4EAN HMAC_SHA_256 M#IIAZR4E | AXIBELS R 2 b
BNFRBRHTHRFLE,

4. {¥F Base64 miZETF LIRABFEFZTHIRB A —NEBF/HHR,

5. FitEBIMZE S Chime-Signature FrkFHEZHITHR,

THEHNRBREIERT WAEA Java EREH,

private final String DELIMITER = "|"
private final String HMAC_SHA_256 = HmacSHA256"'

private String generateSignature(String securityToken, String requestTime,
String requestBody)
{
try {
final Mac mac = Mac.getInstance(HMAC_SHA_256);
SecretKeySpec key = new SecretKeySpec(securityToken.getBytes(UTF_8),
HMAC_SHA_256);
mac.init(key);
String data = requestTime + DELIMITER + requestBody;
byte[] rawHmac = mac.doFinal(data.getBytes(UTF_8));

return Baseb64.getEncoder().encodeToString(rawHmac);

}
catch (Exception e) {
throw e;

}

HTTPS HHuhifm R ABE 2 B AEN 200 0K MR Amazon Chime &K, &M , HRFEK, MR
HTTPS Hihim = ( RiERERBRITEGER ) B3 2 BWFRAA , IR Amazon Chime WZE] 5xx 1 i
¥ , Wl Amazon Chime 2EAFXIER., FEHBIBERAM 200 EREFLEE—XRERBER, €5

KR A128 A 5 Amazon Chime B& A 81



Amazon Chime EEER

—RERFERERMK 400 EVEREEZRERER, MREFZRERZFEH HTTPS iIwRMHAFH
A, WER KM,

(® Note
FYHERXFERAT , Chime-Request-Timestamp & X £ E X,

R A Lambda &%k ARN & Amazon Chime I X#EEA , BXRAUT B ORISR,
HNELE Lambda E% ARN BYEI K #1885 AR UE Amazon Chime £&iEFR

1. M Lambda &R #3RE Chime-Signatur e 1 Chime-Request-Tim estam ClientContextp ,
Base64 4miBHY JSON #& 3,

{
"Chime-Signature" : "1234567890",
"Chime-Request-Timestamp" : "2019-04-04T21:30:43.181Z"

}
2. MIERAEFIREUERM body (EEX).
3. fEACreateBotMRISecurityTokenF #I4EH HMAC_SHA 256 W#IIRE4R , AN B RIEN FRF
B TR B,
4. f{EF Baseb4 HmEDHX LIRBHEFTHRBN —INELEFHH,
it BB RIMZ B S5 Chime-Signature FRk RIIE B ITHR,

WMREEA Lambda Bf &4 com.amazonaws.SdkClientException , Amazon Chime £@E A H X
BER,

BRI R LR A

YE% Amazon Chime i EE R , L1 LT Amazon Chime APl SHUF AT ESLESFEH AWS |
AWS CLI B ATAEF BN RSN FE. SBhalSARERAKFE ARV A. ETLLREIR
NBAETFERT LD,

EXEZEEL , 52 (Amazon Chime API &) AT E& :

« GetBot— FREVEHEI R MBS AFMIER |, HIANALET A B F a4tk M ALES A KR,
« UpdateBot— 5§ FAZ{Z I £ R B9 K 7= A 52 BN R A28 Ao
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« RegenerateSecurityToken— NN XVBAEFERLE T

SR AT AR B R AL88 AR PutEventsConfiguration. Hi20 , MREMRHLERAE W HECE F AT LA
£/ HTTPS Hhim s , MEATLMBR 2 BINEHEE , E¥ ) Lambda ¥ ARN REEHEE.

EXxEZEELR , 52 (Amazon Chime API &) dfIATE& :

» DeleteEventsConfiguration

» PutEventsConfiguration

KIELBRHEE AR Amazon Chime B4
AT E#19H Amazon Chime KIELBIXHLEE A :

« #iE : /£ Amazon Chime Bl K = RN NEI KA 85 A B XX B4
- B EPRXEAFFTIKRILEEARIT @mentions EER KXW EH
- B : Bk Amazon Chime I X E IR AEE AR ZANEH

UTREAERTERE EREH , BRI AWEIR JSON BB R,
Example : BESEH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
},
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
"DiscussionType": "Room"
},
"EventType": "Invite",
"InboundHttpsEndpoint": {
"EndpointType": "Persistent",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"

1,
"EventTimestamp": "2019-04-04T21:27:52.736Z"

RIXAHKAHEE AR Amazon Chime B4 83


https://docs.aws.amazon.com/chime/latest/APIReference/API_RegenerateSecurityToken.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_DeleteEventsConfiguration.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_PutEventsConfiguration.html

Amazon Chime EEER

Example : 2R B4

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
1,
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8k1l-mn90opqr012st",
"DiscussionType": "Room"
1,
"EventType": "Mention",
"InboundHttpsEndpoint": {
"EndpointType": "ShortlLived",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"
1,
"EventTimestamp": "2019-04-04T21:30:43.1817",
"Message": "@botDisplayName@example.com Hello Chatbot"

(@ Note
BEXEREHM InboundHttpsEndpoint URL £ 3% 2 £ 4p S HA.

Example : BEREH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
},
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
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"DiscussionType": "Room"

iy
"EventType": "Remove",
"EventTimestamp": "2019-04-04T21:27:29.626Z"

B2 FE A F Amazon Chime B Webhook

Webhook ftiF Web B AR BEMHETEEBE. Webhook BESERERZIEBA, Hlm , RiZE
EEE—NMNELZMYNLG, HEFIABUYEFNER. FTRARBLETRH , B2 E Webhook
B, Webhook FTEEGRESNARFIEFETAERE , O FLERASHLERD, &E
webhook T2 7 401 E B 10 F BESE R IR EREIE. B H webhook BY&IE R AR N A LA Bl & A
&

BRI K A ¥ Webhook B LURIE A I\ [A] Amazon Chime BIRE XiXHE ., Bl , Webhook 7] LAE
HEFRSHAMEXAUBFTNS L ERRSENARURIE R E RIF NSO 1Z RS 20551,

Webhooks 8 E A[3&i¥ markdown TR REH BB ERE/FS. HTTP 32 8 F 0B 4 s 1k
S8 RATERER, HEXETJLLEIE @A # @Present AR HIREMXENNWAMEK A MEL
RA. EE#E @ BRENMNNKESESE  EEAENBRTENE FHR4tat, Fln , @alias =

@alias@domain. com,

Webhook RREMIREF A XZIFHZHN —FThEE, Amazon Chime BIXRZEEIE J A AN SN RE RN
&% 10 /> Webhook,

BIELUTHRE , £aLUS 01/ Webhook £ ZE Amazon Chime BIXZE,
f Webhook ERXZEHIRE

1. MNHIREEIE RALIRE Webhook URL, BEXEZEER |, 55 (Amazon Chime AF M) &
K’ Webhook R INEIEIKE,

2. Ol LAERBIAE RN AREF T EIZER Webhook URL HEIREXIXHEE :

a. URL #3 HTTP POST &K,

b. Amazon Chime Webhook #2882 —F{NAEMN JSON B E. UTEF REAEN T
Bl curl 855 -

curl -X POST "<Insert your webhook URL here>" -H "Content-Type:application/
json" --data '{"Content":"Message Body emoji test: :) :+1: link test: http://
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sample.com email test: marymajor@example.com All member callout: @All All
Present member callout: @Present"}'

LT 2ERA T Windows B FP#Y PowerShell &85 R4l :

Invoke-WebRequest -Uri '<Insert your webhook URL here>' -Method 'Post' -

ContentType 'application/JSON' -Body '{"Content":"Message Body emoji test: :) :

+1: link test: http://sample.com email test: marymajor@example.com All member
callout: @All All Present member callout: @Present"}'

ENZEFE HTTP POST £3A%E| Webhook URL 25 , RSB 822 RIUE Webhook REEMBEEEFE D
BERIRE, MEHFHIENXZEREMP  HERZLTE —INEH FER. MEHFRIEAH
REHEHIENEZHFEMTHWIHRES | FIR (Webhook),.

(® Note
L H%E N Webhooks & A CORS,

HEZ Webhook &%
AT 25 Webhook xR FIEK -

« §/ Webhook #91& A Webhook RERF N EBNHKE 1 TPS, RHEISSH HTTP 429 iR,
« HH—/ Webhook X mHIEHEMMA 4 KB HEN, BAKEEAHLSH HTTP 413 iR,

- BF @Al §1 @Present JEBH Webhook FTEMHVEENERATERE S0 MNKELDKANPIKRE,
BT 50 MR A SS B HTTP 400 iz

- WMRBIHEMK Webhook URL , EFIHH URL 253 HTTP 404 41X,
- MRMBIBRERE A Webhook , EAIEK URL 253 HTTP 404 £&iR.
o T3 H webhook URLs 25 B HTTP 403 £i%.

- MRBSFSTFAA , AFQEWNRKE HTTP 503 iR,
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Amazon Chime HIEE L 1

(® Note
MEAXT I MY A B) | B 81E amazon.com EHEF RS

WMRBFEEER Amazon Chime BWZIFAR |, HEREFEUATED 2 — :

- MREHF AWS ZFKF , BRIEZEROHRRIE,
« BN, BITF AWS EEEGIA HAOKIERE Amazon Chime, XEFEMERIER,

RARZSHRERAUTER

o [RIREMY ¥ 41 EA
- RERBWEHE , STEHE X,
- BERAM Amazon Chime fxZ&, EERLBHNRAES |, BRITUTERE
* £ Windows # , #KEF A BI AKX T Amazon Chime,
« 7£ macOS # , fkiRi%#E Amazon Chime. About Amazon Chime (3<xF Amazon Chime),
* 7£ iOS M Android # , #fx)Xi%E# Settings (IRiE). About (X TF).
- BES|IAH ID, EEHKL ID, BHRITUTERE
- 7£ Windows H macOS # , #fkiRi%E$#F Help (#585). Send Diagnostic Logs (KIZ1Z i A &),
« 7£ i0OS # Android A , #k)Xi%#® Settings (i%i&). Send Diagnostic Logs (%&3%1Z i B
« MREHRBELXWUEX , WEFERHZKILID,
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Amazon Chime

EEEmE

Amazon Chime &2

TREEAWS BREHE, FH AWS BF , BAIUSZBRTENREARSHZ BB EALANERMH
BRBAER UMM LR,

ZERMAFHEEE AWS W5 E, TEHEEXFEFHRNENZEMNEZIN TSN

L STAYESBY IR T R N{A] £ E Fl Amazon Chime Bt ASERIBEN ., U TEZHA 7 A E

TEE — AWS ARRIPE AWS ZHIETT AWS IRFWEREH, AWS ENBREATULRSER
RYBRSS . ERNAWS EMITRIEM TR EA T X EN -2 , BE=AFITMEHN AMBIERNZ £

MBI, ET#ERT Amazon Chime HEMMEITR , BSHAEAEITRSEERH AWS BRS5.
DR R 2-BNREASEAN AWS BFRE, EEFTENHEMARAE , SFLENBFEHHR

. BRANERUNERREREN,

Amazon Chime FESSMEZ & HMEMM B ¥r, BEFZEI MMIERE M AWS AWS RS R H Bh& 14
MR ER Amazon Chime &R,

&

i@ F Amazon Chime i & 2 Fi5 8 &
Amazon Chime #{A1 5 IAM B & £ A

Bh L BB AR S5 R BN

Amazon Chime E T R RIF

ETF Amazon Chime #rZHEX

Amazon Chime IAM &

Amazon Chime E T 531 K 151
Amazon Chime 5 5 B[R B HE &

£ FEA T Amazon Chime WIRSHEX AR

Amazon Chime By H &g F M 1%
Amazon Chime F &M IRIE
Amazon Chime § #1% &8 &8
Amazon Chime FHVERIZE L 2%
7 #% Amazon Chime B3 E#H
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Amazon Chime EEIEE
& A F Amazon Chime B9 & 13 17 8] & 12

AWS Identity and Access Management (IAM) AWS fg$5 AT # B EE R T2 i E X AWS BIRE G
EXPR. IAM BEERATEREZL AR (EE2% ) BRERN (EENR ) WAF , AFHMER
Amazon Chime &R, ZALAER IAM AWS BRF , TEXFEATA,

1+ B

EFH
2

5>

- ERASOHITEHRIE
- EARBEERR

- DIN

BRI EA 5= AWS Identity and Access Management (IAM) A& AR TR

- REAF : MREFTZETFRITIEE , BMNEE AL ERNR ( EZHAmazon Chime & 4 #1767 &
#E)

- RFEER  BEAFHENRHARINRIER ( HZSFAmazon Chime 115 IAM BLEFEH )
- IAM EER  mERATERHENRHER (15 HAmazon Chime ET S MR RA )

e B 02 1T B IR E

SHRIERE AWS FRASHEIERRN AN, BLTUL IAM AF FH3TH AU AWS IKFRA
P, EBETEE IAM Ae#1TE ORI,

T LA ME Sk B 54 RAIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
BIEE Google/Facebook iE$ , IERE B HE R, EXEFNEZELR , B5H (AWS &% AP
B PHIITEFERN AWS IKF.

MNFREZEHE , AWS 1214 SDK H CLI KN FER#ITINELE. BXREZELR , H5H (IAM AR
) FRERT APl ERIAWS &R 4,

AWS Tk root I

Bl AWS IKFP , BB —1NEN AWS K/ root AFMEREH , ZEHATUZLBRMER
B AWS BRSS MR R, BIMNBNEBUFAEFEARAFZTHEERES. AXERBAFRIENGES |, 8
2 (IAM fiFiEr) PREERASKIENES.
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IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR

AR E R 90
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BT HRMN R

ETRIFHREE MR ZRAY JSON KM, R~HIEHE IAM B EEEREN Amazon S3 F#EH
K, EXFETRARNEKBORST , BRSEERA AUEACIREFNBERFNLR. BLMIE
ETRIFH RS I8 E £ 4

ETRFNRERNMTIZRSFHRNEKERKE, ETREETRARNKBEHERM IAM P AWS EX
B

AWS Amazon Chime BVIEEBE

EgAF, ANMARFNNE , SECHEERKEMEL , FHA AWS BEXFTBEM L, SIENNEHRIR
HATENRERN AM ZEFEERAFTHEEERBAIMEZ LR, EHREAN] , BUUEARIIN AWS £
REE, XERMBEEENNAZR , RSN AWS IKFHER, AX AWS EEXHBHNESER | F
2 1AM AAFEEMHPIAWS EE KR,

AWS RS 4EIF MEH AWS HERM, BT EEQR AWS HERBFHNNR, BSBER2E AWS £
ERBENNEMNRAZ TR, EREFSLMMINKBOAES G (AF, ANAR ), St
AR AT RETAR |, RSHBETREER AWS REXRM, RST2M AWS FHE R BERX
R, Rt REEEHF 2B ENANENR,

eS| & AWS XEFE SRS THFRENIEERE, I , ReadOnlyAccess AWS L E R
XA AWS RS MAE R RIRG RRR. MRS BEIFFERN , AWS N HFRENRTIRRINRER
PR, BXxTHIRAERIEMNSIRFNER , FSH IAM AFEEPHNER T TERENAWS FEE X KR,

TR 42 % 5 &k (ACLs)

mEEH SR (ACLs) ZHIMLERIEA (KPKA, AFSAR® ) ARBRFR. ACLs SETRIFR
REERL , REEAAEA JSON KB,

Amazon S3 #l Amazon VPC i X FH RS =¥l ACLse AWS WAFE T EZ{EE ACLs , E5H
QS fE R fF RS A EIERE) RHERIEF SR (ACL) BHiR,

HREgRE

AWS X HMREER  XEFHERATUREFENNREERBERFHRANR

- NRLR - REETHNNRBALRT IAM ZENEARR. BXESZEE , 2/ (IAM A/
) B IAM EER PRI

FEARKEERR 91


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Amazon Chime EEER

o PRSIEFIZKRE (SCPs)-FEHFIEEALARA LN B HZR AR AWS Organizations, EXREZER , B
2% (AWS Organizations FIFF18R) A HY PR SS 15 I SR BE .

- WIREHIKEEE (RCPs)-REKF, PR FENHZRAATANE. BXEZER , B85 (AWS
Organizations AP ) P FRZEFIHKE (RCPs).

- 2ERE -ENACIRSAFCRGN SER , FASBERENSRER, BXELER B
7 <IAM AFEE) PRLIEERR,

S REERE

SN RBEWRBEA T —MERE , ERHRREMERNELIRRE, BT HRES RS HRBEER
WA AWS ER B AWER , HS5H IAM AP EEHR IR ITEEE,

Amazon Chime A5 IAM Bt & A

EHEH IAM B Amazon Chime TFRXBR 281 , M5 T ## 8] AT Amazon Chime B IAM TheE, E£
[ T f# Amazon Chime fE#tt AWS BRE A5 IAM BEER , 55 IAM BFiEEYH 5 IAM B4
ERABAWS RS

£
« Amazon Chime ET B HI KR
NG

Amazon Chime &£ F B 0K K

BEEA IAM ETBGHXRE , BUUEEATRELNRENRRURAFRIELEENR
fF. Amazon Chime XIFSERVRIE., RIEMFMHE, ETHAE JSON REFERANMBERE , B
59 <IAM A 3ER) FRY IAM JSON KTESE,

BRI

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
B, AREMAAZKHETHIT,

JSON HMEH Action TEMAAATERKT AT RIELLFHRE, ERBPISREAR TR
ITRERERRR,
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ESLR

Amazon Chime TMREAEMRSZ T ANSZ4R. EEBME AWS £RFZM4E |, B35 (AM AP
) P AWS £RFH LT XHE,

BTR

Amazon Chime T 7K ARNs FIEE &R IF.

]

EEE Amazon Chime E T H MR RH , iS5 Amazon Chime EF S50 K R =B,

B L5 BR 55 R B KR

BERERERTERZE2ME , IXRRTRENIKAANRESH AR N HIITRER , Ba

PXANAE, BETHNERBRINRETREAENEZTHGSRERXRERLTRIGRINERIR. BXESE
B , #3019 (AWS Identity and Access Management A {5R) HHEEREEH,

EHAWS  BRSEEARSSBEFZIREL. S—TRS (BRARKS ) BRAS —HRS (KIAA
RS ) B, MEREBRSEL, BRTHETUER PRI ERENE , R FARSIES -3
AR S5 HR DY R R

AWS NIRSZSZERXAREAREK P RRNVITEHRNER , LEBBERIPERNEZ S, TEBENKRE
RIFRFEEARFEH aws: SourceAccount €SB L TR, XER LR Amazon Chime IR F H At
BRZ515 8] iZ &R BV AR

LT RBIETRT S3 FHEREE R JBEEM CallDetailRecords S3 FE@REH
aws:SourceAccount £2RFHLTXR , UEHIVEERERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"

%
i
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},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
}I
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"g3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}

Amazon Chime ETF &R EE
Amazon Chime X FE T R IR KBE,

HF Amazon Chime - ZE B

Amazon Chime A X FE THRZRIC BRI F 5 R FR,

Amazon Chime IAM &
| AM £ R4 AWS TKF th B 1 AR PRI S,

& FEAIERTEIER Amazon Chime

AUAERA G FRIERITRESHRIEESR , 2k IAM B8R REKS €, STLUETE

FAssumeRoles 2 2£H AWS STS AP #4ERIREUIR B L £ iE 5 GetFederationTokeno

Amazon Chime 3£ A I B3 Z 3k .

Amazon Chime & T &®RH K
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BRSAEKAE

BSHEXAERT AWS REHRRRETRBENEBRSHHRR. RSEXABIERE IAM K
P, FRERSFAE. IAM BEERTUERETEEERSKEKABHNIR,

Amazon Chime XEREHXAR, EXCIEHEE Amazon Chime RESHEXACHNIEMAESR |, FS
¥ £ F3& A F Amazon Chime BERZHExBE,

BESAE

A TRSAREEBERSAE, LABARTFRSHRIEMAERS FHTRUARETHRIRE. RS
AEERE IAMKSH , ARZKFRE, XEWKRE , IAM EERAIUERZAECHNR. B2, X
B AT BE & P T AR S5 RY Zh e

Amazon Chime *X RS AE,

Amazon Chime & F & 01 KB 7~ 451

IAM AP A ERIATNAZESHIE K Amazon Chime &R, i1t T E(EH AWS BB 4S AWS
CLI, = AWS API TS, IAM BIERXMEIE IAM R |, LERAFPNACEFNRUNFFERN
EBERBRITIEEN APl 24, RE , BEAMIUXERBH N EEZXENEN IAM AFPSH4E.,

ETHNMAERXL RS JSON REEX#6I2 IAM ET S 0K , 28 (AM AFER) 91N %E
JSON 31+ L 6 2 5K

£

- ERREXEK

« A Amazon Chime &l &

- RFAF5E£1E Amazon Chime

- RATAPEEMHIIE S KRR

- AR RRASEEERE

« AWS FEEXHE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy
« Amazon Chime B3 7 HEBR AWS

RIS R{ERE

ETS5MNERBRUBERAF2AENXEIE, HRISMBEREMK S FRH Amazon Chime BiR. XLERIER
BEAME AWS IKRF A RA, tIBREEETEONERER | HERBUATEENE
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- FTIRER AWS RE R H RO RENRNR — EFREAAFMITERERR TR , EEANTS
ERLAPIRTFNRNAWS FHEREE, SIEMRNRARTH AWS IKF, RMNBUWEEYELHN
BRI RAPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM AFERE) HH
AWS FEEFRMEH TFREENAWS FEERMK

- NASENR : £EA IAM RERENRE , BREFRITESHENNR. At , EAER
ERERGT AUNBERRRNTHRE , RN RKENRTAT. BXER IAM NANRRNESE
B, B2 (AM AFEmR) P8 JAM R EYKEE R

o EA 1AM KRB RY SRR — BRI RIAPR - 44 AT LA 2] 3% B 77 0 2R 44 SR BR 61 X R 4B R SR B 15 8o
Bl | BRI R E R R RIEELAER SSL RIEFMBER, WRESHEERBIRE AWS R
SSHY (B0 ) FERAY , Tt AT BAGE A S SRR T AR S5 R AERY T R FR CloudFormation. BXES
8, BZHR (AM AFiEE) F8 JAM JSON REETEE @ &

- M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEEHN LS MHEMINEENY  IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBER EMAIRENEI , HBEBEFIELZ S BINREMRN
KEk, BXEZEER , BESHE (AM BFigm) MM IAM Access Analyzer iF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URER
=, ZELAR AP BENEE MFA , B MFA RERNBZHNERD, BXEZER |, FS
F (IAM A F#8r) M ERA MFA RF API 1A,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM F R HEXE,

£ Amazon Chime 124|4&

Eif | Amazon Chime ##l4 , B4 MEE —ABRKIONR, XERBELHLAATFEFIHNEES
XI& AWS Tk P Y Amazon Chime BREMNIFMAEE . NMREZVNENE T BN ERELATENREN
BREME , MEENEEZERBEHEE (IAM ARSRAR ) EEETEH A

FHERIX LSRR A LLEA Amazon Chime #2#14 , TEEFLT AWS #E
‘EAmazonChimeReadOnly REEMi INEIX LR, BEXEZER , HZH IAM AR EEPN I ALH
IR -

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Action": [
"chime:List*",
"chime:Get*",
"chime:SearchAvailablePhoneNumbers"

1,
"Effect": "Allow",
"Resource": "*"

FFREA AWS CLI 5 AWS API AP , BEEREREFEEH AR, Bk , AALFHRSE
2R MITH APl B/EM TE R 1E,

ARFHAF T2 R Amazon Chime

BAF AWS #£EAmazonChimeFullAccess K% F IAM FAF Xt Amazon Chime &IRH T2 17 R,
KRB AR F AP X Amazon Chime BT EIREUR EERREBHITHEMIRENHRIRER,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"chime:*"
1,
"Effect": "Allow",
"Resource": "*"
},
{

"Action": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:GetBucketlLogging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite"

1,
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"Effect": "Allow",

"Resource": "*"
},
{

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"

]I

"Effect": "Allow",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"

1,

"Resourxce": [
"arn:aws:sns:*:*:ChimeVoiceConnectox-Stxeaming*"

]

},
{

"Effect": "Allow",

"Action": [
"sqs:GetQueueAttributes”,
"sqs:CreateQueue"

1,

"Resourxce": [
"arn:aws:sqs:*:*:ChimeVoiceConnectox-Stxeaming*"

]

}
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RTFRAFERMITE S HNR

ZORBIGLER T R A B R |, SAAY IAM AP EENR N EAS B ONNERANEE R, R
BEEEFE LSER AWS CLI X AWS API BU4wE 5 R T LR BRI R

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

RUFAFPIERAFEREE

£ AWS & AmazonChimeUserManagement B [ Fi 7 #% F 7 Amazon Chime & & Hi5[R A F
EEBRENR,
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JSON

"Version":"2012-10-17",

"Statement":

{

[

"Action": [

"chime:ListAccounts",
"chime:GetAccount",
"chime:GetAccountSettings",
"chime:UpdateAccountSettings",
"chime:ListUsers",
"chime:GetUser",
"chime:GetUserByEmail",
"chime:InviteUsers",
"chime:InviteUsexrsFromProvider",
"chime:SuspendUsers",
"chime:ActivateUsers",
"chime:UpdateUserLicenses",
"chime:ResetPersonalPIN",
"chime:LogoutUsex",
"chime:ListDomains",
"chime:GetDomain",
"chime:ListDirectories",
"chime:ListGroups",
"chime:SubmitSupportRequest",
"chime:ListDelegates",
"chime:ListAccountUsageReportData",
"chime:GetMeetingDetail”,
"chime:ListMeetingEvents",
"chime:ListMeetingsReportData",
"chime:GetUserActivityReportData",
"chime:UpdateUsex",
"chime:BatchUpdateUser",
"chime:BatchSuspendUser",
"chime:BatchUnsuspendUser",
"chime:AssociatePhoneNumberWithUser",

"chime:DisassociatePhoneNumberFromUsex",

"chime:GetPhoneNumber",
"chime:ListPhoneNumbexrs",
"chime:GetUserSettings",
"chime:UpdateUserSettings",
"chime:CreateUser",

AR IERAFERRE
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"chime:AssociateSigninDelegateGroupsWithAccount",
"chime:DisassociateSigninDelegateGroupsFromAccount"

1,
"Effect": "Allow",
"Resource": "*"

AWS EEXEE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

Amazon Chime Voice Connector AJ &Y
AmazonChimeVoiceConnectorServicelLinkedRolePolicy fFE&FR % 5 ZE Amazon Kinesis
Video Streams , NI A X RN A wBHHFER Amazon Polly &KI1EE. EREIEF Amazon Chime
Voice Connector A T IR AXBR : 157 & F #9 Amazon Kinesis Video Streams. [ Amazon Simple
Notification Service 1 Amazon Simple Queue Service £EBHEH , AR IT Amazon Chime
SDK B EZ R ARRFH Speak M SpeakAndGetDigits #E#ERHEH Amazon Polly 8KiE&H. BXE
%55 , 2 (Amazon Chime SDK EIE1E®) I Amazon Chime SDK E T 5 M KR =B,

Amazon Chime E# 7 £ B BE AWS

TRIHHEIRT Amazon Chime IAM EEHNEHFHN B,

2 iR A Hf
AmazonChimeVoiceCo Amazon Chime Voice 2022 £3 A 15 H
nnectorServicelLink Connector By T8 X R /o 1F &

edRolePolicy :XIMAEZX A Amazon Polly EFKEE

B& B EHT PMEEXLENE , FTEEMIT

Amazon Chime SDK i&& K A
=R Speak M SpeakAndG
etDigits 1k,

AmazonChimeVoiceCo Amazon Chime Voice 2021 £ 12 A 20 H
nnectorServicelLink Connector Y #TI8 IR L 1 &

edRolePolicy : XIMAX  1hE Amazon Kinesis Video

L Streams } [ SNS # SQS %

FEEHEH, Amazon Chime
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B iR Sp:t
Voice Connector 441 EHix L

PR , F8EM Amazon Kinesis
Video Streams iz 4% f IR 4K

HARIERNBH,
NERBERRNE. £ Amazon Chime R#T##R#EX 2021 F£9 A 23 H
Chime SDK KEESIZ IAM A  B¥ RRIL.

FEAE,
FIEH K BIRE R VFSI AR

EE2EN2WRR , ARW
B fE kW FERE,

Amazon Chime BFIIREREHN  Amazon Chime FFRRERE 2021 £ 9 A 23 H
AWS EBRWNEE,

Amazon Chime & 1317 8] [a] B HE &=

LT EEEBTEZHHIEEREMER Amazon Chime 1 1AM B £EFIRE WL EI&Z,

£

« RFEMNFE Amazon Chime FHITIRIE

« BREBIIT iam : PassRole

« BBV AWS K/ 2 A A P BRI Amazon Chime &R

KT Amazon Chime B ITIE/E
MREWRERETR , BHELPITEMRE | N AMEFREE L R IFRITIZIRE,

% mateojackson IAM AR ZREAEGHAEETEEXEM my-example-widget BIRNIFHEFER ,
BFRHEBEEM chime: GetWidget MREY , 2% £ LT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget
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FELHBERT , BIEH mateojackson AFKIERE , LAWEA chime: GetWidget BAEVIE my-
example-widget &iRo

MRBEEHE  FHRRALCHWAWS EEG, FNEERRRHEFZEILEIMN A,
R 1T iam : PassRole

MRFBKERRESENINIT iam: PassRole BENEIRHEE | M AMEFKEKLAIKRE [ Amazon
Chime &% & B R,.

BE AWS B A ERIIAEABKEL1ZRS , MTAREIERMNBSALIRSHEXAR, it ,
BB MERF A LS RSINR.

LN marymajor B IAM A P iR AR H A Amazon Chime RHITIRIER , 2@ XK E T RHI4E
%o BER , REMVMEERFACHRTFHNRT TRITIHIRIE, Mary TEERABRZIESRFHIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIMER Mary HI KBS L A FREINAT iam: PassRole #1E,

MRBEEHRE  EHRAELHWAWS EER, FNEERRREMHEZEIIEIMN A,
A8 AF AWS KPP 2\ B F iR EB Amazon Chime &R

AR —-1MAE , UEAMKFPHNAFREALNANARTUERAZAGKILRIEN TR, &7
UEEH#ESREY , AURAAE, X TXHETHRRNRBEHIEFZHFIK (ACLs) BARS , &AEL
156 R 3 L6 SR B 1) A1 3R T 1 8] S8 Y BR VAR BR

ETHREZER , BZRAUATREA :

- ET# Amazon Chime 2B XIFIXLEINEE , S H Amazon Chime 15 IAM L&A,

- ETHEIMAREXNEHEN TR GRNERE AWS IKF | HS55E IAM AP EESR B ERE AWS
KE 55— 1AM B P R4 R ABR .

- ETHOMMEE=SREANEHERNIHGRINE AWS kP , ESHE IAM AFEERTHEE=41E
HiFER. AWS Ik

- ETHRIMAEE S HRERIERETFRINR , H55 (IAM AFERE) PN AL B E KR
AP ( BHBEERIE ) RHETHRENE,
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- ETHEAACNETRRNRERTERSHRZBHNZS , 20 (AM BFER) $1 1AM
o Y S K P BR 5 ]

£ A5EH T Amazon Chime HWIREZHEXxAE

Amazon Chime £ AWS Identity and Access Management (IAM) fRE X AR, REHEXABE—
AR IAM BEERE | E#EXEBE Amazon Chime, REHXA®E Amazon Chime FiE X , B
ZRFAKREFEH AWS Hi RS FrENFTE IR,

BAREEFHARSEXARFIMAAENR , ATAERW#IZE Amazon Chime, Amazon Chime
FEENHBRSHXAAGHNIR , RIESEEX , BNRE Amazon Chime AIARAA R, EXAR
FREBIEEERIEANPRREE, T BRI Z AR KBS M 0 2 EAT H A IAM 3E4K,

RAETEEERREXERE , B MRS RBEA®, XA LU IRM B IREENR , RIPEH

Amazon Chime &R,

BXXERSABKAGHEMRSISNES , F3H5 IAM BEEEABAWS RS, EIRIE Service-
Linked Role ( BR5HEXAE ) SIFEE Yes ( B ) ENRS. FARREERTZRSNRSIKAE
MASRYEEEE

£

o BEMIAR Alexa REEEZFEHAHE

- FHEEENERINENAE

+ &) Amazon Chime SDK B4 EEFA AR

Bl iR Alexa HERE2FHAR

UTETHHNERRE T NAERARSHEXACRURINMIRF Amazon Chime 5 R &K F A Alexa for
Business ®RIRHIXE. AWS

FH

- EAT Amazon Chime KRS HEXABNR
+ A Amazon Chime BIEZRSZHEXAE

« 3 Amazon Chime {RERESHEXAE
 MIERERA T Amazon Chime HERZHEXAR
« Amazon Chime RS HEXAEXFHXE
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EIZFRmEY RTCP BiE 28,

vc2rem_rtcp_bytes £ RTCP ##E2+ Amazon Chime Voice
Connector Bt 1% e & 2% Ziz 2 im ) F T 2,

vc2rem_packets_lost Amazon Chime Voice Connector EAH1& &%

IRV ERTERERNBIESH.

vc2rem_jitter Amazon Chime Voice Connector Eatti% i & %
FERiRNBEIN IR,

rtt_btwn_vc_and_rem 2w 5 Amazon Chime Voice Connector E

1% e 2 [8] B9 S 29 1 IR Bt [ o

mos_btwn_vc_and_rem 2w & Amazon Chime Voice Connector &
g e 2 B BT RRBN G ITEFEENLS S
(MOS),
SIP /E E H 70N

&\ LR 2 Amazon Chime Voice Connector B SIP JHE BE, HEX#MAET , Amazon Chime
ARIRALM B SIPEHE | FENRZESNEIEMN CloudWatch BERAELE, BEAEBHR /
aws/ChlmeV01ceConnector51pMessages/${Vo_lceConnectorID}o LATRFELL JSON a3
EEBER,
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FER 5% BA

voice_connector_id Amazon Chime Voice Connector ID,

aws_region EEM4xE AWS X,

event_timestamp FIROH ERRTE |, BA UTC BHEIAY UNIX £t
(1970 1 A1 BFR ) FENEW N EAL

call_id Amazon Chime Voice Connector & A 1D,

sip_message IR TE SIP HE,

£ Amazon Chime 33 B zl1t, EventBridge

Amazon EventBridge A iF&SRH AWS RS Bzt , HEIMNREEH |, Hlm s FAEF 7 AR &
REFRER. BXRXEWEHFNESZEEL , B50 (Amazon Chime FA AR FHLUEH.

2% Amazon Chime £ B4 E , ESFH ZIEFI L EventBridge REAZB AR , XEWKE Amazon
Chime =1 NFrBEE# K% EventBridge®! , BEMDBIBERT , EH L EEE. BXEZE
B, 2  Amazon EventBridge AAFEEFHIKE AWS IREHEH,

(® Note

MEMBEE , WATER Amazon S3 TEZFH, BINTXEEAERERBEERRSHHW
B ERARTRSSH[IHME, AWS

£ Amazon Chime & & E#852I B 31t EventBridge
Amazon Chime Voice Connector A B zh il &k B /ERIE

- AR AWS Lambda

- Jazh Amazon Elastic Container Service £5%
« FEHP YT Amazon Kinesis Video Streams
« BUE AWS Step Functions JRA#HL

- JBA Amazon SNS E£# = Amazon SQS RA %l
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Amazon Chime EEER

EventBridge 5 Amazon Chime & &EiEERE & FE AN —LRFI2E -

« BU& Lambda E# , EEREAE T EMEXFH,
* J53) Amazon ECS 155 , EFHRAARE ASRHF,

BXEZEER , H5® Amazon EventBridge {8/

Amazon Chime Voice Connector Ji A B EH#

Amazon Chime 1B FiE#:3 XF N EH %1% EventBridge B AT i 1ENEH K EMBTE,
Amazon Chime Voice Connector JF Jg fi S 4b 2

Amazon Chime Voice Connector &7 Kinesis Video Streams FF J3 i 57 ad & 3% s B4
Example S 313

LT R UL SBH8Y R BIEEE

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
I

"isCaller": false,
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"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqr4-111laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

Amazon Chime Voice Connector 4 3R 4L 2

Amazon Chime Voice Connector £7E Kinesis Video Streams 45 3R i #57 i &5 L B4
ExampleSBS 4 3iE

LT REEHHREIEE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",

"direction": "Inbound",

"fromNumber": "+12065550100",
"inviteHeaders": {
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"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqré4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime Voice Connector E #7408

Amazon Chime Voice Connector £7£ Kinesis Video Streams B #4578t &KX LL B4,
ExampleSBS 4 3iE
LU R EH ROIETE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",

"resources": [],
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"detail": {
"callId": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime Voice Connector i =4k 28 &

Amazon Chime Voice Connector 27 Kinesis Video Streams AR IRME XM AT KX L EH,
ExampleSBS 4 3iE

LT R UL SBH8Y R BIEEE

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",
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"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

£ Fi2 % Amazon Chime API /A AWS CloudTrail

Amazon Chime 5—TIREEK AWS CloudTrail , ZRFIRHEAF., AEH AWS RS Amazon
Chime FHITHIRIEMNIER, CloudTrail 77 Amazon Chime 9 API HRBRAEH , BFEXRBL
5 Chime 25 A2 #VEAMIT Amazon Chime BXBRA. APISTIREGIETRER , WA RER
CloudTrail E#4F£42 % %) Amazon S3 776 #8 , 21& Amazon Chime HWE#4, MREREEBERER , &
AR A LATE CloudTrail #Z#H| 588 “SHHELIER PEFERMNEH. BIWERNEE CloudTrail , &
A LA ZE [ Amazon Chime & HEVER, A HERW IP thak, #RH TER, AHRHERUREAM
HHER.

ET7HEZEE CloudTrail , i5Z2RAWS CloudTrail B F 8.

Amazon Chime F 81§ & CloudTrail

CloudTrail &8I AWS IKF R EEENIKS LEA. M Amazon Chime EEZHI5 K H APl 1E
i, XA G5 EM AWS RS CloudTrall B4 —RICRESHALIEFEP, EWLEEHSH AWS K
FHREE, BERVNTHEIRENSH. BXESZELR  FERLASHAELESE CloudTraill .

ESi0REN AWS Ik FNEH | 218 Amazon Chime WEH | HRIBRER. BEREAW
CloudTrail ff B & X H & E| Amazon S3 Fi#EH. MIRERT , EEH AP CIREERN |, LRERNA
TrE Xif, RERIEFK AWS 2 XHFE XSS |, HF AEXHZIEEEIEERN Amazon S3 7764
Mo Lbo\ , B AEEH M AWS BRE U —F oM AAE L THEA © CloudTrail B &R KRENEHE
B, BXEZER , FSH:

- BIERIRIZELIE
* CloudTrail Z#5#IRSS FERK

« B¢i& Amazon SNS &4 CloudTrail
- EWXRBZANXEM CloudTrail B A A MEWEK B Z 4K B CloudTrail B &34

At Amazon Chime #2439 H (% Chime APl %) i2% CloudTrail Fi2xER, it | iF
HCreateAccount. InviteUsersFlResetPersonalPINTI4%E CloudTrail BENX PR EKSE
B, BMEHSBERBHBEEERERBRNARER, BHEETHEBEBEUTHAR
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime/latest/APIReference/Welcome.html

Amazon Chime EEER

- BEREFEARAPEZIEER IAM ARPEIEAXHM,
- BREREAACKRKASAFPNIENZEEIELXEHN,
- ERELEHEM AWS BRFE A H.

BXEZER |, i3S CloudTrail userldentity T3,

T f# Amazon Chime B &% H

BRE—MEE  AFFE4ENBEXEERIEIEEN Amazon S3 F##, CloudTrail BEXX#
BE—NESNMEELE. BHARKRRBEMRENEMNER , BEEREROBIE, BRIENH B M
B, ERSHBEMNES. CloudTraill BEXHTR2LH AP BANEFHERRE , AEET2RE
A4S EIRFF H 3,

f£ A chime.amazonaws.com B4R 1R 5] Amazon Chime %8,

MRIEE N Amazon Chime K/ ELEES) B 5% , BS A L3 AWS Directory Service APl i,
CloudTrail L #5R 7 anfa/ 5 2 AT gE £ &M Amazon Chime A = & X Ih 829 B &%,

AT RBIERT Amazon Chime B9 CloudTrail BE%H

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":" AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice ",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
.
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:role/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
} ’
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html

Amazon Chime EEER

"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1llaaaaaal-1lall-1111-1all-aaadd@a®aad0"
},
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Amazon Chime Y& I8 iIE

ERZANE AWS HitXl ( la0 SOC, PCl, FedRAMP Fl HIPAA ) B —EB4% , 38 =5 =T IHiF(E
AWS RFHRZEMRMEM M,

ETHREERTRESHAITNNER , BZHAWS RS “BaR It XX OoEE"" , RFERER~RN
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" BH “AWS
Artifact,

BEMFEA AWS RS RN ENRIERTENBIENSREYE, RLATMNENBRUARERNEENE
M, BXRXEBEFARNENETENESZELE AWS RS , BSRAWS 24 X,

Amazon Chime H#y1k & gE

AWS £k EfRERE S AWS XEEMTAXHEN, AWS XERAS N EREEMBEE A
X, XETAXBEIELER, SEHENSERRNINEZEE, MATAKX , 8L NREETH
Xz ELHhiiit BRI AR EBNNARFENREE, SEENENRZSNBEFLEMIZEML
ATAXEEESHITRAYE, REEINTT B,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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BXAWS XEMAAXMNESEE , BSRHAWS £REM R,

BT AWS £ERERIRHESL , Amazon Chime 1R £ E K ThRER # BY ST IE RV BRI Z B FERo
BXREZEER , i55H (Amazon Chime SDK EE1ER) HHEE Amazon Chime Voice Connector
44 R @ Kinesis & i Amazon Chime Voice Connector 4%,

Amazon Chime IV EM R LT £ M

ER —TIEE RS , Amazon Chime ZE| AWS £EKMELZ LRI . BXx AWS 2RSS UK 017
AWS R EMZENEER , BSHAWS =% ¢, EFRAEMEREZSWRESERFRIZITERN AWS IR
¥ , #2019 S AWS ecurity Pillar Well-Architected Fram ework A1 8y &A% R,

O LAERH AWS EX I AP BB MR Amazon Chime, BEFWAMEZIFUTHA -

- RREREMDIL (TLS ) . BINERER TLS 1.2, BIWUEA TLS 1.3,

- EEZLRBERE (PFS) WHRWBEHL |, 4120 DHE ( IRt Diffie-Hellman ) 8, ECDHE ( IS <4 & fh
% Diffie-Hellman ) « KZHIRRL (WM Java7 RESRAE ) BRFXLEEX,

T f## Amazon Chime Bz E#H

Amazon Chime Bt T FENEFIHREHM AN, XEFZXNEAE , EABRTAFRENRKR, £
HR & E—H31’%E L1217 Amazon Chime,

Amazon Chime Web R T2 (https://app.chime.aws) A MBFE ZFH ML LIEERF.

BHAFPERREZEHENRT , Amazon Chime RHEFHHARERTEEN. WBREEART
Windows  macOS it&#l,. YA ZETEFRN , 28/ R E—XEH. APETE
Windows #BIF# 3% macOS B Amazon Chime ¥ & kR BEEHREFEH,

HREFEF QN EERES , Amazon Chime 2R RAFLZEERN , RFMMNEES LW, ERT
BEd, AREES MW :

° %FIEE%QI-"]%.LXO
- AFRNESIMEEHITHFHRI

Amazon Chime 2R RAFRERFRA , HiIRE 15 BHlitet , WMEAFMRLE, EFHEBEIHNU
KR EH#o
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