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4 2 AWS CloudFormation Guard ?

AWS CloudFormation Guard & — &I REE R policy-as-codei#fE TE, Guard S 1T5ME (CLI) 12
#t 7 — % simple-to-useF A MIFFEIES (DSL) , TATEEBRRIARE., A, BEULUER CLI

B REXLEH N IIE LML E JSON 5 YAML $3E. Guard ERM T —MNRER 2 TTNHESR |

ATFRIEEHAN REBEMAEZET.

Guard R &KIE CloudFormation AR B MIBEZH A TFHWEHE. B AMEA cin-lint TEXERE
B ITHRRE,

Guard FEM RS B imB 51T, #RATLAE CloudFormation Hook 31T BR 5% 25 i 16 i A58 &l
17, ERERTLA PR IE R EHIRE,

£ % AWS CloudFormation Guard FF AW FMEE |, S5 Guard GitHub 7,

£

- IRRE—IXEA Guard G ?

- BIIPRE

- A CloudFormation £ FHIBH#F
- FRIEE

. BEXE

REE—XREH Guard 1§ ?
MBAREEWER Cuard , RINEWE AR EUTES -

c BBEDT — AT NEUNARE Guard, A Guard , BRI LUEH Guard DSL REFREMAN |, H4EHE

X LA EIE JSON B YAML RV E L EdE.
« REEBEIAN— ATRHE T REREAN 9 FHES.

o WP AN — ARFTRMA T HABVES , BTN HENANURIEENREEMBEIT , HBREL
HYAL IR UE JSON = YAML BV E L EEE.

o« RIFBHIFNGEUE A BRIE— AFT 3 49 B A AR SRR AV AL B IE JSON = YAML XAV E 9L
=

« Guard CLI Z &R — ZXTNET Guard CLI FaAMSH T,

YR25E—IXERM Guard 1§ ? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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= ab
ZTIheE

£ Guard , B A LURE KN K IEEM JSON = YAML BN EM{LEEE , A ETFRT
CloudFormation #&#X. Guard XX KR EMEA end-to-endiFESEE. MMEUA T LS FIHES
A

- FPAMSAEBMEAY (£ ) — RERARELAZL2EENRETRAKEAN , BiIFEMIZHE
BT (1aC) REMIZHEMRFZAES., Hila0 , BRI B CloudFormation 4R, CloudFormation
B, ETF JSON #Y Terraform Eii& X4 Kubernetes Eii&.

- D@@ etective SREFMEM M — WA EEELIEE (CMDB) &IRH— 3t , H10 AWS Config&
FEEBHIE (Cls), #ltn , F& AR LR Guard K& AWS Config Cls RiFL&L MR EHBE R
AWS FIIEAWS FIREVRS , MK PHERTHHITRIEES.

- BERL-EBEZIBARERARLZEMN, Hl0, REFFXEMNEKIE CloudFormation ZEE , LA LE
SR RERNER , HIAEEHA Amazon DynamoDB &K,

AT CloudFormation £4F R B5 1A

YRA]LAE A CloudFormation Guard ¥ #|4E Hook in CloudFormation Hooks., CloudFormation Hook
RFIETE CloudFormation B2, FEFTERMIBRIRELLR AWS =iniZH| API SIS EHRIEZ R 358
H# 1T Guard N, Hooks JBREBH B REENSEHLANETSE, BENRAMLILEESE,

B A4 A Guard B4 Gu CloudFormation ard Hook i 4{E 8. , 551 H ooks A ISR T 4R
B3 M NI SK 144 B3 CloudFormation 3£ Y &R .

HEEgD

Eija Guard DSL Ml#$ , %M %E% Guard CLl, BXx&R%E Guard CLIWEER , BSHEEETL,

R{ERE

WERBAN , HEAGEANEEGANGT S BEq]. EFAIFMN AT BEME LS N,

EDIheE 2


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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i%Zi& AWS CloudFormation Guard

AWS CloudFormation Guard @ —MNFRWSITRE (CLI) ERAERMET —fEL£HN. BETHMNIE
5, ATRERBEANHREXLEANBIEELEMLSE JSON Ml YAML g, XEMANTURKRE
T2, EHMSEEXNARBERES . W2 ERETURTIERAIRBAEMENS, Fl,
& 0] LA B SRR A1 1 A HARAR P IS N ZR AV L B b & 2 77 BR S5 (Amazon S3) i it 1T

#, CloudFormation

LT EBR AR A E AR RAERS TN AWS Lambda ZIEEZR % Guard KIE &

hY

EFH

o ZEFERAT Linux # macOS B Guard
REF AT Windows BIBHT
« f¥ Guard #E8 AWS Lambda IhEE&R %

2 FE AT Linux 1 macOS 89 Guard

YRATLABE A 751 5 #92 AWS CloudFormation Guard B9 & 1T hix =3 #3244 Cargo =i Homebrew £ Linux
M macOS L&,

MR T A9 B & TR =3 $I 3 & %= Guard
EANTSBRATEIRE = #HIX#Z % Guard,

1. AR, RARETUATHS.

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. BITAT@SRIREEHWPATHEE,
export PATH=~/.guard/bin:$PATH

SR BERIWELET Guard HiRE TPATHEE,

( Ak ) EHIA Guard WZ%E | HETUTH T,

ERAT Linux M macOS
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RAriEmE

cfn-qguard --version

ZETRIRE L TR

cfn-qguard 3.1.2

Cargo = Rust B EEZ. TRUATHRHKLE Rust , HFZE Cargo. RfF
Cargo,.

—

MARETUTHRS , ARRRBRRE LA RAZE Rust,
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
« (T ) XF Ubuntu K | BETUTHS

sudo apt-get update; sudo apt install build-essential

T#H,

2. BEEMPATHIMEZE K REETT

X

source $HOME/.cargo/env

3. REKT Cargo 5 , BITU T HXRZ% Guard,
cargo install cfn-guard

g8 . {RELKINEET Guard,

« (%) EWIA Guard WRE , BETUTHS,
cfn-qguard --version
Zaw S HREL T H .

cfn-qguard 3.1.2

% Guard from

!

H

7o

yii
i
5
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M Homebrew &% Guard

Homebrew & —FEEH F macOS # Linux WEH I EEES., STHRA TS EKZEZE Homebrew, A&
j& , M\ Homebrew # %% Guard,

1. MRIFETUTHS , ARRBRE LHIHBAZE Homebrew,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

L TanvXRZEZ%E Guard,

J

2. RET Homebrew g , 1=%

brew install cloudformation-guard

S8R - RELHKIIZE T Guards
. ( Ak ) EHBIA Guard WE%E |, FETUA TS,

cfn-qguard --version
ZaSRE T,

cfn-qguard 3.1.2

L% 5&E A F Windows BIFE3H

YRATLAEE Cargo 5 Ch AWS CloudFormation Guard ocolatey # Windows £ %%,

FRFMF

EESGSITREME Guard , XM EHEEA T Visual Studio 2019 WHET R,

1. M Visual Studio 2019 My T E WU £ REHMER Visual C++ WETE,
2. BAOZRERER , ABREBRRIAME,

M Homebrew %% Guard 5


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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RAriEmE

BRI FHH

Cargo = Rust @& 2. THUTHREZE Rust
Cargoo.

1. T Rust RF1=2T rustup-init.exe,
2. EWmTRRAT , &FE 1, XRRIAED,

ZER TR E L T .

Rust is installed now. Great!

, HAa#E Cargo. A5 , E%& Guard from

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include

Cargo's bin directory (%USERPROFILE%\.

Press the Enter key to continue.

3. EXHZRE, HEKEnter &,
4. RET Cargo [ , BT T HREE Guard,

cargo install cfn-guard

“£R . RELRIEET Guard,

« (W% ) EWIA Guard WRE | BEITUT
cfn-guard --version
ZI SRR E LA T 5,

cfn-guard 3.1.2

Z %K B Chocolatey B5F 2

cargo\bin).

Chocolatey £ —FGEMA F Windows 43 EER, TRUTSB®EE Chocolatey, R , BEX

B Chocolatey Y Guard,

RESHBL


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. EREBAXIEEZZE Chocolat ey
2. REKT Chocolatey 5 , BITA TSR %L%E Guard,

choco install cloudformation-guard
SR RELRYELET Guard,
« (& ) EWIA Guard BEE , BEITUA TSR,
cfn-guard --version
Za S RORE L T 5,

cfn-guard 3.1.2

5 Guard ¥EN AWS Lambda ThEEZR%E

YRAT LA AWS CloudFormation Guard &i¥ Rust 342 E 2§ Cargo #1T& %, Guard as a function
(cfn-guard-lambda) 2E %t Guard (cfn-guard) WEERF K , JAE Lambda AWS Lambda
B,

FRFH
£ Guard ¥E Lambda BREILE 2 Bl , LABUR BT ERF M
« AWS Command Line Interface (AWS CLI) Bti& T ZBEMIFA Lambda HBHNR. EXEZEELE ,

BSEEE AWS CLI,

« AWS Identity and Access Management (IAM) ) AWS Lambda 1T, BEXEZELE , 5
FJAWS Lambda AT A&,

« 7£ CentOS/RHEL ¥ EH | fFmusl-libc R4 EMEERMERN yum BLEF. RTHEZEER
2 ngompa /musl-libc,

Z% Rust HH-BEES
Cargo = Rust @ E#Eg. THRUTFRKEZE Rust , HFEF Cargo,

1. MNEAWRESTUTHT  REREFF LAUBEZE Rust,

ER— AWS Lambda E#k 7


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
e  (®%E) XF Ubuntu 3B | FETUATH R,

sudo apt-get update; sudo apt install build-essential

2. BIRMPATHIRETE , RAREITUATH T,

source $HOME/.cargo/env

*f Guard £%& N Lambda BI#K ( Linux, macOS = Unix )

EfF Guard Z% N Lambda B , EEHRA TSR,

1. EENBSKKLEETHUTHES,
cargo install cfn-guard-lambda
- (WiE ) EWIANY Guard %R Lambda B, BETAT @R,
cfn-guard-lambda --version
ZanHRORE A T 5 .

cfn-guard-lambda 3.1.2

2. EREmus1IXE  HETUAT®HS.

rustup target add x86_64-unknown-linux-musl

3. EAWEmus]l , REELHKPETUTHT.

cargo build --release --target x86_64-unknown-linux-musl

NFEELEITHR , AWS Lambda FEE—/NAM N EBE.zip XfFbootstrap Y AT 1T,
FFERM cfn-lambda A HITXHEWE N , bootstrapREFERME.zip TR,

¥F Guard #E Lambda B &% 8


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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«  XF macOS #4E , B Rust ME KRB RBFRIBEN BB EXH. ~/.cargo/

config

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. H#EFlcfn-guard-lambdaiR B %o

cd ~/.cargo/bin/cfn-guard-lambda

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. BITUT@&SEcfn-guardfER Lambda BEEUIR R B EHIMKF

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

¥9%# Guard FFHEERN Lambda EHBUE1T
EifH{Ecfn-guard-lambda}y Lambda BREURRM , BETUTH T,

aws lambda invoke --function-name cfnGuard \
--payload '{"data":"input data","rules":["rulel","rule2"1}' \
output.json

@A Lambda BEERE W
cfn-guard-lambdaEBREELUTFE :

« data— YAML = JSON #E 4 #Y =7 £ & iR 4~
* rules— MMEXHHYZRFHRAE

ERFHIZIT 9
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£ Guard FN|EY 5o R4 F B

AAE R TR Guard BOfES , BIEEXY JSON & YAML BN BERE . NAMBIERN, 1
A, ERESWARESL | ER T WASERSIREEAN,

FH

. EREMH

o £ A BRI AN Y BER

- BE4E AWS CloudFormation Guard #iMI

+ Mt AWS CloudFormation Guard #1

« i ASE S AWS CloudFormation Guard fINE &
- 1R#E AWS CloudFormation Guard # 0 3iF 5 A B

TR

MMF R Guard S HITSRE (CLI) , REFREMER Guard BFEIES (DSL) REXRBAN, BXE
ZER L BZRA REEIL.

{52 A B 37 B 0 |y A8k

£/ Guard Bt , BEERITUTHIR

1. BA JSON 5 YAML # X BIEHTRIE,
2. REBLRBAN, BXESZEE , SR REEIAN,

3. £/ Guard test W T RIEEHMANREERFAET, AXEANHANESER | BN AT
A

4. £ Guard validate S RBEMNMNKUE JSON  YAML BEXHWBIE. BEXEZEE , HS
58 ARAE B4 AL 50 U A TR

E4{E AWS CloudFormation Guard # N

£+ AWS CloudFormation Guard , #LIIHi =2 policy-as-code# N, &EEMA Guard B % FHES (DSL)
HBEAN |, B LREX LM NI JSON 5 YAML XA EIE. M0 HZRAK.

TR 10
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&R LURFEA Guard DSL 4w BRI RF 2 ERE AT R & B4 A X,

B A BIZ SN ST FFEIBRA —MANE, ANE R ER R ARSEZS DA STHRIE JSON
5 YAML X BE.

FA

- 74

- EFAFERER

- EFAREREER

- EFAPERBESCEHE

- EHER

- FRATESFTIEANE SR

- FANEERK

« ENX Guard ERFIE

« 1£ Guard NP EHMEI AEE
. EFRBRESHBHANMR AWS CloudFormation Guard
- WEATHRITEEBATEN T

74

FRARITTELERNR true (PASS) B false (FAIL) WARTIAN . FAEAFEA-REE/FREEAD
B, EAFANENMERITEEN —TEER.

— U T ARy =Bl

LT —rnFaithESTcpBlockedPortsRE N ZE,

InputParameters.TcpBlockedPorts not empty

LT — ¥ a1 Ei%ExecutionRoleATnBE R B N FHF =,

Properties.ExecutionRoleArn is_string

— 3 HF I8 =B

BT = $l F9iFdZBucketName B R BB E F R Fencrypted , T K/NEW,

4 11
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Properties.BucketName != /(?i)encrypted/

AR =3t #7411 4 iZReadCapacityUnitsB MR B/ N FHEF 5,000,

Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

®"E Guard #LN| FRIWEE

<query> <operator> [query|value literal] [custom message]

SFEAN F YR

query

BEAUR (.) 7RAKRENX , BTEADEZHE, EWREXATUNSERBEREXNREMERNF
£, TUANERAIRAEZE , INERTURE—XER , AREANENHMiGE5IAEl], X
BHERAGRERE R,

BREEEANRENESREE , BFEREXE AL,

= MeEeE - B
=ERMNE 2

operator

—NEEARN—HFESER , IEHREERNRS. —AESEFNEN (LHS) LAREW , HM
(RHS) £ REHAREXF

RRN=TEEG  ==1= (T ) > (FFTF) = (AF) [ (AFRETF ) |<= (IF) | (ITF
HETF ) |IN (£ [x. y. z BXFIRH] <

YW —TIZE R : exists| empty |is_string||is_list|is_struct not(!)

= YVEE . B
=ERYNE =

query|value literal

BEHARZFNEXT , fliistringsinteger(64),

REFNEXF :
- FIBRHBER : string, . integer(64), float(64), bool, char regex
- fIEATREinteger(64)float(64), HcharSBEEMNEABEER K RRN :

¥4
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« r[<lower_limit>, <upper_limit>] , BHHEANFEUTREXKWEM
B : lower_limit <= k <= upper_limit
e r[<lower_limit>, <upper_limit>), BSEBRANFBRUATREXKHEM
{8 : lower_limit <= k < upper_limit
« r(<lower_limit>, <upper_limit>] , BHANFEUTRERKWEM
{8 : lower_limit < k <= upper_limit
« r(<lower_limit>, <upper_limit>), XXRFEMHERUATRIERXKHIE : lower_limit
< k < upper_limit

- MERESWBIENXEREA (RS ) . Fl .

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
o RIRRBHREIARTBH A

T BRHN ; ERAZTEERF N SER

custom message

RHEEXTFANGEENFRE, WEEEREvalidateMtestw T FMAME T , TATEMS
LRy 6 o 0P R R R

ErAaRERER
BABEEANES , HSAEYEWHNHEERE Guard AN T 5 EAE| BER,
ETAPERESER

AR 2 =4l CloudFormation #4x , Template-1fTemplate-2, A TETRIIFNEZEFNER , &
THHROIERN FASE 7T XERGIER,

\

-1
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: MyServiceS3Bucket
BucketEncryption:

ServerSideEncryptionConfiguration:

EFAREREN 13
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- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-
east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: stage
Value: prod
- Key: service
Value: myService

BAR-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Tops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

£ — Tz B/ T A=A

« empty— REESREBNE, BEAUEATCRKREENREEIREEFEEE , ENERKXE
BES. RTERERREFNREEARBENTZZHE (""). AXESZER , FSH EXNE
WA F ik,

DT FAREBEBRZEENLT —PMNHZNER. EWITELERPASSH , AP ENTERER ID
S3Bucket FyTemplate-1%iR.

Resources !empty

UTFAREREBNSIBucket BREN T — MRS ML, EMITELERPASSH , ARE
HTemplate-1RiZTagsiEE XL S3Bucket T HMRZ,

EFATRAERE 14
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Resources.S3Bucket.Properties.Tags !empty

¢ exists— REBXIAHNNEHAREHEEHBETLUARXRKE = null,

LT FAaRERBRNEN TZBucketEncryptionBES3Bucket, EMITELERPASSH |
FBucketEncryption2fES3BucketFENH, Template-1

Resources.S3Bucket.Properties.BucketEncryption exists

@ Note

BAMWABIER |, emptyFinot existsBREtrueWITELERERHRPVBEM

B, fltn , MRRENENRPE L iZProperties#fsS3Bucket , MiZFa
MResources.S3Bucket.Properties.Tag emptyit B4R N, trueexistsHemptyit
ER2EHIRAEEPERXEAR JSON EHRE, IANFABEHBERRIER , TERE
XLEFE R

« is_string— RESXHINEBRE NstringEE,

LT FaARERENS3BucketBRHBucketName BHIEE T FRABE. THITELERPASSH |
KN EBucketNameH Template-1i8E 7 FRFHEE"MyServiceS3Bucket",

Resources.S3Bucket.Properties.BucketName is_string
« is_list— RESAHINEARENL1istER,

AT FAREREBNS3Bucket BRI TagsBHIEE T 5K, EMNITESRPASSH , RNEFIEE
THRMNEEX, Tags Template-1

Resources.S3Bucket.Properties.Tags is_list
« is_struct— REFRXEMNEARETHEELEIE.

LT FaRRERBNSIBucket BIRMBucketEncryptionBHEE T 411k
BiE. SHITESERPASSH , B ABucketEncryption2fE M (object )
#ServerSideEncryptionConfigurationTemplate-1BHEHIEEN,

EFAREREEY 15
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Resources.S3Bucket.Properties.BucketEncryption is_struct

@ Note
EREREBAES , AL ( not ) BERFSis_stringis_list, MEis_structE/F—
EER,

£ F = Tz B/ F A R Al

LT FaRERNFIS3Bucket BIRBucketName B IS ENERETemplate-13
EFfHencrypt , TR AXPMEWM, HITELERPASSH , ERNEENFHESR
#"MyServiceS3Bucket"FEBEFHHencrypto

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

AT FAaRENFHINewVolumeRRSizeBHEIEENETemplate- 2R B EHRESBEA : 50 <=
Size <=200, ©HITELRPASSH , HN1002EEM, Size

Resources.NewVolume.Properties.Size IN r[50,200]

LT FarRESRHINewVolumeBiREVolumeType B HEIEENE RS Template-2Hiolio2. ZHgp3.
THITELRPASSH , ANiolREEMN. NewVolume

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

(® Note

AT RN ROIERER T WA ERA T HZERE IDs S3Bucket BV R FRERIZE
fNewVolume, BEEMHBERAFLENH , IAEEMREENRE (1aC) ERFPEED
Z. BEREEATERFENLHFIEAWS: :S3: :Bucket BRHERAMAN , REANERFE
N RZResources.*[ Type == ‘AWS::S3::Bucket’ ], BXEZEE , HSRENEN
HMiEik , THAXAZNEAEE , HX ¥ cloudformation-guard GitHub F & E MR
HEES

EFATEREER
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EFaFfERAEESCHEE

EUTREIF , W FBTemplate- 28R BEESEHE

Resources.NewVolume.Properties.Size IN r(50,200)
<<

EC2Volume size must be between 50 and 200,

not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

BHERK

£ Guard # , BEHITLHEBNFOHFFERER (HRandiZE ) ET—NFaRR4AE, BSHMN
T =l

# clause_A ~ clause_B ~ clause_C
clause_A
clause_B
clause_C

A LAEA disjunction FFAST—NFAEH , FEREE N TAMWNor |ORREIBE.,

<query> <operator> [query|value literal] [custom message] [or|OR]

£ Guard TAF , BEEFEPER , AR EER. REMAMAUELAUTELERRN () R false ()
and|AND ¥4 ( — of or |OR sPASS ) B4 &, true FAILIXELFERZELF N,

LT RENERT FANREIRF,

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

EFaAPERBEBEER 17
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# (clause_L v clause_M v clause_N) ~ clause_0O

clause_L OR
clause_M OR
clause_N
clause_0

AR T RGN FAHETemplate- 1A EAERBITEE. BESEUT B,

Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.

Properties.
Properties.
Properties.
Properties.
Properties.
Properties.

EA® AT EMNAY SR

REM—ARXNFA, ZREFIANPERTEKNEEATNAS. A=HRENFR

. BERXHR
« whenh it
o RN

BiXR

LUTRETIZ RN FATemplate-1, ERBAFEH 74,

Resources.S3Bucket

.Properties.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.

Properties.
Properties.
Properties.
Properties.
Properties.

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags lempty

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags lempty

BN TOUPNHIEAREIANHBREEN, EAUMERAEARRESTEAGH , HER-AEFHEEY

MENRENEXTINTRENESE Y, TURBMEENTFIE , WAL T REIF R,

Resources.S3Bucket.Properties {
BucketName is_string

ERTETIERNE TR
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BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags !empty

EERRTD , RZANEANRAN FIRE LT X
BXERERNESER , BSRAREGREANR,

when’ R

{RA]BAE R T IRBEZ M T fAwhenT R |, EEXMNT,

when <condition> {
Guard_rule_1
Guard_rule_2

whenXF R RwhenXRHVE R, conditionBFIEHM, XHEWFRENIFMHERHN true (PASS)
B, FaX AR TR,

DT RETH RFlwhenthTemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

MY RNEENENEZFERN , TE&XNwhenRP W FAFHTRE, BucketName N R ERMR
HParametersEPo A 5| TBucketName NIEEEMNE , MU T RHIFFTR , WAL FE L ZwhenAHY
T4,

Parameters:
S3BucketName:
Type: String
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:

ERTETIERNE TR 19
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BucketName:
Ref: S3BucketName

a1 8 AL R

BB —EAAN (FNE ) BEEEBWR , RREEMBAN 5| AXLEERCIER | FHABEERANR,
wmAMMRR AU TR,

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

ruleX@F R A MANRAIF K,

rule nameR—PMARMENFRFR , ATH—IRRHBEANMR, XREHEHN Guard FNE
RS, EXMAZEDR , “®RPAN" —FBEFA. EBR, whenRMFBANHR, AUBEF
AATEAREHENANENITMER  XESHEANRTESEH. ANBEHERTETHE
KvalidateFtest@m T PN EBMH LT, ANBHSXRTHIRES ( PASSFAIL,
HSKIP ) —EBEREMAN XU ITEMEF. BSHEUT =M,

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
template.json Status = **FAIL**

**SKIP rules**

checkl **SKIP**

**PASS rules**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

& LUES AN B RE IR Ewhen X B F MEARA FM4 T Mo BANR.

LTREAEZT s EiIHEH R~flwhenik,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

ERTETIERNE TR 20
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EAWBANR , AL ENNETERATAR.

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

BALESERAGEMANRAFEESEAM Guard MU DA, ATRILNEIF.

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

e FH N IE R

AWS CloudFormation Guard 12t 7 NEBE R , E A LAFER N P RX EEERNITENFERFRIE
{E, JSON BTMBUERB#RRWIEE, REEINTENBE T EZFHES

T T T
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REIRE

json_parse(json_string)

FRATEAR P R ER JSON FRFR, @iTfE , B LUHEERN N RBVE .

count(collection)

iR B & i ## 4 F AV I B o

regex_replace(base_string, regex_to_extract, regex_replacement)

EAENREX BRI FFE

BEXRTHRBNTEIR  SREFHARRE. ERENBIERBEEKREI , 551 Guard GitHub 17
% E Y Functions 34,

E X Guard i E

EEBNABREEWUARERE Guard AN F AR Tk,

SRS
TER—NEHR AWS CloudFormation Guard i =, RITBWEBEZIMiE e £FREATEME
o

o 42 AWS CloudFormation Guard ?
« EEHN, £

EXNEH

ERREARNEBAZEHRBEMREENHER () 7RRERX. EWREXTUBEMFEREXREN
ENFE, NEH#TIIMEEN , EMNSER—AE , ROUT SQL EHRRENESRE.

AT RHBIEHIE CloudFormation iR F 1€ ZEAWS: : IAM: :Role &R,

Resources.*[ Type == 'AWS::IAM::Role' ]

EWEFUTELRRN

E X EBFHE 22
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- HEAESXXBAEAN , EANENR () BrWBLRATEHRREN , i
WResources=sProperties.Encrypted. MREBHNEMI D 54 AWBIETTE , Guard F
SRR FEHIR,

- BWHRFERABE/WN dot (.) B *REHZRANEMNFIEE

- BERPEABABERDN dot () o2 [*]1BAZBEANIBERE.
- AINBRELSFESHNEES ﬁ%ﬁ%ﬁrﬁﬁ}“ﬁﬁ%A[] AUEBRATHFREBRES :
- datum PEREINBEARES. THR L RFl .

WwH : [20, 21, 110, 190]

& : [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]
- BA%MMFTEERN Resources. *

- FAERNERESHR-—NES , TUNPH —FHEE. BSHEUT RO,

# Query all resources
let all_resources = Resource.*

# Filter IAM resources from query results
let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy
%managed_policies {
# Do something with each policy

}

LA 274 CloudFormation # 4k~ %

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:

TE L B M 23
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Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

HET &R , BAWEENSampleRole , BFMNHRLAEN, Type: AWS::IAM::Role

Resources:
SampleRole:
Type: AWS::IAM::Role

YAML #3XResources.*[ Type == 'AWS::IAM::Role' 1MEHNERBEWMTHIFIR.

- Type: AWS::IAM::Role

R ERERN—EGENT

- NEXEHFEENR , MEATUELSI AXLERTERFAERER
- EEWRZEER - M SMNEEERTUHAR,
EEFERNEERTIRITLER.

NEEDEEN

Guard XEFELAEBEAN—XHEZERE, HXx Guard ANFPTEMNEZEER |, BSHE Guard M
NS EMEIAEE,

AR ER D EA R

B, IHERAURE—RENR , RFHE Guard RN EMLFEIAEN. &
WUATZERERG , XEE

EREER T ATEEITEHNERNRE,

#

# Simple query assignment

#

let resources = Resources.* # All resources

E X EBFHE 24
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#

# A more complex query here (this will be explained below)
#
let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {
some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'

EEENSHRAERNNETEFNE

Guard X FEEREETHALERIZT. EUTREIF , whentEREIF CloudFormation iR F R EIHF
ANAWS: :EC2: :Volume &R EncryptedVolumeType, HAvailabilityZone® M T,

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']
AvailabilityZone in ['us-west-2b', 'us-west-2c']

BT T ARBIA R
Guard EXFHFEWENERLBRN—HB. HIE , BESHAUATHE,

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /*App/

EREN RGP , BFAREARTHBNFD ( UsomeXBFFX ) AN MY 74 , FERDTFit
L1:8
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B KEAEXRERLR
BWEZ , Bi—FHEROAN RO TAHFERTFU TR,

let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/

HREAFESHNENTaglE , HFEBHESTHNEHEERTLER, sI—THFINESEAXNX
AN FARATII TG, ERUTR A

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

F—EANTFANITELERNPASS, RiIFF—EANE—NTa
Bt , . ResourcesPropertiesTags. MM TEESEKeyHEE{ENotPRODENdSTMHAEPRODA

PoEg,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

F—REANE-NFAEEM, Resources, PropertiesTags, MMERESEValuetflt
EiAppStart. &R , E=ANFARMIUM,

TE L B M 26
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BARLE R ZPASS.

B2, FRESHITEERNT. X FE/TagslE , EattBKeyfValueREB T
Bt ; NotAppStart A T RAlHHINotPRODENAE R LHL,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

BT &R EM Key == /PROD$/Value == /*App/ , RIEEKRTR, Hit , &
=FAIL,

® Note
EREAN , BMNBVEEZLRRETEIARNSNMENERART AN, NREER—
el REIABRLRENEYE , WERAETAER.

EHERNERERK

FIBEERHLRE—MESIR. BANEMAIS , flmird e, HRIAERSINEHA (Tags: [1) B
Z{E , EEFZEHE (Resources: {}) FEMERAE , BT ESBRRHE IR,

ERBURERTE T I , IARRERBEAN LY, HE—NHINAREERPEHREXNIIERNT,
ERTRIERR Y , SBES KRB F A,

LTXRAMEEERSITHNEREX.

s MBEBERTETERR , WEANITELERAFAIL , XRENREFIHBITERNFAIL,

. YEIREDEELHVZERRRET{ "Resources": {} }, EHAMITELRERNFAIL , XEHNRE T
WwitERFAIL,

- MRERIERFERIESENACENER , WERAFEEZER , HBESXRE 74,

E X EBFHE 27
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EERHFERATIESR
EHPHTIRERER L RAERRIENRE F9. U TREZRHEH,

<query> <operator> [query|value literal] [message] [or|OR]

A L85 B 4E AWS CloudFormation Guard #M et |, FiEEUATES :

- FRAEREZEBEERX (CNF) &HF4,
- EFTLEESNER (and) F4.
- BRERNFAZEERAorXxBFRIEESE (01).

BLTRRGVERTERANMDE .

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {

this in r(100, 400] or
this in r(4000, 65535]

AT aERERERE

BAUNEREENARIE, HEATUNEZNATHARECEKREUESHNEsecurityGroups:
[....]. BHAUNEANATRE K SHHEARENES. EUNEAFINAEIIRE (SHEERZ
BRER ) #TMHE,

M CloudFormation #EiR P ZE R R FRRN K BEEAUATERES,

Resources.*[ Type == 'AWS::IAM::Role' ]

Z&ifResources. *IRE i AResourcesB o HFENMEE. W THNRAABIRMAENLENR , &
WIREILL AR,

- Type: AWS::IAM::Role
- Type: AWS::EC2::Instance

- Type: AWS::EC2::VPC

TE L B M 28
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- Type: AWS::EC2::Subnet

- Type: AWS::EC2::Subnet

ME , XN EANATERS. EEMNIRERType == AWS::IAM::Role, AT RN AMILEEMN
B,

- Type: AWS::IAM::Role

BETXR , REZFPAWS: : IAM: :Role B REH,

let all_resources = Resources.*
let all_iam_roles %all_resources[ Type == 'AWS::IAM::Role' ]

LA RIEFEFTBAWS: : IAM: :ManagedPolicy®JRAWS: : IAM: : Policy M AR IFIEE I A,

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]

LR REIKEX LR FRRE EEPolicyDocument E,

Resources. *[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

HEESFNTIEES

ZRUTAOMEOZLARFEERN AWS Config BoEW B =461,

resourceType: "AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172

TE L B M 29
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ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd

InputParameter:
TcpBlockedPorts:
- 3389
- 20
- 21
- 110
- 143
ABUTILR :

« ipPermissions ( AOMA ) REBRANMUES,

TE L B M
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« ENMANEWEETEE MipvsRangesFIZ KB ipv6Ranges , A TIEE CIDR SRV E S,

UERMNEBE—FHAN | ERALFRBEMA IP A ERMAAEAOHRN |, HERIEXERNZEER T
SHEE TCP FEEMNK O,

MWEENERT OIS IPv4 , AT RBIFTR,

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

EHETXH , somexBFREAH. IEEHEHLCRESERNCENENES. BRIAMBRT , Guard
S2MEERLERREMAMEERSREETE, BR , XHTHAEREHTERREEHITREN, ZE
BB m AL T2

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

BFEHEM MEipvsRanges., HIEFM B ipviRangesBEERETHRTHN 0.0.0.0/0 IP thit, fREEF

REEVE—MECED.0.0.0/0, YREIF Guard , HIEFMTENEHEENERBEELE , BED
B NERUIALTE, someXxBFEIF Guard BREREHFHN —IPMNRSNMEESRBAELTE, NRE
B ERLERE , Guard 5| K4EiR.

ETXRIPV6 , im0, BB TRROIAR R

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6e == '::/0'

RfE , EUTRAH , RIEHILERE TR Rudp,.
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configuration.ipPermissions[

#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
SR REZMHAN.

rule any_ip_ingress_checks

{

let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or

some ipv6Ranges[*].cidrIpvée == '::/0'

#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty
{
%targets {
ipProtocol != '-1'
<<

result: NON_COMPLIANT
check_id: HUB_ID_2334

message: Any IP Protocol is allowed

TE L B M
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message: Blocked TCP port was allowed in range

>>
when fromPort exists
toPort exists
{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
>>
}
}
}
}
}
BEEEOSNEBRSBES

£ A B IRERIREE (1aC) BLER AR , B RERIBEE -1 E

hEESXEEER T E K5

o UTR#EIRT I3 R 25RSE (Amazon ECS) £55# R4 CloudFormation ik , EhE &4t

5| TaskRoleArn

Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::
Metadata:
SharedExec
Properties:
TaskRoleAr
ExecutionR
ecsTask2:
Type: 'AWS::
Metadata:
SharedExec
Properties:

. BlfTaskArnMEEZ/FE5|H.

ECS::TaskDefinition'
tionRole: allowed

n: 'arn:aws:....

oleArn: 'arn:aws:...
ECS::TaskDefinition'

tionRole: allowed

TE L B M
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TaskRoleAzrn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzxn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'
-\lﬁ %)/:EU‘;L-FEiﬁJo
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

HERRENEESSE ROERTE RWPTBE=AWS: :ECS: : TaskDefinition&iR.

fecs_tasks@BTaskRoleArnZA 5| HHWHNASHEME|I A9 , MU T REIFTR.

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line
not task_role_from_parameter_or_string

<<
result: NON_COMPLIANT

TE L B M
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message: Task roles are not local to stack definition
>>

£ Guard AN o EME|HEE

& 0] LATE AWS CloudFormation Guard M XA D ELERE |, LLEMETE Guard BN S| HNE
Bo Guard ¥F—AHMTERE, TERERITEN , XEKE Guard XEMRNZTHFITEEZE,

« FRAN AP EERB

THETE

FRletxBFURILEEHIETE, REMEIRFEARFEANNEZER, TEVUEHERTEDN
BANZFIRINEE. ELUTRAIF , TEecs_task_definition_task_role_arnfFEEA RS
B{Harn:aws:iam:123456789012:ro0le/my-role-name,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-name'

ELUTREIF |, TEecs_tasksTZf# T £ CloudFormation # 4k 1€ &P
BAWS: :ECS: :TaskDefinition®BRMNERLE R, EREHNEtecs_tasks , B S EFRXLE
TRBRER,

let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'
]

SIHZEE
RS &K 5| AEZE,

BIEPMecs_task_definition_task_role_arnZTERHIPEZE |, LA LE Guard #
N+ query|value literal#fsecs_task_definition_task_role_arn®#{T
5|H. ERZ5IAAHEARN CloudFormation R {EfTAWS : : ECS: : TaskDefinition®& iR
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B TaskDefinitionArnBHiIEEMNER RS FRIEEarn:aws:iam: 123456789012 : role/my-
role-name,

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

BIEPWecs_tasksEERFZELE , BAEERPH#IT5 Aecs_tasks ( Hl
1, %ecs_tasks.Properties ) » B , Guard HfEZEE |, ecs_tasksREFEARENEERTRIXE
., tIRZEEecs_tasksEMNIEFHFHRME , N Guard 25| KR,

(@ Note
BAl , Guard T X FHEEENEREEFSIAEE,

L EFEMHE

EEREANNHAELNZEN T, M EEEREBE—MEASREA —R. B=MRBITHR
FAZE K FEB=ANRNZETH :

o XHER — BEERANXATEER , TRAEANXHENAREANFEAXHREE, SIINBIX
i S N O

ELLT REIFN XA | 3
Becs_task definition_task _role arnfllecs_task definition_execution_role_arngZ

X AR BIRELET

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_azrn
{

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn
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}

« ANEH — EwANGER , AURZEEMNTZBEAN T, AN 2ANEA5AEBL2SFIER.

EUTREFMU S HF , &

EBecs_task _definition_task_role_arnflecs_task_definition_execution_role_arnzE
ERNR BB, ecs_task_definition_task_role_arnR &k

fEcheck_ecs_task _definition_task_role_arn@EB#MN G5 H, BR
BEfEcheck_ecs_task_definition_execution_role_arn@&HN 5| H

Zecs_task _definition_execution_role arnZT &,

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_arn

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

« REP — ER (FlWwhenFH ) FFH , RETEMNZBERTIL, KRZIANEMASIAR2SH

Hixo

FEUUTRAMN S | T
Eecs_task_definition_task_role_arnflecs_task_definition_execution_role_arnsz
ERBRNBIRE B FNHELBIAWS : :ECS: : TaskDefinition, &

HAEEIEAWS: :ECS: : TaskDefinitionKE R A EHEZ BHH NI 5|

HAecs_task _definition_task _role_arnflecs_task _definition_execution_role_arn%®

=
==N

rule check_ecs_task_definition_task_role_arn

{
AWS: :ECS: :TaskDefinition

{
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let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-
task-role-name'

Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}
}
rule check_ecs_task_definition_execution_role_arn
{
AWS: :ECS::TaskDefinition
{
let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn
}
}

ST R AN 34 3y 3 8 R
UTETRHTZERSNBSHEN RE.
BAEE

AT 2 —/NRl CloudFormation & 4R,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

ETHENR , BIUEE—NBRIAAN | ZHA0
Alcheck_ecs_task_definition_task_role_arn¥{RFTBAWS: :ECS: :TaskDefinitiont&1k
BIRMTaskRoleArnE I Narn:aws:iam: : 123456789012 : role/my-role-names

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}
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EHANEBER , Ba At Becs_task_definition_task_role_arnAWZEE | 3
NEPBEBRASFRIEE arn:aws:iam: : 123456789012 :role/my-role-name', #MF
Alarn:aws:iam::123456789012:ro0le/my-role-namel@ 5| Fquery|value literal#%
Fiecs_task_definition_task_role_arnTEXRKENEcsTask#RTaskRoleArnEBHIEE
WERE N IZE.

A0

LT 2 —/7=¥l CloudFormation ##x.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

ETHENR |, B LRbTE X HFecs_tasksSBENARNETE , AFEHSBAIZT
EResources.*[ Type == 'AWS::ECS::TaskDefinition', Guard & A
BRFPHERE , HEEXXERENEEecs_tasks, FREAILIEE—NE RHH

N , check_ecs_task_definition_task_role_arn®{RFTEAWS: :ECS: :TaskDefinitioni&
AR TaskRoleArnB#P =2 arn:aws:iam: :123456789012:role/my-role-name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:ro0le/my-role-name'
}

MM FHarn:aws:iam: :123456789012:role/my-role-namei@id 5| AqueryIhs #
Mecs_task_definition_task_role_arnTE&XRKENEcsTaskARETaskRoleArnEHIEEN
EBEREBENZE,

58 %l CloudFormation & REl &

ERIKRE—NEEXNEF~RAGIRG, EHRGIF , BRINEETHPAN |, BRESE IS
Amazon ECS EEHEN F R,

LT B —/ =¥l CloudFormation ##x.
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Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ETHER , BIORE T UTHANRBRBRXLEER :

o EIRPHENDAWS: :ECS: : TaskDefinitionBRERM N T —MES BB —MUTAE,
- FEA/BMNMITABRE AWS Identity and Access Management (IAM) A& €&,
- ABEERIRPE L.

 ZPermissionsBoundaryBMEABINARIEEN.,

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn

property is an Fn::Gett-retrievable attribute

let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1

1£ Guard MNP D EM5| HEE
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rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%sexecution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {

%sexecution_iam_reference.Properties.PermissionsBoundary exists

1£ Guard MNP D EM5| HEE
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EHEERZINIR AWS CloudFormation Guard

FERRERBINIBRET AWS CloudFormation Guard , AT UA{ER L TR BRI

« RFKRBIXZR
PR

FEAXAMRBXRASHFATNEA-—HBEHTREVTEAY , AR BANRPWTENE
£,

ES}

- RREH

- REEBAS

o RERRBIK R

TR

HREAN BT s BANR,

R RBAS

ERXMAEFRF , MwhenRF B ANRITEERAEBT —PRS N EfGERANRR FTH
WEER, UTRAl Guard AN A2 258 REAERBKX R B AR,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

}

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

B’E
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# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A " rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ~ rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

FERIENROIFN AP , TJEEExample-1BHUTLER ¢

o MR rule_name_AiF{ENPASS |, NNt HEWNFEHNF 1T FE, rule_name_B

o MR rule_name_AiFfERFAIL , A iFEEENrule_name_BFEMMN, rule_name_Biffh
Ao SKIP

« R rule_name_A¥{EASKIP , MAFiFAE RN rule_name_BFIEMM, rule_name_Biffh
Ao SKIP

(® Note

MR rule_name_ ABZRAFHEB TITELERAWHAN , NMASFAILKX %X
firule _name_ AfER. SKIP
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DUTRRXEAOMNEOZRLEFEETMANEREEELIERE (CMDB) Bt & AWS Config T B B =61, Lt
TOLERT RHEKBIA S,

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[@,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %configuration !empty {
sconfiguration {
ipProtocol != '-1'

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

FERIERRHIH | check_parameter_validitys s itk
Fcheck_resource_type_and_parametercheck_ip_procotol_and_port_range_validity&

BREWmEANBR 44



AWS CloudFormation Guard

RAriEmE

S E T, check_parameter_validityMA FR2FE& LRHANMNE B EEKIEE (CMDB) EE

IH,

version: '1.3'
resourceType: 'AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

BRE®EANR
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value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

RERHCBI R KA R

EXRHAESHFRAF , FXRFaBEANwhenRWIFEE — N ZMNEM Guard NI EEREEHE
KR, AR O] LUEE AT 53R

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2

NTHEBEEBREMBRRYK , FEFUATEIAN T4 RE,

#

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources
#
let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]
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#
# If there are AWS::ElasticlLoadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

#
# In addition to secure settings, ensure that AWS::ElasticLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

EREMNIN R | ensure_elbs_are_internal_and_secureEHE<MKHi X
%o ensure_all_elbs_are_securelA FRAFE LiRF N A RHI CloudFormation #4x,

Resources:
ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
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EERTHRITEREBRATGN FH

AWS CloudFormation Guard Fa2RIED EHIFB#H 1T, Guard iITEE|IZEBLERIEEN D E
BE, FANENIS FSREBNENEABBENER, B , SESNFAXRBRREEIESHEH
T1¥ME, Guard M7 —MEENBEELIREBLUEFH. ZoIZBEFBERAESD , HEASZHEX
(Y A8 R BRI HE AT IR

LT RH B AEM Kubernetes Pod BLEM RAI |, o] LA E N A T XBAITFE,

apiVersion: vl
kind: Pod
metadata:

name: frontend
spec:

containers:

- name: app
image: 'images.my-company.example/app:v4'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:

memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:

memory: 128Mi
cpu: 0.75

EALARE Guard FARMMEX LEHSE, TERAMXHE , ETXREMIANE, UTE2RIEXN
Pod i ER & 28K PR B RGIF A0

#

# At this level, the root document is available for evaluation
#
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# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'

spec.containers[*] {
resources.limits {

#

# Ensure that cpu attribute is set
#

cpu exists

<<

Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#

memory exists
<<

Id: K8S_REC_22

Description: Memory limit must be set for the container
>>

F{hcontext AV B

EANIRE R , £ AN LT XRTEENX . XwhenZRHFH TR NapiVersionMkindEHTE
By AR ETX#ITH, ERIEMN RS  SEFANITEER Ntrue,

NE , BAsIET~HIFTspec. containers[*] RWBERENW, N TFRREMNEBIRER , LT XEE
LN, specRBBATRE , L TXEKETL , WA T RAIFTR.

containers:
- name: app
image: 'images.my-company.example/app:v4'
resources:
requests:
memory: 64Mi
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cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

EficontainersEBME , L TXEREUT RAIH,

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

T B fEsh

LA ERARERX[*] NcontainersBMBAF B ENFIEEE LB, NARPWENTEHITT
fhcontainers. EBEMNRHMANFES , RPTENFIEL T ERBEETRELHATRIENLE,
HPgalFaRWITEMR , 8IMBREL -
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spec.containers[*] {

}

NTFHRER , E T XERENRILHE,

(® Note
M— XN RS|FRIERNR[<integer>]Z[*], Bl , Guard "X FXEHFNHEZEL2. .4]

|
BE  EESBANS  BESHEE, flm, MRRAE -1, VAT URBRBAHEZ U TR A

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

MEBHTUESHE , FHARENANERAHBATLR. FaENREF , ZEAHNR and
containers[*] not containers, HGuard{UBRIEEF XA , GuardfEB A HIER & EH#H 1T
o

(® Note

HEMHESHAR  EREXNAN FINHENRN | FESLERABARN, EIEFEREAN
{& , Guard tBEEIEHiT(E,
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fFA&$spec.containers[*]1\& spec.containers

Guard EHIREICHETENES. FHAXRERMspec.containers , EHNEFES S5 AN
Hcontainers , MARHEFPHTE, FHAREMRIspec.containers[*] , N EREHBENEN L
MR, BEHRTETTERARIENE N EN , BlIREEAF]RE,

thisATEI RS L TXXE

FEl4E Guard BNEY , BAUEASIA LT XEthis, BE , thisRRAW , EAEELT

XHESE, i , this.apiVersionthis.kind, M4kthis.specEFIR B FH 3+, 46
tbZ2 Fthis.resources , HEZFIMNEMEcontainers , fl#1/spec/containers/0/F/
spec/containers/1., E# , this.cpuFthis.memoryMREIBRPR , EAWME , /spec/

containers/0@/resources/limits#l/spec/containers/1/resources/limits,

ET—/RHIF |, XEIEA Kubernetes Pod BEEM NI T T EELBRHEFEM., this

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {
#
# Ensure that cpu attribute is set
#
this.cpu exists
<<
Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22

Description: Memory limit must be set for the container
>>
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BEFthisABERM, BR , EERAREN , ZthisS|AARERER , MU T ROIFIR.

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<

result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

ERENRAT , thisAFEREMEOS.
AR ARLIANEIR this

EREANNFaEt , ANBBXthis EFTXEFSIATENSHA - EERER.

B ARE (48T ).

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

Bl ZERUTELT

HEX B EARRETR RS, ATAUNSSHER , BEATHERBRIRFA TERAthis,

rule check_ip_procotol_and_port_range_validity

FEERTHTHERBATEN T
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{

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

EER RS, EEABFHREENMN X Hany_ip_ingress_check.guard , BXH B REH
Fip_ingress.yaml, A5 , FRAXEXHEITA Tvalidatedm©,

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

EUTHESF , 5IZBRRIZHLKRIZEInputParameters. TcpBlockedPorts[*]/
configuration/ipPermissions/@ME M /configuration/ipPermissions/1%&M.,

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query =
InputParameters.TcpBlockedPorts[*]
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Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query =
InputParameters.TcpBlockedPorts[*]

NTHRBERMER  FERAthisEXSIHEBAN,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

this.InputParameters5|AEEHRITEMNE MEany_ip_permissions, FEAEE
WERLIERCE N configuration.ipPermissionsfl, ZMEIRRREARRELR LT
XInputParamaters®h# T8 % , BInputParametersER LT XXH,

NERRE S| B HEREINEE | LT ROIFR.
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this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

thisiEFMEBNMNEOME[21, 22, 110] , BEthigfromPortftoPort. E1HE T A ZREH
15,

B e fE A REREE IR this

FHAEEXRIADEMSIFAE., B% , InputParameter.TcpBlockedPorts2HA (18 ) L TXH
—&849. BInputParameter.TcpBlockedPortstHAEAMRHAFNEMTERDE , ML T RABIFT
TNo

rule check_ip_procotol_and_port_range_validity
{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change

RE , HAESIALEE,

rule check_ip_procotol_and_port_range_validity

{
#
# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.
# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].
#
let ports = InputParameters.TcpBlockedPorts[*]

FEERTHTHERBATEN T 56



AWS CloudFormation Guard AriEE

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

X AEthiss| AMITRENEESports,

BR , FFERREAREE , ENEENER RportsMABHEIRNEIA, T ROERT M EREIRE

51 M.

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B R

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
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#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpvée == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_any_ip_perm = this
%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

ETXR, BRiETZvalidate®®. X—X , EXET,.
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cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

LT RiZvalidatemSHHi L.

ip_ingress.yaml Status = PASS
PASS rules
check_ip_procotol_and_port_range_validity PASS

ATMNRAZXHITEZREFESE , AT RAERT BREAE R,

resourceType: "AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 10.2.0.0/24

90 £ AR IPv6 H#i3iERY 89—109 SEEIN. LA TFRBXIZE{TiZvalidatemn S EMH H,

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
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Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range

ix AWS CloudFormation Guard #0

& LAE AWS CloudFormation Guard A& Y 2 st MR AR 2R SR I IE B K Guard HLN| R BT
1To ATWRM T BHXUNMERE 2 7N SO LA 04al 68 12 U B tes tan oM iR HL N STHRYE SR .
BN E TN A XS REBUTY B&Z— : .json, .JSON.jsn. .yaml, .YAML, =.yml,
EFB

. FREMH

« Guard £ joillis 344 8Lk

o SRESFIHN B TR AR E SR

ARG
wE Guard MNKFEZNMARIE. BXEZEER , BSHE REZIHN,
Guard 2 7o 34485

Guard £t X#R2 JSON 5 YAML X XH , HhEESMaARERE Guard SN 4 HY
MUBTRE R, TS IMHFEARIIEFENHE, BINBWEEENAREFEZARA , REE
HZRMA T IHEES AN MERBER.

A, BATEBWEERESR _test. jsons_tests.yamliap B E TR . Bl , MREEFE-—NF
FEHN S Hmy_rules.guard , BB EMWETMIA X Hmy_rules_tests.yaml,

B

BLTERT YAML 89 8 T SRV IR
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RAriEmE

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

Properties
BAF 2 Guard MU= XX 4RV E 1.
input

AT AN EE, RNBWENSE XN AERZRA |, AT REIFTR.

- name: MyTestl
input {3}

MNTFEENE , FHRra AR RN P,

RELE R

expectations

BREENWMABFE IR ERANNOTLER. RTEFRANNTHERN , EEEE— S

ENHAN, MPERVTARUTZ— :

* PASS— HEXNEMNWMABEZTE , ANMNITTEER Ftrue,.

« FAIL— SHEXNENRABEZTE , ANNITELER N false,

© SKIP— SN ENMABEZTH , ZANTFT WAL
expectations:

rules:
check_rest_api_is_private: PASS

= MeE - B
=B ME 2
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Y5 ST AL B 5T i SCAF YR 4R

UTREBNHNAN N Hapi_gateway_private.guard. LEHNE EHEEKE CloudFormation kR
FENKFTE Amazon API Gateway BREXBREXATIHETLR, EXRERBTELE —FFRK
FHATMNELFAE = (VPC) #1T1H M,

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']
#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
#
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# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with
# aws:sourceVpc or :SourceVpc
#
some Policy.Statement[*] {
Condition.*[ keys == /aws:[sS]ource(Vpc|VPC|Vpce|VPCE)/ ] 'empty

AEGNHETE—NHNER : BEHFTEAWS: :ApiGateway: :RestApiBREAMLMERIEN,

1. BIB—NEBRINETNR X Hapi_gateway_private_tests.yaml , EFEELUTHHN R,
ENBENRF |, Rmn—NEm A, itz check_rest_api_is_private& ¥ , BR%
AHAWS: :ApiGateway: :RestApiBRIENH Ao

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

2. EHtestdTELXWRPBTE— IR, NF--rules-fileSH , BIRELWHN XH, Xt
F--test-datas ¥ , B ELEH B TN 34,

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml

=M R RZEPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

3. ‘EIMEHXHFRMSE M, NE , FUNCEF BESEZERR. ATREH
Hapi_gateway_private_tests.yaml3 .,
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- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

4. testfEREMIE TN XMHEIT,

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml

RN R4 R EPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

5. HETMNANXHHRERMANNR. §FEAUBEASEATRAR

- RIEEBMEMAWS: :ApiGateway: :RestApi &R

® Note
XA E—NEMH CloudFormation #4R , {E 2BIEX TN 1= A , M= iZH 0
EBREEIEBBRER.

TN AW , B R KRIEEZENdpointConfiguration®M , it R FHIZE
JPRIVATE,
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RAriEmE

« —FPAWS: :ApiGateway::RestApi&R , EHEE—INEH ,

HEndpointConfigurationBMiREN , PRIVATEER T RAEN KB BAMKFEEE -NE

o TRITHEAEREE .

AT REH Y 8 7T = 324

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_rest_api_is_private: FAIL
- name: MyTest4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

6. testfEMERMAE TN HAXHEIT,
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RAriEmE

7.

cfn-qguard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private:

Test Case #2
Name: "MyTest2"
PASS Rules:

check_rest_api_is_private:

Test Case #3
Name: "MyTest3"
PASS Rules:

check_rest_api_is_private:

Test Case #4
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private:

#- name: MyTestl

B=NEREFAIL , FENE R EPASS,

Expected

Expected

Expected

Expected

SKIP,

SKIP,

FAIL,

PASS,

Evaluated

Evaluated

Evaluated

Evaluated

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:

# Resources: {}
# expectations:

# rules:

#

check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest3

SKIP

SKIP

FAIL

PASS

B FTMIR A AFERENE 1—3, RIGRISENIANFS LT, LUTREHRNE TN
o
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input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
expectations:
rules:

H OH O OB B O

check_rest_api_is_private_and_has_access: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS

8. fEA--verbosetrd , FRWFETtestm TREEFME R, FH LT XN TEAETLRE
Mo EXMBERT , ERHTHERNA LSBT IAKL I H G HPASSE RV IFHER.

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose

XA ITH

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
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apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} }))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard::rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

MNP M EBIF X R % Clause(Location[file:api_gateway_private.guard,
line:22, column:5], Check: Properties.EndpointConfiguration.Types[*]
EQUALS String("PRIVATE")), PASS) , ERTREEEET. ZRHAEERTRANAKA ,
BAHTENMENBERTypes. EXMERT , GuardBE&E#H TR HIRE T EBWER,

9. FEEIANAALIXERNHAFRMEEFIEEENdpointConfiguration/® M
HIAWS : : ApiGateway: :RestApi®RHNE TN A XA, MiXAFFLAMAMFE2ET, A T2
FERTRY B T S

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:

# Resources: {}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3

# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway::RestApi

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: FAIL
#- name: MyTest4
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# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway: :RestApi
# Properties:

# EndpointConfiguration:

# Types: "PRIVATE"

# expectations:

# rules:

# check_rest_api_is_private: PASS

- name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_rest_api_is_private: FAIL

10. A --verbosetrEFERAEH L TR N HFEITtestm Do

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose

HLEBERFETHIFAIL , BAREGIONALEIERE , EndpointConfigurationfB R2FEZ F K,

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
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apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} }))} I} 1)
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

testap TR F A5 HEF/MN UM EN, AP HEINABR2EFEABEPH—MR, KL
HENAREZEEAN, MREEBRIZANNwhen®l , MENSHIAERRZH RS, EUT
RIF X &M%Sapi_gws lempty#H T TR HABI T,

rule check_rest_api_is_private when %api_gws !empty {
ZMHBEEE , BTN 49,

%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

%api_gwsESHEPHBlockClauseR B M D EAMN (£ 2117 ) « ANF
A2 —4HiE#R (AND) ¥8 , HHESNMNERFIHR—H2ER. OREFRRAE—NTF
4 , Properties.EndpointConfiguration.Types[*] == "PRIVATE". HEit , ¥4%
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HERT —NFHA, BB /Resources/apiGw/Properties/EndpointConfiguration/
Types/1E REEBRBMAFHNELEE , EARHGIP N TypesEKsIN 1 WTE,

HERPRGER P AN IR ARYE |, S ERERT R RAIERAvalidateas TRBEAN T ALK
=

S AS 5 AWS CloudFormation Guard # I #ig & {5 A

AWS CloudFormation Guard AFERERIEHBRFERBMASHHEITHSHEER. HBEEEMANAFS]
AANEEIER | LIS EH. BR , B EMASHER |, Guard EREBEEEHR,

LURCIRE:E
1. EfA--input-parametersH-ifFEREDSWMASHN MG, ATBEESMNAASHEMS |, X

LEYHHASERER - MHEN ETX. MASEETREFRNER.
2. A - -datas - dir S E BRI R SKERER Ao

IR E
1. RIBBMASEM (H0, network.yaml ) :

NETWORK :
allowed_security_groups: ['"sg-282850", "sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

2. TEZEBBFANXHFEIALTSE (M, security_groups.guard) :

let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]

let permitted_sgs = NETWORK.allowed_security_groups
let permitted_pls NETWORK.allowed_prefix_lists
rule check_permitted_security_groups_or_prefix_lists(groups) {
%sgroups {
this in %permitted_sgs or
this in %permitted_pls

}

rule CHECK_PERMITTED_GROUPS when %groups !empty {
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check_permitted_security_groups_or_prefix_lists(
%sgroups.Properties.GroupName

}

3. BIEAMEIBIEEREM (HIW0 , security_groups_fail.yaml) :
# ---
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group
Resources:
mySecurityGroup:
Type: AWS::EC2::SecurityGroup

Properties:
GroupName: wrong

4. BIRIUEGT :

cfn-guard validate -r security_groups.guard -i network.yaml -d
security_groups_fail.yaml

ELRETH
o -rHEEANH,
« -iIEERASRX M,
- -dEEERIERBHENMH (B ) .
ZNMASH
BREE S N AS BT
cfn-guard validate -r rules.guard -i paramsl.yaml -i params2.yaml -d template.yaml

RIEENFIEXHESM-iFEAN—ITRATSHRERNE-—LT X

R #E AWS CloudFormation Guard #0136 iF % A ZhdE

] LAEH AWS CloudFormation Guard validate@ SRIEHFMNEIEHIE, HXZvalidatedd
STHEZER K SEFEESHAED , FS %I,
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FRF M

« RE Guard MNRBIELHMALIE. EXEZEE , BS5H FEEIAN,
o NEHENAN , BRENETHEZIT. BXRXEZEE , B5HE NN,

£/ validate v 5

ERHE Guard LN ( FIa0 AWS CloudFormation 4R ) BIE SRV AZIE , 1H1E1T Guard validate
WHe N--rulesSHIEEMNXHENEM. N--dataSBUEERM ABIEXHHE .

cfn-quard validate --rules rules.guard --data template.json

MR Guard BN 7 #4R , MiZvalidatefm BFRENR HRFS0 ( $27E bash ) , 1R Guard X
M7 ERAMBER , MiZvalidatetwn TFREIXMMAUBPRESRE . ERABERE (-s all) EEF
FHEIFES |, ZME R Guard RIMATFEFERANL

template.json Status = FAIL

SKIP rules
rules.guard/aws_apigateway_deployment_checks SKIP
rules.guard/aws_apigateway_stage_checks SKIP
rules.guard/aws_dynamodb_table_checks SKIP
PASS rules

rules.guard/aws_events_rule_checks PASS
rules.guard/aws_iam_role_checks PASS
FAILED rules

rules.guard/aws_ec2_volume_checks FAIL
rules.guard/mixed_types_checks FAIL

Evaluation of rules rules.guard against data template.json

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] because provided value [false] did
not match expected value [true]. Error Message []

Property traversed until [/Resources/vol2/Properties] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] due to retrieval error. Error
Message [Attempting to retrieve array index or key from map at path = /Resources/vol2/

Properties , Type was not an array/object map, Remaining Query = Size]

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/mixed_types_checks] because provided value [false] did not
match expected value [true]. Error Message []
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Rule [rules.guard/aws_iam_role_checks] is compliant for data [template.json]
Rule [rules.guard/aws_events_rule_checks] is compliant for data [template.json]

Rule [rules.guard/aws_apigateway_deployment_checks] is not applicable for data
[template.json]

Rule [rules.guard/aws_apigateway_stage_checks] is not applicable for data
[template.json]

Rule [rules.guard/aws_dynamodb_table_checks] is not applicable for data [template.json]

X SN AR A RIUE S AN

RNTHEBEFAN , BRALFEANBASAXEHARBEEALAN, AE , EAUBE—I RS
MNTEXH R L NAN M, Zvalidatef B A BIRE - -datafl--rulesiE A X B F. i
m, WA LLUEIT T &S , Ed/path/to/dataDirectory8& —MNHREMNBIEXHH/path/to/
ruleDirectory@& —MNRZ NN T4,

cfn-qguard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

B LUREMN K ETE S/ CloudFormationERFEYHNER R RREEEEYNEME Y

B, MRIEBRSNE, ATETERNEF , S USIERAN , ATREENERNBSNEE
o, XEXHBERNs3_bucket_encryption.guardec2_volume_encryption.guard, ,
LA rds_dbinstance_encrytion.gquard® BEM B F~/GuardRules/
encryption_at_rest, ZBEZERIEM CloudFormationfER FERER RN E FH~/
CloudFormation/templates, EXER T , BT ARiz{Tvalidate®m o

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest
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W FEHERR AWS CloudFormation Guard

RS EFAHBE| R AWS CloudFormation Guard , FEEATT N EH,
FI3

« MREXRHWBRBFEARAEFEER , FAKRMK

« Guard A iE{EF A E 5| AR CloudFormation 14 Fn::GetAtt

- —HRERERRE T

HIRERBRRAFEN , FAXK

LERFEAEEMResources. *[ Type == 'AWS::ApiGateway::RestApi' ], MIRHAH
SXBAWS: :ApiGateway: :RestApi &R , M FAMNITEL RN, FAIL

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

NEEHAXMER , FARESEIIERAEAwhenFHRE,

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws !empty { ...}

Guard A it #E B RI%E 5| FH# CloudFormation 4R Fn::GetAtt

Guard A X FAIPHEBAERF RN, Hlan , FZE!SubE YAML #&3XH CloudFormation 4R A
/A !Join, ¥k , BEMEA CloudFormation AE BT BN, i , ERIE Guard AN iFE
CloudFormation #4REtFn: : Join , Fn: :Subf YAML #XHERPEA,

BRAMHBNESER , FS5H (AFER) PHWAHEHSZE. AWS CloudFormation

— R S ME R R

« BiIAStringXFREEMANE L FERB, Guard TXEEstringXFFRBRAENLFRFE, IR
EfMTNE JSON /& |, 1A Guard 3.0.0 RESRAHPRMEN json_parse( ) B, BXE
LZEE , BoR EFARNBE

HREXRBNFFRIEEN , THRK 75
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« BIFEN =Lt RREBLR T HREAVBIEXRRE, flM0 , astring M aint BFRBMVBERE L
EHTHER, T =HLRE , MRETRE , AP REHR. HaT , HREIFH falsekin
J713% 2 Rus PartialEqt FEV4F1E.

— R EMEREE B 76


https://doc.rust-lang.org/std/cmp/trait.PartialEq.html
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AWS CloudFormation Guard CLI %M as$S5&E

LT+RSHEMaS &S AWS CloudFormation Guard 51T 5+ (CLI) 3R 5,

FH

« Guard CLI £ RS
- BT

- AN

« KUE

Guard CLI €85

A LU L T S 5 4E4T AWS CloudFormation Guard CLI S5 S E & A,
-h, --help

ITENHBHE B0

-V, --version

FTENRRAME B0

R AT
RN ST E B AWS CloudFormation Guard #1014 5 & AT #d o
1BE

cfn-guard parse-tree
--output <value>
--rules <value>

S

-h, --help

Guard CLI 255 77
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TTENH BIE R

-p, --print-json
LA JSON #&XITENs o
-y, --print-yaml
BUYAML B ITED S e o
-V, --version
FTEDRRAAE B

priJ

-0, --output
BB E A S X,
-1, --rules

RAHN 24

]

cfn-guard parse-tree --output output.json --rules rules.guard

A

JREY JSON =t YAML #%3# AWS CloudFormation #8#x X # 3 B 3h &£ X — 4 SHER & RS M8 ITEL /Y
AWS CloudFormation Guard #1l, btarH 2T HESANRBRE S A B IFHER A2 ready-to-use#l
Il oE=p:i a8

B>

cfn-guard rulegen
--output <value>
--template <value>

pri 2| 78
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S|

-h, --help

FTENEEBHE B

-V, --version

FTEDRRAME Bo

pri 2

-0, --output

FERNANBEARE . ETARLHIKBEERTRAN , BATEWAEA L EDL,
-t, --template

24 JSON = YAML ¥R CloudFormation &4k ST 4RI B8 12,

]

cfn-guard rulegen --output rules.guard --template template.json

A iz

R#E JSON = YAML #&3XHY Guard 2 5o i X4 UE AWS CloudFormation Guard IS4 | LAFS
EENMNRERI,

B

cfn-guard test
--rules-file <value>
--test-data <value>

8

-a, --alphabetical
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K EFZRPRFRIFFHF.

-h, --help

FTENFBYE R

-m, --last-modified

B RA LS SR BT

-V, --version

FTENRRAAE B

-v, --verbose
BinmEEAREE, WTUSZRIEE,

4% HHIE1E Guard I SXHRYE M. ANXHRNEMREBRFEAHHPHN —PNR, K EEAYGTR
REBFAN, MREFEERZAMBwhen®M , MEMN2ETRHBRFHR,

prid]

-d, --dir

RAEMNIRE F.

-0, --output-format

EENMITMENERE .

ZRIA{E : single-line-summary

AFME : json|yaml | single-line-summary | junit
-1, --rules-file

R ALHN STHRY B R

-t, --test-data

79 JSON = YAML &R B AR XA B FB B,

pri 2| 80
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T~

cfn-qguard test --rules-file rules.guard --test-data example. json

Output

PASS|FAIL Expected Rule = rule_name,
PASS

5iEZH

A i B 3 A

5 UE

#R3#E AWS CloudFormation Guard # I %6 iF 203E LA E B Th 2R 5 W o

B

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

-a, --alphabetical

Wir 7 B FFHE 5 R B SR a3,
-h, --help

FTENFBYE =

-m, --last-modified

WiF$R B g et BEF R B PRI 4.

SKIP|FAIL|PASS, Got Status = SKIP|FAIL|

ayt]|
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-P, --payload
BYUTAHARREHUAT JSON BRAWA UM EBIEstdin

{"rules":["<rules 1>", "<rules 2>", ...], "data":["<data 1>", '"<data 2>", ...]1}

fHln -

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\":\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\": {\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\":\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" ]}

NTF BN, WEMRN AN ZHFREREIIR, £ data” F , HEBBEXHHFRBRAETIR.
iRt --payload B8 E--rules , --dataZEEE.
-p, --print-json

LA JSON #&=U3T EDfai i o

-s, --show-clause-failures

EREREY , BREABE.

-V, --version

FTEMMRAE R

-v, --verbose

Bk FEARE, JEZREE.

-z, --structured

T ENH 4L BB E 5 HISON/YAML. This argument conflicts with the following arguments:
verbose, print-json, show-summary: all/fail/pass/skip#& = %l5k : single-line-summary
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pviAU

-d, --data ( FfF&H )
LL JSON & YAML A RHBFEXHRBENHE FK. IFELESEERALETEESME.
Al --data templatel.yaml --data ./data-dirl --data template2.yaml

MTFdata-dirl LR B RS , RIEXNERUATY BENX4#HTH

# : .yaml, .yml, json. .json. .jsn. .template
MRIEIETE THR--payloadE , BAREEZ--dataitTl,
-i, --input-parameters ( Zff& )

R4t JSON H YAML XS HRNH RS B4 E R, ATEEERANEAREMSHURAELS

ETXHBEXS. IBEANBAEENSRXAB2REH , IMEEN L TXBEREENSHEE
HNENXMHEHdata, Bt , BIMNXA BRI SEFNEG , REETMNEE. XFEJESERALE

Titg % % ME,

MNTEFRZSH  AXBFNERUTT BB HHRITH

# : .yaml. .yml, json. .json. .jsn, .template

-0, --output-format ( & &)

EEM HAEN,

ZRIAE : single-line-summary

AYFHIME : json|yaml | single-line-summary | junit | sarif

-1, --rules ( ZHH)

RN AN 4B FK. XFBLEEEALETZESME,

Al --rules rulel.guard --rules ./rules-dirl --rules rule2.guard
FFrules-dirl EIRE RS , REBFXNEBUTT BRANXMH#HTHEE © .guard. .ruleset
MRBIETE THR--payload® , BAREEEZ--rulesiEI,

--show-summary ( & &)

pri 2| 83
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BRERBREEE NLER, --show-summary fail ( BRIk ) H--show-summary
pass,fail ( REREI/KBEIMN ) = --show-summary none (FHEXKFA ) H--show-
summary all ( ERFIEBEN., KKEBIAHN ) .

IAE : fail
AFME : none | all | pass | fail | skip
-t , --type ( ZfFH)

RESARENER, HBEEHMABERER |, Guard 2FH EHF E R CloudFormation iR &
RHBEAEM. BRINMERT , Guard 2E REMREZERNE , flfProperty [/Resources/vol2/
Properties/Encrypted,

ARUFHME : CFNTemplate

]

cfn-qguard validate --data example.json --rules rules.guard

Output

R Guard BRIWEIUE TR , MiZvalidatefm HRHRENR HIRZS0O ( $77E bash #1 ) . 1R Guard X
M7 ERANBER , WiZvalidated SRR E & KA M ERSIRE o

example.json Status = FAIL
FAILED rules
rules.guard/policy_effect_is_deny FAIL

Evaluation of rules rules.guard against data example.json

Property [/path/to/Effect] in data [example.json] is not compliant with
[policy_effect_is_deny] because provided value ["Allow"] did not match expected value
["Deny"]. Error Message [ Policy statement "Effect" must be "Deny".]

sk S,
BESHR

« RFBHIFN G UE 0 A\ BHE
- BRASHEHPANESEA
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4 AWS CloudFormation Guard

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENREREASHZEBBREALNERMY
ERBAER UMM LR,

ZERNTHEEE AWS B35 1E, TEHREEAFRERNZNZEUNZFNLLME

« TRE — AWS ARRIFE AWS ZHIET AWS REHNEMENE, AWS BABIRMAIIZ S FER
MRS, FERAWS EMITRIEMITRERATRIEN—BS , BE=AFITHTEHNRMBRIERNEZ L
WAEMM, ETHEAT Guard HEMAITK , BSRZEREA TR 2K EE NBWAWSAWS fRSi%
BRI,

- TIRRE-BNREHEFERN AWS RERE, EXFTENHMEERAST , SEEHHIEHBR
M, BRTNERUREREEEN,

AR SCRE T #3 B 48 7 #RTE N Guard B9 AWS Lambda BIER % % Guard B 204 51 A SRAE R BE R (cfn-
guard-lambda) :

{AWS Command Line Interface AAF /M) Y@@ Z£%
{AWS Lambda FF R AR #EmM) PHQ@ £
{AWS Identity and Access Management A1) FHQ@Q@ Z£ %
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AWS CloudFormation Guard X #4/7 $Fid &

TRER T XRRAE AWS CloudFormation Guard,

. B ER 2025 F 7 A 30 H
o EXFTARA : 3.1.2

TE 154 BA B

XA ER ¥# T Guard CLI e 5#& 20257 A 30 H
XH, FEHEHRARE—
., BASIHEEHZE Guard
3.1.2,

3.0.0 RAERH hxZ 3.0.0 5I AT LA ekt - 2023 6 A 30 H

« BT Guard 3.0.0 lRAEH
NBMLEEHE,

o NH1THomebrewHl# 2%
% B8 Chocolatey,

« EH T 5B Guard FLNIAE
XHEER |, LURMR Guard kX
X 3.0.0 FHER,

o ANINT M@ AWS
CloudFormation Guard

GitHub f7fi& FE RV BE B 8842,
R 2.1.3 EX* hrZ 2.1.3 BIAT AU el 20236 A9H

2R INAEX Guard 2.1.3 158
hEEME R, Xt Guard 2.0 B9
S5|AEE#H N Guard 2.1.3,

2.04 IRAE R W7 2.0.4 5l A7 AU el - 2021 £10 A 19 H

Z--payload ¥RE&EEARM
Flvalidated o H,
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W7 2.0.3 EX*

R 8 AR AS

BXEZELR , % Guard
CLI SZH K RKIir,

FR7s 2.0.3 5| AT AT alit -
« &R R TS AR

BANHREHRNHAER. B
XESZEE , BSE MLk
PN

« validate@SHRMT KL

T :
* --output-format

* --show-summary

* --type

EXEZEER , B3
Guard CLI SZH KL,

{ AWS CloudFormation

Guard AF1ER) WHBIR
K,

20217 H 27 H

20217 H 158

87



AWS CloudFormation Guard AriEE

AWS 1FC &K

BXREH AWS RiE |, 52 (AWS HECLR SER/E) FHAWS ELEK,

88
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AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,
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