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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeAccount"
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"Resource": "*"

}I

{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"
]I
"Resource": "*"
}
]
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

1,

"Resource": "*"

& F Billing Conductor Xf5 A4 43 8 {3 T RERY 175 [B] AN R

L RBIH | IAM SRS B 2K 2 A S AALRE A (OVU) kAT E R 4EE AWS Organizations API #

EEERFHRMNE, S A OU WEETE B AWS illing Conductor ###|& £,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"organizations:ListRoots",

"organizations:ListOrganizationalUnitsForParent",
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"organizations:ListChildren"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Deny",
"Action": [

"aws-poxrtal:ModifyAccount"”,
"aws-portal:ModifyBilling",
"aws-portal:ModifyPaymentMethods",
"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount"”,
"cur:GetClassic*",
"cur:Validate*",

"tax:List*",

"tax:Get*",

"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",

"payments:Get*",

"payments:List*",
"payments:Update*",
"payments:GetPaymentInstrument”,
"payments:GetPaymentStatus"”,
"purchase-orders:ListPurchaseOrdexrs",

SR S EEEK S A AR K

"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",

"consolidatedbilling:Get*",
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"consolidatedbilling:List*",
"invoicing:List*",
"invoicing:Get*",
"account:Get*",
"account:List*",
"account:CloseAccount"”,
"account:DisableRegion",
"account:EnableRegion”,
"account:GetContactInformation”,
"account:GetAccountInformation”,
"account:PutContactInformation”,
"billing:GetBillingPreferences",
"billing:GetContractInformation"”,
"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",
"ce:GetPreferences",
"ce:UpdatePreferences",
"ce:GetResexvationCoverage",
"ce:GetReservationPurchaseRecommendation",
"ce:GetReservationUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPuxchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

1,

"Resource": "*"

3]
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"Version": "2012-10-17",
"Statement": [
{
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"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:*:cur:*:*:definition/*",
"arn:aws:billing::*:billingview/*"

£25 EOE IAM AELUTGRSEKESA , BRMA S TG RAKEE ARN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:aws:cur:us-east-1:123456789012:definition/*",
"arn:aws:billing: :AWS-account-ID:billingview/billing-group-
$billinggroup-primary-account-ID"
]
}
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JSON

{
"Version":"2012-10-17",
"Id": "S3PolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucketl/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp'": "54.240.143.188/32"}
}
}
]
}
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"eventVersion": "1.09",
"userIdentity": {
"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"
},
"eventTime": "2024-02-23T00:22:0872",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID": "1lv14d239-fe63-4d2b-b3cd-450905b6c33",
"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666",
"AccountIds": [
""333333333333"

iy
"responseElements": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

iy

"eventCategory": "Management"

CreateBillingGroup

LR RBIERT ERiZCreateBillingGroupi#/ERY CloudTrail B&E% B

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

.
"eventTime": "2024-01-24T20:30:03Z2",
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"eventSource": "billingconductor.amazonaws.com",

"eventName": "CreateBillingGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-bl12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {

"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/

TqeITi5Bgh"

},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {

"LinkedAccountIds": [

"444455556666",

"111122223333"
]
1,
"Name': "***"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
},
"requestID": "fb26ae47-3510-a833-98fe-3dc0f602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource":"*"
}
]
}
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