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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

1,

"Resource": "*"

DT RBETFEIANERRNXTEH AWS SOC, PCI # ISO #RENNR,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",

Bl AWS XIFEY 1AM BUER Rl
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"ISo"

]I

"artifact:ReportCategory": [
"Certifications and Attestations"

]

}
}
}
]
}

Example B 28 = 5 IR 5 #I R BE R~

® Tip

& R1 1% # B A AWSArtifactReportsReadOnlyAccess FEE R , MARE X H S K,

E=7FHRER IAM FIR report &Ko

LTBERETFRAE=AHREDENNR,

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata”,
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

UTHRR T THE =T REHNR,
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

}

BUR REE R T 5 58 = IR 5 RI I BR

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

LTHRETFERRAERANE=ZFHREFAEEHINR,

"Version'":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata™

Bl AWS XIFEY 1AM BUER Rl
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1,

"Resourxce": [
"arn:aws:artifact:us-east-1::report/repoxt-jRVRFP8HXUN5zpPh:*"
]
}
]
}

LTHRETFERRERTNE=ZFHREFAEEHNR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
]I
"Resource": [
"arn:aws:artifact:us-east-1::report/repoxrt-jRVRFP8HxUN5zpPh:1"
]
}
]
}

® Tip
18 R11ZE B {# A AWSArtifactAgreementsReadOnlyAccess &
AWSArtifactAgreementsFullAccess BRI , MAREX B K,

Example’® 2 i 1 #Y 38 % 45

LU REER T T AT B LAV BR

{
"Version":"2012-10-17",

il AWS XIEHY IAM B R4
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"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

myn

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

LT BERER T HEZ AR,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

Bl AWS XIFEY 1AM BUER Rl 21
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"Resource": [
wan

]

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

LT BERE FLUFREHPEIRR,

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

Bl AWS XIFEY 1AM BUER Rl
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1

T REERTEERMAITIKS R IR,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

Bl AWS XIFEY 1AM BUER Rl
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DUTRBERTFLUEATESERMN IAM SEHR AWS Organizations, AWS Artifact %340 47 B &2 K
P E B IX AN R T BT A 68 A H RN

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSSexviceName": [
"artifact.amazonaws.com"

T REER TR FERANR AWS Artifact B9 BR AWS Organizations, A LN EEIKF HAEEIX
LI PR BETF IR E AR AR T

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxrganization"

1,

Bl AWS XIFEY 1AM BUER Rl 24
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"Resource": "*"

"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Example & B2 & I Ik 7 L #Y SR BE R 61

UTRBERTFEREERKS, HPANR,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",

Bl AWS XIFEY 1AM BUER Rl 25
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"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

]I

"Resource": "arn:aws:artifact:::agreement/*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"”,

"Condition": {

"StringEquals": {

"jam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
}I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

},
{
"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",

Bl AWS XIFEY 1AM BUER Rl 26
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"Action": [
"organizations:EnableAWSServiceAccess"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Example® B4 42 1 BY 3R BE R 45

LTRERTFERAQADANNER. EFAENRN S — AP LR IEH R

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"
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},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

] ’

"Resource": "arn:aws:artifact::*:customer-agreement/*"

} ’
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"

}
]
}

LT RERTERARAMDILAINR.

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

Bl AWS XIFEY 1AM BUER Rl
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1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"
]I
"Resource": "*"
}

Example® B8 &N #Y 5 B R

DT REEFER AWS Artifact BHIRY T2 R,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel”,
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration”,
"notifications:DeleteEventRule”,
"notifications:DeleteNotificationConfiguration”,
"notifications:DisassociateChannel”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",

Bl AWS XIFEY 1AM BUER Rl 29
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"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations"”,
"notifications:ListNotificationHubs",
"notifications:ListTagsForResource",
"notifications:TagResouxce",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [

myn

LUF R 82 T 5 i FT R B BV AR

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations"”,
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"
]I

"Resource": [

Mg

il AWS XIEHY IAM B R4 30
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}

U SR EE R T 02 8 E VAR,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel”,
"notifications:CreateEventRule",
"notifications:CreateNotificationConfiguration”,
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResouxce",
"notifications-contacts:ListEmailContacts"
]I

"Resource": [

Mg

T RER T B ENNR,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

Bl AWS XIFEY 1AM BUER Rl 31
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"notifications:AssociateChannel"”,
"notifications:DisassociateChannel”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResouxce",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

myn

LAF SR B 2 T M BREC B AV A PR

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"notifications:DeleteNotificationConfiguration”,
"notifications:ListEventRules"

1,

"Resource": [

g

UTREBERTERREEFAESNNR,
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration"”,
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

N

LU SRBE R T A7 S BUH A8 & O AR

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregistexNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

myn
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DT RBEERT THAE RENNRE.

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

]I

"Resource": "*"

}
]
}

UTREEETXTEH SOC, PCI # ISO HREMNR,

Y IAM SREE R AWS GovCloud (US) Regions 34
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTexrmForRepoxt",
"artifact:ListReportVersions"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISo"
]I
"artifact:ReportCategory”: [
"Certifications and Attestations"
]
}
}
}
]
}
Example® B MY B 5K B R
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{
FHY 1AM B R4 AWS GovCloud (US) Regions 35



AWS Artifact

RAriEmE

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [

g

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

T BURR T EZ A LAV R

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListAgreements"

:::agreement/*"

::*:customer-agreement/*"

Y IAM KB RB) AWS GovCloud (US) Regions
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1,

"Resource": [
]

3},

{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

LT BERER T L LA IR ER,

"Vexrsion":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

:::agreement/*"

Y IAM KB RB) AWS GovCloud (US) Regions
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BUF REER TER MNITIKP R A R R,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

:::agreement/*"

Y IAM KB RB) AWS GovCloud (US) Regions
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DUTRBERTFLUEATESERMN IAM SEHR AWS Organizations, AWS Artifact %340 47 B &2 K
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"
]I
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSSexviceName": [
"artifact.amazonaws.com"

T REER TR FERANR AWS Artifact B9 BR AWS Organizations, A LN EEIKF HAEEIX
LI PR BETF IR E AR AR T

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxrganization"

1,
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"Resource": "*"
}I
{
"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"
]
}
}
}

Example & B2 & I Ik 7 L #Y SR BE R 61

UTRBERTFEREERKS, HPANR,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
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"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
]I
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"jam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
}I
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

},
{
"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",
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"Action": [
"organizations:EnableAWSServiceAccess"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Example® B4 42 1 BY 3R BE R 45
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"
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},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

] ’

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"

}
]
}
UTRERTFEFHLADUAINR,
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,
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1
}

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [

"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"
}I

{
"Effect": "Allow",

"Action": [
"organizations:DescribeOxrganization"

1,

"Resource": "*"

}
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AWS Artifact 3R & H IAM BIR&K R, report

LT BEEFEi%iZCertifications and AttestationsZ B TATE AWS Artifact IR & BN R,

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata"”,
"artifact:GetTermForReport"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"

BT BER AT ER T RIRZSOCKRTI TATE AWS Artifact #R & VAR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource™: "*"
3Aq
"Effect": "Allow",
"Action": [

"artifact:GetReport",

"artifact:GetReportMetadata",

"artifact:GetTermForReport"

1,

"Resource": [
wxn

]I

"Condition": {

"StringEquals": {
"artifact:ReportSeries": "SO0C",
"artifact:ReportCategory": "Certifications and Attestations"

}

}
}
]
}
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LT HBEAFER FREZCertifications and
Artifact R & IR o

AttestationsZEBIFSOCKII A AWS

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [

"artifact:GetReport",

"artifact:GetReportMetadata",

"artifact:GetTermForReport"

]I
"Resource": "*",
"Condition": {

"StringEquals": {
"artifact:ReportSeries": "SO0C",
"artifact:ReportCategory": "Certifications and Attestations"

}

}
}
]
}
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» PutAccountSettings

» AcceptAgreement

» AcceptNdaForAgreement

» GetAgreement

» GetCustomerAgreement

» GetNdaForAgreement

» ListAgreements

 ListCustomerAgreements

» TerminateAgreement

BIMNEHHATRBEBESERERBFRNARER. BOEEABTEHEUTRE !

« BERIZMEARIERIER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BRECEAACERKEAFNIGRN ZEEU R HN,
- EREBXHHEM AWS RS K.

BXEZER |, B2 CloudTrail userldentity T3,

T 2 AWS Artifact HE X% E

BERE—MEE , A SSEHERN BEXEFEHREEEN Amazon S3 7@, CloudTrail BEI
BE—NESZNMEELRE. BHARKRRBEMRENEMNER , BEEREROBIE, BREN B M
B, ERSHENFELR, CloudTrail BEXHTREAH API BANAFHKRRE , Bt T2RE
A4S EIR R EH 3,

LU RHIE R T ER1Z GetReportMetadata & 4#E# CloudTrail B&E% B,

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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