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Discovery REFERZHER S (TLS) MEBFHIEL £ &% Application Discovery Service, {32
BEANENRATAN B HITHR, BAlREERLEERE,

® Tip
E T8 H IR % Discovery Agent Z 81 , BFABEPMELFNRRES KIMKEHN TR
£l

THERE 12


https://docs.aws.amazon.com//migrationhub/latest/ug/home-region.html
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RO B REN R

AWS R AfEF £ IR ( Discovery Agent ) 2
Agent WERZEE. B FFARNIEERE.
TATREREIE.

KERMRF | LMY , H# B VMs, Discovery

7
T RBERME RS (TCP) M ERE, AT#R

Discovery Agent WM IR MY RIEE B

o RIFEH"RIEWERSZHER VM,

- BRIFBSERB , BNRENBEUTFT (KB) NEEE N,

« Migration Hub &I & PRV ERBIRAILFTT (MB) BEMIRE

- RAAMWERBLAN 158, AWS & 15 58 RZE—IX,
« UES () RINWBEFRNXENREN API S HIEEEKE . csvXHFFR A,

HFEFER B

agentAssignedProcess & 3 - REMMAINWIHEZNIFRE ID

agentld RIBHME— ID

agentProvided Time#BZE ~ RIEAMER B EFETE (mm/ddlyyyy
hh:mm:ss am/pm)

cmdLine’ ESSTLRANERE

cpuType FHAREHAN CPU (FOAEET) fIKH

destinationlp*
destinationPort*
I *

bl

freeRAM (MB)

gateway*

ERBESKIZENIZREN IP thit
EX AT data/request Bix A&
322 ) I SVER ]

AL AR RS N AREFEAN A RAM M&
7H RAM ( EEE {7 MB)

P 45 B 9 3 ik

WS By SR
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RAriEmE

HiETFER

hostName

hypervisor

ipAddress

ipVersion*

isSystem*

macAddress

name

netMask’

osName

osVersion

path

sourcelp*

sourcePort’

timestamp*

totalCpuUsagePct
totalDiskBytesReadPerSecond (Kbps)
totalDiskBytesWrittenPerSecond (Kbps)
totalDiskFree X /> (GB)
totalDiskReadOpsPerSecond

totalDiskSize (GB)

58
Fe R LB HIRI EHI B
R A%

FEHLH IP bk

IP WA 5

ATEREEHERFERERAENHREML

FHLH MAC bk

ENEREBRBENENNER,. MNE. RS

WM& EHFTERY IP ok 5T
ENENRERSZER

EN LR RERS A
KEMTITNGRTHREE

EERE IPBIESHREHN IP bt
data/request JR BB ixm A&
HAEIC RN EIREE AT B HIMAT R
RNEEEN LK CPU ERENES L
FRE R S IREM B Tk
FIEHE FEREANL T

L GB R A AE 2 H

BRI /0 BIELK

LGB RAMBANEAE

WS By SR
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RAriEmE

HiETFER

totalDiskWriteOpsPerSecond
totalNetworkBytesReadPerSecond (Kbps)
totalNetworkBytesWrittenPerSecond (Kbps)
totalNumCores

totalNumCpus

totalNumDisks

totalNumLogicalfhb E 88 ~

totaINumNetwork—F F
totalRAM (MB)

transportProtocoI*

RORER ERFAF

ik
SHEA 10 B BH
SHRBN TN FLE
SHEANTHHEELE
CPU P03 3 408 8 5 2. 2
ch LI TEH0 I
LR

MEARBRAFN A EAETHEARRNE
#

AR5 28 LAY B2
FHEBTA RAMKEE

Pt FA= B S Y SR B

LT RRIhZ%E AWS MARKF AT ( Discovery Agent ) Z BI ATURITHY SR FHFES

- FEFFIRZ % Discovery Agent Z 8l , AZEAWS Migration Hub = X i,
- MREBEZE 1.x MANRE , WERKRIRARZE , S5 5EM BRIHARA,

/) o
ERBZERENREFREN T EZH,
WIFRRVIRERS (OS) MEZ X !

Linux

Amazon Linux 2012.03. 2015.03

MRZRZREBHENESITHR Linux , FHIAZENED ZIFRIER 686 CPU 229 ( BN P6 3

Amazon Linux 2 ( 9/25/2018 EFME =R )

Ubuntu 12.04, 14.04, 16.04, 18.04, 20.04

TR


https://docs.aws.amazon.com//migrationhub/latest/ug/home-region.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1
CentOS 5.11, 6.9, 7.3
SUSE 11 SP4, 12 SP5. 15 SP5
Windows
Windows Server 2003 R2 SP2
Windows Server 2008 R1 SP2, 2008 R2 SP1
Windows Server 2012 R1, 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022
- MEMFHWEEEZR  WEEEHHAFRE. REERET TCP 1% 0 443 151A] arsenal. &
MNAERTAEMAR RO,

flan , MBIRHARS XigReu-central-1, fRATBAEM https://arsenal-discovery.eu-
central-1.amazonaws.com:443
- BIARFEZHEEFRESXE Amazon S3 FREEEIET.

- TE32%1A FBIE AWS Identity and Access Management (IAM) B P H i NI A
AWSApplicationDiscoveryAgentAccess IAM EE R, WRBEATFAFPRARERVTLENR
BiRE, AXAREXFHRNESZER , BSRAWS WIEERB AWS Application Discovery Serviceo

- REESMEREDI (NTP) RS HFMNNERE  SEMNHTEE, FEBENNREARSL2SHBAEE
i A R

(@ Note

Discovery Agent 48 32 (v KB AIITIH |, ATFE 32 (UM 64 (VRIFRELETT. ARED
AT RBOBETRNRRBHE. HTHMTREERAT Linux M Windows B4R
5. RERMMB REE D PN ILHITT A

RRAONE

ARNBWMMAE Linux FHEE Windows £ %% Discovery Agents

RRENNE 16
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£ Linux EZEXIMAE

B Linux EERAUATER. EHREEE2E , FEHRSREFEHN Migration Hub E X1,

® Note
MREANTREH Linux MZA |, i5Z B Linux SEAREEET,

EENBREHPOLRE AWS NARFRINE

1. BFRET Linux BERSHFSH VM, REUE- NI REBAGNHE F.
2. YHREZH B FHBIRTITRIESRE TREEMA,

a. BEEI®BTITIR, BETUTH T,

curl -o ./aws-discovery-agent.tar.gz https://s3.region.amazonaws.com/aws-
discovery-agent.region/linux/latest/aws-discovery-agent.tar.gz

b. ZEM Migration Hub #2HI1A T , BT TRME .

i B3R AWS EEEH A HITH Migration Hub #2#1& , Witk R https:/
console.aws.amazon.com/migrationhub/,
i. EEMSHMEAW KI T, &FETE
ji. £ “AWS RIRIE” EF | EF TEHAE” , REERE “T& Linux R FERFIZENFF
%o
3. FATH=ASTRIZEINNELS .

curl -o ./agent.sig https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/aws-discovery-agent.tar.gz.sig

curl -o ./discovery.gpg https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/discovery.gpg

gpg --no-default-keyring --keyring ./discovery.gpg --verify agent.sig aws-
discovery-agent.tar.gz

1 Linux E&% 17
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R

3]

RIBABERZ4 (discovery.gpg) FELUR 7638 F24C 6717 F97C 4F1B 3BCO 5133 255E

4DF4 2DA2,
4. M tarball RBEITIREL , WM FATRo

tar -xzf aws-discovery-agent.tar.gz

5. BREARE , FREUTREREZ—.

( Ali% ) &%k Discovery Agent H &L & 1 i&EBA

HYCE

FIITLERE...

ELZRAE  BETREREGS , WATR
flFt "o ERBIF |, your-home-region #
BRNEFEMXH BN, aws-access-
key-idihE) %40 ID MR Fraws-secre
t-access-key HEiHEEH.

sudo bash install -r your-home-
region -k aws-access-key-id
secret-access-key

=S aws-

MIABERT , RESEEH AN B3 T
R P SE#o

BUERALERANEE
BR , REFFEREAD THMNA

BH , BEBETREBZESGSRRM-u
‘False%}%&o

EREETEHNNRE  FEREBZEGTHR
A TS

- -e RERE,

- FRERSH|/BHS
- gRERIR

- (i REAFE

f£ Linux E&%
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: S FEIATLERE...
UTREAFEARESENITRELZEST
HY =Bl

sudo bash install -r your-home-
region -k aws-access-key-id -s aws-
secret-access-key -d myproxy.m
ycompany.com  -e mypassword -

f proxy-port-number -g https -

i myusername

MRENREFTFES ORI , NEHK-eH-
128

MREHRIEBFER https HTTP , MLEH S
FEREEhttp-gSHIE,

6. WMRMEFHILEEZR K WEEZEMHABRE. KEERED TCP iwA 443 157 arsenal.
CANRERTFEMALER

Bl , MRIRMR S X Reu-central-1, fRALAER https://arsenal-discovery.eu-
central-1.amazonaws.com:443
IHAR Linux £EREEEM

HLE|H Linux A& (1 SUSE 10, CentOS 5 #1 RHEL 5) BEA L FARENESREBRENZIF, XLk
FAAHELZE out-of-date BB EHNEI , FEEHLHLEREEHFHATRZED,

Curl

NMARFAIREBEZEES AWS REERcurl#tiTLZ2BE. ELIHM curl FeESIMA Web RS
ZEBEE,

EXFrEREREA Application Discovery REMIH I curl x4 , EFEA -c true ZRETRE
717N

f£ Linux E&% 19
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B RHARS 2

BIBAY Linux REEATEER out-of-dateiE HM A (CA) HHE , N TRENEENBEEXRE
=

EXERERFSA Application Discovery fRIEMHH CA RSB , BEA -b true ZHETRE
71PN

REZEMART AL —RBER, EATRAGES  BMNIESHEBEBLELRMAE

sudo bash install -r your-home_region -k aws-access-key-id -s aws-secret-access-key -c
true -b true

M Windows L Z&x&IAE

ERUATSER , I Windows ERERIE, EFREETEZH , HFEHASREFEHN Migration
Hub X1,

EENBTEHPORE AWS NAREFRINE

1. T# Windows REZEREZEF , BEFENTHLE Windows FIZITIZRZEREF,

/A Important
REXEHE Windows FIZ{TRERRF , AN EHLTERE. RERENEIG SRR
BT, (MREERHEURERR , MARMEREFN/MBRER HEHEKE , RieTrEdk
ZHITRTHELESR., )
MR Windows KB LEREFEEN LARENEMEMARAE Visual C++ x86 Z1TH , ES
EREREBEM 281 B3h %% Visual C++ x86 2015—2019 = 1TAT,

2. UNEEREATAGTRAFEOASNIGREREEFENVE,
3. EZREARE , BRABUTEREREZ—H

N EHATIERE. ..
ZREARE BERRARE , HETRERERST , LT R

BlFfR. FERBIF |, your-home-region &

E#ER Windows &% 20
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: S FEIATLERE...

BRAEMEXHEI, aws-access-
key-idifB)#40 ID MEHFraws-secre
t-access-key HiEFE#ZEH,

HE , A LB IEE INSTALLOCATION
SR EC: \install-locatio
n RRERELFEME, 0 INSTALLLO
CATION=" C:\install-location ".
R XHRB RGN R [REMEBRRE])
AWS Discovery, BRIMERT , REMNE
HFProgram Files3M#X%,

=& LOGANDCONFIGLOCATION , &7
DfERABENRE B EXHREE X4
ZRi\ B % (ProgramData), 4 B HY SR
FEIRE¥IR [LOGANDCONFIGLOCATION

path]\AWS Discovery o

.\AWSDiscoveryAgentInstalle

r.exe REGION=" your-home-region "
KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-

key " /quiet

MIABERT , RESEEMH AN B3 TEHH
I P SE# o

BUERALRIAEE,

BR , MIRETHFLEREBN TRANNA
B, BEETREREGTHMANTS
¥ : AUTO_UPDATE=false

E#ER Windows &% 21
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T FEIATLERE...
/A Warning
ZEREFARFELELZESETNESE
EFMEFF.

( ATiE ) &% Discovery Agent HELETEH ZERETFTEANRE , FERBREGSHR
:pkpesd AR AHEM

« PROXY_HOS T-REEEHLH B

« PROXY_SCHEME — REFZE

« PROXY_PORT-f{¥Eix O &

+ PROXY_USER-REAF#&

« PROXY_PASSWORD-fVE A~ #15

UTREAFEARERENREREGTH
Rl

.\AWSDiscoveryAgentInstalle
r.exe REGION=" your-home-region

KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-
key " PROXY_HOST=" myproxy.m
ycompany.com " PROXY_SCHEME="http
s" PROXY_PORT=" proxy-port-number "
PROXY_USER=" myusername " PROXY_PAS
SWORD=" mypassword " /quiet

MREZHREBEAFESHRIUE , WA
B&PROXY_USER FIPROXY_PASSWORD &
M, REBTHERANTRAIhttps, MREH
RIEBFEH HTTP , http)IiZPROXY_SCH
EME {EIETE.

4., WMREBHREZHIGEZZRIRE , MMAMERPBHAIFEE, REBEREBENY TCP w0 443 {514
arsenal., EMIFAERITFEMAL KA,

E#ER Windows &% 22



AWS Application Discovery AriEE

Flan | MR EXE Reu-central-1 , FRAIMERLTAZR : https://arsenal-

discovery.eu-central-1.amazonaws.com:443

Package £E MBI H K

X F Windows Server 2008 X E SR , T S#{EH SHA256 iEHXY Application Discovery Service
REBRZESHTMNZEZLR, 3TF Windows Server 2008 L#H SHA2ZE BB EH SP2 , HHKRE
NEZETXEHSEGRRIENEINERF. SHA2 HHBRHNZFEXNEF BB T X#F Windows Server
2008 SP2 £H SHA2 BRI,

(® Note

WERARBATTRA SHA256 X3 Windows 2003 FIExMERF ., T1RER Windows 2003 E£#l L
HMAZEXEEERR , WIEEFHAR,

FHRITHK

1. T#; Windows REEHEF,
UEE R GBS RER.
SMEREEFEFNMNE,

BTN TR,

R

AWSDiscoveryAgentUpdater.exe /Q

EERUREHTE
RITNBUAIE Linux FEE Windows F BB RXIIRE,
£ Linux - BB XM IEHFE

WA LAEAsystemd, UpstartzSystem V init TEERSELRFIERE Discovery Agent BI1TH
DT FHSE TN T EPXFNESN NN GES,.

EERINERE 23
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RAriEmE

systemd

B8 F Application Discovery Agent BV E &

Task

RIIRERBEREETT

B RE

FIEE

EfRmNRE

Upstart
RARFRONRENEEDT
Task
RIEREREERESEIT
BaE
FIERE

EfMBEHRE

)

A
ar)

sudo systemctl status aws-discovery-daem

on.service

sudo systemctl start aws-discovery-daem

on.service

sudo systemctl stop aws-discovery-daem

on.service

sudo systemctl restart aws-discovery-daem

on.service

5
dp

sudo

sudo

sudo

sudo
on

initctl

initctl

initctl

initctl

status aws-discovery-daemon
start aws-discovery-daemon
stop aws-discovery-daemon

restart aws-discovery-daem

1 Linux EEE#E

24
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RAriEmE

System V init

MARFAARENERG T

Task me

RIFRERAIEREIZT sudo /etc/init.d/aws
status

BB sudo /etc/init.d/aws
start

FIERE sudo /etc/init.d/aws
stop

EFBEHNRE sudo /etc/init.d/aws
restart

5 Windows BB XA EHE

-discovery-daemon

-discovery-daemon

-discovery-daemon

-discovery-daemon

&R LUBE Windows RS2SR EEBRBSEH EERG RN EERMRENITHN, TRERTRER

Eo

Task AR S5 & #5

BURERBERIZIT AWS R IR
AWS REFE #az

B E AWS KB
AWS RZRE#T28

FLERE AWS & IE
AWS RZREHT28

ENEHNRE AWS & IIE
AWS RZ%=E #728

ARSIRAS /R 1E
=Y =17

EFRITIE

EFREFLE

BEEHED

EHER Windows EEEHRE

25
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RAriEmE

H & I
AANBIMAAE Linux FHEER Windows L EE Discovery Agent,
£ Linux L& & I

AT N BUWATE Linux £ EIE Discovery Agent,
WRMREANE yum R TEER | FHIARE
o  WRFEH yum , BEAUTHSEHRAE,

rpm -e --nodeps aws-discovery-agent

MREBFEHNR apt-get KT EERS |, FHHENRE
MR apt-get , HEAU TGS EHHENRE,

apt-get remove aws-discovery-agent:i386

MREFERANR zypper BHTEEES , HHBMNAE
- WMRAFEMA zypper , BERAUTHSHHRNE,

zypper remove aws-discovery-agent

MR Windows Lt EHIE & T E

AF N B AAITE B ER Windows £ E1# Discovery Agent,
£ Windows L E# & T I

1. 7£ Windows A 3T 72 #E 4R

2. &EER.

3. EEREFRMINGE,

4. &£ “AWS KIKRE",

HERARE

26
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5. EFEHH.

(@ Note
MREBEREHSIREBEEEHRZTERE , HEA/repairfll/norestart&IET A T a8
Bo

\AWSDiscoveryAgentInstaller.exe REGION="your-home-region" KEY_ID="aws-
access-key-id" KEY_SECRET="aws-secret-access-key" /quiet /repair /norestart

FERAMSITE Windows L 15 & LI

1. ARESE TTHE"
2. BER‘GERRA

3. FAUTHSE Windows HEHEAXIKIE,

wmic product where name='AWS Discovery Agent' call uninstall

(® Note
MRBESH/LEEEZ. exeXtE , WATEARTHEREMRSSE LE2HE. WRFEAL
WOHTHER , WEEHRERENLEFEA /repairfll/norestarti®ii,

.\AWSDiscoveryAgentInstaller.exe /quiet /uninstall

B MEFELRAREBERERE

EBAEE Discovery Agent 5 , MRHKIBWESL , NANEHFEH T, BTIRBHHNSEET
BHE B RE L BIERESE AWS Migration Hub 2§15 5 2 MlE L BUEKRERR |, BT BUBE #1T
APl AWS CLI, EFRZHEl , BHLERER Discovery Agent FTERY 1 8 247

FHFE LR R E 27
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ZI% AWS CLI AFEeF L BIERE

1. MBRESEXEY , BRESHRVRERSGZEEME AWS CLI ENVRERS ( Windows
Mac/Linux ) » BXxi8E , FSH (AWS Command Line Interface AFEF)

2. HFAGHETRE (Windows) L ix (MAC/Linux).

a. #A aws configure }#&T Enter,
b. ALK AWS 15RIZ4A ID F AWS B B &4R.

c. Bl MABHRLERNRINXBEEHus-west-2, (FEARHH | RIMRIRus-west-2iX2
BHRS X, )

d XFERiAWmEER , WA text,
3. EEREFULBBHIHFEWRENREN ID, BRAUTHS :

aws discovery describe-agents

4. ERHREBUERSE  BRBAUTSH S :

aws discovery start-data-collection-by-agent-ids --agent-ids <agent ID>

EFILERBERERE  FRAUTH T

aws discovery stop-data-collection-by-agent-ids --agent-ids <agent ID>

N E IR T FEHERR
AT ETE Linux FE#8%E Windows £ X3 & IR 3 1T BE HERR .
Linux FH X IR EESERRZ

MRIBIE Linux ELEHFEA Discovery RIEBFEFRE , FEFATEXAEERNEENERE. &
H B R IBHRE S Application Discovery Service HEZREERIBAS , S AWS upport R E £1FKiX
L7,

- BENXH

Discovery Agent 19 HEX 4 F LT B XH,
W R 1 B 28
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/var/log/aws/discovery/

wEASXHRATRACNRBETHERF. BIAREFERRERFERN,

- BEXH

Discovery Agent fR4s 2.0.1617.0 RE S RANEE XA T ELT B FH,
/etc/opt/aws/discovery/
2.0.1617.0 Z BI ) Discovery Agent R AV EL B LA F LA R B & Fo

/var/opt/aws/discovery/

« BXRM{AMBRIEIRASEY Discovery Agent BYLER | S8 & IR IR o R

ER Windows £ Y & I ER 5% 3 R

R IEFE Microsoft Windows EZ&%&HEA AWS MARFAINKEERRE , BERUATEXAE
BERNEENIER. AWS XFERBBRREREES Application Discovery Service HEIZ /Y& 7E A&
i, BESERXLEH,

%H/L’\

Wit

EREBRT , RBREGSUUTF LMK, BN , Windows Services Manager AJEE I —NREE | 15
TARBBEIARS. EXFERT , BEZBFARM /log install.log AEKIFMAN LR AL,

- BITEE

£ Windows Server 2008 X EGMAF , REAENXHITEUATBE R TKEL

C:\ProgramData\AWS\AWS Discovery\Logs

7£ Windows Server 2003 £ , KEAEXXHAEATE R THKE,

C:\Documents and Settings\All Usexrs\Application Data\AWS\AWS Discovery\Logs

#ER Windows Y & I B B 3 AR 29
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RAriEmE

wHEENHRANTRARHAERS. BIARERLZERFERN.

- BEXH
1£ Windows Server 2008 X EGMAF , REEENXHITEA T VEKE,

C:\ProgramData\AWS\AWS Discovery\config
£ Windows Server 2003 £ , REEREXHF JEUATERE,

C:\Documents and Settings\All Users\Application Data\AWS\AWS Discovery\config

« B I{a M BR P EARMRASHY Discovery Agent B TER | iES 5 K DR IER R4

#Ek Windows £y & IR IR SRR 25
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Application Discovery RS TR IE U 2T

Application Discovery Service TGN ERE ( TREWERS ) R—MHEANARER , eBILRE
FEWEEXREAMIMENEER  SERFREEXHES (SINRERS., BE. RAME ) CPUs,
BEEIBE. MAREHRAREXR RS HEZAMSRENEIE. SAUERAFRELLFY
(OVA) X LR IBUINESSE RN E LI (VM) £ 1E VMware vCenter Server SREH,

TREBWERRABERCEND , AFERASHERERES A, Agentless Collector 26t T A T M# =
FE VMware VMs M7 #TBRSS 8 ME SRV ER, ERRET —MATRES RS R 2B ML RER
REER,

Agentless Collector JEid W 5 > A ith AR 55 88 A B0 4E FE 19 158 A 15 150 AN BC 128 23048 SA e 2 b R 55 88 =2 [|] Y )
EREBIE , k¥ AWS Application Discovery Service ( Application Discovery Service ) BIEIEUR
£

<o

Application Discovery Service & AWS Migration HUbiZIRSERK , ZRS T RENIEBRSEERRE
Bl EEEeh , NMELENTEBRIER, BUNEFERINMWRSES. KA Amazon EC2 21, AW
LM EEE, FRSF|IENMARRE , RENERME®XH Migration Hub 12§ & RS NN ARF
HIEBIRS.

TREBURESBUREMN 2 BB W EE R E AWS Database Migration Service (JAWS DMSE K. It
SEREMTANE@EITE AWS Cloud. &7 LAEABIEEN 7 BT REERRKRKNFIEROHE
EMD RS , HERETBEMWIRSESEE AWS Cloud, ZEIE W EERINERIEE THIEUAR
CPU, AN EBRENERFARER. WEXEERE , BUUER AWS DMS 2§ & 1 RHE
FEE R B PR

FTRERE RN TREMHF

LA 2R Application Discovery Service TREBUERS ( TRIBINESRT ) WERSKH

o —AMHZN AWS K,

« IRE T AWS Migration Hub EXIH# AWS IKF |, S # % 5 Migration Hub #2 & H ik & 3 X,
W Migration Hub R FREELNRS X , BT AI. AKMEBRER,

- RENFEMH AWS EEREER AWS IKF IAM A
FFAWSApplicationDiscoveryAgentlessCollectorAccess., EfFH
BIEENDTBFEBREER | Ik IAM ARFELAERARINEFEEN IAM X
BDMSCollectorPolicyfMFleetAdvisorS3Policy, BXEZELR , BSR FBENEEF

TR 31
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Discovery Service TAAEWESE. IAM AP SHEIRE T Migrati AWS on Hub E XY IK 7 A 4
=

« VMware vCenter Server V5.5, V6. V6.5, 6.7 5 7.0,

@ Note
ERBRERFFMAEXLERAL VMware , B3AT8 BIH XA 6.7 M 7.0 #1771,

« EZ% VMware vCenter Server , HFERETUNRSGAHREEFEIMAEFNEDN vCenter £,

- TREWERZFZED TCP O 443 WHEMNF#HITHM AR, AWS BXRXEFHWIK , FSHEAN
AWS IE0RY H vk 1 8] B & B A 5K .

- EFEABEEND THEWEER | FEBLRIZEN Migration Hub X AWS XiF I alZ—4
Amazon S3 FH. BIEEN 2 MHBRERYINEF THIEFMEEL Amazon S3 F#EFE+ . &
XELER , 53 (Amazon S3 AFER) DHOIEFER,

- TREWERMRAE 2 FE ESXi 6.5 ESMA

ATAR AWS BRSS BB & REEHIREID R

ZEREWRESR B EMEMN AWS RFAEN L H ECR FiEEH L Docker BREM R REH.
WM RIEME A BAED SRR FIIREH I Amazon ECR HY1A[E] , N AR ERWAF AR TRE T 88
R B3I EREE :

- FEiHE ARNs %R : arn:aws:ecr-
public::446372222237 :repository/6e5498e4-8c31-4f57-9991-13b4b992ff7b

« FTEEMPR : ecr-public:DescribelImages

7 AWS Y vh T R BB B K i

MREHNME HEEZEZRRS , W AREH AIFREL AV H I FRITRBYRESEMEN AWS
H, B AWS 38 FEH G RIBUR F &M Migration Hub E X RXEES (RENX ) XiF, us-
west-2 i& 2 HAth X 15,

WREH AWS KPP EXIE A us-west-2 , MU THBZEEHWEIHE

 arsenal-discovery.us-west-2.amazonaws.com— WERFEAERBITEHRERE TS
1AM AFE$H. BTEXERN us-west-2 , FIL KR EREE A E R KA FEBENEE.
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- migrationhub-config.us-west-2.amazonaws.com— WEESF A ILEBIER LN IAM AF
IE P SR B 7 Uk 52 B8 05 3R &k B AN = X i

« api.ecr-public.us-east-1.amazonaws.com— Y EE35 %8 FH 133k & T o] F3 MY BB 5
« public.ecr.aws— WESRFEA LI THER.

 dms.your-migrationhub-home-region.amazonaws.com— WEEESE A BLEHE#EE| AWS
DMS iz &85

« s3.amazonaws.com— YWERF A L ENBIEEN 2 T HIEWEERINENBIE £ 3 EH
Amazon S3 Fi& .

« sts.amazonaws.com— WERFFEAIIER T BWERFEE 7 LK,

MREZHN AWS IKFPEXFHFR , M TEHEFZEZH AR Rus-west-2 :
« arsenal-discovery.us-west-2.amazonaws.com— WESRFAEREIIEREERE TE
7 IAM B FPiE$,

- arsenal-discovery.your-migrationhub-home-region.amazonaws .com— WEESE M Lt

BURIE M7 SRR B dE

- migrationhub-config.us-west-2.amazonaws.com— WEESF A LB ERLEN IAM A
UE 5 S 8 XE UK 55 B8 RORF R &35 B AN £ X3,

« api.ecr-public.us-east-1.amazonaws.com— Y EE8S%E F It 133k & I o] A Y S8 5
« public.ecr.aws— WERBRFEALE THRER,

 dms.your-migrationhub-home-region.amazonaws.com— WEEESE A b iEE 8 3] AWS
DMS iR & 25

« s3.amazonaws.com— YWERFE A ENBIEEN 2 W HREWREERINENBIE £ 3EH
Amazon S3 FfE .

- sts.amazonaws.com— WESRFEA LR T RINESREE T 1 LKF,

f£i% & Agentless Collector i , BAREQ KRB B ML R AM — BRELHERH ERXRAWS TEEK
REZEWNER, FRIEMFZZE, FLEHRTEEHTEREBUESREREHZEEHLHRIHED
AWS 13387 HTTPS & # %k W Fr B,

MR AWS FTEE I SHER |, N Agentless Collector ToEMN B AR INBINERIE, BXNABES
HEEZENER AWS | B2 RBEZREIBERLETR AWS HEREKESS.
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=8 N1 A2 Discovery Service T IEUE RS

E ¥ Application Discovery Service TREUWESR , BLTELE IAM AR H TEHKESR ., AIH
SIS ERERBBRERMENT R,

ANEREBUEESRBIZE IAM BF

EFATRBWES  BXTEPEAN AWS K- H & F Migration Hub ## & M EF E XiEalE—
A AWS Identity and Access Management (IAM) A, A5 , ik IAM AFEBRERLT AWS
EEMAWSApplicationDiscoveryAgentlessCollectorAccess, #RTERIZ IAM A P B F A0t 1AM SRS,

EFEASZEENDMBEREER , FOERINEFREE IAM KB, XEREAVFEH RGN
Amazon S3 FfMA AWS DMS APl, AXEZEE , BZH IAM AP ERPREEE S EERRK,

- EALLT JSON %3 8IZEDMSCollectorPolicy Kk,
JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"dms:DescribeFleetAdvisoxCollectors",
"dms :ModifyFleetAdvisorCollectorStatuses”,
"dms :UploadFileMetadatalist"
]I
"Resource": "*"
}]
}

- EALLT JSON R#BtIZEFleetAdvisorS3Policy kg,
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:GetObject*",

BE W ER 34


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_managed-policies.html
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"s3:GetBucket*",
"s3:List*",
"s3:DeleteObject*",
"s3:PutObject*"

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"

EREM RGP , bucket_nameBERRNBEFXRFH LS RH LIER Amazon S3 FEBHI B .

BINEWER-— M EEER IAM AFUETREBEREREESER, tI2FEER AM B/, FE
BRE&EXRK "RTHRENR, BAFRTFRENR,

BIRIFEER IAM AFUELTABRERESER

1.

£ AWS EEEGHE  FAZATREEXXEHMN AWS K/ |, S E IAM 8§ & & Migration
Hub #2 % & Hi% % X1,

B IAM AP EERESEN AWS K el IAM B P R emR g6 R4 S 02 B P a5 o122
FEER IAM AF,

B IAM B P iEE PR S AR TR VERT
« EXTHREFRXRENSRY , BRREERHENR. HIE , SRTEVWXHEMS , BRESE

YEAMEER IAM A PIERIHRZRG a8, FEFAWS EE AWS 2§ 8 F RN R,

« EREMR TENSRS , EF FUARBEZEMNMEA/ &5, RENREESIRFE

EAWSApplicationDiscoveryAgentlessCollectorAccess AWS EEREE,

ET R , %&#EDMSCollectorPolicyMFleetAdvisorS3PolicyEFIEER IAM KR,

- EEFAFWHRIES (HRES IDs MARHREZER ) 6, FREEZRATNIESHITR

B, RAFNFHFIREZSR IDAIRBLRAZHREFEZEUENLS, EEBEEAXERRR
HEELAERES.

RBMTRBAR T AWS Z2HEXK, AXEREANEE , SR IAM AFEREFRE
HRFC R 13 7] 27 40 LAFR BN RS UE 5 B9 A 61
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THREREBUWES

EigE Application Discovery Service THEWERR ( TREBWESE ) , DO TEHAFBLRBWES
FREELMLER (OVA) X, TREBWERELZEERMIMNE VMware P ERIRE . TR AN
A THRIWES OVA X, T—SNANAZBE X

TH USSR OVA XHHRBIEEREHM

1.
2.

BL VMware EE 7 B3 & % vCenter , AR BT H LR EWESS OVA XHH B %,
MELT URL T OVA X4 :

FTREWESS OVA

BRBLERGHREPEANBHEL , TRMDSHSHA256 IRV ERE MEN X4, AT
HERBIUE E—5FR TEHMApplicationDiscoveryServiceAgentlessCollector X,
BIFEH Linux Z4K |, iZ1THMRZAH MD5 SHA256 i 5 e = KK
iFApplicationDiscoveryServiceAgentlessCollector.ovaX¥HMBEZERBERT
FHHVHE L MD5/SHA256 U4 AR EHE PCEL .

$ md5sum ApplicationDiscoveryServiceAgentlessCollector.ova

$ sha256sum ApplicationDiscoveryServiceAgentlessCollector.ova

mELTAEWE =R

Application Discovery Service TRIBWERR ( TRERESR ) REEERBIMEPHNELIRZ
VMware 295 7 43 i{A ER B B FE VMware IRE R TE M BE LR (OVA) X,

TREBWE R E DAL

Agentless Collector version 2

- BERS — L% Linux 2023

- N7 —16GB

o FRALEEEE —4 MR

« VMware B3R — i&ZVMware EHLER L AL2023 £ LiZ1T VMware

TR ER 36
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https://s3.us-west-2.amazonaws.com/aws.agentless.discovery.collector.bundle/releases/latest/ApplicationDiscoveryServiceAgentlessCollector.ova.sha256
https://docs.aws.amazon.com/linux/al2023/ug/vmware-supported-configurations.html#vmware-host-requirements
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Agentless Collector version 1

« BERSZ — LD Linux 2
- A1F—16GB
o AL IEEE — 4 NAK

LT ERESEEEN VMware IR ERE TR IEUERR OVA X,
BT REBRERS

1. LEE RS #HESR vCentero VMware
2. EALUTHEEZ—R%E OVA XH:

FERAAFRE : &F XY, &F E8 OVF Bk , EBEEE L —T R TERHUKESS OVA
Xt RETHRES. BRESHEENRRPHAEREREIER,

FAWSIT : ENTTITRERES OVA X , BTEHMER VMware FRERMLEXTE
(ovftool)e E T ovftool , IHEM OVF T ESTHSTIHE A IEZFE —NRAS,

LT R EM ovftool S H1T TERFEUNERR OVA XHHIRHI,

ovftool --acceptAllEulas --name=AgentlessCollector --datastore=datastorel
-dm=thin ApplicationDiscoveryServiceAgentlessCollector.ova
'vi://username:password@vcenterurl/Datacenter/host/esxi/"’

DUTABRERT ~flfMreplaceablefd

- ZEMRELEATERBRESRELNHNER,
- BIEFEME vCenter PERIEFHN B
« OVA X #& R TERIWNESR OVA XA B o
- username/password X £ 2 &1y vCenter Zi,
« vcenterurl ¥RV vCenter HI M1t
. vi BRERRIBEE VMware ESXi ENHIE R,
3. % vCenter FX B EH BN KRB WER, AREDT VM, AEERE T, T
4. JLypefE , WKW IP a8 RTE vCenter B, AT SIEALL IP ihub i RIKERS,
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R ERES S

LA 3N B 4T 7 Application Discovery Service ToRIEUREESS ( TR TEURESRS ) 2414,

R TTAREWEREH S

1. 37 Web %8s , AREMUEZPEALT URL : https://<ip_address>/ , &
H<ip address>2WEEREH IP it FELAEWESE.

2. ERIFE A gentless Collector B , iHi&# “FFR". 25 , REFEREEZR,

MRARRHE —IRBRIFERE Collector 2H| & |, MAETRIRF TR, BRELREREREN , HETR
REB I LR ERESRMUERR.

B ETRERESR

Application Discovery Service TR IEYERR ( TREBWES ) R—RETILS#E Linux 2 BIELIAL
(VM)o A TN BNAELTRIBRESZH AN ‘BRELXREWES" THE L& EKESFEU.,

i BEELTAEWER TH LEEREREND

1. EBREREVF , WARESRBEHUARTIRG . ENALUIEER  EFRESBIHREN.

2. T BIERDS T, @A IAM BF AWS IKFH AWS (7RIZAMBZR |, LUIEERNBKRKESRLXT
MEREHNBFRKF . BX IAM AFRFERWNEER , HSREENFARER Discovery Service oA E U

£

a. XTFAWS HRZA , BRABIEERN B AWS IKFHIKF IAM AP BRI 248
b. XFAWS %48 , B ARIBERN B AWS IKFH IAM B P IK - #2347,

c. (Hit)MREHNBFEEERNRETETR AWS , FRAREEN, KFwO , ARBET
NARERSHETHORIUEFAFNERE (L) .

3. HEEREREHRZD T , REATHILTREBRERNTRZETSGRIENEZED,

- BBRXSKRNE

- BRKEXTNT 8 T 64 NERFZE

- BRANITETIMFEFNPEHEINED —NFR
- NEFE (a-2)
- KEFH (A-Z)

R R ER RS A 38
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- ¥F (0-9)
- FFBUFFR (@S #%*? &)
- BETREBERUATZHZANBHFR : @ #%*? &

a. NTFEREWRESRZEE , BaAlTRIEXKESRN RN RN ZERS,
b. EEMMALKEBERERZL , I THTRI , FERABAAZEB,

4. 7 HMRE T, MiERFAH. IREREES | BEPZEEE,
ERRATRBWESRNEDER , B ‘HMRE" T , R ‘B EMEREBWES . WRRE
Pt EEE  WEERPIERFHEHRELREBWESS. F31FEFH Application Discovery Service 7o
REWESS

6. ERREFRE.

LT EBHR T wi WEERE EES

EREES

o (%) AFRBREREDNESES IP ik
o (A% ) FERRBWREREDNES LA DHCP
« (°i% ) B E Kerberos & 3K UFHIY

a
a

n

( Ak ) AERBREREANEEFHS IP it

AT ST B AR Application Discovery Service TREUES ( TREWESS ) ERNEESES IP
ik, BAXARER , WESREUVEEE RN FERAZSENEE I (DHCP).

(® Note
EREWRERZE, IPUERXE IPV6,

Agentless Collector version 2
NUEEER VM BLEFA IP it
1. M VMware vCenter WEL TR EE L
S IP k- FRAPRIARER IP ik, 60, 192.168.1.138,

(A% ) NRESRENHEERS P it 39
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« CIDR MM — EIREL CIDR MEHERE | HREXERESELYLA vCent VMware er
FHH IP HHHiRE, FlI0 , /24,

KIAMR-BIREBR AN , HRELEWESRELIE VMware vCenter EALHY IP Hb it i%
B, flan , 192.168.1.1,

¥ DNS-EIRELE DNS , BREXEWERZEL VLA VMware vCenter EHLHY IP bz
B, flan , 192.168.1.1,

( AIi% ) #Bh DNS
(Al ) A B - X AP WESREARAFERAHBNER T 1FR vCenter £41 URL,
2. ITHUREEESHY VM 2% & Hec2-usexrFAFEEFKcollector , MLA T RHIFF R,

username: ec2-user
password: collector

3. BUEZEALRPHMANTHSTREAMSZED,

sudo ip link set ens192 down

ERUTSREMZEOAGRE,

a. FERAUTHSE vi RESFPFTFF 10-cloud-init-ens 192.network.

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. FERABERENFEELSRPVENFEEEMXLE , WL T REIFAR.

[Match]
Name=ens192

[Network]

DHCP=no
Address=static-ip-value/CIDR-netmask
Gateway=gateway-value
DNS=dnsserver-value

5. FRAUTHREMNEE RS (DNS),
a. FRAUTHSE vi FiTHF Zresolv. conf3#F,

(A% ) NRESRENHEERS P it 40
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sudo vi /etc/resolv.conf

b. FERAUTHSEH vi P resolv.conf ¥,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

UTFRBERT —MNEREMNresolv. conf X,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. BEMANTHTERAMNSEED,

sudo ip link set ens192 up

7. WMBTRBIFTR , EFEHELAL.

sudo reboot
8. FAUTIREIEEHMEZRE,

a. BWAUTHS , REIPHURKERS LA,

ifconfig
ip addr show

b. WMALTHT , REMKEEESEERIM,

route -n

i i RIS T AR R B

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use
Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0 0 eth0
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172.17.0.0 0.0.0.0 255.255.0.0 u 0 0 0
docker0
192.168.1.0 0.0.0.0 255.255.255.0 u 0 0

c. WAUTHS , RIEFEEAETU ping 2+ URL,

ping www.google.com

d. WIEZERAE R ping vCenter By IP st HEH A , ML T RHIFT R

ping vcenter-host-url

Agentless Collector version 1
FUREERE VM BLEFA IP tbik
1. M VMware vCenter WELLTREER :

o BN IP hut-FRHPHAREZER IP #hut, B0, 192.168.1.138,

. MEBE-ERMMEEE , FRELETWRESRELIH VMware vCenter EALHY IP bk i%
B, i , 255.255.255.0,

o BIARX-BEREERIAN: , BREFXEWESFELIH VMware vCenter EHLHY IP kg
B, a0, 192.168.1.1,

« E DNS-E3JRHEE DNS , BRERXEWESREL YA VMware vCenter EHLHY IP b1k
B, a0, 192.168.1.1,

( ATi& ) %#5Bh DNS
( ik ) R B -X ATFREREREAFBNER TiER vCenter £H1 URL,
2. ITHUESH VM 2414 Hec2-usexFAFEERcollector , ML T RAIFTR,

username: ec2-user
password: collector

3. BUEZELEPMANTHSREAMEZED,

sudo /sbin/ifdown eth@

ERLLT ZIRERTED eth0 B E

(A% ) NRESRENHEERS P it
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a. FRUTHSE vi mESFFITIF ifcfg-eth0s

sudo vi /etc/sysconfig/network-scripts/ifcfg-etho

b. FEALEREMNEEEIRPVRENEEENEZOQE , MUTREFAR.

DEVICE=eth0

BOOTPROTO=static

ONBOOT=yes

IPADDR=static-ip-value
NETMASK=netmask-value
GATEWAY=gateway-value
TYPE=Ethernet

USERCTL=yes

PEERDNS=no

RES_OPTIONS="timeout:2 attempts:5"

5. ERALTHZRERNZERL (DNS),

a. FEALUTHSTE vi FITHZresolv.confX ¥,

sudo vi /etc/resolv.conf

b. FEAUTHSESR vi FMresolv.conf3ff,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

UTFRBERT —1MNEREMNresolv. confX 4,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. BEBWAULTHSEAMEKED,

sudo /sbin/ifup eth®

7. WMBTRBIFRR , EXMEELL.
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RAriEmE

sudo reboot
8. FAUTTIRRIEZBHMEZIZE,

a. BWAUTHS , REIPHUREREE LA,

ifconfig
ip addr show

b. WMALTHS , REMKEEB S EERIM,

route -n

0t RIZR LT AR R Bl

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Iface

0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0

172.17.0.0 0.0.0.0 255.255.0.0 U ] ]
docker0

192.168.1.0 0.0.0.0 255.255.255.0 U 0 0

c. WALUT®HS , RIEEBRETE ping 24 URL,

ping www.google.com

d. WIEERE R ping vCenter B9 IP st REH R , ML T REIFT R

ping vcenter-host-url

(it ) FERBREREUINEERNER DHCP

LTSRN BUAHERBRERELAENREENERA DHCP,

Use

(k) FRERENNEENER DHCP
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RAriEmE

Agentless Collector version 2

U SRR EE AN BCE 7 £ DHCP

1. BYEZRARPETUTRSREAMEED,

sudo ip link set ens192 down

2. HERAUTHIREMZEAEE.

a. FAUTHSE Vi mESPITHIZ10-cloud-init-ens192. network3 {5,

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. FEFE , WELTFRBIFR.

[Match]
Name=ens192

[Network]
DHCP=yes

[DHCP]
ClientIdentifier=mac

3. BUMANTHTEE DNS RE.

echo "" | sudo tee /etc/resolv.conf

4. BEWMALTHSBRAMSKEO,

sudo ip link set ens192 up

5. MBTRBIFTR , EME I RERRELI.

sudo reboot

(k) FRERENNEENER DHCP
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Agentless Collector version 1
TR 2R E LA BCE £/ DHCP
1. BREZRLRPETUTHIREANEED,
sudo /sbin/ifdown eth@

2. HERAUATHIREHMMNEEE,

a. ERUTHSHE viwERPHTZifcfg-etho X

sudo /sbin/ifdown eth@

b. EFifcfg-ethd XHHHE , MR TREIFTR.

DEVICE=eth@

BOOTPROTO=dhcp

ONBOOT=yes

TYPE=Ethernet

USERCTL=yes

PEERDNS=yes

DHCPV6C=yes

DHCPV6C_OPTIONS=-nw
PERSISTENT_DHCLIENT=yes
RES_OPTIONS="timeout:2 attempts:5"

3. WALT@REE DNS RE,

echo | sudo tee /etc/resolv.conf

4. WMALT@HTERAMSEEQ,

sudo /sbin/ifup eth®

5. MMTRBIFTR , EXE I RERRELL.

sudo reboot

(k) FRERENNEENER DHCP 46
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( Al ) B & Kerberos & 14 1 E MY

MRBNBRERRIRSF B8 Kerberos F A IEMNIL , W AT AR LM SUE T B RS R Nt ,
& AELE Application Discovery Service TV E Lo

LU SR A IME Application Discovery Service TR B W EEFE LA LB & Kerberos & 131K E 1
Wo

EWESRELY LB E Kerberos & 143 UE X
1. ITTFRESRN VM 255 Hec2-userFAEBEFcollector , WA T RHIFT R,

username: ec2-user
password: collector

2. I /etcXHEKFAWkb5. confEEEXH, Hitk , ERILUERUTRIEBRH,

cd /etc
sudo nano krb5.conf

3. FEAUTEEEHKrb5. conflit &,

[1libdefaults]
forwardable = true
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h
renew_lifetime = 7d
default_realm = default_Kerberos_realm

[realms]

default_Kerberos_realm = {
kdc = KDC_hostname
server_name = server_hostname
default_domain = domain_to_expand_hostnames

}

[domain_realm]
.domain_name = default_Kerberos_realm
domain_name = default_Kerberos_realm

RIEFXMHF , BE XA RER.

( i ) B & Kerberos 47
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4. WMUATRBIFRER , BB RERELL.

sudo reboot

ERTREBRE RN FHFEREERR

P48 TR W SR AR R (SR RE S R DL AN 1t B3R D N IR ST B8 2 B VR BIR R XEMEXBIRRME T RAEF
ERS AR ENEEANNARE , NIRRT ENERITX.

& AR N SRR RIE . E] VMware vCenter #RRIRFIM RS 27 , O MIX LRSS /AR IP BB R 1P/
port FRE.

£

- REMBHIFEWEER

- MEHFEWESE

- MEBFEREERPHERSF/RS

IRE M Z IR EEER

) 45 AR IR SRR R EE SR B VMware vCenter IR RS BRF RN M EEIE, Hit , EFEAMNZHIIER
EEBR |, BEIRE VMware vCenter 3R, BXEHHA , BRBUTEEPNESHITRE

1. the section called “EBB UK EES

2. the section called “Vi [ REEEF R HI A

3. the section called “Fit B YRR

4. the section called “fEA VMware iR IR EER”

RIE W& TR SRR R

1. 7E Agentless Collector (X RARH M ZHBUREL D , ERFEFENEERE,
2. £ “MEER TEL , & REWER

3. EEREHY  MAERL—HER, BEZALUEA 10 AER, ZERERIZE N RS I[UWELRE
B, EEZEHMEERE , BRI —4LHEMNERE A5 , cAaREFZEAEREENZ AP BHAREE
AE. BXREERENEE , HZS [ the section called “i& & &,

52 73 P B B AR L SR AR SR 48
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4. EBWBEEEIBY , EERSBEFNE I BT RINERE , SEF BT HRBTFRE.
WMREERIZE WIinRM iE$H | FiER “ZH WinRM iIEBRE",

ERRT

BR 15 WERSFLRE—R. EEFLERFSHFNUEZEHNFAEE  BE ‘RER[ KP&®
iz AR S5 BRI K B IE AR,

N o O

'Lx = Z 1]__|:

& B IE U EAE IR EF WinRM M Windows RSZ2FWNEHIE. ©EH SNMPv2 FUE SNMPv3 kB
Linux BRZ- 83V 3R

WinRM i :

- BEEEBLTREN Windows fkF~H P& MEB
« Y\root\standardcimv2#s % %2 Al Ay BN PR
« MSFT_NetTCPConnectionifE KYiREUIX FR
. I WMI i8]
. BNBNEUBR- I ATENRBRRONETARSKS,
- BEFEASEEASRERRKS,
MW ERRR M B #rBRSS B8R 2 (R #T FFum O 5986 (HTTPS).

BeEEA WinRM iEBRE, ﬁ?%lx WIinRM iEBHEE , 5. the section called “fi# RELE
WinRM i $ BBy B X A TAIE 7] @&

SNMPv2 i :

o RME—ATTLUAE 1.3.6.1.2.1.6.13.* OID K Rttt X F 7 &R
- SNMPv3 EA[HL , SNMPv2 B HELHEEFIES SNMPV3
- WM BIRRS 2R 2 | AT FixO 161/UDP
- FRAERENIERAKFRS
c BREERAEN DL R IE ZEXNELFTHH
- BRNEFEB - HENFHEEKFRS

SNMPv3 it

RIEMEHEREER 49
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- RMEEHRENPRM a username/password # auth/privacy FHEE , ZXBR AT LA R
1.3.6.1.2.1.6.13.* OID,

- WEBRMBEFRS IR 2B LMITFiwO 161/UDP

- FEIBYE A & K F R FA

- FEABESHBRIPN ({LEFER SHAMDS)

. FERABMBHL ( AES % F DES)

- FREFNEBHRTHHRIEMEERL

- FRAE—MNAFRE (BEEAEAEL)

FREEN —RFERXREK

« REMTFHEIUE

- EHRHRARILES

- EAEREERILERERF

- LEREIREAER

- BREKENREN , ARFAENRELEZNR

W &R E=R

RYFRSRE  WEHF2ZENESN IP i BENSNERE. RESKIFREILR , REAZE
iF, EZMRXAME , WERLZRE 30 248, 2 /MEt, 8 /et 24 /et /G ERRS B/ A M B IR,
6 RZHAME , WESHEBSRZH-RAMEERENZIL. EMRILFER , FHREJSNETER
BEERE RBINER RIRMEMERE  ENEELEANNBERRSH[HETER.

P 45 B3R IR AR IR R B BR S5 22 RS

TXREEATWERSE,
Status =4
W s W & EREZRNEMEZEZ BRI,
R el HH AR HTFMERNRFZ , EXEAMEMEZIERE R
W, ETHEZEE , FEPHINBERNWRS S
M E S EE,

M B EERER R 50
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Status =%

Skipped REHERERENERSSH. EFSEBEEELMRS
BERE,

T RS BHBIBREE RFHB. EFRBERIE
BEER B URESRS,

#E CHFBRKE  BEA=idlE. 5198, A
BERIEYI&,

£ VMware vCenter ToACIE I E S IR IR EEIE IR

RFNE T Application Discovery Service TR RS ( TREUESS ) VMware vCenter ZiiEUE
BR , ZERATMNRRERSHRFE, BEXHFMAMAERHIE, VMware VMs

£

« 7 vCenter iR EFLAEWESRHITEREREIR VMware

- && VMware BIEWEFE

- ¥4l vCenter BIEWEHTE

- FTREUWEES vCenter VMware BB EESRIENEIE

A vCenter & & LA W ESFHIEWEER IR VMware
RN B URETTRIEUNEERS vCent VMware er B EER | LUMNAPINERS &L, BEXXH
MAAERBEIE. VMware VMs

@ Note
EFF R vCenter Z2 28l , FRRETLUNRSGARMEIZEZIAMEZNRMN vCenter &
o

% & VMware vCenter iE N EE R

1. £ “TREBRER NRRTEL , £ BIREWE T , &£ “vCent erVMware ” Z0H “IRiE”

fEH VMware 3 ERE R 51
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2. TEi®E VMware vCenter BHIBINETRE L , UITATRE :

a. 1t vCenter EET :

i. XF vCenter URL/IP , & AEH vC VMware enter RS B8 EHLAY IP #biit,
ii. TEvCenter A&/ K B AWERANRE vCenter BEMNAMHIZALANBESE, XTFiE

AP, A domain\username = username@domain =R,
ii. XIF vCenter Password (vCenter Z18) , & A A =13 F 7 %48,
b. 7% ‘BMEBRERIFRE" T :

- EERDBREFVENBIABRWELRRE , BxF BT HRBEREWRE,
c. EEBRE,
BETX , BFEEVMware BIEWEFMAEETRE , T—NEBRXNHH TN B,
BEH VMware W EF1E

VMware BIEWEFMAEENEHIE REXBEDRIREMN vCenter WiFMEE., 7 vCenter iIRE LK E
W E B BRI EE R VMware

£ “BEUM vCenter RS2 T , FIH TIRIREMW vCenter , EREEH X vCenter UL TER :

» vCenter fRS52RAY IP bk,
« vCenter YRS BRI E.

o BIRKRERRES,

- BEEEXEHEBSKEH,

ERBKR vCenter RS EFLLB KR T R vCenter BRS 28 , RBIREIZZE vCenter VMware HiEINE
TH,

MREAEFEHTRBIERE WA AERLRE LW FraBERE RETHEERSE. BE
WEFRRE  FREATNEFEBIRERE.

MR WERT FIEREERE , MRTHBERECT A,

B LATE AWS Migration Hub 2 H 8 P EFWENBIE. WREERLEHN VMware vCenter R 285 &£
WEHE , M EFBHEIEREKXRY 15 2HEHRES A FERWEIE,

EE VMware BIEWEIFE 52
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R BB MG R RAZFELE |, 7] LAEEF B TTE /Y “7E Migration Hub R EF RS8R KRIT 7
Migration Hub ##&l &, TIREBREBEFIZEA , HXWAER Migration Hub ZHIAHNEER |, S
7 & & RNERNBIE.

LT REFEIBAIED RN BERENRKENIES T

- TCO (BAERAE ) 2548
o EFBITXI-2 E 6 &

= # vCenter ZIEWERNSEE

vCenter AFZEE& ESX EHHRE VLA RERPR F 8EAE A Application Discovery Service #1Ti&
B, FAMNBIRE , S UZ4HHEEKREFEE VMs BEEHMEN., EAUAYESLHH vCenter
VMs THFIBE XN , L JMRIEFER TR, case-by-case

® Note

ERBRIERERE , RIMNEWTEM Application Discovery Service B vCenter i F & F&i 54
B, TEERNER.

UTEENANZENEINEANESFNEES R, XELHRERT vSphere Client v6.7.0.2, Hb
RANEFIRNIRESRURESEFTE , E4ABURFEERR vSphere B F AL,

KEBBEXAAE ESX EHMZHAF vCenter VMs THIEHE

1. £ VMware vSphere EF i , i£$F vCen ter , REEBEVMEH L FENR, VMs
2. ERBEPOLRR, RAFIEE NR,

3. 1&#E vCenter AAF , RAB/ERERM, REIBRAFABHFS,

4. M A FREAPEE RE,

5. &R “BREAET, AR “BE

RYEE ESX ENREMRA FXIRVERHSE

1. £ VMware vSphere EF i , i£$F vCen ter , RFEBEVMEF L FENR, VMs
2. {KXi%E#E Related Objects, Hosts,

BHBEREEE 53
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3. HAFNEBEWMLETXX (LEHAE) Xg , ARFHIRER Al vCenter Actions, Add Permission,

4. 7£ Add Permission T , ¥ vCenter PR ME|EHL. 3FF Assigned Role , #%&$# Read-only,

5. i%4% Propagate to children , A% OK.

RIMBREE ESX TN FRELAH BAE

1. 7€ VMware vSphere BF g | %48 vCen ter , AFEBR ENMEFH R MER, VMs
2. i%3$# Related Objects.

3. &EEH (&R vCenter EHH ESX EHMIFIR ) HELM ( ERATE ESX £ VMs LAY 5
K)o

4. ITHAENNEDR VM B LETX (BEHAR) X8, RBEHRIERE All vCenter Actions, Add

Permission,
5. 1£ Add Permission T , ¥ vCenter A PR MNBIEHHE A, I F Assigned Role , #%£$F Read-
only,
6. EEHE,
(® Note

MREER FEEFR, WPHARTURBEBFEM ESX 4 VMs EBBRRIEMNPR, case-by-
caseltt RIS N F H Atk ESX EHAIBAMNPRZE N, VMs

TR UREE RS vCenter VMware Z3E IR EE & 3R U 55 19 3038

LAUREBHER T Application Discovery Service TTRIBWKERR ( TR EUESS ) vCenter VMware EE
WEEHRINENBIE, BXRERFELRENEE , B3 A vCenter iz B LR E N E S BRI EEIR

VMware,

TRIB UYL EEBS vCenter VMware WEKIBEMI REE I

- RIEZHHE , ENKRENKBUTFT (KB) nEE£4L,
+ Migration Hub &I & A ERBITRLLILFET (MB) NEMIRE.

« LLEE (*) RTHEIEFERXIE Application Discovery Service AP| § H ThBE4 R #Y.csv X a]
Ao

VMware & 3R U1 58 B $i8E 54
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RAriEmE

TRBWERZIFMER CLIAWS S HHIE. EfEM AWS CLI S HIRER TR |, 1B R App lication
Discovery Service I ERF “SHKREN IR THEH LS HAB RS B[N REIERELIE T AR a3

B 1TIRAF
- RNHRERALN 60 2o

- ANES (*) KRANBEFEIEFEE— null E,

BiETFER
applicationConfigurationId*
avgCpuUsagePct
avgDiskBytesReadPerSecond
avgDiskBytesWrittenPerSecond
avgDiskReadOpsPerSecond**
avg DiskWriteOpsPerSecond**
avgFreeRAM
avgNetworkBytesReadPerSecond
avgNetworkBytesWrittenPerSecond
T EYHER

TTEYER

configld

configType
connectorld

cpuType

i BH

RN AT RN IR AREFR D,
RNHAECPUEARNFIIE D I,
R AR MR R T 72T
A EARENFEF TR,
K BRRE /0 BIERB R =,
FHEHBHEA 110 BIEHK.
FHAARNE , 2L MB &R
BUENFTHFEEHRE,
BWEAFTHFIFLE,

ESXi EHHREHHNE,

ESXi EHHRENITENES,

Application Discovery Service 1 % L # BE £

2 EH 1D,
EXRVMHARKE,
g &8 1D,

EHE vCPU |, EAAYKERERL,

VMware &R K EH B HE

55
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RAriEmE

HiETFER

datacenterld

hostld”

hostName

hypervisor

id

lastModified TimeHR} 2=

macAddress

manufacturer

maxCpuUsagePct
maxDiskBytesReadPerSecond
maxDiskBytesWrittenPerSecond
maxDiskReadOpsPerSecond**
maxDiskWriteOpsPerSecond**
maxNetworkBytesReadPerSecond
maxNetworkBytesWrittenPerSecond
memoryReservation*

moRefld

name

numCores

numCpus

% BH

vCenter #Y ID,

R ENH 1D,
BT EHR B TR
EUNEEREFRE,

ARS525HY 1D,

HIE S H e B SR &3 B M E

LA MAC 3k,
MR AR HIE R

RWHIE CPU RN RE D .
RABHEMNEEZIRRFETH
RAPBEAMENZAF T,
BHWIEE /0 BRIENFAHE.
BUHEAEA /0 BEHK.
BHENFTHNRATLE,
BWEAFTHREAELE,
PREILUE 2 EEUN LI EEANF,
vCenter FEEXN RHME—5| A ID,
ERUNIMNENER (AFEE ).
DELEBAE CPU MZE.

ESXi E¥ LK CPU iEEHKE.

VMware &3 ULEE K B1 IR
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RAriEmE

HEFER

numDisks

numNetworkCards.

osName
osVersion
portGroupId*
portGroupName*
powerState*

serverld

smBiosId*
state*
toolsStatus

totalDiskFree X/

totalDiskSize
totalRAM

e il
vCenterld

vCenterName

virtualSwitch Name*

vmFolderPath

i BH

RN ENHEHRE,
BN LN FHE,
R LRV IRIER R 7R
RE AL E RV IRVER GERR AN o
VLAN EX R im O 1D,
VLAN pX & % O 4H Y & #5o

AR

Application Discovery Service 71 & ZLHY B #8141

2B S 1D
REEE BIOS B ID/KRAR.
EHBLIRZE IR,

VMware TEMZTIRES

AIAREEZZEE , UL MB £R. EA T vCenter

Server 7.0 RE S 4,

WENSEE , L MB &R7Ro

RN EATAK RAM B2 (LAMB A& ).

EHAIRE,
EEBE— 1D 5,
vCenter EHLHY & #Fo
RE LR HRATLAY B 5o

RE LA 09 B FRE,

VMware &3 ULEE K B1 IR

57



AWS Application Discovery AriEE

BiEFER 1, BF
vmName E LB B 7o

{58 Pl B3R B M 0 i R SR AR IR

AHNBWNARE, BEENEAREEN THRBEREERER, S UEALBEREEREESZHE
TBIRR | HNERBIEEN 2RSS S[ W E T HIENEREEIR,. BXETUER HERKENIERNE
B, 52 HH Agentless Collector 3z B Ml 20 47 EU3E WK R AR SR ISR BV B8

/A Important

KIEIFEH - 2026 £5 A 20 H , AWS 4L 1IEXF AWS Database Migration Service Fleet
Advisor B9, 2026 £ 5 A 20 B2 G , BT EB IR AWS DMS AR RA B A 13 & & =
AWS DMS AR %R, BEXREZEE , BSH AWS DMS Fleet Advisor £ 1E 5,

fmEe , EERABREEND TBBREERN , BFERTUATIR,

1. ERLZFLR  BESZN IAM AP, RiE6I2 AWS DMS HIEWRESR.
2. B EHIE R R ARG R SRR T DU IR SR 89 TR MM BB IE AR 2O B AWS,

3. AINIERY LDAP FRSFZ B A A I RRIMBFEHNRHWRERGRS R, E , LA LFIHHMER
ERGIRSIRFEA LA VMware BUEIERIR,

4. RERFRERSBNERRRE , RAREACTNRRABEFRS SR,

5. REHBEENS MRS B[NERRER , ARSTHERE. AXEZER  F5HA BEEN DT
EWE.

6. £ AWS DMS 28 FEFWRENEE , AEAXERBEREIB R S8 BIREW AWS
Cloude BREZER , F5H BIEEN DT HIERE.

F&

- XENRERE, BEEND RS S
- B3 AWS DMS BRI ERR

- BEEHERR

« AR LDAP MIRERS RS 25

158 R B33 P A 0 AT B R W SR AR R 58


https://docs.aws.amazon.com/dms/latest/userguide/dms_fleet.advisor-end-of-support.html
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- RIBHNEBEERSSE
- 1 Agentless Collector & FE M 2 #r BIE R EE R R E N BUIE

XENRERS., BIEEND RS
TR B WE RSP EBIEE M 2 T HIER EE R X7 Microsoft Active Directory LDAP AR5 88

L BIRBEER IS U T RIERG RS

* Amazon Linux 2

« CentOS Linux hx7 6 X E & R4

« Debian iR7A 10 R EFMA

« IR Linux RS 7 RESRA

* SUSE Linux Ml fRS5BRMRAS 12 R BE SRR AN
» Ubuntu hxZ 16.01 R E S hRA

» Windows BR%52% 2012 R E & M4
 Windows XP R E & RA

BES , B M 0 AT IR R R IR ST A T IR AR SS 2R

« Microsoft SQL Server kfxZ< 2012 [EZE R4 2019
. MySQL #R7 5.6 EEMRA 8

« Oracle &2 11g 28 2 lREZE 12c. 19c M 21c

* PostgreSQL fx4~ 9.6 EERAS 13

B2 AWS DMS Bz s R
SEHBIB IR AT IR I SR G AWS DMS BEI 885 AWS DMS B4 A TR E. BAMUE

AWS DMS B HI AR EFRENSE , I UMEAEXRAERNEEN AWS BFr5I128, BXEZE
B, B2 EH AWS DMS Fleet Advisor B ¥Rt EIhEE,

EBIE AWS DMS ZHiEINESE 2| , BoIE—/N IAM A1 | 81 AWS DMS BiEWESFRZABXK
R #&HY Amazon S3 FiEiE, BEPTHR A RFMHRTEIE T Ik Amazon S3 FEELAIEWERSH
REZAE,

X R RS AR 59
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71 AWS DMS #iE W SRR 812 IAM & & LR Amazon S3

1.
2.

w

©® N o o &

9.

Bx AWS EEEFA HITH IAM #2E& , Mt Jhttps://console.aws.amazon.com/iam/s
ESMBERYP , EFEAG K AREFVNEAG,

AR EXEREF , EAEEARETER AWS RS, XX THEHM AWS BRSHAHF |, wiEEF
DMS,

%kH DMS Ei&4E , RARERT—F,

ERMNERE L | EFEZHBIE2H FleetAdvisorS3 Policy, #E#B T —F,

EwA. REHVUETNHL , FABEM P A FleetAdvisorS3Role , AFEFARAE,
THERIENAR  RREREEXRETF, ERREEEXRMK,

FEiREEEREREL , MLUT JSON ML BmESE+H , BRIAEKRB,

JSON

{
"Version":"2012-10-17",

"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": [
"dms .amazonaws.com",
"dms-fleet-advisor.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
H
}

IR E R RS

DI , £ AWS DMS 2 & a2 — MRl ERS.

£l AWS DMS #iE K &8

1.
2.

BF AWS EEESIA HIE hitps://console.aws.amazon.com/dms/v2/ E3TFF AWS DMS #Z#| &,
EBRBIZE R Migration Hub EXIFH, AWS Xif BXEZEER |, 51 &% Migration Hub 3

EE—NEXE,

Bl AWS DMS iR SRR 60


https://console.aws.amazon.com/iam/
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3. ESMERT , ERITEEREEKERS. BIREBERTENTT.

4. GFRLEBIEWRERS. tIBHERERTERITT.

5. ERAEERTNENRTD  MABRERESRNBN.
6
7
8

EEFEEI DS |, EENE S3, MIIRFIEFEZEGIEN Amazon S3 F# .
SHF IAM BfFleetAdvisorS3Role , FFREZHICIEN AR,
RSB NESRS.,

BEREEXR

BIZFTE AWS HiR/E , BEMBEEEFMN 27 BIiE R ERIREIKLE AWS DMS SR BIER K.
BLERER K

1. AERBRESREFE, BXESER , B2H AR KRESEF A,
2. %&E ‘EEREEMDTNESR.

3. EEFEEKR mEL , EF BEEA BN REHRERK .

4

NF AWS XiHIAM T5RIZ4E ID # IAM A BT %4 , BN ETREBRERERAEZZIIRENE.
AXEZER | HS Y% F Migration Hub Hi%#E— P XEMEPB N ESRS,

33 F C onnected DMS $HIEUNEESE | FiEREE AWS DMS 24 A h o2 BBk ESS,
6. EBRREF.

o

BEXRERRRE , FEF EHER TEHLNBREERRS . BRENBEENS M BB REERE
A

EE LA R DMS 1 “if R S37,

ANINER) LDAP MIRERZ RS 25

BIE A 20 AT BB IR SE AR 3R 15 A Microsoft Active Directory Y LDAP SRUNEEHE < M & FIRERS,
BEENDHBRESB/NELR. BEEFZHRMYL (LDAP ) 2 —HFBArENARF DN &0 LA
HEMUES 1P KI5 R4 2 A B ZEERS.

BT LR ELA LDAP BRSS SR MBI BIEEN o M BE R EER T |, LA RANEPHNRERERS
#Ro MREANMER LDAP , M Al LA F B R IIRER S ARSS 25

BEEHERA 61
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¥ LDAP ARS5 28 78 DN EI B3 B M 20 4 R SR A 3R

1. IAERBRERZHE. BXREZER , SR HRBESZEH A,

R EFREENDITRER  RARESMERD “RIV TiEFE LDAP RS ER.
DN LDAP BRS58R. A0 LDAP BRSS 2R E T I,

EENE H, FA LDAP RSB ENAE,

A" H, WART LDAP HRMEAS,

ERFAYF , AR TEEES LDAP RSSRVA/ B

BB F, AR TEES LDAP RSS2SR ZEE,

(A% ) &R RIEERE" , BRERABNT LDAP RSHERE. SE , LRI EM LDAP RS
27 W E LM 5IR PSR LDAP RS 2FEERKIL

9. &#EFERHN LDAP BRS5 2R,
10. £ LDAP RSS2 E L , MIIRFIERERN LDAP BRS5E , RARERRIBERS RS

© N o a0~ w DN

/A Important
XN TRERZ LD , BREBRERRFRE RS RZERETEEMEM LDAP EUETTER.

BREEND TBERERREEDER LDAP RS 23RH R NN RFRERS R BIRKEERTK
BRERGRSF|RIG , B LUETLIERE View OS RS HFREFRRINBRERT RS HIIR

HE , BUUFHHRIMBRERGERZHZINES 2RE (CSV) XHHFARSEEFIIR, A, &ET
LA A VMware vCenter TREBWE R BBV ER R KEMNENIRERG RS RE. BXEZER , S
i A VMware #IEWEEIR,

FHRERGRS BJ[AA MBI BIEEN D RN ERR

1. EBRREEMIP>NBERTELE , ESMEED Discovery T BBRIERSZRSES.
2. &R DPMBERZRSER . [T FNRERERSI TH.
3. RHULHNBRERERSHER.

a. NTBRERZER  BEBRISSBNRERS,
b. £ “EHA/NIP" H |, MARERZRSZS[WEVLER IP Hbit,
c. B WO HF  mAATEREANKOS,

IR LDAP MIRER SRS 25 62
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d. N FEHRIEERE | ERENBERERSBFEANSHRIELE,
e. EAFEF , MARTEERERERSENAFE,
f. £ BB &, AR TERRERZRSBNEDE,
g. &R “WIE” , BREEBRRN T RERERSHER,
4. (W% ) M CSV XHHRMZA OS fRSER.

a. \ CSV RIARHLBS ARERE RS R,
b. B “TEHER" URFETEETUBEEXHER CSV Xt

c. RIFEFRERERSBFNEREREMAII AP, AT REIEBMMAE CSV X4 RAER
RS RS SREEZIL.

0S type,Hostname/IP,Port,Authentication type,Username,Password
Linux,192.0.2.0,22,Key-based authentication,USER-EXAMPLE, ANPAJ2UCCR6DPCEXAMPLE
Windows,203.0.113.0, ,NTLM, USER2-EXAMPLE, AKIAIOSFODNN7EXAMPLE

NATERERERSH[HIMERES | REF CSV X
d. &8 WK, REEFEER CSV X,
5. &E PINRERERSER
6. NFTE OS BEH|/AMERG , BEEH OS RS8R H %% Discover BIEEFRS R

ROEN B FE RS 25

AT HESETAEERERSNBBEERSBAALARMNIR, R, BFRKAECSHRSRI A
BUEERF B M INBEER D RSS2

BERUBEE , B4 NEARREREERMMENRENRAREEECEZAF, EXEZELR , BS
EAFEEPNHR AWS DMS Fleet Advisor Bl Z#IEEAWS DMSAF,

BERE

ERUUFIA MV RERGRS SR EETHHRER | BREREERFTEL RRERENBEFRS S,
AR T EFEXRDNSR , UBRENBEFTUESEEERRETEENRKORITHR, L&
FEEREERSSH LA TZRSHRIE , FHBRERERREHRNR,

£ Linux LBBIRE

SERUTERE , £ Linux LEEEZHRIEERSSF/NRE,

RGN BIEE 63
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RAriEmE

L& Linux A XM BIEE RS 25

1.

R ssHnetstat@m I sudo iHEER,

LT R RHEIFEF sudo FssHnetstatin SRITARIR,

sudo bash -c "cat << EOF >> /etc/sudoers.d/username
username ALL=(ALL) NOPASSWD: /usr/bin/ss

username ALL=(ALL) NOPASSWD: /usr/bin/netstat

EOF"

ERIEN AT , Bifusername N IEHEBRERG RS F/EZTRPIEEN Linux AFHNER.

BIEMNREER T ssHnetstatis M /usr/bin/BR, BEMNRED | KERERTRERTE.

EREssHnetstatm TR |, HE1Twhich ssflwhich netstat® .

R Linux AR5 2REE N A VFIZ TR SSH MIZASH 7o ¥ BB MZ HH S (ICMP) &

EME Windows LEEBIRE

STRUTESBRUEREIRE , LAMETE Microsoft Windows i8R HIEERS .

FFHE Windows Bt i v A TN B E RS 85

1.
2.

FiE1T Windows BE T E (WMI) M1 WMI EifiES (WQL) EHFEECEMRIBHERMTN

REERERERFJ[EEZEPIEEN Windows AFPRMEISITA : 5K COM AP, e

BEAF, HeREURAFMESHERZIEGE. Mt , BEAUTRBERE,

net localgroup "Distributed COM Users" username /ADD

net localgroup "Performance Log Users" username /ADD

net localgroup "Performance Monitor Users" username /ADD
net localgroup "Event Log Readers" username /ADD

ERIHENRPIF , Bftusername N EHERFER GRS [EEZRR/FIEERN Windows A FEIB
o

BT EERERERSH[IEZEZEDIEEN Windows B FPFTERRER,
« £ “Windows EEBEFMITEEM & , &F “NibFzh” M “ZEBUE

« XtF WMI Control , %&#, . MWMITRAZEBEH “WMITHE". “BEMKF” CIMV2, DEFAULT ‘iz

BRER M HZs” R, StandartCimv2

RGN BIEE
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« JFF WMI 4 , EE1T , winrm configsddl defaultfARFik#F “EEHHIT

4. FEAUTKRERHIEESRN Windows EHl.
netsh advfirewall firewall add rule name="Open Ports for WinRM incoming traffic"
dir=in action=allow protocol=TCP localport=5985, 5986 # Opens ports for WinRM
netsh advfirewall firewall add rule name="All ICMP V4" protocol=icmpvé4:any,any
dir=in action=allow # Allows ICPM traffic
Enable-PSRemoting -Force # Enables WinRM
Set-Service WinRM -StartMode Automatic # Allows WinRM service to run on host
startup
Set-Item WSMan:\localhost\Client\TrustedHosts -Value {IP} -Force # Sets the
specific IP from which the access to WinRM is allowed
winrm set winrm/config/service 'e@{Negotiation="true"}' # Allow Negosiate auth usage
winrm set winrm/config/service 'e@{AllowUnencrypted="true"}' # Allow unencrypted
connection
RIBTEERS R

SEREAT —AESSERS S LR MR INBEERS =R

Fria R MG IR EIRSS 27

1.
2.

ERBENS MUERTE L | ESHERE Discovery TRFRAERLRS B,

BESEENBBENS RS BORERABSE | AR BIE 8RR BIER'.

MFEEREN KK WRSE | BHERERTE,

2. BE—ARSABENASRNESE  ARE B RELEE RE. BT RERER
GRS .

b. WO, MAATREEWNHOS,

c. NT SHBWERD | HRCHRERGRS BEAN I BRTRD,

d. ERFES , BAATERRERGRSBOANE.

e B EW F , MARTEERERARS BNED,

OmEWEEE  BREBEN TRERABSBAR, BTR, 5F /1.

ENAERERERSBORRR  BREWREREBSEHEERNBEERS S,

RGN BIEE 65
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BREENDMBREREEREEIENRERERSH[ARNIBNBIEEN MRS R. BIERER
REMEDE , BABETERE EEREFERS R REBCSRANBEEND RS /O TR,

HE , BUNFHRBEEND RS H[RMEF RS, I, EETEUM CSV X4 FF ABRS 2R3
K, MREELR/ABHREEND MRS BJ[AMEERS , WA BRI SR

F RN IEER D IRS 2R

1. GEHEENSTRESTEL , ERSRERTHRIBRE,
2. EEPMBBERSER . T RMBEERSSR UHE.
3. RELNBUIEEFERSSHER.
a. NTHEESIZ  FERRSBOBIEESIZ, BXESELR , B IBFNRERS., BE
FERN DRSS 2.
b. £ “EME/IP" & , MABBER D MIRF BN ENE R IP it
c. £wA"H , MARSHF|/EITHIRO,
d NTEHRIERE  ERENBEEFEIITRFHFEANSHRUEKR,
e. EAFEH  MARTEEIRSBORAFE,
f. £ BB 4, AR TEZRSHNESE,
g. JEF “WUE” LB REERRN T BIEER D MRS R ER.
4. (A& ) M CSV XHHRINZERSER.

a. M CSV Rt B S ABIEERS .
b. B “TEHER URFELEETUBEXHER CSV X

c. REBIFBEEMD RS [/AVERZTERMAZ P, UTREIEAMME CSV XHHER
HEIEE R RS BR i R SE

Database engine,Hostname/IP,Port,Authentication type,Username,Password,Oracle
service name,Database,Allow public key retrieval,Use SSL,Trust server
certificate

Oracle,192.0.2.1,1521,Login/Password authentication, USER-

EXAMPLE, AKIAI44QH8DHBEXAMPLE, oxcl, , ,,

PostgreSQL,198.51.100.1,1533,Login/Password authentication, USER2-

EXAMPLE , bPxRfiCYEXAMPLE, , postgre, , TRUE,

MSSQL,203.0.113.1,1433,Login/Password authentication, USER3-

EXAMPLE, h3yCo8nvbEXAMPLE, ,,,, TRUE
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MySQL,2001:db8:4006:812:ffff:200e,8080, Login/Password authentication, USER4-
EXAMPLE, APKAEIVFHP46CEXAMPLE, ,mysql, TRUE, TRUE,

NABEBEEMS MRSSRAMERRE , ®R7F CSV X,
d. &8 XK, RFEFEN CSV X,
5. &R BPMBEERSSE
6. NFTE 0OS BEERMERT , EBEH OS RS ESH %R Discover BIEERS S

MABREEND RS HFRNIBBEREERE  REPMIBERES, BEEND AT RBEREERT
LANTE B E 52 IR 55 85 A RS T R M M BE RS 470
FHERYBIRE B M 2 A7 BR S5 25 AN N 2B 2 R

1. EREENMDHKERTE L , ESMEKD Discovery TAFRMBEERS R,
2. EREHNHWETHIEN BRI RIEEFEN DRSS 2R,
3. &E HPMBIER.

ETERBENS MBS ERNAFLE  RTMTRRETRRRLEREST. SXESEL, W3
R SRS T BB K,

B Agentless Collector Z3& B Ml 7 #7 ¥ i WK EE AR SR IR EE Y B3R

Application Discovery Service TR U ERS ( TREBUNER ) BIEEN 2 IR R EER NS EEE
IRAPRELTER. AXRBEHERENEE , B LEABEEN D MBEBREER,

HEEABEFEND T BREREERBETRBENRIEFEREN , EQWIRUATER.

- BERGRSHRLNATARNRE

- BERGRS [/ LN ATRAEFE

« BIRERAN KT

- BHVRERSGRS 28 CPUs LVEE
- BHENBE

- CEEREFNRE

- RVHE

- MABRNHE

B B A 0 AT RS W SR Y B AR 67
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- NENEHE
. BMER

£ AWS DMS ZHI AP B REDE , BHBBREERY 27 HERUTER.

- BEEXEAY
- RIBITE

- BgEM

- ZRABMAMLE

HEERABEFNDTBRERERRBETKE. BEFERENRFNARN , ©2WRUTER.

- BIEEMRSER LAY /IO BHE

- BEERS SR LSYRITE A L RERNIRE (10PS)
- BHVRERERSBREANEE CPUs

- BIERERS R/ LBAFEARBR

- BERZRS /LB FREARBR

& 0] BAGE B BRAR FEE A 0 AT BRI UL SRR3R M Oracle 1 SQL Server BIEEWETHIE, RENMAAXRE
¥ro BBt , XIF PostgreSQL # MySQL $iEE , BB EE R R e E T HIE.

EERINENESE
/A Important

KLIEXIFEA 0 2026 £5 B 20 B , AWS 4 IEX AWS Database Migration Service Fleet
Advisor B, 2026 F 5 A 20 Azfg , BT EBIR AWS DMS A BA B[] 428 4 & =
AWS DMS MiBARI %R, BXREZER |, S M AWS DMS Fleet Advisor & 1E X,

IBA LR BB AR S RE F Application Discovery Service TT/RIBU SRS ( TREBUESS ) 7 Migration
Hub #2#| & hIENEIE, £ AWS Migration Hub #2414 h&EF RS

SR T LB AT EL T S IRIE AWS DMS 121 & s EE Jy BIE M 20 47 BR 55 85 SR RV FE 47

ERRENBIE 68


https://docs.aws.amazon.com/dms/latest/userguide/dms_fleet.advisor-end-of-support.html
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£ AWS DMS 2| & s & & W FE M 2 1 B WSS R R D BE

1. B% AWS BB A HE https://console.aws.amazon.com/dms/v2/ E3TFF AWS DMS #2#14&,
2. &R TER FERF. MITHERETME,

3. ERIMBRUBEREEFERUENY , AlMELENE M,

4, &R B EBRUEESHTER.

BT LAER AWS DMS 248 R3IEENEN  BEIBNERY  ASHBEEE UK.
EXEZEER , S F AWS DMS leet Advisor FEHEFZHITO .

R AU SRR

AN B M Application Discovery Service TREBUERS ( TREBWESRS )
B

- TREBRERFMNUFTIR

- RELTRBKNESRRE

* Ywm%E VMware vCenter fZilf

EREBRERRNERMR

£ Application Discovery Service TREUESR ( TREBWESE ) NRBRTNE L , B UEFRESRD
MAEHERBFEWRESZE , MU T EBFTR,

F&
- WEFNKS

R BRI

WEBRRESN EREARRERNRTEE . WER/EBW. WERE AWS HEEIRZ, Migration
Hub = Kig R kR,

WMREIEE AWS EERBR , N EERREBELABERERNEERE,
ERBREREERE , FARRBRERREARBPIARN AR TREEELAERESRRE,

R RERESR 69


https://console.aws.amazon.com/dms/v2/
https://docs.aws.amazon.com/dms/latest/userguide/fa-inventory.html
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HIEWE

£BREKRE T, BaLEBRBIEWRER %, Application Discovery Service TRIBINERS ( TREW
58 ) BEIXBEMNBIERE VMware VMs Mo TIRSSBRERTE. RRVERFZISNEMELILES
KEHBEMRERERWE,

F&

« VMware vCenter iz &

- BEENSHEREKRE

VMware vCenter 3Bk &

EMNPUERSSEEE. BEXHNTAZRKIE VMware VMs |, iFHiZE S vCenter IRE 2B MIERE,
EREER |, B VMware vCenter S80I RE , ARERBHFTIRMNEBERITIRIE. £H VMware
vCenter oG TE I EE 2R BB IR EE & 3R

®iE vCenter BIRIREF |, B AN FIEIRMITUL TIRE -

- ERERRBERS
- BRBERE
- FLEBERE

® Note

EMNRRTTEL |, iRE vCenter HIBWE ST , vCent VMwareer #p5 BI1% B RS W IE
WERKELE, FLEBRBUEZRAUREENEEIR.

HHEEND T HRERE
ER BT AR X T T HIEEN 2 7 BB R EER,
THENBEERE

HREWEERMNCHBAIEEFE N DT RSS B[UERM, RAE, RE, CPU, AFENHBERESFESR.
ISR LA A SR IRV IX 215 B 7E AWS DMS 268 FitE Bir 1. MRENFRBEFEEEIR N
BETE , WEHRENESBHIERESRESE.

LEERIE T 70
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X2ERIANES
TTHE, BEFEFENTEREMNAR

BRT THENBREEREGRN  BEVREERERERFEEMD MRS [/ CPU, AFNHMESR
ERRERAARER, WEXARHNBRENUERANEXEER , RABWETEFENBERETE
. EUERXT , BEREERE 2 HIRE —IRERER.

T 36 MBI M 20 A7 BR 55 2R SR T R MM RE4E AR

1. BEHREEFENZTRERTEL  ERSNESPHHRERE
MBEEFESIRT , REENHBE T BENERERBIEREN 2T RS .
EE BITHREWRE . /T BRERERE XEE,

W IR EBAEFAT 4o

S

MRIERTHE, BEERENTRAMARED , FREBBERERIH, SN EETRN 7
RABEHSE , BT LREBEXERE (1-60 X ) -

5. &E “STHRERE . BEREREIT .
6. EFE “EEETRR EIMFUERERERENRS.

TRBEWER , ENBEREERSFRENHEE LETERN Amazon S3 FER. RF , BTN
FATAEEWREINHEEE ERENTIE.

FETANERESRRE

BT B IRIZIE Application Discovery Service TR ESRS ( TREBUESS ) REE 7 UWNESS , IFFT
R, BELRERESATIBNBNAREBEREBERESEERE,

REBNEREERE
RREBWER 2 ER AR RERESRIRE R,
EREBRERRERE L , PUTUL TR

a. HEWEREBEHNHP  WARATRRRKRESNEN. SHRTLEESERE , BETEEERKRFER.

b. EXIHBIENWEFRAWS KA T |, BAZ AWS kP AWS 15 RIZRAR 4R |, LUEE RIEK
WESRZKIMBIENBIRIKF ., BXx IAM AFRERWEE |, BSREFBNATEF Discovery
Service TR IBUWERS,

RERERRE =
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i XITAWS RZES , TR AZEEN BIR AWS K RIKS IAM AP R Z4H,
i. XTAWS 24 , BRALEEN BIR AWS KR IAM AP IK P B 24
c. HEREBREHRED T , EXATHLREBRERNTRETSGRIENED,

i NTFEREBURERZED , BHARTRIEXN TR USSR T BRI S,
i. EEIHMA Agentless Collector %18 , HB XA AR ITRIL,
d. &R “REEE.

ETR , REBIERERERNER.

4% VMware vCenter Eiif

EMPUERSSEEE., BEXHNTAZRKIE VMware VMs |, iFHi&E LS vCenter IREBMIERE, B
Xi%E VMware vCenter IEEEMNE L |, 5. FH VMware vCenter T4 EE I EE S5 BRI EEFE 3R

AN B 4% vCenter EHE,

@ Note

E4%E vCenter R 2 HI , FHRREAULUANRSGHARHBIREFZIMEFNEREN vCenter £
o

4% VMware vCenter £

HEiZEE VMware BIEWEFENEH L , £B4%%E vCenter fRS5 25,

«  TE4R%E vCenter WAL , HUITUATIRE :
a. 7t vCenter EET :

i. XF vCenter URL/IP , & A K vC VMware enter fRSS28 EHLAY IP Hbiit,

ii. XIF vCenter Username (vCenter A H) , iFH AEEBEAK S vCenter BEH 2 it
PR AFPNER. XTFHAF , E6MA domain\username | username@domain
o
i. XIF vCenter Password (vCenter Z18) , & A A =13 F 7 %48,
b. EERF

4%%8 vCenter EiE 72
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Fzh E# Application Discovery Service TR IB UYL S 25

EL& Application Discovery Service TARIEUEESS ( TREBUNESE ) i1, ILVEERBEAEMESN , W
iR, BELREWERNRERSHABHESFH , WFEEF3HEF Agentless Collector,

UTRENBUMFHERLTRIERES,

FHEMTREWERS

1. FRESEHMHTAEWERFTHRELLASE (OVA) Xt

2. (k) RINBWEHEABRIHLAEUER OVA X4 2 BIMI BRI BT TR U ESR OVA X
o

3. BREPHNIREFELELAEWESS.

ENERNEHRLREWRES, EEREERERSRESIRS,
FE B Amazon EC2 24

1. M v VMware Center SRERTTARA UL EEESHY IP ok,
2. ITTTUREERSHY VM 2 & Hec2-userFAEB ERcollector , ML T RAIFT R,

username: ec2-user
password: collector

3. 1B Amazon Linux 2 AP IEE SR EER AL2 24 5 5756204 & iy 154 BR 3 1T R 1E

PSEET AN T
Agentless Collector version 2

TAREBIRERRMA 2 BN ERTDE Linux 2023 , AR, SFELLEWRERR

EFRAMEHAERTF Amazon Linux 2023 BSR4 T | ES R D% EC2 A F18E AL20235 #Y
NRSERT AN T o

Agentless Collector version 1

TARBWERRMRA 1 ELALER Amazon Linux 2 , AR, HELAEWERR

EFRAMAEER Amazon Linux 2 B934T , 38 A mazon EC2 A F18E3 AL2H By A #Z 3SR &b
Jo

BT RERESR 73


https://docs.aws.amazon.com/linux/al2/ug/install-updates.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html

AWS Application Discovery AriEE

M Agentless Collector MxZs 1 A EKEBIRRA 2

1. FERARMREREIBTAERER OVA,
2. RE K,
3. MIBRIBRELIRZ

Xt FACER W B 2R 2 1T HU PR HE BR

AT BER XA LARS Bh I8 #% R Application Discovery Service TREBUERS ( TREBUESS ) WEA
[ &

£

« IEfE{8%E Unable to retrieve manifest or certificate file error
« BRREE WinRM iE 84 B LR IAUE B

- BELREIEFIELR AWS WERERERR

- BEEEINKEINA B EF AU EE

- FHRTBRENHWES

- 155 IP th3t A1 ER

+ {8& vCenter EiEE &

- BEREEND MHEREERPHEIERE R FE

185 BEEE N 0 R R E R IR P RV IE B E 3

o XM ESX EHM

o BAEMRIE AWS K EBRRIBELR Support

IE£{€%E Unable to retrieve manifest or certificate file
error

WMREEZRIBET vC VMware enter AP SLE K Amazon S3 Mt EE OVA BT EIth4E iR |, iHR®R
& vCenter RFEFFHRBUTER -

+ VMware vCenter Server x4~ 8.0 E# 1 ESIRA
« VMware vCenter Server 7.0 T 3q ( 1ISO M2 23788036 ) S E &R A

B BEHEE 74
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fRRECE WIinRM iEH BT HY B X NIE [ &

MRER WinRM iIEHRE |, NAREFERBLRIELMAINES AT REBRERS.
SABEHRUEBMENN

1. 1£ vCent VMware er FITFFUREEEEHY VM Web &l & |, Rigec2-userfEAZBE
*kcollector , M FHIFTR,

username: ec2-user
password: collector

2. BRATEE WnRMIEBPHENEZE CAIEBHEBRT, /etc/pki/ca-trust/source/
anchors#iin :

/etc/pki/ca-trust/source/anchors/https-winrm-ca-1.pem
3. EREHMIP , BETUATHS.
sudo update-ca-trust

4. BITUATHTENBHERERESR

sudo shutdown -r now

o

(AL ) ERFIEBRBERDISA , AILLETHA TR R,

sudo trust list --filter=ca-anchors | less

f

TREBWESZTEE T TCP iwA 443 WM THMGHR ., AWS E#24 A+ EE Agentless
Collector B , AJRESIREILL T HIRE L,

ZEREIRPLETR AWS NEREBHERR

R

© FEEk AWS
AWS TEEE, ERIEMERE.

R RELE WIinRM iE$ 63 #) B Z R INE R 75
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H ISR IR A R E 2 Agentless Collector ZIR 5 ZKRERERELIERFTESZBERFN AWS HEL
HTTPS E##AM, MRATERIERE , MERBURESE BN LK.

&

1.

EEIBEE AWS

BEREEN ITEER , THRILAFNMBAIBESHEILETESKA 443 RFAEEZEHILH R AY
AWS HEZ W HIERE, B AWS HEEEHEHRBATENEXFEXERS (HBHK ) X
15, us-west-2 &2 H X1,

WREH AWS KPP =X us-west-2 , MU THEBZEEHWGIHE

* arsenal-discovery.us-west-2.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com
* api.ecr-public.us-east-1.amazonaws.com

* public.ecr.aws

WMREN AWS IKF EXFHAR , WA THAFEZL G E N Rus-west-2 :

* arsenal-discovery.us-west-2.amazonaws.com

* arsenal-discovery.your-home-region.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

* public.ecr.aws

WM REEY PG K 3EBE IE T XY Agentless Collector EES 2 BER AWS BRI HULTER |, BE “WESS
BE TH ‘BEELS BrPEREREEN,

WMREHP NIEFRERREERE , FEANTSRBRUERELDNERE L —SH5IHAYEN
HH Uk ) 4

a. M v VMware Center SRERTCAAEUNEESSHY IP ok,
b. FTFUREEEH VM Web 124l & Hec2-userFAZBE FKcollector , WA T ROIFT TR,

username: ec2-user
password: collector

c. BEERA 443 L£iz1T telnet RMRXA EFTFFIEAERE | LA T ROIFF R,

EERE

TRPTEFF AWS LR EWESR 76
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telnet migrationhub-config.us-west-2.amazonaws.com 443

3. R telnet TTEMTE , HEIRIZREEH T Amazon Linux 2 #Y i EAELE A DNS RS 88,
4. MBERMAERE K BIREBESZIE , BRI LNAE AWS WE:S R B R Support,

EEEEIREENANBAZRINERR

WMRBEE HTTPS SAERHNRERTEE , A RZRBEFHLRIULS , NARFEERMIES,

1. M v VMware Center SRERTCARIBUNERZRHY IP Hbhit,
2. FTFFUREEESHY VM Web #2#I A Hec2-userfEAZEBEFKcollector , M T RHIFF R,

username: ec2-user
password: collector

3. (ER&REBEXBEMIEREN (BFE----- BEGIN CERTIFICATE----- M----- END
CERTIFICATE----- ) REME LA 3t

/etc/pki/ca-trust/source/anchors/https-proxy-ca.pem
4. BREMILEPD , FETUATHS :

sudo update-ca-trust
5. BIETUATHTENBITAERESS :

sudo shutdown -r now

F R RRAYWRE R

FNMNRERNIRSE BRI AWS Migration Hub ( Migration Hub ) 2 #| A M SRR ES TE LK E,
BRI UBN EREMIRAS SN “FEXE BRI KIR BB R BB KRR

TR B R TABERERZH & LRBIS TR R,

EEERIREZHANBLERINERE 77


https://aws.amazon.com/premiumsupport/knowledge-center/ec2-static-dns-ubuntu-debian/
https://console.aws.amazon.com/migrationhub/discover/datacollectors?type=connector
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R TTAREWEREH S

1. FEASZH AWS K/ |, BF AWS B H A HITF Migration Hub #2Hl& , Wik Jyhttps:/
console.aws.amazon.com/migrationhub/,

2. %&£ Migration Hub & & SMBE KK “KI” T , EF “BIEKRESS
. ERREBWER TR, BTTREN “FSEEE WE8/MNEESEW IP thit,
4. EIFFTRBKRESRESHSE |, FHFF Web X387, ABEEMUEZAREALT URL: https://
<ip_address>/ , ¥ ip_addres s 22T TERUERSH IP thit,
5. &R BFR , ARRATLTREBRESEE , ZEBREPEEWESRMTMREN, BRELKERES

6. E‘ERBUWERS BFHHRAEL , £ “BERE T , &#F vCent er VMware 0 “&EF MY
L2

7. BREBAMIEBESE VMware vCenter EiFE IE URL F4EiF,

BIFETRRAEG , WESFHEHEINLS vCenter Server BiEE |, HEAWESRNRSHERR “EFE
WE" RS, MRMEBRPATE , BSHEBLTNAE AWS WESERBELR Support,

WERZITRRIFTENRERRRER IP it MERRBE, EE P it RFHIEE vCenter EIE (A
A AT AR BY 8 R X L [R) B SR 2R R E B IE BR A

&€ |P bt o) B

MRWERLZRIRRME vCenter In [IENEEIR, TN , & vCenter REF[HAEXABTLER
|, MKERTRESHATRERS., EXHERT , BHKRE —FEZHEIRHEE,

AT I3 72 o] LARS B S8 8 1R 1P 3t ok (9] &

& EWREERR P bk [A] &

1. M v VMware Center SRERFERIBULEESHY IP Hbiit,

2. T Web RIMR[IT A ERBURESZHES  RAEEBUEFBEALT
URL : https://<ip_address>/ , E¥ ip_addr ess RINEEIREM IP ik, HELRBUE
=
. OEBR B RAERATREBRESZE , ZEBREFEEWRERMMREN, BELREWESS
4., T TREBUWESR BFHHRAEL , £ “BBEBWRE" T , % vCent er VMware 08 “&F M w
8,

5. TEVMware BIEWEFAESETEMN ‘S XM vCenter lRFER” T , i T vCenter ZIH Y IP s
Hk,

85 IP bk [E] B 78


https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/
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6. FAEMMGSITIE (Mpingm ) traceroute , WIFKEBKH vCenter FREBFEEBLL FEIIR
A, AEA MBS EBNIGR 1P,

- MR IP it R IEFE vCenter [RFA FIEFIRES , BEWESREHARES IP it | AFik
BT—%,

« R IP H#3k IF#3{B vCenter BRSF R4 T IEFZRD , EREBE,

- MR IP it F#E vCenter FRESATEHRES , BRECEER P A HEBEMBE LA O

EE, MRE  BEHEMNAEIRE LR B WESELVIRE EEE,
&8 vCenter E3E 8] B

REE W ERRATRMAY vCenter AFEREM , WERA vCenter RIMERKSRIR , USSR
ARESH AT RERS.

MREBE S vCenter ERMAXMWBE |, FREHBRENRSAHIRE T vCenter IEEIFEF IR,

BXRYmEE vCenter ERMER , S, 4wEE VMware vCenter Eif
1& 8 338 B 0 #r BUE W SR AR 3R A Y B3R 3% & [B])

Agentless Collector FEYEIEFE M 2 BB R EE R ETE R T 7R DMS FifE S3 WEERS.
MREEER| “ToETA R DMS” M “1AE) S3” , BEEHFER K. BXEZER , BZH KEBER A,

MRSERERFEEZXFEILRABE  BREUBAREVEBREERTAHEERM, RE , HER
& 2 fF¥DMSCollectorZR B F FleetAdvisorS3Policy RESHRMEEH IAM . BXEZEE | HSH
=R N1 2 F Discovery Service TR IBUNESS,

MR BB EEIRTTEERE AWS | FRAXT LT EAY 85 175 [ AR

* dms.your-home-region.amazonaws.com

* Ss3.amazonaws.com

18 & Bz A 0 A B SR 4B 3R Fh Y S B2 E)

Agentless Collector AR EY##E B M 20 AT BB I R IRE 12 2 81 LDAP BRS5 28 , ARIIBIEHREFH
BRERGRSH. AE , BTREREEREEIENRERERSHFUARABEEN DRSS HF. BIER
SEERMNXERFEEFERSFRETENLRER. NRENBIBEBREERTLERIXERSR , R
IR R A A LUE R B ARSS 25,

&£ vCenter ZiE A& &
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EUTREIF , AEMreplaceabl e EEBRES

- ERITRETLIEES| LDAP RS |, BLEldap-utilEHHaE. Akt , FETUTHR.

sudo apt-get install ldap-util

REZITU TR,

ldapsearch -x -D "CN=user,(CN=Users,DC=example,DC=com" -w "password" -b
"dc=example,dc=com" -h

- ERIFREBALERS Linux BERGRSSR , BEAUTH T

ssh -i C:\Users\user\private_key.pem -p 22 username@my-linux-host.domain.com

£ Windows HFLAEE 5 B 7121780 H Y R HBl,

ssh username@my-1linux-host.domain.com

£ Linux Rz TEIE M R 6,
« ERIFEATLUEES Windows IBERSGRSES | HFEAUTH S,

winrs -r:[hostname or ip] -u:username -p:password cmd

£ Windows HLAEE 7 B 1= 1T 81 E Y R~HB1,

sudo apt install -y winzrm
winrm --user=username --password=password [http or https]://[hostname or ip]:[port]
"[cmd.exe or any other CLI command]"

£ Linux FRZ{TEIEH =61,
« ERIFEAETLUERET) SQL Server BIEE , HERAUTH S,

sqlcmd -S [hostname or IP] -U username -P 'password'
SELECT GETDATE() AS sysdate

- ERIFRABTLUERE MySQL B#E%F |, EEAUTH T,

1EEEERE 80
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mysql -u username -p 'password' -h [hostname or IP] -P [port]
SELECT NOW() FROM DUAL

- ERIFRABTLUERE] Oracle BIEE , BEAUTH S,

sqlplus username/passworde[hostname or IP]:port/servicename
SELECT SYSDATE FROM DUAL

BERIFEER A LUEREE] PostgreSQL #iEE , HEAUTH S,

psql -U username -h [hostname or IP] -p port -d database
SELECT CURRENT_TIMESTAMP AS sysdate

MRETEEERIBEEND RS SR , FRARHMENNR, AXESZER 50 2IULENH
REERS R,

X ¥ ESX A

TARIBUEREA MM ESX 4. ESX =W Z vCenter Server SEHIHY —

I AWS UIREEES R BEX R Support

MREIEER Application Discovery Service TR IEU &SR ( TREBUESE ) FBEZIRBH FEHE ,
BFBHRRAWS ZEEIT. BINFEEEKR , AUREREBRAKRESEEE,

KRB ERS BE
1. M v VMware Center SRER TR IBULEESHY IP Hbiit,
2. ITFFUREEESHY VM Web 24l & Hec2-userf A Z B E Fcollector , HILA T RHAIFT R

username: ec2-user
password: collector

3. FEAUT®HTSMEBEXHEX,

cd /var/log/aws/collector

4. FEAURTHTESRBEXH.

T ESX E4 81


https://aws.amazon.com/contact-us/
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sudo cp /local/agentless_collector/compose.log .
docker inspect $(docker ps --format {{.Names}}) | sudo tee docker_inspect.log >/

dev/null
sudo tar czf logs_$(date '+%d-%m-%Y_%H.%M.%S').tar.gz --exclude='db.mv*' *

5. MEREUWERR VM REH BEIHF,

scp logs*.tar.gz targetuser@targetaddress

6. Fftar.gzXHR4% E AWS nterprise Supporto

BRR AWS X HF 82
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FEIES A Migration Hub

AWS Migration Hub ( Migration Hub ) § A i & IE #2215 A #h B8 19 1% 4015 B 5 A B Migration Hub
, M EMEA Application Discovery Service TRIEBUESE ( TRIBWESR ) = AWS NAREF AT
¥ ( Discovery Agent ) , AltEBATUEENS AN BTFEHRHITEBTEFAK, BETLUFRRHE
ANRAREFRDE , HREEIBRS

ERNMBRERSABERNSR. BE , EANTRMEIZ —RAES A RS R 5.

- FAEILNE=ZATEARIT SR MRS I[/BIRN XM
« TRENNESDRE (CSV) FARR , HER SN A IRS SR BIEERZER.

FANEERNFR S E 2 —SIBABIEXHE , EBAILER Migration Hub 24| & s H dh — g
# £ F| Migration Hub AWS SDKs, AWS CLIEXXFEMNETMMWEZEE , 15 Hthe section called
“TEHNSAER,

BAILRERZNMNFABER, IFMERRIAFLE, EAUBREIRHEHNFARES ABRNRE
APls,

SABERTRE , BUUEEENFALRKHFAFE. EZEM Migration Hub Z2H| & FEFF A XY
& RENNARFRS . NRESATEFEIER , EUAEERIMRABNERITBAREFNK
WAV IE R B IRFR

WEEEIR - REREM T — N, TREREEMARABISREIXMHFU CSV B THEIERTHF. 4IE
HiRE , FRAXEXHERRIENTABER,

REEA TS ANIERE. SANBRSHHNETURENERBRIZERE. BXEZELR , BSH
AWS Application Discovery Service Bt&i,

XEFNF AR

Migration Hub ¥ TS5 A,
* RVTools
« Migration Hub § AR

XENS AR 83
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RVTools

Migration Hub % #%&i3 & A VMware vSphere 95 H., RVTools{®R17kK B KK

ERF RVTools , B EER “2 S HE csv’ MR “2ZF HE Excel” M |, R

BESSHR  Ria™ ZIP X445 A Migration Hub &, ZIP FEELLT X4 -

VinFO, vNetwork, vCPU, vMemory, vDisk, vPartition, vSource, vTools, vHost, VNIC, vsc_vmk,

Migration Hub & A& 4R

Migration Hub § A RFEMEMRKIFES AR, RENBELIRA CSV XHEXFNKRNX , AR
REBEXFNFR , ANXENFRERENTEE,

TRPSAFZFRENZINES () KRRZFRALEFR, ENSANHFNESNMCEZBLAEDER
—ANHSNIXENSIEFTER , UEE—iRRRESRIEAEF. BN, FEEMLEFZRNIEIHE
)35 /N

TRASAXHEBZLHRS (V) RAWRERT serverlD , MZBHNRix,

® Note

MRREEFEREM— VMware, MoRefld 5 VMWare, VCenterE L , BiR5|—5i2%
BRAMER —KIEXPRNEEFRNFR

SAFZREWN i BH T~

Externalld* RFEHE —FRMAESMEIENH Inventory Id 1
EXFRREF, flan |, Externall
AT BRI DR RS s SoTver2

% 1Do CMBD Id 3

SMBiosE&A R4EE BIOS (SMBIOS)
ID,

IPAddress* S0 Rr RSS2 IP #hit 5| 192.0.0.2

EZ2E5 5
& , A5lE5EIER,
"10.12.31.233, 10.12.32.11"
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RAriEmE

SAFZREWN

MACAddress*A

HostName*»

VMware.MoRefld*A

VMware, VCenter& {3iF*A

CPU, NumberOfProcessors”

CPU, NumberOfCores”

CPU,
esh

NumberOfLogicalCor

os.name’

os.version”

VMware.VMName”?

>
s

=72 FRBRYBRSS 28 MAC #biit
5%, A5lS5lEXR,

RESBRNENR. B
ZEERAT2RENEE
(FQDN),

REXNRISI A ID, MR HE
VMware. VCenter[d L,

LWL M —FRRTF, SR
£ VMware. MoRefld,

¥ E CPUs,
YN EY S,

A3 25 AT LAE &Y CPUSTEFR
BLELEITHEELRR. B
L CPUs X#5HEHEA CPU
BERETSN&E, B
MIERT , kBT YE
(RELL ) ABREE.

BRIERGHNEN.
BRIERSHMRAS.

RE LAY B 750

T~
00:1B:44:11:3A:B7

"00-15-E9-2B-99-3C,
00-14-22-01-23-45"

ip-1-2-3-4

localhost.domain

16

Linux
Windows.Hat
16.04.3

NT 6.2.8

Corp1

Migration Hub $ A 4R
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RAriEmE

SAFZREWN

NFE, TotalSizelnMB?

V¥, UsedSizelnmb.avg®

NFE, UsedSizelnmb.max?

CPU, UsagePct.Avg?

CPU, UsagePct.Max?

DiskReadsPerSecond
Inkb.avg”

DiskWritesPerSecondInkb.avg

A

DiskReadsPerSecond
Inkb.max”

DiskWritesPerSecon
dinkb.max”

DiskReadsOpsPerSec
ond.Avg?

58
5% LT RAM SR
LA MB &AL,

AR5 88 LAY F9 RAM A& |
LA MB 79 847,

ARS5 28 LAl V&R KX RAM A
2, A MB REfAL,

EU T EWEHBIERNHNFY
CPU fEAZ,

RYTEREHFENHHEKR

CPU fEAZ,

B VIO R (KB).

BR VW EE ALK (KB),

BYWRAHE BRI (KB).

BYBARHUEB AR (KB).

BW VIO E REURFHG

il
64
128
64

128

128
45
23.9
55.34
24
1159
84506
199
6197
37892
869962
18436
1808
45

28

Migration Hub $ A 4R
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RAriEmE

SAFZREWN

DiskWritesOpsPerSe
cond.Avg”

DiskReadsOpsPerSec
ond.Max?

DiskWritesOpsPerSe
cond.Max”

NetworkReadsPerSec
ondInkb.avg*

NetworkWritesPerSecondInkb.

avg”h

NetworkReadsPerSec
ondlnkb.max?

NetworkWritesPerSecondInkb.

max”?

M REF

ApplicationWave

58

B VFOMEEARFR.

BYWHRAHE REURFHR

B RAWEEARFHR.

BY MK IZEIRER
(KB),

BRHFEINEEAREHR
(KB),

B R AWK IZEURIEL
(KB),

BUBRAMEEAREYR
(KB)o

252 Ry B iE Lt AR 5528 H9 B
AERI% , A5l55IEXR,
LETASEES ANQZERN
AR AR and/or TR ARE
Fo

X & RS BRIV ER R,

T~

1083
176
535
71
45

28

1083
176
535

71

Application1

"Application2, Application3"

Migration Hub $ A 4R
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SAFRER ;! il
FREA EF 2RI A name:value  "zone:1, critical:yes"
ORI

"zone:3, critical:no, zone:1"

/A Important

HORUBES (W
AR ) FHERS

H,
Serverld £ Migration Hub BR$585%13% d-server-01kk9i6yw
B R AR 2R AR IR o waxmp

AEHESABHRPENNTEZRFERTHE , EUUUSARE , RESMERELERT
HIEZEREIA, BYFEAABIAFCEERESNSFABREEEEN, IRFEXTEHSHTEE
External ID, MStFEA TH—bFriRMS AIEFRK. MRBRIEECERE , NS ANFEEHARIERD
PChcse , ZBBES ABRMELIREMEK, BRUECENESER , FSHEHR 2 XTI RS A
RAREFNEE,

® Note

Migration Hub S AR X#HSF ARRPE LN FRZINEMFTER, RENEMBELFBEHK
BHE , TRF Ao

RES AR

ESABEZG , BRRAEH IAM AFRHELEN Amazon S3 R , AISUNENS A4 L%
(s3:PutObject) El Amazon S3 HiEEIII R (s3:GetObject), X MFET B2 IAM KEEHFH
M NEIEZE AWS IK PP AHITS AR IAM AP REIL B RIAXER ( AT AWS CLI ) S $ &R
R

Console Permissions

ERANT IR RERER RS EEERN AWS IKFPRES AERN IAM AP R RERK,

b

X3
mé
4o

S AR 88
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RAriEmE

YRR R E M INEE RS

1. BF AWS BEEEFA HITFHF IAM £#2E& , Mk https://console.aws.amazon.com/iam/e
2. ESMBEKD , %EEF Users ( AF )

3. FEREEQHNREMEAFHE.

4, EFERPRETF , EFRINR,

5. EFREEMMIMERE , RAEEECIERE,

a. HEITAMNERBEAMELE , %% JSON , AFKUENUTRE. SEFENFEBENER
B IAM AP S AXH LA HE PN EFEEBRISSFRE .
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,
"Resource': "*"
},
{
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]
}I
{
"Effect": "Allow",
"Action": [
"s3:PutObject”,
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": ["arn:aws:s3:::importBucket/*"]
}
]
}
RES AR 89
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b. EEREFEM,

c. NEMNEMRE-—IHEHRNER (Tik) K REREXRKEE,

d. EFRIERKE,

IREFFEEE AWS IKF HRIRES ABERNAFHEFNR IAM 26 &8 TH,

RIF MR , BEREN = 02 HRIEH B .

1% Next: Review ( T—% : @8 )

i%#& Add permissions (R INFER).

© © N o

DE , BEFEREFINE IAM AP, A AHFBRSAZET,
AWS CLI Permissions

EANTERBRLENEERE , URT IAM AP AR LS ABIREBERNER AWS CLI,
k= 2Ly A=

1. fEfaws iam create-policy AWS CLI (s S 8IZEBLLTINRM IAM KBS, iBEFEN
FHEBAEMERA IAM AP NS AN LA T H PN F#E B SEERE .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]
},

{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"

]I

"Resource": ["arn:aws:s3:::importBucket/*"]

b

X3
mé
4o

S AR 90
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}

BXEAKGTHNESZER , HSH (55 %E) FH create-AWS CLI p ol icyo
2. f{#Maws iam create-policy AWS CLI i H8IBEEB U TR EHAL IAM KB,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"discovery:ListConfigurations",
"discovery:CreateApplication”,
"discovery:UpdateApplication”,
"discovery:AssociateConfigurationItemsToApplication”,
"discovery:DisassociateConfigurationItemsFromApplication”,
"discovery:GetDiscoverySummary",
"discovery:StartImportTask",
"discovery:DescribeImpoxtTasks",
"discovery:BatchDeleteImportData"

1,

"Resource": "*"

}

3. ffRaws iam attach-user-policy AWS CLI S BERIH NS ERF B2 AY KRG 0
IR E 1R IRE AWS IK PP AT S AERE IAM P AWS CLI, BXRERALGTHNESE
B, EZH (AWS CLI i5 525 %) attach-user-policy Y,

&, BENERBERNE IAM AP, RAUMFBRSAZET.

FidE , 3 IAM AP R R LA BIEIEERN Amazon S3 FEREE |, B IREX R BIARRIR
B, XFAP T RRIBIZY R

RES AR 91


https://docs.aws.amazon.com/cli/latest/reference/iam/create-policy.html
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1

ETR

S A X4 E1ZE Amazon S3

, BRI/ CSV B S A XM /& F| Amazon S3 , IHEFTEFHES A, BIFHRZE , B

ZB— Amazon S3 i , A THEMESL and/or R ERIEN S A X,

Console S3 Upload

FIRN S A X L& F| Amazon S3

1.

© N o g K~ D

BF AWS EEESIE HITFF Amazon S3 #H|E& , Witk https://console.aws.amazon.com/
s3/o

£ Bucket name 5k , ERERXNR LA BN FREBHER.

ikt

£ Upload XiEHEH | £ Add files LLERE E4ER U,

RRE AN, RRERETH.

pVik> a8

LERXMAE , NERNFEBEZESIE LR SN BIE XN RO B

M RIFMESTTER Overview (BLR) T+ £ , %l Object URL (¥R URL), FEBIEZS A
B3R, FEXD URL,

# 3| Migration Hub #H|&FH “SA” WH , PR SATHIE. RE , IR URL #505E
Amazon S3 X RM L FEH,

AWS CLI S3 Upload

NS A & F| Amazon S3

1.
2.

3.

4.

HALKIRED , SMERESAHENE F.
WMALTGS

aws s3 cp ImportFile.csv s3://BucketName/ImportFile.csv
XFIRE AT &
upload: .\ImportFile.csv to s3://BucketName/ImportFile.csv

EHRE Y TE Amazon S3 X REKE, HEIESABERE , BHFEZX

RS A X E1£F Amazon S3 92
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= *
S ARIE

M Migration Hub 12l & T8-S5 AR EARNE R RS F[HRFEERERE , RUTHRFHEES A
%l Migration Hub 7. MATULEAER T MAPKIL BV A% , BELERERHE , ELBI#T AP
A AWS CLI,

Console Import
£ Migration Hub #Z#I&® “TE” MHE L F RS AIE,
B BES A

1. ESMBEEFH Discover (KH) T , %42 Tools (L&),

2. WMREBEFZBEES AER , ATLBIIER Import (5 A) #EHREY import template (§ A
BAR) FEHIZER, T THROER , AENINERRFZFHIFEERE., REATUMN
FEAIH Amazon S3 N T8-S AR , Mikhttps:/s3.us-west-2.amazonaws.com/
templates-7cffcf56-bd96-4b1c-b45b-a5b42f282e46/)3 import_template.csv

3. EffFSA TE, BE “SA”EREE “SA

4. EBABW T, EESANENR,

5. iEE Amazon S3 X HMut F ., ERTHIR , EFENS ABIE X4 L& F Amazon S3,
BXEZER , H5HA HENS A E4£F Amazon S3,

6. EZFEATHHE Import (FA)o XFFTH Import (BA) NH , EZREF , BUUEFLEHSA
REFERP S HARE,

RBRELASRBEHENBIESAE |, Imports (S A) NEHFETREBNSFABRNWFEAEE , BFEH
ERA, EREE, RNHEAKIEZRWHBEUAR TRIXLIEFKNE, NZREF , EEFTUSMH
Z Servers ([RS25) WA , 7 Discover (X)) T EEXRBRS AN EIE,

¥ Servers (ARS528) WA L , BAILB R ARAINGRS SR (1RE ) WIRARSAER. &
BEEE B FFIHNSABHMN SA (SAFLIER ) RESHAE , SRR RS
2 NE , FZRETRREMES ANBEENRATILSE. A5, EAREIBRTZEES AN
iz,

ARER zip B, HPBEFHANM : errors-file M failed-entries-file, errors 34
BEEXRBSAXMHBEHNENABITRENERERIRRXEKRIEN, BAUERIZX
HIREEERBAEMNE, KMHFZEXHITEIAMNZTNRAERMENS], BAUEZXHPI
1T errors XHHIEHNER , AEEBRXSAELE TEENXH.

SAHE 93
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https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-a5b42f282e46/import_template.csv
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AWS CLI Import

ENFHREBIES ATE AWS CLI, AWS CLI AR AEHEENRERLRE, BEXEZER B85
¥ {AWS Command Line Interface FIF¥E/E) T L% AWS S 1TRH.

® Note

MREHRIEES AEMR , WATAE LA NERATH Amazon S3 FEBE T EHS AE
#X : https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-
a5b42f282e46/import_template.csv

BHBESA

1. T —MNEKREQ , BAUTHS :

aws discovery start-import-task --import-url s3://BucketName/ImportFile.csv --
name ImportName

2. XFHUBENSAES , HEEUTRSEES !

-~

"task": {
"status": "IMPORT_IN_PROGRESS",
"applicationImportSuccess": 0,
"serverImportFailure": 0,
"serverImportSuccess": 0,
"name": "ImportName",
"importRequestTime": 1547682819.801,
"applicationImportFailure": 0,
"clientRequestToken": "EXAMPLEl-abcd-1234-abcd-EXAMPLE1234",
"importUrl": "s3://BucketName/ImportFile.csv",
"importTaskId": "import-task-EXAMPLE1229949eabfEXAMPLEQ3862c0"

BERIERY Migration Hub § A1E R

R BAfE AR HI A R E A — N RERER Migration Hub $ A& REVIRA AWS SDKs, AWS CLI

B ERIZH Migration Hub § AR o2


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-a5b42f282e46/import_template.csv
https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-a5b42f282e46/import_template.csv
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Console Tracking
£ Migration Hub #Z#| &/ “S A" #HEHRF , REXIAUT THR,

- BM-FABERNE.

- SAID-BFAERVE— ID,

- SARE-BIES AERN BB E,

s FARB-BFAEBRNRS. ETURNATEZ—

- FEZQ@ SA-ULBEXH LT EES AH,

- E@Q@ SA-BRIIS ABNRIEH,

s SAREE-BEXHEPHN—FREZRZRERSFALIK. EFREABBICRAA , BEHIEHSA
£551%£4% Download failed records (FEAMAVIER) , UIELRMZE csv XHEHRHEIR , RE
BRS A,

s SAXM-BEXMHPEESANIER. ERRABMWICIAE , BFEHNEHNS AEFIERE
Download failed records (T &k MIIEFK) , UIERMEE csv XHFHEEIR , RAEBRS
Ao

« FANRER-BFEREXHFP RS AN EREH
« KMMIER-BFEREXHFARFANIEEI

CLI Tracking
B LA EFaws discovery describe-import-tasks AWS CLI R RES AESHIRES,

1. fIF-—MRREQ , BAUTHS :

aws discovery describe-import-tasks

2. XFFEL JSON BRBREEHFAIESAESHIIER , AFHS NRESMEMBEXES. (7E)
BRI LFEE RGBS AESH 5

ERESAESHE , BUESLXIRER serverImportFailure EATFE, MRLXEXTE
o, MRBAENS AR EE—NREANTLTESFANEZEH,. EFRX—FA-A , 7 TERENKXKIZ
FAR , REEDPNXY , RAERBRER failed-entries.csv XHBIRIERSE A

ESAESE , EUUBITHARERBHERNREENEIEIR, HlU , BTN BEERT
BAMIEFIAE, AXEARMBIERAEKRBREARBNER , FSREEERS A KBS FE F&,

JBERAM Migration Hub £ A& R 95
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=X =gl A=y $:0 €ir

Application Discovery Service TCIEW &SR ( T E U LSS ) A AWS Discovery Agent ( Discovery
Agent ) HRFEFHEFARNBERNARRHREMERE. EUUFEAREINREEERERITE
BB (TCO), Discovery Agent 2INEFEFMAANHKIE , BERAMEEEFE. AWM BILMEZE
BEUUR RS LETHH RN R FHRE, SRR T SRS 5 2 B B W &K 355 R H 948
KRFEDHNBARFR UAHITEBAL,

EATH , BREIERNAEFNEATAERER[RNLIRENZH ENRAREBERIBIEA B
B, AWS CLI

=3
« {#F Migration Hub &4l & & & WENHKEE
« RETT# Athena R HIETE

£ F Migration Hub 2% &5 & & WREMNHIE

*tF Application Discovery Service ZoXE Y& ER ( TCIEUESR ) 1 AWS Discovery

Agent ( Discovery Agent ) , ZBBRELEFRE , BAUERAEHEEFTHIBENEXEHNRS
BMEIE. VMsBIEREFHBARA 15 285 , BELEREEHEF. BEAUEA AP ARS
HIEBHE | MNEL CSV B REFXLHHE AWS CLI,

EERHATEEDANNRSBHRERRE | BRBONSEIRMEE AWS Migration Hub 324 & &
BERSE, A TRIMAERZSAEE,. FFNRETRBUESSS Discovery Agent RILHI AR
%88, HSH, A AWS Migration Hub $# &l & X I EHE

TREBE R EN D T BEREERFRENHHE L& F Amazon S3 F#1§, ERLUE AWS
DMS Z2H & EFZFHEBTNHE, BEEFCRUANGEEFEND MRS [/HOWERE |, HRBPH
SRR ETELRENTRIE.

P E R BRY AR SS 2R M B A AR e Y 12 1

AWS Application Discovery Service ( Application Discovery Service ) EBRNER CEZ 5 , AT LR
AERINRSR[ANSAERECER, HZEERN—PTEUN , E2AMEEMSFENHERI
BR &5 2RH1E B

WIEEEE A LA ERE SN RFENEERS SR , 218 AWS Migration Hub ( Migration Hub )
S A. Application Discovery Service ZTfCEUSEER ( TRBWERR ). AWS RAERFRIINE

ERRENBIE 96
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( Discovery Agent ) M1 EMFHE T E, HX Migration Hub 8 AMEZEE |, i35 Migrat ion Hub

= Ao

EHTRSHFRIAN , BIMREEZHSANERREITRIRE , UBREANRSREEHFTFE. OR
AKREICED , MEIZ—NHER , ANFIERDE NI — RS F[R IR, NRKBCER
MatlZ2—1H%E , E2N#HFE 2ESINE RS [ AEREME—IRSI|[/ARARF. # Migration Hub
HAERERLRSEEN , ARKIZBSHFH - HE—%KE.

E&ZBEXBENRSFERUEREH  LERKBLENATRALERNFTSALCKNELE NR-MEER
SHREMEEARBSIKRENZNME , PINERS AR Discovery Agent R BIRI4A TE ARS8 B KBk
WA TER Total RAME , WEZRS RO EEILRT , FERKITEMNVE,

Uil =7 B

MEAEAMNIER , FRAUTZEREE RS

« Externalld— XA TEEBRSBHNETEFZR, IRMFRINVNESHMEZBEXternalIdH{ELE
B, MELEHMFEREEICHE , Application Discovery Service B3&EEIXHNEKE

* |IPAddress

* HostName

 MacAddress

« VMware, MoRefldflVMware, vCenterld— XFMEXIE B — N5 H RN FERHE
[@ , Application Discovery Service = e 1T LE .

BRET D% Athena R ERIE

Amazon Athena Y BIEIRE LT IETE — N 5 2 4T Discovery Agent MR INRY P A 25 ith BR 5588 A UK
EMBIE. M Migration Hub #2#|& ( A StartContinousExport APl ) & | Amazon Athena H#Y
BIEFREATESREBERBEREDRERE , REWENBESEH B FHEEN S3 FHEF. AXES
EE , 55 HEERILSE Athena FEVEIE.

Amazon Athena FIIBIERREATFEE— M A 2T KM KREMN RIS 2 i B 5535 W E R BUE
M Migration Hub ##|#& ( S/ StartContinousExport APl ) J& B Amazon Athena F Y BIBIRE H
FREREHEWEDEE , REKENBESEN B FHEESEHN S3 FHMEmH,

RiE , B L5 E Amazon Athena IZTTTRE XN ENR , Ao M B ERSFNNBEIFIIRSGEE, 85
ARS5 2R LB ITHHBRREURFRERS 2R Z AR MERBR R, I, BEATLEER Amazon Athena
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REEBCWEENEN , LEEMMEBHER , SNkl EEEHIEE (CMDB) & |, LIRS
BRI SNARFEXRBER, BT LUT Athena 2i3EE S Amazon Quick £ , LAt =R H
HH AT E M7,

ATy EBIEIR T £ Athena R EABIERIFEMA LA IR ETRIMN SN, AWS
£ Amazon Athena P B EHIEIRE

£/ Migration Hub ZHI &AM API ARAFEHLSEH , BIA7E Amazon Athena B THIEHRE,
AWS CLISZEAMETF BEIBIRERINEE , RS 8ETE Amazon Athena RFEE H FRIFRZE LI IR,

B ELESH B, ENKFSEERRSHEXA
fBAWSServiceRoleForApplicationDiscoveryServiceContinuousExport. AxItARE R
BEWNEZELR , H3Application Discovery Service HI RS FH% & BIE,

LA % B % B tn{al 55 R #2460 & A1 Amazon Athena FF /2 2B & ThaE, AWS CLI

Turn on with the console

1 Migration Hub & & /Y “BiE RS TUHE LIEF “FFREFEWE" , 2 FE7E Migration Hub 25l
BRBEWESTTE LE T “/F£ Amazon Athena R ITEIERE i, BRXABRESE , BIAF
A Amazon Athena FHIEIEIRE,

BEidi4l A E Amazon Athena B B HIEIRER

1. HESMBEHKD | %R Data Collectors (BIEUESRR).
2. i%$¥ Agents (RE) T+,

3. BEE TFRHEEWE , AEMRECELFTRE THERE , FEE “Amazon Athena F I EIER
R FFxo

4. FEE—SERHIEED , EHRBXRBREANEENEHIER Continue ($4E) =X Enable (B
A)o

(® Note
FBHREBIEL “BESE BX121T , XHEELZESE Amazon Athena FEFFLE X
NEIE. BRSRALLIhEER | BHBIBERZAAEEE 30 28 F 8EE R1E Amazon Athena
M,
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Enable with the AWS CLI

Amazon Athena FHIBIEIRZ IR BEIENRE API BABEBETEMN “H5S5H., AWSCLIRI ,
AWS CLI AR EELEHIRERLE,

Ef Amazon Athena F %% AWS CLI #F BHIEIRE

1. &% AWS CLI EATEMRERS (Linux, macOS = Windows ) B, BXiiEE , ES
¥ {AWS Command Line Interface AFIERE) -

2. HAGHERTRE (Windows) L& iR (Linux B macOS).

a. A aws configure }#&T Enter,
b. HALH AWS 15RZ 4R ID M AWS FAR TR EH,
c. NFEIAXEEH , WA us-west-2,
d. XTFRMIAREBEN, BA texto
3. BAUTHT:

aws discovery start-continuous-export

® Note
BHNREBENEN ‘BFESEH BXNE1T , X[ EEREEHE Amazon Athena FEFFLE LI
HEE. BRBRALLIIEER | BN BIERZAEEE 30 28+ 8.2 R Amazon Athena
Fo

B $#71E Amazon Athena 33 %5 2 4E

£ Amazon Athena FF BHIERRERE , BAILAEREE Athena FEBRHIE | ABRFEENLCERELN
FiFMASFIIE, BUUERXERBEEREFRE , BITRADI , NERBHEE AL ER LUEL
TERAFAENNEZLBRRESE,

AT BE 7 a{A B #271E Athena 25| & P B REBEHIE., MRETE Athena P& EFMAEHE , &
I8 R1E Amazon Athena F B ABIERRER , N RELE R — MY FERREIE Amazon Athena /3 A
BURIRZE , TR, £ Amazon Athena FFF BHIERIRZE
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[E#Z1E Athena 733 38 AR I AYBIRE

1. £ AWS Migration Hub & & 4 , EEFESMEX PRI RSER.
2. EIFLLE Athena BHIA |, FiERE “EIL D Athena F X BEIE",
3. 1E Query Editor (Ei)4%3825) WE L , £ Database (BEHE) THSMRERKRD |, BRERT

application_discovery_service_database.

(® Note
£ Tables (®) T , A TERETERRESEHNBESE.

* o0s_info_agent

* network_interface_agent

+ sys_performance_agent

* processes_agent
 inbound_connection_agent
+ outbound_connection_agent

 id_mapping_agent

4. BITE Athena EHRBERFTHRENZIT SQL &Eif) , 7 Amazon Athena 2 H A FERHIE, Hi
wm, WA LERAUTERREELXINNWATE RS ES IP ik,

SELECT * FROM network_interface_agent;

EXEZRHIER , HSHE Amazon Athena R {ERTIE L&,

A LI S Athena EiiE

AT BN EEE |, T EABERTICER ( HlEAmazon Quick ) SEEMFFFRAMICITE
ffltnCytoscape, yEd=Gelphi, FRAXLETERERMER, HERKXRMEMERERT. ERLAE
B, AT LUES AT L IR FEEE R Athena , IXFEE R 0] LAY [E] SE IR SEE B9 BB VE N £ R AT AL B9 SRR o

£ A Quick TTHALIER Amazon Athena Iz

1. PRIEZEFK Amazon,

2. i%&# Connect to another data source or upload a file (E 22| H b ¥ ¥R =R 45 X H),
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3. & Athena. FETR “¥E Athena BIER" X FHE,

£ Data source name (B#ER B ) FERPHAZ N,

TR O EHERIR,

£ “EFZ M gents-servers-os&k” MIEEPIEFE A &k , REEFE “EF,

£ Finish dataset creation (FE R EIEELIE) ITFESD , #IRXIERE Import to SPICE for quicker
analytics (5 AF| SPICE LA#t1TIRIE 2 #7) A Visualize (ATHL1L).

N o o k&

HEIENTRLER,

£ Amazon Athena FERTIE XL Eif

ANEE—4AMENNER  XEERANTHRENERRS , 20 TCO MMM R ML, ERILE
EHERAXEEN , IRF\FEACHERNERITER.

ERATELHNER

1. £ AWS Migration Hub #ZH&H , EESMERPRIRSEE.
2. EITHILSE Athena 5| A |, iFEER “EILS# Athena A S EEE,

£ Query Editor (Eif14%%E25) TWH L , £ Database (B{EE) TS MEK S , BERIEERT
application_discovery_service_database,

EEHRBERPEERME (+) SEBFEHNETF,
MENERHEFEF —NEH,
FEARMEZINCIENHERNEM FHEREERF,
i%£# Run Query (Z1T&1#).

w

N o o k&

MENXES
EERBUEEEXLEEANER.
FRENBRSSESHY IP bk R EH B

ZUNEBYEFRBRZATRSHBN IP it NENE., Sl EEtEAFEALRNE, Bx0M
BIEMEMEER , 5 Amazon Athena AFIEEEHRHNCIENE,

CREATE OR REPLACE VIEW hostname_ip_helper AS
SELECT DISTINCT

ERARENHER o
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"os"."host_name"
, "nic"."agent_id"

, "nic"."ip_address"
FROM

os_info_agent os
, hetwork_interface_agent nic
WHERE ("os"."agent_id" = "nic"."agent_id");

RB B ERE RS RS

LB AT AR B IS HAT IR R, MREBENZPNZERSR/LEHETRE , WAL ERALERART

RENSTFREFEHMIEHENENERS S ELERT , RMNREABENLENEGRE , FER
FRIEFAE IP R E. BIBL 192, 10 R 172 FFK# IP ihitt,

SELECT DISTINCT "destination_ip" "IP Address" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "destination_ip") ) = @) THEN
Inol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "destination_ip") ) > @) THEN
'yes' END) "agent_running"
FROM outbound_connection_agent
WHERE ((("destination_ip" LIKE '192.%')

OR ("destination_ip" LIKE '10.%'))
OR ("destination_ip" LIKE '172.%'))
UNION
SELECT DISTINCT "source_ip" "IP ADDRESS" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) = 0) THEN
lnol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) > 0) THEN
'yes' END) "agent_running"

ERAMEXHNER
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FROM inbound_connection_agent
WHERE ((("source_ip" LIKE '192.%'")
OR ("source_ip" LIKE '10.%'))
OR ("source_ip" LIKE '172.%'));

o RERENRSSRORE LR

BAUERALERARSTEE TRENERSENREEENEAREXBE. KERSES
system_performance_agent &5 os_info_agent RFIFIRFNMNRZ B[N ENE. LEBRRHE
FFREETRENMERS SRR B FIRAREYE (L 15 284RERE ) .

SELECT "0S"."os_name" "OS Name" ,
"0S"."os_version" "OS Version" ,
"0S"."host_name" "Host Name" ,
"SP"."agent_id" ,
"SP"."total_num_cores" "Number of Cores" ,
"SP"."total_num_cpus" "Number of CPU" ,
"SP"."total_cpu_usage_pct" "CPU Percentage" ,
"SP"."total_disk_size_in_gb" "Total Storage (GB)" ,
"SP"."total_disk_free_size_in_gb" "Free Storage (GB)" ,

("SP"."total_disk_size_in_gb" - "SP"."total_disk_free_size_in_gb") "Used
Storage" ,

"SP"."total_ram_in_mb" "Total RAM (MB)" ,

("SP"."total_ram_in_mb" - "SP"."free_ram_in_mb") "Used RAM (MB)" ,

"SP"."free_ram_in_mb" "Free RAM (MB)" ,
"SP"."total_disk_read_ops_per_sec" "Disk Read IOPS" ,
"SP"."total_disk_bytes_written_per_sec_in_kbps" "Disk Write IOPS" ,
"SP"."total_network_bytes_read_per_sec_in_kbps" "Network Reads (kbps)" ,
"SP"."total_network_bytes_written_per_sec_in_kbps" "Network Write (kbps)"
FROM "sys_performance_agent" "SP" , "OS_INFO_agent" "0S"
WHERE ("SP"."agent_id" = "0S"."agent_id") limit 10;

BiEw OS5 MR FAE R IRERRSS SR B B GEE
EARIMENRSHHERENFAEE , UARKASHNERFAESE.

FEETERZE , MRERHITHIRE , WATEIE iana_service_ports_import %k , HFEE
M IANA TEi# IANA K OOEMRBIERE. BXxAIZLRNER |, ESH 01 IANA BOEREKS
AR

B2 iana_service_ports_import &5 , SIEFMNATREHIERENIRBHREFEE. X
A EMENER , 535 Amazon Athena AR BIZENE,
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B2 U6 IR ERHS BO 72 /7 B 2K

1. M https://console.aws.amazon.com/athena/ $TFF Athena £ %15,

2. FRAUTHEHAETREEEBR IP it BB E A2 valid_outbound_ips_helper#il &,

CREATE OR REPLACE VIEW valid_outbound_ips_helper AS
SELECT DISTINCT "destination_ip"
FROM outbound_connection_agent;

3. FERAUTHBREFEILIZE outbound_query_helper A , ZEHKEE KL RENEESM
£,

CREATE OR REPLACE VIEW outbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM outbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("destination_ip" 1IN
(SELECT *

FROM valid_outbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. 7EBIE iana_service_ports_import RMANBHEFEBZE , BULNETUTERRRK
MEMREHHERENEASE , URKOSNHEBIEAEE.

SELECT hipl.host_name "Source Host Name",
outbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
outbound_connections_results@.destination_ip "Destination IP Address",
outbound_connections_results@.frequency "Connection Frequency",
outbound_connections_results@.destination_port "Destination Communication

Port",
outbound_connections_results@.servicename "Process Service Name",
outbound_connections_results@.description "Process Service Description”

FROM

(SELECT DISTINCT o.source_ip,
o.destination_ip,
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o.frequency,
o.destination_port,
ianap.servicename,
ianap.description
FROM outbound_query_helper o, iana_service_ports_import ianap
WHERE o.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
outbound_connections_results® LEFT OUTER
JOIN hostname_ip_helper hipl
ON outbound_connections_results®@.source_ip = hipl.ip_address LEFT OUTER
JOIN hostname_ip_helper hip2
ON outbound_connections_results@.destination_ip = hip2.ip_address

BiER OS5 M#EFMAERRRRS R/ ZE N ALBE
HEARMEXENMNRSHALRENEFE , ARKASHNHEFAEE.

EETERZE , MRERPITIRE , NAAEIE iana_service_ports_import & , EF 3
S M IANA TEH IANA IR EMREIEE. BXNACIERLERNER , H3H 012 IANA BOEME
B AR,

#]# iana_service_ports_import X5 , SIEAMNATREAGRENVAREHEFEE. BX
mAe U ENES | 55 % Amazon Athena AFEREFHCIENAE,

SIS ARERH BIIE PR

1. M https://console.aws.amazon.com/athena/ $TFF Athena 12 #1&,

2. FRUTHBEFEKGE valid_inbound_ips_helper B , ZEHI|HE TFAETEH AW
IR P bk,

CREATE OR REPLACE VIEW valid_inbound_ips_helper AS
SELECT DISTINCT "source_ip"
FROM inbound_connection_agent;

3. FRUTHBEFEKEE inbound_query_helper B , ZHHBEALFENEEINE,

CREATE OR REPLACE VIEW inbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
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"count"(*) "frequency"
FROM inbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("source_ip" IN
(SELECT *

FROM valid_inbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. 7TERIE iana_service_ports_import RMANEMREFEKZE , BULLETUTEB/RIRK
Hyg/\ﬂﬁ%ﬂl‘]klﬁl)lbi iiQH{na_,\ L/{&‘ D"?*ﬂ *EE-E'éQH{n/u\o

SELECT hipl.host_name "Source Host Name",
inbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
inbound_connections_results@.destination_ip "Destination IP Address",
inbound_connections_results@.frequency "Connection Frequency",
inbound_connections_results@.destination_port "Destination Communication

Port",
inbound_connections_results@.servicename "Process Service Name",
inbound_connections_results@.description "Process Service Description"

FROM

(SELECT DISTINCT i.source_ip,
i.destination_ip,
i.frequency,
i.destination_port,
ianap.servicename,
ianap.description
FROM inbound_query_helper i, iana_service_ports_import ianap
WHERE i.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
inbound_connections_results® LEFT OUTER

JOIN hostname_ip_helper hipl

ON inbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER

JOIN hostname_ip_helper hip2

ON inbound_connections_results@.destination_ip = hip2.ip_address

B A0SR EEEITRRYE

hERWE TR OSIR 5] EESTHRE,
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RAriEmE

EETERZE , MR RNITIHRE , MAMEE iana_service_ports_import & , 4
EM IANA TEH IANA ix COEMRBIEE, BXNFALIBERBESR ,

SAR

BITUATENR , LETiHOSRAEESTHRA.

SELECT o.host_name "Host Name",

FROM

WHERE

ianap.servicename "Service",
ianap.description "Description",
con.destination_port,
con.cnt_dest_port "Destination Port Count"
(SELECT agent_id,
destination_ip,
destination_port,
Count(destination_port) cnt_dest_port
FROM  inbound_connection_agent
GROUP BY agent_id,
destination_ip,
destination_port) con,
(SELECT agent_id,
host_name,
Max("timestamp")
FROM os_info_agent
GROUP BY agent_id,
host_name) o,
iana_service_ports_import ianap
ianap.transportprotocol = 'tcp'
AND con.destination_ip NOT LIKE '172%'
AND con.destination_port = ianap.portnumber
AND con.agent_id = o.agent_id

ORDER BY cnt_dest_port DESC;

B IANA BOEMRSEAR

B 02 IANA B OERE

HEEMEYNEAFTE—IMEN iana_service_ports_import &K , ZRXREEM Internet S35
BEHLH (IANA) TEHNEER,

£1% iana_service_ports_import &

1.
2.

T3 L% Amazon S3, BEXEZER | iF

M iana.org EBY RS B AL Bt i O SOE MR TE I AN A s COEMRBIERE CSV X,

SRR MR EEE S3 FHE1E 2

ERAMEXHNER

107


https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html

AWS Application Discovery

RAriEmE

3.

£ Athena R8I — N EB RWFXR, iana_service_ports_importEXi{ET ,
Athen a AAIFERHFHBIER, EUTRAEIFR , BEER my_bucket_name BRAEL—FHF
CSV X # L& EIfy S3 F M & o

CREATE EXTERNAL TABLE IF NOT EXISTS iana_service_ports_import (
ServiceName STRING,
PortNumber INT,
TransportProtocol STRING,
Description STRING,
Assignee STRING,
Contact STRING,
RegistrationDate STRING,
ModificationDate STRING,
Reference STRING,
ServiceCode STRING,
UnauthorizedUseReported STRING,
AssignmentNotes STRING
)
ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.lazy.LazySimpleSezrDe'
WITH SERDEPROPERTIES (

'serialization.format' = "',"',
'quoteChar' = '""',
'field.delim' = ',

) LOCATION 's3://my_bucket_name/'

HZ ¥ Amazon

TBLPROPERTIES ('has_encrypted_data'='false', "skip.header.line.count"="1");

ERAMEXHNER
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£ AWS Migration Hub 2| & X T 3E

AWS Application Discovery Service ( Application Discovery Service ) 5 AWS Migration Hub

( Migration Hub ) ££5% , & F AT BAfE Migration Hub R EFMEBEEHEWRERS. RS[ANNARE
F. H&HER Application Discovery Service 2 #I &8 , &G4 E E @ ZE Migration Hub 2 #1&, #H
Migration Hub $##| & TEEFH TEATAN T RIRE,

AT | AL T M R A B M2 Application Discovery Service TRIEUERR ( TR
HINEESRS ) f1 AWS R AR XK ( Discovery Agent )
£

£ AWS Migration Hub 2 #I & UKD EFLHE

- 1£ AWS Migration Hub ##l& P B a1 FF L BIEWESS
 7£ AWS Migration Hub 1#Z&l & P X BiE R ERHITHEF

« £ AWS Migration Hub 2 &l & EE RS2

£ AWS Migration Hub 2% & PX REe5H# 1THEF

- EEHEPIRIZRFEF AWS Migration Hub

« AWS Migration Hub A T 5 RS 55 IE

£ AWS Migration Hub 2 &l & P X RF#H1TH A

£ AWS Migration Hub #Z#| & RIKFEFLRE

EEEFEHIER , M AWS Migration Hub ( Migr at ion Hub ) ## 4] & S E K& ikE R 4Im
#". 7 Migration Hub EMFiRH , BAUEFEEXERFH. VARFNBEBERESNSREITHE
B, #il40 Application Discovery Service TGRS ( TRIBUESE ) M AWS NABRFATRE
( R ),

FEREIEHCF M OB Discover (XI) M Migrate (T8) #4IERFWEHRE, cEEEME
MEEBEXRUAR—RIATREHENEE. NAER  SUUEEREEHNNVNARFNEEZRES.
BRI ARG B BN E—NARR , RELTARRRSHEARFOHN , HEESNEERREREIR
HE,

EEFFEFIEMR , BM Mig ration Hub 2 H & =AM S E & PIEER “BHEER .
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£ AWS Migration Hub 12| & # /8 31 fl{= \E 3R W &2

Application Discovery Service TG EERR ( THREWES ) 1 AWS NABRERFAIRE ( RIRK
) 2 ( Appl AWS Application Discovery Service ication Discovery Service ) FAAR&EBIE AN E R
RBRMNBREWETE, UTHTREATIMATHRNFEILLAIABFERETER , FELRERESEN
RAWS MAERFRINE,

XUEBBERETEFHBBEFREINARFRIBRSNEEES  REEXEEARFHERE LETHH#
ENEFAEE. BBEXHNIEFNEM—NGE , BEA LM AWS Migration Hub ( Migration Hub )
BHEEY. FLNEFRENEKIE.

HE AWS NARFAINRE ( XIRE ) 5, LA LE AWS Migration Hub ( Migration Hub ) #2 &l
B ‘BERES THLERELEREKRESRE,

BSFELHERETR

1. EREKH AWS KF | BF AWS BEZFE HTIF Migration Hub 2§ & , Bk https:/
console.aws.amazon.com/migrationhub/,

#£ Migration Hub 2% 5 SME KK “RIM" T , &F “BIEWESR".

1 Agents (fRI) £+,

EHERFHEFLENRETENEIRE,

%1% Start data collection (B a1 BB W E) = Stop data collection (1F LEBIEWER).

o & w0 DN

£ AWS Migration Hub 12 & P X) #iE IR E =53 1THE =

MREEHB T FSHBWNERS , N EZRF AN “BEWES THLNE RN EBBRESS YR
THERF. BB EERERNAMIERS R FR‘ITHRF. B RMFFIEE Data Collectors
(BN ER) JIRPEEHRSEEKML,

TRERTARATRENERSZNH  SREZER. ENENE L.

BREMH EEN BH:EX
X ID == MNZETRETIENTERS

RAPGEENEMFRE ID,
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BEXH EEAF BH:EX
FHA == HNFRE , RMNEHPZER
BWEYTETT SR PIERF
= WETENS.
W EEIRFS == BEs  EEREREHFE
K% % Application Discovery
1= Service

BitXEs - BEWES T
B3, BIEFETIR ping B

K% %| Application Discovery
Service , RSFEX N “EF
;s

BEFLE  RKEHE , K
T8 3B &£ Application
Discovery Service,

BitXIfELE - BEWES T
=1k, TR ping BERT |,
IS = 1L &% F) Application
Discovery Service , RSFHE

B BEL
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RAriEmE

BRFMH EEN
ﬁ@ —_—

IP 4k ==

B: EX

BITRRRE - BIRWRERTT
B, TEETER,

BITRRAE  TEATHEIR
RS, REEREHREHR
o

KA : EEE— AN ETRY AR
NARE I ERE,

XA TEEXRBTRE., &K
SHTFHEFXAMER T IE
HEXHA", MRRETERRHT
BERAR , RSREE MRS
BHERRN B — MRS,

EHEEZIT  BEWEEFE.
TEETER,

MNEEFREWRNET EMNFRE
FH R AP IEREE IP s

TRERTARTERERERNERRZYS , 2 FEN. ENENENL.

BRFMH EEN

ID ==

B: EX

MNZETBETENTIERS
RAPIEFVEFAERERERS
IDo

X FERBWESR , ENEER
TERBRESRNTERNE
AR PIERENEMENSE

M EAE R EER AT HE
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BREMH EEAF BH:EX
Status == WEHE . BEREETE.
TREITERE,

HERRE-BRERERTE, T

gl

EE I%‘ ZT B4 FHEIRR

0

KA : EESE —ANDERY AR
NARE I ERE,

XA BT RS, RSETFH
BFXAA , ZTE&RE—XE
5 “RH" MRRETERD
TERAE , RBFES MR
HRBMEIN S —MRE.

IP th ik — MNEEFRZERET BEWFRIE
FH R AP IEREE IP ht,

BEYNARREERE N BIERERD R

1. ERAZK AWS Ik |, BF AWS EEEF|E HITFF Migration Hub #&]& , Mk https:/
console.aws.amazon.com/migrationhub/,

£ Migration Hub #ZHI & S BEHKHN K" T , &F “BFEWESR".
TEFE TTREBRER 1 RE ‘T,
HEEREREGFANIIRPIERE -MEREM
MNTF—=MIRFERE - MEE R

M&E—MHIRFEERE—ME,

o o kw0 N
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£ AWS Migration Hub 2 #| & & & RS ES

Servers (R5E) MEH TEXBERETEMANESNMNRFSEXFNREREMEERE. BUUE
ERSZEBEE , FAMERMHENRSZSEDE , FARAR/ENKIERSSH[URS HIFANRSBNREE
B,

BH R EHERETER NN RS HFNENAR N FANE,
EERUNIRS R

1. RSN AWS K/ , Bx AWS B2 H & HITFF Migration Hub #2&I& , Mk Jyhttps:/
console.aws.amazon.com/migrationhub/,

2. 7 Migration Hub Z#I& SMERKN “KI" T , EE “KFHR . RIANWBRFHHERERSHFIIxK
o

3. ETHENRESSBNESZEMEESR , X Serverinfo (REB[ER) FIh R H RS SSEEE, XH
HEER— MERRSSHENRE.

ZRSBENFAREGE RRSEEEN MR, SEUUERATSENEKB xRN HREENIE
H, ESHFMANERSEEER |, S FEAWS Migration Hub AT 5 H RS 8885 3E.

£ AWS Migration Hub &l & Xt IR S 1THEF

ERMERBERSS  FRRABRBEFANRETERANABERSEDR, EUURENESH
AT R MIFL,

ISR R R R RS 88 5 %

1. FEASZH AWS K/ |, BF AWS B HE HITFF Migration Hub #2H& , Wik Jyhttps:/
console.aws.amazon.com/migrationhub/,

f£ Migration Hub 12 & S BN “KIN" T , &F ‘RFH.
EEFRENEHHMIIRFER -MERZMY
MT—=NBIRFPEZE-NMZER,
NEBRFMEEA—NMXDKNENE , ARG Enter,
BN EESR 2 -4 REAZ/NEIESR.

2
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25 & FFRig RS 28 AWS Migration Hub

NPBIEBAKNNBREHARERF , EAUASIMNRFHUES ML, L RAFPENXWER/E
X, IR EXRSENEENBBENTHE, SUUNEENMREFRIE-—ARZERSEE. AWS
Application Discovery Service ( Application Discovery Service ) AWS FRESHREEL , BXFHPE
HNRETERRER,

BAILAM Servers (RS 28) ETMEN — P RZ MRS [P MBMBRZMEL, ERFB|NFAEERNE
L, BREENFRIE RS SR INEM R — DR ZMRE, BUUEENMREDRITERZSPMREH[HIRZE
KB WIRICES . B UARIBRIRE,

FRERNE — RS RS R

—

ERAZH AWS Ik |, BFk AWS B H| A HITFF Migration Hub #2&l& | Mk https:/

console.aws.amazon.com/migrationhub/,
£ Migration Hub #2H| & SMEKKN KT T , EF “RF5H|"

3. 7 Serverinfo (BRF2R1ER) 5l , EEREN ERMIRER RS BRAVARSS 2Rk, B —IORIRER
MBS ERSSR  FESIMRSFENERERNET.

N

4. EFE RIFRL, REEE HIFIRE",

5. EXIEEF , ERFRIRA-—NER , wblE "B FRFRA-NME,
B ERENINFARE A RINE S EERBPMESIREL,

6. EEFRF

M=DBZN RS B PHIRRIRE

1. RS AWS 1K/ |, BFk AWS EE2H|A HTFF Migration Hub &l & , MikJyhttps:/

console.aws.amazon.com/migrationhub/,
# Migration Hub #2H| & SMEKK K" T , &F “RF5H|"

3. 1 Serverinfo (RSFEREE) 5l , BEBEMNPHIBRFEN RS R[AVRS B[EE, RPZERSH
M ERET —RMNZ B RS H/LBRFZL,

N

4. EE BBREZ,
5. EBREMRNTMRZ,
6. EEFEWIA,
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https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

AWS Application Discovery AriEE

AWS Migration Hub i T 5 iR F 22 5dE

AEFTNABMAER AWS EEZES AWS Command Line Interface. = APl & H RSB HUE,

RS AWS EEEH & HATH RS R RS B[ HIE

1. BR AWS BB & HITIF Migration Hub 1#2&I& |, Wik https://console.aws.amazon.com/
migrationhub/,

2. EEMSMBEERN KM T , &&F BRFHR"

3. &EBRE, RABEER SHRIABIE

4, TERBIKIM Exports (5 H) ZB%2 , #%4% Export server details (5 HREFFMER). LigES
R —zip X, EREETRAPEIRMN.csv 3,

XH# i BA

{account_id} _Application.csv BIMMARFNFAER , SRBRFHBE.
B AR,

{Ik5_id} _ .csv ApplicationResourceAssociat BREEIMBMARF 2 BHX R,

ion

{5 _id} _ ImportTemplate BERSBENNABEFNIGENREE, T
WM EF S AL X H A E 5 IR S5 88 < BRH A
BERF.

{M 5 _id} _ .csv NetworkInterface BANRZEONFAGE , SEXRERNES
25, HbuEF R,

{account_id} _Server.csv BARSBNEFAEE , BFERERS., 4
BENELNERREF.

{5 _id} _ .csv SystemPerformance BARSBNIFAEFEE , ¥ CPU, RNEM
FEEE R L,

{account_id} _Tags.csv EREH|XBEHNEMIENIFHAE L,

{account_id} _ Info.csv VMware B VMware EEENFHAEE , 2IF

moreF. VMname F vCenter,
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EHS AWS EEEZF A HIFERSSFVRERE

1. BF AWS EEIEH A HITIHF Migration Hub #2#1& |, Mk https://console.aws.amazon.com/
migrationhub/,

2. EEMSMERD KW T, & RS:H_

3. FARET ‘BFH THWERFERF, IFER—PTHIIR. BZIIXRF, £ BE T, @&#&
SR, RIEiEE = BEN , RRGEE R = RE

4. HERERT  ERENESHBENRSF[NEN, LRESFEHFIZRSF[NFAREE
Mo

5. WAFIEEEMERNE , RFEE SH". FHB.zip XA SETRPER .csv XHF,

{Ik&_id} _ .csv destinationProcessConnectio  FRE | AMIEENFMER,

n

{account_id} _networkInterface.csv BAMEZEONFEMES , SEHUE, BB
B

{account_id} _osInfo.csv BRERGWFMEER , B CPU EKE, EHl
NEBRRNER 1’!57%,»%?'\0

{account_id} _process.csv fR% e EISITH#HENIFHAER.

{5 _id} _ .csv sourceProcessConnection 3k B RSS20 HIbEENFMER.

{account_id} _systemPerformance.csv BRS5ERH CPU., MNIFMFMElE & ERERY 1%
HER

£/ AWS Command Line Interface 2 API & 4 IR 25 kiE

1. 1Z1T start-export-task. MKy API #4E= StartExportTask

2. 1217 describe-export-tasks, HRH APl ¥R DescribeExportTasks.
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£ AWS Migration Hub 2% & A XI IRSEs#H 1T 0 4

-2 ERIMBSHARFE-RBEIBSRRIFERET. EXHERT , EUXRAEBHIRAEN
ERXMBRSHFEAREDATINARFH,

EoATES , BUNER, MEMRIIRE,

HRSRSAZFONAUENEAEF

1.

EREN AWS K |, Bk AWS EEZGIA HITFF Migration Hub #2&1& , Mk https://
console.aws.amazon.com/migrationhub/,

£ Migration Hub 2 H| & SMEKH KT T , EF “RF5HF"
ERFRIIERP , EREDAEIFTHIAENNAEFNEN RS R,

NTHEBAENAERRESS  BUUETERERSRIIRFEENETAREHITRRENRL, =&
BRERNEHTHMNIRPERE T, NT—NIRFPERE-—NZERF , RAREALHZME.

Al - T/ MNEERS SR , EF Add tag (RINFRZ) , N Key (B) BA—NME , AEREZFEN
Value (fB) B A —ME,

%% Group as application YEANMARF S A) UEIBEMNARSF , SURNE — N IENARE
Fo

£ Group as application (fEN M AR 2 4H) XHiFER , % Group as a new application (£ #
R AREF 2 4) 3 Add to an existing application (RN ENAREF).

a. MWRIEERER Group as a new application YER TR AR D 4) , iE7 Application name (B A
BFEH) BA—1NEBMH. (Fik) BT LA Application description (B R ##iR) A —1
HR,

b. HREEE Add to an existing application (RINZIFE M ARER) , BEBERNE SR KN
RAERNAEM.

EERERTF.
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{$ F Application Discovery Service AP| &ifj % Iy Bl E 1 B

BEENERRERELS AELZWEEFOEIN IT &=, FH AWS Application Discovery Service
( Application Discovery Service ) Bt , BRI LAEF API kisETRESEH EHRF . NARER., HiE
MEERTWEERETE. BX API EE , 55 App lication Discovery Service APl &,

LTRE&T iy RESIH THA Application Discovery Service ¥R VERY 7] F a1 A 55 %% 25 M4 H PEF IR I -
* DescribeConfigurations
* ListConfigurations

FEMBEFETURHEER THRFRRE ( RSR. NARR. #HEIUER ) 5,

/A Important

DescribeConfigurationsListConfigurations, fREHERStartExportTask™
RETEERIENEH ., BXRELEER , 1S H the section called “& & — 3"

£ DescribeConfigurations &/E

#ZDescribeConfigurationsiR SR REE IDsHIKRNEM. FIRMUNAIBER™XE IDs XM
B ( RSSeR. MARRF. #HESERE ). HFRBETAMENE~RE, flH , RSFEETNH
HIEEXRBRFHENBEHENIIR , flNENE, BERENN . BXGREENESEER , 5

%] DescribeConfigurations.

DescribeConfigurations B#ERXIFFiL,
DescribeConfigurations % H=FER

TRIFZA=RBHS , I T DescribeConfigurations BAEXFHNHEFR. WHEPHBAITER
BN HMERFER,

AR5 BR AT

F 5 i

server.agentId

f# /A DescribeConfigurations #&fE 119
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeConfigurations.html

AWS Application Discovery

RAriEmE

FER
server.applications

server.applications.hasMore
Values

server.configurationId
server.cpuType
server.hostName
server.hypervisor
server.networkInterfaceInfo

server.networkInterfaceInfo
.hasMoreValues

server.osName
server.osVersion
server.tags
server.tags.hasMoreValues
server.timeOfCreation
server.type

server.performance.avgCpuUs
agePct

server.performance.avgDiskR
eadIOPS

server.performance.avgDiskR
eadsPerSecondInkB

5

f# /A DescribeConfigurations #&fE
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FE 5

server.performance.avgDiskW
riteIOPS

server.performance.avgDiskW
ritesPerSecondInkB

server.performance.avgFreeR
AMInKB

server.performance.avgNetwo
rkReadsPerSecondInkKB

server.performance.avgNetwo
rkWritesPerSecondInkB

server.performance.maxCpuUs
agePct

server.performance.maxDiskR
eadIOPS

server.performance.maxDiskR
eadsPerSecondInKB

server.performance.maxDiskW
riteIOPS

server.performance.maxDiskW
ritesPerSecondInkB

server.performance.maxNetwo
rkReadsPerSecondInkB

server.performance.maxNetwo
rkWritesPerSecondInkB

server.performance.minFreeR
AMInKB
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RAriEmE

FER 5 il 1
server.performance.numCores
server.performance.numCpus
server.performance.numDisks

server.performance.numNetwo
rkCards

server.performance.totalRAMINnKB

R

FER 5 il 14
process.commandLine
process.configurationId X
process.name

process.path

process.timeOfCreation X
N ARRFE

FER o8 il 1%
application.configurationId X

application.description
application.lastModifiedTime X

application.name X

f# /A DescribeConfigurations #&fE
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FER 58 il 1%
application.serverCount X
application.timeOfCreation X

£ ListConfigurations ®1E

ListConfigurations BERBELERERGPEENFHRREBMBENSIKR, BXWTIELEN
E2EE , ESHListConfigurations.

ListConfigurations 9% FER

TRZRFREHS , 5IHT ListConfigurations REZFNHEFR. MHPHRAEEIRIEN
HIEHNF R

AR5 8RB

FER o8 il 1%
server.configurationId X
server.agentId
server.hostName
server.osName
server.osVersion
server.timeOfCreation X

server.type

HER™

f#f ListConfigurations &4 123
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RAriEmE

process.

process.

process.

process.

process.

FB
commandLine
configurationId
name
path

timeOfCreation

server.agentId

server.configurationId

BRI RTE R & 7=

application.configurationId

application.description

application.name

application.serverCount

application.timeOfCreation

application.lastModifiedTime

EER

FE

connection.destinationIp

5

5 1

5

f#f ListConfigurations &4
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FER 58 il 1%
connection.destinationPort X
connection.ipVersion X
connection.latestTimestamp X
connection.occurrence X
connection.sourcelp X

connection.transportProtocol

destinationProcess.configur
ationId

destinationProcess.name

destinationServer.configura
tionld

destinationServer.hostName
sourceProcess.configurationId
sourceProcess.name
sourceServer.configurationId

sourceServer.hostName

> ## ListConfigurations FEik s

TREZEBRFEBEES , 5IH T ListConfigurations BIEZFHNEZRM, HESFFEMN key/value
REBAIFNBEZRHZ —EN. BUUNMAREIESZENREEEEF,

AR5 BR AT

f#f ListConfigurations &4 125
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RAriEmE

TR SR A

server.co
nfigurationId

server.hostName

server.osName

SEIrver.os

Version

server.agentId

X RMF

+ EQUALS

*+ NOT_EQUALS
+ EQ

* NE

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

+ NOT_CONTAINS

* EQUALS

* NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS
+ EQ

* NE

X FWE

- EABEMNIRS R
EE ID

> FHEF

I

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

x

f#f ListConfigurations &4
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RAriEmE

IR SR A

server.co
nnectorld

server.type

server.vm
WareInfo.
morefId

server.vm
WareInfo.
vcenterId

X R

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE
CONTAINS

NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE
CONTAINS

NOT_CONTAINS

BEEUTEzZ—WE
FER

EC2
OTHER
VMWARE_VM

VMWARE_HOST

VMWARE_VM
_TEMPLATE

FRE

> FHEF

I

7

f#f ListConfigurations &4
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I SR 21 0E S oS XEENE P2 =30k 952
server.vm « EQUALS . PR 7
WareInfo. « NOT_EQUALS
hostId . EQ

« NE

« CONTAINS

+ NOT_CONTAINS

server.ne « EQUALS - PR 7
tworkInte « NOT_EQUALS
rfacelnfo . EQ
.portGroupIld ) N2
+ CONTAINS

+ NOT_CONTAINS

server.ne « EQUALS . FRH 7
tworkInte « NOT_EQUALS
rfacelnfo . EQ
.portGroupName L e
+ CONTAINS

* NOT_CONTAINS

server.ne + EQUALS . FHFE 7c
tworkInte « NOT_EQUALS
rfaceInfo . EQ
.virtualS T2
witchName
« CONTAINS

* NOT_CONTAINS
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Jirid s X &MG XEFENE X EHNBEF
server.ne + EQUALS . TR 7
tworkInte « NOT_EQUALS
rfacelnfo . EQ
.ipAddress

* NE

+ CONTAINS

+ NOT_CONTAINS

server.ne + EQUALS . FAFE 7
tworkInte « NOT_EQUALS
rfacelInfo . EQ
.macAddress
- NE
« CONTAINS

+ NOT_CONTAINS

server.pe + GE - Botk v
rformance . LE
.avgCpuUs . GT
agePct
e LT
server.pe + GE - MBE v
rformance . LE
.totalDis . oT
kFreeSizeInKB
¢ LT
server.pe + GE - MBE 7
rformance . LE
.avgFreeR . GT
AMINnKB
LT
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RAriEmE

IR SR A

server.ta
g.value

server.tag.key

server.ap
plication.name

server.ap
plication
.description

X R

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

> FHEF

I

x

f#f ListConfigurations &4
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RAriEmE

IR SR A

server.ap
plication
.configur
ationId

server.pr
ocess.con
figurationId

Server.pr
ocess.name

server.pr
ocess.com
mandLine

N REF R

ik SR A

applicati
on.config
urationId

X R

+ EQUALS

+ NOT_EQUALS
+ EQ

* NE

+ EQUALS

*+ NOT_EQUALS
+ EQ

* NE

* EQUALS

* NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

XFHRY

+ EQUALS
* NOT_EQUALS
- EQ

X FWE

- EUEMHNEAE
FFEE ID

* Processld

X EFNE

* Applicationld

> FHEF

I

x

X BT

x

f#f ListConfigurations &4
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RAriEmE

IR SR A

applicati
on.name

applicati
on.description

applicati
on.serverCount

applicati
on.timeOf
Creation

applicati
on.lastMo
difiedTime

X R X FWE

NE

EQUALS - FE
NOT_EQUALS

EQ

NE

CONTAINS

NOT_CONTAINS

EQUALS - FNE
NOT_EQUALS

EQ

NE

CONTAINS

NOT_CONTAINS

Tk, T Fifik.
T 5w X Fimiko
P HE, P Fiwiko

> FHEF

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

f#f ListConfigurations &4
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v St XENFRMG XENE XENHEF
server.co « EQUALS - Serverld T
nfigurationId « NOT_EQUALS

- EQ

* NE
BRER
TRk SR 2= 0E S XENE XENHEF
process.c + EQUALS * Processld
onfigurationlId « NOT_EQUALS

. EQ

* NE
process.name « EQUALS - TR « ASC

+ NOT_EQUALS + DESC

. EQ

« NE

+ CONTAINS

* NOT_CONTAINS

process.c « EQUALS - FREH + ASC
ommandLine - NOT_EQUALS - DESC
- EQ
- NE
- CONTAINS

* NOT_CONTAINS

Server.co « EQUALS » Serverld
nfigurationId « NOT_EQUALS
.« EQ
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RAriEmE

IR SR A

server.hostName

server.osName

server.os

Version

server.agentId

AT

X R

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

X FWE

> FHEF

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

f#f ListConfigurations &4
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RAriEmE

TR SR A

connectio
n.sourcelp

connectio
n.destina
tionIp

connectio
n.destina
tionPort

sourceSer
ver.confi
gurationId

sourceSer
ver.hostName

X RMF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

XEWE p-3=: 0F 1352
. IP « ASC
- DESC
. IP « ASC
« DESC
o« B « ASC
« DESC
» Serverld
. FREH « ASC
« DESC

f#f ListConfigurations &4
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RAriEmE

IR SR A

destinati
onServer.
osName

destinati
onServer.
osVersion

destinati
onServer.
agentId

sourcePro
cess.conf
igurationId

X R

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

* Processld

> FHEF

+ ASC
+ DESC

+ ASC
+ DESC

f#f ListConfigurations &4
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RAriEmE

IR SR A

sourcePro
cess.name

sourcePro
cess.comm
andLine

destinati
onProcess
.configur
ationId

destinati
onProcess.name

X R

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

XENE SXENEEF
. FRH « ASC
« DESC
. FRH « ASC
« DESC
* Processld
. FRH « ASC
- DESC

f#f ListConfigurations &4
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RAriEmE

IR SR A

destinati
onprocess
.commandLine

X R X FWE

+ EQUALS - P&
+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

+ NOT_CONTAINS

> FHEF

+ ASC
+ DESC

AWS Application Discovery Service AP| B &x£& — Bt

UTEMREREAR —BH. EEURERITEVEIE

#StartExportTaskDescribeConfigurations, FlListConfigurations,

» AssociateConfigurationltemsToApplication

« CreateTags
« DeleteApplications

 DeleteTags

» DescribeBatchDeleteConfigurationTask

» DescribelmportTasks

 DisassociateConfigurationltemsFromApplication

» UpdateApplication

EERA—HMHMNEI :

 MI&E B IEEUREStartExportTaskDescribeConfigurations, 8% ListConfigurations ( SR E 48 BI Y

AWS CLI &5 % ) BY , BEARBEREE , LEREBHN B L LN EMERREEREP/Z
B, Mt , BEESTRIURE , NMBEHNSEHETTE , RAEEHEMNE TS HaF=EE,
- BMEEHERMAERE 200-OK WAL , L BB INEEREZANSENE, NAEKREREE , WLYH

MEBNETH  REEN R IAT AL E S SR,

RA—HM
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_AssociateConfigurationItemsToApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_CreateTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteApplications.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeBatchDeleteConfigurationTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeImportTasks.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DisassociateConfigurationItemsFromApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StartExportTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListConfigurations.html
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AWS Application Discovery Service fif f 1% O ik 2 #1715 [
(AWS PrivateLink)

A LAE A AWS PrivateLink £/ VPC 2 B & 2 FAH E#E AWS Application Discovery Service,
& T LURIEIRHY VPC H— #1518 Application Discovery Service , TEFEHAEBRMMx, NAT i&

% . VPN Direct Connect SEERIERE, EH VPC PHEHITEELE IP #thutEIA 518 Application
Discovery Service,

A LB Bl B AWS PrivateLinki2 Mt X FMEORSCRE Y WFAAEERE., BIFELNEOR
REANSNFRHUE— MR RMEED, X thil—:'lﬁ REEENWMEED , AYEKRE Application
Discovery Service fREMN A O Ko

BXREZEER |, BZHE (AWS PrivateLink 1E/) F VBT AWS PrivateLinkif 8] AWS RS

Application Discovery RS B9 =Z E I

F£ 79 Application Discovery Service & B 04X ixT R 281 , IHEHAWS PrivateLink 1&§F & 8 52 5
d VPC &ixT KiFR AWS RS

Application Discovery Service XFRMEOD . —MNATRAHFE API 8 , Z—1MATEREBRE
22M AWS NARFXIREBRERNBE.

SIEEARR

BT LAE R Amazon VPC #24]& 3 AWS Command Line Interface (AWS CLI) S12#E Nk R, BXE
ZER , BSHFEAWS PrivateLink I§MHHEAED VPC LT K15 F AWS RS

For Application Discovery Service

FRALTARS BF A Application Discovery Service SI2#EZOLKHT R :

com.amazonaws.region.discovery

MRERNFOXKET RS HAFE DNS |, WA SAEAHEBRIAX1E DNS & #5/@ Application Discovery

Service & APl 53R, #l4 discovery.us-east-1.amazonaws.como.

For Agentless Collector and AWS Application Discovery Agent
FERANATRSEHIBEOKFETR :
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
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com.amazonaws.region.arsenal-discovery

MRERFEOLR T LS AT DNS , A LA A HERIAXE DNS & #5@ Application Discovery
Arsenal & H APl iR, 5l arsenal-discovery.us-east-1.amazonaws.coms

A VPC i & 6l 2 i = 3R B

iR E Y IAM BR |, SR EMMEE QR R, MIALET SRR AVFET QL RET /XY
AWS RS # TR T EEHI RV VPC 151 AWS IRSEVINER | H4F B E XL imT7 = SR uE Y in
BEOLIRT Ko

mRARBEENATES !
« AHITIRENESE (AWS K/, IAM AP IAM B8 )
« ARATHVERAE,

BREZEER , 5 (AWS PrivateLink 5EI) #9582 58 M 422 3 AR 55 A9 173 [R1 A PR o

R - VPC KT QRS

LTRAERRREHN — MR, LR MEEORQN , HAMAERRELNAEEAR T
B H YRR TG FI AR

Example policy for Application Discovery Service

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"discovery:action-1",
"discovery:action-2",
"discovery:action-3"

1,

"Resource":"*"
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Example policy for the Agentless Collector and AWS Application Discovery Agent

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource":"*"
}
]
}

R’ VPC KT R TEAEBNESN AWS NAEFRZINRE

TREWERM AWS NABRFANREBAXBFIREN KRR, MR , iEMarsenal--
discoveryll G VPC LinT S FAH DNS Thek,

i&% & Direct Connect B8 & , FFAH AWS IP b1t EBEZ VPC, Hlan , B#5 =10.0.0.0/8 , B¥r =
Aih, XNFUIRE , BEDVEEN arsenal-discovery Amazon VPC Kin T S FAE P ik B
BE VPC,

£ arsenal-discovery Amazon VPC &ixT S FA%F DNS ThgE , RN TR BRERTZIFTE
BH Arsenal LiFT =,

ERBEFMWHIRE arsenal-discovery Amazon VPC AT R , iZ M ESEE NN Direct Connect
REBBEH VPC ME.

FHRELHIEE arsenal-discovery Amazon VPC KixT R, iZ4A A FRE VPC AZBHI AT
& (#5121 10.0.0.0/8 )

®E Amazon Route 53 AMifi##25 , Warsenal-discoveryl Gi# VPC LiwT =FA%E DNS &
MEXEH DNS 47 , ZBWESEN A VPC RiRT IMFAE IP, MRETXEM , WESTEA AL
fEATES AT DNS 47 , HFEALH Arsenal KT R, RENFLEN VPC,
MREZATHAELARRE , WEHEMIEFTAK,. XRENTREBKESTED [ Amazon ECR
KT REEERREREH. EETEBILNHERMEAEZBERNBERTERA BN ENIEE , B85
Amazon ECR BRSRE VPC KimT | , H AN ZLIRT /S AFE DNS H8E,
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Z & AWS Application Discovery Service

ZEEAWS REFZE, N AWS B , BULUNETRNBREARSHEZEHRBEALNERMAEN
BEPOMMERY PR,

RERMAFHEEE AWS W E, REHEEXFEFHRAIZHN 22N ch RS2 MH .

« TEE — AWS ARRIPE AWS ZHIETT AWS IRFSHEREN, AWS ENBREATUREER
RIBRSS . F AWS EMMITRIN—82 , BN ZeBRNERMEHRE=FF It ARTN M
Wi,

- DIKEE-BNREASEAN AWS BRFRE, BEFTENHEMARNT , SHEENBFEHHR
., SARNERUNERREREEN,

EMFH AWS MARF XA E S Application Discovery Service TREBUERS |, BAMEIEH AWS
k FREABEZH. RE , XEEEHFERELSNAEMIZES. EATEREERN—H2 , B8
FAERFRNEMIZENFRZ S,

AR HE BY IR T #E1E M Application Discovery Service B a3 A 2 IBRFE R, AT EBE@EN
I ELE Application Discovery Service LB R RN Z 2 MEMN B IR, BB FET NMAFERHEM
AWS BR S5 3k #5 Bh 42 s 43 4R 37 S8 89 Application Discovery Service &R

F&

« Identity and Access Management AWS Application Discovery Service

- 123k Application Discovery Service APl AWS CloudTrail

|dentity and Access Management AWS Application Discovery
Service

AWS Identity and Access Management (IAM) AWS g5 AIE BN EIE R R iR HIx AWS BIRA 7R
NPR. IAM EEAEFHETUARITEMRIE (BF ) RN (FABENPR ) KEA Application Discovery
Service BiR. BRI LAFER IAM AWS RS | TEXAHFANER.

I B

EF&H
. F

- ERASHHEITEHLRIE

2
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- ERRBEERRE

#n{a AWS Application Discovery Service 5 IAM Bt &1

AWS KT E KB AWS Application Discovery Service

AWS Application Discovery Service & F & 19/ 5K B R 451

A Application Discovery Service RS HEKX AR

AWS Application Discovery Service 5 173 i} 7] 5% 3k f 25

AR

BEIE A 53 AWS Identity and Access Management (IAM) H&H B EMR :

- RSAF : MREBFTEHEINEE , BMNEERLERNR ( S HAWS Application Discovery
Service 5101 0] SEHERRE )

- REEER : BEAFLHRNBEHERINRER ( ESFE W10 AWS Application Discovery Service
5IAMEEFEA )

- IAM BEER . RERATERFRINRAKE (ESHEAWS Application Discovery Service &F 517
(Y SR B B )

£ & 21T & IR AIE

SRBIFRE AWS M EIERFN AR, BXTEL IAM BF B0H#TEHRIE AWS K- 1EA
P, REBIET IAM AEH#TEHBKIE,

& T LAME ISk B 54 RIVIEPH AWS IAM Identity Center ( 1#0 ( IAM Identity Center ) , B REFKE
BHIET® Google/Facebook iEF , LB E H M E R, BEXBERNEZER , 56 (AWS X AF
B FHIAEFEN AWS IKF,

X TFmIELE , AWS 2t SDK Ml CLI KIS ER#TMBLE R, BEXESER , HSH (AM A
FE) FHEAT API ERHIAWS L& HRE 4,

AWS K 7 root B

Bl AWS K/ , BR2BE—1NEN AWS K™ root AFNEREH , ZEHATUZLBEMER
R AWS BRSS MR R, BIBENBVUFAEEABRAFRTEEES. AXERRAFKILENGES |, #
2 (IAM fFiEr) PREERASKIENES.
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IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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AWS Application Discovery AriEE
BT RIRR R

ETRRAYREEZMMNEF IR JSON KX, R~HI2HE IAM BBEERKEMN Amazon S3 741
K, EXRHETRARNEBOBRST  BRSEERATUEACIREFNBERFENL R, BBMIE
E T HIRAYREE P IEEEHE,

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS £EX
B

A SR (ACLs)

TREFIFIR (ACLs) 2 HIHPLEREA (KFKA, AFRA. ) BNBRER, ACLs SETHIRM
REERE , REEANITEM JSON KRB HEER.

Amazon S3 #l Amazon VPC i X FH RS =¥l ACLse AWS WAFE T EZ{EE ACLs , E5H
QIS fE R F RS A EIERE) P ERIEF SR (ACL) BHiR,

HREgRE
AWS ZIFHMRRERR | XEREEBTNEEEFE NN FERERRFWHRANR

s NRILR - EEETEMHNRBILURT IAM REHNREANER. BEXEZELE , B3R (IAM AF
) FH IAM SRR R,

- IRFEHIER (SCPs)-EHFIEEAHLR AR BN HZR AN AWS Organizations, BXEZEE |, &
2% (AWS Organizations FIFF 18R A HY PR SS 15 I SR B .

o BIREFIKEE (RCPs)-REKF A RFENHZRAATANE. BXELEE , FSH (AWS
Organizations FIF1E/) P FERZEFIFEE (RCPs).

- RERE -ERACEKSAFCBIGRSEN , EASBERENEREK, EXEZER , BES
F <IAM AFiER) PRLIEERE,

LRGSR

HENRBNERMA T —/MERE , ERNNBREMSERMELIER, ETHESR SRR
WA AWS BERBAFIER , F2H IAM AR EEHP N ERITEEE,

#n{a] AWS Application Discovery Service 5 1AM &t & F

EEA IAM BEXY Application Discovery Service BiFRIMBR 2 &1 , BRI1% T EWFLE T BT
Application Discovery Service B IAM Zh8E, E£TH 7 ## Application Discovery Service F1HE M AWS
REWEE IAM BEEA , E5H IAM AFERTHS IAM BEEEANAWS RS

#0147 AWS Application Discovery Service & 1AM B & 5 145


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Application Discovery AriEE

£

- Application Discovery Service &F 54

- ETRFEH SRS Discovery Service K
+ E T Application Discovery Service ¥r&

» Application Discovery Servic

Application Discovery Service EF &

BUEA IAM ETSHNERE , EAUREEATRIELWRENMTRAR A TFRIELIRENSK
#. Application Discovery Service XFHFENRIE, BREMFHR. ETH T JSON REEHFERBFT
BRZE , B2H (AM AFERE) 1 IAM JSON KB TESE,

R

EE R WLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BN EETUANT LR FERITER
&, URIEMHAZRHETHIT,

JSON HEEH Action TEMA A THEREF AFRIELILFHNRE, EREPISHREARTR
TTRERIRERI R,

Application Discovery Service FHI RS IRIETEIRERIERA L THIAR : discovery:, RBEALNDT
& Action 5 NotAction jt¥. Application Discovery Service EX. T HO W —AIRE , X LR/EH
R T EAAERZRFSIMITHES.

EERMEAPEESTIRE  BERESHENRIT , TR :
"Action": [

"discovery:actionl",
"discovery:action2"

BT LERABESR () BESMRE, i, EIEELLEE Describe FFLMFIERE , /AT
BIE -

"Action": "discovery:Describe*"

E&EF Application Discovery Service ##1E5I3k , FZH IAM AP 358 AWS Application Discovery
Service P E X W 1E,
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=R

Application Discovery Service X #F ARNs ERBEHRIEEREFE. EXFIFRINER , E2 512N EA
AWS K

ESLE

Application Discovery Service T RRMEEMSBFETHREZNF M ZL , ETHIIBFFERAELELRBE LR
tH, BEBEEAE AWS 2 R&HE , F28 1AM BFPERHMAWS £ B4 £ T X4,

=~

E&F Application Discovery Service £ T B MR R B , FSH. AWS Application Discovery
Service ET 54 # Kb =

EF®RH R AR Discovery Service

Application Discovery Service F X FHE T RIRHI KB,

E T Application Discovery Service ¥r&

Application Discovery Service 7 X 5¥ric R IR SR TEIR 12 5115 B R
Application Discovery Servic

| AM A B REN AWS K H BB %5 ER RIS,

£ Application Discovery Service # {5

Application Discovery Service 7 X 1% F Iff BHIE$ o

RSREKAE

RSSHEX A B RV AWS RS THEHEMRS TR RFRAARETRRE. BSKREBEERE IAM IK
P, HRZERESE. IAM BEAAUEFEETERERS X KA CHNR,

Application Discovery Service XFRESHEXA R, BXRBIENEE Application Discovery Service AR
ZHRABNIFMELR , FSH I Application Discovery Service A REHKR A E,

BREAE

BHREATRSAREEBERSAC. LAGATRSHREMRS FHRRUNRETHEE. KBS
ABETRE IAMKSF , FRZKSRE. XEWE , AMEERAATUERZAGHNRR, ER , X
B F] RE & P T AR S5 RY Zh BB
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Application Discovery [RF X #HRFZAE.

AWS HIIEE R RE AWS Application Discovery Service

ZE@AF, BANASRTINRR , £/ AWS TEXRLLACHERRERS TS, IR VAR
FIRARH IAM ZEFEEARBFENRAMETWAR, BREAN] , ERUERAEIIA AWS BEX
B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS RERBNESER , 5
5 IAM B SRR AWS FEE R,

AWS BRS5 4R MEHF AWS HERE, B EEQRAWS HERBHFNNR, BSBRa@ AWS £
ERRBRINFAANPRAZIGIE. WEXEFSLBMMRBNAESH (AR, ANEE ). 3B
BB ERFRIETAN , RSRETRSER AWS BEX K. RSET2M AWS HERBKHPBER
MR, F LRI E A 2B ERE R,

LA | & AWS X EHBES MRS TEIRENIEE R, 40 , ReadOnlyAccess AWS & K RE 12 1H

NFTE AWS IRESFERN RIRFRINR. HRSE—THFIEER , AWS SR FREFNEFRRMI
EmNPR, BXx THERAERKBNFIRMNER , 258 IAM BFRERHIERT T/ERENAWS EERE
B,

AWS FEE KB : AWSApplicationDiscoveryServiceFullAccess

ZAWSApplicationDiscoveryServiceFullAccessEKBERF IAM A F K F 1718 Application
Discovery Service 1 Migration Hub EJfXFR APIs,

BN T LLERBEHY IAM A PRIk P R BABL & Application Discovery Service, BaifELEARE, BHMEL
TREXRIM , LARM Discovery Ser AWS vice BIEFERERLHIE, BXRUERBNW RO , FSRETX
Application Discovery BRI E £ 5 R ER.

AWS FEE KB : AWSApplicationDiscoveryAgentlessCollectorAccess

AWSApplicationDiscoveryAgentlessCollectorAccess¥EERMEIE T Application Discovery
Service TRIBUYEESR ( TREWES ) I MNABRFANBRSHEZBEUREHMRSERFHIN
PR, AWS

AR I R BE B IO R E A HIE BB E LR AEBUERRH 1AM AP
RRFHER
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ZRBEEE A TRR,

« arsenal— AR FUNEEESIE Application Discovery Service AR FHEM. 7 T B HIESIEK
BRIZEEZE , XRMLEMN AWS,

« ecr-public— AFWERFAAL D FHEMHARSRLHIEMER ( Amazon ECR Public ) , EABE AL
KIS R EH,

- mgh— AR FWEEFHA AWS Migration Hub B4 3R A Tl B WESSMIK £ Xig, XX F HE U
ERNBIRE N RET BN X R HEN,

« sts— RFWESKRRERSZAZTH , UEWESS T LLEA Amazon ECR Public LUREVERHT E#.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ecx-public:DescribeImages"
1,
"Resource": "arn:aws:ecr-
public::446372222237:xepository/6e5498e4-8c31-4f57-9991-13b4b992ff7b"
}I
{
"Effect": "Allow",
"Action": [
"ecxr-public:GetAuthorizationToken"
]I
"Resource": "*"
}I
{
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"Effect": "Allow",
"Action": [
"mgh:GetHomeRegion"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"sts:GetServiceBearexrToken"
1,
"Resource": "*"
}

AWS FEE KB : AWSApplicationDiscoveryAgentAccess

ZAWSApplicationDiscoveryAgentAccessKREEIR F R AR F ZIAIEEM A S Application
Discovery Service #{S HIR

BRI R B N AREF AR EERAEERENEMAS.

LR BEE R F A G 1R Arsenal FIRBR. FIRAR —TIHEEMTEENRERS AWS, AHRAGEHE
¥R E| =M Application Discovery Service, BXILREEM A , SR @ ANKER FIHRINE,

AWS FEEREE : AWSAgentlessDiscoveryService

ZAWSAgentlessDiscoveryService REEIRFELM v AWS Center Serv VMware er HIZ1TH
FofK¥2 Discovery Connector THEIAXIR , LUEMNEESRH S BEH B2 HEEEF[STRRIER

Application Discovery Service,
BRI B BOEESRER THEUENERAF,
AWS FEE KB . ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

WMREH 1AM K F E M flAWSApplicationDiscoveryServiceFullAccessiK
% , ApplicationDiscoveryServiceContinuousExportServiceRolePolicyll ¥ &7E

Amazon Athena R B EIBIRZRINEER | ZKF 2B X]BEEEHNKF,

% KB AWS Application Discovery Service 1|2 Amazon Data Firehose it , LA¥# AWS
Application Discovery Service XU E R HIE H R HE A W EE AWS 1K~ #EY Amazon S3 F# .
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LA, BERBRIEBIER T — 4 AWS Glue Data Catalog % 8 applicati on_discovery_service_database 9
THEENA TR RBRENBTENREN, BXUERBOTRA , BSRARTREBERENR,

AWS FEERBE : AWSDiscoveryContinuousExportFirehosePolicy

ZAWSDiscoveryContinuousExportFirehosePolicyBUsR 27 Amazon Athena i A EIEIRE
IheeFr A FEM . © 1T Amazon Data Firehose M Application Discovery Service WM EIEE AL
O S3, BXEALRBIEER | 5382 AWSApplicationDiscoveryServiceFirehose f, X
RBEARE , BSRARETHERENR.

#1122 AWSApplicationDiscoveryServiceFirehose B

B R IEE R MEEE IAM BFIKP, £
FAAWSDiscoveryContinuousExportFirehosePolicyREERt , EE A MM ECIER—

A% A Firehose AWSApplicationDiscoveryServiceFirehoseH) & & 4ER A[S354k | AEN
ZAWSDiscoveryContinuousExportFirehosePolicyREEKi MBI Z AR , ML TEEF R

#1172 AWSApplicationDiscoveryServiceFirehose IAM &

1. £ IAMZHa9  ERSHER LHNAG,

EFRCEAE,

%% Kinesis,o

1%4%# Kinesis Firehose 1EJ9 4289 8 Fl 2245l

EET —5: R,

£ “TRIE R BE” T 38 RAWSDiscoveryContinuousExportFirehosePolicy,

%55 M EIEHE AWSDiscoveryContinuousExportFirehosePolicy , REIEE “T—% . EF”,
# A AWSApplicationDiscoveryServiceFirehose fEN A& , AR EFRCIRAR,

© N o g M W N

Application Discovery Service E# AWS T 3%

& & B Application Discovery Service AWS £ E R R IR IRX L ERARZRSEFRWIFAE R
ERBEXRETEERNEDER , BEITH B3 £ AWS Application Discovery Service TTH
FH RSS &,
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Application Discovery Service
FHRRERE AWS EE KL
B

AWS Application Discovery Service & F & 178 SR #& R~ 451

RINERT , IAM AP A TR A ZESH1EK Application Discovery Service &R, 1T EEH

AWS EEEEIA AWS CLI, I AWS APl Hi4TES. IAM BEE G X0 IAM KEE , MERAFR
AERFINRUNFENEERRIITIEEN AP BE, ARG , B8 A MTUNIX LRI INEEEX
LR RE IAM B P ER4E,

BT HR A fEFAX LIRS JSON REEX IR IAM ET S MR | 1§
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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REERIEREK

ETEMNRBERAETEARBULUELENK, PRI, 7RI MER Application Discovery Service %
o XERETRELEE AWS P F=ERAR, SRS FEBEET MR , BERBUATERMEI

- FTIREER AWS RE R F RO RENRNE — BFMAAFMITERRR TR , SEANTS
FIRAGIRTRRNAWS REREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREH TFRAENAWS FEE KK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHRE , SR NRKENRIEFTT, EXEH IAM BMANRHNESE
B, BZHE (IAM AFErE) R IAM F YR B FIXER .

« £/ IAM RKEE PR S AREt — SRR TA R AR 4R LA [ 3R R 7SO0 5 A4Sk PR il 3 R A R R B9 8 o
Bt | AR E R MR RIEELAER SSL RIEFTAEER. NMRBSRERBIREN T AE
FARY , Tt A] BAGE A S AF SRR T X BRSSRAFRY 5 RI AR AWS BRSS |, Bl CloudFormation, BXE
ZiEE , B2 (AM AFER) S8 IAM JSON KBTS : &t

« £/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BF2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FRZEHFHRIE (MFA-OR AWS KFENZRFE IAM AFSRAFS , BEA MFA UREZR
2, EEFTIRAA AP BEREE MFA | B MFA XGRS MEEHEET, BXxEZER |, 52
# <IAM A F8R) RIEA MFA 4RI API 1715,

BX IAM AN REIRNESELR , H2H (AM AFER) $1 IAM AR £ HEXEK,

= F 3t Application Discovery BRE Y 552 i @) X BR

AWSApplicationDiscoveryServiceFullAccess £ ERIE&R T IAM A Ik~ 157 Application Discovery
Service # Migration Hub BY# PR APIs,

e SRR AN B E K A 89 IAM B R ] LAEL B Application Discovery Service, B3I f{EILRE, B3H
FIETTREBELI , BARM Discovery Ser AWS vice BIEEFRERHIE, BXUEHBNESZER , F5
F“AWS BV FEE KB AWS Application Discovery Service”s
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Example AWSApplicationDiscoveryServiceFullAccess BZR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"mgh:*",
"discovery:*"
1,
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": [
"iam:GetRole"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

B % AR T 77 B AR

AWSApplicationDiscoveryAgentAccess £ & REER TN AREF XKIMKEEMA S Application
Discovery Service BIEHINIR, BEXURBNEZELR , HSHAWS WIEE X AWS Application

Discovery Service”,

MR MENAEF R NREEAEEENEFAAS,

LR BGE R T AP 15 F Arsenal IR, P —THEENEENRIERS AWS, FIRA[FHE
¥ X B =imMY Application Discovery Serviceo

ET 5 R R 154



AWS Application Discovery AriEE

Example AWSApplicationDiscoveryAgentAccess BUER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
]I
"Resource": "*"
}
]
}
RFRIEBHEWENR

ApplicationDiscoveryServiceContinuousExportServiceRolePolicy & KB AWS Application
Discovery Service ftiF 8|2 Amazon Data Firehose it , AR ARF KIBRSKEBRENEIEH
FHABEE AWS K FH Amazon S3 FE#.

LA, WEREEIESBIE — AWS Glue BIEBE X , HHEE N B IWFHEKIE
FEapplication_discovery_service_databasefl A TG REBIENBRIEHRLEM,

BXREALRBNES , BSHEAWS HWIEERM AWS Application Discovery Service,

Example ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",

ET 5 R R 155



AWS Application Discovery

RAriEmE

"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"

1,
"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-

discovery-service*"

},
{

"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketlLogging",
"s3:PutEncryptionConfiguration"

1,
"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*"

"Action": [
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"

"Action": [
"logs:CreateLogStream",
"logs:PutRetentionPolicy"

1,
"Effect": "Allow",

"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-
service/firehose*"

ET 508 RA

156



AWS Application Discovery AriEE

},
{

"Action": [
"iam:PassRole"”

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/

AWSApplicationDiscoverySerxviceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSerxrvice": "firehose.amazonaws.com"

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringLike": {

"iam:PassedToService": "firehose.amazonaws.com"
}
}
}
]
}
RTFHERENR

% AWSDiscoveryContinuousExportFirehosePolicy BIZR 27 Amazon Athena F {8 FI 5B IR R ThBE AT
MHEM, E R Amazon Data Firehose fF M Application Discovery Service WK B IEE AL 5 #h
S3, AXERALKBENESR , B2 612 AWSApplicationDiscoveryServiceFirehose &,

Example AWSDiscoveryContinuousExportFirehosePolicy

JSON
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"glue:GetTableVersions"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [

"s3:AboxtMultipartUpload",
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:::aws-application-discovery-service-*",
"arn:aws:s3:::aws-application-discovery-service-*/*"

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/application-discovery-sexvice/
firehose:log-stream:*"

1

%56 Migration Hub 32l & W 4% B B X BR

EEIE A FSRIEL 5 1R Application Discovery Service 5 Migration Hub B EF

B3 MR BE RS 52 F 33 AWS Migration Hub 12 $1 & M & E A ERR |, &
ffdiscovery:GetNetworkConnectionGraphiERMEIKMHE T,

AREEE
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WMRRBHAES U TR | NAE TR PEH
Zdiscovery:GetNetworkConnectionGraph##EREF KA KB -

« ZERRE RUFERIEL 1518 Application Discovery Service 5 Migration Hub,
c ZRBFERAS —MRENKIBERR FIHENR , Ll “discovery:action-namef 2"

discovery:*,

LU R 5035 BR N 4 1AM SRBE R Efdiscovery: GetNetworkConnectionGraphi®{E,

Example
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["discovery:GetNetworkConnectionGraph"],
"Resource": "*"
}
]
}

B >X Migration Hub MEEME LR , IS 7 Migration Hub R EE MK IEE,

7 Application Discovery Service R RZHEXHE

AWS Application Discovery Service £ AWS Identity and Access Management (IAM) fg 55 #E< &
B, RFHXAGR —MILEH IAM & , BT Application Discovery Service, FRFHEXAE
H Application Discovery Service Service FlE X , BIEZRSKKERBAEHAM AWS RFSFAIENE
MR

BR$S 4B % A & iR E Application Discovery Service EEEMA S , R RNEBFRLF RIS ERIN

BR. Application Discovery Service EX T HRSHEXACHNIRE , RIFEZEENL , ENRERAREF
RIRSTHEEHAR, EXWNRTBEEETRENDRRE , UK T M mMEE A EH AL IAM 44
Y A BR 2R B o
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REEEERBREXRERE , B ERBRRSXEKAR, XA LUHRFEH Application Discovery
Service IR , AR ET TS E H M BR 5 171X LRV R o

F&

- Application Discovery Service B RS # < & R
« 73 Application Discovery Service SRS KX AR
- & Application Discovery Service FIIRS IR B E

BRXEFRSARALHEMRSNES  FSREM IAM BIAWS RS HERBSHEXABSIFER
NRNERS, EERMERE  EREZRSHRSXEKA B,

Application Discovery Service FJ RS % A @R

Application Discovery Service A& I AWS BRFHX<AE
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport— St iFi5 [RIFTE A E K AWS
Application Discovery ServicefR S5 F'& R o

AWSServiceRoleForApplicationDiscoveryServiceContinuousExport fRE % B EEEU T RERAA
ZAE

« continuousexport.discovery.amazonaws.com

A BN PRERE L1 Application Discovery Service SERUA TIRE -
glue

CreateDatabase

UpdateDatabase

CreateTable

UpdateTable

Firehose
CreateDeliveryStream
DeleteDeliveryStream

DescribeDeliveryStream
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PutRecord
PutRecordBatch

UpdateDestination
S3

CreateBucket
ListBucket

GetObject

logs
CreatelLogGroup
CreatelLogStream

PutRetentionPolicy
IAM

PassRole

XRE R ERIREFTERA R R TRRE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,
"Effect": "Allow",
"Resource": "*"
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},
{
"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch",
"firehose:UpdateDestination"
]I
"Effect": "Allow",
"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-
discovery-service*"
}I
{
"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"
}I
{
"Action": [
"s3:GetObject"
]I
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
},
{
"Action": [
"logs:CreateLogStream",
"logs:PutRetentionPolicy"
]I
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-
service/firehose*"
}I
{

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
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"Resource": "arn:aws:iam::*:role/
AWSApplicationDiscoverySerxviceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "firehose.amazonaws.com"

}

"Action": [
"iam:PassRole"

1,
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringLike": {
"iam:PassedToSexvice": "firehose.amazonaws.com"

}

BYMEENR , £ IAM K (AR, AFAR ) 012, FEIMBRRSIEKAG. BXESE
B, B2 (AM AFERE) PRRSKERABRR,

71 Application Discovery Service BI2RSHXAE

BREEFHCNERFREKAR, Ha) &R FHREBEWE FHRIARBRESRTHE RO EEPHIE
o, EREHIRE “Athena PIVBIBIRE" BBR , S b) £/ CLIBA API 8, BRXEA “BES
B, AWSServiceRoleForApplicationDiscoveryServiceContinuousExport R Hx A 31812,
StartContinuousExport AWS

/A Important

MREEHMERALACTIFNINENRS PEREMRE | RS KEKA T HIEZR
P, BETHESELR , FEARN IAM K- PHNHAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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B Migration Hub ##| & RIERSHEXAE

& T LAE A Migration Hub #2514 612
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RS H < &,

BIZRSHERAE (EFE)

1. ESMBEHKD | %R Data Collectors (BRIEUESRR).

2. i%$% Agents (RE) T+,

3. I “Athena HEYBIERI " BIRYIRE| “FTFF” L E.

4., TEE—SERNNEES , £ ERIBXERKARNEIEEHEF Continue (#4R) = Enable (B ).

MRBIZRS XA E AWS CLI

& A LAE A R B9 Application Discovery Service @55 AWS Command Line Interface K812
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RS < B &,

OB ELSE N, RELEDORIMEXAE AWS CLI ( AWS CLI BRSEAE MRS
hEERAS ),

EOERSHEXAE (CLI) , BNFE3) FEFH” AWS CLI

1. R%¥ AWS CLI SEAFTEMIRERS (Linux, macOS = Windows ) B, BXxii8 , &5
i ¢{AWS Command Line Interface AFIERE) -

2. THGSERRA (Windows) L& (Linux 5 macOS),

a. A aws configure }IZT Enter,
b. FALH AWS 15RZ 4R ID M AWS FAR TR EH,
c. NTFERIAXEEBH , WA us-west-2,
d. NTFERIABHERN WA text,
3. BAUTEHS:

aws discovery start-continuous-export

BRI LAER IAM 25 EBEE “RIURF-HESH AFIERSHEXAE, 7% IAMCLI = IAM API
| B continuousexport.discovery.amazonaws.com REEMBIB—PMRSHXAR, BX
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EZEE , BZH (AM AFEmRE) PHEIERSEXAE, NREMRTHBSHAXAE , ATUE
RAEENEEBREEAE,

fBI B Application Discovery Service HREZHKX A E

MRTBRECAENZERSKREKACHNIIERRS , RINEBWERHBRZAG. XEMIBREED

BEERREFHREASSE, B , EXTMTERENBSAXAE  RETRFIMERE.
AR RSHEXAR

HMFEMERBRSHERACEANRERER , REFXRER IAM RIBRZAE.

® Note

7N SR 4822 334 il BR R R B Application Discovery Service IEfEEAiZA® |, MR ATAES KK,
MEXZEXHPER , BEF/LIHEER,

M Migration Hub # &l & Al Bk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport
BRSS#< A AR Application Discovery Service &R

1. ESMBE®KS | iR Data Collectors (BRIEUWERR).

2. %&#F Agents (fRE) kI +,

3. fF “Athena FRYERIEN " BIRIIRE] X" LE,

Ml Bk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport fRE < A& FE A K
Application Discovery Service &R AWS CLI

1. &% AWS CLI EATEMRERS (Linux, macOS = Windows ) B, BXiiEE , ES
i {AWS Command Line Interface A FIERE) -

2. THGSERRA (Windows) 4L (Linux 5 macOS).

a. #A aws configure }#&T Enter,
b. ALK AWS i5RIZ4R ID F1 AWS FAE G E # 40,
c. MNFEIAXEEH , WA us-west-2,
d. XNFEIABHEREN , WA text,
3. BAUTHS:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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aws discovery stop-continuous-export --export-id <export ID>

- MRFHEEEFELNEZSHEHNSE ID, BRAUTHSEFTELSEN ID .
aws discovery describe-continuous-exports
4. WAUTHT , BIRIEELSHNRERSH “EEFHRD” KBRESEFL

aws discovery describe-continuous-export

FHMBRBRSHEXAE

ZRIBAER 1AM 25 & . 1AM CLI 5 IAM API B}
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport FRS X A€, MREFTBEEMS
AEEWRRFHEXABH Discovery Service-1 54 S HIheE , BNBWERRIZA R, XEREERE
FHUBRREPHARERAEE, BXREZELE , EHSA (AM AFER) dHRBREBEHEXAE,

(@ Note
BREFEBRSEXRAR , REFTEFERBR. BESHEER BSHEXAR,

AWS Application Discovery Service & 17 11/ 7] 5% 3 fif 25

AL TE B REBENEL M AIE E £ A Application Discovery Service #1 IAM B 7] 8238 2 A9 & I (8]
B

o
o BRILBINIT iam : PassRole

TR AT iam : PassRole

MRABRFERBER , BERTHIITZIRE , MAREHENREUA T EGHBEZIEL Applicati
iam:PassRole on Discovery Service,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

LHEZNH IAM AP marymajor=id A% & 7 Application Discovery Service RHITIRIER , 2K
LT RAEIR, BER , REXTNEERFACIHEFHNRS ATMITIIEE, Mary TEERARREK
1% 2l R 55 AR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XIEF Mary FISRBE LA R F 31T 1am: PassRole #&1E,

MBGEERY  EHRALNAWS BEER, FNEERRIEHBFEIINA,

183 Application Discovery Service API AWS CloudTrail

AWS Application Discovery Service 5—TRSFEK AWS CloudTrail , ZBRFREAF. AEIRSF
£ Application Discovery Serv AWS ice FIITHVIRIENIE R, BRI LA CloudTrail 2%, 4R
MREWKFSES) , EHTHERMETIT, CloudTrail RSN AWS IKFEFINEHAFIER , 2
FEES AWS EEBEH S MG ST IERITHIERIE, AWS SDKs

CloudTrail #3k Application Discovery Service KFfE API HRAERNEH., HBRNWABESEXRE
Application Discovery Service #Z2#| &N EA MM NAREFXIRS AP BENKBRA,

MREGNETRE , WA LA TR CloudTrail S4HFE&4&HE] Amazon S3 778 , ‘23E Application
Discovery Service &4, MREBKREBRE , BMHATTLE CloudTrail BHIEH “BHALIER &
EERFNEHSH. FARENESE CloudTrail , A LA E @ Application Discovery Service & H#iE
K, RHEERM IP #huk, #AETEKR, [ARAHBERAREMIFAEE.

ETHEZEE CloudTrail , i§ZRAWS CloudTrail A8/,

Application Discovery AR %18 22 F CloudTrail

CloudTrail FE& 812 AWS K 2E &K, EEA. 3 Application Discovery Service R 4 &3]
B, ZEESHEM AWS RS CloudTrail B4 —RiCRESHALIERP, BAUEBSH AWS K
FHREE, BEANTERERENSH, EXESER , BRACHASHILIEREE CloudTraill
.

BEEEITRIEM AWS K R EH | B Application Discovery ServiceIE# | iERIERER, BEA
¥ CloudTrail ¥ B & X% 52 Amazon S3 ZiEH. BRINBERT , AEBERFHAEPCIRRERN , &

fi£F 123% CloudTrail API & A 167


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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BRENRATAE AWS Xig, BRERIZK AWS 2 XA B XENESH , HEEEXHEETBIEEN
Amazon S3 7. A\, WA LA E H M AWS BRSS |, Lt —F 547 CloudTrail HEFIWENEH
BREANEXET. BEXEZER , BSHETIAE :

o B REREA

» CloudTrail ZEFHERFMER

« Bl&E Amazon SNS &4 CloudTrail

- Bk B ZAMXEH CloudTrail BEXHFMERRBEZNK, W CloudTrail AEH

Application Discovery Service FIFTBE#RVE# H A CloudTrail pp lication Discovery Service APl %12
FHIBRAER, Hln , MCreateTagsDescribeTags, HGetDiscoverySummaryi{ERNARSE
CloudTrail BEX#H#HEKFKE,

BNMNEHHAEFBHBIEFXRENBERNARGE. SONEEEHTEEENATHE :
« BHERIZMEARIERIER AWS Identity and Access Management (IAM) A F&EIEA Ho
- BRECEAACERKEAFNIGN ZEEU R HN,

- BEREARHHEM AWS RSKH.

BEXREZELR , {2 H CloudTrail userldentity Tt

THEMNARRAXIMRS Service BEXH%HE

BERERE—MEE 6 AFTSHENAEXHEHmEEEERN Amazon S3 171, CloudTrail B & X4
BE—NEENMNAEZE. BHRAKRKRBEARENEMER , FEXBFERWRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAHR API BANEFHRRE , HILET2RE
A4S ER IR 3,

LT RBIE R T E RiZDescribeTagsi®4ER CloudTrail B &% B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJBHMC4H6EKEXAMPLE:sample-user",
"arn": "arn:aws:sts::444455556666:assumed-role/ReadOnly/sample-user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDAJQABLZS4A3QDU576Q",
"arn": "arn:aws:iam: :444455556666:r0le/ReadOnly",
"accountId": "444455556666",
"userName": "sampleAdmin"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-05-05T15:19:03Z2"

}
}
},
"eventTime": "2020-05-05T17:02:407",
"eventSource": "discovery.amazonaws.com",
"eventName": "DescribeTags",
"awsRegion": "us-west-2",

"sourceIPAddress": "20.22.33.44",
"userAgent": "Coral/Netty4",
"requestParameters": {
"maxResults": 0,
"filters": [
{
"values": [
"d-server-0315rfdjreyqsq"
1,

"name": "configurationId"

I

"responseElements": null,

"requestID": "mgh-console-eblcf315-e2b4-4696-93e5-b3a3b9346b4b",
"eventID": "7b32b778-91c9-4c75-9cb0-6c852791b2eb",

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

TERNMARFEIRS Service BEXHRE
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AWS Application Discovery Service ARN #% =

Amazon BREM (ARN) B —ME—RIRBRNFREER. AWS AWS HREEMBERRTHHBEER
JRET , EE— ARN., AWS AWS Application Discovery Service EX 7 LA TAZA ARNs,

« KU : arn:aws:discovery:region:account:agent/discovery-agent/agentId

- FREUEESS : arn:aws:discovery:region:account:agent/agentless-
collector/agentId

- EBIPHEFWNEESS : arn:aws:discovery:region:account:agent/migration-
evaluator-collector/agentId

« RINERESS : arn:aws:discovery:region:account:agent/discovery-
connector/agentId
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AWS Application Discovery Service Bt &l

Service Quotas 12 & AR HE% AWS Application Discovery Service BLFIIE B, B LAFER RS E
B A& EE BRIANY BRSS B 80 =K 7 1 B B #iE SR 38 i E .

HH , E—AUENNEFRRS NS S ANRS SR
Application Discovery Service 8 LT BRIABLET
- BMIKF 1,000 N AERRF

MRERB|NWERAHEES AFTHORARERF , WA LAEA DeleteApplications API
BRERBRIENARER. BXEZEER |, 55H (App lication Discovery Service APl &
#) DeleteApplications 1 #Y,

- BNEAXHEHNZRAIXMHEKRNA 10 MB,
- BANKFS AT 25,000 &R ERICR.
- FRMIER 25,000 &3 O18 %,
« BNKFS A 10,000 & RS ER (BT AEREMLLEH ) .
« 1,000 MNERRE |, 1 EFEWELRIEH N H &2 Application Discovery Service.
* 10,000 NRERHAE , BAEERBETFRELRE,
- BNMNNARF 400 MRS 2R
B R% 8 30 MrZ,
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M BEHEBR AWS Application Discovery Service

EARE D& |, AR EIE X WEEE AWS Application Discovery Service# & IL[A B IS B
FH

- BYBERZEFLBERSE

- BREBIBERERENTIE

- {8 7E Amazon Athena FIREHIENE N @ H

o BEBRS A K WIE F A B E

BEHERRFEBFERE

BEEIEBIEHRE |, B LAKE Migration Hub BHI &P &I > HIBWES > RBEETF TR
X, A LA StopContinuousExport APl, FIEHEKRESRZAEEEE 30 58 , FLUHME ,
Z# A LR YI#FF < DescribeContinuousExport APl A& HRIBIRZFIRSERR “Stop In
Progress”s

(@ Note

MRRBFHEFENEG , PIRIFRAKRXAH B KB REEH
DescribeContinuousExport API iREl“Stop_Failed”™R7S , W aJi@xd < (A Y0# FF < =8 A
StopContinuousExport API REid, MR “BFERZE" MAERERBTERINEL | HEX
RAWS AR,

A RBUT S RATAF I F L BTERE
ET 1 FIERERRERE
WMREMEA ADS RETRAIMHA BT BEEXR ADS BIEFEFEEPREES IR

1. M Migration Hub #Z#I&H , i&&F “RI" > “BIFWESSE" > “RE” BT+,
2. EBEMELEEETHWINERIEH LR Stop Data Collection (fF L BIEUEE),

KRB RAERE ADS BIEFMENEN S3 FHEFBPHTIRENBIE. SCOINERENTA
Al
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RN 2 : WIERBIEIRZEM Amazon Kinesis Data Streams

RSB EEE T ADS BIEEHEDNRBUERIE | BEXFAEFEHABUIEREL Amazon S3 i 1#
RUREEE , WA F S BREIBIR R 12/ Amazon Data Firehose i :

1. M AWS 24| & & F Amazon Kinesis , RN S E K& F £ D ata Firehose,

2. MIBREABIFIRRDEECIROUTR :

* aws-application-discovery-service-id_mapping_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-os_info_agent

* aws-application-discovery-service-outbound_connection_agent
* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-sys_performance_agent

BRETHERRREN TS

BREBIBBEBRRBENE
1. WBBRTEf#TE Amazon S3 A XTI EHIE,

F AWS Application Discovery Service (ADS) IWEMBIEZMEE R NN S3 EEFEFaws-

application-discover-discovery-service-uniqueid,

(@ Note

£ Amazon Athena A3 AZUIERXI S ThEERT |, MIBR Amazon S3 fZf# T H A AV Ea 3T R &P
25 HEIR, THEM S3 AEFTHATNREBEIE, £ Athena R F T LA B R S M BRAY
BIE.

2. #BR AWS Glue Data Catalog.

£ Amazon Athena FFFBHIERERRE , ELELNIKS P61 — Amazon S3 Z#EN , AT
7% ADS REEHWENTIE, ik, ©iE6IE T —/ AWS Glue Data Catalog M /2 &M
Amazon Athena B 777 Amazon S3 FEBPHEIE. ZE7E Amazon Athena <A%K
FIRREER , TRERMN Amazon S3 FHEEPEMETAHHE , 2ol WENBEFRETR
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T, MRETBREXLEHE , A AREREHNKSIRER Amazon FFF B HIEREFZ AR

7 , Athena,

a. M AWS & & 51R Amazon S3 HF s krE 1 “aws-application-discover-discovery-
service-uniqueid” B 176 1%

b. &TALUE M BRapplication-discovery-service-database BB EMAT A X LERKRFFHE AWS
BRENIEIRE Glue Data Catalog :

* os_info_agent

* network_interface_agent

* sys_performance_agent

* processes_agent

* inbound_connection_agent
» outbound_connection_agent

* id_mapping_agent

M BERIEH B IE AWS Application Discovery Service

E M Application Discovery Service FilBRFTEEIE , BBARAWS Z #0713 B 5 M R £ ZBEIE.

{&&E 1 Amazon Athena FIRZRIKFERE N 8] B
EATE AR EIE X AR Amazon Athena Hi# (TSR R ZM0 %S LA EE L,
. Fo37E Amazon Athena R BUERE | BN TRt R IR AR A B AWS FFE AR

o FNREBHEEARIE RETDPE Athena
o R BEBHNRIHREIIL D% S3. Amazon Data Firehose = AWS Glue

ToiETE Amazon Athena FEIBREIRE , AL ECIERSHEXAEM
AWS FRERR

L {R1E Amazon Athena R BBIERZINGERN , ERERNKF P OIERSFHEX A
fAWSServiceRoleForApplicationDiscoveryServiceContinuousExport , XH#ER

AJEABIE AWS FRENRIR , EREBERENHBIETUEL Db AP TR |, SIEL D S3 7

{&E #£ Amazon Athena FIRZREIER E N )2 174
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1. Amazon Kinesis #i#l. AWS Glue Data Catalog#l R {&#9 I 7 5% B & H B PRFE Amazon Athena
RHETHREXNSEAMNEZEAE , WiZARFEENHBIL. FSEAWS WIEE X AWS Application

Discovery Service,

TR ERFEARE REIL S Athena

MRFBIEARRA Athena , WAREEFHEET 30 2% , BEBRERFRSH 831", FEFETEHIH
RYBRR TS &R

« AWS RILE

Tlﬁﬁﬁﬂﬂ’] Collection (W £E) RFSHRIEZ R Started (E/E3H) , Health (Z1THRR) RESHRIEHR Running
(EETEZETT)o

 Kinesis At

HREWKF R E%E AWSApplicationDiscoveryServiceFirehose &,

 Firehose A%

H{RLLT Firehose fZIERIEEZ

* aws-application-discovery-service/os_info_agent

* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-sys_performance_agent

* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-outbound_connection_agent

* aws-application-discovery-service-id_mapping_agent

* AWS Glue Data Catalog

¥fRapplication-discovery-service-databaseBIEEEE AWS Glue, H{R AWS GlueH
BFEUTE

* os_info_agent
* network_interface_agent

* sys_performance_agent
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* processes_agent
* inbound_connection_agent
* outbound_connection_agent

* id_mapping_agent

« Amazon S3 1Z4E
HRIEHIKF aws-application-discovery-service-uniqueid® B —"& AN Amazon S3 12
. WREEBPHXNREEBHDMER , WEe/HTEERERE Athena H,

. BRI RS RS

HWRENWRZIF/EEZT , LERBWREREFTHIERIEZE AWS Application Discovery Service,

R B R BN RIGRIEE# S3. Amazon Data Firehose 3 AWS Glue

WMRBIELEMEA AWS Organizations , 3 B Amazon Athena R#IR{LBIBIRER LM , M ATEER R R
BERF RIS S3, Amazon Data Firehose, Athena 5., AWS Glue

BREEEEEEANEN IAM ARFTERERTFEFRXERSHNE, EIE A 7 AEA MBI IKFRER
F A RNPR. HSREAWS BIEE KB AWS Application Discovery Service,

4R Amazon Athena FIBIBIRRIEEEZT , BOERSMBR AWS £ S # Athena @S EiE
EECERNEIR , 2 Amazon S3 7K. Amazon Data Firehose Streams #. AWS Glue Data
CatalogZ1 R E /M BRIE N TIXLERR , BELEHZHHBRT , CHEIEBRYBXLERR, MR
&I BR B B R R A 2K Amazon S3 FiERE , N AT s E R EEZHRBPRENTIE.

HEBR S A K MUC AT A&

Migration Hub § A A TR B #FA #h IM 5 1Y ¥ 4145 B85 A El Migration Hub 1 , £FE £ A Discovery
Connector 5 Discovery {32, Xit@BRANEZEBES ANBEHRTEIBITHAK, B TLOFER
ERARBARFERDE , HREEIBRS,

ESARER , ZATREIER, XEHREFHTUTRRAME

- BREESAEXNEIR-FESSATSHEXNES., IRERENS AESERBHESH , M
BREEIXMHBREHEIR. BXEZELR |, i85 AWS Application Discovery Service Bt
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- FQQ@ SAXHHBEAT —MNAANES () — .CSV XHFHEFTATRD —MNFEMT—1F
B, AXFZRPHIES , ENESERAKRKF I TR, XS EHKAER. BRESRE
FERZBEER , IDRESAXHF,

- FERNEBHTHIENEE — BEFR (HIMELFE ) CPU.NumberOfCoresMEBENX
ENETSE. MREBHXFNEE , MERTES A

MRENGABERREHR , ERRER , I T HENSAESHERIERK , AEEXWSEKE CSV X
R IESRR |, HABRE A

Console
THEHAKMIEFEITH

1. BFIHITIF Mig AWS EIEZHIA ration Hub $#2H|& , Pt https:/
console.aws.amazon.com/migrationhub,

2. TEEMSHIE®KS , 7 Discover (XH) T , i&£$F Tools (L&),

3. M Discovery Tools (RFL T &) A , #%$#%F view imports (EEF ).

4. M Imports (5 A) BHIERT |, EFEREKS AERS Failed records (KMAYIE ) BEM £k
E%ﬂo

5. MEHERBPREH LS | % Download failed records (T E A MM ITFH). XIFIT I X K
TEXEE , LR,

AWS CLI
TEHAMISFKIAH

1. IIA—NMAWED , BALUTHS , P ImportName is the name of the import
task with the failed entries that you want to correct. :

aws discovery describe-import-tasks - -name ImportName

2. Mits %7 errorsAndFailedEntriesZip REINENEMINRE , BFREHIEIS,

3. ¥TF— Web X K28 , MZABMUE URL MXAAE , HIR ENTER. XF FEESREN zip ¥
AV R WIS FIAH,
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#o PP EETHIH

« errors-file.csv — WX R ENEIRAE , CREEBRAMEZENTEXternalld, FBFMBRELK
RN REEIRER,

- failed-entries-file.csv-lt XN BERB S AXHH LML E .

EFFFZBTIM non-limit-based4fix , HEAEEfailed-entries-file.csvXEHRMFIA , RE
S AZX#H, errors-file.csvEXSAXHRIRER , BSHES AR,
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/Y R4 7 5218 5% AWS Application Discovery Service

BRATH PR ASERT 0 2023 F5 A 16 H

TRERT 2019 F1 A 18 H=ZJG (App lication Discovery Service AFiER) WEEF R, NEEF
KXFEHHEA |, BT LTI RSS iR
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g ER AWS Application Discovery 2025 11 A 7H
Service T HOHE P FF K.

= #E AWS Transform , £
RARLITHEEN ., BXESE
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Discovery Service 7] 3
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M Discovery E #2333 B F L BINBWHEEEFEA 2024 £11 A 12 B
RIBWESS Discovery Connector & 2

WEBFHHTRERER. N
2025 F 11 A 17 BE , AWS
Application Discovery Service
= 1L #EFZ K B Discovery
Connectors # iR, BXE
%{ER , 152 # Discovery &
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2T ERERERENGEHE NERBEREEREEEBR 2024511 A8 H
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