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Saas applications

User-generated content and
activity data from applications
including:

@ Note

AWS AppFabric

Connecting Saa$ applications to work better
together with no integration necessary.

Normalize data
% Automatically normalizes data into

OCSF and query efficient formats.

Improve productivity
fo[ 91 Use generative Al powered by
ff [15-  Amazon Bedrock to surface
el®)  insights and complete tasks
across multiple SaaS applications.

Data destinations

Normalized Saa$ data is stored,
and passed through to the
security tool of your choice.

L
Security tools
Connect normalized data into

your SIEM, CASB, and CSPM to
improve security observability

773, Security information
and event management
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-s3.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
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=
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LAER AWS BEIEiEHA. AWS CLI, =82 Firehose &%, AWS APIs SDKsEXREL B A ,
HSHEUTEM -
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« AWS CLI #§% — create-delivery-streamft (AWS CLI| @s 5 SE)
« AWS APIs # SDKs 188 — CreateDeliveryStream#E Amazon Data Firehos e APl &/

HFL2Z[E , #H Amazon Data Fireh AppFabric ose fER i i B ARt ER AT -

 AppFabric ¥ FZ&®R , BXIERA SR AWS X5 HEW A EZLIBERE.
o AIUERERE PUT ERRIR,

+ fFAmazonKinesisFirehoseFullAccess AWS 1T &R MEIZWAF |, BN EHA KM TR
FR -

"Sid": "TagFirehoseDeliveryStream",
"Effect": "Allow",
"Action": ["firehose:TagDeliveryStream"],
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "AWSAppFabricManaged"}
},

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

Firehose XFEEME=1ZEITEERK , HlWSplunkHM, Logz.ioBRIMMIEFELE Amazon Kinesis
DEREEXET EREBENER , 35 (IS BHKIE Firehose F X EERE) PHEIFEE,

( AliE ) B2 AWS KMS Z 4

EOEBELZ2NARFRASENEES  SFERRNRENZERE , Uit RIPENEERZSFIERN
NARFWRE., AppFabric ltZ 48[ A T AppFabric BRSSP il 2 IR B

AppFabric 3 7T &N , RIAER T2MBEHIE, AppFabric 8 7TREEN , JUFERARRKRE AWS
HENR SIENEEMN AppFabric 48 , th o] LA &4 AWS Key Management Service (AWS
KMS) FAIZMEENEFRERH. AWS AN 2 a AWS RS AEHEERN AWS KMS %
REES, ATZNEH AWS k. BEFEENE AWS KMS 45 AWS Ik 2E6IE, AENEEN
%, BXEFRERPA AWS HENZA NEZEE | 528 (AWS Key Management Service FF
RARERE) PHEF AWS ZHMEZH,

ANTLZERN , MREEERAFFEENZARMNZHE (HIMNRNTE ) |, WaTAEHCE—
NAWS KMS, AppFabric BXRTFEFEEBRHRNRHNRRBEHESEE AWS KMS |, 55
REENZHERREERD .
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2. ENHALAMNERXERZRSEF , EFE -1, AWS XiF AppFabric REXERE ( FHEILIL
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3. EEFW|ER.
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AppFabric 1 7T Z£i&EN , RINBER T 2MELHIE. AppFabric JUAERARKKE AWS HENZ4
BIBMEENFR , LA BUER B AppFabric £ AWS Key Management Service (AWS KMS)
HENEENEFREER,

XNF AWS KMS 24 , R EH AWS HENRSA SEFEEEH.

MREHRBERAEFFEERY TR ALEEANIBEEHAN Amazon FRE ( ARN ) SHEH
ID , SEIEFEEIE AWS KMS 4,

EFEAWS HANZH IFEFREBHAN , FERUATILR

- AWS HEKFE AWS Key Management Service (AWS KMS) AN ES |, XEZF4PAH—N
AAWS RS AEHER , AT21MEHA AWS Ik, RE AWS HEN R TELENIKF
AWS K= , 1B AWS BRS ATEAER AWS AEMEB REFEKFPHNER. AWS HENE
Bl FEIT ALK AWS KMS Bifl, BRI BREF ZEAREZHARR., WRRERKRS
AWS HENZ MF. BX for RIRMEE AppFabric, AWS BN ZA BSRBSMNE,

- BEFREZEARLAWS IKF HEGIE, HAEMNEEN KMS B[, BT FlixE AWS
KMS 2§, S MEF AT ZEEAER, AWS Identity and Access Management (IAM)
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EXBEFREZH AWS HENZEH NEZEER , B2 (AWS Key Management Service JF &
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7. (k) XNTFHRE, EULEAREREMNENARFRA D, mERRMEXY , ATRISED
BIEOENTR. BXESER 20 (RERERATIER) PHN AWS FIRAWSTHN
R,
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I AREF2/E , AppFabric I TZRERA , KM EAJURNES M NARFHITEENR
B, EENNEARFRTNEA FRECHNAZFRASIH, ENSINARFRHSIRES N
MRAEFRN , BREFENSIMINABRFEENARF RS R,

HEIT BN ARF 28 , 1B AppFabric A TZ& RN , FZENNAESF FEEARIESMNA
RFH RS, Gl R ITRIRE,

1. EFRERATEL , #FASR 2, BREARRF , ERIEBNAREFREN.

2. ENAREENR 7 , N NAREF THIXRPERERTFREEENERHMEARER.
AppFabric AppFabric # T &N , ERHNAERF RIS XENNARER.

3. ERNARERN , FETSMENGEFR, XEFRIFRF IDMBFEH , ERSEEZFH
ID. BEFHBHARPATGRGE, XEFENRAEBRNARFENR. BXNAERXEENSE
FRARFNIEMUEA , S AppFabric H T ZEiEN | FXEFNNARERF.

4. (W) NTFHREL , B UERERSANENARFRENFT, RE2R/EXN , A TFEAHES
BIEEZABHNERR. BXEZER , BoR (G RESFAFER) PHHR AWS FIRAWSH M
R,

5. &RIENARREN.

6. MELEMBHEEO (BFORTEEEENNARRF ) , BEE ‘AT URNEENNARER
AppFabric #1T&£iE#,

MRENNARFRNEY , EFETREATE LS -FNRAEF RN EEZNKIIHEE

7. ZBULERNESMERTFEMNNARFRS THNARFRERNAE LEENARFRIR
Do "BEE RERTENNAREFE AppFabric REEN , IBRERINAEFNTSMYE
FHEZMK.

8. TRETRTHRNNARFEIRES , SHETURIBLHREHRSRREEMRER.
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Fab e REN “FE *RTNARR LB R RASH , BMRA
WRAERFENRERR , B8 EFERTENRET IR
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REZIZNARER. LERMAREE , BRERS
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. MEEIEMEIRER ,
57N+ 400 Bad Request
WHREED , FREMBER
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HEF.
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ERARERNEARFNFEZAES , FREFECATRNE RS RMELR (OCSF), R, EIFH
BEZEHA—NHZNEIR AWS, B BUEET Raw - JSON X151 Z B #r.

1. BEFREAREL , #FASEK I3, REFZATRIES , BREREIRE.
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2.

® Note

EMRRERE , FHARRRFZENE (NAMNFHRERATEIER ) , —XERSD
EHBEHERNNARFRNCIRIER, i, HEMNILSE S3 F#E= Amazon Data
Firehose B iE -

B UMNRERTEAERR , ZHEINSMERFR,. ZFRIAEL , SXETNER
E—XBFRTENER, FERAEL , SETURNERCEIFE, UTHEERIER
& T E R,

MTRENARFEN , RREZVEFTRASENINNAZEFRN. ATREER , "NAEFR
R THSRFERNEFBHRREZANHEAUENRARFRENNEAEFH AppFabric /7 &
Fho

ERMBEMRS | REBFMENARFNEZEETIRIME R, BkNaElDE S3-IMEFME
@, T S3-FHIFMEBERL L% Data Firehose, MREIEIFETSANHELEH , NEEZEN B R
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EFEE R, SR EMSMEFTER,

a. WREiEFE Amazon S3 - MTEFHBENBIR , MAT A BZRIRE S3 FHEBHIBI. BX
{6l Amazon S3 FRBNEZWE , FSFEIE R H B 7.

b. MREEEFE Amazon S3 - IEFHEBERN BIR , HRFZEEMA Amazon S3 FFHEERI B
o

c. MWMREIEE Amazon Data Firehose ¥EN BBt | M Firehose R A FR T P51 TR AP iE#E
RN E . BXMABIE Amazon Data Firehose £ RN E S | HSEEHH B
RIERE LS AppFabric FREI I REEE

NFREMBN , N TLDE S3 F#E , B LR =% B EF®&HN Raw-JSON, OCSF-
JSON, OCSF ( ParquetiEA TSk S 3 776## ) =X Raw-JSON = OCSF -JSON ( AT
Firehos e ) o

REHERNRBRETEFZAERBENREFTREERN JSON HNIIEE, N TRLEN , OCSF ¥
FERNFENFZ B EREREL AppFabric AFF AL Z SR IESR (OCSF) ¥, Bxm
{i] AppFabric £/l OCSF HEZER , BT HMNE L £ EMESE AWS AppFabrico BIXREE
ER—FEXNFERNBEREHTHIRREN, RERNEAZEMMENBIERE , NTUBIE
S RIS B ERREHMIZEE #Ro
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EEHM.

1RELE FREY R IBCR S R R ZE
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HIEHRER S IR

SR LUEE IR HUT RV R
ETHFIRPIERSAKRE A
REL

EEXEHEE , FHRTE
¥ S3 = Firehose 2|4,

FRAZLAFPHEIE , Z2MITEEAAMRTAEAR TN LT E TRt #TEEER
MmiREREE WA S ENARERF. AppFabric XA EEBTRAEENAFBCEEEN
FEFLRBNNE  XEFSTREEEFIRERFHKALI SaaS NARFNIAR. MRKET
P, AppFabric HTFR£ZR , FENARFPRMZAFNBEEUARNAZEFRNAFRS (5
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F, LUREI AP ERAEINNARERSIE,
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1. EFRERATEL , #FALR 4. ERAFBEIE  REERAF.

2. HEFHEMUFERS  BAAFNEFERERIL  RFERER,
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BRER i BH

R RAEFIEE] T AEBARSS 2R 4E 1R XEMNAEFREINERES. EUAEE
FIAIERE FHR M,

RMAZEFIEST MXEIR XEMNNARFRIEINGERER. BUNUKRE
SRR RE FHRFE AL,

BI A2 1) RE R ST AL BB E R XEMNNARFRIINERERE. BUNUERE
SR B FERRE At

RMRAZEFIES T HERER. XEREIMNMNARFBREINERES. &I

MEBRZHERE T HHF,

MAEFEER T RS IRAER. XEREIMNMNARFBREINERES. &AL
MEBR=AERE FHb4,

B 5 : Connect AppFabric A3RENZE£ TEMHEMBIrhNZ 2 EIE

K EMIREL (BRE ) NARRBIESEAZIEMM AppFabric Amazon

S3 IRIMBIEH 5 Firehose £ T EFRA , @15, . Barracuda
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BRUNMEEREZETIENRSNEZHHAEE , BSARBNEZE T EFNRS,

AppFabric A TZ&EN , PXFNNARER

AWS AppFabric A TR£EL , XFEEUTNAERFER. ERNARFNEN , TREXNMRE
Z4 % AppFabric SUEEZBIZBARFNEZE R,
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- BtiEAsana)y AppFabric
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AppFabric ¥ 1Password
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¥ B & AppFabric ATRELIHER .

T EHRET B EN R ATRELIER 2K 30 2%, XRNABRFRUNTREBHIERENED
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£ AppFabric REHEI2RNARFEE , % AppFabricfE At TN Asana, EERENFAENER
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R A2 FF R 1%
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AppFabric FiEREHFEF 1D, I ID AppFabric EHHAE ID Asana., BEEHHE ID , HER
Asana £RF & LB AT U BARETTIRAF

1. BEREHKSDIARRLG , RAREEERREHA,

2. RFERRE,

3. RIFFRE,

4. [tEH FEvE ID A Z AppFabric 87 ID BEE A,
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BWAPRIR LK —AsanaH A B #. AppFabric fERAMHE/ BMRARICRARFRNANES NARFENX
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R S5 7= 5 b

BATIRAE R B RS Tk 5 AsanafR Stk 5 S et A AppFabric AsanaRl A2 F R, MREEE
BRSPS  BEAUTSRAUE -

1. ERIBRSZKF, |, H1KRHR Asana 15BN U LAY ARSIk 7 AR B9 35 BA B 1T IR 4E,

2. BREEMIRBSKFRERN , HEFHRENIRSIKF REHEDNSE,

3. MRBERFTHZEIXATAMBSKSTE , WLARREENRSKS , ERFTHTEFRT
®7o
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Azure Monitor —REEMWEEMRAR , ATWE, 2RISR B =is M2t PR 1) 1 2 5dE,
&) LA A Azure Monltorﬂéﬁij(Fﬂri&hnf’}fﬁﬁzrﬁﬂﬁﬂﬁﬁ—I}ﬂ’l‘.{ﬁ’l‘.{ﬁm TR LARBIIR T & N A
BFOME , AR FEBFHHNURESF NN RSEES,

Azure Monitori5 %™ Azure FIE Azure iTFIMBFIMENRERBEREBINENHAGNEE, BN

HE#EERABETLES , #—AERIEMFEH , XETERBXE, 247, AIMALH and/or 1H R %k

Fo RB T LAERE B MIEE T E, Azure MonitorsZZ3I BER—FFABE |, AIREHMTEE
AEHHNE, E3NA ?':’FEElﬁ‘ﬂﬂﬁ/ﬁﬂﬂﬂ"ﬂ&jﬁﬁﬂimﬂﬂﬂﬁZdJZ?EE’M.:. B,

AWS AppFabric H FZ£ZER , B LAFERAXRTHK B8 BEF A - #%3EAzure Monitor , FHIEFR &
L ATFHMBRLEIESR (OCSF) B |, HHEER LT S #HE L F#RS (Amazon S3) FiE1#
R S FEIE Firehose o

F

- AppFabric ¥ Azure Monitor

« IF7E AppFabric &K Azure Monitorlik 2

AppFabric &% Azure Monitor

AppFabric A& M LT Azure Monitor RS WA EEMTFZEE
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+ API Management
* Microsoft Sentinel

» Security Center
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AppFabric EF A& #% B EMNZIFH B FrEHiAzure MonitorBI XMW B it |, BUTHERUTE
X

- BEEHE - NIUURFILAD pay-as-you-goil F#YMicrosoft Azuretk .
BAOEE-RITHAT 8ERBUZIT AP EH,
ERRHEIEESI

Azure MonitorXy iR HiERMZ 24 ( AP NARERF ) UAKRITHE ID S F ID EiERERE, 5%
Azure Monitor API EBHR[RHINEZEE |, i5ZSEAzure MonitorFF X &ML ER “7 f##Azure Resource
Manager 207 BR i 3K,

HITEHRER BB E TﬁE%LiE%L 30 . XRNAEBRFRERENTFREMHERESINED
WEE A MRROTBEEAR, T , XTUEKSRIBTEEY, NERY | R 25,
iE7E AppFabric 2% Azure Monitorlik /=

£ AppFabric REHFRIENARFEE , 40 AppFabricfiE F 3t TR Azure Monitor, EEHKZINFT
FE 1S B Azure Monitor AppFabric , AU TE R,

B2 OAuth NAEF

AppFabric 5Azure MonitorfE A& OAuth2, EEFLIE OAuth2 RIARERF , BRI T S ERAzure
Monitor :

1. SMEIMicrosoft Azurel ] 7 Ik H B Fo
2. S#1Zl Microsoft EntralD,

3. &R NARFEM

4. IEE FOEM .
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7. XNFEEMURI, EFE Web ERFEEHRMEER URI, EAUTHEIXIENEEM URI :

https://<region>.console.aws.amazon.com/appfabric/oauth2

ZMitit P <region>REEHFPEE AppFabric RARFEZHNRB. AWS X3 §li0 , REXRH
( BERILMILER ) KRB A us-east-1, X FiZXE , EXEM URL N https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

BRI AP #TH ORISR , §0KRIEESRFLERRMN UR, RERBLERTEN  UEH
LEHR , BERASHHFBRIESRBRFE—ME,

8. EEIEM.

9. EEEMWNARRFTF , EE EHNINE , REEE FREEFIE,

10. A EARNMHER,

1. EERZAINHEE, SN TS RFEREATNRIFEN B HIRE B EIFEEFE,

12. EERM. FRRRAEREERRINESR, BEANHEHZA , BEANRHRTFELLM

Fo
FREE IR

&2 OAuth BARF A TR, EARMMER , FERE (Microsoft Entralf X Erm) &Y “Ai0
7 F]48HY Web API BV ER” &R % R B9 i BA LT R 4F o

« Microsoft Graphf F 58] APl > User.Read.All ( EREFEEH )
« Microsoft Graphf F 158 API > offline_access ( ERZEIEHRH )

« Azuref[REEE % it B & API > user_impersonation ( R ZEEHER )

WIRE , ERTFEEANXENRNEE |, FIREB (Microsoft Entraff X EiEm) W “EEARE"
RHER D R B B 1T R AR

R R

AppFabric Z#FMNEHAzure Monitorlik FEW AP EEMNEZBEE., EFMNEKKEN & B ERMA
FPE#EAzure Monitor , BXTBIERAMNNARFREN , —MNMENARF BN TR FIFRAZUre MonitorH
BE, B MNENARFEN T ERB®HE AN Azure Monitor Audit L ogs. AT SLAFAN RN ARFE
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NEAMEBNES ID, EFE ID IEFmRZE. EBVCRBNFEZBZE , Azure Monitorf& 5 EE At
KRB H# B E N A FEFAzure MonitorFl Audi Azure Monitort Logs I FAREFHEN, ERMERABFH
B TE , REEAzure MonitorR AR F N,

HPRS

AppFabric fFiERENIHEF ID. ERATER |, £ Azure AP ERRNEF i ID :
1. SMZE IMicrosoft Azuref

2. M3 Azure JE3N B o

3. T ‘RAEBFIEMN o , ERECatIEZNNAER.

4. TEBR EH , N“BX (AP ) ID" FEBRHEFHHES, ID,

HPE A

i APRIR L ME — Azure Monitori] BRI B #r. AppFabric £ AT/ & MRFr IS AR F EARNES A
2 RN B 2 0 T EREL

® Note

HMPRBEHBRZNN 2,048 NERF , HEFE. lower/upper K/NEFZBFMUTHEREFARK : 4
KR (). T (). WS (-) M=

Z P ID

AppFabric ERE PR ID. TRATTRUEPERENE 4 IDAzure Monitor :
1. BB IMicrosoft Azure

2. SME Azure JE3I B Fo

3. ENAEREM B  EREZACEBNNAER.

4. E B D N RARRF (BFFK ) ID FERPEHEFIR ID.

EFiRES

AppFabric FEREFHEH, EM OAuth NARFHNEFFIREZERAREE OAuth NAEFIZE D1
S| PERNER,. WRENETENAEFIRBEERNESRZES , FEE OAuth OAuth
BARFAIERD PSR 8-11 UEFMER — N EH,
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EREIERN ARG AppFabric , [ E|— M Microsoft Azure i F#t HERNMERHEOD, MNEDO
BEREHNKF |, ABEER ‘R LUt #E AppFabric 1%,

Bi & Atlassian Confluence 3 AppFabric

E—NMbE eI, hMEMEERE I, Confluence B —MHARIEX , AIRMIMEEXEIRC, 3

SNEAEHERRERT —MIE, HIRAELEEAE B HEEN# 5. Spaces AIHSBIERIERA
WE, AANMAZETH , Rt MARK AT T BARER | F SR i) &RETK TEREN
B8,

AWS AppFabric I 7T Z£E N , B AFERERKE T IT A SN AP BIEConfluence , FFEIEIRA
L AT B R L ERWESL (OCSF) B , AR LKIEH L2 32 £ 744 IRSS (Amazon S3) 74
MRS #HEHE Firehose o

FA
« AppFabric & Atlassian Confluence
- IF7E AppFabric E & H Atlassian Confluencellk /2

AppFabric Z#F Atlassian Confluence
AppFabric 3z MK F # H FAtlassian Confluence,
FRFZM

AppFabric 2 A= A £ M XM B $rik fAtlassian Confluence B XK B it |, BATUH 2 L
TEXR:

s EFRITEITEE , BEEHE—MREKF, 2RkFREAKF, MEFR T BNAERARE
B Confluence it XK | &S Atlassian Mt _E#Y Confluence EHT

- ZEVREITES , EREXNENKSFAEEEREANR, AXAGHNFHAER , FSHE Atlassian X
s LR E AP R T EE A NR,

BRERBEZFED

Confluence X Atlassian Confluence API FEINERRH, MREHINE API AR AppFabric F#&
MINAF Atlassian Confluence API B F& FAtlassian ConfluencefVA S B HRE] , NS REP TR
& AppFabric AJEESHEIR
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FIFEHRET B UENN R TSRS 30 248, XENARFRENTFZEAERSH N ED
BFEERMREOTLERAR. T, XTMEKFRANFTEENL, MFHL , BHRR

IE1E AppFabric E#& 8 Atlassian Confluencelk F

£ AppFabric RS H eI ARFEE , % AppFabricff f# 1T Atlassian Confluence, E&E
RINFrERE B Atlassian Confluence AppFabric , AU T,

B2 OAuth NAEF

AppFabric SAtlassian Confluenceff A5 OAuth, E1E 812 OAuth 5 A FE FAtlassian
Confluence , BEFERUA TSR,

1. SME Atlassian FEAREFHIE,

EALAEREN N AREER , RARERFRARESH S,

£ BONARR 3518, &F 01 , OAuth 2.0 &£/,
EEMNSHMBERPERNR , R/FI1EE Confluence API 3ZL RN,
ELHEBET , EFXREAF (read:confluence-user),
ERMEET , RFEEFEFIHER (read:audit-1log: confluence),
EEMSMBERPIER R, REEE OAuth 2.0 (3LO) ZBH “FiN".
FEEE URL XAEFEAATERINEEMD URL , RARERREFEER.
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It URL AWS X Fi<region>2 & HPEE AppFabric RAEFSTHWKB. il , EER
BB ( FHFRIWMMILE ) XFMHARBA us-east-1, XNFZXHE , EXEME URL 7 https://us-

east-1.console.aws.amazon.com/appfabric/oauth2,

e

&2 @ Atlassian Confluence OAuth NARBFRMUTER 2z —. EXTENEZER , H5H
AtlassianFF % & M5 £ #93E A F OAuth 2.0 (3LO) # Forge M AREFHISEE. MRAH , EEAZH
SEE,

- RETHE :
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 read:confluence-user
- BHEEHE :

* read:audit-log:confluence

Bz 72 7 & 4X
HPRS

AppFabric &R ZEHFES ID, FHIFEF ID AppFabric 2 Atlassian ConfluenceSEflFi5, &AL
e S BF b= https:/ F .atlassian.net Z B KX EIZRH Atlassian Confluence SEHIFiF,

HFBER

1 AFRIR L ME — Atlassian Confluence B4RV E ¥R, AppFabric A B#RIFCH AR FRNXAE
o B A 72 P 332 A Bl 2R A9 A AT S B

EFIR ID
AppFabric &R & Fi% ID. E7£ Atlassian Confluence FEREBHNEFF I ID , BRUTSBRIRE

1. SE Atlassian FEAREZEH &S,

2. EELAERENNMIARREG , RARERTAAREHE,. BHNARR.
3. E&BRRATIEEN OAuth M F AppFabric,

4. EREBE RHEMN “FFim ID” 2R AZEF s ID AppFabrice

B im#4A

AppFabric HEREF %4, BT Atlassian Confluence R EREBNEFFIRFA , BHITUTSER :
1. SMF Atlassian FFEA REZFHI Ao

2. EELAERREENNABRER , ARERFRAARFE. BHONARER.

3. &R TIEEH OAuth M EF AppFabric,

4. ERE THHN “BFULE FERHBEm AL AppFabric.

REERN

EHRRIENAREFRENG AppFabric , 45U 2| —MAtlassian Confluence A THUER A EE O,
E#tH AppFabric X , BIERE RIF
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B¢ & Atlassian Jira suite’3 AppFabric

Atlassian A AR HE/NEI AR E B, i) 83E DevOpsty IT REZEEM T/EE B S ] & BIFAIRAA

A, HHEMERAHLEZETE, ME 500 B ALHEL ML IKR 240,000 REFMAENH LT (BEE
EERMZEM KB (NASA), Kiva, Deutsche Bank 1 Salesforce ) # k5 Atlassian i R75 RREBE
HEANKEFihETHE , ZRNRITERENH R, 7 Atlassian R T #EE % Atlassian “mEERE , 2#F

Jira Software, Confluence, Jira Service Management, Trello, Bitbucket # Jira Align,

AWS AppFabric 3 7 Z&&N , &8 AR 1T 3K B Jira suite ( BrZ\Jira Align ) B9 B EF A -
., BRERECATRMELZSEMIESR (OCSF) KX , ARFHEMEI LS HEEEMERS
(Amazon S3) Simple S3 fF & #@EIL S# EE Firehose Jito

£
- AppFabric X Jira suite
- 1E7E AppFabric & &R Jiralk

AppFabric X #F Jira suite

AppFabric Z#FMNZW A FEEFMF# A KJira suite , B ER\Jira Align.

FRFM

AppFabric EF B E# A EMERJira suiteBI TN EMh | BUTHERUTER :

o BAIME Jira REEESEERNEE, X Jra EBYENESZER |, SR Jira B4, Jira
RFEE, Jira THEEEM Jira “mAIENTH.

o B Jira KPR MAIEERHEAEERACHAF., BXACHNEHAEER |, FSHE Atlassian XiF
Rk EEAFRFERERNR,

ERRREEZEM

% Jira EHXY Jira AP #8001 73R KPR &I, Bx Jira suite API EXRFHNEZEE |, HSH Atlassian
FERARIERE Wik EIEFERE], MR AppFabric MEWIMAE Jira APl AR FHNASBIRE , N
S RERHFER ALK AppFabric ATBEAEER,

BIRIEIR RS

T EHRET BRI ER R ATEELIER S 30 2%, XRNABRFRHUNTFREBLAERHNED
BIRERMRINTAABRAN. T , XATUEKRFRNETEENL, WFEHEY , BEHR XK.
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IEE AppFabric EZZE Jiralk /2

£ AppFabric RS HEIZNARFEE , % AppFabricff At TR N Jira. EERBRNFIENER
Jira AppFabric , AU TE R,

23 OAuth AR

AppFabric 5Jira suiteff &K OAuth, EEHGIZE OAuth B ARERFJira , BIRUATTRIZE

1. SME Atlassian F XA REZEHIE.

2. EBWNAER B, %% Bl , OAuth 2.0 &£

3. NEMNAREFRH-IMEH , RARERIE,

4. BB B D, ARFEE OAuth 2.0 388 w7,

5. 1EM@F URL FERHAFEALUTHRIMN URL , RREFRREFEN

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL H<region>2EEEFPEE AppFabric RARFEHNAB. AWS XiF flin , £ER
B (BEERILMILER ) KIGMWABR us-east-1, X TFiZXE , EEM URL K https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

6. SMERE Mo , EFRENEFT K ID MEFFHES , AERERELUAT AppFabric RRAEF
B

e E
& AT LA T SB ER N ElJira OAuth B ARRFEY “IXPR” T
- ELHBE (Classic Scopes) T :
« Jira APl > read:jira-user
- TEREYHSEE (Granular Scopes) T :

» Jira APl > read:audit-log:jira

« Jira APl > read:user:jira
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AppFabric FiEREWIHAF ID, HEVFEF ID AppFabric &K JiraSefl 18, & 0] SATE X 98 25 b k42
https:// # .atlassian.net Z [E] R EIEH Jira =61 713,

HFBER

i APRIR L ME — JiraiRS5BRHY B FR.  AppFabricf F#E P & FRRARIC N A 12 Fr R MIE T B 72 7 R 4X
I AR RE.

EFim ID
AppFabric FERERME IR ID, B Jira PERENESE ID , FRATSRIRE !

1. B3 Atlassian F & A REB#H A,
2. EEFTIEER OAuth AT EF AppFabric.
3. EURE NHEMN ‘B ID” FERPH AT ID AppFabric.

B P imEH
AppFabric FFERENEFIEH. PNEFIRE4E AppFabric 2 PRV E$AJira, B Jira PERE
MR |, BIRUTSRIRE -

1. BME Atlassian FFE A R IEFH &,
2. &R TFIEEH OAuth MFEF AppFabric.
3. ERE  MHHN “BFILE FEPH A AppFabric.

REERX

EPRENARFRNG , AppFabric K E —Nira A THUERRWEEE O, E#t/E AppFabric
B, HEEAT,

Bt EBox N AppFabric

Box2MEM Content Cloud , ER—NMNE—F & |, FHAEBEBRBNNBTE A, BHEHRZS
TELA R best-of-breed B ATEFERK -
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BRI AR AWS AppFabric WSk B E It BEMA P $EBox |, HHEERECAFRRNELZ S
ZEMIMEZR (OCSF) =X , AFNHiER L EI S £ 764 IRSS (Amazon S3) FHEFEHIL S EE

Firehose o

FH
« AppFabric 3 Box
- 1EFE AppFabric & &8 Box Ik /2

AppFabric & # Box

AppFabric X ##EWk B /A - E S5 M =& B EBox,

TRFH

AppFabric AN # & B EN XM B irZHiBox B XN BN , BATUHERZUATER :

- ERAEZAL , EREFRNARITAES R, Bm5EER, Sl RSEIIEREER.
- BATRBEEREEANRNAR,,
« EHIBoXIKF M RANE S HWIE , T8N BE 2R FHERENEFNARFNE S REH,

BRREEEEM

Box Xf Box API fENEZER#H|, FX Box AP ZEXRHINEZEER , 58 (BoxF kERE) W

vh E YRR R E|, 2158 AppFabric MMM EBoxMARFNASBIRE , NERETNEZAR
AppFabric AJ8E&FEIR,

EFEREHT , BOUgELFIHRKER 30 28T X ABE N, XRNARFEMNFREHLER
NBADBIREBERMEBRO T ERIR. B2 , XAUNEKFAR EHTEEN . WFEHE , FHKR
XFo

IE1E AppFabric E# &8 Box ik

£ AppFabric RS HAIENAEFEE , FE AppFabricfEf A 1T N Box. EERRNAIENER
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W

AppFabric 5BoxfE AR OAuth, EFAUTHZRIEFBoxt|ZE OAuth BIARERF. EXEZER , &
E FEBoxM ¥t k622 OAuth MR

1. BFRBoxHAHATREERF A

2. ERVIBFHNNAER.

3. MMRERFREFIRPIEFE BEXNAERF . FHIA-MES , RREEET —FEE.
4. RWANRERFAHNER,

5. M “BRY THRIIRFIEE S

a. MEKR THRI|RHPIER RE2E5EH,
b. % AAWS AppFabric Secure EEESWMMNNIBREER ? XAIE,

6. MREBBEAESRKIDNELRBARIENARFSD , FERRSHFIHRIL (BRTFEFIRE
iE )

7. i&#E Create App ( BIZRAEF ) o

8. LEREEEIF.

9. EZNHEM NARRFFERD By , &R NAERF + BLHERR,

10. EREN ‘NARFTE” B2 , ER “EERA/S M EELLEM,

11. ERRFEH

BoxXEERAFTELHEBoXEERZH PN NARFHITEN , RS EERAZNARERF. ERF
B, BEBA TSR

a. EFAREEFEPNENNRAEFER R AT+,

b. ®IEEEFER , MEMNBoxDLEERKE—HBTHENETH], BXTLEL , #2
I Box IS R A I I,
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MRBERFEEMESR , WAHEFRINAEF.
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- B (manage_enterprise_properties)

- EEMAF (manage_managed_users)

BI T2 R
MRS

AppFabric &R ID, HEIFEF ID AppFabric £Boxi )l ID, Boxitil ID AIEEE RIRFH A K
“WEMKER > KAEE” > il ID” T#HhEl, BEXEZEER , 5 Box XML LRI ID,

H/E A

i APRIRLLME —BoxARKY B #R. AppFabric £ B FRRIRIC N AREF RN ET NAREF RN
2BV E.

EFFum ID MEF im 2

1. BFRBoxHHAFREERFE,

ESMELPER RONARR

%R A FIEREM OAuth R T2 F AppFabrice

ERREED,

R EBZIMEA Oauth 2.0 ERE 5,

FENEF ID FHEF OAuth i ID S AZIM “&Fiw ID” FE&H AppFabric.
EFE RIEFFIESR

£ “BEFRRE FERBPEARBEN OAuth FFRAKNE F F4H AppFabric,
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B & Cisco Duol AppFabric

Cisco DuofE A e R EEEMHRKIERE , ZEMHRHBANZEHEMEIFHIIE , RFEER
FHRAFAFTRITANERZI TN N TEMELRARHATEREHRTENAL , A LLCisco DuotR
BRIBANZ 2, FREATURESHF RN ITERR,

AWS AppFabric I 7T &£ N , B AFERERKENEITBERMA P EIECisco Duo , FHEIBEIRAIL
NI BB L EIESR (OCSF) & , AEFHHER LI S#HELZ#IRS (Amazon S3) FiE4
R L EEIE Firehose o

ES}
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BEFEEELE (FET-—FSEETHNA ) . MEEMFERIGTREELRIAE,

ERERF
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b. WINEHBETSEESHBEXMANERRF I,

13. SMBCEIBVNRAER  REMNTHIIRPIEE EF

14. ZRERFEREFAER.

BB EEOR — N LT+  SEECTHDRITIENEHR, BiZETWFL B T HSEREHE
BEFAE,. BEANEEXEXHFEEER,

FEEE

A LA T SE DR IR S8 8 Salesforce OAuthRI REF S

- A APIs (API) BEHFEIE.
« BERTITIER ( refresh_tokenMoffline_access ),

RIFATE R
HPRS

AppFabric }EREHIAF ID, FHVFAF ID AppFabric 2 H “Salesforce R #I13” B9 71, #RATLAE
AR A= PR E “BOER” FEE , N Thttps://MZzE. .my.salesforce.com
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2. ERFERFPER VARE, AREERPIEE “BRNFR",

HFE B
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R 2 E T HRE

EPF ID
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1. SME “RE” WH,
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4, GREBEFEAEFAEE. SNHEERIFIERF,

5. RIFENEH , ARERERERAE.

6. &M “BEFim D" FERH M AEREER AppFabric.

EFiRES

AppFabric FERENEFYLZH, FHNEFHLE AppFabric 2 F #YH %% & %340 Salesforce, BEEFHHK
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1. SMZ &E” I,

R RE, ARER NARFEERE,

EREENNARER , AGMTUXEFER EF

EREEFRAEFAGEE. SUBEE[REFETF,

WIEERHN SR , REER HREVNE B,

EHNEFPHERF B P AE A %4 AppFabric,

2

HERKX

ER AR ARRFRINE AppFabric , U E|—/ Salesforce A THERNAHEEE O, FEHAER
H , BREENA{FEHSalesforce R EE R A5 ESalesforced “BEEHHEXH M “BHA API”
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ITOM it EEB 2 E 7 HRAEFHEEMN T RE , SEEMMLNZEMER, ©ELTRS®RE, X
RARE | & IT BENERZERFEZEAI —MEEZREF. SERTUEF MG CRERE , 85
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AWS AppFabric I 7T R£EN , B LAFEREKRENT I B EMA P E#EServiceNow , [FEIEIRAE
{LATF B RLEMES (OCSF) B , AENHIER L EI T2 £ 74 RS (Amazon S3) 174
WL S #HE Firehose o
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- #&H ServiceNow lKF A MEEEEEA/EHNARF,
« YRUIME—A ServiceNow 34,

BREREEEEM

ServiceNow 3¢ ServiceNow AP| HE IR LR &I, Fx ServiceNow APl REREINEZELR , HS5H
ServiceNow M5 Ef A UL REST APl IZE R, MMREWIE API SAREF AppFabric flIERHNIA
ServiceNow AP| B AfEFIAESBERS , NP E R ER AL AppFabric AJEEREER,

FITEHRET B BB TS éLiE%i_ 30 7. XRNABRFRHENFTFESHLEESNRD
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Now Platform3#F OAuth 2.0- IR FERE | HAHREFIRERK TR T,

1. EMER OAuth NARF, XBERITUT=EALER, EXTRAXESTENEZEL , ESH
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a. EMMARRF , H#ER Auth SEE AT LG REIZR APl , REST API 88427 now/table , HTTP 73
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HTTP Method | GET b
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Lo all resources in
this AP

b. ERERNRBE,
c. MEARNKBEXTIEE T,
2. EAUATHRIAWEEM URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2
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2. &E “RE OAuth , AFER “MARFEMRKR BT+,

3. ERENNARER.

4, I B ID” FEFHA OAuth RBEZEFHE % ID AppFabric.

B imEH
AppFabric FiEREF B, AU TSR ServiceNow FEREHE FimE 40,

1. SM#E ServiceNow #EH| A,

2. IEE “RE OAuth , REER “NARFIMER U+,

3. EREHMNARR.

4, EWBFPHIESF FEDHA OAuth NARFFHE %40 AppFabric,
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ERBIER ARG AppFabric , B4R E|—4 ServiceNowFA THUERNABEEHBE O, %EF L
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g & Singularity Cloudy AppFabric
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SHMEHNEENEXY REIKREFRNRT , FIAREINIREME R4
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EBIE Firehose Fio
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AR TIFREHERRS 30 28 TEEEENE, XRNARFRENTFREALERR AR
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TR TSRUGZERS AP KRB API Th, APl TEASKEREFENIZSE F /PS8 Fapt
bk,

(@ Note
ERS AP APl SRRz aIsc /5 , SI2% AP RE RS AP SEREGTR API A2,
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ERE TEES , EF AP, RARER “RSAF

RFE BRE REER CIEFRSAF

EOIEFMRSAS TP, MARSAFHKE. FAMNRE B,
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APl THEEK, RIF—1TEAQ , ERTHEFRE , FEF—FER , EIXRERE—XA L
EETH,

8. (Hit)EEEH API THEAREFREZENME.

9. IEEXM,

R A2 FF R 1%
HPRS
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HEL, MRREXTER , BFEZEAHN API SEEHNARFEN , MREFHK A LR
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FRGFM
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BRERFEZFM
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51 (Slack AP| ) FHIERIES|, R AppFabric MEKIA Slack APl ARFNAESBY
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B2 OAuth NAEF

AppFabric 5Slackf# FI£ K OAuth, BF A EA LB OAuth AR : FRANARFEFERIML
Fih. BEEFSOIE OAuth R AREFSlack , HEAU TSR,

Using an app manifest

1. HEENXEIRPSMEB Slack AEFEELH,
2. ERCIEFHNNARERF.

3. EERKANARERFE,

4. EBREHHFBNH THEZEE AppFabric.

5

FETHFEARAEFRFERES |, 2 JSON , AEHINE JSON B A UTH
Bo. <region>B¥NHERE AWS X8 (0, us-east-1),

{

"display_information": {
"name": "AppFabric"

.

"oauth_config": {
"redirect_urls": [

"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

.

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true

}

}

6. MEXEFEERERNHEEFFFREFEF K ID MEFRHH,

7. XF auditlLogs:read Bl , BXTERANARFN AT K. BXEZELE , E5H
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EOZNAEFRBRERENLTTBR,
HNIENNRARFGEFERTHEX,

MEXREENHERHREES I ID MEFIHEZER.

£ “OAuth MXFR” WHE L , EF “BITHERXASRTELL” R,
£ “OAuth MXPR” TUHERKY “EE M URLs” #2048 3NAY URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2
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https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

MF auditlLogs:read Bl , BXTEANARENLAF D K. BXEZEER , B5H
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EROBA ARSI, R,
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e users:read

R TR R
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1. EEHNEERPSME Slack NAEFEERME,
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3. EEXNMEE WEM “FFWm ID” RS AR in ID AppFabrice

B P inE4H
AppFabric FM&E# Slack OAUthRIAREFFIEREFRZH. EERTFAHES , FRUTSRE
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1. BEERNEEFPSME Slack NAEFEE R,
2. EBREZHAEMERARN OAuth B AT F AppFabrice
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AR AREFIRNG AppFabric , ZFUEI— 1 Slack A TH ARV BEEEQD, Eit#E
AppFabric 1Y , HE&&E 1T,

Bl & Smartsheet’y AppFabric
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REFZEEMENEN B R CHERE,
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IE7E AppFabric &£ K Smartsheetlk

£ AppFabric REHeIZNBARRFEE , 40 AppFabricfE At 1T#% X Smartsheet, BEEHRFNFIE
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3. HUlZBFWNAREFRFLEEMERAFTR,
4. ANRAERF URL MNABRFRRAAN/XFARERESH—E.
5. EANATHRAMNEED URLENNARFEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2
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6. EEERRF
7. EHEREFRRARFES R ID MNARFALR.
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Smartsheet E3R &7 OAuth BLE BB RINEMAE., AppFabric FFEXT&# Smartsheetlk F~ By =X
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* READ_USERS
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AppFabric FERZEHEFiK ID. FHEF 4 ID AppFabric 2 Smartsheet AfEFEF % 1D,
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MNMEERE, 14,000 MERM 2.5 Z X T&E. Terraform Cloud2 HZ IR KA B X Terraform , ©HAM
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o
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AppFabric EF R #E#& B EMNZIEH BirEfiTerraform CloudEIZ W B |, BATHEUTE
X

Terraform Cloud 93



AWS AppFabric EEER
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CloudEEMEZELE , S HashiCorp TerraformM 4 B TerraformE#1o
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BREREEEEM

Terraform Cloud X% Terraform Cloud API #etNiERR &, H>< Terraform Cloud APl BERGNEZE
B, {5 @A Terraform Cloud™ i Terraform Cloud F X E BB EMIZE R API FERRE, MMREHMN
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"Name": "message",
"Type": "string"
},
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
I
{
"Name": "status",
"Type": "string"
I
{
"Name": "time",
"Type": "bigint"
I
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string,type:string,uid:string,type_id:int,risk_level
},
{
"Name": "metadata",
"Type":
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
I
{
"Name": "severity",
"Type": "string"
I
{
"Name": "duration",
"Type": "int"
I
{
"Name": "type_name",
"Type": "string"
I
{
"Name": "activity_id",
"Type": "int"
I
{

"Name": "type_uid",
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"Type": "int"
I
{
"Name": "observables",
"Type": "array<struct<name:string, type:string, type_id:int,value:string>>"
I
{
"Name": "category_name",
"Type": "string"
I
{
"Name": "class_uid",
"Type": "int"
I
{
"Name": "category_uid",
"Type": "int"
I
{
"Name": "class_name",
"Type": "string"
I
{
"Name": "timezone_offset",
"Type": "int"
I
{
"Name": "end_time",
"Type": "bigint"
I
{
"Name": "activity_name",
"Type": "string"
I
{
"Name": "cloud",
"Type":
"struct<account:struct<name:string, type:string,uid:string,type_id:int>,project_uid:string,
},
{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"
},
{
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"Name": "query_result",
"Type": "string"
},
{
"Name": "query_result_id",
"Type": "int"
},
{
"Name": "severity_id",
"Type": "int"
},
{
"Name": "status_code",
"Type": "string"
},
{
"Name": "status_detail",
"Type": "string"
},
{
"Name": "status_id",
"Type": "int"
},
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string, type:string,hostname:string,mac:string, type_id:int,ip:string>>"
I
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
},
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
I
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
},
{
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"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
},
{
"Name": "user",
"Type":
"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string, type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
1,
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
3,
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{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
},
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
I
{
"Name": "disposition_id",
"Type": "int"
I
{
"Name": "disposition",
"Type": "string"
I
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
I
{
"Name": "auth_type_id",
"Type": "int"
I
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
I
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "auth_type",
"Type": "string"
},
{
"Name": "firewall_rule",
"Type": "struct<version:string,uid:string>"
},
{
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EEEmE

"Name": "proxy_connection_info",
IlTypell :

"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"

iy
{

"Name": "connection_info",

"Type": "struct<direction:string,direction_id:int>"
IlNamell: Ilapill’

IlTypell :

"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc

}I
{

"Name": "attacks",
IlTypell :

"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc

iy
{

"Name": "raw_data",
"Type": "string"

"Name": "email_uid",
IlTypell: Ilstringll

"Name": "malware",
IlTypell :

"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays

}I
{

"Name": "start_time_dt",
"Type": "string"

"Name": "direction",
"Type": "string"

"Name": "smtp_hello",
"Type": "string"
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EEEmE

"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmarc

"struct<uid:string,from:string,to:array<string>,data_classification:struct<category:strinc

:string, type:string,uid:string,type_id:int, full_name:strinc

,attacks:array<struct<version:string,tactics:array<struct<r

"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi

"Name": "unmapped",
"Type": "string"

},

{
"Name": "direction_id",
"Type": "int"

},

{
"Name": "email_auth",
"Type":

I

{
"Name": "email",
"Type":

},

{
"Name": "impact_id",
"Type": "int"

},

{
"Name": "resources",
"Type":

"array<struct<owner:struct<name

I

{
"Name": "finding_info",
"Type":

"struct<title:string,uid:string

},

{
"Name": "evidences",
"Type":

I

{
"Name": "impact",
"Type": "string"

I

{
"Name": "count",
"Type": "int"

I
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{
"Name": "confidence_id",
"Type": "int"
I
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string,type:string,value:string,provider:string>>"
},
{
"Name": "rcode",
"Type": "string"
},
{
"Name": "app_name",
"Type": "string"
},
{
"Name": "rcode_id",
"Type": "int"
},
{
"Name": "query",
"Type":
"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
I
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups::
},
{
"Name": "response_time",
"Type": "bigint"
},
{
"Name": "delay",
"Type": "int"
},
{
"Name": "start_time",
"Type": "bigint"
},
{
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"Name": "proxy_http_request",

"Type":
"struct<version:string,url:struct<port:int,scheme:string, path:string, hostname:string, query

I

{
"Name": "version",
"Type": "string"

I

{
"Name": "stratum",
"Type": "string"

I

{
"Name": "stratum_id",
"Type": "int"

I

{
"Name": "dispersion",
"Type": "int"

I

{
"Name": "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int,packets:int,packets_in:bigint>"

},

{
"Name": "precision",
"Type": "int"

},

{
"Name": "size",
"Type": "int"

},

{
"Name": "actual_permissions",
"Type": "int"

},

{
"Name": "base_address",
"Type": "string"

},

{
"Name": "requested_permissions",
"Type": "int"
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},
{
"Name": "end_time_dt",
"Type": "string"
},
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
I
{
"Name": "remediation",
"Type": "struct<desc:string>"
I
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
},
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
I
{
"Name": "time_dt",
"Type": "string"
I
{
"Name": '"group",
"Type": "struct<name:string,type:string,uid:string>"
I
{
"Name": "users",
"Type":
"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_
},
{
"Name": "confidence_score",
"Type": "int"
},
{
"Name": "state",

"Type": "string"
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},

{
"Name": "state_id",
"Type": "int"

},

{
"Name": "evidence",
"Type": "string"

},

{
"Name": "confidence",
"Type": "string"

},

{
"Name": "risk_level",
"Type": "string"

},

{
"Name": "risk_score",
"Type": "int"

},

{
"Name": "impact_score",
"Type": "int"

},

{
"Name": "risk_level_id",
"Type": "int"

},

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

I

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri

},

{
"Name": "codes",
"Type": "array<int>"

},

{
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"Name": "command",
"Type": "string"
},
{
"Name": "type",
"Type": "string"
},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":

"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"

I
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string, category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz

iy

{
"Name": "type_id",
"Type": "int"

.

{
"Name": "databucket",
"Type":

"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
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},

{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"

},

{
"Name": "session",
"Type":

"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole

I

{
"Name": "certificate",
"Type":

"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v

},

{
"Name": "is_mfa",
"Type": "boolean"

},

{
"Name": "logon_type_id",
"Type": "int"

},

{
"Name": "auth_protocol_id",
"Type": "int"

},

{
"Name": "logon_type",
"Type": "string"

},

{
"Name": "is_remote",
"Type": "boolean"

},

{
"Name": "is_cleartext",
"Type": "boolean"

},

{
"Name": "auth_protocol",
"Type": "string"

},

{
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"Name": "is_renewal",
"Type": "boolean"

},

{
"Name": "lease_dur",
"Type": "int"

},

{
"Name": "relay",
"Type":

"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"

iy

{
"Name": "transaction_uid",
"Type": "string"

iy

{
"Name": "file_result",
"Type":

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

}I

{
"Name": "file_diff",
"Type": "string"

},

{
"Name": "create_mask",
"Type": "string"

},

{
"Name": "web_resources_result",
"Type":

"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi
},
{
"Name": "app",
"Type":
"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

}I

{
"Name": "src_url",
"Type": "string"
}I
{
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"Name": "priority_id",
"Type": "int"
1,
{
"Name": "verdict",
"Type": "string"
1,
{
"Name": "desc",
"Type": "string"
1,
{
"Name": "verdict_id",
"Type": "int"
1,
{
"Name": "priority",
"Type": "string"
1,
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
1,
{
"Name": "expiration_time_dt",
"Type": "string"
1,
{
"Name": "expiration_time",
"Type": "bigint"
1,
{
"Name": "comment",
"Type": "string"
1,
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
1,
{
"Name": "entity_result",
"Type":

"struct<data:string,name:string,type:string,version:string,uid:string>"
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},
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
1,
{
"Name": "request",
"Type": "struct<uid:string>"
1,
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
1,
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
},
{
"Name": "prev_security_states",
"Type": "array<string>"
},
{
"Name": "security_states",
"Type": "array<string>"
},
{
"Name": "folder",
"Type":
"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer
},
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{
"Name": "url",
"Type":
"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty
},
{
"Name": "tunnel_type_id",
"Type": "int"
},
{
"Name": "tunnel_type",
"Type": "string"
},
{
"Name": "protocol_name",
"Type": "string"
},
{
"Name": "job",
"Type":
"struct<name:string,file:struct<name:string,type:string,path:string,signature:struct<certi
I
{
"Name": "num_trusted_items",
"Type": "int"
I
{
"Name": "command_uid",
"Type": "string"
I
{
"Name": "num_registry_items",
"Type": "int"
I
{
"Name": "num_network_items",
"Type": "int"
I
{
"Name": "schedule_uid",
"Type": "string"
I
{

"Name": "num_resolutions",
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"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "num_detections",
"Type": "int"
I
{
"Name": "num_processes",
"Type": "int"
I
{
"Name": "num_files",
"Type": "int"
I
{
"Name": "total",
"Type": "int"
I
{
"Name": "num_folders",
"Type": "int"
I
{
"Name": "dce_xpc",
"Type":
"struct<command:string,flags:array<string>,command_response:string,opnum:int,rpc_interface
},
{
"Name": "share",
"Type": "string"
},
{
"Name": "client_dialects",
"Type": "array<string>"
},
{
"Name": "open_type",
"Type": "string"
},
{
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"Name": "tree_uid",
"Type": "string"
1,
{
"Name": "share_type_id",
"Type": "int"
1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}
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ext/<custom source name>/region=<region>/accountld=<account_id>/eventDay=!
{partitionKeyFromQuery:eventDayValue}/

ff<custom source name><region>, <account_id>E#J &M Security Lake B E X KIR
A AWS XI5 fl AWS IKF ID,

11. T S3 FRBERBEANR , FRWANTE,
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ext/AppFabric/erroxr/

12. FEiRFLERtE | Hi%&# 300,
13. WFEBHRX K/, HikE 128 MiB,
14. N FE+HXERR , HiEE 60 ¥,
15. 5 Firehose T ARMBIETE,
#12 AppFabric #£H

ERFHIERIEE Amazon Security Lake , #%TE AppFabrici2$l & R a1 —MEE , EREZF8)
EM Firehose ZIRIERMHE, X[ AppFabric 1I2ENEL E RN F A Firehose fER I HHIVEMNE %
BE , BZHAEREVE,

Singularity Cloud

#ZSingularity Cloud ¥ & AIRF B W EE NN BREZAERBINER. HIREETRHOAIERE (A
TER ) BE2MNECANSENERT REIZERNKE , flNRENNRBEMNE T,

AWS AppFabric &1t A £REUE EE W

DTRETHEHRTES—EFEHAM AppFabric #2289, 44X F % H B & Singularity Cloud,
MR

Singularity Cloudz#F AT AppFabric #i 22 M

OCSF-JSON : AT HBME LT £ LRMIELR (OCSF) X EhiE# 1T AppFabric ¥R H L JSON KR 5
H 5z,

AHAE

Singularity CloudXX3#MELR AppFabric #i iy BN F#& A &,

» Amazon Simple Storage Service ( Amazon S3 )

« Singularity CloudEEE AN EELBHF it HEM Amazon S3 F#BIZWEIE |, 158 Singularity
Cloud’s 3 ¥4 = /Y % B 3# 1T R 16,

Singularity Cloud 131



AWS AppFabric EEER

Splunk

Splunk BB TIREAL B M., FEMNALEA Splunk WE—HNZEMATRNEFEKRBREBFERE
MEEMMATFEE, ALEH Splunk RFFLEZE, EMRENINAREFREZEREANSEH , RIRHKF
MBEHRAPE , FMERFCRE,

AWS AppFabric # HEBRBUEEEM

LUTETHRTES—RERAK AppFabric #2884, i H & M H B #93#:Splunk.
AP IR

Splunk LT AppFabric % H 2K -

+ Raw - JSON
« AppFabric JA JSON X RN AEFERNRBREEPHHE,
+ OCSF - JSON

« AppFabric EAFBMEREEESLE (OCSF) X EIEH 1THRELH LA JSON #& = H BidE.
* OCSF - Parquet
« AppFabric EAF M % T £ RIER (OCSF) N EHBHITIRELH S W HHEIE. Apache

Parquet

BEVE
Splunk3z3F LT AppFabric #i & :

* Amazon Data Firehose
« SplunkERE NN T EEMNFZ AER Firehose MABWHFEZ AL , FREMIE LT T2 5E
Firehose Splunk Fff fn4H £ 5 B9 5 B 3t 178 ¥E. Splunk
» Amazon Simple Storage Service ( Amazon S3 )
- B Splunk BEE NN ZEEMN TR AER Amazon S3 FEMHEIEIE , HR B Splunk M4 £H
AWSH) Splunk FEHEEE T SQS K S3 fi AP WA ITERAE,

AWS AppFabric i %< &Rl R

RNTLLRN , MREFEH,KEFEH AWS AppFabric , FSAMREEIRBHE 2N H B EF
H BB LA AppFabric B TZ 2B RNBHMNETNEIE , UEFETNEH, EEE AppFabric &
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R, BAURRNBNRHEIERSS (SaaS) M AR FeI2 R IRH I R ER AR « SREVE AR > #A >
NMRAEFRK > NREFRH D

RBRSLHNNARFRERG , S RN AREFRSE S,
£}

- HIBREXEN B #R

« HIBRERER

- BRI A2 R X

- MKREAREFESS

il B 5% EX B ¥R

MREE QBRI ERE R ELE |, W AppFabric HTE2ER , 2aRREVERKR BN, EMER
BB , FREUTSRATERE

1. $T7F AppFabric #§|& , Wik Ahttps://console.aws.amazon.com/appfabric/s
2. EANTEY , BRFEMBXE,

3. EFEEEL

4. ERNARFRN.

5. EFRERRN BRZONETIRE | AEEFERER,

6. TEMIBR B AR5 AE IR BRE TN,

7. NAEBHRES LRPR,

il BR 52 EX

EMBRIRE , FEBUATLR

1. EANTES , BFAEMERE,
IEFRREL

IERIEH N AR RN E LR TR .
MBRETRRBEREE

IR BR o

FE B BRER B TEAE AP ik 2 M BRE T H A

2
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il B B2 A2 R X

EMBREARFRN , FERRUTSRATRE

EANRES , BFAEMNBREE,

RN RAREF RN

R M BRAY R R RN S 1 AR TR
MBRETRIKERIERE

R BR o

FE M BRER B TEAE AR R M BRE 1T H A

2 e

M BR R AR A2 PR 4R 45 =
BHBREHRARFESS  BEEATSR

1. BEANTES , BFEMNHEE,

2. EBRNRAREFBSS.

3. EFMIRIRE,

4, BA delete HITHIA , REEZFHIBR.
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ft 4= = AWS AppFabric A TiIRS TEME ?

“ AWS AppFabric 2 &7 1" Theest TEM B , s K ET 1L,

(@ Note

B Amazon Bedrock #efitx#F : AWS LI Ba1EAK M. BT AWS AppFabric THERERE
3 7£ Amazon Bedrock 2 £ , Rtk PP 47& T Amazon Bedrock FSERERYIREIIEHE |, LRI
TZE, ZRANEEHERA A TEEE,

AWS AppFabric for productive ( TR ) BEMNZAMNNARFAERE T L TR BAEE &
BEHFHEE=SNAERFFRELAFNIERER, NARFFEARNRE , NEMRAREFTE
AFRFBENTURESHNNARFARREE , Bt T AHRNEESE N NARFNWER.
AppFabric A TIREITEXRE  NARFARARTLGRIERRNA LSRR , XEERKALERE
APls AL R BRI AR F VBRI S AIR4E , Rt I A B HFWRAENERRNA T E BB FR
HEFENFLAFKL, AppFabric H TIREI/ERER K THUERKRES/MNNARFNRE , 77X
AR TEWERRLEY point-to-pointEE K. AppFabric A TIREIENE  NABRFFAARTNERE
BANHENARFNAFPREDR , WELAAFPRE-IWAR , ANERRKBEMMNAEFHNHEXLET
o

AppFabric A TIREI/EXE , JEZERXRBERANARR ( fliAsanaAtlassian Jira Suite. Google

Workspace., Microsoft 365, Miro, Slack, Smartsheet, & ) WE#E, AppFabric REE~ D ANA

BFETRXERHT —RERANAERGEZEENMILONAREEAR , NMiEERAFRXAR, HEE
MEBEBE, BN , REAPATUETHH ITEREBHBERT , NEARFDHRIAENLE , NTIMF
5,

E&

- LB

- EARM

« I8 AppFabric SR & T M=

« AppFabric AEIMARFFEZARNES DT (FHKR)
« FF$4fEF AppFabric 2 E &L A M TERE (FKR )

» AppFabric £ TEME APIs (% )
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« FRERIELE AppFabric

L5

AppFabric A TIRETEMR , NABRFTRARATRGREKRENRARZFHELENRENES |, X
AR AT BT HO M ENERK Al IFREEFENKRLRASER. APIs

- BNABRFRAPRENE—XIF : AppFabric A TIRETERR , IUEMKEZSMNHARFHHK
&, FRARATFHERES point-to-pointSE K. BT B3R BEREIRENC N EFMARE
FHEE@ENRN , NALE SaaS NARFHBEAREMNARFER  SHILENARFITRAR
REBESEZSHE , NMEERSHELA/HNITHERE,

- TEEFAFER  FRARFTERERELEEA AppFabric IENARFHASREF , FiEEX
RAPaBRN e B m&adAFREMMCHRBNRERN , ARHKEEIMNARFH L
T, XfE1S AppFabric &£ A BIEHY SaaS MAREFATLRS THEXRR | WAl EMIAER
RESHWNARFPHTHR. RXAFRENARERF2BTRBNEEED | 5 BRUREFETER
EH,

« R ETESE : EEDNAPLEAF , NAFRELEWERE, REAENRTREZMNAERF
EEX , RGN AP ERBBEN AP R, AppFabric FiXFERMEMRER , ENA
BETREEGEREYE, RARFEERR Al Wi, XENABRFFRAAREBREREFE
REENES L.

- A@Q@ rtifactic 5|V AFEE : ERFHI—38% , AppFabric A TIREIERE , FETRHE
RO ITHIREXM , XETHRREXHATERRNF , NEILRZLRFPXNLLMEA HHEE.

- FLMAFRNR : ATERABENAFHEETARENERINASR. AppFabric I TiREIEN
R A ISV WA BRI A = H R ERKIR.

EdEESY

RIARFFEARTURARS AppFabric TEXEREFWRENARFANIBHNE~ N, AppFabric
for productivity B TN APIs UETUTRABINAER , UHEBRLRFREIERE .

« MAERBEN—K

- ARFENLE APIBIERKBENARERF (2REBTH4. BA. BE, £5F ) WRHL
@, BPRAFEFHEEACH —R. IS, AFEAUESEEENARFRITENAREFER
&, PlanelZ e FEpF, RHESWMEIBRERB. Sl , E—R2BHTES LRH A TFRE
BEI-RZBANENHE , EUNBIRIESEFNEFLEATWNEIRFE, REMEE
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RTHEFZR (MEFSEMNAEE , NEFHRERGEAMAEA ) |, AABERITREZNIHFET
RERNAR,

- NEPRATTHWIMAER

« 2WER AP BEEEQWENAEREXNENARFES (ME TR, HEE) | HBA
PRASUMEFSRETNES. APRERURENRWMES , TRRZRNEENARZERF B %
REHRANE

518 AppFabric SAR & TEME

AppFabric for productive B BIE/ERTERIEL , HEXERI (LI ) #HE AWS XiF, &
XNESZER AWS XiF , FSHEFRAWS AppFabric & ixT S MEFAWS — kS %,

EEANXE , BRI B T EM—#5 X AppFabric TR RS THERE

- EANARFITFRAR
» AppFabric IR ARFF XA RBE DA (FHMR )
- ERBRLRAF
- iR AppFabric RS RELRAFHITEMRE (MR )

AppFabric I NARFEFAXARBNES= DA (KRR )
“ AWS AppFabric 2 &4 7= 0" ThEEL FEM R , e K ET1L,

KT EB R ARFIT & & fFES AWS AppFabric THERE (K ) EREMMNNAREF+H. AWS
AppFabric REEF=NEF XA REBBESE S NNARFNEFERE, BAEH. £5. HESERK
ATEREHNAENRE , NTTANAFITEEFENNARFER, BXXBNNARENIIX , &
S AWS AppFabric XEHH M AEF.

AppFabric RE TERERINABRFFRERE T ELXLTENREPHITHENKERHNR, HR
F—IXFRERIRS AppFabric TEMERER , IREESIZE — AppClient F M —MNNRAF. Lt
FEAEEHBBETHNNANAREFESZEN S ARIENBER AppFabrice X RN F# T
Ja , B LR FREFERRS AppFabric #1TRIE , AEBEF ARy BEHEMAR (BSRTE 5,
AppFabric i§REIUFEHNETE ) o AppFabric FESRIN ZRAZRIENARFEE , UHEBRFN
AREFFAAR. RAAFPREBE , NMIAUAAREN AR KRAFXARETER,
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F&

- EREH

- SR, NIREIIERE AppFabric ftlE AppClient

- SR 2 NENNARFHITHHRIFFNENX

- S 3. % AppFabric AF 17 URL R EEH N AR
« S 4 : AppFabric T &R FARERFN N ENRE

« S 5, AppFabric & REUF R RE

« BEEEIES AppFabric TEZE AppClients

o FITHEHEBR AppClients AppFabric LAUR & T HEME

FRFMF

EFRzH , REECE— N AWS KPP, BXEZER , BESH MR AWS kP, BEFE
BIBRED—ANENGR TES K" appfabric:CreateAppClient"# IAM KR AF | iZKEER
FiZAFEMEN R AR AppFabricco BXNEF HINEER TR AppFabric WEZER |, TS

[ AppFabric EX47= 1 IAM K= 6l. ERMEEERAFREEN , BN THHRRERR , XT2
BEMEN, BXELELE , FSRNEEFEEHRMRNAF,

AppFabric IAETRKRHE , RAXERS (#FELII ) THELE= D, EFHRUTEIRZE , FH
RGN T L X8

H 1 NIRS ITEME AppFabric 12 AppClient

EFRENARERFRZHKE AppFabric UREVEF= D2 8 , IWEECIE— AppFabric
AppClient. 25T £ AppClient #2125 TEME AppFabric NI/ , EFXHZ£H OAuth RATRE
FEPE , IXUNARFEZBNREEE AppFabrice Z#ReIE et AppClient , fREBEI—4
AppClient ID , X2 —MNHE—WFRIREF , X FHRE AppFabric 2138 IE £ S4RHY R AR FMIRE N A
BF—EFEAEXEZE AWS K,

AppFabric RE TEREANABRFFAERETELZS TENFERRTHENERHNNER, HR
E—IRFFRFERARS AppFabric THEXRER |, IREEBIE — AppClientHEM— NN A P, kA%
EEHBET AN ARFS 2 BN S B RIEFEER AppFabrico FEX&ANEF# TG
B LA S BRI IR R 44 AppFabric #1TRAE , AEBFHRNRT BEHMAR (BSHRIRE 5,
AppFabric i§REIUFBHETE ) o AppFabric FESRIM ZRAZHRIENARFEE , UHEBRFN
RAREFFARAG., REAPRERE  MMAUAAREN AT KAFPXARHTERE.
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Z 02 AppClient , #EEMA AWS AppFabric CreateAppClient APl #F, MREGEEEH
AppClient FHEINAZR , M LAEA UpdateAppClient APl #2{EXE XK redirectURL, MREBEEE
WEBHRBENEEMSE ( AppClient 5131 AppName SR ) |, N LB BR AppClient H 62 —
NS, BREZEE |, 55 CreateAppClients

YRATLAEA CreateAppClient API EAZMREIZEES (B3 Python, Node.js. Java, C#, Go H
Rust ) @] AWS REEMMARF. BXEZELR |, E2H (IAM BFER) dWERER R, BF
EFAKPEERAE 4 ZIETEERITI AP BRE, EXEEMET4NEZER , BZH | AM AFE
EHHZEE AWS API B3R,

BERFER

« appName-BEAFNFHEERE LAAFE RN ARERH AppFabric B, AFENALRITE
ERFLAFPATELEHNARSFTER AppFabric L, BEXEENENEFAEE K BSR SR
2. AENARERFI TR,

 description - NARFHIER,

« redirectUrls - BRNEENKRLAFEEREMN URI, EHRZTLUF 5 1 redirectUrl, 520
https://localhost:8080.

« starterUserEmails - ER AR FBELKIU 25 A FIA R AEWALEN A 74, R A
R — B FER sk, B0, anyuser@eexample. com
« customerManagedKeyIdentifier ( Ali% ) - AT MEHFENEFAEEZL ( H KMS £5 ) B

ARN, TNRKIEE , NFFAEH AWS AppFabric BFE®, BXx AWS HENZ IZEFREZHEN
EZEE | HSH AWS Key Management Service FF & A RIEEFHE Fin 248 8 AWS %47,

EINEE

« appClientArn-B8EHFSWILS#HEIREM (ARN). AppClient flzn , AppClient ID
salb2c3d4-5678-90ab-cdef-EXAMPLE11111,

- verificationStatus- AppClient BiEIR7ZS,

« pending_verification-KY¥iE AppClienti7EH# 1T AppFabric, £ AppClient BiFZ 8] , R
B—1MHAFP (EHEEstarterUserEmails ) AIBAEA AppClient. FF¥$E AppFabric AF (]
PHRED—ZLBHN (WFHFHR ) H8 3 : F AppFabric A1 URL RIEIEHNARER , ®R
ZNARFARED KU,

« verified-BWiEIEEMIIEK AppFabric , I AppClient EE £ K,

« rejected-BIRIESTE AppClient #$E4t AppFabrico EEFH B HRITRBIESR 28 , Hib
FF AppClient o3& Ao
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curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

MRBBRERT , MZRSFLRIEE HTTP 200 WAL,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

HI 2 NENNAREFHTEHRIENEN

B ET OAuth 2.0 RAURE , FIENNARBRFEY T ER AppFabric g, B , BEEQRE
—AT§1‘XEE5 ATFRIUIEEHNNAERSMD. BXEZER , B0 BN, R, SFHEALENB R
BRGETSHE  ZPERTFENNARFENARFPIREFE TR AppFabrich SEHINER, BEXEZE
B ,1ﬁza|ﬁ]11£§o

BEARTNARFEINRNESER , B3H AT HEUENEARER.

1. ERIBEMNE , A AWS AppFabric oauth2/authorize API &
BERFER

« app_client_id ( &E ) -FE] 1 AWS K 02 AppClient ID, #IE — AppClient. i
N alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

B2 WEH B AREFHT S HRIERENR 140
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« redirect_uri (X8 ) -ESR 1 PEARNE  RLAAFEEE@EH URI, 81—
AppClient. 120 https://localhost: 8080,

« state (&H ) - AT #H#PBERVNDF 2 BPRSHIME—E, Bl
a8904edc-890c-1005-1996-29a757272a44,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BHRRIEE , BFEEEEEEEN URI , HUEBSHFXRERNG, flm, £
i code=mM@NyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAIiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. {#/ AppFabric oauth2/token API #4557tk FAEL #2717 815 FEo

WSEAT APl B3R | R¥ERIEstarterUserEmails 2B —EEM. AppClient BiEjg , iZ
TETATEAAF. AppClent BFEEFAKF,ZRARA 4 TIEFRERITI AP BRE, EXE
BHRA4NEZER , FSE 1AM AFERETHNEE AWS AP| iE3K,

WREE

« code (ME ) - BERF—FTHHTHOHRIEFREINTENRBE, Hia
mMONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,

« app_client_id ( &8 ) -F¥ 1 F1 AWS K 82/ AppClient ID. 82— AppClient. 4
W alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« grant_type ( &4& ) - BAMA authorization_code,

- redirect_uri () -EFTR 1 PEARNE , ARPEEEQEIN URI, BIE—N
AppClient. X %5 AT AIZBNBHEEME URI ME. a0 https://localhost:8080,

e R 5 B}
« expires_in- ETHEEHZZ X, RIASHEE N 12 Nat,
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- refresh_token - \#1% /token & RIZUHY RIFTH
 token - \#IA /token &R BRI B HE,
 token_type - Z{Ef} 2 Bearer,

 appfabric_user_id- AppFabric F ID. REFEMA authorization_code #FEEWIE
RFLIRE LLE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqgJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
o

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

SR 3 . & AppFabric AP 77 URL R MEIZH N AERF

RARAFZERERN AppFabric , TRETFRIENARFHPATERLBNEBIE, AppFabric B
BEMHWAFIIF (#ERARER ) H5LAFPBNENARER , ERTRARFARERELRENE
i, HAPHERIFIRES TESERN , I EFRAFTIIR |, Z P EAIEBEZENERRATER
NEMENAEFRIENRARERF, AppFabric %G , AP TSN AR FIEEZ AppFabric LUiE
SIEME , RARREFEHNARFUIRRANBNEE, ENNARFSER AppFabric AZE T

SR 3 . ¥ AppFabric BT/ URL R INE &8 R AR 142
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ERE  BEBLENBRERFTRMIEEE AppFabric 8 URL, EBN FERFEBERZENENNARE
Fih1R AppFabric AP IR ZEXEE,

1. SMINARFNREFKIATAMEE@NEZ URLs.
2. REMNXEE , HUT AppFabric URL fEAEE M URL mMMEIEHNARERF

https://userportal.appfabric.<region>.amazonaws.com/eup_login

AIMURL &, ZRNARFSRENSAFERE AppFabricAAF 1. EXE , AP UERHE
EMEE AppFabric BTERE~ D NENNBRERF.

SR 4 . AppFabric AT ERERNARERHNNFENIRE

AFREEZENARRE , BUUFAAFPNRE | BYEEER D NARFEMN LT XURRES N
THEME, AppFabric NIRERFENBRIVABZRAAFP LKL, AppFabric AP HRIEFMEE
AWS Ik = PR & & AppFabric, B3] AppFabric ERENEIENELR |, TSR P HEIELE
AppFabric,

BRI LAER APIs AN Al B TEERNARFPFERMNIERAP R FEFRE

« ListActionablelnsights — BXEZEE , BZHA TEHMN TRIENILFEID .
* ListMeetingInsights — BXEZER , BZHALAEREENSIEZHD.

AIR/ERI N & (ListActionableInsights)

ListActionableInsights API AIEBIAFRIEENARERF (2 /RFH4E. BFA. HE. &5
Z)hWESERUTIRENAR  SHAFEFHEEECHN — K, BENIHESE REARTF
LR AEN I IRARNGEE  NMBBAFREEFTERNBNFER T WMLEHE. ks, AP T8
SBBAFBEEBUNRE  HATAPMNEHWNARFRTENRAERRE. B4MSE , APl &
Asana, Google Workspace, Microsoft 365 1 Smartsheet £ A &K , 88 KA B FER4.
SIEZBAEHNETS. ABEIBESHER (LLMs) ATLUE R IAVIRME ( HlneE Fof 4 IEXHES B )
hRMAERFRAEE , AP TUERTEXNERTEENL , NE{LRRHREE TERE, SHRAK
AR NARFNEREL , AppFabric EAMERNERAINFAHAFESR. FENRTENRAE
Frigfe. EHITERME , AppFabric BE ISVs FAFEEM@ME| AppFabric BT, AT LAEH A
EERFFAEEHMITXERE, £ERNEMNRIEER AppFabric H—/ N —# URL. Ik URL £
ListActionableInsights API a7 #Y MR A Al A,

LTRXENENARFREARBLENARFNRHE
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« KIZEFHBH ( Google Workspace, Microsoft 365 )

- BIZHAEH ( Google Workspace, Microsoft 365 )

« BZ1F% ( Asana. Smartsheet )

BERFE
« nextToken ( AJi%& ) - ATHRET —ALFEN D T,

« includeActionExecutionStatus - EZBRERITRESIIRNIEESZME, BRIEGREEZABRS
B 1T5i%, THERY{E : NOT_EXECUTED | EXECUTED

B RIRk
o« BRIRALEELE Bearer Token {E—#fE A,

VR £

- insightId - £ KN EFHKE— ID,

« insightContent - XFREIAFERHEUR AT ERA BN EHRANERE, 5 XFRE—
BEMARNERE (<> HE ) B HTML B,

« insightTitle - £ N FFHI PR

 createdAt - K N FRHYETE

 actions - RERNABEEWNRETIR, BETK:
« actionId - £HERENKE— ID,
« actionIconUrl - EWEREPHITRENN AR FHEFR URL.
« actionTitle - £FKMWREMNIRE

- actionUrl-tRLRAFEAFITPAREFNNITIRME AppFabrickIHE— URL, FE : A THITER
£, ISV NARFEEAL URL AP EERZE| AppFabric AFITF (#HRE )

« actionExecutionStatus - IERBERSHI K2, TJEEMNETIE - EXECUTED |
NOT_EXECUTED

« nextToken ( A& ) - TR T—4HLBN T A TE. XR—NMAEFER , MREE null, NIRRT
REESH AR,

BXEZER |, B2 Actionablelnsights.
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curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

MRBBRERT , MZRSFLRIEE HTTP 200 WAL,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
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EEEmE

"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/

action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"
}

}
]I

"nextToken": null

2WER (ListMeetingInsights)

ListMeetingInsights APl B EE4 QN B MHE RMEXNWENAREFBEH ( B FoRe.

F)  BPAPNIDSETHNRNUBEFER 20N ER. AFIETURENSWBESR , TRIREEE

KN AR ZETRREZANR,

BERFER

2

« nextToken ( AJi%& ) - ATFHRET —ARLBEN D TTH,

Rk

« BRIRLEELE Bearer Token HE—i#21E A,

e 2 7 BR

insightId - &K ERHE— 1D,

insightContent - REMNER , UAFHFERARHEETFEMER. W,
-8

insightTitle - £ BN IRE,

createdAt - 4 B HY WL AR A B[] o

calendarEvent - AFNXINEZHFEHRAWN. BABHXNR :
 startTime - EHHIFIARTHE,

« endTime - EHMNLERATE,

- eventUrl - ISV N ARRFE£BASEHH URL.

« resources - 3ES4ERNMBHENEMTRAIR, BEIR :

« appName - BRFTE N NARF B

nfr4

XH 0

FRIRE

)‘ﬁ /%\
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EEEmE

« resourceTitle - BRI,

« resourceType - BIRMWERE, AIsEM{EBHE : EMAIL | EVENT | MESSAGE | TASK
« resourcelrl - NABRFHHEIR URL,

 appIconUrl - #RATE N ARFHE & URL,

« nextToken ( AJi%& ) - AFHRET—ALBEN D TTTHE, XR—NTEFER , fIRIRE null , NFRR
REEZSH A,
BREZELR , 52K Meetinglnsights.
curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"
MRERERTD , MZRSHFLKIEE HTTP 201 BRI,
200 OK
{
"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE4444L"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"
},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
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"resourceTitle": "Email for project demo",

"resourceType": "EMAIL",

"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"

}
]
},
{
"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
.
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"
.
"eventUrl": "http://someapp.com/events/1234",
.
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
}

]I

"nextToken": null

HNIEN N R IRFRHER B

£ AppFabric PutFeedback APl #2EREREI N EFIRER SRR, BT TIEEER A TR
MR ARFS , UREH-—ERSLTE Insightld RWRBTS (125, EPFoESEE ) WHEZE
Actionld.
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BERFER

o id- EAHBRRXRBHOXNKOFIRF. XAELZ Insightld 2% Actionld,

« feedbackFor - EAHERERRIFWRIRFKE, AI5EM{E : ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

- feedbackRating - RRIFHM 1 F 5, oML,

e 37 5 B
- REWERFER,

BXEZEE |, i52H PutFeedback,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3
}l

MR IRERT , MZRESASEZEBTAEZ HTTP IEXH HTTP 201 IR,
HIR 5, AppFabric &R KEIEEH B iE

FNEFNLE  BELREH T NARFREUEA AppFabric B AREFNLEMNREE | FUKS 74
BARPHLE, EENNERIHEEHFZEN AppFabricEENARYT BIEMAF ZE , ATLURE
By EREIR LA LA AppFabric B MU, AppFabric FESSI S ZRAZHRIINARRFES |, N
BPHRFBARFFAAAR, REAPRERE , NTIARAREN SR KAFXRARGTLER,

BRIl RE

Bt &% B FER4EZE appfabric-appverification@amazon.com HiERBIFEH N AEF |, KKK

.

BB TP EREATFEAER -
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AWS AppFabric EEER
- fREY AWS K/~ B34

- BMEEIRBIENRAEFNEH

« YREY AppClient B 3E

- BHBRRER

o EREUTER (MRTA ) |, UHEBRMNITARERMNTE

o BT RIR TR RNBRNETRAFH
- BHBEIRRMAEH

® Note

WMREH AWS IKF 2B AWS SENHFTRELE | BREEFIENBEFER4H, SEX
LEBR R A AT DA B AR B UE T R

WiEPR
ERFHRILIRZA , BYBIHEATIRE

- NTREIERE, AWS K/ LIEHB M AppFabric B9

o BELHERETIZERMGZ—

- BHALRZED AWS Partner Network B8 “AWS %ik” KB AWS SHEUHE, BXESZELE | 1B
24 AWS SHEUKERSER.

« ERE=FH |, BIVHELNIZTE AppFabric fRS LT TEZE210,000% 7T,

- BHNARFRYITE AWS Marketplace £, BXEZER , i5ZH AWS Marketplace.

EFRIPRSERR

HRENFER , BRINGEILEFEHRES , BWEBEIFBEIRA AppClient FFM
Fpending_verificationfverified,. MRELHERFRIEL K NEBEEHRZHRILHRE,
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AWS AppFabric EEER

BEEEIRS AppFabric T#E¥E AppClients

&S AWS AppFabric THEMERINEEN TG ER , AlsE2 R ET1L,

BT LB R M AppFabric ££7= 1 AppClients , LAT&R B B I IE M B AUREMN IR F) T4,
RENAY I 415 2. AppClient

£ AppFabric GetAppClient APl IREEEEWIEME R AppClient , BIERE AppClient RS, &
REZELR , 821 GetAppClient,

EREMFMER AppClient , BUAMEDIAE "appfabric:GetAppClient"” IAM KEENPR, BX
FZEE , B5E AFiERDEREBUA T EHEE AppClients.

ERFER

 appClientId- AppClient &3,

R £

- appName-FEAFNFWREEZETE QAR SR NARFE AppFabric &%

« customerManagedKeyIdentifier ( Ali% ) - AT MERHKFENEFLTEEZL ( H KMS £ ) B
ARN, MIRRIEE , NFEH AWS AppFabric #£E %4,

« description - B ARFHER,

« redirectUrls - RNEENKLAFEEQEIN URI, B&ERZALURM 5 4 redirectUrl, 4540
https://localhost:8080,

« starterUserEmails - ENARERFBEIR U 2 81 L1 TH R AR A P B FapfFibat, R
YR — N FEB4 st , B30 anyuser@example. coms

- verificationStatus- AppClient BiEIRZS,

« pending_verification-BY%iE AppClienti7EH# 1T AppFabrico 7 AppClient ®iF2Z 8] , R
B—1MHF (EEFEEstarterUserEmails ) A EAEA AppClient,

« verified-BiFi3iEE K Ih5E R AppFabric , I AppClient B £ Ril,

« rejected-HYIIEIS 2 AppClient #3E4E AppFabrico EEF B H R TEREIESE 281 , Hith
FF AppClient T3EEA,

&1 AppClients 151



AWS AppFabric EEER

curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MBIIEERTD , NZRS L KIEE HTTP 200 1457,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

&% AppClients

f#F AppFabric ListAppClients APl IREEFEMFIEK AppClients, AppFabric AppClient AR
AF—NAWS K, XTERKRABELEAETIL. BXREZEER , HZH ListAppClients,

E | AppClientst , A MEDIE "appfabric:ListAppClients" IAM REENR, BEXREZE
B, B2/ RFiRRISIER AppClients.

BERFER
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- REMVEFER,

e 52 57 E]

« appClientARN-BEHRSWIL SE R REH (ARN). AppClient #lzn , AppClient ID
xalb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus- AppClient BIEPRZS.

- pending_verification-BY3iF AppClient{h#E# 1T+ AppFabric, 7£ AppClient BiF 281 , R
B—1MHAF (EFEEstarterUserEmails ) AT BAEA AppClient,

« verified-BiFi3TEE K Ih5ERK AppFabric , I AppClient E5E £ Ril,

« rejected-MYIIEIS 2 AppClient #3E4E AppFabrico EEF B H R TR ZE 281 , Hith
FF AppClient TT3EEA,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

MREBRERT , MZRSHLRIEE HTTP 200 WAL,

200 OK

"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}
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E# —1 AppClient

£/ AppFabric UpdateAppClient APl BREEHMRF SN EE@MMUL, AppClientil RIEFEE
SRR E bS8 , Hla0 AppName starterUserEmails, sEfth | M4 ER AppClient #8122 — 15
¥, BXEZER , S M UpdateAppClient,

EFEH AppClient , IBUHMED A "appfabric:UpdateAppClient" IAM KEE R, BXEZ{E
B, BZH RFiHRIERH AppClients.

ERFER

« appClientId ( &8 ) -#REE# redirectURLS #Y AppClient ID,
« redirectUrls ( 418 ) - EEHM redirectUrl FIKR, BHRZALURM 5 4 redirectUrl,

R £

« appName-REAFIIFHEERE LRAFE RN ARERFH AppFabric &,

« customerManagedKeyIdentifier ( @ik ) - AT MEHENEFEEZH (A KMS £ ) B
ARN, fNERKIEE , NFER AWS AppFabric F£E %4,

« description - B ARFHER

- redirectUrls - BNEERNKLAFEEM@MEIMN URI, Hlt0 https://localhost: 8080,

« starterUserEmails - ENARERFBEER U 2 81 L 1F 15 R AR A P B Fap ki, R
YR — N FEBfF b, 20 anyuser@example. coms

« verificationStatus- AppClient BIERZS,

« pending_verification-BY%&iE AppClient{i7EH# 1T+ AppFabric, 7 AppClient ®iFZ 8] , R
H—/AF (EPfEEstarterUserEmails ) ATLAfEMA AppClient,

« verified-RiENFEE K Ih5EMR AppFabric , 31 AppClient B £ RilE,

« rejected-HIRIEIIFE AppClient #3E4 AppFabricc EEH B HRIITRBITIE 2T , Hit
B AppClient T3 H,

curl --request PATCH \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
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--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \
--data '{
"redirectUrls": ["https://localhost:8081"]
3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

200 0K

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

il Bk — 4 AppClient

£ AppFabric DeleteAppClient API IE{EMIBREMTE AppClients EENHNE. BXEZELR
&2 DeleteAppClient,

EM| Bk AppClient , XM ED A "appfabric:DeleteAppClient” IAM KEENR. BEXEZE
B, B2 AFiAEMBER AppClients.

BHRFER

« appClientId- AppClient &3k,

% £
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« REWRIFER,

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MR IRERTD , MZRESALEEBTAEZE HTTP EEXH HTTP 204 MR,
NEEAAFRFTHE

BRERL R AppClient SREXHI T AT SATE B HARS Bl H. X ATLAEA grant_type N refresh_token
M T hE APl R5ERR. 3 grant_type 1 refresh_token &t , ZEEAM authorization_code
FSER T API TR H — 5 IRE . BRINFIHARE A 12 hed, BIFARE APl , B4HE
"appfabric:Token" IAM XEEN R, EXEZER , BSRATEMATTIAEER AppClients,

BFRFER

« refresh_token ( 41& ) - \#I% /token & RFZWH RIFT T .
« app_client_id ( 4 ) - A BIEH AppClient ZRH ID AWS K,

Ay
AZ

« grant_type ( %8 ) - XA =2 refresh_token,

I £

« expires_in- ETESHZIZ X, RIANTHETE N 12 /NET,
- refresh_token - \#]# /token & RIZUHI RIFT S,

« token - \HI#E /token & RBUWH T M,

« token_type - Z{ER2Z Bearer,

« appfabric_user_id- AppFabric B/ ID. REMERA authorization_code & FEREMBERS
£IREE,

curl --location \
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"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3n

MRIIRERTD , NZRS L KIEE HTTP 200 14K,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

BT EEHERR AppClients AppFabric SR & TEME
& AWS AppFabric TEXEINEEAL TR ER , ATRESREE1L,

AFNBENERFMPELERR , AppFabric AR E THERE,
RAEIENNRAER
AppFabric BT IREIFEMEXRFEENARFARNNABRFFAEERNSRLBF#HEIEEZ 8N

AN WIERE. TENARFERURRIPRSES , REERISEEXET2EXNCRIE, XEK
BEstarterUserEmailsi&ESIZRER M AppClient FEEHE,

R 57
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EEEmE

Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient £ix

ServiceQuotaExceededException

MREFECZS NI LLT F% AppClient , NHBAEE
WP BREIN 1. HTTP RS : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be
limit is 1.

HTTP Status Code: 402

GetAppClient $5i%

ResourceNotFoundException

M REEREEFHAE SR EIL T FE AppClient , FHERE
RETRRARKEIEE AppClient B,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

3 7 &4 AppClients AJLABIZRHIEE AWS

created per AWS Account. The

WA T IE¥H AppClient $RiR %, Lth4E

R
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.
HTTP Status Code: 404

DeleteAppClient fHix

ConflictException

MRIEEMBRET BT 7E AppClient , MRRE —MUBREREELEH, FRZTR , RFE
o HTTP RZSES : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

R BT BREDER AT R E AppClient , EHRB A T EFEIFR AppClient IRFF, EIRKRTAKRKE
}&7E AppClient B9,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient £#ix

ResourceNotFoundException

MRBEEHFWE AT R E AppClient , EHARB A T EFEIFR AppClient IRFF, EIRKRTAKRKE
$&7E AppClient B9,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize £ix

ValidationException

WMRE API SHAFHE API FUERELKNAR , BAREKWEIUTRE.
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ValidationException
HTTP Status Code: 400

FRE 1 : KRIEE AppClient ID &Y

BERSHFERD app_client_id, AppClientfl R KeIE |, HeE K REFERAINAE
B , app_client_idAFEiX. E&E#K AppClient ID , iHfEA ListAppClientAPI #4E,

&R 2 : {8} AppFabric FToi&1h R %& F EIE M % 4R

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRITTEFREFRENEZS , XARERHTENRSERE TEL. RIFEENER
AppFabric @B 7FE , AHRESR FHENH A E R,

FE 3 : EENEEM URL TXK

Message: Redirect url invalid

WRBERPWEEM URL E, EHNSEECIERREH URLsIEENEE @AHEHE AppClient, E
EEATHNEEM@IIK URLs , iBFEA GetAppClientAPI 4k,

Token 1%
TokenException

BARSRIIUTRE , RRAOT,

TokenException
HTTP Status Code: 400

& 1 88E T TRAY B FER et

Message: Invalid Email used

WREE AR B F o bt S80I et N ikstarterUserEmail s/& 451 H 9 8 F BB 44 1th 41t 48 T Fd
AppClient, MIRBFHPHFRIE , TER N CEMNBE FipFiiu K AREiL,. EEEFFEHANBEFHP
# , EEMA GetAppClientAPI #4E,
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FE&A 2 : 3FF grant_type H refresh_token , X KisE S,

Message: refresh_token must be non-null for Refresh Token Grant-type

BERPIEEWRF SR nul RZE, ESHE AP AR PIEEZERNER refresh_tokens
ThrottlingException

WMRFA API WERRET RFAIRE , WKWK BITIRE,

ThrottlingException
HTTP Status Code: 429

ListActionableInsights, ListMeetingInsights #l PutFeedback f5i%

ValidationException

WMREM API SEAFHE APl B EEXNAR , WAL TRE,

ValidationException
HTTP Status Code: 400

ThrottlingException

WMRFA APl WERREE RFHRE , WKW TIRE

ThrottlingException
HTTP Status Code: 429

FHa6EH AppFabric RERAHAFW IT/EME (TR )
“ AWS AppFabric 2 &7 1" Theedt TEM B , s K ET 1L,

AMOFATRERS THERE (K ) BL AWS AppFabric UEEEEEM TEREREN SaaS
NMAREFHNRALRAF. ERUTSIREZCHNARERHRN AppFabric EREBENRARERFLE , HHS
BEBENEENARFERRE (HINEEBDFHRAERZEESW ) » EALUERE Asana, Atlassian
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Jira Suite, Google Workspace, Microsoft 365, Miro, Slack, Smartsheet ENAREF., EEFEN
AppFabric HRINE G , AppFabricAl IEZEENEENAREFTREBNAREFNILENRE , N
MmEBERS TEREBHRESYIN TERE.

AppFabric A Ti2E ITE%ZE , EAH Amazon Bedrock X FHNERRNA T EEE, AppFabric
REERBGENPEITAGE , T2ERLBNRE, ERNEMNARFREZLEHERABLERNS,
AppFabric T&ERAEHNBBERINEGHSIHATERXNBFNREEABEESEE, ATHRESZER , HS
¥ Amazon Bedrock FAQs.

£l

- BREH

« S’ 1. BFEF AppFabric

- FR 2 AENAEFETNE

- SR 3 EEENNARFUERLBNRE

- FR4 . AREEIBAELNNARERRITENRAERRE

- ERITHMZELEER AppFabric X128 TEKRER (T ) ThEERY IA RN FR
« WERARFAIRHFEITHEDRR , 125 AppFabric TEXE

TERFRAM
Fohzhl  ERREEEUTHE :

o BFEIE AppFabric : EFEER AppFabric MRS TEMR , BFEEUTREMBz —NREEFRE
i (FAFBMEL ) : Asana, Google WorkspaceMicrosoft 365, B Slack. &F%LL AppFabric & Bh
BINEENREIEREMERANSMNNARRFFFEIRE AppFabric RAF. BFE , B L&
BEENNARFUTT R E R,

- EERENNARERFNEIL ﬂgﬂ:"‘ﬁzﬂﬂﬁfﬁﬁhriﬁkﬂ%fﬁﬁhriﬁﬁﬂhfﬁo BER
BNNARFNEEERREL (AFPBNEE ), XBENWNARERFSIE Asana, Atlassian Jira
Suite, Google Workspace\ Microsoft 365. Miro, Slack #1 Smartsheet.

B 1. BFE AppFabric
R AREFEEE AppFabric , FENABRHNFEZETIENEERNAREP,

1. BNRRAERFEHRUFREN AN AppFabric B TRETHERE , N EHEREFENNARE
Fisk. Bt , S MNARFSFAEFTENALKKIEGR TEBN AppFabric IREE™~ DE R,
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3.

FNAREBEERSANRENLETX , AppFabric #E AR REER, RESANESNNARRF
AppFabric #:F.E R FE&,

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

FERAUATRER 2 —RBHEAZIEER : Asana. Google Workspace, Microsoft 365 =% Slacko
NTREREAR , RNBNENEANSINNAREFEAMERRIRARE AppFabric &,

flan | IREE Appl Fi%# Google Workspace EiE , BATEIWIETE App2 Fik# Google
Workspace , AR BR—ERAZEEEMERMARTER, NRFEHEMGREEEBEERX  WEFTEE
FEMEENARFNTRE.

@?) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

MRBIRTR , TR ALHERERE A EZZIRMAR AppFabric BYE .
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google |

l & Sign in with Apple |
OR
‘ }ml.’u"::".'.‘c)rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.
P &Terms Conl @ © w

Sign in to AWS AppFabric with Slack

=

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

B2 AENHAEFETRNE

&35, AppFabric BFER—MNEENE , HEERE RUFTE AppFabric HiIRE THEMEME B A
RAEFRDERERNRRERF AppFabric WILEEMERMAE. Hltn , BLRE AppFabric 72 Google Workspace

HR 2 AENARFI R 164
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BEWENEFEER B AES HFEE REDAsana, W FEESE AppFabric BNENNARRF |, &
REZK—RLEZEZERENT,

Learn more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name].

By clicking "Allow", you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for

productivity. Learn more about how AWS AppFabric handles your data

HUR 3 EEIER N AR B AL R AR

SREENEG , S AEZNAREIE , EANEEFIERE, HTEESEMEESINAR
F,XENARFRARTERBENAEFNENRE, XSHERLT , EEEZHEHEER , &
g (I TESREIE 2NN ARR,

EENARRF  FARGEANEENRAERFZDNERRE,

SR 3 EIRIEH N AR AL AL AR AR 1 165
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Connect applications

Leamn more

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate indghts and actions that superchange your productivity,

Application

<]

»
e

Smartsheet

Slack

Google Workspate

Asana

Atlassian lira suite

Mirg

Microsoft 365

A4 Status

{2 ot connected

© Not connected

© Hot connected

S Not connected

) Not connected

{2 Mot connected

© Not connected

5
3

ggg!ﬂ

Connect [

Connect [

When you click “Conmect”, you are instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Onge AWS AppFabeic ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign
i, AWS AppFaberic will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabrie handles

your data,

BEERMNMARFNEZREIE , 3 AppFabrico ¥

SN

7 W) SR D Bt LA A DL 1 ) 52 A 3R 4

&

(4]

your data

Connect applications

Please connect any applications that you use. Connected |

Application

Smartsheet

Slack

Goagle Werkspace

ASANG

Atlassian Jira suite

Miro

Microsoft 365

When you click “Connect”, you are instructing AWS AppFabric
application and Ingest it. Once AWS AppFabric ingests that in!
in. AWS AppFabric will continue 1o protess your information a

Signeed T
L ] @ AWS AppFabric is requesting permission to access the fabric-...
i mm w im | n
5t slack L3 Acme Widgets
Learn mone

AWS AppFabric is requesting permission to
access the Acme Widgets Slack workspace

What will AWS AppFabric be able to view?

Content and info about you r
Centent and info about channels & conversations 3
Content and info about your workspace 3

.

nd actions that supercharge your productivity.

a Action

0000000

+ professional information, and other information) from that
iurfaced to you within the application that you've used to sign
WS AppFabric. Learn mare abaut how AWS AppFabic handles

BYEZENARRFE  ZERAEFRNRSRN REE EANBERE . RE : £FENEINEATE
X0 RR AR 89 LA 2 Fr SE AR L BRI R

EENARRFE , ETRKEERE, CREEHEMERNARRF. BINXHFMEN TERERNDAT
LAR GG VF R SRAE RN A2

SR 3 EERIGH N AR LA R AR AR
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RRINARFRS2HE

« Connec AppFabric ted-B 3R BRI , EEMFEAEXR B LS AEFHEE RN,
« FRIEE- AppFabric REEALLNARFPHNBIEERAE, S SUEEUITHRERLE,

- BRKRW. BEMEE. - BENRAEFTRFERRNAM, NRFIRER  BEHERAEZERY
EEREENNRARER.

Connect applications Lear more

Pease conmect any applications that you use. Connected apps previde the source of infarmation AppFabric uSes to generate insights and actians that supercharge your productivity.

Application v Status - Action
Smartsheet @ Connected ( Diseennect
A% Slack @ Connected Disconnec t

5 Goagle Werkspace @ Connected ([ Disconnect
es AsaNd (® Authorization falled. Please reconnect m
Q  Atlassian Jira suite 2 Mot connected m
m i 3 Not connected m
B Microsoft 365 O Not connected m

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
KWS APpFabric will continue 1o Process your IRfarmation and creats inights in this manner, until you disconnect the application and AWS AppFabic. Learn more Sboit how AWS AppFabirie handles your
data

REETX , BRI ENNAREF. THETBNAEFASTNREATEEDEE/LNDET,

BREZSE , ZUSHERTHAEECEZNNARER. MRLERMARARZEFERE , AppFabric
FELERAZNARFHPHBEIREFTBERERFTONE, WREEERE 7 RAFTEFIEENH
B, W EREN N AR RO BIEEIZA R RGN 8 3 1Bk,

SR4: FRERELBAEECHNAEFPRITENAREFRE

N AEFEEERE AppFabric , BTG RIERN IR , HEBEBENEENARFPRITEN
ARFRE. 5 HISNNARFERIELINGE , A EESBORTRARFRTXEEZR S AW
AppFabric £ 7= 1 &g,

5 1 A2 e L

AppFabric 2 @£ DA T AR B LA

SR A FRERBNEATENEARFFRITENARFRE 167
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o YISEA{THVNEE : AppFabric 24 RE BN ARFHTHNEFI4., BREH. FSAEENE
B, AERTENBEENXBNERE , LAEMRLINF. I, AppFabric FJRESE REBIUHERE
( Bl ZIE B FERMF, RHQWUMCIRES ) , BULECFEERENARFPREBENHIITXLER
E. Bl , BERESWE—FKAE K REEFLBREENE  HAEWEXR T —STHLESEEFN
21,

o SUUER IR | LIHREMH BB N R ITH R WNBTF RO ER . AppFabric 5 #r &R %
TR, AERBEXSWENWEERE, i, EE2E REEZNNARFPIEXEH (6
m, BFERE, SHERMES )  XEEDTESRE NS WESR  MAEEENARF 2 EYHREXE
AN RN

5 R AR R R 1

X FTHRERME | & AppFabric ATREE B WKVRME | PIBIRIE B FHR4F, RFESWHOIEES. £
R1ERS , AppFabric ATRESIBEFIERZNARFHNNEN L T AERFELFR. B, AppFabric
TRSBRELFERNBZWNEFHREDERESER, SRIATRUNREN , REEHEE -4
AppFabric IENAFRE , EHRITREZH , RULEEFREMEERNAR. AppFabric HT4E
BMAATERNREHNARESRE (LLM) g2~ 4E£45% , RitER B EEMH ARNER
TARSMITRAE,

® Note

BEFERIEMBIA AppFabric LLM B9%i . AppFabric RRIEE LLM % B E B M SR
B, AXESEER , B2 AWS ARE Al KB,

222 8B 7 il ( Google Workspace, Microsoft 365 )

AppFabric A EEERNARFPRFEMREE FIl4, BIISELNBEFEHAHFR , 25 kK
A WA IR, B FEREERAT M "B FERFIEX", AppFabric AJREREXEFRPLE
AR , UHEBERETHESHEE. REBTE FHHE |, ERRIEURIAR TR,

REBTHMHEFETIIFE :

- ELOFE-HRHEABRTERG (KRGEA, PENBHYIE ) | FELARBUAYE FHB4Fut,
- FBITHHEFR

SR A FRERBNEATENEARFFRITENARFRE 168
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line

Fallow up on the pricing program

Message
Flease follow up on the pricing program offline and let me know if you have any

questions, 3

REBTEHE  BFEIBFHEERENBIAMEE. I, EESERENNARFFEIAT
EFB TR, BUNEALERRESMIINARRF , A@EIABFHREERE,

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC
ruth@acme.com

Subject line

Follow wp on the pricing program

Message

Please follow up on the pricing program offline and Let me know if you have any questions.
w In Gmadl [

r ™
(Do )

212 B EH ( Google Workspace, Microsoft 365 )

AppFabric A EEENARFTRERENCEZANES. BNIXBERNBEFEIZER , BIEEH
PR, #=, Start/End BHEIFIBH, ZBEHNRIAENFIE. AppFabric JEESEXLEFERFAERA
B, UEBEREEZHESHNE, FETAERTEHE , EEAUBUAEEN,

ECEBNEN , XTEEUTFR :

AR, T, GRS RE,

SR A FRERBNEATENEARFFRITENARFRE 169
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« Jreaed R B A B R T SRR A,
« “BEFREREN , EFEEAMRE FERMbit (MRREH )

AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 M v 2023/11/27 C‘_J}
Ends

10:00 M v 2023/11/27 C‘_J}
Inwite - optional

com,

Description

Hey friends,

Let's review the pricing program with Ales,

Thanis,

ccccc ..

RERREHE  CREIEHCUERNBINGES. B,
HEVEEEE, BRLERALSERESMINARESF  ARISHRECEIR,

AWS AppFabric Action
& Create Calendar Event

[ &) Event created

Title
Review Pricing Program revisions with Alex

When

Movember 27, 2023 09000 AM - 1

Invite

0000 AM (AmericayfLos_Angeles)

Deseription

Google Calendar 5

el

Hey friends, Lot's review the pricin

COm, 2]

g program with Alex, Thanks,Ruth Sent from my iPhane

222 /EF (Asana)

AppFabric A EEEHIEN AR FAsana P RFENEES . BIIXBFERESFR , SIAES B,
ESAEE. B BNESHER, AppFabric TRESEXEFRFERAR , AP ERECIET
SHWEE, FETESE  ERENCIRES., BB LLM WEW , EME Asana B TEXHME 5
ESHRIEES.

B2 Asana FS RSV TIEBUTFE :

ReERENNARFTREIATERS

SR A FRERBNEATENEARFFRITENARFRE
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<R P R

o MRMER, WEZiE ABARE M B FER4Fbit,

AWS AppFabric Action

<o Create Task

uuuuuuuuuu

IRESRE , BFEI-RBINER , RBPEE Asana FRIEES. AL, L% Asana FHE -

EREFHEEE, SUUERLERRESRENARERFARIEE

By Asana T{EX, B H{ES,

AWS AppFabric Action

«» Create Task

Title
Meet with Finance about Acme pricing

Assignue

John Doe

Due Date

2023-11-27

Deseription

Wa need to meet with Finance to finalize Acme pricing which ks eritical for launching cur
.....

[@ aaaaaaaa ed ]

B2 ES (Smartsheet)

SRECHE  EFHBIEEN

AppFabric AV IRTE B N A FSmartsheet P RIBN G ZES, BITXFELTESZR , HINESS
¥, ESAEE. BLABMNESER, AppFabric TREQEXEFRPERNE , LA BHELEE 0
BESHE. REBTESRE  ERCIEUGEES. X TSmartsheetttss , AppFabric fFel&—1
VT ASmartsheet TR HIERA A S CIRMES . XHMEN T HBIAE LAY T R AppFabric

ERNBREEFE— LS,

B2 Smartsheet FS BT HIIEBBE LT FER :

¢ R T

SR A FRERBNEATENEARFFRITENARFRE
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« FUAMTRERNE FHfFibat (REHR ) .

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BBESE , BHER—KBIEE , REAETE Smartsheet FEIEFES, I, R/ Smartsheet

FEI - NEEESHEE, EUUEALEZERESNENARR , UMEELER Smartsheet T
KHPEEMES. FIERRKW Smartsheet FFEHHEREH TERF. MRITHERBEMER , AppFabric
fFelE - TR,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing

Assignees
alex@acme.com
Due Date
2023-11-27
Diescription
W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,
w in Smartshest [4

Close
R

B IT MIZ£EERA AppFabric XS T/EME ( K ) THEERY A RIXR
“ AWS AppFabric T2 &7 1" Theest TEM B , s K ET 1L,

FTE &R AppFabric TIRE4.7H ( i ) ThEEM SaaS NAEFAFEAAFABEF AP
. AppFabric MREHLE—KITEER , RETBALANNXEERRA TEREAENHRNE | &
ERIAT®I -

B A AR 172



AWS AppFabric EEER

- REFBREME (1dP) BF : BALBET S HREERILEZFRNR , SUEFHAFXNERKXALE
RETIRERY ISR,

« OAuth WEENABRFER | BEZERARII RS OAuth, WRETRLIERAFFEE OAuth &
PRI R AR FIEED 2 8 TEX.

NERAHAFHIR®ITHIEDERR , 125 AppFabric TE®RFE
“ AWS AppFabric &4 7= 1" hEed FTREMER |, AlsEe R £k,

AT NBERERANBFELERR , AppFabric UIEE THEMRE,
RRUFW N RER

AppFabric A FRREIEREUFEENARFARNWNARFERNRAAPHEHETISEZFE
IR, MREEZABFABE REUE” HIE AppFabric , MR RZNAERF & K4 ﬂAppFabrlchﬁ
INNMARFHFAENSONNARFIME RN ERENRIISE, FIENARFBURBIPRAR
o, AEERIESEERESF2EXNERIE,

ERAARZRIINNABRFRE M. NRTHENARFARAR , WTNUFINARFREERIER
ShEBgs,

Application unverified by AWS AppFabric

[App Name]
A\ Allow AWS AppFabric to send data to an unverified app
[App Mar me] requesting to ur data. [App Name] has not been verified by AWS AppFabric and might not be who
they claim they are.
should not authorize this app unless you trust the developer of this app. Allowing urverified apps might put your

da|a at risk.

arn more about how AWS AppFabric handles your data

HTRE, FEHREZBENEER (InternalServerException)

2 AppFabric AT ASIHMARFSHE T RAER, FEHKE R SREFEZS
RERREIEE, EHEER.

REFR =
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Connect applications

Please cannedt any applications that you use. Connected apps provide the source of Information AppFabic uses to generate Insights and actions that supercharge your productivity.

[ & Soemething went wrong. Please try It agaln or check with your Admin, ]

Application v Status - Astien

D smartshee © connected
42 Slack (@ Connected
& Google Workspace @ Connected
ofs Asana 2 Mot connected Connect [
& Atlassian Jira suite ©) Not connected Connect [
W Miro 2 Not connected Connect [
B Micrasoft 365 © Mot connected Connect [

‘When you click “Connect”, you ane Instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other information) from that
application and ingest it. Once AWS AppFabeic Ingests that informathon, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

dam.

BATFERBEHMSBERMIEL, FHEHIE (ThrottlingException)

= AppFabric AP T0ESI S AR 7Sl T R & RB M T N AR FEE | SRR EH

B, BHEEHR,

[ (& The request was denied due to request throttling. Please try it 3gain in some time. ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action
[ smartsheet @ Connected
Slack (& Connected
5 Google Workspace {2 Connected
oa Asana ) Not connected Connect [2
& Atlassian Jira suite S Not connected
m o ) ot connected Connect [5
BY Microsoft 365 © Not connected m

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g. messages, files, calendar Invites, colleagues, prafessional Information, and other Informatian) fram that
application and Ingest it. Onoe AWS AppFabric Ingests that information, it will use It to create insights and recommendations that will be surfaced to you within the application that you've used to sign n.
AW AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

R HERR
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BT ER AppFabric, & AppFabric E#T& % (AccessDeniedException)

% AppFabric AP P EEIIENARFSIB THREIELFEMMA N ARFEREN , B2
BtkH S, AppFabric B &EFXE,

[ & You are not authorized 10 use APpFabic. Please check with your IT Admin. ]

Connect applications

Pledse connect any applications that you use, Connected apps provide the source of information ApaFabric uses 1o generate insights and actions that supercharge your productivity.

Application - Status - Action

Smartsheet @ Connected
b slack @ Connected
G Google Workspace (@ Connected
& Asana () Not connected m
& atlassian Jira suite () Not connected m
m o ©) Not connected m
BT Microsoft 365 ) Not connected m

‘When you click “Connect”, you are Instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional informatien, and other Information) from that
application and ingest it. Once AWS AppFabric ingests that information, it will use It te create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how MWS AppFabeic handies your

data,

AppFabric 125 T{EMZ* APIs ( iR )
128 AWS AppFabric TERRIEEA TREMER , RS RET1L,

AR AWS AppFabricE 7= HIhEER) APl BR4E. BIRRBNE N HiR.

® Note
BXFrEEMER AppFabric APIs , i55 8 AWS AppFabric APl 3%,

FA

« 18 T1E%E AppFabric B AP| 24 ( TR )

- REIHEXERN API BIEXRE (Flhk ) AppFabric
- REIEXEN AppFabric £ API 51z ( KR )

AppFabric 1 T2 & TEME APIs 175


https://docs.aws.amazon.com/appfabric/latest/api/
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RE ITEME AppFabric B API 4 ( FLLEAR )

#2786 AWS AppFabric TIEMENEAL FREMER , TaELRERI,

RS THEMEINAE AppFabric XU TR,

B35 E#b AppFabric API 84E , %35 AWS AppFabric API $24E,

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
» PutFeedback
. THE

» UpdateAppClient

2

127 AWS AppFabric THEMENELFREMER , ThEL R ETL,

. AppClient

H

&
« IEXRIEX

HRIEX

WREZ A JSON AN THIE,

B 176


https://docs.aws.amazon.com/appfabric/latest/api/API_Operations.html

AWS AppFabric

EEEmE

e

app_client_id

redirect_uri

state

CreateAppClient

588

AppClient Z&XH ID,
BRNEENRLRAFEEHDTM URL
BT 447 FR M EE Z BR SR E— B

&S AWS AppFabric THEMERINEEL TG ER , AlsE2 R ET1C,

f12 — 1 AppClient.

=)
c 1B

%

—

EB

FERIEX

K1IEX

vl

EREZ XA JSON B LT3z,

S8

appName

clientToken

98
NARFEHNE R
KA R

KERS : RPKERN 1. ZRAKEN 255,

BNE

fim
E )
fim

EENBRBERDBSUEMBRHANE—. X2 K NENRAR
o XELZAILZEMERFR , MASBINEBRMTHRENER
B, EFMAREEZZLUEXRENAR , WEFENME M
SREEHRRNE. BRNBUEER UUID RERE,

B
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https://wikipedia.org/wiki/Universally_unique_identifier
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S8 151 BA
MEBELETREIE | U AWS S REERK—PNBEVES
MREFEHER ClientToken EFREHSHEIR ZRME , U
B AMHER IdempotentParameterMismatch 5
Ro
KA . R
B : [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]1{12}

customerManagedKey/RiRfF  H BFEERNEL £ ARN. AWS Key Management
ServiceZ4A A T MEBIE.

MRREEFRH, AWS REAZRH NEA. EFEARRN—
MRS MRS BEN R RES,

BEXEFREZHA AWS HENEA NEZEE , B5H (AWS
Key Management Service FF X AR IERE) RHEFS AWS ZHH

=5,

KA S
KERS : FDPEKERN 1. FAKER 1011,

3 :arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

iR N AR,

RE . PR

BE 178


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

AWS AppFabric EEER

S8 !
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HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZI BE AWS CloudTrail, Bx{# A CloudTrail BRERIEHIR AWS JEFIHNEER
EZ 1 (AWS CloudTrail B /) REFE AR CloudTrail o

o FH AWS MEZEBRARUAREHRHFERINZ S BH AWS RS,

- FRASRIEERZLRS ( HlW0 Amazon Macie ) , BB BT AIFRIFZ#E Amazon S3 AR EY B
BHE,

o MREE AWS BN GSTRES API HITHRINEEZT FIPS 140-3 RWiIFM INZESR | EEA

FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
W) https://aws.amazon.com/compliance/fips/o

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(MEMRFER ) . XTELEEREEE. APl AppFabric iAE L AWS RS HREREFIE AWS
CLI, API 5t AWS SDKs, ERTEMBHREHEBHRAX R FRIAMANEAHRESTESATIT
BHLM BT, WREEALRSFEMA URL , 38BVEFEEMNUF I ERIEEEREIEX Z R
SERMNER,

® Note
BXERATLZEMNBIERIH AppFabric EZER |, BTSRRI EIELLIE AppFabrice

Yk

AWS AppFabric X185 NE , X —MRS[IRMNETE , S5LNNAREFSHEXNATEBER

FRHER , WL AppFabric BB H#1TNE , A ESHEHREN N E#THE. RABRT , &
F from AWS Key Management Service (AWS KMS) AppFabric INZ &M #IE. AWS HAEN R &

WA LU RER BN E R REBAXNBIEFTINE AWS KMS,

HEMRNARFRAEN | HTE THIEEFBR K AR,
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&5 T &

BENAEFEN , BALERE AWS RENEH IFFEEFRH. ENFITASRRRENAE(L
HiEe , SREERRFEEPRL DR E 2 FEBRS (Amazon S3) Service FEEH |, £ L&A
X HEBITINE . AppFabric ZIf A K 7 72 30 K5 5 174 8 A o 3 HA SRR A BR

AppFabric £/ TLS 1.2 RIFERPAMEERIE , HEHA AWS £8 V4 £ APl ER, AWS RE
REEE

AppFabric X#F A AWS AN ZH FFREFHNERE. BINBWEERESEERH , BX
TRELLET L BRHMBRE, HEEEFFREERHAN , 2 RIFRRE AppFabric i iNE &~ EER
H, BFELREFEEZHINR,

EFRERH
BORES RGBT FIRE AWS KVS FFRA R ISR X HE KMS 347 8 STAE TR 1.
A R

ZHRBEFINEFFREFANLR. SIMEFREZALTARE-IMEHHRE  HhasBEHETN
ERABRAURNAEAZANSER, EFEFRERHN , AUEEZRARE, AXUBZABRNE
ZER , FSH AWS KMS TR A R B RV 8 Z R A BUR

ENEPFEERAES—RER AppFabric , BIZER AppFabricZRAY AWS Identity and Access
Management (IAM) RSB BXNENERAZNEFRERH. RIMNEBENECBR—MEZEREER
%43 , AppFabric HfF&H AppFabric AP ARMAZFZAWAF . X5 ERS T iHREEENTS
B. ENAFPEENNROTAMR :

* kms:DescribeKey
* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt

AWS KMS 2§ 8 ES SEAMENNZARKLERR. AXEARBNESER , H5H AWS
KMS FF & A RIEEERY AWS KMS H #Y 23 5 SR B

UTR—ANBHABRTRH , B
« XEARA AWS IKFARA T ST,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
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AWS AppFabric EEER
- RYFAFER AppFabric B EF B %48 AppFabric.
« us-east-1 P RENNAEFAESESNZHABEK,

RI#E R AppFabric fEF %M & AWS KMS

AppFabric EERESRENSEFERAEZNEFRERH. BXESZELR |, FSHE AWS KMS F X A G5
B AWS KMSH 21,

BIZNARERFEN , B EAKECreateGrantidEBRERA KRS AppFabric BIEREX AWS KMS, FHER
R AWS KMS ATFEFREF K AWS KMS 248K AppFabric 1B R, AppFabric EREMR
AENEFRERHAFITUTRIPRE -

« M &i%GenerateDataKeyiER AWS KMS LL4E BN E P IEERA MBI IEZA,

- BAREBEMZBIEZHAADecryptER , UEXEHATATMEENBENARBRHPHNA
BFHRSE, AWS KMS

« BAIEEncryptiEsR AWS KMS LABNZ4% i o B9 Bi AR 12 /= 177 18] 5 h&

AT REBH R B

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€aP00fb@fba@SAMPLE",
"GrantId": "Qab0ac@dOb000f00eal®dccPaded@dfcd@bce@ddcP00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea®00fbdfba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
}
}
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}I

L IEWIBR N AR F 2R, & AppFabric ERAMNENEF REZH XA RN.
IR IER N %47 AppFabric

LI AWS KMS BEFEE R E — B FE AT AppFabric , BAILLER AWS CloudTrail B &R R ER
AppFabric ZIXEIHER AWS KMS,

LAR 2 AppFabric ffACreateGrant®E A EZ AT IZ R CloudTrail WEH R,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:3372",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",
"requestParameters": {

"granteePrincipal": "appfabric.us-east-1.amazonaws.com",

"constraints": {
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EEEmE

"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333
ffo00af-00eb-00ce-0e00-ea@00fbOdfba@SAMPLE"
}

1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",

"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

1,

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

iy
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObcPadd@daaatSAMPLE"
iy

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"

:appbundle/
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#Y & 15 M if | &EE AWS AppFabric

AWS Identity and Access Management (IAM) AWS fR$s T #EIEE R T2 iR HIX AWS BIRY 5]
R, IAM BEE A ZEHETUHTHEHRIE ( BF ) MRR ( BNE ) A AppFabric BiR. &AL
£ IAM AWS RS , TEX TN,

£l

- BX

- FASGHITIHRIE

- EARKEERR

« 04A AWS AppFabric 5 IAM & & 1§ F

 ET 5K KBRS AWS AppFabric

« FFRS XA T AppFabric

« AWS HIEE KB AWS AppFabric

« X AWS AppFabric & % 81 R} 17 S EEHERR

Z AR

BEIEA 5 AWS Identity and Access Management (IAM) R&H B EMR :

s REAF  WREBTEHEINEE , BNEBALERNER (FSFEX AWS AppFabric & 4 #1178 #
THEHERR )

- RFEER  BEAF HRMRARINERIER (1ESHE T AWS AppFabric 5 IAM BEE A )

c IAMEER  RERTEBRHRNENRRE (BZHETSMNEBRH AWS AppFabric )

£ & 21T & IR AIE

SHRIERE AWS FRAFHEIERRN AN, BLTL IAM AF FH#TH AU AWS IKFRA
P, EBETEE IAM Ae# 1T ORI,

& LAME RISk B 54 RIVIEPH AWS IAM Identity Center ( 5120 ( IAM Identity Center ) , B REXE
B EAIE® Google/Facebook iE$ , ABXE F B R, BXREZNEZER , S (AWS &% AF
B PRMAEFEN AWS IKF,

MNFREHRE , AWS 1214 SDK H CLI KN FER#ITINELE. BREZER , F5H (IAM AR
M) FMERT APl ERAWS LE A 4,
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AWS K F root FiF°

BIEET AWS K7 , BESBE—1NEN AWS IKF root BFHNEREH , RSO AUZELHRIAERIR
AWS RS MR R, BRIMBENBWABRCERARAFEITEERES. EXFERAFRILENGES , BEH
(IAM FiF{ERE) RVEZERA S FIENES.

RE&5H

FERNRESRE , ERARAFERAESHREBNRS 5 HRIESE AWS RS A IEFER#HITH
Al

BRESHREXRBENDILE R, Web HHRMEEM AP Directory Service , & AWS RS FEHX
BEMRNERHTHEANAF. ReSORATREBRNZIIENAR,

BEAEHIFRME , BWWHEM. AWS IAM Identity CenterBEXEZE 8 , 51 (AWS IAM
Identity Center AP 38™) H I+ A R IAM Identity Center ? .

IAM AP M4

IAM AP RNENMNARRNARFEERENRN — 150, BUERAGNEIE , MIEEFKHPEIE
B IAM B, AXEZER , BZH IAM AFERPHNERARASERASHREFNRE S HKIE
F 88 AWS i A I B IE B 4T 5 0 o

IAM AEEE—4A IAM AP , ETERMENABRAF#ITNREE, BXEZER , H5H (AM A
FiEmE) B/ IAM A A RS,

IAM B

IAM AEREERENRNEH , TREKNFIE. SUEINASHRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM e TEREAFIER. G IAM AFXIR, BIKFER, BRS R UKRE Amazon EC2 L&
TRRRAREFFEEER. BXESER , F2H (AM BFEE) FH 1AM FEVEIKS R IRG R,

£ F SR = 7 ]

EREL AWS B el 2 RS EM IR AWS SRR FERZEFFHHRNR. REELTESHR
RRRKETNR, AWS EZERARH BRI IFEXLEBR, RSHEREELL JSON X1y AWS F&
XNiF@#EES. BX JSON KBXHENEZEFEER , 28 (AM BFERE) $#Y JSON Kk,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS AppFabric EEER

EERERARE , B E AN E AR BE 4 LS4 T PR RINT LR RS E WA NG R
4o

RABRT , AFNAERENR, IAM EERE IAM REFREFNBEEH , REAFTUE
EXEAE, IAMERKBEUNR , SHRITREMANG ELR.

ET 508K

ETHNNRBEEMMBSH (A/., ARNAR ) B JSON NRKM A, XEREIZH S5
BRATH ZRE, NMEFTRIITAREFLAZAETIT. ETHOMCIRET BORNKRE , 55
(AM FiFiEE) FNEATMEEARKE L BE X IAM RIR,

ETEMNIRBEALURARKKRE ( EZRAZNENFHP ) AEERE (OIS HHHIRILE
i) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFERE) PHERERKRSE
NER R B 2 R AT o

ETHRAVKEE

E T HIRAVREEZ M NE R IRA JSON KX, P2 IAM BBEERKMN Amazon S3 1741
Kb, EXHETRARNKBHRS T , BRSEEATUERACIREFNBERRNGR. BL0E
E T RIFH RS P IEE £ 4

ETRFHNRERNM T ZRSFHRNEKERKE, ETREETRARNKBEHER IAM P AWS EX
B

Hfth R EE R E
AWS HIFHAIRHRR | XERBEXBTLIZBER DN REXERTFHRARR -
- RIBLF - REETSHORBTURT AV ZANBARNR. EXESEL , #5358 (IAM AP

) B IAM AR .

BRZ5 12 HI SR BE (SCPs)-ERIEEH A H R H AR KR AWS Organizations. BEXEZER |, &
2 (AWS Organizations FAF1§F) KRS = HI KR

- BREFHIKRE (RCPs)-REKF R ABRNBKEATANERE. BXEZER |, i55H (AWS
Organizations FAFER) I EIRIEHIZKE (RCPs),.

- SEERR -ERNACIRSAFURIGENSEN |, EASBEENSREK, BXEZER , BHS
7 {IAM BFPiEmE) PHSEFRRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS AppFabric EEER
SR RA

SN RBEWRBEEA T —MERE , ERBORREMERNENIRE, BT RESRSHRBERER
W AWS BERBAWFER , F5H IAM AP BB ERBITEEE,

#n{a] AWS AppFabric 5 IAM Bt & F

EEA 1AM EEIGRXBR 2 8] AppFabric , iF5 7 AABLERTAK IAM ZhEE AppFabric.

BT LA ELE A MY IAM ZhEE AWS AppFabric

IAM Zh&gE AppFabric
ET 5K =
E T R SR &
RERIE =
R B R =
REE RS &
ACLs e
ABAC ( BB HIFRE ) =
EBERE =
REHE B
BREXBRAE =

ELHETHEARZEHIAM EEMER 5 AppFabric M1 E M AWS RS Thie |, 55 H IAM AR EEHW
5 IAM B&FEFABNAWS RS,

ETF 5K EE AppFabric
XHRETHOHNERE : 2
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ETHONRBETMMNESM (W IAM AP, AFASAE ) B9 JSON RRRM I, XLRK
ZHAFANASAEMAMES T BLERFNITHLERE, BETHRNTUERETSHNRE , F5H
(AM BFiEE) FEATT EEARRE L BE X IAM &R,

BEMERA IAM ET 50K , BUEE R TRIELNRENTRUR A THIELBRENRSE. B
THETEI1E JSON RESRERMFAETE , 5 H (IAM BAFiER) F8 JAM JSON KB TE5 A,

BT 540K 4] AppFabric

EEFE AppFabric ETF SRV RF , TSR, ET B HHEBR RG] AWS AppFabric
MNEPE T BREMBER AppFabric
THETARRNER &

ETRIFHREE MR FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHREMERE., EXFETHRNRBHRS T , RSEER JMER EMNREHII 4 ER
BREVEE. N THEERMMKREHO TR , REEE IS EEME AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBRIEEER, ERATNSEKS, AP, A, BREAFH AWS
R3S

ESHABEKFHRE , SBACEENKFSEMKS P IAM EEEENETERNEBPN TR, B
XEZEER , B5H (AM AFERE) B8 IAM BV ESTIK 7 3R 151 .

MR 1731 AppFabric
TEHRRRE: B

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
B, UREF ARG THIT,

JSON REEHY Action TEREMRTA TERKP AFRIEL G RINRE, ERBHFISREUARTR
ITRERER R,

E&EF AppFabric #E5I%K , BZH (RERNSZE) AWS AppFabric E LR E
EERITH KRB RETEIRIER AppFabric SERLTRIZ :

appfabric

EREMEYUPEESTRE , BEMAESFHENRTT.
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"Action": [
"appfabric:actionl",
"appfabric:action2"

]

EANERABRY (*) HES MR, B, BEENEE List FANAARE , BB TRE,

"Action": "appfabric:List*"

EEFE AppFabric ET SRV RA , TSR, ET B HHER RG] AWS AppFabric
B R %2R AppFabric
TEHEBAR . 2

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREFARHETHIT,

Resource JSON R TEIEEEMENAREN —IPNHZ AR, FAZRESE , HFEHAE Amazon
FREET (ARN) EEERR. W TFAZEFERBERNBRNIRE , BEABERAS () BRBONATHMER
Ro

"Resource": "*"

EEF AppFabric BIREEK HFIFK ARNs , BSH (RERNSZE) AWS AppFabricH E X &R
EAR, BT MRS LERBLIREREESHEREN ARN |, ESRENKIEE, AWS AppFabric

EEFE AppFabric ETF SRV RF , TSR, ET B HHEBR RG] AWS AppFabric
HY R B% S %48 AppFabric
IHEREBEETRESNWERBRER . B

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BR2H , BN EETUANT AR FRITER
1, AREMAAZRKHETHIT,

Condition TERBENNRMHEEFVMENIT. BALGIRBERZEZEN (FlW, FTHN
T ) WEHRER , MERBPNFEEERPVERTE, EEEME AWS £2R&ZHRE , F5H
IAM AFEREPHAWS £ 354 £ T XEHA.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html#your_service-resources-for-iam-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS AppFabric EEER

E&EF AppFabric 4 ZHIIRK , FSH (REFBERNSE) AWS AppFabrich I EHZEH. ETHT
DERZGENRENRR , HSREBEELHERIE AWS AppFabrice

E&EF AppFabric ET SR T , BSH., ET 5 HHEEERHE AWS AppFabric

ACLs in AppFabric
¥ ACLs : &

mEEH 5K (ACLs) ZHIMLERIEA (KFKA, AFZAR ) ARBRKAR. ACLs SETRFR
REEREL , REEANAEM JSON KRB HEER,

ABAC with AppFabric
X¥ ABAC ( REEFHIFE ) : 2

ETEMMIGRMNRIES] (ABAC ) R—MERER  ZERETHRINGINEMEREURER, ETL
SHAREHEINE IAM S24RFT AWS BIR |, RF1%1T ABAC FEBUAFEZEANFRZE SRR LHNIFEIT
[ prikag: L=

EETHREEH R, BLEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name B
aws:TagKeys R BERBNZH TZPRUEFZER,

MRENRSEN TEMERREBIFABX=AFMER , WX T RS , ZEAR. NRENMERESFNX
N T Mo RBRREZFRAEX=ZAZAHRE , WZENTD.

BEXABAC WEZER , F5H (IAM AF#ER) FIEA ABAC BINENNRE, EEFIRE ABAC
SHRNHE , B3R (AM AFER) PREAETEMNIHRINRZES] (ABAC) .

i ot £ U S B & £ A AppFabric
XEEeEIE - &/

IEEFIERREN AWS FRWEHHRNR , A ARELEAKS S OB RACH B BIEN,
AWS BUEHSERIGHIES K MAREAKPHRZEHR. BXRXESZEE , HZH (AM AFE
) P IAM PRV IGR R FEMER IAM B, AWS RS

H 85 AR S5 F= 44X BR AppFabric

XEFERBERXE (FAS) 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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BRIpE2E (FAS) EA B EEAINER AWS IRSS , Bl L AWS BRSS [ TR R HFERNE
Ro BXRAH FAS ERIFHRMEFE , BERERL R LE,

# AR S5 A & AppFabric
YERSAE &/

REAERHR-—TURSEE, KRREWTREN IAM A€, IAM EER AL IAM PO, SR
BREESAE, AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

FEHRS AKX R I 8E < H i AppFabric ZhRE. R BT AppFabric 122 ER S S RER
SAM,

# BRSS M < A & AppFabric
TERSXKAR 2

BRSHEXRABE - MEEINERES AR, AWS BRSRSAUKARREHTRENAE, RSHEX
AEHRELEND AWS K/ , HEARSHAE, IAM EE A ATUERERERERS KA BN
PR o

BXBERERE AppFabric RFHEXABWEMAEE |, HSRSRSHEXAEEFH T AppFabrice
ET 5 MAHEEE R AWS AppFabric

BRUNBERT , ARANAEXEEESIEN AppFabric HIRHNNR, ERTFAFNAERFRHRITREN
R , IAM B R AT LA 62 IAM K,

ETRMAERXLRF JSON REXHLIEET IAM BHHERE , E56 (IAM BFiERE) P8
2 IAM X (258 ) .

BXH AppFabricE Y WIREMEREE (BFSHNERRENER ) NiFAEE , E5H (RSEN
£%E) AWS AppFabrichiR{E. BIREMFZH . ARNs

B
- RERRESE

ET 5 R R 214


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_appfabric.html

AWS AppFabric EEEmR
« ER#H AppFabric &
 AppFabric EXZ £ IAM KB R AI
- AWHRNAREFRHE
- BR&IX N AREFEL TR IR
o PR&IM BRI LE BREY
+ AppFabric X475 1 IAM R B R4
« AWSRELXFRE HIhEE
- AWTEHEE DIhEE
« RAFIFRIBIE AppClients
o AFIHRREUA T #4158 AppClients
« ARSI AppClients
« AFIFRIEFE AppClients
- AWFHEMIBER AppClients
s RTIHEUABRRNARRF
- Hith IAM FBE R
- ATAREEMIB SRR

R B fE Rk

ETHONRBRE T EARS U ELRKS h eI, ﬁlﬂ:@ﬂﬂﬂﬁ% AppFabric B, XLRETRE
SfE AWS IKFFERAE. tIZRREET S ONRE | HEEUL T ERMEI

- JTREER AWS RERBARBRENBRNRE — BEFBEAAFNTERBR TR , EEANTS
ERAPIRTFNRNVAWS FHERE, SIEMRNREARTH AWS IKF, RMNBUWEETELHN
IEHRABIN AWS ZEFRERBRE-IBINR. BXESZEER , BZH (IAM AFERE) F/Y
AWS F£E R THEIRBERAWS EE R

- NRASKERR : £EA IAM R RENRE |, TR TFHRITESAFONR. At , BATUEL
Eﬁ?ﬁ%#TTB&Rﬂ%EﬁEMﬁE’JEVﬁ AN RERRIFA. BAxER IAM NARRNESZ(E
, BZH (AM RFER) B89 IAM FEY R B R

o HH IAM KB PPN E4H— SRS RIAR ; 48 0] LA 6 5 BER IN 544 S BR 41 3 18 e TV &R BV 15 8] o
Bl | EEURERBEEREEMTER SSL KEMAER, NRBRSEERLSEIBENARE
FHE’J )”'J&TLX{E%%#;EE%RTHEREJ’EE’J175I'=11‘X|3E AWS HI}’I’l #5170 CloudFormation, HXE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS AppFabric EEER

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY | IAM Access
Analyzer 2KIFFH REEMIM B KR , LUBERKRERFS IAM KEIES (JSON ) M IAM HESE
B2, 1AM Access Analyzer 12 100 ZTURBE EM AIRENEI , SHBBEFIELZ S BINREMRN
Kig, BXREZFEE , F2H (AM BFER) PHER IAM Access Analyzer 51 KB,

- FEZEHHRIUE (MFA)-TIR AWS IKF AN REE IAM AFSRAF , BEA MFA RS X
=, ZELAR AP BERNEE MFA , B MFA RERMBZHNERD, BXEZER |, FS
5 <IAM A F3#ER) FEER MFA R API i/,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

{FE R #4] AppFabric &

FFAWSAppFabricReadOnlyAccess AWS IEERBEHI MMEIEEY IAM 14, R F 41X %
AppFabric RS ( BIEFH AppFabriciZEHl5& ) W RIENERE AWS EERGHIE, E , B2
FFAWSAppFabricFullAccess AWS & KM INEZH IAM B4, IR F #4113 1% AppFabric AR
SHELEENR. BXEZEE , H55H AWS HIEEEE AWS AppFabrice

AppFabric X &% |IAM F & =l

LA TR 2R B& 7R 45 AppFabric S& B TR £ WAL,
AR R ARF RS S

LA S R 45138 T3t AppFabricBR 5 o B1 72 e 48 10 15 [E AR

JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:StartUsexrAccessTasks",
"appfabric:BatchGetUserAccessTasks"
]I
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}

1
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS AppFabric

EEEmE

}

BRI B2 A 72 e R 48 2 /Y 15 7]
LAT SR R BIPR & T X4 AR S5 R A A2 Fr #4822 Y AppFabricifs R AX R

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

]I

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
]
}

R 5 BR 5045 Lk SR ER
LATF 5% B 7 51 PR 51 A BR =45 LE AR S5 Y 8RB AppFabric

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": ["appfabric:*"],
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"Effect": "Allow",
"Resource": "*"

"Effect": "Deny",

"Action": [
"appfabric:StopIngestion"”,
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

AppFabric BX47= 1 IAM R BE R4

2® AWS AppFabric TEMERINEEL T ER , ATRE R ETAL,

AR R RAIER TIRE T/E%E AppFabric B9ZhaE,
AFURFEAXIGEEF= D IhEE
LA SR BE R 5I4% F 4 7= 1 ThEE AppFabric B9 R L5 R AR

/A Important

 IAM 25| 58 JSON KEEJmiE AR F A INILRBE RS | B RRSEB I - P ERREFEHIR. =
R NIRE LT AppFabric DHYZHAE B BIAL TR, ENIZZMKIZER , FRHECIR K,

AW TEFEEF HIhEE

LU SREE RO F IR & £ 7= 1 h 88 AppFabric T2 1 RIR,

/A Important

£ 1AM #£H 5 JSON KM JmiEER PR REER , BB - M TRRFHEIR. X2
RN E £ AppFabric DRI ZhEE B AI4t THUDRES . BRZBRIZIER , FHE IR R,
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AVFIEE L2 AppClients

LA R R BI1R T 012 BR AppClients, BEXEZER , BZHRNIESE L™ AppFabric eI
AppClient,

/A Important

£ IAM 125 58 JSON KERJmiE 2R F RN RAE RS | B RRSEE - P ERBEFEHIR. =
R NIRE LT AppFabric DAYZHAEE B BIAL TSRS, ENIZZMKIZER , FRECIR K

FEVF 1A R BASREUBA T ¥ 415 & AppClients

AT R B R BI5R F 17 B AR SAGRENEY i 415 B AppClients, BXEZER , BSRARBNEHEER
AppClient,

/A Important

£ IAM 125 58 JSON KEEJmiE 2R F RN RBE RS | B RRSEB I - P ERRFEHIR =
RN R &£ AppFabric DRI ZhEE B AIAt TSRS, BRZBRIZIER | HRECIR KK,

ARG R SR AppClients

LA SR RBIR T X4 DI R AV 1A B AXBR AppClients, BEXEZEER |, BSRIREIFHEE AppClient,

/A Important

£ IAM 25| 58 JSON KEEJmiE AR F AL RBE RS | B RRSEB I - P ERRFEHIR. X2
RN E £ AppFabric DRI ZHEE B A4t TSRS, BRZBRIZIER | HHE IR K,

A FH R E# AppClients

AT SR RABIR T EFH PR AppClientse BXREZEE | SR E# AppClient,

/A Important

£ 1AM #2558 JSON KM JmEER PRI REER |, BB - M TRRFEHEIR, X2
RN E £ AppFabric DRI ZhAE B A4t THUDRES . BRZBRIZIER , FHE IR R,
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AVFF R ER AppClients

AT SR BE R0 4R T 1 BRIX PR AppClientse BXREZEE | BES R E# AppClient,

/A Important

£ IAM 2H 569 JSON KEEREER PRI RIS , LA FE - M ERREFEER. X2
R NRE LT AppFabric HAYZHEE B BIAL TSRS, ENIZZMKIZER , HFRECIRKE,

JEVFIE A AR B AR

UTREROEATE API RTHREME , UINARFRTRR. ARESZELR , TSRANEHAN
RAREFHT S HEIENRN.

/A Important

£ 1AM #2558 JSON KM JmiEER PR REER , B RSKFE - MTRREFEER, X2
RN E £ AppFabric DRI ZHEE B A1t TR, BRI ZBRIZER | HHECIR K,

HAth IAM R B R4
RTFAFERMIIE SR

ZRGIEER T B G RKRE |, AW IAM BFEENNBIEAF S ONNBMEEN R, R
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ER AR,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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}I
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

RS MHx A BT AppFabric

AWS AppFabric f#H AWS Identity and Access Management (IAM) fRE#HxAE, REHEXABR —
MEZEZEXEN IAM SEh4EER, AppFabriclREZHEXEBHRETHE N AppFabric , ‘2¥Fi%
RS REFUMBA AWS RS FRERNFIENER,

REMEXxBEMFEIREES AppFabric ENNAE S , RABTLFEHRMBSENNR, AppFabric EXEH
BRESHEXBEHNE , BRIEZHENL , BN AppFabric REgiEEEHA®, EXWNRBEESEREN
WPRZRE | AR REM I E{E{T E b IAM SEARAY A PR R A& o

[EEEEMREXRRE | B ENRERSXBAR, XRTLURP M AppFabric 2 , BHE
R HETE R IR U5 ) REO AR R

BRZFRSERAGHNEMERSZNEES , SRS IAM BEEANAWS RS , AERSHEXARS]
HERIRE ‘B VRS, EREENEE  EFZRSHBRSREEEXH,

H AR S5 5 A B BR AppFabric

AppFabric fEA & N RS X BT AWSServiceRoleForAppFabric — AppFabric SR REIE K
AEWBHRER , Hli Amazon S3 ZE# B Amazon Data Firehose & #ifi. ©i% AppFabric o 1FRF
CloudWatch $8+r 5B BEEAWS /AppFabriciy & ZE

EABSXRAL 7T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS AppFabric EEER

AwWSServiceRoleForAppFabric REMHEXABEEUATHRERAZBE

« appfabric.amazonaws.com

BHANABNBREBEAWSAppFabricServiceRolePolicy AppFabric foiF Xt 18 E &R TR LA T i
£ -

« 4 : AWS/AppFabric &8 B Z=EHH cloudwatch:PutMetricData. MR RIFRHIEIRBIER
AppFabric A Amazon CloudWatch AWS/AppFabric a8 &ZE., BxH A A AppFabric I8/fHNE S
S B CloudWatch , 2 AWS AppFabric £/ Amazon #1T7¥# CloudWatch,

 ¥R4E : Amazon S3 F#EFH s3:PutObject, LLERERFRIZEIRNBIBEBHRAEIEERN Amazon
S3 F# . AppFabric

« #4E : firehose:PutRecordBatchfE Amazon Data Firehose &% F, HREARIFIFIERNER
R AppFabric AR1EER Amazon Data Firehose & 55 o

BXEZEER |, BHSRERT AppFabric BIAWS & F .

BYAEEFERF, AfACRBERE, FEINBRBSEAXAGHNIR. BEXESER , F5
59 <IAM B $ER) PRIBRSHEXABNR.

NBIERFHERAE AppFabric

BEEFHUNBBRESKBKAR, YHEE AWS EEZFHA. = AWS API F412 AppFabric XN AREF S
Bf , AppFabric 2 R ECIERSZHEKXAR, AWS CLI

‘REHIRFSEXAE AppFabric
AppFabric R A& REBAWSServiceRoleForAppFabricfREZHEXx AR, EHEREZHERARE ,

BRETEZERB/ENER , RATRESHNEEIAZACG. T , BUNUER IAM RKESEHNH
B, BXEZER , 20 (IAM AFEm) PNEERSKKAE,

i BR &9 BR <548 < & & AppFabric

NMRTBRECAENZERSKEKACHNIIERRS , RNEBWERHRZAG. XHEMIBRKES
GRS EP R AREASSE, BR , KM EMBRFTE AppFabric RARFHESE , AE S 8EM ERRSHE
xA®,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS AppFabric EEER

AERBRSHAXAR

UMERBRBESHEXBCERANMERR , RAETHEER AMBIRZAC, AEEASEPUR
AppFabric WA FARFRHBE, BXEZEL , HSH AWS AppFabric 1 %2 £ %R M B

® Note

MRIEZ M R A RET AppFabric BRSFIEEERAZAE , MPBRATERS KM, MRREXME
o, BERLIHEER.

FHMER BSHEAXAR

FH IAM 258 AWS CLI, 3 AWS API il BRAWSServiceRoleForAppFabricfRZHxAR, &
XEZER , 72 (AM AFER) FHRIBREBES KA,

AppFabric RS XA € i XiF

AppFabric XEFEFIERMHRS AWS X8 it 5 EARSHEXA®R, BXEZEL , HSH AWS —
f%5#& B AppFabric i S A ELE,

AWS HIIEE KB AWS AppFabric

EQAF. HANARFNKRR , F£H AWS REXRILLECHEERREREES. IR NEAKREMR
BN R AM ErEERARBERNEMZ LR, BRZEAT , BUEARMNNG AWS £EX
B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS RERBNEZER , 5
59 IAM AP iEEHRAWS FEE KK,

AWS BRS5 43 MEH AWS REXRM, BT EER AWS REXRBPRINR, RFBERLME AWS
ERRBRINFANRAZIGISE. WXEFSLBMMRBNAESH (AR, ANEE ). 3B
BB ERFRIETAN , RSRETRSER AWS BREX K. RST2M AWS HERBKHPBER
MR, F IR E A 2B ERTE R,

eS| & AWS XEFRE SRS THFRENIEERE, i , ReadOnlyAccess AWS EERBEIR
XA IR AWS RS MRIRNWRIRGENR. SRS G2 —TURThEER , AWS SN FHBENRTRR
IMRBERER, BXRTHERERKHNSIRMUE , HSH IAM B ERHPRER T THERENAWS £E
R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS IEE XKL : AWSAppFabricReadOnlyAccess

BB LA AWSAppFabricReadOnlyAccess REEHIINE] IAM 5. LERBE @ AppFabric RE&RFR
AR

® Note
ZAWSAppFabricReadOnlyAccess KRBT &R F 47 HIhEe AppFabric B RiEimFAX R,

RRFHE R
ZERBEBEUTHR :

 appfabric - RFRIMNAESE, FIHNARSH D, RENARNR, JIHMARN, REEREL
FIHFREN, FREUREXE AR, B SEE PR 5 R SRR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination"”,
"appfabric:ListAppAuthorizations"”,
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions"”,
"appfabric:ListTagsForResource"

1,

"Resource": "*"

AWS EE XK 224



AWS AppFabric EEER

AWS IEERRE : AWSAppFabricFullAccess

A LU AWSAppFabricFullAccess REEMINE] IAM H17. LREE[E AppFabric [RFE FEEN
PR o

/A Important
ZAWSAppFabricFullAccessBERA R F AppFabric X2 E 4= D Ihae s 5 EIXER |
NIXLITHEE B B TR, BXBEFEF HIHREHRINRE AppFabric EZEE |, 5
Bl AppFabric Bx 471 1AM KBE Rl

RRFHRER
ZERBBEUTR :

« appfabric— MTEFELEENXR AppFabric,

« kms - &5 51 5 & BIR,

« s3-RFH|HFIEH Amazon S3 FE @ MREVEME BB R.

« firehose— ¥ %I Amazon Data Firehose 1% % 7 F 3 i 7% 5 57 B PR o

« iam— BF R BIBAWSServiceRoleForAppFabriclRZ XA ®E AppFabricti PR, BXEZE
B &SR HRSHEXAER T AppFabrice

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

},

{

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"
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},
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation"”,
"s3:ListAl1lMyBuckets"
]I
"Resource": "*"
}I
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

},
{

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateSexrvicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

}I

"Resource": "arn:aws:iam::*:role/aws-service-role/

appfabxric.amazonaws.com/AWSServiceRoleForAppFabric"
}

AWS IEERRE : AWSAppFabricServiceRolePolicy

7o AWSAppFabricServiceRolePolicy SKREGKIANE] IAM SR, LLEREEHINE A FRRERIT
1€ AppFabric WIRSHEX AR, BXEZER , F5R HRSMEXAEEHT AppFabrice

RERFAE R

ZERBEEE TR :
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 cloudwatch— R FIFIEREIE R AppFabric A Amazon CloudWatch AWS/AppFabric 5
ZE PR, BXxH A AppFabric IE#RHIE % & CloudWatch , iEZHAWS AppFabric {4
Amazon # 1T#5 %2 CloudWatch,

« s3— &F AppFabric FREHBIER A EIEER Amazon S3 F#EEHINER.
« firehose— BEFFREAEIEM AppFabric AEIEEHR Amazon Data Firehose 1% #i RV B R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace'": "AWS/AppFabric"}
}
}I
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
},
{
"Sid": "FirehosePutRecoxd",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
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}

AppFabric AWS & KB I EH

# & AppFabric BiZRESTFHRBERXET QLK AWS HERBEFNFMAES, AXETEEINE
T , BT AppFabric 3247 £ 18 F M H LA RSS § 2R

B HR H
AWSAppFabricReadOn AppFabric 11T [@ AppFabric 2023 £ 6 A 27 H
lyAccess - $T R #& BR S5 T RN PR A9 37 SR K o
AWSAppFabricFullAccess : ¥  AppFabric 107 [a] AppFabric 2023 &£ 6 A 27 H
REg BRS 1R FE RN RAY FT R BE
AWSAppFabricServic AppFabric HAWSServic 2023 £ 6 A 27 H
eRolePolicy : ¥R eRoleForAppFabric BR%
MXBERMT R,
AppFabric EF REBRERE X AppFabric FFIAIRERE AWS #£ 2023 % 6 A 27 B
ERBHEY

X AWS AppFabric & 13 #17 [7] 3 17 ¥ FE BEBR

FER T EEREE BB HT RIS EEFE A AppFabric 1 IAM B 7] 828 FI 69 & WL [a] &,
el

o BENREUTIERITIRIE AppFabric

o BRFEUNIT iam:PassRole
o BEATFREIUINBA AWS Ik 5B FKEY AppFabric R

REBELL T EHITIRIE AppFabric
MREWBERET , BAETRIRTEMRE | WAREH R UAFRITIZRME,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEREN appfabric: GetlWidget WRAT , 2K E LT RAEEIR,

mBEHEE 228



AWS AppFabric EEER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget

EHBERT , BHAEH mateojackson AFMERRE , LAVFER appfabric:GetWidget BAEEIH]
my-example-widget &R

MBBREERE  FHRRAELHWAWS EEG, FNEEBRSRHEZEILIN A,
RN 1T iam:PassRole

MR BT —MEIR | RPBLBTINIT iam: PassRole B4E , MIAXMEHMEBUA T LG ABIES
¢4, AppFabric

BE AWS S A ERIIAEABRKEL1ZRS , MARERMNBSACIRSHEXAR, it ,
BB MERF A LB RSINR.

ZHE N marymajor B IAM AR =R EA RS A 1E AppFabric RFIRITIRIERN , @ REUT R IR,
BR , RESTMEERFACHRFHRERS AIMITIHRE. Mary FTEENAGEZIE RS HR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB LA A F#EINAT iam: PassRole #1E,
MREEERY , EHRRALZHN AWS EER, FHNEERRREEREIENA,
BEATFEUNBA AWS K 15 R FEH AppFabric 7 iR

FatlE—1ae  UEEKFPHNAFFEELANARTUERZABKRIGRIEHRIR, &0
DEEH#EREY , AURASE, XN TIXHETHRNRBEIHIE FZH SR (ACLs) KBRS , &RIE
15 P IX L5 SR BE (0] ATV IR T 175 (R R BY B R A A PR

ETHEZER , BEAUATHE :

- ETHRAE AppFabric XHXEINEE , S I01 AWS AppFabric 5 IAM Bt & A,
- ETHENMRENEHEENEROHRINE AWS KF |, 558 IAM AP EETHNEERE AWS
K 8% — 1AM B P iR ) AUR .

- ETHRNMEE=FRENEHRROIGRENE AWS KF | BZH IAM AFERTHNEE=51R
HiFER. AWS Ik

mBEHEE 229


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS AppFabric EEER
- ETHROMAESSHBRSRIEREHFNER , F5H (AM AFRERE) FHRALEAI S HKIER
AP ( BRBRERIE ) REHRNER,

- ETHEAACNETRRNRBHTERSHRZENES , H36 (AM AFER) 8 IAM
o Y S K P B R 5 ] o

EHERIE AWS AppFabric

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XK DAEE"" , RFEFERN
BHEMITR. AWS RS AX—KREE , BSHAWS ST HIAWS,

WO LA THE=Z S FIHIRE AWS Artifact, BXEZEER , HSRPH “THIRES” BHY “AWS
Artifact,

BHEMER AWS RS TN EATEBR T ENBREN BN, RLOTANENBRUARERNERNE
M. AXRBEEANNEARENESEE AWS BSF , FSHAWS B,

LR R HNZ £ H&IESKE AWS AppFabric

AWS AppFabric 2t 7 2% 28 , HEEFENXEACHZLRBRER. UTHREXRE—
BOEN , ATFARTBNEZEHRA R, FEREXRTRTESENHERITATENTRER | iF
REMNEANERREMA MBS

EEEERGRNREITSEZENAERF

REHHAE HiE AWS Identity and Access Management (IAM) X PR , £ A & AJ LA AppFabric &
Amazon Quick AR HEttZ 2+ EEMEHEE (SIEM) TEERK , Hl2Splunke. N TUERNARFR
2 OHRELHITIBELEHERS (Amazon S3) E#EFESI L2 BkIE Firehose & i

Y5 AppFabric B4

& A LA AppFabric £/ Amazon CloudWatch $E#r# 1T 12, CloudWatch M AppFabric 82§95
BIFEHFHEHLENER. SALREER  UEEENTEEERENAEHERN.,. BXEZEER , S
¥ AWS AppFabric £/ Amazon #1743 CloudWatch,

FME1E AWS AppFabric

AWS £ REMIRIERE S AWS Xif TRAXHERN. AWS XiE RHS/MMEIRIRENTAX ,
XEMTAXBIEER, SEHLENSETRHMNGEE. MATHAX , ZALRITNREETARXZ

EMMERAE 230


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/

AWS AppFabric EEER

BT Mt B S SRR A EBHNARFNRERE, ERAENENHSNEEH OEMIRAEMAL , T
XERESHNTAHME, FEEINTT Bk,

BXAWS X M AXNESER , FSHAWS 2 IREM R,

Y E iR e R 2 AWS AppFabric

ER —IEERS , AWS AppFabric Z 2| {Amazon Web Services : Z£&REBIR) B EP FiEHiRH
AWS £IKkN X Z LB FHRYF.

BRI LAER AWS EXR ) API i A AppFabric Bl ME# TR, BFRAMAZIF TLS 1.0 HES
A, BIER TLS 1.2 KESHRAE, BERFIRESLAXGEETEOERE (PFS) WEBEH , fln
DHE (Ephemeral Diffie-Hellman) 2t ECDHE (Elliptic Curve Ephemeral Diffie-Hellman), AKZEHIMK R
% (W Java7 RESHRAR ) BRIFXEER,

o, HAERFRIZEE ID M5 IAM EAEXBKAORZRG B BHARNBERJITZE. E , BUTUER
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITERH#ITER,

i /Y Bic 1E F RO 0 31 AWS AppFabric

BLEM IT ZHBRE (RNVEF ) £E AWS iR, BXEZER , BSHAIRE AWS HIBER,

Hutgwgzen 231


https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS AppFabric EEER

¥ AWS AppFabric

MR EPMEM AWS BRARNATEM, FTAMFTMENEEARIT S, AWS AppFabric AWS
RHLATET 8 AppFabric , &KW, IRERBHEE LN B3I REER !

« Amazon 2358t CloudWatch¥5 1228 AWS BIRMEZIT AWS R ARF. B UKEFRERTE
PR, BB ENHEGER , URIREBRATEIEENIEIFAZIZIEEWN REN B REE K,
flan | BRI L CloudWatch BRERIZHY Amazon EC2 SRy CPU FERXRHEMISIR , HEEENE
HEFRFl, BXEZEER |, i55H Amazon CloudWatch F F$5F,

« Amazon Lo CloudWatch gs &g 52, F#EMIBFERBLDE EC2 EHIMERIRN BEX
#. AWS CloudTrail CloudWatch BEA KGN BEXGHNEE , HERISERENBEANE,

TR ESRAMEEIRELENBERE. EXEZEELR |, 5 Amazon CloudWatch H &
FIEmM.

« AWS CloudTraili#i3R IR KRB LR AP HEAFMEXEH , AWS Ik HF B EXHEmEE
EEHK Amazon S3 . EALURBIMERLE A P MK 23T 7 HiE AWS, X HFEUATE IP ik LA
KM & EWRtE, BXEZER |, i5SH AWS CloudTrail {AFEE) .

AWS AppFabric £ Amazon #1714 # CloudWatch

BT LAE R AWS AppFabric #1T¥# CloudWatch , B UWE R AR H N EHLLE J 0[5/ IT FRate
Bir. XEZITHFELREF 15 MNA , NMELRESLRTELEER , HeeB EFith 7 HEN Web B A
BEFIBRFZSHHITER. A, JLURER TYRNSERBENER , FH7EREIME AR ER X B AR
TRE, BXEZEELR | i55H Amazon CloudWatch F 18R,

% AppFabric BREEAWS /AppFabricdéy & 2= 8 P IR &5 LU T E+R.

R i8R
AppFabric N ARFRIURES NARFERNRES (14X BEE ; o FEM

HRN ) o

AppFabric #{#E/& f iR M SaaS N AEFWERIT B EHFHEZIE
AppFabric EIEE# B 5 ( Amazon S3 5,
Amazon Data Firehose ) FTTE X #yatiE ( AF
RNEH)

fE A Y4#E CloudWatch 232


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS AppFabric EEER

EiR i BH
REE RS BREBRS (1 ®RR9ES; 0 RREAM”)
EAREHE R B SaaS NARERF LR ER BT E 554 M

It AEEEZEER B4R ( Amazon S3 5
Amazon Data Firehose ) BR8] 2 8] &9 B 8] 2=
(AW REAL) . AppFabric

XBIEE 1% 5 B & %0 5] B2 77 46% BIR S5 (Amazon S3) =L
O#b Data Firehose BIZIBHI K/,

AppFabric IEMRZFUATEE.,

HE 4 BA

RELE #5 Arn $EL B #589 Amazon BIRBFE (ARN )

125 AWS AppFabric API i AWS CloudTrail

AWS AppFabric 5 AWS CloudTrail—IRSGERK , ZRFEEAF. AGSABFHRITIRE AWS
fR% KYi25% AppFabrico CloudTrail FFETE APl i A#3R AppFabric h &4, HRNBARIFERB
AppFabric & & K8 A M3 AppFabric API #EMNRBER. MREQNETRE , ML ATFN
CloudTrailE= #5412 5 %) Amazon S3 F#4E , DIEMZEH AppFabrico MMRBAREERE , BNHA
A[LAZE CloudTrail ###| &8 “BHFHLIER FEERHNES. FRHKRENEE CloudTrail , &A1

i 7E [ B ME R K i AppFabric, RHERR IP bk, #AH TIER, @ARREERAREMFHE
£

B8N0

BERXMEZEE CloudTrail , 52 (AWS CloudTrail HF1EFE) »

AppFabric § £7E CloudTrail

CloudTrail FTEZBIKF AWS Ik N EEZNKS EEA. HEN A EESDE AppFabric , ZE314&
BEH it CloudTrail B4 — iR iZHE AWS RS EHFELicEHD, BALE AWS KFhEERE, #BERM
TEEHEY, BEXEZEEL , HSHAWS CloudTrail BFPEESMEA CloudTrail B4 R icFEE
BEEH,

CloudTrail B& 233


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS AppFabric EEER

ERZIEREN AWS KPR EH ( BIENEH ) AppFabric , ERIERE, BRE AW CloudTrail fFH
F X R El Amazon S3 k. BIABERT , EEF AP OERERICRAN , KRRIERNATME
AWS XiF, BRERIEF AWS 2 XA E XSS | HF BEXHZIEEEIEERN Amazon S3 7764
Mo Lbo\ , B AEEHEM AWS RS |, it —F 2 M MALE CloudTraill B ERIMENSHHE. &
XESZEL , ESH (AWS CloudTrail AF#8R) PRI TER :

- BIERIRICFEEAR

» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

- Bk B ZAMXIEH CloudTrail BEXHMERRBEZNK, M CloudTrail AEH

P& AppFabric #2115 H (APl £#) 123 CloudTrail #i2&Z%E (AWS AppFabric APl %) &, 4l
W, ¥CreateAppBundleUpdateAppBundle, FGetAppBundleiR/EMiAA ST CloudTrail H&
XHHEREKE,

ENEHIAEZEBIEEXRENERVARGE. FNEEEHTEHBENATAR :
- EREMEARIERER AWS Identity and Access Management (IAM) B F&EIEA Ho
- BREEAACGKERKEAFNIENZEEIEAEN,

- BEREZEHEM AWS BFAH.

BXREZER , 52K (AWS CloudTrail AF$ER) FHICloudTrail userldentity T3,
T #& AppFabric BEX % H

BEE—MEE , AFSSH4ENBEXEERIEEEN Amazon S3 2%, CloudTrail B &34
BE—NEEZNMNEEZREB. BEHARKRRKRBEMRENEMER , BEEXFRWIRE. BEN BB
B, HRSHBEFNES. CloudTrail BEXHFR A AP EARANEFH#HKRERE , Rl T2RE
A4S EIRR H .

LR RBIERT E RiZCreateAppBundlei®{ER CloudTrail HES%E

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
.
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-

east-1.amazoncognito.com/oauth2/idpresponse"

}

1,

"requestID": "17el5a5d-8c66-46c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

T f# AppFabric BEX#H%E

235



AWS AppFabric EEER

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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