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e IAM Identity Center > Users £ &

IAM Identity Center < @ The user "MateoJackson" was successfully added. *

The user will receive an email with a link to set up a password and instructions to connect to the AWS

Dashboard access portal. The link will be valid for up to 7 days. You can grant this user permissions to accounts or
Users applications so that they can access their assigned AWS accounts and cloud applications when they sign in
to the AWS access portal.
Groups
settings Users (2) @ Delete users Add user
¥ Application assignments Users listed here can sign in to the AWS access portal to access AWS accounts and assigned cloud applications. Learn more [2
Applications ( Username ¥ ) [ Q. Find users ] 1 1]
| username | Display name | status MFA devices | created by
Related consoles
AWS Organizations [2 O marymajor@example.... Mary Major @ Enabled None Manual
1AM [3 O MateoJackson Mateo Jackson @ Enabled None Manual

(O Mew console Learn More

Q CloudShell Feedback © 2025, Amazon W c. or its affiliates. Privacy Terms Cookie preferences
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.,

BX Amazon Q F A ERBMEXUENEZELR , ST AR Amazon Q F A EREESXHE 2,

BXREFERFNWESEER , H5H Amazon Q 7T & E i P BIERI .

Q FEEMRZHAES Q FF A& REE X H XX
Amazon Q FF & &Iz #l A K& Amazon Q FF X & IRELE SUHFRE L T X2 -
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Amazon Q FF & &R il
- XEFRE (HEFRLMILED )
« UM (E=RE)

BX Amazon Q F R EBEREENHNEZEE | BESET A2 Amazon Q FF R ERELE X H 2

(@ Note
NTFEBMEX (EZRE ) XEGEN Q FRERBEEX M , A THREE TR

- EXHF WX

« f5H Amazon Q HFE &R A&

- IDE F# .NET KI5k

« MIRRATERFFH Amazon Q (& T Slack )
« Amazon Q £ AWS Console Mobile Application
« GitLab ## Amazon Q B Duo

* Amazon Q for GitHub

B AWS X137 A FiT % Amazon Q Developer Pro

L4 H 1AM Identity Center & TH T3 Amazon Q F R ERE LW ERR , ATREEEERNTEHN
AWS X1 :

 |AM Identity Center EHIFFEXE ( A TEERF S EFEHITREER )

« Amazon Q FRERILHNAFERXE ( ATEE Amazon Q AR EMEEXH. BEXLABRITH
B’IE)

XANMNXEARLHERE , BN Amazon Q FF R ERESH S X HFHXEHELD T IAM Identity Center,

WMRERY 1AM Identity Center & Amazon Q FFR EREZFI AN TFRIKXE, , AIZEUT R’EFHNES
AAPT,.

% X7 R TRT FERAE R A
BTRERA R A FITE -

 |IAM Identity Center SEHIZ FREFEES ( LMAEEL ) o

XX 25



Amazon Q FF & & hRX AriEE

« Amazon Q F R EBREFEMNTEERI ( FFELMILE ) o X2 Amazon Q F R EREH A X
89, BEE IAM Identity Center S5 & if 49 X i3,

ERNAFITE , EHATU TR

1. HEEEAI (JEMRAFEEI ) 89 IAM Identity Center S5 FRMNZ A s
2. YIREXERI (HFERILMILER ) B9 Amazon Q F X ERZEFIA
3. BUEBELRI (FFRBILMILER ) 8 Amazon Q F A BMIZHE AR IZAFITHE,

SERITEE :
- APMITREESRFEXERES (dLmREEL ) 2R,

- AFNITREESEEEXERSE (JLNRAEEL ) AR 7 5B XK.
- AFWNITHAGEESEXERE ( #FRILMILER ) ¥ Amazon Q & & IR EL B X4 MR BX.

LtSh . Amazon Q AR ERERRAFERNAMBERE A HFEEXER (HFRIMILE ) . BX
VEFRERENESER  BSRBSNE

BXITHEAFNFEMGEEE | ESETHEER IAM Identity Centers
Amazon Q FF X EMR T AL EEIT 1t 5

TULEENITREEARNENENTRAMAEFMER . BR2EAMNKS (HESE D) WRLAF &
2 IAM Identity Center R TRAFHEE R,

MAKF (HHEZEID) AF

MREBINAKS (HEEID)ITRATELEER , FRATRE , 5 AWS IKF EHEREIDXEKRY
ALIREINKE

BRI TRE A RLAIKRERH. flin, REE 4 B 15 BiTH , NEXIFEMNANITEHE M
RAR , FEEFWEEA,

WMRERCHITE , I RFELAN U RARERFEFL, BXEZEER , H56H U Amazon Q 7T
REMEWESE,

1T B9 1t 5% 26
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IAM Identity Center A T F

MREREER , BERN—4AH IAM Identity Center RTHAFITRELEE  FRESMITHRAFRAILT
%, BXEZER |, BEZHE Amazon Q FEEREN

mRE I EAWS Organizationsi® 3 , MIZFAN AWS HALAX Amazon Q Developer Pro FIfE £
BITIHR. WRERREEEEK,, ER—ATAFPER—HLRNZSNKSFIFITE T Amazon Q
FREWR , FTaFEESITHR,

N RIR G R #AT AWS Organizations R & , WEWAFITRETPT AWS K KB KEFERKSE,

AR BRERAEEEFHEPEFKE, Amazon Q BAYIE Q T “BRRSWHR EWFL, &
% Billing and Cost Management #£H AW EZEE , TSI LR AWS IKESHAEE ? £ (AWS
Billing AFEME) .

AL IDs BT ARBEESER T Amazon Q B9%H AWS kB SR AEE, At , B%E
Billing and Cost Management & &/ “HiE S H” TRIBRIVERTES HNIAM CUR 1 , H&EF 2
FERR IDs” W, ETHEZEE |, B2 (AWS Data Exports A 1E/E) PHBIERES H,

MBEANAFPBCHITR , 1T ENEITRAREREEL, BXEZER , 558 BUEITH
Amazon Q F X EREZWEE,

Amazon Q FF & & RiT RPR TS

TEARSEELQRENEOTRAMEMESR . BR2FEANMNAKS, (HWEE ID) WRLHP , &2 1AM
Identity Center R TAHFHEERA,

MK (f9EEZ D) AP

MREBRFEANMAKF, (HEE ID)KWAF , & Amazon Q F A EREZEHANITHTHESR R
Amazon Q F X EBERZ L EEIT FIVIRE,

IEHYIT R AT REAL T UL TIRES

« JHER ¢ BMEBI A Amazon Q FFREMIIEERUETTE |, FRITHEIT R,

- EBUE : ZCEUERWLERITH , TEBE Amazon Q FRERMNBEERN NERA RS, BXE
ZEE , FZH BUEITH Amazon Q TR ERTUIEE,

T RRZS 27
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Amazon Q FF & & hRX AriEE

IAM Identity Center A T F

MEEZREER , HE N —4 IAM Identity Center A TAHFITRET L ELE , Al Amazon Q F X E R
BHENITRNEESEXLAFPITRRE.

BRCEENRFARAFEIZAF BT+ , ERORSLKETH,
BUARTF EQREN -

- BiTH  ZEFEACITH Amazon Q FRERTUEE , FXNEARTFERAF/ITRET R,

- 2EUE : EEACEUHE (BT ) Z84 , HNAFRKLZEBIFR Amazon Q F R ERET UL EERT)
Bt BXEZER , BHSH BUBTTE Amazon Q F A ERETIWEE,

APPSR+ EAPIRAR -

- SEEK : AP BEEFEA Amazon Q FFRERINBERUEITH |, X ZITHIT 5%,

- FFEUE AP EITHEEMARBUE , EANZIT R,

- EEUE : EEACEEBUE (1B1] ) ZAFWITRE , AR EETER Amazon Q FF R E R IIEE, BX
ELZER | E55 BUEITE Amazon Q F R ERELEE,

(® Note

Amazon Q F R EMRZEHAENAF RN T2 RESHATRNAR,. EEFXEARF
ESMZE Amazon Q ##l& ( T2 Amazon Q FF A ERIEHIE ) WITRNEH. FHTAE
o BEBEATANAFRSQERATAH, EEFEMAINERRES , BAREPERE—
MNAF , RAEERPXBRTEFERDER.

B HTF Amazon Q F X EMMIE I URL

(® Note
AFTFERFAAKFS (Builder IDs ) o

MBELREER , BE N —4H IAM Identity Center R TAFITRELEE | XERFEFERAE IAM
Identity Center Byi2258 URL MXiH , 7£H IDE Hap 1T+ &K Amazon Q. ME Rt URL R4 H
P, A1 Amazon Q F R ERZFI AW REREP KT, BRMIESETERNHELE,

EHEH URL 28



Amazon Q FF & & hRX AriEE

EEREHR URL , BIITUATRE

1. B3 AWS EEEFS,

2. YIRE Amazon Q FFRERIZEHI &
EEA Amazon Q AR EMRESE , BUAERXFEEREH Amazon Q FFREMEH & FE
X R,

3. ‘EEIRE.

#28 URL EREREIEBMITAY L URL o BIEMIEE TENAL,

£ Amazon Q F X ERPEE MR F R

@® Note
AWRERTFAAMKS (Builder IDs )

AMINER T , Amazon Q FFREEM AWS REZRARITNE, N THIUEE , BAUREFEFRER
HRMEHE. FRAXBEIFEFEERHNENINEIEK , BSREENE,

BREATMENESR , BERAT IR,
1. BRI AWS EE#EH A,

2. Y#E Amazon Q FFREMRIZESH &,

EEA Amazon Q TR EMESE , BUAERXFEEREH Amazon Q FFREMEH & FE
X R,

3. EEIRE,
4. 7E Amazon Q FREMKFIFBHEHIRY , ER&RE,

EEMEFE 29



Amazon Q 7 & & AriEE

Settings we
Amazon Q Developer account details

Enabled features

Amazon Q in the IDE Amazon Q in the command line
Amazon Q Developer Agent for code transformation Command line chat

IDE inline completion Command line classic completions
IDE chat Command line Al completions

Amazon Q Developer Agent for software development
Code security and code quality scans

Amazon Q in the AWS Console Amazon CodeCatalyst

Amazon Q assistant Amazon Q Developer Agent for software development
Amazon Q troubleshooting PR comment summary

Amazon Q actions Write PR description

Q ChatBots

AWS Console Mobile Application
AWS chatbot in Slack and Teams

Deployment settings

Include suggestions with Encryption key Region ARN
code references Default AWS managed key us-east-1 5 EE NSE N NS WS
True

B ol el

Start URL
Give this URL to your users. This is required for them to access Amazon Q Developer in their IDEs. Learn more [}

ﬁlh II-‘I_ _

5. EHEBIFFERE , BRI MBEZRSA - ALEsko,
6. EFEAFFREBZARITNE  BERBEXMFRE (&% ).
7. EETHERES  BREEATNENZHBR , H@AZEH ARN,

MBI R BIERER | BRIBAE AWS KMS 549 , R B A ER AR 248,

8. EZAFFREZHANMEFMEES AWS REZARTNE , FEUHLER ‘BEXMBFRE (&
%)

EEMEFE 30
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I 42 Amazon Q FF & & REL & X4 ?

(® Note
AFEARERTFANAKS (Builder IDs ) o

Amazon Q F R EREEXH (LM NREBEENXH ) 2—4H Amazon Q FRERIZENES , 5
IAM Identity Center i TR T L EEIT FHEXEK, ZEEXHEL2XEK— Amazon Q FF & E R
KENARR , ZNARFTNAFE IAM Identity Center FH BB 5HE Amazon Q FF R ERFH
TR E,

BAXABAPITHAN , RELRTEBLEE X H. SIBEENXHRE , Amazon Q FF & &EMIZH AN
LEMELERZNITH , FAEXETEFEE Amazon Q FXEBREWLEENSIITNEE, EBRIIK
FPRANNOFEITR ( BFEARITFRERRNMNNITREEEMINITRE ) , BLEZEEXHHEX
B,

Amazon Q F X B REEX 4 EB LT 454 -

« ZEEXHRZ IAM Identity Center R TAFEARSHLER , THEEXHUNTERNZRTAFIT
H, ©AMIELEERNAFITRE Amazon Q Developer Pro B AWS Tk = Fr 6 2,

. BNZEN AWS XEKF RSN AWS IKF I8 —X N ARE. BX Amazon Q FXRENMNAR
BZEFENIR , BSRAQ FLAEREHAS Q FLAEREEXHZHFENXE ., AWS XiF

12 Amazon Q FF & & M Bt E X 4

(® Note
AT REATANAIKFS (Builder IDs ) o

B2 Amazon Q F X EBEREE XS , Amazon Q F X EBRIZHATHEIRES 2HH |, FrHZE
BMXHtHR2AAFITE Amazon Q F A ERETLEEBN EREH. BEXBEXHNEZELR |, FS
A= Amazon Q FF R ERELENH ? -

EH|E Amazon Q F R BREEXH , BHITUTRE

BERIT A A 1AM Identity Center PRV BA N AT, EITFRESR K RESRTEQIEZEEX
o

QT REREEXH 31



Amazon Q FF & & hRX AriEE

il Bx Amazon Q FF & & hx Bt & X 4

® Note
AU FTERFANAKF (Builder IDs ) o

B RE A H THOREUHFTEITE., M AWS IKFIK - B BRFTE Amazon Q FF X EMREEMN EH , M
B Amazon Q F R ERELE X . HEMBER Amazon Q F R EREEXHE , 2XEUTIER :

- SEEEBXHXBNAEITARSEREANEEUE , AP T EBEE Amazon Q FF R BRI ThEE,
NFARESLTFSERRSNARF , YeiTRANLERNAQUWRGEE—EAEITHS , TAKRSTW
B, TREFIFE. EHRERE , XETFEMAIE Amazon Q F X EREHAEFEE , AREF
MNIABERBR,

- FHBIEIZEE N HMAE Amazon Q FF R ERZEH A PBRYUNFERENIED , FTFBATLREN.
flmn , Q FREREHAENKENTFTELER , BELNARLELBEREERNA , AFEREGEETE
BEESEK.

- RENARRF (&7 P QDevrofile-region ) ¥ MiE#ZE| Amazon Q Developer K IAM & 15 H /(3R
BBk, (RBREBENILESETRE , % IAM Identity Center SEHIFR1E B I F= 7 88 5 M BR &L & SO 4
MK FE. )

(® Note
MBEPNOMBERT BB -

- BEEFCEREXH , RAEFNAFERITH , ArHEFERMRELFEST Amazon Q FF &
EREHAEBIAEET. £/ IAM Identity Center 2SR E , ALEZEFHCIER
54

- EMCIBEENHE , BFTEE Amazon Q TR ERZEFENREFEEN LK , NEE
B NHEE X022 B R AR BE.

WEMIER Amazon Q F A EBREE X4 |, BIRUA T iRBRE,
FFEAwTH AR TE
BRETECAENMEBENHNE , B RE & X485 I BR.

QT REREEXH 32



Amazon Q FF & & hRX AriEE

EMBR Amazon Q FF R EREEXH , FHITUTHRE

1. BRI AWS EEEH A,
2. YIRE Amazon Q FFRERIZEHI &

E#FH Amazon Q F R EBRZEFH A , BUMEZLZHFEEARMFEA Amazon Q FF A EREFI S HE
N HBR

T‘EIRE,

4. TETRETNEPHTIT |, kBRI ERELE ST,
BHA Amazon Q AFXEMFHEEXHFHE

(® Note
AFEARERTFANAKS (Builder IDs ) o

MBRE R AWS Organizations EBNALANERKFEER , EAGEXHHRETE. SHAERE
NHRER  EEBEKFPOEN Amazon Q FAEREEXHFRAZTERNAK, . HEMAERE
—NiFRL - B AFBES EEK T H Amazon Q Developer Pro B9 IAM Identity Center 5 T £ &
e AKFHREN AWS EEEZEFIE |, £ AWS NARERF ML LA i{18 Amazon Q Developer
ProiTHl. ZERANMNARHHRER , XEAFPBRRAKF G AWS EEEHE |, MHATLE AWS AR
FRME EfEA Amazon Q , BT Z R £ EERRFIMINEENLI R,

BRABEXH#HAERLZEAFEERNIT LR (IDE ) Hant1TFEA Amazon Q WEES.

EFFHEEEKFF/\?— y isﬁaﬁl’j\—lti\ﬂl:ﬂﬂﬁﬁo
FRFAM
EEF A, EARR

- BEREEKFHN AWS BEEA,

- BHEEIKF P ERIZ IAM Identity Center 3Kl , HE 5 Amazon Q KBk, MEFERIE , IBRER
WP, 3 A Amazon Q FFREREZEFIA , EFRE , WIANEPE TER URL,

- LEXREEBEK,HPRIAF/ITEH Amazon Q FRERTLER.

o BEZFR Amazon Q F A ERBEHIEFIENRENR. BXEZER , H5H XEEEBEAFEH
Amazon Q 7 & & RiEH A

QT REREEXH 33
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ESAREXHHE  BHITUTRE

1.

o g M w DN

AWS BB H A EREN AWS BEIKF &R,
TR E Amazon Q F R EREZEHIA.

ERIRE,

RAERRAKFREDS D , RAREERRE.
ERQAREREENAEFRREEEXH,
EERF

BB EEKF T Amazon Q Developer Pro R FIIERAI MV EE RS RAKFWER |, 7
AWS N AR MMy - A M489 Amazon Q Developer Pro iT . AWS EE#Z&H A

BEE Amazon Q F X B R T WL EEITH [

WMREEMER Amazon Q FREMRT WERTHAMESHE , FEBEUTRBERE | THERSTE,

&

« TAENAFITHE

o AP ARKEIRUE B FHB 4

- APZFERE AWS Mk E A 18 1T 57
- AP XATE IDE REERAITE

- TEEFEITHAR

TERNAFITR

B FERNAFITE Amazon Q F X EREZLEE

FRIRTT R

- RITERBEZNAFLITAMENRERR. AXESEE , S XBHEERFEA Amazon Q FF

REREHE. RELENRRE , FEF MBS A TEETF Amazon Q.

- BWIABEHELT Amazon Q FFRERZEHA ( M3E Amazon Q ##HE ) -
- RELRBLTXZFE Amazon Q AWS Xif W AREH, BEXEZER , 28 Q FREREFA

5 Q AR EREIE XM FH X,

BEEIT [ [E & 34



Amazon Q FF & &R ArfEm

- BREBENRERESENKFEXBETE, BXEZER , FZRABREANAKS, (HEE
D). EMIKFRAAAITRE Amazon Q FRERFZWEE, EEEKSFRIAFITE Amazon
QFAERTULEE FERAKS,FRNAFITE Amazon Q FREBERETILEE,

FA P AR W 2B BB BB A
FIER : AP AR MR EEOE s T At
BRRTT R

o WIFAPARYEE FEB bl R A EHF AWS IAM Identity Center,

- AP REHEAREA AR MK, ERRBNBUEER Amazon Q F R ERETUEEITRE
FHRHF

o BUEERMFRIXA A RERERKIL 24 DY, BHAOFE S
- BIFTAF A2 ERAINE IAM Identity Centere BXEZER , S H (AWS IAM Identity Center
RAriErE) RRCREPRINEIER IAM Identity Center B o

AP EE AWS Wiy EE AT R
A& : AP EE AWS WiE EEAITE

ZHE AWS MAEFMMIE EER Amazon Q B, AR SERXR|/PEIUTHEHE : AWS EEEZH

AN
A

Your account has not been configured to use an Amazon Q subscription.
You currently have access to the Free tier of Amazon Q. Contact your AWS
administrator to configure your subscription.

BRRTT B

- RIFRACEREHRIEREHASE (MERAT IAM Identity Center BY4RLAEHI ) . BXUMAIEHA
SHERERHESENEE  BFSREASHIEREFASE,

- REAFREHEENN Amazon Q FEAERZTLEEITR, EXEZEE , H5H Amazon Q 7
£ & MRIT FRES.

- BIFERRERMEA IAM Identity Center BIIK 3261, KPP SRBIFXFRFETHER. BXEZER ,
ES R (AWS IAM Identity Center A 15R) K LA EEED,

IAM Identity Center i /= 3K I 89 A 7= T 42 H| B R £/ Amazon Q , BXEEEARREEWRE.

PREIT 5 R 35


https://docs.aws.amazon.com/singlesignon/latest/userguide/addusers.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/identity-aware-sessions.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/account-instances-identity-center.html#about-account-instance

Amazon Q FF % % I Tt

s MRAFRENEREENRIIZT UL , BiLBIREZ AWS M5 AWS EREH S RE LML
FEMEZR,

- MREGREBIFANAFITHAN , EBESFREK 24 NLEITERE. MAFERMIAFARTREE
M, IRERXFHELR,

« WIEAFX Amazon Q F R BERTUWEERENABRFNTHRNRZEARABKHE  NXEENARE
FREREWER. NEFE , FRENZEENRAERFIHRNR,

- MEAFREERITHA , A=t MRFRE  LEEREREENE,

PP 7c3&7E IDE R EMAITE
[E]& : IAM Identity Center TEX AP LA IDE FERATLEEITH
RRATR

- REAFREHEERN Amazon Q F R ERTULERITH, BXEZELE , 55 H Amazon Q 7
K EMAT FIRES

- MRAFBRENZBREEYRIZWLEE | HiL41E IDE dIBHE Amazon Q BF , RFEFE
o

- MREEBIHANALITHEN , FEEH5K 24 DHETEEE. NAPSRMNIIAFASTRE
%, TRESBFELER,

- WIEAFX Amazon Q F R EREZULEERENARFNHENBRRERMEHEE L IZRXENARE
FRAREBER. MEEFEE , FREXNZEERNARFNIHRNRE,

- EAPSHTEBCERE |, ATikM416E A Builder ID 2ZUUGEHRREE K, BEXEZER , BS
7] 7£ IDE &% Amazon Q FF X ERY BEF AL,

TEEFECEITHAR
B : 2iTEAFPRKERE Amazon Q FRERZE A&,

BEAN—NHZMALITRATETLESE , BHESME Amazon Q FFRERIZES & RVITEHRE , A
EEBIXLERF,

BRRTT B

- FHEAREEZHEEBEN , AWS K/ KRG AWS X1,
o ZiH Y0 E Amazon Q #HE. Amazon Q EH AEB E RENFHAITTHNAF, |, BEEE R AWS
Organizations B M H L SN K - 1T FI1ER o
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- HEYIRE Amazon Q BHlE , BMEEFIAF, , BRITUTRE

- FHARERANNBRERN AWS Xif, BFEE#H A IAM Identity Center SEHIZBBATFERY X1 |
ZXF AR5 EH Amazon Q FF & EMRIZEHI A RELE X HFIEXEFE,

- WMRBEEFEH AWS Organizations , HEIXEAATFHEMNR , XEEHMATUEERKS MK R
KPR EEITEN, BXESZELE , B52H &F Amazon Q F A& RITHSCE 55K,

EE& Amazon Q F X ERITREACE5&R

® Note
AFFERFAAKFS (Builder IDs )

MRERZ AWS Organizations EEWAHALANERK A EER , BXEEK,E , WEE Amazon
Q, FH7E Amazon Q #%l& ( T2 Amazon Q F R E/MIEHE ) WITHARES , NEEKS MK
RAIKFH Amazon Q F R EBERFLEZBITTHEEN —IME—IRET. XTHALRRANWAT A , AE
RIERNBRFITEAMBRZNKS,

® Note
BRAKFARMEE , £—HITRFEEEERERE Amazon Q FF & & M2 H & K 2 6| E AR T HE
o

MRERKAKFERR , NBRAREEEFELMEBENKAKSANITHE , TeEEKFREEEA4A
L@t | 92k,

EFH Amazon Q FFAERITHNELR T LY | BSRIELALDZ AN Amazon Q WEE1HE 715
15| & —I AWS Organizations &g , AILLEFF Amazon Q BEERN AP ERNAREHN ITERS. E
S RITFERES , BTRITHEER,

ETHRAXTEFRNESELR , 526 (AWS Organizations AF1ERE) HHE A AWS ik EE A
RN

BXBAKFMERKFNESEER , 1525 (AWS Organizations AAF1ErE) H Y AWS
Organizations/R1E F L2 AR ER R 5%

EALHF AN Amazon Q WAIEiAR |, FHIRATiRBRE,

EFTAKNCEIIR 37
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Amazon Q FF & & hRX AriEE

TR
HIETTIR2H | RHR

- BREBEKFW AWS EEA,
- BHEEIKF FEBIE IAM Identity Center A4A3Lf] , # 25 Amazon Q FF & &M< Bk
« &1 1AM Identity Center ALALFIF BT EEER AWM/ ITHE Amazon Q F X ERELEENAF,

- B ZTE Amazon Q ##H A Amazon Q FF X ERIZH & PFHITRIEMENRIENR ( B ETE
—RBEHAEBRATERR ). BXEZER , FSRZEFEEERMFEH Amazon Q BHANZIEEER
£ Amazon Q FF R EIRIZHI A .

ERATERR (BRAITHNARRATRMYE ) |, BIITUTRE

1. AWS EE{Z& & FHEMN AWS K B F,
2. WBEECEFRANEZEHE , ERUTE—RE

« Y1 ZE Amazon Q 4| A,
ERITHE,

EREESBITEAARKRER D |, EERE.

BRI E.
« YR E Amazon Q FFRE/MRIZHI &
EEIRIE,

EITRAERESRD , EERE,

B RN,
3. &E&RRF.

LEEY , Xt Amazon Q WRIETHEIEBA. HEBUEBKFEERSHERN , KAKFPEITH
WAFMESA  FERE Amazon Q A ( A= Amazon Q FREFREFE ) .
BUHEIT B Amazon Q A X BEREZLER

BUHITRELEEN AN , cEENERTREMEBMER : BREANMNAKS, (HEE ID) WKREH
F , &2 IAM Identity Center R THAFHEE R,

HBUBITE 38
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HUENAKS (#2%& ID) 1TH

MREEBUENAKS, (HWEE ID) WELERITH , BEEEATHRE.

HUBMEE ID TG , BT RSFRCHERUE , BT EB R Amazon Q 7R & MRAYZhEE.
(BEERESRZREEZRA , BNUFEARREE. ) ST RARE RS , QWBKRRE-EAEIT
F% , RARSHWE , NERILBIFE,

/A Warning

MBERIZEE ID HTALEUHENITRE, BELEITS |, S4B AT REBEESECEITR,
BE# , BEBREH Amazon Q F R EREH Kiro MPA BB HTLEUEZH Builder ID 1T,

BAMNATE—REFFRBUEITE
- IDE
- WHT

« AWS EIRiEH A
IDE

M IDE FIRBEUE#EE ID iT 5

1. 1£ IDE REAMAMKS (HEE ID) BF Amazon Q. BXEZELR | H510 £ IDE 7% %
Amazon Q FF R EMRY BEF A

2. T Amazon Q & | EEEE QA RETLEERITH,

I ERRED,

3. MRHBIMIETR , iF AWS BEEZEFE FHASEHMNAKF KB AWS IKF # ( Builder ID ) &
Fo Z AWS Ik 2ENHEE ID ARBZTLEERIEEN. BXESEEL , B8 A5
AP (HEE D),

THEF B ZE Amazon Q A A ERZEH ANITEITME,
4. TEHMEZE D ARy , EBEUHITH,

HBUBITE 39



Amazon Q FF & & hRX AriEE

Command line

Ma T

1.
2.

THBEBCEES ID 1TH
EOREDSITIR Amazon Q Wit&#Hl L |, FTF LR,
ESTITHEA q whoami , BINEFERAMNAKFE (HHEE ID) EF,

BN EZF| Logged in with Builder IDEE.
ELRIENIRRABBA q chat , BaIHIX &%,

HHARERXPREE,

# A, /subscribe --manage

FEXNKB/EOF AWS EEZFIE B3,

@ Note
MR AWS EREFA RENED , HF URL NRIHESIHF BRI IKEERE O P,

MREINRTR |, i AWS BEEFE FASENN AR REB AWS Ik 8 ( Builder ID ) &
Fo Z AWS Ik 2ENHES ID ARBFTLEERIEEN. BXESEEL , B8 A5
AP (HEE D),

THEF B ZE Amazon Q A A ERZEF ANITEITME,
EWESZ ID AFREHY , “EEUEITH,

AWS EEB#EEH &

EHUHIT BRI Builder ID , M AWS B H &

1.

3,
4.

AWS B4 A FHESENN AKF KB AWS K 89 ( Builder ID ) &%, XR2EENE
HE 1D ALE Pro ER AWS Ik BHIEEN . BXEZEE , BSH ARNAKS (HEE
D).

MREZAE Kiro PAER, ERB Kiro AMTREAEEZERS (#EFELILE ) X
(IAD) Bl —1, MREE Kiro MPAREMERE Amazon Q F A EME , FEBR 8B, AR
EHNARR TEE BA

RPN EELRD ( FFELILE ) X (IAD) B Amazon Q F L EZEIA,

EIZFTH,

HBUBITE
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5. % Builder ID P #5& |, FITFEFEFRUHEIT R,

HUE 1AM Identity Center & T A FiT1H

MRER AWS U KF, EEKFH AWS RAKFHW AWS BEER |, EEAUATIRMNEHNIKS
EUE T IAM Identity Center & TR,

BEXAWS BEBEKFNRAKFNELER , BSREAEEALFTH AWS IKF AWS
Organizations.

KXTECEAFIT AV

MEREZ AWS Organizations EEENALNEBKFIKAAKFHNEER , NEECERZSIEZN A
FiTE.

ERAFPRANEXAKFMEREKSPITRT RS  EFRNKFNERRD AN ESEERSPRZAS
BUEITH , Fee2BUHZA P RITE.

MREREEKSEER |, I Amazon Q FFRBERIER &M IRE R EPIEFEER KA K, FEIT
B, EFZAPEEMKSFOITEER  MESKAKSEER DRABUHITR. Wi, nREER
MERER , BAMENRAKFERRZSR , EENZAFBUEITR. BXEEKSEERERNMAES K
RKFITHANESZEER , BZREE Amazon Q 7T & E T AL E S &K,
NAPSAFARBCEITRE , EITERSHREH ERUE , BEFEB TR Amazon Q 71 &K & MR 2
e, (BRERBHEREERT , MALALRESE. ) XTHAEBLTVERRSHWAF, | 6l
T RANSERNQWNRRE-—EAEITARE , FAKRSTRE , TEEHFE,

BURGEERN AP SEA T H

o o b~ w0 DN

AWS EZFIA FEREHN AWS HMIIKF, EEKSHAAKS B,
I E Amazon Q F R EREZEHIA.

EHMRREFRAFNEARy , BERAFSIBHET R,
EREERUHIT RN AFREL,

ERESRE,

EREUHIT .
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AR E Amazon Q FRERTULEE

MEBREBALFIZTLEENAN  2RENSBTRAMEMER . E2EANMAKS (HWEE D)
WERALRHF , &2 IAM Identity Center R THFHEER,

RN (#HEE D)

MREFLEFNAKS (HEE D) NMEREEARNZTULERAREITMN , FAREATAR. BXHA
FHNBERR  FERBESEEMERERFBRMY IDs,

EAIMNU T E—REFRAR :

IDE
WEIT
FrEaaIA ER T
AWS IKF INREERE , FEE -, TR/ FESENEESE ID XE , FATXNAEITH

%, AXROUBKFNESER , BSH (AWS IKFEESEIERE) PRILIE AWS IKF,

(® Note
B BERE Z A Builder <Bx IDs E|—/ AWS IKk5, MRBEHLZ Builder IDs , B
BNERES AR RINM AWS K,
IDE
M IDE FEAFH K

1. 7£ IDE FEAMAMKS (#EE ID) BF Amazon Q. BXEZELR , H5H £ IDE L%
Amazon Q F R ERYT BEFS @Mt

2. ®EIDEF , EERUTE—HRE:

- &7 Amazon Q MFEE O HEE Monthly request limit reached HE , E&ZFiTH Q
FRERETLEE,

Or
« M Amazon Q &+ | EFITH Q FRERTULEE,
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M

EI:T}F/XU %EE Do

MRBIETR , FEACHESR AWS K/, MFAKRINER THERD AR , £~ 621K
Fo

FHIA QARERTULEEBARFFEENEH. ZNEHERENERR ID. AWS K/ &
SHTRARUAREMER. BXITRAZANESEER , TSRITHITR, BETHFZRER—
RS | ZTHERERN AWS IKF 5E/ERER ID %Eﬁ_ﬂéo b5 AR E R — IR

EEBINAR,

REF B E Amazon Q F R EREZEHEMNITRRE , HLKER Q FRERTLEEAR
BIHERS . BNEEMNEE ID AFRBoEIACHAF S,

WEt , BHANAKS (FHEE ID) BiTRARTLESE,
( A% ) iR [E IDE F# Amazon Q I RE O,

BNSEEERIITHE Amazon Q F R EREZLEENEER.

Command line

R
1.
2.

THIBHAR

EELEWTITAR Amazon Q WitEHL L |, T FLRiE,
EmSITHEA q whoami , BIABEANMAKFE (HEE ID) &%,

BRI EE Logged in with Builder IDHE.
ELXHENRRABBRA q chat , BaIBIX&1E,

FHARXERBXRESE,
# A, /subscribe

FEXNRKB[EOF AWS EEZFIE B3l

(® Note
MR AWS EEEZH A RAFHFE3 , HF URL NEIRESIH KGR ERE O+,

WMREIARTR , EEALNER AWS IKF . MTFHRAINER TESD AR | BN B ZK
Fo

ARIETLEE
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FHIH QARXERZTULEEARFFEEENH. ZNHSI RENERKSS ID. AWS IKF 4
SMTRBRUREMES. EXITAZANESZEE , BZRITEIT R, BEFTHEFBRER—
RS | ZTEFEN AWS IKF SR ERKES ID XEEX, tSEXER—X.

6. EFEBIAAR.

REAFBEH E Amazon Q FREMRZEHSWITARE , H2ER QAFRERZTULEEAR
BIURCER. BNEENREE D AFSo&RACHAFE.

LEE , BN AKS (FEE D) EITHAZTLESE,
7. (%) QCLIERAFMA /subscribe , BiFiT IR, Amazon Q N&ERREEIT
118

fF IAM Identity Center R TAHFAREZULER

|
[

MRER IAM Identity Center R TRAFMNEERR , ARBHHBEA IAM Identity CenterdP I ER | fF3
EAFARETLEE,

FH 4 2l Kiro
Amazon Q Developer CLI EE & A Kiro.
XX MEEBEMNRERETA?

- MRRERENMNAKFNAF : (7iE ) & IDE 8 Q CLI #1 Amazon Q ¥ E A4 E| Kiro , LAFI A
KRANFE Kiro AT RMFTEEH. ARG , BT BN QCLI ZRFEE N Kiro , LR FiREHAb
IjJ BEo

- MREZ Amazon Q Developer Pro iTHINERE R : BEHHAMEA Kiro EHIAEBRAFMWITR. Kiro
F 412 Amazon Q Developer X VN REEE K EEHERBMNIIEE, LLENAPNEZEN
Amazon Q IDE # B CLI ALK E| Kiro , AIFRIERGENREHREEMIEE, ALRE , FiE
Amazon Q AH4ER B EFH N Kiro ERAH-

E T IDE ManS1THH Kiro AR AAIE L A EE Kiro 1TH , 1§55 Kir o X%,
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£ AWS B HAREBFEMMI EFEH Amazon Q FF 5 &

£, . . AWS E4MIL AWS EE#EH]A AWS Console Mobile Application, AWS Documentation
M 36 X SR K B A2 5 F . Amazon Q Developer X328 AWS, &ALA[E Amazon Q i8]
AWS 8], JmEKER. XM, Amazon Q &R SAFBIYREA AWS SDKs 1 AWS Command
Line Interface (AWS CLI) & ERX1,

>

R AWS EEEZHE | EALE Amazon Q HFERY AWS FHRMEA |, X% BRI
Y H B iR

W L

XY

EPRIFERE AT Amazon Q Developer EIh8ERY A BIMXER AWS |, & A Amazon Q ¥
AmazonQDeveloperAccess AWS FEE R INE IAM B3, BXEEIEFMENNE , BSHE
EFEANINEEN T,

£

« #47 Amazon Q F R ERETWEEITHSHRIUE

« 5 Amazon Q FF R EH —B) AWS

- £/ Amazon Q FF R ERRIEH

- /4 Amazon Q FF R EXI AWS BRF B 31t Console-to-Code
« £/ Amazon Q FF R EmMRIZHIZFI & PR ELEIR

- £/A Amazon Q FRERE X# BIX

#1T Amazon Q FFR BT WEEITE S HRIE

EEH Amazon Q REREE , FEF AWS EEERFE, RESHARENMNER , BN £ REMR 3%
EE8Y8e

E£ A Amazon Q T ELE | iH@3T IAM Identity Center B FiE & A, HEET IAM Identity Center
BF (BFEENE IAM Identity Center RERHIAEBF IR MRS RIE S 4 ) B , Z0REH IAM Identity
Center 21T Amazon Q F X ERFTWER , BABFEIREZTLEENIHRINER,

A% Amazon Q F A ERELEBHWESEL B0 Q TLERNESEE — RESANTLE
£,
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® Note
WMERMEBEFL Your account has not been configured to use an Amazon Q
subscription FFEM4EIRER | S HEE Amazon Q FF A EME L EE1T 8 B IRENHK
FEHFEZEIL

WMREER IAM EF AWS ZHAHES IAM BREBEFREHE , WEXEEBREERFHSHFEHX
£ Pro R BIRALAIThAERT | REELIRRIEME IAM Identity Center 31T HHWIE,

5 Amazon Q FF x & B —HI AWS

© BIAETFATISENERR Q HY
Amazon Q FUE AT BB S A& B & AL M EIR AR, BRETUER SRR
Ro Q URAETBEMZANEH. Q BFEEFEHISHL, Q WAERAEEENT
.

£. . AWS M5 AWS EE#4]A AWS Console Mobile Application,  AWS Documentation 4
MRMARFSPE Amazon Q I X , 7# AWS BR%.

BT LA Amazon Q A1 & {ESRER, B, AWS {£55 step-by-stepiii BB LA K AWS BIFEM TEREMN
3/, Bl Bl R B AWS BIRAKF KA. Amazon Q RS REENBMASR KD S B, LAAEEY
IR ER AWS SDKs #M, AWS CLI

DT EBHENBWOMAEER Amazon Q BIXIheE , AR ATHFRHETEE,

£

« £ Amazon Q A Q ITH

o IR

- FEXE

- EEHETPEEXNE

« X% Amazon Q Bl XE R

- BXEE

- BERTRHI

- &8 Amazon Q FRER , UREARX I M EELEN TR
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« 1k Amazon Q BFE &/ % IR 0] &

o BB AR AR

- HPMERS

o B — B0 EB, F B 4 R A

- PHERNENFZLERE

£ Amazon Q H{EH Q IT#

Amazon Q F3#EfE Amazon Q BEBIRHESRBNERTMCREN M, HEHEAERXTENER
BESRIEA , Amazon Q AIREL S R— NI LAFEBIE—B 7R MRIE T B A ROEE,

Q#HRINAEXSEMIANBA. NERFINSMEPENRTE Q. Q MXEREEMITFH , AT
FRI2EEN, MINRETREARZPERIEANRORETR.

B4 BBREMEFBONR  AEEERARTUSES M Amazon Q T, EXESES , #
SR ERRANR TR,

FTIRSFAF
E# /A Amazon Q EETMILHR | ESHATASS Amazon Q BIRFBIHZE # A,
THRE

(® Note
5 Amazon Q AT LR X B BIREBRFE us-east-1 H,

B AWS EEEHAHPEE Amazon Q FIY QI E , BHATATRE

1. BFAWS EEiR4A,
2. EL—SmEFIER Q BHREITER Amazon Q.
3. FEHABEAKRIES@E Amazon Q HREMES . Hl0 :

a. "FIHKIEFEIZITHY EC2 SZHI”
b. “BIE2E LMAZBXKI S FAEKR

4. MR Amazon Q BERMLAELEMRHE , ©283E Q WRZLUNHERFTERFTARER
SE IR0 AL

1£ Amazon Q FfEA Q TH 47
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a. MREWAB/RARVER , /N -
BEEARNERNEK , RBGEENEMABEMERITDX,
i. WMARFRAREEE  XEFRAHEEED T RS2HE PR FTE,
b. IREEBIRKRATMLIBRIKAMKEEE | ZEHRFZE -—PERREH

R
LATFEBIFMEREREZETLER Amazon Q T B TR ES KB RH,

- BEERREE-URKBIBERENTRILERE R

« REUKRBUMTN — mERTERK 6 MANTNRANFTEE , URTE 6 MARKFIRER
AXI%® RDS FAE,

- ZEMEEHYE —RE EC2 RENAREFN BN A G MY , BXIigKIF EC2 SE4IM BB MERE,

EEFRWAMIIR , FEE Q WXERE LAK Amazon Q BREER , REERES TI/LNE N
REBITIHIL,

7 X PR
BXAEFTE Amazon Q HITXEFMENRN IAM K , 28 A AP S Amazon Q B K,
FEXiE

EAERITH Amazon Q I XMER AWS EEEGIS |, FiERSE —SMEL LS Amazon Q Bfr, E
ITF AWS RIS E4ER AWS IREMXATE ENER |, FEEAT AN Amazon Q BiR.

E @ Amazon Q 120 , BEETE Amazon Q HIREI XAEZHH ARB, Amazon Q fF4 B X &Y 8] &
HEE K HPEEEnHESE RN RIRS D

WEEER , EUUEARERASEARE (2K ) MIABEEAT (RN ) ERE TR, S@A0EE
EFERFEERNRE BB IER,

BEREHERITEHNE , FHITUTERE

1. ZA LB EREIRERE LAY IS BRI AR RIX E,
2. MBEANEREREDS , EREPREARTEBH XAXE , AN ERREIT,

N AR PR 48



Amazon Q FF & &R AFiEmE
AP EENE

SEALAE Amazon Q REE, HREIMMIERET EMXE,

Amazon Q 2R EFEENMNNFFRIIEFNRIBEER SIS , FFEEN LT CRILILELERE, £ AWS 2
HEF , B LUEN Amazon Q BIRRFEZIE 1,000 N EIHEYITIE,

FEFXNER , RELBIFEREIFCTK. BALUAXERMRFE , EN Amazon Q FFRFFELE
FAY R BRI ST I ARV AL B A BAR L

ERBENTEZE TR , 55 Amazon Q BIEIZBIM E&, FIERIXE ( AETEFRR ) HE
W& 90 R/iaMiBr. BIEEXTEMA TIEERE , B 90 RAVH B th 2 MR,

BEYIHRNIE | BT TRAE

1. EEHNXERE LSV HER, XN iERHE T,

2. ERESEMENNEZENR , ZNEZHNMEEESE RENRERS , B lEEdHEE
Amazon Q I X,

EMBRME , BT TR

1. EEHNXERE LSV HER, XN iERHE T,
2. EREEMRENER WS LM ERER

WMREEEFEPEM Amazon Q , N HESMERF & PR EMVEREAN KR[/JETFE , RS
FRBHEXENMEX LT, MREE AWS Wih, XML RZE & B3N ARERF L&A Amazon
Q, NHESMBFAE, X IE[/SBOET RS, XN EFEXBEEMA L TXRER T,

¥ % Amazon Q Bl K 4R
AR BT LR Amazon Q BV R ERFIRS 26 A 2 B P#R -

1. BEE2FEATET QUXER , FERE LANGALER. EYR2RFER | HEFRFEX
NEFRo

BEXA Q MXREMNR , HERALAN <. EXATHEITMCARNER , FEEELAN X
EFEHRERAARD , FERADRL.

EEFITTPRER , TES —SMEFERE Q Br.

EOEzBHRE |, BN TE2BHREF.

o M @b
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MXRizE

7 Amazon Q FEEFELMNIRRE , TEREIXRERA LAV ERER.

« Xi# — Amazon Q BIANEITH IR EAR AWS EEZ4 & e AWS XI5 88, EE# Amazon
Q FEANKXY , HEREES S X,

R"RRRH

&AL A Amazon Q #E A X AWS B EE AWS RS |, SIS HREENRS. THRHEXRIEER
BRBEIFIRR . WR Amazon Q WA AL RESAMHEE , e2HIER—NMHERBIERTA
1LY RTE R

& AT LAER AWS SDKs MIIRIA X BT RS 5 AWS CLI, 2% 48 8 Amazon Q A LA BL &
RERMIASARB A B, AR BIEFT I8 EM AWS SDKs M AWS CLl,

LT REEERE , ERT Amazon Q IAHEBIEE AWS E#E :

5 H3%F CloudWatch BiRH RDS HiEE
* Lambda BB K KETRERZ X ?
o BNIZARCRRIFRBA VPC ?
- FIHHEERSERN S3 FMM <tag value>
- BIE—KEXR , ERRUXNTRE S3 FREEKNE GB KA
- B&idE 3 ARS vCPU /MY EC2 BA
- IRRFERFRENEE , BHARRSHESARETRHIERR?
- MERETRBIRCENATRET ERANETLE

NTHEBEANT , Q BWEEFHFI N ENRRRETR. BXTUERTETFEEFNRERIER. B
ERAEFEERT , FRRUXEREG LANBERRR,

f&B) Amazon Q FF R ERR , AR EAX ST ANER B EIR
Amazon Q Developer E3d B RiE S IR REIZE G AWS I AR EE | #BE T @SN AWS

EhtiRiE. Amazon Q ERSRMERINES M A RBEREN TR | K& BURIRIREFTELY
5, APIsTITEMBS RS EH & REXB A,
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Amazon Q AT BT R IR R B 24E -

- R REFMAESEN  EWKSARFRNIIRIEAFAEE.

- MEEN  BREXEIEERSEFMFFRRIERES

- BIRS2 : BZAN AWS BRIFENRS , RHEENEMIRE, BERKBIEXNE IR,

« WEHERRASED | FREVEXIRBMBERFRAENHEL, BXRXEZEEL , HSH ik Amazon Q HFER

BY B R (7]

BRETLRHARBN RG] , SR Amazon Q HFEFIRES.

ES ]
- TFFRE
- KERFH

« [@ Amazon Q HRI'FREE

« AUTHEXITERIFE AWS RIFHRE=

TERE

AT EEEXFRBEBE , Amazon Q £AMRS APIs AWS mim#ZE#l APl AR ZFMERNES. BN
¥ Amazon Q i/ APIs FTRM A A REZRFIERNFRES , B8 IAM S HLTERNEAXLEER
APls, BXEZER , HZH TRE N,

Amazon Q ATAITIREL, FIHAMERIBER-—IREZEXZN AWS BRENEE, WA REENE
JREIERT , Amazon Q 28BS ZSRITR , BBEN#H —F 7THEN AWS REMEXIMNTE
FWERER, MRNBARLK , Amazon Q 2ZiRHEHM 5% , RN BRERERIEMENTMEME
B,

Amazon Q AIBAN EE R Q MAMRIBRMER, FlI , ZEH R X FIRSAR A HIK £ 7Y & &
B , Amazon Q REMKRBMERFAMLRR |, LA BIERIRE T BIKF RIREVRES.

Amazon Q TEEE R X FRELHN R RPN EIERRB |, Hl215]H Amazon S3 FHEBMHFHNR ,
EEENKFZE, B4, FESMEETHRZ,

TERFAF

BT LAIE AWS BB &EIA. AWS Console Mobile ApplicationFEz & BV Bl X N 2 /% 7 5 Amazon Q
BRI PR
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EURBEAXSMNEBREZNER , B8 IAM BHXLTEFU TR :

« 5 Amazon Q #1TH3I. {#H Cloud Control API # f2iF Amazon Q 5 A& R RN R, BXF
FRRENRN IAM KB | TSR EAF S Amazon Q Bl &R

o FREH RN ERINR, Fli , REER Amazon Q 5 HEK Amazon S3 1R |, NIRRT
A s3:ListAl1MyBuckets X PFR.

Amazon Q KIZE R ERIEH 1AM H 43 T5E U7 R B9 3 IR

/A Important
HIBER Amazon Q HITIREL. FIHSEREER K BFEEXIFEERA, AXEZER B
2@ Amazon Q #IRIA AWS BRFZ I EMN TTH,

@ Amazon Q A &RER

MR [E Amazon Q ) EE R IRET |, LA LiE AWS X1 E Amazon Q AAUEREHNER, RIS
EEHPRIEEXE , Amazon Q FEREZZHENEFREENXE (WREAR ) ;| EXFEEZXSE ,
NERESYEINEFHEXE (MREFERANRLREHARXE , NERAKIENESAEXE )

Amazon Q BIEZHWRRRIBA |, AJEEEFINEE ., I Amazon Q EXRWHEER |, BFEIEERW
FHEE,

AR 20 LLif)[R] Amazon Q BY — & JRA K R BBl -

- #IR S3 FEMAMBIRE <name>

- BBLE SQS BAFI 2 EA KA Lambda Bk ?

- BREEFEEFTHMN MySQL RDS £# ?

- EHHIHIEM EC2 K| <region>

« FREVEKM lambda BBV ELE <name>

- Bl , BE T WEBEHR<instance ID>7?

. HHi%%E CloudWatch BiRH RDS HiEE

- FIHHEEIRSERN S3 FM#M <tag value>
- KREBRLAERSVSINEAR
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- BRE-RKEERERAN T RKERNEZEHE
- SIBEE RMESTN X HBEE

ARTHNITERIR AWS FIRHRZ:REE

HEREEFEEZRITRRNEZ (FlNENKFPEZSONEEEZEITH EC2 R ?”) &t , Amazon Q
2B\ fFEF Cloud Control API IREIERBAFRMRITER, B lEREAHEERFEX K , LUME
B Amazon Q ER LT R IR

ECRBARFEXNYEES , Amazon Q EERELR TR BN | HEAFEHIZITE, Amazon Q AJLLEE
ARBEBEXRGITFEERNE —A AWS Xif, FHAERESEETLLE Amazon Q BEMNER
NERRSIRETTHCRERBITERR , M2 AARS APIs RIHBRHITELE R,

NRFBERBEEARENEREREITRR , HIERFEEMECTH. BREXNESESCBEIEHE
BRAKFHANRFEREIRS , EELXBSEHEIBERT ER , BESITERETER, LA,
RENBBECAZERRGE, MREBERSITFTFESREERGWRIR , Amazon Q M AEA Cloud
Control API,

MEERZANMBERREX RS , A\ Amazon Q T EET RIFEX K EZEHAE , Amazon Q F
{# M Cloud Control APl 51t &R, £ Cloud Control API AR EREITERER  HFEIREER
ik EEBEIRFENKEAITEL  HIERTRES | BERITWERRHKERZ |, Cloud Control AP
A g H BB A E R

FEBESREXNERSIUTRR , FREUATEESMAF

* 5§ Amazon Q #TREMAFAENKS FERER RN KRMNAE , FEEZRAAERAEN
E-XEPEETRERS. BXESZER , F5H (AWS RFRRR AFER) PNEASHIR
B RIS R FR RS

- AP IAM BB 4AEZMIAMENREUNR. BXESER , F5H (AWS RRRR:R AFE
) PRRTRFER G EAIE R AR,

1k Amazon Q BEEZ K & R 7] &

£ AWS BIBZFHIA |, LA BLE Amazon Q fEREH AWS FRAE, HEBEIRB |, T ER
#RH @ Amazon Q #EIRERENA, B0 , SRR AR T E M S3 FAEMRINX R EH AEIGE
B3R [E 503 £5iR”. Amazon Q 2P MERRHEMNEBLURBERARR , AE , e2RHES TSN
RIRF R, step-by-stepii A RZIEKRE , LB W RER B,
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RAriEmE

B8, Amazon Q {R#ER H IR AR E T RPFTREIFIE,

AWS RS

Amazon S3

AWS Glue

Amazon Athena

Amazon ECS

Amazon Q T 1Bh4b 2 Y R @

e
R
5 %K AR
&40

FSE LRI ; Fargate BT
WRKRERE ; XEMTERE
8] &

=R

N ABRTERTRBEA S3
T7t#48 ? 76N ID N amzn-

s3-demo-bucket,

R ABETBEMIBRXT &K s3://
amzn-s3-demo-bucket-lo
cked /Q-Stream2.jpg ?

N AKTTEMIBR S3 RIS
R?

RIE “us-west-2” KIEHES B
A “Run111B11B11-<..>", 4k
A3iE$T ID A “bb_b1b111” KY
Glue Bt EM T, <..>

RN ABEBE A GlueRun 00
AA00 AOOA Y Glue 1M £
T ?2<.>

KK Athena Eif;EHIRE
FAER, Ef) ID : 222c22
cc-2c022-X 15 ID : us-east-2

S

FIZ1T T — Athena &Eif]
.17 ID 73 333d33dd-3d33 <...
>-  XiH us-east-1 , BEE*®
BIREMEALE R,

M ECS F5fELT , BFHA
ERRA, FSWEFEHMAEER .
g% .  BF:.  AZFEX:
my-ecs-cluster , £55 ARN :

it Amazon Q HEEEH &R B3
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R

M

AWS BRS5

Amazon EC2 Elastic Load
Balancing

Amazon EKS

Amazon Q A 1Bh4b 2 89 (A B
i

BITRAREER ;
504, 503, 502 # 500 f&ix

NMARFAHSESS (ALB)
AO#EHEIEFRE ; =M NA
48] 7R

R

arn: aws: ecs: us-west-2:4
my-ecs-service 444444444
444: tas my-task-definition
k/ lAeedeedeedeedeeddd44
my-ecs-cluster <...>

EH ECS FH5ERE, WT
“my-ecs-cluster” SEE PR
MES  FSETRERER
N

B —NBAEE=6 LW
Amazon ECS RE{LLF 2l FF
EE, ZREBREWL , %
BEFRES , SBESFES
AEIRTS

R ALHE R “my-target-group”
WERBEENRERERK ?

AT ATRNEB R ‘my-elb’ By T3
HETRR U E 503 4R 7

T EKS £FHPE—1 ALB

AO#FIEE , BHIAWE  H
S REIRHEE “ TTiEWeblden
tityErri REZIE", % AWS X

= us-west-2,

M EKS EFHPE N my-eks-
cluster us-west-2 XIB K EH
PFEFEERB,

it Amazon Q HEEEH &R B3
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AWS RS Amazon Q A 1Bh4L I8 /Y ) & RBRRA
i
Amazon ECR 5 I 7 17 (8] (8] &R RERFMNEA AWS Ik
17 E 5B Amazon ECR
GE#ENNRNBE TR

., BEAME , REZATK
P 2222222222 KT
(111111111111) HE 5 “my-
ecr-repo” MY 1% FE F HEIE M $1
HiZ X 13 (us-west-2) FEIE
o

Eit Amazon Q HFELN AR FE , EFBEERZEEE Amazon Q F R ER , URBEL AT NEE
G R R PR A AR R R

HOED i A

Amazon Q Developer 2 —RERRNALERE (Al) XEHENXEEBF |, AU BEER, WE, ¥FEM
B1E AWS R AR, Amazon Q Developer {258 KEITHEE , AIASBYIEET B AXTIEEE AWS 5K
R, U LUEE Cost Explorer 73 #8871 £ A FIFAM A , KIVE AL H 0 F AWS Compute
Optimizer RN TERANWEW , THEMEBITRIFTRMITHS , HIREEX AWS FREMRRSEN
AENRTE 2R, Amazon Q Developer # AT MAEZEA R ( a0 , “EANA EC2 EHIMKRBEE KA
240 7?27) FERTEXRRIFRRNDH (FlW0, “LARETERANZABHEREZRMTAL?”) . Amazon
Q Developer A FZEABECHWIESIEE , MAREIEREBEZINESNEHETE , N\iRELE
AWS BRAHBENXRESR , FFREBEN AWS KFHNEXBESFENBERER | A RS RHL
APIs AMRE A AR EZES & P TRKREER,

< Amazon Q Developer WA ERINEENEZER , B2H (RAEEAFER) PHFEA
Amazon Q Developer £ A T EsEEEAWS A

BeEMAT A
5/ Amazon Q FF R &R , &7 LA -

« DHEHRAR — BEBXRENAETHEN, RAEBNTNKARE, Flm, “RESAW
EC2 RRARZL 7" HE "N LA LARNTEREMT 27
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https://docs.aws.amazon.com/cost-management/latest/userguide/ce-cost-analysis-q.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-cost-analysis-q.html

Amazon Q FF & &R ArfEm

- FHRMNE — B @RIKARMEEF L, AWS Compute Optimizer Fl Savings Plans FIZIX , &
RRD AWS ZTHNAZ, Bl “BERERWEARCI2RTAL 27 2 ‘B EC2 SLfIHE Bl
B2

- THREMN — REBEX AWS RFEMNWEIREZR, B0, “7£ us-east-1 1 , c8g.2xlarge 3=l H B 2
2%4 2 RNE “EEEME S3 17 1 PB IRAEARZ D 2?7

- EENTRSIHSEENRAEAEEFEARRIT. i, JIHERIE 6 MNANARE M BERSHHS
MREG 2

o AJILERRAR-ERFTERERFERAER,. RFEN. MEESHEELREXRNREK. flW, ‘O&E
REMNESMXEBNER & A2 —k2 B ENAEC2-HRANERRK,

Amazon Q Developer 2R IFEEH R BIETFFH T HE, SMRAETLAEESREMF AR , RATELE
HEHRE , B AREFRXREEEE |, i Q RREFHITRAE. Q EEIMNNERREFEEREE  E
WETURHEERBUERAMHARRIES INBERESFALE,

TRRE

Z{RM@ Amazon Q Developer ] EI¥REYFE AR , Q M AWS Cost Explorer, FEEALALA Ly, AWS
Compute Optimizer MEH it AWS RFHRZEHTE. Q BELHNSREAMIHBEHTITE., 27E
RARELE, HTENMER , Q HLE AWS EER& AP EERREHRTH APIBA. FHANS
BUAKIED AWS EEEHI AP EHRAENGEE (WRE )  \MERA THRASHERNSR, X7
LAHS Bh S8 30 UF 304 H 3 — TR ER,

Fia A
EW—WEH AWS BAE , BEE .

« EYH IAM R — 28 IAM B AR ERE Amazon Q BIX H 15 BBk B HIE, BXETHE
R IAM RBE | S M Z3F Amazon Q 17 8] RANEIE H IR AL B,

« C@@ ost Explorer &2 A — &4 HIE AWS Ik F A /5 Bl AWS Cost Explorer, Z/5 A Cost
Explorer , i53TJF Cos t Explorer #£#l&. BXEZEER , H5H (AWS RAEEAFEM) 71
J& F Cost Explorer.

E3% 9 F A Amazon Q Developer BIFFE R ABERINEE , B o LUE A EMRS |, 0 AWS AL
b0z AWS Budgets, ETHEZEER , BFZHARAEEAFERTH Amazon Q Developer FH)
AWS A EEINREBLR,

FHREA -
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https://console.aws.amazon.com/costmanagement/home#/cost-explorer
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-q-overview.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-q-overview.html

Amazon Q 7 & &

RAriEmE

1. B AWS EBEHIE , Mt Ahttps://console.aws.amazon.com,
2. EEREHAESMAELANG Amazon Q E#r.
3. WEIBXERIKARER | fila0
 ‘BENANRRARZL 2
« ‘BEEXRHHAELIIN2RHA?”
« “f£ us-east-1 HIz1T Linux B c8g.2xlarge SEHI B Z 4k 27
“RRE K LR XN K EARE

YRETTLATEEI R B A2 F ( HI40 Slack #1 Microsoft Teams ) FELE Amazon Q Developer, &<
KR ARFHFER Amazon Q Developer WEZER , BSREWNANAREFHE Amazon Q F A&

MR#HITR B,
&) F R A
AR 2R LA Amazon Q FF & &R 89 %% B | BRG] -
R A4
“BENANBRREZD?
c ‘MEERTIIEANAN EC2 X HBE, ”
“ff eu-central-1 X315 , XA AWS MK 2 TS KA RS B WL 2

N ALERORAEMT 27
“DHRENANZEBE  ARBESHLR, "

FALAL
“BEERHAEMLILNLRMTA?”

- “HBLE EC2 KB ERE ?”
‘BERERRG ?”

o “BRRIIZME L Savings Plans ?”

MEMREEE

- “BREENBHTE ?”

HE A
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« “BERAEARED?”

EMEE

« “ff us-east-1 B , — c8g.2xlarge EHIHHAARZD 27
- “FEEMAME S3 H7FfE 1 PBRARZL 2
. “BAZ AKX 300 GB gp2 FH£ % H Y tdg.xlarge RDS EHIBARAES D 27

« “WE-NEEXNZ=E Web NARRF , EREE—NNE EC2 K6I. API WXk, K% 5GB #9 SQL
BREEM—NER JS #liw , 1222 ?” CloudFront

RA T AL

c “RALEHEIE 2 MNANZERAR

- ‘BMREREAREHIERE SN EC2 RAXIFHE"

« “1f us-east-1 FIRERLIE S3 FRENER"

- ‘& 3 MNAM Savings Plans ZESBEEMA AR T 5 LLIT&E”
- ‘B&RIE % 3 AAE vCPU /NETHY EC2 R A

H I 4% =2 &

IEIME RSN IDREIE T , TRESRER.

Amazon Q BB THRIOMNEZLEE , BERIAFEREEN AWS MELZLRS , HAMEMEER
EARBREEBEYN, XEHTFLEETHHMIERENB AT THENELZLPELIN, SEIRTRHAER
TEREXE,

H&M@ Amazon Q WRIAXMNEZ M RN , HEES8FAXRFNEAKES. AXNRZERER
DAMFAVF R |, BURE AWS EBEZFI AR THRESFEENEE.

BHXRMHEA Amazon Q #ITRELZL PN ESZEE , 2 H (AWS Shield network security director
Developer Guide) A #Y Get insights with Amazon Q Developer,

FRFZMHF

BRI LAE AWS EEEFIANEENY XN AEF PSRN AWS MERE,

M &= 2 59


https://docs.aws.amazon.com/waf/latest/developerguide/nsd-security-insights.html
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Eil Amazon Q BIEBXRMEZLZEWRE , HIUH BT KREH.

AN IR BR

EIME LS , B IAM BSOS ENSE Amazon Q IR, BEXBFHRENRMN IAM R |, 53
FFERFE Amazon Q Bl X,

O

BB AWS Shield ME L2 9 T8

E5 Amazon Q MIEIM &K L2 |, BAIE AWS Ik /5 A AWS Shield W& L0 H2R. EBHA
AWS Shield RE L9 HTES :

1. 3TFF AWS Shield MEZ £ 0T e84 & , ML https://console.aws.amazon.com/nsd/o

2. BRBIRE A B AIZERS.

3. BITHENNEEXEN R RNZLER,

5l (8] B
LU 27 LU 18 Amazon Q B — L6/ 48 22 4 #8515 B A9 TR B -

- BEBRNEIEMEZLFELRN

« BRE—TENIFENMNELL

- RWRLEHEZE DDoS WHHI X 2

- MARBRHIMERE?

- REARSZE WAF RIPFHBRG 2

o« BLLRITEIREE LA Web FR ?

« RH EC2 RHl LER M EZ LR L RIBE FHL 2

- REBEARMTERFEARIFEE WAF WebACL ?

B — B9l BB, £ R 4 K 3E

Amazon Q 7] LARS BY SR T2 ML 5 #h f&] 4 68, F R 4R BR 55 (Amazon SES) iR B B FHR &% , BEIEMIL
REMSER  HEREERBT, HEB[ Amazon Q R Amazon SES &, EEIE ZFEEXREKF F
MWEZESH, BEEEMEM Amazon SES BRIRNER. EXEATUREEXENHE FIHRAER UK
GmailflYahoo ZFHBFE IR PG Y Bl SR XK A&

i) — B0 o8 F B R R 3 60
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Amazon Q FF & & hRX AriEE
FRFM

WO LATE AWS BB & A E M B K N AR S8 Amazon SES,

Eit Amazon Q BIFEXERIX L FERHAYERE |, BIUH BT TREH .
s BN AR BR

E RPN B TR RIEER |, B8 IAM B4 MENE Amazon Q Bl X, BEXBEFAAENRE IAM
BEE , B2 EATAFE Amazon Q Bl X, &% AMAE R BRI B Amazon SES &R,

8] &3 R B
LATF &7 LAl Amazon Q i8] 898 < & 3% B T R4 89 /R 5l [ 21

- REEMEMEIESATR SES B FHRH4 LA RED ?

- HIFRWLRIE S DHNELRRINRET,

« RARIEL Yahoo HYE FHB AV IE AR G0 ?

« REMFLABENAURERNKIZD ?

- ERBEERESRELENRFEIRANRAKELBILNEH,

0 AT & BV 12 N FN 1 4E BHE

Amazon Q 2% #EH CloudWatch 2N EIERNZLELIE | LB BHEEREN AWS FHE, ©L2REVEIR
BETRRER, BMERER , ARUMEEERS. YEZIRBRTAN , Amazon Q AIEES R REIRERIR
¥, NEEESEAAT | LBRESREBN BB

AWS RFZTRREE | IHEIRE AWS RS ERFZTIRR |, HBIEBEE H #E R 1E 6 A IX L% R e
BRI AR B IR,

« M Lambda BEH X BEG ?

« &M Amazon ECS £E A 4@EDE ?

- BRHUEEHZE X H Y BB ZEIH DynamoDB F i [AI#,

« AEE X MY i@ ZES Amazon S3 XN R EE R

BHREELSE AL T ERRS NER , URRERBERNEEENHE , FBELEHEREXN/F
HEENERERR,

D HTIEHEN Fz 4 7 61
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- AFABN X WERAAK ?

Application Signals T FEHEE : 247 CloudWatch Application Signals BRSS 4% 5l B $rFISHR , KT
RS MY BRI TR |, EIREE 114 FH 4530 B A MERE

- BERRY FHRS X REIERE?

B X Amazon Q a4 #7 CloudWatch @M FEFZHEKENEZELR |, HSH (Amazon
CloudWatch AP {§r) FEY“CloudWatch #ZE",

£ Amazon Q FF & &M@

Amazon Q Developer EE=F BT EMNRLFEEER , AL ELEEIT AWS RSB[R EN A iF R
I8 AWS NFHRFNE, £ AWS BEEEH AT | BULURITIXE T ERMEMNER , LT HEHHRN
ARFNMEERE, HiRIFE.

BEREAE , £ AWS 26 &8F 5 Amazon Q BIREY |, FHEA 7B B BT L. Amazon Q
BE=HRMHE APIs KRFRFIR , FERTEREDINDRIRARE SRR,

% Amazon Q A% =% API Bt , 1% APl F&HITE AWS CloudTrail BESH, REH Amazon Q i
@] AWS Secrets Manager Z4A A REEEIE=FREFWEIER , CloudTrail BEF 2E R,

HEEREREREFRS , Amazon Q FEEE=ZFREBHEFEMES. BX Amazon Q ZAE A E
BREANESEER , BSABERT.

® Note

AWS ALRKNKAKSTRIGRAA/ERKFEEXHPEENFESF. BORAMKS LHE
IZECH Q FREREEXH , ARS e EH K, FERENEREMT,

/A Warning

Amazon Q FFR ER\EH T EZRUBE=FREBHAFNR, SEEREKS PEERAN
B, Eix AWS Ik R AE B NRE A 7 AT UG R ZE 4 AR R E = S REBK S PR E
A58 R

BB E IAM REESRREA S T RNES. AXESER , B2 XHEAFEXRE -1
REEmNAEFETEH X,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Investigations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Investigations.html
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B ER | RS AEHLE Amazon Q FF & & W& B fE A R R 48 £

£

« BlE Amazon Q FF & &R CloudZero
« EE Amazon Q FF & &R Datadog i@

« B & Amazon Q FF K EM Wiz H 4

Bl & Amazon Q FF % &R CloudZero 4

CloudZero R —R=EARLILFE |, IEIE RN EHBAZHBRERARNR, MEEMERHCloudZeroks
2 AWS A |, e BAE R Amazon Q Developer Bl X R CloudZeroff AR AR K MEEEF
AWS BHEin& 4,

& 1] LAfE A iZ CloudZeroffi 3R 7 R 18K AWS AN, SREVR AL LA HIRERKE . WEIRAJE |, &
EA LR E4E RS |, #l0 CloudZero SEE{E BAVIRAS KA &0,

EREFHHE , B£FEEM CloudZero K~ F I M IRUEELE , AE Y Amazon Q 5 CloudZero 2 |8 Y%
¥, BEHGE , BIE Amazon Q Bl X$ 5 @cloudzexo RINEBBAFFL |, BNATiFE CloudZero
BiE,

/A Warning

CloudZeroAmazon Q H#ICloudZerotf@ AR MBI AR, HEBERAEK,PEE
CloudZerof@a 8¢ , 1% AWS Ik /= S B &4 X PR &Y A 7 1] LA (R iZ Ik 7= & °] B iZ CloudZero
B RWEAER,

B LB E 1AM REESRIRBIA P AR NEY. EXEZER , H5H BEA PR,

FRFAF
DR IR
EREFAG  BEEUTEERRBIORR :

« 508 Amazon Q F X ERIZFAWNR. BXBEFAAENREN IAM KBRS , BSRAZEEERE
B Amazon Q FF X ERMIEHI B o

- BEBRGFNNR, BEXEFAENRN IAMRBRS , BSRXSEEARSEA,
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FREVEIE

FREER , HiRE CloudZero IKF K TEE. BERHGN , XESHRIEEEFFEET AWS
Secrets Manager 48,

« API 248 . —#hiFEIZR4A |, 21F Amazon Q A CloudZero API LA (8] 4848 4R B9 B 24 T 2245 B A K
BER, &A1 CloudZero KRB H K ENZ API 4., BXEZEE |, {52 CloudZero X #4s
R

BXM CloudZero Ik FIREVEIENE ZE R |, S CloudZero 314,

ZHERS AR

AWS Secrets Manager #%

ELE AR , Amazon Q 2R E6IE — A T E#CloudZero & 2 1 iE ZUE BY ¥ AWS Secrets
Manager 240, L4\ , B oJUAFER B S IENNE RN,

MREEIFBCAERL |, FUBAXERBE A API 4

your-api-key

AXBIEBEFHANEZER , 5559 (AWS Secrets Manager A IEEE) MBI,
At

E& Amazon Q F R EMFEE CloudZero &4 , BLEEQE MRS AR , ATHEN Amazon Q i
8] Secrets Manager ZHN PR, Amazon Q 2B EIZAEXKI B FH CloudZero FIEH 240,

£ AWS ZHaHEERAN |, BAERBFTZARCANEGES. BCEHER  RE<2839N
BORXBENRS AR, EERANERANAERSAE , FHR/RECVRSHSIEUTRR , HEM
MENNEERE. IENRSAGIRTENZHMNEL K.

WMRZAFEA AWS 38 KMS Z4A#TNE |, EFEAUT IAM RESAR

JSON

"Version":"2012-10-17",
"Statement": [
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https://docs.cloudzero.com/reference/authorization
https://docs.cloudzero.com/docs/amazon-q-integration
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}

MRENFZAEATFREER AWS KMS A% , MIFEELT IAM RS A :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
]
}

CloudZero 65
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ERY Amazon Q MRZBRSAE , RSACESTSUTEERE

® Note

codewhisperer B2 5 Amazon Q Developer &HBIHWRSHIBE . BXEZER |, &
2 Amazon Q AR EREmE  TERHE.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}

1
}

AXBRESABNESZER , 5250 (AWS Identity and Access Management A IEEE) M BIEAE
L@ AWS BRS EIRIXBR.

Bt & CloudZero &4

BEE Amazon Q FF R EMRZEHIAPEER 4. Amazon Q & AFE7E AWS Secrets Manager FHY
&EiE , 3235 CloudZero WX H,

EFE CloudZero ¥ , BERATREE :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Q FF & & hRX AriEE

1.

2
3
4,
5

EF A E/IRFFTF Amazon Q https://console.aws.amazon.com/amazonqg/FF & &= #l &
£ Amazon Q FFRERIZBFIEER , EFRRE,

ESMiEF | EFRES,

EHEME , /& CloudZero ER LRYINS |, I EAEERHE,

£ “BLE” AWS Secrets Manager® , &% “QIE 47" = “EAIME 4", Secrets Manager &
AN AT E#EH CloudZero B RIEEIE,

MREEGEFEZSR , BRWANUTER.

a. 7£ CloudZero APl Z4AFEH |, i A& CloudZero AR HY APl 4R,

b. RELBAFWE-—IRSAE , it Amazon Q 15R#74# CloudZero FIEMHA, FARER
SANEENBRSAE,

MREERIEHL , EM AWS Secrets Manager ZH TR B P ERERE—IMFH, ZRBEELS
B XS BB IEEM CloudZero & RIEEIE,

BEXMERLENEZEER  FSRRIEIL,

HEE | AWS AM RS AEH | BERCEHNRSACIEANETRSHE,

® Note

MREHESR 6 PIARTRIRMEBR , WREZERIABRSACG. REBHNEGIE—
NAE,

MREECEFHOBRZAG  RE2BHCBR-IMRSFAE , #t Amazon Q TFRIFH# CloudZero
FIUAENER. BFIRERSNEUENRSAE,

NMREEERIAARFAG  EMETHTAREFEE-1AC, FRRZIBRSACESRSAH
B ELHRBRAEERE,

%42 Save configuration,

3 CloudZero BHERE REEH NHN CEERHER D /G , BB EZEF.

MREEEHAHEEL , KAMBRZpIFEMS , RAEEE N EMG. BEBREG BRIV ERER

=]
A

, BEREENREAN , BEX—DMERIEMSF ARN,
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BLE PR

BEFERAEG  FEZUTNR :

o EEFHEPS Amazon Q HITREMNR. BXBRFIERAENREN IAM KRG |, ESRATFH
B Amazon Q Bl K,

« q:UsePlugin PR,

HBEEN IAM B RFEBE CloudZero FHHMTFIRINRE |, Z B0 FREH R EE TR RN
CloudZero PP E RIR. ZiEHTER N CloudZero WA PR, EEREIXFEE A RN
BR , AI7E IAM KBS IEERH A4/ ARN,

BREIBBEHIMBEHEREERFN , REBINHESE - ARN, MREEREHER TR
# ARN , BERERTHHEERGHRNR , WEFEEHZ ARN.

E&EHK CloudZero #HEHHI ARN |, i ZE Amazon Q F X EBRIZHANEGETE , ARERCEERN
CloudZero ¥, B FMAEETNH , EHIFEH ARN, &01Z ARN HiNEKeEH | LA FSHIE
#3%¢ CloudZero &M G E],

RIEOIZ R M LUEFIN CloudZero AR THRINIR , BHERBFIEERHFRMREHN CloudZero,
BREZFEMFTERNRE IAM KBRS, BSAXERASSRE M REHBENERARTIR,

B CloudZero H## TR E

EF FHi%CloudZeroffift , EE B ¥ CloudZerofR ) AWS RiFAFE 5 s 70 28 1 22 (5 49 () SR FF =L 4
A@cloudzero, ¥ Amazon Q RIEHFLRAIRESE , b4 EE @cloudzeros

UTR—EFEARGRERENMARE , AJHBIEF 2 FIH Amazon Q CloudZero i :

- THRWfICloudZero 5 —iE A AWS — ifl[a]CloudZeroZh R TERE, Amazon Q AJEER I E] &
BEZXRTEMZHABRENESR , UARHBEER.
* @cloudzero how do I use CloudZero?
* @cloudzero how do I get started with CloudZero?
« FJIHAAERER  RRURARREFERIIEK , A THBEIENESEFR.
* @cloudzero list my top cost insights

* @cloudzero tell me more about insight <insight ID>
- REUK#{E 82 — [ Amazon Q CloudZero F#ifI[A & H AWS Tk #E S,
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* @cloudzero what were my AWS costs for December 2024?

BLiE Amazon Q FF & # jx Datadog 4

Datadog 2 —RKEEEZL YA , IREEM K, NARFERNEGES ST, WREER
Datadog# AWS R FATEF , WA LAEA Amazon Q Developer Bl X & #) Datadog i 4 177 i8] ¥5 1215
B, MEEEF AWS BEEBEZEFHIA,

& O] LA F ZDatadogi@ {3k T fiDatadog. 7T 5 AWS BRSEEMEMA , HiflE & Datadog
REIFEMEE. WEERE , BA#—FS1RE , flninAFRENEDE , HEif Datadog &R F A

E8.

EfRERYE , BFERME Datadog Ik HFH B BRI , BAE I Amazon Q 5 Datadog 2 B FVE$E,
BEFHE , BI3E Amazon Q BIX ¥ edatadog FMNE|EBMAIFF L , BN A i5A Datadog FE#x.

/A Warning

DatadogAmazon Q #H #yDatadogil T2 N E A FXR. HEE A EK S P EEDatadogif
HEd |, E1Z AWS K F 38 w4 BR A9 B P o] LA [R] iZ 0K 7 & 8 B iZ Datadog i 48 REV T
&R o

BRI LAEE 1AM SREERBREIAF IR ESH. BXEZER |, B85 EBEH PR,

TEIRFZAF
IR IR
ERERt  FEEUTERRARINNR :

« 1508 Amazon Q F X ERIZF AR, BXBRFAAENREN IAM KBRS , BSRAZEEERE
B Amazon Q FF X EMIEHI Ao

- BEHGFNNR, BXBEFHRAENRN IAM KBRS, FZRXEEERRERMT,

FREVEUE

FREE R , B2 R Datadog IKF AL TEE., BB , XEFHRITEFENFMHE AWS
Secrets Manager 24/,
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- VRS . BERA Datadog RS, I us3.datadoghq.come EXEZELR | HSH
Datadog MM FT 4/ Datadog ¥ Ko

- API ZfAENHARBRFZER . A1F Amazon Q A Datadog API LG RIEHMIERMN AR ZHR. &9
LA7E Datadog MK HVHLQIRERIREIX LR, BEXELER , 5SH Datadog XHFH API 55;
REFREH.

RAERFAER
AWS Secrets Manager #%

BB AT , Amazon Q 2R &8 —NA T 7 Datadog & B WIE EIEHYHT AWS Secrets Manager
F. WA BEAUEABSLIENIEESR.

MRELEFRBTUERS , FHRAESEUTEIL , ARALLT JSON B :
"ApiKey": "<your-api-key>",

"AppKey": "<your-applicaiton-key>"
}

AXBIEBEFHANEZER , 5359 (AWS Secrets Manager A IEEE) I BIZE4E,
fREAE

E7£ Amazon Q F & ERFEE Datadog itk , BEEE—MRSAE , ATFHEN Amazon Q 178
Secrets Manager Z4AHNR. Amazon Q KRB ¥EZA @K E1FM# Datadog FIERI 4R,

£ AWS Z2H B EE SR AR CIRMBZANERDNARN. FUEFRHA , RE2BFH
BOIBRXBRNERS AR, aEAIARANNERSAE  FHRRAECHRSAGEEUTRR , #AEH
AN EERE, FRNRSAGIRTENZAMNE LK.

WMRBAER AWS F£E KMS BHAAITNE , FEALT IAM RS AR

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}

MRENFZAEATFREER AWS KMS A% , MIFEELT IAM RS A :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
]
}
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ERY Amazon Q MRZBRSAE , RSACESTSUTEERE

® Note

codewhisperer B2 5 Amazon Q Developer &HBIHWRSHIBE . BXEZER |, &
2 Amazon Q AR EREmE  TERHE.

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}

1
}

AXBRESABNESZER , 5250 (AWS Identity and Access Management A IEEE) M BIEAE
L@ AWS BRS EIRIXBR.

BLi& Datadog 4

BEE Amazon Q FF R EMRZEHIAPEER 4. Amazon Q & AFE7E AWS Secrets Manager FHY
ZEiE , 3235 Datadog R E,

ERL& Datadog itk , BEHATRE :
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1. HEF%FB/ERITIF Amazon Q https://console.aws.amazon.com/amazong/Ff & &1L &l A
£ Amazon Q FFRERIZBFIEER , EFRRE,

ESMiEF | EFRES,

M4 NE , /& Datadog ER LS | T EH4EERE,

FW R URL A, I AZRSEAK Datadog 5= URL,

£ “BLE” AWS Secrets Manager® , &% “QIE 240" = “ERAIME 4", Secrets Manager &
AN T E#% 88 Datadog B KUEEIE,

2

MREEGEFEZSR , BRWANUTER.

a. 7E Datadog API Z4AFEH , % A& Datadog HLHY API 4R,
b. % Datadog RIFIfEFB4AF BT , i A Datadog /™ i B1 T2 5 %48

c. RESCHIBEB—-IRSZAE | # Amazon Q 1717 Datadog FIEHF4H, BANRERS
NIEBBRWRS AL,

MBEBERIMER4 , iIBM AWS Secrets Manager A TR 2 FEFE IR, ZRPELE
B E BRI EMN Datadog B HRIEEILE,
BXEFIENEZEER | BSRREEIL,

7. WTEE AWS IAM RS A€ , 2R RFNRSACIEANTRSH/E,

® Note
MREELSR 6 PERTOUENENR , WLTEERIERSAC, REcBINECIE—
MR,

MREECEFHRS AL  RESBHCR-IMRSAE , #f Amazon Q 15 Zf# Datadog &
ENEH, FORBRENEUENRSAE.

NMREEERAARFAG  EMETHTAREFEE-1AC, FRRZBRSACESHRSA
B ELHRBRAEERE,

8. 1% Save configuration,

9. = Datadog H#HRE REBEH NENCEERFEHE , AP R IERZE,
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MREEEHHEFL , KAMBRBIEMS , RAEEE N EMG. BEREGSBRZINTERER
B, BgXEEMAEN , BER—MHTRIESF ARN,.

Be & A 7 AR
EFAREG , FEEUTRR

o EEFEPES Amazon Q HITREMNNR, BEXBRFURAENREN IAM KRG , ESRALITFH
FE5 Amazon Q Bl K,

« q:UsePlugin PR,

HIEEMEAN IAM H 43R T EE & Datadog #EHHTGRINRIG , %5 M6V R4 AT %A Datadog
KRB RIR. ZiEHTTERN Datadog RIA PR, BEFRZFIXI A TF RN , AE IAM XK
B& i E R AR ARNG

BROBEHIMBEHEFREERN , REBLNHESE - ARN, MREERBEHERTH
fF ARN , BEHFERTFXIHE ERAFAVHRNR , WFEEHZ ARN,

EEHK Datadog FHFHY ARN |, B E Amazon Q F A EZBREHIANEHTRE , AREERCEHEN
Datadog #fi#f. B FMES TNE , E4iEH ARN, EOFiZ ARN RINBIKEH | LLAFSRIELS
¥t Datadog $@EHEY 7[R,

o0 RIZ 6 22 K BE LA HIXY Datadog @RI T RIMNER , BERBEPIEERAFIRMRE N Datadog.
BxREHBEEH RN IAM RERE , BERZEAPSXRE M REBNEHFHTIIXR,
5 Datadog #H#H TR E

E i ZDatadogi@# , B EH X Datadog& iy AWS R FFEF K0 25 M R BT (2] B FF K
A@datadog. £ X Amazon Q HEMNEFLREFAHEE , L4 EBE edatadog.

DT R—EFERARGIREI R R EE , aJ#EEFz 5 R A Amazon Q Datadog 4 :

. THRIMITE AWS I {ES1 8+ F FDatadogZh A€ — ifj[RlDatadogIhREIN{A S &£ AWS RF B S F
. Amazon Q AJRES AR ZBRES X TFEMZARENER , URHEEER,
+ @datadog how do I use APM on EC2?

- REALCERFIMNEREE  ERHRERFILEERES , AIBIEEEYE (WLIEBH. RE, 6l
%) REUEENMERFNARER. BXBUENESEE , 36 Datadog XHHHRIE .
+ @datadog summarize the global outage case

+ @datadog summarize my top cases
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- RELTERRSHWEREE — 1k Amazon Q Datadog FEHEH AL TERIRESH AWS R ARFLEMN
B0 SR T LAEH X B ey e #R — B4R

 @datadog what monitors are in alarm?

 @datadog what is the status for monitor <monitor ID>?

Bl & Amazon Q FF X &M Wiz &4

Wiz R—RoR2TVE , IRUZESHEE, RRTEELEREFARRRERNEE. WREEM
Wizif M 32 AWS NRERF , M AT LAER Amazon Q IR FRVIEAFMPIREULEE , Wiz R E I
AWS EEEH A,

EENZIEY | B LRSI HIRE Wiz FH R, TENREENET , AR TEREISEEER. |
BB 5 | BT —FRA , Flann{aigE 1 EE,

EREFYE , £FEEM Wiz KPP B HRBIEEIE | LUEY Amazon Q 5 Wiz 2 BiEREE., ftEE4E
Ja , B 7E Amazon Q Bl R 5F @wiz RMBNEZAFFL |, BIATiA 1\ Wiz #E%R.

/A Warning

WizAmazon Q FIWiziE 4T EZR MBI B FRR, HEBREKF PEEWiziEHR |, F£iZ
AWS Tk F FR 38 E a4 X PR 89 A P 7] LA TG [E)1Z 0K P AR AT B iZWizid 448 RV EA R R.
A LABLE IAM REESRFRHI AP A RN ESH. BXREZELR |, BESR BER IR,

TR
AN IR BR
ERERAG K FEFUTEERARAINNR :

« 1508 Amazon Q F X ERIZF AR, BXBRFAAENRN IAM KBRS , BSRAZEEERE
B Amazon Q FF R ERMIEHI Ao

- BEHHFONR, BEXBEFAENRN IAM KBRS, BZRZEEERRERM,

FREVEIE

FHREER , FieRE Wiz KPFFHIUTEERE. BERGN , XESHRIEEE[FEET AWS
Secrets Manager 24/,
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« APl #% &= URL : &5\ Wiz B9k, Hl80 https://api.usl.app.Wiz.io/graphql. BXxE
ZER , BSH Wiz XHHH APl 52 URL,

- BFig ID MEFZA — A Amazon Q AWz APIs HREHW N ARFNEILE, BEXEZEE
B Wiz XEFPREFE ID 5SEFIHBH,

RAERFSAG
AWS Secrets Manager %

FLERHET , Amazon Q 2@ RERE— N T FREWizE BRIEEIENFHT AWS Secrets Manager %
R, A BEAUER B S ENIEESR,

MRGEERBTUERRY  FREREESUATEILE , FRALT JSON £ :

{
"ClientId": "<your-client-id>",
"ClientSecret": "<your-client-secret>"

}

EXUBZRPMNERZELR , 5 (AWS Secrets Manager AF188E) FHEIEZHA,
RFHAE

EE Amazon Q FREMRPEE Wiz Gl , BFECE-—NMEFAE , ATHRN Amazon Q 15[H
Secrets Manager Z4AMIXBR. Amazon Q 2B EZ A EXKIG R 76 Wiz RN Z4A.

EAWS ZFlEhEERAR |, BAARGEZFZANCANFTEN. BCEHER  RE2839N
BERXBENBRSAR, ®ERANARANAERSAE  FERENRSAGEEUTRR , HEK
AN EERE, ARNRFSAGIRTENZAMNES X,

WMRZAERA AWS £E KMS BA#TNE , FEALUT IAM RSAE .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"secretsmanager:GetSecretValue"

1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"

MREHNZAEATFEEE AWS KMS A% , MIFEZUT IAM RSAE .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
]
}

ZAY Amazon Q BEZBRFHE , RSACEITSUTFERE
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® Note

codewhisperer B2 5 Amazon Q Developer &H BT RFSHIBE . BXEZER , &
2 Amazon Q AR EREmE  TERHE.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]
}

BEXBRESABHNESZER , 525 (AWS Identity and Access Management A IEEE) M BIEAE
LA AWS BRS ZIRIBR

BB Wiz &4

IRETE Amazon Q F A EBRIZEFIAPEERE 4. Amazon Q A 1FMIE AWS Secrets Manager H#Y
FiE , XI5 Wiz R E,

ERE Wiz @4 , BB TRE

1. HEFEREB/EWITFF Amazon Q https://console.aws.amazon.com/amazong/FF & &1 &l &
2. 1£ Amazon Q FREREZEFIEBE N , EFRE,
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3.

4
5.
6

ESMiEF | EFRES,

ERGRE , K& Wiz BREHNS | TAEGEERE.

£ APl i = URL FEH |, % A58 Wiz FT A APl 3R URL.

£ “BLE” AWS Secrets Manager® , &% “QIE 47" = “EAIME 4", Secrets Manager &
AR TEHEEN Wiz & ORIEEIE,

MREEGEFEZR , BRWANUTER.

a. HEEFUID FERYP , WAL Wiz IKFHEFF i Do
b. EEFEFREHFZERD , WAL Wiz KFHNEFREH,

c. RELHFVWE-IMRFAE , it Amazon Q TiFIFME Wiz RIENEH, BORERGENE
BERNBRFAG.

MREERIEHL , EM AWS Secrets Manager ZH TR B P ERERE—IMFH, ZRBEELS
XS BRAIEEN Wiz BHRRIEEILE,

BEXMERLENEZEER  FSRRIEIL,

XTEE AWS IAM REAE  ERCIRFNBRSACIERNBRFTAE.

® Note

MREHESR 6 PIARTRIRMEBR , WREZERIABRSACG. REBHNEGIE—
NAE,

MREECEFHRS AL  RESBHCR-IMRSAR , #f Amazon Q THEFf# Wiz LAY
2. BORBERGENEEERNRSHE,

NMREEERIAARFAG  EMETHTAREFEE-1AC, FRRZIBRSACESRSAH
B ELHRBRAEERE,

%42 Save configuration,

3 Wiz i ERE RE B TEN CEEREEHE , AFEIAERZE S,

MREEEHAHEEL , KAMBRZpIFEMS , RAEEE N EMG. BEBREG BRIV ERER

=]
A

, BEREENREAN , BEX—DMERIEMSF ARN,

Wiz
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BLE PR

EFEMAESF  BEFUTNR :

« EEHEHES Amazon Q HITREMNNR. BEXRFIEKRFIENRE IAM KRB | SR R2TFH
5 Amazon Q Bl X,

« q:UsePlugin PR,

HBEEN IAM BHRFEERE Wiz BHNHRNERE , Z5 M EeeihR@ma RN Wiz IkF
ERR, ZBHELERN Wiz WA, EEEFXEAHNHRINE , 77E IAM KPS ER4G
# ARN,

FROBEHIBBRHAEREERFN , REBINHESE - ARN, MREERBEPERTHE
£ ARN , BEFERTFHHEERFAERNER , WFEEHZ ARN.

EEK Wiz lHFEY ARN , IB¥E Amazon Q AR EREZEH aWEHRE , AREREEEN Wiz
o BREAFAERSTE , EFFEMF ARN. &R ARN HINRIREE S |, SLAVFSIELN Wiz fEH
B9 1R

R OIZRBE LR RN Wiz B TRNR , BERBHIEERFRHAEN Wiz,
BREHFEATRNEREN IAM KBRS, SSRSASEXRE — M REENEFEHTIER,

5 Wiz @ #TRE

EFEH Amazon Q Wiz 4 , EFERT Wiz RIEWEBRFFL#E A @Wiz, X Amazon Q B fF4E
BREREE , hAREE eWiz,

TR EEARAIRAIRN AN RE , AWHEEF S FA Amazon Q Wiz it :
- BEFERFATE R : iER Amazon Q Wiz BHFIHmERF AN T=E RS RS |, Y
&ZARE 10 NEE, B ERY|HESERNE 10 MAEE,
* @wiz what are my critical severity issues?

* @wiz can you specify the top 5?

- RBHSRAIIHEE  BRECEBH, HiLABHFREBPIHEBE , B ERS, FERHIM
REERE M IHE R,

e @wiz which issues are due before <date>?

* @wiz what are my issues that have been resolved since <date>?
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Amazon Q 7 & & ArfEm
- TMEFEZLREANAE  ZRERBHPHREZERBNVRAHZEER.

e @wiz which issues are associated with vulnerabilities or external

exposures?

5/ Amazon Q FF & ES=IM AWS BRE B3h1t Console-to-Code

+ 4 2 Console-to-Code ?

Console-to-Code & Amazon Q Developer By —I3h&E , AJAE B EEENRIB B EAHEHM AWS
BR%5. Console-to-Codeid FEMIEHEISIRIE , REFERERRN Al LB EHIEXIES MR ENUERN
AWS CLI a5 5 FHB,

BRSER

BT Console-to-Codes@ Amazon Q Developer W — & , AtENEHWFEAZE Amazon Q FAER
RS ERHIPRH,

« ERBEED | BALUCFEERF A BEHBREXEREER CLI SRR BREBRENE AR,
{E2 , AWS CloudFormation RIZFBIZKMNIRE , BEAATUERE AWS CDK s —i2FER KRG
HRB R EREIN,

ZHRERER , FEFAWS EBEHA. XASAKRBERRE , EXAERTLEENSH
WIFFseEREZ KRB,

« £ Pro &3 , &8 AT AWS CDK 4R AR X ECE B EERBR & CloudFormation,
EpETLEE , BH4MEE IAM Identity Center SEMEIAF |, # B &/ IAM Identity Center & 14

HMIT R Amazon Q F R ERZTWEER, BXEZER , HSRAHT Amazon Q FEERZTILEE
1715 BRI B R IEH AWS BER,

EXENEEMNEZER | FHE Amazon Q FFEEREN T E,

® Note

HBILFERER , ENSBWBRERRRERAGNER (NER ). flw, MRECRKECTE
7 —" Amazon EC2 2fl , BABMBENZKHIL R, IBKBRIEKBHIAKA,
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T EFAREER

Console-to-Code B &I AILLA L TIES MK £ infrastructure-as-code (1aC) :
+ CDK Java

+ CDK Python

+ CDK TypeScript

CloudFormation json
CloudFormation YAML

YRE]LAEEWRE £ Console-to-Code ?

Console-to-Codei& Z N RSSfE A

Console-to-Code AIEZNMRFZ LE1T , RELEHR B[ EIN R4 FH RS , ERAREFEECHR
=

7N 0

Bign | EAILUER B Web RS SFHNTRBIREIREPRVERE

« 1£ Amazon VPC Z£#laH , BAUERERNFN ( —MBFHA—NMREFH ). 24
NACLs, —MBENEHEZM— Internet WX,

« 1 Amazon EC2 #=#l& 7 , A LTAE Amazon EC2 324l , HFHEBALNEFME,
« 1£ Amazon RDS #Z#l& % |, A LAFE Amazon RDS BIEESH| , HSGEBRAREFME,

BN EEFHENTEHB I HITREHBCNEATREN AWS fRS , Console-to-Codeth A] LU B4

TEERENFE X HF,
AWS Z#ZFH BRSS Console-to-Code
B 8 Console-to-Code , AJLAIEREEFEH AWS BB HI A FEL T RS B AV IR4E -

* Amazon DynamoDB
« AWS loT

* Amazon Cognito

* Amazon EC2

* Amazon VPC

* Amazon RDS

YRATATEHBE £ Console-to-Code
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&= F EFAMBR Console-to-Code
E{FF Console-to-Code , EELL TR :

* q:GenerateCodeFromCommandsZE{#f Console-to-Code, BXxEFFTENRAIRH] IAM FKHE |
BESH AYFAFER Amazon Q HET CLI S ERARE,

« BTHITEECENRENNR,

£ Console-to-Code

£/ Console-to-CodeBIE=NE R,

FI|1 . FFRiSF

EF #FH) Console-to-Code , EHRUTSRIBME,

1. HAHP-—IMERARS ( Amazon VPC, Amazon RDS =% Amazon EC2 ) H#ZHI &,
2. ENRF[EOMNEGILL , £EE Console-to-Code

ﬁ?:@

3. 7E Console-to-CodefUl EIfR A , & “FFEaxH",

S 2 ATRE
EERMERRSHEEE T , BENITEIZEHEFTERE,

Console-to-Codefl EIRRIFH B HIRE, BAIEERBRSHEHE BB , - P RSMR
SHRENIER.

Console-to-Codefll E#i R B ISV IRE | EFIEH Console-to-Code B R, &% x| 58 351£ 10
FRAEFLERN (AEBERE) , AWS BEEZH A SFFNER,

TEREFHENRBOERIES , 1EM Console-to-CodeERTAERIEFE “FL",
S 3 : WE CLI s mHERABE

BRI LUIRB SR 3a LR 3b B ATIRE

LW 3a: WECLI T

Console-to-Code EE A IRIBEMVIRIELER CLI 5 , BRAUATITRIEE,
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1.

£ Console-to-CodeHEiF , EF B FHIHIRE,

B LAE Console-to-CodeEARTNERHY T HIFIZR ., 18 ZRAE 5 I 5 43 44 0 1%k S I B9 3h 1
BHRITUT®REZ—

- EEFIREANCLI T, RERBSEMNNE SR,

« BEEFZITEA CLI &% AWS CloudShell , Hi&E S ZEME CloudShellE
BN
IXFFTFF CloudShell £ A £ Z IFHITH CLI B EXE,

«c EEFERETACLI ST, BEEHGSHER Copy CLI AEHMBEENGS , REIEE
“IZ1T CLI” & H$TFF CloudShell HEXFIEH S,

ETHRAEX.. WEZELE AWS CLI, BS54 2 AWS Command Line Interface ? £ {AWS
Command Line Interface AFERM) +.

S8 3b : £ERARB

1.

£ Console-to-CodeHEMiF , EFBFFHIWIRIE, BAILAEA Console-to-CodeHEARTAERHY T H1 5
*, BERERTFEZGHFERBN4E,

EREHRARBHOERE, REFTEEENREREUATTIRPER,

EHEERNRIEETE, M Console-to-CodeHiRE TANR M THXER | ERELEKNRIBH
BEM (WRER ) KK,

ERERFTIEIES.

FERERBRBERERE CLI 885,

A Amazon Q F A ERIZHTIZE&I & P E LR

£ AWS EXEESIES , Amazon Q Developer 22 HEREEA AWS IRFSFHEEINERN LR |, Hla0X
PRTE., BEETEWMAMBHRSRE. Amazon Q AJ##R1E AWS BEEH &P EAUT RS HEEIH

Bix

» Amazon Elastic Compute Cloud ( Amazon EC2 )

» Amazon Elastic Container Service ( Amazon ECS )

* Amazon Simple Storage Service ( Amazon S3 )
* AWS Lambda
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« AWS Step Functions
A, Amazon Q XA AWS 24 &WE LA IAM R IRUAKRFEL AWS RSN ERBERE
RS EEiR M TR EERR. Amazon Q MR E K/l RIE 2 M2 FNFH LIS F,

WMRETEFEH Amazon Q FHITHEIRIZET , MTATLAER Amazon Q [0 XFRIBXIER, EXEZE
B #ESHE FEH Amazon Q FXERE Z#F Wl X, MREE Amazon Q (iR 2 THEEN S E R |
NALAERAARBRERT (k3 ) BirikESEE,

AN DA BR
BXET R4 AHRVUFTBRURE IAM %8 | FSHAEAS B/ Amazon Q BHHEIA #ig.
WS 8 R ELEIR

E A Amazon Q BRI F IR AWS EEZFIE | EBRUTISREE,

1. WREEZE Amazon Q FJUEBIZAEBHNEIR , NEREEPFERER Amazon Q #1TI2 MR
H, MREEFEH Amazon Q ZHIEIR , BTiRFEFEH Amazon Q #HITIZHTLASREE,

2. WAPHHEII-NEDO , Amazon Q @ EHFPEHERBAEXRZERNER. A5, E2RH XA
BTN S B RARIZEE IR, Amazon Q AJREEE L& B4 B % B

3. ERMRE 6 BULUFEASRARE (R ) MABRERT (kX)) Bir, £RIEE ERENER
ZEAHIANERRELSIRM |, BA UL P IZRASRIBAIF AN R IR,

£ Amazon Q A xEME X BIX

A LA Amazon Q FF R EMRBIEZIFRS , M AWS EBRFIATHNEENE (2F AWS
Support Center Console ) BxR X, Amazon Q FAXMEN L TXRKEEHEEXZHFERH., &S
FERBIENNERNBZHFRFIE RS, SIERHIF , Amazon Q AT UEN FEFNERR A N GEREE
BXFEE , SFEER—REPHITRNIIX,

£ Amazon Q FRIER X RGN , ZRHFAIBLEIZFROEFHERHRITEH. FAXEPLEFER
ERiEE Amazon Q B EHIHNEFR,

ER A X RBEURT AWS IKFRIZIFITRI. FriE AWS AP #SE AL RIKFMKEXE , X&
EAXRAZFIXN—Bo, BREARZFENEE , AESEEMIF AN EMIFITINARS
BB Amazon Q & X#F BkR. BX AWS X#EF MESEE |, B5H (AWS X AFEmR) #1Y
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® Tip
ERBREFEITE 8, BWEEIHLE Amazon Q REIT, BEXEZEELR |, 51 Amazon
Q HFELWERFREE, MRMEH Amazon Q HITIZ2WZATHA , BHA RS HZikM. &
RXREZER , TSR HEHEAEIR.

FRF M

E1£ Amazon Q R RA] , BAITUHEEULATER -

s BWEEHITVRINETEAZEFITR, RESEEARATFITVNUANIZFIHOAF BN
Amazon Q & X #F kXK,

« BBE Amazon Q IR E, BEXEZEER , BSHE A FAFE Amazon Q Bl K,

- BERER XIF RHINNRR, BXRXEZELR , 535 Manage access to X Center,

EEERNERS

WMIBFEH Amazon Q QIR , ESREENRBIEZRRS FER. R Amazon Q & 7 (1%
WS , BERAERNBRSETRERS,. MEEN RIS RIZSNIRS | BERSERANERS.

ERE TS — N AWS RFH Amazon Q ThaeBk R X¥F , BH1Z AWS IRFEUIBXZFRS , MA=EN
Amazon Q BIEZXFRH, Fla0 , WRELE Amazon VPC Reachability Analyzer £ Amazon Q ™
FRBHE , BEXSRAPHXI RS ERE Amazon VPC,
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‘BRERERIBNELNKS, BEAIERZRAHERTNBAX , BNRXBEMAHE
Ao WREREITNHEZETSRELFTHEN, RABINKAERTEBCENEEINE
Ko BARRERNIEG ?”

b. R Amazon Q BIEX LR BHE , HRABREABERT (KX ) Bir , ARERERHALR
BERERR, BBRR X, FERUIBRXEFRM.

TEERTEETRBEHIK Amazon Q BIRER A Y 612 X 15 R FI1% 4.

[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case

2. BIXEARPHER-PZERE, WREEBERZIFZHE Amazon Q RITINE , ©FERAX
ENETXEEENERZRITNFR. EEMIERIIPHNEANZR , BiERRE. SBATL
B hn 5 Bh 8 %6 (7] RR B 34 o

MREEFERIFZIRES Amazon Q Bl X |, S#& Amazon Q BiEiME BN ZRFRHIFHN=F
B, U LLF RN RERGEEm ATIRGF,
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
I':: [+] Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.

o ™y ~ "
[ Cancel ) [ Edit ) Submit
. v . A

3. BMUXERIWRENERE , EERIUCEXERS, NMRETEBFQERAG , Nw BUEEE

/Ho
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MRERIFNE, SMEEMEFH AT EIHEMELZEH S , ZXNERFE R,
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B TR 88



Amazon Q FF & & hRX AriEE

b. BFHER : MREEREEFRED TR , IFERENELSER AWS K KERAY & 7 HR

frip it SRR R
c. HE : NMRLLEREFHE , FEHIRTHAALNRESE , REERRRER, SFHRM
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RIFEHE , B IAM Identity Center X AWS WEZE IDHTEHRRIE, BEERAERNE D #HTHHR
iE , IoE AWS kP BN RI % 25 £ Amazon Qo

B4, BTHERATEN IDE B Amazon Q ¥ BEFSEMS

« & Amazon Q for Eclipse

« T %k Amazon Q for Visual Studio Code

« T#:3&A T Amazon Q JetBrains IDEs

« EF T Amazon Q AWS Toolkit for Visual Studio

® Note

BE , B IAM Identity Center 31T B R IIEHN S FHNBRINFLERE R 8 i, ER , X
F Amazon Q , BRIASTFEIFLEL 90 X ( MR ETE 2024 £ 4 A 18 HRZ/FIZE 1AM Identity
Center) . BXEZEE , 551 (AWS IAM Identity Center 8 FHIZA[1E IDE &
K Amazon Q I iEFFLEAT[E,
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MRRTFEAXMH , ©RERTE FEARBERURITFEE,

B, MREL Amazon Q FEEN BN EBERTHZE , eREEZHFEEHNRBER, MEF
FHEERXMH , EHFELNEMIBE,

WP e i
Amazon Q 2FELHREBREFEEUTRENRE R :

. SAST £ : BUFERBHWZEL M. Amazon Q TIRBIEFELAM | HIMARLE. SOL
AFIFESEIAR.,

. MR Bt EABROHBRABES, Amazon Q AFELHRBA AL AEREHT
B, BREEEETHENASSENER, IRESEROEEEXATRPHIRURNARE CH
8,

. 1aC A8 ; IEERBHEIANZSWR. Amazon Q AT EHH ERIZBEAIRTD ( 1aC ) RBY
f RNEESR, AMMERRLEE,

. RBREAE : BRABSARE. TAPEMRERE, Amazon Q 24 RS ERAEEXY
RIBEE , SEEFRTHANE, NBLIAN AWS B RBEHE,

. REBHERE ; HESBERDAXNRR, Amazon Q 2UMEIER L HABDBEREFER
%, SIERARAFMER AL SEE TR,
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« BMBHER SN (SCA) : iFEE=FRB. Amazon Q 2RERBHERME=FA4. F. ERL
MBI , WRE=SRBRL ARG

BX Amazon Q ATREBHEENZTERNIZHIFR , BSH Amazon Q RIMIZFE,
PR &

Amazon Q ZE A INEE R RIFLATELER -

« AR IDE BB TEXAFRBEXHNERARDN , SEE=ZFE, HE JAR XHMIGE L
o

« BERBA/D : Amazon Q EFEFMEE=ZAENFTZFNHFERABHNRERRBREARK D,

TR#ER T N B PEMNTED B ARHRISHEHR.

B’IR HIHEE XHHmMEFE
AR RN 200 KB 500 MB
TRAREG K/ 200 KB 50 MB

A Amazon Q F X EMEHREBFEE
Amazon Q AILLEE LN EBANXHHREE  EEREERNBNEIEERE,

EFEeH , ERREEEXISRBFEENAAN IDE FRET Amazon Q. EXEZEL , ESH &
IDE %% Amazon Q F X BB RY BREFSE 4.

ES]

- BEEXH, TEHITFZER
« ROIESHETR

- EREXBRTEE

EEFEXM. MBEHITEZM

ZBANBYMRERAESER , ik Amazon Q BREFENXHHIE . XHESTEFERNGSET
MUNNFEMERNXATEREINEE
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Amazon Q TR FE#E , B LNBERBARBRBEENEERD. BXREZER , FSRBERNKS

A&

BN REHAXHHIE , FE IDE RERA TSR

JetBrains

1.
2.
3.

£ IDE FITHEFEMN XHHINE .
1%£# Amazon Q BFREAFT FF B R EAR

FABAREEHREERNTHRBTEERE, BAUNFERINABER , taflTwEEAN
X, RBERRBEEXMH L git diff TSR HRBEN., MREA , BRIESEIRE , TR
IWEBRT , Amazon Q REATFEEHNRBER,

# IDE RITARBIE HXHG , BAILBMARLUUATAR :

a. Review my code changes— Amazon Q ¥R &EZMNRIBEFHNEMABER

b. Run a code review on this entire file— Amazon Q HFELZXHEFMAMER
B, MR RER

c. Review this repository— Amazon Q NFELEHNENMEE K MANNEEXK

EXERANABESHENERET  BSARHER.

Amazon Q FFMEELNTHERAE. ERE , CLRLEBBE RN ABNEL,
MERNEEAAE , WA “RBEAE %T+ , £H5IH T Amazon Q ZTMEE,
TYREXARBUENESES | ESHI “RBAE @R, EBE , B URST FHIRAE

a. EE—FEE , SEEREEEPRN B IRRE SRR ECB N XHF S EXE,

b. EIREULIDHEMNER  FRBEABRABAENZULHBAEEIR. Amazon Q FRHEAEX
ZEBENEAEE , ARWUATBHARBINBEEL R,

c. EfEABEE , FEARABRARBHZLNRFEIR. Amazon Q FEEHRREES
R, REEENREXHRRITRIBEE, SREXHPEIRBES , FETUMNEX
AR R R E R

d. ZBEALUMEABRESRKABNAXAENESEER , RREXBIUS SR #RZ A B H b
RIT R,

BRERRBABNESER , SR EA Amazon Q JT & & REER KD R,

FERD
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Visual Studio Code

1. #E IDE A AETEENXXHHIE,
2. 1% Amazon Q BFREAITF B K E4R.

3. FHAEAESHEHAZERTHREFERE, BAUNFERFEINKBENR , aflFEEAN
X, RIBERRBEXH L git diff (S HVEHRBEN, MRER , BRIESERHE , BN
INBRT , Amazon Q REATFELZNRIBER,

4. % IDE pITARBIBEHXHE , BAIBMARUATAR :

a. Review my code changes— Amazon Q H&F&EERNRIEBEHWEMABER

b. Run a code review on this entire file— Amazon Q FFELZXHEFMAMER
B, MR RER

c. Review this repository— Amazon Q FHFELHNENEE , MANNEEX

EXEFANKRBEEZENERRETR , BZHATRMIET.
5. Amazon Q FIFHREELENXHRIB. THE , ELEERSNERNIRBMEL,
6. MERVEBEMEZ , WITF “REBEE ETF , HFHHT Amazon Q KIH E#E,
7. BETHEXMBRAENESZEE , BSMI “RBRE" @ik. EBE , BRI UMIT FIIRE

a. EE—NEE , LEERIEEFRN B IRREERECE N XHFEEXE,

b. BEFREIREEMNER , FEFADEEBHZULHBAREER. Amazon Q FRRHEEX
ZEENEAEE , ARWUAEARBRNBEEL R,

c. EfEARBEE , FEARRKBRBAZHZLNRFEIR. Amazon Q FEEHEREES
R, REEENRBEXHPRITHRBEE, EREXHFEIRBER , FRTUMNBPX

EAOE FEHE ZE R
d. ZBEALUMEABRESRKABNAXAENESEER , RREX BIIUSE R FR A B Hib i
RIT R,

8. BXRBRABEBMEZFEE , BSHEA Amazon Q 7T & & hx R R

Visual Studio

1. 7E Visual Studio HF$TH EHFH I B A Y X HF,
2. ERNXHIEEE Amazon Q BFREAITFF Amazon Q EHH,
3. MESEHREREZETEZEHEE., Amazon Q FHREAEENTE,
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ETHEH , £ Visual Studio # , A I&E Amazon Q B#r , REE R TESE , AP AUM
FiRFETEEHA,

O§ File Edit View Git Project Build Debug Test v Help awsLambdaServerless

H-2EE 9 - Debug ~ AnyCPU P Mock Lambda Te > LRSI

~ B X FunctionsTest.cs* + X Func Wha ?
e':-}}! £ awsLambdaServerless.Tests - ("[{3awsLamhdaSErverIe55.Tests‘FunctionsTesthhh - FunctionsTesthhh()
(& v Xunit;
Amazon.Lambda.TestUtilities;
Amazon.Lambda.APIGatewayEvents;

Mog;

Amazon .DynamoDBv2;
Amazon .DynamoDBv2.Model;
tApi;
B —————a . [ T [
Generate Code Suggestions Alt+C

Pause Auto-Suggestions

Open Code Reference Log

Run Security Scan

View Q Chat Panel Ctrl+K, Q
View User Guide

Getting Started

Submit Amazon Q Feedback...
Options...

+ New tab 100% ~ @ Sign Out

4. BRHEBRSRE Visual Studio MHERPEH . QTG , E2RIEA,
BREFNLEARERNEER , SR ER Amazon Q F & & M R AT H) &

RES MR R

ERHNRBEER , BAHEQEIZTER. UTHRTEIRBEEN L5 EUAROARTR
Amazon Q EITERENTFE,
- EREFEANNHNRBER , BRITUTERE
+ £ IDE F#TFFZXHH 5 A Review my code
%A Review the code in <filename>
- EEFEMBNXMG , BRITUTERE
s IFRMEATERNXMHHH A Review my code
- I EEFTRNXHHH A Review my entire code file
%A Review all the code in <filename>

- EEEOCEPHNAMERBER , BHITUTRE
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 1Z IDE FHFFEEH % A Review my code
- EEFENGFHEE , MAUXRER , BHRITUTRE :
- 7£ IDE RITH FHEFEH M A Review my repository

ERERBNHEE

® Note
HEITHE Amazon Q A A EBRTWEER , T AEH Amazon Q B FEINEE,

BYFERETHAMNNTE , B Amazon Q ®NEERHZEF. Amazon Q 2EFHFEREERBIX
fr, " BEENRBPRIAFE , RV BIERN NN EZEIETK. MITEFER , Amazon Q T2F
A R ARBIEES R,

f£F Amazon Q B , B FEDHAERALTFEARS. TEIUA TS REERRELHFE,

EENMERTEE
E¥EEYTEE , BERUATER,
1. M IDE B AJKZBEEFE Amazon Qo

Amazon Q EF =/,
2. EREEAYFE, EMEAYFE , FEBRMEBSFE,

£ Amazon Q FF & & W i RACHS (7] 72

AT B B an el 4b B A AR R R |, AR A ZBE R ( BREA )
EFB

« 1% JetBrains # Visual Studio Code = f# )R 8] &

« 7E Visual Studio = f## R4 55 8] &

1£ JetBrains # Visual Studio Code A f# R 4% 58 [a] &

E1£ JetBrains # Visual Studio Code R IBEE , FRFERFMIEE SRR , B LER B
BFEHEHRB,
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AT LUAT A TR 1E

« ERFBABEBEL R
« BERRIBFIREG T
- RBBEIZFA |, SRBEFTA R LR R

AXHEE R RBIEEHR

Amazon Q AIEARL s ERTIRAY M , B EEERN BN RBRE,

EEHHEEXHPHRBRZ , ERITUTRE

JetBrains
1. & “FE TEEQOK “Amazon Q Code [M&E” ETFH , EFREEHRNRBEE,
2. FAF—AEKR, EHE2EXABRENESEE, NRER , BFFINEXATIRBINKBG
B @A Amazon Q M BRATHFHAEF R
3. HEEREZ , &&E B8
4. TEHXEHRF , Amazon Q M EMRBRBERR , AREENRBX4FRITRIEBEE,
5. REMMHFEIRBER , A7 UMBREHRERERHEZE K.

Visual Studio Code

1.
2.

ERBRBUET R |, EFREHRE KRS,
EFRRFEAR.

TE&E/RT Visual Studio Code H 3 A3 8] B XS B #Y R F B R
v [H| High 2 issues

CWE-522 - Not recommended aws credentials classes DynamoD...

CWE-117,93 - Log injection CampController.java [Ln5... O @ /2 ---

v @ Medium 0 issues Generate Fix

HEHRERF , Amazon Q 2R ERREERR , RAREENABXHPRITRIEBE
EREXHFEIRBER , F A TUMIREHREREREZE K.
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R R ACHE R B FH R BT 4013

Amazon Q AILURABBRAREBEEA , HEHREE X RREMIFHAE , HERmMEX4F,
ETHABAENER  BHRITUTRE
JetBrains IDEs

1. EYRE TEBOM “Amazon Q Code A& k<& | EkFEEHRPNRBRZ,

2. FHA—AIER , EFIEEXBRIENESELE, MREA , BHEFREXATIRAIKRB
B A Amazon Q N BFHYFAE B,

3. HEERKES , & HER,

4. FEHXEMRTF , Amazon Q BT EXZABNFAFEHREHTHRRAEZNEN , HEMT
A BAsE A U AR,

5. EEHENXY , FHIRE Amazon Q WiHBABERMIREBLABHVE , HERHAKBES
FXHHPEBUE. AMEFNREN , BFSLBRIZRENRB,
Visual Studio Code

1. ERBRBUETFH | EREHRN A E =,
2. EERBKREER.

TE&E R T Visual Studio Code A F K53 8] X B BY B K45 B HRo

v [H High 3 issues

CWE-502 - Package Vulnerability pom.xml [Ln 70, Col1] P @) -

CWE-522 - Not recommended aws credentials class vijew Details

. . .
- — -

3. HEHIXMEMRF , Amazon Q BETHEXZRBNFAEEHARBTHRE EZNEW , FRHT
A SR A PR RS

4. EEFEMNXM , FRR Amazon Q M EEMMIERRCENVLE , FAFRHNKBES
FMHPRNEBRNME, RNEMOALEE , EHFLBREZRENRE,

Z &G | &2

MERMBWRBEBRER , BUERZKZAE , AELKZOBRAEELABE (EEE—
CWE KI[E & ) , XL BFMNRBREIB"EDF P B,
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EZMABREE , FHRITUATERE

JetBrains

1. 7 “RE” TEBO/ “Amazon Q Code [AJE” W+ , EFREZBKH AL R,

2. [IHFA—IER, HPEEEXRBRENEZEE. EEHRES , EF 28K, RBEED
M “AREB BB E AR A ER o

3. BRI LUER ‘£ IR K2 LRI EK B — CWE B H A8 R,

Visual Studio Code

1. & RBEE ETFH , EFEEZREE RS R,
2. EBRZHER.

THE&ER T Visual Studio Code A X2 [a] TXT B Ry 72 B B HR o

v [H| High 2 issues

CWE-522 - Not recommended aws credentials classes... /O D -

CWE-117,93 - Log injection CampController.java [Ln 52, C| |gnore Issue

3. ARBRIEEM 85" EHR MR,
4. BERBRONEE , FEFERSER , REIEF LI ZEESRCURRRE.

£ Visual Studio # iR 1 a2

E £ Visual Studio F&EE Amazon Q M BB EE | IFEFF Visual Studio T EHNEFIZA
HikFsEIRYIER |, FTF Visual Studio Eix%IRK.

FBAUEARBEEFNEERENNB, ENABE , BAFELNRN , BINRIBEREEIFER,

NG B
ZRIABE R T |, Visual Studio fHiR5IRSERENRBENFIEE S MEIR. EM Visual Studio f5iR %
RAPFFIEH Amazon Q RIBEIE |, FRMU T HRELBIEIFILE,

@ Note
REEZETRETEEHE Amazon Q RNMBIEBEF , REBEESF L E R
£ Visual Studio 7 , KBRIFBUEBEFAEN, EEFHIRVIERS Amazon Q 7 Z A9 [a]
B, MIAUEREIRYIRIFB RN E SR,
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TEIRER IR SR PRV AB R

1. M Visual Studio TR EHEF'EER" , RAEERERIIRITITFHERIIRER

2. MERIIRERP , AREGHET , MTFLTXEE,

3. HBLETXX&EY K EBFERY , AGERTHRETERFIE,

4, T EIIERMEEHERIEKP,

5. MIEFFREH | &R IHEEFRHEE Amazon Q LAFFiE Amazon Q BRI,

I 1 X85 [F] 2

(® Note
& R gE1E JetBrains IDEs A i 48 7] & Visual Studio Codes

fEE B EER , “RBEE EHRPRXEERFEFTERFNRIE, &0 SRS B A = B 6L R
B, ZHEHRIAREERTEE SmET™EEAERFE,

R A ATEREE R B EAR P IEFERBEEN B B, TRFEESI G NEX R EHE T E
EFEABEE | BRITUTRE
JetBrains IDEs

1. M Amazon Q Code [RIZEIFH | R THFIEIZE IR,
2. FHAF—IMEEREHRFNEHFE,

TEHERTH “RBEE ET-FHH T=EM” KEIntellid IDEA,
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C Critical

v/ Critical

v/ High
v Medium  ium
v’ Low
v Info

3. EERFEUHEERERENTEMRS  AREE BE, RELEBRNTERENHESLE
R¥E Amazon Q Code BIEEHRF,

Visual Studio Code
1. MRBEBEAMRS , EEHESFET,
TEERT Visual Studio Code FR“{HE ] B L 10+ Xt B BY 55 1% 23 B AR o

AMAZON Q

\ CODE ISSUES = Y -

v € Critical 0issues Filter Issues

v [H| High 0 issues

2. WNSITHHERBRXE,
EHPHEBUEHEPERIENTEMRINZONERE , RAEEE BE . REFSEFMETEY
HEE ST «& RE “REBEE ERTP,
EXNARBREBARITOA , BRITUTERE
JetBrains IDEs

1. M Amazon Z#4 B RIFERF , EFE D AR
2. T “pAMKE HHAEE,
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3. EEEN, £ RBRE ERFPREEENEENRBRTOHE, &F VB, BEWY
PR FE Y ACHE ST 3T R B AT 20 4

Visual Studio Code
1. MRBREEERS , &F 5 AER.
TE&ERT Visual Studio Code A “{XH5[A] &£ + Xt B HY 70 4B B 4%
AMAZON Q
v CODE ISSUES

v € Critical 0issues Group Issues

v [H| High 0 issues

2. WESITFDARBKE,
3. EETEN, £ RBAE ERFREEENEENRBRRTOHE, &F NE, BEWY

BT ENRB XXX [ BE#1To4E,
Amazon Q A X B RABEEFRHNNRBAB=ER 5

Amazon Q 2NN BNRBRIBEL=ELRS , BPEHERBNLBERLER , ARRNARFHER
ERE. UTETRHBRBRESERINHESE , UARERBIX NS Lo

FERINIUTESLR

KRB EBH = ERIAERZFBNRMUB[RE. RESBEIBERFE TSRS (CVSS ) A Amazon
QWNZEFHNEMMNBITW—NEHH, CVSS 2EE&REAEXFZRHNAIRAMY (Hlm,
REVESERMAA, RERTEWERRMNER ) , UREREETREVNRES , KIHEFERE.

TRER T MR E R & R T RGP BRI R B M 83 H kP RHE=ERA
EMEERR

R A TEEKF EM
TEBEHREHHBHH FERSIHEMNR =
TEEFIRGEHE B ZHEW EX
FERD
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Amazon Q FF & &R

RAriEmE

RRE A
TEBHREHERHH
7 B RS

julll
S

SHRGRRIME TR
SHRGHBRIEAE T
SHRGHBIEAER T
REFNLZ2RE
REFNLZ2RE
REFNLZ2RE
REFNLZ2RE

REERE

FEERBIEX

FFERANELDT :

TEEKF

B BB
FERZIFRNR
Z2HEW

B B B
EERSHER
BHEW

B BB
LIk
EERZHRNR
ZBHEW

B BB

A HF A

B NMEERZABRE , BhEREL,

EM
EX

o}

ot

(8

—
Tl
IIy

FENRBRBAZKERGTERUPSEENS HRMASEFINFERARETH. BWERRLE™
EFd , BENZERRFRNEERE,

B ZRBRIBELIEN LR R ETRLE,

BrEERNRBREARE , REEFTTHRAS IS RPMASEFHNHERRSETH. BWERS

FEERBNRBERITHMLTER , HIUARIIEER , BENZERRRNEERE.

FE 2B RBERN L EETRLE,

FERD
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FEFERFINRBE VRS BREHR. THNITTH, BNEELFENREREMRXKD , &EN
ZERBRRNEERE,

K ZRBREERSTERRITH,

BEERINHEBEERERERERIRER. ELENETELRBUNREDRTS , BRYEFE
NEREbFEBEXEE , EMATUREERESR

EEH  TEWRRE,
SEMRBIGEXRTRESR ANEM B NEI , Sk APl BERN., TEILEXET,
£ IDE HfEH Amazon Q FF & &L 55

Amazon Q Developer A BUBE H1T1E S FIRIER S (OSIDEs) RAIW EH ARMER , EERFT K
B () PHRGEHRE, SREEASHRNANE , Amazon Q BLERENEE ; B AEEXES
B, BNENARNXHEH,

EFBER , EAEXIEHIRIIAEN IDE P RE Amazon Q. B/E , ISENNEIHE |, THROMAEST
Amazon Q MITIEFIEEN FEIRER,

A3 IDEs ZXEH B R AR Amazon Q WEZES , #SH 7 IDE F4/ Amazon Q F 4 &
1.

E3-
« 5/ Amazon Q FF & & R4k Java R RERF
« £/ Amazon Q FF & & R NET NARERF

£/ Amazon Q FF & & R Java MAREF

® Note

AWS Transform BE MARIMER AT Java A%, Agentic Al J AR IRAA LR, SDK &8
%  HEBRIITHBRSUH. FHRER

Amazon Q XX Java MARBRFHIITUA T RN iR
« Java & & RA S TR A 4
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- BA SQL ¥ ( AT Oracle El PostgreSQL HiEFEIBZR )

B HIRE |, B FEERAITHHERICEX R HY B,
£

- E#

« £/ Amazon Q FF R EMRA LK Java hRF

« £/ Amazon Q T R & x¥EH#R Java MAEFPRIERA R SQL
« Bd Amazon Q FF R E R 51T P HRIRAKH

- EERBRELAEIESR

« Java BRI EHE

B &
£ IDE MepH1TH A Amazon Q ## Java NAEFE , FEBEUA TEHARS

o BOASABITE : Amazon Q FEEANFEHREL P AT LB R AKRBBITH.
« EARBITE : Amazon Q B A A BHHARBITEH.

« HARESH  BURRSTHERKRELEE. WRFERT IDE PHRAERRIESE , BF
Visual Studio Y .NET ¥,

- BARSH  EBATBITHRARRFLHE.

RIR [0

BESRBITHR RFEE : 1000 T
BEARBITH #FTERE : 2000 T1K5
FRES BUAF 1 MES

B4 AWS K/ 25 PNER{E
BRAESH FAEE : 1000 MES

RBEE 100 MES
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5/ Amazon Q FF & B RFAR Java kx4

Amazon Q FFR EMRAIESERNIT AR ( IDE ) FRHEMN Java NARFARBEFHNIES KR
Ao Amazon Q AL EHRIBATARNEXNZFBEMCHFRANNBEAN , APIs URARKBHE
BE. RERMEABRBII,

EHBRAE , Amazon Q 2% FEARESIRAHEEHNRE , HRIIRBEZNITERFAENEIE
B, Amazon Q KIWERNRBE , £FEE IDE ARIEHBHIAXEEZE, BT Amazon Q FEERNE
FNRBHFTRPDDVECGIUBHRAREGHRBESER JDK RE , AHEFHRINE B EF M ,
RERTINNFIRRE, BX Amazon Q IMAHRRBHNESZEER |, HSH Amazon Q FF &K & Rl
A Java B E ARERKB,

£

« XK Java A AH IDEs

- S| RREH

- TR 2. BELNIE

« I3 BIEKBIARIHE (L)

- S|4 FHIRAE

« Amazon Q FREMRMAA Java iF 5 A RERNKEH

XM Java FHHF IDEs

B8l , Amazon Q X#FET Java IRREBAMRAS KX R AY B AR A HRMRA, FABERREIMEE Java R4
BE , TEGEARIZRNRDRA A E M E A KRB,

XM Java FERRA
RACHS AR A X B FRARA
Java 8 Java 17 #l Java 21
Java 11 Java 17 #l Java 21
Java 17 Java 17 #l Java 21
Java 21 Java21

Amazon Q X#FLATHFEM Java 4 IDEs :
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- FREEIR JetBrains IDEs
« Visual Studio Code I B M TEKX

H]|A  TRFMH

s 2Bl FREEETHKE IDE Fi%E Amazon Q FHFSE,

TR ERAEL 2 BT , BREHEUT EREH

- WM B ERAZEZEN Java RARE |, BETF Maven ¥2,
- BHINE BETE IDE AET Maven RRII#E |, B A1 Maven 3.8 RE S A,

- P BIR JDK EA A A , HERBERBORAR, a0 | RKBIEFEEKR Java 8 5B, NEHAR
b JDK &3 piZ 2 JDK 8,

o BTN ESHIE 55 D E R E R AT A N SEREE,

- BPDMERELEY , AEEETIERN IDKRAK, BXEZER | HSRPER 2 . BRELZNIE,

- WM BEAZTEFRBILENEHFHNER , BEWELMFLE R (VPC) AMMLL, Fil , MEEH
B E@EEETMEPHRIBEENE TN | TR KK,

- BN B&EFERTE Java T1B F3TERk Java LUANBESWEH. Hln , MRENTBEBRT Java R
JavaScript X182 SNEFERARITRNIRARE |, MERRF KK, frontend-maven-plugin

o BEARHM L T EEE Amazon Q ASREBREBHARIEH Amazon S3 F#E. EXEZEER , BS
8 Fo VG R BE L SR A BV Amazon S3 FEM

- BHRARFXER UTF-8 £, MRENNARFFERIE UTF-8 = , Amazon Q HEZEiRdiiiT
REDEeH,

SR 2 REENTE

ERELNIE , EERASEEFAN IDE HUATER.

£ JetBrains HELEYIH

B JetBrains FEEE , LA EFEEEEL TH A MERRE,
MREWERFEA ST B R JOK MESH , WEEEMERIZE,

- I1H SDK : AT 4wEWM B’ JDK,
° Iﬁalgngﬁbu Iﬁﬁ':FﬁFHE’J Javaﬂb_lzlxo
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Amazon Q 7 & &

RAriEmE

- IR SDK : AT HFERN JDK,
- BHIESR ; BHERDFERR Java iR,
« Maven Runner JRE : FARMEERH JDK,

EHU A MERIRE

EEHE HAEIRA SDK MESRARE , FERATHR ¢
=]

1. 1£ JetBrains IDE # , i£$% File , &
2. W& FTF“Project Structure”® O, 7E Project Settings T , 1% Project,

%% Project Structure,

a. EEFEMIAE JDK , EM SDK Zi i FHRIF| KRB HI1TIER,
b. EEHMABIES , M Language level EL W T HHIRDHITER,
3. 1£ Project Settings T , #%#% Modules,

a. EFEHEMER JDK , EM SDK Zin i TR IR F I 1TIRER,
b. EEHEMRIES , M Language level EL W T HHIRDHITER,

BXEZER |, HS1 JetBrains XA Project structure settings 1 Module structure settings.

E 3 Maven g &

EE# Maven Runner JRE , FRRUATHE :

1. 7 JetBrains IDE 1 , B HEE IR , RSEHIA R FIERE Settings.

2. 1£ Settings BAH , kX% $F Build, Execution, Deployment, Build Tools, Maven LK%

Runner,

3. # JRE FERH , BEAHTHEERRAEREN JDK.
£ VS Code H BT H

E7# VS Code HEETE , BN AXAEEUATHE

- DBERXHFRABH pom. xml X4
- DEBERPH .java XH

BRI
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https://www.jetbrains.com/help/idea/project-settings-and-structure.html
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MREMNIE T E Maven SEBAHITXH (EATF macOS B mvnw Z&A F Windows HY
mvhw.cmd ) , TEEATCNTIMENEE FZH, Amazon Q FER3TES , TEHTHEM Maven B
P

MBERER Maven 2SS , BL % Maven, BXEZELR |, 5@ Apache Maven XA HY
Installing Apache Maven,

L% Maven 5 , FFEFMEIEHN PATHZEH, BXRXEZEE , HSH WAEE Maven FINEIFA
PATH ? #&#9 Java runtime T EE RS0 JDK A2 JRE, ERIAENEERESER , Fi21T mvn
-V HIH RN EREN Maven iRAEFE M JDK BBEH runtime TE,

HUR 3 BIBRMBITUA R ((ATE )

&7 @ Amazon Q REMBIALR M |, X2 - YAML X, BT3B B BB ERIETF
FHRBIAIMRAE, BYRHEZIM , BAIEE Amazon Q ATEETSE B3R Bl #Y 58 = 75 R A 55 — 4K
B, BREABGIAR.

B—FEMI  BENAREFNE, @HENER  REFHHEARTANEPATAH, Amazon Q EAR
WIMERRABE | TFEXEE -SRI, BXESER  FHH EXMNEFHENRD, 5
ZHERBI ; LT AR TREBI , FIEENARTRE.

BAI1E YAML XHFRIEEF AR E —HAKEI , Amazon Q 271 JDK A4 ( HlaiM Java 8 F 17 )
HREPNEJTHR. 1% DK ARTRE , BB R2EFREL (0N 17 17, N 21 F
21) RARE=FH KB,

Amazon Q SERBRIEMA JOK FARSGE , BRI B3 MM FEREL AR FIEE=HFEBIIM ; & , #
HA1E YAML XHHIEES = H BB EARAR | {RIEFE A RERTE  F X L35 E R R BIT,

BRMEED , Amazon Q SR TERMMBIIAR 4. MFRME , BEBRXGEEERH, YAML X
B BRI EUTFR

« name : R HA L X4 B .

- description ( A% ) : KBIUARXHNER | RiZXXHTRNNERRZ S,

- dependencyManagement : @& F H RN HKBIA G HI &R,

- dependencies : ‘@& F FHHRHIEHN B HRMRA,

* plugins : @& FE AR HEHH B PR

- identifier : B, fEHSHEAKBIN B o

- targetVersion : Ak E F R EIHI RS
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« versionProperty ( AJi%& ) : KB MRA ( ERAH pom. xml XHHIEN properties HREE
X))o

- originType : IkBIEE | FEERN FIRST_PARTY = THIRD_PARTY,

AT BKHIAA R YAML X4 K% Amazon Q B f#AT Y S EH & /Y RPI

name: dependency-upgrade
description: "Custom dependency version management for Java migration from JDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"
targetVersion: "2.1.0"
versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"
- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"
plugins:
- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"
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PB4 HRARB

BN IDERE , T TITRAMBERTHITE , RIEN IDE TRA TSR, NREEBEFTRWUNENR

MHERBE | ERUTUARREACHRIBIE . WREFERAW , WHAER IDE RETER. EMfRE
BRE , FERELSR 2 REEHNTE MRAZHEE,

@ Note

ERBHEGRBE | B2XARMEITENHERRE A ERRS. NHREENBIENESKEEF
wihR , BEERER MEEE,

EARENRBIE FERRBESRAE , BEEA TSR,

JetBrains

1.

2
3.
4

£ JetBrains FITHEHKWER, BREEE IDE AETHEDE,
£ Amazon Q &5 , AREHFWEIXERF 1L Amazon Q HBREBHNAER.
WG EREZNNAREFREEEQ, MNTHIRPEREARWINE , REERELR,

Amazon Q 2R RIEREARKBI M. MRECEE TS FH KBRS B ARAHY
YAML X # , EEZXHEIA, Amazon Q @RIEXAEERSER, &HIER , QL
IR 3 : BIEMBIA R (Alik ) RHEEHNXHFRRAMBIEF R,

Amazon Q FFia¥iR, B UAEKRFAFEEMFHEFTHRE,

BTG  BUUARIEARENRBBEERNE. BEEEFNB , BRIAKRFAFEEGE
W+, RAEEREEER. EHIANNANTEAS  EE-IMNXHUTFI2RRBMALR
FERBNERAE,

BT Amazon Q TN ER , FRAREFEFUTANANTER. EEMBEEMAIMG
SRR BT TE SARL 3 BT IE .

BEFATHENKBEROMAARY , ARBUNEEIR , TEFRFAFT LI LERE
ERBREE,

Visual Studio Code

1.
2.
3.

£ VS Code HITHEAHHWIME HITEX, BRESTE IDE FRIIWEIE,
£ Amazon Q ##r , AREIT B XERF 1L Amazon Q HREHN R AER,
M IDE TREH B REHEREARMWINE,

BRI
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Amazon Q FF X EhR AFiEm
4. R Amazon Q A ZNERRRIEMA , ELRREIEFRIERA, EREERABHARA
AREERHE O PR FERAgREE,
5. MRBIMIET , F@WA JDK #) JAVA_HOME R, BXEZELR , HSHEEEK VS Code
WmHE.

6. Amazon Q £IETRERHUARMBI M. MRECEE TS FARMBIUR XS KRS HY
YAML X# , EZZXA4EIT, Amazon Q @RIEXAEEREBER. HHIHER , FRHL
IR 3 GIEMABIA R (k) RERE AR BIEF R,

7. Amazon Q JT#a¥ki#R, BAILERRPOETF EEFHE,

8. WMTME , RWHNEIUET <. BEEENTE 2B RIEAREHND | HEFE THIRIK
MER, BE-IXHUTFESRRBAARERENEZ=FAE,

9. E#¥ Amazon Q FTMEN , BRI AR ESUEIN £ HERIES,

10. EFATHRENRBRMMAFARE , URBUNEESR , EERRPOPERNENESR
FERSEE  RARERETKREBE,

Amazon Q FF & ERWMAIA Java iE S ARFERNRTD

NERIENAKTD , Amazon Q FREBRSER —NHRITH , ATARMEWRBESHRAR, BHRL
BE , ecRHEERBENXHERES  WELEESEYRZNETERXAR. AT Amazon Q FF
REBRNENABHT RNLEEWUARARENRBERIR JDK RE , BEEFARTENEF
MBI, EFHRTHANKRRIEE. UTEEDRME T BX Amazon Q AMARITHRBE S HAE

=

/CN 0

K ACRD H Bl R Fe iR 1t &)

EFFRERENNRTE , Amazon Q 2EFRMFEENTE , HERITSRAE, TMEKBINEERE
GOR = AL SN

EREEMRME , Amazon Q R EREWHENEHWEENNRD |, F BN EEARNIE HER
EFIRV IR, BRRITKIBRT Amazon Q RERHTHEAE R , SEMBOKBTUEE, TER
BEXURHNEFARBRNBRNEATR, FEEFRETENRBHNLSHE , FEATERSERRY
BHRREZ,

HHIEH G

EHATRIBERE , Amazon Q 2ERBHRITHIFNRNEE | T RENRBARE B4R Java x4
HERTERN , ELERHNEASTRABFHNAFTEAN R , LERSAEEBINE[ER. B
Bl SR AT IRR B R AN 2 B #RAR AR JDK A4 -
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RAriEmE

- Java 8 ) 17
- Java 8 & 21
- Java 11 & 17
- Java 11 &l 21
- Java 17 % 21

RNEBRARBES B Java lRAFRE , Amazon Q X &i#

P/l T — |

1T'm

NUREEH”, Amazon Q TR R KR

JDK AL fa , B B3I RIRAV R A RFAEE = A KB ; ¥ , HA7E YAML X4 FIEES
SRERBITRERRA | REFEARFERTRE ALK LR E R

Amazon Q EAHREHNREBNELERXFITUTEX ;

- RIF\EBIR Java RANEF B , ENCEAFNNBAHF
- FEAENERAREES B Java REARBTHRAR, XEFUTENERERIESHTANE

ERA :

» Apache Commons IO

» Apache HttpClient

* bc-fips

 Cucumber-JVM

* Hibernate

* jackson-annotations

» JakartaEE

» Javax

* javax.servlet

* jaxb-api
* jaxb-impl

* jaxen

* jcl-over-sif4j

* json-simple
* jsr305

* junit

Eﬂ%ﬁfﬁnit—jupiter-api
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* Log4j

* Micronaut

» Mockito

* mockito-core

+ Okio

+ PowerMockito
* Quarkus

o slf4j

* slf4j-api

» Spring Boot

» Spring Framework
« Spring Security
« Swagger

» testng

(® Note
RBEJRERET , BOXRAXBITEN , BN EF RHEFTEREN N EER,

FEA i ER 5 R R 2 K HE

RBEHRTESD , Amazon Q 2ELN AR EHRRITRIEEE, Amazon Q ERFZHEE 2 SRER
RIBH#ITHEE, BTR—FTEE , Amazon Q 2FRBEAZEHNAMIRE  NEMHNEEHITHEMN
MR, MATHRE , KBEBER RS , $ET —PKGR,

EAMINE P INATIRIREREL Amazon Q ZTREL RAAEIFRAN I , M H BRI R FRIK
B, NEEEREIREPEE Al ERRBHRZEXE , Amazon Q S FEFEMEERNRE |, LE
REEN R B,

EERMEEFEIEY

BTG , Amazon Q 2RE—HHRRAFE , AEFESEXEMMERANFAEE , SEKEWEN
RS, ZIRERPALHENTNE RBEAR, EETUEFHEAETHE , LT #EHER Amazon Q &
FH 4R hir A o A 22 A A8 B A AT ) R
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HMBELIFEERRITIP RN EHRS Amazon Q HEE N AREHRBAABHNERZENESR , L
REBIT P RESNEMEMBER.

EERREER , BUUEXHERNEFTESE Amazon Q RIUHNER., EEEZERZA , Amazon
Q BUNEARBERRFTLEMELFHNTE XM, RRENABEXRTHRENERS 30 RAT
Mo

ST AER 0 A Zh Y e R

BEAEBENEXRENMEFRER , ERERLT , BRRIUEKE 2K, XEWKE Amazon Q REER
BB PN RENHHRBXE, EXPERT , BANFHEHRRRONBE , XHEENTE T 8EEA
ERTHVIE S IRAHTIHE,

RNTHRBERRBOERIS |, B LU IDE R 4H Amazon Q I XIhEE, EAILLLE Amazon Q
BEERD B , AEEFNARERMBRENRBERZENEZ, BE T LUERINEETT X

Workspace L TXEHERNESHMEABRENLTNEEERN , A - RRMEXS M AR

/8 Amazon Q FF X E it Java RARFEF#AR SQL

FAF7E IDE 31T B Amazon Q Developer X 7] LA BH&EA (DMS) FH#r A SQL it
F5ER Oracle El PostgreSQL ##EE AWS Database Migration Service BIAWS T,

AWS DMS B—I =R , AINEBRXRHBEE. BELE. NoSQL HEEFENH MR BN HKIEFME.
AWS DMS H1#y DMS R#y¥:kIhee , AIE B AR BIEEFEREHNRBNR , MENA S BRBE
FE., BXEZER , ST LE AWS Database Migration Service ? £ (AWS Database Migration
Service AFERE) F.

£/ AWS DMS #1 DMS M IBHEFEER |, JtEEXRNAREFPHTRAR SQL UEEE
BMBRBERS. BLEEFHEHR , AEN IDE A EY Amazon Q XM B3I{LEE#, Amazon Q £FIH
DMS AN TR NN ASP#AR SQL ##h 5 B irBiEERBSH MR,

B &l , Amazon Q XXM Oracle H#EE T Z E PostgreSQL BIEFE"#AE TH Java NAREFFH
SQL #1T%#i#, RELEHNMAEE Oracle SQL B4R , IDE FF 28R SQL RIBEEIET, HX
BZEE , BEREREHE,

H|A  TRFMH

S w  FEHAREESTHKE IDE FiRE Amazon Q FHF IR,

/B3 SQL HMMM AR F , FREBEATEREHS
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- WEEIEBM Java NARFEEHRAR SQL , BEBIZZER“M Oracle BIEETEZE| PostgreSQL
BIEE, NARFHDSHAMEE Oracle SQL A , T BHRIEHITHELR,

- BEMEA AWS DMS EH IR TR BBEEFERHNERTRE. BXELZER , 520 (BEEIXBE
) DA DMS RN Oracle #3EFEE# E| Amazon RDS for PostgreSQL.

- RMFRRTHE , HEM AWS DMS #2H A TH T B E X,

TR2  BENAER
BB AN SQL K1 , W Java MESMELEE— . java .

MR IEEFR R JetBrains IDE |, NS “T1 B 41" RE+BH “SDK” ZRIZFENERAW JDK, Bx
RETBEMEENESR , 1§51 JetBrains XTI E EHEE,

SR 3 BRI A SQL

2 Java NARFFHRAR SQL RBBFERA S PostgreSQL BRBEERBTHER , BERAT
HIR

1. EEZRE Amazon Q #Y IDE # |, TS EFHRIRIRAN SQL 1 Java REBEE.

2. 1%&#%F Amazon Q EFRAITIT B R E4R.

3. 1k Amazon Q EHIXRERFHRENNARRF.

4. WMREH Java BARFERAE SQL HBREZH , Amazon Q 2R RIEERERITWHRIRER, WA

SQL conversion,

5. Amazon Q £ R&E L1&E M Amazon S3 FREVAY 2R ¥ ST BB 4. Amazon Q STE B K 1 HIRE
Z AR RN B,

6. Amazon Q 2R TRERMEBE|MAN SQL BV B AR BIEFERH M , NEIRERK THREH
A2 EPN: TR

7. A Amazon Q MERHE B R K9 P IRERAY T IR /BB TT IR

8. Amazon Q FFiA%#k SQL 5B , kAR AREZE/ L0,

9. SQL RBHEMTME , Amazon Q @ER—PMERWNLEXXH , ERNXH4FBHNAMEERH, EF
ERNWHLANEE , ATHANEIZITEUAEHRRE,
Amazon Q ELRMH —NHREHE | FAGEPAMMHEE,

10. E#FAKWfE , IRE AWS DMS #2552 RIEH SQL REEEBENBEERE.
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BE Amazon Q F R EREGTITHERNKD

HEALMER Amazon Q F R EREATHRTE  MoSTHNARERTABRE, BHEAD
FAEEMHRABEERRAELENE BN , Amazon Q BN —RIISBWERFTNB, EENER
HEH , Amazon Q SEEZNAMIMEPMERD  URIITENER L. BXEZER , B3R &
A IMEH R, Amazon Q REZNFREF VR —IMFIX , HERBEARREEZT X, ¥
MERGE , BARZSXEHERKRI X, NTIFHEERSIRBES,

BEFBER , BAREGDTIEHATRENRIE , AESEHXHSHREH B ERIEL,
£l

« FER#IME P RN

)

« B Amazon Q F R EREWSITHIEITHRIRIEL

- B STPHEERRAIE

« Amazon Q F R EMRMSITER T ERAT EidF

FEA i ER 5 R R 2 X HE

RIBEHEIESR , Amazon Q SEEW AR MIRERRITRIEHE, Amazon Q ERFZIHES 2 S REX
RIGFITHIE, BERX—FTEMR , Amazon Q 2 FRBREIENARMINE | NEMHVTE#HTHEN
Mk, MXTERE , RIBESBOEERS IK , HET — SR,

AR INE R AT IRERELL Amazon Q BITREZELRABR RN , AMHBBRIEHERENR
B, NEREERBIEPEE Al ERRBENRZEXE , Amazon Q 2 FEAEMEEKNNRE |, LUEE
REENLZEFZ,

@ Note

Amazon Q £RFELMBWFER, WARRABTNITRR. NBRESE  FEEEDNE FEEF
BEABRERIENWG , BFLNERENRBRTHERARZEMENERIE,

BRETIXEGSH step-by-stepiiiBl , S NE T Amazon Q FF & EREGSITHETELREL,

ERBHHEHRITE Amazon Q FXERTULEESHR , BETUATHD
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gct configure

EB3) Java ARFR , EETUT®ST. W F<your-source-java-version> , &AL

W AJAVA_1.8JAVA_8. JAVA_11, JAVA_17. ZHIAVA_21, X F<your-target-java-

version> , AT LA AJAVA_17=KIAVA_21, --source_version # --target_version #H
AESH. --trust ATERAERIIGE , ARNNABHTRIEURELZS M,

gct transform --source_folder <path-to-folder>
--source_version <your-source-java-version>
--target_version <your-target-java-version>
--trust

EFASQL &%, BEITUTHS

gct transform --source_folder <path-to-folder>
--sql_conversion_config_file <path-to-sql-config-file>

EEFLHNEANDOTRRIEREK , BETUATHS :
qct -v

EIRIFLRMEXHEER , BETUATHT :

qct -h

EEFRRMELAEIRS , FETUATES

cl2

gct history

BREFNEERRELFTLEZNESREE  FERESTITTFERFLAILIESR,

B Amazon Q FFREREB TITHIEITHERAEL

ZEEM Amazon Q F X BRGSITIEEGSTHRERRB , BEEA TSR,
FRFM

EWSITHEIHRRELE , BIUHBE AT EREM
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o MRBEHLE Java KBRA |, BWIE ERFSET Amazon Q A Java RASH o R4,

o MREBERHM Java NAFHERAR SQL , BHMAZERFSEN Amazon Q ##fr A SQL YL R
B

s BWBITHERERE Python ( ATREMTITIE ) , BZXEFMW Python REFET 3.12,
« #&BIETE macOS = Linux R& Lia1THEl,

- NMAREKRNTEE 2GB.

« MREHL Amazon Q AR ERBII , FERERBIA R

FSB 1 EFFHRIE N HRIMNR
AliEE IAM Identity Center #1TH M RIE , MEGHITHRETHEREL, FHAEEEEINNR,

(® Note
WEITHRRITHRRELIZBEFEERR,

s BN AR BR

AT S HRIEN Amazon Q FFREMITHEFTXEKE IAM H14 , BAERZEWTITPHITERAELAIR
PR HEIRER , FWALH IAM BORBIFAS T ST LETERPE LR,

&3 Amazon Q FF & EMITFE A IAM Identity Center ¥ 1T & 33 iF

E&EiT IAM Identity Center RIEH 17 , BFHEER I Amazon Q F R EREZLEENATAS
HEMITE , BRERMATEANMNNER URL TR S HRIE, BHENEE R AT Amazon Q FFRE
IRIEZEFIAPREZER URL, BXEZERE , BTERERAT Amazon Q FFREMMEL URL,

ERMAAENR |, BSFF IR,

BEELR A4 BENSOBIEFRHEZESLR URL.

SH2: ZEXIE

1. T Amazon Q i BT T EH KSR,

ETHIENIBERE , BSRMRAT £12F.
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2. BWIE Python REIEELIMREURKZTE, BREMNRE  FEEFELXRIENERPH
FLWEQ , REETUTHT

python -m venv qct-cli
3. ERMEERIMINE  BEITUTHS
source qct-cli/bin/activate
4. BEBDTIHRREZIER  BRELAVITENENESTUTH S  HPE8 2T ENRERREE

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-
any.whl

(® Note
MREEANRIBRANGSITHRETE B 1.2.2 BRAEBTHRWRAS,

5. ERIIZTARBERE , BETUTHS :

which gct

HPR 3 BIRRBITUA RS (AT )

&7 B Amazon Q RAERBI AR M , IR — YAML X4 , AT 5 HIE BB R EREER T
FRBNIGIMRA, BIRMEIZXMH , BAIEE Amazon Q ATEETSE B 3R Bl #Y 58 = 75 R BRI 56 — 5 4K
B, BREAGIAHR.

B—HFERBI  BENALLEFNE, BHENER  REXBRAKALTANEFTH. Amazon Q A
WIMEREABE | AEEXEE -SRI, BXESER  FHH EXAMHNEHFWENRD, 5
ZHERBI : LT AR FREBIN , FIEENARTE.
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IEAIE YAML XA EEEARME — S |BII , Amazon Q 27 JDK A4 ( HIZIM Java 8 ) 17)
HEPXE#ITHAR. ¥46 JOK ARZTHE , BB LIRMFEREL (M 17 217, N 21 F
21) RFAFKEHE =T KB

Amazon Q SERFRIEMA JDK FRSG , BRI B3 MM FEREL AR FIEE=HFHKBI ; HE | #
A1E YAML XHHIEES = BB EARA | {RIEFE A RERTRE A RIX L8 E R R BT,

HMEED , Amazon Q SR RERMMBIAR M. MERMY , FEBRRXAEELER, YAML X

HHURBEUTFR :

* name : KBIA L XHHIE .

« description ( A% ) : KBIUARXHNER | RiZXXHENNNERRZ R,

- dependencyManagement : ‘@& FF RV KB4 5%,

- dependencies : ZEFEH R ENBMHRFRA,

* plugins : BEFARIBH B MRFARA,

- identifier : ., A KBTI B .

- targetVersion : kI E F R ENHI AR,

« versionProperty ( AJi%& ) : KB MRA ( ERAH pom. xml XHHIBEN properties HREE
X))o

- originType : IkBINKE | FEERN FIRST_PARTY = THIRD_PARTY,

AT BN AR YAML X4 K Amazon Q T f#AT Y S EH & /Y R P

name: dependency-upgrade
description: "Custom dependency version management for Java migration from IDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"

targetVersion: "2.1.0"
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versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"

- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"

plugins:

- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

R4 BENMSHRIE
R ERELF |, LAFET IAM Identity Center TEFR FHRIE , HREZRIRATENEEFIS.
1. ERPEREERE , BEITUTHT .

gct configure

2. %\,;uéha'\ﬁ"d] ﬁ’ﬁ%’ii‘iﬁﬁ’] Java [RAH A JDK B8R, BLRAFEE Java NARRAH JDK 3

3. $ETk, BB IAM Identity Center RIFE % , RESRREBHA Amazon Q FEAERZTLEE
1T R B & ST X BBV &2 28 URL,

RfE , BUT A A LT AWS Ei‘JZ R :us-east-1. BXRZXHXEBNIIR , 5
P FH XE, BXXERBNIIXR , 550 (AWS —RZE /) PHXEIRS

4. BHWEEBREFESREZR configuration.ini X4,

HR 5 BEITERAEL

BEGENITHERRRE  EEFFERENG T,
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® Note
RBHFRIREP , FOXRALTBIUTEN , EAEFimHEEERENMZERE,

Java upgrade
18 SRR T X

£ Java RAFALIREF , Amazon Q EK —HHRITR , B ERBRTHIERZITY. XT
ZITX , BAEREITUATIEHR -
« X Amazon Q EALNE (MNITRIZEHESIRBIERF )
« RRRB
« XA <dependency1>, <dependency2> Hl <dependency5>
o ALK <dependency1> = <dependency2>
- BEEFEARINHN BIRRA
« RRRB
* ¥ <dependency> AR EBLhRAS ( M3 <version> fR7A )
 $EE Amazon Q ERITHS R
« RRRB
- RERLHER 1-7
« FITEER 5-9
o ANMBFAARHKBIN (REARBNEFH JDK hRZ<et o] A bk )
« RRRB

- BB <dependency1> A E <version2>

H% Java K52

1. BITUT@TRES Java AL FREL, FF <path-to-folder> BN FHIRABRAIENH
REFEE , ™ <your-target-java-version> ¥R JAVA_17 = JAVA_21,

gct transform --source_folder <path-to-folder>
--target_version <your-target-java-version>
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oIk
- EEEESAROMEBIA , FHM --dependency_upgrade_file &I , H i BRI
IR SRR

s ELREEEREFRERITR , FEDSPIRM --no-interactive ¥5&. AT Amazon Q
TEEREFNITRIREAR IR | BT EFRESTR

BIRFT AR, RESWITEMN Maven iR, MMREH Maven RATETFREZIERA , 2F
BT

Running command: mvn --version at: path/to/current/directory
Your Maven version is supported for transformations.

MREH Maven RAEFEZ X5 , BEEMREATREHAE, BEXESER , BSRALREN.
WMREARRI --no-interactive #5& , Amazon Q 2R REN R ITRIIRMR B, BRI
FAEARRBREFZEH TSR , & Amazon Q XIFZIENR , 2EHELRITR,

Amazon Q FFiaE#R, HELBEPRERSERH. HRTHGE , Amazon Q RREHIRE R,
B & & BB 3 B R,

HEEHRBLERE Amazon Q BIZH#F 2 X, BEEIZIT qct configure BHHIE
£, Amazon Q 2BE —RFEZRXRERERRBRER.

EEE Java IREAARERITE —RER , BEE-—RERRBRERFAENR —2XPE3IE
ZIREER,

SQL conversion

Freael , FWAREESHEREA Amazon Q FF A ERFEKR Java NAREFHAVIRAN SQL , THRLLE
R EA RN EREM

1.

BEHRBRHAN SQL , BAMEUE—D YAML X, HFEEXRKE AWS DMS 7RI E
K TT BRI STAFBR AR

TR BIER
schema_conv_metadata_path: <path-to-metadata-zip-file>

BT T SB35 SQL e, ¥ <path-to-folder> B S BATTE XHRH
%R , N <path-to-sql-config-file> B NEELSER 1 FAIEMN YAML XHER

BRI
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gct transform --source_folder <path-to-folder>
--sql_conversion_config_file <path-to-sql-config-file>

3. % Amazon Q SRR THRIBEBXXHFHPRMBIZANEN | 2EFIEERGH T BFERNZIA SR
¥, BHERAT SQL #im%EHE , ABE YAML XH4FRMFTFER schema: <schema-

name>=,

4. Amazon Q Fria%if, HFEIETHLIRSER. HRTHE , Amazon Q FREERE R,
A & 5 e I8 34 B Fan B A

AL EHRBLRRZE Amazon Q BIEHHF 5 X+,

g RBUE R AEL

BA LA R E E B YA IR, BRRELESTER 12 M, ZETIRERERIT,
EEEFRECHRBEREL | BRITUTSER

1. T CLI&¥we , I TRE LAY Ctri+Co

2. ERREEFERIUEER,

- ZEEEREHEEELD  BTRA 1. B7E 12 /MREAUT QCT se SR E A | ket
TRWEEM . "qct transform --source_folder=</Path/Given/Originally/To/
QCT>"»

- BEHUHAIBFREL , BRA 2.

HEaTITHHEERRFE

UTEETHEEHEMEA Amazon Q F R ERERTITHERNARFITEINERFE,
NI AR ETETTERIFH ?

MREBIUATHR  WRARTEORIENGEEESHEERF.

Refreshing bearer token

('Error refreshing bearer token due to: ', InvalidGrantException('An error occurred
(InvalidGrantException) when calling the CreateToken operation: '))

('Error getting bearer token due to: ', RuntimeError(('Error refreshing bearer token
due to: ', InvalidGrantException('An error occurred (InvalidGrantException) when
calling the CreateToken operation: '))))

BRI
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ERIER , FETUATHS :

RAriEmE

rm ~/.aws/qcodetransform/credentials. json

MRS B EIE ST , EFET qct transform S LAERB E#REL,
AAREAGSTIENRIRA ?
HETHWTITERIENTRESE , ERRENEAIBRENTE,

ERREATENSEHRE , BTRIENEFRL. RAERBEEHTENREETUATHS , Hha
ST ENRERRE

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl --force-reinstall

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-any.whl
--force-reinstall

(® Note
MREEANRBRETNRTITERIE | B 1.2.2 BRAETHNRES,

Amazon Q FF R E R TITHRR T ERAF LidF

LT EREASIHET Amazon Q F R ERGFTHERTELSHRBERENEFHEE. ZRESER
AR TEEEE. R BHNMARTHA,

MR K1THE KAT14EA
1.2.2 (B#) 202642 H26H #£ QCT CLI #3FN T AWS H

ENHRHNEEEE, MITH
oy BB R R R M ES B SO
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RAriEmE

JIES

RN
o

o
o

o
N

o
-

(@)
o

2025 9 A9 H

2025 8 A7 H

2025 7 H 218

2025 6 A 27 H

20256 A6 H

2025 4 A 16 H

2025 3 A 13 H

20252 A 28 H

K1TUEA
o ¥THY--skip-bannertr& , A
FHIFIEE S

EHT Maven ¥ B , ffH
POMs E#I%RI B L& HRa
FEE—HRIM

HETXE  MEXREERE
WA Eidx. Maven Java T B
A ERE R AT AL,

BT X MEXFRER
N8 X A9 B

WOTERIENEERK
1, XEZFFITHE Amazon Q
Developer Pro , &3 AWS
IAM & 13 03 4T B A RIE.
FENEMEX (EZRE)
T X #F.

M T X, EIFRAK
B RSME, X T R
1T,

BREIEE , BRT ElRE R
HIWEE  UAREBEE—7
R EY DL A2 e 5 4 SR T )

B
o

BE IAM BIES4E , TBHR
ERMEAWS X ; BEE
REEERRF , JEREBE
& REARES.

BEXFELER IAM #1TE
B¥IE, AWS CLI

BRI

138


https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-1.2.1.zip
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KR AR K1THH KATUHEA

0.41 20252 A 17 H HiREE , BB FEA
Amazon Q Developer 1] & #Y
BE AWS XiF V&,

0.4.0 2025 2 A 14 H 8T XEF , EXEN Java
NARFALKE Java 21,

0.3.0 2025 2 A 12 H T XE , DEXSRR
Java NAREFFHERAT
SQL,

0.2.0 2025 2 A3 H HETXE  IaEXEESZ
RERRBAREH Java £
ER

0.1.0 2024 £ 11 A 27 H IBIRA, XFBELGSITH
% Java IR,

EFHBELHFIER

Amazon Q 22 EC B &K Java HiEL F FidF , X% IDE NI RERE, EFHRMELDE
15,

HRRELAFIEFIEERELHUATER

- BE  BHRARAL B RITES A

- AW CHRRMBENEH

« R BRRAELB 2 EPRES

 FEAtE  HHREAL A SEREK

« 1£55 ID : FARL A RE —FRIRAF

- ERHIT  BEOLIEMERBERANRLERIT XHFNEZHRE
- BE BT ERRNERBENFNEERRE
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® Note

Bl RIEFHRERZIBERBENTAVRIRIFIL ., BXIheERMBH , 30 _(Amazon
QARERASER) XHEAEIER,

£ IDE REFELFFIEF

(® Note
B Hi Itk T 81X 7£ Visual Studio Code # 8] A,

Visual Studio Code it/ V&L HE REH Java e 7 318 %F.

HRPONRERIIHT X 30 RAZHFHY 10 KR, MRIEH | BTG EERREMG , 005
MRS AR BRBE B, FRENER KAV FI 4o

KRR

EELFFIBRREF , B HREREE (NERNTXH., BEXH ) . EENNAEE , BITE
IDE AT HEZRAH TR/ E,

XL SABIFMEE aws/transform BXAH , AtE B EZENZE ZHREFELHPETEHLN
=230y AL Lo

IR L ARZS

& T LARI R 4L 7 218 R 2R R AV AR MIRAS o BT SR K B9 1l AT MBR 35 25 i 3R 16 T RE 15 R [B) 2 2 BR 55 2R Y
BEHRE ( Bla7E Amazon Q BEBIRE KM VELET ) o BB ATARIFESTTRAIEL , ATHEHKRE
N OE LG

A& 3 FE IDE ARz AT BV ARl A 4l 77 SR 1 5%

£ Visual Studio Code # , FIE®&/ELE ER WU ARIFME . aws/transform B XA, FE
RAALERIT

.aws/transform/
### [project-name-1]/
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### [job-id-1]1/
#  ### diff.patch
# ### [summary-1]1/
# #  ### summary.md
# #  ### buildCommandOutput.log
### [job-id-2]/
### diff.patch
### [summary-2]/
#  ### summary.md
#  ### buildCommandOutput.log
### [project-name-2]/
### [job-id-3]/
### diff.patch
### [summary-3]/
#  ### summary.md
#  ### buildCommandOutput.log

HOoH HF O OB OB O OB OH R

ERTTHEEFLAEIER
NF B STIITHRREL |, AIEEA qct history T EFHIRELFLIER , HXFEE L

Lo
XF CLI, HipElLWHEEREARMEFMTAE . aws/qcodetransform/history/ B &HF,
£ qct history &

EERRELALCKNEMBTMT

gct history

MNERAT , ZHTRERENN 10 ZEREL , ANIERELEFERETHHEL,

LE B ~limit FEIEEEE FHELFLIEREE ., M, BER 20 £EL , BETATH

A .
m .

gct history --limit 20

Java AR fEHEE
LUTERTWHBEHEEFEH Amazon Q FF & &R Java NAREFFIEZINE A&,

HRRE T



Amazon Q 7 & & AriEE

£

« N4 Amazon Q TEEEBHIE ?
o AHAEKKN Maven T HEKT ?

o fAFF Maven FINEIFRB PATH ?

« A4 Amazon Q THEHEBERINREE ?
- NHARMNERE S5 PHERKT ?
« NHARTAETHRREHKE ?

o WAHRARBERAE?

o AATIREEAFRIRAENL ID ?

R A Amazon Q i EEZBHIE ?

WMREHT A LEXW , WATRERHAUTENDBEFMHY. BESFHEEE Amazon Q F &I IREX
RIE) EB,

F&:

« B/NIE K

- £ IDE HERERERE

 AfFIHE Amazon S3

BNTLE R

N T HEGRIEWRE |, Amazon Q REK—MH B M , EhaFERRAE. TR KBBNEERT.
HIAEA AV BRI M4 R/ 2 GB, MRHERI ST B # 4 RN EXREV IR | W ABUR /N E 89 K
PHIZHABRBPNTE, EANERBRRBEHFEFNEWEXHNRDN. BXESZER , F5
B8 a0l i (R AE 34 B A& 2

* IDE fEERERE

R T HERERAREE , Amazon Q £F &/ B ¥4 L& B RSMAER Amazon S3 7M. £ LETRE
b EEMA SSL & TLS iF B Amazon S3 &M IDE 2 BN EE., NRZEANERERS
2 MATEEENRIBRSEFEHMN SSL FH TLS iEH , BN Amazon Q FEE LEERWTE,

MRBRF ERBREBERWER , MAREEEN IDE RERSEEENFEENIEHHEHHid
REIRE,
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® Note
MRENTHRNKRERSHRIABAEEE , WARELXBISIEREXNFEB, MRET
BTUTSRREELS , BNHERE , FRARAENNEEE R UBRATEET IDE &

Amazon S3 BE. AXEZEELR |, S AFHE Amazon S3,

£ JetBrains FEEIEH

E¥ JetBrains IDE Java E1TRE ( JRE ) LB N EERERSEFEAR SSL = TLS iE$ , Z00F
SSL = TLS iE B S A JRE Y cacerts X#H, % cacerts XHE—NEERATEZSEENTE
RIEH (B HTTPS M SSL) , ER JRE ZLREN —2BD. ESAULPR , BEKATRE.

(@ Note
BRIMNBWEB K cacerts X2 E#TER , ERNEAERBULSRLEEZ LR

Ao

1. ¥8E JRE & cacerts XHMKZR, JetBrains IDE TR M EF JRE & cacerts XM EREUR
TIRERSZFNEFE AL JetBrains IDE FrRAS,

LTRELRERLSH cacerts XHBENTRH, ERENRERSGEUAESERH,

® Note

<JetBrains Installation Folder> 8% % JetBrains "M B %, LEZRBEER
ELEIBRFIEEN,

Zjbr X R KR RAYE —#H JRE JetBrains IDEs , ERENSHEAMEE EFIMN JRE
A4S EMRA, JetBrains IDEs

Windows

ZE#E Windows L# JetBrains IDE cacerts BIXHRER -

<JetBrains Installation Folder>\jbr\bin\cacerts

Flgn |, IREE Windows EIF JetBrains IDE ZEEZRIAMIE |, NIRFEATRER :
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C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

£ macOS LH JetBrains IDE cacerts RISIHRER :

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

fBlgn | ANREIE macOS LIF JetBrains IDE REREEIAUE |, NBRAEER :

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

FETE Linux £RY JetBrains IDE cacerts BIXHFBRENR :

/opt/jetbrains/jbr/lib/security/cacerts
2. BEFEES AT cacerts WHHMWIER, EBXHEFEEE .cer, .crt 5 .der XHFTE
Zo NRETHEZSERNMBPLILS | FHRRENNEEER,
3. FEPSFA cacerts BHAE, BULUEA Java keytool S HHITIIRE,

a. HFAGTRRG, REMAUT®HS :

keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. XF <alias> , BULURABESANIERFIN—NER , MEHRBSE, HEIA A&,
c. XTF <certificate_file> , BHHREESANIEPHER, INZEEEIEHH
.cer, .crt =& .der XHHKE,

d. XTF <path_to_cacerts> , HEEZLESR 1 FRFM cacerts BREXHHRE, X
RIEBES AP,

Flan | MRBFE N my_certificate.cer WIEH S AZE Windows L IntelliJ IDEA ARS8
JRE 9 cacerts BAE , HEERNZIEPIEES R myalias , M SRR :
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keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\IntelliJ IDEA 2022.3.2\jbr\bin\cacerts"

4., ESATED , REFREREWAFTHAERDB, cacerts RHRENRINFRL R changeit,
5. BTZwTRE , REFNEREEELEH. EWANEBASHERSA , BHA yes,

6. BRT JRE 24\, BAgE A EEFEBRME IDE KG, BXEZEE , 55 JetBrains X4
#J Server Certificates,

£ Visual Studio Code g & if

ERE Visual Studio Code LAMEERERSZ[EHAM SSL = TLS iEH , FRREHNIREREHE T LU
TREBIRE,

£ macOS Lt} Visual Studio Code EtiEiFH
£ macOS Lt # Visual Studio Code Bt U TREIEE,
FHEBRMMEEH macOS AR

WMRERE , WBIFAERS 2= EANVIERRINE macOS AREHR ., BXREARBRFMIEBHE
B, BEZH (ARBHREAFM) HHE Mac £EFA AR TR FHEFR R MEISAR S,

#Z % Mac CA VSCode ¥ RBEEF

Mac CA VSCode ¥ BT F A 1F Amazon Q TG [RIYRTE Mac L# Keychain Access IR IMEYIE S,

ZRT BERF

1. TE VS Code ¥ BEFE®E+PIEER mac-ca-vscode , ARFER Install,
2. E#RBE31 VS Code,

£ macOS E¥E#7 VS Code IR EIZE
EFHUTRE K BRENAKEEEBEE VS Code,

1. £ VS Code FITFRE,

2. HEEREHHMA proxyo

3. 1E Http: Proxy FEH , AINENKIE URL,
4. HUHE$E Http: Proxy Strict SSL.
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https://www.jetbrains.com/help/idea/settings-tools-server-certificates.html
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://marketplace.visualstudio.com/items?itemName=linhmtran168.mac-ca-vscode
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5. 1£ Http: Proxy Support FHI %R | 1% on,

6. MEIREBEFED | #WA http.experimental.systemCertificatesV2, #%&$#F Http>
Experimental: System Certificates V2,

#£ Windows £ Visual Studio Code Bt & iF P

£ Windows £} Visual Studio Code ELE A TFRIBIRE,

1£ Windows EfFiEHRMA ZEERIBIESR

WMEREEE , MAFFRERSSHBMEAIERRMNE Windows EHZEFENRIEBMENEFE D,
ERMES  BERATRE :

1. IIFAEXRIESH Run®dHSED,

2. HWALLTR@SLTH Certificate Manager T & :

certmgr.msc

1%3% Trusted Root Certification Authorities Z#.

A ¥ 7 Certificates , £ All Tasks , RFER Import....
RBLAHNGAS ABHREBILES,

SANEHRE , BINERE R,

o o W

£ Trusted Root Certification Authorities fFf#&® , X Certificates, HRETZTERMAIES , R
J51%£4% Properties, £ Certificate purposes T , Enable all purposes for this certificate 3£ 57 1%
IR

Z% Win-CA ¥ & VSCode 27

Win-CA VSCode ¥ & 71 Amazon Q 5 [BI4RTE Windows AR INZEI A[ SR IE B FHE P,

BRI RERF

1. £ VS Code REEBERHHER win-ca
2. 7E Inject THIFIFRA |, & append.

1£ Windows ¥ %7 VS Code HHYRIBIRE

EHUTRE , BRENAKESEWEE VS Code,
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https://marketplace.visualstudio.com/items?itemName=ukoloff.win-ca

Amazon Q 7F %% A5
1. 1£ VS Code HITFFIRE.,

ERZREFHA proxy,

£ Http: Proxy FE&F , AINEHNAKE URL,

BUH %42 Http: Proxy Strict SSLo

£ Http: Proxy Support TH 5k | #%$% on.

FiREERED | WA http.experimental.systemCertificatesV2, %% Http>
Experimental: System Certificates V2,

7. E#HBE3 VS Code,

2

FF ik Amazon S3

ERHHEE , Amazon Q £ EMNEB £ BIRSIHER Amazon S3 FiEiE. MREBHMEHALE
RECEX Amazon S3 FYIFRIMXPR , M) Amazon Q FFLiE L&A EHNIE,

NER Amazon Q AT EEERNITE |, FHRANREREME MR EZE 4 (HlanEiEE KT (DLP)
KB BCE N A FTH R Amazon S3, A ek FEENF Amazon Q L&D B B Amazon S3 FEMIIA R
ok, BEXESER , S MAmazon S3 7148 URLs fl ARNs RiF B &,

MBEEHRABITE , DLP XK EMM KA G MR AREE N AL FH R Amazon S3 1Z6E4 , NI ATEE
SFHERH BRI EZ, MREEETFEEEBIAARTIIR , WAREEEXR —IR/DHITE |,
{8 Amazon Q AT LU HE £,

RNAHARKK Maven XK T ?

AR R R gE & T JetBrains Fl A & /Y MaventiL i& (8] @ Visual Studio Code IDEs, MREER T [A]
B, BMAREE Maven iR , NTARERENTBE BT T RE, FHAERAEFHNERRBRIE HH
FRE , REERERERENTIB,

1£ JetBrains FE#H Maven Bl &

MR HF Maven S8R RIS 2 JetBrains AR AN |, N4EIRBENERE Run &M+ LE, FHARE
FREEHREE, UTRETEEEH RN — LR :

- FBREM Maven EHERIRE RN Bundled, 7E Settings XiEHERF , BFF Build, Execution, Deployment
284, BFF Build Tools 2f4% , AFEF Maven, £ Maven home path THHIRAF | %&F
Bundled,
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- ¥R Java B1THIIRE ( JRE ) EEFERAEMNINE JDK, £ Settings XHiEHERH , BIF Build,
Execution, Deployment 8%, BFF Maven #i%3#F Runner, 7 JRE THI%IFRF , #%$F Use Project
JDK,

- #{R Maven B/5 B, HI{E Settings , REIEE Plugins, 3R Maven , REIEE Maven k. IR
R E % Enable 24 , HE R ZZEALUZ A Maven,

£ Visual Studio Code FE # Maven Ei &

MERAT Maven S G RIB S H VS Code FEVERMRAN , N LEMIED R HITT B EHIR B EHIAR
Xt fER BEFRE B BRR B,

BREEE 7T A TE—EIN :
- BB EW B BXHRHPEE— Maven 2ER
« &H PATH 18 Amazon Q X## Maven iR

BXEZEER , ESRWNAREF Maven 7winZEIFERAY PATH ?

WA S Maven D EIFKEY PATH ?

BHETMEH Maven 232RH1EN T VS Code FERARD |, BHBIME R Maven FHFERME PATH

TER,

ERELREBREIEBRE Maven , i57E Visual Studio Code Z AT IRIERZRIEIZIT mvn -v, &
NiZ4&EE Maven MiRAH & H .

WMRIEZTE Visual Studio Code KimHF M T RIEMNBERSK RTIREHE , RBEWMREKRAEZH
%, MEEF Maven {INEEH PATH,

B Maven RINEEK PATH |, iFRBEITTEN MR A TRE,
macOS
E Maven HIIREH macOS PATH |, F AT HE,

1. REER Maven RE B FHELE Maven IXHR | RERFIZXM4ROEE.

2. HEBEEWYREESPFITH Shell WEEXHF. X TFE&EFHH macOS A , ERIA shell 7 zsh |, BR
INEEXHMNTF ~/.zshrc,
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TR IEIE B AR, 1% M2_HOME WER BN BESR 1 FREMNEE :

export M2_HOME="your Maven installation directory"
export PATH="${M2_HOME}/bin:${PATH}"

XEGSHEnvn MU ERELKIETFER,
XAFMBRERZELIRE OHIRHFTE Visual Studio Code 3£,
4. EIF Maven & ERMEIEH PATH , BITF — NN BRERZKEHETUTHS

mvn -v

BR1Z 2 E T Maven MiAH 5 H .

5. &% Maven HHJE , FE#H/Z3) Visual Studio Code, B HREEFEEEHMEFITEN., ITFH—
N Visual Studio Code & , HIZTULTHT :

mvn -v

WMHENESER 4 dHHAER., R Visual Studio Code B AR |, FEIXUTREUNRRE
MREIET :

« B & Visual Studio Code & PATH &£, IDE ¥ EBREFAREIEHEE X PATH , FES&
HEE PATH ZETRE, HET BEFICEEHMNESN PATH REER,

« & Visual Studio Code FEHIERIA Shell, MR TCHIZEN zsh LA EHME |, IEXT Shell
BEEXESE,

Windows
B Maven HINEIER Windows PATH & | A TS -

1. KEIEH Maven ZEH FH L2 Maven XX R | RERFZIHEFEE,
2.  ¥TFF“Environment Variables’& 0 :

a. 1&#F Windows R AT FFIE R,
b. %A Edit environment variables for your account }EEE

3. 7 Environment Variables B0 & , & Path T8, NMREELE Path TE | HFi&F Edit...
%E%ﬁ Eo tu%ETEU Path XE y -lﬁﬁ?% NeW I%\i\jju_/\o
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4. EHILH Edit environment variable BEAF , MGWM AR E#H1THRE , RNEIEFE New BUR M
KR EEE,

FIAE Maven BEFEBRNESR 1 PREFNBRE , REFZBEFMAFFE, EBRE
REAM\bin EABR , WTFHIFR :

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

5. %% OK RERRESKHE , SRAIFTE Environment Variables & O F B X i&F OK,
6. HAFWGSRRA , RARETUTHS :

mvn -v

BRiZAEEF Maven MRAH & H o

R4 Amazon Q TTEHERAD ?

WRE Amazon Q WEBH KRB IR AN | ATRER RN BN B IR B H X Amazon Q WERBEVER
BEHRHITERRE, ZuEEFHUEREHNABXI,

EEF Amazon Q BHHNMWEREHE  UBERSTUNIMAE #TENR. U TR — L geraE
Amazon Q HEREBHE W\,

BBR pom.xml HHY4 I ERZ

WMRIER pom.xml XHFELXER , Amazon Q FFEEKEMERH , R AT EHEENK
L

LAR 2 pom. xml X4 A EETE WAL R BB RE RAI

<toolspath>
<path>/Library/Java/JavaVirtualMachines/jdk-11.0.11.jdk/Contents/Home/1ib/

tools.jar</path>

</toolspath>

BRI LERIEHCIEENKE K MAEEALNEKE, UTRUNAAANBEERINEITBEN T
Bl -

<toolspath>
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<path>${java.home}/../lib/tools.jar</path>
</toolspath>

T 8 70 3=, AR RS BR A 3 SR AN SR B R

Amazon Q EHEEN KB SEERNT B FSTEMETN . R E TN I8 A1 A AR
FE , Amazon Q RTTEG RIZBERE , NS BEERK, NBLEEREERK , FRXERZE |, &
M U 3 o R R AR B T A S BR T i

NATAKEVEIRTE 55 DHERMT ?

MRENRRDFEIRIELTE 55 T E RN , NENADAENE ATEEY THENRERSG. Ba, W&
REDRY S B FRFIH 55 B8,

MREN A1 B R E 55 7 HEKETE |, F4EET B R ERFRAD, MRENAMEE
BELEARBHRREENEER  BPRECNANE FREFETRAMNIEEMIMEPENERNE
5. ZRBEAKMEETHNERAEG, EEZRHN BRI ARTENLZL IDE HE Internet FRIGH
BBV ERENRE,

NFABTETHERFH NS ?

MREEERTRETETHAE , TERAUTENREMY. FZH5EE Amazon Q HEEIM
IR RIHY E R,

£

« BANTA X/

- E30 RATHKBER

- 7 IDE ¥R ERERE

« BER JetBrains KEIREP I BEAF

BN K

HMZTRE , Amazon Q 2ER— MBS (HPES5ARENRABENERER ) MRRHEE (2
EEXFHMEARNER ) . MEWHESFTFET 1GB, IDE T8 THE.

MR HAHEHRS  SRTETHRARGHABIERBE, SHERBPHNIE | UHEERR
RN, MRFEBEOAEFE , FBRR X, AX X 5 Amazon Q RRNEER , FSHRER
Amazon Q FRERE XF WX,

HBRKB 151



Amazon Q FF & & hRX AriEE

£ 30 RN THABER

BEARERBHRBERNFRERRTREHN 30 RATH, WREBZRTRNESET 30
R, BEMBIHRRUATHERH.

* IDE FEEREIRE

Amazon Q 2 MBRSFHHER Amazon S3 FHE THRAREHNE, THIEN - HRER SSL
5 TLS iEF 4 Amazon S3 M/ER) IDE 2 BEMBE, WREERANINERSEE  NAAEEEN
RIEARSBREEAAY SSL = TLS iE+H , BN Amazon Q FFE LEERTE .

ETHNAE  LUEFEN DEEENEHRIFPREMNEMARERE, AXENRKEBERENESE
B, 2 &£ IDE PEERERE,

il

#BR JetBrains REEIR BB E ST

WMREEH JetBrains IDE FEE TRERE , WETHAREHRBIIARSEINATHIR

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

AlgE = H T&H IDE BARERER No proxy for FERHPFEEBESR (*) FTE. Amazon Q EAKY
Java SDK A FHFERPHBE/FEE

ETHENRTE |, i5M No proxy for ZERHPMIBRFIEEE S , RAEEH /B3 IDE, ﬂﬂ%"‘*%?‘a‘
N IRENEY , BEAENREXMARBEERF. EFEH JetBrains IDE AFRREBIRE |, ESH
JetBrains X R HTTP K&,

wWmEE R B R A& ?
JetBrains F YA R H &

BXRUMIGR JetBrains BEXHEE |, 55 H JetBrains XHEF MW EHR IDE HEXHF,

E&EH Amazon Q £ JetBrains F X HMW B , 1% IDE BEFERUTEZR/E ;

software.aws.toolkits.jetbrains.services.codemodernizer

RIBERBELUAENERTFEF L, Maven ERHEEERE Run &MFLE , HEEHELZBEHE
BHIHEHNZERE,
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https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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Visual Studio Code Y5 E BE

EEH Amazon Q £ VS Code F A HHMWBRE , BERATTE :

1. EMSBESMETIEFRONE , RARERESSER
2. EHIMN S SEMRFIEZE Amazon Q: View Logs,

3. B IDE T H, EEBEXHH#E R CodeTransformation , i5fEA CMD + F 5
Control + F,

VS Code FRYRIBER BERIE N CodeTransformation:. LA T2 VS Code £3F Maven & &l
WX RBIRERK BEH RS

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found

WA R B R A R 4EML ID ?
1£ JetBrains FEHRERES ID

E7£ JetBrains &EHK RN ID , FEZ| Transformation Hub B9 Transformation details &I F |, &
5% Show Job Status ( Bf4+ ) B4R

£ Visual Studio Code F&EHEMIES ID

E1£ VS Code FEHKIEI/EML ID , E%ZE Transformation Hub F#i%3## Show Job Status ( B4 )
¥Ro

£ Amazon Q FF X BEM R NET MNRAER

Amazon Q A X EBRATESERRNATEERINERTER , HEET Windows B NET NAERF
BHERFA Linux WEBEF A NET MARF. I, Amazon Q ZREFRE BB EFE A NET NAREFH
|H AR S F+ 4% Bl H AR AR,

ERG NET RARJIE |, Amazon Q AT ENRBE , BEBENARFAENENAR

AHEFRITARBER —BERITX. EDMTIEF , Amazon Q 2FFER NET R R B X5 H
ZIMMBE  BUERRITYPEETXEABE, KBAE - IHEREMEABENES , ©I1HE
B — N REFENRBET , W) SEEEE (DLL ) SATHMITX

FHHREAE , Amazon Q 2EHE P ORMY step-by-stepEHT , BANEHEPEEHE, NARFKIR
ARG , Amazon Q RER—RE  AEERUEFERIBNNEE ; BALERIEXELE (MR
B)  BHINES, BIAESETER , Amazon Q 2XE8H NET #RG RHW B #HITHM b EHH,
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Amazon Q £ NET M ARFEBHEE Linux B, 2R TUTHIXBES

o AREBESRAE  FRBPILETH CH# RAER I FRE Linux By C# iR,

« M .NET Framework T8 E|EF¥ & NET : ’Rk# Windows B9 NET Framework Il B & 2B F5%
A Linux WEB¥E A NET,

« EEMRBLUXI Linux REM - NERF. BRHABAHHTERNEE,

o £/ Linux RAMMERSES : I TEERAF TMSFEELLRBE Linux EHRFEMESITHFABRIE
%, Amazon Q 2R —MFARE | B EREEENAREFFIERITHIRE,

BX Amazon Q WA 1T NET BEMMWEZEL , TS TIEFRE,
FB

- B

« 7£ Visual Studio F{#H Amazon Q F X ERBH#E NET MAERF

« Amazon Q FF X ERIN{A%:# NET M ARERF
« f£ IDE FHEE NET #i#ta 3

BL &

1 IDE £ A Amazon Q #1147 NET #i#ret , EEFUTEREFRE :
o BEZSKBITH : Amazon Q EFENERELAFTLENZEARBITH, EftE NET HENAE
BATHR &,

- FRESW  BARMSTHRARRELLE, LRFEADT IDE FOFARRIRHE (B Java
R .

RIR BL &t
BESKBITH 100000 1T/X%3
FERES BUAF 1 MES

B4 AWS K/ 2 NERf
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£ Visual Studio £ Amazon Q FF X ER¥BHE .NET NHREF

REBLLUTSE |, 1£ Visual Studio F#H Amazon Q FF & FERCFE T Windows B .NET N R FB1E
RHERAE Linux WEX A NET NARRF

H|A  TRFMH

WeE 2B, BFHEAREEEMRE IDE Fi8E Amazon Q ISR,

B30 NET #iFll gl , FRAREHNARFHRAT ERGEM

- BHNABRFRXEBEEA CHHEEN NETIH,
- RN FTRF R A Microsoft 4fRE R iS4k #i < & NuGet

- BHNARFNER UTF-8 F/F, MRENERARFEME UTF-8 Z8F , Amazon Q HEZHMNAT
RED R,

- MREHNRARFERBEBRMNESRS (11S) , MXERARIA IS EiE
* Amazon Q G EFTIETE KRB R HMBU , UEZABA, ENRBANZFUATIERE .
- BEANARRF
+ Web API
« WCF RS
- BEEMEEFER (MVC ) METTNARERF (SPA) WiLFEEE
- MiABE

(® Note

Amazon Q X #FERFEEAY , HliRazorMl B WebForms ASPX X4, & Amazon Q
EENBRGRJIME FRNE Ul BEH | SHRX LA BRITIRD #iR . 2 FEBTES
H— S ERNREL , FREE BHR NET AR LSRR R

HW| 2 RIRNARERF
BERHREN NET BRERIUE , BTRATIR
1. % Visual Studio RITHT BRI, ET CHNERLRIME .
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE.html

Amazon Q FF & & hRX AriEE

2. HERBEHRTFITEE— C# RBXH.
3. EERMRIRAFEESR.

4. E'BRAFRFEERD A AREGEEERRNBRAIRIIE , REEFEER Amazon Q FF
RERBIE,

5. FEREA Amazon Q F X EBRBEE O,

ERERRNBRSRIIME THURED , 2BNEF B AERENBRSRIME ; BURTZ
XE  LAREMEBRRRNERGTRZIIME.

ik NET BARRRATHRES | RREEARIIN NET RA,
6. EFEWIA , TFIRFEHR,
7. Amazon Q FF#A¥ RN, EUEFHERNERITY , THENRAEFNEEKRE K.

REITTTHBRPL , BUEBMNEREETBESCHZEHRE, £ Amazon Q ERFFESHER
BHSRE  ARREGRBE , SUET AT E BRA R,

8. WMETME , BEEHKFL , EREETER , EERUBPESE Amazon Q EWUHNEE,

9. EREFNMHERMHEE , TH Amazon Q FIBEENHARE ; EHATERFHETHHN .md X
f, TREREE,

MBERBAREHWE—INE FELinux BIERS TEEFF@A , BURMFHEFRO>XHE , =
gEit M AR TE Linux Liz1T,
a. HERETHEZEH  EBRTH Linux RERS.

b. REXIFT— .csv X, EFHTHENARFFRE Linux 81 , BFEXNTE REFRGRT
BHFARE., EREREMNME NN, FERTNHER, RZAGEA, BTSERWT,
T B IN{AI AR OR Linux SRR,

10. EENNHHRTHRMEERT , BERETUXEEPERESTE,
Amazon Q FF X &R NET RARERF

BEUTEY , #407 # Amazon Q FF X ERNIT NET M THERE,
DR AR HAE R ERIT X

HEFIRITIRE] , Amazon Q R EEAREFENNKD , BRABIRFAEREEEH, R
J& , Amazon Q £FFHERN AL LER RN MBZERRINE AWS |, D2 ENAEBE , ABEBENARE
Fr PR BRI SR
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EOMERES , Amazon Q 2FFER NET BRARIIME XD NS MBE. RBAE - IHBARHE
FIERBINES , eNHEER —MTHRFZNRBET , MEhAgEE (DLL ) AT, BIE
ARG R PTE T B KB , Amazon Q 82 BRI 4mIFFTETE FR RV RBIL , H —H %R |
REREHNAREF I RFEREZERAER,

RBOMTKE , Amazon Q ER—BHBRITX , HPHE THHITHEE , SBFRENKE4AS
R R EKBIL

RN AERF

HRIMEFE , Amazon Q 2AEREHEREFHRREEFENRE  BERABTZERZE. B
J& , Amazon Q TR BHENARRF. B@XABTMENAR  NREERNWEBIFTBLE, &
Amazon Q EBEEMKBITENESRA , 2 EFRHARVBREREXER,

RO NARFNUTER

o B IETH CH# RAEIRAFIRE Linux By C# IRA
« % .NET Framework AR EEF & NET , B4 :
- ABFEREZ, EH APIs
. AHRFMEER NuGet B Z LR APIs
- EBIEFEEITH
- BERRHHENZITHNEE
- BMABHE=SS
- RbE IS 1 WCF A
- BIRAFFHEIR
- EERBIUXH Linux REM , BEXNERR. BERNRBHATENNEE , LEARAERBHNBE

EERMEEHEITE

HMMTRSG , Amazon Q SRERREE  HPES B XENENNABFMNLIERNEE , &
BRERNXHHE, EHMNAPIs ERNHRHTHE. ERMCAERRITRNZR (S EZHEH
NHERXAHFBR, ZREFNEINER ), CEUERFLERFASHNERFRHE  2—FTHRENIT
N QEO

BB ERELSRME Linux BiIERES , BFERNABRFERY Linuxk RAMRESESETNNWA @
Ao EENMBEAFNEETMEFTELFHLAE | AITH —H Linux BEIRE , EFEE Amazon Q
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Amazon Q FF & &R ArfEm
ERENBTEHBRNE Windows HHEMEXAEESEN, EXF—RKBAINHEFEEAI TR , BESE
REATHENBRITHEEXRE  UE (0ER ) REEFEN. XETEXRNFHTR , NARFST

BETE Linux LiE1T.

HEITEANNHRITHRIEENG , BT EZFAEHPESE Amazon Q BHITHEE, THRXHE
AL Linux RERSFHNAMESIE , EHNARFEITEEFS NET IEHIETT.

£ IDE HHEE NET ¥ E]) &
B TEY , &% IDE fEA Amazon Q FF R ERMRINIT NET FiRat 8 & AR &,
WK BTESS R EE EBHER ?

HEERBPOH , Amazon Q RN T REMNEK , LAESHEHBSEEESFRENEET. HAE
PREERIIHES  NWEBAESHEEERT,

EZREME , B Visual Studio PEFEHEIETIF, EERUATRKENMH-EEH | 1% Amazon Q
BEEF R

THFRESERERT Amazon Q EHBRIERE KA H =B,

FAER S T B AR L R AT R 2

Amazon Q XX F# i C#EEREMNISTEMHERE, Bl , Amazon Q TXEH%HE Ul BEH4 |, 8F
TEEHRER VBNET = F# BEREMNUIE, AXAXEFNIMBEXRER NET MBERNEME RS
H BESRSE 1 ERE M,

BB HFERSRT ARG | WARE R 2
WMRIETTEBATHRFZ |, ATBABRR X8 AR AWS K7 HIBARR XK RHA.

EREXE  BREHERMES ID, AWS UEFEELM/EL, BEEHREGRELD ID , E7E Visual
Studio FIERMHETF, EERATRENRE XESH | 1£B Amazon Q BEEF o
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AR 5 B X i T LRI 2

MREFRELARERTH XIS , ATsE2 T Visual Studio RV IRIEIE, BT EEIZEA Node.js FHY
ZE2RE  UHFEFINHABSERREITHRE,

PhiE %8 NODE_TLS_REJECT_UNAUTHORIZED ZHBEEBRMN R LK E, &
BNODE_TLS_REJECT_UNAUTHORIZEDX “0" 22 Node.js IE4ERELIZTN TLS/SSL WiEH. XE
K& :

- BEZEERILED

o RUFTHAUE

o RTENEFLTEIES

- ZEEEMFTEIPRIEIR

MAEHAEEABZRIULED , AIREATHREE ( XFEH
NODE_TLS_REJECT_UNAUTHORIZED ) :

NODE_OPTIONS = —use-openssl-ca
NODE_EXTRA_CA_CERTS = Path/To/Corporate/Certs

BN, BmARIEEREBEHAMN CAES , F8EZH NODE_TLS_REJECT_UNAUTHORIZED,
E £ Windows 2 NODE_TLS_REJECT_UNAUTHORIZED , iHH1TA T84E :

1. I E%E  BRREEXE,

ERRERFTELE,

ERGEMEOP , BRHRETE,

EREZET , EEHE,

REZEHR N NODE_TLS_REJECT_UNAUTHORIZED , ZE£{EH 0,
REEE , REEW.

E 3 Visual Studio.

N o o b~ w b
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£ Amazon Q 7 & & IR & & F EH L

Amazon Q FF R ER AT LABBRMEFHER KX ZHR (IDE ) PRENNRBIT, BEFHKB , £H
Amazon Q ERAERBITHMABR , ELERRREBZRNELBFRD, R, EAILHEHRHK
BEEAAZRRBH X4 F.

M TR A TR

- % ARRESHEBENKE,

- B BREMIUHA | BRE T RBHIRERME,

- B8 BEHAB,

o ERNIR N HBIXH AR B IR S TR,

- ML WEABMEE.

o REBER CFREETRHABEIEE Amazon Q B K EARH 8 BB X @&,

R &IEE Amazon Q
EBEE Amazon Q BRBRHEFEHRE , EXBRUTESE.

1. % IDE RREERCIB AR —

2. ARETRHETRHAD , IFLTXED, &% Amazon Q , REEEHRE,. BN, B8, £&X
Wit HACHRIEFR R
MREFRRIEFIRT , Amazon Q RFREEFHABEHZWRER , KA UEHPRARTKA
8 |

3. ENRHERNREEHRAIFERINRSE , FUUE4HRERETERFARBSEERZFEAZIIX
e, Amazon Q FERBRBHR N EHFHNRE,

o REEI R 5 Amazon Q F X ERHEITRE

MEXBI K ThEE AR EETE IDE WERBE OS5 Amazon Q HITRE, EFANBKIIXINEE , RE
REHETFEERIEWNAD , EREN PN EMARBEPHAES. Amazon Q HENEERNRE |
AEETHFEVBEOAUZRABNEREN, 25 LSRRI PELXLETE,

NEMRNALBET , CRBREPRE "5 THIEBE Q"2 BN £/ £ T X YHREE,
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BEEFEADR. FEERXNATPTEOFTZURBENRNERVESE , AIERARNKIXIIEE,
MREFEUANAEARNER (Hl , BEBEIBRADNER )  BLEAPREORESEN
it

BENBRIIR AR ARBRNE , Amazon Q ALZRB IR XAFHNE , FTEREMXAHIE FHY
1‘%550

Amazon Q RIExHIP K8y = BRI A
AEEI R SFEWM TR
1. REETRFERINEBVNRE , ASREFMEAR IDE EFRLATIEIN

« £ Visual Studio Code # JetBrains 1 , & #+I (Mac ) % Ctrl+I ( Windows )
+ 7£ Eclipse & , #&# T #+Shift+I (Mac) 5 Ctrl+Shift+I ( Windows )
« HEF , BT ARETIEFHRBE |, AAOXIEE Amazon Q FIREREIX

WAt ERIBE ATREPE H — NN ARE , BRI AEHEHP R ARSRE , #/10 Fix this
code,

om
a fro
i { ackProps cons
[ CK
( rops?: StackProps) {
s€0)
inline chat
= , "MyBucket®, { input screen
bucketName:  'MyBucket-12345°,
BN

cdk.App();

MyStack(app, - 'MyStack');

2. Amazon Q EKNRBE , AUEZFMENEXZ2I,

e =



File Edit Selection View Go Run Terminal Help P Search

AMAZON Q: CHAT
import * as "aws-cdk-1i
import as s3 from ws-cdk-1ib/aws-53";
import { Stack, StackProps } from 'constructs’;
export MyStack Stack {
(scope: cdk.App, id: string, props?: StackProps
scope, id, props);

Chat X

53 .Bucket » 'MyBucket®, {
bucketName: "MyBuc
b;

Hi, I'm Amazon Q. | can

answer your software
H cdk-App();

development questions. - - as cdk from 'aws-cdk-1i
Ask me to explain, debug, impor as s3 from 'aws-cdk-lib/aws-s53°;
i { Stack, StackProps } from 'constructs’;
Mystack Stack {
(scope: cdk.App, id: string, props?: StackProps
list of quick actions. Add scope, id, props);

or optimize your code.
You can enter / to see a

@workspace to
B 53.Bucket . 00000, {

bucketName: ~my-bucket-%{cdk.Names.uniqueld -toLowerCase()}”
message fo include your M;

entire workspace as

beginning of your

context.
app = cdk.App();

MyStack(app,

3. WHUBYRFREIPELKRBARETEIEE WA UREERER (Enter M Esc ),

File Edit Selection View Go Run Terminal Help P Search
AMAZON Q; CHAT

Chat »% 4
import as s3 from 'aws-cdk-lib/aws-s53";
import { Stack, StackProps } from 'constructs’;
export MyStack Stack {
(scope: cdk.App, id: string, props?: StackProps
scope, id, props);

= 53 .Bucket » 'MyBucket®, {
bucketName: "MyBucket-12345°,

Hi, I'm Amazon Q. | can

answer your software
app - cdk.App();

development questions. o as cdk " aws—cdik-14
Ask me to explain, debug, impor as s3 from ‘aws-cdk-1i W5-53" 3
i rt { Stack, StackProps } from 'constructs’;
Mystack Stack {
(scope: cdk.App, id: string, props?: StackProps

or optimize your code.
You can enter / to see a
list of quick actions. Add scope, id, props);

@workspace to
= 53.Bucket . 00000, {

bucketName: ~my-bucket-%{cdk.Names.uniqueld -tolowerCase()}”
message fo include your M;

entire workspace as

beginning of your

context.
app = cdk.App();

MyStack(app, °! ack");

RPIEEAFE

HEPRBLAURBEXREER ,

© ARXERABARINAER
- ENXRAE
« ARNMHEBRE L TR

MEREIR




Amazon Q FF & & hRX AriEE
EFUEER

NEHRLSFERAUEIASIXRETR | LARABNRE , THARBUNNRE, FTXIF side-by-side
=R,

£ IDE 3 Amazon Q FF R EMEI XA N ETX

HEERRNTFAIRE (IDE ) #5 Amazon Q B XAt |, B AmHBE X, XHREFHN LT, HBE
Amazon Q EFHLILEZNR,

B Amazon Q B ETXEFEHHH ;

s FEIRM: BEFHREHELETX , BERXREOPRA @ e ML ETIIERRHE , BAUMF
ERFAALTXHAR ; SO THA @ EEEFTRB AN, XARFEM ETICRENER
REcBFIE, BXESER , BSH FIHMAY L TFRE,

- BEAM: EEFRBLETY , BEPRZARMIRE LT 5, B FWEAFREEDX
& O AEZER , Amazon Q B2 AFHSEZ LT, BXEZER , BSE Ba) AR £ T3CEE

,

Amazon Q £EIEfG , REEENBTRBARMVNEE LAFN ETXTHSIRSD , ERATERBEIERNZ
o

FoREY £ TR
EHEBRTAA e 5, TERUTREN LT

- @workspace : Amazon Q £F M B W TEXENEEN LT, @workspace EMELERE. B
KREZER , 21 @ IDE # 8 Amazon Q FF & &R KR T/EX £ T 3o

o XK : Amazon Q SERHRIT B PR XHRFK , BEENXERFENBREN LT,

o X : Amazon Q REREHHWE PR XHFIR , LEFENXEFRENBRIZEN LT,

« %5 : Amazon Q 2ERHEFWEFHE, B, £RETEIR , BEENABHENREN LT
Xo

- BF : Amazon Q AFERAMBAEARTEAN LT , EATHRE U RERSNFEERRESE
e, ENEAERXAN JPEG, PNG, GIF 5 WebP , B KB A RKARTH 3.75MB , EFTES
8000x8000, B EERRSTEL 20 KB (S LTFIXERES ).

- IR1A : Amazon Q REREZERFHRRAIIR , CERNRTAMMENEEN LT, RRAER
MELHITEHIEE. BXEZER , 550 FRETAREEES , AT Amazon Q 7 & E
Ko
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Elzubzayili[: o ol N Fi)

MREBETRUTEE FTXHRE , Amazon Q 2B FEATEREE :

« WMEHMN : Amazon Q 2B FEENW—AMBERNERN LT, EXEZEER , BSH VEHR
F Amazon Q FF & & REI KAy B FL

- BEMXHZA : Amazon Q 2B RRBEMEEN LT X,

[ IDE A HY Amazon Q AR ERBIRAIMI/EX ETFX

HBEERINTT LIFE (IDE) 5 Amazon Q BIREY , B LA eworkspace RINEIRIEF |, LLEZ)
BEITEXRBPRMEHRBIIER LT, Amazon Q FF & EMRIEEHE RS REEHE <
.

BB TEX LT3 , Amazon Q 858 T ThEE , BREEMXH. THRNABEXHEARBURERFAZS
N (BEARITIFXH ) KB,
F3

. BRATHRETXRER

RE
HEHREREH , FERRERETBFMAHN IDE, RfE , BAUUTHATRESR.
BR%s

NTFEHNITEXRBAELTX , Amazon Q 2t B TEXEFEEENALZRS| , SFARB XY, BEXH
M 48, E4REIZRSIHE , Amazon Q 2FERIELEN XM, Hlan —# B34 .gitignore
XHHIEEN .

NI THEXEFIREIATREER 5 B 20 540, HIXEREIAEINR , Fiilt IDE f# CPU EAXRLRES. X
wWEIREIE , YN ITHEXRITERN , REIKZFHER

BRAMIEX ETXE , A9% IDE FEA%ESl. TRATETRUEARS

1. 7£ Amazon Q B X4 7 [@ 489 7 8% il eworkspace,
2. Amazon Q 2R REBHAEKSl, 7£ IDE FEFRRE , EEME Amazon Q RiE.
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HARMIETR , BW1E IDE K&FiEE Amazon Q , AFHE® HRY Amazon Q ES5EFIRFEIT TR
o

3. WRITHERXREIZFHEIERE,

BLERS| (Al )

Re|RBILELEHTEARE , EREATNEREETATRINEER. NRENEANLE
W, REIFERBER , ANSSAEZH CPU, EEFHRSIEE , IETEXRSI THELERRE
hIEELBRHE, I, BETRETAT IR ETXRSINXHZAKRN , HEARFLAER
( GPU ) Mm% 5|4 %=,

EATHEX ETXRM

ERENITEXEN L TXORMEEE Amazon Q BXTES , BTFLERFMNHEXIEX , REHE
B REMRF 1 eworkspace FMEEHWRIEH, BAFEZEERNITEX ET X ERIEIBE AN
@workspace,

MBEEBIFHRLHMTEX , BIHFEMIEX , ARITHF MNP RED+, EaEGRITE
@workspace BURINFT THEXER LT,

SE&T LA Amazon Q @R TEXREERIXH , BRERITITHXMH, BRTIREHXNEX B IhEE
5\, Amazon Q BT AR 4, EHRABME 4L KD,

UTRETUEHXRPFAI/EX ETXE Amazon Q =B K REIE R
* @workspace & BRI RBEME ?

« @workspace XTI B HEMLEHENAREFEBRREE?

« @workspace f#f&— T main.py

- @workspace JIX/NILR 700 & 43 1 iE

- @workspace XTI EFRFERATHLEE=FESIRHEDT , AERTAL?
« @workspace JBEBURME TN <function name>

MRETRARERES , BT Amazon Q 7R EREIR

£ IDE A5 Amazon Q Bl XA , A AR EERRRAE, NXERTAFEEERE , TEBRE
FamA , R EERATE, EAENRERRNEATES NI ENIE REA

ABRAMETX 165



Amazon Q FF & & hRX AriEE

RRALREER ~/.aws/amazong/prompts XHRKH,

ERRERARFIRTAES , BIITUTRE

1.

2
3
4

£ IDE ##]F Amazon Q Bl X&E O,

WA e, RFEFRRERAEL

ERCEBFRTE. (ZBUREEER NRIFERIEE. )

ERRAZBHHP | WMARRTEAZH (HlI0 Create_sequence_diagram ) , A/FI& Enter, BF
2 RBRREBENTHEIEEZHK,

Amazon Q &7 ~/.aws/amazonqg/prompts XHRFRIE—NER
Create_sequence_diagram.md WERTAXH , REELH IDE RITHIZ4.
ERRANGRRMEFARTAST, Fla

Create a sequence diagram using Mermaid that shows the sequence of
calls between resources. Ignore supporting resources like IAM policies
and security group rules.

RIFZIR R XA

BEHEAERTFHNRTRE , BRITUATRE

£ IDE F3TH Amazon Q BIX&E O,

2. WA e, RFERRRA,

3. EERREFHNIERR , HII0 create_Sequence_D iagram.

4. (W) BREFE, EHRBABOPHEAT ., EALBRAES XA , BAURMESREN L
T, BRARBTEDFRR.....
@Create_sequence_diagram using the files in the @lib folder

5. BXIETA , E1F Amazon Q £ EZE,

EELTXAR

® Note

BAl , ETXEEINEEIXFE VS Code IDE F A A,
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B ETXEEINGE , BUUEEEEMNIX2ETMEEEHLXIENLTXAR, BEENL
TXARE , CoeBzxIRMESPMRNE—FEEHR , TEEEH A eworkspace, efile
@folder %%,

EEN L TXHNEERHRE  —REWFHEELESENAR ; =% Amazon Q WL BZIHMN
LT3 ( BIIMEHFERONM ) ARABNFRE, BENLTXARTEEREYRERIAH AER
TR, AL A EBBREMNAIFTEZTEN LT,

NERETLFENW , BENARTRERTHAMRET R, TFNETFE , SRMDERSTT
, REBESMNEE LT (WERXHF) .

ERARBE LT
EMNBEELTXAR , FHITUATRAE

1. £ IDE #$TFH Amazon Q Bl X E#R.

2. fEXiEHRAEA eworkspace, @file, @folder = @prompt ELTXHTE , RHEHEIFRLTX
A ITEE .
HE , B LlIEHF@Pin Context’iZ4l , EF A FRTHEBREFEMN T3

3. BEEEMLETXHEREMXERTEBNEELTXXE,

BE L TXABTNGE
HE=MEELTXAETNAER :

1. EFA“@Pin Context"¥ & :
- RITHXRERFE“@Pin Context”#Z4l,
- NATABZEIMAEREEHRLTXRE,
2. FRALETXREMBRRIER
- ERRWAEPFEAN@ , AHLETXEE,
- SMEEHLTXAR,
« % Option/Alt + Enter 8B EFTEI B .
3. MNBARTHERE :

- MREBHEMAEDRALTXHT (W eworkspace, @file, @folder = @prompt ) , &
HEMFEHREERAERNZLETXAR L,

« REZABTENATEREE,
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BEXKE , L TXARFEREPR A0 AR EE LT XXX,

EBREE L TXAE , BT TRE

WEBBRE-BEELTXAR , REZABTHEENHAXET, HBREERTRAFHEEN L
TXRBEMREEHRMN LT XARR,

I AT Amazon Q FF & &M I Ry B AL

£ IDE 5 Amazon Q Bl REt |, & 0] AR E BN E, XN A T & SE RAE F Y 4R 58 Fr oA &
LB, i, B LAEIE—FKHAN |, ERFFAE Python RKBAERARBER |, HFFE Java KB
AN Javadoc AR, FXEHMNEFEEEME S , JHREALEHFRXARLBRKFENM , HEEREFHRB
_ﬂ’l'io

W EHMNBEIIE project-root/.amazonqg/rules X#HRHH Markdown XHE X,

BIEMEMNGE , REFAXEEZINE PS5 Amazon Q XiE , Amazon Q T4 B LEMMER £
T, £EREZtLSHEFREEXLEHRAN, BXARPIRAIMETXNESZES , FSHEE IDE F
A Amazon Q FF & E MBI XHMET X,

B ULBEXHREERENBMBEHN |, o] UEE Amazon Q Bl X R E 612,
EBEE Amazon Q I XA EAIZRIM B MN |, BFHITUUTRE

1. 7£ IDE F3TF Amazon Q Bl R E o
2. EHRWMAES , SERANZEE,

3. IEFEQIBFAN,

4, EHHAXFES , RANEAER,

REALEMBM project-root/.amazonq/rules X#4Xmh | BIE—NALBHGRE
Markdown 3 {4,

5. HEmESTRIMUAR.
6. REFZXH.

EELXAREQETBEAN , BFMITUTRE

1. % IDE 3T I B R XX,
2. HEWMBRXHRSD , IR XX
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project-root/.amazonqg/rules

ZXMHRATEEATE M,

3. fE project-root/.amazonq/rules BET , Q| —NB BN HF. ©H4HMA Markdown L
o BN
cdk-rules.md

4. FTFFIE MM Markdown X4

5. EXHHRMFAMNRR. Hla :

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.

All Amazon DynamoDB Streams tables must have encryption enabled.

All Amazon SNS topics must have encryption enabled and enforce SSL.

All Amazon SNS queues must enforce SSL.

6. RIFZEXH,
7. (A& ) AMEZIE AN Markdown XK,

EZit , BEQEBE—NIZAWMEAN, G, REFAEEZIE H S Amazon Q XiF , Amazon
QR BIXLEMNER LT XER,

B Amazon Q IXSREHPEEMN , TBHITUTRE

1. 7£ IDE H3TF Amazon Q il X E R,
2. HEHXRMAES K [EHNIEE  EFEFMER AN,
3. REERHN  wYlHREEYHTHMRSEPNBR/ZARE

« HHEAEBRIEHANNEBRRE , 2NATHEIXE.
« TRZFIEWANRBERRES , EHHIRXER T ER

A Amazon Q Bl XK FE#E
Amazon Q AILAB B E R FMEH |, XEXHTRMIIBE 41, BEAREKRNTREENIRERS, L

WRERI D AT B PRI KRB XA LA BB E S A , MM B Amazon Q THRENRBE , MALERX
TR ETE D AT EATE .
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4 R IFE BE SR , Amazon Q 27 T A 81— Mmemory-bank FX#4% . amazong/rules , EF 3
EUT B ERXH

 product.md— BRI B & HIgE8R,

« structure.md— T EMERM, XHRAL[MKREAN
+ tech.md— &R RMER, ER, KBKXRMEDITE,
 guidelines.md— EHII B I KR AEMER

L5 Amazon Q BIXE , REXHASEIAEERER  NERHEAXEHNIENERESR.

jilll

NIGHVI B £ R T
BEREME , BTRA TSR,

1. 7£ IDE F3TFF Amazon Q B R ER.

2. HEBXR#AES , EEHNZEE,

3. W®BUEREMHE

4., FHTF—NFHBXRIET+ , Amazon Q FFHA D BT B U SI B 6 E XX,
5. STRJE , BAILUBRIER N IRHEKEE XK

HRERE , RATLLERNBUHE R ZAE L TR RN

6. WMREWMIMB ZEZT , BALALE Amazon Q £ FE#EENXHRERE LT, Akt |, iFk%
BN R, RARRER EFERE#E,

B E Ll EE &

BUBYRIEEE B RNKEE L FEEXHNERAR, Hla, ERIBGIR-FAN , NEK
MXHEEESER :

When generating the memory bank files like product.md, structure.md, and tech.md,
always generate content in Spanish and include detailed code examples.

T EHMNRZEETEproject-root/. amazonqg/rules X 4R i X,

BXUZBAENTEANNESESR , BSHEIEMT Amazon Q 7 & E R RHY T E AN,
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Amazon Q A X ERF IR £ i FESRhEE

# IDE 5 Amazon Q F R ERXER , HEARLXTMBRIMRALIERP. XEAELIERRE
EM LT, 8878 Amazon Q B ENTE HEHERESTRNWE, EREEENSRERPA
BENXEREEFERS,

B EFTXEQORS

L TFXEOE Amazon Q B XRXEHAILENEAEEE , SEUATAHRE :

« BB REHIER

« WIEFHPEHES

« BAZHRBHBEMXH
« RTETENREER

VIEFTXNBEOEEIAE LR, Amazon Q 5| X BRI HINBMEE D AIRESZ B,
RIS KERN T/ERE

MRFALICEKERDEAMERENEXBEENEN , BV LETXNFERE, EHEIBENT :
1. Amazon Q DB EFHIEH

2. ERBEXER. REMRRNEIERHE

3. ZRELEBR L TXEOPMFANIERTSIER

4. TENFNMUENXKABFES

BEES  SLEERINLETXEARFNFESLHFIK , AT S#EMFNEFELRELREE LT,
{E B R 77 58108 Sk FE 45 Th g

BHESH RS R ESE A

FESR

EFHEBMRALIEE , THRITUATERE

1. PR AERHA /compact
2. Amazon Q £4BEMER , HETREINER , ANMTEAENENHEE
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RAriEmE

LEFEREHFIXE , ERAMIEE RS H EEMAXMREN |, TEAFIIESR,
B EARRER
HETNEOBREXIY 80% Bt , Amazon Q 2ERRTEHFNBEH, ZBHIE :

- WEERNRE A
AN BMARR EARAY IR

48R Ry 1R
TRESRE

- EYARELERE , RENERLERNAEWNRATRES
« Amazon Q £ KMNNFEREREHHE (MIETERE )
- FTXEOHFLTEERRFE , MIFEFAFHFIZF

- EF IDE 7, FHAMNHXA L IERTEE

HXxan s
SERREIK 7 18 %
BRESI , SR /clear S MEKBERMAALIEHE :

1. EEI R AEFRBMA /clear
2. Amazon Q 2NERAEM ETXEOFBRAAEIEEHFICF

E&RS5ERAEIERKNERTR
ERERNBR

o« BFHBMYE M RIRINE TR
BEELTXHYHHESNHEEX
« BHRERBXNENRBEFTONZOER

BRI ELIEFIIER
- BEFREHESHER

MR LB FESR
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- BEXNFEEFBEMEX

- BHRLEWRIE LT XFLTE IR

- BREMNNEPBRETHBREER

BE. MEBRMSEHE Amazon Q F LA BRI ERFLICHE

HEERRTTFLRE (IDE ) #5 Amazon Q &R , Amazon Q £ F 8N FIRIM-FRER 0T KT E
1B, B LEE,. EEANBERXLEFIERK , BN ES H A Markdown 5 HTML #& 35 89 324

Amazon Q £FENXFIERFHEER L ITENNER FH.

Amazon Q 2N EBNITHEXBEMREXNFIESK , ALt NMB BT EZEBRXNFEHLIEFK , ATRER RN Yakk
FHIRWIERX, Amazon Q X E RH e TEXXFH i xK.

FERUTHAEER, #R. BENSHNFER.
EEFNBERIENE , FHITUATRE

1. 7£ IDE # &% Amazon Qo
2. FTF Amazon Q B K&+,
3. BEUTE—FRITHEXRALIEE :

- EMXRERNAELS  EREFWXRA LIZFKRE.

« T ctrl+F ( Windows # Linux ) &% # F ( Mac) »
4, BEHITUT®REZ—:

- EREEEEENXNE. NERBHDE,

- EABXALIEKMEHILABREERNE. Amazon Q 2B 5E M ANATE — BTN
o

EMERENXE , FHITUTERE

1. 7£ IDE &% Amazon Q.
2. BERITUTE®RE<Z—

« BEHFENPRLENEDF , EWAEPBA /clear , BIARBRIZETFHHMRA R,
« $T7F—4 Amazon Q MIRET+ , REEIUTE—ARTFWRALIER
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- EMXRERNAELS  EREFWXRA LICFKRE,
« BT ctrl+F ( Windows # Linux ) &% # F (Mac) o

EREBBROXES  KQEEEERS (1) , REEERER.

R 1ESF H A Markdown 5 HTML 483X, BEIMATUATRE

1. 7£ IDE # &% Amazon Q.
2. BHRITUT®REZ—:
- FEBHENMNIXAE , ZPXRERNE LS  fSESHZRMA , TS HITET-FPE R
o
« T —4 Amazon Q BiRi&EW+ , RAEBIATE—ARNITHFWXALIER :
- EPMXEHRNELA  EREFUWXRA LSRR,
« 3T ctrl+F ( Windows # Linux ) 8 # F ( Mac) o

HEESHONES , REEEERS (1) , RAREESH , DX ES HSA Markdown 5
HTML #& =R 3o

ZINER T , Amazon Q & FX#H&8& N q-dev-chat-yyyy-mm-dd.md[html , FREREI
BHRERT,

# 5 Amazon Q FF & & BB K £ F R EE R

Amazon Q RERERER , BHESREERBYRAERE, FHRERTILELFTERENER
ZER , N REF TERAVER .

(® Note
B3 HR¥ER B BI{Y4E Visual Studio Code IDE A,
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RERER

Amazon Q I XM BERIER
BE Visual Studio Code R#E{&
WATER T Shift + Cmd + Enter (Mac)
Shift + Ctrl + Enter (Windows)
Shift + Meta + Enter (Linux)
LB Shift + Cmd + R (Mac)
Shift + Ctrl + R (Windows)
Shift + Meta + R (Linux)
ZIEER Shift + Cmd + Backspace (Mac)
Shift + Ctrl + Backspace (Windows)
Shift + Meta + Backspace (Linux)
BE B RiER

I&TET IDE FEVPRER 2 RIER B E R ES R RER. Amazon Q RA% IDE RAENRERR
g, A ErE S BaB L KRE Amazon Q REF. TERTM Ul tEZFETRHRERS
B EH , 5EN B ERBRFRE -3

RERER TN

Amazon Q RUSH AT A EERBERER

- TERTF  FREAEHERFEE N T RE. ELn S RExFLRE L AUESLEINN
RV RiER

- RERM : £ IDE WRERERAENRET , TEFMARERNTRIIR
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REEEITHAN
o REERINT Amazon Q WiFERFA , REIHREXNEERERT 4N

. LigitAE RS IDE BB MR BEE £z
- MRLERTIRER , TREFERF IDE , TRELTERTHETHRERBESEHMNIERETHNE

1£ IDE #3 Amazon Q Bl Rz FEER

£ IDE 15 Amazon Q BIRe , BRI IR FEHFEANER, MEEENEEEMENEREFE
ZEN

THRNAT IDE # Amazon Q IR AT ANERRE F TXEOELR.

i EFTX&EO
Claude Sonnet 3.7 200K
Claude Sonnet 4 ( BRik ) 200K

£ IDE HIERH KT AER

& IDE # Amazon Q BIREHERAVER | iSHAITATIRIE

1. £ IDE 1 $TF Amazon Q Bl X E#R.
2. ENAERE , EBREREE TR, NTAEMPEREZEEFANER,

FaEERREEN , EELFHER.

EFTFX&EO

LT X&EOE Amazon Q B HHNEHERNTARAN LT XEE , SEEHXER L2 FKUKFR
BEXHBFRAM LT, L TFTXUTHEATERN , BENEFNRBRAR,

BXRETXHNESZER , FSANWRANLET X,

IEFRIE A 176
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£ Amazon Q FF & & k& B R B 1L

Amazon Q AEASRET A ERERBR Y. EEEBRBEH , Amazon Q 2 B RFENBHABNER
EREW. NETERBUIITENEEY , EUNERHUZIHAPITE N MELET.

FFRm AR TRBHR T , Amazon Q 2BFPELFMZATABMARHEL, XHEBREREN,

HET Amazon Q ¥ BEFN , REBAFBARNKEN, B , BHAHREENRD , RE Amazon
Q R IRERRBEW

& T ARIE R T K AR N EREE, T HEERARM B ABRAIEBE X Amazon Q £REELL,
£}

- EEEA Amazon Q FREUEIX

« Amazon Q R34 £ Y SERRIZ A

« £ AWS RIBINE P A R

- EARER

- EANKEEIA
o K3 RH

2 {EEFH Amazon Q FRERE X

SR IDE , EFE Amazon Q P EEMIRE NIRRT IR,
Visual Studio Code
1. 7 VS Code # , M IDE & O KA IR PIEE Amazon Q.
Amazon Q £S5 =4 IDE & QW INERIT FF o

2. EREFAFIEWNIMEBNEN.

TERETRT VS Code H#) Amazon Q £5&#,
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Amazon Q

Il Pause Auto-Suggestions Currently RUNNING

> Select Customization 1 new available
¢</> Open Code Reference Log
<¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING
&> Run Project Scan
[ Open Chat Panel

b Send Feedback
§7 Connect with us on Github

E] View Documentation

'{E} Open Settings
I— Sign Out Connected with IAM Identity Center

JetBrains

1. £ JetBrains # , #%#¥ IDE & AKSPIRAEF A Amazon Q.

Amazon Q EFEFERDE L FITH,
2. LEREEEFHEBVURIKEBHEW,

THEERT JetBrains IDE 189 Amazon Q &2,

178
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Amazon Q 7 & &

Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log
HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out

Eclipse

1. £ Eclipse IDE # , #%4% IDE & L A# Amazon Q B#x.
2. T Amazon Q MIXRETFf5 , BBETF A LANEKSER. Amazon Q EFEF/ITH.

THEETRT Eclipse IDE F# Amazon Q E5&1=,
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RAriEmE

‘Eﬂ Problems @ Javadoc @ Declaration @ Amazon Q X @ Amazon Q Code Reference

Chat X +

Hi, I'm Amazon Q. | can answer your software development questions.
Ask me to explain, debug, or optimize your code.
You can enter [ to see a list of quick actions.

Try Examples:

l Explain selected code l l How can Amazon Q help me?

Open Code Reference Log

[’ Pause Auto-Suggestions

Select Customization

Feedback
Help

Sign out

‘ IAsk a question or enter "/" for quick actions

000

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.

3. RREFBEIEBUIAMEEIEW,

Visual Studio
1. MNBEOMBL , %#F Amazon Q B#xR.
2. EREEEmBNHREBNEL,

THEERT Visual Studio ) Amazon Q E&#,

|

Sign In .

Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
n: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Clien Getting Started

mm local View Options P
Jdient
1 to: C
Cliernt

1 resalve hearer token awsRuilderTd :cndewhisnerer.

AWS Cloud9

Sign Cut it

Amazon Q A% #FfE AWS Cloud99 B A ME E11,

: A

Qs ready

FEEW

180



Amazon Q FF & & hRX AriEE

EE 1E1E W Amazon Q 21 AWS Cloud9 , & AWS Cloudd NEFEFERANAGKAFRFTE
BR#RF Amazon Q 1A RIXBREY IAM B AWS Cloud9,

AWS Lambda

£ Lambda FE AR EFHBE Amazon Q KBEIWL :
1. 1E Lambda #Z2#|&F |, FTFF4SE Lambda BB R
2. HERBEDBIVIERZS  HBTE,
3. MTHRFEHEAH%EE Amazon Q REBEW.,
Amazon SageMaker Al Studio
1. 7& SageMaker Al Studio #Z#I&a % , N&E A EEBEEF Amazon Q.
Amazon Q ERFITF,
2. EBREEFEEHBUIMEEHEN
JupyterLab
1. 1& JupyterLab #ZE#HlAH , NE OKZPEE Amazon Q.
Amazon Q HRFITF,
2. EREEFEEHEURMREEIEWN.
AWS Glue Studio Notebook
1. £ AWS Glue Studio Notebook #ZHl&H , NE OKZFIEE Amazon Q.

Amazon Q EREFH F.
2. EBREEHFIENIIME B EN.
Amazon Q B xh2 B KFriz A

RIETR Amazon Q AR B EEZTENNARF. HLNARFSE — Amazon S3 F#EEH —
A Amazon DynamoDB % , AR — MNRIEX A AMES B £ Tl

HIXE , Amazon Q ATLEBT R EREES ANE, ERAGLE  FRETUAESMEUZEIR,
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basics boto-whisper-demo.py
mport

boto3.session

From boto

EXE , FRERA-FIR  #HRMENTEET —1TENRB,
Amazon Q IE##TN 7T ERANFE. FRXETLUEA Tab BEZEU,
basics > boto-whisper-demo.py

import

from boto3.session import

import

from botocore.exceptions import

import

import

EXE  FREEZFELEE.

Amazon Q IEBFUNE —NEHIFE REGION , HEFRE us-east-1 , XERERIAE.

Amazon Q B 3EFRIZ
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basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1o0gging.INFO)

session = Session()

15 DEFAULT

EXE , FRELERZRERB , SITFAF S Amazon S3 Ml DynamoDB Z B &1iF.

& AWS APIs F1 SDKs#Y Amazon Q ZiX T EHEHIER.

logging.basicConfig(level=1logging.INFO0)

session = Session()

DEFAULT_REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))
TEST_TABLE_NAME = 'my-test-table' g”str(int(time.time()))

FARERARET THUIBRTFHENRBNESR. BRETIH (MER) , Amazon QRM T TEN I
gE , T A trylexcept A

Amazon Q B 3EFRIZ
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7= TEST_BUCKET_NAME, which is a constant declared earlier in the same
file. WEMA

s3_client = session.client('s3', region_name=us—east-1)
dynamodb_client = session.client('dynamodb', region_name=us-east-1)

T

23 def create_s3_bucket]

F % & NIRIFF a5 ARF 612 DynamoDB RIVEREHIBEF: , M Amazon Q EXFREX 2

BEE , ZEWEET Zut/ZM DynamoDB 2% , EEEERBRHIRER TIX— 2,

def create_dynamod

4 Amazon Q RIWSERAT , FF R EIFININET £ TR A o

Amazon Q B 3EFRIZ
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FEEXHHER - M ZNF A EBNANESI A,

F % & = NIRIFF 245 AR 612 DynamoDB RIVEREHIBEF: , M Amazon Q ERFREXZ

FER , ZBWERT 282K DynamoDB £ , EEHEERPREI TIX—

155 TestBotoWhisper{unittest.TestCase):
de

BEEBMLETX , Amazon Q B TEANFTEHIK,

basics > boto-whisper-demo.py > ...

f test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list tables()
self.assertlnftmy—t e respanse [ 'TableNames'])

s

FTHWRE2EERY , Amazon Q HiEiX —

Amazon Q B 3EFRIZ
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PRFFERMET X, Amazon Q RETENTEEHH,

" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

RfE , FREE#THRENE— IDE W& EETE TN,
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

lef main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

£ AWS YmiBEREE A4 B BREZ I

BT 8= 2% IDEs , Amazon Q Developer & A] LATE 1R B C HRIDIREM AWS BRSS 4 R A Bk
B,

LUTETHNAMMEER AWS BRFFi%E Amazon Q BB EI

AWS GBI B B
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® Note
MREBELWHEA Amazon Q , AKRFEHANZE Amazon Q FRERTULER, XS
MTE , BAAEALNEBRAMMATREMPR  REEBTREFBREB. BXEZER | EFS
FFF a8 A Amazon Q FF X & K.

£}

« B A Amazon Q FF & & R# Amazon SageMaker Al Studio
¥ Amazon Q FF 2 #5 JupyterLab

- ¥EAEA Amazon Q FF R ERHM Amazon EMR Studio

« 1£ AWS Glue Studio #EATS#H Q F X E

« £ Amazon Q X #&5 AWS Lambda

¥ Amazon Q TR ERGH MRS —EEH

B Amazon Q Fr & & RF Amazon SageMaker Al Studio
& T LATE Amazon SageMaker Al Studio 5 Amazon Q BilX, X ERBE R B3R EBRB
B

E7£ Amazon SageMaker Al Studio F i Amazon Q FF X &R , BTN SageMaker Al HLITAE
w0 Amazon Q X R, BEENRRBRHASRBURTEEANRE Amazon Q FRERZFZEEERTULE
=,

E - Amazon SageMaker Al Studio & & f&5E Amazon Q , 53 ¥ (Amazon SageMaker Al A $5
M) PHREHNAFIRE Amazon Q FF X E R

¥ Amazon Q 7 & & 5 JupyterLab
RN A1 7 Hig% & FBUE Amazon Q Developer JupyterLab, BUEE , Amazon Q A LA ERERE
KRB B RERBRIL

(® Note
Python & Amazon Q X FHI M —4wiZ1E S JupyterLab,

AWS 4rig IR AR Y L 188
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RAriEmE

IETE R % JupyterLab

JupyterLabfE BT EN LR , REWMRECLZ JupyterLab T , BETHU T HSRREERA,

pip show jupyterlab

B TR A A ARAS | H 3R B8 LU E 57 AR 9 88 B2 BA 3 1T 3R 46
F/ pip #1TR% (&R T Jupyter Lab iRA 4.0 RE SR )

B LAERA LU T &5 RENE A JupyterLab 4 MREY Amazon Q &,

# JupyterlLab 4
pip install amazon-q-developer-jupyterlab-ext

EH pip #1TR% (SEAT Jupyter Lab kA< 3.6 XL E{EFEBIT 4.0 BIARAS )

B LAMER LT o REMZ A JupyterLab 3 KRB Amazon Q ¥ .

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=3.0
jupyter server extension enable amazon-g-developer-jupyterlab-ext

FERAHTHEHRIE AWS HEZE ID
EUTHRERESD , BFEEHREE ID, ¥EH Amazon Q Bt , B55EHZ ID #1THHRIE,

1. RIFTRIEERE AR KR ETF JupyterLab,

2. HEBOKZH Amazon Q EARF |, & “FFHE”,
3. MNEHBEAOFREEREFRIEHRE,
4

A WEL , ERENEFERF s Google k5 & FBUEMAERER ID. BXESER

ESH FRERAMAKS (HWEEID).

MRECEWNEE D, BREEXBENERTEANS R,
5. WEIBFEHEHRIBE , ZZEAFRPHARIER , RAEEERRI,
6. ET—MREL,6 ERHWIAZSE , AFIERCE AWS 5EE ID
7. ET—RL, ERAFLATF Amazon Q THEEHEEE.

M1E , BNZ JupyterLab £ AR ID &3F Amazon Q.
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B ta4w18 , FSH LA RER.

A Untitled3.ipynb ® (A QDevDemo.ipynb o |+
B+ X M@ B » m C » Code v # Python 3 (ipykernel) O =
[1: ‘# Create a function to coov S3 bucket o] v & F 0

Suggestion 1 of 4 from Amazon Q

def copy_s3_bucket(bucket_name, source_file, destination_file):
s3 = boto3.client('s3")
s3.copy_object(Bucket=bucket_name, CopySource=source_file, Key=destination_file)
print("File copied successfully from S3 bucket to S3 bucket")

Z B EA Amazon Q FF & &M F Amazon EMR Studio
AT B WMAH Amazon EMR Studio iR & HE5E Amazon Q FF X &M, BEE , Amazon Q A[LAE
BIRE ETL RIEE B3R EABREIL

(® Note
Amazon Q ¥ Python , ©E A F R Amazon EMR Studio 1 #J Spark £ 4&E ETL B,

BHEFLUTHREIZE Amazon EMR Studio A5 Amazon Q B&EH.

1. 1iXE Amazon EMR Studio Notebook,
2. FUATEEEHKIMNZE Amazon EMR Studio Notebook B9 IAM AR A&,

@ Note

codewhisperer BIZR25 Amazon Q Developer & H BN REHIBEFH. BXRESZE
B, 2 fAmazon Q FREREGE  TERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": [
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"codewhisperer:GenerateRecommendations”

1,

"Resource": "*"

3. ITF Amazon EMR #Z#| &,
4. £ Amazon EMR Studio T , #%&# IT4EX ( Notebooks ) »
5 “&EAMEMNIEXHERRESI.

£ AWS Glue Studio REHAT Z# Q F A&

AT A WA AWS Glue Studio Notebook 1% & H BUE Amazon Q FF R &R, BUEE , Amazon Q
AILAERRE ETL REB B RERBRIL

@ Note

Amazon Q [E/} X # Python 1 Scala , X##1E& S A T Studio F AWS Glue 73 Spark £l
Y18 ETL BIA,

ELUTHSBG | B E AWS Glue HEH Amazon Q.

1. 1&i& AWS Glue Studio £ 124~ E X,
2. FUUTEBEMINZE Glue Studio Notebook BY IAM &£,

(® Note

codewhisperer #4255 Amazon Q Developer & HBIMNRZHIBEEF. BXEZE
8, BZH Amazon Q F R EREGE  TER/E,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations"
1,
"Resource": "*"
}
]
}
3. 377 Glue #£5|&
4. FEETLHELT , EFEiETH,
5. WIABER Jupyter £iEA, EFR0IE,
6. HAEALBEF,
7. JWFIAMAE , EBRERENS Amazon Q RENAE
8. EERBZHEIZA,

¥ Amazon Q FF x#& S AWS Lambda

IR IS B NABUE Lambda 2% A R 8 Amazon Q FF A&/, BUE Amazon Q f§ , BRI AEZTF X
BEATTE Lambda RIB4mER P IRBRERB RN,

(@ Note
£ Lambda #ZH|&# , Amazon Q XX #E A Python 1 Node.js i=1T7 BB

AWS Identity and Access Management Lambda B9 4X BR

ZEil Amazon Q & Lambda 24| & MR , BRAARNEN 1AM ARREEEBAERN IAM 1
BR, BMATURI codewhisperer:GenerateRecommendations fXBR , #1LATR IAM policy R AT
BLIR 69 BRAE
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® Note

codewhisperer B2 5 Amazon Q Developer &H BT RFSHIBE . BXEZER , &
ZFAmazon Q AR EREDE : TERE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}

BRIEZER A IAM policy [ IAM 4R FREIMUNRE. BxEH IAM BiF4HEE AWS Lambda ,
®SH (AWS Lambda FF A A REEE) AWS Lambda® 8y 5 3 #15 R EE,

BUE Lambda 1 #9 Amazon Q FF X &R
E £ Lambda #Z2#| AR IBEREERHEE Amazon Q , BERUTHFR,

1. §77F Lambda #ZH A EHAE , REEFEEREN R,

2. HEERBRESRTRAN , Amazon Q WEBRBEUMIE T EARS. BEEFRI , Hik
BRREREARE TAN Amazon Q. @ HHEHRE RDFE ERMTEIT . ML EREEE3
Bl

BXRERWES , BSH FARER,
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% Amazon Q F X EBERSHMERES —EFHA

AWS Identity and Access Management E th iR 55 HI X R

Eil Amazon Q EHMREH L T XHEEEW , BRSARNEN IAM AFRAGE A EBEH IAM X
BR. BATURIN codewhisperer:GenerateRecommendations #XBR , Z1LLR 1AM policy RIHFR
BLIR 69 BRAE

® Note

codewhisperer AR5 Amazon Q Developer & HBIWRFHIBE . BEXEZER |, &
ZfAmazon Q AR EREwSE : TERE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AmazonQDevelopexrPermissions",

"Effect": "Allow",

"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

}
1
}

B{ERERMEA IAM policy 8 IAM EAZFRAMAR, AXMEMA AV BFAREE , #2H (AM A
PSR R RE IR ERE,
e RERE

M Amazon Q FREXNERZW AT , BAILERRERERIITELIRE , flH/E3) Amazon Q I E
Wo

BEREEHPTFRRBNERNTT RHE (IDE) LLEE IDE ERMNBERER,
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Visual Studio Code

ByE BARER
F3 /331 Amazon Q macOS : Option + C

Windows : Alt+ C

EZEW Al

T - 6 4 B3k

L —TEw 6 2 B 2k

ELEIN 1% ESC. Backspace REMKLE R A , —HiH

RFFAEE , BUHRSHE K.

#ZT -1 Cmd + B AHX

EFH VS Code HHVESE , SR VS Code Mk LK Key Bindings for Visual Studio Codes

(® Note

VS Code HHHNBA B TEEERINBER T TERARS. BXEZEE , H2H VS
Code M5 E Redesigned inline suggestions toolbar,

JetBrains
B’ R REERE
FzhE3N Amazon Q macOS : Option + C
Windows : Alt + C
EZEW ey
T Relite
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Amazon Q 7 % ##R R
BR1E BERER
+—TEW [ £ 573k
BRI 1% ESC. Backspace S EHLZEA , —BiH
RAFFAEE , BURMSE K,
B Intelli) PEHRBHE , HSEMIL LAY Intel liJ ID EA BEREER, JetBrains
Eclipse
5% R RER
F3E3 Amazon Q macOS : Option + C
Windows : Alt + C
EXEW bRl S
T—HE MacOS : Option + ]
Windows : Alt + ]
E—IEW MacOS : Option + [
Windows : Alt + [
$E 48 32N ¥ ESC. Backspace SiEHEEA , —BiH

NF/FATE , BURKIHE R,

E7E Eclipse FERRBHE , 155 Eclipse XHEFHE B E,

Toolkit for Visual Studio

BE
Fz#/F3) Amazon Q

REREER

Windows : Alt + C

EARER
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Amazon Q FF & & hRX AriEE

R’ REREER

BUEFH AWSToolkit.CodeWhi
sperer.GetSuggestion

EEEY EB
T—IREE Windows : Alt + .

BUEFM Edit.NextSuggestion

E—IEI Windows : Alt + ,

BUEFM Edit.PreviousSuggestion

EL4E IR % ESC, Backspace i EHEEA , —BHiH
NEHFFTE , BURKIE K.

235 Microsoft B9 Visual Studio ERIAGE# RiEs,

E# Visual Studio PEHRHAE , FEATE->"GERIU->"RE",
Amazon SageMaker Al

® BARER
F3/E31 Amazon Q macOS : Option + C

Windows : Alt + C

IR R
T—IE W @ T8k
£ —TEW [ £ &7k
LW ESC
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JupyterLab

®

F 3 B3 Amazon Q

EZEW
T—IEW
=T

L 32

AWS Glue Studio Notebook

B1E
F 3 B3 Amazon Q

EEEW
T—IE W

E—TEW

B4 I

AWS Lambda
®
FHIREUCTE I

RERER
macOS : Option + C
Windows : Alt + C
bl

LN

[ £ &5k

ESC

RERER
macOS : Option + C
Windows : Alt + C
T+

LN TP

) L85k

ESC

BARER
macOS : Option + C

Windows : Alt + C
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BRI REREER
BEREW Al

B4 I ¥ ESC. Backspace , B{EE 5 MR F

ZEA, BUSBIHK,

EEQRAE , HERUTRE

1. EEERTEIEN , EREERRAITFERTUET R,
2. TEERILGEDIFL | EREHE,
3. ERHAEERES , WA Amazon Q.

Code Test Monitor Configuration Aliases Versions

Code source info Upload from ¥

File Edit Find View Go Tools Window Test eploy G

ww

H  lambda_function Preferences x

- .
a jon.py

PROJECT SETTINGS Keybindings

Environment

USER SETTINGS Change these settings to w AWS Cloudd responds to your keyboard commands.
‘You can also manually ad
v KEYBINDINGS Hint: Double ¢

THEMES
Reset to Default Keybindings: Reset to Defaults

Keyboard Mode: Default

DOpesating System: Auto

x

Keystroke

Amazon CodeWhisperer

AWS Cloud9

BE BERER
FHRERIBE macOS : Option + C

Windows : Alt + C

EARER
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BiE BEYER
EZEW ®IF
B4 I ¥ ESC. Backspace , B{EE 5 MR F

ZEA, BUSBIHK,

1. BEFREMREN , ERARERITIFEETUEDR,
2. EESRIUEDIFLE | EERYEE.

3. HERMAELRES , A Amazon Q.

4. FEREIF Rz SBBBAITHEEXT BLH 224
5. WMAEHEIIRENRE,

EARE S| H

Amazon Q EEMEE LRMNFRIME dZIJWN, B , OB REAZN TSRS TFAFRENNK
B, KB A8EAE>X Amazon Q BTFEREBEWHRRENEER,

B

*

I

EMEHNLEH
- XAMEBKBEEIA
« EERIFERT 5| FH YRS
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EENEHMNBIH

BB A , ATNEESAFRENRBAMNRBRYEI A, £575THUEHAHE Amazon Q
2 I BRI

ERIEH IDE L TREXRNMEENEHRRBSIANT R,
Visual Studio Code

EE VS Code #ER Amazon Q 5| HBEEER |, BERBUTRE.

1. EBRREEAN2REHFMAM VS Code $1 Amazon Q § EBREF.
2. 7£ VS Code # , M IDE & O EEPRIA B IEE F iR Amazon Q.

Amazon Q EH#= 3 1E IDE & AR TRERIT I,
3. “EEFTARBIARZE.

XRFTFARBEEI A B RERT . HPFIHTRENRBRNEEI A,

TERERTITFE Amazon Q EFEMAE S| HBAERIF,
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o0 Amazon Q

in-example.py = Release || {} launch.json

1 Select a language, Il Pause Auto-Suggestions C
Start typing to disi 2= gelect Customization 1 new available

</> Open Code Reference Log

&7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

¢ Send Feedback

§? Connect with us on Github

E] View Documentation

{g} Open Settings

I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

X ®0A21®O1 WO  AWS:IAM Identity Center (amzn) [> Amazon Q C» Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF PlainText (3

JetBrains
E £ JetBrains IDEs F &7~ Amazon Q 5| FIHEEER |, HEBAUTHRE.

1. BFRKREEANRRZFRER JetBrains IDE 1 Amazon Q 4.
2. 1 JetBrains F , M IDE & OEZPAVIRASE A %EE Amazon Q.

Amazon Q EFFEFERSELFH I,
3. “EFTHARBsIARE.

XRFTFARBEEI A AR, HPFIHTREXNRBRNASEI A,

TEERTHFH Amazon Q FFEMAE 5| HBEETF,
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. my-project v Version control v Current File v

[V ENEIE]

public class Main {
public static void main(String[] args) { System.out.println("Hello world!");

Amazon Q

[0 Pause Auto-Suggestions

&3 Open Code Reference Log
B Select Customization (1 new)
< Learn

[0 Pause Auto-Scans

Run Project Scan

Code Reference Log (3 Open Chat Panel

Your organization controls whether suggestions include code with references. To upd: act your admi
© Send Feedback

©) Connect with Us on GitHub

? View Documentation

3 Open Settings
Sign out

my-project > src > Main 5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces &

Eclipse
E £ Eclipse IDEs 2/~ Amazon Q 5| HEER , BFEEAUTRE,

1. BFHRREFEANREIHRAR Eclipse IDE 1 Amazon Q &,
2. 1£ Eclipse IDE & , i%£3#% IDE A L AH Amazon Q B¥r.
3. #FF Amazon Q (IR&EW /5 , EFEET 8 LANEHKSER. Amazon Q EFE/ITFHF.

THEETRT Eclipse IDE H# Amazon Q F5&1,
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2 Problems @ Javadoc [E) Declaration | (€) Amazon Q X (€ Amazon Q Code Reference 8 = 8
Chat X + Open Code Reference Log
[Il' Pause Auto-Suggestions
Select Customization
Feedback >
Hi I . Help >
i, I'm Amazon Q. | can answer your software development questions.
Ask me to explain, debug, or optimize your code. Sign out
You can enter [ to see a list of quick actions.
Try Examples:
l Explain selected code l l How can Amazon Q help me?
Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.
R Qs ready

4. EEITFNRBEIHBF.
XRFTFARBEEI A B RET . HPFIHTHREXNRBRNESI A,

Toolkit for Visual Studio

4 Amazon Q B RIBEE Toolkit for Visual Studio RHI S| et |, Z 35| XA A HIERIIER
F,

# Create function to create a DynamoDB Table

def |EUQQEEjC“ZLtEWEe MIT) 1/ 1| Tl tc axe:i|i§|
karle = dynamodb.create_table(

T Name="Products',

KeySchema=[

AttributeName' id".
eSS ANBESENUHSIERESI A EEH,
EifESERE , HiEFE AWS Bis , AREEHTFREBSERE,

FHAESSI ANEEIBWNIIR, HIIRES :

BUBMESNNVE, NEGE2FEFIRBPOMENALE.
FERHYVF ATHE

5| HAVIRARE

BET 5 AR AR A B
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Show output from: |CDdeWhi5perer Reference Log '|

Output

I

ZRNC)

nr
N+

JCodeycloud.py(18,5): Accepted recommendation with license: MIT
il | B

HE Bttps://github.co

TEFIT o ST ST "J'I':

R TS PR
[P LE T .
|
Fmrrlme e g
(LI L1 [T
|
I.
el ey g g
|
rrlmeneme i
rrla=- =
|
1.
(L L Er TER TE .
T P PYT
sarlps ey namy

AWS Cloud 9

I Amazon Q 5 AWS Cloud 9 Bt & AR , IG5 ARRIAL T B AIRE.

ERNEXARKBEEFREA , FEBUATRE.

1. 7£ AWS Cloud 9 #2=#HI 8 A LA |, % AWS Cloud 9 ##5.
2. MTHEBAREEEIE,
ERFHENAEN | FETUEI R F.
3. EERIEMFHFMBERETHWT BT , %&£ AWS Toolkit,
4. EFHECHIERE Amazon Q : 8T AERBSIANEN.
Lambda

Lambda FH Amazon Q AR5 H. Y& Amazon Q 5 Lambda BB& AR , EAHAE
5| ARV R RS B BRI 4% 2 B

SageMaker Al Studio

E1£ A SageMaker | Studio &R Amazon Q & B , BRUTSBRIEE,
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1. 1£ SageMaker Al Studio B OMJEZB , 377 Amazon Q HEHR.
2. ERTFARKRBsIABRE,

JupyterLab
E TR Amazon Q SEERFEE JupyterLab , BIRUT S HRIEE,

1. 7& JupyterLab B AJKZR , 3T7F Amazon Q EH4R.
2. EEITARBEIABE,

AWS Glue Studio Notebook
E £ AWS Glue Studio Notebook & /R Amazon Q SZ R % , FIRUT S BRIRE,

1. 7£ AWS Glue Studio Notebook & O KYJEZE , 3TFF Amazon Q EHHR.
2. EEfTARBIARE.

XAMBE R

HERZHIERLT IDEs , MNERT , KBS AL TERARS. EREN IDE UEFBXUAXANG
RRBESI AN R,

Visual Studio Code
L I&4F Amazon Q 5 VS Code BL& AR , B 5| AN T B ARES,
ENHEHXASBEENSR , HEBUTRE,

1. BEBRREEAN2REFAM VS Code F1 Amazon Q § EBREF.
2. T1E VS Code # , M IDE B AKZMAHFIEZHIEE Amazon Qo

Amazon Q EH = 1E IDE & AR TRERT I,
. OFERITHRE, RETEIMFHF , EHRERTES Amazon Q MxBEDIL,
4. EPRHEUHERE R™THESI ANRESINERE,

JetBrains

LI Amazon Q & JetBrains IDE Ei& AR , K135 BAEIAL T B ARE.
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EFNEXARKEEEFREA , FEBUATRE.

1.
2.

Eclipse

EHREE AN EHIRAR JetBrains IDE 1 Amazon Q -
£ JetBrains 1 , M IDE & OKZBAVIRSEFIEE Amazon Qo

Amazon Q EFFEFERSE LF T,
BRFFTHEE, “RE'BEOHHF , HPETRTE Amazon Q HRAEDT,
EHRRECEESE R A S| BNAREEINEIRE,

L Amazon Q 5 Eclipse B AR , 5B 5| AERIAL T B ARES.

BEREXHAREEEREA , FEBUATRE,

1.

2
3
4.
5

BERREFERNERFRAE Eclipse IDE 1 Amazon Q -
£ Eclipse IDE HITFiZE,

MEM Stz Fi%EE Amazon Q.
ERRECHEFE REE S ANRBE LN SIEE,

1% Apply (M A) ARFE R,

Toolkit for Visual Studio

M IRTE Toolkit for Visual Studio A Amazon Q B , RIS HEIAL T BIRS,

EFNEXARKBEEFREA , FEBUATRE.

1.

R EERANRHEIRAB Toolkit for Visual Studio.

2. £ Visual Studio H3ITFF LI,
3. MEMSHEdiEE AWS Toolkit , A/F1%EE Amazon Q.
4. MNBETSIANBNEINTHRIIERS | % True = False,
5. ERBEUREFEENER,
AWS Cloud 9

I Amazon Q 5 AWS Cloud 9 Bl &R |, X155 ABRIAL T B ARE.
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EFNEXARKEEEFREA , FEBUATRE.
1. & AWS Cloud 9 #ZHIAMA LA , i%#F AWS Cloud 9 ##x.
2. MTHREFRREEIET,

ERFHENAN | BHETUER R,
3. EERIEMFFMBERETHWT BT , £ AWS Toolkit.
4. EBRHEVEIEE Amazon Q : BETEHRBEBS| ANEIL,

Lambda

Lambda 8 Amazon Q AR B5IH, &R Amazon Q 5 Lambda BB FEAR |, EATE

S| B RS R I ER 45 2 B
SageMaker Al Studio

L LREF Amazon Q 5 A SageMaker | Studio Bt & AT , KB ABRINE FFHBRE.

EFEXARBEEFREA , BEBUATRE.

1. M A SageMaker | Studio & O M TREIZFIZE
2. MRETHIRYP  EESRRERES.

3. 71 Amazon Q THRER | EHHEUHLEHERHFERE I ANEUZIHNEIEE,

JupyterLab

L IBF Amazon Q 5E—2FE A8 JupyterLab , KB 5| BEIAL T B RS

BERNEXARKBEEFREA  FEBUTRE.

1. M JupyterLab & OTREPERE “KRiE”,
2. MRETHIRYP , EESRRERES.

3. 7 Amazon Q THXRER  EHHEUHLEFHERHFERBE I ANENEZIHNEIRE,

AWS Glue Studio Notebook

1. M AWS Glue Studio Notebook & O BYJEEZBi%1F Amazon Q.
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2. HEBREAFES , 0T 5| AEAEZ LT .

® Note
FERB 5| A{XIEZHE AWS Glue Studio £ iE A HY FLERT E B Mo

R E AT 5| ARV
ERL DESHERT , BANERTRERTEEERRIIHFEANRLL,
M REH IDE BLT LEE R S RRBERANS R,

Visual Studio Code

MREREVLERR , WA NBEMARRFERATERDSIANEN. DREXHEM , WAR
FRMNATRERTEED IDE EFfMERER. XEFREFEBEFPMEUEEF L —TTHIHLHY
EikE , BERMREEDLRFERER , WFRENEREF S EFEMRE,

Bl FERERATESIANEN , HERUTRE,

1. 7 Amazon Q FREMRIEH AH , BEFRE,

2. 7 Amazon Q FRERKFFIEERP , EERE,

3. E'REVAGE NEHMNSRREERT  BHERESSTHERBSIANEL.
4. BERRTFER.

JetBrains

MREREWEERR , MAUHNBEMNALIERFATHNRBE| AR, MREXHEME , WER
FRMATRERTEBT IDE EFfEREA. XEFREFEBEFNEUHES £—FHiTieHy
EikfE  EROREEDLVRIERER , WFRENEREF 2 EE[ARE,

BEECWHERERTASIANER , FERBUATRE.

1. 7 Amazon Q F R EBMREZE&HIEH , ERIRE,
2. 7£ Amazon Q AR EBEMRKFFIBEEKRT , RERE,
3. ERBEHEAGE MHNERZEERD  BUEEEREESTAENRBSIANEN.
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4. EEREREEX.

Eclipse

MREREWERR , MAUEHNBEMNALIERFATHNBE| AR, MREXHEME , NER
FRMNAFTFRERTEBET IDE EFfEREER, XEFREFEBEPMEUHEF L —TT LR

EiE , BERMREEDLEFERER , WFRENERET L= EFEMEIE,
B FERERATESIANEY , FHERUTRE.

1. 7 Amazon Q FFREMREZEFIAH , EFRE,

2. 7 Amazon Q FRERKFFEERF , EERE.

3. E'RBEFAGER NHNSRREERT , BUHERISHHENRE S ANEL
4, ERRTFER.

Toolkit for Visual Studio
EELLSERERATESIANEWN , BEEUTRE
1. BAEIUTHEMAEN 2 —#FARBS AIZE :
a. EERBENOBL%K Amazon Q BFr , RFIEEREIN...
b. HIZEIE ->AWS TE4A ->Amazon Q
2. FMAXEXRANRIE , E4ABRTEREEIEWF 5| AWEILL
AWS Cloud 9
AWS Cloud 9 9 Amazon Q F*XFiERREFE LU LRSENRBE,

EENMNAFEERFERER , 12 H“Toggling code references”s
Lambda

Lambda ## Amazon Q A #ERB5IH, HEF Amazon Q 5 Lambda B4 A A
5| ARV R RS B I BRI 4 2 B

SageMaker Al Studio

Amazon Q F% %7 A SageMaker | Studio FERBRHH AU RS EZNRBEW,

, EAHE

ERNREEIA
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JupyterLab

Amazon Q T FEFEHTEL U RS EWNRBEN, JupyterLab
AWS Glue Studio Notebook

Amazon Q A3 #57E AWS Glue Studio Notebook PR FFEATHESENRIBEDL,

K =6l

Amazon Q AREARENHRHPRERBEN. ETHRECNAHEBDEABCEENREEESHRERRE ,
BFEEUTRBRA,

F&

- f£F Amazon Q F R EREHF TR

« A Amazon Q FF R EMRAE K EEEEK

- f£H Amazon Q FF R ERFERKBER

- {£/A Amazon Q FF K &5 B Docstring, JSDoc # Javadoc

« A Amazon Q FF R ERREREZFITEI

£ Amazon Q FF & & RER LT
Friatm AL TR , Amazon Q 2B AN R AR B ED,

C++

JavaScript

EIRAEIF | Amazon Q TR T F X B FF B — 1T,
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TypeScript

EREIF  BR@mATZENER , B Amazon Q 2 7T X RAKRE,

index.ts X

import-{-S3Client -} from- "@aws-sdk/client-s3";

const =-new-:53Client({});

X

C#

FERAIF | Amazon Q IBRIFEEFBEBM 7T 21T

R RB
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Shell

ETEF , Amazon Q BHE T B XA HREITRBIE,

access_key_response
access_key_response=$ -u "$user_name"

if [ $? -ne © ]; then
ERROR: Failed to create access key for user '$user_name'"

Java

Frigm A 24TRAE , Amazon Q 2RIELH M BTt AR H 21

ETHEHNRGIH , £ Java® , AFFFRFE public MAMBRE,

R RB
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BIEMA , Amazon Q 2EREH EZNERELL,

Go Run Tools Window Support Praview . Run

example.java o ®
public class Main {

}

Python

L RBIF , Amazon Q RIEF R ERIREET —1TRB,

£ Amazon Q FF R ERERTEERKE

Amazon Q AILARELEEN IBRERTER R, ERTHERE , Amazon Q 2R HEBZBE.
MRFEZ MR , Amazon Q LB FEXFBEREN T —E2 HIBHEN, BFEEEZNUEBAT
HFBRHRBIT , Amazon Q L& RIEX L AHITEN,
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C

JavaScript

HEUTRBIFR , AP RE-AEREKRTERY , RRHTHE.

= index.js Environment Var Preferences

/**
* AWS Lambda handler
*
* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
*/
| X

S W~ WNPRE

=

R RB




Amazon Q FF & & hRX AriEE

ETESG , BRFBEAT —NMNHTM Amazon S3 B HHI B EHEE ., Amazon Q B/GIEET
read_from_s3 AR EESIMELL,

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode "utf-8"J)

® Note
Brt , W EHIFFR , Amazon Q REBWMHIE import EW, BUIFHXL import iE4
FR B BN THTRER,

BE—NMIF , £ RS , APRET —1MEHKZR, Amazon Q FEFEH T quicksort HiEM
SEEIMEIL

def guicksort(a):

if lenfa) <= 1:
return a
else:
pivet = a[@]
less = [1 for 1 in a[l:] if 1 <= pivot]
greater = [1 for 1 in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater)

Amazon Q ZRHBUNSZRIENRBLRE, £ TET , LEPHWAFRELES T LEAEX
quicksort MBI S ZE. Re , AP RNZE sort FERE TS —MEEZSE, Amazon Q
BERBEARENHNERREE T —MEMBUL,
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def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[@]
less = [1 for 1 1n a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] 1f 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

ETED , APRET —FER. BEXZER , Amazon Q BEERE T —MNEEZEEIL
# Binary search function

def binary_search{arr, 1, r, xJ:

ETHES , LFRHWAFELES TEUNEREEE, AKB Amazon Q12H T binary_search
BHHATEIMEN,

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:
mid =1+ (r - 1) /F 2
if arr[mid] == x:
return mid
elif arr[mid] < x:
=mid + 1
else:
r=md-1

Java

L TF5IREE Amazon Q AR HEWH 5| S ETREIZE BNV ENIRH RO,
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1. ETENRAF , AFwATER, Amazon Q 2H TERHHBZR B,

ERAFEZZENE , Amazon Q 2R HBEEEMFE

example.java

public class Main {

2. E TEAF , AFPEESZ Amazon Q WEWZ B TEREEEFBMAER. ETTYF , Amazon Q iR
EEREREN,

KB =B 218



Amazon Q FF & & hRX AriEE

Go Fun Tools Window Praview . Run

L]l

example.java

1
3
4
5
B

C#

ELLTRAEIH , Amazon Q 2 7 e BB BRI,

TypeScript

HLLTFRBIF , Amazon Q REAFNEZRFEER T EHH.
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@param- {string} fileName

@param- {string}-bucketName

X

Python

Amazon Q AILIRELREENIBRERTER Y, ERERERE , Amazon Q SR HEBZZE
Wo MREZIWEIW , Amazon Q 2 BFEARBERBN T —H o HIEHEEN, BMEZREEN
B AT EM4ERHMAIEIT , Amazon Q LA RTEX LM AR TEN,

EUTROIF , Amazon Q BEER 7 BB , XAEK T HERAYE TN,

LT 5I&REE Amazon Q dMARR HEWH 5| S BT RO BZ R BNV EN IR RO,

1. ®ETESR , BFmATER, TR TANEHBLERRKE Amazon Q RVEWL.
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RAriEmE

IJ

demo ' src  main  java / com ; example

HelloResource.java

com.example . demo

Insert Code Previous

2. E TEAH , AF##EST Amazon Q X FEREZZNEWN, EZZEWEXFEOEE
3 , Amazon Q SR EMFIEH T HHNEL,

1
demo ' src ' main  java /' com  example

HelloResource.java

Insert Code

demo

demo

Main

Main

3. ETEYF , AFEES Amazon Q B 2Bl TREEHEHPHMAER, ET1TH , Amazon Q 1R

FERABERTH AR,

KB =B
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IJ AEMoO - Fe ':;'_'_ - = =) A
demo ' src ¢ main ¢ java ¢ com  example | demo Main - f add

HelloResource.java

Com.examp le.demo

Inzert Code

EWRAEIF | Amazon Q EAFEARB»SIBERE 7T TEREBIEW.

£ Amazon Q FF & &M TR A IEIR

RBRTERATFTREMN if/for/while/try RIB3R,
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C

Java

ETHENRAF , AF@aAT —Nif FaNEE, BTN EERRE Amazon Q BEW.

Run Tools Window Support

o

example.java o | (+)

public class Main {

R RB
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C#

ETEH , Amazon Q BT —M 5 RIZE Y 5%,

TypeScript

ETEH , Amazon Q B T —f R IZEEM 5%,

=]

import-{-S3Client -} from- "@aws-sdk/client-s3";

=.new-53Client({});

onst-uploadFile.=-async

Python

FELRBIF |, Amazon Q BIE L TR E TREBREW.

R RB 224
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A Amazon Q FF % & x5 Docstring, JSDoc #1 Javadoc

Amazon Q ] BAHS Bh A& 7E ACHE R A A Bl SE R XA

C++

Javascript

EIRHEIF | Amazon Q BRIEIEEEEE JSDoc SH,
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

const-client-=.new-S3Client({});

onst-putObject-=-a: (bucketMName, - key, -body) - = . {
15t -params: = {
Bucket: bucketName,
Key: - key,
Body: - body,
};

return-client.send(new-PutObjectCommand(params));

C#

FEIRBIF | Amazon Q BRIFEIEEEEE JSDoc SH,

Java

TEH REIKL H Oracle MG _EH—AN R4,

ETES , AFeiFmmA — N XIEFERFE, Amazon Q R4 7 B IAYEE DURINE XA F A7,
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https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q 7 & & AriEE

Current File ~~

Main.java HelloResource.java

packa

~ to complete @

TE/REI%GB Oracle ML £/ —AN R4,

ETHWREIF , £ Java P, APFBAXEFERE, Amazon Q B T —MNEREBCRALE X FAF
£
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https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q FF & & hRX
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image

= & WD~ oW R W R

1
1

Python

FEIRBIF | Amazon Q BIFEHAR L TXERE 7T XRFERFREW.

R RB
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ff£A Amazon Q FF X BEMIRHZEITEW

RAriEmE

BIEEAFERAREM , Amazon Q AJEETLEE —PNEWHERTENREIR, BR , Amazon Q AT LL
RERITEN,

Go and GolLand

ZEHRBIE , Amazon Q B4 TETEW,

: ListBuckets() {
err errar

cfg, err := config.LoadDefaultConfig(context.TODO())

XRZTEWUNSE —MRA, ZIRRETMEH,
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import

func Add(a, b int) int {
return a + b

C++ and CLion

T RBIF , Amazon Q RE T ETELL
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bool CreateBucket(const Aws::String& bucket_name,

const Aws::Client:Client::ClientConfiguration &clientConfig) {
}

Python

ETRYP , BERPRET —FUOLTER , RRUIFLM@ED Amazon CloudWatch Logs A& —
FHEB. £TX—ETX, Amazon Q REEE—MENHPRHEFHDBCRBEN , WTEAR
No

R RB
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# Publish a message to a CloudWatch Logs Group

client = boto3.client( logs')

BR , MRAFRELFERZFTER , Amazon Q ELHKERFELRENKNBRHRBITEL,

# Publish a message to a CloudWatch Logs Group
client = boto3d.client('logs')
response = client.put_log_events(

logGroupiame="YPCFlowLogs® ,

(® Note

£ EHld | VPCFlowLogs AJRERRIEBMWEEE., £ Amazon Q RHENHRER , F&
ErERESEENEEMEER.

Amazon Q FA T LEREBEMCBIR | M TEM R,

# Publish a message to a CloudWatch Logs Group

client = boto3.client({'logs")

response = client.put_log_events(
logGroupMName="VPCFlowLogs",
logStreamNome="VPCFlowLogs®,
logEvents=[

{

"timestamp’: intCround(time.time() * 18881,
'message”’ : json.dumps(event)

)

Ko redommerdat iond

FELREIH , Amazon Q BE T ETEWN.

KB =B
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IDE Y Amazon Q FF R B RZIFHIRIZEIES

£ IDE FEH Amazon Q F X E R , L T BEXIEFFrE RIZE

][]

+ Chat
- WEREIX

ERAXLEREN , HEFTESRREEESNEREEMABMTE,

% F IDE # Amazon Q HE I8 , EXIHHRIES 0T XAR
NERBWUXFHNREES

Amazon Q A ZMEZEIE S REAKAEEN, KEEFSHRBERNERERREBIURT YIZHIEN
MEMRE,

RINGBENREMS , RERSIBFENREREESH

- C

o C++
- C#

* Dart
+ Go
« Java

» JavaScript

XFEFNREES 233
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RAriEmE

+ Kotlin

* Lua

« PHP

« PowerShell
* Python

* R

* Ruby

* Rust

« Scala

+ Shell

« SQL

« Swift

» SystemVerilog
» TypeScript

REFRSIFNERMIRERNRDE (1aC ) BESH .

» CDK ( Typescript, Python )
* HCL ( Terraform )

« JSON

« YAML

RIEZBRITEFNRIZES
RBERTIFNES IR TERITRIBEROINE,
f£JetBrains IDEs #HVisual Studio Code , Amazon Q AI AL TiESE AR :

» Java

« BRAR SQL ¥ ( AT Oracle F| PostgreSQL BEETEZE )

£ Visual Studio 1 , Amazon Q A LA TiES WG HITERR -

- NET HMHEFFHY C#

KB
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AARBERZFNEERAMERKANESEL | BSRERRTHRIT BIM EH,
XD EERES XF

NTFUTEESHRENXHMIE , Amazon Q IRIEZKEFEHEHAGNBEERI

- Java : Java 17 RERMAK
- JavaScript - ECMAScript 2021 EREE
* Python : Python 3.11 R EEMZ , £ Python 3 R5IN
o C#: FTEMA (BIUER NET 6.0 RESMA )
« TypeScript -Fi B ARA
* Ruby : Ruby 2.7 #1 3.2
« Go:Go1.18
« C:C11 RERRAE
« C++: C++17 REBRIRAK
» PHP : PHP 8.2 REBIRAE
« Kotlin : Kotlin 2.0.0 R E B iRA
« Scala : Scala 3.2.2 RE R4
« JSX : React 17 RERIRAK
- BRI (1aC ) EE
 CloudFormation - 2010-09-09
« Terraform : 1.6.2 B E R4
« AWS CDK -i&%& TypeScript Python

BEEXNHNBEZENES
Amazon Q XEFLUTES , HEATEHOXHEEMEFE NI -

« Bash/Shell (.sh, .zsh, .bash)
+ C(.c,.h)

» C#(.cs)

« C++ (.cpp, -hpp, .h)

 Dart (.dart)
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+ Go (.go)

« HCL (.hcl)

« HTML (.html, .htm)

+ Java ( .java)

« JavaScript (.js. .jsx)
+ JSON (.json)

+ Kotlin (.kt, .kts)
 Markdown (.md, .mdx)
« PHP (.php)

» Powershell (.ps1, .psm1, .psd1)
 Python (.py)

* reStructuredText (.rst)
* Ruby (.rb)

* Rust (.rs)

+ Scala (.scala)

« Terraform (.tf, .tfvars)
« Text (.txt)

» TypeScript (.ts, .tsx)
* YAML (.yaml, .yml)

BEXAR —
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ERSITHER Amazon Q FF X ERR

Q CLI ERXA Kiro CLI,

BXEZEER , BSH Kro AFiERM.
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https://kiro.dev/docs/cli

Amazon Q FF & & hRX AriEE

I MCP 5 Amazon Q F X EMREEER

BE ETXHY (MCP ) R—HITMir&E , EXF Al BIFENSTEMBRSHITRE. Amazon Q FF
REMR CLI IEXHEF MCP , AIiLEBEEF Q EEIEEX TEMBRS KT E Q KIZhEE,

£

- MCP #iiR

« CLI F#y MCP B (&

- MCP Eii&

- TENRR

- IDE ¥ Q AR ERRH MCP B &
- TERLH

- MCP %13

-« B4 MCP #&

- MCP %%

« Q Developer By MCP &1

MCP #ti

MCP ( B L T ) B—MF RN, BTHEL A BIFSARTENBRELSRN, ENATERE
BREHELT—MEMENAEX  ATRITHIR, ERABESHHERIENTUARRBNLETES
Ro

AR MCP BRA THREEENERAERESS  EXEEERGENTRERE., REXNBEHS
BEMITETEER, XE Amazon Q BEB B XN AR EAENFERREHRS LT XEMHXAHED,

MCP #hi& 238
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RAriEmE

o query

repeat as
required i

User

MCP Client
Amazon Q CLI

e prompt R

o use tool to get additional context

MCP Server

_° call
4_aresult

v

MCP Tool

equery -

Data Source

A

MCP Tool

e response

o final response

£A A% gchat mcp [OPTIONS] COMMAND

MCP BlE 5

A AL
op

gchat mcp
gchat mcp
gchat mcp
gchat mcp
gchat mcp

gchat mcp

add
remove
list
import
status

help

iR

AN Bk E BB RY AR S5 25
M MCP B &+ B ERIRSS 25

5| H B & K BR S5 25

ME =P XHFARSREE

IRENFIEC B BY BR S5 2R AR S

TENRE Fan TV a & 5 RS HEBY

LLM

£ CLI
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RAriEmE

MCP R 35S

Z--argsSBMEXFHEAHE LS JSON HARANEBEESHNSH

# Escaped commas

g mcp add --name server --command cmd --args "argl,arg2\,with\,commas,arg3"

# JSON array format

g mcp add --name server --command cmd --args '["argl", "arg2,with,commas", "arg3"]'

iZiE MCP BRS528

BRTHERHRBRIZITHI AN MCP IRE285) , Amazon Q Developer CLI X #@d HTTP #T@ER
2 MCP R85, E=RRREIF A LAEA OAuth H M IRIESHA THBURS ( EEFHRIE ) .

Bl

EREREXHFERtypeMurl FERELEIZIE MCP fRS5ER ¢

{
"mcpServers": {
"find-a-domain": {
"type": "http",
"url": "https://api.findadomain.dev/mcp"
}
}
}

OAuth B4l 2
FEHAZEE OAuth B RKILRIZIE MCP ARS356T :

EAIEIZE MCP lRFEHFNRERFZ QCLI £1F

RS BEAFE RN “ERME”

FEA/mcpip SR SR

QCLI fHERRFSHFFESHRIEHRME URL

TEX MBS PITHFIREM URL , BRI Q CLI 2B FH RS
BRIRA W RR P RY B I U5 AR 1TIRE

IRE QCLI BEO-MRSFHWIEMKT , LRFEFE MCP RS =R

N o o bk~ w0 Db =

i

ZfE MCP RS2
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BORIETRE , RSN ITEFEANTAH.

MCP BLE
£/ Q CLI ixE& MCP BR% e85
Amazon QCLI NERENH MCP BiETE A TN ELL 2 -

~/.aws/amazonq/cli-agents

Amazon Q Developer CLI X#74<i# MCP %88 ( fEN#HEIZEIT ) MimE MCP RS 2: (@ HTTP
BITEE ) o ZERSH[ULUER OAuth BHRRITRTE & B RIERI AT T,

BXREZEER |, EZE QCLIGithub FEFPW B ENREBE EEEM. =iE MCP R 8
£ IDE H{EH Q 1% & MCP fr% 35

IDE F£F/EXH Amazon Q B MCP BB My B :

~/.aws/amazonq/agents/default. json

BXESES , H5M IDE &+ Q FREMRE MCP B E,
MCP AR5 85 I0&K

Amazon Q E/a A 1N MCP Br5 2R , BELESEFMAERSSH[ATINBILATUNFERE, TERN
T 48 B AR 55 25 ST AR N Bk IS A N W Ao

S BERSERS

A /tools HREFWLRSB/NEMNEUARBLETIECZTA,
B B AR S5 Es ¢l 1L

R BAGE A AT 75 3 B AR S5 AR M e LR A

$ g settings mcp.initTimeout [value]

He | [value] NER , LEW N BN, WIREERSH Amazon Q EALLEF B R E 2 BIFHFRS 2R
TR R R B
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https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#mcpservers-field

Amazon Q FF & & hRX AriEE
TEAMETR

AT B UAIE Amazon Q FF A ER CLI HEHA MCP TEFE R,

T MCP ILE

MCP T E & MCP ARE25M Amazon Q FF X &R CLI AFFHI AT ITEER. A1 Amazon Q FF X &R
BB RREBRITIRE, LEBEHEUREARBRERE,

MCP Ry TE#HE :

- BF  TEE—FRAY

« {8 : BRI EMEER A, ARER

- BARKN  ELZTEEINSHM JSON £
« IR AXRIENTHANRMRNTERRER

ROAHANTE

EER QCLI SEFEBETEFA !

/tools

WHSERFHETHANIE  @FNEIEN MCP IRESSFIEEM I E,
TEAREEFRENNRERRS LK ATBHEFERIENAR

- Bt EHRARN  EFEANRAATFEAXLTE
- FEME  EBRERAN  XETERFEENERINR
- Bk XETEREHNEREENR , £ ECREFAER

EHTE

BRLBES WM S AER MCP TR

1. BARBSER . RERERZEEMAAL , QRaREEFRAMBHITE,
2. EEIERA A lERXER QFRBETLE,

TEMRETR 242
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RAriEmE

ERART
MCP BRS5 25 AT AR MHTIE LVIRR |, M EIES Q TREBFEES :
« JIHATAMERTR : /prompts
- EARTR
* @ prompt-name argl arg2

ERATRSHNRTHNRE

@fetch https://docs.aws.amazon.com/amazonqg/latest/qdeveloper-ug/command-line-mcp-
configuration.html

IDE & Q FF & & HxHY MCP Eci&
ARENERTRE MCP 5B IDE T W&,
# IDE R T Q FRARK MCP Bl& X+

£ IDE #{#H GUI [ Q Developer 711 MCP RS 250t , BEEF#EUTHEIXMHZ2—F -

- E£BEEMR : ~/» aws/amazong/default.json

« TEARMSEE : .amazong/default.json

BR , ATEERERE , Al MCP BB EE R RES IR MUE

- E£BEEMA : ~/, aws/amazong/mcp.json

o HEARMIEE : .amazong/mcp.json
Q Developer £ %&£ Z & MCP RSB T HRINEE. ENBEMNEENIRE.

(® Note

MREEETE mep.json XEFIRET MCP EE , ¥ AREXMEMA MCP E&E GUI , M&E

GUI REFZEE.

EARR
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2 RBIA json BLEXHFHEY Json FEE A T X IBAR mep. useLegacyMcep json X Iz #E, BRIAER
T, FERIEEBN true. BXREZELR |, 1211 Q Dev UseLegacyMcpJson eloper CLI #Z# GitHub
EFHFE,

EEE , QCLI e A LA mep.json X,
BXxWEE MCP TE LiEBRMARHINER , &
R MCP BELE A P 5L E

£ 7 IDE #9 Q Developer FifE] MCP BLEMA /- SE , TIMITUA TR

W
P
>
i
|_|
jm
%
e

1. 3TFF¥REY IDE ( VS Code JetBrains & ) o
2. T3 Q FRERER.

3. #fIFEIXREMR

4. ZFETIEH

FRo

i MCP RSS2

ATEREEFHM MCP RSSRzRANBEETEARMEHMALE - STDIO M HTTP,
WwHIHTTP X2 K MCP RS8R

Z1E IDE RN HTTP XAM MCP BREES , BT TR -

1. HE MCP EE A fRH,
2. EEMS (+) ER.
3. ZECHE : £REAM,

MREFELFBE , W MCP lRF[EEFFEE ~/ P, aws/amazong/default.json and available
across all your projects. If you select local scope, the configuration is stored in .amazonqg/default
&4 e B FHY.json.

EEMFED , A MCP RFJ|HEM.

% http ERE BT

£ URL &+ , i A MCP RS BJ|AHRILERFEAKN URL,

AR - AT, ARARAERN HTTP L RIENRBEX,

N o g &
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https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#uselegacymcpjson-field
https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#uselegacymcpjson-field
https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#tools-field

Amazon Q 7 & & ArfEm
8. BREWMAEN{E.
9. &ERRF.

Bl B E AR B TERRE R,
10. RRBREFMAE T ENRPHSRRIRE,

® Note

= MCP B HTTP i S EE&RIN , Amazon Q FBEZIITH XKL NE , MELEEIN Amazon Q
H A% MCP RS,

N STDIO KA MCP RS 38
=1f IDE FiRH0 STDIO KA MCP RS2 | BEHITUTRE

1. R MCP EE A, RH,
2. ®EEMNES (+) BR.
3. &EECHE : 2REAM,

MREFELFTE , W MCP lRFF[EEFFEE ~/ . aws/amazong/default.json and available
across all your projects. If you select local scope, the configuration is stored in .amazonqg/default
BL B A F#Y.json,

4. HEBHRERT , WA MCP RE BB,

Blan | MBEANELEAWS X5 MCP frFes , WEFRAIEER. AWS DocMCPServer
5. %&# stdio ERNEHIPIN,
6. EWMTFERF , WA MCP REBH[MBLAFHZITH shell 55,

3F AWS X84 MCP BREE5 , S Huvxo A uv tool run BBIH , AT RIZISH Python
HiE,

7. HESZBFRY , BEERAERKIELS shel i THSH.

X F AWS X84 MCP fr$588 , S8 Rawslabs. aws-documentation-mcp-
server@latest, X2 [ PyPl ( Python %3] ) LEESHK Python 24:1R%F,

BERMESSH

i MCP ARS8 245


https://awslabs.github.io/mcp/servers/aws-documentation-mcp-server/
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ERMNV RGBS |, RIEELEE “B#:” FASTMCP_LOG_LEVEL 1 “/&:” ERROR,

BAVE G E A B FRAWS_DOCUMENTATION_PARTITIONF{Eaws REBRENNFEFEAN 2 X,
9. EFMAERE,

RGP REEWE 60 (® ) BIF,
10. EERE

Bip B E AR B Oy T AR ER
1. RBREFMNAET ENRPHIRIRE

MCP BLEMEHFE

% IDE F35 0 MCP BR$588/5 , Amazon Q f§3%id 5 =B I E 4,

BERLEENE  BRMHTESTER. EBRMRE , % MCP RS BTN TRTETRERET.
EFEERE  RE MCP BB RE#THRBN,

J5 A MCP BR% 28

LT HREIREFE AN MCP RS8R A14 TR EARS
E7E IDE FE A MCP RS58: , IBHITUU T IR/E

1. $T7F MCP BRS5 2R HE M.
2. HEETFREAMNRSRS  EZREMA.

£/ MCP iR55 88

E7E IDE A MCP RS 8 , WHITHUTRE -
1. 77 MCP & BER.

2. EBRBHANRSEH.

3. EREEREZSIN=NN

4. %FZA MCP RS,

MCP Bl E#[EHEE 246


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html

Amazon Q 7 & &

RAriEmE

B X8 28 AR MCP BRSS e
EM IDE iR L FI 25 A MCP IRSS 85

1. $T7F MCP RS 2R E 1R,
2. EBRFMERAVARS R,

T F E R ZBRS 2R IF R AV E R,
3. BEREEREFILH=1Ro
4. EEMRIBER MCP RS8R,
5. HWIRREY , BN BRIRAE

fIBRZH e E 2 A MCP RS e8
EM IDE BRI S Z A MCP RS 85

1. #J7F MCP BR55 22 E R
2. HEESHBRNARSSERSE | EFEMER,
3. HWIURREY , BIAMERRAE,

EFMBAEIENR

EEFMARTENR , FHITUTRE

1. $T7F MCP BRS5 2R E R,
2. HEBEFEFNBEENRA MCP RSS2,

, EHATA T84 -

, IRHATU TR 4E

3. WFBAIE, ArRENTNRENz—

- WA BRERAZIEN , HRRRER,

. BARY : AETRIEST , BBER.

° ?Eg@ : xﬁﬁﬁiglﬂo

FEAS

« AR Amazon Q EEFEATRESHTHERENETRAIE

i BR 24 50 2 /5 A MCP AR5 85

247



Amazon Q FF % % I g
- BEX  tIBRELNREREESEFHNEENL TR

« EBRGER : FATHERKEN MCP RETENESRE

- fEL  ERABZSA Al BIF RN — B

« R7EM : MCP XEFLEETREMN LLM REE B , BeMRIFHEEN TEERK

- R2M  ERAXM MCP RSB HRERFEEM IRESR

MCP Z2#3

MCP E1&% F im/BR S5 2R 28 H , Hh

« MCP E#l : £ Amazon Q FF X E R CLI iX#BEE T MCP 15 R HENERF

« MCP &/ i : SRSHFREF 1.1 EENDEF K

- MCP fi558R : REFER , BN EFHEIHFHECHEE ETXHICRA T ERN TEE
o RHBFIERIR - MCP RFBANZLHEMNITENN XS, BEENRS

« ZREIRE : MCP BRE B3 LUEN Internet ( 620 |, @I APIs ) EER IR L

Example MCP B

User

I

v
Fer - = - + Fer e - - + Fer - = - +
I I I I I I
| Amazon Q Dev | --> | MCP Client API | --> | MCP Server |
I I I I I I
Fer - = - + Fer e - - + Fer - = - +

Y
B +
I I
| External Service |
I I
B +
<caption>
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RAriEmE

o

AF. Amazon Q FF X &R CLI MABRARS < [EES MCP #ITHEE R
</caption>

/0 MCP 82
TR

TER MCP BRSFERmEF P i AT AT AT E. EA1Z#E Amazon Q :

« EABRGRMITIRGE

« RN XLEHSE

- 52 EZ) APIs HFiREES
- RREWMITHT

TERME—WEI, HR, WAZRHY (FH JSON 21 ) MEXTETHNTEEREKE L,
B

BREMENWER , BBTES Amazon Q TRIEEES. MA1ATLL :

- BZHPESSH

- AEXEBBEFRNLETX

- BEEZIREY

- ESBENITERRE

- DAFPRAETENERNEN (ORI HS

Resources ( %R )

#IRER T MCP BRE85 07 LA[B Amazon Q 1REM IR | Hla0 :
- XHRB

- BUERFIER

. API WA

o A

®/ MCP #i:&
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- BREHSE

MCP &£

#£ Amazon Q FF R &M CLI HER MCP BRS 2Ry , THHZ 2SN NREIKRIEEE,
gogcy kit

Amazon Q FF & &K CLI Ffy MCP Z2 B ZIZBUUTRERUZITH -

1. EXNR : TEERTHFEEEXAINR

2. AT - MCP BRSSSREUTEN LA MIEIT

3. BE : 8/ MCP BRE|J[HEN —NEIMMNBREZSIT

4. ZRE  ARAUNRIABETETAUK e AL A

EEZEI
5/ MCP R RBLZEEEEM -

- NREXRBAGKENIRS S

- WHERNBEEE I EHRIER

- FANETERTHREE

- RIFEH MCP IRSSE5F Q CLI

- ¥ MCP BHERHPREBBFEEINES

Q Developer B MCP ¥

£/ IAM Identity Center fERZFZFEN T W RZF A AIUEFIHALAAFH MCP HENER. BRIAE
AT, BHAFPALER Q FFiEHFEREM MCP RE:5. EAEER S llEeBItAFRER
MCP fR& 28 , tE I AMEEAR T ENAFEAN MCP RFBNETFTFENFIXK,

&R LABE R MCP on/off tﬂ?ﬁ&ﬁ?&%ﬂ MCP SEAf R RIZFIX LRHB, MCP tIRAEMEREMER Q
Developer i & XY — , IEALARFNIKSRANEL , KRB B E IR ARR

ARV EL B 3o 4 —IL)dJéﬂé':H ERMIAMCP Kl , RAENBEKS RBEZEE ; flin, NEAREH
MCP , EARLHEBA (kP ) FEARTFRE,
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® Note
UHRRENEMRREBRERT S IRBEHAITHN. HIE8  RLAFTESARE,

NIGHHELERH MCP
ENEHIKERARZE MCP | BT TEE -

1. #T7F Kiro #£#l &,

2. EERE.

3. &E QAREBEIF,

4. FHEE ET XML (MCP) tI# <,

NIEMALRIETE MCP B &

EEFEH AP LG R R MCP RSS2 |, BRIZ @8 A TR ESH JSON X | B HTTPS £
ZX M, REF URL A IDEEEY Q Developer MA BRI, B : FALEEXHNTRXERF RN
R P IAREN A FSRPE MCP RS,

FEE MCP £ 3R URL

FTFF Kiro #2514,

®IRIZE,

®EQ FREBRIF,

BRER TR (MCP) BEFF B

£ “MCP 5¥fftk URL” E B |, &8 YR8,

BMADEFIAFATR LN MCP RS 28H) MCP 5tk JSON X## URL.
ERRF

N o o bk~ w0 D=

BEZNHBFENZBR , MCP EHR URL EEHSERNBSRHFLI NE,
MCP SEf R XA

SEMTER JSON XM R MCP SEMZ&RFRE v0.1 RS 254889 JSON B F 5. Q Developer X1
FEH JSON ZEME LA FEAR R BN EM IR LML PHRE,

REWHELEER MCP 251


https://github.com/modelcontextprotocol/registry
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LFRREIERT —NEREEZE (HTTP) FMA#: (stdio) MCP BRSS85E LB MCP SEM R U4

"servers": [
{
"server": {
"name": "my-remote-server",
"title": "My server",
"description": "My server description",
"version": "1.0.0",
"remotes": [
{
"type": "streamable-http",
"url": "https://acme.com/my-server",
"headers": [
{
"name": "X-My-Header",
"value": "SomeValue"

"server": {

"name": "my-local-server",

"title": "My server",

"description": "My server description",

"version": "1.0.0",

"packages": [

{
"registryType": "npm",
"registryBaseUrl": "https://npm.acme.com",
"identifier": "@acme/my-server",
"transport": {
"type": "stdio"

1,
"runtimeArguments": [
{
"type": "positional",
"value": "-q"
}
1,

RNIZHELIETE MCP iR E 252
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"packageArguments": [
{
"type": "positional",
"value": "start"
}
1,
"environmentVariables": [
{
"name": "ENV_VAR",
"value": "ENV_VAR_VALUE"
}
]
}
]
}
}
]
}
TRIE 7EMEK JSON XENEM. BRIEZEHA , BUMERMEHNAIET, BXTEHN JSON

R, BEELEMREEET D

REEMMNERXTER LI, Hla, R =

Bt L

EHAEM

name RS e E M. ELRENEMERXHF
HR AR E— B,

] B 3K 451l ik R A RH RS ESE o

iR fRSS5ESHI IR,

[T BRSSEFHIARAS . RRZUEBIWEHIE XL
MR & (X.y.2)0

12 (HTTP) RS5 28 /8
3

= EEHTEN BN E R

Ak ?

¥

R T E M.

~IE

"aws-ccapi-mcp"

“‘AWS CC API”

‘BEBERBSERE

AWS Emfig i, "

“1.0.2”

NEMALIEE MCP RIFE R
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& i Ak ? ~BlE
R4 o
xKH AR “streamable-http” =% “sse” “streamable-http”
Z_o
url MCP g5 25im = Mk, “https://mcp.figma
.com/mcp”
headers ETEESMERTBH HTTP #5k = -
B,
name HTTP #r3k & o “BRAR
=l HTTP #53k1E, “Bearer mf_9.b5f-
4.1jgm”
A (stdio) BRS5ESIE
13
BHg RE—1%BE& MCP RERE -
NHEA,
M RER IR “npm”, “pypi” B “oci” Z “npm”

o

UTHH4ETRAT TEMET
MCP fRS a2 :

o WFEMEKEE ‘npm” , £H
“npx” Z1T85

o XF “pypi” , A “uvx’

o XF “oci” , EA “docker”

&P im it B ATt 2R MY
HHEIE TR,
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& 5% 88 Ak ? ROHE
registryBaseUrl Package ¥ fiff5 URL, = "https://npm.acme.
com"
identifier BR 5528 BARIRAF o “@acme /my-server”
&% RE-1MEMHXR , B KA, -
- 3i] IR “stdio”s THE=
BT S5 RHLZ1TRT (B npx, uvx = = -
docker ) NS4,
xR IR B, (VAT
] ZEITNSBE, -q
Packagaraments RIS MCP RFBJ|/S BB, = -
RH I “EAL, (VAT
=] Package S¥{E. “FFia”
HIREE B RFHRZABRENIMELE = -
WA,
name BT EE o “BERR”
=] HIREEE, “BE”
Rt MCP MR

{# FA1E{T Web ARZ25 ( 5170 Amazon S3, Apache B nginx ) @33 HTTPS £ MCP j:fft& JSON
X, It URL AT A P it &4l LM Q Developer FFimifsla |, {E 0] AR A MK FAE Rt

HTTPS i RN EEHAEIEBMEANMESBHNER SSLIEH, FXEFELRIEPR,

QFEAREBFNERE 24 /NEHRE—X MCP JifitRk. EEHELSHIE , MRA#LLEHN MCP R
SHRETEEMEF , QDeveloper 24 I ZRGSF|[HBEIEAFAFERNE L, MERBLZR RS
EXMERPIRSEBRATE , Q Developer A EMER A E N WMRAEH B3RS,
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Q FFrEMMF

AP /230 QDeveloper Y , EAREREXHRREENL TEMEK URL, NRZE , EFRRZWN
tk EREMTR JSON |, Hea sl A ReEEAEMERFE LK MCP fRF 8. HAFRM MCP fR$SE:
Bf , Q Developer £ & REMETRPHI RS 2R FI*R.

SRR

< Add MCP Server

€ asana

This server provides a way to interact with your Asana workspace
through various Al platforms and tools that support MCP.

Install

@ atlassian

The Atlassian Rovo MCP Server is a cloud-based bridge between your
Atlassian Cloud site and compatible external tools.

I;l fetch Install

Provides web content fetching capabilities, enabling LLMs to retrieve and
process content from web pages, converting HTML to markdown for ea...

[ git

An MCP server for Git repository interaction and automation. This server
provides tools to read, search, and manipulate Git repositories via Large...

Install

SEMtER MCP BRE835 %8 ( URL, RS, runtimeArguments % ) R RiEM, B2 , AP
1. A MCP TENR ( “ERZ1T". “RLE1T" = L") .

NIEWHELIEE MCP RFEE
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RAriEmE

2. & MCP RES=HEMAE (£RAJIEKX ),

3. B REeT,
4. AR MCP RS SRiEEHMRETE,
5. BiZiE MCP RS SFIEEEH M HTTP #53k,

® Note

APEENHEZER HTTP X 2BHRIMRENL. IATRAFEERETHERENEX ,

B4 5 47 3 UE B2 4H 2R A 3t ST K BR AR o

MCP >tk JSON 243

LA JSON £#ENX T Q Developer X##) MCP SEfft &R X4,

YA AR A 2R 3 Ao

{

"$schema": "https://json-schema.org/draft-07/schema",

"properties": {
"servers": {
"type": "array",
"items": {
"type": "object",
"properties": {
"server": {

"$ref": "#/definitions/ServerDetail"

}
},
"required": [
"server"
]
}
}
},
"definitions": {
"ServerDetail": {
"properties": {

"name": {
"description": "Server name. Must be unique
"example": "weather-mcp",

R] BAE A L R A SR B AE

ek

within a given registry file.",

NEMALIEE MCP RIFE R
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"maxLength": 200,

"minLength": 3,

"pattern": "A[a-zA-Z0-9._-]1+$",

"type": "string"

},
"title": {

"description": "Optional human-readable title or display name for the MCP
server. MCP subregistries or clients MAY choose to use this for display purposes.",

"example": "Weather API",

"maxLength": 100,

"minLength": 1,

"type": "string"

},
"description": {

"description": "Clear human-readable explanation of server functionality.
Should focus on capabilities, not implementation details.",

"example": "MCP server providing weather data and forecasts via
OpenWeatherMap API",

"maxLength": 100,

"minLength": 1,

"type": "string"

I
"version": {

"description": "Version string for this server. SHOULD follow semantic
versioning (e.g., '1.0.2', '2.1.0-alpha'). Equivalent of Implementation.version in MCP
specification. Non-semantic versions are allowed but may not sort predictably. Version
ranges are rejected (e.g., '71.2.3', '~1.2.3', '\u@@3e=1.2.3', 'l.x', '1.*"').",

"example": "1.0.2",

"maxLength": 255,

"type": "string"

},
"packages": {

"items": {

"$ref": "#/definitions/Package"

},

"type": "array",

"minItems": O,

"maxItems": 1

},
"remotes": {
"items": {
"anyOf": [
{
"$ref": "#/definitions/StreamableHttpTransport"
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RAriEmE

"$ref": "#/definitions/SseTransport"

]
1,
"type": "array",
"minItems": 0,
"maxItems": 1
}
1,
"required": [
"name",
"description",

"version"
1,
"type": "object"
I
"Package": {

"properties": {
"registryType": {

"description": "Registry type indicating how to download packages (e.g.,

npm , 'Pypi', Iocil)ll’
"enum": [

npm=,
"pypi",
1,
"type": "string"
1,
"registryBaseUrl": {
"description": "Base URL of the package registry",
"examples": [
"https://registry.npmjs.org",
"https://pypi.org",
"https://docker.io"
1,
"format": "uri",
"type": "string"
1,
"identifier": {
"description": "Package identifier - either a package
or URL (for direct downloads)",
"examples": [

OoCl

name (for registries)

NEMALIEE MCP RIFE R
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"@modelcontextprotocol/server-brave-search",
"https://github.com/example/releases/download/v1.0.0/package.mcpb"

1,
"type": "string"
},
"transport": {
"anyOf": [
{
"$ref": "#/definitions/StdioTransport"
I
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
1,
"description": "Transport protocol configuration for the package"
},
"runtimeArguments": {
"description": "A list of arguments to be passed to the package's runtime
command (such as docker or npx).",
"items": {
"$ref": "#/definitions/PositionalArgument"
I
"type": "array"
I
"packageArguments": {
"description": "A list of arguments to be passed to the package's binary.",
"items": {
"$ref": "#/definitions/PositionalArgument"
},
"type": "array"
},
"environmentVariables": {
"description": "A mapping of environment variables to be set when running the
package.",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I
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"required": [
"registryType",
"identifier",
"transport"

1,

"type": "object"

},
"StdioTransport": {

"properties": {
"type": {

"description": "Transport type",

"enum": [

"stdio"

1,

"example": "stdio",

"type": "string"

}
I
"required": [
"type"
1,
"type": "object"
},
"StreamableHttpTransport": {
"properties": {
"type": {
"description": "Transport type",
"enum": [
"streamable-http"

1,

"example": "streamable-http",

"type": "string"

},
"url": {

"description": "URL template for the streamable-http transport. Variables in
{curly_braces} reference argument valueHints, argument names, or environment variable
names. After variable substitution, this should produce a valid URI.",

"example": "https://api.example.com/mcp",

"type": "string"

.

"headers": {
"description": "HTTP headers to include",
"items": {

"$ref": "#/definitions/KeyValueInput"
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},
"type": "array"
}
I
"required": [
“type”,
"url"
1,
"type": "object"
I
"SseTransport": {
"properties": {
"type": {

"description": "Transport type",

"enum": [
Ilssell

]I

"example": "sse",
"type": "string"

iy
"url": {

"description": "Server-Sent Events endpoint URL",
"example": "https://mcp-fs.example.com/sse",

"format": "uri",
"type": "string"

iy

"headers": {

"description": "HTTP headers to include",

"items": {

"$ref": "#/definitions/KeyValueInput"

},
"type": "array"
}
I
"required": [
“type”,
"url"
1,
"type": "object"
I
"PositionalArgument":
"properties": {
"type": {
"enum": [

NEMALIEE MCP RIFE R
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"positional"
1,
"example": "positional",
"type": "string"
},
"value": {
"description": "The value for the input.",
"type": "string"
}
I
"required": [
"type",
"value"
1,
"type": "object"
I
"KeyValueInput": {
"properties": {
"name": {
"description": "Name of the header or environment variable.",
"example": "SOME_VARIABLE",
"type": "string"
},
"value": {
"description": "The value for the input.",
"type": "string"
}
I
"required": [
"name"
1,
"type": "object"
}
I
"required": [
"servers"
1,
"type": "object"
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Amazon Q F X B RN E=ZFEK

Amazon Q F R ERTEERFARFEENK , BITAATER (Al) e 0ERENRAT R THER,
XEFMNEKEHE GitLab Duo M GitHub , BEFERBNT R E AP RA Al W HHEIThEE. XLEEMR
B B AITES MRS RS T ERFEBELT K.

GitLab Duo with Amazon Q 7% &R

GitLab Duof# Amazon Q , Developer 12t 7 —E£HM Al £% , BEZEKEEM GitLab TERRE
B, ZEREAT GitLab BEIEE~mAEMRITHE , THRIFLE GitLab RIBH S HERUALK
Al ThEE, BbA , ERIEEEH Amazon Q R3IH GitLab Duo BIKIhaE , BEE BN A I EFREF
=148,

GitLab Duo with Amazon Q 2t LA T IhEE :

- UERRBENTRABE , X GitLab [FBEREVRIET3)

- EEHABERPELRERE , TNABEE, BEANERZERBEHTABFEE
« EAFBERPESRERFEEKE T

s AFRESFSREERAPRZ#F

ERFHBER |, 52 E GitLab Duo with Amazon Qo

GitHub ix Amazon Q FF & &R ( ¥ AR )

5 Amazon Q Developer &K GitHUbX B3 T 1/ Al REHTEZINEF AMRKBTEE, HBF
GitHub BB 2 B4h Amazon Q FRERE , EQURBRAMMERBA LT , ERHRBEHCIE
NEER, EFASRESD , B EHKRIE , Amazon Q FXEREE T REFNBWABIHTENR , R
IMERFF & T4ER

1£ GitHub A , Amazon Q AR EBEMIBEHLL T OEED -

« ‘DRI RARE ¢ BERARER(C A URNIREEE | HFERMEIER

- BRLRBTE  WHUBRERITAONEER , dKBRE, FERNERZLBEHRTHEE
* Slash i T RENFRBEPEHWREFTRNERTE  URNHEIFEENRBFE

« BRFTR  IENERABRHARBEAKIVEAMLL
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« R REF T HREF T RESDBELS Amazon Q FFRAR

EFmER , BSRAREAN : RIR, F GitHub ERAhEER IS £ H R Hl.

Amazon Q FF & & hx gy 51 B A N

Amazon Q Developer A 1F#&7E GitLab S eIZM4H Ui B 45 ENHN GitHub , 13X L5 N 9 489 B BA
E X mBAnEFNRERE ( HIIERE Python RIEBFFERARBERRYE Java KBHEA Javadoc E
B ) o XLEMN L Markdown XN TE project-root/.amazong/rules XHXeH | AR
FIEFRE (FTRELKKTE ) BELE—IfE, SFAREEZMBHE Amazon Q F R ERRER , XL
ANSBHHAALTX , BR Amazon Q F R ERERNABERAMIFEEBEHENNTB. BXESE
B, BHBH EE=5FAF N Amazon Q FFRERAIETE MM,

GitLab Duo with Amazon Q

GitLab Duowith Amazon Q £t 7 —&E AT EAE (Al) 4% |, FlMMAHEHNEERHABIERY, F7&
FREMBEEHBERARELEE TNIREN A, BETLEEA X E Amazon Q B9 GitLab Duo B
RUMBERLEBF XIS , fl@gRRE, FEEELANEE, ENRESE, ©ERAT GitLab BEBEE
F@AMEMRITE (F8 Amazon Q T FMIN4AHH GitLab Duo ) « BXEZER , IHZHGitLab X
R R GitLab it %,

5/ Amazon Q GitLab Duo H{TELE G , & LATE GitLab RIE AR A RERREHSHBERIEX
ik Al TheE, BXEZELR |, 5l GitLab Duo B2 M GitLab Duo with Amazon Q A7, BT ##
Amazon Q B FFEIIEE | S HGitLab XP R EHtt #5085, GitLab Duo

F&

+ GitLab Duo &

+ GitLab Duo with Amazon Q A[’]

+ GitLab Duo with Amazon Q #fEH&E

GitLab Duo #%:

£ GitLab Duo with Amazon Q B , ET#UTESFAKIE,

£
« Bi& GitLab Duo with Amazon Q
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https://docs.gitlab.com/ee/user/duo_amazon_q/
https://docs.gitlab.com/subscriptions/choosing_subscription/
https://docs.gitlab.com/user/duo_amazon_q/#additional-supported-features
https://docs.gitlab.com/ee/user/duo_amazon_q/
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- £/ AWS BIRFINPRE R BEH 1T Al
 GitLab HFET3

BLE GitLab Duo with Amazon Q

E7£ GitLab Duo A Amazon Q WA TERE (Al ) e , EATHERFZHHEIE AWS BFR. B
XEZEER | BHSHGitLab XA F M GitLab DuofE Amazon Q #HITIRE,

A AWS BIRMXPRKREFH 1T A

£ GitLab Duo AREF , FET Amazon Q FF & E Wiz Hl & 81E Amazon Q FF & &M ELE X,
ZEEXHATATHEARESPINERAFSSsAFAEZEEREHBEFHEXEE, IR MAR
#E , BEE— OpenlD Connect (OIDC) &7 HR (IdP) AR —N IAM BRS B &K E L 5E /1K
F'leﬂ M{E1E. GitLab Duo AWS E 7 & a1l 0 22 Fir & &R H GitLab DuofEl Amazon Q #1TIRE

25 GitLab XRF R GitLab DuofE fl Amazon Q #H1TiRE,

BIEH IAM Ben , RE2FENZESLENRNAMEEERKE. AEEERKIMME IAM A6
ERAHEE T R IRHY RS

TR —FAUREKR , TR FERE Amazon Q RfEA GitLab Duo with Amazon Q T&g
FIXBR. 812 IAM A e AIURINZER. ETHRIZNRREBEENEANE , B5H
GitLabDuoWithAmazonQPermissions B 3K .

A4\ "‘ﬂzTB&@UEWH?E%%?F)%WDFE%RFEO AREEpEEG , TARGERNERKXE, AXES
8, B2 (AM RFER) PHEERKEREREXEN AWS 54515 7 EE KSR,

EERmE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/
auth.token.gitlab.com/cc/oidc/instance-id"

},
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https://console.aws.amazon.com/amazonq/developer/home
https://docs.gitlab.com/ee/user/duo_amazon_q/setup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_managed-vs-inline.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies.html
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"Condition": {
"StringEquals": {
"auth.token.gitlab.com/cc/oidc/instance-id:aud": "gitlab-
cc-instance-id"

}
}
}
1

}
PR R B
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GitLabDuoUsagePermissions",
"Effect": "Allow",
"Action": [
"q:SendEvent",
"q:CreateAuthGrant",
"q:UpdateAuthGrant"”,
"q:GenerateCodeRecommendations",
"q:SendMessage",
"q:ListPlugins",
"q:VerifyOAuthAppConnection"
]I

"Resource": "*"

"Sid": "GitLabDuoManagementPermissions",

"Effect": "Allow",

"Action": [
"q:CreateOAuthAppConnection”,
"q:DeleteOAuthAppConnection™

1,

"Resource": "*"

"Sid": "GitLabDuoPluginPermissions",
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"Effect": "Allow",

"Action": [
"q:CreatePlugin”,
"q:DeletePlugin”,
"q:GetPlugin"

]I

"Resource": "arn:aws:qdeveloper:*:*:plugin/GitLabDuoWithAmazonQ/*"

}
]
}

HE K NREFEZTLRFHBANEREHNCEA  UFEATFEERN (CMK ) X BR# 170
2o, AIEN kms:ViaService ZRUBRMARBIERER CMK RITABTNEMNBEE, BXRESZER | &
Z R EEX Amazon Q FF R E RV RIRRAHRTE=FEMK,

GitLab TRE1T3h

AR, RIRIRESHERIT GitLab WEMEHBERPHNES . BT HNAEFERRIERREE
GitLab , EZRGitLab X4,

EHBEREREER

« /q dev— AL GitLab B HER BN S REEE T NI Amazon Q AR AV IE ST 4 K
ready-to-review& H1iEK, XEBTERIELMABSETZTREBHURE. GHERKEFIZIHAE
B Amazon Q & RBRIBZEREENEHBERFTESE , ANELNERMEHBERBE, BXES
ER , BEREEEEILNEHIER,

RBEE

« /q review : AfE GitLab Duo with Amazon Q # B & HERFE, HEHBERLBIMENBE
FE, FR GitLab BER , BETLUE Amazon Q BE R XA B FiZ. B{LABFEXIRFE
EEBHREMBESRE , Amazon Q RERRBEERVFHAMBENEHERD , ANHTRER
B, 7HAIE, BEHER REX, RBEEZERS.

Amazon Q 2B IFCRHRBONTER , BRITFLNN—HNEMNBAERIN. ZREREIEGME
WIZIES. IAMEHBERJEMT T ZAXANSHERS , 2EFEHIRBFE ; BRESHE
RAFFEREXNWRBIMEENFE , BAES /q review REBEREFIHMEL,

LU RBTEERENE GitLab REARATNEINFEABERLADET. BXREZER , S
FAEESHER,
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Web AP REFHNI KR EHN IDEs

« GitLab Duo Chat 1 Code Sugements 5 Amazon Q B2&H , I CI/ICD BRE. 4HixAEBRN LT HE
REMRZR. EANERX2EFRERAMIwSREAESR Amazon Q BIXIhEER GitLab Duo, BX
EZ{EE , 15 As k GitLab Duo Chat,

GitLab Duo with Amazon Q A7}

GitLab Duo with Amazon Q A AT E&E (Al ) BN EERAZHRHEFRAZENRREBEEIE
T, B LAER B TEEMN GitLab EHIFGitLab Duo5 2 E £ # Ult GitLab imate 17 & FF 24 £ F
Amazon Q. GitLabBRFEZEAIE Amazon Q FFAEHZE , N5 OpenlD Connect (OIDC) & 712 tr
WiERE , HEIZA TR Amazon Q 1 IAM B, GitLabBXEZELR , BSH £H AWS FIRF
BREEEEHEIT Ao BT MBUNMAI R EFTE R R HGitLab DuoffFH Amazon Q #1TIRE , 2 R GitLab X
¥ GitLab Duoff /| Amazon Q #H1TIRE,

Bt Bk AEA, BARIE LKBNAIIEE , BLE GitLab Duo with Amazon Q B A Fi 4,
EXEZEER , 5 < GitLab Duo with Amazon Q.

5/ Amazon Q GitLab Duo HTIRE G , B LAF B EEA Amazon Q BY Al THEE GitLab SkRE &S HE
KWRENRE , HREBRTMHEN, A, BETTLUERXIEF Amazon Q B GitLab Duo Bl X Zh&E
LEBFEES , fIUBRRE, BFEEELAWEE, EMNRBE,

EiFM T B {AE GitLab WA R A BRREEME HIER , S GitLab DuofE Amazon Q.

GitLab Duo with Amazon Q ¥ [fE#HEE

EHEEA GitLab Duo with Amazon Q FHEZIER ARRIE , AISEUT RS #ITHE,
GitLab SE45IPE 1k A ¥51& 3R

[ : FH GitLab SEHIFELE T A¥5ER , Amazon Q BEEREM GitLab 3£,

BRGE  AEM L ASEROEE | SHRTERUERRE Amazon Q WAIEER, AHMEILR
QO

- REMRSES
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BREBZENMALR GitLab KOIFREEFEL . BREZFEE , HSHGitLab XHEFHIGitLab DuofE

A Amazon Q #1Ti&E.

GitLab 5 Amazon Q 2 HIHEERRE LS
B . TEXT GitLab Duo Amazon Q B AR , BIE GitLab f Amazon Q 2 HIEETRE Y,

fBRIF R : 4 GitLab Ml Amazon Q FEZFHK |, ATEELSBEIELK. T ERFEIELLR Amazon Q
A GitLab B HEI AR KR BINA WA GitLab.

SKOIE A TR AT

[IE  REFHEIEHRT GitLab 324 URL , M FE GitLab fl Amazon Q 2 BIHEZERRE L, Amazon
Q TEBHR A Z GitLab =41,

BRFR . ERREBR AT EESRNT , ENFALKN GitLab £6l, BEXREZEELE , HSHGitLab X#4H
B GitLab DuofE A Amazon Q #1TiRE,

IAM A5 51RME (I1dP ) BiEfHEiR

B R IAM BE&FIEM Amazon Q FF APls E3RGitLab Duoly IEEFAIER,

BRAR : BREDIRMEDS (IdP ) fIAM BEEELER, EXEZELE , HSRGitLab X+
#IGitLab DuofE | Amazon Q #1TiRE,

Amazon Q FF & & Rl & X T 177

BB - FZi4 AL GitLab Duo with Amazon Q , HI@F|LA R E&& : Application could
not be craeted by the AI Gateway: Error 400 - {"detail":"An error occured

(ValidationException) when calling the CreateOAuthAppConnection operation:
ProfileDoesNotExist"}

BARBR . FEEET Amazon Q F R EBRIZHI A GIE Amazon Q F X EBREENH. BEXESZER
EHZFGitLab X RGitLab DuofE Amazon Q #H1TiZE.,

GitHub KX Amazon Q FF A& ( FTR¥EhR )

(® Note
GitHub ik Amazon Q FF R EMRE I TR XM ER , THEEW RS RETLE,
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B GitHub ksl GitHub 1l =hR Amazon Q FFAERR , BRAIMERGF X TERF R A Amazon Q
FRERNINEE. EHRLNFRNRE , BUUXEHREE  EEREPREEERERNE , A EILE
TR BREE. REZHESE , EUURERE  RESE T2 NBRERHTIERMLL. B
REZER |, SH Amazon Q FF & EMACE,

&R LUEE GitHub 1517 Amazon Q FFR EBREK , ARNEGRIEMEARNFHEE, EFBER
GitHub kX Amazon Q FF R Ehx , FTZRREA] : T, # GitHub FEAEERRESEMA RS,

/A Important
EZ%& Amazon Q A X EBRMARFHRNEIGRE GitHub F#E , BA4THZE GitHub A48
HHEXER, BXEZEER |, HS5H (GitHub X&) ML % GitHub N AREFH ERFfH L
R A,

(® Note

Amazon Q F X &R E GitHub WERSEXEERNLBHE, EXEZEE , 5SH
Amazon Q 7 & &R KB Xigab 2,

(® Note

EAT GitHub B Amazon Q FF R &M ( AR ) BB A EREN AR REH RS, WRRK
IRFRE ALLZheE , BRIV EGRHE T D BHURFETERFMRARNF K,

£

« R Amazon Q FF R EW N AR FHERIG[E

« Amazon Q FF R ERKE

c EMNARFRE

« ¥ GitHub AR R 2RY BREERF

* 1E GitHub BB EER P EAMIIGE S

o BOEAD - R, £ GitHub PEAIBERIESFE AR
« 1 GitHub H £ Amazon Q FF X ERFF R IEEHIER
7 GitHub £/ Amazon Q F X ERFHITRBFEE
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Amazon Q 7F %% A5
- £ Amazon Q F R EREZFIEFREEARFALENFHAEE

- BREDSIEMHNLEEE

« GitHub ix Amazon Q FF X & RHEHE

Z¥%& Amazon Q F A EZE MM AR HZNGIA

ERGItHUbA LA EE R |, B LR BRZEMEE Amazon Q De GitHubveloper NARRF , MELEIRE
AWS IKFEN A e ERH. ERELRED , B lERRZNARER FX GitHub AR FRERIEE
EAEENTRNR, ERRENBNG , BRAETE GitHub FRZREMA Amazon Q FF X ERIIThEE, &
ERARBZEATE , I Amazon Q FREREFEFEMZNARE, EXEZERE , BZHA R
EA : &%, £ GitHub FEAIIsERIESEARH,

/A Important
EZ % Amazon Q F X ERBARFEHRNXEFE GitHub FM#E |, BATUHK R GitHub AR
WHEXER, BXEZEE , 55 (GitHub X#4) FHZE GitHub NAEFHERMAL
AR,

(® Note

MEEH GitHub ALALEZ A IP AFFIFK , MAMIE GitHub B ARFFHEIARTH
IP sk, &t A SLERFFIX L IP thit BERMEIZHN AR FIRP. BEXREZELE , BSH
{GitHub X#%) ®# /¥F GitHub B AERF AR FE A TR IP ik,

LT 2B FiFRE GitHub &BIREY IP it -

34,228.181.128
44.219.176.187
54.226.244.221

Amazon Q F R EMRNRE
Amazon Q Developer REBEEBMNRHF REGRABPRESE , MR, WX FIE R HFELER,

« Amazon Q FFRVE : SIBRBEH RN WEEFT K #REG , Amazon Q FF R E RS B 3h SR RRYHT
WREMSFIRIEE . Amazon Q F R ERSUE—NESRBEARERHENNEIER. FREAR
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ZH , BEAUERBIFCHER /q dev RIIGRREBEHNETF XK. BEXESER , SR &
GitHub F £ Amazon Q 7 & & RFF K IhEEH ER .

« Amazon Q RBFENRE : YHNEBERGBHERAWHEGEREFHITFAT , Amazon Q F X ERR
LBHIRITRBFE , HEXNRKBRE, BENIRZZREBEHRME, Amazon Q F X EREESH
BiIRBINEBERBEFR , EUEEFHAEEEAFHERRINEERF, RBFELREE—NF
BERE , HhRTESEIHRE, BUENERERNITFRHER /g S5 Amazon Q F R E R
RE , RRBTFEF LI EERF,

NENRBERNEERINRBI2MEAFFE, BAENIRBERFEA /q review RIHTRE
HFAANRBEE, BXEZELR , 20 1 GitHub F£H Amazon Q TR ER#HITRBEE,

/A Important

Amazon Q Developer B A2 F o= R &R N A R H GitHub 7 4& FE + B 2 812 Amazon Q FF
ERERL, IRFEFTZ2EHVNEN , RESLEFHBERE , WA SAEH F3h 8| ZGitHub,
TG ZIRZ WA N Amazon Q FFRRE , FEEFHIRFIN Amazon Q FF R EFRS H# 174k
B, BXEZER , 551 (GitHub 3X#4) R BIERZ,

EMMAERFRE

Amazon Q FF R EME GitHub IWER TR ZEFER , THELIRE AWS IKFEIA R, 88 N REEHH
ThaeF X ARRBER , MESARATRABRENTHEERER. EERARBREATE |, EEN

Amazon Q F R ERNARF LIRS AWS IKF#HITEMBE. BXREZEL , S H £ Amazon Q
FREREFHETREEARIFHRENIFHER.

/A Important

B Amazon Q FFREMREH S FEMNARFLE , BL4HTARE GitHub ALRRMMEKXER,
BXEZER , T2 HEGitHubX P RIGitHub R A2 FF R BER LAK OAuth M AR FMA LR,

£ GitHub €N KB R RIERF

& T LATE X305 B 23 5 £ Amazon Q Developer ¥ B /F , FEGitHubR B F RIEZ 108 F Thae
ENHRE K MEFEERSEE,

Amazon Q F X ERYT BREFZIFUT KRS
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» Google Chrome

* Mozilla Firefox

» Microsoft Edge

£ GitHub [RIBMABER P EHARILH S

&R LAE GitHub RIS EGE R IFE P EARMIG T , A Amazon Q F R ERMITTF RIS SR

f#

x¥#Fo

e /q dev : £ GitHub [EZAAA Amazon Q FF A& , BRI FThEEMEEIRIEE ., Amazon Q FF

RER2UE-NESABEIRERBENNEIER.

* /q review: M Amazon Q FRER , ERNIFERIBHEMIT AN EHRTREFE, KBF

ExHNABRE, BERERZEBBRERE A FARNGHBUEESR  AEREETIDKIIH
RIBNFERE, FNINERITCHER /q ISFERANFAERITRE, AANEBERELRER
MABF2MEBFE,

« /q help : ## GitHub i Amazon Q F R EBRWMEXREL , BEMIHS. e, BEFE

LK 3EE (Amazon Q FF X EMRIEREE) & GitHub Wk Amazon Q FF & &R ( KR ) R4 EERE,

RIEA] 1 R, & GitHub F{ERTIEER IR & £ A R &l

(@ Note
GitHub iR Amazon Q A X ERB a4 T A MM ER , ThEERIRES R AT &E,

AHENESESLETRATES !

1.
2.

3.

M GitHub Marketplace &% Amazon Q F X EMBAREF , AR FHEXI BT ERN I RINXER,

B AT XA ML R EFHRBFEENEER , FHBFERA Amazon Q Developer k4L
B#, HE , RALERBHRFEARMIG R RENTIET X, EEENEBERPEARIIGTE
FANRBFE,

( A3k ) ERAEH AWS Ik P2 258 Amazon Q Developer BIRREF , WIESEARE.
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FB] 1 1 GitHub &% Amazon Q FF & & R HRINF R

&7 LAGitHub £ 2 £/ Amazon Q Developer , THIRE AWS IKFEIRI FFREA. £ GitHub H{E A
Amazon Q F R ERME—F M GitHub REZNAREF. ZHEIEF , BALUKRT Amazon Q FF X
FERRXY GitHub H P S 7% BE 2k 7E 170 BE 49 15 [R] A BR o

/A Important
EZE Amazon Q FFRERBARFABRNETF GitHub F&E |, BAFUHE GitHub AR
MHEXER, BXEZEE , BH2H (GitHub XX4) M L% GitHub NAEFHNERMAL
HHEE,

EZI Amazon Q F R B RHZINFR |, FBRITUTIR

1. BMZE GitHub X Amazon Q A& & RN AEFRH.

WEEE , AFEAEK GitHub FIEEF GitHub Ik,

EE Amazon Q F R ERNARFHBRMINGE , AREERRE.
ERUTE—AXEEXN GitHub 174 E# 75 R AR :

0D

a. ERHNABIBNMNRREEENTENR , BEEREEFHEE,
b. ERMNBEFMENTRNR , FEBRNEEFHE  EREEFHETUXE K ARGEE
BHLEARVFIL RN FEE,
5. BERZE , TAE GitHub R %K Amazon Q FF X F R H BRNE T B 76 ERRE,

£ GitHub AR M ARFZENRNGRGE , REASNEEERZE GitHub FHY Amazon Q F X &R
B TTHE, BuUSMELEN GitHub 765 |, FFREEA Amazon Q FF A B MY IHEE,

(@ Note

MRER GitHub N ALRBEF A IP KFHIEK , MAME GitHub NARFPHHIA R
IP b, &t A SUERFIX L IP it BERMEIEHN A FIRF, BXEZER , HSH
{GitHub 3(#4) H AR GitHub MAREFHRIFZH AV IP it

LT ERATHRE GitHub FIREY IP #biit :

34.228.181.128
44,219.176.187
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54.226.244.221

FB 2 . 1 GitHub FfEA Amazon Q FF X & xIhEE

£ &% Amazon Q Developer M ARFGitHUbH RIG R BN FMEER , BRI SAFFBEH Amazon
Q Developer REEENMN KRG REGEABRPRELXF , NEB., MHENBBRNARFHRESR. &
REZER , BSRAUTE—XY :

/A Important

Amazon Q Developer N AEF &2 SR INGE B GitHubZ % EE 7 B zh 812 Amazon Q FF
EREBHRL, WRRSTE2EHCEN , REZXEPMERE , WATLAEH F 3 8IEGitHub,
PG ZIFER RN Amazon Q FFRARE , FEEFHEIRBIN Amazon Q F R EBRES H 174k
B, BXEZER , 521 (GitHub X#4) R BIERZ,

« £ GitHub #{#F Amazon Q FF & &M FF & ThaE H kK
« 1£ GitHub #H Amazon Q F X EMHITRBEFEE

]I RERACEHRAABEEFAFEE

&R LAE GitHub &3 EM Amazon Q FFREMRMRE , EFELRE AWS IKF BRI i, BARRE
HAZHEET AMABFENFRRBER, &7 LARERET A EHN AWS K EM R Amazon Q
Developer NAEFKREMERERE, EME , EETUEEMXFAEE , SINERARKBEFE, A
MATRRNENIRES, BXRESEE , BSH £ Amazon Q F R ERIZH & PR S £ R
BENFAES.

/A Important

E7E Amazon Q FF R EMRIZE AR IMNARFRE |, BATHRE GitHub AEMMAXER,
BEXRELZER , FSHEGItHUbX A M GitHubR AR F LR ER U K OAuth R FAEFFALR,
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£ GitHub A Amazon Q FF X B IT K ThaE HiE A

(@ Note
GitHub iR Amazon Q A X ERB a4 T Z MM ER |, ThEERIRES R AT &E,

£ GitHub # , &AW LAER Amazon Q FF R ER BB SRIHUENRREE | FESMEERLH
FTENNEER , NELTRRE. HEANRBRINTHET XL , EA /q dev RIS

B , Amazon Q FFREMRSFZAE ( BEFRE, #R ) RE#ERBAEN LT, ERFHHRBEE
FRACBNEGER, EHNEUERS , EAREHAREE , Amazon Q F R ERSE T REXNEWABHR
TERMmAL,

#8 AAER Amazon Q FF X ERINITE R THEET &, &0 ABER @S A &K AWS K - E
MZ%&# Amazon Q Developer B ARRFRIEMERFERE. BXREZEL , S H £ Amazon Q Ff
REREHEPRSFEARIAHEENEFHAES.

/A Important

Amazon Q Developer B ARRF2Z R EER NG R GitHubZ % &+ B 3h &2 Amazon Q FF
AREIREL, WRIFETZEHCEN , HEREEPMERE , WA AEHF 38 ZGitHub,
I ZARL WA N Amazon Q FFRREE |, FREFHIRBIHR Amazon Q FF R ERZ H# 1T
B, BXEZEER , BESH (GitHub X14) HMBIERE,

EEH Amazon Q F X BRFHITHEEF X , BHRITUTER

1. WEEE, IEASH GitHub FIERF GitHub I/,
2. SMELH GitHub AR , Rt ARFHEMA Amazon Q FF R EMIT K ¥ RERI 7 o
3. ERMFE , RigtIEMABAREREARAE. BXESEELE , HSH (GitHub X#) FHIAIE [

NF#EE , ERNPREX AR AER , WABERN Amazon Q FFRERBEHRIEF R LT
RUPRE ( Hlan : eIBEGIRIINARRF ) . ARFEIZESREHEE  REMSHINEET KM
ET3

NTIRARZ , EF] RS FBEFEMBER , 7 Amazon Q FFRERREHIIET RFTHEHN L
TX. BREZER , 55 M (GitHub X#4) FHYEER .
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4. tlgEBEREENBRIBE , A% Amazon Q FFRERDEEF K% , HEA /q dev RHL
. BHRITUTH®REZ—

o ERNEBRGFRE , BHRITATREZ—

o EREANNKET BREFEMEN S EL Amazon Q THEE  AFiEER Amazon Q F AR
BIRE,

« EANRERERIRE , REEF Amazon Q FFRRERZ,
- EREWTRHER /q dev RHTaR T , FHITUATERE

1. REETES , SHEMIFLXE , EIFeXERAFERIHA /q dev,
2. &EEITL,
5. XNT#HEE , EFECREB , TREE Amazon Q FRERFT K EFMFHFENREE, R
LERENEAEEE  FRERARFER. AXESEE , BSH (GitHub X#) PHREFRE,

% Amazon Q F R ERFTRIETF AW RBEREKG , RERBHRMITILH I ZENEGER,
6. SMZE Amazon Q FAEMRBZ THIFIL (HIM : “I finished the proposed code
changes, and the pull request is ready for review: [PR link]”) , RERT
PIEUE SR EE 12
BHALSEMENEGERET+ , RFEE Amazon Q FF & FRBIEHIEUE K,
7. ERXHTELEDF , EERBEXR.
8. WRENBUMNARBERRBIEFE , ISHZNMEER,. BXEZER , BSHEHEUER,

FBH A U EE R RNAEER , HEI @ Amazon Q FFRERRBAHRMRE , SRR E it
1TERMEL.

EX Amazon Q FF R EMINEF R RBHITEAR , BRITUA TSR

1. %&# Amazon Q FFREMEIZENHEER , REERXHEERT+  EERNBER.
2. WE  XNTERERBOBERBT , BER + UMIHEE BN ITL,

EXNEF , BUUER/qhT , AREABAREBESHITER (HlW0, /q implement my
suggestions®/q refactor this function for better performance ). Amazon
Q Developer B SBT M £ —&iTie , AR HREFENBRIGENER (Fla , “BERER
BEBUATER : ...” ) o KHETHKE , Amazon Q Developer &% B — & iFiERBIAE X (5
m,BREXETEUMNENR, ") , A LEOERNRERERE , KAUEEPERFEY.
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3. REXEFRMMNEREERE , EF Amazon Q F R EFMMMNER. BRUBREFECA/qir T4
SR HE AR B T — D RIE

4. MRENEFREHRBEIVHE , T ANEEER , IBEIHRBEBINABHITER. BXES
F8 , BEZRAEHNEER,

£ GitHub F{EH Amazon Q F X EBHITRBFEFE

(® Note
GitHub hx Amazon Q FF R ERE BIL TR A MBI ER , HREAIRER RERXE,

Amazon Q FF & EMRZIFE GitHub A#HTENMERBFE, HBAEFNAEBERSIEHRITHE XA
BRI ENIESRET , Amazon Q F X ERABFMITRBEE , AHNRBRE, EERIERESmEXRE
RERBE, BRAFEH2EN—OREFERE , HPRETFSXIEH R EE, Amazon Q FF A #HE
RESAERFIWRBERBESR , EUEEHERSETHERBNEFERD, EREERWITIL
o, BALAER /q mhiRE  RABTFERINREHTRE, IENIERAGEREINRBTE
AR FE,

® Note

Amazon Q FF R E#ZFEHH “REFE" e RELHEIRIERITTREGE RS EITH E
HRBVEE, ENEEREIRREA/q reviewfiIn S EHIRBEEFRZ L REN 0,

B ENIERFER /q review IS TEHIRBFEE, ZRATHT A NEH AR EUE RIT
R, SN EERYIRE ( BRMEITENFTRER ) BIHNRABETEE, AXESEE , B2H
£ GitHub EUERF B R EBFE,

B8 ARFER Amazon Q F A EBRFERRITHHNRE, B UABMNESERAZN AWS IKFEMRZ
&M Amazon Q Developer R AREFREMERFEHAE, EXEZER , S £ Amazon Q F R E
REFAETRESEARFAARBNIFASE.
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Amazon Q FF & & hRX AriEE

® Note

ZHHCEARBEEDEE , BT Amazon Q FAE B4 SR ERZIhEE , TR
GitHub FEAMXIRE, BXEZEE , BSH £ GitHub F 4% Amazon Q FF & & RN

ok
BEo

TR

EFH Amazon Q F X ERBHRBFEE , BFEEEL BT GitHub EHEEMNHMNNE, XEFENEHEE
AERBANE, ‘4 NRHEEA"NR. HEREUNBER‘DENBEHNAF , URTNR K
B, & fEA Amazon Q F A ERBHREFE,

BEDXNRHW GitHub AP MU FEF#EEFEPHNEER, N ToHERE  FAAF (ZLAG
WA ) R EENEIE R,

BREZEER , F5H (GitHub X#) HHALANEFREACMIELARABBNTE,

7 GitHub HEUER BB HEE

LTI RN EE R EMITIT 2 A1 X AR ELE RS , Amazon Q FREMLBFHETREBHFEE ,
FEHNABEE, BERBERXRRBERMER R,

EEM Amazon Q F R ER#TRBFEANABELRR , BIITUT IR

Fa®w&ER] , WA LATE project-root/.amazong/rules B X THE$ Markdown XHHEXBE
MimmBiRE , NMEBEXRBREFEAHAN, Amazon Q 2B EFEXLEN , BREENIAE PR
—HHNRBRE. BEXEZEER , B5H EE=FFE&+F N Amazon Q FF & E oI 25 B AN,

1. WABEE , AIERALH GitHub EIEE F GitHub IKF .

2. SMEZMN GitHub AR , AR ELEFEFEH Amazon Q F X BERFITREFENERE,

3. ABRRBNEECEFNWHEER, BXEZEE , 58 (GitHub X&) FEaIZERELE K,
BIEFNEERE , Amazon Q F X EMSBIFARRBFEFEULNBEQE, FETK

J& , Amazon Q F R EMSER —HBABFERE. ENMRIVBBES AT TN ERXE RER
BTRS , AR TRIZVEERNEBEE SRR,

4, BERAEXNBERAERENIFRNFES X LOEZRER. Nt , BANRRH -FRUBRESTTX
Bitie , /qREREHNBEREFTERRERITER,
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Amazon Q FF & &R AFiEmE
5. (&) MRIMWEFEERR, ENIRERTEF , SMEBFMTL , ETFLCXEBAFZRDH
A /q HH EZE R (I : “/q explain the importance of this finding”).

6. EF Amazon Q FREMRREMNRBEHRRN , ERRIBW , ARERRIERAEHHEE

Ko

7. MRLENBUNNRBBEARBIFE , AISHNEGER , NA Amazon Q FF R EREZWHW KB
B, BXEZEE , 52K (GitHub X#) HHEHENER,

£ GitHub FIEUE R B RBEFE

£ Amazon Q FF R E R XIFOIBRHEMITITRY GitHub HEVER K B TER , LRLEAR /q
review RIS EFFMANKBEE , WABHTERMLL, WRFERFHHNNBERNTEZRA
BT,

@ Note

REENEERPHNFMITCEHINBFEE, /q review IS HEIABITFREAEP TN
£ /q reviewslash S ERBFEESRE Amazon Q FRERFI AT “RIBFE" ThEE
REM I,

ERNIBERFEARHBEE , FRTUTSR

1. WBEFE , AFEALEN GitHub FIE& % GitHub K/,

2. SMEZMW GitHub AL , AREZELEHFEFEH Amazon Q F A EBERFITREFENHNEER. B
XEZEER |, HSRXTHEIER,

3. HEHNEERTET , SMERMPERE , EFLNAHAZERFHA /q review,
4. EBRTRUBHRBFE,
Amazon Q FF & BRI REE E /12 $0 i 18 SE R FLEGE R BI 24 TE. DRSS , Amazon Q

FRERKER—DRBFERE, SIMRINABIUEFTLCHNEAESERET S |, BTH
T ANE R R U E A EE R BN ER.

5. (&) MRIMWEEEERR, ENERERTEF , SMEBFMTL , BTN EBAFZRDH
A /q HH EZE R (Bl : “/q explain the importance of this finding”).

6. MREXNBUNKBBEHFRBIFE , TEHHEFER , A Amazon Q FFRERE ARG
B, BXESZER , 520 (GitHub 3X#%) FHEH A EER.
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£ Amazon Q F X EREZEFHIEFIRESFEARIAREN FHAEE

(@ Note
GitHub ik Amazon Q FF R EMR BRI TR R MHER , THEEW RS RELE,

BT LA B A Amazon Q Developer (K32 , TEIRE AWS IKF BT FAER . GitHubi&&E AIRk1B
MIhEETF A MR BEENENFARRBRER, S AR EAZN AWS Ik EMRER Amazon
Q Developer NAEFREMREREAE.

MABRT , YRR RMARFGitHubEt , FEPEARBETFREMINETT R I8, SR ETMSER
HAPESIh6E, EMEZELR Amazon Q FFREREEX M , MENEFIAEERXLERE, ZEENX
HreFEENRENRBRNEE I,

/A Important

E7 Amazon Q F X ERIZEI AR EMNARFLE | BUTHEE GitHub ALEHMER<ER,
BEXREZER , FSREGItHUbX AT MGitHUbR IR F LR ER UK OAuth RFAEFFMALR,

EFMER Amazon Q F X EMRZEZ S , BRITUATER

1. SMZE Amazon Q FF X ERIZEH A
2. EFTUETRIPME A QD eveloper , ARAEZBIE TG A Kiro 1 Amazon Q Developer,

MBEZHIBAT Kiro #1 Amazon Q Developer , i ZE SR 3,
3. ESMBEHT , %&EBEFHH Amazon Q FF & A AGitHub,
4. EFEEMEE , AREREN , RELF/ES| S ZE GitHub,

WRIE N H SN Amazon Q FF & FRRIFEIEH GitHub A48 , RELFEEZEME Amazon Q
FEEMRZESHE, EXHBERLT , ERESR 7,

5. FERAEM GitHub FIE&E % GitHub IKF, MIREEZAKF |, FEBREHFERERF Amazon Q
FF & & K i 2] PR B9 T P

6. EFEFTN Amazon Q FAXEN , BFHIFEIE GitHub IKF IR, BNNERGE , RESFTEETE
BBl Amazon Q FF & ERIZ&HI A&,

7. HEEMBEAGET , WAL GitHub FAER , AEREERBEE T , HMMIRE,
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Amazon Q FF & & hRX AriEE

a. HEMBMNXAEBAES , WANAERFRZENEBW.

b. (Wit ) HEALRBK (R ) XKARAFZERT , AASZNABEFRRKXEKNWALRBR.

c. (FIE)EIRET  EBIIRFAXBEANERANBFEEINGE , TRIZIENEE, hEETRE
BIEEW , MINMER T TEARS,

d. (W) & “BE-TE T, EE RNIEFRE" BUNII— AT LAF B2 R M TFEIE AWS FIRRY

FRZGitHub,
8. I&FE XM LAGItHUbER &R AWS Ik XM NARF R,

BIEMNARFEZER B UEEIMFAGEE. EMATUSAREARBTEEYRE , LAlE
LUEARIIRE, B biliREM. BXEZER , HE5H BEC MO LZEFE.

B 2EMEY R &K iF R

@ Note
GitHub hx Amazon Q FF R ERE B TR XM ER , ThEEA R RELE,

B2 Amazon Q F & & IRt & X4 H EM GitHub MR ARG |, A7 Amazon Q FF kX & hxiz &l
ABFRITUATRE -
- BARZARBETEE, WEFAEER T EEL.

- BERRRRT BREFNERE B iz BAE GitHub RIFEHRIRZEFRIN Amazon Q FF & & ixZh 8E4R
&

= o

o NIIFRE LA 2R AN I % Y IR SR B AWS B,
- MIBR GitHub NAREREMER.

£ GitHub F 4% Amazon Q FF % & IR ZhBE

£ GitHub AR ERAHENREHRIENAELRS |, GitHub FH Amazon Q Fr & &K FTA 7 FA ShAE 2R
N T EARS, MREFBHFELEE GitHub FERAE—Thee , AR EEEA,

1 GitHub /5 A A Amazon Q FF R ERRINEE , BHITUTHR

1. BMZE Amazon Q F X EMIZH A
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Amazon Q 7F %% A5
2. ESMERM GitHub FH Amazon Q FF X ERT , R EEMBLE,

EEMST , EREFERARNEAYEEN TEX M EME .

EThEET |, R mE , BEThREN 7 A,

EHREHOXNEES  REFLESASIEANIENNNITX , ARERRTFHIANER.

o bk ©

¥ Amazon Q FFREMREF EFERARNERANGERE , EEXRDSE GitHub, ZERAZIEERE , BZHAM
B E Amazon Q TR ERIRE , RMRHEIR, BEANBTEEIE , FHUBRBERPHTIEEDIHT
RBHFE,

BEANBRT RERF

BALEE—ZZFNXLEERLE Amazon Q F X ERT BEF. % BEFFEZRESEGitHub(R
B PR IhRETF XS 2 Bl 48 Amazon Q Developer , M EEMRE R L AR ITE R,

Amazon Q FF R ERY BEFFFUTRMES :

» Google Chrome

* Mozilla Firefox

» Microsoft Edge

&M E1E Amazon Q F A EREF G EEMEBZEFF REPEERZIFHRLRIR,

IR Amazon Q FF & &R GitHub M A ZZEHEMEE

AT Amazon Q FFREMIZEFE |, MER—NZHZ A GitHub A REMEMER . KAMEREM
fF, BZEMRBERO B RECSRBIER | BRETERE,

EMIBR GitHub IR RE |, BTIMITHU T SRR

1. BMZE Amazon Q F X ERIZ&HI A,
2. TESMBEHEK GitHub /) Amazon Q FXEM T |, R TMNLE,
3. BEHITUTE®BEZ—:

« EREIT , NEFER BRI R REER BROEM
- EEWIT , BREFEMROZEN NAERBR , REEFEMWER.

HREFT |, NIEHEMERE SoEM R FIEFEM BRIEM .
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Amazon Q FF & &R ArfEm
4. EHREOXNFED , EEREBREMBERERS,
5. EXAWAESBEA confirm , AFEZRHBRFEINE R,

IBR GitHub A Z%&EfE , BN IEFEEMFHNZE,

GitHub X Amazon Q JF & & Rt fEHEE

HEfEM GitHub ix Amazon Q FF R ERFHEZELRE , JSEU TR HITHE,
EEDZRFANMNFEES , Amazon Q FF & BT E4E KRB EUE R

RIBHR : A GitHub FREFEEE 7 20 XRFMN , FH Amazon Q F R ERTEEZFHEEPCIE
PLELIE R

BRFR : ?XRPHANSPELE Amazon Q FEBREIESD X , ML ECEBNEFER, BEEEED
TRPANNEFE#ESFER GitHub Bk Amazon Q FF &R &M , EF Amazon Q FF & EMRNARMNE
L lECG N

Ef Amazon Q FAEBRMNARFERNNBIAFIER , BHRITUTER

1. WBEFE , AFEALHN GitHub &EIF& % GitHub K/,

2. SMELH GitHub AR , AFH ALFERN GitHub hix Amazon Q FF &K E M A MA L1 5 R
EAT 3

BEERIRE , AEESMERPERS X

EOXFEFRANT , EBREME R D RPN,

R RS G ICE 2 XX | RFE R GitHub lix Amazon Q FF R ERBIARF
EERFRFER , £TF Amazon Q 7R E RN A EAR SR F B eI B EE R,

o g A~ W

ETHESE GitHub FERDZFFANNEES , FSRLIED RPN,

GitHub [BB H k4> Amazon Q FF & & RFrE
B& : ZBETEGitHubE B A K Amazon Q F A REHRE,

RFE  MRBELRLE Amazon Q Developer for GitHub MR FR R B BIEBIFE |, RERZIHT
EFPMBR , METAEP FHOIERZGitHub, AIFZIFEm AN Amazon Q FEAE , FEEFHIR
A8 Amazon Q F R EHRLEHHITAIE, BEXEZEER , HSH (GitHub X)) PHEIERE,
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Amazon Q FF & & hRX AriEE

Amazon Q FF R ERTERN GitHub [RIZB & FK S

R HEIE T — GitHub B H A Amazon Q FREBMRHKITES , BRBIAT —RIIXFH
REERRTEE
1. # I'm working on generating code for this issue. I'll update this issue with a comment and open a

pull request when I'm done.

2. ## I'm having technical difficulties. | couldn't solve the issue. I'm going to try again. This might
take some time.

3. ## I'm having technical difficulties. | couldn't solve the issue. I'm going to try again. This might
take some time.

4. # I'm having technical difficulties. | couldn't solve the issue.

Consider reassigning this issue to a user. This will help you stay within the quotas for generative
Al feature usage.

BRI R - IR Amazon Q Developer TELBENRBH A HERRTE | HEE—NHEBEHEH
B & LM E Amazon Q F AREHRZ, ETHAEXRVUNENTENNA Amazon Q FAEREBENRENES
E£8 , BSRE GitHub F 6 Amazon Q Fr X & WFF & TheEHERK .

EE=HFEF N Amazon Q FFx & x&IZ2T B # N

BRI A E— NI E AN E , LAMEFE GitLab 2 H 5 Amazon Q Developer —& A GitHub, XLEHLMI
BT ENENBRAN R ENSESE, fla , BaUEE—%MAN , ERFTA Python KB S4AE
REBIRTR | SFTE Java RBAFURM Javadoc TR, FXLEMNEFHEETEF , TEALIEF XA
REWKFWM , ERERIFRID — B,

B HNEIIE project-root/.amazonqg/rules XHFRAH Markdown XHE X

SIZBME MG , Amazon Q F R ERSBIFEENRE AN ETXER , HEENDEFT RERNK
e, BRIEEX LR,

EESXHREQETEMN , EMITUTRE

1. BEENE=FF#EESD , THFEENRIXHFR,
2. HEWMBRXHRSD , IR XX :

project-root/.amazong/rules
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Amazon Q FF & & hRX AriEE

B AESR A F A7 AT T A

3. fE project-root/.amazong/rules BET , AIE—NB AN H, B©XHH Markdown 3L
. Hlan

cdk-rules.md
4. FTFHImMBHN Markdown X4,
EXHFRRNINFAIRR, Hla

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.

All Amazon DynamoDB Streams tables must have encryption enabled.

All Amazon SNS topics must have encryption enabled and enforce SSL.

All Amazon SNS queues must enforce SSL.

6. EBX, FEHEHEBHNEN,
7. (A& ) AMEZIE AN Markdown XK,

2t , BEVE-NHZSANTMEMN. Amazon Q £ B FFXEMNERNTE A LT XEEE
o
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Amazon Q 7 & & AriEE

EHMRMNARESRE Amazon Q FXEBRFITRE

& 7] LLTE Microsoft Teams # Slack XA R XN ARFF S Amazon Q FXEMH#ITRE, EEE
BHMES , Amazon Q BEEZ U TERAENEBE : WEBARASENHRESEK., WEHESZE , URBE
BEPRE, TEEENWRNAREREF , JEALLT Amazon Q BIXINEE :

- B AWS RBE#HITRE

8B Amazon Q FRERR , ARBE A XD MAEBEMNRIR
- BRFIEHELE

o HEDRR A

- DMENENNZELEEE

- EATAAMSHERH Amazon Q MEBEHEE

ETHENRNBARFTER Amazon Q N TEYEEE | B2 (MXMARFHH Amazon Q F
REREBRIEE) PRTALARHXNAREFEFH Amazon Q FFEEMR ? .

(® Note

EHRMAREFPER Amazon Q F A EBRAE |, THRINEMNETF Amazon Q F X BRERE
&,

EERNE S B A Amazon Q B X IhEE

ZERNEEE Amazon Q FF X EME Microsoft Teams =% Slack STUBR MY FINEE , FRALUA TS
B, EPARENRNARFFIRE Amazon Q FXERHA AN TFRFEZRE | 555 (XN AER
Y Amazon Q F X EMREERIER) FH Microsoft Teams A[THl Slack Al7,

Z M Microsoft Teams = Slack #ili&[8] Amazon Q 1£[7] , T 5% fF Amazon Q FINEZNE, Bk,
E#ZH AWS Identity and Access Management (IAM) B &i&E L8 & AmazonQDeveloperAccess
RERE , ARRZRBERAMAETFE, MREFEEEAHBNE , FNRM
AmazonQFullAccess K,

1. REH IAM S50 AmazonQDeveloperAccess FEEFREE :

a. BRI AWS EEEHEHITIT IAM 2F 5,
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Amazon Q FF &% R FAF $57
b. 7 IAMZHENSMERT , ERAE,
c. EBREBUINBEHNEN.
d. ENRFREEAH |, MRKIEZF A HNAR BRFF H0 SR B o
e. TEEFZERPH A AmazonQDeveloperAccess,
f.  %&# AmazonQDeveloperAccess,
g. EFRINR,

2. } AmazonQDeveloperAccess & RN MEIEHMEFE

-~ 0 o o T p

Q@

XN ARFZESEFH Amazon Q FF & FhR
‘R - EERENET N,

ERE—NEERENIE,

ERREFE,

EEREHB|A AmazonQDeveloperAccess,

1%£3$# AmazonQDeveloperAccess,

EERRE

EZBSNEAH [0 Amazon Q 1£[7]

ERELNEEBERERKI , [ Amazon Q 126, A @Amazon Q , AEH AL

T RE

* @Amazon Q how do I troubleshoot lambda concurrency issues?

* @Amaz
* @Amaz
* @Amaz
* @Amaz

* @Amaz

AILUEE BB R RIE [ Amazon Q R HAY — £ BB R A

on Q what are the best practices for securing S3 buckets?
on Q what is the maximum zipped file size for a lambda?

on Q get the configuration for my lambda function name?

on Q what is the size of the auto scaling group name in us-east-27

on Q can you show ec2 instances running in us-east-17

TR SE

[ Amazon Q &7
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Amazon Q 7 & & AriEE

Amazon Q F X B RFINZ M

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

Z2RNHFHEHEE AWS R, REHEBRAFEBERN N Z2UNSPHNRSM !

« TRE — AWS ARFKFES AWS RS Pz THERZEM AWS Cloud. AWS &R ERFHATE
EEANERS. FEH AWS EMMITRIN -2 , EZAFRARFERN ANRIER S ENEN
o, BETHERT Amazon Q HEMMITL , BSRAREAMIT MRHAEERAWS RS

- TIRBE-ENREHREERDN AWS BFERE, EEFENEMRRNT , SHEENHFEHHR2
. BRANERANERREREN,

B BE T RAESEA Amazon Q FFAERRE NAREHBEER. B T WAEE Amazon
Q UERNEHREMMENE B IR, BENFIWOMEREM AWS IRS K BB R R R P S
Amazon Q iR

£

+ Amazon Q JF & & kP By BIR R

« Amazon Q FF R E K F 3 M 15 [0 EIE

« Amazon Q FFR &M EM MR IE

« Amazon Q FF R &R FRYE M

« Amazon Q FRERFREA IR L 24

« N Amazon Q FF R EMRECER Xk, KBRS SRR L R

+ Amazon Q FF & & RF$E O = ( AWS PrivateLink )

Amazon Q FF & & M A By IR R

AWS FEHREERXERTF Amazon Q F R ERPHBTFERF . WARERR AWS |, ARRF ST
EABHNLIKEMZEM AWS Cloud, ERREFNREECTHEMEN LN ENEZES, ZEEATMAH
FANLZLEREENEERTES. AWS RS BXBERLMNESEER , BFSRAKERALELRE, BX
RONBRIERIPWER , ESH AWS Security Blog E#J AWS Shared Responsibility Model and GDPR
BENE,
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Amazon Q 7 & & AriEE

HTFHERF EHN , BAEBUERT AWS K- E3EHEA AWS Identity and Access Management
(IAM) ZEENMNARAF. XNEASMNAFPRTFTETHIERIMENNR. RIMNEBUEELIUATHRR
FEIE

s WNKFFERZESHRIE (MFA)

« AT SSUTLS 5 AWS ®iRBEE. BIER TLS 1.2 HE SRA,
- ERARE API MR FER B A AWS CloudTrail,

- fEH AWS BB RFRUAREFHFERIAZEEH4 AWS RBF.

- FEHASRIEELZLIRS Amazon Macie , il , EEBITF XU AR F6E1E P BREFE Amazon
S3,.

« MREE AWS BEGSTREDR APl HTIHRINEELRT FIPS 140-2 BiERINZRER | FEA

FIPS is k. XU AN FIPS wRWEZEE |, H5 1 (EEEKIEBLAERE (FIPS) 5 140-2
) o

BABRWETNENEEEIBRER (NEEFWE T4 ) RAGZHEHBERAXEATE
(MBHRFEER) . XBTIELE AWS RS 5H AWS EEEHIA. API, AWS Command Line Interface
(AWS CLI) & Amazon Q SREMHLHE #ERT AWS SDKs, ERATREHNRZHEHBERA XA FZER S
MANTEAHREHTEESATIUHRSZH AT, BX Amazon Q FRERNAFEAHNENESELR ,
B2 Amazon Q FF & & M AR S okt o

£

 Amazon Q Ff R E R P Y BIE 7 &
 Amazon Q FF & & hix P K9 54 I3

« Amazon Q Ff & #& hix iR 55 ot

- 7 IDE M TP EETHEHRIE

« Amazon Q FF & & hix P AV 5 X igi4b 3B

Amazon Q FF X &R B TEFE

Amazon Q F#EMNEE, HEEUARET ETX ( flnEsA BEMNRE ) |, RERX EEMER
WEE, BXRIMINBFEHTNBZNEL , HS Amazon Q F X EMFHEIENR., BxAER
& AWS 8 Amazon Q REMNEL B R EBEERAERIMNVBRZSHES , S HAmazon Q F &5 &
R BR S5 Bt o
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Amazon Q 7 & & ArfEm
AWS 4B 76 A A RY X5

MRER IAM Identity Center & THF , W7 Amazon Q Developer Pro REI T , WA BFEMETE
&8 Amazon Q FRENMNAGEIE AWS X5 V& , XA T TINEE :

 1£ Amazon Q BIX 7 AWS EE = H &
- £ Amazon Q it AWS 12§l & iR
« Amazon Q in Eclipse, JetBrains IDEsVisual Studio Code, # Visual Studio

. WHITHM Amazon Q

LI Amazon Q FRERTUEEFEREMECHREN , ENABRTRSEREXEHHITIFH
MLE, MREHEFXEXGFEM Q FREREENH , WA ACIZRSZH KK (SCP) , JHE
IEFREXEFEANBMNITHENIIEE, BX SCP WA, 2R EARKKEEX Amazon Q #Y
A

XTFHE Amazon Q hEEMER , AR HEM Amazon Q F R EREREEN , ENARRFHEES
ERNEMNXEH, EUOMERHSERSENEALENBERFREXESES (HBXMN ) XEdH. B
HeHBEFEREZERD (#HFRBIMILE ) XiEgF, HEEUTUTEA X EREBIENTEE.

® Note

L&ER Amazon Q B4R , WAL ERABRFEHEXEHX,

L IBJF Console-to-Code 2 #| & #RIBIEES Amazon Q £EFERAR , B FE#ERH A X
PR EEZEXEHPIHITAE,

LT Amazon Redshift FfEH Amazon Q £ SQL B , ARFFEER | & X3 P 1764 Mk
B, BXEZER |, 551 (Amazon Redshift EXEIER) HH 5 Amazon Q £ SQL 2
g,

L {&EH Amazon CloudWatch HESIZFER , EFWARTRESEHMEXFHILE, &
KEZELR , 2 (Amazon CloudWatch FAF#ER) HH “ CloudWatch HEHFH L L £
i

BEEXEHEE , &0 Amazon Q FRERREEVERTERLKEFEABTNHEIEXERANFEXEH
BITAE, BXESEE , FSABEXEHE,

Amazon Q FF & & kR A By B3R hn 2%
AFEFRMEZET Amazon Q F LB RN EXER P MBMBSINEZNER,
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&5 P I

M Amazon Q 2B A K% Amazon Q SH T KBTI EBEEMER TLS 1.2 ESRAH
EERITRY

AN

Amazon Q 8 Amazon DynamoDB #1 Amazon Simple Storage Service ( Amazon S3 ) Zi% &
SEE. BRIAMERT , BABIEMER AWS IEMFRF RI‘ITINE. Amazon Q £AXRE AWS Key
Management Service (AWS KMS) B AWS BB MEBEZHN B HIBBHITNE, BELERBEAERE
SRR INZIEN AWS RERP. BEXEZELE , BSH (AWS Key Management Service FF & A
RIERE) K AWS HEFH,

FFiTHE T Amazon Q FF X BT L EEH IAM Identity Center R THF , BB R AT AT Ihee
FAEFEXEER KMS BHNBRSKIEREME

- £ AWS ZH aRBX
- U AWS #2HI 5 iR
- BEXAR

- IDE R

R BEEA AWS #24I&F IDE A5 HA Amazon Q SHEEMNE P IEERANBIBEH#TNE., B17E AWS
¥, AWS Documentation TR EH R I KN AER S5 Amazon Q BIFHERER AWSBE B Z #1700

BEFREFHARLE AWS IKF A, HENMEEN KMS Z4 , B S KMS B0/ B4R
REZRFIXNBENHE. NXEHEXNMEHR. BX/EECH KMS ZAMNEE |, H5H (AWS Key
Management Service Developer Guide) H# Creating keyso

HEERATFREERAR , Amazon Q FRERLEA KMS 81X , AFERNAF., AelNARFE
A KMS Z4i, 3 Amazon Q AR EREER ERENREREATFREEZARTNEN , REFNR
AT ERN, LIENAULSLAFEANEZARTESHENS. BXBEINESEER , 20
Grants in AWS KMS,

WMRIETE AWS ZFI P ERA TINESES Amazon Q BYEIRE KMS 24 , W ATTT 44 B3 1& = 88
WMERFRANZENESE. EAEALNZANBINERT2RE , HERBERIROXNES 2EH
EHMENRARITNE . MREBRELXBNE S EFAINE | WA BURE N G L3 15 1A 8 6 A B9
#H, WREEXATMBRZHIEHSERSFEN KMS B |, WARBIHFOAME , EEERH
ZHARMBEIE
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FAEFEETEER KMS %4

BEEFEFEEEER KMS %45 , Amazon Q F X EMEE A XME Amazon Q F R EREZEHI AR
WZFEA , THEEATRMBEIE, HXTE Amazon Q F X EREFHATFRNZHANEES , BSHE
Amazon Q F X ERFPEEB N H N,

EREBEFFIREZRARME Amazon Q Developer IR , EE AT EF AR AWS KMS, FriE
B KMS SR EZEERH IAM KB HEE 7 FH Amazon Q 7 & & Wiz Hl & .

EFABYEF BT ERARAMENYRE L AFFEEAXE Amazon Q THEF B EEHEH
R BR. BRBFAENRIKE , S M XIE Amazon Q FRIES BEEEHEH,

WMRELEMEA Amazon Q FF X EMETEES KMS #IMEXHER , WETTREEEENNRAUXE
Amazon Q &ZRN. EEHEEMEMNRIR , F8IE Amazon Q FFRERZEFE , AEERERE
RYBR IR L B BT AR

Amazon Q FF & & hx R 55 ot

R T EHB) Amazon Q F X EREEARHEANEES , RITTEESFER Amazon Q FHYFE LN B Sk
RS, Bl m Amazon Q IRHEMEBEREEIS, ARTTEA T HAERBL N TR B AR R RZ
Mo

AT RS H#HA Amazon Q FRERREFREERR

EAVTEELR Amazon Q AR EMEBREEZEENRERNR A TIRS A, Hlan , Amazon Q AIEELfE
AXENAREFHOEZXENRFBZ, EE Amazon Q ZE R, FiREiRSFHITERYIZ,

Hlgn , AWS ATATFHRERSHABE2IFEE Amazon Q R HEM BB LK Amazon Q £ &K EE F4K
B,

EMNT26H Amazon Q F A FERETWEESH Amazon Q Business # B N A8 1T RS it .

® Note

EAT GitHub B Amazon Q FF A &R ( ¥R ) B IR AL AR KBRS, NMRK
IRk B AL ThaE | BATHOGRE R S WBHUARHERERMEAIRNF N,
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WAE R AR

WEERRNEANER Amazon Q FXEREBREENABRHTRS SOE | BURT &R Amazon
Q WIRE,

FF AWS EE#=E A, AWS Console Mobile Application, AWS MUt MBI XN ARRF , BEDE
B Al RFIEFBRE KR, AWS OrganizationsBEXEZER , 155 H (AWS Organizations A 1§
Y P Al RFIEFRIR H KR,

£ IDE # , X¥F Amazon Q F R EREREE , B IDE P RERE, BXESZELRE , FZH &
IDE Man TITHEETHZHIE.

# IDE M TITHEEFTHEHE

AN BWMAERTEMEH Amazon Q B9 IDE i STHHEEBHEIE , 2FEFE =7 IDEs 1 AWS
RIBINE, X Amazon Q HfAIEAXEHIIENE L , S H Amazon Q FF & & i IR 55 ot .

IR HEEE P &N IR

ENEFmEN AT ENRSNERER. fln, AWS AIREERESERELEN. B/ iR
ENBIET 2 EKERE,

ENHFEWET IDEs

E#4 T ## Amazon Q £ IDE RIRERIENEIE , S5 aws-toolkit-common Github Zf#FEH
B commonDefinitions.json 3X#Y4,

BXEER Amazon Q FEA IDE WEMNENBENFMES , BTSHEUT GitHub FHEEFHNRIR
A

- EAT VS Code ¥ Amazon Q &

« Amazon Q FE#&E M T JetBrains

« SEFAT Eclipse ¥ Amazon Q f&#

- AWS # & Amazon Q # Visual Stud

£ Q CLI AU S rY &N 23R

EifM 7T Q CLI WERIBNEIE , E2 M amazon-q-developer-cli Github & EH Y
telemetry_definitions.json 3X#4,
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https://github.com/aws/amazon-q-developer-cli/blob/main/crates/chat-cli/telemetry_definitions.json
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HRATHRN ST TEPKREAENBE

ENWERT AWS TH# Q TTHRRTENNTER. THIIENER S UK SRR
Fo WTFWMTITLAER | BRIN2WEFXTERAM Maven EHRAKEN HIE,

® Note
BOEEHBAXEAFERFRMNMIASHESR (P ) REHCHESHRER

£ IDE BRIV RIEBRFHER Fim& N BIER 5

Visual Studio Code
E 7 VS Code HIEEARAHEZEMENIIEE | B EMFLILRE :

1. 7£ VS Code H#TFF Settings.

2. MBEFEAMBZ VS Code TEKX |
RELBZAFIRE

3. HIREBEZRESH , #A Amazon Q: Telemetry,

4. BUHEREIEE,

BN E Workspace Fi&Tl+., £ VS Code # , THKX

(® Note
XESNMTAEEBCH IDE FHHENRE, NREED

PHRENEESWIRE,

WHER Amazon Q , NIEER

JetBrains

E7E JetBrains HIERFAHELNENHIE  FER/UILRE

1. 1E JetBrains IDE & , $TF Preferences ( £ Mac £ , XfF F Settings T )

2. TEEMSMES | %R Tools , REEE AWS,
3. BUHER “FERABRERAEE" . AWS
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Tools » AWS

Global Settings

» Send usage metrics to AWS (details)

»| Automatically install plugin updates when available

»| Show notification on update success

(@ Note

XREFNMTREEBCH IDE PEMENRE, MREFEDNPEH Amazon Q , NEER
FERENEESWIRE,

Eclipse

E £ Eclipse IDEs AR HZERMIENEE |, HEFULRE

1. £ Eclipse IDE 3T iR E

2. MEMSMm=FiEEF Amazon Q.

3. HUHEPTRERABRIERAIEE AWS ZiBHEIEE,
4. %#F Apply (RAl) MRTFE R,

® Note

XERSMTREXZBCH IDE PMHERNRE, MREEDLHER Amazon Q , NEER
FEENEESWIRE

Visual Studio

ERBRAE T AWS oolkit Ff HZ R H1E N B HE Visual Studio , BIRUAT T TRIRE -

1. £ Tools T , #%#F Options,
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2. £ Options B , i AWS Toolkit , REi%E# General,
3. HUBEE “f3%F AWS Toolkit WEFERER",

(® Note
XEBNMNFAEEBECH IDE FMENRE, WREELWHFER Amazon Q , NIEERA
FLENEBERRRE,
AWS Cloud9

1. M AWS Cloud9 IDE 3B , i£3FE OTNEAY AWS Cloud9 #Fr , AREEETE ‘BRI,
2. 71f Preferences I+ L , #%&## AWS Toolkit.
3. 1£ AWS: client-side telemetry 3531 , FFFF X {N# BIX ANV E

@ Note
HEBEBEEAFINEESEHLE AWS Cloud9d B EHENHIE , AL Amazon Q.

Lambda

LI Amazon Q 5 Lambda —#&EF A , Amazon Q &5 AWSHEEHF iR iE N HiE.
SageMaker Al Studio

1. M A SageMaker | Studio & AKTRIPIERIRE .,
2. MRETHIRD , EESREERES.
3. 7 Amazon Q THIFIFH , EPHECHES S Amazon Q HEFRAKIEZ DN EIEE,

JupyterLab

1. M JupyterLab & OTREPERE “KRiE”,
2. MNRETHYXRS  EBSREERES.
3. 71 Amazon Q THFIFRH |, EHPHECHEF S Amazon Q HEFRABES BN EEE,
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AWS Glue Studio Notebook

1. M AWS Glue Studio Notebook & M HYJEEZBi%1F Amazon Q.
2. EHRERFES Y5 AWSHEENBIEZ LN X,

® Note
FEAZE T WENBIEXE LA Studio Notebook BB AWS Glue IHE K,

Command line

AT TTENERIT |, tHREN.

Transformations on the command line
RINBERT , FRATHERENGSITIERSAENKEVRE, EZAINEE , BERATERE,
EHEN &1L

1. 1217 qct configure HRMATERNEEFHAEFE , HEIX Enter BUFHNBEE
2. YRFERERBSEATFWESNESER , Fi AN AWS By 1L E N B 3E
3. WMRFBEEFHZSAENBERE , BEIXETT qct configure HEEHIBREAA Yo

ERFAHELENAR
BXHNA AWS AEWEER Z @ Amazon Q FF & & hx IR % oo

Visual Studio Code
£ Amazon Q FXEBEMEZWEES , Amazon Q T2 ELNAR,
£ Amazon Q FXEMRZFHEES , EE VS Code FEBRATHELZNAR , BERBUTRE.

1. 7E£ VS Code H#JFF Settings.

2. WMREFEABZE VS Code TEKX , EHI#E| Workspace FiETl+., £ VS Code F , THKX
RESBRAFRE,
FigBEERED %A Amazon Q: Share Content.

4. BUHEPEIEE,
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JetBrains
£ Amazon Q A X EBREZWEEH | Amazon Q FL2RELHAR,
£ Amazon Q F X EMRGBHERYT | BT JetBrains FIEEFRHEZ Amazon Q HiE | BEBUTH
=

1. BREERNREFMRAEH JetBrains,

2. 1 JetBrains IDE A | 3TFF Preferences ( £ Mac L , IXfHU F Settings T ) o
3. ‘EEMSMmEH , #%$F Tools--> AWS --> Amazon Q.

4, 7 BERE T, BUHLERE ‘5 AWSZHE Amazon Q RE".

Tools : AWS : Amazon Q@

Inline Suggestions

| Include suggestions with code references

»|| Imports recommendation

Data Sharing

» Share Amazon Q content with AWS

Eclipse
£ Amazon Q F X EBREZWEEH , Amazon Q FLRELHAR,

£ Amazon Q F R ERBREEY , BERBEFEPHE Amazon Q #E Eclipse IDEs , BIRUT SR
BE,

1. BREFEANIRIMRAE Eclipse IDE,
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2. 1f Eclipse IDE # , ITFFiRE
3. HEEMSMmi=d , &E#FE Amazon Q.
4. BUH%ESE AWSHE Amazon Q RAESHHEIEE,
5. 1%&# Apply (ﬁﬁﬁ) DREFEEHR,

Visual Studio
£ Amazon Q F A EBREZWEEH |, Amazon Q F2RELHAR,

£ Amazon Q F R EMRZEFEESF , EH Visual Studio FEFRFAHELNANE , FEBBUTR

*EEO
BIETE > %IR -> AWS Toolkit -> Amazon Q

5 AWSHE Amazon Q ALY AN RHE
AWS Cloud9

LT Amazon Q 5—#EEAET AWS Cloud9 , Amazon Q X452 ZHEHNAE AWS,

(® Note
X AWS Cloud9 iR EHREE AT E2H+E Amazon Q IR FF< AWS |, {BiZFF
KAEMEM,
Lambda

_n_

Y% Amazon Q & Lambda —#2#E At , Amazon Q T2 5 AWSHEZWAR,

® Note
Lambda iIRBEHEEEBE—MNATE5ZHE Amazon Q BRI X AWS |, BixFxFie
ER .

SageMaker Al Studio

L {RTE A SageMaker | Studio FfEMA Amazon Q B , Amazon Q T2 EZ HERHAAE AWS,
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JupyterLab
1. M JupyterLab & OTREPIEREF “RE”,

2. MRBTHYXRSD 6 EBRSRIEERES.
3. f£ Amazon Q THIFIFRH | EFHEUHEFRE Amazon Q RERNBZHNEEAE,

AWS Glue Studio Notebook

L PRIE AWS Glue Studio Notebook EfEH Amazon Q Bt , Amazon Q F*4E5ZHEZMRHNAR
AWS,

Command line

EoTITIEN REFRE" T , RS ‘4= Amazon Q IE” AWS,

Transformations on the command line

MIREH Amazon Q ST EHRTERRE , Amazon Q FE452HEEMHNAE AWS,

Amazon Q 7T & & Wx By 5 X g4k 18
LA &5 A\ 45 n ] £6F A 8 [X i 4 28 0 8 [X i 8 FE SR 3R Amazon Q FF & &R -
¥ X 15 #E 2

Amazon Q Developer BB Amazon Bedrock it % , EEABXEHEBEEFEAXEZE S ERE ,
AWS XiF AR KELESEE (LLM) WHEMEEM T EM, BB XIHE | Sail

- EEERNEREELEME Y

- REMaE

o GEFTHE H A Amazon Q Developer ZheERThEE | XL INEEAKH T Amazon Bedrock £ LLMs #£&
Y 98 A ThRE

BEXEHERERRFERRROMENMBEXEHRN. AWS X& #li , RIFEXEECIZERN Amazon Q

FRENMNABHRENERXREFEEEZEEHN. AWS XiF EL Amazon Q FFREMRIIEEFE K AT BE
SHEQE Q T REMREE XA XHEMNNXEHRMITIHE, BXEZELR , FSH Amazon Q TR
&R X B S X .

REBEXBHEEFCEFRFHEHRENVE , EENBERIMEERTESBEBESEIMENXE, A
BRFEEET Amazon NE2MEEAMAHME MR, EABEXSEEERSSFEFTARS.
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EXIHERNL N E#BENALE, BXxEH Amazon Q F X ERNE#HKENNVENER , F5
¥ Amazon Q FF & & kR BV BB R TP

Amazon Q FF & & hx & X 15 #E 18 7 35 10 X 35

TRIEREHERTEEREHABIMEXE , E4AFRT R HERGHENE,

X #FHY Amazon Q JF R & Rith IR (v B HEIE X35

xE EERL (FFRILMILEL ) (us-east-1)
EEEE ( BEXM ) (us-west-2)
EBERE ( BmXEM ) (us-east-2)

BRI MRMih X ( E=4E ) (eu-central-1)
ROt X ( Z/R= ) (eu-west-1)
KX X ( B2 ) (eu-west-3)
BRI X ( HTEEEF/REE ) (eu-north-1)

I K 3 X * WA#X (&XE ) (ap-south-1)
T A#X ( B/R ) (ap-northeast-2)
TWA#X ( #FN# ) (ap-southeast-1)
TWA#KX ( &E ) (ap-southeast-2)

WA#KX ( ZREKE ) (ap-northeast-1)

*WMELETABEX (BR ) XiEFEA Amazon Q £ SQL B , F X FT AKX X HE,

BRETLER Amazon Q F A B RNV XIBHTEYIXR | S HAmazon Q 7 &£ &R IFH X,

5 X 131 F

&M Amazon Q FABERA N E L ERTEEEEEXIGAR. BEXiGEAAR Amazon Q A—MNXiT
AWS XiF [ 5 — AWS KB XE& H# API AR, HENBERERNEZ L §IXET B XE P8
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REER , Amazon Q 2 TEXFH AR, Fli0 , L& @ Amazon Q HRIBXENTFRE XA AWS
BRAEER  CHHTEXESER , AARENERRARZMABFEUARZENEE, ik, MR
Amazon Q WIMRFEER B LIk AWS RFLIET SHNEE , Il Amazon Q AIBEREF M B EIEN
XE2AKITRE, EXE2KBFSNEZEE , B5H (AWS BERELR) AWS BEBHH£IK

B

MREEEZER Amazon Q F R ERAEHWEXIFER , I AT AR EEKPE LE Amazon Q RTREH 1T
APl A, Xt , BFEEFRIER Amazon Q R&EE# 1T API AAKIIHEE , BIfE Amazon Q &
UEHXFERRTIER , t2Atk, AXELE Amazon Q REREHIT APIBER (BREEXESIER ) B
IAM KB | BESRIEL T T Amazon Q REREHFITIEENR,

Amazon Q FF X EMH B M50 EE

AWS Identity and Access Management (IAM) AWS BRSs T AR BB A 24 #iRFIX AWS &R
RINPR. 1AM B R 241 T LUES § AT ( 2% ) MR (AENR ) A Amazon Q F R EE
Ro |IAM EEXFIAZHBAFER. AWS R

£

- BX

- FASGHITHHARIE

- FARKEEE

« Amazon Q FRERMNAE IAM &1

- FAXKEEX Amazon Q A

« EEX Amazon Q FFR BB RINBRUARITE=FEK
« Amazon Q F R ERNRSE

« AWS AT Amazon Q F R BRI EBUE

« 1 Amazon Q F A ERFMAF T REARSHEXAER

2

2
EREAERA IAM BFTRE , BABRTEE Amazon Q FATHH T,

RS AP - MREFER Amazon Q RERERES , EBR SN BRHEMENZIENNER, BEEEME
HE % Amazon Q BFIERFZERES , B EEETNNR., THUNMEBRHRNBEETEQEER
BEREESWNR,
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RFEER - MREELTRTEE Amazon Q BIR , BHEEHAEXN Amazon Q PELIHE R, &
WESREERS A F MZIGEBL Amazon Q THEEMER. AE , B249E IAM BEERERER ,
XETEERENBRSAPRE, 5 TEENEEUTHENELRES IAM, BEifA 7T HESILAT
WAl IAM 5 Amazon Q B2& A , 5 H Amazon Q BERA B R 1AM,

IAM BER — MNMREEEE IAM A , NAEEEFA T BNAHREREKEE Amazon Q K iF R
R, MMRZR IAMBEERR , BEZRIFATHRNAREERERKEE IAM AR RSN HREINER, X4
ETF Amazon Q WEE , HSREA T Amazon Q FIAWS XiF 1T E K,

£ 51T S0 WIUE

SHRRIERE AWS FREHEIEREFKNE R, BX4 AWS K B root B BH#TEHRRIE (&
XAWS) IAM AR , FBETH IAMEAR#ITEHRIE,

B EABEY & MRRENEREIL AWS BRRE 505K, AWS IAM Identity Center (IAM Identity

Center) FF, RLAFANEQIERTFHRIEURENGooglezk Facebook ZIE# RS F 01 R, =
BUBREERERN , FNEBRAZAMER IAM AR EETHKE M. HREMRKER AWS B,
RRRERENE—NAE,

BFEEHAFRE | SRR AWS EEEZHE HAWS TiRIF. BXEXNESER AWS | iE
S (AWS B3 AFERE) Ry mEFRE & AWS IKF B,

TR ERRIESE , BUREEEEREREECRELER, 0, AWS BNEFERAZSEZHRIE
(MFA) RREKFH LM, ETHREZEER , 55H (AWS IAM Identity Center A1/ FHZ
EHHRIERN (IAM BFER) FHNE AWSHERAZESHEIE (MFA)

AWS Tk 18 F 7

BRBIER AWS kP , BEEFE—NE—BEREHM , ZEHIUTL2HRKS PHRAERIERE AWS
ARSS MAR. WHDHAN , AWS IKFRAF 62/ S0 20K/ B £ 5 89 8 1 BB 48 b it A1 2285 B B
AERZS G, BAURBVWEFBEEARASNITEEES. RFFRAFEIL , AEAXLEZIERR
TOBRAP AT RMITHNES. AXEREGURAFEHERNESHNTRIIEK , B30 (1AM AFE
M) PHERRASFEIUNES.

SR v

FEARESRER , ERALXAF (SREEEEAHRANENAR ) FASEHREENEKS S HRIE
AWS RS B IErHEBBHITIHIA,
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KEGRELANSILAFBRX, Web B2#7E, Identity Center BXHPWAF , REFAEH
AWS RS BN BRI ENEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEMIGRHES,

EEFEBIHRINR , BWWEFER AWS IAM Identity Center, &7 ELFE IAM Identity Center A 812 F
FRMEL , SO UEBRARSIEECHEMRIN—HAFNEDL , LEEENAE AWS K-
RFARFHEEM, A IAM Identity Center {5 5. , S AWS IAM Identity Center Fi iR /Y 1+
Z & |AM Identity Center ? .

IAM AP f&A

IAM A P RIEERI AWS Ik IMABRARFEERENRN M. EAENERLT , RIEW
FEAIGRHER , MAR2EE IAM AF #EE KT , FlNZBANHEHA, B2  MREF &4
ENFEARMNFERBEIILUR IAM AF , BRNEBEWERRBRZRH, BXEZELE , 5501 (IAM
AFER) YR TEERHSIENFEARS , NMESENEHHEEH.

IAM B RIEEESNEM IAM AP, BTEEREAN B RER. BUFERAAR—XERZNA
FEENR, IREXERF , FRATUERMHEBRAFNE, flin , Ba e — N8 AHE
A, IAMAAmins H IR FIZEAEE IAM BRHR,

AREAGTE. AFE—#SENMNAAINAREXK K MAGEELEECHNEMNARA, AF
BEXKANKEEIE , MAGRMHRIENEITL. BXEZER , B2 (AM AFERE) PR 2
IAM AP (MARAE ),

IAM A&

IAM HERERNTEFRENR AWS IKF & H. IAM AREREAREXL , IAM AF BE5R%E
ARTK, BAILL AWS BB A Bk IAM AERIFNNEAR®, BAILEDTEA AWS
Command Line Interface (AWS CLI) 2t AWS API ##ESFEAEENX URL RRAHEB, BXxERAAR
WELNEZER , HSH (AM AFER) FHEA IAM A6,

IAM EFIGFHEPHNBEELTERTRER :

- RERAPER  ERREFHIENR , FUEZACHNAECEUNIR, HREFORITHEHRIE
i, Z5ONREASHEXRABRRTHLACELHINR. AXREFHRINBENES , F5H
(AM BFfEE) FAE=F S RREECEAE, MREMEA IAM Identity Center , WFEERE
NRE. NEHEHEHERTHEORIEFTUTGRNAZR , IAM Identity Center 2F X RES 1AM
FHABHXEK. BXNRENEE , HS6 (AWS IAM Identity Center AP 18E) HHINRE.

o et IAM A/ XBR- IAM AP AT AR A —N IAM B2 XIG R B EESHTRENR.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

Amazon Q FF & & hRX AriEE

« BIKFEE - BUNER IAM AR TFEMKS REMNA ( TEEEE ) BREKS FREIR.
AEERTEKFEFIMREBRNEELSN, B2 , ¥ TEL AWS RS , &0 LU R I E 5 02 3R
(MAREABBENRE ), ERATHRATERSFHTRNSENETRRNVRBE 2ENER |, F
Z5 (IAM BiFiEm) F1 IAM BB 5ETRENEBEFATE,

- BRI — AL AWS RS EREM AWS RFIRSZHHIIEE. RS TRSERRHARNER
KRR, RS A e ERRSHEXASRIITIHEE.

« ZERARR-HEER IAM AP SABEPRITRER AWS , BHANELEA, KEOEFRT
R, ERAFELERSE , BUARSIIT—MRE , KRFEARABREFTERSHME S —MRE, EX
MIBERT , BLTEFRITIFHMRENRR,

- BFAR-RS IAM AERRSABEHTRENASE, IAM EERTHNE IAMF G, E3FH
MERERS AR, BXESEELR , F5H (AM AFER) RHelEm AWS RS ZRNRNEE,

* BEHEXAL-RSHEXABGRE—MERSERBENERES AR, AWS BFRSETURARKRER
TRENAG, RSHEXAGHIAEENH AWS K/ , HERARSME, IAMEERTUES
BT RE4m B AR SS MK A BRI R,

- FETHR AT Amazon EC2 -Ea[ LAEH IAM A EIEE Amazon EC2 4l LiE{TH A H
AWS CLI 5 AWS API ERH B AR FHIGEE ., X445 T & Amazon EC2 SE6IH 176 175 6 2
£, EH Amazon EC2 L% E IAM AEHEHAMHHEFMENAREFER , £RFZ0Z — MMMz
ZERPINEFIREEXH. ZFBEEXHITEZH/E , AW Amazon EC2 K4l LiZTHREFIRE
IBEIER. BEXEZEER , B8 IAM AFREBFHNER IAM A& @4 Amazon EC2 34 EiZ1T
R AR TR,

BEXREBFEAIAM AENESER , E5H IAM AFERTRHMNGR IAM B (MARAF ).
FEARBEERM

IEREL AWS B el 2 R EM IR AWS SR FRZEG P HRNR, REREFH—
HNRAWS |, SEEHHRFEXREKN , ESEXENR, AWS EZHA (AF. root AFRAES
E ) RHFERMITEXLERE, REFHNRABERATERELIFER, KSBREEL JSON X1
By AWS FEXfFEEH, BX JSON RENENEMNARTNESEE , SR IAM AFErREFRY
JSON KEEHLK

EE R WLER AWS JSON REERIEEHERRIBEMF L, BRER , BNEETUANFLARFERITER
1, URIEMAAZRHETHIT,

BN IAM A (RAPRAR ) —FHREKENR. RANBERT , ARTERTEARE  EETLTEE
HECHEB, BENAFRTRITEERENINR , EERAMLTHRREBEHMBAS, &, EER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon Q FF & & hRX AriEE

ALCRAF AN EETANRNAS, HAERARNFARTHRN , ZHATHREHFBRREX
LR,

IAM TR IR ER MR EZHRTRE | REBIESGZRENNR, flW , RREF AW
iam:GetRole BR{ERIREE. WA XM ALUM AWS EE2H] 5 AWS CLI, 3 AWS API FREX
ABER.

ET 5 ORI RE

ETEHNRBEETURMES G (SN, SEREFA ) 1 JSON NREH I, 1AM AP XLER
REIZ G 7 A S A MM RE T BLFRRITHERE, BRATHOMACIZETHONEKK  F
2 (IAM FFiEr) PREIE IAM KR

ETHHNRBALE -SARNAKRKERIEEXRE, ARKBEERALNINHAS, 45AG
B, HERBRIMMAKE , SULFERMNIIFHS MRS, HEANAE AWS K, RERKES
EAWS RERBMNEFEERE. ZEFA 7T HUNAEEEARBNNRKEE ZARITERE , BHEH
(AM RF$ER) R ERERNRKENERKR 2 BHITER,

BT 7R R Mg

ETRIFHREEZH N BHR (20 Amazon S3 7 #8) Y JSON KB4, RFSEER AL ERAXL
KBEREMEENERA (KFARA, AFRAR ) UM ZRFEUREMALAZHARITHRERE BT
RIRHRES R ABCREE . RBEETRERFARE,

A B 5l 5k (ACLs)

HEEFIF|R (ACLs) 2 —HiEHIMLERREA (KFAKA. AFRHAR ) BNIERERNERE, ACLs
SEETRENREEL , RETCHIIFER JSON KB XK. Amazon S3 AWS WAF, # Amazon
VPC R XK RS Rl ACLs, BXEZEE ACLs , i5S ¥ Amazon S3 AP 8RR A3 & 5
7z (ACL) #hiR,

HREgRE
AWS ZFHMAAE R REERE, XERBRBTOREERE ANKBERERER TFHRANR.

- NRZAR-NRLAR—MSREE , BAUEEPREET SRR L@ IAM E4 (1AM AF
RAR ) BRFHUHEANR. BAASEEENRIR, XELZRNBERZEET S RERENR
BRWRE, £ Principal FEEAFSACHNETRRNRERAZINRIDRES, F—TUREF
WERIELFBEEZ AT, BEXANELRNESERE , H2H (IAM BFIERE) T 1AM SRR UE
DR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

Amazon Q FF & & hRX AriEE

- IRSIEFIEKM (SCPs) — SCPs 2 JSON it , ATHEEPAHLAHAR LA (OU) BIF AR AWS
Organizations, AWS Organizations & —BA TR ENEUFHENZ AWS K- DU#HT o HME
PFEEBENRS. MRESHAALPHMEIIE , MALANA SCPs THNEMAS AR . SCP
BR il B 53 K P PSRRI AR |, SIS AWS IKF root I . B 3K Organizations I EZE L
SCPs , 25 (AWS Organizations FiFF1§5) K SCPsTERE,

- 2EERE  SERBREIAEURERFANBERKES AT IZIGR 2EMENSBUL BN S KK,
ZRAFENNREAFIBENETHHNRBMNSERBHTE, NREBALKBEETHRAR
B, E—TIRBETNENELFBEEAT. BXEZER , FSH IAM AFEEHRHNSERE,

S REERE

SN REWRBEA T —MERE , ERBRREMERNENIRR, BTHRESRSHRBEE R
WA AWS ER B AVER , 5K IAM AP EE R R T EEE,

Amazon Q FF R BRI S IAM &1E

EEH IAM EEX Amazon Q F X EBMRW G RNRZET , BN1Z T L IAM ZhEERT A F Amazon Q
F R &M

A FF Amazon Q FF & &K IAM ThEE

IAM Zh&E Amazon Q X
ET 5 ORER =
BT R IRH RS &
RERIE =
R ;
R R RN &
ACLs =
ABAC ( REEHPIIIRE ) B
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Q FF & & hRX AriEE

IAM Zh&E Amazon Q X #
EBERE =
REHE &
RS REKAE =

E4MH 7 Amazon Q FHEftt AWS RS hEEA S K Z ¥ IAM SheEE &R AWS RS |, 5515
IAM AFERTWNEE IAMBESER,

Amazon Q EF BRI K
YEETEHOHXKE : 2

ETEHNRBETMMEZH (0 IAM AF, AFASAER ) B9 JSON SRR A, XLRE
EHRFMASAEMPRA TN BERRIITHBERE, ETHRNTOERET HHRRE  FSH
(AM BFiEE) FNEATmEEARKE LB E X IAM R,

BEMER IAM ET SR , BUEE R TRELNRENTRUAR A THIELBRENRSE. B
THETE1E JSON RESREMMFIETE , SR (IAM BFiEE) F8 JAM JSON KB TE5 A,

Amazon Q £ T 57K KB =1

EEE Amazon Q AR EBRE T BN REEN A , HSHAmazon Q F A EME T B KR
i,

Amazon Q AE T &R K BE

XFETRRRE : &

ETRIFHREE M N FRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMERE, EXHETARNKBHNRES T , RSEEA AUERACIREFHNBER
REVTAR. X FHEEPHMNRBEH TR , RIEE IS EEET X LR FRRATWLEREUAREFLEMH
THIT, BUFEETRENREFEEETE, ZERATUEEKS, AR, A2, BERAFH AWS
ARSS o

ESHABEKFHRE , B CEENKFSEMKS P IAM EEEENETERNEBEPN TR, &
XEZEER , B5H (AM AFERE) B8y IAM BV ESIK - 3R 151 .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Q FF & & hRX AriEE

Amazon Q HIKBEIRME

XEFRBIRE . =R

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2YR , BNEETUNT LR FERITER
1, UREMFARHETRIT,

JSON REEHY Action TEREMRTA TERKP AFRIEL G RINVRE, ERBHFISREUARTR
ITRERERRR,

EEE Amazon Q BRIEMIIR | BSH FREEEEXN Amazon Q BIiF1,

Amazon Q FRVRIRETEREMEERU TR

EERMEUPEESTURE | BEMAESHRERT.

"Action": [
"g:actionl",
"q:action2"

]

BT UAERABERS (*) BESMNMRE. flW , ERENEF Get FFAMNARE , SRIUTRE

"Action": "q:Get*"

EEE Amazon Q FEEBRE T EHONREEN RS , FSHAmazon Q A X ERE T BEHRKREER
£,

Amazon Q BRI RIR
YEREBRAR &

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2E , BNEETUNF LR FERITER
1, UREMFAZRHETHIT,
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Amazon Q FF & & hRX AriEE

Resource JSON R, TEIREEMENAREN —NMNHZ AR, FAZRESE , FFEHAE Amazon
HBRAF (ARN) BBERR. NFAZEERERNRWIRE , BEABES ) ErBONATMER
o

"Resource": "*"

EEE Amazon Q AR EBRE TSN REN A , HSHAmazon Q F X EME T B MR R
I,

Amazon Q WY SR BE S 52

XBRBETRSHRERMAR: &

EIE R A LAER AWS JSON REERIBEW ARG RMT L, WHRY , BNEAATLIF AR RNITER
&, BAREA ARG TIIT,

Condition TERBENNFRMHEEFVMERNIT. BALGIRBERAZEZERN (FlW, ST
T ) BEARER , MERBPHFEESERDINVEETE. BEEERE AWS £R&HE , 51
IAM AFEREPHAWS £ 354 £ T XEHA.

EEE Amazon Q A X EBRE T EHNREN RS , FSHAmazon Q A X B RE T BEHRKREER
i,

ACLs 7£ Amazon Q #
*# ACLs : &

TREFIFIR (ACLs) 2HMERFTEA (KFKA. AFZA® ) BNBRER, ACLs SETHIRM
REERL , RECAFEEA JSON I,

ABAC 5 Amazon Q
X% ABAC ( RBHIRE ) - &
EFERGBAREES (ABAC ) R—HEER | REBETH RSB RE R, BTN

RN 1AM 2B AWS IR |, R/F1R1T ABAC REEAATFEZRANREER IR EAYFRZIT
BL AT BE1THRAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon Q FF & & hRX AriEE

EETHREEH R, BEEMFEA aws:ResourceTag/key-nameaws :RequestTag/key-name =
aws:TagKeys &4 EBERBNZH TEZPRUFREER.

MRENMRSHN TENARREBIGAEX = &MER  WNTZRS , ZEAR. IRENRSX
NTEHIRRREISAMEX =GR, WZERBD

BEXABACHEZEE , 2R (IAM AFERE) RIEH ABAC BINENNR, BEEFIZE ABAC
SHRNHEE , B3R (AM BFER) PHEAETEMNIHRIMNRIZES] (ABAC) .

Fim et EUE A F Amazon Q
Y FIREILE - 2

IS EHE BRI AWS BRNEHIARINEE , A ERESERAKS SOV RACR B IEN.
AWS BIZHBERIGFHES L MAREAKBHHZRA. BXEZER , H2H (AM BFE
) 8 IAM F IR Z S EIEMER IAM B, AWS RS

Amazon Q B9 ¥ AR SS E AR
T REEBEAE (FAS) | 2

HRRILFE2E (FAS) ERABAEMHAINR AWS BRSS , 0L AWS BRSS [0 T iEBRSS & HiEREHE
Ro BXRAHH FAS BRI REEFE , BSRERL A 21E

Amazon Q WIRZ A
YERSAR B

RSABRA—TRSFEME. KREHPITEREN IAM A6, IAM EER T EE IAM R oI, SR
BREESAEE, AXESZEER , 2R (AM AFERE) FHEIER AWS RSZERENEE,

/A Warning

EARS AN RATELSA Amazon Q WIIEE, X2 Amazon Q RRHEMEXIE ST &RE
BEAE,

Amazon Q WIRZ KRB E

XERSXERAR B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Q FF & & hRX AriEE

BSHAXABR -SRI AXKN AWS BSRFAR, BRSEAUKARRERTRENEE, RS
EXASHAELZNH AWS K/~ , FEBBRSHAE. IAM BEERTUERETREERSKEKAR
YA R

BXRUEHEE Amazon Q RSHEXBENEMES , TS/ 1 Amazon Q FF & & MRF A 1T FE A
RSHEXRAE,

FRARBEEX Amazon Q Ki5[H

@ Note

R ELENEE SR Amazon Q FRAERBEXR. BXEE Amazon Q 1R 15 B FRAY
f§8 , H5® (Amazon Q Business User Guide) H K Identity-based policy examples for
Amazon Q Business.

AEFHHNBRANRA4SEET AWS EE#ZFIE,. AWS Console Mobile Application AWS
Documentation, AWS Mt FIHI XN ARZEF B Amazon Q. 5 Amazon Q FRH H A ARSS
AHREENENRBRIRE, F=7 IDEs ¥ Amazon Q WERLAFLEMERH IAM KB, Bx
BZEE |, BSHEE Amazon Q TAEE 5 AR AR SS HY STARY,

RIAMBERT , ARPNAELTNER Amazon Q. IAM BB R AT LUERE IAM SHEFNIR , EEX
Amazon Q FF & ER&REINEER H R,

EEBERMAFRFHANBEHNRRGERBET AWS EEFXMK, iZ AmazonQFullAccess BUR A LAY
IE IAM B4, URFX Amazon Q F X B REEIEEN L HRNR. BXEREHNESER | 3F
ZR“AWS EATF Amazon Q F XREBMIEEBR.

EEE IAM FH A LUEE Amazon Q FFRERIMTHFERAE , EER W HIEEE LKBERE LA
P ARABRENNIR, S&E 7 AERRSZHREE (SCPs) RIZFIEHNARKHRMHEM Amazon Q
ThRe,

BRETLUEE REZEHNAAE Amazon Q RREYFIEK |, EFSF Amazon Q TR ERNRESE,

ES ]

- RESEREK

« DERER

« ERARSIRHRMEE IR FIXER (SCPs)
+ Amazon Q FFREWRET 5 17 £ R R

BEIEX Amazon Q KYiFA] 314


https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html

Amazon Q FF & & hRX AriEE

REERIEREK

ETHEHNRBBEEENART AR, RS EREKS FE Amazon Q FFRERE R, XL
ERREREE AWS IKF A A, SIZRREBET B ORI , FEFBU T ERMEI

- FTIRER AWS RE R F RO RENRNE — BFMAASMITERRR TR , EEANTS
FEIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZVEETE LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESZEE , HZH (AM AFERE) F/Y
AWS FE R THEIREERNAWS HE R

- NASENR : EEMA IAM REERENRE , FREFRITESENNR. it , EAIER
EREFRA T AUNBERFRRITHRE , BN RERRFA. BXEM IAM NARBRNESE
B, BZH (AM AFERE) F8 JAM 8y KB ER.

« R 1AM KRS AR Ay S 43t — B BRI 5 RIAX PR ;48R LA [5) 5 7 BN S 44 SR PR I X IR VE AN AR BV 5 18] o
flan |, B LUREREZ M REESTNER SSL KEMAIER, MERFBRERBEIBENSRE
AW, MBI AERARERE T RFIRENTFRINER AWS BRS , i CloudFormation, BXxE
ZEE , 5 (IAM AF#E®™E) B/ IAM JSON KEEITE | &%,

« £/ IAM Access Analyzer BiERRY IAM RBE , UBERNENZ £ MRIhEEM - IAM Access
Analyzer 2 IFF RS M B KR , LBREEAFS IAM KEIES (JSON ) M IAM FH{ESE
B, 1AM Access Analyzer 121 100 ZTURBREM AIRENEI , UBBEFIELS HINEMEN
Kig, BXEZELE , B2 (IAM AFER) A IAM Access Analyzer KRB,

- FEZESHRIE (MFA-IR AWS IKFENZRFE IAM AFSRAFS , BEA MFA RREX
2. BEERA AP REMNEE MFA | B MFA RARMEIENRIEH. EXEZEER , §5
1 C(IAM FFErE) REERA MFA fRIT APl 151,

BX IAM FREXENESELR , H2H (AM AFERE) 71 1AM A2 HEXE.

5 BN PR
ERMBRANR , FALKAF., ARAEFMNE
« A MEEA AWS IAM Identity Center :

BIENRES, KRB (AWS IAM Identity Center FAFF18Fa) = 6 2 X PR 5 /Y 5 BF 3t 1T IR 46,
- B HPIRMEEE IAM FIEENAP,

YEERATEARERIENAR®, R (AM AFER) FHNE=F5 G REHEWNERAE (KE
MWL ) YRR TR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html

Amazon Q 7 & & ArfEm
« IAM AF :
- BIEZHWAFPAUEENAG, BR (AM AFER) F1 IAM AFCIEA G BEHITRE,

(FHECR ) FRBEZNMNIA[AFIRAFFNERASA, R (AM AFER) FEAF
AN PR (#EHE ) AV BT IR,

£ Fl BR S5 12 ) R B E IR 15 (R AX PR (SCPs)

PRSIRFIKEE (SCPs) R—FALAKEE  THTEBRALAHBNNR, BB tZIEEDBDHE P
Amazon Q BEMRRA SCP , ZBHITLAEAL FFEHAR Amazon Q FF & & RIhEE,

BXfEA SCPs #HHLAFTWIHRINBRNESEL , ESH (AWS Organizations AFER) IS
B, 5 A BR AR S5 12 ) SR RE DA% B DN A0 20 S AR 55 4 I SRR o

5| SCP : B4t £ RREE X 15 LASN 1A /] Amazon Q

LU SCP 4 e RUMNME X ( 552748 ) Xi3 ( eu-central-1 ) AS#TIHRIKAEEA Amazon Q FF & &
kiR o

(® Note

codewhisperer B 25 Amazon Q Developer & HBIHRZHWIBRF. BXEZELE | iF
Zf) Amazon Q AR EMEWS . TEHE.,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "DenyAmazonQDevelopexOutsideEU",

"Effect": "Deny",

"Action": [
"codewhisperer:GenerateRecommendations"”,
"q:SendMessage",
"q:GenerateCodeFromCommands",
"sqlworkbench:GetQSqlRecommendations"
1,

"Resource": "*",
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html

Amazon Q FF & & hRX AriEE

"Condition": {
"StringNotEquals":
{"aws:RequestedRegion": [ "eu-central-1"] }

}
}
1
}

~Gl SCP : B4 15181 Amazon Q

LA SCP #E48 158 Amazon Q FF X & hRo

(@ Note

B4 5B Amazon Q AAZEA AWS & A, AWS WiE, AWS XATE S Amazon Q B#xR
I R EHR AWS Console Mobile Applications

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
]I
"Resource": "*"
}
]
}

Amazon Q F & ERE T 5 178 KB R~ 5l

LR 1AM SR BE R HIEFh Amazon Q FF & B RIRIERNNR, BHAXLERET A IFRIELEWEAF.
AR AHE Amazon Q FF X E R,
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® Note
LT REIKETE T EH Amazon Q FF A EMRIHBEEMNER , (EAF WREEEFANN RS sEBES
1T Amazon Q F X B REWEEFRIHE Amazon Q. BXEZER , FSEAFHEPERIT
¥ Amazon Q FF & &M% L EEXKH R Amazon Q.

B LR BAEFE X LR | oA EFEHNE Amazon Q TIEERMINPR. XA Amazon
QEE IAM RN ESEE |, FSR FAKXKEEN Amazon Q BYi5E,

BRETLBE RMEIZHNFIA Amazon Q XREYFIEK |, EFSH Amazon Q TR EBRNRESE,

EERANR

AT R X Amazon Q FF X EREIE R 7£ Amazon Q iT B EE 4] A Amazon Q F R ERZ& &
FHRITEEMES,

BXRATFFEH Amazon Q F R BRINBEMN KRS | BS5H AP AR,
XEEEAFEH Amazon Q 24l &

LAUR R~ R B R F AP & Amazon Q 251 & FIITRENRR, B LE Amazon Q EHIAFEE
Amazon Q 5 AWS IAM Identity Center 95K AWS Organizations. 5 Amazon Q 7 & &M%
M ARZSHHEHECESHSIE Amazon Q FRERIEFAEPTER. BXELZER , BEHN XHEEAFH
Amazon Q FF R EREZEFH B,

@ Note

codewhisperer B2 5 Amazon Q Developer & H BRI RZHIBE . BXEZER |, iF
2% Amazon Q F R EREWE : TERE,

JSON

{
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"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DisableAWSSexviceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

]I

"Resource": [

g

"Effect":"Allow",

"Action":[
"sso:ListApplications"”,
"sso:ListInstances",
"sso:DescribeRegisteredRegions”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:CreateInstance”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:GetSSOStatus",
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
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"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeGroup",
"sso-directory:DescribeUser",
"sso-directory:DescribeDirectory"

]I

"Resource":[
wan

]

}I
{

"Effect":"Allow",

"Action":[
"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

]I

"Resource": [
wan

]

}I
{

"Effect":"Allow",

"Action":[

"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

1,

"Resource": [
wxn

]

},
{

"Effect":"Allow",

"Action": [

"user-subscriptions:ListClaims",
"user-subscriptions:ListUserSubscriptions"”,
"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

]I

"Resource": [
wan

]

}I
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"Effect":"Allow",

"Action":[
"q:CreateAssignment",
"q:DeleteAssignment"

1,

"Resource":[
Mg

1

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

1,

"Resource":[
"arn:aws:iam::*:role/aws-service-role/user-
subscriptions.amazonaws.com/AWSServiceRoleForUserSubscxiptions"

1
}

XEEEGFEH Amazon Q F R ERRIZEH &

T REIKRER T AP AR Amazon Q F X ERIZEFH AR E, £ Amazon Q FREBMRESIAFR , &
BRAPITARZEHS Amazon Q AR EMEXRNEERES , BE5ITH. RE5IA. BEXIMMB XA
HHIANES, KERBESELENBEERS BT EER KMS ZHMNNR,

B A MTUEN Amazon Q #HlA ( AR Amazon Q F X BEMIEH A ) SEX—L% Amazon Q F X &
BRELEEEFS, BEXEZELE , B850 IHEERAMEH Amazon Q #4148,

(@ Note
ERIBEENTEAN , Amazon Q FF R ERT UL ERETE R NHFEEF VR,
- BXREENFENNXR , F2HBEXHNERFHFEHD .
« BXREHENNR , FERAXBEEARSR M.
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BEEZEAMMERZ—FEEA Amazon Q F R EREZEFH &, BFEENKBEORTEREXNRE
Amazon Q Developer i& 2 & [HARIL S# CodeWhisperer ™ A5 o

® Note

codewhisperer AR5 Amazon Q Developer & H BT RFHIHE . BEXEZER |, &
ZFAmazon Q AR EREDE : TERME,

F Amazon Q F A EMMWFHEERR , BFEAUTERE -

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:ListInstances",
"sso:CreateInstance"”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:PutApplicationAssignmentConfiguration"”,
"sso:ListApplications”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribeInstance"”,
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication”,
"sso:DescribeRegisteredRegions”,
"sso:GetSSOStatus"

]I

"Resouxce": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [

BEIEX Amazon Q KYiFA] 322



Amazon Q FF & & hRX AriEE

"iam:ListRoles"

1,

"Resource": [

g

"Effect": "Allow",
"Action": [
"identitystore:DescribeUser"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeDirectory"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"user-subscriptions:ListClaims",
"user-subscriptions:ListApplicationClaims",
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"user-subscriptions:ListUserSubscriptions”,
"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim"”,
"user-subscriptions:UpdateClaim"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",

"organizations:ListAWSServiceAccessForOxganization",

"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess"
]I
"Resource": [
wxn
]
}I

{
"Effect": "Allow",

"Action": [

"kms:ListAliases",

"kms :CreateGrant",

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey*",
"kms :RetireGrant",

"kms :DescribeKey"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

g
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]
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": [

"arn:aws:iam::*:role/aws-sexrvice-role/q.amazonaws.com/
AWSServiceRoleForAmazonQDeveloper"
]
}I
{

"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

]I

"Resource": [

Mg

]
}I
{
"Effect": "Allow",
"Action": [
"q:ListDashboardMetrics",
"q:CreateAssignment",
"q:DeleteAssignment"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"
1,

"Resource": [
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myn

Xt FIBAMR Amazon CodeWhisperer N AR E , ARG 2 IAM ZHEAEE CodeWhisperer B

EF.

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory"”,
"sso-directory:ListMembexsInGroup"

]I

"Resourxce": [

Wwen

]

}I

{
"Effect": "Allow",

"Action": [
"jam:ListRoles"

1,

"Resource": [
wxn
]
}I
{
"Effect": "Allow",
"Action": [
"pricing:GetProducts"
]I

"Resource": [

g

BEIEX Amazon Q KYiFA]

326



Amazon Q FF & & hRX AriEE

]
3,

{
"Effect": "Allow",

"Action": [
"sso:AssociateProfile",
"sso:DisassociateProfile”,
"sso:GetProfile",
"sso:ListProfiles",
"sso:ListApplicationInstances",
"sso:GetApplicationInstance",
"sso:CreateManagedApplicationInstance"”,
"sso:GetManagedApplicationInstance",
"sso:ListProfileAssociations",
"sso:GetSharedSsoConfiguration”,
"sso:ListDirectoryAssociations",
"sso:DescribeRegisteredRegions",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus"

]I

"Resource": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"

1,

"Resource": [

g

]
Y,
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{
"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms :CreateGrant",
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey*",
"kms :RetireGrant",
"kms :DescribeKey"

1,

"Resource": [
wxn

]

},

{
"Effect": "Allow",
"Action": [

"codeguru-security:UpdateAccountConfiguration"

1,
"Resource": [
Mg
]
},
{
"Effect": "Allow",

"Action": [

"jam:CreateServicelLinkedRole"

1,

"Resource": [

"arn:aws:iam::*:role/aws-sexrvice-role/q.amazonaws.com/
AWSServiceRoleForAmazonQDeveloper"

]
3,

{
"Effect": "Allow",

"Action": [

"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles”,
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,
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"Resource": [
Mg
]
},

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"

1,

"Resource": [

myn

1
}
1
}

AYEERMEZBE NI
UTRBERFEERE Amazon Q A X ERFPCIEMNERE B E LIMANER,

Ef Amazon Q AR EREZEHAEFHREBENI , Amazon Q F X EBEREERANEEER A
Amazon Q F X EMREZBHENNIR,. EXELEL , H3H ZEEEAFEH Amazon Q FF & E /i &l

N
BHo

(® Note

FEUTEEEF |, IAM BRFFIREB X codeconnections:ListOwners Al
codeconnections:ListRepositories X PREVERIR. LA , MEFAIXLNROIER
B, NRELEN , ZXBREFHR , BENFER.

(® Note

codewhisperer B 25 Amazon Q Developer & HBIHNRZHWIBRF. BXEZELE | iF
2% Amazon Q F X EREWE . TERE,

FELUTRBIF |, account number AIEHY AWS Ik 5 &k,
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"kms :CreateGrant"

1,

"Resource": [

nmgn

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization"”,
"codewhisperer:ListCustomizations",
"codewhisperer:ListCustomizationVersions",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization"”,
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission"”,
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [

BEIEX Amazon Q KYiFA]
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"codeconnections:ListOwnexs",
"codeconnections:ListRepositories"”,
"codeconnections:ListConnections",
"codeconnections:GetConnection"

1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": "codeconnections:UseConnection",
"Resource": [
wan
1,
"Condition": {
"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction": [
"GitPull",
"ListRepositories",
"ListOwners"
]
}
}
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
]I
"Resource": [
wan
]
}
]
}
XBFEEREARERMG

LT RBIKERFEERE Amazon Q FREMEZH & FEFMEESE =S A FNNR,
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(@ Note
EH A Amazon Q F A EIRIZHA , EER
#l & P E L RBR
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
:GetPlugin",
:DeletePlugin”,
:ListPlugins",
:ListPluginProviders",
:UpdatePlugin”,
:CreateAuthGrant"”,

o0 o0oo0o00000.00

:SendEvent",
:UpdateAuthGrant”,

:UpdatePlugin”,
"iam:CreateRole",

\

&

:CreateOAuthAppConnection”,

:UpdateOAuthAppConnection"”,

"secretsmanager:CreateSecret"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice":
"q.amazonaws.com"

FSEEXEHEERFEA Amazon Q T & & ixiE
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XHEEARE - MEHERENES

LT ROIRBOEERRTEE-—MEHBERENEFNHNR , B4BEES ARNEE , HPasEs
REBNBMANEES (*) . EEALRE , {57 Resource FERPEHR ARN PR TARR :

« AWS-region— £ AWS X5 HE I A4
« AWS-account-ID— BLERHFHIKAHIKS ID. AWS

« plugin-provider— BEARFEENHGREEMNER , tkilCloudZeroDatadog, Wiz,
HREFFREXD KNE,

® Note
EifE Amazon Q FF R EREZEHIA , EBAEFTERSFEE AFA Amazon Q Ff &K & MIE
5 A R E AR .
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateProviderPlugin",
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:GetPlugin",
"q:DeletePlugin”
1,
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"
}
]
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}

XRBIBSIMERSN TN

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
1,
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:vpc/*"
]I
"Condition": {
"StringEquals": {

"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerEC2RequestSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
]I
"Resouxce": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*"
]I
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{

"Sid": "MGNNetworkMigrationAnalyzerEC2SecurityGroupTags",
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"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*",
"arn:aws:ec2:us-east-1:111122223333:network-interface/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-path/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-analysis/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService",
"ec2:CreateAction": [
"CreateSecurityGroup",
"CreateNetworkInterface",
"CreateNetworkInsightsPath",
"StartNetworkInsightsAnalysis"

]
}
}
},
{
"Sid": "MGNNetworkMigrationAnalyzerENIResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resourxce": [
"arn:aws:ec2:us-east-1:111122223333:subnet/*"
]I
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{

"Sid": "MGNNetworkMigrationAnalyzerENISG",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkIntexface"

1,
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"Resource": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*"

"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInsightsPath"
]I
"Resource": [

g

1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy'": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigAnalyzerEC2RequestTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInsightsPath",
"ec2:StartNetworkInsightsAnalysis"

1,

"Resource": [

myn

]I
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigrationAnalyzeNetwork",

"Effect": "Allow",

"Action": [
"ec2:StartNetworkInsightsAnalysis"

]I

"Resource": [

g
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R PR

UTHERAFAFE AWS NARFAMYE (21E. MM ) LiFE Amazon Q Dev AWS B2 H &
eloper AWS Documentation BYIhEE, AWS Console Mobile Application

BXAWX Amazon Q FFREMRVERHRINRI KR , BSHEE AR,

® Note
#£ IDE 1518 Amazon Q B SITIHRE Amazon Q WAFPAEE IAM R,

REFAFPBEITE Amazon Q A X EREZ WEERKGR Amazon Q

LT REKRERFEIITE Amazon Q F X ERZWEEER Amazon Q IR, MRGHEIX LN
FR , AP REEHE Amazon Q WA FRELE, EE5 Amazon Q IR A E Mt Amazon Q ThEE , AR E
EHAKIPR |, Bl a0 AT RBIK BE PR F BYRLBR 6

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [

"q:GetIdentityMetaData"

1,
"Resource": "*"

},

{

"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
"Action": [
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"sts:SetContext"

1,

"Resource": "arn:aws:sts::*:self"

¥ Amazon Q HRIEFEXTEERF

LT RAIKEES S Amazon Q HRIFFETEEBRRYE , BRFAFHRERZZ4 INZ A ThREM
MR, MEEBERARETATNENEFEEIEERRE , NHRBEEEFEA Amazon Qo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QKMSDecryptGenerateDataKeyPermissions",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/key_id"
]I
"Condition": {
"StringLike": {
"kms:ViaService": [
"q.us-east-1.amazonaws.com"

1
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RFAF S Amazon Q BiIX

LU RBIR IR FEES S P 5 Amazon Q BRI R,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
q:SendMessage",
q:GetConversation"”,
"q:ListConversations",
q:UpdateConversation",
q:DeleteConversation"
1,

"Resource": "*"

A AP Amazon Q CLI 5 AWS CloudShell

AT RBIR B F 8 Amazon Q CLI 5—#2 £ AR AWS CloudShell,

@ Note

codewhisperer BIZR2 5 Amazon Q Developer & H BRI REHIBE . BXREZER |, iF
2% Amazon Q F R EREWE : TERE,

JSON

"Version":"2012-10-17",
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"Statement": [

"codewhisperer:GenerateRecommendations"”,
"codewhisperer:ListCustomizations"

g

"q:StartConversation”,

"q:SendMessage"

g

{
"Effect": "Allow",
"Action": [
1,
"Resource":
},
{
"Effect": "Allow",
"Action": [
1,
"Resource":
}

XEBAFER ST LETRR

LT RIS R FER Amazon Q 517 TR UBTHRANR, KBRAEWBIHTT

58 Amazon Q.

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"qdeveloper
"qdeveloper
"qdeveloper
"qdeveloper

1,

:StartAgentSession",
:ImportAxtifact”,
:ExportAxtifact”,
:TransformCode"

"Resource": "*"
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}

AR ER Amazon Q 2 i &l & H#iR
LA RBIREE R F A Amazon Q 2 RTEHI & 45X H IR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
"q:StartTroubleshootingResolutionExplanation"”,
"q:UpdateTroubleshootingCommandResult",
"q:PassRequest",
"cloudformation:GetResource"

1,

"Resource": "*"

AERAFER Amazon Q HEF CLI SRR

AT RAIKRER T A Amazon Q IRIEZFIM CLI so S ERKBRIRR , MM A FEAZ Console-to-

COdteJ ﬁgo

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConsoleToCode",
"Effect": "Allow",
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"Action": "q:GenerateCodeFromCommands",
"Resource": "*"

*EAFP S5 Amazon Q BI'&R

LT REKER TS Amazon Q BIBRERANRR , X EF Amazon Q KRERREFREE. Amazon Q
RERFREIER 1AM B8R E RN RR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation"”,
"q:PassRequest"
1,
"Resource": "*"
},

{
"Sid": "AllowCloudControlReadAccess",

"Effect": "Allow",

"Action": [
"cloudformation:GetResource",
"cloudformation:ListResources"

1,

"Resource": "*"

BEIEX Amazon Q KYiFA] 342



Amazon Q FF & & hRX AriEE

A Amazon Q EEI R AR REHITIRGE

LT RHIKREZEFTS Amazon Q IR ER , H A Amazon Q KEREHITEE. Amazon Q XA
BATIER IAM BB AP ITHRE,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage",
:GetConversation",
:ListConversations"”,
:UpdateConversation"”,
:DeleteConversation"”,
:PassRequest"

2 0 09 0 9 o

1,

"Resource": "*"

¥ #F Amazon Q 15 [E] R AREIE FH IR AR AL ILEI

T RAIERER F 5 Amazon Q BIEARKIXER |, HX3F Amazon Q BSR4 IR H IR AR AR 2 4T
ML B, ZBKBFE AWS Cost Explorer, AWS RA{E{LH L, AWS Compute Optimizer, AWS
Budgets, AWS ®ZHEE, AWS ENF#E TR PR R TAIT B,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQChatAndPassRequest",
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"Effect": "Allow",

"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation”,
"q:PassRequest"

1,

"Resource": "*"

"Sid": "AllowCostExplorerAccess",

"Effect": "Allow",

"Action": [
"ce:GetCostAndUsage",
"ce:GetCostAndUsageWithResources",
"ce:GetCostForecast",
"ce:GetUsageForecast",
"ce:GetTags",
"ce:GetCostCategories",
"ce:GetDimensionValues",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansUtilizationDetails",
"ce:GetReservationUtilization",
"ce:GetResexvationCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetReservationPurchaseRecommendation",
"ce:GetRightsizingRecommendation",
"ce:GetAnomalies",
"ce:GetCostAndUsageComparisons",
"ce:GetCostComparisonDrivers"

1,

"Resource": "*"

"Sid": "AllowCostOptimizationHubAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",

"cost-optimization-hub:ListRecommendationSummaries"
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1,

"Resource": "*"

"Sid": "AllowComputeOptimizerAccess",

"Effect": "Allow",

"Action": [
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations",
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetECSServiceRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations”,
"compute-optimizer:GetIdleRecommendations",
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences"

1,

"Resource": "*"

"Sid": "AllowBudgetsAccess",

"Effect": "Allow",

"Action": [
"budgets:ViewBudget"

1,

"Resource": "*"

"Sid": "AllowFreeTierAccess",

"Effect": "Allow",

"Action": [
"freetier:GetFreeTierUsage",
"freetier:GetAccountPlanState",
"freetier:ListAccountActivities”,

"freetier:GetAccountActivity"

1,

"Resource": "*"

"Sid": "AllowPricingAccess",

"Effect": "Allow",

"Action": [
"pricing:GetProducts",
"pricing:GetAttributeValues",
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"pricing:DescribeServices"

1,

"Resource": "*"

4R F Amazon Q RFREMITIERIEN R

T REKER TS Amazon Q BRI ER , H A Amazon Q REREHIT

Y IAM S 3B RMITHY

E{IR4E ( Amazon EC2 B1EBRA ) o ZKBEMEMA aws:CalledVia £ /&4 EIEEREHE Amazon

Q @A Amazon EC2 21ER F 23E4 Amazon EC2 ##1E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation”,
"gq:PassRequest"
1,
"Resource™: "*"
},
{
"Effect": "Deny",
"Action": [
"ec2:*"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws

.com"]
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ARFRF Amazon Q KRBT EREN IR

LAUF RAIREER F5 Amazon Q BIREVIXER , H A Amazon Q KFREHITEHN IAM FHERIRITH
£ ( Amazon EC2 IRERH ) o LRI TIEH IAM B BHITIEM Amazon EC2 BEMNER |
B2 Amazon Q #1T ec2:describeInstances &, ZKMEFEH aws:CalledVia £F%
HHERIBEE Amazon Q REEAMA ec2:describelnstances , RAFEAEMEAM Amazon EC2 #
(=

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
:GetConversation"”,
:ListConversations",
:UpdateConversation",
:DeleteConversation”,
:PassRequest"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:*"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

}

2 0 o0 o0 a9 o

BEIEX Amazon Q KYiFA] 347


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-calledvia
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-calledvia

Amazon Q FF & & hRX AriEE

}
}I
{
"Effect": "Allow",
"Action": [
"ec2:describelnstances"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
}
}
}
]

AFERT Amazon Q RREEFEXFNITHEERENNR

AR RAIRBER F5 Amazon Q I REVXPR , H7E Amazon Q REREMITIRIER , XA Amazon
Q %t us-east-1 M us-west-2 XFH R HIFAA. Amazon Q TENEREMXE L HEA. &
RNAEEAURITHEX BN ESZES , §ZH (AWS Identity and Access Management A 18
) RequestedRegion®# a ws:,

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"gq:StartConversation”,
:SendMessage",
:GetConversation"”,

2

q
q
q:ListConversations”,

"q:UpdateConversation",
q:DeleteConversation”,
q:PassRequest”

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

IE4 R T Amazon Q RERENITIRENR
AT RGIFEREFE L Amazon Q R RS ITIRME,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [

"q:PassRequest"

1,

"Resource": "*"

}
1
}

XBRAFERE - MEHENEFETER

LT ROIKBRTFEEEARENS R RANEABEEZITIRONER , ZFEAHES ARN
BE , HP Sl REENEHNBES (* ). MRRBRHAEFREE 7THS , WEEXENRNA
PRMRENFEENBHREENR. EEMALER , 57 Resource ZERAEHK ARN FHEVEITH

o

= .

« AWS-region— HHHIBIE AWS XiF L&,
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o AWS-account-ID— ELERUHNKFAKS, ID, AWS

« plugin-provider— BERFHEINBEHREENER , tkilCloudZeroDatadog, HWiz,
HREtmFEX D KNE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation"
1,
"Resource": "*"
},
{
"Sid": "AllowAmazonQPluginAccess",
"Effect": "Allow",
"Action": [
"q:UsePlugin"
1,
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333
provider/*"
}
]
}
XEAFPERERGIX

:plugin/plugin-

LT ROIRBERFESHEN ARN EENFRAETIRONR, MEBBRFAEREE 7HF , MERFEE
LERBE P EHRAA ARN , BUAFRTTEG R#FEE. BEEMALWXKE | B Resource FRHPEH#KR

ARN LT AR :
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s AWS-region— FHHIBIZE AWS XiF L&,
« AWS-account-ID— EBLEHHEMNKFHKS, ID. AWS

« plugin-provider— BERFHENBEHREEHVEN , tkiCloudZeroDatadog, HWiz,
HREFFEX D KNE,
« plugin-ARN— ZERFIH RN BEHH ARN,

3E483/5 18] Amazon Q

AT RBISKREIE4 £ Amazon Q BT E R,

(@ Note

HIRIBLF R Amazon Q B , Amazon Q BRI R EMRF HIE AWS #2558, AWS H
vh, AWS MXHTTEZ A AWS Console Mobile Application,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
]I
"Resource": "*"
}
]
}
ARWAFEEMNNER

ZORBIGER T IR B2 K EE |, LAY IAM AP EEM MBI EA S SO RERMITEEN R, LRE
DIEEEFE LR AWS CLI X AWS API SRR 5 TR LR ER AR,

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

BEX Amazon Q FF R BRI R N RUEITE=FEX

NFE=FEMK , BLAFER AWS ZHEERS (KMS) KEEXT Amazon Q Developer B i A1 X
IR, MAREABRFAETHHEFETEIRN IAM K,

XEEEAEATFEETERERARENACOEKRE

DT ROIZHARERFEKMS B EPAERENACHEZHRENFERAE B XEEAEH
(CMK) MR, B CMK B , AR ME IAM B ARN ( —MRREF ) |, HENERARAA
Amazon Q, MREEZXMATERK ( HII0 GitLab =46 ) , MAREFHBNZEH , FEEFEH CMK XY
B & RE#HITINER,
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kms:ViaService M4 ZENF KMS BEAMEARFINRBIEEN AWS BREHER, L, BEI

FRZZXGFZAEBERREBERSHELFER KMS BEANNR. FRAKEZRE , B SRHI#E T
A CMK RINZRBREZENE. BXEZELR , HSH AWS Key Management Service ¥ & A R 1EFE

ViaService 1 #Y kms:o

BB KMS B LT , BEF—AENHAEN , ANFHESEEANTMNE KMS ZE4H
MEFRER | SUEEBRNAATFIT M, B LETXATATRIEMZHRENTEEMEX M | 25X
FEARBEF IAM KB RN FRINE KMS ZHNIHRNE , URE AWS BEFIRBI M2 L nEER
fE, CloudTrail EXEZELR , 521 (AWS Key Management Service Developer Guide) 1 HJ
Encryption context,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Sside",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/rolename"
},
"Action": [
"kms :GenerateDataKeyWithoutPlaintext",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey",
"kms :Encrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "q.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws-crypto-
ec:aws:qdeveloper:accountId": "111122223333"
}
}
}I
{
"Sid": "Sid1i",
"Effect": "Allow",
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"Principal": {
"AWS": "arn:aws:iam::111122223333:xole/rolename"

},
"Action": "kms:DescribeKey",
"Resource": "*"

Amazon Q F X ERNEZSZE

Amazon Q F R EFERARMRE APIs KIBHRS -

- APMEERMR , AT R B 5 A X LR K2 H] Amazon Q HEHR
- Hftt APIs A TRAHIRS , B8 A T2H Amazon Q £ #Y KB

AT RHEAX Amazon Q FFRE APIs AN KR HEARNEE.

£

« Amazon Q 7 & & MR

« Amazon Q AT B BR

- H Amazon Q FF & #& APIs

Amazon Q FF & & R R

FIREE Amazon Q FEASHHTEHRIUENEEE TN IAM HOHNERER (ETHHHX
B ) BY , WA SMER U TRBRENSE,

TRER T EAERE P AR FRIEL B R BN Amazon Q TR E RN R,

/A Important
E5 Amazon Q BIX |, IAM S RBEHRITUTRENR :

 StartConversation
* SendMessage

+ GetConversation ( {XFRIZE#HIA )
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+ ListConversations ( XPRIZEHIA )

GNSRF OBV SR B AR BATE RV E AR —TURME , MEZZHE Amazon Q FIRESFHEE IAM X FR

HiRo

(@ Note

codewhisperer BIZ2 5 Amazon Q Developer & HBINWRSWIBEE . BXEZEE | &
Z#Amazon Q AR EBREGH . TERE,

£ q : PassRequest

q:PassRequest2—I Amazon Q B[R , 21 Amazon Q REREBKE AWS APIs , L& [E IAM 55
N q:PassRequest fXPREY , Amazon Q FRBREA IAM &3 E X FAAEMA API BIRBR. it ,
MREANIAM AEH s3:ListAl1MyBuckets B FRH q:PassRequest IR , MEHKA IAM A&
AP ER Amazon Q 5l H 189 Amazon S3 7 #MEET , Amazon Q AT BAEA ListAl1MyBuckets
API,

B LABIZ2PR % q: PassRequest RERSEEMY IAM KEE, Hlan | EETLAPEIE Amazon Q U IT4SER
£ , RER AT Amazon Q FRFZHITE D RIE, BIETLUEE Amazon Q ERRERITIRIER AT L
AN XE,

BXR#EH q:PassRequest FEAM IAM REEH R , BSRUTET S HHRE RG]

« 7A%F Amazon Q EHI R PR KREMITRE

« ELERT Amazon Q RREMITRERENRIR

« RFHRT Amazon Q KREMITHRERENRR

« AT Amazon Q RREEREXFMITHERENRR
« ELERT Amazon Q KREMITERENR

Amazon Q A P iTEX R
Amazon Q A A EBEREBAMNMEFUTNRFENEALHWAFRMACIEMERITE,

BURAREX TEEAT RN RAVERRBHED
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User

BAAF , AWS IAM Identity Center HHME—BY A ID RRo
Group

BAFE4 , AWS IAM Identity Center HME—BYBE4H ID R7Ro
1T
TR 5%/ Identity Center AF48E , A B LR Amazon Q TheE, TTRHARTRNAFE

A Amazon Q ThEE, flan |, N8R Adam iTE T Amazon Q A A EMETLEE |, Nt{1sE% EH
Amazon Q FF A &M IEE , BEEEE R MR FAAERR 28 , 01T RIX L IhEE,

Hh Amazon Q FF & & APls

THRERT IDE & APIs Amazon Q BWIHEEFRER B INEE. B4 APIsT A FEHIX Amazon Q ZhEEH
e, BERFAFHRMEXIER , e HIEEEKSH AWS CloudTrail BERH,

(® Note

codewhisperer BIZ 25 Amazon Q Developer & HBTHRZHWIBE . BXREZER | &
2% Amazon Q F X EREWE : TERE,

AWS ZEHF Amazon Q F XEBEWFEEBEK

AWS RE R ZHAEZMEREAINIL R AWS, AWS RERMEEN TS ELABIRHNR , LUE
BB N AR, AFNABRDERR,

EERMAFRTFHRENRHSRE ERBEE AWS HERK., UTEMAT Amazon Q FFREK AWS
FEE RIS I0E IAM S4

« AmazonQFullAccess EHELFRINBRUZES Amazon Q FEEMNRE , @ EE R 5 RN
PR

« AmazonQDeveloperAccess REAZELHRINBIAZEFEES Amazon Q FXERNRE , T2EEA
1A A BR o
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® Note
£ IDE HasS1TH A E Amazon Q WAFAEE IAM X R,

FicE , AWS RERBURTISNENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BMNBUBEIEXBETEARINE S EERHRRRE —SRDNR.

BT EEHR AWS HERBPE LR, 2R AWS B AWS RERBPELHNR , MEHFLE
I3 ZREATXBRNFTEERASH (AP, ANAE ). AWS BREAREERIFHN API HAERS A
LAER#T AWS ARSS BY API 2 1ERT E 3 AWS FEE R,

BXREZEE , F50 (IAM AFER) P AWS EENERK,

AmazonQFullAccess

AmazonQFullAccess HEX KRB HEE R HRINE , RAFBRALFWAF R Amazon Q F & &
. EXRRMELHENR , £1FE5 Amazon Q FRERFHTES) , BIEEA IAM Identity Center &
* , NBE 1T E Amazon Q FF & & R% L EE XA\ Amazon Q.

® Note

ERE AT Amazon Q ITHEEZFI A M Amazon Q F R ERT L EEBRFIEFETRERES
MELHRNR , FEFANNR. AXEZER , HZH EEANR,

EEF RN , F5H AWS BEXBESZHM A mazon A QFull ¢ cess,

AmazonQDeveloperAccess

AmazonQDeveloperAccess BEXRBRETEHRNBEALZEES Amazon Q FXERNRKRE , ©
SEBRHRMNER, ©AYFEEMA IAM Identity Center E3F , NTEI T Amazon Q F X EBREZFWLE
£3K1i718 Amazon Q.

EEA Amazon Q WE LR , BAREFEINNR, BXNRNER , FSRAEECRNNENE
Ao

EETFHRBHNRE , EZ5H AWS REEXKZSZHH A mazon A QDeveloper c cess,
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AWSServiceRoleForAmazonQDeveloper

It AWS FEE R FEH Amazon Q Developer BEFTENNIR, ZEBEERINEZEMNA Amazon Q
A 81228 AWSServiceRoleForAmazonQDeveloper [RE KBk & &,

18T £ M il AWSServiceRoleForAmazonQDeveloper E/#&H) IAM 354K, 5 1th 5K B B B0 2 /23 Amazon
Q RREHITRIENRZHEXAR, BXEZELR , B3 1 Amazon Q F & & Al A F 17 54 A iR
SHXAE,

WHRBRFAGAGKE/FEABERIERNadninistratorfX R,
MRIFEAMER
ZERBEIELL TR,

« cloudwatch— AFEFEABMEHRKE/FERER CloudWatch W{EREIEIF. XEXEN , XFEH
FRERER B 23 Amazon Q BEA1EIR CloudWatch,

EEENRRBHNR , ESH AWS BE XS ZAWSServiceRoleForAmazonQDeveloperd B

AWSServiceRoleForUserSubscriptions

It AWS FEE XK FEH Amazon Q Developer BEFIENNPR., ZEBERINEEELIE Amazon
Q iTFrF 812K AWSServiceRoleForUserSubscriptions BRE AKX A,

BT %M il AWSServiceRoleForUserSubscriptions ZIf&# IAM SE4, Rf Lt SR BE BT A0 E) 2 Amazon
Q RREBHITRIENBRZHEXAR. BXESZEER , SN Amazon Q FF & & W1 F 1T 15 65/ BR
SHEXAE,

I EREEIRE Amazon Q 1T R #&HY Identity Center BRIV TG RINFR , LLE S EFHEMITI,
NERFMER
ZREITEUTR,

 identitystore : AW EMAIRER Identity Center B FHEXR , UET LB EFITHE,
-+ organizations : AFFMAIERER AWS Organizations BWEX , UMERTLLE S EFHITH,
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« sso : AFEMKRER Identity Center SEHIMNEDR , MERTLLE S EHIT I,
« kms— RFZEIEAVIE KMS F48 LUE & 14 F /Ot T8

EEFHRENNR , 25 AWS EE XS EAWSServiceRoleForUserSubscriptions 1 #Y

GitLabDuoWithAmazonQPermissions B E

WEKEFE Amazon Q EZHFIH GitLab Duo with Amazon Q &£ PN B TTHREMNIE, ZFHKE
WINZEIM Amazon Q FFREBZFI A MEMATiHE Amazon Q 19 IAM A&, BEEFZHE IAM &
& GitLab ERN T D2 FRZF (ARN) B4, ZRBEIIFUTEM :

 GitLab DuofE A R-RIFEARRE |, INEEXESHFERE, SIBNEFRSMHRILZEMR, ERARDH
=, JHFEHURKIE OAuth R ARRFIERE,
« GitLab DuoB B FR- o i 0l 2 A MKk OAuth R FRRFiER: , NMIR&IERRE.

« GitLab Duo #HHXER : EFEIE. MR FRE GitLab Duo f Amazon Q FE KX IREH VS E
R,

EEENFEBRONER , 1§35 GitLabDuoWithAmazon QPermissions AWS & KBS E M KK,

SR AT

BEEBIZBRSFRBIERXLEEHERI Amazon Q Developer B9 AWS T EBRFEEFNIFMES ., EIR
BEXRLETEEXMNBSIRE |, iH1T5 Document history for Amazon Q Developer User Guide It
# RSS R,

B B =p:
AmazonQDe ERMEMRER , LA TR KMS 2408 Identity Center 2025 &
veloperAccess :  #H{THER, 10 A
BEATERRE 29 H
AmazonQFu ERMMEANR | BLAFTE KMS 47 LLUEN Identity Center 2025
IAccess : BFIR HITRN, 10 A
B 29 H
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BEX iR HHA
AWSServic ERMEMRER |, LAARFIHE KMS %48 LUEX Identity Center 2025 &
eRoleForU TR 10 B
serSubscr 29 H
iptions : EFE
B
AmazonQDe SRMEENER , MEE Amazon Q Bl X P EEIER 18 F. 2025 £ 5
veloperAccess : H14 H
EHREE
AmazonQFu SRMEENER , MEE Amazon Q I X P EEIER $ 18 F. 2025 £ 5
lIAccess : B¥#T A 14 B
R
AmazonQFu ERMEENR , MEEHE=SEREHNINEES ARt 2025 £
lIAccess : B¥#T 5RA2H
R
AmazonQFu ERAMEECNER , MEXFFRMEHAE=ZSEHES Amazon Q 2025 F 4
IAccess : B Fr & EWMEY R B IhEE, H 30 H
KL
GitLabDuo ERMEMNE , AFET Amazon Q FXEBEBEFHE =7 OAuth 2025 F 4
WithAmazo NRARRF, A 30 H
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ionsPolicy : BE#

AL

GitLabDuo GitLab 215 Amazon Q FF & &B R LAGitLab DuofE Amazon 2025 £ 4
WithAmazo Q &K IhEE, A 17 H
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AWS &M TF Amazon Q WIEEHXR

360



Amazon Q FF X &R AFEE
BEX iR SR:
AWSServic ¥ Amazon Q KI KL A F B FEH4RIEIRS, 2025 F 2
eRoleForU A 17 H
serSubscr
iptions : EFE
B
AmazonQDe ERMETCNE , AMETLAEA Amazon Q FF & & RIiE#H. 2024 F
veloperAccess : 11 H
EHREE 13 H
AmazonQFu EARMETCNE , UEEEMEA Amazon Q FF & & RBEHFAK 2024 &
llAccess : ¥ A Amazon Q F R EBRAFRCIZNEEIRZ, 1A
R 13 H
AmazonQDe SRMBAARRE |, RFEA Amazon Q HE T CLI S ERK 2024 £
veloperAccess : 8, 10 A
EHRE 28 H
AmazonQFu SRMBAARR |, RFEA Amazon Q HETF CLI S ERK 2024 £
llAccess : ¥ B, 10 B
KRB 28 H
AmazonQFu SIRMEMRER |, £ Amazon Q R TiBEER, 2024 &F
lIAccess : B#T 7AHA9H
KL
AmazonQDe BT ENERLALXES Amazon Q FXERNRE , A2 2024
veloperAccess : IR 1 RINFR, 7H9H
R B
AmazonQFu SIRINEFARER |, AR Amazon Q F R ERE BITHEARE, 2024 £ 4
lIAccess : E ¥ A 30H
KL

AWS &M TF Amazon Q WIEEHXR
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BEX iR HHA

AWSServic A Amazon Q 1] AWS Organizations RBIEERNEXBNEFH 2024 F£ 4

eRoleForU 1T, AWS IAM Identity Center AWS IAM Identity Center H % A 30AH

serSubscriptions

. FTR B

AWSServic A Amaz CodeGuru on Q X REFH B T# CloudWatch #2024 £ 4

eRoleForA b, H 30 H

mazonQDev

eloper : FREE

AmazonQFu RET2HRNERABHAS Amazon Q F X ERHRE, 2023 &

lIAccess : FTER B 11 B
28 H

Amazon Q F&%  Amazon Q A X EHHRIRE AWS REBKRNEE, 2023 F

EIREFF BB ER 1A

BX 28 H

A Amazon Q FRERMAFIEERABRSHEXAR

Amazon Q FF 4 & EH AWS Identity and Access Management (IAM) [R5 i< A6, REHERXA
BR—MIHEREN IAM A€ , ©5 Amazon Q FF R EREEMEX, RESHEXAEH Amazon Q
Developer FiE X , BRIZBRESKAREEHAEHM AWS REFTENFTENR,

E&A

« 7 Amazon Q FRERERABRFIHEXEE

« service-linked-roles i F F F° iT 15

N Amazon Q A X EMRERRFZSHEXAE

Amazon Q FF % & B AWS Identity and Access Management (IAM) fR S i< A E, REHEXA
BE—MIHEREN IAM A , ©5 Amazon Q FF A EREEMEX, RSHEXAEH Amazon Q
Developer MiE X , BFZRFAREFHEM AWS BRZFAIFENPTE IR,
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REEXBEAILEERNMIZRE Amazon Q FEXER , RABTALFHHFMBPENNRE. Amazon
QARERENEBSHERAGHNIER , BRIESAEN , BUNRE Amazon Q FEERTURANZA
B, EXHWNRETFBESETREAMNERRE , LR TREM BT ME A IAM SRR KB,

REEEEMBREXARRE , B E&MRESREAE®, XFHERFER Amazon Q FTFRERFIR
NIERTTE A I BRXS 7R 89 75 R AR

BXXERSHEXAGHEMRSNES , F2HAE5 IAM BESEANAWS RS , AERSHEXAET
PEHRRE ‘B WRS. GREENEE  EFZRSHRSKEKA B,

T# AWS EAT Amazon Q F X ENFEE B,

Amazon Q F X ERHRFZHEX<ABKE

Amazon Q Developer £ & 79 9 R &5 48 5< & € AWSServiceRoleForAmazonQDeveloper— Lt & &
[ Amazon Q & F i B &M P R HTE T EK L WNR |, REET S FCIZFERIRLREHNR
CodeGuru , AR B KIEBIEHNR, CloudWatch

AWSServiceRoleForAmazonQDeveloper [RFHXABEEUATRZRRAZAEE .

* .amazonaws.com

B A A BNRERE AWSServiceRoleForAmazonQDeveloper St iF Amazon Q Developer X118 E & IR
TR T -

« 184 : AWS/Q CloudWatch namespace £BY cloudwatch:PutMetricData

BB AEBEFERAF, ANACEBCRE, FEINRBESHAXAGHNIR. BXESZER , F5
B {IAM RFER) eV RSHEX A BNER.

7 Amazon Q FFREMEIZRSHEXAR

BEREFIOUNRERSKEAG, HEBEFDN Amazon Q BB AZBIET AWS EEEFH A , Amazon Q
FRESNECRERFHEINAG,

MREMBRZBRSRBEAR  RAEEEBXME , ZUNERAHRREEKFFEFCIELAR, HE
EFTRER , Amazon Q FERNECIRRSHXBE,

BIETLAGER IAM 251 A= AWS CLI 8l2EE q.amazonaws. com FREBMHRSHEAAR, BX
BZEE , BEH IAM AFER PHAERSEXAE. NRERRT LESHEXAE , AIAFEARE
HHUEREBRNIEAE,
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A Amazon Q F A ERRBERSHKAR

Amazon Q FF & &E R AT E%E AWSServiceRoleForAmazonQDeveloper FRE X AR, SIERS X<
RAGE K BELEFERACHEN , RN UREESHEAHSI AZAG, ERTUFER IAM REAE
#Hir, BEXEZER , HF25 (AM AFPER) PN RERS X EKA®,

A Amazon Q F X ERBIRIRZH<AE
MBETHEEFAENEERSKEACNINGERRS , RINBIERKRZAR, XEMEERBED
WS RERASE, B2, SMEBERBSHXARNER , RETREFIMERE.

® Note

LA EMERAIRAT , 20R Amazon Q FFREMRS EEEREXAE , NRBRRETRERS X
W, MRREXTMER , BEF/LTHEER.

£/ IAM Fa RS KB A e

M IAM #2#|& AWS CLI, = AWS API i Bk AWSServiceRoleForAmazonQDeveloperfR$5 < A
B, BXEZER , HZH (AM AFERE) PHIBRESR<EAE,

Amazon Q F X B RIRSHEX BRI ENXE

Amazon Q F X EMRHAFERSTANENXBEPHXFEARSHEXAR, EUUENTXEFERZ
AWSServiceRoleForAmazonQDeveloper &2, BEXEZEE |, HSHAWS Xi#lifm 5.

X1 & 75 X #RiR Amazon Q FF
RERPH R
EERI (HFFRLMILE ) us-east-1 =
XERIP (HE3EBM ) us-east-2 B
XEFEE (LmFRERIL ) us-west-1 =
ZEAEI (HERM ) us-west-2 =
FEM (FFER) af-south-1 B
TWA#X (&FE) ap-east-1 =
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Amazon Q 7F % % I P 4ET
XA XEFRiR Amazon Q FF
RERPH R
0 A X ( FEDDE ) ap-southeast-3 B
WAHX (&HX) ap-south-1 =
AR X (KPR ) ap-northeast-3 S
TA#X (ER) ap-northeast-2 S
T A3 X (# AR ) ap-southeast-1 B
TA#X (FE ) ap-southeast-2 =
TWA#X (FRR) ap-northeast-1 B
MEX (FE) ca-central-1 i
Bt X (EXRE) eu-central-1 =
Rt X ( BR= ) eu-west-1 =
ROt X (2K ) eu-west-2 =
RROM X (K= ) eu-south-1 =
RO X ( B3 ) eu-west-3 B
RRMith X ( HTEERE ) eu-north-1 =
FR ( BH) me-south-1 e
7R ( PUEREE ) me-central-1 B
EEMN (ERF) sa-east-1 =
AWS GovCloud ( EEZFREB ) us-gov-east-1 =
AWS GovCloud ( =EFEI ) us-gov-west-1 =
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service-linked-roles T AT A

B FITRMER AWS Identity and Access Management (IAM) fRE X &6, REHEXARRE —fIihis
W IAM BEERE  EEXEKIAFITE. BRFHEXACHAFPITAMEN , EERSKAKREBAHM
AWS R FraR H FRE R BR

BEHEXARTILEERMMIZBAFITH , EAGTLFHRNSLENNR, AFITRELTHRS
HXABHNR , RIEZHEEL , EMNRABAFTRAATUCARAR, EXHNRSEEERBENNR
REE , URAREM N EMEM E AL IAM SKAERI AR KBS o

RAEEEEREBREXERE , £ el
FENNR.

IBRBRS XK AR, XA RPEHAFITE |, B L E SRR

BRXERSHEXAGHEMBRSNEES , HSHAE5 IAM BESEANAWS RS , AERSHEXAET
PEHINE ‘B WRS. ERENEE  EFZRSHBRSIEABXH,

FA AT B A9 BR 55 48 5% 2 B AN BR

A FiT 54 B & AWSServiceRoleForUserSubscriptions R I RS < A, A E RN HAFITRIREAEX
IAM Identity Center 2RIV TFRINR , SAE Bz EFHERITHE,

AWSServiceRoleForUserSubscriptions [REGMHEXABEFUTRSKRAAZAE

* user-subscriptions.amazonaws.com

BN A BNREKEMAWSServiceRoleForUserSubscriptions 2 ¥ 1T X 18 E R IR T A A TR 4E -

- 84 * £# identitystore:DescribeGroup
##1E : identitystore:DescribeUser £EMY *
1€ : identitystore:IsMemberInGroups L£#Y *
#{E : identitystore:ListGroupMemberships LH#Y *
¥R{E : organizations:DescribeOrganization L&Y *
##1E : sso:DescribeApplication £ *
#1E : sso:DescribeInstance LH *

#81E : sso:ListInstances L#Y *
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¥ 1E : sso-directory:DescribeUser £HJ *

BB ABEFERAF, ANACEBCRE, FEINRBESHAXAGHNIR. BXESZER , §5
B {IAM AP ER) VRS HEX A BNER.

NAPITHZRSHEXAE

BEFFHORRSKEAR, SEEPCIEA/ITHEN AWS EE2EFE |, AFITRSNEIRRS
HXAE,

MREMBRZBRESREAR  RAEEEBXRCE , ZUNEAHARREREKFFEFCIELAR, HE
EFMREN , AFITRARBEXNEEREBESHEAXAR,

BE T LAER IAM 24| &5 AWS CLI 8128 H q.amazonaws.com REBZBHHNBRSHERAR, X
BFZER , BSE IAM AFER FHAEBRSEXAC. NRERRT LESHEXAG , AIUAFEAE
HHSEBXREAG,

NAFTRARERSEXAE

AFITHET T84 AWSServiceRoleForUserSubscriptions R X AR, BIBZRESXBKART ,
ERTELERACHEN , RN a4 RiZAG, BERUNUER IAM FEAGHEHIR, X
BEZER ,B5HE (AM AFEE) PHEERS KA,

AAFTRABRESEXAE
MRTBRECAENZERSKKACHNIIERRS , RNEBWERHBRZAG. XHEMIBREES
BEERREFHREASSE, B2, MAEFRBSAXAGHNER , RETRFIMERE.

® Note

EERERBRE RN , WRAFTRARSEECAAXAE  WRERRETESRK, MRK
EXHER  BEF/LOHRER,

£/ IAM FahIBRARSS KBk B &

5/ IAM #24]& AWS CLI, = AWS API il B AWSServiceRoleForUserSubscriptionsiRSS X< &,
BXEZER , HZH (AM AFEm™E) PHHIBRIRSR]EAE,
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Amazon Q FF & & i AriEE

RPITHRSEXABHZFXE

Amazon Q FF R ERITAXFERS TANFEXEHRERRSEXAR, AXESEER , B
FIAWS [Xig M=o

Amazon Q FRERITAHFERSTANBNINXFF B EERARSHEXARG, BAUEUTXEE
FiZ AWSServiceRoleForUserSubscriptions &€&,

X 15 & #5 XPRiA RPFITR A X
EERI (HFFRLMILE ) us-east-1 =
ZEEI (BREXM ) us-west-2 =
EERZ (FFRILMILE ) us-east-1 =
EEFRE (@mXBEM ) us-east-2 =
EZERIB ( BXEM ) us-east-2 A
XEAL (JemAERL ) us-west-1 =
WAMX (&X) ap-south-1 =
LWAH#X ( KR ) ap-northeast-3 =
LA#BX (BR) ap-northeast-2 =
o ARH X (TN ) ap-southeast-1 =
WA#X (FEE ) ap-southeast-2 =
WA#X (FRR) ap-northeast-1 =
NEKX ( BE) ca-central-1 =
oMt X (EZRAE ) eu-central-1 =
ROMX ( ZR=Z) eu-west-1 =
Rt X (62 ) eu-west-2 Jt
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Xig & X 4R RAPIT R X5
M X (B2 ) eu-west-3 =
Rt X (BT ERRE ) eu-north-1 =
EEMN ( ERT) sa-east-1 =

Amazon Q F A &M S KU

ETHRREBETRESMUXINEER , FZHAWS RF “ZEEA XIS HTE" ", RERFEERX
BHEMITH. AWS RS AXx—KREE , BSHAWS SMITHAWS,

ERBAMEA T RE=HFIHRE AWS Artifact, BXESES , BSEHH TS FH ° AWS
Artifact,

BIEMFER AWS RS N ENRIERTENBIENSREME, RATMNENBRUARERNEENE
M, BXEBEFARNENETENESZEE AWS RS , BSRAWS 22 X H#,

Amazon Q FF & &y Ay

AWS £IREm 2R S5 AWS Xif aTAXMWEN. AWS XiF REHS MBS RABENTAX ,
XETMAXBEIRERE, SFEHENSERRNNEEE, MATHX , BARITTNREETARZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMZEAEL , TTH
XEEESHAIRYE. FEEINATT B,

BX AWS X MATARXNESER , BSRAWS £ IREM %,

Amazon Q F R EMFHEMIREZ M

BN —THEEMRS , Amazon Q | AWS XKML EMNRY . AX AWS T2 RF AR MM AWS
RPEMRENER , BZHAWS =22, EFAEMRERENREIRERKRITEN AWS 35 |
ES S AWS ecurity Pillar Well-Architected Fram ework # B9 &A% FER T o

BT LAMER AWS BEX W APl B REE M5 Amazon Q Developer. BFImMSMTIFUTHEA -

- RRERREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,
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. BEESHEAEE (PFS ) HWEIREL , 6110 DHE ( K55 Diffie-Hellman ) 3 ECDHE ( I 45 & #
% Diffie-Hellman ) « XKZEHIRRE (WM Java7 RESRAE ) BIFXLEEN,

A Amazon Q FF R ERECER K&, KBRS SIEIEDR

MREFEANZHAE, RERFSH[IBFELR , FEEFUTREMN URLs Amazon BIRE M
(ARNs) REFIAFAIHE , LE Amazon Q IEFHIE 1T,

—fi% URLs ZIiF AT & &

EULTAAES URLs , it :

« idc-directory- 1d or-aliasfEAER IAM B4 HOEHIKE F ID HEIHE. HX IAM Identity
Center WEZEE |, i5SE AWS IAM Ildentity Center Fi PR HI T4 =2 IAM Identity Center ? o

. sso—regionEEFﬁf&“\E’\J IAM Z 1370 RBIE AWS XiEMEE. BXEZER , S Amazon Q
FF & & MR 3589 1AM Identity Center X1,

« profile-region5&TEEMN Amazon Q F R EEEXHFIEN AWS XiF#HE. H>x Amazon Q
FEEREEXHNESZER , BSRMTLE Amazon Q F A EREESXH ? # Q F A& RIZEH A
5 QFREREEXH X FHNXE,

URL A&
idc-directory-id-or- FHKIUE

alias.awsapps.com

oidc.sso-region .amazonaws.com FHKIUE
*.$50.550-region .amazonaws.com SHRIE

* sso-portal. sso-region .amazonaw BRI

s.com

* aws.dev SHRIE
* awsstatic.com FHRIUE
* console.aws.a2z.com AR
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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URL J2BE
* . $S0.amazonaws.com FHRIUE
https://codewhisperer.us-ea Amazon Q FF & & MR Ih&E

st-1.amazonaws.com

https://q. profile-region .amazonaw Amazon Q FF & & KRIh&E
s.com

https://idetoolkits-hostedf IDE ##y Amazon Q F X &Rk , BLE
iles.amazonaws.com/*

https://idetoolkits.amazonw IDE 1 #J Amazon Q F A &R , iwR
ebservices.com/*

q-developer-integration.us- IDE H Y Amazon Q F R EIR , R
east-1.api.aws

https://aws-toolkit-language- IDE H#) Amazon Q FFAERR , ESLE
servers.amazonaws.com/*

https://aws-language-servers.us- IDE H#) Amazon Q FF A &R , BSLE
east-1.amazonaws.com/*

https://client-telemetry.us- IDE H 8 Amazon Q FF R ERR , E
east-1.amazonaws.com

cognito-identity.us-east-1. IDE ##9 Amazon Q FFA&ERR , i

amazonaws.com

Amazon S3 1Zf 4 URLs 1 ARNs R iF& %

NFHRHLEINEE | Amazon Q & B L& AWS BRZFHER Amazon S3 F#E. MREERAHIEL
BRBHFEHIT Amazon S3 BYiFE] |, NI BT 8EE E /AT AT 17 0)IX L 1FME 8 S sEE A E A Amazon
Q Ih&E,

Amazon S3 Ffi# URLs 1 ARNs A iF& & 371
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TRIET Amazon Q EEiHRINE Amazon S3 ZEEAY URL f1 ARN , ARFERASNMEEREHN
IhEE, ALAMERFEM#ME URL S EM#E ARN X EEEEHIARTFFHR , BEAEEURT & {2 &5t
Amazon S3 Y15 R R .

BRFEERET Amazon Q FREBEX/HH AWS i X FE#EEIIAFRIBE, BX Amazon Q
FREREEXHNESER , SR LR Amazon Q FF &R EMECEXH 2,

Amazon S3 Ffi&# URL 1 ARN Az
ZERI (FHFRLEMILEE) - AT E4& Amazon Q X155 E KR

Amazon S3 TFE4E
* https://amazong-code-scan-u

s-east-1-29121b44f7b.s3.ama
zonaws.com/

* arn:aws:s3:::amazong-code-s
can-us-east-1-29121b44f7b

RN X (EZRE)

* https://amazong-code-scan-e
u-central-1-9374e402cc5.s3.
amazonaws.com/

* arn:aws:s3:::amazong-code-s
can-eu-central-1-9374e402cc5

EERI ( FFRLMILER ) - BT E4& Amazon Q B H 4T
Amazon S3 1Z1& 1@

* https://amazong-code-transf
ormation-us-east-1-c6160f04
7e@.s3.amazonaws.com/

* arn:aws:s3:::amazong-code-t
ransformation-us-east-1-c61
60f047e0

RN X (E=RAE)
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Amazon S3 Ffi&# URL 1 ARN Az

* https://amazong-code-transf
ormation-eu-central-1-a0a89
cc2b94.s3.amazonaws.com/

* arn:aws:s3:::amazong-code-t
ransformation-eu-central-1-
a0a89cc2b94

£ Amazon Q H & &2\ R E
NRBRLAPELATREFEIE , Bl IZRA TSR , LARIIEREE] Amazon Q.
$BR1: £ IDEHEEREBRE

# IDE RiEERERS /M URL,

(® Note

FE# SOCKS REMNREEFEE (PAC ) X, BATUIRBLUTHBAFHEE HTTP =
HTTPS R,

Eclipse

1. £ Eclipse # , BUTARIT A EIED :

- £ Windows 2 Ubuntu £ :
« M Eclipse ¥REEHRERED , AR EFRHE,
« 7£ macOS L :
« MWEEBERFIEE Eclipse , AFBRIEEMN macOS AIEFRIEBE R EHIXT,
2. TEEZRES | @A Amazon Q HFITFHF Amazon Q.
3. ERERET , ¥ HTTPS KE URL REN 2 FHRE URL,

Al http://proxy.company.com:8080. https://proxy.company.com:8443
4. £ Amazon Q RERFATIRES , AR T —F,

1£ Amazon Q FELE N FE
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JetBrains

£ JetBrains , #Z IntelliJ IDEA XM HTTP REFFHMNIES FIRENERSHFHNENSE
MiwHo

Visual Studio

1. M Visual Studio EXEHFERTE | REEFRIED,
2. MEmMEHEFREFF AWS Toolkit , RFIEFAE,
3. MREXEd FENNFORENLNTRBENMNTD,

Bl : http://proxy.company.com:8080. https://proxy.company.com:8443

Visual Studio Code

1. £ VS Code # , 2 CMD + , (Mac) = Ctxl + , ( Windows/Linux ) 3T VS Code i& &,
2. MIREBEZEEDWA Http: Proxy , AREEBRLRFHKIE,
3. WALTRE URL,

- http://proxy.company.com:8080. https://proxy.company.com:8443
4. (THE) EIREEREFHA HTTP: No Proxy , RAEELRHKITE,
BRI B RA , ARMNEIRENE , AiES 2R,

o

S8 2 BE SSL iE P

Amazon Q BEIRAAERERSE LLRENAFIES. NREBIERER , WLHELTHATEE
kFHIEELEP RS,
(® Note

UTREEFIERENER.

- BERER , LB 7T SiEHHERNER,
- NAIREBEFEANIERFTERSENEETEE D,
« Amazon Q BN LA TEP,

1£ Amazon Q FELE N FCE 374
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Eclipse

« 1E Eclipse By Amazon Q REH , ERIFIRET , £ CA iEPH PEM RE H 2 BlEH XHH %
B, XHMMER .pem XV RE. ( TEESEA .crt X, )

THIBEEUTHAEM
/path/to/corporate-ca-bundle.pem

BRIREUL XAV B | FS PRI FEF,

JetBrains

5 JetBrains , #£&R IntelliJ IDEA XA ZEENRIUEBEFBPNIES FHRRENLQFILES,

BRIREUEBIRA |, HSFEIREL BB,
Visual Studio

«  BEELLT Windows BT E -

* NODE_OPTIONS = --use-openssl-ca
* NODE_EXTRA_CA_CERTS = cert-path

cert-pathB NN EIEP X HERR, XHMLIMER .pem XHT BB, ( TEEFEA .crt
X, )

TR REUTRHRARL

/path/to/corporate-ca-bundle.pem

BRIRM N ANEBXHER |, BSRREAL FER, BXx Windows M ETEMFAEFE
%2 M Node.js documentation,

Visual Studio Code

1. £ VS Code # , & CMD + , (Mac) = Ctrl + , ( Windows/Linux ) 3TFF VS Code i& &,

2. MREEZE A Amazon Q > Proxy: Certificate Authority , AEEERER
FEREE,

3. WARAUEBXHNER. ©NEHR .pemH .crt XHTREE.

1£ Amazon Q FELE N FCE 375


https://www.jetbrains.com/help/idea/ssl-certificates.html#manual_configuration
https://nodejs.org/api/cli.html#cli_node_extra_ca_certs_file
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TBESULTRRRM

/path/to/corporate-ca-bundle.pem

BRIREUL XAV A | FS IR FUE

SB]3: EFED IDE
BAMEFR S IDE = 8EfE F PR Y B E #H Amazon Qo
B BHEE

MREETEAILTHNLSER , BEBIEE |, HRBET A THEER,
Eclipse

1. BERAE URLEREE http:// = https://o
2. BREBXHBREFEEBEAHR,
3. 7E Eclipse $8ix HEFEE Amazon Q BE. BESMEERAL , BRITUTEREZ—
* 1f Eclipse #&3x Amazon Q , EFEA LA Q BHRZLMNE TEL , ARKXERBHNE
ER&E.
- M Eclipse ¥EHFOERED,. ETABHEIRAE,

® Note
MEBBEUTHEIRHELR -
« unable to verify the first certificate , EHRCEKBIER 2 BE
SSL IEPALE R R AR FFIEEIES.
« self signed certificate , FHRERBLIIR 2 : BLE SSL UFHLEHHH
BARFHIEEILEH,
+ ECONNREFUSED , R EBBKMEZEMLEFE,
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JetBrains

1. BRMAE URL BEXEE http:// = https://
2. WHRIEPXHBRRFREBBTIHE,

3. ERAZENHHEFEMN Amazon Q JetBrains B, BXEHR A ENENHEEY |, 35
“Support ( JetBrains IDEs X #f ) " WE LRY “&3k IDE BHEXH

(® Note
MREEBEATHEHIRER :
+ unable to verify the first certificate , FHRCKBLIER 2 BE
SSL iE B4R iH AR F I IEEILE S,
« self signed certificate , BRRERBIR 2 : BE SSL UEPBLE A
BARFIHIEEILEH,
« ECONNREFUSED , FREEBRMEZMAERFESE,

Visual Studio

1. BRKE URL BKXEE http:// = https://s
2. WARIEPXHREERBETAHR,
3. RUTHRNER AWS Toolkit ' BREFHEE :

« 1£ Visual Studio X &£/ K BHY E,
« % AWS Toolkit BFF AWS TEGXE K REFEEEFE Toolkit HE,

« 3 AWS Toolkit B EXHREBHIRERGHITIT A , AP 4R THEF , REHRIE
AEE5LERBEXHE S B S,

4. £ Visual Studio &z HEHEE Amazon Q BE., BXEZEE |, S ® Troubleshooting
Extensions with the Activity Logo

(® Note
MREEFUTHIRER

» unable to verify the first certificate , FHRCKRBIER 2 BE
SSL UEPEE Y iH Bk F I8 E U,
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https://devblogs.microsoft.com/visualstudio/troubleshooting-extensions-with-the-activity-log/
https://devblogs.microsoft.com/visualstudio/troubleshooting-extensions-with-the-activity-log/
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« self signed certificate , BHWARBIRBIER 2 . FE SSL IEHLAEHHIER
AR FBIEEILE P,
« ECONNREFUSED , HREBBMEZNNEEE,

Visual Studio Code

1. BRAE URL BXEE http:// = https://
2. BRIER AR ERIEBBTIAHE,
3. £ VS Code M5 i HIRHPEH Amazon Q B,

® Note
MREBBATERER :
« unable to verify the first certificate , EHRREKREBIE 2 BE SSL
P B HBARF I IEEILE S,
« self signed certificate , FWRDRBIER 2 : BE SSL UEPHLEHRHYHEA
KFHEEIULEF,
« ECONNREFUSED , FREBBMEZEMAEFE,

FREN 2 BEH
BRMABIUES , FEEN IT ARERUTESR :

o NENEPRHT , BER .pem =X .crt X,
- RERS[FAEFE , BEENE., WOMSHBRIESZE,

HE , MR RSHIES .

1. BRXFAEENEMR HTTPS ik,
2. FEMHEEFNL , ERERSCELER, ((WEAREN SRR N R. )

3. FRIEBFHIMP, BREFEMIPE, RESERANIER  SHRIIPHIRIBET
B, BXREMLR , FEFN TR,
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Amazon Q FF & & xF#E O = ( AWS PrivateLink )

(® Note

Amazon Q F R ERZF B EOIKSTE IDE FRAMINEE. VPC KRN KRTFXIFE AWS
NAREFAMIE EE Amazon Q Bl R, 5% Amazon Q FF & & M #: Web K5,

B L BN S E O VPC iR 27 VPC 5 Amazon Q F X EMRZ BB AEERE, EOKET B —

WM ARIBAZE AWS PrivateLink , ZEARFER APIs TEEBEMMKE, NAT i%%. VPN E#ZR AWS
Direct Connect ¥E$ZB1 AT FAZZ 5 [R] Amazon Q. &8 VPC FISEBIFEELE IP it Bl v 5 Amazon
Q JBfE APIs, &8 VPC Ml Amazon Q 2 BINRET LSBT LM LK,

BN EORSEHFRPN — NSRS EENZEORT
BXESZEL , 25 (Amazon VPC FIFIERT) MO VPC A (AWS PrivateLink),

AmaZOn Q VPC Jﬁﬁ/\\\/f;%sglﬁ

£ Amazon Q REED VPC imm 28l , BEHEE (Amazon VPC AIFIER) RFHEDmAEM
FIBR #llo

Amazon Q XFHEEENES Amazon Q hEITHEMNRS ETXH , NEH VPC AR EFTE API #£#
£,

FRFH
ELEF BT N RE By , BFRREHEUTRE

- BEECIEMEERFENELSNRN AWS Ik,
- BEZN AWS IKFHFBIET VPC,
« % AWS RS, £ EH R Amazon VPC # Amazon Q.

A Amazon Q f€1Z# 0O VPC in =

& LAE A Amazon VPC #2148 AWS Command Line Interface ( AWS CLI ) 73 Amazon Q iR
FZBl2 VPC xR, BXEZER , H5H (Amazon VPC User Guide) HH Creating an interface

endpoint,
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Amazon Q 7 & & AriEE

FEALLTRSB#MA Amazon Q 81 LLT VPC iwa :

* com.amazonaws. region.q

¢ com.amazonaws.us-east-1.codewhisperer

regionBRNBEIEH Amazon Q FREBMEX I AWS X, BXEZEE , BEH QA AE
REEFIEE Q I & & RES B XA 2 J Y X,

@ Note

I 5i# CodeWhisperer 4% & ( com.amazonaws.us-east-1.codewhisperer ) (R TEEEERH
(HBEFRLILE ) X F2H,

MRRANFESBHAFE DNS |, MALAERAEXN FZ XA ERIA DNS &% , @ Amazon Q Xix AP| &

X, It q.us-east-1.amazonaws.com,

BEXEZER , 2 (Amazon VPC BAFIER) FRYER O =15 R RS

FAAITTEYEZEE Amazon Q iw R

AT NEBFEAAR M ITEYETEN AWS VPC FH AWS PrivateLink i s iE#EZE] Amazon Q BT

*EO

1. EAR#IZEEF VPC ZEa)zE VPN ER,
2. 7 Amazon Q #1Z#0 VPC i Ko
3. 1&E A¥5 Amazon Route 53 % 5, iXfFFEEREERFE AR IRE L Amazon Q i858 DNS B #.

FEAESENRBHEEZEE Amazon Q IR
AR HRE A & A RBIHREEZE Amazon Q ik R RE,

EXMERT , #FAA IDE BREFEZEFHAENEBIARHET IAM #H1TEHRIER IDE. AWS R4
& SageMaker Al TEZH AWS Glue THZE,

1. A Amazon Q €20 VPC ik =,
2. EREHIASNREBTREIRE Amazon Q
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
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+ SageMaker A TERETHEE
* AWS Glue Studio
3. mBIEEENEA Amazon Q mR.

+ SageMaker A TERETHEE
* AWS Glue Studio

B AWS PrivateLink Y 5% EC2 24| F W EE =75 IDE E#F] Amazon Q

A1 5| &K E Amazon EC2 3£4 JetBrains L &35 = E K FF ZA¥E (IDE) ( 70 Visual Studio
Code ) , ARG EEE 7 HEEZE Amazon Q B9 AWS PrivateLinko

1. A Amazon Q #/Z$# 0 VPC ik S,

2. }¥ Amazon EC2 E6IE 30 EEH VPC RHMEFMNH, BRI LUEERESENE=7 IDE MHITER
I S Eh A BSRR1& ( AMI) o 3N | S& T LR Amazon Linux 2 AMI,

HE#3| Amazon EC2 3=,

ZEMEE IDE ( Visual Studio XFB = JetBrains ) o
%% Amazon Q ¥ BEFREH.

+F IDE B &R @i H it 1TiE#E AWS PrivateLinko

2

« Visual Studio Code AR M & E 2
« JetBrainsimiEFF &

J&Bid AWS PrivateLink I 5k EC2 3R] E#YEE =75 IDE 3E#E] Amazon Q 381


https://docs.aws.amazon.com/sagemaker/latest/dg/host-vpc.html
https://docs.aws.amazon.com/glue/latest/dg/start-connecting.html
https://code.visualstudio.com/docs/setup/network
https://www.jetbrains.com/help/idea/remote.html
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I MR ER Amazon Q FF X B EAER

5244 Amazon Q Developer FE it AWS R AR A FEM., ATAMNEENEEART S,
AWS BMHL TSR T EMIhgekEEMIZ % Amazon Q FF A &ETED :

« AWS CloudTrailf#3k HIEH A REKEN APl A AWS Ik MAEXEH | 7 B EXXHERTE
EENLS#E 2 FMARS (Amazon S3) &, EALURBI WL A - Mk F1R4T 7 8% AWS, &
H LR R P it AR FEIL R £ R RS El, BXEZER , B2 M £AIERLSH Q FAE AP
A AWS CloudTrail,

« Amazon 2358Y CloudWatchiz 2 & H) AWS FIRFMAIZIT AWS MR AREF. EA SAREMIRERIE
¥R, BB BENHEAER , URIREBIRATEIEENIEIRA RS E R B E 88 A &= R EE .
flan | A LA CloudWatch BRERIZEIIK A Amazon Q BRI R B BERAF . BXEZE
B, B2 FRL S %EE Amazon Q FF &4 #& CloudWatch,

Amazon Q F X ENEBIFELATIhEE , BB FERBREREMIZRK Amazon Q FEVAFIESD -
s EHEMRER Amazon Q FAERZTULERITRAFPKNCEAFESER. EXEZEE , TSR
EE4ER EEE Amazon Q F X ERBAFES.

- APEDGREETREZNHAFE Amazon Q FITASES. BXEZEER |, §5HE Amazon Q FF &
ENRPEERERFED.

- BRESHEREEAPFEEERNTFXRIFE (IDE ) F1E Amazon Q IR F#H ANFAER FHIZE,
EXEZER , B3 £ Amazon Q F A EMPIEEAFHETR,

FERIERKL T Q F A& APl B AWS CloudTrail

Amazon Q Developer Pro 5 AWS CloudTraill =T RS ERK , ZRSREAF. AEHAFE Amazon
Q AWS RS HREVERERIZR. ¥ Amazon Q BFFE APl BRAEREH CloudTrail 3K, HIRAE
A aEEE Amazon Q #2458 BA X Amazon Q APl 2EMNRIZER. MREGIZERE , N
LA fF CloudTrail E4E4& &5 ZE] Amazon S3 76648 , 238 Amazon Q WEH, MREKREER
BR , MARAILAZE CloudTrail BHAFNEHTLIERPEERFTEH. BYKENEE CloudTrail , &
ALHER Amazon Q R HMER, RHERM IP bk, #IRH TIER, AHEHERAREALi¥ 4
=58,

BEXRMEZEE CloudTrail , 52 {AWS CloudTrail HF1EFE) -
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Amazon Q F X &E BN T CloudTrail

CloudTrail FE&AIZEIKF AWS K REEZNIKS, LS H. 2 Amazon Q Developer F & 4 7E3)
B, ZEh &5 H CloudTrail AWS IR EH —ERRFESHALIERF. BUUEREF, BR
MTIHJERENEN AWS IKF, BEXEZER , 5 H (AWS CloudTrail BF#ER) FHER
CloudTrail EHHAEIcZREFEH.

ERFSEIDRENEHSH AWS IKF , 838 Amazon Q WEH |, BRIBRIEE, RIEAW CloudTrail FHE
X&) Amazon S3 FEM. BINVERT |, EEG AP LIERRERICRN | REFICERNATME
AWS XiF, BRIRIERK AWS 2 XHrEXENEYH | H N B EXHEEZERIEERN Amazon S3 1
o AL, BuLIEER M AWS RS |, U — 5 A E CloudTrail BERKRENEHHIE, &
XEZELR | 519 (AWS CloudTrail B8R PR TES ;

o B2 ERiC FABR

« CloudTrail Z#5#IRSS FERK

« B¢ & Amazon SNS EXI CloudTrail

o BEYSKBEZAMNXIFH CloudTrail B &4

o« MZ/NIKF 12U CloudTrail B &4

A Amazon Q FF &2 &i2/E& A B HE X412 F CloudTrail #7E CloudTrail BEXHHAERHK%KE .
BINEHHIEEREHTEEXRERBERNWARER., BHEEEHTEBEUTHEA :

- ERRBEARIEPIERZ AWS Identity and Access Management (IAM) A F &I & H
- BRRFEAACERKREAFNRNZLEIERHN
- BRREGHAEMARE AWS RS

BXREZEE , F50 (CloudTraill i~ #Em) FHAWS CloudTrail HF S TE,

7 #% Amazon Q F X &R B EXHFKE

BERERE—MEE 6 AFTSHENBEXHEHEEEERN Amazon S3 171, CloudTrail B &34
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , EEXFERWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HILET2RE
A4S EIRF HI .
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Amazon Q FF R BEWMUEMER dryRun 31T AP B | URIFEE BB E R TIZIREFTFENE |
BFREFREEHIFER. APIs EAdryRunZ#iEA Amazon Q Developer 2 IR AN EH , HidH

ffrequestParametersFE"dryRun" : true®# CloudTrail H&EH,

AR RBIE R T & RiZSendMessage® M CloudTrail B&E%H.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J]:aws-user",

"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",

"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J",
"accountId": "123456789012",
"userName": "PowerUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",

"sourceIPAddress": "123.456.789.012",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0)

Firefox/115.0",

"requestParameters": {

"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",

"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",
"conversationToken'": "#**=*",
"utterance": "***"

arn": "arn:aws:iam::123456789012:role/PowerUser",

Gecko/20100101
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},
"responseElements": {
"result": {
"content": {
"text": {
"body": "***",
"references": []
}
},

"format": "PLAINTEXT",
"intents": {3},
Iltypell: IITEXTII

iy

"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"metadata": {
"conversationExpirationTime":

"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",

"2024-02-25T19:31:382",

"utteranceld": "3b87b46f-04a9-41lef-b8fe-8abf52d2c@53"

"conversationToken": "*#*x'",
},
"resultCode": "LLM"
},
"additionalEventData": {
"quickAction": "dev"
.

"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539c7a03d",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

AR RBIE R T & RiZPassRequestiR4EM CloudTrail BE%E.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalld": "AIDA60ON6E4XEGIEXAMPLE",

arn

": "arn:aws:iam::555555555555: user/Mary",
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"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"userName": "Mary"

I
"attributes": {

"creationDate": "2024-04-10T20:03:01Z2",
"mfaAuthenticated": "false"

},

"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",

"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLES65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"eventCategory": "Management"

LT ROIERTESR Amazon Q KREBEAs3: ListBucketsi#/EM CloudTrail B&E% B,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
},
"attributes": {
"creationDate": "2024-04-10T14:06:08Z2",
"mfaAuthenticated": "false"

}

I

"invokedBy": "q.amazonaws.com"
I
"eventTime": "2024-04-10T14:07:557",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": {

"Host": "s3.amazonaws.com"
},

"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
I
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9Cc463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": "Management"
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R TSI Amazon Q FF &% CloudWatch

(® Note
LA THE PR 5 E &/ IDE A Amazon Q X,

IETLAE %42 Amazon Q Dev CloudWatch eloper , '© & W& R AR H 0 E A ) 5 /9IE F 320
IR, XEZTHESRE 15 MNA , NIEEREBHRALES , HEEBFEF#h T # Amazon Q #
M, EANREREREENER , EXAINNRERNKEBALRNTH. BXELZER , HSH
Amazon CloudWatch B FP#6,

Amazon Q FF R EMRFE AWS/Q 5 & Z B IR E L T EFR.

Dimension  18#% EFEEIVEATE)]

s

T Invocations ERBE-BNERITETZDRAE
38

UserCount  DailyActiveUserTrend R WEFRIERAF .

Subscript SubscriptionCount ERAESRITENAFRE,

ionUserCo

unt

UniqueUse  MonthlyActiveUniqueUsers BRAEELRERBRERNAFE

rCount E,

Programmi  GeneratedLineCount BB E Amazon Q FF R ERREKKIT

ngLanguag o

e,

Suggestio

nState,

Completio

nType

Programmi  SuggestionReferenceCount BRAESRES|I ANENAL RSN

nglLanguag B,
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Dimension  18#% £ A 2= Bk %8R
s

e,

Suggestio

nState,

Completio

nType

Programmi  CodeScanCount EREESHTHRBABIRE.
ngLanguag
e

Programmi  TotalCharacterCount XHFHFR , B3EXKE Amazon Q
nglLanguag FFRERNAIBE R

e

Programmi  CodeWhispererCharacterCount Amazon Q FF & 3 R & B 1Y F R~ 8
nglLanguag
e

ELEBEA , BEEA Sum St BdE.
ZL A DailyActiveUserTrend , A S MU HIE , AEA 1 X" EXREAH,
L & SubscriptionCount , & 2 MSEiITHIE

E#IT)LE , MonthlyActiveUniqueUsers B A S MSE1THEEE , HEA “30 X" R AR,

£ Amazon CloudWatch BERB4EER A HEE

A LRV X W) Amazon Q FF R ERERBE RN AP RIER. EFEREBINAFXMTISENER
£, BERFRANEH SendTelemetryEvent , AR EH P T EHEE SendTelemetryEventRequest
7 JSON WK, EiZNRF , XU TR,

® Tip
B L ENAFE Amazon Q F X EBRFPISESMERIXA CSV #XWIREF, EXES
E8 , 5l £ Amazon Q F X BB EERERFPRED.
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http://json-schema.org/draft-07/schema#",
"definitions": {
"ProgramminglLanguage": {
"type": "object",
"properties": {
"languageName": {
"type": "string",
"enum": [
"python",
"javascript",
"java",
"csharp",
"typescript",
e
"cpp",
"go",
"kotlin",
"php",
"ruby",
"rust",
"scala",
"shell",
"sql",
"json",
"yaml",
"vue",
"tf",
"tsx",
"jsx",
"plaintext"
1,

"description": "Programming Languages supported by Q"

1,

"Dimension": {
"type": "object",
"properties": {

"name": {
"type": "string",
"description": "must match ~A[-a-zA-Z0-9._]1*$ and be between 1 and
255 characters"
I
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"value": {
"type": "string",
"description": "must match ~[-a-zA-Z0-9._]1*$ and be between 1 and
1024 characters"
}

I
"telemetryEvents": {
"UserTriggerDecisionEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
I
"requestId": {
"type": "string",
"description": "UUID for the request"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
1,

"completionType": {
"type": "string",
"enum": [

"BLOCK",
"LINE"

},

"suggestionState": {
"type": "string",
"enum": [

"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy
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"recommendationLatencyMilliseconds": {
"type": "number"
},
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
},
"triggerToResponselLatencyMilliseconds": {
"type": "number"
I
"suggestionReferenceCount": {
"type": "integer"
},
"generatedLine": {
"type": "integer"
I
"numberOfRecommendations": {
"type": "integer"

I

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"completionType",
"suggestionState",
"recommendationLatencyMilliseconds",
"timestamp"

iy

"CodeCoverageEvent": {
"type": "object",
"properties": {

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},

"acceptedCharacterCount": {
"type": "integer"

iy
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"totalCharacterCount": {
"type": "integer"

},

"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024,

}I

"unmodifiedAcceptedCharacterCount": {

"type": "integer"

1,

"required": [
"programminglLanguage",
"acceptedCharacterCount",
"totalCharacterCount",
"timestamp"

iy

"UserModificationEvent": {
"type": "object",
"properties": {

"sessionId": {
"type": "string",

"description": "UUID for the

I
"requestId": {
"type": "string",

session"

"description": "UUID for the request"

}I

"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"

iy

"modificationPercentage": {
"type": "number",

12:11:02 AM"

"description": "This is the percentage of AI generated code which

has been modified by the user"

}I

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"

iy
"timestamp": {
"type": "string",
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"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

1,

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"modificationPercentage",
"timestamp"

3,
"CodeScanEvent": {
"type": "object",
"properties": {
"programmingLanguage": {

"$ref": "#/definitions/Programminglanguage"

I

"codeScanJobId": {
"type": "string"

iy

"timestamp": {
"type": "string",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

iy
"codeAnalysisScope": {
"type": "string",
"enum": [
"FILE",
"PROJECT"

I

"required": [
"programminglLanguage",
"codeScanJobId",
"timestamp"

.

"CodeScanRemediationsEvent": {
"type": "object",
"properties": {

"programminglanguage": {

"$ref": "#/definitions/ProgramminglLanguage"

iy
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"CodeScanRemediationsEventType": {

"type": "string",

"enum": [
"CODESCAN_ISSUE_HOVER",
"CODESCAN_ISSUE_APPLY_FIX",
"CODESCAN_ISSUE_VIEW_DETAILS"

]

I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"detectorId": {
"type": "string"
},
"findingId": {
"type": "string"
I
"ruleId": {
"type": "string"
},
"component": {
"type": "string"
I
"reason": {
"type": "string"
},
"result": {
"type": "string"
I
"includesFix": {
"type": "boolean"
}
}
},

"MetricData": {
"type": "object",
"properties": {
"metricName": {
"type": "string",

"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between

1 and 1024 characters"
I

"metricValue": {
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iy

"type": "number"
iy
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
iy
"product": {
"type": "string",

"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 128 characters"

},
"dimensions": {
"type": "array",
"items": {
"$ref": "#/definitions/Dimension"
.

"description": "maximum size of 30"

"required": [

"metricName",
"metricValue",
"timestamp",
"product"

"ChatAddMessageEvent": {
"type": "object",
"properties": {

"conversationId": {
Iltypell: "String",
"description": "ID which represents a multi-turn conversation,

length between 1 and 128"

iy

"messageld": {

"type": "string",

"description": "Unique identifier for the chat message"
I
"customizationArn": {

"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"

}I

"userIntent": {

RBI A TE A PR IRIE

396



Amazon Q 7 & & ArfEm

"type": "string",

"enum": [
"SUGGEST_ALTERNATE_IMPLEMENTATION",
"APPLY_COMMON_BEST_PRACTICES",
"IMPROVE_CODE",

"SHOW_EXAMPLES",
"CITE_SOURCES",
"EXPLAIN_LINE_BY_LINE",
"EXPLAIN_CODE_SELECTION",
"GENERATE_CLOUDFORMATION_TEMPLATE"
]
I
"hasCodeSnippet": {
"type": "boolean"
},
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
I
"activeEditorTotalCharacters": {
"type": "integer"
},
"timeToFirstChunkMilliseconds": {
"type": "number"
I
"timeBetweenChunks": {
"type": "array",
"items": {
"type": "number"
},
"description": "maximum size of 100"
},
"fullResponselatency": {
"type": "number"
I
"requestLength": {
"type": "integer"
},
"responselLength": {
"type": "integer"
I
"numberOfCodeBlocks": {
"type": "integer"
},
"hasProjectLevelContext": {
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"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy
"ChatInteractWithMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"interactionType": {
"type": "string",
"enum": [
"INSERT_AT_CURSOR",
"COPY_SNIPPET",
"COPY",
"CLICK_LINK",
"CLICK_BODY_LINK",
"CLICK_FOLLOW_UP",
"HOVER_REFERENCE",
"UPVOTE",
"DOWNVOTE"
1,
"description": "Chat Message Interaction Type"
I
"interactionTarget": {
"type": "string",
"description": "Target of message interaction"

iy

RBI A TE A PR IRIE

398



Amazon Q 7 & &

RAriEmE

"acceptedCharacterCount": {
"type": "integer"

},

"acceptedLineCount": {
"type": "integer"

I

"acceptedSnippetHasReference": {
"type": "boolean"

},

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy

"ChatUserModificationEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
},
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
I
"modificationPercentage": {
"type": "number",

"description": "This is the percentage of AI generated code which

has been modified by the user"

}I

"hasProjectLevelContext": {
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"type": "boolean"

1,

"required": [
"conversationId",
"messageld",
"modificationPercentage"

1,

"SuggestionState": {
"type": "string",
"enum": [

"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

iy

"TerminalUserInteractionEvent": {
"type": "object",
"properties": {

"terminalUserInteractionEventType": {

"type": "string",
"enum": [

"CODEWHISPERER_TERMINAL_TRANSLATION_ACTION",
"CODEWHISPERER_TERMINAL_COMPLETION_INSERTED"

]I

"description": "Terminal User Interaction Event Type"

iy

"terminal": {
"type": "string"

iy

"terminalVersion": {
"type": "string"

I
"shell": {

"type": "string"
1,

"shellVersion": {
"type": "string"

1,
"duration": {

"type": "integer"
3,
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"timeToSuggestion": {
"type": "integer"

1,

"isCompletionAccepted": {
"type": "boolean"

1,

"cliToolCommand": {
"type": "string"

},
"FeatureDevEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
}
1,
"required": [
"conversationId"

},
"SendTelemetryEventRequest": {
"type": "object",
"properties": {
"clientToken": {
"type": "string",
"description": "The client's authentication token"
I
"telemetryEvent": {
"properties": {

"oneOf": [

{

"_comment": "This event is emitted when a user accepts or
rejects an inline code suggestion",

"$ref": "#/definitions/userTriggerDecisionEvent"

I

{
"_comment": "This event is emitted every five minutes. It

details how much code is written by inline code suggestion and in total during that

period",
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"$ref": "#/definitions/codeCoverageEvent"
1,
{
"_comment": "This event is emitted when a code snippet from
inline code suggestion has been edited by a user. It details the percentage of that
code snippet modified by the user",

"$ref": "#/definitions/userModificationEvent"
I
{
"_comment": "This field is emitted when a security scan is
requested by a user",
"$ref": "#/definitions/codeScanEvent"
},
{
"_comment": "This field is emitted when a security scan
recommended remediation is accepted by a user",
"$ref": "#/definitions/codeScanRemediationsEvent"
I
{
"_comment": "This event is deprecated but may still occur

in telemetry. Do not use this.",
"$ref": "#/definitions/metricData"
},
{
" _comment": "This event is emitted when Q adds an AI
generated message to the chat window",

"$ref": "#/definitions/chatAddMessageEvent"

I
{
" _comment": "This event is emitted when a user interacts
with a chat message",
"$ref": "#/definitions/chatInteractWithMessageEvent"
},
{

_comment": "This event is emitted when a user modifies a
code snippet sourced from chat. It gives a percentage of the code snippet which has
been modified",

"$ref": "#/definitions/chatUserModificationEvent"
},
{
" _comment": "This event is emitted when a user interacts
with a terminal suggestion",
"$ref": "#/definitions/terminalUserInteractionEvent"

iy
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" _comment": "This event is emitted when a user first
prompts the /dev feature.",
"$ref": "#/definitions/featureDevEvent"

iy

"optOutPreference": {
"type": "string",

"enum": [
"OPTIN",
"OPTOUT"

15

"description": "OPTOUT and telemetry is only provided to the account of
purchasing enterprise, OPTIN and telemetry may also be used for product improvement"
1,
"userContext": {
"type": "object",
"properties": {
"ideCategory": {
"type": "string",
"enum": [
"JETBRAINS",
"VSCODE",
"CLI",
"JUPYTER_MD",
"JUPYTER_SM"

},
"operatingSystem": {
"type": "string",

"description": "The operating system being used"
1,
"product": {

"type": "string",

"description": "The name of the product being used"
1,

"clientId": {
"type": "string",
"description": "A UUID representing the individual client being
used"

}I

"ideVersion": {
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"type": "string",
"description": "The version of the Q plugin"
}
.
"required": [
"ideCategory",
"operatingSystem",
"product",
"clientId",
"ideVersion"
]
.
"profileArn": {
"type": "string",
"description": "The arn of the Q Profile used to configure individual
user accounts."

BN EHNEFARR O TR,
UserTriggerDecisionEvent

HAHF5S Amazon Q RENBWHITRENSMALENF, BIERT ZEWRHIRR, ELERIENH
AR MR B TTEIR

« completionType : #f &K RRBRIERKBIT,
« suggestionState : AFRES., ELXEERFEWN.

CodeScanEvent

PTREBABNSIEREES. CABTREARNEENEGR , RENZENRBRELENRE,

« codeScanJobId : I E M MY M —FRIREF,
« codeAnalysisScope : HEREXHL3EREI B RAIHITH,

« programminglLanguage : EfEHEHIES,
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CodeScanRemediationsEvent

WEHHERAFE Amazon Q WAINEBUNWRE |, fIiNFEEREE RBIEE,

« CodeScanRemediationsEventType : FIRENEIAPREBRIZKER ( fln , EFFHEERNAE
g).

« includesFix : B RRABRARSZERIVEENHRE,

ChatAddMessageEvent

HEEERTHIRXEFRMFOEEN , 2L ES. EAUHERAFNERNMS RBEARE
FEo

« conversationId : X iEHIME —FRIRAF.

« messageld : BIXKJE BRI HE—IRIRAF

- userIntent : AFMNERE , flaicduEABHERNAE,

« programminglLanguage : SEHXEEHXWIES.,

ChatlnteractWithMessageEvent

LEHRRAFANENXEEHRTRE , SINEHNABA R, QEHESFEREEFEESIARE L,

« interactionType : REZKHE ( fltn , &4, BF. &F ).

- interactionTarget : REMXN R ( flan , KB ERTEERE ) .
 acceptedCharacterCount : BEZHEDNZRFE

- acceptedSnippetHasReference : RAEZNHEBRERT IS5 ANARE

TerminalUserlInteractionEvent

HEHEFAFELRMEFELEDTHRERIEAR,

« terminalUserInteractionEventType : REXH ( i , KigEEFHABIHE ).
- isCompletionAccepted : RIAAF 2B EZHIEHNHRE,
« duration : XREFTAMETE,
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18] Amazon BEHF 5B E X fHXHEE CloudWatch

I&ALATE Amazon Lo CloudWatch g s FE#EAEXSIEBENITMEL,

EAI AN Amazon Q AR EREEAERAUTNREEFXERE,

EFA TN BEREESANERBRMENNR , 5ZH Amazon Logs A FEE A EEHANRHN
CloudWatch B&123 [V2].

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySouxce",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination”,
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resouxce": [
"arn:aws:logs:us-east-1:111122223333:10g-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexystream/*",

"arn:aws:s3:::*'

A58 ENTMEXW AR 406


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2

Amazon Q 7 & & AriEE

}

EEFER EEE Amazon Q F X BB ED

Amazon Q FF A EMEZEHERREER Amazon Q A A EREEGRFER , LA THEXTLEEITRA
P anqal 6 A iZ BRS5 89 B A B

355 Services | Q Search Alt+S] 2] L [6) 83 N. Virginia ¥ AdministratorAccess/QDevUser]

Amazon Q Developer X Amazon Q Developer » Dashboard

Dashboard i+

The Amazon Q Developer dashboard provides metrics illustrating how your developers use various features offered with their subscription.

Settings
Dashboard New
Customizations

Plugins New Total subscriptions Active subscriptions Pending subscriptions

Subscriptions [ 9 5 5 5 . 6 0/0 4

Amazon Q Developer usage dashboard

Detailed metrics showing how developers are using Amazon Q Developer

Select time range Filter by category
| Last 5 days ‘ ‘ Show all v ‘ Choose category
Suggested lines of code Active users
Lines of code written by Amazon Q Developer The number of active users over time

User (Daily active user count)

35
Unit test generatio... Inline suggestions (...
136 lines, 22.6% 143 lines, 23.7% 3
25
2
lines of code
Chat inside the IDE ... 15

70 lines, 11.6%
Document generati... 1
143 lines, 23.7%
. 0.5

Inline chat (86 lines)
Feature developme... 86 lines, 14.3%

25 lines, 4.1% 0
Dec 5 Dec 6 Dec 7 Dec 8 Dec9
2024 2024 2024 2024 2024
M Inline suggestions (143 lines) [l Chat inside the IDE (70 lines) Date (UTC)

M Inline chat (86 lines) [ Feature development (/dev) (25 lines)
M Document generation (/doc) (143 lines) [ Unit test generation (/test) (136 lines)
B Code fixes (0 lines) [l Code Transformation (/transform) (0 lines)

Inline suggestions

ERZHBERT , Amazon Q 2E/NHERMERHWIER. HE—TFTRE/DEMERS RERA /N
A, eBRRFEDIFH T (UTC ) REEEITER

EHIEARE RMITE 7 AT &R A 7 SRR U SRR 1845
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A
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Amazon Q EMAH A (UTC ) XF® (00:00 ) EXIRE , HFHREFEE CSV X4+ |, BEM
T

EHERABHE TE
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s3://bucketName/prefix/AWSLogs/accountId/QDeveloperLogs/
by_user_analytic/region/year/month/day/@0/accountId_by_user_analytic_timestamp.c

% CSV XHMAmRUWT :

s BITERYRE Amazon Q B — LA,
« BHER—NER , MAFPENIREERPFNR, BIRRBE—RPRENAFENHREITEN,

MREHREES 1000 A/ E Amazon Q B3 , Amazon Q ¥R FIET CSV X4, 84
XHZE 1000 MAF , BN part_1, part_2 %,

(@ Note
HEBRRARAFESREN , RieFFREEH IDE R AARER A Amazon Q BA[E AWS KA
REREIEIRE , Amazon Q HLWEZENHE, ZIREEFE AWS LA MFARENAR R
BRI EAENHE, BXRXZRENESEE , BEH 2BTHEENFF imE N HE,

BRUATHARERBERAFESDN RS
FRFZM
B2 — Amazon S3 FEMRFRAFESIRE CSV XH. ZFHBLIAEATEX :

« HMNTRET Amazon Q F R BB B AWS X, HEEXHREEE IR IAM Identity
Center R TAHFITH Amazon Q F A ERFTULEEBNZEN.,. AXUEEXG4RIRENXENE
ZER , BZHAM LR Amazon Q FREREEXH ? M Q FREREFHES Q FREREEXH
XENXE,

- EAFITHANAWS KPR, MRESNAWS KFFRITETAR , WEXRES/NKF P2 EFE
Mo TXREBEWKF IR,

- (EERWXY ) ELTREATRETRES ECENEFERTRE,

o TIEFR (BHEAFXHERXK) , Amazon Q FEEFPRF CSV X, CSV XHTERFEFEBH
BB FEF,

- BERWMTEMBRE., AEBCNERERbucketNameregionaccountId, . FMprefixo
JSON

"Version":"2012-10-17",
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"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"

},

"Action": [
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"

}

MREFEE LEE SSE-KMS | B KMS 248 ERINLA T REE -

"Effect": "Allow",
"Principal": {

"Service": "g.amazonaws.com"
3y
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}
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}

E 7 BRI Amazon S3 FREBHHHKIE , 52 H (Amazon Simple Storage Service Al 1§
M) FHRAMERRE BE.

BRRAFESDRE

1. 3T7F Amazon Q FF R ERIZEH &,

EEA Amazon Q TR EMRES S , BUAEZXFEEREA Amazon Q FFREREH &S FE
SHIRRBR

EERE,

i QARERAFEDRET , EREE.

TN B AP RERAER.

ESINUET , ALSATIRYE CSV &R Amazon S3 URIl, Rl : s3://amzn-s3-demo-
bucket/user-activity-reports/

o k~ w0 b

R PR R S IER
T&RHEB Amazon Q FF REWRERM A FEZRE FEEHERT
BXRERENESEL , BSHE Amazon Q F A EIRPEEREA S WED,

BREH B8R
HIX_ &1d AlCode Amazon Q B HHAFESZSHREBITHR, Z1E

Fra$EiEN Amazon Q BIX ( TidEREREIX )
£ R HEAZ IDE RIS,

B X _ Messagesinteracted AF 25 Amazon Q R E IR E B
E, MMEHNTRA - SEEE BARUUK
Xk B Amazon Q WEIE S %, ZIEREIEH
Amazon Q Bl R ( MIEELBI X ) £EREER.

B X_ MessagesSent Amazon Q WA EHEE, ZEREERF
M Amazon Q IR ( MIEANEREIXR ) iy
Amazon Q B &,
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BB

CodeFix_AcceptanceEventCount

CodeFix_AcceptedLines

CodeFix_GeneratedLines

CodeFix_GenerationEventCount

CodeReview_ FailedEventCount

CodeReview_FindingsCount

CodeReview_SucceededEventCount

FF % _ AcceptanceEventCount

FF & _ AcceptedLines

FF &% _ GeneratedLines

FF & _ GenerationEventCount

i B3

Amazon Q B HHAFEZESHREBEERE,
ZEMEATESRBEENEERKNRBE
£,

Amazon Q B2Vt HAFEIHABITH. LiE
frEA TR AL EE LR KRBT,

Amazon Q B RBIT, iEtrERTESR
BEEWRELERNRBIT.

Amazon Q B RBIEERE, HEERERT
BEREEEDEERNKBIES.,

EXM{E Amazon Q TERHRBEERWHN
RIEBRBHE, ZEMEATERRBETEINE
ARG R,

Amazon XM RIBEIBHE Q. IEHRERT
FARBEEDEEXTNABRZ,

2 &I B Amazon Q BB E R BIEE R
RIBEFEHE, LiIERERATERAREEEIRE
RINHYRRG [8] &,

Amazon Q BIUHBHAFEZESZSNRBINERE,
HIEVRER TES /dev in S ERK B TBIhAE,

Amazon Q BWH HAFEZNABTHR. i
HEATERE /dev i R REBT,

Amazon Q B RBITE., isfRERTES
/dev fp = E KRBT,

Amazon Q B ARIBINEEE, IERERAT
B /dev an o E KB TEIHAE,

RPEDREER
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BB

DocGeneration_AcceptedFileUpdates

DocGeneration_AcceptedFilesCreations

DocGeneration_AcceptedLineAdditions

DocGeneration_AcceptedLineUpdates

DocGeneration_EventCount

DocGeneration_RejectedFileCreations

DocGeneration_RejectedFileUpdates

DocGeneration_RejectedLineAdditions

DocGeneration_RejectedLineUpdates

InlineChat_AcceptedLineAdditions

InlineChat_AcceptedLineDeletions

ik

Amazon Q B HHBAFESHNXHERRE,
LEIB#RE A i@ /doc fi B ST B # .

Amazon Q B HHAFESHNXHRIERE,
LEIB#RE A T8 /doc fi R ST BI R,

Amazon Q ZBU I B A PR XA ITH
IefEdRE A T8 /doc s 5 4 A RY ST,

Amazon Q B HHAFEZSH XEEFRITE.
WIEtRER TR /doc fn5 4 B R ST,

AP /doc 555 Amazon Q E31HRE.

Amazon Q B UEE R A 14 HY SR 2 B
B, WEFRERATER /doc &4 R K44
2,

Amazon Q BiBE R A FIEL N X4 EFHEK
B, WEMREATES /doc i SERNXHE
o

Amazon Q BB EE| A F B4 19 TR R IN1T
o WLIEWERTEE /doc inF 4 R 3,

Amazon Q ZUBE R A FIEL RN XEERT
?&o JH:*E*TJE% ?@Fﬁ /dOC 1dOC P 13 ﬂi}ﬁﬂgi*\ﬁo

Amazon Q B3 i A F 2 R AR AT
Bt BT ABBIX ( T Amazon Q B
X ) ERMRBIF.

Amazon Q Ei B A FEZ BRI BRITE.
ZERSEBSNEE X ( IE Amazon Q B
X ) £ REB IR,

RPEDREER
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BB

InlineChat_AcceptanceEventCount

InlineChat_DismissalEventCount

InlineChat_DismissedLineAdditions

InlineChat_DismissedLineDeletions

InlineChat_EventCount

InlineChat_RejectedLineAdditions

InlineChat_RejectedLineDeletions

InlineChat_RejectionEventCount

ik

AFPEZHRNEKEIX ( MIE Amazon Q Bl X )
BWHEE,

AFPFBAEHNRNEKBX ( MIE Amazon Q Bl X )

BUMHKE, BRIMNMMENBEREETTRB
B, BEAF—EBEXEH IDE FRAZRITHEHE

BE HESEERNEIRIELRBE,

Amazon Q Bi{BE R A F MFENARBRMT
B, BAIMMEMNRF REESRTRBEN, B
AF—EBEEH IDEFRARMTHEERE , H#
BEEERESIHELRBEN, ZEHTEE
SEABIX ( m3E Amazon Q Bl X ) £
ENAYII

Amazon Q BUEE R A/ F B ER1T
B, RIMAMENHF —REE R TRBEW , B
BAPF—E%EH IDE PEARMTHEERE , H
BREEAEIHELRABRN. ZERSEE
SEREBIX ( M3E Amazon Q Bl X ) £
15 1 BR

AFREZHNABKRIIX ( MIE Amazon Q BIX )
2FENHE,

Amazon Q BB ER| A FELNREHRINT
., ZEEMRBEEINEBX ( MIE Amazon Q
BIX ) £ AR,

Amazon Q E B E R FE4 KB HIERTT
¥, ZIEMRSBEEINEIX ( MIE Amazon Q
B ) 4 R AT B,

AP NI X ( TIE Amazon Q BIX )
BUHHE,

RPEDREER
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RAriEmE

BB
MEx_ £ 3% AlCode

M EB%_ AcceptanceCount
M BX_ SuggestionsCount

TestGeneration_AcceptedLines

TestGeneration_AcceptedTests

TestGeneration_EventCount

TestGeneration_GeneratedLines

TestGeneration_GeneratedTests

¥R EventCount

¥R |inesGenerated

#A Lineslngested

i B3

Amazon Q B2Vt HAFEINABITH. Z&E
REFENRNEREEZNABD,

APEINARENHHE,
[P ERHARE VR RE.

Amazon Q B HHAFESZSHREBITH. Itig
FRER T & /test I S EBRNRBIT,

Amazon Q B HHAFESHNE TR KE,
HIERER TES /test S £ & TR,

AP @E /test iS5 Amazon Q B3R X,

Amazon Q B REBITH, ERERTESY
/test i B ERWARTBIT,

Amazon Q BB T iXkE, HERERT
B /test dn A A RY 2 TR o

BAFB3 /transform 555 Amazon Q EZhHY
R, TEEAFPEG ST EERKBNRE,

Amazon Q B RBITE., isfRERTES
ftransform i S ERNRB , FEREGSITL
HiRp R,

RHL Amazon Q FHITHEBRMNRBITEH., ItiE
¥riE A T @i /transform S SIRENRB , 78
EREGSTLERS SQL #iHREHARS,

£ Amazon Q F R ERFIEZFAFHET

EEATUXNAFEEERNTTRHE (IDE ) 5 Amazon Q #ITHWAIBEABREUNMH AN ERR B
BicF, XEHSTUBBFIT, B, 2HWMBREAE,

EFAFWER
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HHAREFEAABKRENE , Amazon Q HidRKEEZMENELPEN, HFXEES Amazon Q BIX
B, Amazon Q Hi2ZR A X ENIRTM Amazon Q WEIE, HYHLXEMER /dev i8S 5 Amazon Q £

EREFIFRITEHETF 8 , Amazon Q REIEFKIE TR,

Amazon Q F B EFEERESNERN Amazon S3 RS |, BEWT :

bucketName/prefix/AWSLogs/accountId/QDeveloperlLogs/log-
type/region/year/month/day/utc-hour/zipFile.gz/logFile. json

ERIENEED | log-type RUTEWz— :

« GenerateAssistantResponse : REM XK
« GenerateCompletions : RENEKERAE
« StartTaskAssistCodeGeneration : #R7F /dev B&

BXRBEXHABRKROIMGEER |, BSH Amazon Q FFREMRPEETR HERE

BR T A TR 17 B &M Amazon S3 F MR 75 52 A UK A T INZF#E R Ak KMS AN DB 7 A

A BRFAFRERYETKREEMEEREM,
BRI T HARERERARETRESIER,
FRFM

- BRAFZERAIGMIKFITHRN , REWREFER AWS Organizations , M AEEKF, H§, Q

F & BT XIFIERTE AWS Organizations 5 £ F 5 & K P 1T B89 A P 9B 7Ro
- B — Amazon S3 FHERERIERAE. ZEERBLTERATER :
« BRUTRET Amazon Q FREBBE XM AWS X, HEEBEXHRELE R NAFITH

Amazon Q FREREZTUEERNZEN, AXREEEXHARXBFENXENESER , FT5HRMTL

7= Amazon Q FFREMEEXH ? M Q AFREMIEZEHEE Q I & & MRECE X4 IS/ X .
- ERPFITEIRY AWS IKF R,

- BERNTE#BRE, AEECNEREbucketNameregionaccountId, . Mprefixo

JSON
{
"Version'":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
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"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"

},

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
]I
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:*"

}

MREFEN LEE SSE-KMS |, B KMS B4 LR ST KB

{
"Effect": "Allow",
"Principal": {
"Service": "qg.amazonaws.com"
},
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "accountId"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:region:accountlId:
}
}
}

EFAFWER
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E 7 HWARYT Amazon S3 FEEFHIEIE , 152 (Amazon Simple Storage Service AAF 5
M) FRRAMERREBE.

BRERAFIEH
1. $T7F Amazon Q FF R ERIZEH &,

EEA Amazon Q FFREMES S , BUAERXFEEREH Amazon Q FFREMREH & FE
X BR,

® Note

BYTABYKFEREAREERTEEANSHNER, RAKFERRATEZERARTH
BiLF , BALKAKSITENAP A XFRRBFRIER.

B‘ERRE,
EEEIT , EEESE,
EREBREAOZEEOR , 1R QAFRXERERRAEFRILER,

£ Amazon S3ZETF , W AZF A T#EWBEM Amazon S3 URI, Rl : s3://amzn-s3-
demo-bucket/qdev-prompt-logs/

o A 0N

Amazon Q F X & RF IR~ B ERH
AT RME Amazon Q F R EREKIR R BEH RHBI,
BANRYIRHEEE — MERBEXHHNENERA R,

EXRETHENEZER , HSRE Amazon Q FFEEBRFICFAFIE R

£}

- NEREI B ERH
o PIRICFERH
- /dev HERHI
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REREZ W B S RGI

TR RBIERRA P EZNERE WA £ A B &

"records": [

{
"generateCompletionsEventRequest": {
"leftContext": "import * cdk from 'aws-cdk-1ib';\r\nimport * s3
from 'aws-cdk-lib/aws-s3';\r\nimport { Stack, StackProps } from 'constructs';\r
\nexport class MyStack extends Stack {\r\n constructor(scope: cdk.App, id: string,
props?: StackProps) {\r\n super(scope, id, props);\r\n\r\n new s3.Bucket(this,
PXXXXXXXX ', {\r\n versioned: true\r\n H;\r\n IN\r\n ",
"rightContext": "",
"fileName": "cdk-modified.ts",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:09:16.412719Z"
1,
"generateCompletionsEventResponse": {
"completions": ["synth() {\n return
cdk.App.prototype.synth.apply(this, arguments);\n 3}"1],
"requestId": "797c70ee-abc9-4cc7-al4a8-b9dfl7f6ces8"

T&RER AR HFRHTARRENNFR.

FEREMN .88

records FE—HABKRBWY (BB IANBKTR ) WIRKF
B

generateCompletionsEventRequest HIRX NER BB BRI ER, tiERHA Amazon
Q REXAFRHE,

leftContext R Amazon Q AT E T XA E R ERE A
KRBT EN KT,
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FREW 588

rightContext &R Amazon Q AF L T XA E R A BRI
KARRHEAIRE,

fileName EREHPIERT ABREWH XA B,

customizationArn ERRATREBREA B EXTH Amazon %

BB (ARN) o FEILREIH | REBENI,

userId BRERTABRENHNAFHAF ID.
timeStamp EBRERT ABRENH BEAFIATE . 682
Rt Ref (UTC) o
generateCompletionsEventResponse iR Amazon Q £ B NEREIL
completions R Amazon Q IRt E AP B EZHWRNERE
Wo
requestId M —#RIRBH R NERIERE 1D,
PR ig F Bl

BT ROIERAFEH IDE FEMA Amazon Q #ATHIRES £ BKHY B &3

"records": [
{
"generateAssistantResponseEventRequest": {
"prompt": "Can you explain how to set up object-level access control in
an S3 bucket using AWS CDK?",
"chatTriggerType": "MANUAL",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:05:56.3130702"
},
"generateAssistantResponseEventResponse": {
"assistantResponse": "I'll explain how to set up object-level access
control for an S3 bucket using AWS CDK. Here's how you can implement different
access control configurations: [[1]](https://docs.aws.amazon.com/AmazonS3/latest/
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API/s3_example_s3_Scenario_ManageACLs_section.html)\n\nl. Using Bucket Owner Enforced
(Recommended Modern Approach):\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';
\nimport * as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,\n blockPublicAccess:
s3.BlockPublicAccess.BLOCK_ALL\n});\n" " "\n\n2. Using Public Access Block
Configuration:\n " “typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport * as s3
from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n blockPublicAccess:
new s3.BlockPublicAccess({\n blockPublicAcls: true,\n blockPublicPolicy:
true,\n ignorePublicAcls: true,\n restrictPublicBuckets: true\n 3})\n});\n "
\n\n3. Setting Access Control for Specific Use Cases:\n " typescript\nimport * as
cdk from 'aws-cdk-1ib';\nimport * as s3 from 'aws-cdk-lib/aws-s3';\nimport * as
iam from 'aws-cdk-1lib/aws-iam';\n\nconst bucket = new s3.Bucket(this, 'XXXXXXXX',
{\n // Enable versioning for object-level recovery\n versioned: true,\n \n //
Enforce encryption\n encryption: s3.BucketEncryption.S3_MANAGED,\n \n // Block
all public access\n blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,\n \n //
Enforce object ownership\n objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,
\n \n // Enable server access logs\n serverAccesslLogsPrefix: 'logs/'\n});\n
\n// Grant read access to specific IAM role\nconst role = new iam.Role(this,
'MyRole', {\n assumedBy: new iam.ServicePrincipal('lambda.amazonaws.com'),
\n});\nbucket.grantRead(role);\n\n// Grant write access to specific objects
with prefix\nbucket.addToResourcePolicy(new iam.PolicyStatement({\n actions:
['s3:PutObject'],\n resources: [bucket.arnForObjects('uploads/*')],\n principals:
[new iam.AccountRootPrincipal()]J\n}));\n "“\n\n4. Setting up Lifecycle Rules
for Objects:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport
* as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n

lifecycle: [\n {\n transitions: [\n {\n storageClass:
s3.StorageClass.INFREQUENT_ACCESS,\n transitionAfter: cdk.Duration.days(30)\n
},\n {\n storageClass: s3.StorageClass.GLACIER,\n
transitionAfter: cdk.Duration.days(90)\n \n 1,\n expiration:

cdk.Duration.days(365)\n I\n I\n});\n" " "\n\nKey points to remember:\n- Always use
the principle of least privilege\n- Block public access by default unless explicitly
required\n- Use BUCKET_OWNER_ENFORCED for object ownership when possible\n- Consider
implementing lifecycle rules for cost optimization\n- Use versioning for sensitive
data\n- Implement server-side encryption\n- Use resource policies and IAM roles
for access control instead of ACLs\n- Monitor access patterns using server access
logging\n\nThese configurations help create a secure and well-managed S3 bucket with
appropriate access controls at both bucket and object levels.",
"followupPrompts": "How can you implement multi-factor authentication
for S3 bucket access using AWS CDK?What are the best practices for setting up object-
level versioning in AWS S3 using CDK?How can you use AWS CDK to create a custom error
message for unauthorized access attempts on an S3 bucket?",
"messageMetadata": {
"conversationId": "491bd3cd-d70d-40c@-a452-5ef3f0878422",
"utteranceId": null
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},
"codeReferenceEvents": [],
"supplementaryWeblLinksEvent": [

{

"uri": "https://docs.aws.amazon.com/AmazonS3/latest/API/
s3_example_s3_Scenario_ManageACLs_section.html",
"title": "[1] Manage access control lists (ACLs) for Amazon S3
buckets using an AWS SDK - Amazon Simple Storage Service",
"snippet": "The following code example shows how to manage
access control lists (ACLs) for Amazon S3 buckets.\n\n.NET\n\n**AWS SDK for .NET**
\n\n" " "\n using System;\n using System.Collections.Generic;\n using
System.Threading.Tasks;\n using Amazon.S3;\n using Amazon.S3.Model;\n\n
/// <summary>\n /// This example shows how to manage Amazon Simple Storage
Service\n /// (Amazon S3) access control lists (ACLs) to control Amazon S3
bucket\n /// access.\n /// </summary>\n public class ManageACLs\n {\n
public static async Task Main()\n {\n string bucketName
= \"amzn-s3-demo-bucket1\";\n string newBucketName = \"amzn-s3-demo-
bucket2\";\n string keyName = \"sample-object.txt\";\n string
emailAddress = \"someone@example.com\";\n\n // If the AWS Region where
your bucket is located is different from\n // the Region defined for
the default user, pass the Amazon S3 bucket's\n // name to the client
constructor. It should look like this:\n // RegionEndpoint bucketRegion =
RegionEndpoint.USEastl;\n IAmazonS3 client = new AmazonS3Client();\n\n
await TestBucketObjectACLsAsync(client, bucketName, newBucketName, keyName,
emailAddress);\n \n\n /// <summary>\n /// Creates a new Amazon
S3 bucket with a canned ACL, then retrieves the ACL\n /// information and then
adds a new ACL to one of the objects in the\n /// Amazon S3 bucket.\n
/// </summary>\n /// <param name=\"client\">The initialized Amazon S3 client
object used to call\n /// methods to create a bucket, get an ACL, and add a
different ACL to\n /// one of the objects.</param>\n /// <param name=
\"bucketName\">A string representing the original Amazon S3\n /// bucket name.</
param>\n /// <param name=\'"newBucketName\">A string representing the name of
the\n /// new bucket that will be created.</param>\n /// <param name=
\"keyName\">A string representing the key name of an Amazon S3\n /// object
for which we will change the ACL.</param>\n /// <param name=\"emailAddress\'">A
string representing the email address\n /// belonging to the person to whom
access to the Amazon S3 bucket will be\n /// granted.</param>\n public
static async Task TestBucketObjectACLsAsync(\n IAmazonS3 client,\n
string bucketName,\n string newBucketName,\n string keyName,
\n string emailAddress)\n {\n try\n {\n
// Create a new Amazon S3 bucket and specify canned ACL.\n
var success = await CreateBucketWithCannedACLAsync(client, newBucketName);\n\n
// Get the ACL on a bucket.\n await GetBucketACLAsync(client,
bucketName);\n\n // Add (replace) the ACL on an object in a
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bucket.\n await AddACLToExistingObjectAsync(client, bucketName,
keyName, emailAddress);\n \n catch (AmazonS3Exception
amazonS3Exception)\n {\n Console.WritelLine($\"Exception:
{amazonS3Exception.Message}\");\n J\n I\n\n /// <summary>\n
/// Creates a new Amazon S3 bucket with a canned ACL attached.\n ///
</summary>\n /// <param name=\"client\">The initialized client object used to
call\n /// PutBucketAsync.</param>\n /// <param name=\'"newBucketName\'">A
string representing the name of the\n /// new Amazon S3 bucket.</param>\n

/// <returns>Returns a boolean value indicating success or failure.</returns>\n
public static async Task<bool> CreateBucketWithCannedACLAsync(IAmazonS3 client,
string newBucketName)\n {\n var request = new PutBucketRequest()\n
{\n BucketName = newBucketName,\n BucketRegion
S3Region.EUWest1l,\n\n // Add a canned ACL.\n CannedACL
S3CannedACL.LogDeliveryWrite,\n };\n\n var response =
await client.PutBucketAsync(request);\n return response.HttpStatusCode
== System.Net.HttpStatusCode.OK;\n JI\n\n\n /// <summary>\n
/// Retrieves the ACL associated with the Amazon S3 bucket name in the\n
/// bucketName parameter.\n /// </summary>\n /// <param name=
\"client\">The initialized client object used to call\n /// PutBucketAsync.</
param>\n /// <param name=\"bucketName\">The Amazon S3 bucket for which we
want to get the\n /// ACL list.</param>\n /// <returns>Returns an
S3AccessControllList returned from the call to\n /// GetACLAsync.</returns>
\n public static async Task<S3AccessControllList> GetBucketACLAsync(IAmazonS3
client, string bucketName)\n {\n GetACLResponse response = await
client.GetACLAsync(new GetACLRequest\n {\n BucketName =
bucketName, \n });\n\n return response.AccessControllList;\n
I\n\n\n\n /// <summary>\n /// Adds a new ACL to an existing object
in the Amazon S3 bucket.\n /// </summary>\n /// <param name=\"client
\">The initialized client object used to call\n /// PutBucketAsync.</param>\n
/// <param name=\"bucketName\">A string representing the name of the Amazon
S3\n /// bucket containing the object to which we want to apply a new ACL.</
param>\n /// <param name=\"keyName\">A string representing the name of the
object\n /// to which we want to apply the new ACL.</param>\n /// <param
name=\"emailAddress\">The email address of the person to whom\n /// we will be
applying to whom access will be granted.</param>\n public static async Task
AddACLToExistingObjectAsync(IAmazonS3 client, string bucketName, string keyName,
string emailAddress)\n {\n // Retrieve the ACL for an object.\n
GetACLResponse aclResponse = await client.GetACLAsync(new GetACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
});\n\n S3AccessControllList acl = aclResponse.AccessControllist;
\n\n // Retrieve the owner.\n Owner owner = acl.Owner;\n\n
// Clear existing grants.\n acl.Grants.Clear();\n\n
// Add a grant to reset the owner's full permission\n // (the previous
clear statement removed all permissions).\n var fullControlGrant = new
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S3Grant\n {\n Grantee = new S3Grantee { CanonicalUser =
acl.Owner.Id },\n };\n acl.AddGrant(fullControlGrant.Grantee,
S3Permission.FULL_CONTROL);\n\n // Specify email to identify grantee
for granting permissions.\n var grantUsingEmail = new S3Grant\n
{\n Grantee = new S3Grantee { EmailAddress = emailAddress },\n
Permission = S3Permission.WRITE_ACP,\n };\n\n

// Specify log delivery group as grantee.\n var grantlLogDeliveryGroup
= new S3Grant\n {\n Grantee = new S3Grantee { URI =
\"http://acs.amazonaws.com/groups/s3/LogDelivery\" },\n Permission =
S3Permission.WRITE,\n };\n\n // Create a new ACL.\n

var newAcl = new S3AccessControlList\n {\n Grants = new
List<S3Grant> { grantUsingEmail, grantLogDeliveryGroup },\n Owner =
owner, \n };\n\n // Set the new ACL. We're throwing away the
response here.\n _ = await client.PutACLAsync(new PutACLRequest\n

{\n BucketName = bucketName,\n Key = keyName,\n

AccessControlList = newAcl,\n });\n N\n\n I\n\n\n" " "\n\n*

For API details, see the following topics in _AWS SDK for .NET API Reference_.\n \n

* GetBucketAcl\n\n* GetObjectAcl\n\n* PutBucketAcl\n\n* PutObjectAcl\n\nFor a complete
list of AWS SDK developer guides and code examples, see Developing with Amazon S3
using the AWS SDKs. This topic also includes information about getting started and
details about previous SDK versions.\n"

}
1,
"requestId": "dad38fc0-815c-45f7-970a-db916cb7f131"
}
}
]

}
FEREWN % 88
records BE—ARTNESENTRRFER,
generateAssistantResponseEv HRAFZH IDE B XE QO SHAN £,
entRequest
prompt ERAPEMXEORHRAN T
chatTriggerType MANUAL ERAFEHMXEOHFRHMATRT ,

FEEMREOPR T THA —NEWH ) E
o INLINE_CHAT HBERAFEXHRBEEOMNN
RMARBFRATRR. AXNEKMXNESE
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RAriEmE

FEREW

customizationArn

userIld

timeStamp

generateAssistantResponseEv
entResponse

assistantResponse
followupPrompts
messageMetadata

conversationId

utteranceld

codeReferenceEvents
supplementaryWeblLinksEvent

requestId

/dev B &R

ik
8 WSHBUABKBIES Amazon Q F &%
WRHAT R,

BRMATFEXRE B E NI Amazon BRA
M (ARN) ., ElRAIH | EEEBENT, WF

ERRARTIASH ID.

ERAPmARTH BEMEE, BtEZER DB
R (UTC) o

#HIRH Amazon Q £ EIE

=~ Amazon Q AR REHNEE,
ERERENARERAF ERNELERHIRETR,
iR 5B 8 B H TR,

ERESEN21E ID. XiF ID FEXXFERHHE
,Eﬁéﬂﬁ_ﬂo

EREEMNEE D, HEIDERE-—IMHE, AT
XN ERBEEFH —IMRIES —MET.

HEiREEmEERE SN RBSEMEE,
BErRERENREQAF R RVEE,
ME—PR RSB EEW ID,

LTFREIERAFEER IDE B9 Amazon Q IR A /dev a5 EHAE KK BEX Mo

RRBEETRSG
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"records": [

{

"startTaskAssistCodeGenerationEventRequest": {

"prompt": "write a python application that prints 'hello world!' text

to the screen and format it in red bold text",
"chatTriggerType": "MANUAL",
"conversationId": "dalc95b6-84el-46a2-9ef9-fe92f5eel69e",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",

"timeStamp": "2025-01-13T15:40:27.808027101Z"

}I

"startTaskAssistCodeGenerationEventResponse": {
"requestId": "e504f126-7197-4e3c-a046-1a10d5a3f3e0"

}
}
1
}
FEREW 1, BF
records TE—ARRNEEMNTREFER,

startTaskAssistCodeGenerati
onEventRequest

prompt

chatTriggerType

conversationId

customizationArn

HRRAFEE IDE M XEOHPRARN /dev 12
o

ERAFEINRE D HRARN /dev 27,

MANUAL ETRAFEMXBEOFRATRR ,
REEWKREOPRETHR —NEWHRE
o INLINE_CHAT ERAFPEEXHBEAON/N
MARSTRATRTR. BXHBKIXNESE
B BZRBEANBKB XS Amazon Q F & &
R#HITR B

EREEN21E ID. XiE ID XS FERHHE
;%xi"\éﬂﬁ_ﬁo

R AT HRAY B E LR Amazon BIRE
M (ARN) . FELRHIF  RBEEELT, XT

RRBEETRSG
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FERAWN i BA

userId ERAARTHAFH ID,

timeStamp ERAFPBmARTH BHAMETE, BtEZEN DB
HRE (UTC) o

startTaskAssistCodeGenerati #iR Amazon Q £ EIE. BaEl , FXFid

onEventResponse 3 /dev i THEE , A ZFETEEEH
=

assistantResponse =R~ Amazon Q MAFHRETRREMANEE,

requestId HE—#RIREHNESER ID,
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Amazon Q FF & & RZFH X1

(® Note
MRBEENERFE Amazon Q F R EB RN EFMANXE" ( RIRKFIHEH ) PIREE
B, Amazon Q AEiZXiBAREAH. EEEX Amazon Q AT % HiE A H X138 177 R AXER |
BEZSFE A FETF Amazon Q REREESEXEHITIEERENRE,

AEBNAAEA Amazon Q FFREMRH AWS X5, Bx AWS XENEZEE , H5H (AWS Ik
FER SERRE) PHEELENIKS AIEARN AWS XiF,

EHBEATRSEES M Amazon Q FFRE RN XE TR XEHLLE, X Amazon Q FF R ERR
PHEXESLEAXES , BTEREXEAE., ARAEBHEOMBEFHVENER  FSABERT.

XENXE (RINEA )

LT AWS Xigifh |, &A1 AWS EEEFIA. AWS Console Mobile Application, AWS
¥h. AWS Documentation ¥ & SE BB K M AR = £ Amazon Q FF R EMR. XEXFHERIAE T
ARE , EAEEFIBH. EXESEER , BZHAMIAE AN X,

@ Note

AWS ERZHI A HE Amazon Q FRERERS , RE Q AR EREFEES Q F R EMEEX
HEEFNXEFIHNXEATH, MREREER , FERA Amazon Q FREMRS , BE
T XEhEFRRBZFHXE , TEEEE Amazon Q F R ERWIRE.
BREATXEPERAMRIIEER Amazon Q 2H| R EHAIIEE, FL Amazon Q ZhRERTRE
HEEMBXABAITH, EFELREECANIIENIE , LRI A,

- XEREP (H@EXEM )

« XERI (FHFRLMILE )
- XEAS ( MAERELILE )
- XER/L (HRBRM )

« TAR#EX (&EXK)

« WAMX (KB )
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- MAHK (ER )

- MAHK (Fhs )

- TA#IK (EE )

- TAHK (FR)

. &K (HE)

- RMNHX (E2EE)
- BONX (BRL)

- RN (1£3)

- RNHE (ER)

. BN X (BFEEFREE )
- BWEN (ZRD)

X FFHYIE DDA R X1

EEAEEMANXES Amazon Q F R ERBIR , ELAFHERZXEB, BEXEZEER , S
B IA R X,

“EERMARNXENE Amazon Q FREMEREEPF. FUTEEMARXE,

. I (FFER)

- TA#BK (EE )

- WA (FFEHE )
- WAHX ( FEMSE )
.« AKX ( BRAET )
- MA#HKX ( BRE)
- TA#HK (FEH)

. MEAFESE (FRINE )
. FMIBX (K2 )

. BN ( BESF )

. BN (B )

- BFET (h5h)

. W% (B
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X Amazon Q FF & & kit 1T B R HERR

LM EE B RRIE R R B T AR IR Amazon Q FF R ERRETIEFINE R BB, SNE0 BMEM T EMAIFE
BN, AREMEREE. step-by-stepfFRTRMBIEL TR , UFHBEREE D EH.

ERARWEFEBE 28, FRRAATERBEHRS R

- BRIIEHERMEERST AWS RE

- RELFERAERNZIEZEFRT Amazon Q

- WRIRA IDE H K Amazon Q R & #THY

- MBREBHAREE , BEHEBD IDE, EA /quit BUEHHEHF3) Amazon Q S 1T

MR ESRITEFRENRE |, FZH THNEEREIEERE 2.

EF&

« HRIFMEEH Amazon Q FF & &/ B &

WRIFER Amazon Q F X &R B &

Amazon Q F X ERASERFANBE , BT EZHANFEREE, NEFMEERTRUOMGEARE
Amazon Q #EOWBXE , U A E & B HiEFE B LREGH THEHBRFTENEE.

RIS -

- BEFRERBHR

- IDE¥VEBHRE

« Amazon Q CLI A&

- BN HERXNBRAER
- RBEXBEINAE

B &5 [ #1iA
A Amazon Q FXEBERBENEFEAREFRM , EAFRTEFERARSHAR -

 IDE ¥ B F-VS Code ¥} JetBrains IDEs E— “E R AE” #HH A Fi5R Amazon Q B4 EBRE
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- WHITHRME (Amazon QCLI) : BEAXRMFHEEIRE BFRH , FARTEE

/A Important

BEXHAREEELEE Amazon Q WX EMEFHWHBER , BRXHBRE. RBRER, &
THM IDs, P MEREH. SMARZREXME , BFBD D

IDE ¥ BBEE

B IDE #A/ER AR

1. YR IDE H4TFF Amazon Q BIXEHR ( VS Code = JetBrains )
2. REPWXERE LANERBERA

3. WIAHINBRMES

4. BEXHNUERERSHNHEERPITTUMESR

o IDEY RBEXE

EF DEYVEBHEN , &K :

o iREE  82‘ERROR’HFATAL'H TR REETE R B

- BHRRIERA : EXRE5 S HRIESHEIEHAXPEIR

o WEER . EEENSSNEHREXNEIR

- EERENSEIR  BERBEN. WIXSECIEEINEEMAE KM [
Amazon Q CLI B&

ZREARERENM , Amazon Q CLI BB NAAERELEXNLENAE. BEBLEBEANY M
FAREERSNRS AL inh H PR,

Amazon Q CLI BEME M4

Amazon QCLI BEBHEMEUTNE :

IDE ¥ EHZE 435



Amazon Q FF & & hRX AriEE

BRIERS BEME

macOS $TMPDIR/qlog/ (B&XA /var/folders/.../qlog/ )
Linux/WSL $XDG_RUNTIME_DIR/qlog/ . $TMPDIR/qlog/ & /tmp/qlog/
Windows STEMP%\qlog\

Amazon QCLI 2B BIEZNETH BEXH -

chat.log : £Z Amazon Q CLI @8 HE , B :
 Amazon Q CLI #IIR{LFE 3R 4E
« AWS SDK A ( Cognito &7, B RIERE )
- MBI (HTTP/TLS &, IEHLE )
- BRRFZRE (BN, ERFER)
« AWS Bk 55 i = AT R 25t
- EiREAHFNFRBRER
qchat.log: HIRMARFRENEE , 24 :
- BVR R AEFEIRTRSLE [ B
- MCP ( & F T ) RS B/EEMEZE R
- RMARFRIREE
- AP B3I R4 2 KK
- RERIINNARFEZEHEIR
mcp.log : #BE F T XHINRFRAE ( A MCP RS REHER )
translate.log: BRIESE Shell WEIFAE ( FHBRINAERIESR )

AEXHZRANEEER

SBEMATES :

« chat.log: WEEN QCLI ERiZENEERERAFIER
« qchat.log : TN XIIENNAREFR BEIZR
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ABERERER

- chat.log : AWS SDK AZp&H, MEMN. BFHRIDRE,. RERE
- qchat.log: WX, MCP lREB[LEGER. ARARRE, MARFE

® Note

AEXHNERELHABITEN L , F2RET AWS, i BEXHE2EEBIREA CLI
R EZI6E | BERBFARSHEEA.

Amazon Q CL| #FEHERR THERTE
BRBLILAZEIMNBEFKREZHER
1. fﬁE%\auE’J H/u\E%

1£ Linux/WSL Lt :

echo $XDG_RUNTIME_DIR/qlog/

£ macOS L :

echo $TMPDIR/qlog/

1£ Windows L :

echo %TEMP%\glog\

2. LIBRKFMEEIZIT Amazon Q CLI i S AEFELIRT M EMA M

g -vvv chat

. BEMBEZRH R
4. B Amazon Q CLI HREMXHWBEXXH. N TFAZHEE , BREF N EBEXMH -

£ macOS/Linux t :

less -r $XDG_RUNTIME_DIR/qlog/qchat.log
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less -r $XDG_RUNTIME_DIR/qlog/chat.log

macOS &R B &4 -

less -r $TMPDIR/qlog/qchat.log
less -r $TMPDIR/qlog/chat.log

1£ Windows L :

type %TEMP%\glog\gchat.log
type %TEMP%\glog\chat.log

5. EEWEDRREAE B ITRMN AERKEE  BEA
B IETE B A
tail -f $XDG_RUNTIME_DIR/qlog/*.log
WA R U4

tail -f $XDG_RUNTIME_DIR/qlog/qchat.log

tail -f $XDG_RUNTIME_DIR/qlog/chat.log

% Amazon Q CLI A&

ERROR

14

IS ERRENRBRA | WEIBRMNXEF 1
f==4

T fFIEThERE N 5| I RAVEERA
INFO

BXBARFEERITHREN —BRIFEER
Amazon Q CLI B&

Amazon Q CLI BEFEAMF AR IEZ AN BREESENEE#HITHE

RAriEmE



Amazon Q FF & &R ArfEm
BB TFHITERARENFANERESR
& Amazon Q CLI BER , BERXEFRFAEXHFHHWATREXS !
qchat.log 747 : NARFREIRA , 2IF .
« ERROR chat_cliz:icli::chat : IR BFRSEBEIR
« ERROR chat_cli::cli:agent : B FAE MK B H
« ERROR chat_cli::telemetry : iZ 3 iF F4% % 5k
chat.log 247 : BTRHIREIFAEE , B .
« DEBUG qg_cli::cli : Amazon Q CLI s S H TR ¥ AL
- DEBUG aws_sdk_* : AWS SDK ##/EMRSE A
« DEBUG rustls:: *- TLS/SSL E# 2 7 FE P4
+ DEBUG hyper * : HTTP MEiE& B MM &8
- ERROR fig_telemetry : R4 &N ME B FiEERE
—MRDRR -
- BEZ : FEEFESRB AL EMEREK
- BiRERN EREENHFEIRIEIRREK
« B3R IDs-IRERIFEN APl HARHEER
o EERS  BERSGEENSORIERS
® Tip
ERAEM grep. awk EEERIEN N AR EERZENIEXRMFERE , UERBENEIR

SHESER, 0 : grep -i error $XDG_RUNTIME_DIR/qglog/*.log

AESERXNEERT =

LTREBSHURSAIN - EENRE N HHBBERST R

B HSEXMAERG =R
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MCP BRS5 85I 4R 1R
HEER (f£ qchatlog ) : “BF R [RS[/A) WEB KL | RecvError ( BXH ) ” = “4&
MENE X AR

fRRAFZE : MCP lRFB#HECEFLEZET. XBEERRH Amazon Q CLI SRS 28 [E F X BT TR
BT A

B0 R 40 B2 F ity
HEES (7 qchat.log # ) : “An error occurred processing the current state err=Interrupted
{ tool_uses: None }"

RRA R  SAFRBUHIIRRE (Flm, Cri+C ) MeRERXMER , BT,

B 38 IE £ iR
HEE (£ qchatlog # ) : “FTLEKIE cw BN EH err= ValidationError [ValidationException] :
BREXFEE
RAR  XEBERIEXBNENEHEE , FEW OB,

TBES

HEES (7 qchat.log # ) : “Migration did not happen for the following reason: Aborting
migration”
BRAR IEEREEREIBHEINIFXRES  BETURK,

51350 E 2K BURER

HEESR (1£ chatlog # ) : AWS SDK R 55 HRIFHXNER
FRRIF R 1217 q login AEFHTEMRIESIKEREN AWS FEiE

P 48 1% 4% 0] /R
HE#ER (¥ chatlog & ) : “Connection timeout”, “Network unreachable’=} HTTP E3Z %k i

BRAR  BFRELEHMEEZNP AIERE,
AWS SDK #2E XK
HEES (1£ chatlog # ) : Cognito B PREXKIE LR REIR

BRTR  RELN AWS RIENMBZEE, AJREFEENRTEHRIE
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RBEXBED A B

WMREE D BT ARR ) R FE B

« BRAXEFARN , Bl EAXHBAEHR (BERBRER )
« BEAXEBEMNREUREARBNH LSRN ETX
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Amazon Q F R EBEREGS  TERE

2024 £ 4 A 30 B , L& # CodeWhisperer %8 Amazon Q Developer B — 5, AT FEENEAE
NSNS , BANEEPRIBEXEIREANINEEN I, CodeWhisperer

EEMNERTE CodeWhisperer ZfEH Amazon Q Developer Bt |, B AREQIARAUTERRREE .

- TWHKH ( Amazon Q Developer Pro ) I EEZE 5 CodeWhisperer T\ R FIHNEERETE.
o BOLITE AWS EEEFIA. AWS XHEMEHM L £S5 Amazon Q Developer B X,

LU T #3RHK CodeWhisperer ZhBEYEN Amazon Q Developer By —&8 124t | BE -z :

« 325=7 IDE FRRIZEI
o TEHEM AWS RS LT X hRERIDEI
. DT LEMEW

- KBBHEE
- EEHER
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RAriEmE

{Amazon Q FFRERAFHEmE) XHEHEIER

TRNE (Amazon Q FREMRAFIER) WXHEALIERK, MEX M EERNVE , B0 LT 5

RSS iR

TE

B #17 Builder ID BUBIT
BB

EH T AT YK R

2 HF AR B R GitLab

BRTEFAM GitLab HRiEE
E

E#H T GitHub JWEEFT R T/EHR

2

BT GitHub NARERFZHEE
I

L

®hNT £ Amazon Q F A &R
RHEMI BRFFBUE T B 4N A K P
( Builder ID ) K157 , @HE®
SEHEEFHESANTRUAK
Bl E Kiro ™ AR B8R,

WfE , 81 AWS XEHLAH
Z A LATR 20 MK (M 10
ANEMET 20 4 ) HHAF,

A mazon Q Developer &
#GitLab DuoA T Java I
KL R IBERRIIEE. /q
transform 1RFEMEF Cl/
CD & B E XX E MR,

FRAGitLab RIRIE/E R
B/q testanTHIBRT ESM
BB TR EREBD. /q

dev (revise)

E# T GitHub ZIBEF R THER
B, £/qeSHEAETXHE

R, MAREZLSH GitHub
HHERE. APIE AT RER

HERNEPBIERES S

TRHERE,

BT “/£ Amazon Q FF & &
BHEFIRSFEHARGAEE
FHES £8 , LSENRK

B

2026 ¥ 3 A 19 H

2026%2H18H

2026 1 A 16 B

2026 1 A 13 B

2025 12 A 29 H

202512 A 18 H
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EF AR KB GitHub

Q CLI & B Kiro CLI

EINFEEBER : Amazon

A QFull ccess. Amazon
A QDeveloper ccess #
AWSService RoleForUs
erSubscriptions

CHIER IDE {LIESTHY

=RVES Ry

AHNT IDE 7 B XA

AWHNTY Q CLI Zhee X4

HEN L T XEEN

Kiro 1 Amazon Q Developer
HERHENTR,

A mazon Q Developer E#F
F Java ALY KB E#RIH

Q CLI EBA Kiro CLl,

H A PR 2 i N F L 5 b
QFulliF[FI R #&, Amaz on
A QDeveloper cces s K
FMAWSServiceRoleForU
serSubscriptions.

REHXRIIEEE B IDE A
# /dev. /doc/, /test F/
review XX, IDE FEH 718
BERESR,

SNVRFRR.

WINT AXHA Amazon Q B X
A R A0 PR Y ST

AWINT BRER Al HE 6K

B, BREE, BENEAN
B AR SR,

AT AREREBBERLE
HEHEER , SENRER, R
FRERUREFERR, 2F
£ T X HMARENFERE,

2025 12 A 15 H

2025 11 A 17 H

2025 10 A 29 H

2025 10 A 21 H

2025 10 A 21 H

2025 10 A 21 H

2025 10 A3 H

2025 9 A 23 H
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WINT QCLIv1.16.0 ThEEST#Y

AT BRRERIATH

EFA L TXEH

WINT IR MCP [RS8 X
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-default-behavior.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-default-behavior.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-legacy-mcp.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/deployment-options.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/troubleshooting-q-logs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cli-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transformation-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transformation-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.gitlab.com/update/versions/gitlab_17_changes/#17110
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/address-issues-jetbrains-visualstudiocode.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-inline-chat.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html#image-context
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html#image-context
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html#github-slash-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-user-telemetry.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-feature-development.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-pinning.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-pinning.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-code.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-network-security.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-network-security.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-storage.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/data-storage.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-ide-configuration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-ide-configuration.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html#upgrade-builder-id
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html#upgrade-builder-id
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-status.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/run-CLI-transformations.html#step-3-dependency-upgrade-file
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#ide-agentic
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#ide-agentic
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-costs.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-configuration.html#command-line-mcp-reference-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-configuration.html#command-line-mcp-reference-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#id-based-policy-examples-allow-customizations
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-subscribe-regions.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-prompt-library.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users-sub
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/id-based-policy-examples-admins.html#q-admin-setup-admin-users
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/chat-actions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-language-ide-support.html#doc-gen-language-support
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-context-integration.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-chat.html#command-line-chat-context-integration.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-free-tier.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-pro-tier-setting-up-access.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/devfile.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/customizations-admin-customize.html
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