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« inventory-retrieval - BRXHE,

EXEZER |, 51 Amazon Glacier R FEH X HEZE,
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import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
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.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archiveld();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
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return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;
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} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];
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}

prevLvlHashes = currlLvlHashes;

}

return prevLvlHashes[0];

}

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();
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using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to

upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WriteLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();
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BXRUAEITIHRBIH step-by-stepiiBA , ESFE A Eclipse 1247 Amazon Glacier By Java =, #&
FEEH FE] 3 . £ Amazon Glacier PR FE R4 E PE LEXHHEE ID SETRHKE,

Example— A T X AR T Java ¥ AWS SDK

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {
public static String vaultName = "examplevault";
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public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive
kk k.

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
} catch (Exception e)

{

System.err.println(e);

5 Amazon Glacier RV E T H AR EH T .NET 89 AWS SDK

BAUR C# B RAIE R S R3] APl TRIEZBIES LEMHREM Amazon Glacier 155 L4123
#EE SEAT NET B AWS SDK. EAT .NET #9 AWS SDK ERBRAIH , HIEBEUTHER :

« ZTBIRIEER Amazon Glacier X1igik R 8|2 ArchiveTransferManager KL,

- ZRBROIEAXERS (HBBXM ) XiF (us-west-2 ) EEEZRHELSE 2 - 7£ Amazon
Glacier A HEROIEXHENNVE.,
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« ZRBIfEA Download 2# ArchiveTransferManager APl B{ETHE, ZRHG6IE
Amazon Simple Notification Service ( Amazon SNS ) & , AR ZEZIT A Amazon Simple
Queue Service ( Amazon SQS ) A5, IRERBHIHARIET AWS Identity and Access
Management (IAM) BB R AP S E 1 . FFAEH Amazon Glacier 251 , NG AFRERIEMEE
B8 Amazon SNS EZ# Amazon SQS A FIFTAEH IAM R,

- WRGIBE THERRES , HNRSIRTRANERITARE, URERTA , UFBTHR. §
ARZNBENFAER  FSANELRET,

BXRWAZE T RBIR step-by-stepiiBA , HESHEZTRERHl, BFEEEH P& 3 . 7£ Amazon
Glacier R4 FAE S E FE LA XHENE ID EZ R,

Example— SERAKN SR APl TERE EAT NET 89 AWS SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");
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Console.WriteLine("Once the archive is available, downloading will

begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)
{
if (args.PercentDone != currentPercentage)
{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
}
}
}
}

1% 5 : M Amazon Glacier 589 344 FE M Br Y 2=

EHSERD | ESGRBRESE 3 : £ Amazon Glacier RIS E FE R X ED ERNRAIRSE,

/A Important

ToEME A Amazon Glacier 25| & MIBRIER, ERFEERE (FlnLE, TEHIBER ) HBEE
&5 AWS Command Line Interface (CLI) RRENRB. B LALE (HINES. HMAME
ftb3X s ) , BABMEA AWS CLI SimBERIEBK R HER , FERERMEA REST API SifEA
AWS SDKs,

EL%E AWS CLI , FZHAWS Command Line Interface. BXfF Amazon Glacier 5&&
FERANEZEE AWS CLI , i35 Amazon Glacier AWS CLI S Z& ¥, BXxEANMEEL
& AWS CLI | Amazon Glacier B9 7=l , EZFE& Amazon Glacier 5 AWS Command Line
Interface
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B LA T E — 84 SDKs ST 73 3 M BR R 51744 AWS CLI

« {# Amazon Glacier 5B 34 FE B il Br A4 3R & B F Java B9 AWS SDK
» 5/ Amazon Glacier B XX 4FFEE R BRESZR SEA T NET 9 AWS SDK
« fE£H Amazon Glacier PRI R4 Z=MIER AWS CLI

PSS

o I8 3 : £ Amazon Glacier PS4 & B HE
o MIER Amazon Glacier FRIF4Z

£ A Amazon Glacier 8 X EH IR #HZ B T Java B AWS SDK
LTRBREMER FJRT Java B9 AWS SDK HIBR#4Z, EAREH |, HEEEUTER
« DeleteArchiveRequest BIETHIARMIERIER , TIEHRAENXEFEZHAEE ID,

« deleteArchive API #4E[[ Amazon Glacier &£ MRS ERK,
s ZRPIERZEED (HBRM ) Xif (us-west-2),

BXRWAZE T RBIEY step-by-stepiitBA , ESHEH Eclipse 1217 Amazon Glacier Y Java 1= fl, &
EEFH HB 3 : £ Amazon Glacier FIFR4E FESIHE FE LA XHRNRE ID ES SR,

Example— EFAMIBR4ZE A F Java ¥ AWS SDK

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class AmazonGlacierDeleteArchive_GettingStarted {

public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

£/ Amazon Glacier B XX E IR R EHA T .NET 89 AWS SDK

T c# B REIEAN EEHAT NET 8 AWS SDK 5451 API IR E L —Sh EENNE, B4R
BRElFR | EEEUATER

« ZRBINIEEN Amazon Glacier ik R 82 ArchiveTransferManager FKHEHI,
- ZRBROIERAZERT (HBXM ) XiH (us-west-2),

« ZRBIER ArchiveTransferManager 3 # Delete API 24E , ZEE T EJEHTF .NET #9 AWS
SDKHIER API,

BRUMENZITH RHIH step-by-stepin B , BESRETRE RO, BEEEH P& 3 . £ Amazon
Glacier R B HE AE L&A XHHHEER ID SERAKB,

Example— ERA &% 5 API MIBR#4Z &EA T .NET #9 AWS SDK

using System;
using Amazon.Glacier;
using Amazon.Glacier.Transfer;
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using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted

{

static string vaultName = "examplevault";
static string archiveld "***x Provide archive ID ***";

public static void Main(string[] args)

{
try
{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

8 Amazon Glacier R RS2 M AWS CLI

& LAMEH AWS Command Line Interface (AWS CLI) filB} Amazon Glacier FEI#4Z,
FH

o (FREMH ) RE AWS CLI

- il : ERAMIEREZE AWS CLI

( SoRSEM ) RE AWS CLI

1. T#HHEE AWS CLlI, Bxii8H , 52 (AWS Command Line Interface AF#EfE) FHT
=3

I[EfE %% AWS Command Line Interface

[EEBLE AWS Command Line Interface
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2. EMNTERETHAUTHORBIEEH AWS CLIEE, XEHEESRNEMET , HIESE
BERIAE B SR EIL,

« R help 85,
aws help

- BEIRIMEEEKF £ Amazon Glacier XHFEMFIR , A list-vaults @
To 123456789012 &K AWS K B1HE ik,

aws glacier list-vaults --account-id 123456789012

- EEENYRIBERE AWS CLI , EfEFaws configure list@S,

aws configure list

I fE A BR A% Z=R AWS CLI

1. £/ initiate-job W HEIFEREMES. BX initiate-job WMTHNESEE , BSHE
HES

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

FHRs H -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "##** jobid ***"

2. EFH describe-job i HTRE L —MEEFHIRS. HX describe-job WHTHEZEE. ,
SR ES

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERs

= FMIBR#43R AWS CLI API R4 2012-06-01 28


https://docs.aws.amazon.com/amazonglacier/latest/dev/api-initiate-job-post.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-initiate-job-post.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/api-describe-job-get.html

Amazon Glacier FRARIER

"InventoryRetrievalParameters": {
"Format": "JSON"
I

"VaultARN": "#*** vyault arn ***",
"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FR/HESTEM.

BUAMERNESHECEFRETENES, UREBEXHEFRETBARE , AEBEBHES
BH#SE T Amazon Simple Notification Service ( Amazon SNS ) =& , ll Amazon Glacier 275
BRESEEZEBEIEHEE,

BOLRENHENRSEEHNEBANREE, EXEZEEL , BFHE Amazon Glacier L& X4
FEEH, REXESESH , Amazon Glacier i MIEER Amazon SNS EB XX HE,

4. EFERSE , £A get-job-output SRR FEFESZ TEHEIXH output. json, BX get-
job-output MEMELFELR , FSRREESHH.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HHTEER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchiveList":[{

{"ArchivelId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""*** archive creation date ***"",

"Size":""*** archive size (in bytes) ***"",

"SHA256TreeHash":"*** archive hash *#*#*"

1,

"ArchiveId": 123456789
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}
5. f£H delete-archive S M\XHEFRBRENMN R , EETFTREBEMAHER,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*** archiveid ***"

BX delete-archive M THEZEER |, FSHAMIBRRAZE,

B 6 : £ Amazon Glacier F il BR ST

XEERATE#MENERE. EMER Amazon Glacier X5FE |, XM E MRS EEREBE
Amazon Glacier TENREFENMMENEHR,

B L B RIE S B EH Amazon Glacier 8| A BRSXHE., BXRUREAIMEBRSIHEENESR |
&3 M1 Amazon Glacier F il BR324

5

/A Important

MRBERIA 24 PITPFRER EEBXHESNXEEFRBRER | WSARERRKRE—XRE
HXHEEE L RMEHES . Amazon Glacier 24 NI EAEHAE NN G EERZ — DS
&,

b BR 22 32 ¢ R

1. B% AWS EEEH A HERFITFF Amazon Glacier https://console.aws.amazon.com/glacier/
£
2. MUgBRXiE s | AWS X3 B BRE T ERE,

EWAGI R, SN REIXHEFEALTRERES (HBRMN ) X,

3. EBRERRMNZEXHEZIRGIRM, NRXHERRE | NARERRFTERE | REF6EH
BRMHE, BXEZELR | BFSRMBER Amazon Glacier FEIRSE,

/A Important
) BR 324 R RAE TSR OB
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Amazon Glacier FERARER
4. EEBER.
5. BEBTERIBR SO BEITERE . ERMIER,

I BR 3E 22 3244

1. MREMIERIEZEHE |, MATEBBRFEIERE , REBMERSXEHE, At , BUUEER
|, A RESTAPI, . EAT .NET #9 AWS SDK = , & HlER#42%iER AWS CLlI, ERT
Java B9 AWS SDKBEXMIBRHERMNEER , BSHEEE 5 - M\ Amazon Glacier A HY ST FE il Br 44
2=

<o

2. MHERNZR , EREBRSRBBRZ XHE,

BMXEAILL T SEHERNA 2

Eit , BEERT AINEY |, EBLURELLTE 2 LT ##88X Amazon Glacier WEZEE,

« 1 Amazon Glacier P42 X4 &
« 1€ Amazon Glacier P4 E 43
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£ Amazon Glacier PANIE X

NHERRATEHEMENSS, EOEXHER B EEXHEEMUREEREF AR 4E
# AWS X5, B* Amazon Glacier X#FH AWS XB5IEK |, HFS 5 (AWS —ixZ#E) F Amazon
Glacier ¥ =2 M HL & o

BRMEXHERERERZSMEE,

/A Important
Amazon Glacier FSERH T — MBI &, BEAMRRE (Hl LA, TEHSIMER ) HERE
£ AWS Command Line Interface ( AWS CLI ) iwER B, MERBESEEREASZE, F
m, BEEAERE., WMMEMAXRERE  S4TER AWS CLI SEBERBRRBER (TE
R A REST API A AWS SDK ) ,
E%% AWS CLI , &2 AWS Command Line Interface, X% Amazon Glacier & AWS
CLIBAFEANESZELR , 52/ Amazon Glacier 9 AWS CLI &, BXfH AWS CLI
=X £ 3| Amazon Glacier 7RG , S R4S 4 H Amazon Glacier 5 AWS Command
Line Interface,

£

+ Amazon Glacier ) X iR 1E

« 1£ Amazon Glacier F 8| X E

* 1£ Amazon Glacier P# & X4 E TR
* 1£ Amazon Glacier P FEXHEFE

« £ Amazon Glacier F B & S #FEE A

« 1€ Amazon Glacier il Bk X ¥ FE

+ %12 Amazon Glacier X ¥ FE

+ Amazon Glacier 3X#EHIE
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Amazon Glacier # iy ST FER4E

Amazon Glacier ZEFEMXHEFERE. XHEFERFIRTHEE AWS X, RS2 , QIEXH4E
B, BERE AWS XigiH 2, E&85HXH4ER , Amazon Glacier @ NEREERFIEER AWS
X 1R B 3 A EE B3R

B2 M BR 34+

AWS Ik~ JZ AT AWS Xig a2 1000 NXHE. BX Amazon Glacier X # AWS XiF 5
£, B2 (AWS —f#x2#£) FH Amazon Glacier i = F i &,

X% B Amazon Glacier &R EXERB XA EFERRXBEAMRE , FEE EXBRERUNREAEIN X
HERITSEMEARERN | 8 8 BR XA E,

® Note

Amazon Glacier & 24 MRS EHAENNHEERZ—DEE, AT ER TR ERMEFHE
B | ALk , Amazon Glacier 2B EB EANHEBTERE SRURRBHITIEMEANRIER
BRXHFEBEEZEMN,

BXEZEER , BESHTE Amazon Glacier 812 X HFEMTE Amazon Glacier 5 il B S4B o
BREXHETHE

BUURRNHEEE , fINXHENSZREE, XHEPHIRRE , URXHEDFERMENE X
/N, Amazon Glacier 2t 7 API A , R RENIKF AEE AWS Xigih4EE X HESRFFE X4
ENLER. BXEZEELR , 55 H1E Amazon Glacier F# & X4 FE T #iE,

TERXHER
XA EE LR R ETHERIIR, HTARTHE MR  BLBRMATHREE , SIS

ID, SIZBHMAN, NEFE - MR LEZNHERN BT , Amazon Glacier RABRXHBLE
M—RAXHERRE, XHEBRELARE , BFRETHE

THXGHEFER—MRIEE, BLTEBHTHEENES. WEESERE , Amazon Glacier
SATHHERER, EFTRE , EAULTEBEHE.
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KSTFEZSEERLMH , B LER Amazon Simple Notification Service ( Amazon SNS ) BAIEES
SEREBHE, BAUASNMESIERIEE Amazon SNS =8 |, SEFEHN G EER B N TS ESXH
BFEEHRERREBA,

Amazon Glacier & 24 MR EMNBNIN X4 EFEEE —DER, MRELXFREREXBNXHEF
WATE RIS RS RVERE WA EFBE A M.

HIBRN M EFEBHESE , Amazon Glacier REIE&HIF —RERWEE | ZE 2 20TE SRR
MARENHIE, BUEESEANNEMMRLEBEREGEZTLEEFARL, BER , RREEE
PingrBiEE  BZBEEREBE 5 £ % Amazon Glacier BRI R XEBKH THIE, AT |, EBTAE
2K, XHEEBEFENTREREETNEESERXHEELHITHRARER,

BRARRNHEBENEZELR | 5SS HE Amazon Glacier F FEXHEBE,
e (& A4 FE 8 A

M Amazon Glacier R ZEANE ( SIMXHEFHNERRIXEEEE ) R— N RSN IRE. B
£, B—HESF. EF57KE , TEEH, E7BENTESANTK , LALUER Amazon Glacier
B, Amazon Glacier 2B A B KX FERMHH Amazon Simple Notification Service ( Amazon
SNS ) £,

B UBEEXHEEAN , HBEEXHESHURBESH L LB Amazon SNS £/, 4EX
HEEHXLER , Amazon Glacier B2 EEEM Amazon SNS EB XX EH., BEXEZELE | 55
¥ #£ Amazon Glacier & ST E B,

£ Amazon Glacier Rl & X4 E

BB XM ENRESOEKF PN XHEESHRNGE, — N AWS KFHZ A UAEN AWS X
eI 1000 MXHE, B< Amazon Glacier ( Amazon Glacier ) X#H AWS X 5%k | S H
CAWS —#2E) HRY X iR o

IR AR, BBTREXEREN. UTREXHENREER

- BMKER 1M 255 MNFRZME,
« AWNFEFEE a-z. A-Z, 09, W (TX& )., ' (EFF)MN ' (FBEIR).

NHFEAMRE—NKF AR GIEXHERERN AWS KBS ARKE—H, Bl , —NKF A EREH
AWS X632 EFMEER XAE | BEFEEER— AWS XSt A HARN X HE,
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£

- EAEAT Java B AWS SDK f£ Amazon Glacier 8l X4 E

¥ Amazon Glacier eI HEFER EAT NET 8 AWS SDK
£/ REST API £ Amazon Glacier F 8IZ X #FE

£/ Amazon Glacier 12l &SI X HFE

£/ AWS Command Line Interface?E Amazon Glacier I XX # &

FEHERT Java B9 AWS SDK #£ Amazon Glacier A &2 X4+

SRR API AFIEXHERERHR T HE , SEIEMMIERAE, RESUAERLR | URIREUEE
AWS XEIZHXHERNIIR. LUTREREMT Java B9 AWS SDK 12 X4 ER SR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

LEEETEVNEXHEN AWS Xifl, ZFEALEFHRRITHIERESR2NAZZ AWS XiF,
2. B3I —1 CreateVaultRequest EWEHIREERELR,
Amazon Glacier ( Amazon Glacier ) ERBRME X HEBHIENKS ID. MREFREMKS ID,

NESGLEASERHERNERSIZWIEBHERENIKF, ID, BXEZER , HSHERT Java
# AWS SDK 5 Amazon Glacier 8 EH.

3. U B IBHIBERIR , 1217 createVault Fi%,

Amazon Glacier JREIfYIERIFE CreateVaultResult N HRFIRH,

BUR Java REBERUEA TRIEIR S TR, ZARBERTE us-west-2 XEBIR T XHE, ©ITEHR
Location @ XA EMMEXT URI, % URI BFFEENIKS ID. AWS X3 X4 EH .

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getLocation());
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@ Note
BXRIKRE RESTAPI WEER , BZROIEXXHE (PUT vault) o

Bl ERERT Java B9 AWS SDK 822 X4

LA Java KIBRABITE us-west-2 XIFAIR T XHE (BX AWS XBHEZER , BSHIER
Amazon Glacier ) » b7 , ZRBROAERERT XHERFR , JIH TE— AWS KEHNEXHE , &

FEMIBR T 628 ST,

BXRUAEITUT ROIN S SR |, 2 EA Eclipse 1217 Amazon Glacier B Java =4,

Example

import
import

import
import
import
import
import
import
import
import
import
import

public

java.io.IOException;
java.util.List;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.services.glacier.AmazonGlacierClient;
com.amazonaws.services.glacier.model.CreateVaultRequest;
com.amazonaws.services.glacier.model.CreateVaultResult;
com.amazonaws.services.glacier.model.DeleteVaultRequest;
com.amazonaws.services.glacier.model.DescribeVaultOutput;
com.amazonaws.services.glacier.model.DescribeVaultRequest;
com.amazonaws.services.glacier.model.DescribeVaultResult;
com.amazonaws.services.glacier.model.ListVaultsRequest;
com.amazonaws.services.glacier.model.ListVaultsResult;

class AmazonGlacierVaultOperations {

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";
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try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultlList = listVaultsResult.getVaultList();
System.out.println("\nDescribing all vaults (vault list):");
for (DescribeVaultOutput vault : vaultlList) {

System.out.println(
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"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +

"\nVaultName: " + vault.getVaultName());

}

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

£ Amazon Glacier RFEIZXHEMSEA EAT .NET #9 AWS SDK

BT .NET 8 Amazon SDK APIs 20 S HAERERM T —Fh IR XHEMNF X,

E3-
- FRNSHE API R XH4E ERTF NET 89 AWS SDK
- FRAMNESR API BIEXHE EAT NET B AWS SDK

FRNS%RE API BIZXH4E SEAT NET B AWS SDK

=4 API By ArchiveTransferManager KM TEALIARE AWS X2 X H4EH
CreateVault 5%,

T~ ERER AP #ITXHERE EFT NET 89 AWS SDK

LAUF C# REROIEZEED (BBRIMN ) KBS T XHE , REMRBRT ZXHE, BXxTUEHH
BRI X MHE AWS XiF 515k , SR 151 Amazon Glacier,

BRUMMNZITULT RO step-by-stepii Bl |, HSHETRERHl, BEEEHFXMHESHREZIE RHR
5,
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Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDeleteHighLevel

{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WritelLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

FERNIRS API BIZXHE SEAT NET 85 AWS SDK

BER APl NATE XM ERERHE T 5% |, SR EAMMIBRSCHFRE, REUUHF R MR IREUE R E X
HEROIRHN X EFERNSIR, AWS KB TRER ERAT .NET 89 AWS SDKEIZ X HEFR HHR,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
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BFEEEEE AWS X EEREIBXHEN. SEALEFRHRITHRERERSNARIZ AWS
X,

2. BBl —1 CreateVaultRequest EHEFIRHEIFEREL,

Amazon Glacier ( Amazon Glacier ) ERERM X HEEZHRNENK, 1D, WREFRMEKS
ID, MRGELFEASZREMRNIBEREEWIERHEXBKNKS, ID. BXESZER , FSATER
F .NET B9 AWS SDK & Amazon Glacier £& .

3. LB BHIEARHIBERNR |, 1217 CreateVault Fik.

Amazon Glacier IREIfI R 7 CreateVaultResponse X RF R,

T~ BERRIRS AP # T ERE ERT NET 89 AWS SDK

LT C# ROIGA T BIEM LS R, WROIREXERS (HBNMN ) KE6IEXHE, 1, &K
BREIESKRRHEEE , SIHE - N XHEPNAEXAE AWS X |, REHER0IZ8 X4
FEo LocationiTENMYRXHERAEN URI , R IFEHKS ID AWS X, MIXHHEFER .

(® Note
BXIK=E RESTAPI WEER , BSRQIENXHE (PUT vault) o

BRIMABITU T RBEIM step-by-stepi B , TEZRETRE RS, EFBEERNHEEMZERNN
.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDelete
{
static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;
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public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WritelLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void CreateAVault()
{
CreateVaultRequest request = new CreateVaultRequest()
{
VaultName = vaultName
I
CreateVaultResponse response = client.CreateVault(request);
Console.WriteLine("Vault created: {@}\n", response.Location);
}
static void DescribeVault()
{
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = vaultName
I

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");
Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
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"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate

);

static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Marker = lastMarker
};

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{23,
output.VaultName, output.CreationDate,

output.NumberOfArchives);

}

lastMarker = response.Marker;

} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

};

DeleteVaultResponse response = client.DeleteVault(request);
}

R NET I8 E API k7 2012-06-01 42



Amazon Glacier FRARIER

£ REST API £ Amazon Glacier oI X4 FE
EfEf REST API 12X 4 , ESFCIEXHFE ( PUT vault) .
£ Amazon Glacier 24| & 6|2 U FE

ZE#FH Amazon Glacier ( Amazon Glacier ) #H AR XHE |, BSH (AN BEFANIE 2 &£
Amazon Glacier #8284,

£ AWS Command Line Interface?£ Amazon Glacier # | 2 3 44 FE

RBUTSERER AWS Command Line Interface ( AWS CLI ) £ Amazon Glacier ( Amazon
Glacier ) 8|23,

£
o (FZR%FMH ) ®E AWS CLI
« Rl : A AWS CLI Bl XX E

( 5oRSEM ) RE AWS CLI

1. THHBEE AWS CLlI, Bxii8H , 55 (AWS Command Line Interface AF @) FMHET
3

Z% AWS Command Line Interface

Bt & AWS Command Line Interface

2. EwTRAFLAANTHSREIE AWS CLI RE, XEGHREEARMEL , i ERR
AEC & XAV AL

« R help 85,
aws help

o EFRWMEHEEMKF £ Amazon Glacier XHEMFIR |, EEA list-vaults v, &
123456789012 B HEB S H AWS K/ 1D,

aws glacier list-vaults --account-id 123456789012

- EEE AWSCLI WHRIBlERIE , HFEA aws configure list H,
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aws configure list

T 5 AWS CLI B2 ST

1. M create-vault MHEMKF 111122223333 TRIE—1NE R awsexamplevault BIX
B,

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

FERsa -

"location": "/111122223333/vaults/awsexamplevault"

2. {#M describe-vault S KIFRIZE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon Glacier 1 & X4 E T 1z

BAURREXHEER , fINXHENCIZBEH,. XHEPFHEER , URXGEPME-MENEX
o Amazon Glacier ( Amazon Glacier ) 121t APl B , R RKF P EXHESIFE AWS X
BAE X ERIX L

EER

MRIERR R EFFIZR , Amazon Glacier FiR B2 X ¢ F & #89 ASCI EHEEFH IR, RIIRKRZE
2 1000 MNXHE, ERBAKRERLN , LAEFREEREZIIRNIFIE ; WRXEESWME |, WiFid
FEBA null, f —JL)\JE?*'IBME%U"F]}*EFLEIE’JSZﬁ:ﬁ?&o 20 SR SR BR Y 34 K T B2 AR [E] 9 X
HEH, WERED T, BRERIEHINERFKIRIM T —HXHE,

£
« £/ Amazon Glacier # & X 4 FE st 338 & F Java B AWS SDK

« {#F Amazon Glacier 948 & E T HIE EHTF NET B9 AWS SDK
« £ REST AP| ® Z& X FE T idE

KR ETHE AP fiR7x 2012-06-01 44
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« f#H AWS Command Line Interface?t Amazon Glacier F# 3 S 4 & 7T #dE

£ Amazon Glacier £ & X E T #dE :EA F Java B9 AWS SDK
&
o W RXFER S FE TR

o BER—ANXIEPTE S ST E TR
o R EAERT Java B Amazon SDK # F& X 44 FE T iz

K 3R 3 B Y A R TR

LU DR BERENHESEE AWS XEBAFREXHEN THE. U TREMERT Java B Amazon
SDK KR API # FR4F TE S FE B9 XA B TRV B 3R

1. 82 AmazonGlacierClient 3 ( EF % ) BIEHl,

BEEEEXHERMEN AWS Xif, SEALEFIHRTHMERERSER Ti1Z AWS XiF,
2. B 8|2 — DescribeVaultRequest EHSEHIEEFREL,

Amazon Glacier ( Amazon Glacier ) ERIBRE X HEBHIMENKS ID. MREFRMIKS ID,
NRGELEASERERITEREZVIEPEXEKNIKS ID. BXEZER , BZHEAT Java
#) AWS SDK & Amazon Glacier #£E A,

3. US B BHIBFERIR |, 1317 describeVault Fi%,

Amazon Glacier iR Bl # 34 FE st 33815 E 7 DescribeVaultResult R HEH,

BN Java REB B AER T RIHIRY 3R,

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +
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"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());

(@ Note
BEXIKE REST API HER. , BSFME X4 E ( GET vault) .

1 3R — A XA S RY S B T 3R

IR T BMER ZL1istVaults T ERRIEE AWS XEFRATA X ER TE#IE,

LR Java KRB LK R us-west-2 KB XAHERNFIR, %15 R RE B IR B HY 3B LERE
54, RiE , ZREEASH#IT—RII1istvaultsiBA , AMNZ AWS #h XK REMRE FESI&K.

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();
for (DescribeVaultOutput vault : vaultlList) {
System.out.println(
"\nCreationDate: " + vault.getCreationDate() +

"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +

"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

R Java R4 ETHE

API R4 2012-06-01 46



Amazon Glacier FRARIER

EAHMNARBES  REEFERPKRIEE Limit B , Il Amazon Glacier & %R [E] Amazon Glacier
APl REBM 10 MNXHE, MREEEZXHEENE |, MM marker FRASE X4 ENAmazon &
BEM (ARN) |, FTERSNZBHLHESIXK ; BN , marker FERRNZE,

FER  JIRPEEANENNHENEEEEBET BRASEXHERN describeVault BEIKERIE
BEME,

® Note
listVaults FELBABKE REST API (SR HSHFE (GET vaults ) ) o

TPl ERERT Java B Amazon SDK # 2 X4 T #hdE

BXRIERBRG , ESARE : FHAEAT Java B AWS SDK BIE X4 E, % Java KB REI2 8
B HEA R ETHTE.

£/ Amazon Glacier PR XM ETEHIE EAT .NET 89 AWS SDK

F&:

- REIENHETEE

- RE—NXIEFFTE N S E TR

- Tfl : FERANER AP KR XHETHIE EAT .NET B9 AWS SDK

¥ 3 3 R SO TR

B URRRFENHERIE AWS REAMEXHFEN THIE. UTEEH EAT NET H AWS
SDKIEZ: API R4S E X HFEN X4 E T BEN TR,

1. 82 AmazonGlacierClient 3 ( &% ) BIEH,

BEEREEXHEFMEN AWS Xif, BFEALEFBHBITHMERESRERT1Z AWS XiF,
2. BBl —1 DescribeVaultRequest K EHIRHIFERES,
Amazon Glacier ( Amazon Glacier ) R &R X4 EAMFENIKS ID, WREFTRMEKS

ID, NRGELERAEERHERNERSZNIEBHERKNIK, ID, BXEZELR , BSHEER
F NET 89 AWS SDK 5 Amazon Glacier &&#EH.
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3. USBHRNIBHBERIIR , 51T DescribeVault Fi%,

Amazon Glacier iR Bl 34 FE T8 3E{S B 7 DescribeVaultResult R FEH,

BUF C# RIBERHEA T RIEM SR, WABBRRREZEEL (BN ) XEFRREXHEN THIEE
Bo

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{

VaultName = "*** Provide vault name ***"
};
DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(® Note

BXRIKE RESTAPI WNE R |, BSRHEARNHE (GET vault) o

1 3R — DN XIBFT A S Y S TR
ZEFBERAZEListVaults AR REE AWS X o A SO BRI T R

LT C# RBEBBRRERZEET (HBBNM ) KSEPHXHENTIR, ZiERGE R IR E # A ER
BREIHR 5. RiF , ZRBERES#IT—RIIListVaultsiBA , UMNZ AWS it XK REMREES
&Ko

AmazonGlacierClient client;
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client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultList)

{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",

output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

EREMABEYS , MREEEFERPARIEE Limit & , W Amazon Glacier & %3i&[E Amazon Glacier
APl ZEM 10 MR,

FER  JIRPEENENNGHENEEEEET BRAYSEXHERN DescribeVault BEIKREEIE
BEHE,

@ Note
ListVaults FA&AMAKE REST API (ES 5 HS4E (GET vaults ) ) o

T~ ERRIRSR APl R RXHETHIE EHA T NET 89 AWS SDK

BEXRIERBRE , HFSERG . FRANESR AP 3T XHER/E EAT NET B9 AWS SDK, i% C#
RIG RO & 82 ST FE H R T FE TR,

£ REST API 8 3R X T3

EEH REST API BIHXXHEE |, 2SR5 HX4HE (GET vaults ) » EER—NXHE |, BSHER
XHFE ( GET vault)

7l
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£/ AWS Command Line Interface?E Amazon Glacier ¥ & 34 FE T 5 4E

IR BISE R N4l F§ AWS Command Line Interface ( AWS CLI ) ¥ Amazon Glacier ( Amazon
Glacier ) F R X HFEEEM TR,

FH

o (FR%ZH ) ®RE AWS CLI

« RO : R AWS CLI % F& X4 E T iR

( R ) _RE AWS CLI

1. T#HHEE AWS CLlI, Bxi48A , 52 (AWS Command Line Interface B35/ FHATE
M

%% AWS Command Line Interface

BtE AWS Command Line Interface

2. EWTRAFLEMAUTHSREIUE AWS CLIRE, XEGFTEBEEXNRMEILE , RHEAR
AEC B XAV AL

- ZRAMEH help .
aws help

« EXREEEEMKF £ Amazon Glacier XHERN IR | EFER list-vaults 5. F
123456789012 FiNIEB K AWS K/ ID,

aws glacier list-vaults --account-id 123456789012

- EEF AWSCLI WWHBIELEHIE , BEFEA aws configure list @,

aws configure list

T~ A AWS CLI 8 E X E T ihiE

« f{#H describe-vault SRR IK/S 111122223333 TR A awsexamplevault BT,
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aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon Glacier A TE X4 EE

RO X £ —/NEZERTG , Amazon Glacier ( Amazon Glacier ) 2 B 8IBXHEFE | REK
HAFREH—IR. Amazon Glacier BIEZE—FEE , BEFELI¥X (&Z—X ) iHE , ZF%
FAMKRER, EBUUNBRUATRE (ZREDIHNLTR ) M Amazon Glacier R RXHEFH

1. ERAEZES (POST jobs ) BEBHBFERRES.

/A Important
BERERBIESHEBIREEFSWERIMK , AL PolicyEnforcedException
FE, BXBERREBNESZEER , 1521 Amazon Glacier BIER REEE, BX
PolicyEnforcedException RENEZER , BSRE IR,

2. EESEKE , FAKREES ML ( GET output ) BETEHFET .

flin  KEMRINHEBTENREEREZEABIREES. FFEREARIET. HEBBIREKRE
&8t , Amazon Glacier £ 812 ES H £ HIREES ID, Amazon Glacier SERES B, &7 L3R
BESHE (AMNETRXHEBFTRRE ) .

ESHMETH , RJE , BFEFENEAH, EWMEESHRS , ERUTEE !

- EEESTREH - BRI LUEE Amazon Glacier E T RES B A A B E & MBI Amazon Simple
Notification Service ( Amazon SNS ) £/, &R LAER LT 5 EIEE Amazon SNS 7 :

o REMESTEE Amazon SNS =&,
BIHESE , B LUk R 4 E Amazon SNS £,
c RENHENBAGEE,

WAL B HENBESHNBEAEE ( SH1E Amazon Glacier FELEXHEES ) . REX
£ EEH , Amazon Glacier i EIIEER SNS FB K IEHEE,

MBFRETXHENEBIERE , ABEBHESHBIEE T Amazon SNS £ , I Amazon
Glacier 2RIXBENEB L IEESTEHREE,
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BE]LASF SNS FRE B N BN BT ik 4B AR R & FE EEMEN AEF TR A Amazon
Simple Queue Service ( Amazon SQS ) H., HZRAIPHIVEEN , BAUREFFSREEKIIT
B, RETHRESH T,

« EXFERFESEE - Amazon Glacier 12 7R ESRIE ( #HiRES (GET JobID ) ) |, ZiRE
ALERAESER. BUUERAELER , LMRBESER. B2 , £/ Amazon SNS B
EHERNIEE,

(® Note
8B SNS BRIZREM E B 5 BT i A #RES KA E S HE.

£

- XTES

« 1£ Amazon Glacier P FEXHEFRFEA BEA T Java B AWS SDK
» f£/ Amazon Glacier TEX#EFFE EAT .NET #9 AWS SDK

- {#£f REST APl FEXXHEFE

- /A Amazon Glacier FE X E ¥ AWS Command Line Interface

KXTER

MIEE — KR DS ER B EIFF A , Amazon Glacier E0BRXHLEH — XX ESFE,
RELRBERERESENXHERTIR MM BRERNIRE , WFRLEFFEL A, HEFHX
HEEFESH , Amazon Glacier 2IREIEERWE&E—NER , Bl point-in-time R B R 23 A1 3K
. EEE , Amazon Glacier A XHFERIBE—MELE , BEFELTY¥X (HZ—X ) A, Z
BRI ARATRERE,

BURESBERANBIMNERLRREREXHETEEMFATL, BR , RREEEFHEF BIERE
BiZEFPimXxBk T & L& % Amazon Glacier IR TEE. Lteat , Bk , MHEEFEBFEXNT
BREFENEBEEFETNEESERXHFESEHTHARER. SUNBEIREFHAUEZRAPRRE
B, REEFIRENFRMER. BXRIBFERENESELE , FERBEEEERTLE,

ERALEMERIEE : 25 9MRE (CSV ) 5 JSON, BHERES , Bk RMtiEE
B BRIAER A JSON, BXBFEASHEHPRENBEZRNESZEE , BSHRIVES
APIBY I B 1F 3
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£ Amazon Glacier F "R XHEBEFEHA ER T Java B AWS SDK

LT RER ERT Java B9 AWS SDKIEL API R =X HERENLTR. ZBR API PR REXH
o

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEH,

BEERETENHEFIEN AWS Xig, BEFALEFFIRRITHIERESERTZ AWS X1,
2. BT initiateJob AEBEHBEER FES,

BEEE initiatelob WRHPEMEFFEEKIEZIT InitiateIobRequest,

(® Note

BAE , IRXHENBRREMARTN , M2RE4LIR, Amazon Glacier ( Amazon
Glacier ) # 24 I 2EMNBINXEELERZ —BFR,

YERMRL , Amazon Glacier IRE{ESS ID, ZMWAZF—4 InitiateJobResult EHIEHIH,

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN ****'")
);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. EFEF T,

BARETNTSHMECEFHRETHRNES, IREENXHEPIRETBAEE K IEBEZHES
BFHEE T Amazon Simple Notification Service ( Amazon SNS ) & , Nl Amazon Glacier &1 K
ESERZEBEIEHEE,
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A SEE T L@ A A describelob F3%E% 1 Amazon Glacier REEFS TR, ER
£/ Amazon SNS TF#H TEHNS B#HEN T E. UTHIAHNRBREFERERT Amazon
Glacier B9 Amazon SNS R &k FHHE.,

4. BIHAT getJobOutput FETHESHE ( XHEFREHE ) .

B LB 81 — 1 GetJobOutputRequest KHSEHISRIBHEWIK S ID, 55 ID MIXHESR
Mo MREBFTRMEKS ID, MRELFEASERURNBEREENWIEBHEXEKNIKS ID. BXES
E8 , HSRERT Java B9 AWS SDK 5 Amazon Glacier B8,

Amazon Glacier IR By i {7 F GetJobOutputResult XY &K H,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***"),
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.

(® Note
BXESHEXNKE RESTAPI NEE , BSRAESEE,

ROl EAERT Java B Amazon SDK # R XX &
BT Java KRB RAISKRRIEEXHENXHEFTE,
ZRBIITUATES -

 Bl2 Amazon Simple Notification Service ( Amazon SNS ) £,

SERAES S , Amazon Glacier £E Ik EB A EBEA,
- B2 Amazon Simple Queue Service ( Amazon SQS ) BA%l,
ZRBIAEZBABIM INERRE | LAE Amazon SNS EBAEH @] iZRAFI & il .
- BHESUTHEENHER,
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EESERST | EBE T BIEM Amazon SNS £ , LU{E Amazon Glacier AILAE TR EZ B EIZE
BRmMBEH,
- & Amazon SQS RAFIZBEEEZES ID EE,

WMREHEE , WoH JSON , AREEFRECKINTE. MREKITR , M THER,

- BEMBRERIZE Amazon SNS EEH Amazon SQS RAHIIE R < BiE,

import
import
import
import
import
import
import
import

import
import
import
import
import

com

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

java.
java.
java.
java.
java.
java.
java.
java.

com.
com.

com.
com.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

fasterxml.
fasterxml.
.fasterxml.
fasterxml.
.jackson.

fasterxml

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

jackson.
jackson.
jackson.
jackson.

auth.
auth.
auth.pol
auth.pol
auth.pol
auth.pol
auth.

pol
pol

services.

services

services.
services.
services.
services.
services.
services.
services.
services.

io.BufferedReader;
io.BufferedwWriter;
io.FileWriter;
io.IOException;
io.InputStreamReader;
util.HashMap;
util.List;
util.Map;

core
core
core
databind.
databind.

icy.
icy.
icy.
icy.
icy.
icy.

glacier.
glacier.
.glacier.
glacier.
glacier.
glacier.
sns.
sns
sns.
sns.
sns.

.JsonFactory;
.JsonParseException;
.JsonParser;

JsonNode;
ObjectMapper;

.AmazonClientException;

Policy;

Principal;

Resource;

Statement;

Statement.Effect;
actions.SQSActions;
profile.ProfileCredentialsProvider;
services.

AmazonGlacierClient;
model.GetJobOutputRequest;
model.GetJobOutputResult;
model.InitiateJobRequest;
model.InitiateJobResult;
model.JobParameters;

AmazonSNSClient;
.model.CreateTopicRequest;
model.CreateTopicResult;
model.DeleteTopicRequest;
model.SubscribeRequest;
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import
import
import
import
import
import
import
import
import
import
import

public

public
public
public
public
public
public
public
public
public
public
public
public
public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

static
static
static
static
static
static
static
static
static
static
static
static
static

String
String
String
String
String
String
String
String
String
long sleepTime
AmazonGlacierClient client;
AmazonSQSClient sgsClient;
AmazonSNSClient snsClient;

services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

sns.
.model.

sns

sgs.
sgs.
.s(Qs.
.model.
sgs.
sgs.
sgs.
sgs.
.s(Qs.

sqgs

model.

SubscribeResult;
UnsubscribeRequest;

AmazonSQSClient;

model.

model

model.
model.
model.
model.
.SetQueueAttributesRequest;

model

600;

CreateQueueRequest;

.CreateQueueResult;

DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;

class AmazonGlacierDownloadInventoryWithSQSPolling {

vaultName = "*** provide vault name ***";
snsTopicName =
sqsQueueName =
sqsQueueARN;
sqsQueueURL;
snsTopicARN;
snsSubscriptionARN;

fileName = "*** provide file name ***";

"*** provide topic name ***";
"*** provide queue name ***";

region = "*** region ***";

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

client =

new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);

snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();
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String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete

successfully."); }

downloadJobOutput(jobId);
cleanUp();
} catch (Exception e) {

System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {

CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);

CreateQueueResult result = sgsClient.createQueue(request);

sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,

queueAttributes));

}

private static void setupSNS() {
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CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sgqsQueueARN)

.withProtocol("sqs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
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JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);
BufferedWriter out = new BufferedWriter(fstream);
BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;
try {

while ((inputLine = in.readlLine()) != null) {

out.write(inputlLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {}

try {out.close();} catch (Exception e) {3}
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}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

F 8 Amazon Glacier TEXHEFE SEATF NET #9 AWS SDK

LT RER ERTF NET B9 AWS SDKIES API RRENHEBTENLT TR, ZaR APl FXEREXH
EER,

1. 82 AmazonGlacierClient 3 ( FFiw ) BISEHI,

BEEIEENHEFTEN AWS XiF, BEFALEFFPIRRITHERESERTZ AWS X1,
2. BIIHAT Initiatedob FEBHBER RIS,

#£1E InitiateJobRequest WRFARMESZFELR . EANME , Amazon Glacier ( Amazon
Glacier ) IREES ID, ZMIR L F— InitiateJobResponse EKISEHIH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",
}
;
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. EFESF T,

A NET FEXHEZE API k7 2012-06-01 60




Amazon Glacier FEANGIER

BAMERETSHECEFHETHNESR ., NREBEXHESDIRE T HRIR Amazon Simple
Notification Service ( Amazon SNS ) FEHBHEE , REEBHETFHIEE T Amazon SNS £
& , Il Amazon Glacier 2 EEREFERAZEBREES . AT EEHNRBEBROIERERT
Amazon Glacier #9 Amazon SNS X% #HE,

LA, BIE T LAUET B A DescribeJob A% Amazon Glacier R BEER TRRS. REW
It , 58 Amazon SNS EET# TEBEAF BHEEN .,

4. BT GetJobOutput FETEHESHE ( XHEFEHE) -
B LB 812 — 1 GetJobOutputRequest KMEHIRIBHENK, ID. XHEBMHMNES ID

ER. MRETREKS ID, WRELEAELRHERT ERSEWIERBERENKS ID. BXE
ZER  BFSAERT NET 8 AWS SDK 5 Amazon Glacier &4 8.

Amazon Glacier IR B9 i H{Z F GetJobOutputResponse KA,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{

JobId = joblId,

VaultName = vaultName

I

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
(® Note

BEXESEXWERE RESTAPI NEER |, ESHTSEE,
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T~ ERAXHENERSR API REXHEER EHAT NET 8 AWS SDK

BT C# KRB RIS RIEE X EFERN X4 ERE,

ZRBIMATATES ¢

« 1%i& Amazon SNS &,

SERRES G , Amazon Glacier a3 B &% & A,

« i%i& Amazon SQS BA %,

ZRBISEZEA B IR A , BUE Amazon SNS B AEW &K H B

« BHESUATHIEENHE.

EESERSD | ZRHEIEE Amazon SNS £ |, LA{E Amazon Glacier A ATE TR IES Ja KL H

=

/BNO

- EHKZE Amazon SQS BAFIREBEHE,

MREHE , WoH JSON , ARERAFSREBEMI TR, MRERITX , W TFHER, ZRBR

fIfERA JSON.NET B ( i5Z 5 JSON.NET ) k% 41 JSON,
B MR IZER Amazon SNS £ H Amazon SQS BAFIE R X< HHE,

Example

using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System. IO;

System.Threading;

Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Glacier.Transfer;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;
Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
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class VaultInventoryJobLowlLevelUsingSNSSQS

{

static
static
static
static
static

kkkl.
’

string topicAzrn;

string queueUrl;

string queueArn;

string vaultName "**%* Provide vault name ***";

string fileName = "*** Provide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =

II{II +

\"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
\"Statement\" : [" +
{" +
\"Sid\" : \"sns-rule\"," +
\"Effect\" : \"Allow\"," +
\"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

\"Action\" : \"sgs:SendMessage\"," +
\"Resource\" : \"{QuernArn}\"," +
\"Condition\" : {" +
\"ArnLike\" : {" +
\"aws:SourceArn\" : \"{TopicArnJ\"" +

" I+
n }Il +
" I+
" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}

A NET FEXHEZE API kg7 2012-06-01 63



Amazon Glacier

FRARER

Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }

catch (AmazonServiceException e) { Console.WritelLine(e.Message); }

catch (Exception e) { Console.WritelLine(e.Message); }

finally

{

// Delete SNS topic and SQS queue.

snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });

sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl

}

queueUrl });

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.
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snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzrn
18

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1}

static void GetVaultInventory(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);
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private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
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JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

}

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}
}
}
}

£ REST API T&XHEE
5/ REST APl T&H X HEZFE
THTHESSER NP NFEASBIHR,

1. J83) inventory-retrieval XEWEF., BXEZEE , BZHREBZES (POST jobs ) o
2. EBERE, TEEEHE. EXEZEE , BTERRIESHEE ( GET output ) »

£ Amazon Glacier TH{X#HEEF % AWS Command Line Interface

RBUTSBIEME , EH AWS Command Line Interface ( AWS CLI ) ¥ Amazon Glacier ( Amazon
Glacier ) F FEXHEBFE,

£}
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o (FEREZH)ZE AWS CLI
o Il FERATEXMGESE AWS CLI

( R ) RE AWS CLI

1. T#HHEE AWS CLlI, x4 , 52 (AWS Command Line Interface A #EfE) FHT
=3

IEfE &R % AWS Command Line Interface

IE7EE & AWS Command Line Interface

2. EHMESERTTHAUTHSFREIFEN AWS CLI BB, XEHSSEIRNIBEMET , LS E
FABRIABL B U I,

« ZRAMFEH help 8 H.
aws help

- BEXRWEEREMKS L Amazon Glacier XHEENFIR | FFEH list-vaults @
S 123456789012 K AWS K/ 5 iF ik,

aws glacier list-vaults --account-id 123456789012

- EEENHAIEELRE AWS CLI, iEfEHaws configure list@i®o

aws configure list

o ERATERSHEE S AWS CLI
1. fEA initiate-job P BHBEER RIS,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

FRs

{
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"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#H describe-job HEREL—PMREEFHRE.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FRER% H -

"InventoryRetrievalParameters": {
"Format": "JSON"

.

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

B RERMES I BT RIE T EHMNER . Amazon Glacier ERESSE |, £5 ID EHE 24 /)
FABFRTH, MREEXHEPRETBEAMLRE , EESHEFSIIEE T Amazon Simple
Notification Service ( Amazon SNS ) £& , Il Amazon Glacier @ E ERES B EZEBRIEHE

/N O

BH LG ENHENSEEHNBEALRE, BXEZEEL |, ESRE Amazon Glacier FELE X4
FEEH, REXEEESH , Amazon Glacier MAMIBER SNS B K IEHEE,

4. TG , £ get-job-output i HIFKRRES FEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json
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{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"ArchiveId":"*** archiveid ***",

"ArchiveDescription":"*#*#* archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"#*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1}

1£ Amazon Glacier R ELE X4 E @ 4

M Amazon Glacier R REMAR ( FIMNHEFNE—RIXM4EFERE ) R— IO ARIHIE,

1. BRIRRES.
2. B ERE , TRES R,

FBAUEXHE L EBBEAERE , MEEES T E Amazon Simple Notification Service ( Amazon
SNS ) FBKIEHEL.

£}

* 7£ Amazon Glacier FEEXHEBH | —#L=

#£ Amazon Glacier R EAREXHEBH EA T Java B AWS SDK

# Amazon Glacier FEMAREXHEEAN FAT NET 8 AWS SDK

£ F REST API £ Amazon Glacier /Bt & 34 FE il &1

£ F Amazon Glacier 2l & Bt & X - FE i 1

i FI L B X E 3B 0 AWS Command Line Interface
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£ Amazon Glacier FELE X HFEEH : —BEl=

Amazon Glacier RREFERRRLHITH. BHLMEZE Amazon Glacier SERRES , REFEEIR
BHBE, BALERIE Amazon Glacier UEEEFRES , BXFR&KERE. Amazon Glacier
REFEHA, FFEHE , 5 ULREE XM El Amazon Simple Notification Service ( Amazon
SNS ) 8, EfALIhEE , BXAENHELREBARE. EREF , BAMRR—IHZA S
# | AR &% E Amazon Glacier EEH XK AR EH X% EE R Amazon SNS £#,

Amazon Glacier EX T EEF R EXNEH
( ArchiveRetrievalCompleted, InventoryRetrievalCompleted) , &AILURX B4R
MBEIXHENBAEES., HEBEESTHRET , Amazon Glacier &6 SNS TF A A BHHE

BAEER JSON M4 |, AL RAEIFTRo

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

BEE W F—IXHE , BREEEE — Amazon SNS £&,

(® Note

6] S EE AN DB A B B 2 5F Amazon Glacier EBAE BT IEENEHEBRKEN T LIEE
Ho A\, BRTLUERM M ESNMNMES B HERFPIEE Amazon SNS £8, MREEREXH
FERAMTEANEE , ABEENBHEFERPLIEE T Amazon SNS & , Il Amazon
Glacier £ &A1 M fiE Al

Amazon Glacier KIEHESFTREE SEEFER

( InventoryRetrieval, ArchiveRetrieval ), EHFZERIRES. SNS TEEMH., EFRESREBE
FMSX#HE ARN FE 8., LT 2 Amazon Glacier £ InventoryRetrieval & EREXKIEE SNS
FBAYRBIBA

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSizeInBytes": null,
"Completed": true,
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"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.8147Z",

"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p60o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",

"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

AL, R Completed FE&A true , MEE ST E StatusCode AEFES—REAITR TERK
BT

(® Note

BEE , Amazon SNS FEAMATXHERFEH. BRIAERT , 2B Amazon SNS &
WEESREATIELRAES, BE , 1R Amazon SNS BN 4 EREMAFFE AWS K
P, M40 Amazon SNS BB E N EZ X4EREMRY . B LA Amazon SNS #2l
A FEE Amazon SNS B KL,

F< Amazon SNS WEZEE |, i5Z @ Amazon SNS A7,

1£ Amazon Glacier FEHAEE X4 EEH &H T Java B AWS SDK

LUTRER &EAT Java B9 AWS SDKIER API EXHEHEEBAN SR,

1. 812 AmazonGlacierClient 3£ ( FFim ) BIEH,

BEEEEXHEMEN AWS Xif, SEALEFIHRTHMERESER Ti1Z AWS XiF,
2. B BIE— SetVaultNotificationsRequest EMWEHIREBANEEELR,

LEZRUXHESN., BARBFEENKS, ID. EEEEBAEEN , B URE®— I MAEHN
Amazon SNS £FH Amazon BREBEF (ARN) , UREHFERESHBAN —IHZINEH, BX
TXEHNE4NIIR , BSEREXHEBARE ( PUT notification-configuration ) .

3. LS HFERNIBMIBFERTR , BT setVaultNotifications Fi%.
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FRARER

BAR Java RBBERHEATHEHNT R, ZRBREXHESTRETBARE.
ArchiveRetrievalCompleted E#® InventoryRetrievalCompleted EH KX ERT |, ZEE
£1&3R Amazon Glacier ( Amazon Glacier ) M#EEH Amazon SNS B K iEEH,

SetVaultNotificationsRequest request
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()

.withSNSTopic("*** provide SNS topic ARN *#**'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")

);

client.setVaultNotifications(request);

@ Note
BXIKE REST API fE R , BRI X HEERE.

new SetVaultNotificationsRequest()

T~ EREXHELIREBEANEE EATF Java B9 AWS SDK

BT Java KRB ROAIZE T XNHENBHNEEHMRTEE , AEMETEE, BXUMEITHAT R
# step-by-stepiifA , HSREER T Java B AWS SDK 5 Amazon Glacier #E £ A,

Example

import java.io.IOException;

import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
.glacier.
services.

services

glacier.
glacier.
glacier.
glacier.

glacier.

AmazonGlacierClient;
model.DeleteVaultNotificationsRequest;
model.GetVaultNotificationsRequest;
model.GetVaultNotificationsResult;
model.SetVaultNotificationsRequest;
model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {

public static AmazonGlacierClient client;

fEH Java BB XX HEEEA
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public static String vaultName = "*** provide vault name ****";
public static String snsTopicARN = "*** provide sns topic ARN ***";

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();

getVaultNotifications();

deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();
System.out.println("Notifications configuration for vault: "
+ vaultName);
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System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

}

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

}

£ Amazon Glacier FEABRENXHEBEH EZH T .NET 89 AWS SDK

UTEEA ERAT NET 89 AWS SDKESR APl EX4ESREREBHNSE,

1. 812 AmazonGlacierClient 2 ( HFiw ) B£H,

BEEREXHEFEN AWS Xif, BERALEFBRITHMERESERT1Z AWS XiF,
2. B3I —1 SetVaultNotificationsRequest MW EHIREBEMNEBE L,

EETRETAESS. BAREELAKS D, MREFRMLKS D, WRELERS SR
BRI B RE BT RHEXBKNIS 1D, BXESEL , BSWHERT NET ) AWS SDK 5

Amazon Glacier &8 A,

EREEBMEER , S RMHE—NIEM Amazon SNS MY Amazon EREEZF (ARN) ,
RERLRBHBAN —NHSIESH. ARZXIFNEHNIIR , FSRAREXHERALE
( PUT notification-configuration ) o

3. U B RBHBFRITK , 1217 SetVaultNotifications Hix,

4. EXHEFRREBNEES , BB TR GetVaultNotifications FERZREEEE |, th
AT LUE S E A E P imiR4H DeleteVaultNotifications FEMBRE.

T~ EREXHE LLIREBAEE EAT NET # AWS SDK

DT C# RBEBROIEATHENSER, ZRAEXZEED (BBXMN ) XS XH
FE (“examplevault” ) FRETEHREHKRRTHRE , AEHRTRE., =
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ArchiveRetrievalCompleted E#® InventoryRetrievalCompleted EH KX ERT |, ZEE
£1&3R Amazon Glacier ( Amazon Glacier ) M#EEH Amazon SNS B K iEEH,

@® Note
BXIKE REST API BWER |, BS X EZEE,

BXREZITUTROIN step-by-stepiiBA , HSHETRERG. EREEMZRBHRMAEGHHEE
Z#F Amazon SNS =&,

Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete
{
static string vaultName = "examplevault";
static string snsTopicARN = "*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
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catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
{
VaultName = vaultName,
VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
};
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
};

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {0@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{

VaultName = vaultName
13
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);
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}
}
}

£/ REST API £ Amazon Glacier # Bt & 344 FE i@ Al

EfFA RESTAPI BEEXHEREA , HZRREXHEBHAEE ( PUT notification-configuration ) o
WA, BIE R SURE B A ( IREUCHFEE B I ( GET notification-configuration ) ) BAR M BRI 4
FEX@E A (I BRT4EEE@ AN ( DELETE notification-configuration ) ) o

£ H Amazon Glacier &I & Bl & X4 FERB A

L EB 7 R T a0 fEA Amazon Glacier #HABEX M EFEEA, EREBAN , BRI LUEEM
Amazon Simple Notification Service (Amazon SNS) B EZEBHNEFS TR, BRT I XHER
EBALS  BEAUEECERHESHENH A M BN ER, MRENGECEENHIHFE
WEHRELAEH , HEESEEEFSEHBERFEE TEA , WRGELRIEHHBEA,

Bo & XA E AN

1. B% AWS EBEEH A HERFITFH Amazon Glacier https://console.aws.amazon.com/glacier/
E]

EEMNSMERSP | EEXHE,

EXHEIRP | EE-DXHE,

EBAMBO P, EERE,

EEHEANREL , EEEABA,

EBAE S , B LLT Amazon Simple Notification Service ( Amazon SNS ) &Iz — , RER
FRA RN S TR 1TIRE

2

Amazon SNS i%&In Action

BIE# SNS =&
1.
IR BV SNS £&,

2.
NFERBE , WA EZNE N
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Amazon SNS i%&In Action
FTHEMRZAUEE 256 N2HF. AIFFERAFER

BFZH, EFZF(-) AT (L) o TEEBWE
MK AR ME—/Y , PR AWS X3,

3.
(Al ) MREMEH SMSHEITTHER , FRWAL
IR N: R =R g

ETREMKZALULEE 100 MNFHF

HETA SNS LB
B EETAN SNS T,
FEHSE SNS THET | SEBUTHEAZ —
" MY SNS EEALE
B & 1T SNS EE T 51,
W51 bt B — A TR A,
A SNS £ ARN

SFHI Amazon SNS =8 ARN X AE,

A SNS E£EH Amazon BRBZF (ARN)
o SNS & ARN R :

arn:aws:sns: region:account-i
d :topic-name

AT LATE Amazon SNS #4]&A & SNS =T/
ARN :

7. EEHT BB AIFNIEREBANSES

- EREMERZESERNFRIZBH , FEEMERRESTH.
- EREXHEREESTHRNT REEA , FREENHEFTERRES TR,
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FEREEEEBEE AWS Command Line Interface

IR0 R T A F§ AWS Command Line Interfacefit B X @A, ELEBAHN |, BAIEERES
SEREH , XEEHLAEA M Amazon Simple Notification Service ( Amazon SNS ) B &% @A,
BRTAXHEREEBHUN , BRI UEELAEEHIESHNERERAABEBANESR, NRENXHEDS
BENHNBENSEHREIEH , HEEEEFEHERPEETEL , WRELRERGBE,

RBUTSRER AWS CLIECE X EEA.
£

( FR%EH ) IRE AWS CLI
- R EREEXHEBERN AWS CLI

( R ) RE AWS CLI

1. T#HHEE AWS CLlI, Bxii8A , 52 (AWS Command Line Interface AF#EfE@) FHT
=3

IEfE L% AWS Command Line Interface

IE7EE & AWS Command Line Interface

2. EHMESERTTHAUTHESNREIFEN AWS CLI BB, XEHSSEIRNIBEMEIT , LIS E
FABRIABL B ST AL

« ZRAMEH help .
aws help

- BERWEEREMKS L Amazon Glacier XHEENFIFR | FFEH list-vaults @
S 123456789012 K AWS K/ 5 iF ik,

aws glacier list-vaults --account-id 123456789012

- EEENHBIBERE AWS CLI, EfEFHaws configure list@S,

aws configure list
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Amazon Glacier

T~ SEAECE SRR AWS CLI

1.

FRARER

5/ set-vault-notifications P EEEXNHELEREESHINAENERH, RIAER
T, B L WEHETEA,

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. BAHEER JSON X , LT RAIPTR,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

BXX Amazon Glacier £ Amazon SNS B EZELR |, S HE Amazon Glacier F & XX
HEEBEA . — s

BX Amazon SNS WEZEE |, 55 @ Amazon SNS Al 7,

1£ Amazon Glacier 9 il B ST 4

REEELERTENBREXHERESEEMNR , HEE ERXBEREE SUKEEN XHERTIEM
B ARMER , Amazon Glacier ( Amazon Glacier ) F &M #HE. BEXBIRERNER , HSHEM
B Amazon Glacier FHIEER, BXTEHXHEBE , 51 Amazon Glacier F FEHXHEBE,

® Note

Amazon Glacier & 24 M REMNBNMNXMGFEER —DFE, ATHEETURRBRRENE

B, Eit , Amazon Glacier 2 BEREB EXXHEBEE A URRERITEEMAEARIEX
BRXHFEBREEZEMN,

® Note

BXBIMBRNHEMRERNES , S HE Amazon S3 Glacier # B 3h il B XA ER R,

T BR ST 4 R
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£}

- ERERT Java B AWS SDK #£ Amazon Glacier F il BR3C 4 EE
EAEAT NET B AWS SDK #£ Amazon Glacier /il Bk 3 44 B
£ REST API 7£ Amazon Glacier A il Bk 3 # FE

£/ Amazon Glacier ¥ i & Ml B} 2= X4 B

f£ Amazon Glacier i BR SX#FEEE Al AWS Command Line Interface

FEHERT Java B9 AWS SDK £ Amazon Glacier A i B& 3244

LUTEFEHRERT Java B AWS SDK &4 API BIBRXEERN SR,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,

BEREREENPRIBRAERN AWS X, BEALEFIRHITHEREBSNARZ AWS X
o

2. Bid8lE — DeleteVaultRequest EHEFIRHEIFEBREL,

BEERBXHEZBHRMKS, ID. MRETREREKF, ID, WRELFERAEZRMRNEFERESEMIE
HHERBKWKF, ID, BXEZER , FSHERT Java B AWS SDK 5 Amazon Glacier & B¢ {#
A

3. U B BHRIBFERIIR |, 1217 deleteVault Fix,

Amazon Glacier ( Amazon Glacier ) REMBRZEXHE, BXREZER , S FMBRSHE
( DELETE vault )

BAR Java REBEREEE T RIE D B,

try {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {
System.err.println(e.getMessage());
}
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@® Note
BEXIKRE REST API {EE. , ESFIMIBR X4 & ( DELETE vault )

TPl ERERT Java B9 AWS SDK Ml BR S 4

BXRIERBRG , ESARE  FAEAT Java B AWS SDK BIE X4 E, % Java RBREIER
TEARNHEFERE |, SFE G E MM BRSFE.

FERAERT NET 89 AWS SDK £ Amazon Glacier 5 il B ST 44

EAT .NET 89 Amazon SDK 2 5 RFER AP| #RIRE T HIBRSTHEEN 5%,

. FAERT NET 8 AWS SDK 54 API BB STHE
« FAERT NET 8 AWS SDK K% API M B ST

FEHAERT NET 8 AWS SDK 54 API kST

ZER APl 9 ArchiveTransferManager K24t 747 SUA KM BR S H4ZEH DeleteVault 15
o

T~ ERERT NET 89 AWS SDK &4 API BR324

BXRIERBRE  BESERG  EFRASR AP BT XHERE ERT NET B9 AWS SDK, % C# K
BREERTERHERE , SIEOIENMIERHE,

FEHRERT NET 8 AWS SDK &4 API Ml B& ST 4

LUTRERAERT NET # AWS SDK IR 4EN LR,

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,

BEEREENPRIBRXAERN AWS X, BEALEFRHITHAMEREBSNARZ AWS X
o

2. B3I — DeleteVaultRequest EMEHIREERELR,
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BEEZRBXHEZHMKS, ID, MRETREKF, ID, WRELFEHAELRRMRYBERESEMIE
XKWWK, ID. BXEZEER , BSRRBEAT NET B AWS SDK 5 Amazon Glacier &4
EH.

3. USHH N IBEHRIBFERIIK , 13217 DeleteVault Fi%,

Amazon Glacier ( Amazon Glacier ) RLMBREXH4E, BXEZEER , S FM R HE
( DELETE vault ) »

LT C# RBBRULEA T RTERN SR, ZABRIBREFE TN AWS XEI X4 EFER THIERE R

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

i

DeleteVaultResponse response = client.DeleteVault(request);

(® Note
BEXIKRE REST API N{EE. , ESFIMIBR X4 & ( DELETE vault )

Pl ERERT NET B9 AWS SDK K4 AP Ml BR ST

BEXRIERBRE  BESERG . ERANER AP 31T XHERE ERAT NET B9 AWS SDK, i% C#
RIEBRGIERTEARXHERE , SECIZAMMIBRH4E,

{5/ REST API £ Amazon Glacier F il B& ST 4

E£ A REST API BIBR X4 |, S FMIBRSXHFEE ( DELETE vault ) o
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£/ Amazon Glacier 2| & i BR 2= ST4EFE

(® Note
EMBRX M EZ e, XTERBRZXEETORMBIEH/E, Atk , BILUFER REST APIL,
EAT NET 89 AWS SDK, =if##H AWS Command Line Interface (AWS CLI) & EXB
SkEHMIBRRERER, FERT Java B9 AWS SDKEXBIBRENES , BSRSES : M
Amazon Glacier H K9 XX B BR 1S 2R o

NHFERZERE , AJLAER T S8R E MR
£/ Amazon Glacier 24| & Ml Br 28 X4 FE

1. B&F AWS BIE#EFHE HELD# Glacier ## 4 LITF LI % Glacier #2514,

2. fEEBXE T, EEXHE AWS XiF FIENLE.

3. EEMSMERP , EHEXHE,

4, EXHEIIRT , EREMROEEFEEHRSENIETIRA , REEEF T EITEDA M R,
5. TEMIBRIHEXHEAES |, X MR OATE A M BRSTHRE

/A Important
B BR 3T 4 P B R AR TT R O

6. ERITBRECHERME | BT XA E SR H B A G BREY SR B #R. MRTTERFI
|, WZRRIBRAR S,

£ Amazon Glacier FER X4 E #H AWS Command Line Interface

AT LAfE A AWS Command Line Interface ( AWS CLI ) #lBR Amazon Glacier ( Amazon Glacier ) F#Y
X EMIEZE S

F&

- (FZR%FH ) ®E AWS CLI

« R : ERAMIBRZE X E AWS CLI

« R - ERAMRIEZ X4 AWS CLI

55 PR ¥ 5 & M BR 22 ST R API iR 2012-06-01 85
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( R ) RE AWS CLI

1. TEHBEE AWS CLlI, XA , i55% (AWS Command Line Interface AFIERE)Y FHUT
=3

IEfE L% AWS Command Line Interface

IE7EE & AWS Command Line Interface

2. EHMESERTTHAUTHSFREIFEN AWS CLI BB, XEHSSEIRNIBEMET , LS E
FABRIAEL B ST AL,

« ZRAMFEH help 8 H.
aws help

- BEXRWEEREMKS L Amazon Glacier XHEENFIFR | FFEH list-vaults @
S 123456789012 K AWS K/ 5 iE ik,

aws glacier list-vaults --account-id 123456789012

- EEENHBIBERE AWS CLI, EfEHaws configure list@S,

aws configure list

B A BRZE S 4 AWS CLI
£/ delete-vault W HHIBRT B EFRMNXHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

I {E M BRIEZE ST EE AWS CLI

AEEELRTENBER X HEFRSEEMHER , HEE EXBEE JUKEEXN X HERITIEM
BEARYERT , Amazon Glacier T MR X4 E, BBRFEEZXHED N ="FEK : IDsN\NXHEWHETRF
REPREER  BIBRSMNER , REMHBRSUHE,

1. A initiate-job HTBHBFERRES
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FRARER

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --

job-parameters '{"Type": "inventory-retrieval"}'

FERs

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",

"jobId": "*** jobid ***"

2. f{#H describe-job HREL—IMREEFHIRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --

job-id *** jobid ***

FERs

"InventoryRetrievalParameters": {
"Format": "JSON"

1,

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FR/HESTER.

BAMERESHECEFRETENESR, UREBEXHEFRETBARE , AEEBHES
Bt#§E T Amazon Simple Notification Service ( Amazon SNS ) £& , ll Amazon Glacier &5

BAEFREMZEBRIEES

155 FA I BR ST E AWS CLI
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BALLSBENHENBEEHNEBAGE, BXEZEER , BH5RE Amazon Glacier Rl E 4
EEA, RERLEETEEMH , Amazon Glacier i @IEER SNS THLIEEE,

4. SZERE , £/ get-job-output HFKRES TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HHTEER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) **%*,
"CreationDate":"*** archive creation date ***",
"Size":"#*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1
5. £ delete-archive HHMTHETMRE MY | BETRETTIE,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id "*#** archiveid ***"

(® Note
MREHER ID EFHREMBKRZRITL , WEERERESISPFRESTIS
o

6. f£M initiate-job BT EFERRES.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'
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7.

TRE , A delete-vault S MBRFH FREM HEE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

¥rig Amazon Glacier X4

BRI AR RN B S T BB 2 BL4A Amazon Glacier X, REREBHAHEE LHNR-EXN, B
KIFIEHWEREFER ( BEXNHRZNRE ) , HZSREFF1E Amazon Glacier % JRo

LUTF BB T QA STHEEEA N, 5 A BRAR

£l

- /8 Amazon Glacier %] A #5103
« {£/H AWS CLI AFRiEXHE

- {# 8 Amazon Glacier AP #r18 X #FE

- XD

£ Amazon Glacier 2% A ¥ric B E

A LAEA Amazon Glacier #2&| &0, FIHMBIERIRE | 20T 5ISFTA AR,

EENHENIRE

1.

BRI AWS BEEBEFA |, AFES LT Mt F Amazon Glacier %A
console.aws.amazon.com/glacier/home,

2. HEERXHT , NXErEFEsshiiE AWS X,

3. HEEMSMERSD , BEXHE,

4. HEMHEIIRF , EE-NNXHE,

5. ERXHAERMETF. RIEREHD , EREESNHEXRBKRNIRE,
[8] 344 B N AN AR 2

. https://

— N E RS AT AKRER 50 MrE, EXHERBRNIFELNETHE —RSE,

BXNLRHEIMESELR |, BSHEIRIC Amazon Glacier BiRo

FRIE A
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1.

© N o g~ w DN

BFRE AWS EEETA , REEE LT MuULITFF Amazon Glacier ##14& : https:/
console.aws.amazon.com/glacier/home,

EEFEXET , N X sEFsmhitE AWS X,

EEMSMERS , BEXHE,

EXHESIRS , EERENRENNE N HFERN B

R ER R,

EARERRD R, EERM. WERFERRINRERE,
ERAMGENENRFRPEERSRE , AT UEREEFRPEEREE,
BEEFREFER

RBIRE

1.

© N o g K~ D

BRI AWS EEEGHE |, AFESN AT MUEITFF Amazon Glacier ##|& : https:/
console.aws.amazon.com/glacier/home,

FEFRXET , N XErikFashitE AWS X,

EEMSHERES , BEXHE,

EMXHESIRS | SRR ERT.

RRENAFERMEETF , KRR TR EIRERD

ERET , P EEFRANIREZINERE , AGEREE, FHIAREREREH,
EFRFETINRE , A LEREFHEFBREPHRE,

ERREFER.

M P o i BR AR 25

1.

N o o & 0D

BRI AWS EEEEH A |, RABET U TMuLFTFF Amazon Glacier ##]4& : https:/
console.aws.amazon.com/glacier/home,

FEFRXET , N XEmaFes i AWS X,

EEMSMERS , BEXHE,

EXHESIRS | EFEMD B BRI 4R B FRo
EEXFERMRTIR. B TRIEIREIRT .

EHRET , P ERBRFEZDNERE , RFEFERER.
BEEHFAT T I BRAR T ENE . EFHIAMIBR 2R R IR | BIEEMIER,

£ Amazon Glacier ¥4I & ¥ric X4 E
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£ AWS CLI AiridXHE

RBLLT SR , 5 AWS Command Line Interface ( AWS CLI ) 740, %I H sl BRARZ

BIREH-MEN—MEAR. BIMNHETHRSHE 50 MrX,

1. ERFERMEIXHE , HFEMA add-tags-to-vault .

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

BRUEXHERENESER , BSOS ERNFE,
2. EJHEHMMBINHENFRAERE , BEMA list-tags-for-vault &%,

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

EXUXHERENESELR | BSEYHHENTZ,
3. ENEKMMEIXHENIREEFRBER— NS ML | BEFEH remove-tags-from-vault s

T o

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

BRUEXHERENESEE , B R R A EFNIRE,

£ Amazon Glacier API #5128 X4
O] LABEFH Amazon Glacier APl 70, FI AR RE, BXRRH , BESRUAT X -

6] 4 EE R INFRZE ( POST tags add )

NEEXHERINSHEFHIFZ,
H X EERARE ((GET tags )

I E X HENRE,
M EERIBR#RZE ( POST tags remove )

MIETE ST R P BRAR S
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PSS

« ¥rid Amazon Glacier &R

Amazon Glacier X E41E

LT EBNA T W{AE Amazon Glacier F81TE 3TH B LA K 1A A XX R 8 E SR B o
£

- MHESIERR

- {#f Amazon Glacier API i X

. FABEXHE AWS Command Line Interface

- f5/ Amazon Glacier £ & 81 E U FE

A P B TE R

B3 Amazon Glacier XHFERIE |, &0 LR AR A X4 FEBIE RIS £ I8 A Amazon Glacier X
HRERITHBHEESIHERS, BUUE— N XHEHERBPIBERL —REAN , ZRiE
HU” ( WORM ) iX#F Ry | 7 B o] LABUEZ KRB LRy IR SR THRE.

/A Important
M ERBEBER | BT AR E NS RiZ R,

Amazon Glacier SKiEX 4 ESIERREPIVIRFIE | UHBSSIEAEB IR, Bl , B SUER X HE
BERMERBEFSHERIFEZE, ELER AWS Identity and Access Management (IAM) SRB&E S £
NHEHMEREPDESHEAMRG ., BEXNGENERBNESEE  BSAXHENEERR,

X EHERBEXHEHRIREAE, EREREEXNXAENTRZEGEN, BR , XHEMERR
A FEATHIE AR IE R RE S, MMERHE Db SKHERRY S MR BIIEME . 18 R BUGE A 3244 B SR e SRk 5B
FBEAN SR ER , XBEFEENBEHRZTHZH,
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/A Important
BUEKQIBXMHE , i XHESERRE , AEHENER EEBIXXMHE | DUERZREN
AT el

MR, SR ERAXHERTRRBEREESEMETR, BTUARFELEERMO LR, XHEHE
REEMXFEDRRE AT —EER, flU, EUEXHFESERKPREETRBEHNBREREAN (E
EMRR ) , HEENXHERREEPRIEENE=FREN S EMEKER TR RR (AR
H) o

PEMNHEFTENTRNIDR

1. B XA ESE R INE SN XGEXREHHE , XSFHEREN EEH#HTRESHEE -
BIE ID, HEMLTEERTIRASH , £8UE ID BHHT |, B8 24 N/E SR U 44 FE B E K1,
B ISR U R HIEEBHATIRAS |, MIE 24 P ATRXHEEBERE. BN , B STHEH
TE R BRI 45U BR

2. EASE ID ERELRE. MEXHEMERBARRTBIE , IELXGESMEHMNLTHERN
B3, BXxMAEEA Amazon Glacier API REIEXHEMNER , S EA Amazon Glacier API
BB

58 Amazon Glacier API 8iE X4 &

ZE# A Amazon Glacier AP| SiIEXHFE , BAEREE T HHFR4N XHESERKRA G2 34
FEE9IE ( POST lock-policy ) » Initiate Vault Lock BRESFRBEMIIMEIEHISTHE | F3XHE
PMEFKRABITHRDS , HRE—NHE—HNBE ID. EXHEMUEH/ARTHREE , BF 24 DEH
BfERFAM Initiate Vault Lock BAAREMBIE ID BA TR ESIE ( POST lockld )
LAMESE R BIE

/A Important

- BWERGIBRNHE  TRXHEMNERE , RERENER EEIXHE | BUEMZRRE
MATell

o O B RE BRI TE 4B T F BN R BE SR BR o

A API 8iE X E API k7 2012-06-01 93



Amazon Glacier FRARIER

MREBEHRAEEHFHTREEN 24 MIEAXRERXGESESRE , NN XHESBaNERHIEER
TIRAS |, HBBR S ESERE, EALLEXIEA Initiate Vault Lock REZEFHMIHEMER
& F FEHR B E 72 3 TR A

FAEE#HTRES , ZENSEMELN XA EHERE Z AN E# TR, 20X EPERE
HEAEHTRAPEAFEAETLEN , RURBXHECHE—#H , RFRSEBTUEN BEA B IESUHE
8% ( DELETE lock-policy ) RMIERIZERE, EMILENER , ARFEFTESLIXEE Abort Vault
Lock/Initiate Vault Lock & , WiF&H ST EHE R E R,

ERINHEHNERE 2R , BUFEASFNYE ID BB TR XHESE ( POST lockld ) , MBS
MXHEMHESE, BONXHFESLERANPERS (L, MHEMERBATER ) LK mMALEZEE
A Abort Vault Lock #H4THIER.

PSS

- MHEPEERR

o FIENHESIE ( DELETE lock-policy )
o SERXEESIE (POST lockld )

o RENXHESIE ( GET lock-policy )

- BIXHESE ( POST lock-policy )

FERABIEHE AWS Command Line Interface

Ba LAEASIELEMNREE AWS Command Line Interface, XX 18 E B 34 FE S bE XA FE 91 E SR G
HIREBITE ID, EHATE 24 DN ASTERIHFESENE |, B NZ T4 EBE 5 B REM ST E F il BR o

( SER%ZH ) ®RE AWS CLI

1. T#HHEE AWS CLlI, Bxi48 , 52 (AWS Command Line Interface AF#EfE) FMHT
&

IEfE L% AWS Command Line Interface

IEERiE AWS Command Line Interface

2. EWTRAFTAAUTHSREIEN AWS CLI RE, XEGTEREEXNREZI , FibFE
FRRIAEL B SRV R
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« ZERA help BT

aws help

- BEIRIMEEEKF £ Amazon Glacier XHFEMFIR , A list-vaults @
o 123456789012 FIEH) AWS K B HEE#R,

aws glacier list-vaults --account-id 123456789012

- EEENYRIBERE AWS CLI , EfFEHaws configure list@S,

aws configure list

1. fEA initiate-vault-lock SEENHEHERE , HEXHEHENBERTRERN

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig.json

2. PEEBER JSON X , MU T RHIFFR. EFEALTSZE , &
FFVAULT_ARNRIPrincipal iR EEEH FAGIRIE.

EEREWEHHER ARN |, AJLER list-vaults &%,

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid
\":\"Define-vault-lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":
\"arn:aws:iam::111122223333:root\"},\"Action\":\"glacier:DeleteArchive
\",\"Resource\" :\"VAULT_ARN\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. BIMMHEMNER  BNZ2EE lockIld REHNAA,

"lockId": "LOCK_ID"

EXERXHEYNE , BYATE 24 PEIRNEIT complete-vault-lock , BFNNZ 4 ESIE RN
A B R o
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aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

Sy

+  (AWS CLI Command Reference) H# initiate-vault-locks
(AWS CLI is 52 %) FH list-vaults

{AWS CLI Command Reference) ##J complete-vault-locko
o NMHEBERR

o FIEXHESIE ( DELETE lock-policy )

o ERXEESE (POST lockld )

o REUUHESIE ( GET lock-policy )

s BEIXHESE ( POST lock-policy )

£/ Amazon Glacier ##| 8 8IENXHE

B3 Amazon Glacier XHESIE , & LR AR A X4 EBIE R £ I8 A Amazon Glacier X
HITHEHTHEES LIRS, X Amazon Glacier XHEEHENEZER , BSRERAXHENER
B3 4T Amazon Glacier 1 [A132 4l

/A Important

c BUUETOIENHE | ERXEENERE , R ENER EEXHE | UEMZRE
AT E.

o SRR RE SR T A BUE T BD S RE BB S BR o

£/ Amazon Glacier 2| & X &8 34 Be I8 3h S4B 9 B SR

B R S B E R RGBT BB XA EER BB BIE | XSFBERE N EERITRESHRE —BIE
ID, KM T IEEHITRSE , EBUE ID EIHw1 , 88 24 N aFRIQUE ST B B E KB

1. EFK AWS BEIERFIA HEXRFBITHF Amazon Glacier https://console.aws.amazon.com/glacier/
£
2. FEEXE T, AWS Xig M “Xig” kR a5k,
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10.
11.

12.
13.

14.
15.

EEMSMERS , BEXHE,
ENHEREL , EEIEXHE,
BB RTHY XA

/A Important

BUGKOIEBXHE , TRXHEFEHERKE , A ENEREEIINXHE | UERMZE
BN AT e,

M I B 3R PR R AR RO T XA
IR R BRIE TR
EX A EBUERBEER D | 15 IE B S4B B E SR Ko

EEHNHEMNERBRE L , 7 AERFRENAERE XA 4 FEHEREFIEEILRRE
EEHIERE,

(® Note

BRI L ENABRIN NG ESEREPIEEILRAEEGERE , HEIEA Initiate
Vault Lock API 24 iBiE Amazon Glacier 24 A WX ERB A RERE N STHE
HE, BXREEXHEVNEERHNEBRNESR |, FS Amazon Glacier X4 EHE KB
~l,

ERREFER.
FIEFRXHESE ID FMFES , SHENHE ID HHHRFERLHHES,

/A Important
NHERHERKEHE , B8 24 DN ERBIEZRBEAF TRHELSE. ETEE
TR, BFTRMHHUE ID. MRARE 24 DMETAREMHBE ID , NBGE ID FIH , HELT
IETERE TR A9 SR BSR40 BR o

FHEMBUE ID REEREMNMHE |, EEXA,

FETRE 24 Pt RNRIEH XA EBERR, MRARBEMRESIT , AT XHEDRER
B

TR EHENEES , EPZERE , MBANTHXHEHERE T BT TN,

TN AAE i AR BE D,

EREH A BEXHE API h7< 2012-06-01 97


https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy.html#vault-lock-policy-example-deny-delete-archive-age
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy.html#vault-lock-policy-example-deny-delete-archive-age

Amazon Glacier FRARIER

16. AT EDE.

5 AR 42 15 & B E ST A R API irZ 2012-06-01 98



Amazon Glacier FEANGIER

£ Amazon Glacier AL ERYZE

HMERAEHEEXHEPNEANR (FlW , BA, WM™ ) . ©= Amazon Glacier ( Amazon
Glacier ) WERFME BN, SR EH—M ID MALENER, BE L&KM, Amazon Glacier
BREGEMEID WA, AR ID EEEMNEN AWS XA R -1, UTR2RE#EE D,

TJgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIBOc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS31I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

FHKE IDs § 138 FT1, HLAMREN , BMUREHILENER, EAERESRE ID (MARER
iR ) REERER,

/A Important

Amazon Glacier #ft 7 —MNEBZH &, BUUFERZEHEAERBBRXGE, BER , 5
Amazon Glacier T R EE EREFE R AWS Command Line Interface ( CLI ) T4
ERWE, fln , ELEERRBH. MIAMEMXEERE , SX4MEEFER REST API AWS CLI
HAEA Amazon FEASREERIER A HIER SDKs, Bx Amazon Glacier SE &AM
FELE8 AWS CLI , 15 EILD#k)IIAWS CLI SR E. BR%E AWS CLI , EEZAWS
Command Line Interface.

£ i

« Amazon Glacier FH YRR HE
- EFEFIHRREEIBIE

« £ Amazon Glacier 1 L&ERR
- £ Amazon Glacier # FTEH#E
- HiBR Amazon Glacier F IR

Amazon Glacier FHI RS RIEE
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£ Amazon Glacier # F{&f4%

BU L TERENMNRER LEMER A B EETE. BT2BREEMRN AP AR IR LEE, B
XEZEER | S H1E Amazon Glacier F1 & R4,

/A Important
Amazon Glacier #ft 7 —MNEBZH &, BUUFERZEHESUEIBRXHE, BER , 5
Amazon Glacier Wi Htt R BE#HFEEEA AWS Command Line Interface (CLI) B R
B, flm , BEARE, WMMEMEERE , SUREEER REST API AWS CLI S
Amazon EASHRENRBRK K HIER SDKs. HXIF Amazon Glacier SEEFEANESZFER
AWS CLI , 15 R S5k IIAWS CLI ZE 8. EXRE AWS CLI, FHEEAWS Command
Line Interface,

£ Amazon Glacier P &EHRFZE ID

BULES THEE THMNEN G ENHEBLERIREEE ID. BXTHHEBTLNESZE
B, %57 Amazon Glacier R FE XX EZH,

£ Amazon Glacier F T ##4=

TEHRR—TRISBE, BXNERD THRE/RENES. WEMESFERE , Amazon Glacier £

ERERTERNIHER, FFERE , ZAUTHENEERE. ATESEERSH , Fib , BALE
3R Amazon Glacier #5558 AY B Amazon Simple Notification Service ( Amazon SNS ) & &% &
Ho, BUUNBMEBERIEE SNS T8 , IEFEN XM ERENERESHRENKZEH. B
RXTEHRNESLEE , S HE Amazon Glacier F FEER,

i BRk Amazon Glacier F Y42

Amazon Glacier {2fit 7 Z I LU AR —XMIBR— MUK AP BA. BEXEZEER , BSHAMER
Amazon Glacier FHIRSE,

E 3 Amazon Glacier R 43

LEEERR , ELEEHREABTIHER, TUEHHERNTREBERNE—SER  BIRER , XL
BB — IR, BEE , BEEBRELEAMERN , Amazon Glacier #& mEIRE — M —H IR 1D,
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Y , Amazon Glacier 2B — ID ( ZRHNFERFS ) , BLRENEHEMBAXHENEAER. &
ARSEFEFREFARAEENTHE, ETHFETASEERBMUARBRIERENEME—EFR YL

MES.

® Note

MREZE Amazon Simple Storage Service ( Amazon S3 ) &/ , N&HE |, HHE
TLEEREFHEERRN , TURBETSE— N RETES |, Fl0 MyDocument . txt
SomePhoto. jpg. & Amazon Glacier § , BT ERN B LENHRIENRE,

MBEBEPFFIRRRITHIE | BEE Amazon Glacier 24— X EBE |, HPEEME IDs I
REEMR EEHRREHNEMER, B2 SRS TRXGERE , UM AR IMRTHE4EF
WEFIRRIFEEFEENEMESE, B2 , Amazon Glacier KRB RBLIFMXHEZE, EHER

XHEEER , Amazon Glacier 2 REECHEZN E—HBEE ( HERRE)

£ Amazon Glacier A L& 4%

Amazon Glacier ( Amazon Glacier ) {2t T —MNEBEZRFIE |, B LUEA TR OIZEFMIBR 4B, B
2L BEEBELFERAEEES AR Amazon Glacier EEARER, ELERE. WMMEtIRSEHRIE ,
BAER AWS CLI iR BERBRIZHIER , HEREZMEA REST APl £/ Amazon SDKs,

B X Amazon Glacier SEAEAMNEE AWS CLI , FiFEILS%#K)I|AWS CLI SZ&%, BR
¥ AWS CLI , i ZEAWS Command Line Interface, AT E & XA T MAEHER T Java B9
Amazon SDK. EHT .NET # Amazon SDK 1 REST API| f$#42 £ 2 Amazon Glacier.
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BRI LAY R/ 1 F T E KL 40000 GB BHEEREA DR LR, BXRESER , BRI KR LEEX
BER (oBREE).

/A Important

Amazon Glacier X#4HEFE —RNXNEFH—R. ELEHERN , BFR2VEEZEFAEIETEHDN
XHEBERINRPEINFMBIXGENTHER , BEEXHEBTLETKEN.
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AWS Snowball Edge £el3 BB , lNIFEFAEHEBANBLHIIHBEFRE. AWS BEXEZE
B, 538 AWS Snowball Edge #4{E S H,

EFUMA R BIE L £ ZE] Amazon Glacier ( Amazon Glacier ) , B HJgE&Z EFEH AWS Snowball Edge
REFRB 2 —FHIES AZ Amazon S3 , RIEERAEGEABHMANFERE 2| Amazon Glacier i3
BIHITIER . LN Amazon S3 W HRE#H Amazon Glacier FEK At , Amazon S3 £E R EBEA
Amazon Glacier AEBBKWHRALIMFAFH. REXNREMIE Amazon Glacier F , 1A= Amazon
S3 MR , FTE Amazon S3 FEE ; H BT LB EET Amazon Glacier R T,

B> Amazon S3 £ BBl BRI R A Amazon Glacier FEKFINEZER , BSH
{Amazon Simple Storage Service AF#EmM) FHRNREGAHEEMERIRNT R,

EENMREF LEHR

W1E Amazon Glacier F LA ERPAR |, WA UEEMREP LER/DPIWEER, B2 , RIOSH
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 f5H Amazon Glacier S F .NET £ AWS SDK iy —RE &R

- £/ RESTAPI EENMNRIEDR LEABR

EARBEANRELER4Z AWS Command Line Interface

AT LAER () £ Amazon Glacier ( YL Si# Glacier ) f AWS Command Line Interface E4&#4
Z, AWS CLI

ESi

o (FRFMH)ZE AWS CLI

o P R EERZE AWS CLI

( TR%EH ) iRE AWS CLI

1. T#HHEE AWS CLlI, Bxii8A , 52 (AWS Command Line Interface A #EfE) FHT
=3

IE7E %% AWS Command Line Interface

IE7EE & AWS Command Line Interface

2. EPERFTHAUTHSRBIEEN AWSCLIIRE, XEGDSEEERREMEIL | HENE
AR IAE B X EIL,

« ZREH help 5,
aws help

- BRI EEREMNKS L Amazon Glacier XHEENFIFR | FFEH list-vaults @
S 123456789012 K AWS K/ 5 iE ik,

aws glacier list-vaults --account-id 123456789012

- EEENHAIEREHEE AWS CLI, EfFHaws configure list@®,

aws configure list
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Amazon Glacier FRARIER

R ER &S AWS CLI

B MR BRUEXHE. BXNAURIEENESRER , HSHE Amazon Glacier 8B
.

1. M upload-archive SRR FIMEMBEXHE. ETENREF , B vault name
account ID, 7 body Z#¥HIEEE L EZHXHHIEEE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. TnHAmd -

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

ERE , Zom S EmEAR ID, REMEKTE Amazon Glacier FEILE, BX upload-archive
BEHNESZEE , B2H (AWS CLI @8 $55#&) FH upload-archive,

FRENMRE AR EAT Java B AWS SDK

EAT Java B9 Amazon SDK APIs 120 S R A FE R MRAEIRE T —Ff EEHBEN S ZE,

&
- FANSHR APl EERZER ERATF Java B9 AWS SDK
- FERANEER API EEANEEH EERE TR T Java B9 AWS SDK

FERNSHRF APl LEME EAT Java B9 AWS SDK

ZE% API 9 ArchiveTransferManager KR4t 7 & AT LUAK M IER L& B XHER upload 5
o
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® Note
B LAEA upload BEEANEFABHER, RELELAN/RERNN , KFELBERE
BAREPLENHR  ERERATRLE APl 7B ELER/R,

T~ ERNSRS APl LEME BB T Java B AWS SDK

BAR Java REBROIGHERELEBEZERD (BBXM ) X (us-west-2 ) FHIXHE
( examplevault ) . XXM AWS XML inT RMFIZR , 126150 Amazon Glacier,

BXRUAEITIHRBIH step-by-stepiiBA , ESFE A Eclipse 1247 Amazon Glacier By Java =, #&
EEFHAENRLAXHEERMNGT LEXHEHREE RWARB,

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);
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UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

FERNIKSR APl FEENREH EERE SERAT Java B9 AWS SDK
ZARR AP RFTERRBRERE T HZE, TEREH ERAT Java B AWS SDK EERRNES R,

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,
BEEEETE LAMRN AWS XiF, ZFEALEFRNITHMERERFERT1Z AWS X,
2. i3 8lE — UploadArchiveRequest EHSEHIEREFREL,

BRTIRE LENBEEUIN  BEFERREREFTHREN ( SHA-256 MR E ) . XHERW.
HEHABRENEHIKS ID,

MREFREKS ID, WRELEASERERITBEREZVIERHEXKNIKF ID, BXESZE
B B3 HE5ERT Java B9 AWS SDK 5 Amazon Glacier ##E# 8.

3. US B ARHEIBERNR , 1517 uploadArchive FiE,

YERNME R , Amazon Glacier ( Amazon Glacier ) IR EI#7 L& R REZRMLZE ID,

BAF Java REBERAEA T BIEIA IR,
AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
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FRARER

System.out.
uploadArch

println("Location (includes ArchiveID): " +
iveResult.getlLocation());

T~ ERRIRE APl FEREANREH EERE SERA T Java B9 AWS SDK

LAF Java R ROIME R NRE £ ERT Java B9 AWS SDK RS E (examplevault), Bx a4
BT RBIN step-by-stepit Bl , 551 A Eclipse iZ1T Amazon Glacier # Java = fl, BEEEH
B LEXHEZEHRNEF LEXHBEREI THRB,

import java
import java
import java
import java
import java

import com.
import com.
import com.
import com.
import com.
public clas

public
public
public
public

Profil

cli
cli

try

.io.ByteArrayInputStream;
.io0.File;
.io.FileInputStream;
.i0.I0Exception;
.io0.InputStream;

amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.services.glacier.AmazonGlacierClient;
amazonaws.services.glacier.TreeHashGenerator;
amazonaws.services.glacier.model.UploadArchiveRequest;
amazonaws.services.glacier.model.UploadArchiveResult;
s ArchiveUploadLowLevel {

static String vaultName = "*** provide vault name ****";
static String archiveFilePath = "*** provide to file upload ****";
static AmazonGlacierClient client;

static void main(String[] args) throws IOException {

eCredentialsProvider credentials = new ProfileCredentialsProvider();

ent = new AmazonGlacierClient(credentials);
ent.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

{
// First open file and read.

File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.
UploadArchiveRequest request = new UploadArchiveRequest()

EEMREP RS
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.withVaultName(vaultName)

.withChecksum(TreeHashGenerator.calculateTreeHash(new
File(archiveFilePath)))

.withBody(new ByteArrayInputStream(body))

.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)
{

System.err.println("Archive not uploaded.");
System.err.println(e);

f£H Amazon Glacier A F .NET #9 AWS SDK &2 —iRE EERE

iR T .NET B9 Amazon SDK APIs {2 #tH & RIRATEFMRAERE T —HEENMREP LEBREN
Fko

F&H
- FEHANSES APl EERZE ERATF NET 89 AWS SDK
- FERANER API EENRES LERE EFAT NET B AWS SDK

EANBERA APl EEME EAT NET #9 AWS SDK
ZE% API 9 ArchiveTransferManager KMt 7 AT ARGEE L& BISXHER Upload &
o

(® Note

&R LAERM Upload 753 LR PNEBARE X, REEEELEHNXGRD , KEZLSBERE
BANRED EEXH | ERER DR L& APl 2 B &30,

T~ ERNERE APl EERERSERTF NET 85 AWS SDK
IR CH R REIFHEREETXERS (REBNMN ) XIFHWXHE (examplevault ) o

ERENMREP LANMRE API fR7s 2012-06-01 108



Amazon Glacier FEANGIER

BRIMAZITIRBIE step-by-stepBtBi , BZRSITRBE RS, BEBEERFLEXHBRIHETR
GORAE N

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK.

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archivelId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WritelLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

FEAMER APl FTEENREH EERE TR T NET 89 AWS SDK

ZIER APl AFAEMRBEERETHE. TERMER EATF NET 89 AWS SDKEEAREN ISR,
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1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

FEEREETE LEMRN AWS XiF, BEALEFRHITHAMERERERT1Z AWS X,

2. Bid8lE — UploadArchiveRequest KK SEHIREFREL,
BRTZZELEVBEUN , CEFERHVERFEFEHREI ( SHA-256 RcEH ) . XHEZEHN
EH K 1D,

MBETREMEKS ID, WRELSFEASEREARNERESZNIEPBHEXBKNIK, ID, BXEZE
B, B2 EEERT NET 8 AWS SDK 5 Amazon Glacier &M,

3. USHHERXRBHIERIR , BT UploadArchive Hit.

YER MR , Amazon Glacier IREI 7 FE RS RRSE ID,

R ERRIRSR APl FEREANREH LEME ERT NET 89 AWS SDK

BT C# REBRPIGE THIEN SR, ZRGIERAFERELEE EAT NET B AWS SDK EIXX#E
(examplevault),

® Note
BXATEEANERST LESRNEKRE REST API SR, , B3 LA 4% (POST
archive ) o

BRUMNZITH RHIH step-by-stepii B , FESRETRIETH, BEEEHFFLEXHEREMET
A,

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowlLevel

{
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static string vaultName = "examplevault";
static string archiveToUpload "*** pProvide file name (with full path) to upload

Rk UL
’

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Uploading an archive.");
string archiveIld = UploadAnArchive(client);
Console.WriteLine("Archive ID: {@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
};
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;
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5/ REST APl TEENMEEH EERR

BRI LAER LR AP HREEMEEP LERR, BXEZER |, BSH LEAHZE (POST
archive ) .

TEREARBEHERE (7BREE)

E3

il

- DEREERRE

- iR

. fER LA KERER AWS CLI

« FEAERT Java B Amazon SDK 7 Bt L& KBRS Z
- FRALAXREME EAT NET B AWS SDK

- £/ REST APl D E& b2 REIRSR

ﬁJ\

R EERE

#07E Amazon Glacier A &P TR , HA1EH Amazon Glacier ( Amazon Glacier ) &P £ A%
B E&R EA KT 100 KFF (MIB ) IR,

1.

2.

Friaa B L&

LIBKRIXERAB 2 R LB | Amazon Glacier RE 2 B E4£ ID , ©RE D R L& B —HRi2
%, BENTFALERLEEREDEEL ID, Amazon Glacier TRESGE |, Itk ID 24 24 /A
MRS,

EEBHIDREEHNERF , BREERKD (AFTHENEM ). RTBRE-BRUIN , BLENS
— BRERAIN R

® Note

R R AR, EFFEANEBMERAD, XEWE , £ B LEERN , BT
THEMERNPBATERASR EE. BREERT DR EERRERK/NEIT,

AN, R DR EEERF , BB MRE RN RRER,
LR
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MNTFEMREEER , ELRNESREESR 1 PRIV DR LZ ID, BbAL , BIERF |, EEHLH
BEERRRERAHERTNNVENATTE (AFTHNENM ) o Amazon Glacier HE2ERARE
SEEEERNELINFAERR, HTERREHRT LENS-—BRNANREE , Bit, E2BERER
KEFLETWNE , H , ETUEAIRF LER. W, EEATEFT EER, MREERE
ZB EENERMEENAREE LEHER , Nzal LENRSRES.

3. FEH (HFL ) 7BRLEE

LEFENMREE , B UERATHRIEE, I, BELREFERFPIEELZL ID. Amazon
Glacier FRERMNABTEEUAFIRFAEE N TR , NTIBIEHZE, Amazon Glacier 3“5
R LB RPN BIEFLURNRAER ID, NRBEBHDER LA ERPBHT T
FRSRHER , M Amazon Glacier 2 SARNWREXEK, RITRDE LERE , BFLZESH
ZD B LR ID, XEWKE , BEZEFREIZD R L5 ID HRERE.

MRELZELEE  NETEERAZDRLEE ID EEHMEANR, 5ELEND R EABXEKRNE
AR S AN R FREBIERER. MRBEMTR EEEERT , WEAEEZEFELE , eBR
ARER I AR MK

NN 2D B LR R 1E

Amazon Glacier ( Amazon Glacier ) 2t 7 A TN 2 E& L& API A,

o JIHE - RALERE , BUMIIEHBESER LENE. EQREBXEND B L& LENERNE
Bo ¥F8MNIHEER , Amazon Glacier & %iRE 1000 BRHER. WREESHREN TR L&
P MERELS T , HEWNFALIRE - MERENEMENBRETIRNINE. BEZRIEM M
BRREREENR. BIE , RENERIRTFTBREATX LENE,

« FIHoBREME - RIFLRE  ERURIREERTH SR ELANSIR, EERITHNIREERET
EERTHBFL LE, WTFENMSIHDEREZER , Amazon Glacier §Z£iRE 1000 7
B, MREESHEREEEIH  NER2DT , A BWNFRIRE —MEREMNEFTE G B4
ZHRIIRIC. BEEREMMNBERKELRZR RN DR L

BRiR

TREHRT 2B ELANROIE,
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ltem M

B ARYZR AN 10000 x 4 EFF ( GiB )

BREENDBRORABE 10000

DR 1MiB 2l 4GB, &e— 17 BRALNTF 1 MiB, &AILLE

EXRME (RFTREN ),

DERNPBAAIRFT (1024 KiB ) Tl 2 #Y
B, | 1048576 (1 MiB) ., 2097152 ( 2
MiB ), 4194304 (4 MiB ). 8388608 (8 MiB ),

FIHD BRIEREEN T BRNRAKE 1000

EIHD B EAZAERPRENDERE 1000
RAHE

fEA E1& KRBEFZE AWS CLI

o] LAEMA () £ Amazon Glacier ( Amazon Glacier AWS CLI ) # AWS Command Line Interface £

ERR, BT REREMRN EEZMER | Amazon Glacier 2 7 %2/ API BERXF R L&, B
XL APIRE |, AL D B EERR, BRI LR b, BUEAIRF AR H 1T EEIXEER, mEEAN
PTEREEXYW, WERAFENLEZDER , MEFENLEBMER, BN KPN 1 FTE KXY

40000 GiB W4 RFERA D B L&,

B X Amazon Glacier 7ER EEZNEZER | BHSHPBR LEREME (2R LEE ),

£

( FEREM ) iRE AWS CLI
o (RREH ) BE Python

( SoREM ) 818 Amazon Glacier S
« T RSB b KBRS AWS CLI
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( ER%EM ) iRE AWS CLI

1. T#HHEE AWS CLlI, BxiiEH , 52 (AWS Command Line Interface AF#E®E) FHET
&

IEfE L% AWS Command Line Interface

[E&EBE AWS Command Line Interface
2. EMPERETHAUTHERBILEHN AWS CLIEE, XEHSFESRNEMET , IS E
FEIAEE X EIL,

« RIAGEA help 85,
aws help

« EFRMEEHEEK, £ Amazon Glacier XHFEFIR |, FEH list-vaults i
To 123456789012 1K AWS K B 71E B,

aws glacier list-vaults --account-id 123456789012

- EEENYRIBERIE AWS CLI , EfEFaws configure list@S,

aws configure list

( TRFMH ) 3 Python

EXROERLEE | BOMITERT EERZRM SHA256 MR %, XEMSITEE FENXHERN
SHA256 R FETE. BEIFERIEE LENHRN SHA256 K% , AR Java C# ( £
B .NET ) siPython, fELLREIF | EBFER Python, BXxEA Java = C# Wi | HSRITERE
o

BXR%¥ Python WEZEE |, 51 (Boto3 FRXARER) FMLEHEFH Python,
( oR%M ) 818 Amazon Glacier U

EFEATENRG , XAEDBIE— Amazon Glacier XHEFE., BXNMABIEXHENESEER | &
27 Amazon Glacier 18I X H .

R ER B AR KRB AWS CLI

EMHROIF | BFCE— N XHHER DR L& AP IRER I X4 5 E& E1£ B Amazon Glacier,

P EERBME API| MR 2012-06-01 115


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

Amazon Glacier FEANGIER

/A Important

EFBRLESECH , FHREEHITHAEERZHNET R, ELEANMRE , BXTCIEH AWS
CLI BB XHFE , HEZFER Java C# SPythonit & SHA256 MK %

UTFEEFEAInitiate- multlpart uploadupload-multipart-part, #complete-
multipart-upload AWS CLI &%,

BXAERERTSHEZSHMAER , FSH (AWS CLI s H5%E) HH initiate-multipart-

upload, upload-multipart-part complete—muItlpart-uploado

1. A initiate-multipart-upload IS RIE D B LA RIR. EEWBERD , FEEDBRKD ( J«X?—"ﬁ’%‘i
NBHM ) BRTERE—NTBRUN , ELENBNDBBLANE KD, Bo) LEESE , BF
EHNEEMNMIRNAD, B2, ERE—ITERALEN , BEFEMNEEND BB KD ( LX-?—"FJ'
AR ),

ETEMNHSE , & --vault-name M --account-ID SHMWEER N ECECHEE., HD
BESMNAFEEDPBRARNR 1KET (MB) (1024 x 1024 £ ) R, MREE | FH
it --part-size SHIE,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

FRs

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

SERE , Zot Nt s R E&ARIRN L4 ID M7E Amazon Glacier FILE, EEELT RS
BIFE A E4£ 1D,

2. BERRHIF , BALUEAUTHTRE— 4.4 MB XK , FEHFDSHN 1 MB IR |, RF L&
MR, ELERBCHXY  BUURBRRUNTSREBBEHFI NS I RHA LEBIN TR

Linux 2 macOS
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AR 85 44E Linux 2 macOS L& —4& N file_to_upload B9 4.4 MiB B934,

mkfile -n 9000b file_to_upload

Windows

AT 85 1E Windows E8|Z—18 7 file_to_upload B 4.4 MiB #9304,

fsutil file createnew file_to_upload 4608000

3. ETR, LRIEHIXHFHFD A 1 MiB B3R,

split -b 1048576 file_to_upload chunk

FZHEBUTENR, BIENKNDR 1MB, ZRe—MR 400 FF1 (KB ) o

chunkaa
chunkab
chunkac
chunkad
chunkae

4. fEH upload-multipart-part S A LA RN — N B, ERILUREAIREF LEHERS B, A,
BRI AT EED B, BREZTUN—1N 5B L5 £ 10000 B,

ETENGSH , FE# --vault-name, --account-ID ] --upload-id SHHE, L&
ID %45 initiate-multipart-upload fof i PIRMEA ID HIEE, --range SHIEER
FLEEKNA1MB (1024 x 1024 F1 ) WD R AP BRNEHRE initiate-multipart-
upload HHEEN KN —F, MBEXE , FHEBLLEKX/NME, --body SHIEELE LENDER
9 & #Fo

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MREY , ZSTHERLTEE LEDBRREMB A H,

5. BRE{T upload-multipart-part WP L&D EENERSS. EFE NGTH --
range M --body Z28{E , FHELE &N 25 RHELTE,
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aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*"'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

® Note

RAWMTH --range ZHERD , RN EENERF -2 BT 1 MiB, MMRKL , &
N TEHFERNBEEIELEDBREMNNEH,

6. TR, LREANRHTRLE, BANTFEERNEKNF SHA256 HEBRFH.

BT EFRM SHA256 Wﬁ?"“% A LAE A Java C# ZiPython, ZELELRBIF | BREEA Python,
BXRHERA Java & C# WA , HSHAITERE R,

B2 Python X checksum.py AU TRE, RFE , HEHREBXHHE .

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. iEfTchecksum.pyit® SHA256 MM . LT 718 A 4L5 AM M R IR,

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aecastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-upload 8 S TR L&, Bk --vault-name, --account-ID, --
upload-ID Ml --checksum ¥ {E, --archive ZHEUFTHEMIBEMRHNE RN, It
BEXTNRNELENEBNFIER M2, IREE , FERLE,
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aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

RiG , ZomomHARM ID, RIEFELZTE Amazon Glacier P&,

dit

EAERAT Java B Amazon SDK % E& E1& K BIfY 2

i@ AT Java B9 Amazon SDK APIs IR S A ERERMA T — M EERBURNSZE (SRE
Amazon Glacier  EERZE ),

- ZERAPI BRETEUUAR LEFARDMIERNSGZEZ. BEEELEANXY , ZHE2EED
BED LERRREEH Amazon Glacier ( Amazon Glacier ) 2 R L& iRk 5 R EERER,

- ZIRR APl EZMH FKE REST i, Rt , BRET —MNEEMREP LERPIERNF L,
DUR—ATHRABRN B LENAE, EB2HA T ERESR APl 5B LA KB RRNERE,

BXRERINERINEZELR APIs , BSHEER T Java B9 AWS SDK 5 Amazon Glacier &L {E

EFH:
- FERANSEB API 5 & KBERZE ER T Java B9 AWS SDK
- FEAMNESR API 5 & KBERZE ERTF Java B9 AWS SDK

FRNSRI APl 2 & L& KERZE FER T Java B AWS SDK

U LERSR APl AR HE LA PNEFAEME, BERERD , BRAPI FEZaRERELEN
BER LEME | ER2FEH Amazon Glacier IR0 B L& APl LE&EME, BXEZELR , 5
FRNSHRA APl &R SEFA T Java B9 AWS SDK,

FERANIER APl 9B L&A KB 4R ERT Java B AWS SDK

FF RN ERS SR ERERR AP ( B EEHPEEBFERUARLERN ), UTR26ER &
AT Java B9 AWS SDKZ ER & KEEN TR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

REEEEERTFHEN AWS X, SEALEFRNTHAERESERTZ AWS X,
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2. BY@A initiateMultipartUpload 52B3h D& L1,

LEERME MBIV XHERN, ELANMEEN AN, U RFREAMXER, BB
N6l InitiateMultipartUploadRequest KK EFIRHLES, ERME , Amazon Glacier
£3R[E E4£ 1D,

3. B3 A uploadMultipartPart ik L& ER,
WTFELENE—R , LFREREXAEER. FEEBP LENKEAAEHENFTTEE. BY
FEHREA , R £ 1D,

4. BI A completeMultipartUpload FETER DR L&,

BEERM L ID, BAERNREM, BMEXD (LBLENFERNEERD ) MIXHESR
o Amazon Glacier M\ L&Y 9 BRI ERRHIRE =R ID,

T~ ERD R EEKRBERER ERT Java B AWS SDK

BT Java RBBRAIERSHE L& EAT Java B9 AWS SDK BIX#HE (examplevault), BT
BT RBIE step-by-stepBiB , &S5 H Eclipse iZ1T Amazon Glacier B Java R4l, EEEEH
FLEEXHEREME RN,

(® Note
LR EIXE 1 MB 2| 1 GB R K/ NEM, 1B=R , Amazon Glacier R AKX #F 4 GB BNER K/,

Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.list;

import com.amazonaws.AmazonClientException;
import com.amazonaws.AmazonServiceException;
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import
import
import
import
import
import
import
import
import
import

public

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
.services.glacier.

com.amazonaws

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

auth.profile.ProfileCredentialsProvider;
AmazonGlacierClient;
TreeHashGenerator;

services.glacier.
services.glacier.
services.glacier.

services.glacier.
services.glacier.
services.glacier.
services.glacier.
util.BinaryUtils;

class ArchiveMPU {

model.
.CompleteMultipartUploadResult;
model.
model.
model.
model.

model

CompleteMultipartUploadRequest;

InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;
UploadMultipartPartRequest;
UploadMultipartPartResult;

public static String vaultName = "examplevault";

// This example works for part sizes up to 1 GB.

public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path ***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

= new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.out.println("Uploading an archive.");

String uploadId = initiateMultipartUpload();

String checksum = uploadParts(uploadId);

String archiveld = CompleteMultiPartUpload(uploadId, checksum);
System.out.println("Completed an archive. Archiveld: " + archiveld);

} catch (Exception e) {
System.err.println(e);

private static String initiateMultipartUpload() {

// Initiate

InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))

DR EARBEME
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.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,

NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()

.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))
.withChecksum(checksum)
.withRange(contentRange)
.withUploadId(uploadId);

UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
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System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =

client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

R EERAREME EAT NET B9 AWS SDK

BT .NET B9 Amazon SDK APIs IS RFERFRMET — o EEREMRNSGZE (SN
Amazon Glacier f EEHE ) ,

Im

- ZEE AP R TEAUAR LEEARIIBRNS L. BESELEOXH  2HEeEEN
BAED FEREREFEA Amazon Glacier ( Amazon Glacier ) P9 R L& IR DR EERRE

- ZEEK API ERMETEIEE REST £, Hit , ©RMHT /\Tj':i/\?%wﬁqﬂt%ﬁd‘*‘éiﬁﬂ’\]ﬁ‘}f,
DUR—ATHRABRNS B LENAE, EB2HA T ERESR APl 5B LA KB RRNERE,

BEXRERMNERINEZEL APIs , BSRERSERA T NET B9 AWS SDK 5 Amazon Glacier &4
il
EFB
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- FAMNSRT API 7B E& KERZE EAT NET B9 AWS SDK
. FEAMESR AP 0B B4 KERZE EAT NET B AWS SDK

FRANSHRA APl 2B L& KB MR EATF NET 85 AWS SDK

WA UERASR API B FZ L&/ DB ARME, REMEXRD  BRAPI FEERERTEEN
BEHEEME  E26EH Amazon Glacier IR0 B L1& API E&ERIR, BEXEZER |, H5H
FRNSHRA APl FERE EHAT NET B AWS SDK,

FRANIKSR APl R £ XREME FERTF NET 89 AWS SDK

NF EEHNERS , BANERER AP ( B NEHPEREERUARLEREL ) , UTRER &
AT .NET B9 AWS SDKZ BR L& REIEEN LR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

LEEREEERTFHEN AWS XiF, BERALEFBRIITHMERESRERT1Z AWS XiF,
2. @AM InitiateMultipartUpload FxBE D& L%,
LEERMELAMRAIXHESRR. ELEANMERRHOAD , AERREEMEIHER, BLE

HElE InitiateMultipartUploadRequest KHEHIIRHLES, ERMAE , Amazon Glacier
£3RE E4£ 1D,

3. B3 A UploadMultipartPart % E{£ER,

NTELENE R, CRERAXHEED. FELRPLENSGLESHERNFTTEE. BE
BHREM , LUKk E 1D,

4. BT A CompleteMultipartUpload FiEER DR L&,
BEERMEEL ID., BIMERNIREN, MEXND (BLENFEBRNEAS KD ) IXHER
#o Amazon Glacier \ L& 0 R #IE R HIREIRSE ID,

R FERERT NET 8 Amazon SDK 2Bk E4£ KEIRY R

LT C# R ROMER G4 ERT NET 89 AWS SDK EIX#FE (examplevault), BX
BT RO step-by-stepiiBl |, HSRETRERHl, BEEEFHFLEXHEREZEIE THRB,

Example

using System;
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using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {0}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static string InitiateMultipartUpload(AmazonGlacierClient client)
{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{

P EERBME API| MR 2012-06-01 125



Amazon Glacier FEANGIER

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

i

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))

{
while (fileToUpload.Position < filelength)
{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,
partSize);

string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);

partChecksumList.Add(checksum);

// Upload part.

UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()

{
VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
UploadId = uploadID

i

uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;
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}

return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>

partChecksumList)
{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()
{
UploadId = uploadID,
ArchiveSize = filelength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

};

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

5 REST APl 9 R E1& KBRS

WMo BREERARBEEE (DB EE) AR, 7R EERE-ARE , XERETILESD

THXRIE, ARXERFNESFER , BSRLUT APISEEE :

« B & E4£E ( POST multipart-uploads )
+ F4/E ( PUT uploadlD )

. ERZD B E4E ( POST uploadD )

» F1E9 B E45 ( DELETE uploadiD )

« HIHE ( GET uploadID )

« HIH 2 B E4£ ( GET multipart-uploads )

W)

R EEHEFR

DR EARBEME
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£ Amazon Glacier P T4

Amazon Glacier £t 7 —NEBEH & , BUUEATROIEFNMBR X 4E, B2 , BFLEBIE
RAEEEEIAM Amazon Glacier FTEHER. ETEHIE (HIEH. WMAMEAIR ) |, HIER
AWS Command Line Interface (AWS CLI) S4mERBR KX EER , FEREEER REST API HEA
AWS SDKs,

B Amazon Glacier SEEEFEAMNESR AWS CLI , 5 (TLE#K)I|AWS CLI ZZ&%) . B
=% AWS CLI , i5ZFAWS Command Line Interface, A T EBNFaER EHF Java B9 AWS
SDK, #1 Amazon Glacier REST API ¥ & F .NET B9 AWS SDKR4ZE T BT S # Glacier,

FA

« # 3 Amazon Glacier #43

£/ Amazon Glacier TEHZE E/A T Java B AWS SDK
£/ Amazon Glacier T4 EA T .NET #J AWS SDK
/A Python F{THEBTH AEMER

£/ REST APl TEH#&R

£/ Amazon Glacier TE44% AWS CLI

¥ & Amazon Glacier #43

M Amazon Glacier R RERR— I RIRIE , CEAFERHIES , AREESERE THAL, E
BEERMEMES |, BABER B31{E5 (POST jobs ) REST API #BER ISR AWS CLI,
= AWS SDKs.

£}
« BERRIET
c ATREBENEERR

7

M Amazon Glacier REHERE — NP AFNTRNETE, THRUIENEIR
KRR
1. BIRRRRES,

THER API hzZ 2012-06-01 128


https://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
https://aws.amazon.com/cli/

Amazon Glacier FEARIERE
a. REBEERENMEN ID., BAUMNIHEZTEIRERERE ID, EA LB REST API FRENRY
2 |ID AWS CLI. = AWS SDKs, BXxEZ{EE , {52 £ Amazon Glacier P T & X4 ES

L

b. EAEZNES (POST jobs ) BIEBNES , iHK Amazon Glacier HEE T HAERZEMYR
RN — B

YIBBEHESE , Amazon Glacier 2 EMNHIREES ID ARLETES. (WSR2 R
EESTERZE , BFETEHISHEH. )

/A Important

BERRREIESBUEN Initiate Job EREM , HE4E
PolicyEnforcedException & , BEXNRER TR K. BXBFEREZRBHNESE
B, #%# Amazon Glacier iiER R E B, BX PolicyEnforcedException REH
BEER , BSAEIRIEL

MREE B LUERFMTE Amazon Glacier FEI KB BEE . BXxM Amazon Glacier &3
FIREHTFENEZEL , F51 (Amazon Simple Storage Service A IERE) FH A TR &
I E R B

2. HEFSEMRFE , EAKREESHH (GET output ) BETEFT,

BEULTHARAEZY  AEEEFZTEE , ATHESHEN -2, ¥ TRANEH , AXRT
BRENARETHRK (FW, BTREREREMAN ) BN EFRHER, MREELE—FER
PREUES A  FERNZRERE , NEFETINAEHRTETHRE, B2, MREUXRT
B, T - RESAHE , WERAFTEHRT R TREPOES , mMARE N,

Amazon Glacier % METRES , ARG , BIEFRIMEREH, FZFETRENED 24 MIAEFF S
S, XEWKRE , BUUEFSEREN 24 PHRR THAE. RREATUEFESTER 24 D ERE
MEH, EHELNESREAETEX , BEAUTENZ —RERLRS :

- EEESEREH - BRI LUEE Amazon Glacier EERES B AT E & MEB A Amazon Simple
Notification Service ( Amazon SNS ) £&, Amazon Glacier REEERESEFT 2 KIEZEH,
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BIHESE , BAURNIZESIEE Amazon SNS 8, BT ELNESERPIEE Amazon SNS
FAUN  MREHWNHFEENHBRREEHRE TEHNEE , Amazon Glacier th£[[iZ SNS =&
XmBH, BXEZELR , 55 HE Amazon Glacier Bl & X4 FEiE 4,

« ERXNEBEREZE L - BT LAEH Amazon Glacier Describe Job API R4 ( #EIRES ( GET
JoblD ) ) , AEHRAFEFER. BER , BIEA Amazon SNS EA,

(® Note
£/ Amazon SNS BHIKENWEE 5@ Describe Job API B{EFTIREXMYE B4 E

BRQRIET

ERIREMENESE , BOREFEHRNEMNREAEREEATRRLEINZ —. BEXREENNE
B . &2 % Amazon Glacier EfTo

o MIE - IR RAFEERBRRFEZRIFRERHRAIRIR B FHEE S3 Glacier Flexible Retrieval
K5 S3 Intelligent-Tiering JAHFRIEFHEIE. N TFRTHRAEBR (250MB L) 2
ANFIEHMER , FAMERZRFRNBFEEEZ 1252787 TH, MKERERRELEE
B, AIUEAHNNEREZNRRRE, BXELZER , BSRTERERE,

« PR SVERBRATEERPH NG REHNESHER, HERREBEX 3 2 5 MHRATHK. PRER
AEEERRIATAIR RE RN EERELI

- #t8 - #tEBKRE Amazon Glacier RIEKAMIKR RIET , FETUE - RAURENREKLRAE
(EERPBL ) WBIE. HERRBEXE S5 B 12 PRATHK.

TRELTHAMKZTEDR, BXENNES , 13H Amazon Glacier Eft.

E#H1TExpeditedStandard, HBulk#®¥3E , Tieridf¥ RestoreObjectREST API #R/EERFHYIER
TTEIRENFTEMILEIN , 5 AWS Command Line Interface (AWS CLI) A EIEROET AWS SDKs,
MREWETRERE , MIFAENERZHSBIENTMEESEBNREBLE,

MEERE

MEEREFXDRREETEN , TUEAHNMNERLRNRRETE, SIMNBFEBENUANES IHE
DHIT=ZRMERER , ARBEXREY 150 KFZTHRRELE () MBps.
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Amazon Glacier FRARIER
MREBHNTHEARFENRSHREENTEIE FETTMEFRIERE (Uos e ) , BIUEBE
MARKERE, RETNERERENNERLRTEEHLAUES , ERERDERATLEHNTITENSE
Ko A3, REBFEEMIT AT LG EMNERER , BUIMENEREREBE,

WMXMEERE

BAILAE A Amazon Glacier ## &, WEFAE R E ( POST provisioned-capacity ) REST API #4E
EMETMRERELN, AWS SDKs AWS CLIEXTIRLEREMNEMES , S H Amazon Glacier
EM.

MEEREBRREE—NA , MR B MR BT,

WMRFBBBRN—TANE 3N X, SHEHNITNANGE—X. flan , MRFHBEHN 8 A 31
B, USHBEHRNIOA30 B, MRFAHBEHA1 A3 B, WSHAHAN 2 A 28 B,

£/ Amazon Glacier ##|AMETEERE

1. BF AWS BEZ4A HERDITIF Amazon Glacier https://console.aws.amazon.com/glacier/
EH

EEMNSMERSD , ZEBERRRE.

EMEERES (PCUs) T, EEME PC U, WEHFERME PCU MiEE,
NMREMITEERE , FEBIAMIESH A confirm,

%EEME PCU,

o &~ 0D

RATREENERER

H &M Amazon Glacier e RIAHE , BAILUER MM EEERLRNAEE (#H0 ) . MUANRRE
MER, MREERTUTRE , BEEFTCESREM !

- BEENBIETH - Amazon Glacier AFEERRBFERTREHN 24 MR TERRROEIE.
b, BAREABEREMRNELRS  MEELSEN THNAENEER THMNEIR,

- RRAEMRNWERE -0, REEBZRE TS X HUE —RAFN L& TIXEXH,
FNERRRIXLE PN — X H, EXFERT , BAUBIER — M RBERIEERHRNT
B, ZEEEEERMNBHXH. RE , BAUUEHZIMREER , EMNEREIEFT NN —E
ZNXHHERE,

LUEABERRBIRRESH , BATRAUKEZTHFTHERE, RN , FTEETUMNE (4
REFFL ) FE , IIBENEEHEM 1-MB EFE (1 MB, 2 MB, 3 MB , fikit3EH# ) T8,
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ZEENESRAUREHRERNERRATEEFTANEM 1 MB @R, ki  RERE (RRES
TRE ) THERFENREREANE , NWEEESEHFPERTEEELAAREEFENTF. TUERAR
BARBRBBEECAIRTIERT, AXEZTXNFNRERENTNESEE , B3R THREE
B AR A

£ Amazon Glacier TEH &R EA T Java B AWS SDK
EA T Java B9 Amazon SDK APIs 1M S R IRAFE R RAEIRME T —F T H RN 5,

B
- FRANSHS APl TEHERER ER T Java B AWS SDK
- FERAMNER APl FEE EFT Java B9 AWS SDK

FEANSLS APl THAER EATF Java B9 AWS SDK

ZE4% API B9 ArchiveTransferManager KM T EATLAAR T EHEEMN download .

/A Important
ArchiveTransferManager FfF 812 Amazon Simple Notification Service ( Amazon
SNS ) £ , UK ZEBITHK Amazon Simple Queue Service ( Amazon SQS ) A%, &
B, R THEREMLES , HAIIFTRANERSIATANE, MREFETH, WHHAT
Ho BXREMENFEMAEE , BSHELEERFETL,

T~ ERNERE APl FTERE SEA T Java B9 AWS SDK

LAF Java REE RGN EEFES (BEXM ) X3 (us-west-2 ) FHIXHE ( examplevault)
RTEER,

BRETH RGN step-by-stepii BB , SR Eclipse 11T Amazon Glacier B9 Java =¥l, BEE
FHUEMR ID S THARNO AR X4 REFERESERHONRE

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
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import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;
import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

new AmazonSQSClient(credentials);

new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

sgsClient
snsClient

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)
{

System.err.println(e);
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EHANESR APl THMZER EA T Java B9 AWS SDK

LUTE2EH EAT Java B9 AWS SDK B4 API R E ST HEEZSENSE,

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEH,

BEEETENPTHHEEN AWS XiF, ZERALEFHERITHFERESRSER T1Z AWS XiF,
2. BidHIT archive-retrieval FEE3) initiateJob £5.

BRI LB Bl — InitiateJobRequest KWEHIRBEZER |, HlH0 , BETHRIHEREN
R ID , UREHE Amazon Glacier ( Amazon Glacier ) @HE & HES TR E S K W% Amazon
SNS =8, RN , Amazon Glacier JREMES 1D, ZMMRNALF—4 InitiateJobResult 3K
Sl

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

B LLUERIEEFTBE , LAUER Amazon Glacier RIERMEN—Z5, N | Sa OB R
TEQEHFBEMFER , LLER Amazon Glacier R/EZ M 1 MB 2 2 MB %4

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
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.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

BURERNESHE CIEFHRETRNER ., MREBEXHESIRE THRIR Amazon Simple
Notification Service ( Amazon SNS ) TBHBHEE , XEEBNEFHITIEE T Amazon SNS £
& , W Amazon Glacier 2 EEREF FEEZEBKIEHEE.

WA BE R LABE A describelob F£% 1 Amazon Glacier RBEEZ ERIRS. REMWM
It , EF Amazon SNS =T HTEH T BHENFE.

4. BIIMIT getJobOutput FETEHES ML (RHRHIE ) -

BT LB 6122 — 1 GetJobOutputRequest KHEFISKIBEIERER |, W0 , F55 1D MXHFE
F#. Amazon Glacier JREIf 4 HAIF GetJobOutputResult &K+,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

AHANRERATHREMSHE, SUlEEtiInRmnHN -y , AEBIEEM
GetJobOutputRequest FIEEFTEEUR/PMHXR THREN G,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

£ R IRE GetJobOutput BART , Amazon Glacier IR EE T H NI HWREM (MEFE
BEZMH ). BXEZER , BSHA THBERZRER,
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ERIANTHPREHER , CHEEUUEFEFHITERRH , #HEE Amazon Glacier £ B A & %
R AR IS FNHH L3

NFEET TEEENMRNEES , SRREEFSHERN , Ea8EREEREZNTENRE

M () SHA256 TreeHash, B LAEALLEHR —SHINEHE TENENFTT SEN ARE, 6
W, MREEHESURRURERENTURREE , AEUXRTH AL , FEEHEDN
GetJobOutput FXRIFRE—MREM , WEAUEEFHKITEETENEN BRI , RS
TTERERE. EULUFE S Amazon Glacier 71 EH #IRESERMIEE R MR |, 2L
BIAE TEHNENZHBES Amazon Glacier R Z#NZ T SEEMEE,

BRAYRH , FSHARH 2 ERSRERT Java B9 AWS SDKT &k tH IV IER AP 48 T4

ES

w1 ERESR AP RERRE ERATF Java B9 AWS SDK

BUF Java KB RBIGMNEERNXHETHESR. F55TRE , R RFI2EE— getJobOutput HHA
FTHENM . AXUDRTHREEN T , FSHERG 2 . FHZREAT Java B9 AWS SDKT
B H AV ER AP R ER,

ZRBIMATATES ¢

« f1% Amazon Simple Notification Service ( Amazon SNS ) £,

SRES S , Amazon Glacier £l FE B L EBA,
« 812 Amazon Simple Queue Service ( Amazon SQS ) BA%l,

ZRBlmiZBASI M ANSERE | LA{E Amazon SNS E AL 6% BA S & 1 E B
« BHESUTHEENHE,
EESERS | I8E 7 012/ Amazon SNS £ H |, LU{E Amazon Glacier A E RS BMEZE
BEAEA,
- EHIRE Amazon SQS BAYIREBEEBZSZES ID BEE,
MEEHEE , Mo JSON , HREBESZSEEERIITK. REKIITR , N TEHHE,
- BEMBREGIZE Amazon SNS EEH Amazon SQS RAHIIE R < BiE,
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import java
import java
import java
import java
import java
import java
import java
import java
import java
import java
import java
import java

import org.
import org.
import org.
import org.
import org.

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

.io.BufferedInputStream;
.io.BufferedOutputStream;

.io0.BufferedReader;
.i0.BufferedwWriter;

.io.FileOutputStream;
.io.FileWriter;
.i0.I0Exception;
.io.InputStream;
.io.InputStreamReader;
.i0.0utputStream;
.util.HashMap;
.util.List;

.util.Map;

codehaus.jackson.
codehaus. jackson.
codehaus.jackson.
codehaus. jackson.
codehaus.jackson.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
.auth.policy.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

JsonFactory;
JsonNode;

JsonParseException;
JsonParser;
map.ObjectMapper;

AmazonClientException;
auth.policy.
auth.policy.
auth.policy.
auth.policy.

auth.policy.

services.
services.
services.
.gla

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

gla
gla

gla
gla

sns.
sns.

sns

sns.
sns.
sns.
sns.

sgs

sgs.

Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;
auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;

cier.model.
cier.model.
cier.model.
cier.model.
cier.model.

GetJobOutputRequest;
GetJobOutputResult;
InitiateJobRequest;
InitiateJobResult;
JobParameters;

AmazonSNSClient;
model.CreateTopicRequest;

.model.CreateTopicResult;

model.DeleteTopicRequest;
model.SubscribeRequest;
model.SubscribeResult;
model .UnsubscribeRequest;

.AmazonSQSClient;

model.CreateQueueRequest;
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import
import
import
import
import
import
import

public

com.amazonaws.services.sqgs.model.CreateQueueResult;
com.amazonaws.services.sqs.model.DeleteQueueRequest;
com.amazonaws.services.sqgs.model.GetQueueAttributesRequest;
com.amazonaws.services.sqs.model.GetQueueAttributesResult;
com.amazonaws.services.sqs.model.Message;
com.amazonaws.services.sqs.model.ReceiveMessageRequest;
com.amazonaws.services.sqgs.model.SetQueueAttributesRequest;

class AmazonGlacierDownloadArchiveWithSQSPolling {

public static String archiveld = "*** provide archive ID ****";
public static String vaultName = "*** provide vault name ***";
public static String snsTopicName = "*** provide topic name ***";
public static String sqsQueueName = "*** provide queue name ***'";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name ***";
public static String region = "*** region ***";

public static long sleepTime = 600;

public static AmazonGlacierClient client;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);
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Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
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snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();
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JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;
try {

output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead = input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {

Q;
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}

try {input.close();} catch (Exception e) {}
try {output.close();} catch (Exception e) {3}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {

snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

T2 EHESIRERT Java B9 AWS SDK T &4 HVER APl B ERYE

AT Java fREBRHBIM Amazon Glacier R ZERE, ZRBRHISEIE GetJobOutputRequest
ErHiEEFTEERUARR THESH L.

import java
import java
import java
import java
import java
import java
import java

import com.
import com.
import com
import com.
import com.

import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.
import com.

.io0.BufferedInputStream;
.10.ByteArrayInputStream;
.io0.FileQutputStream;
.i0.I0Exception;
.util.HashMap;
.util.List;

.util.Map;

fasterxml
fasterxml

.fasterxml

fasterxml
fasterxml

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

.jackson.core.JsonFactory;
.jackson.core.JsonParseException;
.jackson.core.JsonParser;
.jackson.databind. JsonNode;
.jackson.databind.ObjectMapper;

auth.policy.Policy;

auth.policy.Principal;
auth.policy.Resource;
auth.policy.Statement;
.auth.policy.Statement.Effect;
auth.policy.actions.SQSActions;
auth.profile.ProfileCredentialsProvider;
services.glacier.AmazonGlacierClient;
services.glacier.TreeHashGenerator;
services.glacier.model.GetJobOutputRequest;
.services.glacier.model.GetJobOutputResult;
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services.
services.
services.
services.
services.
services.
services.
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services

services.
services.
services.
services.
services.

services

services.
services.

.sQs.

glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;
sns.model.CreateTopicRequest;
sns.model.CreateTopicResult;

sns. DeleteTopicRequest;

sns. SubscribeRequest;
sns.model.SubscribeResult;
sns.model.UnsubscribeRequest;
AmazonSQSClient;
sgs.model.CreateQueueRequest;
sqgs.model.CreateQueueResult;
sgs.model.DeleteQueueRequest;
sqgs.model.GetQueueAttributesRequest;
sgs.model.GetQueueAttributesResult;
model.Message;

model .ReceiveMessageRequest;
model.SetQueueAttributesRequest;

model.
model.

sqgs.
sqgs.

public class ArchiveDownloadlLowlLevelWithRange {

public
public
public
public
public
public
public
public
public
public
public
public

public
public
public

static String vaultName = "*** provide vault name ***";
static String archiveld = "*** provide archive id ***";
static String snsTopicName = "glacier-temp-sns-topic";
static String sqsQueueName = "glacier-temp-sqgs-queue";
static long downloadChunkSize = 4194304; // 4 MB
static String sqsQueueARN;

static String sqsQueueURL;

static String snsTopicARN;

static String snsSubscriptionARN;

static String fileName = "*** provide file name to save archive to ***";
static String region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;

static AmazonSQSClient sqgsClient;

static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

new ProfileCredentialsProvider();
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client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
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new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)

.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws

InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
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Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < @) {
System.err.println("Nothing to download.");
retuzrn;
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System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +

TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));
System.out.println("read = " + totalRead);
fstream.write(buffer);

startRange = startRange + (long)totalRead;
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endRange = ((endRange + downloadChunkSize) > archiveSizelInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

}

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

A Amazon Glacier FTE®&E AT NET 89 AWS SDK

AT .NET #9 Amazon SDK APIs 8 S FRAFERRASBRE T - THERNFZ.

EB
- FANE%RS APl TEHIZE ERT NET 8 AWS SDK
- FERAMNER API TERER EHRT NET 8 AWS SDK

FEHANSHS APl THAER EATF NET 89 AWS SDK

ZEP API 9 ArchiveTransferManager KMt T B A LUAR TEH A ZEM Download FiEs

/A Important

ArchiveTransferManager FE{F8|Z Amazon Simple Notification Service ( Amazon

SNS ) £ , UK ZEZITHH Amazon Simple Queue Service ( Amazon SQS ) A%, &
fa, ER THERRES , AXNBRIHTRANERIITAME, IREFETA , WFHET
H. BXRRENHENFHAEE , BEHANERZREDT

T~ ERANSERB APl TERZE ERAT NET #9 AWS SDK
AT CH REBREMNEEREE (HBEXMN ) XEHPHXHE (examplevault ) A TREHER,
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BRUMMEANZITH RHIH step-by-stepli B , FESRETRIETRH, BFEEFHIERHER ID NS THH
RN R HRFERESE RNRE

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld "*** Provide archive ID ***";
static string downloadFilePath "*** Provide the file name and path to where to
store the download ***";

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

}

static int currentPercentage = -1;

static void progress(object sender, StreamTransferProgressArgs args)
{
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if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

}

EAMESR APl THEZR ERA T .NET 89 AWS SDK

DTRER ERAT NET B AWS SDKIK4 API T & Amazon Glacier ( Amazon Glacier ) #4Z i %
o

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEHl,

BEEREENPRTHMEREN AWS Xig, BERALEFBRITHFIERERERTZ AWS X1,
2. BE#IT archive-retrieval AZEBZ) Initiatelob F£%.

BRI LUBN Bl — InitiateJobRequest RMWEFIRBESER |, HlH0 , BETHRHIHERN
R ID , UREFHE Amazon Glacier B E X HESEBH B TIE Amazon SNS =8, fERIM
BI , Amazon Glacier IR Ef£%% ID, ZMR{ZF—/ InitiateJobResponse EHEH|d,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN **=*",
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;
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B LLUERIEEFTBE , LAER Amazon Glacier RERBREN—2ZH , MU TERATR. ZiEKR
$8 € Amazon Glacier RER RN 1 MB & 2 MB #4%,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***'",
}
};

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. EFES T,

BURMERNESHECEFHRETRNES . NMREBEXHERIZE T HRIR Amazon Simple
Notification Service ( Amazon SNS ) TEHBHEE , XRELBHETFEIEE T Amazon SNS £
& , Il Amazon Glacier 2 EEREFFSERZETREEE . AT LA HORBROIERAERT
Amazon Glacier #9 Amazon SNS X% HE,

WA AR LAUBEIS B A DescribeJob AE% 1 Amazon Glacier RAEESZ ERIRS. REM
It , fEF Amazon SNS B HTEH T RHEEFENF £,
4. BIWIT GetJobOutput FETEHAESHH ( BHREBUE ) .

WA LUE B2 — 1 GetJobOutputRequest KHEFIRIBEIERER |, a0 , F55 1D MXHE
H ¥ Amazon Glacier IR [EI#Y 4% {7 F GetJobOutputResponse XK H,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
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JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

BHHNRABRATERENMSHEH, BUNEFEHBRIRREEHN -2 , REBIEEH
GetJobOutputRequest FIEEF I SEE AR/ XIR T 85BN

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
Iy
getJobOutputRequest.SetRange(0, 1048575); // Download only the first 1 MB chunk of
the output.

£ R #ERY GetJobOutput IBAET , Amazon Glacier JREIE TH M HIELL2HRLM (MREFE
BEXH ). BXEZEER , B THBERBZRRE,

ERIANTHPREER , FEEUUEFFHITERRHN , H8EE Amazon Glacier £ R A & %
R AR IS FNHE L,

NFEE T TEEENERIMEEL , HRREEFHERN , E28FERERZNTENRE

M (SHA256TreeHash), #RA]EAMEFAXAMERS —FWIUTRUE THHNENF T EE N EBEML,
filan , MREBHEFSUREUREEFEXNFTHREEE , ARUXRTHREE , FHENEN
GetJobOutput HRIGRE—MREM , WEAUEEFFHITEETHNENBIOREN , RS
TTERERE, BAHE S Amazon Glacier AR SN FHRES ERMEEANRBFMELE , U
BIAE TEHNEBEANZHBES Amazon Glacier R Z#NZ T SEEMEE,

BRANMRY , FSHATRH 2 FRSREAT NET B AWS SDKT ki H BV KR API 1 4
—

<o
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1 ERER API RERZE FEAT NET B9 AWS SDK

LT CHRIEBRELNEENIHETHME, FE5TEXE , ZRHLESE— GetJobOutput FAH
THEBEANEE. BXUADPRTHBEBWRE | BESERG 2 FRH2R ERTF NET B9 AWS SDKTFH
HWHAER APl R RREE,

ZRBIHATUATES ¢

% & Amazon Simple Notification Service ( Amazon SNS ) &

SEAES G , Amazon Glacier 2@tk B AIEE A,

% & Amazon Simple Queue Service ( Amazon SQS ) RA %

ZRBISEZEA S DR EE , BUE Amazon SNS & AEW &K H B
BAHESUTRIEENEE,

EESERSD |, ZTRHIAIEE Amazon SNS £ |, LA{E Amazon Glacier A ATE TR AES Ja KL
B,

TEHI®ZE Amazon SQS BABIREBEHE.

WMREEE , WHH JSON , AREFFSRECHKITR. WREKDITR , MWTHHRE, ZRBR
BIfEA JSON.NET FE ( i JSON.NET ) k5 41 JSON,

B MR BIZER Amazon SNS £ R Amazon SQS BAFIE R AR EHE,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadLowlLevelUsingSNSSQS
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{
static string topicAzrn;
static string queueUrl;
static string queueArn;

static string vaultName = "*** Provide vault name ***";
static string archiveID = "*** Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***'";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WritelLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
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}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }

catch (AmazonServiceException e) { Console.WritelLine(e.Message); }

catch (Exception e) { Console.WritelLine(e.Message); }

finally

{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
{

Protocol sgs",

Endpoint = queueArn,
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TopicArn = topicAzrn

1)

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
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{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
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using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}

B2 EARSRERT NET B9 AWS SDKT & HRER API R

T C# REBRHBIM Amazon Glacier ©EHE, ZRBRHILEIE GetJobOutputRequest FiE
THEEFTBERAXR THESH L.

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

using System.Collections.Specialized;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange
{
static string topicArn;
static string queueUrl;
static string queueArn;
static string vaultName
static string archiveld
static string fileName
downloaded archive ***";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =
nen 4
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
n {Il +
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

"**%* Provide vault name ***";
"*** Provide archive ID ***";
"*** pProvide the file name and path to where to store

" \"Action\" : \"sqgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

0 \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
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DownloadAnArchive(archiveld, client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);
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// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
{

Protocol sgs",

Endpoint = queueArn,

TopicArn = topicAzrn

1)

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);
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private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)

{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.

fEF NET FEifsE AP W< 2012-06-01 162



Amazon Glacier

FRARER

using (Stream fileToSave = new FileStream(fileName, FileMode.Create,

FileAccess.Write))

{

long currentPosition = 0;
do

{

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =

client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}
currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{

byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}
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import boto3

import time

import json

import jmespath

import re

import concurrent.futures
import os
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output_file_path = "output_directory_path"
vault_name = "vault_name"

chunk_size = 1000000000 #1gb - size of chunks for parallel download.
notify_queue_name = 'GlacierJobCompleteNotifyQueue' # SQS queue for Glacier recall
notification

chunk_download_queue_name='GlacierChunkReadyNotifyQueue' # SQS queue for chunks
sns_topic_name = 'GlacierRecallJobCompleted' # the SNS topic to be notified when
Glacier archive is restored.

chunk_queue_visibility_timeout = 7200 # 2 hours - this may need to be adjusted.
region = 'us-east-1'

archive_id = "archive_id _to_restore"

retrieve_archive = True # set to false if you do not want to restore from Glacier -
useful for restarting or parallel processing of the chunk queue.

workers = 12 # the number of parallel worker threads for downloading chunks.

def setup_queues_and_topic():
sqs = boto3.client('sqgs')
sns = boto3.client('sns"')

# Create the SNS topic

topic_response = sns.create_topic(
Name=sns_topic_name

)

topic_arn = topic_response[ 'TopicArn']

print("Creating the SNS topic " + topic_arn)

# Create the notification queue
notify_queue_response = sqs.create_queue(
QueueName=notify_queue_name,
Attributes={
'VisibilityTimeout': '300', # 5 minutes
'ReceiveMessageWaitTimeSeconds': '20' # Enable long polling

)
notify_queue_url = notify_queue_response['Queuelrl’']
print("Creating the archive-retrieval notification queue " + notify_queue_url)

# Create the chunk download queue
chunk_queue_response = sqgs.create_queue(
QueueName=chunk_download_queue_name,
Attributes={
'VisibilityTimeout': str(chunk_queue_visibility_timeout), # 5 minutes
'ReceiveMessageWaitTimeSeconds': 'Q'
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}

)

chunk_queue_url = chunk_queue_response[ 'Queuelrl']

print("Creating the chunk ready notification queue " + chunk_queue_url)

# Get the ARN for the notification queue
notify_queue_attributes = sqs.get_queue_attributes(
QueueUrl=notify_queue_url,
AttributeNames=["'QueueArn']

)

notify_queue_arn = notify_queue_attributes['Attributes']['QueueArn']

# Set up the SNS topic policy on the notification queue
queue_policy = {
"Version": "2012-10-17",
"Statement": [{
"Sid": "allow-sns-messages",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": "SQS:SendMessage",
"Resource": notify_queue_arn,
"Condition": {
"ArnEquals": {
"aws:SourceArn": topic_arn

]

# Set the queue policy
sgs.set_queue_attributes(
QueueUrl=notify_queue_url,
Attributes={
'Policy': json.dumps(queue_policy)

# Subscribe the notification queue to the SNS topic
sns.subscribe(

TopicArn=topic_arn,

Protocol="sqgs',

Endpoint=notify_queue_azrn
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)

return {
'topic_arn': topic_arn,
'notify_queue_url': notify_queue_url,
'chunk_queue_url': chunk_queue_url

}

def split_and_send_chunks(archive_size, job_id, chunk_queue_url):
ranges = []
current = 0
chunk_number = 0

while current < archive_size:
chunk_number += 1
next_range = min(current + chunk_size - 1, archive_size - 1)
ranges.append((current, next_range, chunk_number))
current = next_range + 1

# Send messages to SQS queue
for start, end, chunk_number in ranges:
body = {"start": start, "end": end, "job_id": job_id, "chunk_number":
chunk_number}
body = json.dumps(body)
print("Sending SQS message for range:" + str(body))
response = sqgs.send_message(
QueueUrl=chunk_queue_url,
MessageBody=str(body)

def GetJobOutputChunks(job_id, byterange, chunk_number):
glacier = boto3.client('glacier')
response = glacier.get_job_output(
vaultName=vault_name,
jobId=job_id,
range=byterange,

with open(os.path.join(output_file_path,str(chunk_number)+".chunk"), 'wb') as
output_file:
output_file.write(response['body'].read())

fE /A Python TEARIRSR API fR4s 2012-06-01 167



Amazon Glacier FEANGIER

return response
def ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url):

response = sqs.receive_message(
QueueUrl=notify_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=20,
MessageAttributeNames=['Message']
)
print("Polling archive retrieval job ready queue...")
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty

if 'Messages' in response:
print("Received a message from the archive retrieval job queue")
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.

jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
jsonresponse=json.loads(jsonresponse[ 'Message'])
if 'ArchiveSizeInBytes' in jsonresponse:

receipt_handle = response['Messages'][0]['ReceiptHandle']

if jsonresponse['ArchiveSizeInBytes']:

archive_size = jsonresponse['ArchiveSizeInBytes']

print(f'Received message: {responsel}')
if archive_size > chunk_size:
split_and_send_chunks(archive_size,
jsonresponse[ 'JobId'], chunk_queue_url)

sqs.delete_message(
QueueUrl=notify_queue_url,
ReceiptHandle=receipt_handle)

else:
print("No ArchiveSizeInBytes value found in message")

print(response)

else:
print('No messages available in the queue at this time.')

time.sleep(1l)
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def ReceiveArchiveChunkMessages(chunk_queue_url):
response = sgs.receive_message(
QueueUrl=chunk_queue_url,
AttributeNames=['All'],
MaxNumberOfMessages=1,
WaitTimeSeconds=0,
MessageAttributeNames=['Message']
)
print("Polling archive chunk queue...")
print(response)
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty
if 'Messages' in response:
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.
jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
if 'job_id' in jsonresponse: #checking that there is a job id before continuing
job_id = jsonresponse['job_id']
byterange = "bytes="+str(jsonresponse['start']) + '-' +
str(jsonresponse['end'])
chunk_number = jsonresponsel['chunk_number']
receipt_handle = response['Messages'][0]['ReceiptHandle']
if jsonresponse['job_id']:
print(f'Received message: {responsel}')
GetJobOutputChunks(job_id, byterange, chunk_number)
sgs.delete_message(
QueueUrl=chunk_queue_url,
ReceiptHandle=receipt_handle)
else:
print('No messages available in the chunk queue at this time.')

def initiate_archive_retrieval(archive_id, topic_azrn):
glacier = boto3.client('glacier')

job_parameters = {

"Type": "archive-retrieval",

"ArchiveId": archive_id,

"Description": "Archive retrieval job",

"SNSTopic": topic_arn,

"Tier": "Bulk" # You can change this to "Standard" or "Expedited" based on
your needs

}
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try:
response = glacier.initiate_job(
vaultName=vault_name,
jobParameters=job_parameters

print("Archive retrieval job initiated:")

print(f"Job ID: {response['jobId']}")

print(f"Job parameters: {job_parameters}")

print(f"Complete response: {json.dumps(response, indent=2)3}")

return response['jobId']

except Exception as e:
print(f"Error initiating archive retrieval job: {str(e)}")
raise

def run_async_tasks(chunk_queue_url, workers):
max_workers = workers # Set the desired maximum number of concurrent tasks
with concurrent.futures.ThreadPoolExecutor(max_workers=max_workers) as executor:
for _ in range(max_workers):
executor.submit(ReceiveArchiveChunkMessages, chunk_queue_url)

# One time setup of the necessary queues and topics.
queue_and_topic_atts = setup_queues_and_topic()

topic_arn = queue_and_topic_atts['topic_arn']
notify_queue_url = queue_and_topic_atts['notify_queue_url']
chunk_queue_url = queue_and_topic_atts['chunk_queue_url']

if retrieve_archive:
print("Retrieving the defined archive... The topic arn we will notify when
recalling the archive is: "+topic_azrn)
job_id = initiate_archive_retrieval(archive_id, topic_arn)
else:
print("Retrieve archive is false, polling queues and downloading only.")

while True:
ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url)
run_async_tasks(chunk_queue_url,workers)
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158 F B 2

EFEMALMAE  FERRTISREE

1. AT SUFEERNEHNERKER !
« output_file_path: BTFREXHFIH4ME F
« vault_name: ¥fREY S3 Glacier REEMNEZ
« notify_queue_name: YElEBHRAFIH B #i
 chunk_download_queue_name: X3R T & FIHI & Fr
« sns_topic_name: SNS BB
« region: AWS R EFEREN X
« archive_id: ERZRMHERM ID
2. IBITHIA -

python download_large_archive.py
3. THEMBDRE , BALERAMT R TRENEH - :

cat /path/to/chunks/*.chunk > complete_archive.file

ERIEEW
fEALMAR , HESUTLL

« S3 Glacier R RAREFEE]L NI FTRETR , EMERTFAIENRRER,
o WHIATREZELT , FELHRAY, BREEERBEECHEBEEERFIMAE LS,
- BREEEBHUETEREFEMENED R,

o MRBAGH | EALUBE retrieve_archive=False EFFEHIA , UBETH R K MEE
BHFHRRES,

- BEBEENNETRchunk_sizeMAERFREEBMworkersS .
o WE% S3 KR, W SNS FI S SQS Y fE A UWER A AWS .
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£ REST APl T#if4=R

5/ REST AP Ty

THERZ— D ARNTRERE.

1. J83) archive-retrieval XBMWESE, EXEZER , BZHENES (POST jobs ) »
2. EBERE, TEHRBE. EXEZEE , BTERRIESHEE (GET output )

£ Amazon Glacier T##42% AWS CLI
YRATLABER () 7£ Amazon Glacier ( Amazon Glacier AWS CLI ) /1 AWS Command Line Interface T
SEEES
FH
( eREZMH ) ®E AWS CLI
« BB ERATEESE AWS CLI

( FoR%ZAH ) RE AWS CLI

1. TEHBEE AWS CLlI, BX¥BA , iE3HE (AWS Command Line Interface AF1ERE) FHUT
&

IEfE %% AWS Command Line Interface

IE7ERiE AWS Command Line Interface

2. EwTRAFTAAUTHSREIEZN AWS CLI RE, XEGmHEEEXNREZI , FibFE
FRRIAEL B SRV R

« ZEAEA help 5 F,
aws help

- EIRPEREIKF £ Amazon Glacier XHFEM IR |, A list-vaults @
o 123456789012 FIEH) AWS Tk~ B HHEE#,

aws glacier list-vaults --account-id 123456789012
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- EEENHBIBERE AWS CLI, EfEHaws configure list@S,

aws configure list

T~ BEA T EE AWS CLI

(@ Note

BETHNR , BLTAEHE ID, FR]R 1-4 FREMNE ID, RECLMEE THESE
D, BBESE 5 bFo

1. A initiate-job BB BERRRES. BREMEFIHENEE D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FRERsa

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#M describe-job EREL—N EFHRE

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERsa

"InventoryRetrievalParameters": {
"Format": "JSON"

b

"VaultARN": "#**#* vault arn ***",

"Completed": false,
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"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BUMERNEISHECEFRETENES, UREBEXHEFRETEANRE , EEBZHES
BH#SE T Amazon Simple Notification Service ( Amazon SNS ) =& , ll Amazon Glacier 275
BRAEFFERZEBLIEES,

BANREXHENRBESHNEANEE, AXESREE , HSHRE Amazon Glacier B E XX+
FEH, RERER/RESEH , Amazon Glacier iR MEIEER SNS ETBAKIEHE.

4. TG , £ get-job-output TR FES TEHEIXH output. json,. WXHFHIEEH
=R D,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

Tt — N2 AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

13
5. f£M initiate-job W TEIRBEXMHEFENMMEENIE. LFEEEAFSH , W THEHAR

B archive-retrieval,
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aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archiveId
***\II}II

6. %%F archive-retrieval S5/, A describe-job SR E L — N HHRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. ERERESE , A get-job-output H FTHEWRE,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

i B&k Amazon Glacier P RI#42

7o 3% Amazon Glacier ( Amazon Glacier ) EIRiR 4| A MIRILEE, EMBRIYE | KHAEH AWS
Command Line Interface (CLI) 4w ERD , EiEMEA REST API SR AR T Java ¥ AWS SDK
FM.NET BEB|ELALEBBRER. UTEBREA T WOMAER JEAT Java B AWS SDK H.NET B85
FE. REST APl #, AWS CLI

EB

o FAERT Java B9 AWS SDK £ Amazon Glacier 5l Br4 2

- £ Amazon Glacier il BR#%2R EA T .NET B AWS SDK

« /A REST API MilE& Amazon Glacier £4%

« {#F Amazon Glacier MilE&k#£4%3 AWS Command Line Interface

BRI AN E — IR — R, EMIRRYE | SSRERKRERPEMEAZR ID, BAUELT
HBETHAURNW U ENXHEETRERRBMER ID. BXTRXHEBTENELEER , BSHE
Amazon Glacier P T X4 EFE,

ERERAEERE | BN EREINERBRERNRRES , EHRRREFTLENK.

FEEMIBRAS SR |, WARASE ID EERTHRRERTREKY , BAERKY , E4BURT THHZ

= .
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* R Amazon Glacier WEIMBRERERE , HMERZEFEERTH N THARRE  WHEERLER
BRETRS AN,

* 2R Amazon Glacier WEIMIBRHEERERE , HERRES SR TEERFHE , NEFES
TR,

EAMERZEMNEZFEER |, S M7 Amazon Glacier B FE 43,

WREREEN, BEREHBRHEEF2S ISR,
MIBRARE K MBREBIETHEXHESZTE  NEEEIIXRTIIECHBRAE | KN Amazon
Glacier BRRKARHEZ —IRXHEBE,

® Note
BXBMBR A ERRNFEER , 5 HE Amazon S3 Glacier F B 3 il BR X142

FEAERT Java B9 AWS SDK 7£ Amazon Glacier I Br#4 2

UTEEAERT Java B9 AWS SDK K4 API IR RN ST,

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,
LEERERMEZERBROAERN AWS X, BEAREFHRITHEREFSNAZZ AWS
X1,

2. B3I — DeleteArchiveRequest KM ZHIREIBFEREL,

BEEZRMEME ID, XHEEBHMEMNIKS 1D, IRETREKS ID, IRGELEASERMEE
SHIEREZWIERBEXBKBNKS ID. BXEZEL , BSHEAT Java B AWS SDK 5 Amazon
Glacier #£H#E H.

3. USHERIEHRBERITIR , 21T deleteArchive Fi%,

BAR Java REBERUEEE T RIEI D TR,

AmazonGlacierClient client;

DeleteArchiveRequest request = new DeleteArchiveRequest()
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.withVaultName("*** provide a vault name ***'")
.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

(® Note
EXKR REST API (9158 , EZFMIBREZE ( DELETE archive )

Tl ERERT Java B9 AWS SDK Ml BR1E4Y

BT Java KRB RGIEAEAT Java B9 AWS SDK MiBR#ER. BXMEAEITUA T RN S SRR |, 18
2R {EH Eclipse 11T Amazon Glacier B Java =fl. BEEEHXHERMNSHBRER ID FER
AR,

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

// Delete the archive.
client.deleteArchive(new DeleteArchiveRequest()
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.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);

#F Amazon Glacier filBR#43= EHF .NET 8y AWS SDK

BT .NET #9 Amazon SDK APIs 28 & SR ATERRAEBRME T — B BRERBN 5 E.

E3-
- FEANSRS API BIBRAZER SEAF NET 89 AWS SDK
- FERIKS API MIBR#4ZR SEA T NET B9 AWS SDK

FEANSES API HIBREZER SEAF NET B9 AWS SDK

ZEP API 9 ArchiveTransferManager KMt 7 & W] LA A KM BR #4232 DeleteArchive /5
o
R EANERB API BIBR#EE SR T NET B9 AWS SDK

LT C# RIBRBIMERANERE API SERTF NET B9 AWS SDK RIIBRAEER, A M{AiE 1Tt R 518
step-by-stepii Bl , BSHEZTRB T, BEEZFHFMERER ID ZERHKRE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDeleteHighLevel

{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try
{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

FRESE APl BIER#42R SEA T .NET 8y AWS SDK

LUTREEA ERT NET B AWS SDKHI BRSNS,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

REEREFHEMBRAOERN AWS Xifl, BFEALEFHRRITHAERESERATZ AWS X
8
2. Bid8lE — DeleteArchiveRequest EHEHIREFREL,

BETRMHMNE ID, XHERBHMNEWKS ID, NMREFEHIKS ID, MRELEASEHREMAK
SHTIEFREZWIERBEXBKWKS ID. BXEZELR , HSEAWS SDKs 5 Amazon Glacier #&H {#
.

3. USHFEARHKIBERNR , 1517 DeleteArchive Hik,

T SERRIRS API IBR#4ZR SZEA T .NET 89 AWS SDK

BUF C# RBIGEEE T sIE R SR, ZRBIERMESR AP EAT NET B9 AWS SDK KMIBR#%EE.
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@ Note
BXIKRE REST API H{EE. , ESFIMIER+43E ( DELETE archive ) .

BXRWAZEITHRBIE step-by-stepiiifA , FZHETRETH. BEEFHFMEREZER ID ZETH
K83,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}

static void DeleteAnArchive(AmazonGlacierClient client)
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{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
I
DeleteArchiveResponse response = client.DeleteArchive(request);
}

}
}

£/ REST API #llB& Amazon Glacier #4Z
&) LAfE A A BRAS R API SR BRIS 2R

- BXRMBREE APIWEZEER | S FEMIERISZE ( DELETE archive ) o
« BXxfEA REST API W{EE , i§Z [ Amazon Glacier By APl &,

£ Amazon Glacier il Br#%2 AWS Command Line Interface

B LAMER () BIBRIE % Glacier ( L5 # Glacier AWS CLI ) AHI#42, AWS Command Line
Interface

ES]
o (FEREFMH ) IRE AWS CLI
« 1B EAMEREEE AWS CLI

( FoR%EMH ) RE AWS CLI

1. T#HHEE AWS CLlI, x4 , 52/ (AWS Command Line Interface A #EfE) FHT
=3

IEfE L% AWS Command Line Interface

IEfE B E AWS Command Line Interface

2. EwTRAFTRAUTHSREIEZN AWS CLI RE, &M EEERNRMEEILE , FHibFE
FRRIAEL B SRV R

o ZRBEMA help 55,
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aws help

- BEIRIMEEEKF £ Amazon Glacier XHFEMFIR , A list-vaults @
o 123456789012 FIEH) AWS K B HEE#R,

aws glacier list-vaults --account-id 123456789012

- EEENYRIBERE AWS CLI , EfEFaws configure list@S,

aws configure list

I fE A BR A% Z=R AWS CLI

1. fEH initiate-job W HBIFRERRES

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FERsa -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f£HA describe-job M FRE L —PMRETFHRS.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FRER% H -

"InventoryRetrievalParameters": {
"Format": "JSON"
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}I

"VaultARN": "#** yault arn **#*",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FFHEFZER.

BAMERNESHMECEFRETENESR, UREEXHESRETBARE , AEEBIES
Bt#EE T Amazon Simple Notification Service ( Amazon SNS ) £& , ll Amazon Glacier &5
BREFEOZEBRIEHERE.

BRI LVRBENHEN RS EEHNBAEE, BXEZEER |, BSHE Amazon Glacier & 34
FEEH, REXEHSESEH , Amazon Glacier i MEEER SNS =B KIZHE,

4. TR , £ get-job-output I HIFRRES TEEISH output. json.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

o TaER— MRS AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"ArchiveId":"*#** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",

"Size":"*** grchive size (in bytes) ***",

"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1}

5. fEM delete-archive i T M\XHEFRBREMER , BERTREFEMEER,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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AWS SDKs & Amazon Glacier & {&

AWS AR SDKs 8 Amazon Glacier F & B FATEF. SDK EEEEJKE Amazon Glacier API , 7] LAfE
LI REES ., Bl , T KRIZZ Amazon Glacier WENER |, XA BFL L T RERIIENFER,
FAREFRAXIEGSER , FREEERBPEM AWS Z2IUEH |, ELTEXENSZEHANFHEEE
&3i%4 Amazon Glacier &R+, ©11 AWS SDKs 124t TS ZIE/Z REST API E |, FigMEt 7
BT R EE SR N4 3R E 57 A9 X R o

FB

« AWS Java Fl.NET B9 SDK FE

- EATAHA AWS SDK B9 Amazon Glacier

« AT Java B9 AWS SDK & Amazon Glacier &8 & f

- f5EAT NET 89 AWS SDK 5 Amazon Glacier &5

AWS Command Line Interface (AWS CLI) 2 A TEEH AWS ARSI ( ‘23E Amazon Glacier ) B4t
—I B, BXTHRMNEER AWS CLI, FZSREAWS Command Line Interface, A5 Amazon Glacier
CLI s 5%k , EZH AWS CLI 5 ZE,

AWS Java F.NET 89 SDK &

AWS SDKs 5@ F Java FI.NET WM T ERAER I ERE,

WA LAMEAARF A EERTH EAT Java B9 AWS SDK FIk&E KB Amazon Glacier &9 &
F NET #J AWS SDK R4,

T ARRLR API ?

REBERFEZZEBS Amazon Glacier X#5HK/E REST APl ( Amazon Glacier B API 2% ) ,
3 FEA Amazon Glacier REST ##4E , 8% API 912t THNMN 5%, BTFREBEREENERX
R, UK A TLE Amazon Glacier RN R, ERTEREFEFERKE Amazon Glacier #1ER
REEXIY,

BEXRXERHEFRIEBENEE , BSMEAT Java B AWS SDK 5 Amazon Glacier 8L £
AFMFEAT NET B9 AWS SDK 5 Amazon Glacier £&# M.
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Amazon Glacier FERARER
fTARBER API?
ANTH-—SECNARFEFR , XEFENRLECRERBTESHNHBR. i :

- FRER—ECRERR AP LERR | NRT XHEUREEEEDREEENGERMRUN
LR EERMERBAENREM ( SHA-256 WK E ) . ER , B8R APl 2R ETERK M,

- TEHERINHEFE_EFRERAPI TEHER , FEEXEEHES , EFHESTH , RERK
BESH L. SFEEREMMAERIZE Amazon Simple Notification Service ( Amazon SNS ) E
&, A& Amazon Glacier EE L TR BB Z. WA , EEFEFEAR IR ANFIRRERES T
BOBERBERMEZEE, ZERAPIRETATTREENTE , ZH EZ2LEMBNXES
R, ZREEENMR ID URZBERTFTROBIBH X RER,

BRZUEBRBEFRIEIENEE , BSHER T Java B AWS SDK 5 Amazon Glacier #HLfE
AMSERT NET 9 AWS SDK & Amazon Glacier £ &£,

At fE A S RAER API?

BE , MRER API RHTERTREMENGE , WENERSR AP, RAXHFLEREE, B
=, MRER APURBRMEIZINEE , NETUERER AP, 5, ER AP E R FXRERITHRE
2Hl(plm, EREIAMBHTERNZE ). filn, EAMERN , S8 AP 2FAXHRIKRAER
HEEMREREEHE  EREASTRLEME AP, A, ZAPIZEERENEREE , WHUE L&
AMEHIT, BR , ENNAEFIRFENXLERE#TANELRS , EXMBERT , EAIUERER
APl,

FER®H A AWS SDK B Amazon Glacier

AWS BRHFFREH (SDKs) IATHZRITHREES. BMNRETRITEIHEM AP, RiD R
M, EFRAREBERMBUEBRESHENARER.

SDK X 14 KRG

@A T C++ B AWS SDK ST C++ 9 AWS SDK #1341
AWS CLI AWS CLI K55 =%l

EAT Go 9 AWS SDK EAT Go B AWS SDK KRB R4l
AT Java B9 AWS SDK EAT Java B9 AWS SDK R R4l
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FRARER

SDK X4

EF T JavaScript B9 AWS SDK

EAT Kotlin B AWS SDK

EHAT NET 8 AWS SDK

EHT PHP #9 AWS SDK

AWS Tools for PowerShell

& FF Python (Boto3) B9 AWS SDK

i& T Ruby B9 AWS SDK

EAT Rust B9 AWS SDK

ERATF SAP ABAP £ AWS SDK

FEAT Swift 8 AWS SDK

(R ZEY]]

&R T JavaScript B9 AWS SDK X3 7R 45l

E AT Kotlin B AWS SDK X =l

FEAT NET 8 AWS SDK 18 =45l

FEHAT PHP 9 AWS SDK X8 R4l

AWS Tools for PowerShell {£#5 R4

& F T Python (Boto3) B9 AWS SDK X3 /=4l

EH T Ruby B9 AWS SDK %5 R4l

EATF Rust B9 AWS SDK {18 =4l

FEATF SAP ABAP B9 AWS SDK X3 7=l

FEAT Swift 89 AWS SDK R %8 =45l

BREBET Amazon Glacier Bl , SR EH Amazon Glacier B8 =] AWS SDKs,

® RBIRAM

BAZFMENAR ? B R It T HE RS89 12 4 R R 8 58 RS R A,

&R TF Java B9 AWS SDK & Amazon Glacier ¥ F

RIS # K ( Amazon Glacier ) BT Java B9 AWS SDK 2 7T SR FMELK APIls , TAFFT
&, AWS SDKs & Amazon Glacier #BE A BX THAESR & T Java B9 AWS SDK , BZHEH

F Java WL 55 SDK,

(® Note

F 5B Amazon Glacier 5EFF Java B9 AWS SDK £ TE&RERLNE iR, NARFEME

—ANERHRAESR AEEERALES S

IERIRFIL AR — TE SR Bk

fEF SERTF Java B9 AWS SDK
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FB
- FERIKS API
- EFRAE%R API

- f£/ Eclipse 1217 Amazon Glacier #J Java =4l

« RERK

FEHER API

{E4% AmazonGlacierClient 324 T RS2 Amazon Glacier ( Amazon Glacier B APl 3% ) H&K
B REST #EMNFT A . BMARPEM -5 1N |, BELTCIEENNERTR , HIREmNI
R ; EZRMERNRAP , HERAEIREIRE Amazon Glacier 185,

5180 , AmazonGlacierClient KiEH T createVault FERGIESHE, A ELSBERIE
EHGIRXHE REST ##E ( BSRAEHE (PUTvault) ) . EFEAISE , B4 EIRZER
Amazon Glacier TR CreateVaultResult S HASEH , t0LAT Java REBERFIR :

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

ErRPNAA RS REIERER T &R,

(® Note

FERIEE RN, BIENARBRAIETE AccountID, R , AR ERT Java B AWS
SDK , #ERAccountIdF R AEN , AEAERPNAMERRATHIEEIEREL

B, AccountId®i=2 AWS Ik SHE, LEXNSHTIBERNWERX KN AWS Ik
ID HHCEL, BATLAEE AWS IKF ID |, th AT BUERIERE -, EXMER T , Amazon Glacier
FAERTEBERNEIEXEKN AWS IKF ID, MMREIEEENKS ID, BOEEDEHE
EFRF, FRAR ERT Java B9 AWS SDK , ITRETREKS ID , MESFKS ID REH

UL
o
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ERS%H API

RT#—SECNARFETLR , EAT Java B9 AWS SDK 24 7 HER API R FELEHESIE
S MRIArchiveTransferManager3, CHAMRERETHERMNAZE , Hl10 upload
download &%.

Flgn , AT Java RBBERBEA T upload SR IFER EEME,

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveId = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

BEE , BHRITHWEMRESER T EELIEArchiveTransferManager RS EMN AWS X
B, MREREEEM AWS XiF , WF FEATF Java B AWS SDK iR Bus-east-1HERIA AWS X
b8

LIEERNRE SR RHIEMER T RN,

® Note

&% ArchiveTransferManager R LUE AmazonGlacierClient SEHI
AWSCredentials SRR,

£ Eclipse 21T Amazon Glacier # Java R4l

Al Java REB ROV FZE R FXELZERHH AWS Toolkit for Eclipse. BXREREFETESTH
HFARARE R |, F# P http://aws.amazon.com/eclipse. A TES 5| SEQIZ RN iR A1 FIZEHH
Java KB R,

B2 Java RS RAIMNENIRE

1 FRBB7E A mazon SDK fo AWS r Java 12t AWS &if S&F T Java B9 AWS SDK &
FRRTIAR | S HIE B 2 RN UL B i S0
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FRARER

2

3

4

5
R B iR
MIABERT

£ Eclipse F I —N#H AWS Java T B, I HE /A EA T Java B AWS SDKi
TTHEREE.

RABMNEEREFRNE D EFZENTE .

BRREEEFMBEHREERNBE. flmn , MB EEEANHF , MRESHERNIZMHEE
Ao

ETERAB. RIEIREFERA AWS EEEHAAE TR, BEXZNEZFERE AWS &
44 | 515 http://aws.amazon.com/console/o

, AT Java B9 AWS SDK AL IHT mhttps://glacier.us-

east-1.amazonaws.com, ZBAILLEXZE RS , LT Java RBERFI R

U R ER B AAE AR R APl Fim IRENXEBES ( REBRXM ) XE (us-west-2),

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

LT RBEREANAEASR AP Fis IRENXEBES (HEBRMN ) X,

glacierClient = new AmazonGlacierClient(credentials);

sgsClient
snsClient

= new AmazonSQSClient(credentials);
= new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");

sgsClient.
snsClient.

setEndpoint("sqgs.us-west-2.amazonaws.com");
setEndpoint("sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqsClient,
snsClient);

BXIZEN AWS X fLimT 2 5lxk | ES 1518 Amazon Glacier,

BEIHR
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FEAT NET 9 AWS SDK 5 Amazon Glacier &4 f5£F

ERAT NET #9 AWS SDK API £ AWSSDK .d11 F e, BXT&ERT NET 8 AWS SDK #{S
B FEIRAMKBE, MAWS SDKs 5 Amazon Glacier #EFE AR AR | EHAT NET 89 AWS
SDK Rt E R KL API,

(® Note

K% API MER APl LB R 2T 7 iwKT5F Amazon Glacier. NMARFNEIE—NEF
mAELECAEEFERALER R , BN —T&RESKK.

ES ]

« ERER AP
- ERSER AP
« BT RS

« REWS

EHIEKER API

K4 AmazonGlacierClient Kt THREE| Amazon Glacier ( Amazon Glacier ) ( Amazon
Glacier ¥ APl 2% ) WIKE REST BEMNPATE A £, RAEPEA—Fp5EmT |, SERLT 00 MY
BRNKR , HiIRHE@EXN R , FrE AN A ERIER XN R+ EERERE Amazon Glacier Wi R,

5180 , AmazonGlacierClient KiEHE T CreateVault FERGIESHE, HESMEE
KRR HE REST #1E (S HOIZEXHE (PUTvault) ) » EfAKEE , BXMEIE
CreateVaultRequest # CreateVaultResponse KMEH] |, SURHIERE B FMEEW Amazon
Glacier M. , 21LA T C# RIBBERFIR

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()
{
AccountId
VaultName

};

’

"*** Provide vault name ***"
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CreateVaultResponse response = client.CreateVault(request);

EETPNRERIROIEMER T EK,

(® Note

EOEERE , STENREBRALIEE AccountId, B2 , EFEAERT NET 8 AWS

SDK B} , R H AccountId BHEN , Akt , NEEHPWFAEER REIMARZEL

B, AccountId 2 AWS IKF ID. BLEMSMS AR ERIITER N EZIEEREKN AWS
T ID ABICEL, BELAFEE AWS K ID , SREERBREE , EE—®ERT , Amazon
Glacier fEA S AXRNERITEHMWEIXEKAN AWS Ik ID, MMREIEELNKS, ID , 18
NEHPIIFEFH, FHERAT NET 8 AWS SDK &t , S1REREMHIKS ID , N ELS MK
F ID&ER

EHASHR API

ATH—SECNARFEFA. , EAT NET # AWS SDK 12T ArchiveTransferManager 3% ,
ZENER AP FHELEFEZXINESRNHR, CAERBERBTERNSGZE , H10 Upload M

Download,

Bign , AT C# RIBEREM T Upload BRAER LERRE,

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archiveId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

BFEE , BHRITHERESRLNASEELE ArchiveTransferManager X RETEER AWS X
H. LERMPHAMESRTAIEBER T HER,

@ Note

=4 ArchiveTransferManager KA EFEEES AmazonGlacierClient B i , &
DERERZFFIKRHEL ArchiveTransferManager 1B iZEF K.
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ZE1TREBERA

AT NETRBROINEEEARNRREEAT NET W AWS SDK, BXEZER , BHEER
F NET 8 Amazon SDK,

LTEENEER TN R iEmh RANKBERAINS R,

B2 NET REBRHI —#RFRE (M Visual Studio )

1 R AWS Fif I BEITERENXH , BEATF NET #9 Amazon SDK E&EE AWS &£
IEH TR

2 £/ AWS Z2 11 B AR 02 #Y Visual Studio B1H .

3 FWE X Program.cs HHRBER N EEEFDRO 2 PHRBE,

4 BITZRB, RIERESER AWS EEEH AR THR. AX AWS EEEHE NE

ZEE |, B Z http://aws.amazon.com/console/.

R B Ui

BIABERT , AT NET B AWS SDK iR BENEEES ( BENM ) X3 (https://
glacier.us-west-2.amazonaws.com) , ZA iR RIRE RN Hih AWS X5 , 5L T C# K55
R 7Ro

BUR B R B Al E R R APl Fim RIRE N X E B S ( RENKM ) XE (us-west-2),

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

UTRBREANAERA SR AP FiR QIRENKE B (HBRMN ) X,

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

BRZT I AWS XiEMixg S EFIIER , 1S E 1518 Amazon Glacier,
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£ Amazon Glacier 9153 =~ 45] AWS SDKs

LTRERHIBRT A Amazon Glacier 5 AWS BT X E 4 (SDK) —2E M,

RERKBEEFNRBER , YAELTXXHET. BALNESRET B ERALENMRSEE , &7
DBEEEBEXZ RN ETXERRE,

GREROERTUMABIE - MRSHFEASINEEIEEM AWS RERFEERTRBFEESFTHR
=Bl

BEXR SAWS DK FREBERMMRABRIINTEIEX , HSRFEASTHE AWS SDK By Amazon Glacier,
AEBRIFEERAITNEELUREXRLRH SDK IRAHIFHAE L.

R 75 =451
« {8 Amazon Glacier By E 4R AWS SDKs

* Hello Amazon Glacier
- £/ Amazon Glacier 1T #4E AWS SDKs
+ AddTagsToVault5 AWS SDK = CLI Bt &1
+ CreateVault5 AWS SDK = CLI &4 £
« DeleteArchive 5 AWS SDK =, CLI B & A
« DeleteVaultss AWS SDK = CLI Be&fEH
+ DeleteVaultNotifications & AWS SDK = CLI Bt &1 F
» DescribeJob5 AWS SDK &, CLI Bl &£
+ DescribeVault5 AWS SDK = CLI & & £
+ GetJobOutput5 AWS SDK = CLI &t & £
+ GetVaultNotifications & AWS SDK = CLI Bt &
« InitiateJob5 AWS SDK = CLI Bt &
« ListJobs&5 AWS SDK = CLI Bt &/
« ListTagsForVault5 AWS SDK = CLI B¢ &1 A
« ListVaults5 AWS SDK & CLI Bl & A
+ SetVaultNotifications &5 AWS SDK = CLI Bt &1
+ UploadArchive 5 AWS SDK = CLI Ei&
» UploadMultipartPart5 AWS SDK 5 CLI ft & &£ H API B ZS 2012-06-01 194
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FRARER

« Amazon Glacier {175 AWS SDKs
o EH AWS 84T 4 T B X HERE Amazon Glacier , JREUBHH B TS

+ 3REX Amazon Glacier SRR B HEH AWS B4 & T EIMIBR#4=R

A Amazon Glacier B E ARl AWS SDKs

UTRBREERT WA Amazon Glacier B E A HiR AWS SDKs.
5l

* Hello Amazon Glacier
« £/ Amazon Glacier U {TH#E4E AWS SDKs
« AddTagsToVault5 AWS SDK = CLI B2& 1A
« CreateVaults AWS SDK = CLI Bt & £
+ DeleteArchive 5 AWS SDK = CLI B4
+ DeleteVault5 AWS SDK & CLI Bt & F A
+ DeleteVaultNotifications 5 AWS SDK 5 CLI B2 &1
+ DescribeJob5 AWS SDK B CLI B2 & & F
+ DescribeVault5 AWS SDK = CLI B4
+ GetJobOutput5 AWS SDK = CLI #i& £
+ GetVaultNotifications & AWS SDK 5 CLI B2 & 1E
« InitiateJob5 AWS SDK = CLI B2 & &£ F
+ ListJobs5 AWS SDK = CLI Bi&fF A
« ListTagsForVault5 AWS SDK = CLI Bt &1 A
+ ListVaults5 AWS SDK = CLI B2 & &£
« SetVaultNotifications 5 AWS SDK = CLI B. &1
+ UploadArchive 5 AWS SDK = CLI B2 & 1#
+ UploadMultipartPart5 AWS SDK = CLI E &1 A

Hello Amazon Glacier
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NET

ERTF NET 8 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier
{
static async Task Main()

{

var glacierService = new AmazonGlacierClient();

Console.WritelLine("Hello Amazon Glacier!");
Console.Writeline("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
Console.WritelLine($"{vault.CreationDate}:{vault.VaultName}, ARN:

{vault.VaultARN}");
}

- BAx APIWNFMESR , F55 EHT NET 89 AWS SDK APl &ZListVaultsF#,
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BX SAWS DK AR EBIEEMRB RIINTEIR , HSREATHE AWS SDK By Amazon Glacier,
AREFEBIEERAINEELURBE X LM SDK AW IFHAEE,

£/ Amazon Glacier 11T 4E AWS SDKs

LT RBREETR T A RANITED Amazon Glacier #4E AWS SDKs, BN REIFHEE—NiEMH
HI8E$E GitHub , BRIV EEFRIBEXRENETRBAHE,

XERBTHIEEAT Amazon Glacier APl , RS E L T XHEITHAEEFHNARBTIE, &AL
EAmazon Glacier f£fH1% 5 AWS SDKsH & & L T &EEFERE,

BT REMRBERERANRE, BxZRBIIK , BZH_(Amazon Glacier API &) ,

ayt]

+ AddTagsToVault5 AWS SDK = CLI & 1FFH

+ CreateVault5 AWS SDK = CLI B2&

» DeleteArchive5 AWS SDK = CLI B &

+ DeleteVault5 AWS SDK 5 CLI B4

» DeleteVaultNotifications 5 AWS SDK = CLI BL& &£ F
+ DescribeJob& AWS SDK 5 CLI Bt &1

» DescribeVaults AWS SDK = CLI B2 &

+ GetJobOutput5 AWS SDK = CLI &

+ GetVaultNotifications& AWS SDK = CLI B &
« InitiateJob5 AWS SDK = CLI B & A

« ListJobs5 AWS SDK & CLI e &

« ListTagsForVault5 AWS SDK = CLI & A

+ ListVaults5 AWS SDK = CLI B2 &

» SetVaultNotifications5 AWS SDK = CLI Bt & F
+ UploadArchive 5 AWS SDK = CLI E&fF

+ UploadMultipartPart5 AWS SDK = CLI B & A

AddTagsToVault5 AWS SDK = CLI B2&fE A

UTRBROIERMMEER AddTagsToVault,
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NET

ERTF NET 8 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
1,
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
}

- BXx API HFMER , BS ERT .NET 8 AWS SDK APl $#&AddTagsToVaultH i,
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CLI

AWS CLI

LT SEAERN my-vault BXHEFRMAMRE

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --
tags id=1234,date=july2015

Amazon Glacier EHITIRENEZEE—/IKF ID % , BEETLUFEREFTRIEE EEFHANK
Fo

« BX API HiFES | S HAWS CLI s S 2#EAddTagsToVaultF iy,

BX SAWS DK F R EREEMAB RENTEIEK , BSHEATE AWS SDK #J Amazon Glacier,
AETFEBEAEXRATHESURBE XL SDK AR FHES

CreateVaults AWS SDK = CLI Bt &fE A
AT RGERNMAFER CreateVault,

BERFIRAEEFNREER , XA L TXHFIET. EUTRERGG | BUUEFLRENLET
X

- AEXH | KEBAFEHES

NET

EATF NET # SDK

(® Note
EHEZHKRIEER GitHub,  AWS KB REIEEEFERTERA , THROFZHETIR
EMIZTT.

/// <summary>
/// Create an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to create.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
13
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

- BEXAPIWH#MER , B3 FHATF NET 9 AWS SDK APl & CreateVaultf iy,
CLI

AWS CLI

DLTaaeIEERN my-vault BFISHEE -

aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacier EHATIRFR FE—NKF ID S% , (BE LAEREFRFREEE EE £ K
Fo

- BXAPIHEHAFEE , HZHAWS CLI s 55 & CreateVaultH H,

B’¥%E API fR7s 2012-06-01 200


https://docs.aws.amazon.com/goto/DotNetSDKV3/glacier-2012-06-01/CreateVault
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/create-vault.html

Amazon Glacier FEANGIER

Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
import software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateVault {
public static void main(String[] args) {
final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];
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GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {
try {
CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« Bx API NFMELR |, H3 W AWS SDK for Java 2.x APl Z# CreateVaultf#,

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(® Note
EHEZHEREER GitHub, # AWS KB REIEEEFERTERA , THROFHITIR
BMIZIT.
BEEF iw,
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FRARER

- BREZER,

. BX APl WFMAEER
EA T JavaScript (v2) WEGEF X TES

const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BB NHE,

// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {

const data = await glacierClient.send(new CreateVaultCommand(params));

console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
%

run();

ESH (GEATF JavaScript ¥ AWS SDK FF & A R §/) https:/

docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-creating-a-

vault.html,

(® Note

%25 ER T JavaScript B AWS SDK APl $# CreateVaultF#y,

EREZHKEE GitHub, £ AWS RIBREIFREFERTERG , THMMAREITR

B MIE1T,

BReE
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// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
// Call Glacier to create the vault
glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {
if (lerr) {
console.log("Created vault!");
}
1)

- BXREZEL , E5H GEAT JavaScript ) AWS SDK FF & A R$ER) https://
docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/glacier-example-creating-a-
vault.html,

« BX API WiFEES |, 1219 &A T JavaScript 9 AWS SDK AP| 2Z CreateVaultF #Y,

PowerShell
SERA T PowerShell VA BT E

A1 RAPKF R X E, BT RME-Accountld ZHURMHE(IE , Bt cmdlet £/ &R
AME " RERREBIKS

New-GLCVault -VaultName myvault

wid
/01234567812 /vaults/myvault

- BX API HiFAEER , 3 AWS Tools for PowerShell Cmdlet & (V 4) CreateVault¥
Mo

HERATF PowerShell VS (W T E

B RAPKPIEHXHEE, BT RME-Accountld SEIRMEME , EIt cmdlet £ ER
AME " RERTHEK,
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New-GLCVault -VaultName myvault

i
/01234567812 /vaults/myvault

- BX API HiFMAEER , 3 AWS Tools for PowerShell Cmdlet & (V 5) CreateVault¥
Mo

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub,  AWS KB REIFEEFERTERS , THRNFHTIR
BEMIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.

:return: The newly created vault.

try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)

except ClientError:
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logger.exception("Couldn't create vault %s.", vault_name)
raise

else:
return vault

« BX API WEER |, FSHEM CreateVaultF Python BIAWS SDK (Boto3) APl %,

BX SAWS DK AR ERMMRB RAIN TSR , FSRAEMATHE AWS SDK # Amazon Glacier.
AEFTFEBEAXRAHESURBE XL SDK AR FHES

DeleteArchive5 AWS SDK = CLI Bi&fEH
LT REERMNMAMEH DeleteArchive,

BERFIRAEEFNRBRER , XTAELTXHET, EUTREBREG | BUUEFHRENLET
X

- REERATFHMBREE

CLI

AWS CLI
M B # i BR A 4

LA delete-archive R"IM example_vault H | BRIE EF .

aws glacier delete-archive \

--account-id 111122223333 \

--vault-name example_vault \

--archive-id ScOu9ZP8yaWkmh-XGLIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc0ODxrId3Ln-
Gi_k2HzmlIDZUz117KSdAVMdMXLuFWi9PJUitxW073ed@43e TLMWkHOpd9zVSAuV_XXZBVhKhyGhJ7w

HES T4 R E
« X APIFAESR |, FSHEAWS CLI fn S ZDeleteArchive R Y,
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FRARER

Java

FEATF Java By SDK 2.x

® Note

EBEZHEXREE GitHub, £ AWS RELRHIFHEFRERTER , 7HRMMIITIR

—

BEMIZ1T.

import software.
import software.
import software.
import software.

/**

amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.

regions.Region;
services.glacier.GlacierClient;
services.glacier.model.DeleteArchiveRequest;
services.glacier.model.GlacierException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-

started.html
*/

public class DeleteArchive {
public static void main(String[] args) {
final String usage = """

delete.

Usage:

Where:

<vaultName> <accountId> <archiveld>

vaultName - The name of the vault that contains the archive to

accountId - The account ID value.
archiveId - The archive ID value.

mon,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1);
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String vaultName = args[Q];

String accountId = args[1l];

String archiveld args[2];

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
String archiveld) {
try {

DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« BXx API iEELR , 555 AWS SDK for Java 2.x APl &#ZDeleteArchive #Y,

Python

& AT Python #9 SDK ( Boto3 )

(® Note
EREEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFHITIR
BEMIZTT.
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

« BX API iFE LR |, S 95&EADeleteArchive T Python ®IAWS SDK (Boto3) APl %,

BX SAWS DK AR EBIEEMRB RN TEIR , HSRERATHE AWS SDK By Amazon Glacier,
AREFEBIEERANNEELURBEXEFH SDK AW IFMAEE,

DeleteVaults AWS SDK = CLI Bt &{E A
AT RGERNMAFER DeleteVault,

BERIRAKEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

« FREVEER A B F BRI R
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CLI
AWS CLI
TR HERE A my-vault BISTHREE
aws glacier delete-vault --vault-name my-vault --account-id -

A SR EREMH H, Amazon Glacier EIRTRENZEE—NKF, ID 28, BEAUERHE
FRREEEEFERANBKS,,
- BX API HWEFEMAEE , S HEAWS CLI i85 ZDeleteVaulth i,

Java

SERAT Java B9 SDK 2.x

(@ Note
EHEZHKRIEER GitHub, # AWS KB REIEEEFERTERA , THROFZHTIR
BMIZ{T.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = """
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Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« Bx APIWFHER |, 55 AWS SDK for Java 2.x APl $#DeleteVault® #Y,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.

try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)

raise

. B3 AP fi¥41S 8 , %S HE M DeleteVaultF Python BIAWS SDK (Boto3) APl £,

BX SAWS DK AR EBIEEMRB ROINTEIEK  BESRERTHE AWS SDK By Amazon Glacier,
AEBRIFEERAINEELIRERLEH SDK IRAHIFMAE L,
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DeleteVaultNotifications5 AWS SDK =% CLI Bt & fEH
LT R REERNMAIER DeleteVaultNotifications.
CLlI

AWS CLI

T BR S EERY SNS @A

LA delete-vault-notifications RIER 7 2{a/fl Bk Amazon Simple Notification
Service ( Amazon SNS ) & X8 E X4 FE K IEHNEH,

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

HES 4 AT A5 E
- X API i#AEE. |, BESFEAWS CLI 753 EDeleteVaultNotifications Y o

Python

iEATF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEER GitHub,  AWS KB REIEEEFERTERA , THRNFZHITIR
EMIZTT.

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource
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@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.
try:

notification.delete()

logger.info("Notifications stopped.")
except ClientError:

logger.exception("Couldn't stop notifications.")

raise

- BX API HiF4ELR , 3 195&EADeleteVaultNotificationsF Python BIAWS SDK (Boto3)
APl &#&,

AKX SAWS DK FF R EREEMRBRAINTRIIEK , FSREATHE AWS SDK B Amazon Glacier.
AETFEBEAXRATNESURAREER SDK A FHES

DescribeJob& AWS SDK & CLI B2 &fEF
LT RBREIERMAEER DescribeJob,
CLI

AWS CLI

UTHSRAEN my-vault WXHEREXEFRRESHES

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW

L7l e

"InventoryRetrievalParameters": {
"Format": "JSON"
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},

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMwW",

"Action": "InventoryRetrieval",

"CreationDate": "2015-07-17T20:23:41.616Z",

"StatusCode": "InProgress"

{EML ID ATBAZE aws glacier initiate-job Hl aws glacier list-jobs BV%H K
Zl, Amazon Glacier EHRITRIERNFZE—NIKF ID 3% , BEAUFEREFRARIEEEESEH
MK

- BX AP HEHAELR , HSHEAWS CLI ts5&DescribeJobF 9,

PowerShell

EATF PowerShell V4 (W T E

1 REREFSHIEFEMAEE. FSHINTERE , LA A Read-O GCJob utput cmdlet fF
EFZSHAR (HRIELIIR ) BRI XHRSR,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

Ll
Action : ArchiveRetrieval
Archiveld : 0909j...X-TpIhQJw
ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
ArchiveSizeInBytes : 38034480
Completed : False
CompletionDate : 1/1/0001 12:00:00 AM
CreationDate : 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :
InventorySizeInBytes : 0
JobDescription :
JobId : oplx...JSbthM
JobOutputPath
OutputLocation :
RetrievalByteRange 1 0-38034479
SelectParameters

BReE
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FRARER

- BX API HHFHEE

BN

SHA256TreeHash
SNSTopic
StatusCode
StatusMessage
Tier

VaultARN

B,

: 79f3ea754c02f58...dc57bf4395b
InProgress

: Standard
: arn:aws:glacier:us-west-2:012345678912:vaults/test

&S % AWS Tools for PowerShell Cmdlet £Z (V 4) DescribeJobH

EATF PowerShell VS (W T E

1 REEEERFSHNFEAFEE. EFHITERE , TLAEA Read-O GCJob utput cmdlet
EFHHE (BRIFRIIR ) RRI R XHRE,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

i

Action
Archiveld

ArchiveSHA256TreeHash

ArchiveSizeInBytes
Completed
CompletionDate
CreationDate

: ArchiveRetrieval

: 0909j...X-TpIhQIw

: 79f3ea754c02f58...dc57bf4395b
: 38034480

: False

: 1/1/0001 12:00:00 AM

: 12/13/2018 11:00:14 AM

InventoryRetrievalParameters :

InventorySizeInBytes
JobDescription
JobId
JobOutputPath
OutputLocation
RetrievalByteRange
SelectParameters
SHA256TreeHash
SNSTopic
StatusCode
StatusMessage

Tier

VaultARN

« BXAPIHHFHAEFE ,

B,

: oplx...JSbthM

. 0-38034479
: 79f3ea754c02f58...dc57bf4395b
InProgress

: Standard
: arn:aws:glacier:us-west-2:012345678912:vaults/test

S % AWS Tools for PowerShell Cmdlet £# (V 5) DescribeJob

BReE
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,
)
except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise
else:
return job.status_code
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- BX API iFHEELR , 3 &EADescribeJobF Python BIAWS SDK (Boto3) APl &,

BX SAWS DK F R EEEMAB RANTEIRK , BSHEATE AWS SDK #y Amazon Glacier,
AETFEBEAXRATHESURBE XL SDK AR FHES

DescribeVault5 AWS SDK = CLI B2 &M
LT R REERINIER DescribeVault,
NET

FEAT .NET 8 SDK

(@ Note
ERHEZHKREER GitHub, £ AWS KB REIEEEFERTERA , THROFZHITIR
BMIZIT.

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)

{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
};

var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
Console.WritelLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");
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if (response.LastInventoryDate != DateTime.MinValue)

{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

}

return response.VaultARN;

- BAx APINFMESR , F35 EHT NET 8 AWS SDK APl 3#DescribeVaultf iy,

CLI

AWS CLI

LTFHEKRERZAN my-vault B XHERIFEREIE

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EITREFNZBE—/NIKF ID S , B &7 LU BIiE F /KIS E 1IE £ £ AR K
Fo

« Bx APINFHEER , HSFAWS CLI iS5 DescribeVaulth Y,

BEXR SAWS DK AR EBERMMRABRIINTEIEX  HSRFEHASTHE AWS SDK By Amazon Glacier,
AEBRIFEERAINEELRAERLHH SDK IRAHIFHAE L.

GetJobOutput5 AWS SDK = CLI B2 & fEH
DTRRBROVERINASER GetJobOutput,

BERIRAEEFNREBRER , M L TXHFIET. EUTRERFG  BUUEFLRENLET
X :

« FREVEER A B F BRI R
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Amazon Glacier

CLI

AWS CLI

LT oA EERESHREERFEEN output. json MZETE FHMNENHH

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW output.json

A% aws glacier list-jobs A KE job-id., EFE , AHXHER—MIES
B, FELETZFERN TR, Amazon Glacier EHRITRENEZEE—/NKF ID S8 , BETTUUE
REFHFRIEEEREFEANIKS,

i

"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z","Archivelist":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmbSyDUmZwKbwbpAdGATGDiB3hHO®bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload
test","CreationDate":"2015-04-06T22:24:347","Size" :3145728, " "SHA256TreeHash" :"9628195fcdk

« BX API iFHEER | S FHAWS CLI s 52 ZGetJobOutput i,

PowerShell

SERAT PowerShell VA I T E

R THUHNEEEESHTRENEREANR , ARXERNBFEIWE LA, IRE
REM , W TREAERIEREN, MRFE , JLUBIERE -Select '*' KEETHERE
FN7E A B B ANIE R
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Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zq2XLiW" -FilePath "c:
\temp\blue.bin"

- BX API HiFAEER , 3 AWS Tools for PowerShell Cmdlet 2# (V 4) GetJobOutputd
Mo
&M TF PowerShell V5 (W T &

A1 THUHNEREEESHTFREANERAR , ANXERNBFEIUE LA, IREA
REHM , WTHRENERIEREN, MRFE , TUBETEE -Select '*' RKEETHERRK
FNTE R B BN R

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zg2XLiW" -FilePath "c:
\temp\blue.bin"

« BX API HiF4E S |, 1§39 AWS Tools for PowerShell Cmdlet % (V 5) GetJobOutputH
o

Python

& AT Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub,  AWS KB REIFEEFERTERA , THRNFZHTIR
BEMIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_output(job):
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Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as

10 ™

%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

« BX API iFEELR | S 95&E A GetJobOutputF Python BIAWS SDK (Boto3) APl %,

BX SAWS DK AR EBIEEMRB RN TEIR , HSRERTHE AWS SDK By Amazon Glacier,
AREFEBIFEERANINEELUREX LA SDK AW IFMAEE,

GetVaultNotifications5 AWS SDK = CLI B4
UTRBREERMAER GetVaultNotifications,
CLI

AWS CLI

TR SREREB A my-vault B ERE BB HER -

aws glacier get-vault-notifications --account-id - --vault-name my-vault

i
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{
"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"
1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"
}
}

MERBNGNHEREEERMEA , WRE4EIR. Amazon Glacier EHATRERFE — MK
1D &%, BETUEREFZREE EEFERANIKS

. X API WiFHEER |, BFSHEAWS CLI 553 #E GetVaultNotifications Y o

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKREER GitHub, # AWS KB REIEEEFERTERA , THROFZHTIR
BMIZ{T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
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:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

- BX API iFEE | 3 193& A GetVaultNotificationsF Python BIAWS SDK (Boto3) API
B,

AKX SAWS DK F R EREEMRB RAINTRIIEK , FSREATHE AWS SDK B Amazon Glacier.
AETFEBEAXRATHESURBEREHR SDK AR FHES

InitiateJob5 AWS SDK = CLI Bt & {EH
UTRBREERMOMAMFEH InitiateJob,

BERFIRAEEFNRBRER , XTAELTXHET, EUTRBREG | B UEFHRENLET
X

- AEXH | REUBAIFAEHES
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NET

ERTF NET 8 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

M ERRREE, W ROIEEA ArchiveTransferManager 2, < API Ni#ER , 5

%] ArchiveTransferManager,

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.
/// </summary>
/// <param name="vaultName">The name of the vault containing the object.</
param>
/// <param name="archiveId">The Id of the archive to download.</param>
/// <param name="localFilePath">The local directory where the file will
/// be stored after download.</param>
/// <returns>Async Task.</returns>
public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

};

// Download an archive.

Console.WriteLine("Initiating the archive retrieval job and then
polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will
begin.");

await manager.DownloadAsync(vaultName, archiveId, localFilePath,
options);
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return true;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;
}

/// <summary>
/// Event handler to track the progress of the Archive Transfer Manager.

/// </summary>

/// <param name="sender'">The object that raised the event.</param>

/// <param name="args">The argument values from the object that raised the
/// event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{
if (args.PercentDone != _currentPercentage)
{
_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");
}
}

- BX APIWFAEE , E3E EAT NET 9 AWS SDK AP| &#|nitiateJobH Y,

CLI

AWS CLI

TR s B s el BRERS A E my-vault KBS .

aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
'{"Type": "inventory-retrieval"}'

7l o
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"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"jobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacier EHATRERFE—NKF ID S , {B& W LUERIEF RIS E EE£ERANIK

o
LT T RE —MELUMNIHE my-vault ¥ 3RIFH

aws glacier initiate-job --account-id - --vault-name my-vault --job-
parameters file://job-archive-retrieval.json

job-archive-retrieval.json @At X HFRKHPHW— JSON X4 , BTHEEMFLIER,

JA%4 1D M—LERHESE

"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

FER4H IDs A[#Eaws glacier upload-archiveMi# i #H Flaws glacier
job-output,

i

"location": "/@©11685312445/vaults/mwunderl/jobs/17IL5-
EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6nBDI9cMNHzyZJ059-8N9aHWav"

}

get-

BEAELSHEANFEMAEES , F3 (Amazon Glacier APl Reference) FEI“Ba14EN",
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- BX API WFEHEER ,

Java

FEATF Java By SDK 2.x

HZHAWS CLI sa 52 Z& nitiateJobH #Y

(® Note
EHEZHKRIEL GitHub,  AWS KB REIFEEFEKRTERA , THRNAZHTIR
EMIZTT.

BRI EFE,

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

java.io.File;
java.io.FileOutputStream;
java.io.IOException;

java.io.OutputStream;

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.ResponseBytes;

regions.Region;

services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.
services.glacier.

GlacierClient;

model

model

.JobParameters;
model.
model.
model.
model.
model.
.GetJobOutputRequest;
model.

InitiateJobResponse;
GlacierException;
InitiateJobRequest;
DescribeJobRequest;
DescribeJobResponse;

GetJobOutputResponse;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ArchiveDownload {

public static void main(String[] args) {

BReE

API fRZ 2012-06-01 228


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/initiate-job.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#code-examples

Amazon Glacier FEANGIER

final String usage = """

Usage: <vaultName> <accountId> <path>

Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

}
String vaultName = args[Q];
String accountId = args[1];

String path = args[2];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {
try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")
.build();

InitiateJobRequest initJob = InitiateJobRequest.builder()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());
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return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
.jobId(jobId)
.accountId(account)
.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();
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ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);

os.write(data);

System.out.println("Successfully obtained bytes from a Glacier
vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {

System.out.println(e.getMessage());
System.exit(1);

« Bx API NFMEER |, ES 5 AWS SDK for Java 2.x APl & #|nitiateJobH Y,

PowerShell

EATF PowerShell V4 AT E

w1 BE—ES , NEFPRENEEXHEFRERMER, TR Get-GLCJob cmdlet
REELIRS. FSRINTERE , ATLAEAIEE-GCJob i H cmdlet M EMRNBR REI AR
NHRE,

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

Lol i
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM
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- BXx API 4S8R , 55U AWS Tools for PowerShell Cmdlet 22 (V 4) InitiateJobH
o
SEA T PowerShell V5 I T &
A1 BRI —0ES , NAFRENEEXHETRRRIYEE, AR Get-GLCJob cmdlet

KREELRRS. EFEITRE , JEAERABRE-GCJob il cmdlet HF AR R T A ith
MHERL.

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

i
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM
« BX API ISR , 5519 AWS Tools for PowerShell Cmdlet 2% (V 5) InitiateJob
)8

Python

&R T Python 8 SDK ( Boto3 )

(® Note
BEEZMEXER GitHub, £ AWS RIEE Rl FEEPERTERG , 7HNAHITIR
BEMZE1T,
REXMHEEE,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.
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self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

MR RER,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete
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within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

« BXx API BHFER |, HS195EA nitiateJobF Python BIAWS SDK (Boto3) APl %,

BX SAWS DK AR EBERMMRAB RIINTEY X | HSRERATHE AWS SDK By Amazon Glacier,
AEBRIFEERAINEELIRERLHH SDK IRAHIFHAE L.

ListJobs5 AWS SDK = CLI B2 &£ A
LT R RGERNMER ListJobs,

BERFIRAEEFNRERER , XAE L TXHFIET. BUUEUATREBRAPEFTHIRENLET
X :

- AEXH | REUBAFEHES
« FREVERA S FHHIBRERE
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NET

CLI

ERTF NET 8 SDK

@ Note
EHEEZMKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNFRHITIR
BEMIZ{T.

/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListJobsAsync(request);

return response.Joblist;

- X APINFMESR , F55 EHT NET 8 AWS SDK APl &#ListJobsH Y,

AWS CLI

DR SHET AN my-vault BXHEN EE#HTHRIETREL

BReE
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aws glacier list-jobs --account-id - --vault-name my-vault
B
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Completed": false,

"SHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fTa7de5f219fb39823836d81f@cc@elB8aab7",

"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"JobDescription": "Retrieve archive on 2015-07-17",

"ArchiveSizeInBytes": 3145728,

"Action": "ArchiveRetrieval",

"ArchiveSHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",

"CreationDate": "2015-07-17T21:16:13.840Z7",

"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

3,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

« X API WiFHEER |, FSHEAWS CLI fn S5 EListJobsH Y,

Python

AT Python #9 SDK ( Boto3 )

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRTERRH , THNARITR
BHIE{T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()

BE API| W< 2012-06-01 237


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/list-jobs.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glacier#code-examples

Amazon Glacier FEANGIER

elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

- BXx APl HiFMER , S IEMListJobsF Python BIAWS SDK (Boto3) APl &#&,

BX SAWS DK AR EBERMMRAB RIINTEIR | HSRERATHE AWS SDK By Amazon Glacier,
AEBRBEERAINNEEURERLBH SDK IRAIFHE L,

ListTagsForVault5 AWS SDK = CLI E4&
T RBRAERMMAER ListTagsForVault,
.NET

EHAT NET # SDK

(@ Note
EHEEZHAREL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNAHITIR
BEMIZTT.

/// <summary>
/// List tags for an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to list tags for.</param>
/// <returns>A dictionary listing the tags attached to each object in the
/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string

vaultName)
{

var request = new ListTagsForVaultRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListTagsForVaultAsync(request);

return response.Tags;

- BXx API HWFMER , HS ERAT .NET 8 AWS SDK API $#ListTagsForVaultd i,

CLI

AWS CLI

UTmeSENATEN my-vault XHENIRE

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
Wi
{
"Tags": {
"date": "july2015",
IlidII: I|1234I|
}
}
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

- BXx APl iFMER , iIHSFIAWS CLI s S S#&ListTagsForVaulth i,

BXR SAWS DK AR EBERMMRABRIINTEI X | HSRERASTHE AWS SDK By Amazon Glacier,
AEBRIFEERAIINEELREXRLHH SDK IRAHIFHAE L.

ListVaults&5 AWS SDK = CLI B2 & fEH

LT R RGEROMER ListVaults,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | BAUUEFLHRENLET
X:

- BAEXH | REUBAFAEHES

NET

FERTF NET 8 SDK

(® Note
EREZHKRIEER GitHub,  AWS KB REIFEEFERTERA , THROFHETIR
EMIZTT.

/// <summary>
/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>
/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()
{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
vaultList.Add(vault);
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return vaultlList;

- BX APIWFAEE , 52 EATF NET 8 AWS SDK APl &#[istVaultsHH .

CLI

AWS CLI

LA am5 51 e BRIA K 7= 70 X Y SO

aws glacier list-vaults --account-id -

M
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.028Z2",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon Glacier EHITIREFNZEE—/NIKF ID S, B A LUE FIiE F /RIS E IE £ £ AR K
Fo

- X API N FHEER , HSHEAWS CLI s S S ZListVaultsH K,
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FRARER

Java

FEATF Java By SDK 2.x

@® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
BMZE1T,
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.lList;
/**

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public

class ListVaults {

public static void main(String[] args) {
GlacierClient glacier = GlacierClient.builder()

.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {

boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;

System.out.println("Your Amazon Glacier vaults:");
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try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();
for (DescribeVaultOutput v : vaultlList) {

totalVaults += 1;

System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. BAx API NFMEELR |, 3 AWS SDK for Java 2.x APl &#ListVaultsh 8,
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Python

& AT Python #9 SDK ( Boto3 )

(® Note
EBEZMEREE GitHub, £ AWS KB RHIF i EFEFRERTER , THMMIEITIR
EMIZTT.

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

- BXx APl HFER , HSEAListVaultsT Python BIAWS SDK (Boto3) APl %,

BX SAWS DK F R EEEMAB RANTEIEK , BSREATE AWS SDK #J Amazon Glacier,
AEFTFEBEAXRATNESURBE XL SDK AR FHES

SetVaultNotifications&5 AWS SDK = CLI Bt &EH

AT R REGERNMAIER SetVaultNotifications,
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BETHRAEEFNABRER , XTELTXHIET,. EATRERGD , BUNEFHBENLET
X :

- AEXH | REUBAFAEHES

CLI

AWS CLI

LTS REBR my-vault WXXHEBE SNS BA :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json

notificationconfig.json RHAIXHXKHE— JSON X ¥4 , ATFIEE SNS TEHNEX
mHEH -

{

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier ERITIREREZEE—NKF ID 28 , BEAUERAEFZFRIECEEFERANK
Fo

« X API WiFHEER |, BFSHEAWS CLI 555 #E SetVaultNotifications P HY o

Python

AT Python #9 SDK ( Boto3 )

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEERERTERRH , THNARTR
BHIZETT.

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification
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- BX API HiFES | S 1Y5&E A SetVaultNotificationsF Python BJAWS SDK (Boto3) API
B,

BX SAWS DK F R EEEMMAB RANTEIEK , BSHEATE AWS SDK #J Amazon Glacier,
AETFEBEAXRATNESURBERLHR SDK AR FHES

UploadAxchive5 AWS SDK = CLI B2&fEH
AT RBRAVERIEFEA UploadArchive,

BERFIRAEEFNRBRER , XTAELTXHET, EUTREBREG | B UEFHRENLET
X :

- BARXH | REUBAHAEHES

NET

EHATF NET # SDK

(@ Note
EHEZHREER GitHub,  AWS KB REIFEEFERTERE , THROFZHTIR
BMIZ{T.

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{
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var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

-« BX APIHFHESR |, B2 EBT NET B AWS SDK APl £#UploadArchive 1 #Y,

CLI

AWS CLI

LTFan 8N archive. zip R XHRFHER- LEBER my-vault BIXHE :

aws glacier upload-archive --account-id - --vault-name my-vault --
body archive.zip

i

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mwbk76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"checksum":

"969fb39823836d81f0@cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}
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FRARER

Amazon Glacier TR /ERE

o

— NP ID S8, BIET SMERAEF R REE EEERNIK

ERR EENERN , TEMA aws glacier initiate-job TS E 3 R4EM .
Z[HAWS CLI a5 5ZZ& UploadArchive 1Y,

- BXAPIHNEFHARES , 17

Java

EAT Java B9 SDK 2.x

® Note
RBEEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMARHITIR

~—

EMIz1T.

import
import
import
import
import
import
import
import
import
import
import
import

/**

software.amazon.
software.amazon.
software.amazon.
software.amazon.
software.amazon.
.io0.File;

java

java.
.nio.file.Paths;
.io.FileInputStream;
.i0.I0Exception;
java.
java.

java
java
java

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

nio.file.Path;

regions.Region;
services.glacier.GlacierClient;
services.glacier.model.UploadArchiveRequest;
services.glacier.model.UploadArchiveResponse;
services.glacier.model.GlacierException;

security.MessageDigest;
security.NoSuchAlgorithmException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class UploadArchive {

static final int ONE_MB =

1024 * 1024;
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public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\
\AWS\\test.pdf).
vaultName - The name of the vault.

min,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.buildexr()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,
path);
return res.archivelId();
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} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
}

return

mim,
’

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {
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numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");
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}
sb.append(hex);

}

return sb.toString().toLowerCase();

- BX API BViFAEE |, ES @ AWS SDK for Java 2.x APl 2 UploadArchive i,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(® Note
BEEZMEXER GitHub, £ AWS RIEE Rl FEEPERTERG , T7HNAHITIR
BMZE1T,
BEBEF iR,

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

LR,

// Load the SDK for JavaScript
import { UploadArchiveCommand } from "@aws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer
const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer
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const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {
const data = await glacierClient.send(new UploadArchiveCommand(params));
console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};

run();

- BXEZEEL , 55H GEAT JavaScript B9 AWS SDK FF & A R1ER) https://
docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-
uploadarchive.html,

« BX API HEER |, BS 1Y EAT JavaScript B AWS SDK APl 2 Z UploadArchive
Mo

&R T JavaScript (v2) WEHEF AT ES

® Note
EBEZMXER GitHubo  AWS KIS ROIFMHEEREXRTERRH , THMARITR
BHIZE1T.

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {
if (err) {
console.log("Error uploading archive!", err);

BReE

API M7 2012-06-01 255


https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-uploadarchive.html
https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-uploadarchive.html
https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-uploadarchive.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/glacier/command/UploadArchiveCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascript/example_code/glacier#code-examples

Amazon Glacier FRARIER

} else {
console.log("Archive ID", data.archiveld);

}
1)

- BXEZELR , B2 (&R T JavaScript 8§ AWS SDK F & A R 18F8) https:/
docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/glacier-example-

uploadrchive.html,

« BX API HFER |, BS 1Y EAT JavaScript B AWS SDK APl 2 #Z UploadArchive
9,

PowerShell

ERAT PowerShell VA I T E

R FRANG EEREEXHE | BREESE ID MITEHNREN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

B
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

™2 RXHRBEREHHAR LEZFAF K PRIEEXHEF, X T EENESNX
# , cmdlet B R HXHFER. HNHER ID MITEEHERREHN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

i
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
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C:\temp\red.bin vp7E61U_. ..Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

« BX API HiF4EE |, 219 AWS Tools for PowerShell Cmdlet # (V 4)
UploadArchive 14,

ERAT PowerShell V5 T E

M REAXH LEFEEXHE  BEMRE ID MiTEHAREN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

L7l e
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

™2 RXHRBEREHNAR LEF AP K PREEXHE. X T ELEHNESNX
# , cmdlet B2 A KX AR, HNRER ID MITFHOERKRE M,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

M

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6TU_...Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

- BX API HiF4E LS , 310 AWS Tools for PowerShell Cmdlet Z (V 5)
UploadArchive 1,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
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"Couldn't upload %s to %s.", archive_description, vault.name

)

raise
else:
return archive

« BX API HFER |, HSUEMAUploadArchive T Python BIAWS SDK (Boto3) APl &,

BX SAWS DK AR EBERMMRAB RIINTEY R | HSRERATHE AWS SDK By Amazon Glacier,
AEBRIFEERAITNEELIREXRLHH SDK IRAHIFHAE L.

UploadMultipartPart5 AWS SDK = CLI BZ& M

DTFREBROVERMAER UploadMultipartPart,
CLI

AWS CLI

LT a5 EAEREET 1 MiB (1024 x 1024 =1 ) 2% -

aws glaciexr upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-
id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk -

OssZtLqyFu7sY1_1R7vgFuJV6NtcV5zps]

Amazon Glacier EHATIRFERFE—NKF ID S, (BE T LAEREFRFREE EE £ K
o

EXSBEARBNHRE LB XHNEE. BESHEA HTTP AREE , ERZIBRE
EXERNEFERPEANFET, 441D H aws glacier initiate-multipart-upload @
SRE |, A LAEMA aws glacier list-multipart-uploads JRERE.

BXBEA CLI 9B L& %] Amazon Glacier WEZEER , E5H AWS CLAWS | AFEER+AH
FEAT % Glacier,

« BX APIHEMEER , BHSHEAWS CLI 5SS ZUploadMultipartPart #Y,
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JavaScript

EA T JavaScript (v2) WEHEF AT ES

@ Note
EHEEZHKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERS , THRNFHITIR
BEMIZTT.

B2 Buffer HREY 1 KEZTFTXRN SR E4&.

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" 1}),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
}
console.log("Got upload ID", multipart.uploadIld);

// Grab each partSize chunk and upload it as a part
for (var i = 0; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
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i

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

i

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, '"seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

- BXEZER , 525 W (GEAT JavaScript 9 AWS SDK FF & AR $ER) https:/
docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/glacier-example-multipart-

upload.html,
« BX APIWWEHER , HSH EA T JavaScript B9 AWS SDK APl &
#Z UploadMultipartPart/ 89,

BX SAWS DK AR ERMMRB RAINTESIX , FSRAEMATHE AWS SDK # Amazon Glacier.
AETFEBEAXRATHESURBERLHR SDK AR FHES
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Amazon Glacier fEfi7 5 AWS SDKs

UTRBREEERRT WAEBE Amazon Glacier BRI E 17 = AWS SDKs, XEZEERT
A& 8 A Amazon Glacier FIZ MRS SHM AWS RFESRERBFIEES. SN ZREHE
ERBERABNERE B EERRIEEXRUNMIZENEITRBHE,

FRURZKTNERN BT, THHALS BETE T BIES BRI,

A5l
o FH AWS #HF & T ESFXHERE] Amazon Glacier , SREUBHH B 1ES
« JREX Amazon Glacier SRR BHFEH AWS BH4F & T E BRI ER

A AWS BEF 5 T ESFXHEFMEI Amazon Glacier , 3JREUEH H B30
£%
UTFREBREIRT T 04T ;

- B2 Amazon Glacier X,

- BEMMHE , FEAAME Amazon SNS &,
- FEEXHEEEIXHE,

- BIRERZEES.

Python

EHTF Python #9 SDK ( Boto3 )

® Note
EBEZMXER GitHubo  AWS KIS ROIFMHEERERTERRH , THNARITR
BHIZE1T.

B2 —/NE3E Amazon Glacier &4ER 3,

import argparse
import logging
import os
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import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise
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@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.

try:
job = archive.initiate_archive_retrieval()
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logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

def set_notifications(self, vault, sns_topic_azrn):
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Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

A ERARX LR, UEIBXHEF EEXH  RERXAEFEREN RTBAHFBHRRY
RWES

def upload_demo(glacier, vault_name, topic_arn):
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of

topic

Shows how to:

* Create a vault.

* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.

* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification

Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)
print(
"\nStarting an archive retrieval request to get the file back from the
"vault."

)
glacier.initiate_archive_retrieval(archive)
print("\nListing in progress jobs:")
glacier.list_jobs(vault, "in_progress")
print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an "
"archive request with Standard retrieval typically completes within 3-5 "
"hours."
)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the
f"{notification.sns_topic} topic when {notification.events} "
f'"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS

f"when the archive retrieval completes so wait a few hours."
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)

print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- BX APIFAEER , HSH (AWS SDK for Python (Boto3) API Reference) HHILA T E/,
» CreateVault
* InitiateJob
- ListJobs
* ListVaults

» SetVaultNotifications

» UploadArchive

AR SAWS DK F R ERFEMRB RINTRIIEK , FSREHATHE AWS SDK B Amazon Glacier.
AETFEBEAXRAITHESURBEREHR SDK AR FHES

FREX Amazon Glacier SRR BHER AWS B4 F & T E SRR

UTRBREESRT W0 -

5|4 Amazon Glacier X4 FEMFS HIREUESIRES,
s BRI HERLRESHRA L,

o MIBRIER,

o MIBRSTHFEES

Python

iEA T Python #9 SDK ( Boto3 )

(@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHETR
BEFMZ1T.
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Bl ZE —Na% Amazon Glacier B4R,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
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logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
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try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

HASFERRXLNEYE , UNEETHHESFRIERAS , REhRESR,

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
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except ClientError as err:

if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")
if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again "
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-", vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)
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« BX APIi#4EER |, i35 (AWS SDK for Python (Boto3) API Reference) R T E&,
* DeleteArchive
» DeleteVault
* GetJobOutput
» ListJobs

BEXR SAWS DK F R EBERMMRBRIINTEY X , HSRFEATE AWS SDK By Amazon Glacier,
AREFTLEBEARATNEELUREXLEH SDK AW IFEMAEE,
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Amazon Glacier PRI &£

TREEAWS REHZE, FH AWS B , BAUNENBEASHEZLHRBEALNERMEEN
BeEFPONMMERYPZ

RERNF AWS WHERME. TEHABEREEHRNZH 22N NREME

- TRE — AWS ARRFEZHIZIT AWS BRSHERZEN AWS Clouds AWS &R ERE AL
2FERANERS. R AWS EHMITRIN -2 , RINNLLBENERMEERHE=AFITABHIT
ML U, BT HEERT Amazon Glacier ( Amazon Glacier ) &M SR , HSEHAM IR
SEENHAWS RS .

« DIHEE-BHNRERSERAN AWS BSRE, EEFENEMRARNT , SFLENBFEHHR2
. BEANERUREREREMR.
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]
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Amazon Glacier FEANGIER

BXREUBRFEERSHERACHEAEE , FSHERES IAM BEEHANAWS RS, ERPEXRRS
HXABIHEE Yes R, BRRHEUAEFTZRSHNRSHERA B,

Amazon Glacier £F & 98I K #& R4l

RINMBERT , AFRMNAEEEMESEH Amazon Glacier BRHNR. ERFAFANAERRIITER
ERIRLRR |, IAM B2 R ] LLBI 2 1AM KRS,

ETRMAERXLRG JSON REXHLIEET IAM HHHERE |, 55 (IAM BFiERE) P8
2 IAM X (258 ) .

A>x Amazon Glacier EXHREMERER (AESHEREHENERS ) WFAEE , TSR (RS
BNSZE) FM Amazon Glacier /. ®BREMSZH%4. ARNs

BT R—NREERG , ZREERRRZib XA X4 EN Amazon BIRAB R
(glacier:CreateVaultARNglacier:ListVaults) #F X &RNIT=TS Amazon Glacier X4
FEMXBVRME (. glacier:DescribeVault# ) BIRPR. us-west-2 AWS ARNs M —#RriR AWS
%R, BXx5 Amazon Glacier Bt & ARNs A EZER , 5 HAmazon Glacier B KB %R,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glaciexr:DescribeVault",
"glaciexr:ListVaults"
1,

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"

LR FIE us-west-2 XA IR, 5IHMREHEHRINIR, ARN SELABEESRF (*) &
UL VE A T DU B AE R ST R o
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Amazon Glacier FEANGIER

/A Important

ERFHEA glacier:CreateVault BREBIENXHEMNIRE , BXTIEEBESF (*) ,
NIEECNE M FE 2 oI A HE X4 EN B R

£

- RMREXE

« {8 Amazon Glacier %l &
- ATHAPEEMHITIE SR
- BEREREERB TR

REER{EXE
ETEMNEREBBEENMNAZSTLACIE, HRI M EREK S P E Amazon Glacier BiR. XLERIER

RERfE AWS IKF P ERA, tIENREETHHRER , HEREATEEINR

- FaER AWS RERBH ELORKENRNE — EFBEAAFPMITEARR TR , EERANTFS
ELAFIRTFRRHAWS EE X, SIEMRBMRARTH AWS IKF, BRITEBIEEDE LEXY
BRI AWS BEFRREREKIE —DHPONR. BXEZER , 55H (AM AFER) B
AWS FEE RIS T/EIRBEMNAWS EE K.

- NASENR : £EMA IAM REERENRE , BRBEFRITESENNR. At , BALER
EREFATAUNBERFRHRITHRE , SR NRERRYA, BXEM IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM a9y KB F R,

o FA8 1AM KRS — S REIHRIAR « 44 7] LA ) 58 B 7 I 540 SR BR I X 1 4E R SR A 17 ) o
Bl | AR BRI R RIEESMER SSL A EFIEHER, NRRSBRERBEIHE AWS R
SH (Bl ) AR , M el UEAZKARRE T RFSBRIENHGRNE CloudFormation, BEXEZ
R, F2H (AM BFEm) 98 IAM JSON R TE @ &t

£/ IAM Access Analyzer BiEER IAM Kl , UBRNRAI LS MEMI0EEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LBERREAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , B2 (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FEZESHRIU (MFA)-IIR AWS IKFENZRFE IAM AFSRAF , BEA MFA BIRE %
2, EEEREA AP BENTFE MFA |, B MFA RERMEIEN RS, BXESER , B2
59 <IAM A $ER) FRVER MFA RI° APl 51,
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Amazon Glacier FEANGIER

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

£ Amazon Glacier 241 &

=58 Amazon Glacier 2% & , BUMERE —AKREHNRE, XENRAMAFEFIHMEFTERRE
B AWS K/ # Amazon Glacier @R FHAEE, NMRCELEXFENRIENBEENERHNET B HH
REE , WFHMT ZREWEE ( ARSAR) | 288 EEMBPEREZT,

NFREA AWS CLI 5t AWS API WA, BEFNEREFEEZHENR, R , _IRFHREH
ZIAMITHY API R4EME TE AV IRAE,

Amazon Glacier ##| A N IBRE T — MNBIEMEE Amazon Glacier MHENERKHE, 2L EMOE
BIZEH IAM B3R F1T glacier:ListVaults B#EMNNXBRF 8EEFE Amazon Glacier #2%|& , 1
AT RBIFRRo

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"glaciexr:ListVaults"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

AWS BERHHCIZMNEENINT IAM RERBRFZSEILAG AWS, RERBAHNERER
RORTFLENR , BHit, ELFBTHEECFTEBLENR. FXRXEZEER , E55H (AM AP
) FH AWS FEE XK,

LT AWS £ EXRBAGEA T Amazon Glacier , BRI SUSHEMINEIK AP

« AmazonGlacierReadOnlyAccess— BT &% FX Amazon Glacier By R L5 B R AWS EE 2

Ao
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Amazon Glacier FEANGIER

« AmazonGlacierFullAccess— & Fi&iT Amazon Glacier BT 2 7RI R AWS BE#EH A,

LA BRI BEN IAM KB | L2 F Amazon Glacier AP B EM AR E, &Ll
X B E KK INEIE N Amazon Glacier XHERENBEEN IAM &,

T =T AR BH N Amazon Glacier AWS & KB # 1R FXPRglacier:ListVaults.
BEXEZER , B2 (IAM AFERE) P8 APBINER,
AVRAFPEEMIIE S HINER

ZORBIGER T BRI |, LAY IAM AP EEM MBI EAS S ONNERANEE R, R
BIEEEFE LSRR AWS CLI 3 AWS API BU4wIE 5 R R IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

ET 5 R R API R4 2012-06-01 288


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon Glacier FRARIER

"Resource": "*"

}

EFREERERA

YT H A P R RAI N B F R Amazon Glacier IR1ERINE, XEFKRELER Amazon
Glacier REST API, T %i# SDKs AWS CLI, I 5#: Glacier EE#E#lA ( MREA ) iE/EMA.

(@ Note
FARGIERMERAXERES (B8N ) XE (us-west-2) , HEEEMIKS. IDs

1: RATPAPNAAETHESE
2 RAF RN HENEEEAN

« RHI3: RATASNERLEIBEXHE
4 BFRAPNBENHENTERER

A1 RERP XA E TR

ETHHR , CELAERIEISURENMR, ERREFERE , BRI THEIE. T RFIKE

R FIT glacier:InitiateJob BEUBHES (XFATFAFRPNXHEPRBZMRR MM EE
& ) BWRBR AT glacier:GetJobOutput BELTHERRIIWHIENNIR, HWRELR FHIT
glacier:Describelob BREMNIR , MEAFBEBRIESRES. BXELEE , BEHRAEIES
( POST jobs ) »

WERBEIR FX BN examplevault BISXHERIX LR, BRI BAM Amazon Glacier #2 &) & IREU 4
FE ARN |, th AT LU P A #IR SCHFE ( GET vault ) S5 HST4FEE ( GET vaults ) APIHRELURIE A R
FREUL 4 EE ARN,

w2 0 SVE R P AR S E B B E A

AT RBIKBEEE T Resource TEIEEM us-west-2 X FAE N HEUARBEEENNNE, B
XERAEANNEZER , 531 Amazon Glacier FE B X4 EBEH, ZEHELET AWS FixitX
5l HH ST FE H IR BN E SO FE R I AUBR 6
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Amazon Glacier FEANGIER

/A Important

ERFHEA glacier:CreateVault BREBIENHENNRE , BABIE Resource EHHIE
EBEM (%) , ENEGEREXAEZTHENXHENE .

R 3 RVFRPRERE EEIRESXHE

LAUR RAIRBE R T34 2R E1% B us-west-2 XIF VS E X EMNR. fEBINXLENPR , AR T
LAER L& 42 ( POST archive ) APl RE— XM LR BANMYR , REFERH B 9 B L& (POST
multipart-uploads ) AP| /e E& E4%&,

T4 BRFAFPTNBEXHENTENER
LT RAIRER T AN examplevault BIXXHERITITE Amazon Glacier IRERIRER,

Amazon Glacier & T &R K B =5l

Amazon Glacier X#ERUAE — N HE R RN — N X4 EPE RIS 2 X8, Amazon Glacier
XHEEHEREE—METFRENERE  THTEENXHFENNR, XHEESERE 2 U81EMNX
HEFRKE, EHEXHEYNERKE , TEEUCRK, JUUERAXHESERERERS TR

#lo

£
o MHEETEIREE
o XHEHERMK

XA BE 1 R 3R B
Amazon Glacier X EHRIREE —HETRRVEKE , A TEEXN XHENRE,

RN BN ERE - N XHETD R REREENR, 87T LABE R 8 ol T4 177 7] 5: B R Y X
BR. Amazon Glacier EX#EFN BN X4 EFREXHENERE , XMEERMERATEER. BAXE
RAXHEHERBKNESER , BSFAXHENERRE,

5l
o Rl 1 BFHEHEMN Amazon Glacier IE/ERY B K 7 1R
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Amazon Glacier FEANGIER

« TP 2 : BF MFA BIRRIRER BB K R

R~ 1 BFEEM Amazon Glacier B 1ER BEIK P X R

LT RAIEEFTEDS AWS K B 75BN examplevault BXHEERIT—4 Amazon Glacier #&4E
Y BT P PR o

(® Note

REZXHENKF EEXNSE X ERBRNAERA, BATRNARKS =ENRMEHE
R, BEEHNLRZAGHAT ZXXHFENIKS X,

R 2 0 BT MFA B BRIRVERYESTK 7 AR

BT LMER ZEFHRIE ( MFA ) KRR ER Amazon Glacier BiR. A TREFANZLERF , MFA
EXRAFBIREERN MFA RBKIEAEXFRAE MFA 8%, BXEE MFA HRINBRHEZE
B, #FZH (AM BFERE) FREES MFA RIFE API 5,

TEIEREE AWS K EBIRFHERH AP R FMNE N examplevault #9 34 F i BRA4RAVAER | B0
RBRZERESHER MFA RZHTEMRIE, WREEFEM aws:MultiFactorAuthPresent 4818
EX—HMER, BXEZELR , HSH (AM AFER) PO THANEHE,

S B E SR

A LA Amazon Glacier ( Amazon Glacier ) 344 BBt hn— N E T 8R0S FE 17 7] SR BE R — NS B
BERE. XHEMERE SETTUSIEN X ETRRIREE, A4 ESE KBS 7] A B R Sl
THENEAMER, Amazon Glacier 27T —A A TER X4 FEHREEN AP R , BSRER
Amazon Glacier AP| 81X # .

BAMNBHIRUEAHENERE , RREFELIHRFE—F , AT REMERER, EXREIER ,
BRI - NN EHERE , WEEERRERNEEE 1 F2aiELAFERNNR, E80E—
MNRBE 2B, AT R, BUERKE  REFETATEN., AXUEIENESFEER , B
P EBE KA, MREEEEAERNEMATNIR , ATAERXHHEFERXE (ESRXEET
IR ) o

& o] LAEFH Amazon Glacier APl SDKs AWS CLI, I &# s, Amazon Glacier 2 %] &R 8| ZMEE X
HEHERE, BXETXHERBFRHRE AT Amazon Glacier BERFIEK | ESH APl RS
=
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Amazon Glacier FRARER
Bl

o BB ELHXNRERETE 365 KAV AT BRI R

o TP 2 : RIFERERIBLE M RN R

A1 ELEXR B EE A E] 365 RAYAS AV BREUR

BELFEFESENER , REMBRRBNEERE 1 FHMNR, TEISRUT XHEHER
BESRSEMELLESR, MREMERAERNAZNEAE 1 F |, NZREEFFEL R examplevault
XHPFEHIT glacier:DeleteArchive #&F. EZERBEMAISET Amazon Glacier HI &4
ArchiveAgeInDays k£#E 1 FREER,

R 2 RIEPRESKIELE M BRAXR

BELXET —NETHENREAN , BAFEERRENERE 1 FHBER THERESR. B,
BRELFTENEWERIEEERERE , LUEEZERAEYR LRI IR BREE IR E. EXTE
R, SEERE L E T XA FEYE R R IEERE T ot E A R EIN

NTREEXAANAN , LT ROKBEESMHFIED :

« B-RIEVELEMARBRER (BEXMHE ) . AIELER LegalHold FREHITEBUE.
- BEREBARTFEMERRENBERER 365 RWBER THRERANR, BER , MRHFAREE—FEY
RSN EMEERRRENETE 365 REVBERT , AN BT ER RS,

Amazon Glacier &5 R EE A BHE
FERLUTEETEBE LK NEEEEH Amazon Glacier F 1AM B 7] 8238 2 /Y & . (7] &,
£

o RFEMNIE Amazon Glacier FH1TIE/E

o BRILIINIT iam : PassRole
o« BRAEATFRUN AFRIE AWS K B9 Amazon Glacier ‘&R

T TE Amazon Glacier i 1TiE/E
MREBRBERIRIER , BRETEITEMRE | WA E TR R ITZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFRHEREM glacier:GetWidget BRES , 2K ELUT REIEEIR,
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Amazon Glacier FEANGIER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget

EHBERT , BNEH mateojackson AFHIERE , LAWERM glacier: GetWidget #ETHE
my-example-widget &R

MREBEEFRE , BFHRREHWAWS EER, FHNEERZRMEERZIEN A,

FEFERINAT iam : PassRole

WMREWR S| —MEIR |, BHLTRINIT iam:PassRole B | MMAEHRBUA T ABILIES

Amazon Glacier,

BE AWS S AT ERIEAGKREAZERS K MARLUERFNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

LN marymajor B IAM A P 2R AR A Amazon Glacier FIRITIRER , @K E T R4
o BER , REMXMEERFACAHRTFHNRT THITIIHIRIE, Mary FTEERAGRKIESRFHIN
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole #1E,

MBBEEHRE  FHRRAEBHWAWS EEG, FNEEBRSRHEFZEILEIN A,
RERTFRUN ATFRIE AWS K- B9 Amazon Glacier &R
BTN | SUEEAIKS R0 R A A R TR %A SR AN AR, BT

DEEH#EREY , AURASE, XN TIRHETHRMNRII FZH SR (ACLs) BARSS , &RIEL
158 A IX L5 SR BE (0] ATV HR T 175 (R R B B R A A PR

ETHREZER , BZRAUATHREA :

« ET#E Amazon Glacier @B XX EINEE |, i5S 8 Amazon Glacier A5 IAM EL& A,
« BETHRNMAERHTEHEAENERNGEINE AWS KF |, H55E IAM A EETrEEEa AWS
K 53— IAM AP REFEREER,

- ETHRIMAEE=FRANEH RO HFRER AWS K- | E2H IAM AFEETHEE=51R
BT ERR. AWS IKF
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Amazon Glacier FRARIER
- ETHROMAESSHBRSRIEREHFNER , F5H (AM AFRERE) FHRALEAI S HKIER
AP ( BRBRERIE ) REHRNER,

- ETHEAACNETRRNRBHTEKRKSBRZENES , F50 (AM BFER) B8 1AM
o Y S K P R 5 ]

APl RS &

FEi%iEAmazon Glacier {5 IAM Ei & A MBRE T HER R IAM SR RER (ETESMEK
B ) R EHIRRNNRERE (ETERNNERE ) &, IEATRENSZ, ZE8FESN
Amazon Glacier APl ##4E., AN ERFRITIZIRENNXEAERIREUR BTN ERFIXEHN
AWS &R,

WO LAERBEMY Action TEAIEEXLIRE | HEXRED Resource tEHFIBERRE. B/, &
AT LA{E R IAM FBSES Condition TEIEE R4 KA ETE,

BIETEIRE | BE AP BERBMZBMER glacier: B8k ( Hl#0 , glacier:CreateVault ) o X
F KZ 8 Amazon Glacier ##4EM S , Resource RERTFHNRNWXHE, S UBE A XHE
ARN , X #HEEEN Resource H, EXRT&M , BAUEATMENNEZHRE. EXEZER &
2% Amazon Glacier HE T & RHF

TRIHTARTET S HNRBENE T IR RBARE,

@ Note
—EREIABATET HONRE. XEREEE N AP REENEERES (*) #
igo

Amazon Glacier APl F1FTE R R /EN R

g 1F 9 B E4& ( DELETE uploadID )

FREEMPR ( API#84E ) : glacier:AbortMultipartUpload

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
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Amazon Glacier

FRARER

A I X FEBIE ( DELETE lock-policy )

FFEEMPR ( APl #84E ) : glacier:AbortVaultLock
HwIR

Amazon Glacier &#E4 -

6 3 A EE AR n#R = ( POST tags add )

FTEMBR ( API 384 ) : glacier:AddTagsToVault

R . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
SER D B E4& ( POST uploadID )

FREEMPR ( API#84E ) : glacier:CompleteMultipartUpload

WK : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey

TR EBE (POST lockld )

FrEMBR ( APl #4E ) : glacier:CompleteVaultLock
HwIR

Amazon Glacier %% : glacier:ResourceTag/TagKey
SIS ( PUT vault ) *

FREEMPR (APl #24E ) : glacier:CreateVault
wR

Amazon Glacier &4 :

Amazon Glacier AP| f{ [R5 %
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Amazon Glacier FRARIER

fiBR#4 2 ( DELETE archive )

FrEMBR ( APl #4E ) : glacier:DeleteArchive

WIR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
fBRSZ4FEE ( DELETE vault )

FFEEMPR (APl #24E ) : glacier:DeleteVault

W . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
I BR 24 FE 15 9] 2R B ( DELETE access-policy )

FTEMNPRR ( APl #84E ) : glacier:DeleteVaultAccessPolicy

IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
il BR 324 FE @B &0 ( DELETE notification-configuration )

FTEEMPR (APl #24E ) : glacier:DeleteVaultNotifications

IR . arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
#RE% ( GET JobID )

FrEMBR ( API #4E ) : glacier:DescribeJob

Amazon Glacier AP| fXfRZ& API fRZ 2012-06-01 296



FRARER

Amazon Glacier

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 44 -

FOR XA ((GET vault )

FREEMPR ( API#84E ) : glacier:DescribeVault

®IR : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
KRB ER REWE ( GET policy ) *

FIEMPR ( APl #4E) : glacier:GetDataRetrievalPolicy

®IR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

Amazon Glacier &4 :
REVES % ( GET output )

FREEMPBR (APl #84E ) : glacier:GetJobOutput

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier x4 :
REU A FE G A SR B ( GET access-policy )

FTEMBR ( API#84E ) : glacier:GetVaultAccessPolicy

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
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Amazon Glacier

IRER A EEBIE ( GET lock-policy )

PR ( API#84E ) : glacier:GetVaultLock

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 44 :
FRER 4 EE@ &0 ( GET notification-configuration )

FREMPR (APl #84E ) : glacier:GetVaultNotifications

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
BEh1ESE ( POST jobs )

FrEMBR ( APl #4E ) : glacier:InitiateJob

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
B B E4& ( POST multipart-uploads )

FREEMPR (APl #84E ) : glacier:InitiateMultipartUpload

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
B XHEBIE ( POST lock-policy )

FREEMPR (APl #84E ) : glacier:InitiateVaultLock

BIR
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Amazon Glacier %4 : glacier:ResourceTag/TagKey
HIHES ( GET jobs )

FREMBR ( APl #4E ) : glacier:ListJobs

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier 44 :
B 5 Bt E4£ ( GET multipart-uploads )

FRrEMBR ( APl #4E ) : glacier:ListMultipartUploads

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
BBk ( GET uploadID )

FrEMBR ( APl #4E ) : glacier:ListParts

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
SIS FERPRE ( GET tags )

FrEMBR ( APl #4E ) : glacier:ListTagsForVault

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier &4 :
Sl AR EE ( GET vaults )

FrEMBR ( APl #4E ) : glacier:ListVaults
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BIR

Amazon Glacier &#E4 -

M EE I BR#RZ ( POST tags remove )

FREEMPR ( APl #24E ) : glacier:RemoveTagsFromVault

WK : arn:aws:glacier:region:account-id:vaults/vault-
name. arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %4 : glacier:ResourceTag/TagKey
REHRERRFE (PUT policy ) *

FREEMPR (API#84E ) : glacier:SetDataRetrievalPolicy
®IR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

Amazon Glacier 4% :
RE AT R SR BE ( PUT access-policy )

FREMPR ( API#84E ) : glacier:SetVaultAccessPolicy

®IR : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
RiEXHEBEHBEE ( PUT notification-configuration )

FTEMBR ( APl #84E ) : glacier:SetVaultNotifications

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier /4% : glacier:ResourceTag/TagKey
£ ( POST archive )

FrEMBR ( APl #4E ) : glacier:UploadArchive
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FRARER

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
F4£E ( PUT uploadID )

FREEMPBR (APl #4E ) : glacier:UploadMultipartPart

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

Amazon Glacier %% : glacier:ResourceTag/TagKey
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Amazon Glacier F Y B & ic kMg

¥ 2R3 Amazon Glacier ( Amazon Glacier ) FIf&H AWS fERF RN FEM, THMENMENE
EHHE. EMNIZM AWS FBRARNZ N0 WESREYE | EE R E N 88 & £ 1R E
HISRIR. AWS BT Zfh T BRI Amazon Glacier B H X378 £ 44 i H e K2

Amazon CloudWatch 23R

B Amazon S3 £/ Amazon Glacier B , #28]fF Amazon CloudWatch B3R 7E 5 E A8 RN &
BEANER, WRIBFEBNATERE , &M Amazon SNS B AWS Auto Scaling ZREE & 1%5&8
H, CloudWatch B FTLAARE , AAXERELTHEERS,. MRYAERSEREHE
EENETANBERARBEFAZEET AR, BXEZER , HZHEA Amazon CloudWatch ¥5#2
18%%.

AWS CloudTrail B&

CloudTrail 2t T AP, A= AWS RS 7 Amazon Glacier FATH TR ER 12, CloudTrail
$$ Amazon Glacier B9FFE APl B RAENEHEIR , BIEKE Amazon Glacier 8 &l & #9118 B F xS
Amazon Glacier APl WXBBIEA., BXEZEE , HSRMEAIZFEIT Z# Glacier API A AWS
CloudTraile

AWS Trusted Advisor

Trusted Advisor %5 T M\ A+ AWS BFRERFSH ELEWERESKEK., Trusted Advisor A4
BEN AWS MR |, AREETRETET X, RERSETAMNMES SN L2 ImET SR EHE
W, FIE AWS EFHYERIFE A Trusted Advisor BE, FEABEL AL FEFITROEST
LAEEFA Trusted Advisor K&,

BEXEZEER | BSH (XF AFER) BB AWS Trusted Advisor,
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https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#trusted-advisor
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Amazon Glacier 94 # 1 ¥E

ERZN AWS ERMITTRIBN—3 % , EB=F5Fit A F ¥ Amazon Glacier ( Amazon Glacier ) &
2MHMENME  BEUATHE

- REMALQERS (SOC )

« INAFTULHBIERLNE (PCIDSS)

- BHRRESENEERE (FedRAMP )

- BERRBREBSREER (HIPAA)

AWS EEMEITXEE N AWS RSP REBFESAMITRTERELEEMB AWS RS HIR,

RBHE=AFITRE , AIEHA AWS Artifact T#. BXEZEE , 52 (AWS Artifact BF 18
B HMTE AWS Artifact F FTE R &

BX AWS EMMITNINESZEER , 55K AWS ST R,

BEER Amazon Glacier RIS RERBHIENEHRMYE, BEALNEAMBHRURERNEEE
HARE, WMREX Amazon Glacier WEH EES HIPAA., PCl 5 FedRAMP iRt , AWS IRt T LA
TXR®R :

« @i Amazon Glacier X4 FEHE , WA BRI A X4 ESEREX 230 Amazon Glacier X
HERTHEHEENMEES, BUUE— N XHEHERBEPEELRL —RBEA , ZRIE
H” (WORM ) iX#ERVI2E] | H B ABIEZ RGPS IR TRE. RBENEETEBER.
N ESERE T B EE ST SEC17a-4 1 HIPAA SEMAELE,

- ZEMEEHAMREANVEENATEREERSWM , URE AWS LHEMNETZEHMENENE
EIRERN SR,

o BITFE HPAA Z2HFEMEERMELBR T AT WMMAFER AWS REBBBEDHE HIPAA E
Ko

« AWS Well-Architected Tool (AWS WA T E ) R=HH—IRS , TRE—BWIEHEEH
AWS RESSERFZMNITENENE, AWS WA TERGIZMEN , UEENTEARTEETE.
Z2, BRAZLFER.

- AWS EHMRRIEMT TaEEATENTULNMNENZANFTRLSFMAIERR.

- AWS Config AT# B &I AN EREEN NEBKE., T EmAEMKEFER.

« AWS Security Hub 2t 7 AWS HZ RSN ELHEUE , UHBHEREREFTELZ ST UIRENR
EFONE N
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https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
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Amazon Glacier % ##[Z ik & &t

AWS 2K EfREREEXEMNTAXEE, AWSKERUZSANEYE LM BREMNATAKX | XL&r
AXBEIERE, SHESENRESHNEZEZEE B, XETHXAEREETERW A ERIZITHN
BRENABRFNHEE, SESNEINRBEPLEMBERSMEHOEMZEEL  CIEE8ES
WM, REEMNTY BM. Amazon Glacier AT RAXNFHEE#EEBREL=ATHRNZ A
BEP, NESFAM , Amazon Glacier 2EHIARK I LA RN BRERLS FHES N AZ,

BXAWS XEMUAXNWEZER |, 5SH AWSEERER 21,
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Amazon Glacier Y &l it &L 2%

ER —BIEE RS , Amazon Glacier ( Amazon Glacier ) HE Amazon Web Services : &2 72 ik &
FTIRES AWS £ KRM K TR FIRMHFET,

B M L5 R Amazon Glacier 28 AWS £/ H APl #1TH ., BFR4NZHERELZS

M (TLS ) 1.2, BATBWEA TLS 1.3 HESMAE . BFREMAXHETTLAEIRE

( PFS ) BB EMH , ffltn Ephemeral Diffie-Hellman ( DHE ) =% Elliptic Curve Diffie-Hellman
Ephemeral ( ECDHE ) , XZHIMR RS (M Java7 RESMA ) X FXEER, WL, BAE
A5 IAM E4XEE G R4 1D MWBRHRZFHAIBERIITZR , AT ERAWS Security Token
Service ( AWS STS ) AR IGAT Z £ FE IR BRI ITZER

VPC it =

BYEMRES (VPC) mA , AT VPC FAZR HIEREBIH AWS PrivateLink IRt IFHZ M
AWS BRS M VPC i RUBRSS , MEAEFFEAEBKRMM<, NAT 8%, VPN &E#Z AWS Direct Connect

EE, BA Amazon Glacier T E#EXEF VPC im R , BUIREF Amazon Glacier 35 Amazon S3

ERNE#EEITIR , MELAFIA Amazon S3 VPC iR

B X Amazon S3 £ A HAEL B AR FEXR REHR N Amazon Glacier FEXINEZELR |, TS5 H
{Amazon Simple Storage Service AF M) FHRNREGEAHEEMZIRT R, BX VPC in Kk
FZEER |, E55 (Amazon VPC BAFIERE) B VPC i =,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-transition-general-considerations.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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Amazon Glacier #HiE# ZEFRE

f&Bh Amazon Glacier BIEREXE , B URMIERERZERTHEES NEH AWS K- PEIE
B RED AWS XiF, Bx Amazon Glacier R REZANWEZEE |, i5S % Amazon Glacier &

o

/A Important
BIERZRBIEA TIRERRHAEEBEEZIN Amazon Glacier X HH R RiFR,
B < Amazon Glacier FEEBINEZER , HZH (Amazon Simple Storage Service A F g
B PHATAHAEN KRN FMEEAIMEBRT R,

£

- #%$F Amazon Glacier 3B REBE

- {£/ Amazon Glacier % & 1% B HIER REE
- £/ Amazon Glacier AP| 1% EZIER FEB

1%3$ Amazon Glacier Z2iiE# &K

SER LM =R ERY Amazon Glacier ##ER KRR FRTIER | TRRRH, NEREEVNHZERR
BR,

N REANRABERRRER TRRRE . MREFEATRRRBRHRE , T REQLREH ,
EZMAARNBERRER.

BIFEANREZEENBEE , EULUERMEARBEHHESH AWS RBEERTI2A , MFALr~
EEMBRERREA. IREEERRNBFEEET AWS RBEERHT , NUUSEARERRER
BEKIRER bytes-per-hourZREH, “RARZR KEAIBRENKSPAMERZESHEERRE
AWS Xif ToBIEEIRER bytes-per-hourBi .

HFNEREE N RERRER KR , BHEAMEENRREIANBERLRBERBFIL2EES, W
REBFERANRBREEEKK , W Amazon Glacier FFESE4 B H AWS Free Tier (REIR RiER, W
RIEBFERARARRERE , Amazon Glacier 2 E4 S BIEEHRITHESHIEERL REBT ZKKIZE
#bytes-per-hour BLEIMI R RIER, XLERBEA R EELBERRRAEE,
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https://aws.amazon.com/s3/glacier/pricing/
https://aws.amazon.com/s3/glacier/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html#sc-glacier
https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-transition-general-considerations.html
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UTRXTHERREBEHN - EFHEX

s REBFEREZXRBHATSRZFEAFRARZEM Amazon Glacier PR EBIEFFIEEMNR K : 3 8 5/
Ao

s REFNWBEERREBHATE M ES R THREREL,

s MEENMNEEFZERBTHERRRBEMBIEL  RIMNFTE2MZESERDEKE,

« BAILABNRBIRE - MR RERE AWS X | ZRENEREKS AWS XiE THRREHE
RFEEN. BELRRBEIBFEN , AWS X8 AN HFERREAAZTHEE AWS XiE. BXEZE

B, %2 Amazon Glacier Eflo

“‘MREBRER R

BRI RERLEBRREN “NREREE" , UBRENELEZRARIEE AWS EREERFT 2N ,
XELER AT ERBERRTEM, NIREMMRBEREIEL , EQ2RE-REREE , EHBEREHS
B BIER RERMIEL

BRUETXENRELREBRRENNERER . " BREFERE , CEREBRRANYEENS
BR&BIEE I 1Z AWS KB EFITENER AWS ERRRBRIFAURN, BUFS~ERERERA,

REFEBRERRBARE—NAR , BEFALMENEREE RE, EXMBERT , “NRERE
ERBEINFTHRREREN , EF2ZMT ENER, BRFEINZAFENTER,

B =0 RIE R R A

BRI VB BERRRRIZEN ‘FARRER | BIEEESR bytes-per-hourix KB EIEK RECHIK
BEHlEERRER, HEFHERRRBREN FARRR N, IRFHRRBERKSHEETHT
RS IR ER ZRBIEIEEMN bytes-per-hourfi#l , NiZFERGKIEL, MEENMRFRESZES
WIEE | BFNE —FRERER , BEHERCH A BERRRIKIEL,

HFHERRRBEEEN ‘BARRE KR UELEINE— RN IUERN AWS 2 BZEZR#M. F
m, RELFEERRERRENT/NIT 1 MB, XET AWS RBREEBREXRR, VERESFNAS
HAWS BEERH , BUUAFEHREREN NREHRER , AGREEERRURIGESRER
BER, XMt EMERFANEZFEE , EiHIR Amazon Glacier FAQs.

“Tore TR HI" SR B

MREHBRELRRBREN TRRRE , WHEZMAERRNHEERRIEBER , BENBIELREA
HREFEENEREZ,
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£ Amazon Glacier & #| &R EHIER ZFREE

/8 Amazon Glacier 12#| & Sl 2 EIER REE

1. EF AWS BEIERFA HEXRFBITF Amazon Glacier https://console.aws.amazon.com/glacier/
£
2. EYEBRXKE T, AWS Xig NTHREEFEE—1N, BUUNENREEBHERRKE AWS
X,
. BEEMNSMERT  ERBERFRRE.
4, EFRE, LEPFHIAEREREEBNEH,
5, EHERZFRERBT , EF—1EK,

BRUM=MEFERREBEFEE—N  TRRRH, NEREEN FERSRRER,

- MREERTRRRS , WEIERRNBELRER,

« MREMNERRRER  NTEZIEH AWS R BREENRERRIER,

- MREREEHRERRE | SRERLRBERCSBEERITHESHIRELRERET EIEEN
RERRER  WHERRBERFRIEL, EANEREREZERTHE/ T GB BEFEES
PMFFIRFT (GB) BB, EH/E GB HPRAELE , #HacNEITEAITRIRA,

6. ERFREFER.

£ Amazon Glacier API & BEIEK ZFK R

AT LAEE A Amazon Glacier REST API S iR &EE MR EHIER RKRE AWS SDKs,

£ Amazon Glacier REST API| iR BHIEKL TR

&R LAE A Amazon Glacier REST AP & MR ERER KRR, B AEARIEEL ZRE
( GET policy ) REEEINEHIFERZRRE, SR AERRERERZFRER (PUT policy ) RERER
FER R,

EH PUT REGIRERT , B AE T JSON Strategy FEREIRE N BytesPerHour, FreeTier
= None SRIABBIERRFIEELRE, BytesPerHour ERITFHEZFH S PEREERERERER
X | FreeTier EEATERNEREE , None ERITERTHR KRR,

LIBERBHES (POST jobs ) IREBHHFERRAES , MZESTBEEEERLERBPRENES
KWFIERR |, Initiate JobiEERELHBIARE.
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FRARER

AWS #1F& SDKs 71 Amazon Glacier F AN ARERF. ©1] SDKs 2 T F|KE REST API
WE , AR T EZESRMEEERNLERNHONR, BXEZELR , 5% AWS SDKs &
Amazon Glacier £ E £,
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¥rid Amazon Glacier &R

BRERRAN AWS BRI EMNIFIE. BIMNZEHHENELAR , IHENSHEHEBEN ., BUEEEH
L2 B4 Amazon Glacier ( Amazon Glacier ) X FERR. FRAREEEE AWS BRMALIIE
(BEKERE ) W —TEEEE INAR,

FB

o FREERARA

. FREBRE

o FRARZERERA

o FEARESEEEEZE

« HXEZ

IREEAR AR

£/ Amazon Glacier ##|&. AWS Command Line Interface ( AWS CLI ) = Amazon Glacier API 7]
FERIATES :

o [ HERIIIRE

o S HERIRE

o I EE I BRER

BxmaRm. FEAPBRFZENER |, BESEIRIC Amazon Glacier STHEE,

BAERARERNENSTHEHRITHOE, Bl , BALUIRAR. IEEIREXN XHEHITIE, BTE
ENBMIEWENE , AU Z—ABECKIKRBREBNBEER, Hlw , BaE L —AFR
L BHEREXGENFIEEMARRBEXGE, UTRE— LRI RE

- FFEE : B

- FIE : MINRER

« INE &£
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PR PR

ERREZREMT

« —NRIR ( XHE ) ERARFREHN 50,
- RERNEX D KNE,

RERRENT -
« EXHEN-EARER , 8IMERLARE N, NREFMNVIREERCERANE , AR
TRBEZUNEREN,

« PRERABEL aws: Tk, RAMEIRMSTMEHE AWS EH. AWS FAREGE UL BISRTT KB
RE | BETRERE DM BRIX LR,
- RERVKELTANT 17 128 4 Unicode FHFZ[H,

« MEBRMLMETELULTZESR : Unicode &, BF, ZERAMUTEHRERF:_ . / = + - @
FREEREIMT

. FREENEKEXLTNTF 0 F 255 4 Unicode ZRF 2,
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERNUTEESKRT
ﬁ:_ ./ =t - @

£ A FR R ER AR

A AE AR AWS A BT R MIRER, HERIRER A TR AWS R ( SIEXHE ) BT,
B AWS A DB S FHBEEIRERENEARMEAE, BUUNARRILSERS ( MEAES O,
MARFEHRHMAEE ) IRE , MEESTRSFARENRLE. BXEZER , H5H (AWS
BilingfM F18r) HRIX B E WK B3R 5 A RA D BIRE.

AR S BB 17 (A 42 4

ETAEAFEAEH BARWETRORE. HI , BTRE— P EEREFHTREN BEREH
MRl — A RADS | RERERNRAEREFEELED True , WFESLE AN UENRE
b, " BT BBREREAN N EERRA TPEAEREFEREN False, MRAMRBBHHER
BHRE , WTEFSEREN True FEBELRNS ARRRERBUATFILTRE, B
EHER, WHH (AV AFER) R0 EARERHbE,
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FERIZF T E# Glacier APl A8 AWS CloudTrail

Amazon Glacier ( Amazon Glacier ) 5 AWS CloudTrail—IRFERK , ZRFBEAF, AR
AWS BRSE1ETE Di#h k)| o REXHVIRERI IR R, CloudTrail 31 D% Glacier ®WFFE API B3R
NEH , IERB LS #E Glacier ## & KA I L S # Glacier WARTBEA APls, ITRE/IET
BRER , MIBTLA RPN CloudTrail B4 4125 2] Amazon S3 268 , 23E4X Amazon Glacier 9=
. MREFEBRERICS , M{AHAIFE CloudTrail & & #Y Event history ( EHIELIEF ) PEEK
FE4., BIWENEER CloudTrail , A LA E [ Amazon Glacier & HIVER, K HERW IP it
b, #WRETER, ARNREERAREMIFMAER.

ETHEZEE CloudTrail , 52 EAWS CloudTrail ¥R,

YL T Glacier £ B CloudTrail

CloudTrail FTE&BIZKF AWS IKF N EEENKF EFH. 2 Amazon Glacier B & £7EZIR | Z5E
B EHM AWS RS CloudTrail B4 —RBiICZREZEHFTFLIERHP, BUEHRESR, ERENTHRIR
KENEH AWS KF. BXEZER | BSRFERAEHHELIERES CloudTrail £,

ERSIERKENES AWS Ik |, 8% Amazon Glacier B4 |, FRIZBE., IBE ALY CloudTrail
BEXHEHE] Amazon S3 7M. BRIAMBRT , HEERHE P OERERN |, ZRESGMNATHE
AWS XiF, BRERIZRE AWS 27 XHE AWS KEENEHS |, F /i AE XA EIETEIEEN Amazon S3
EAERE, AL, BB B H M AWS RS , Ut —F 95 M 4L CloudTrail B &R INEN B HHIE.
BXEZEER , BHSH:

o B R ERELA

« CloudTrail ZFHRFHFEK

- BLi& Amazon SNS B %I CloudTrail

« BRKRBESAXEH CloudTrail BEXAMEBK B S IK/# CloudTrail B &AM #

Fi'8 Amazon Glacier #4F19 125 CloudTrail }i2&#EAmazon Glacier ¥ API &%, filtn , 36122
XAHEEE (PUT vault ) BIBRXC4EEE ( DELETE vault ) . F%IEXHE ( GET vaults ) BEW RS
CloudTrail BEX#H#H4EHKFE,

BIMEHHBETREBESEXRERBFRNARGR. BOEEEBTEHEUTRE !
- FREEARAFZIEEREMFIEREN,
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Amazon Glacier FRARIER
- BREFAACGKEREREAFNENZEEIERLEHN,
- BREAHHEM AWS RF K.

BXEZER , B2 CloudTrail userldentity T3,

T f## Amazon Glacier BEX 4% B

BERERE—MEE 6 AFNEHEN BEHERTIEIEEN Amazon S3 Ff##8. CloudTrail BHESH
BE—NEENMNAEZRE. BHRAKRKRBEARENEMER , /B XFRWIRE. BEN BN
B, BRSHBENFER. CloudTrail BEXHTRAH AP BANEFHKRRE , HELETSRE
A4S EIRF EHI .

LTRBERT —ANERGIEMHE (PUT vault) . BIBRSI4EE ( DELETE vault ) %I H X #EE ( GET
vaults ) . M#EIRTHE ( GET vault ) 24K CloudTrail B&E% B,

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
},
{
"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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FRARER

iy
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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Amazon Glacier 89 AP| $#

Amazon Glacier Z#F—R 52 #E , B2 —ABTERSZXER RESTuUl API A,

EAER RS X HTTP BROEMHRE | 948 REST #RE%5 Amazon Glacier, &%
REST #3RE , Amazon Glacier AEREBI T EREE RBIESMER, I, EEKER | BF
AT EERRFOREA | HECAEEANERT, GXTLEL  FSANBERETES.

MBEELIR , MEEHE Amazon Glacier EiE RN A X ENANS , UEHTLE, BRTNA
REST 24U |, WP T RETAAIENLEES | LEKEEH#T REST APIBH.

BT LAE A REST APl AR E A Amazon SDK |, iX4 SDK Rt T EREBFE, XEEALX
BEENEBNERER | AWNBBERPWEREFTITEREM, Rtk , FH Amazon SDK A A& {L IR
MYRIBES. L&A RSB SSFRRFI2EFIHAEAEA T Java B9 AWS SDK #1 .NET HEZK
Amazon Glacier ##1E, BXEZEL , HSHAWS SDKs 5 Amazon Glacier #E# M,

£}

« BRABRIRX
o BAMWRFRX
- WIBERBITER
- TEREM

« HIRMAL

- XHERE

- EERE

- DEREEERE
- ESBRE

« EESBEEREANKERE
- BERRERE

A ERIRK

Amazon Glacier ( Amazon Glacier ) REST s R XA IS BERERFAMIRL,. TRERTHE
Amazon Glacier REST &R 0] A A ¥Rk,

BRAERRL API hzZ 2012-06-01 318
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FRKB R iR B A NE
Authorization SiERZEEMENIRL, Amazon Glacier EEZE £

A& 4, BXRESER , BEANBER#ITER,

KA . FHEH
Content-Length BRIEX ( TRk ) WEE, B4

KE . TR

& RE AR ( POST archive ) APl &
=,

Date AL F 612 Authorization #RLkHEBENZ B4
ZHWAH, MREEN Date IRkATFER , M4
JER ISO 8601 EARKARIEEET. EXER
T, FFEZE x-amz-date #rk, BHEE , 71 x-
amz-date B , BHRALXEE Date #RkWE,

IR Date kTR TER , MATLHR RFC 2616 %
I3FrEENTEARENZ—, a0, UTAH
HA/et1E) Wed, 10 Feb 2017 12:00:00 GMT 2
BT Amazon Glacier ¥98 %4 B #i/8% B #R 3K o

MREELN Date IRLATFZER , ML EER
ISO 8601 EZX YYYYMMDD'T'HHMMSS 'Z'  #&
o

KR FHH

&K WMRIEET Date , BERAEFEA 1SO 8601
HAKK | MEBEXMBIE x-amz-date #rko
MEFEA 1ISO 8601 EAKNIEET Date , MER
BRATYERES , BELF x-amz-date #rk,
BXEZER , HZH (Amazon Web BRE 1AL
=) DL EBESERAE 4 HEY A,
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FRARER

LB
Host

Xx-amz-content-sha2
56

X-amz-date

iR

WAL EESENBERZZFNRZHSR . EHSLM
N glacier.region.amazonaws.com "#&= ,
Hep | ##H AWS X & ( Hl80 us-west-2 )
K&,

KE : FRER

F@EN E&#E (POST archive ) 2 F&ER

( PUT uploadiD ) EEMENERZFHTITE
B HEY SHA256 R M, BAIRLE x-amz-
sha256-tree-hash #XFE , B2, ¥TEHE
ENBRBREAE , EeEEN. IREE x-amz-
content-sha256 , MAMIEE x-amz-con
tent-sha256 # x-amz-sha256-tree-
hash .

KE . PH®

S WMNALE API, EAEZRYZE (POST archive )
M E4£E (PUT uploadlD ) EE,

AT 7E Authorization fRkHR|EXHFBBEE, &
RNAMAEA YYYYMMDD ' T'HHMMSS ' 2" #&
K 1SO 8601 EARME N, il , LAT B HA/ETE]
20170210T120000Z =T Amazon Glacier #9
BEM x-amz-date o

RH : FHH

%M . x-amz-date NFIEERMES 2 AEN ;
CALATEESNEREEMEAN AR, WRE
A 1SO 8601 EAMKNIEE T Date #rk , MELFE
x-amz-date . 7 x-amz-date B , BH%4S
ZBE Date iRkME. BXEZEE , HZH (Am
azon Web RF1ANCR) PRI IEL R R 4 FHY
HH.

= N =
RELE

=
=

e

BRMH

BRERRKL
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FRKBR iR B NE

x-amz-glacier-vers  E#FEHHK Amazon Glacier APl lRA, HBIRRANH =
ion 2012-06-01 .

KA FRER

x-amz-sha256-tree- I EERRYER ( E/£F4Z (POST archive ) ) S84 A%4
hash R ( L& (PUT uploadlD ) ) BH{TitEBHEN

SHA256 R\ FERBL M. BXITELRBMNE

ZER , FSRUTERRA,

KR FHFH
EIANE .

St . /R4 ( POST archive ) 1 E£ER ( PUT
uploadiD ) FE,

B8 R e R Sk

T&RIER T KZ L API U 238 A /Y e Rk o

B iR
Content-L MNEXHEE (AFTRENMN )
ength

KR . ZHFH

Date Amazon Glacier ( Amazon Glacier ) M3 #9 B BiFIA A , 620 Wwed, 10 Feb
2017 12:00:00 GMT, HHAMEX AR RFC 2616 5 3.3 WHIEEMNT
EAHKERZ—. BEE , REIM Date JeESHM AR AERZ , ®it , 4
o, M EZIEZE (POST archive ) #ERIREIW BB sE EXHEFEFSIFTRT
WEETE RN BT TE,

RE : FREH

X-amzn-Re H Amazon Glacier SI2H M —RRBERNE, NMREEMFEH Amazon
questId Glacier BHER[EE , AWS AIUAEA L ERFREE, BIUBRIZFXLEE,
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B iR
XKH . FRH
x-amz-sha PHREEH E X SHA256 R EREM, BXITEERBRMANESE
256-tree- B, BRI ERE,
hash »
KA . FRH

X ERAITER

Amazon Glacier ERBENFR#ITES , RUEMRENENMERNEH. SEANBRFEHTTE
HFEER , NTTHERES, NERFERRERANRELHE -—BHENEHY, NRFHEANBARNE
BREENERENBRAG R R, BHERBEQRRE , S ZETSEERD , LR, ZXS

E28MER Authorization FrkBI— 24

WRIEAYERE , Amazon Glacier ERSEA TN ZERBTELZNEARFRBNAAENITEL
o MRFABEBEZFRPVZELZMEE , W Amazon Glacier LB ZFR. BN , HRFHPIEL,

Amazon Glacier X#FER AWS ZZRA 4 #ITEHEHRIE, TEZIBENERET 2R =MES

FF 1 BIEATBHER

RHEH) HTTP BREMBZIAATE N, SAERAMEREN , BF Amazon Glacier EEFMITEEHR
UEZRENEZ#THRNERR —MEHER,

- 52 IBRGEFHE

HEBE-NFHE , FZFHEAEENNERFTEREAAETN -, ZFHEHRNEFEFHE 2
IRHEEEEN, ERAHY, FEEEFHFEUARRKE L—EFSHRATHERNES. RICEFHS
AEHEAH. AWS XFHRSE SR B,

- E5 3 EXR

FERAMBRFEBNENERCUIRLE  ZHBEIAMRAZHS  SXFHENREZNA, RE
BN ER EZRNENABFRIZAFTH ARSI EEFRFRUE-RIETRHENEHES
BRIERTE () HMACs, HEE , EBISRPEANKRFTEHET = Amazon Glacier APIs AT £
RBEAMERFE L,

FH;

HERHIITER AP MR 2012-06-01 322
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Amazon Glacier FERARER
- ERIHTETRH
s ARNABBRETELR

LR ITERY

UTRBISISET MAGIEE (PUT vault ) BIZZEEZNFAER, ZROITAEREENZEIT
ERENSE, BXEZER , BFSE I AM AFERTHNZE AWS API 3K,

AOIBREATEM :

o ERMWITEBAN Fri, 25 May 2012 00:24:53 GMT,
s WRANXERE (FFRIMILE ) X8 us-east-1,

BRABEREZE (SR ISONIEX ) K :

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 BIEISTERITENIBIEREXR

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T002453Z

x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl49afbf4c8996Th92427ae41e4649b934ca495991b7852b855

HBERNBE—ITREBREXHNKBEE, 2/, EIENTERNE=ZTREEZMN. XERANIL API
SREEHRSH.

FF 2 SBEGEFRENFEFREN !

ZEUE RS API hzZ 2012-06-01 323
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Amazon Glacier FEANGIER

AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5f1ldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

FEFRNENE—TREE , E-TRNASE , F=TREIEEE , KR —TEXEES 1 /AT
EROMBERNGE, EEZIDEEPEANRSEHA glacier,

MNTFES 3 : SIELER , MERATURTNA

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"), "us-
east-1"),"glacier"), "aws4_request")

R F ARG R %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MitEHMNZEE R

3ce5b2f2fffac9262b4da9256f8d0@86b4aafs2eba5f111c21681a65al127b7c2a

RASREMIE Authorization ¥k, X T RAIGA %48 AKIAIOSFODNN7EXAMPLE |, ¥Rk (R T
EFHREER, AIMTHRITHF) B :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aaf4s2eba5f111c21681a65a127b7c2a

ARG ERETEER

£ #42 ( POST archive ) M E4&E ( PUT uploadID ) AR EREE | XEREEREETERE
ZURKEFRBITE—NKHIMNFIRL x-amz-content-sha256, HRAERENSEZESREH iR
ENZIELRELHEE , AREESARMAXLEIRL,

BEERLNITEE T x-amz-content-sha256 E LENEZBAR ( BRAH ) WWSHA256 K HFE, 1B
AR, BITE S SHA256 R F ((TEREF) TR, BRTHFTEZENE RN , BREFTHIEN SHA
256 B HENFSEREFHIEN SHA256 HF B FHETRE.

MRFEHBEBRBEEENZTHA , WA LMERALT Java KBBH BRKITE SHA256 BB %,
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public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance('"SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

B, & C# #F , B LUTEAMEFHIEN SHA256 B FEH , MU TRBH R R.

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

RIVALIE APl W RBIZEITE

LTRSS EEMAT MOIBZEEZMEAMEE LERZE (POST archive ) , iZZ & R Amazon
Glacier APIs F EBHNHNMNER 22— RHIBREXTEIM :

. ERHEEBH Mon, 07 May 2012 00:00:00 GMT.
- WRAEERE (HAFRLMILE ) XiF us-east-1,
« NABMEANFZHFE“Welcome to Amazon Glacier’s

BERAEREZE (EFEJISON EX ) EREUTROIF, HEE , HHPaHET x-amz-content-
sha256 #rk, FEEILREIF , x-amz-sha256-tree-hash Ml x-amz-content-sha256 2+E[E
HE. B2, XFAXF1MBHRMELE  BARTRXE,

POST /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
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Xx-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 IEFCERTENIEEREREROT. HER , EREETRALERL x-amz-
content-sha256 RHEE, XEWREELALEMBERAEA1TE SHA256 BHE , RAEBITEL
Bo

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

x-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@@c3643d03d14cb4b823e2f041cff612a628

LR TENHRREEREZR T ETHIFARNS R, EHMRTAEH Authorization MiFHA®
A wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY #J AKIAIOSFODNN7EXAMPLE #53k & R 40
T (ATETHER, RMTHRITA) -

Authorization=AWS4-HMAC-SHA256
Credential=AKIAIOSFODNN7EXAMPLE/20120507/us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764ale9al44677c43d99061d98a5742c57a2855deb

T SRR A

FERERR | BMIEHE x-amz-sha256-tree-hash # x-amz-content-sha256 #rsk, x-amz-
sha256-tree-hash ik B EMEREXPERBEFTHNRBE M, b ETIER T 01T E x-amz-
sha256-tree-hash #x3k, x-amz-content-sha256 FRABREBNMNEREANKGSE | HARENFR
PENE, BXEZER , BFARILE API W RHIZRITTE,

IEHERN AR R ATURE

TTERER AP W< 2012-06-01 326
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« BIER-ERERPERA AR AP LERRN | BT UEBFREXPREEMIR, £X
MIEAT , LM BBRENMERNREN,

- MERR-EAPRLEE API SR EEAMRN | BANEBREXPRRE/-EN—R. EXFER
T, BN EEEERAREN. LERMARE  BRURETHS R EEER , ZERLNSEE
MR,

BREATHRENN SHA256 e H. ERMARERFRRN , BIHERBRNMNIRES , 21t
H SHA256 Is FEW, RIPAIRFBENBMERIREA,

® Note
BB IR T —Fit & SHA256 HMERFBNHE. BR , RERBHMEARNER , B UER
= CIpD-

BRI LR LT 3R 1T E SHA256 WZR % -

1. SN ERRABRENEN 1 MB 23R |, iTH SHA256 BF, BIENSHE— NI RALUNF 1 MB.
Pl , MREEZLE - 32MB R, NEFZHTERENN= 1 MB 2 RPE—NT R
SHA256 B %&{E , ARITERIR 0.2 MB #IEH SHA256 IBH, XEMRFBEER 7 HREOHT K.

2. HERN TR,

a. EEFNMEETFTRNBHE , REITEEENFEN SHA256 9%, LEEM SHA256 9%
HERSFEXRNFH RN Ko

b. MBRABT —AFH A , BALUTZME B ERABRGT— 2,

3. EESR 2, EFERMEARNIE. HMBRRETENMMEENGS  HENFRBRE T 2R EE
PRI,

F&

« WMIERERD 1 HE—BRP EERE

- WERERS 2 FRASREERLEAME
- HTEXHHHER S

« TEEEREERREN

TTERER API| W< 2012-06-01 327
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WIEWRERH 1 FE—FRPLEHR

B —ERPER AR API ( FS R LERZE (POST archive ) ) LARRR |, BROBREMA
LSOFEBMIR, Bt , BHBHE x-amz-sha256-tree-hash ERFL P IFEENMERHM R
Fo RREELE -1 65MB R, TEUHA T IR SHA256 BHENRE. SREERANR
81 1 MB Z3RiTE SHA256 5%, oL, BMEENRRW 0.5 MB HIFEUHERF , ARKIENSR
PR YR o

/ SHA-256 Tree Hash ™
" af the Archive A

d_,.-*- -.--.----""---.__

~SHA-256 ~SHA-256
. Hash . Hash
SHA-256 ™, 7 5HA-256 ~GHA-256 ™, )8
’ Hash A Hash ' Hash . Y
Jf-'f.._. '\ .f.’f.._ . “\ J.__f-". 3 ‘-\H. ..
~ SHA-256 ™ / SHA-256 ™ /" SHA-256 ™~ SHA-256 ~ - SHA-256  / SHA-256 ~ - SHA-256 ™
“_ Hash % Hash %  Hash -~ Hash % Hash .  Hash % = Hash
A
1 ME data 1 MB data 1 MB data 1 MB data 1 ME data {];:jsatr:El

6.5 MB Archive

WERER 2 FRADR AR ELAHESE

EFEAPBR AR LAEERNITERERENRESEL —ERP LEEMENEE, E—HXEE ,
EDBREEDH  BESMNERBR (FEHALEE (PUT uploadlD ) APl ) EERMRN—E , At , 8%
x-amz-sha256-tree-hash BRFLPRBEHIZEBEHREMN, B2 , LEMBRE , BUTRIET
RO EE (BSRTERDE E4E (POST uploadlD ) ) 3K , #1E x-amz-sha256-tree-hash i
R TEBMERIBERH
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Amazon Glacier

I/ SHA-256 Tree Hash ™

of the Archive J
P ) i S
/Part 1 SHA-256 Tree, (Part 2 SHA-256 Tree™,
\HM Hash A N Hash L
T e o _
- S ff !
___..-"'-' H“"“-\« X I\l".".'
___.i'f_ _‘*_a____ _____i___ "-,"
/SHA-256" \ S BHA-256 ", FBHA-256 " Y
L hash ./ hash v hash ./ ]
_J{‘/f A <N PR
& g ¥, f "
b R ’f w —— {’ s — ——

~BHA-256", /SHA-256", ~SHA-256", ~GHA-256™,

“BHA-256™ /SHA-256", “SHA-256

‘_hash /' hash ' hash /' hash ‘_ hash ' hash ' hash
N ash N\ Nash ash /N hash Sl
4

‘ 1 MB data

1 "L.1Ei Ija:a

[ 1
) data 1 MBd

Part 1

Part 2

4 MB size 2.5 MB size

TEXHHRERS

WA ERNEERHTERENMERN., SUURESEEINEEMRILAB, NEEER
Amazon SDK ¥ Amazon Glacier ( Amazon Glacier ) #1742 , W RE SN EEEMEBRHITE
RERMXHEIA,

1

FER(N

Example 1 : Java R4l

AT R BR A 5 Java T E XA SHA256 MM, SR UBN REXHNBERSHERIZT
WRE, Al AEENIEH AR R TreeHashExample . computeSHA256TreeHash J3%,

import
import
import
import
import

java.io.File;
java.io.FileInputStream;
java.io.IOException;
java.
java.

security.MessageDigest;
security.NoSuchAlgorithmException;
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public class TreeHashExample {

static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
* @throws IOException
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& Thrown if there's an issue reading the input file
* @throws NoSuchAlgorithmException
*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.
*
* @param file
& A file to compute checksums on
* @return a byte[][] containing the checksums of each 1 MB chunk
* @throws IOException

ks Thrown if there's an IOException when reading the file
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
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int idx = 0;
int offset

I~

Q;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*
* This method uses a pair of arrays to iteratively compute the tree hash
* level by level. Each iteration takes two adjacent elements from the
* previous level source array, computes the SHA-256 hash on their
* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the
* source array for the next level.

* @param chunkSHA256Hashes
E An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");

byte[][] prevLvlHashes = chunkSHA256Hashes;

while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array

* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/
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public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2 : C# .NET R4l

LA R 6115 BF 04T i+ B XX SHA256 Bificie % . & A DUBE R XL BN S BORIZE1T LR A,

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{

class Program

{
static int ONE_MB = 1024 * 1024;

/**

* Compute the Hex representation of the SHA-256 tree hash for the

* specified file
*

* @param args

* args[@]: a file to compute a SHA-256 tree hash for

*/
public static void Main(string[] args)

{
if (args.Length < 1)

{

Console.WriteLine("Missing required filename argument");

Environment.Exit(-1);
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}

FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try

{

byte[] treeHash = ComputeSHA256TreeHash(inputFile);

Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());

Console.ReadLine();

Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadLine();
}
/**

* Computes the SHA-256 tree hash for the given file

* @param inputFile
& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)
{
byte[][] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
return ComputeSHA256TreeHash(chunkSHA256Hashes);
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/**

*

*

Computes a SHA256 checksum for each 1 MB chunk of the input file. This
includes the checksum for the last chunk even if it is smaller than 1 MB.

@param file
A file to compute checksums on

@return a byte[][] containing the checksums of each 1MB chunk

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == 0)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
{
file.Close();
}
catch (IOException ioe)
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throw ioe;

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{

// If there are at least two elements remaining
if (prevLvlHashes.GetLength(@) - i > 1)
{
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secondPart.

// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +
Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,

firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,

firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,

concatenation.Length);

publ
{

T EEER

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;
return prevLvlHashes[0];
ic static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();

byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;

BRI A

HBFERBHES APl (1ESFE311ES (POST jobs ) ) KRR , BAILUERMMIEEER RN
HEREE. XU , HEERREESHE API ( BSFREUES St (GET output ) ) TEENEIE

B, A BLER M EEETHNEEEE, X

LEEEAMNMHE , BERRN TRERNBUBR S &

TEBERHRRARR M
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BETBIAMNMHE. ERZENBESASHBURFTIXNF. A TETHREHZERENE , BEOR
HEESE THNERESAURER BT, XMHREEEXTFHENLNT

« JKFFXFF-HSEHE [StartByte, EndBytes] A4 1 MB ZER EEndBytestn 1 AJ# 1 MB BRRET 5
EEHMNRR (FAFTHARNEE 1) 5t StartBytes , MBAIKFT (1024*1024) X F. BIES API
REANEE (MREETEE ) BDTUEKFHIINT.

* Tree-hash W3- H B XA EZEEAMENMERFNRER TEMMENHERFPHT BT,
SEE [StartBytes , EndBytes] F ERR# TR EXTT. N TERRETHNBFENIRERNE , ER
ZHEE AR ETRAEESTARER HXNT. AXRXEEURENE-ERERFBHXRN RO,
BESRAMERERS  RERAREREXNTFHEELE.

FER , UIREEFEXNFHEEERAKFTINFTN, ER , URFHXNFBEEINF —ER AR
i FXIFHY.

BUTRAER T EETHERSREN , 2EBERER TRIREME :

- MREBERBIE

- MREERIE
HSEE .

« MRBEBHESERPEEERRNUMERFBXSTHEE , H AERIESERP THENE
o

c MRBEBHESHERPEEERRN UM EXNTHEE , A RERIESERPEEETHH
LARS T e %6 34 ST RSB Bl

BFRPAEEERRNEE , A AERRESHERF FTHEBEMER,
ERPRIEEERRNVCE , A AERRESERPIEEE THHURERFENTF

R W

MREHEBHEFSERPEEELRIVEE , MIZEERUAMERFENTF , WEERRESERP TR
#iEe |, MATLRBERAE  EREDT2REREME.

RIEREHE A RRUAMEREXNFTHERTE
RIRENXHEFE— 6.5 MB WHER , BERRIZERN 2 MB, BERIESFFERPEE 2 VB

SEENARXRE T SETHHRENREQWIBERRNE. TERWHATHT 6.5 MB HREATLU TR
R 2 MBSEE. XFEMEEHUKFZTXNF , BERE - EREUARMFERFENT.
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SHA-256 Tree Hash ™,
‘. of the Archive  /

o -«
/" SHA-256 ™, ~SHA-256
. Hash ./ . Hash ./
GHA-256™, BHA-256 \
‘. Hash J ‘.. Hash .~ \
-""#.. * ?’. " ‘ ."..’.._.- o ‘\x -\,- '...I..
/" SHA-256 ™,/ SHA-256 ~ - SHA-256 ~, - SHA-256 . - SHA-256 . - SHA-256 1\ - SHA-256 ™
‘. Hash /%  Hash .\ Hash /. Hash .  Hash .\  Hash '\  Hash ./

A

0.5 MB
data

1 MB data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

LA T2 e 25 X4 37 958 [ i BA

LEEB O X R AR BRI STHSEENARLEH THIINGE, SETHHERN B HEEEERR
MBECE AR ZENEZNEE THAEEN , AHERENTHEEFEER. NRIFENEEEGU
W FEXITT |, MIRE THREEE TR BRI MERE,

HENHETE [A Bl LHEMHMERS , BIZTENHMERFNRES TEMMIENHERSES
K — N RE, SBE [A B] AN THRERURFERFNFTH, ERUABEIREES RO KRUKFE
EHEXNFHEETEFHNERERTX—R. FE#Hod , BIMNEHE THERBXISTHHSA,

AR [P, Q MANKERT (MB) WARKNEEZN , MPAMQE1MBHEKR, B, XEREHE
SEERN [PMB,QMB -1 F%], BERATHEEL , BIIFEERA [P, Q. ETXEEERKRSFHM :

s MR P HAFH , WRE—NIEEMN UK FXIFTHSEEED , [P, P+ 1 MB),

« MEPREBH, k BEAE , Hh P ATUEK 2k * X, WHKZE k ML P FF LM 23 T3S
Ble X BAT 0MEH. UWMERENFTHTES NATES
* MNFEANi, HEB (0<=i<=k)H#EP+2' <N, M [P, Q+2) RURMFBAEXNFHEE,
« P=0 & A=2[IgN]*0 KB IE R
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WMREEHER , APIFRETIREZ—

KB 5 89 HTTP RZSKRE RE
AccessDeniedException mEREE AZHIGE AWS Identity 403 =P
and Access Management (IAM) Forbidden U
KT AFHNRIR , HFEFER URI
REEMA T &R AWS kP ID, Y
BE, BXEZER , BEZH &
AT Amazon Glacier 89 Identity
and Access Management.,
BadRequest MRTELEER , MIRERR 400 Bad P
=, Request Ui
ExpiredTokenException MREFERPEANZETEED 403 B
2, MRERFE, Forbidden i
InsufficientCapaci MBESEREHNERELELINEE 503 Service RF
tyException R, MREABE, HERDGEA  Unavailab B
FThERE , FEATHRESME le
K%,
InvalidParameterVa MREFRMIBETERNSE , M 400 Bad B
lueException RE L FE, Request U
InvalidSignatureEx MRFREB T , NRE LR 403 zZF
ception Fo Forbidden Ui
LimitExceededException MRBERSHEIXHERS. ¥5 400 Bad BZF
LRFEIFMEERZRBFRIEM  Request i
—I0 , MR E A,
MissingAuthenticat MRZERNBERKE S BRI 400 Bad B
ionTokenException 7, IRELFE, Request i

H IR R
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(8T

MissingParameterVa
lueException

PolicyEnforcedExce
ption

ResourceNotFoundEx
ception

RequestTimeoutExce
ption

SerializationException

ServiceUnavailable
Exception

ThrottlingException

UnrecognizedClient
Exception

&-Fh Amazon Glacier £ APIs j
Ro

58

MRER PR K L BUIRL RS
B, BB RE.

R R B X BB SRR
R FEERE , MIRELFE,

BXRVERRFTBNESERS 1B
2% Amazon Glacier g &%
B o

MREENTR (Bl HE, L
% ID Sif£55 ID ) AF%E , NRE
HRE.

MRIERE EEHEHEH Amazon
Glacier ( Amazon Glacier ) £
W EfeatEEet , MRE L FE,

MBEREXTR , NRE R
B, MRAE JSON BEME
NKEEEXREERE,

WMRRS T ETREFER |, NERE L
o

MREEERIK T Amazon
Glacier £3XERHIER | MR
u:t#l%o

WMRIFEEL ID FLLETEE
M, MIREFE,

HTTP RZSREE

400 Bad
Request

400 Bad
Request

404 Not
Found

408 Request
Timeout

400 Bad
Request
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Server
Error

400 Bad
Request
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Request

e
=/
Ll
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=/

Ll
iy

=/

Ll
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Amazon Glacier 2R F X HIREEIRES . UTROIERT FEE IR,
T~ 1 EEFEENES ID R ESIER

BRIZIEATEENES REHERIES ( GET JoblD ) R, B, BIREE—NTEFENES ID.

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS0Ojlb5gqlIZ55yHgt5vP54Z5hjoQzQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

YERE R , Amazon Glacier 3R Bl EL T 451 I 57

HTTP/1.1 404 Not Found
x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg
Content-Type: application/json
Content-Length: 185
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "ResourceNotFoundException",
"message'": "The job ID was not found: HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
}

Hrp .

Message
BETIREIHEIRN AP FEIRFZ G4 —RER
KH . FHEH
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Type
BiRR, ZFRALLAUTEZ— : Client. Server = Unknown,

RE . FREB,

FEZRTEMENPHUTER
« X FEHIRMEL , Amazon Glacier IREVAZSRIBE 4xx M 5xxo FELLRBIF , RISKBH 404 Not

Found,
« Content-Type #r3k{8 application/json RRIEXHH JSON
« IEXHH JSON 2 THIRER,

EZRWERT , RRBEETFENNHE , MARERNVES ID. MELKIREREER,

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®@
Content-Type: application/json

Content-Length: 154

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",

"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",

"type": "Client"

Tl 2 WREBEET KBTS HR

FEHRBIF |, BRESHES (GET jobs ) ERUKKREEHRE statuscode WXHEMES , M
R T $1RM statuscode {E finished , MARA#ZME InProgress, Succeeded
Failed,

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01
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Amazon Glacier iR[8 InvalidParameterValueException ARMNHEIHEE,

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

HTTP/1.1 400 Bad Request

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfjg

Content-Type: application/json
Content-Length: 141

Date: Wed, 10 Feb 2017 12:00:00 GMT
{

"code": "InvalidParameterValueException",

"message": "The job status code is not valid: finished",

"type: "Client"
}

M EERE

LA 2 a7 Amazon Glacier 8 B8 ST 2 1E,

ES}

B IE ST EEBIE ( DELETE lock-policy )

6] X4 EE R INFRZ ( POST tags add )

BRI SHFE ( PUT vault)

TR ESE (POST lockld )

fIBRSZ4FEE ( DELETE vault )

bl Bk S 4 FE 15 18] SR B& ( DELETE access-policy )
BR324 EE B &0 ( DELETE notification-configuration )

IR HEE ( GET vault)

IRERS A FE 5 9] SR B ( GET access-policy )
REUUHBEBIE ( GET lock-policy )
FRER 44 @ &0 ( GET notification-configuration )
B XHEBIE ( POST lock-policy )

G X ENRE (GET tags )

Hll X FE ( GET vaults )

MR AE
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o MXHEEMIBR¥RZ ( POST tags remove )
- BN EHBKE (PUT access-policy )
- IRBENHEBAEE ( PUT notification-configuration )

FiE XX ESIE ( DELETE lock-policy )
iR

MBXHEPERLTF Locked RAE , MHRERXFLEXHESEDS R, WREERIIRER 4R
BIELTF Locked IRZA |, MILRESLIRE AccessDeniedException ik, BLEXHESEIES
MIE TE ST B AP I BR ST B E SR R

BYRARB XM ESE ( POST lock-policy ) , A X4ESERE T InProgress RS, BYRE
AR ESIE (POST lockld ) , X HEMERE T Locked IRFS. & A& 1 IR B4 FE i
7E ( GET lock-policy ) , SRERXHEBENRS. BEXAXHEHELRNESZEFEL , S H Amazon
Glacier X EHE. BRANUGEHNERBNESER | BRI ESERRK,

WRERBEN, MRNHEMELTF InProgress MR E SN EXRBKIKR | NBTTZ XK
Thith 8 A b IR

R
EMIRR A B E R M | @ XA EERY DELETE F3IRAY URI R3X HTTP lock-policy XK.

Bx

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note

AccountId BN AWS K ID. BLEXAIE AR EREITERWEIEHEEKN AWS

MK ID AHPCEL, SETTLAFEE AWS IKF ID , th Al BLARISE - (EFHF ) , EXHER

T , Amazon Glacier £ 5 AR ER#H1TE BN EIEMEXERA AWS IKF ID, t1REEEK
FID, 2% ID FEEFERMEFRF (-) o
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Amazon Glacier FEANGIER

BREH

HRERERBERSH
HRIRk

IRERERAMBREBANBERIFL, BXBABRFANEES , BZRBEABERFX,
ERIE
HEBRERBIERIE .
W B2
SR EL Zhifl BR bt 5K B |, M Amazon Glacier &3R[E HTTP 204 No Content MR,
BE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEDER

LR ERA RS HERE RN EAIR., BXBABMGANER  FSHEARFX.
Wa BZ 1E 32

I3 4E IR B 8 B2 IE X o

iR

B X Amazon Glacier REMNEREENEER , BSRERIR,

~l
U ROERR S L SRR,
ERTHI

EM RGBS | DELETE ERWMEAEF BN lock-policy WXHER examplevault &R,

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
x-amz-glacier-version: 2012-06-01

e B2 7 451

TR ThI BRI SR BE |, Tl Amazon Glacier £3R[E HTTP 204 No Content WAL , BNUA T RGP AR
o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

o TERXHESE (POST lockld )

« FREUCUHESIE ((GET lock-policy )

. BIXHESE (POST lock-policy )

BESH
BXREHEIESH Amazon SDK HERLLL API NEZEER |, EFSRUTHREA :

« AWS Command Line Interface

[6] SLHEE N AR ( POST tags add )

HWREXAXHEEFNEENTE, BMEH-—MEMN—MELER. BMNHEETRSZE 50 M
L, MREWERSSBEEXHFENIRSRSE , MtRES5K LimitExceededException 45
Ro

MRENHELNENEEBN TEHEEE IS, IINBEEZUENRE. EXTZENEZER | iF
Z #5112 Amazon Glacier &iR.
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https://docs.aws.amazon.com/cli/latest/reference/glacier/abort-vault-lock.html

Amazon Glacier FEANGIER

FREE

ERXHERNIFE | 5 HTTP POST #RAEFHFRZ URI , tILATiBEREIHFIRo

POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
@ Note
AccountId {EN AWS K/ ID, WEMSIE AR EREITERNEIUEMEREKA AWS
B ID AHIEEL, BATLAEE AWS 0K/ ID , AT BUERIEE - (EFH ) , EXRER
T , Amazon Glacier £ 5 AR ER#TEE N Z UMK AWS 1K/ ID, 1REREE K
FID, 2% ID HEEEMEFR (-) .
HRSH
&7 R EELE

operation=add  #H add EMNENERFHESH operation , AFEMAX R
HEEMIBRFRZ ( POST tags remove ) #1TX %

Rk

LREREAMBREBRANERRS, AXBRABREANER  BSREBERBERIEX.
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FRARER

FERIEX

BEREXHEBEET JSON FE.

PR

BERMBI X4 ENRE. BMREH—MEN—MEAK, ZEATAZZTE,

RE . FRBIFRFRME
KEAR : RPKERN 1. FRAKER 10,

i K

MRBEFERKD , MiZRSZSIRE HTTP 204 No Content MR,

Bx

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

a5 3K

I 3R R B8 AR K 2 B0Wa B2 58 A Y W RE AR Sk . B XB AR AR

U B 1E 32
SRR IR B8 R IE 32,

tHiR

HX Amazon Glacier #EMERHEENER , BSHEIRBA
R

BRI

AR Rl KIE—NFEERNIB SUHENRZSH HTTP POST #3K,

ES5E A e R ARk o

18] 32 4 B R DOPR S
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Amazon Glacier FRARIER

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
0] 7 7 45

WRIEFRKIN , Amazon Glacier £3R[E HTTP 204 No Content , ZILA TR RBIF PR

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

o HIHXHEMRE (GET tags )

o MIUHEEERIBR#RZ ( POST tags remove )

FESH
BEXREHEIBESH Amazon SDK HER L API NEZEER |, BSRUTHREA

« AWS Command Line Interface
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https://docs.aws.amazon.com/cli/latest/reference/glacier/add-tags-to-vault.html

Amazon Glacier FEANGIER

R HEE ( PUT vault )

PO

LRIESFEREENB IR XMHE, XHEENBHRE AWS KFHNEDS AWS XBRAF =R
ME—8, BRZTUNTNKS IR 1000 MXHFE, BXOBESXHENFER , H¥E Amazon

Glacier = RiFMHEE R,

AXHEmER , EXPER TR,

- BMKER 1M 255 MNFRZME,
- AFNFRHEE a-z, AZ, 09, -( TXl&)., _(EZH)MN . (¥AFIR ).

HWREREEMN , BALZRREHBMNIER , 87 Amazon Glacier ( Amazon Glacier ) 88— X8l
BEENXHER , eF2BEFEEE,

#R
B
EOEXHE , B HTTP PUT B RAZEZIEGIZ M XA ER URI

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

(® Note

AccountId B AWS Ik ID. WEAHE AR ERH#ITERWEIUEHEEKN AWS

K ID HTE, EALEE AWS IKF ID , Al LU RIEE - (EFERF ) , EXER

T , Amazon Glacier £ 5 XX & R##1TE B NEIEMREXEKHN AWS IKF ID, (1R EEEK
FID, E2%E ID PEEEMEFR (-) .
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https://aws.amazon.com/glacier
https://aws.amazon.com/glacier

Amazon Glacier FEANGIER

BREH

HRAETEAERSH,

#R Rk

WIRER E R ARIEBANER Rk, BXBAFRITANES  BSWBAFERITL,
HREX

HIRAEREREXBANE (0 FH ),

I 1

#

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

UEIVEZ S

F?TFEET?WEE%E’J"F]F‘%%% , BRIO Y WE B PR B IR A T IMRIFR k. BXBRAMMRANESEER ,
25 B AW RIFR K

A iR
Location 28I 2 8 S E R AR URI BER,
KA R
M B2 1F 32

135 4E R B B2 IE 3o
iR

BX Amazon Glacier REMEREENEE , SRS IRE A,
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Amazon Glacier FRARIER

=~

HRRHI

T RBIZIE HTTP PUT #3R , LRI N examplevault I XXHEE,

PUT /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Content-Length: @

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B2 7R 451

Amazon Glacier Bl X#EHTE Location FrkHIRE XHENHER URI B, TiLBERPIEEN
2KF ID EREZFS (Location) , IKF ID BRAESE R - #rkHF,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

Sy

o B XHE (GET vaults )
» MIBRSC#EE ( DELETE vault)

+ & T Amazon Glacier # Identity and Access Management

SE
A

o

HFS
BXREHFEESHW Amazon SDK RERL APINEZEE , BERNTAR

« AWS Command Line Interface

BIE API hzZ 2012-06-01 354


https://docs.aws.amazon.com/cli/latest/reference/glacier/create-vault.html

Amazon Glacier FEANGIER

SR EBE ( POST lockld )

i

HIREB I X ESERIRSM InProgress MASEBR A Locked RARERA X EMEDRE ,

XESBXHENERBTIIER, BXAAInProgress , MXHEHNEET B XHEHE

( POST lock-policy ) R#&. &A&E ‘fﬂﬁﬁékHD'Zﬁ:J?F%ﬁbE ( GET lock-policy ) , SRERX 4 FESiE IR
o BRNHEMEIENESFER , 1M Amazon Glacier X EHIE,

HRERTEN . MRIXAEHELT Locked REMBREMBIE ID EHMATHEXHENHE
ID IES , ML ERBAF R,

MBYNHFEMELF Locked RSN EBERPZZTRABE ID , MILRIEXIRE
AccessDeniedException iR, MR HEXHEYEL T InProgress RSN EBERPZETHH
BiE ID , MLIRELSI K InvalidParameter iR

R

ETRXHEMNESRE , BEXHEN POST FRFEHN URI KETEEMMBIE ID B HTTP lock-
policy &R,

Bk

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

(® Note

AccountId fERN AWS IKF ID, LEMXTESRARITE R ITERNEIEMEEKE AWS

WP ID MTE, EBAILEE AWS 1K ID , B AfBUERIEE - (EFR ) , EXHER

T , Amazon Glacier £ 5 B XX & ?J&ﬁ—&%ﬂ’] ZUEARERHY AWS IKF ID, BNRE$EE K
FID,#E2E IDHREBEFEMEFR (-) o

lockId M B HESIE ( POST lock-policy ) ERIRENHIBIE 1D,
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Amazon Glacier FEANGIER

BREH

B RAR K

HREREAMEREBANBEREL, BXBABRGLANER , BSHBEABEREL.
ERIEX

HRERBIERIE.

W BZ

MRBEFRAD , MZRFKXIRE HTTP 204 No Content Mji,

BE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

T B4R Sk

LR AR A K S 30 BB A T RidR k. AXBERAMBARKINER | 20BN RT k.
U 1 IE 3

e 3 AR B R IE 32

HiR

A% Amazon Glacier * ¥ RHIREENELR , HSHERWAL

T~

&R AP

BT RBIEIEHFEBE ID W HTTP POST BRUTR XM EHED =,

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

e B2 7R 451

MRFERMKII , Amazon Glacier ( Amazon Glacier ) J$iR[E] HTTP 204 No Content MR , #IBAT
RBIFR TR,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

o FIEXHESIE ( DELETE lock-policy )

o RERXHESIE ( GET lock-policy )

- B XHESIE ( POST lock-policy )

BESH
BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA

« AWS Command Line Interface

JBIBX 324 FE ( DELETE vault )

LR ELSBIBRN4E, REELREFRESNXAERSETMER , HEB LRBEREE S BRI H4E
SRERITIEAMEAEE , Amazon Glacier ( Amazon Glacier ) F MR XHE, RETHEEZHFH
F—%4 , XHEERBRRESKIK (B, T2MBRXHE ) , 7B Amazon Glacier IR B£8R,
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https://docs.aws.amazon.com/cli/latest/reference/glacier/complete-vault-lock.html

Amazon Glacier FEANGIER

BALAER IR E ( GET vault ) 12 |, TaBHXHEEFE R XHEPHINRYE ; BR | iZ
EE2ET Amazon Glacier LR R XHEZTEN,

LREREFN.

® Note

LM BR ST R | B 0B ST B A ST S (R SRRt AR BR . B R AR R SR B AY S
ZiEE , B EHREE,

HR
EMIRRSIHE | BRI XHERIR URI XiX DELETE E3K.
1Bk

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERABEXHENKFH AWS IKF ID, BALIEE AWS IKF ID , B aJLUEE
BE-" (EERF) , EXHBERT , Amazon Glacier fEAE AR ER#ITEZWNEIEHE X
BXEY AWS IKF ID, SIREFERIKS ID , E2E ID FEBEFEMEFER (-) o

BERSH
BRERERBERSH
HRIRk

LREREAMBREBRANERRL, AXBRABREANESR , BSRERBERIEX.
FERIEX
LR ER/IERIE
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Amazon Glacier FEANGIER

W

E&

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A3k

LR B A A2 BOE B8 AN B RIAR k. BXBAMMFRANER  FSHEA R,
g 2 IE 32

1 38 4E R B8 B2 IE 3o

iR

A3x Amazon Glacier REMEREENER , BSREIRIOAL,
gt

BERRBI

AT REGISMBRE N examplevault BIXHEE, ZERRHIREITEMBRAEIR ( XHE ) B9 URI
#) DELETE #& R,

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B2 7 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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PSS

o BIESHEE (PUT vault)
« HIHHE ((GET vaults )
« BEES (POST jobs )

+ & T Amazon Glacier # Identity and Access Management

5EZH
BXREREIESH Amazon SDK ERLL APINESFEE , BSRUTARE

« AWS Command Line Interface

I BR 3244 FE 177 [R) 2€ BE ( DELETE access-policy )
35

BEARVEFI BR S48 E XU BE R BRIV T B SR B . RIRERA R — W - BB 2% , Amazon
Glacier ( Amazon Glacier ) AIREFE E1t — Lt RIRE L MBR TR K , HEEESREMBRERE , &
B 8] P9 AT BE AT B B i R B MY R

HRERTEN . BUUZRARBRRE  BEXEEXAERRNKRE. BXXHEERRENE
ZER , SR ET R R,

R

EBR Y BT U E TS R SRR, B EISUEEER access-policy FARM URI &% —A HTTP DELETE
BER,

Bx

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

R Bk ST 44 R 7 1) R API fR4s 2012-06-01 360


https://docs.aws.amazon.com/cli/latest/reference/glacier/delete-vault.html

Amazon Glacier FEANGIER

® Note

ZAccountIdERRENHENTKFH AWS IKF ID, EALUEE—N AWS IKF ID , 151
PUEREE—N'-' (EFH) , BEXFBERT , Amazon Glacier A5 TEEBiE RN EIE
REXHI AWS K ID, HNREFERAKS, ID, F2E ID A BEEMEZER (-)

BERSH

IREFERBERS .

B RIR K

HREREAMBREBANERINL. BXRBRABRRANEER , BSHBEAE R,
BERIEX

HEREEEERE,

Wfa] Rz

YERWERL , Amazon Glacier 271 B I BR K& BYIRE 204 No Content,

&%

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A3k

LR ERA RS HERE AN BAIR .. BXBAMMGRANER  FSHBEAREFX.
e B IE 32

IH 3 4E R B8 B2 IE X o

iR

B % Amazon Glacier RE M4 IRHENER |, HS MR R,

R B ST A4 175 1) SR API fR7s 2012-06-01 361



Amazon Glacier FRARIER

el

LATR 7R 5178 7 20 AT ) BR S 44 17 [R) SR B
HRRPHI

L RBIH | DELETE BRI AIEXEIB N access-policy HIXHER examplevault F& R,

DELETE /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2
x-amz-glacier-version: 2012-06-01

0 7 7= 451)
ERER , MNBERINMBERFERS , Ml Amazon Glacier IR E 204 No Content , HIUA T RBIFT R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

« RENHEE 1A B KB ( GET access-policy )

RIB X HEE IR SRS ( PUT access-policy )

’,

&

=+
R

5

E=)
EXEEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHEA :

« AWS Command Line Interface
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https://docs.aws.amazon.com/cli/latest/reference/glacier/delete-vault-access-policy.html

Amazon Glacier FEANGIER

il BR 32 44 EE 3@ &1 ( DELETE notification-configuration )

L

IR VESIIBR H SO R B X HEEEE HIELE ( PUT notification-configuration ) IREBRBHEE., i
ERL R —BHIED , Amazon Glacier ( Amazon Glacier ) AJREE BT —EafEREL£ZEREM , HH
FBERERBRERENERBR , HAEXKE — L&A,

R

EMIBRHERBEHMEE | B0 X ER DELETE F®IRAIE notification-configuration i&
Ko

Bk
DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdERMAEXHENIKFH AWS IKF ID, BAILUEE— AWS Ik ID , t8H]
PUERIEE—N'-' (EFH) , EXHERT , Amazon Glacier A 5 A TEBiERNWEIE
KEXE) AWS Ik ID, tNREFEAMKS ID, BEOE ID FBEFMEZRH (-)

ERSH

LRETERBERSH

HRIRK

LREREAMBREBRANERRL, AXBRABREANESR , BSRERBERIEX.
FERIEX

LR ERBIBERIE
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Amazon Glacier FEANGIER

W

BEE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e R4 Sk
HRAERERAXSHBABRANEAIRK, BXBRABMRKNESR  B2AEAEEL,
e B IE 32

SRR IR BB R IE 32,

iR
BX Amazon Glacier R EMEREENEER , SRS REA
4l

LAT RGIR R T a0{aT i BR S 44+ B BV B AN B B
HRRHI

fEL Rl , DELETE R KIEFE N notification-configuration B HEERY
examplevault &R,

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

W& 2 7R 451

HTTP/1.1 204 No Content
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

« FREVCHEEBA ( GET notification-configuration )
- REXHEBAHMAERE ( PUT notification-configuration )

« @A T Amazon Glacier # Identity and Access Management

BESH
BEXESEIESHMW Amazon FEAL APl IEZEE SDKs , HSFEUTHE :

* AWS Command Line Interface

7

IR ( GET vault)
iR

HWRESRBEIBEXXHENER , BIEXMHEN Amazon BIREBAM (ARN ) . XHERNGIE

B, XHEFEIESH/RYR , URXHEFFHREHENERD, BEBERREIKPNEE

Amazon Glacier ( Amazon Glacier ) LXK XHEF R ( I Amazon Glacier FF4bIE 34

& ) o Amazon Glacier RABXMAERXHEEFE, XEWKRE , WREEXHERRMERSGEMN
M ERBIBRISER |, ARMBVREER I EFER , MR AR & R AR IX LT,

R

ERMEXRXHENEE , BFAREXHFERIRN URI K& GET HXK.
Bk

GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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Amazon Glacier FEANGIER

® Note

AccountId EE2HEAENXHENIKFE AWS IKF ID, BEIBUEE AWS IKF ID , th o LAk
BE-" (EER) , EXBERT , Amazon Glacier fERERARNiERH#TERWEIEHEX
BXH9 AWS kP ID, MNREERIKS ID , B2E ID A EEFEM[EZRF (-) o

BERSH
HBRERERBERSH.
BRIRk
HREREAMBREBANE RINL. BXRXBRABRIFANEER , BSHBEA BRI,
BERIEX
HEREEEERE,
W) B2
B*E
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
Content-Type: application/json

Content-Length: Length

{
"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String

RIVEDER
LR ERA RS HERE AN B RIR .. BXEBAMMFRANER  FSHERA R,
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g B IE 32

I 57 X BELAT JSON FE.,
CreationDate
B HERN UTC BHA,

KA BLISO 8601 BHIRA RIS ERE |, Hl0 2013-03-20T17:03:43.2217,

LastlnventoryDate

Amazon Glacier TR EAXHEFREZ RN UTC B, BXBIXMERENER , FSHED
f£%5 ( POST jobs ) o

KA : LLISO 8601 HHAIRAKRRIFRE |, HlW 2013-03-20T17:03:43.2217Z,
NumberOfArchives

EPRXHEEFEERN , XHEERHERE, IRNXHEFERSTERLERE (HlWn, BRIRI 62
TXHE) |, Nk=FEBAFIRE null,

KHE  #F

SizelnBytes

BB EXRFFLERY , XHFEPHERERN (AFTREN ) , SESMIRMEENEM
Frel. MEXHEFEKRSTELERE (W, ERRCIETSXHE ) |, MHFEBFRE null,

KR . ,F
VaultARN

M HEERY Amazon BRIREH (ARN) 6
RE . FHEH

VaultName

EoIEREEEN XA ERNR. XHEFERMHSFENHEN ARN H,

B Amazon Glacier R EMEREENELR |, FSEE R,
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=~

HR R

LTRREIBRT WMIREERE R examplevault BIXXHEMNE R,

GET /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2

W 2 7R 51

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

{
"CreationDate" : "2012-02-20T17:01:45.1987",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,
"SizeInBytes" : 78088912,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"

}

< &R

« BIENHE (PUT vault)

o HIH X ((GET vaults )

o MIBR#EE ( DELETE vault)
- BES (POST jobs )

« M T Amazon Glacier B Identity and Access Management
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5iFZH

BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

« AWS Command Line Interface

REUL A FE A B K BE ( GET access-policy )

151, BA

IR R E EIREM access-policy FRBAXRRELFHERNESEE , BSHIRE
X AFFETL A KBS ( PUT access-policy ) » MIRAREXMHE LIZEHRIRE |, ZIEEMNRE 404 Not
found iR, BARNHEFRRBNESZEES , BSH X4 EF KK,

R

EIRE Y TR CH BT R RS | BRI XXHFER GET F&RM URI X#E— HTTP access-policy &
Ko

B

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

ZAccountIdERIBEXHENIKSH AWS IKF ID, BABUEE—1 AWS 1K ID , thH]
IEREE—N'-' (EFH) , EXHERT , Amazon Glacier fEF 5 TXBERWEIL
REXHY AWS IKF ID, MIREERKF ID, BFWE ID R EBEEMEER (-) .

BERSH

BRENERBERSH
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HRIRK

LR ERA PR RFEBANERRL. AXREABRIRKNER | FSAEABERERL,

EREX
MR B EREX,
I 1

YERMmRL , Amazon Glacier ( Amazon Glacier ) $$1E a7 1IE 3 # LA JSON &3R5 3244 Be 17 (8] SR B o
&

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{

"Policy": "string"

}

M) RZAR 3k
LR ENER RS ¥ RB AN RNk, BXBAMNIRKNER | BSREA R,
M) 7 1E 32
R E X BET JSON FE..
Policy
LA JSON FRBF X R R HEL R (FRAVENENT) .
RE . TN

iR

A Amazon Glacier REMEIREENER , BSREIRIAL,

IRER ST FE T 7] SR R AP W< 2012-06-01 370
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5l
LA 75058 = AN 3R BR 3 44 B i (R SR B

HR R

FEUHRBIF | GET BREKIZFIXHEMN access-policy FHRIRH URIL,

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

W& 2 7R 451

WMRERK I , Amazon Glacier S$1ENE R E XL JSON ZHFERRIRE A ER B EK, REH
JSON ZRFEFERHVIERE LA , IZEFET R KB ( PUT access-policy ) R"EIARFIR. BERT
EFREE , LTREIERT Tk LFHWIREH JSON FH/F &,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy":
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-time-based-deletes",
"Principal": {
"AWS'": "999999999999"
I
"Effect": "Allow",
"Action": "glacier:Delete*",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"”
1,
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"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z"

PSP

« MIBRSZAEEE VS E] SR #E ( DELETE access-policy )

« IRBNHEBEME ( PUT access-policy )

BEZH
BEXREHTEIESH Amazon FEAL API IEZEE SDKs , HZEUTHE :

« AWS Command Line Interface

REUUHFFESIE ( GET lock-policy )
98
LRESNEEXHE LIZREMN lock-policy FRBRFREUTEM :

o TENME EIRE M EBIE R,

o XHEHEMIRS (InProgess = Locked )

- H8E ID FHnt, BiE ID ATERANXHEMHELRE,
o UXHEHEBFHHIA InProgress RAR,

B A InProgress , AN XHEYEET B3 3XHESE ( POST lock-policy ) TS, B3
FLocked , X HEMER T THRXHESE ( POST lockld ) RZS. &AES A A 1k 304 FE i
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Amazon Glacier FEANGIER

7E ( DELETE lock-policy ) , FIEX#HEHERRE. BARANHEHELENEZEL , 125 Amazon
Glacier X ESIE,

MRREXE L REXHEHERK , MZBERIRE 404 Not found HiR. AXXMHEBMER
BNESEE , BERXHEIERRK,

HR

TREISFN X EHEREMEMEY , FEXH4ERN GET FRIEMN URI KiE— HTTP lock-
policy ¥R , AT B ERBIF TR

EE
GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

ZAccountIdERHENXHEMNIKFH AWS K ID, &AL E—N AWS K/ ID , thd]
PURBRIEEE—N'-' (EFFF) , EXFERT , Amazon Glacier FR SR TEEERNEI
REXHY AWS IKF ID, SIREFERKF ID , BHOE ID D EBEEMEER (-) .

BERSE

HERETRERERSH.

BERIRk

WRENEAMEREBANBERIRL, BXBRABERGEINEER , BSHERIERT X,

BERIEX

WREZRBERIE,

e R

YERUERL , Amazon Glacier ( Amazon Glacier ) $$4E W 8 IE S 5 JSON #2038 B 3245 e 17 (7] K B o
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B

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"
}
0fe) R 3k

BRI VR GE I K % ¥ BB FA RV I RiAR Sk . BXRBRAMBARAWEER. , BS08E A NRk,
M) 7 1E 32
MR EXZE T JSON FE,
Policy
LA JSON ZRRFEARTHXHGEMERE (ERAVERENT) .

KE . FREH

State
X ESENIRES,
KA . ZHFH

BME : InProgress|Locked

ExpirationDate
BiE ID FHIAY UTC BHINIETE, MRXHEBEL T null KA, NELETH Locked,

EH : BLISO 8601 HHRARRNERE |, il 2013-03-20T17:03:43.2217Z,

CreationDate

PFXHEHERBTF InProgress MRAK UTC HEAFATE,
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FRARER

KA . BLISO 8601 BHHEI AR TSN ERFE , Hli0 2013-03-20T17:03

iR

B2% Amazon Glacier REMEIREENEER , BSREEIRIE R,

]|

BAR 7R 5158 7R AT SR B ST 44 P 1 E SR B

B R R B

T RBIF , GET BRESZIEFIXHEN lock-policy FHEIRH URI,

GET /-/vaults/examplevault/lock-policy HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

143.2217,

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7 451

WERIERK I , Amazon Glacier SR E X H L JSON ZHEFRIRE SHE R FK, RE
JSON ZRFBRFERVERNFE UL , Bz SWHESIE ( POST lock-policy ) iR REIFFIR, {ER TE

TE3R , AR RAIERT A LAFNEER JSON 2/ &,

HTTP/1.1 200 0K

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: length

{
"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
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FRARER

"Principal": {
"AWS": "arn:aws:iam::999999999999:root"

iy
"Effect": "Deny",
"Action": "glacier:DeleteArchive",

"Resource": [

"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"

}
}
}
]
}
"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
FX BB

o FIEXHESIE ( DELETE lock-policy )

« ERHEBE (POST lockld )

s BIIXHESE ( POST lock-policy )

yE
A

0

BESH

BEXEHTEIESHM Amazon FEAL API WEZEE SDKs , HZEUTHE :

* AWS Command Line Interface

REN M BEE
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IRER M EEIB A ( GET notification-configuration )

58

WREAR R NHEFIREMN notification-configuration F&IR ( BSHIRE X4 FEiEHE
& ( PUT notification-configuration ) ) » MIRKRZREXHEWNBANEE , NZBRIESIRE 404 Not
Found f8iR. BXXHEBHNNEZEER , ESHE Amazon Glacier FEL & A4 EBE .

HR

ERFEBHEEFEE , BEXHEN GET FRIEK URI Ki% notification-configuration if

SN
“No

BE
GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note

ZAccountIdERBEXMHENIKSH AWS IKF ID, BABUEE—1 AWS Ik ID, tBH]
PUERIEE—N'-' (EFH) , EXMBERT , Amazon Glacier £ 5 A TEXEERWEI
REKEY AWS Ik ID, INREFERAMKF ID, EWE ID FEBEFMEFRF (-) o

BERSH

LRENERBE RS

HRIRK

LREREAMBREBRANERRS, AXBRABREANER  BSRBERABEREX.
FRIEX

HRERBHERE
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M B2

Bx

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{

"Events": [
String,

1,
"SNSTopic": String
}

e Ry A Sk
LR ERA RS HERE AN EAIR ., BXBAMMFRANER  FSHBEA BT,
a5 IE 32

@RI EXEET JSON FE,

Events

Amazon Glacier ( Amazon Glacier ) $F@$§E Amazon SNS B R IZBHH — NSRS NEHH
ke BXREBAUNHEHBEEXHEARXMBANNHEESHNGER , BSRAREXHEBAARE

( PUT notification-configuration ) o

KA - HA

SNSTopic

Amazon Simple Notification Service ( Amazon SNS ) £&# Amazon BEZF: (ARN) . BXE
%S5 , 25 (Amazon Simple Notification Service A[1#®) FH Amazon SNS A|7,

KE . FRHEH

iR

B> Amazon Glacier R EMEREENELR | FSEE R,
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Amazon Glacier FRARIER

el

TR RBIRART iR R4 EFERBEAEE,
HRRHI

TR RBIF , GET BREKIEEIXMHEMN notification-configuration &R

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

W& 2 7R 451

FLZhRY I R £ FE IR E X H L, JSON R E R FRKIZRKEE X, BURAF , ZBREETTHD
E# ( ArchiveRetrievalCompleted #l InventoryRetrievalCompleted ) HEH & KA
Amazon SNS £ arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150

"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}
MR ER D

o BRI FEIB AN ( DELETE notification-configuration )
- RBNXHEBHAEE ( PUT notification-configuration )
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- & T Amazon Glacier B Identity and Access Management

BESH
BEXEEEIESH Amazon FERAL APl WEZEE SDKs , BSRUTHE :

* AWS Command Line Interface

Boh XHESIE ( POST lock-policy )
iR
HREBREHRITUTRIES I X ESELRE -

s EEEXMHE LLZENHEHERE,

s RXHFEMENBERTREN InProgress.
« BE—PMHTERXFEHESENBUE ID,

BRARNBNINXHEFERE - N NHEHERKE , MALRBANESH 20 KB, BXRXHEHERMKE
ZiEE , BERAXESERRK,

IEIE B EYEH A InProgress IRSEW 24 NI ATR XA EHEIE, £ 24 NMIRHE
O%XRzfE , 8iE ID F2EH , XHEFERE InProgress IRZ , FHFREMSTHF B i BRSO B2
BIERE, BURAATRXGESE (POST lockld ) , BN XHESENIRSIREN Locked K%
R ESERRE.

® Note
EXHFEMELT Locked AT , B BEN S4B = 3 #T B SUAF EE B

IEAIES A A B E ST FESE ( DELETE lock-policy ) , FIEXHESENRE, EAENE AR
HESIE ( GET lock-policy ) , REMXHEMENRS. BEXXHEHESIENESER , BFSH
Amazon Glacier X EHIE o

MREXHEMEL T InProgress MR A LLRME |, NHRELIRE
AccessDeniedException iR, HMHESIELTF InProgress KA |, BABE R A L XHF
FEiE ( DELETE lock-policy ) , fRFEF BILAJS B TR S4B 8 E SR % o
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H3R

ERFNHEYNELR , BEXHER POST FRIRAY URI RiE HTTP lock-policy &R , ZIBATF
B E R PART R

Bk

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"Policy": "string"
}
(@ Note

AccountId {9 AWS IKF ID, WEXMERRNEREITER B FEUHERERR AWS

W ID MEE, BAILIEE AWS K ID , tBa[BUERIERE-" (EFRF ) , EXRER

T , Amazon Glacier /&5 KX ERFITER K FEIEME KRR AWS IKF ID. MIREREEK
FID, B2 ID FEEEMEFR (-) .

FRSH

HRETERBERSE

HRIRkK

HRERERAPTEREBRAIBERIFL. BXBRABRINANEE , FSHBEAIBE R
HRIEX

FHREXHEEET JSON FEo

Policy

LA JSON FRBREARTIXHEHERR (ERVENRNLE) .
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KH . FHFH

RELE R

a5
MERZFRBEHIEZESZ | Amazon Glacier ( Amazon Glacier ) ¥R E HTTP 201 Created MR,
Wk

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date
x-amz-lock-id: lockId

e Rz A 3k

BRT ATARMEBANIBAIRAIN , BB P EESEATEHNIRK, BXBABMRANESER ,
HS5E A e R ARk o

5

=1 1

x-amz-lock-

AT R X EESENBIE IDo

id
RE : FH&H
g 2 IE 32

LEIRAETR IR B0 R 1E 32,

iR

BX Amazon Glacier REMEIREENER , BSRERIAL,
]|

BHRRHE

AR RIS B THFER PUT FRIRH URI K% HTTP lock-policy &R, Policy JSON Z&F &4
R\ER L,
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PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

& 2 7R 51
WMRFERMI , W Amazon Glacier £3R[El HTTP 201 Created WKL , AT RBIFFIR.

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

Sy

o HIENHESIE ( DELETE lock-policy )

o ERXAEBE (POST lockld )

- FREUUHFESIE ((GET lock-policy )

BESH
BEXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

* AWS Command Line Interface
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Amazon Glacier FEANGIER

5 X HERFRZ ( GET tags )

BREXFIHERNBI X ENRBERE. WREERE , NHREXREZRE, BXRRENESE

B, B2 %R Amazon Glacier &R,

HXREZE
BOHHEGRRE | 8 HTTP GET ERARERE URI, ML T EERBIFPIR,

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(@ Note

AccountId fE8 AWS IKF ID, LEXMERRNFREITER B FEUHERERR AWS

W ID MEEE, BAILIEE AWS K ID , B a[BUERIERE-" (EFRF ) , EXRER

T , Amazon Glacier /5 KX ER#TER K FEIEME KRR AWS IKF ID. MIREREEK
D, 2% ID FEEEMEFR (-) .

BFRSH

BRERERBERSH

HRIRk

LR ERAFRREBANERRL. BXREABRIRKNER | FSAEABERERL,
HRIEN

BRERBHERIE

W 5

MRERERD , WZRSHLRER HTTP 200 OK MR,
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FRARER

e i

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
g R AR5

LR ERA RS HERE RN EAIR., BXBABMGANER  FSHEA BT,

Wa BZ 1E 32

@RI EXEET JSON FE,

Tags
ERMEXHENIRE, Ml —MEN—MEARK.
RE . PRI FARRS

tHix

AX Amazon Glacier REMEIREENER , BSRERWAL,
gt

R BB AR

TR RBIBIE T ST ERIFRE

HRRHI

HERRBIH | FERIE—A GET FHRUMEE XM F PR RIFER TR,

B ST A R AR

API fRZ 2012-06-01 385



Amazon Glacier FRARIER

GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

& 2 7R 451

WMRFERKI , W Amazon Glacier ( Amazon Glacier ) 21REHH —MREFIRE HTTP 200 0K
WML T R BIFFTRo

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
IITagSII ,
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MR E D

- BXHERMNIRE ( POST tags add )

« \NXXHEEMIBRFRZE ( POST tags remove )

BiESH

BXREHEIESH Amazon SDK HERALL API NEZEER |, BSRUTHREA :

« AWS Command Line Interface
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H X4 ( GET vaults )
iR

LHRAESTIHER RS HKFRERFTE X E. R IR E ) 5 R B A EE VR ASCII IR HE
FFo

RINMBRT , BRERNBBRERZIRE 10 M E, MREESHEES L , M@K EHH
marker FESEXHEMN Amazon BREABAF (ARN ) , FHHIHXHEERSMNZB RS HE
ik ; BN, marker FEHA null, B F—MIHXHEERSD , B marker ZHIRE N
Amazon Glacier ( Amazon Glacier ) A E— NS XHFEBERFAEENE, SEALBEEERFIE
TE limit SR PR $l 0 Bz iR B #Y 3T E

B3R
ERBXHESR , BFEEM vaults BIFEEIE GET iE3K,
8=

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId B AWS Ik ID, WEXAHE AR ERH#ITERWEIUEHEEKN AWS

MK ID HTE, EALEE AWS IKF ID , Al LU RIS E - (EFEZRF ) , EXER

T , Amazon Glacier £ 5 XX & R##1TEENEIEMHEXEKHN AWS IKF ID, t1REEEK
FID, E2%E ID PEEEMEFR (-)

BFRSH

IR EEZ U T ERSH

AW iR =EME
limit ray
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FRARER

=1

marker

HRIFL

L RELE

EEBERENNXHERAHE, RINRFIHN 10, RERXHE
HAEDTEENRGE , BXETSBELRFIE.

RE : FFH
NR  BDEBEN 1. EREBEN 10,

7|

AT 2R FRFER. marker $&TEMMETT 465 H XA EERY L
FE ARN. (marker EEMNXAHEFSEERENIIRSD. )
MZ BTE 5 34 R B3R ER marker B, RBEEZEHREN
ZAR S H X EERPTRNERRITORN , BT FESHE
marker, MRNIFCEEZE (™) , WRELXBRENE -1
M AFEETT R B SR B R

KR . 2R

HR: &

HREREAMBREBRANERRS, AXBRABREANER | FSRBERABEREFX.

FERIEX

HRIERBEREN

a5

Bx

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: application/json
Content-Length: Length

{

"Marker":

B 34 R
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"VaultList": [
{

"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String

]
}

e Ry A3k

LR B A A2 BOE B8 A B RAR k. BXBAMMFRANER  FSHBEA R,
e B IE 32

IFRIEXBELT JSON F&o

CreationDate
At AT (UTC ) SRR ESIZE B HA,

KE . ZAH, LLISO 8601 HHIRKX KR RN FAE |, Hli 2013-03-20T17:03:43.2217,
LastinventoryDate
DAt 5Ret (UTC ) RRTSWEANHEEEZ S B, MRNHEFRERSTELEREE (H

m, ZRINCIZETXHE) , WFRITEIZE. BXBEINGEFTENEE , BSREIES
( POST jobs ) »

RE : BLISO 8601 HHARA KRR FRFE , HlI0 2013-03-20T17:03:43.2217,

Marker

RRMALLBEERT 5 R 1T 0 TWHY vaultARN, SEAIBAES — M5 H XA EEE R EM marker K
REFIRPNESNHE, MRRBESNHE , MIERN null,.

KR ZHH

NumberOfArchives

R ERFFERR  XHEEPHNER
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KA . BT
SizelnBytes

BB EXRFFLRY , XHETEEENERN (UAFTREN ) , SESMIRTEEN
EAFFH,

KA . ¥,F
VaultARN

XAHEEH Amazon BERBF (ARN) ,

KA . PE
VaultList

BEAHA , EPNES I BIETORM T XA ERIL.

KA A

VaultName
XHEA .

R . T

iR

AX Amazon Glacier #EMERHEENER , BSREIRBA,
=~

R B FRR S

UTRBIBIETXHE, BTERPEEETE marker M 1limit 3%, Atk , REHFZLRE 10 N
X,

HR R

GET /-/vaults HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
Xx-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

I B 7= 45
Marker A null , RREBEESXHEEIIL,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

{
"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-25T12:14:31.1217",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"
}
]
}
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R SXHFERER D B

T RBIEEM marker 18 E /Y AR FETT 1R RPN XA

HR B

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/
examplevaultl HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

e B2 7R 451
FIRFIRE T WNXHE, Marker & X4E ARN |, BUEES — NI XA EER P YLD T,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl”,
"VaultName": "examplevaultl"
.
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
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}
]
}

PSS

BIE X EE ( PUT vault)

M BR SC#FFE ( DELETE vault )

BaES (POST jobs )

i& i T Amazon Glacier #9 Identity and Access Management

BEZH
BXREREESFH Amazon SDK RERLL APIMEZFEE , FSRUTARSA

* AWS Command Line Interface

M4 FE BR#RZ ( POST tags remove )
B AEE NEM MBI A ENREEEHR— A RS MFE, BXRENESES , BSHEE

Amazon Glacier &R,

LRERTBSHN. AEXEEMMEXHENIRE |, WiRECHSKS.
WREE
EMXHEPRIERIRE |, HRF HTTP POST HRZEEIFRZE URI , DA TIEERHIPATRo

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01
{
"TagKeys": [
"string",
"string"

ST EE R BR PR 25 API 7 2012-06-01 393
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}

® Note

AccountId fEX AWS IKF ID, MEXME FRNEREITER R FEIUEAHERER AWS

T ID MEEE, BRI LIEE AWS K ID , B afBUERIERE-" ( EFRF ) , EXRER

T , Amazon Glacier £ 5 RN iER#TERBHNFEIEMEXERN AWS K/ ID. MREREEK
D, B2 ID FEEEMEFRF (-) o

EROH
B HiR RENE
operation A operation EMENERFHESH remove, ATE =&
=remove [6] X4 EE R INFRZ ( POST tags add ) #1TX %,

B R¥Rk

BREREAMBREBRANERRL, AXBRABREANESR , BSRERBERIEX.
FERIEX
ERIEXHEELT JSON FEo

TagKeys
RERNOTIR. NXHEFRIRESNN MR,
RE  FRHENHRA

KELYR  JIRPHED 1 M, FIRFHEZ 10 N,

e 5

MR RERTI , MZBSZAREBHEZ HTTP IESXH HTTP 204 No Content MR,
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FRARER

B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e Rz A3k

LA ER XS BORAE AR B RRK. BXBABMMNRKANES

g 8 1F 32

BEIRAETR IR B0 B1 1E 32,

tHix

HX Amazon Glacier #EMERHEENER , BSHEIRBA
el

BRI

TR RBIRIE— HTTP POST i8R SAMIBR 18 E IR ZE

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

ES508 A M R AR ko

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

"TagsKeys": [
"examplekeyl",
"examplekey2"

W& S 7R 431

MRERK I , Amazon Glacier ( Amazon Glacier ) £3RE HTTP 204 No Content , f1LA TRl

T Ro

ST e R PR AR 25
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSPy

- BXHERMNIRFE ( POST tags add )

« S XHENIRE (GET tags )

HESH
BXREREIESH Amazon SDK RERLL APINESZEE , FSRUTARS

« AWS Command Line Interface

RIBMHEHE R ( PUT access-policy )
35

HBRESAXHERE-—MNIRXBHABEZINERE, EREXHFEIHRIFE , 0 XHEN PUT F
BWIRAKI%E access-policy iER. BAIUANBNXHERE—MNAMKRE , ZREHNKDPRZH 20
KBo BXNHEHERBNELEFELR , BSRXHELRIER,

HR

B

EiRENHERRKRE |, B0 SXXHFERN access-policy FARM URI 3£ HTTP PUT 3R , AT
B LRI o

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

Xx-amz-glacier-version: 2012-06-01
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{
"Policy": "string"

}

(® Note
ZAccountIdERHENXHEMNIKFH AWS IKF ID, &AL E—N AWS K/ ID , thd]
LLEBRIEE—N'-' (EFA) , EXMERT , Amazon Glacier A 5H TXEiERNWEIE
KEXH) AWS Ik ID, INREEAMKS ID, EOE ID FBEFMEZRR (-)

BERSH

HRERERE RS,
B RIRK
BREREAREREBRANERRL, BXBABERFLANER , BSREAIERIFX,
ERE
EREXHEELUT JSON FE.
Policy
LA JSON FRF SRR R R SUHEG R KME (FERVIERENLR) .
KA FHH
RELE R
Wfa] B2
YERNMERL , Amazon Glacier £3R[E 204 No Content ( MIRIEZ THREE ) .
BE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
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Date: Date

e R AR5

EIRENE A RSB BRI NRL, BXBABMRANEES , ESFHBEAENRL,
0fa] R 1F 32

b 358 4F R B0 7 1E 2o

iR

HX Amazon Glacier R EMHEIREENEE , BSHEEIREA,

gt

BER KB

LA RIS B STHFER PUT FRJRHY URI X% HTTP access-policy 53K, Policy JSON F#&F &
ERVER LA

PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\", \"Statement\":[{\"Sid\":
\"Define-owner-access-rights\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::999999999999:root\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":
\"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault\"}]1}"}

e B2 7R 451

MERFERK I , Amazon Glacier ( Amazon Glacier ) £3R[E HTTP 204 No Content , LA T RHie
FT7Ro

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

« MBRSCHFEETS B 5B ( DELETE access-policy )

« FRERXAEFETRIZRRE ( GET access-policy )

BESH
BEXEHTEIESH Amazon FEAL API WEZEE SDKs , HSEUTHE :

« AWS Command Line Interface

REXHEBALE ( PUT notification-configuration )
98

£ Amazon Glacier ( Amazon Glacier ) 7 , RERBN U EFTERRISBRE , BUTEENIXL
BRERHES , FEESERE , BTRTHESHE, BUUEXHERENEXLETSTHE
Amazon Simple Notification Service ( Amazon SNS ) B &AM HEE . &0 LUE A LR RIS E XHE
FRBHEE, BXEZER , HSHE Amazon Glacier Ffil & X EEE A

EREXHEBRA , B XHFERN notification-configuration FRBXAZIREBEIEFER, BHE
ERBRETXHEN ; At , eEHANNEEFRIR. BERMNBIEFERME Amazon Simple Notification
Service ( Amazon SNS ) &HY JSON XY , AR ER Amazon Glacier [E1Z F 8 & X B AN B4,

BRI EXHFERN AT XHESHRTEA

« ArchiveRetrievalCompleted - A EERZBHNES TR ( E3N1ES (POST jobs ) ) B , &
RENEHR, SEREFHIRSTEEN Succeeded = Failed, KiXZE| SNS FEWBHZRENE
RES ( GET JoblD ) IREIA 4 HAE R AV 5 H -

« InventoryRetrievalCompleted - N ERRRBHNESFTER ( B31ES (POST jobs ) )

i, 2aREREH, EXHESHIRDSATEERN Succeeded R Failed, KIEZE| SNS = HHBEH R
BSMN#ERES ( GET JoblD ) IREIR i HAE R H
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Amazon SNS FBAME) XA ER T ATz EB A mE AR,

HR

BERELNHAEFNBEANERE | BB XHEN notification-configuration F&EK URI £i%
BBIER, BUUEBREXHEERE. BETIE Amazon SNS EBE UK [EF4 E Bl K8 H
BREN—RISEH,

B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
"SNSTopic": String,
"Events":[String, ...]

}

(® Note
ZAccountIdERPAENHENTKFH AWS IKF ID, EALUEE—N AWS IKF ID , 157
PUEREE—N'-' (EFH) , BEXFBERT , Amazon Glacier A5 TEXEBiERNEIE
KEXEY AWS Ik ID, WNRZEFERAMKF ID , 27 ID FEEFMEFR (-) o

BRSH

BRERERBERSH

HRIRk

LREREAMBREBRANERRS, AXBRABREANER  FSREBERABEREX.
FRIEX

WREXHH JSON BEUTFH.
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Events
E3R Amazon Glacier KZBHN — NSRS NEH,
BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted

EKH B4
SNSTopic

Amazon SNS £ ARN, BXEZER , 52 (Amazon Simple Notification Service Al 14§
) H Amazon SNS A[7,

Wfa] Rz
YERMRL , Amazon Glacier ( Amazon Glacier ) JR[E 204 No Content ( MMREZ TEAERE )
B

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIHR Sk

IR ENERFEREBANERIEL, SXBRBERFLNED  BSREAERIFL.
7 IE 32

BB E X,

g

A3 Amazon Glacier REFEISHANEL | BSHEIZNAL.

5l

LT RGIRR T SMAE & XA @ Al
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Amazon Glacier FRARIER

HR R

UT#ERIRET examplevault BAIEE , SEFANEH ( ArchiveRetrievalCompleted
M InventoryRetrievalCompleted ) Ki%ZE| Amazon SNS & arn:aws:sns:us-
west-2:012345678901 :mytopic,

PUT /-/vaults/examplevault/notification-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

{
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}
0ja) 2 7= 45

RIhE IR S3IRE 204 No Contento

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

o FREUHEEEA ( GET notification-configuration )
 MIBRIC4EEEE A ( DELETE notification-configuration )

« M T Amazon Glacier B Identity and Access Management

Sk
A

o

b 5]
BEXESEIESH Amazon FEAL API IEZEE SDKs , HSFEUTHE :

* AWS Command Line Interface

REXHEENLRE AP 7 2012-06-01 402


https://docs.aws.amazon.com/cli/latest/reference/glacier/set-vault-notifications.html

Amazon Glacier FEANGIER
NV =
BRRME

LA 2 At #E Amazon Glacier # i I R4 =i 4E,

FH
- MER#4% ( DELETE archive )
- H#£#43E ( POST archive )

filBx#42 ( DELETE archive )
iR
HERES M HFERRIBRER. SRTUMXHE—RBR— MR, EMREER |, SXERRERSD

REMAE ID, BULES THIE THMRNHEENXHEBRERKRIEE ID. BXTHXHER
BNEZELR , S Amazon Glacier R & STHEESE,

ERBRERE  BOARKIEREINEMBRERIRRES , EERRRESFS LR,
MRS SR, AR ID EERTHRERERTREKY , BAETKY , E4ABURT THHZ

= .

« 15 Amazon Glacier ( Amazon Glacier ) Yt ZIMIBRHRE R , BMERREFEERMM N TEHE
ZFHIE  MINRRRBETELRK,

R Amazon Glacier WEIMIBRHRFR , MRREFTFERI N TEERHFHE , N FES
THHEE

ERAMERENEZEELR , S 1E Amazon Glacier R FEiR4 %,

HBRERTEN. ZERMBRERROBRR2SHER,
HR
EMERIER  BFEE@MRRIR URI KIX DELETE #Ko
BE

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com
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FRARER

x-amz-Date: Date
Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId HRHEAENXHENIKFE AWS IKF ID, BaILUEE AWS IKF ID , t o] LU
BE (EZ/F) , BEXERT , Amazon Glacier A 5RARXRX B RJITERWEITEX
BXHY AWS IKF ID, MNREERAIKS ID , B2E ID FEEFEMEZR (-) -

ERBH
HRAET EAERSH,
WRIR,

LR ERAFBREBANERRL. AXREABRIRANER , F

BERIEX
HBRAEREEREX.
a5
BE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEDER

LR AR BER XS BORAIE AR B RARk. BXBAMMNRKANES

Wa B 1E 32
135 4E R B8 B2 IE 3o
iR

B Amazon Glacier REMEREENESR | FSHEE R,

SRBERIE R L.

ES508E A M R AR ko

DS =ES
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Amazon Glacier FERARER
5l
LTRRBIBRT MAMNBER examplevaul t BYSTHERIBRBR,

HRRHI

EMIERAVFLZRE ID BIEE N archives BFHIR,

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

M Bz 7= 5
WMERFRHKIN , N Amazon Glacier 24 204 No Content BIMERL , AR R EMBRIEE,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

WS-

- BP & EF ( POST multipart-uploads )
« L4&ER4Z ( POST archive )

@A T Amazon Glacier B Identity and Access Management

E1&#43 ( POST archive )
R

WHRES BRI XHERMER, TR EE  EHRBREL2BARE., EAMB , Amazon
Glacier ( Amazon Glacier ) fFEM R/ x-amz-archive-id #RkAFIREIMER ID, BRREFIREMNRE
ID , AEHELUF RIS,
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BRI E FENBIEN SHA256 HER%FE. BX1TE SHA256 MERFNER , BSRITER

® Note

REMEA API 11T L& #43%R ( POST archive ) B{EFEE SHA256 ®ifE %, £H AWS CLI
TR,

FEMER | SO LEREERZEE 1024 NAMITE ASCI EHFHHRER, RRUBRHIRIHEE
EH¥ B, Amazon Glacier £IRE#ZER., Amazon Glacier A2 LUEA A R AAIEE IR, HEHRLE
ERE—H, BTEFERARRREEMRIREENHRIIRHAITHER.

BRT AR AR RER LS | Amazon Glacier A X EEREZENEMMINTEHE. MR ID RETNWTERF
5|, BTENE M ERRENEMANESE, FAlt , BAELEEF REFERRENTHE. EXES
E8 , S H7TE Amazon Glacier FAMERYZE,

HRETATZN, LEAERE , ELEARBHEEIEER,
H3R

B AR EFBMER HTTP POST 733% , AR ERAAZCEEERREFERNXFER
archives ¥#iR. BRANBE/EZERHFE A DMK ( SHA256 HEWRFE ) , FEALUERE
it B E R RV

Bx

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>
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® Note

AccountId EE2HEAENXHENIKFE AWS IKF ID, BEIBUEE AWS IKF ID , th o LAk
BE-" (EER) , EXBERT , Amazon Glacier fERERARNiERH#TERWEIEHEX
BXH9 AWS kP ID, MNREERIKS ID , B2E ID A EEFEM[EZRF (-) o

ERSH
HRAENSEBT EAERBH
BRI

BRTYFRAEREBAMNBERIRKIN  WBEEEANTERIRL. AXBRBERIANESER , 55
2B A ERIRk,

g*’ﬁ_\ #ﬁﬁ ;EE%':I\\%F%
Content-Length o . _ =
BETORD (LFTHREN ), BXEZEER , &
F| http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.
html#sec14.13,
KA . T
MINE : T
N . Tk
x-amz-archive- B

BE LANEROTIERER, © 0N BEHER R ELEEXR
DEHEMRAR, HERTHFEEMARRPRE—, J&
KRNHEER (FSMAEES (POSTjobs ) ) B, ES
B0 B i HH i 2 T OR [ 9 R R e R

description

KE : FREH

MINE :

MR API fRZ 2012-06-01 407
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Amazon Glacier

FRARER

=1

X-amz-content-
sha256

X-amz-sha256-
tree-hash

HRIEX

EPUN

YR HERNKELFNTHEFET 1024 M7, RTFHNFEH
NEESEFRBE 7 L ASCIl F4F , BAHU KR Z ASCII &
79 32-126 ( T#EH ) 3 0x20-0x7E ( +R#Hl ) BVFHF.

BREHAH SHA256 REFH ( EHERF ) o XTREBTE x-
amz-sha256-tree-hash #rEFIEENHEE.
KR R

L SIN= I

KR : %

BRITENEREANREN ( SHA256 MEKRSE ) . BX
IT& SHA256 MR ENER , BSHITERKR I, R

Amazon Glacier N B R /A TITEBSHFRNERE TR
B, a4k,

BEREXEEE LENHIE,

a5

YERMRL , Amazon Glacier F A FAERE | HIRERE ID 8 URI BB,

B

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

fim

fim

LR
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FRARER

Location: Location
x-amz-archive-id: ArchiveId

e Rz A7 3k

F?TFJ?’EET%VEEFHE’J"F]F‘%%% , LI IR R AP IR B FE A T RAR k. BXRBAMAMRANESER |
2508 A B RIFR K

=13

Location

X-amz-arc
hive-id

Xx-amz-sha
256-tree-
hash

W B 1E 32

5

.

FA DAY A SRR AT URI B84,

Mk

<A

= .

RFER

4&

=M 1D, WEHSTIEE Location FrkH |, R ZIRKH —

GES

M
“H}

= .

Amazon Glacier itEHHIRERE M,

SES

o
"H}

:l: .

1 35 4E 3R B B2 IE 3o

Hix

BX Amazon Glacier R EMFREEMNEE , BSRE R,

=

HRRHI

UTROIETRT LEHENER,

POST /-/vaults/examplevault/archives HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date:

20170210T120000Z

o

LR
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x-amz-sha256-tree-hash:
beb@fe31lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4ldd6d3adaef0c85d2ff6309f1d4b520eeecda3

Content-Length: 2097152

x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-

version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

<Request body (2097152 bytes).>

i 7 7= 451
LLTFRINMmNER Location #rk |, BRI LAMHIREL Amazon Glacier 2 ELARIERM ID,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60
Location: /111122223333/vaults/examplevault/archives/
NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEAT Chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEAT Chi

PSS

£ Amazon Glacier AL EERYZ
DBREERBEE (DBLEE)
fHlBR#43 ( DELETE archive )

i@ Fi T Amazon Glacier B9 Identity and Access Management

TR EERE
LA 2 8%E Amazon Glacier FERAK 2 & L{£181E,
EB

DB EEERE API hzZ 2012-06-01 410



Amazon Glacier FRARIER

« FIEDE E4£ ( DELETE uploadID )

. TR £ (POST uploadlD )

- B2 E£ ( POST multipart-uploads )
« HIHE ( GET uploadID )

« B9 B £ ( GET multipart-uploads )
« 4B (PUT uploadiD )

F 1t R 4% ( DELETE uploadID )
98
bt B ERIRES S A LME L 4% ID FRIR 2 B L 1%,

Pt DR EEEREINE |, BTEAER L& ID L& EAbE MR INITHMEE[IRE, FIEETKESD
REERW. BR , EENER , FLEEF LN EER/RK,

BLRERESH.
BXROTBRELENGER , WERTRELEXRBEHE (2B EE ).
R

EFLEpyB L, B HTTP DELETE B3R REFXHEN multipart-uploads F&IEM URI, F
S ED R L% ID IR Z URI B —FB 2

Bk

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
ZAccountIdERBBEXMHENIKSH AWS IKF ID, BABUEE—1 AWS 1K ID , tBH]
PUEREE—N'-' (EFH) , EXMERT , Amazon Glacier A 5A TEEERWEIU
KEXHY AWS Ik ID, MREFEAMKS ID, BOE ID PEEFMEFR (-) .
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BERSH

LRETERBERSH
HRIRL
LR ERAFRREBEANERRL. AXREABRIRKNER | FSAEAFRERL,
ERIEX
LR ER/IERIE
W
Bk
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

W RIAR 3K

LR AERER XS BBABANEAIRL, BXBABNRLNESR  BSMEAEMEE,
g R 1 32

1 358 4E IR B0 B2 1E 3o

iR

HX Amazon Glacier R EMERHEENER , BSHEIRBA,

Rl

B R R B

FELLTR"HIs | DELETE BR#AIER 2 & E1& ID BIREY URI,

DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
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x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e S 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

« B & E4£E ( POST multipart-uploads )
+ 4 E ( PUT uploadlD )

s RSB E4E (POST uploadlD )

« HIH 2B E4£ ( GET multipart-uploads )
« HIHE ( GET uploadID )

- PBRERABBR (FBLEE)

@A T Amazon Glacier # Identity and Access Management

SER D E Et& ( POST uploadID )
HiR

& BT LLE A Itk 9 BR E AR R ESRE &0 Amazon Glacier ( Amazon Glacier ) FRERRERE L& |, &
Amazon Glacier Bef6 i LAV ERSRA T E,

BROPBRLENER BRI B LEAREME (DB LEE) .

AEMBAFERFRIXMHER , Amazon Glacier 2IREIF A RFRNVLR ID. LEMRE
FERIRIFEEMNEE ID, AEEUERFRIZEE,

FEiERD | BOANBREN R EWENMERITITESHAN SHA256 MK E. BXITE SHA256 #
FBFNEER , FSRITERK I, ERSSEI , Amazon Glacier A& FTA R ERHN SHA256 #i
%, MRECHE , I Amazon Glacier & RERFAERXHE ; BN , eRE4EIR , HARELKX
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Mo BIHEX (GET uploadiD ) BEATLUEEASFED R LEE LENERNSIR, E2B8 I ELERN
REMNEE , ATBH T HRE IR M R

4, Amazon Glacier AR EBREEFAREIVWARTBE., LEERN |, BUEEBEE , ATHR
NE—RESANMBAZETINMNE., AESAMER , Amazon Glacier 28R ERBEFAMREANAER
SoE  MBEEEAREIHAZBE , M Amazon Glacier IREI4EiR , FA TR DB LERIES KK,

TRTREER-MBSNERE, F-XNNTRDEREEE , MREEENERERERZERE, N
ZBRER A A EEAEREREE ID, XELBETMERBKKRE 500 RSBJ|ERNREA , EXME

R, BUNEEEN TR D R EEAFERARBERNER ID, METECIREENER, BR | BE

B, EPRELEAERE  ETREASNHERE , HESRELEFFSHAEIH D R AR F | B
ERRER SR R ML,

HR

EXRORLEE | BEEF HTTP POST &R X I1XF| Amazon Glacier BRI EH B3 0 Bk E4& 1Bk
BIZEM E4& ID B URI, X2&E EERNEANMER URlL, BRTERANSLERKEN | BT HE
EANMYERR SHA256 MM HFNERURZMBENERD (LETREN ),

B

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
Xx-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

® Note

AccountId HRBBEXHENIKFR AWS K/ ID, ERIBUEE AWS IKF ID |, t A BLUE#
EE-" (&EFH) , BEXMERT , Amazon Glacier Al 5ERARXNERFITEEZEIEEX
BRHY AWS K= ID, INREFEAWKS, ID, E2%E ID FEEEAEFH (-) o

HRBK

BRENERBERSH
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BRIRL

BRT TR RFEANERRAN  WEEEERAUTERIRX, ARXBABERRANESER , F5
5% 38 A 15 SRRk o

AN iR =AME
X-amz-arc =
HvEesiae BEAMYRMEAN (UFEFREN ) . WENHEEHSERN

I XR/NZH,

KR . B

HRIAE: T

AR T
x-amz-sha =

256-tree- BARRM SHA256 MR %, ©REERMN SHA256 HiF MG FH

hash R %S, MREEFRPIEENES Amazon Glacier XT
BRAAENRERHTITESBHE SHA256 HFEMHSFH R TE |, N
Amazon Glacier IREI£5iR , HEHBERS KM,

RE : FREH

HRiINE : &
YR : Tk
BRTE
WIRERFERERTE,
) B2

Amazon Glacier ( Amazon Glacier ) 282 EMYRM SHA256 W aF. WRESEBEZERPIEE
BN RERMN SHA256 BTG HAEICE , Amazon Glacier 2 ZMBRMBIXHE, ERBK , ©4
IRE HTTP Location #rk , HP MMM ERTRAN URL B8R, MREEFRPRIENESE
KR/Nef SHA256 R ITEE , Amazon Glacier FiRE4E1R , H B L EZBRELRERERRS. BETU
FRAEHEERTR SR LERE , it SBAUURIICIERERE, MRS B EERTK , W Amazon
Glacier &4 2WkE 4% ID,
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B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-archive-id: Archiveld

e R4 3k

BT PR RAEE AR RIFRA | B IR IR EIE A TRk, BXBRAMMRANESEER ,
ES508 A e R ARk o

AW iR
Location

HOIEREMNMAEN URI BR, It URL B3E Amazon Glacier £ KI5 ID,

KE . FRH

X-amz-arc

hive-id FEZM ID, WEWMEIETE Location FRkd | ERZIREM —
KR 2R

I B = B

222 S AL VN e
=~
HR R

FEMRHIF , HTTP POST ER& X EFI B 0 R LEBERREIM URI, ZiBERIEETEBMYEMN
SHA256 HfZie % MR E KD,

POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
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z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffc@f54dd5fdd66b62da70d25edacdd

Xx-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e S 7R 451

LA W B2 R 2 7R Amazon Glacier W& EZH BRI B TR, ZMNSEEATERENYE
IDo

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1IMNGNtHEQL8MBTGlqrEXAMPLEArchi

EE A A A FR A BR/AS RN URI K& HTTP iR, Bl , BAIBAAIE GET R , IR EN

=

Sy

- B39 & E4E ( POST multipart-uploads )
o Ef&E (PUT uploadiD )

. H1F4 R F45 ( DELETE uploadiD )

« B9 B £t ( GET multipart-uploads )
« HIHEX ( GET uploadID )

s PREERBHR (ZBRLEE)

« MIBR+A4Z ( DELETE archive )

« @A T Amazon Glacier # Identity and Access Management
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B35 & E4& ( POST multipart-uploads )

3458

HWREEH DB LE (ESRP B LEXEME (DB L) ). Amazon Glacier ( Amazon
Glacier ) RIB T 2B LERRHAEMNPREE ID, ERENS B EERES | BULUER L4
IDo

Bo P B L& | BAIEBEERD (UFTERREN ) o DERNATRIKFT (MIB)
(1024 3% [KiB] ) L. 2 S , 0 1048576 (1 MiB ) . 2097152 (2 MiB ) . 4194304 ( 4
MiB ) . 8388608 (8 MiB ) , LUtk3itt, AFMSRIERANFR 1 MB , AR 4 GiB,

BRTRE—EBRUN , BRI L& ID LENE—BREBSAEEHBN KD, RE—BRTLLNHEBN X
NI R, Bl | BRIBBE FE—A 16.2 MiB I, TNRELL 4 MiB R KNS DB £
£ MBNEELENE (BR4MB) , REBEE—EK (02MB),

@ Note
Ba o R LR, BFFEHERRENAD , B Amazon Glacier FEREEERMYREK
Do

SER D LS , Amazon Glacier 2lB& ID 5| A 2R EERIR. MBEEBUE2ER L4 , Amazon
Glacier &9 MR B EERR . HE |, MRE 24 PR PSRARTEMES , 2R EERRESEM
BRo 24 /NEYJE , 1Z ID WJEE AT A , ERMAEBFE AMIELITH,

R

EQshpBLfE , BEULF HTTP POST B RAZFEEEEPREARNMEN multipart-
uploads F&IR URl, ERAMBIFERA/D |, H B BUER M BIFRRMEIR,

Bk

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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x-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize

® Note

ZAccountIdERRBENHENTKFH AWS IKF ID, BRI LUEE—N AWS IKF ID , 157
PUEREE—N'-' (EFH) , BEXFBERT , Amazon Glacier A5 TEEBiERNEIE
REXHI AWS IKF ID, HREFERKS ID, F2E ID R BEEMEZER (-)

BERBH
HRETERERSH
BRIFK

BRT TR REBANERRAN  WBEEERUTERIRX, BRXBRABERRANESER , F
5% 38 A 15 SR PRk o

O

Name 5 BA HIE
X-amz-part-size =

BRT e —BUANE B AN (AFTHHR
it\i ) ) %E_Eﬁﬁjl’j\d\?&tgﬁkd\o

=

KH  FHRH
RNE: T

AR . EBRRDBBARIKFT (1024 KiB ) 3k
LL2 98 |, Hltn 1048576 (1 MiB ) . 2097
152 (2 MiB ) . 4194304 (4 MiB ) , 8388
608 (8 MiB ) , LAtEH., ARFMR/PERK/N
A 1MB, &KH 4 GiB (4096 MiB ) o

X-amz-archive-desc

7|

BEED R EAENEEER, ©ANBER
R GG R BB AN — BIPRIRRF . 2
ERRXHEBR (BSREES (POST

ription
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Name 1%, BA S|

jobs ) ) B, 5 &S HE R L e B R B A
FIMERNILER, HRERFPIISZEAS
U BR o
RKH . ZHR
HRIAE: T
AR WRBITNTFHRET 1024 £, AW
HEZF AT SEFHRBA 7 2 ASCI Z%F , 85
Bk = ASCII EH 32-126 ( T4l ) =
0x20-0x7E ( +A# 4] ) WER,

BERIEX

IR EEBIBEREL,

I 7

FEMR A , Amazon Glacier 2812 H ID #rRHN 2R EERR , HiRE 2K L4 ID AR URI &R,

Bx

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId

O VEZES
BRTFIEREEANMAARLS , BRI PESIEUA T WRIRL, BXBEAMMNRKHNESEER ,
LEQPENLRIVEEy

Name i 8

Location
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Name 1%, BR

Amazon Glacier 8|22 2 Ek £4& ID BIHEX URI 3§, &uJAERA Mt URI BB
RANBIERL LB, URTER DB L1,

KA FHH
x-amz-mul n . - o ”
tipart-up 2R EER ID, WEHEIEE Location #rkH |, ENEFRAH—E D,
load-id K . s
M B 1F 32

L3R VE S 3R 30 0 7 1E 32

iR

AX Amazon Glacier REMEREENER , BSHEERIDAL,
]|

H R R

LR RAIER @A R POST BIXXHER multipart-uploads &R URI X3 HTTP
examplevault BRKBz DB LR, ZERSBIERL , IEER K/ 4 MiB (4194304 F¥7 ) A
IR R REIR

POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-archive-description: MyArchive-101

Xx-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

W& 52 7R 451

Amazon Glacier 28|27 & LA RR , FNECRMEBIXHERN multipart-uploads ¥&
BRo Location g RN#RkTIESDER £4& ID AR URI BB,
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HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

BXELAZBRNER , B2 L& (PUT uploadlD ) o

PSP

« F4EE ( PUT uploadlD )

o SERDE E4E ( POST uploadlD )

« k% B F£ ( DELETE uploadiD )

o HIH 9 E& E4£ ( GET multipart-uploads )
 BHE ( GET uploadiD )

« MIBRA4Z ( DELETE archive )

s PBREEXRBENMRE (DBREE)

& T Amazon Glacier # Identity and Access Management

HIHEX ( GET uploadID )
558

Lo B ERRERIIL L& ID ARRNBES R EEATE LENMRENR, BXTRELENER  §5
B EERBEER (FREE) .

HEERD R &R, BREEERITH DR AT REPRER AIXLER. Amazon Glacier 23R [E
BIIR , I REGEB-—REEPEENEEEF. IREETRD R LEFREHEER , U

Amazon Glacier ( Amazon Glacier ) IRE iR

FIHERIBEXIEI TN, BNBRARBEMMNIEHH Marker B , UEFERBE YL ZHIRMIRIC ;
MEEEEZWMAE , W marker FE&HN null, MR marker FRH null, MR TIREVT —4HE , & LA
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REB—NHIHERER , H4F marker BERSHURE RN Amazon Glacier 7R #& 2 BT HY 51| BB SR T
REIMHPRICE,

R TLUES EERPIEE Limit S BRI IR E Y B
wK
18k

EFHEEHTHNDBREANE , Bl A2 R L4 ID BRHN URI KX GET iR, HEFIPRLE
f£ ( B39 E& E4& ( POST multipart-uploads ) ) B , RELIERE 5B L/ ID, B LUERMEMIEE
marker f limit S,

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Xx-amz-glacier-version: 2012-06-01

(@ Note
ZAccountIdERBAEXHENKFH AWS IKF ID, ERIAIEE—1 AWS K/ ID , tB1]
LLERIEE—N'-' (EZFA) , EXTERT , Amazon Glacier FFA 5 TXEiERWEILE
KREXHY AWS K ID, IIREERK, ID, BHWE ID FBEEAMEFR (-) .

BERSE

Name 1%, BA PAIE

limit &
ERENE D ERAEE. BRIABRHIN 50, IREMNEB D AL
TERENREFE , BXKEZFASBIREFIE,
KA . B
YR RNEREN 1, RKXKEREN 50,

marker &
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FRARER

Name

HRIRk

58 AR

BT 2 AHNTERFRFHR, marker F&ENMETT 155 H ERAY
Bt MZBIH 5 BRIBRIIRER marker H, REELBHRE
X2 B F HERERPFENERATORN , B FESH

marker,
KR . S
AR : L

HRAERERAXSHBABRANEARK, BXBABMRKNESR  E2AEAEMEL,

FERIEX

BRERBHERE

e 3

B

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: application/json
Content-Length: Length

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
.
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Amazon Glacier FEANGIER

1,
"VaultARN" : String

e R AR5

LR EA RS HERE RN EAIRL, BXBABMGANER  FSHEARMEX.
0jg B 1E 32

gREXEBEET JSON F&.

ArchiveDescription

ERPBLEABRPEENMRER, IRESITERLEREFIEEEMRER  NtFE
A null,

KH . FHH

CreationDate
P E EEBEE UTC BE,

KR FRE, BLISO 8601 HHRARRNWERS |, Hl1 2013-03-20T17:03:43.2217Z,

Marker

RIRMALLBENERATH AN EAFR R, EAIEFH S HBRERPEA marker KIREL
JIRPNEZER, MRKBESZER , MKENRN null,

R FHEB
MultipartUploadld

EREHMXRERN E£ER ID,

KE : FREH

PartSizelnBytes
BRN(AFTREN ), ZREERI TR LEABEBRPIEENHEEE,

L
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#4

DB EERNBRPINYIR. BATPHNENRIETIHIEE RangeBytes M sha256-tree-hash &
MMEXT

KA - HA

RangelnBytes
BNZFICE , 8FeEN LRE,

KR . ZHFH
SHA256TreeHash

Amazon Glacier BiZZpo it EH SHA256 WM FHE. HFERETH null,

XA . ZHH
VaultARN

EE B3R EENXHERN Amazon BIFEBF (ARN) .
KR . ZH

iR

£ < Amazon Glacier REMEREENEER |, FSRERTER,

T~
R - Bl ) B AR Y B

LUTREFET EENRER. ZRHIDEEHTHDERLEENIEDER L4 ID URI &3 HTTP GET
R , #E&EZIRE 1000 &,

HR R

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e S 7 451

EMERF , Amazon Glacier REIEIEE DR 15 ID MHxBN LA BNHIKR, EHRAIT , REFHER.
REIK Marker FERA null , RREEEZ PR EENER,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "©1d34dabf7be316472c93blef80721f5d4"
I
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "©195875365afda349fc21c84c099987164"
1,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

R g B LR (IEEMRICHREIERSH )

DTFRGIBRT WAFERASTRRERKENE R, ZROIBEEHTHSBRLENIED R L&A

ID URI &% HTTP GET 53R , BURE —Fk, JFA marker SIEEMMERFTHERFIR, EAI UM Z BT
MY ER S FRIFRAV G RIFREN marker B, Bboh , ELERAIF | limit SBRER 1, HERE -, &
S¥E |, Marker FEBRAR null , RREDLEE R —BREIREL
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HR R

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5i1Vy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

& 2 7R 451

EMRIF , Amazon Glacier IREI SIEEBHITHIEE D R L% ID #XEBM LE RN FHIXR,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQUO-Qb3B9j3TITf7WajQ",
"MultipartUploadId"

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts" :

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@1d34dabf7be316472c93blef80721f5d4"
11,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
PSS

- B39 & Ef£ ( POST multipart-uploads )
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« 4B (PUT uploadiD )

s SERDE E4E ( POST uploadlD )

o ik E E4& ( DELETE uploadID )

« HIH 2B E4£ ( GET multipart-uploads )
s PTREERBHR (DBRLEE)

+ & T Amazon Glacier B Identity and Access Management

5| 4 B¢ E4£ ( GET multipart-uploads )
9

o B EERRERIIHEEXHEFEEH TSR LLZ, EERHITHIBRLEREN DR LE
( POST multipart-uploads ) R BB E RFTEKRZ LM DR L&, EHIH 2R L& FIRER
REBEENIRF.

FIHP R EEREIREIT, RABRLT , RERZLEWNFIRE 50 MR EE, BNEBRLARE
R IE X marker R , LEEREEREZIRWIRIE  MREKEEZIE , N marker FE&
?g nUllo

WMAE marker AR null, WA THRMT—HEDELE , BALBEE—MIHIREEAER , #F
marker iERSHIRE N Amazon Glacier ( Amazon Glacier ) X £ —X 5| H % B E£ &R FrE S B4R
2.

FEBMRESFIHER (GET uploadlD ) #F2BENX A, 5o BR LARESIIEXHENFRESD
B, FIHBRIERIRE L ID FRRMSE D B LERER,

BROBELENGEE , BRI R LAERBEHER (9B EE ).
L ES

B

EIHDER L, BRXHERN GET FREM URI &iX multipart-uploads R, B LUEEM
#3EE marker M limit ¥,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
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Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(@ Note
ZAccountIdERBEXHENKFH AWS IKF ID, ERIAIEE—N AWS IKF ID , 1]
LLERIEE—N'-' (EZA) , EXMERT , Amazon Glacier A5 TZXEiERWEILE
KREXHY AWS IKF ID, IIREBERKF ID, BFWE ID FEBEEAMEFRR (-) .

BERSE
Name 88 WAIE
limit &
EEN N IEXFIREIM G K LA, MRKRIEE , MFHIH £
R Z4IRME 50 P 1%,
KA . FHH
AR FPEREN 1. EAEHERN 50,
marker B
AT TR ERZHFE, marker IEENMNETFBIIEH EEH
., MZ2uif5H E£A MR IRE marker . REEZEH
ZXZaNIE EEBERPABNERETIT , BTEESRE
marker,
KR . B
AR : T
B3R PRk

LR ERA RS HERE RN EAIRL, BXBABNGANER  FSHEAREFX.
ERIEX
LR ERB/IERIE
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W

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{

"Marker": String,
"UploadsList" : [
{

"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String

b

e B2 A 3k

LR ERA RS HIERE RN EAIRL, BXBABNGANER  BSHEARMEERX.
0jg B 1E 32

g R EXEBEET JSON F&.

ArchiveDescription

ERPBLABRPEENMRER, IRESITRLEREFEIEEEMRER  NtFE
A null,

KH  FHHR

CreationDate
P E EEBEE UTC BE,

KA . FRFHE, LLISO 8601 BHIRAXR RN EAFE |, Hli0 2013-03-20T17:03:43.2217Z,
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Marker

REAMNALBERNERH‘T O AN TNERA TR R, GRS B L ERPEM marker
KIRBFIRFWES L&, WRZKBES LtF | MERN null,.

KA . FHH
PartSizelnBytes

EEa 2B L& ( POST multipart-uploads ) I RHFIEENER K. XB EAFRT &E B
WATE BRI KD , &RE—BAWRE/N TR,

KR . ¥,F

MultipartUploadld

2B LA/ 1D,

KE : FREH

UploadsList

BXDBREEBEIHTHBENSIR. SIXRTHEINNEHTEMEN LEHN—HEH-EX , 1
ArchiveDescription, CreationDate, MultipartUploadId, PartSizeInBytes #
VaultARN,

KA A
VaultARN

TEMRNXHEN Amazon BIRETR (ARN ) .
RE :

iR

BX Amazon Glacier REMEREENEE , SRS IRE A,
Rl

R BIHFRE D R EAR

UTROIGIET XHENEE#HTHMES B LG, ZROIERT REFIEEXHERN GET FRIR
URI 8§ HTTP multipart-uploads &K, HTFERFIEEEE marker M limit S8, Bt , R
S&Z2IRE 1000 NMEEHITH D B L&,
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HR R

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

e B2 7R 451

EMRH , Amazon Glacier REIIEEXHEMRME EEHITH R AR, marker FE&ERN null ,
RNEEEZ LEEYH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T723:20:59.130Z",
"MultipartUploadId":

"xsQdFIRsfJr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
I
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
I
{
"ArchiveDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2217",
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"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

R DR EERERD B

UTRABRTRT WAERD TRRNERKENE R, ZROIERT REZIEEXHEN GET FRIR
URI B9 HTTP multipart-uploads XK. FELHREIF |, limit SHURER 1, XEKERES|IFRF
RE—NEf | T marker SHNRTEERNSIRMNEF RN DR L& ID,

HRRHB

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1aqoEyebg3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B 7R 451

@RI H , Amazon Glacier ( Amazon Glacier ) RIREEEXHENRSHENEEHRITH DR L& |
MEENRIETFHRIEEBHNE R,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{
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"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSaWBugg60P92pRtufeHdQH7C1IpSF6ulCc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
]
}

PSS

- BIDE& EF£ ( POST multipart-uploads )
« F4£E ( PUT uploadID )

« ERPE L4 ( POST uploadlD )

« H§11F% & 45 ( DELETE uploadiD )

« HIHER ( GET uploadID )

s PREERBHR (FBRLEE)

+ & T Amazon Glacier B Identity and Access Management

& ( PUT uploadID )

HiRr

B ERBESLEABEN—B, BAUREMAIRF EEEER  BRAEEN LERERD , B2
EFELERR LENMARERNFTEE. A, BETUHTLAXER, EAURN—NDERLE
&% b 10000 .

BROTBREENER  FEATBREAREESE (9B LEE) .

MRLATEMEHKIL , N Amazon Glacier ( Amazon Glacier ) 234 B L& BRER

+ SHA256 MM EALHE - A THEREBBEEEZAPALSME | B LLITE R SHA256 Hi %G
# A EeaEEsEmERS, WRIBREHEIERS , Amazon Glacier th &1+ E SHA256 MFEBEH., MR
XFANEHETRLTE , NIRESEK, BXITE SHA256 MERFHNEELR , BSHITERR,
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« SHA256 &M FRLE - HTERENFE , HitEBRN LEN BRI SHA256 &R F | 7
HOFEELBIERP, BXRITE SHA256 AMRFNELR , 2R ITERRA,

o BRDARIE - BRT&E—BRUN , 8—ROKDBASHENRE3) 2 & L& (POST multipart-
uploads ) ERHAEEN K NELE, &KE-—BH X NMNBARSEEXNNMEENRPHENTEEK

o

® Note

MREEE-B , AN TEERI TR LEAFRPEENERKR)D , HEZBFRER—
B, WERRFERSKN. BR , BENZAT R LEEFRSKK.

« EEXRNF -BERPNFTEEERSHNMBBERPIEENRERNINTF. Fln , MREEE
4194304 T3 (4 MB) BIEE A/ , T 0 1 4194303 345 (4 MB —1) L% 4194304 (4 MB) %I
8388607 (8 MB —1) A AEMMESEE, B2 , MBLIFEEBERER 2MB 2l 6 MB , IEE 5B X
NRFIFTF , EEFHEK,

LRERTEN., NRESXREEAHENE , WEBERIEERFHBELBS 28 LEHREIE,
R

ERZ HTTP PUT BRREFIE 3 5 B LA ERIREIR £4% ID 8 URI, Amazon Glacier £/ £4& ID
B EEEREN DB LEXEKER, BRANBIEELIEN SHA256 HFEFH ( x-amz-SHA256-
tree-hash #53k ) . BNEREATH SHA256 & MR % ( x-amz-content-sha256 #5k ), FH
SBE ( Content-Range #rk ) MR EBWFTKE ( Content-Length #5k )

B

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

x-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01
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® Note

AccountId ERHEBEXHENKFH AWS Ik ID, BEILUEE AWS Ik ID |, t ] BAUEE
BE-" (EER) , EXBERT , Amazon Glacier fERERARNiERH#TERWEIEHEX
BXH9 AWS kP ID, MNREERIKS ID , B2E ID A EEFEM[EZRF (-) o

BERSH
LRENERBRSH
HRIRL

BRTYFRAEREBAMNBERIRKIN  WBEEEANTERIRL. AXBRBERIANESER , 55
2B A ERIRk,

B iR EBYE
Content-Length =

PRRBRNKE (UAFTAEN ),

KR PR
ZRINE : T
AR T

fim

Content-Range _ _
ARELERT LENAARERFHNF T

Elo Amazon Glacier {£ F 15 B & IE 8 AV I 7 4 %
R, WHRLREIEE RFC 2616, #R3KRBIH
Content-Range:bytes 0-4194303/* 0

AR SERETRERATEESH DR LEREENRKR

o
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Amazon Glacier

FRARER

=L iR

X-amz-content- ‘

e FENERERH SHA256 R ( LHERF )
XA RIETE x-amz-sha256-tree-hash
EEWHERBE.
KA FHH
INE . T
HR . L

X-amz-sha256-

tree-hash SHA256 WM FHEL , BSRITERRA,
KA Pr5E
MAE T
AR . T
BRIEX
BREXDEE LENKE,
e

B Ih E4EER S , Amazon Glacier JR[El 204 No Content &R,
B*E

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

RIVEDER

EEE LENEIEN SHA256 HERE, BXitE

= A 5=
EaME
=]
7=
=]
=i

BRTFREREBAMNEAIRKI , RN ESE A TEERL. BXBRAMMRKHNESER ,

BB ARk

LR
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S

=g 1

Xx-amz-sha256-
Amazon Glacier 1 LB ERITE M SHA256 MR %,

tree-hash
KA FHEA
M B 1F X
BEIRETRIR Bl 0 B 1E 3o
5l

LTEREEE-NT4MBHER, BRRETFTHEE , FEENEEINE—R.
HRRHI

T ZIE HTTP PUT B3R , U EE—1N4MB ER, ZIERSRFFEH DB EAFEREREHN L& ID
B URI, Content-Range #RkFiZBRAFIR N IERINE — 4 MB BB

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacb®87002a99a5f48bf953
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b00c3643d03d1l4cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

FET—BNSERER ; BR , BXTITELE LEWERHE SHA256 WK% | H BENRTIEEH
E@?%ﬁ@wwf\ﬁﬁiﬁﬁﬁiﬁqﬂE’Juf’go LUTERSFERAMEBNLEE IDREES—R, ZiERES
BEZHIERERENT—1N 4 MB LK 4 MB IR K/,

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1
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Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f1l0e02544d651e2c3ce90ast307427493
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date; x-
amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

A AR MIF L& B, Amazon Glacier &4 & — ERAYSE B Ui B K B A R IX L BRRVIR T .

e Bz 7R 451

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacbh087002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

« BEH B £ ( POST multipart-uploads )

« F£E ( PUT uploadID )

o ERD B E4E ( POST uploadlD )

« F1ED B E4& ( DELETE uploadiD )

« B9 B £t ( GET multipart-uploads )

 BHE ( GET uploadiD )

s TREERBHR (DREE)

« &M T Amazon Glacier # Identity and Access Management

FERE
LA 2 A7 Amazon Glacier B {E A ES 8 14E,

£}
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. #%4E% ( GET JobID )

- FREUESHE ( GET output )
. BEES ( POST jobs )

. BJH4E% ( GET jobs )

HIRIES ( GET JoblD )
L

WREREBEXEZHEINESHERS , SEESEHEH. BHESHAF. ESRERBLE
B | AR ETE Amazon Glacier ( Amazon Glacier ) ERESFE AR Amazon Simple Notification
Service ( Amazon SNS ) X8, EXBHESHWEZER , BSHB311ES (POST jobs )

(® Note

IR ETIL K &L E’JE&E’J%MO BE , RiM5RZNEIIEIZRE Amazon SNS =B HE LM
BHESERPEET , X , Amazon Glacier I EZRESEBHAZETE,

Amazon Glacier TRAES G , £5 ID ELE 24 DA LT H,
B3R
B

ERMEXAESHEER , B LUMER HTTP GET 3% , HAEERPABBERESH, BHEE , X
URI B R EEE B s11ES BT Amazon Glacier IR EI45 B E — B4R,

GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
Xx-amz-glacier-version: 2012-06-01
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® Note
ZAccountIdERRENHENTKFH AWS IKF ID, EALUEE—N AWS IKF ID , 151
PUEREE—N'-' (EFH) , BEXFBERT , Amazon Glacier A5 TEEBiE RN EIE
REXHI AWS K ID, HNREFERAKS, ID, F2E ID A BEEMEZER (-)

(® Note

EZERS , MREEHE JobID , NENLIREEEXHEFRBEERESHIIR. HXIIH
EENESER , FSRFIHES (GETjobs ) .

ERBH

BT ERERS I,

RIS

IR ERFTEREBRNERITL, AXBRBERIANES | #SMERERTL,
HREX

B AREEREN,

e 82

E

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Action": "string",
"ArchiveId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
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FRARER

"CreationDate": "string",
"InventoryRetrievalParameters": {

iy

"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",

"StartDate": "string"

"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {

"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

3,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
},
"UserMetadata": {
"string": "string"
}
3,
"RetrievalByteRange": "string",
HIRES
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FRARER

"SelectParameters": {

}I

"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
e R AR 5

HRAERERAXSHIBABRANEAIRL, BXBABMIRKNESR  BSAEAEMEL,

g 2 IE 32

o R IE X EE LT JSON FER,

Action

m

KE

%

aUi

2
<

b

I

o BA ArchiveRetrieval, InventoryRetrieval = Select,

&

18

S

API hRZ 2012-06-01 444



Amazon Glacier FEANGIER

Archiveld
NERFSIRRRRESZEROH/ERID, &N , LFER null,
KR . ZHFH
1FF4SHA256TreeHash
MERRTSHEANRN SHA256 MR FH, N TEEREES , FERN null,
KR FHH
ArchiveSizelnBytes

3F ArchiveRetrieval 5 , XRERBEBR THMHENXNDN (UFTREMN ), T
InventoryRetrieval 5 , ZEHN null,

KH . HF
Completed

ESRD. YRRIBFERRES TG , SFFERREUES @ ( GET output ) SRIREVES AV
Ho

KH : mRE

CompletionDate
ESERFTAHAE HBEA AR (UTC) BYE. HEFERFHITH , ZEFHZE,

KH : FHH

CreationDate
BIEFESH UTC BFE,

KA : BLISO 8601 HHRARRNWERSE |, il 2013-03-20T17:03:43.2217Z,

InventoryRetrievalParameters
RATEREFERZR B ASH,

A : |InventoryRetrievalJoblnput I &

InventorySizelnBytes

¥F InventoryRetrieval % , XB2BERTENBEENRN (ULEZTHRENMN ). N T
ArchiveRetrieval = Select 1% , Z{ERN null,
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FRARER

KR . ¥,F

JobDescription
FLEBHESHEHENESHEIR,

KE : FREH

Jobld
¥R1R Amazon Glacier FHIESEH 1D,

KR ZHH

JobOutputPath
BEEFHRENVE,

KR FHH

OutputLocation

— IR, HPEEAXERASERNE RN FRUENER.

A : OutputlLocation JF &

RetrievalByteRange

RERREIZSHRRFZTBE , BN “StartByteValue-EndByteValue, ” MR IERIEME
KRPIEETEE , e RENMYE ; tBStartByteValueE T 0, EndByteValueF FRIE X/ MEE

1o NTRERREFSHERES , FERN null,

KE . FRHEH

SelectParameters

— IR, HPEE2EXATERESHNSHBNES

KA - SelectParameters S &

SHA256TreeHash

HRIBERTEN SHA256 KR FE, MRERMS3NES (POST jobs ) FRIEE T ARG FH

NFWEE , Mt FRLEBEE, AXREFTERRNWERFNTFNESER |

A SRR Ao

BESR T HE

S
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FRARER

NTFRRBENMUBENWEFEER , {EES ArchiveSHA256TreeHash EHE,

EUTERS , LFERA null :

s BERUMERFNSTHBENERERRES.

- EEETEMRNWECEHBESZIRENRN InProgress BWHRES,
- BRES

- EEES,

RKH . FHH
SNSTopic

BB AR Amazon SNS =&,

KR ZHH

StatusCode
ERESREHBRE,
AMUE : InProgress | Succeeded | Failed

KR ZHH

StatusMessage

BRESRESNEEFHEE.

ATEREFSI/ERREFHBBLRNER,
BHME : Bulk |[Expedited |[Standard

KE . FHH
VaultARN

ESHEFRBFRHXHERN Amazon BREEZH (ARN ),

KA ZHH

S
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iR

AX Amazon Glacier R EMEREENEER , BSREIRE A,
R

UTREIETRTREMENESHER,

BERRH : REES R

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e 2 7R 451

W 51 IE X BIFEMRIEEESFH JSON, HFEE , W THERENYERZMES , JSON FEHMEE, 8
B, AFRTEATESEEN , HEH null. ATRHERRRESHRM TG, FEUATILR

Action FE{EN ArchiveRetrieval,

« ArchiveSizeInBytes FRER T HERZFTFHIERHEEN KN,

* ZArchiveSHA256TreeHashFRE RENMLERR SHA256 MR %,

* RetrievalByteRange FBRER T BHEFERPERWEE, FUHREIF , BERTENMEE,

» ZSHA256TreeHashFEE /R T Initiate Job iER P ERHISEE R SHA256 Wi %, TELL RG]
i ©5 ArchiveSHA256TreeHash FERAHEE , XEMRBER TEBIMEE

« InventorySizeInBytes FEEN null , EAECFTEATHRRRES

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 419
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{
"Action": "ArchiveRetrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
"ArchiveSizeInBytes": 16777216,
"ArchiveSHA256TreeHash":
"beb0fe3lalc7ca8cb6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T17:21:39.339Z",
"InventorySizeInBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"JobId": "HkF9p607yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": "0-16777215",
"SHA256TreeHash": "beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTREERRESHEERA, FEATILL

« Action FE{EXF InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash #l RetrievalByteRange FERERNZE ,
RARXLEFRFAERTEEREES.

« InventorySizelInBytes FER{EN null , RAESMHEHRIT , AN THELERFER, WR
ESELNBRESERFS TR , WL F RN SR M HH KD,

"Action": "InventoryRetrieval",
"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T723:18:13.2247",
"InventorySizeInBytes": null,
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"JobDescription": "Inventory Description",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTHI%T —MNETHERRRESHEL , ZEFSESATREXHFEBTLERLRS THRIL,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591Z2",
"CreationDate": "2013-12-05T21:51:12.281Z2",
"InventorySizeInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN3@JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:127",
"EndDate": "2013-11-20T@8:12:4572",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS0t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
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PSS

- FREESHE ( GET output )

- & T Amazon Glacier B Identity and Access Management

REVES fH ( GET output )
59

HRESTHEERE3ES (POST jobs ) BRINESHHH. RELESHESIHIEENESRE
B O AHSIERNABTRIXNHEEE.

BALTHEHAMEESAEE A EIEEFTEE THHEN —2. X TRHENFERRES , &
BiEt X4 7E Get Job Output e B B FR K FIR B B9 KNI T 8 KN TRIAE,

NTFHERRES , ENBRIEXNEEEMPERF. MRTHRBI2HE AR NETEREENFT
SEE,. fla , RIEE bytes=0-1048575BE , MFEERIE TH AN 1048576 FI7, MR TEHE
AN | NFAHE KD R E4£E] Amazon Glacier ( Amazon Glacier ) BI#ZR M K/, Get Job Output
) B2 B9 #R 3k Pt 2R B FREA K/

FNTFHBERRESHWIER , BIBZIEENFETEE , Amazon Glacier REZF 2 HBEHREM., EFR
RETHNT P REBNEE  FEEFFBKITEREMN  RIIERETE , #ARIEX/DREMME —
EZ 8

Amazon Glacier TRRRESFE , 5 ID EALE 24 P AEALTH, BREWNR , BRI LA Amazon
Glacier TRRESEM 24 /NtEIFRA TEESH L.

HR
Bk
ERRESHE , EUAREESH GET #Y URI K& HTTP output iH3Ko

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01
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® Note
ZAccountIdERHEXHENKFH AWS Ik ID, BRAIBIEE—1 AWS IKF ID , 1]
PUEREE—N'-' (EFH) , BEXFBERT , Amazon Glacier A5 TEEBiE RN EIE
KREXHY AWS IKF ID, MIREERKF ID, BFWE ID FEBEEAMEFRR (-) .

BERSH
LRETERBERSH
HRIRk

BRTYFREREBAMNBERIRKIN  WBEEEANTERIRL. BXBRBERIKNESER , 55
B8 A E SRR,

Name L WATE
Range )

EMNGHRRNFTEE. flan, MREETERE 1048576 F
T, BEECE bytes=0-1048575 . BXEZEE , BH

FBERAFERENL. ZEEEREHEFSERPEENEME

EREXNMEN. MABERT , LEFLTHRENM R,

MRESHERA , WETTERA Range H3RIRARK R H
H—&B, X8 , BRBURINFTXRTHEN M i, f)
o, RIREE 1CBESHHTETR , LRE—IRTH 128
MB HiEXR , M EHBANREESHHFER, EREANT
RETERESAE !

1. B A Range frkiEEMNHN FTSEE R T & 128 MB
HXR, RIFRBWEIFTE 128 MB i,

2. EHIE—R , MANESREEREANREN, SAlitER
FIRERERHREMN , HEeE5E8EmNFEZEREINRE
MR , LBEREWKE T Fra EIR IR

3. WHEBIENFAE AN 128 MB XIREEHITSE 1 2,
BRBEEMNNFTEE,

4. THESHENMARE , B2BE/ \IMRKREBMEMNTIR,
TTEXEEARTERS  UGHEMEAREN, EAKE
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Amazon Glacier

FRARER

Name 15, BR HIE

RES (GET JobID ) #B4E , SREVABIBE T M ENESH
EEELR, RS Amazon Glacier 17 B MYRHIK
B, BN ESETENRBINMELER , LBREE
B T8 TEIMERRNE,

KA . R
RINE: T
AR L

ERIEX
HREREEREX.
I3 1

E&

NFREMEFSHEARRER , FS5HEMMSIRE 200 0K MRAB. HiFRBIRE (F
m, MREEERFIEET Range #rk ) i, MLIREMB AT 206 Partial Content,

HTTP/1.1 200 0K

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length
x-amz-sha256-tree-hash

: ChecksumComputedByAmazonGlacier

[Body containing job output.]

UEIVEZ S

N

Content-Range

5458

REES fa i
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PR 5, BA
Amazon Glacier BB FZHEH. RIATHITo@EE |, MmN SR
Amazon Glacier IR B FTS5H .

a0 | bytes 0-1048575/8388608 4 M 8 MB RER] 1 MB,

BX Content-Range #AMEZER , BRINTLEGRLFERE
o

SES

o
2
it

Content-Type .
NBRBEERTESHHRERER XA EFE,

FFREHIE , NBELEN application/octet-stream o

NFXHEBE , MREERHESIIERT CSVER , NIARKE
A text/csve. BN, BIAERT , 2L JSON REIXXHEFE , #EH
RAEH R application/json .

RE : TR
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PR 1583

Xx-amz-sha256-

mEFRBEEAREN, REEREMRERESHE LN , T2RE
Frko BEA , R BHESERPERORRBIFCTEUAMFERFIIFT

HEARBESHEPETHAEEEUMEREXSF , MkirkaE R

BRUMERENTFTHCENESZER , BSH T HEIERZRRE

tree-hash

Pl MREELNEIESERPEE T ERRNUMERFXFTHE
B ( 2RBEBEMER) , WERRIEGEUTRGET THHBENREM

CIREL T R RBFEHENEE

FBERTREBFEAFITEE , ZBIEHO AN 1 KFT (1024 KB )
RU2HE , HEHEBRUENERVENBERTE R DIEZH. Hi
m, REE 3.1 MBHRKRRHE , HELEE T EREMNCE (%8
BEHmT 1MB, ERTFT 2MB) , | x-amz-sha256-tree-hash
2B 1 RiFR KR El,

FBERTREBFEPFERENTEE (1ZEENERUENBBEHNE RN
E) , ZEENERNENERENEERLEAT TN 2HEESR
NF 1 IRFTT (1024 KB ) I R/DHIEE. Bl , lREH 3.1 MB #Y

REHE , ABLEETEE (ZEEEHRT 2MB , ERTHENSE

RAIE 3.1 MB) , l x-amz-sha256-tree-hash &ENMRIFR

LR [E,

KA . ¥R
) 37 1F 32
Amazon Glacier 2 MR IEXFIREESHIE, BRETSEKE | GHTUIMRNERXGEER

MRRNXHEFE , MRIANBRT , FEIIRKMENLLT JSON EXRE,

{
"VaultARN": String,
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"InventoryDate": String,
"Archivelist": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

1,

MREBEBHXHEBLESZINERT CSVIER , MIXHEEFTELELE CSV ERREFEENH, CSV
#NE R Archiveld “”, “’, ArchiveDescription “’, CreationDate “X/N fl “ , HE X SR
JSON FE&#H[E, SHA256 TreeHash

(® Note

FIRER CSV A , BREINFERAEENFTEANGSEEX, 32ESHNE|FH
FEREREBRBLANE|SHERK, Hl0 , my archive description,l1iRER "my
archive description, 1", AXE|S#ERRAIREF RPN 5|5 F FHE 1E 6 H
MR EFRE Y, a0, my archive description,1"23RE®. "my archive
description,1\"2" , my archive description,1\"2iREHN "my archive
description,1\\"2". RFHIFRFFH1TH L.

JSON MR F XX ZELLT JSON FE&,
ArchiveDescription

RENHER,

KA . TR
Archiveld

=M 1D,

KR FHH

ArchiveList

MEIBESE. BATHNESIMETORRIXGEFIEH —MIRH TR,
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KA - WA

CreationDate

BIEF4RAY UTC B EIMBETE,

KA : BLISO 8601 HHRARRNERSE |, il 2013-03-20T17:03:43.2217Z,

InventoryDate

NXHE#HTERETRIEELREFE SN UTC BEFATE, BIfE Amazon Glacier 8RR
—RXHEBE  BREHHUTAEREN ; REELREEE SEXN X ERITIE AR NS M BRRY
ROBRER | BFRABISEHR,

KA BLISO 8601 BHIRA RISV ERE |, Hl0 2013-03-20T17:03:43.2217,
SHA256TreeHash

EES: LB

KA ZHH

Size
BMEAKRD (LFZTREA)

KA . HF

VaultARN
MAERERR RN Amazon BIREF (ARN ) B

KR FHH

tHix

A% Amazon Glacier REMEREEMNEER , HSRE R
e

UTRBIERTREMENESHER,

B TR

It R B 2# 3R Amazon Glacier F W R & B 20 #4 RO RESFE R MER RV BIE.
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HR R

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CGl6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6b25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B 7R 451

LT REERRESHEA RS, EEE , Content-Type #¥53kH application/octet-
stream, } H x-amz-sha256-tree-hash Rk BFEEMMF , XEKREREMEESHE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb0fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREERRREISWIRIRGl, EEE , Content-Type #53kH application/json. HiE3
E , W TBHE x-amz-sha256-tree-hash #rk,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"InventoryDate": "2011-12-12T14:19:01Z2",
"ArchivelList": [

{
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"ArchiveId": "DMTmICA2n5Tdqqg5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5Qyj9xd1MCE1mBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Iwazsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a0b27b337da5b18988dbcc619a3e608a554ale62"
},
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUuF@8IQLuUyB4265Hs3AXj9MoATIhz7tbXAvcFeHusgU_hVi01lWeCBe®@N51sYYHRyZ7rrmRkNRuYrXUs_sjl2K8ume_7mKO_
uHEloHgaW9d37pabXrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z7",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3dsbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

R 2 0 RTEER D

bt Rl R4 2 Amazon Glacier RIg NN B HRRBEFSERMERHRERN —E2 . ZiFRER
T AER Range #rk , MERKRFH] 1024 FF,

HRRHI

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
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FRARER

e B2 7 451

UTRIMNEAERT 206 Partial Content MR, fEHEFIF |

W3k, ZARLIEE T Amazon Glacier IR B Z T 5B

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Range: bytes 0-1023/8388608
Content-Type: application/octet-stream
Content-Length: 1024

[Archive data.]

PSS

. #RIES ( GET JobID )
- B3ES (POST jobs )

- & T Amazon Glacier B Identity and Access Management

BE1ES ( POST jobs )

WIREN BB AT K E M Amazon Glacier ( Amazon Glacier ) £55 :

« archive-retrieval - K ERY=E

+ inventory-retrieval - BRXHE

FR
- BRI NHEFTERELES
o W R

« HXHZ

8 RE 2 $E Content-Range

BaEs
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BRI EFTERRES

REMBINHESEERSEE , XEREEREBHES. £F5—BBD , B EIUE. KRG
BERNSR .

1. EAE31ES (POST jobs ) BIEEBFHRFEMES.

/A Important
BEREREAESBEBEIRFESFTWIERNULKE PolicyEnforcedException
MmiB. BEXBFERRRBENESZFEE , BSH Amazon Glacier HiiER ZHKE, BX
PolicyEnforcedException REMNEZER , ESREIRIIA,

2. BESF AR , ERREUES S ( GET output ) BETHFT,

REBEREARSIZT. YEBBIRFESE , Amazon Glacier 28| BFS HERE N FIREES
ID. Amazon Glacier STERESAT , BALEREMES i ( BRFLBFEHE ) . BXRRBESHENE
B | BZRFKEESME ( GET output ) B14E,

ESHMETH , Rle , BFEFNEAH, EWMEESARNTR , BHUATESE

 fF Amazon SNS EAl - &R LUEE — Amazon SNS £ , Amazon Glacier 2 EESTERE [
ZEBERAEH, BRI LUABMEFIERIEE SNS £8, RE Amazon Glacier ERESE , R
ZXEREBEH, BT HEMESERIEE SNS TEUS |, BEATUUEREXHENSXHEBH |
X¥ RERSNFIERRBEREISEHN, BXELEL , FSREREXHEBHAEE (PUT
notification-configuration )

« REESHFMAFERE - HESEEHTH , B BKEFERES (GET JoblD ) ERUREESIRSE
B, BR , FERM A ERMER Amazon SNS & &R E F SR T o

(® Note
BT BEARIMAE R SET WA ERES (GET JoblD ) SRENGVIESME,

NFREEH , WREEXHERTINTAMBAEE , A B UELENEHNESERPIEET SNS
F& , N Amazon Glacier 2 X EXFAMMBEH, BEXEZEL , BSREEXHEBAEE ( PUT
notification-configuration )
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MHEBR

MIBE — RGN EASIXHEN BT , Amazon Glacier RABRKEBLEF —IXNHEEBE, W
RELRBRESBEENXAERTIR MM BRERVIRE , WF2EFNELAH, HEBFHX
HEERFTSH , Amazon Glacier 2IREIHAE KRG —NERE |, B point-in-timefR B 1 7 2 3= 84 2K
.

Amazon Glacier AX#EFERIZE—MERE , BEFELZY¥ R (&Z—X ) itHE , ZEEFITAT
R,

BARRBERIANEMERLERERRNGEBTRERMTAFL. BR , RREEFFIRET BIEREF |
BizFFimKxEk T & £ Amazon Glacier WIARAY THIE. MEt , BAIRSKRI , XHEFEBEXNT
BEFEFEEEFPNEEEXGEXMAEFTERITHEREMA. AXRBFREESHEPERENBEFR
MEZER  FSHEBALE X,

BEFERRTE
BRI LUBEE R R e 2 B SR ERS , RIRFIRRAELTE .
B RE B HimiL

BEEBHEFERPHXLESHIEEE , BRI KL StartDate M EndDate Z[EBIEHIFHRM
ERINE, N&IREE StartDate 2/ H EndDate 2 BISIEMRYZE, MR E{NIRM StartDate
MRS EndDate , M &K RE StartDate 2 ERIEMNAENKRINEE, WRE{URMH
EndDate , MA Mt StartDate , MK FEE EndDate ZRIBIENFIEHRNIEE,

PR&IIRIERAYE R IE

BEERHEFERPRE Linit S , JURGFRENFLNEHE, FRESHHIEHNFLM
BRRZHNEEN Linit, MRFEZFLEMEAA , WERET . EFTEMZE , BT AERHE
ARES (GET JobID ) BAERBERERHESHERPEMANIRIE, ZNCHETIRRT —HABFLEME
MER. BIEAZINERESHHPNRICREREEHESTIER , AN KENGE, MR
&, EENERESRE—NMEE null R ( XERLTEZFLEWMETA ) .

AR Limit SHERMCESH—BER,
ATERCEANHERER

BALANBIMMERIESCENEREIEERRRE, N TEFEENERRRRERR , B
EEEREANFTEEHEMIR, BENTELAURFT (MB) NF. Sz , BEEHRELR
A4 1 MB 2Br |, FESEESRENM 1 XHAHK 1 MB ERIEFTHENERE. MREFTEAY
RRFBREIBURFTIXF , MR ESIRE 400 W, W, A TEEREREEABRIESH
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H (FREVESSfit ( GET output ) ) TEHEBIENRENE , SERELAURFERFNFT. BXRURKE
BRENTHCENESEE , TSR THBERERRE M.

E, fRENBStEES

ERHERRRESH , BALUEBERENMN Tier ZRAPBEUTETZ— :

- Expedited - MEEEAGFLEBREEZSBEREEMBHRRBRBEE. FTFRTHERAREHR
(250 MB+ ) ZAFIEEMINE , FAMEERFRABEEET 1 2 5 28N TH,

« Standard - FRHEEEAFLER/NRRBRIESHIENR, FAMEEEDHEUNREESEE 3-5
PR T A, AR ARIEEERIETMMWESERWEINE,

* Bulk - #t2E%E R Amazon Glacier WREKFTEER , FRTUE -RAUREBHAEFIRERE
(EZERPBR ) WHIE, CALEERHRNKEREE 512 /P AT A,

BEXRIMEMMERZNEZEER |, 5SS K E Amazon Glacier #42,

HXR

EEMES , BEHLER HTTP POST 5% , HHFERMAZIXHEN jobs FRIFER, BAUERE
REY JSON XHHIEEEFERNIEFEMAFE . FFLBERBEN Type FRIEEM, (7% ) B LUE
7E SNSTopic FE¥ KR Amazon Glacier EEREF A A ME X MIBEAHH Amazon SNS £,

® Note

Z [ Amazon SNS R EH , BLTNBECRIRES (WREFFRFE ) » Amazon Glacier
FEREREEE, ZEBLMEEM Amazon Glacier X FE W H IR Y EIBR. Amazon
Glacier T 2RIENHEREBENMZEBLAMTAR. MRZEELEENR , MEIEESER
&, BAgEET W EE A,

Bx
UTRATEIESHNERIEE,

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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FRARER

{

"jobParameters": {
"ArchivelId": "string",
"Description": "string",
"Format": "string",

"InventoryRetrievalParameters": {

iy

"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

"OutputLocation": {

"S3": {

"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

3,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
},
"UserMetadata": {
"string" : "string"
}
3,
"RetrievalByteRange": "string",

BaEs
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"SelectParameters": {

"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
1,
"SNSTopic": "string",
"Tier": "string",
"Type": "string"
}
}
(@ Note
ZAccountIdER B XHENIKSTH AWS IKF ID, BAIBEE—1 AWS K ID, t8H]
LLERIEE—N'-' (EZFA) , EXTERT , Amazon Glacier A5 TXEiERWEILE
KEKH) AWS K= ID, MIREFERAKS ID, BEAE ID PSEEMEFR (-) o
BERIEX

FREZFRENXPRA JSON BRI A TR
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FRARER

jobParameters

REATEEESERNIED.

A : jobParameters JI R

RELE R

e

Amazon Glacier 812 7 E%, ERMNH , ©2IREESH UR

B

HTTP/1.1 202 Accepted
x-amzn-RequestId: x-amzn-RequestId

Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

e R4 3k

PR

Location

Xx-amz-job-id

X-amz-job-
output-path

i8R

FEHAESR URI IR, B LMEAL URI BERERESRS. BXEZE
B B2 RERES (GET JoblD) ,

EKH . 2R
RINE : L

FRERESERNUENKE,

BaEs
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Amazon Glacier

PR i BA
KA . FRH
SRIANE - T
) 37 1F 32

IR VERIR B0 57 1F 32,
iR
B T P B Amazon Glacier isT%VEFIJ’.%“D—'LE’JEIﬁE%’éi%% WRELBEUT —NRBZINEIR, BX

Amazon Glacier #ixEE AR B IRRBIIEK , BSHEIRE R,
KB i 89 HTTP RESRE KR
InsufficientCapaci MRESERENERELELIMNEE 503 Service RF
tyException X, MREARB, LEIRMGER  Unavailab 2=
FThEKRE , FEATHRASME le
K&,
Tl

WRTH : BH RO RES

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

"Type": "archive-retrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

"Description": "My archive description",
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"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" : "Bulk"

LTREREXHW =G , ©fFH RetrievalByteRange FERIEETERZENRRTBE,

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNntHEQL8MBFGlqrEXAMPLEAT Chi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

e B 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

BERRA  BHBFERRMES

LTEREBHFERRMES , UM examplevault XHFEREERFIR, EHEREXH ,RENR
Format By CSV RRBEASLL CSV BRIRE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
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FRARER

IIT
IID
IIF

ype": "inventory-retrieval",
escription": "My inventory job",
ormat": "CSV",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-

Exam

}

I:)]-ell

e B2 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-

: Wed, 10 Feb 2017 12:00:00 GMT

K3CG1l6TuSm6VzWOT7esGQfco8nUXVYwS0@jlb59qlIZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLEjobID

X=-am

z-job-id: HkF9p607yjhFx-

K3CG1l6TuSm6VzWOT7esGQfco8nUXVYwS0@jlb5gqlIZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLEjobID

ERRH : ERAEMBERRERFNRGHEERRES , URERT-TUFRTBNEEEFER.

LT #ERER R B LR IRERSIRE 3 XHETERRIES.

"ArchiveId": null,

"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"

},

BAUT B2 T EAMIERESS (GET JoblD ) FREVMFRICKR T —IUF 2T B K ELIE R,

"ArchiveId": null,

BaEs
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"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",

"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
}
e Rz 7R 51

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

S

- RMES (GET JobID )
- REVESHE ( GET output )

@A T Amazon Glacier B Identity and Access Management

HIH{ES ( GET jobs )
35

HRELIIHXHENES , SREEHTHESUARKETENES.
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(@ Note
Amazon Glacier ( Amazon Glacier ) EHIBRRIETERNES I X EEFRE —REtE ; B
=, CRASHKREZHANES. EAURREEREFSHEE, EEFERE , BIFTR
WESRE—BRNE , B UEEIESERBASEERZEH THAMNER TREUES
Ho Hltn , RZEBEHIRBREZEFUATHH/R. EFZERGE , BFARTHEEER , ERERT
MEFEIR, EXMERT , EUUEESFENERA TEHEE,

List Jobs BEZHEI . BRIZHBAEFMMN Marker FE&, MREEELHHNES , N
Marker ZEBIFIEEN null, MREBELHHNES , W Marker FEFRE NI null & , BAIfE
RiZEHKEXNIRS T, BREMNBEFSZSHBOESIIER , B marker BRSHBIZE R BN Z B
M Marker ERIKREHIZESH List Jobs B,

FBHABYEERFIEE linit SHRREWNFREN K KESHRFE. FRINRES 50, RE
MAESHATRED TREE  EXEF2BIRHE,

WA, BIET LB EEAER statuscode ZEA/Z completed SECKRIFEIREINES IR,
/8 statuscode S8 , BALIIEERIREE InProgress, Succeeded = Failed RAEE K
%, A completed 2% , BALEERREEREMRK ( true ) WESHATRK ( false ) BES,

LR
G
EREMAERENESFIR , EEXHEN GET FHRFRH URI K% jobs HR.

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note
ZAccountIdERBEXMHENIKSH AWS IKF ID, BABUEE—1 AWS 1K ID , tBH]
PUERIEE—N'-' (EFH) , EXMBERT , Amazon Glacier A 5 A TEXEERWEI
KEXHY AWS Ik ID, WREFEAMKS ID, BOE ID PEEF[AMEFH (-) .
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BREH

Name 5% BA AR
completed )

ERENESHRS. EALEE true 5 false,

XH : /mRE

AR T

limit &
EREINEFSEABEB . RIARFIN 50, REWESHAIEELT
EBEMNREE , EXzFTa2BIRE1E,
KA . R
AR RDEBERN 1, RAREHENRN 50,

marker &
AT TN AEAFRHEUTREEMNNEFBINHESHNES, &
AIMZBIM marker IMRZREN List Jobs B, REELEHE:
NZBIf List Jobs WRAFHRMWERBITOIN , FF
EA$E marker.
KR . 2R
AR T

statuscode &
EIREMESIRAHEE,
RKH . R
#3R : InProgress . Succeeded T Failed X=MEZ

B3RPk

LR B LA R 2 BOa BE A BRIk . BXBAMBRANER  FSHEA MR,
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ERIEX
MR B EREX,
I 1

B

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

Content-Type: application/json
Content-Length: Length

{
"JobList": [
{
"Action": "string",
"ArchiveId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",

"StartDate": "string"
},
"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",

"ID": "string",
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FRARER

IlTypell: "String",
"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
},
"UserMetadata": {
"string": "string"
}
}
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

Bt ARl
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}

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
1,
"Marker": "string"
}
e R AR5

EEIRAEAUBE A K 2 800 B8 A W9 W R ARk . BXBAMBRKNEER , B5HBEAEARL.
Ujg B 1E 32
U B EE X I E LT JSON FER,
JobList
ESNRNFIR, BMESHRISHERESH THIE.

A - GlacierJobDescription X} S ¥4

Marker

RTAMNALBENERBTO NN TERAFRR, LA marker FRFPEA List Jobs
EXRFMIIRFNESES, WRRBIHESZES , MIELENR null,

KH . FHH

iR

B> Amazon Glacier R EMEREENEER | FSEE R,

el

UTROBRT MAREEXRNHEESHNES. B—NMRABREHMESHIIER , E-ARHEEE
TESHF &
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R BREFEES

HR B

BUF GET BRA N XAFEREES.

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B2 7R 451

LT a3E—  MEREREREZHN—NEERRES , GBI THAEN M EFERED TR
i, MEEEHERZR Marker FEREIRERN null , BIRTREZEEEZHIHIES.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
110T69g8ByC1fIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
"ArchiveSHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"Completed": true,
"CompletionDate": "2012-05-01T00:00:09.304Z2",
"CreationDate": "2012-05-01T00:00:06.6637",
"InventorySizeInBytes": null,
"JobDescription": null,
"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMQ-
JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",
"RetrievalByteRange": "0-1048575",
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"SHA256TreeHash":

"25499381569ab2f85e1fd0eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizeInBytes": 1988,
"JobDescription": null,

"JobId":

"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ0OUtmNAT@KaVZ4wWkWgVjiP1dJ73VU7imlm@pnZriBVBebngaAcirZq_C5"

"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":

"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL

}
]I

"Marker": null

R REMESHER D B

HRRHI

LA GET #BRIEE marker ZHIEEMES. MRF limit ZHREN , WEERKZREFHME

%o 2
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FRARER

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID&1imit=2

HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e 57 7= 451
LTFBRER T WBUREES , Marker FERERENIE null & , ATATXHES FIRY

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqcjtx2CjKZ6b-
XgxEuA8yvZ0OYTPQfd7gWR4GRm2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4-
FXuIBfViYUIVveeiBE51F04bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4T4",

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId": "s4MvaNHIh6m0alf8iY4ioG2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-JIMunR9JoVa8y1lhQ",

"RetrievalByteRange": "0-8388607",

"SHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4T4",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

REL DT o
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"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.444Z2",

"CreationDate": "2012-05-01T16:59:42.977Z2",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,
"SNSTopic": null,

"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Standard",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
1,
"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4ATfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}
MR &R

« #R4ES (GET JoblD )

UM
« S&A T Amazon Glacier B Identity and Access Management

EESBREPEREIERE

LA 271 Amazon Glacier R F{FSIRE—EE AN BIERE,
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FRARER

&

+ CSVinput

» CSVOutput

» GlacierJobDescription
- B

. WERE

* InputSerialization

* InventoryRetrievalJoblnput

* jobParameters

» OQutputLocation

» QutputSerialization

* S3Location

* SelectParameters

CSVInput

BXIBEESHRE (CSV) XHNEER.
B

Wit

BAFHR , ATEMETHFALHNZZ T 2T,

KE . FHH
VE B

FieldDelimiter

BAFHR , ATORERPHENFR, ZFFLHZ \n,
AMINMENES (,)o

KE . FREH

AINE

\r SSBE 32-126 F# ASCIl =5,

CSVinput
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FileHeaderlInfo

—MME , RN AP E—1T,

R FHE

BHME : Use |Ignore |None

QuoteCharacter

RERYLZHNENTR , R ZROBHREN—

RE . 7R
BE B

QuoteEscapeCharacter

BANFEHN , ATHER MERR S

RE . FRFER

RecordDelimiter
BANFHR , AToR&EMNEH,
K . PIEE

EZER

- BEES (POST jobs )

CSVOutput
BEBXRFHELERNESHRE

S FRFRHITHR L,

(CSV) AN EE.

CSVOutput
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FRARER

EEd
FieldDelimiter

BANFEHN , ATORIERFNENFER.

R TR
MHE B
QuoteCharacter

R LSRN AN T | P TR B REN —
R . PR

HEB

QuoteEscapeCharacter

BNEN , BTN EENERANGISFRETE L.

RE - R
QuoteFields

—ME , ERREAARHFREBNETEESISH.

B3E : ALWAYS |ASNEEDED

R . FHE
BE B

RecordDelimiter
BANRH, AToRE&EMNEHo
KA . FHEH

7|

EZER

CSVOutput
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- BEI{ES (POST jobs)

nz

BRAXATE Amazon S3 FEHESERNMBLIE L.

B &

e
% Amazon S3 FFHES LRI EANRS BHMEE L. RAENT MR,
KE : FHS

BWE : aws:kms |[AES256

KMSContext

Ak, MRMBRER aws:kms, , BAIUERKERNESEREEME LT,
RE . P

KMSKeyld
AFXRNEH AWS Key Management Service (AWS KMS) #4A 1D,

KH : FHH

- BEES (POST jobs )

GlacierdobDescription

‘A& Amazon Glacier ( Amazon Glacier ) £ R #&

oz
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B %

Action
£553£8, ©7 ArchiveRetrieval, InventoryRetrieval & Select,

KE : FREH

Archiveld
NERFSIRRRRESZTEROB/ER ID, &N , LFERN null,

KE : FREH

ArchiveSHA256TreeHash
MELRBIENBNRN SHA256 MR H, W TFEEREES , LFER null,
KA . ZREH

ArchiveSizelnBytes

¥F ArchiveRetrieval % , IR EFEBERTEHIBRAOKRN (UAZTFREN ) N T
InventoryRetrieval 5 , ZEXR null,

=SIRRUE

Completed
MBESEER , WA true ; BMA false,

RH : HRE

CompletionDate
E5 A B,

ESERTTAE B AP ARSE (UTC) BfE, SESERFITH , ZER

oF
H3

KA : BLISO 8601 HHRARRNWERSE |, il 2013-03-20T17:03:43.2217Z,

CreationDate
FE B EAERE (UTC ) BE,

KR : BLISO 8601 HHIRARRNFERSE |, il 2013-03-20T17:03:43.2217Z,
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InventoryRetrievalParameters
ATEREBEEREZNRASH,

KA : InventoryRetrievalJoblnput Xt &

InventorySizelnBytes

XF InventoryRetrieval % , XRBERTEHNBFENKRDN (AFTHEM ). WTF
ArchiveRetrieval & Select % , &ERN null,

KR . ¥,F

JobDescription
FERHIEFHEHENESHEHIR,

KE : FREH

Jobld
#R1R Amazon Glacier FRIESEH 1D,

KR R

JobOutputPath
BEEFHRHNVE,
KA FHEH

OutputLocation

— IR, HPEEAXERASERNE RN FHUENER.

A : OutputLocation XF &

RetrievalByteRange

MERRESHRENEZTBE , X N “StartByteValue-EndByteValue’s MBEEEEME
KRDIEETEE , WEREMYZE | # B StartByteValue EF 0, EndByteValue EFREKX/ME
1. NTFEERRES , LFEN null,

KH . PR

SelectParameters

— MR, EREAXATERESHNSENEER.
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A : SelectParameters X &R
SHA256TreeHash

FRERBEM SHA256 MR FE., MRMENFNES ( POST jobs ) BRIBE 7 UMK H
FNFHEE , Nt FERESREE, BEXMRTERENHERENTNEZEE , FSRTHEE
A IR B A o

NFRRBENMURNWEFEER , tb{EE ArchiveSHA256TreeHash EH[E,

EUTERS , FERA null :

« EERUMERBZXNFTHTENEERRES.

- BEEETEMMENEBEHBESIRESN InProgress RIS,
- BRES

- ERES

KA . FHEH
SNSTopic

N Amazon SNS =& Amazon BREF (ARN) ; MBEEFE3 ( BaES ( POST
jobs ) ) FEETEH , URELMZEBRAIEEFTTHHLXKHBL.,

KA . ZHH
StatusCode

BTREFSRENRB,
BME : InProgress | Succeeded | Failed

KE : FREH

StatusMessage
ESREHER

KE : FREH

Tier
ATEEEFI/ERREFHBBELIRNER,
BHME : Expedited |Standard |Bulk

KR FHH
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FRARER

VaultARN
ESNEFHRWHFER ARN,
KA FRFEH

EZER

. BEHES ( POST jobs )

=X
BEEXERNEL.
H&
BB E

BEAE,

KA WERE WK

PR
RTFHEERNEHNNR,
KH : FHH

5% {E: FULL_CONTROL |WRITE | WRITE_ACP | READ | READ_ACP

EZER

- B3ES (POST jobs )

WIRNE
LEAXBBERENEL.
B
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B %

DisplayName
WERNENREER.
KA . FHREH

EmailAddress

AR E R B TRt
RKHE  FREH

WRENASTAF 1D,

KR R

E¥il}
HWIRNEER,

KA . FHH
B3{E : AmazonCustomerByEmail |CanonicalUser |Group

URI
WENEAKN URI,
KR FBHH

7|

EZER
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FRARER

- BEI{ES (POST jobs)

InputSerialization

RGPS TR =

H %

CSsV
— AR, BFH#HR CSV HFBHNRNFFIL.
%A - CSVinput TR

EZER

- B3ES ( POST jobs )

InventoryRetrievalJoblnput
REATFIEETEBEERRESHIET,
B

EndDate

NHFRERRNERBM (RA UTC HERKR) , E AR tIZN FRABAEERREE

Mo

BWE : LLISO 8601 HHEA#EL (YYYY-MM-DDThh:mm:ssTZD) RN FRFE | LA REA , Hln

2013-03-20T17:03:43Z,

KR . FRFE, LLISO 8601 HHAME (YYYY-MM-DDThh:mm:ssTZD) RN FERFE |, LA RE

£ , 5140 2013-03-20T17:03: 4327,

InputSerialization

API fR7s 2012-06-01 489



Amazon Glacier FEANGIER

#%3o
NHFEFEFIRNAEERR  EEHESURRXMAEFEFLNEY E311E55 (POST jobs ) #HRit

TRE,

B%E : CSV [JSON

KA . R
B %1

BANNHEFERRERTURENZEAELT B .
BHE  KTHET 1 HEBERE.
RHE  FHH

Marker

RERMNALBERNERHJT O AN EAFRFR, EAILERH Initiate Job HRAEM LIRS
REEMBRTE, MRXBEZFLTE , WESR null

KH : FRHR

StartDate

MHEBFRRRNITHBM (RA UTC HEKER) , @8 BR2FUEN/™R,

BAME : LLISO 8601 HEAHEL (YYYY-MM-DDThh:mm:ssTZD) RN ERFE | LI R, Hln
2013-03-20T17:03:43Z,

KA FRE, BLISO 8601 BHIME (YYYY-MM-DDThh:mm:ssTZD) R W FHHE , U &
i, Bl 2013-03-20T17:03:43Z,

EZER

- BEES ( POST jobs )
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jobParameters
REATE TS HET,
B %

Archiveld

BEEWNRMN ID, R Type FRIZFEN select & archive-retrieval , NIt FERENE
W, MRENBFERBTFEREERTER , MHIHER,

BYE . BAREMNZ BT %3%EE Amazon Glacier ( Amazon Glacier ) BERIREUHI B BREE ID,
KA . FHH

=BME R Type REN select = archive-retrieval , M2 X4FEM,
R

E55 RV AR #IR

BENE BN KEXTNTFRETF 1024 5, RATFNEFATSEH B 7 2 ASCI Z7F
BRI SRR ASCII B 32-126 ( T3tH ) 3 0x20-0x7E ( T3t %] ) HW=EFF,

KA PHE
mRMVE B
Format

(T ) ERIESURRXHEBTERNAEER, IREBZEBSHEEES , HETIEE
Format FE , W JSON R ERIAEK,

BAME : CSV | ISON
KA FFH

RELS B

InventoryRetrievalParameters
ATEEFERZER W ASH,

A . InventoryRetrievalJoblnput 31 &
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B R AT -
eRLE A

OutputLocation
— MR, HAE2EXRERESERNFRUENES.

A . OQutputLocation JF &

EAME WTF select EFFZRYLFEN,
RetrievalByteRange

ATHZE archive-retrieval WFTEE , XRAKNStartByteValue-EndByteValue”, 0
RTEELFE , WaRFEBMYE, NMREELFE , WFTBEMLMEIKFT (1024*1024 )
FF. KFEFIFEWKE StartByteValue A4 1 MB ERR |, B EndByteValue il 1 A0 A4
1MBERFEREENNRFTANMRBE 1 WERNERE. R RetrievalByteRange &8 ¥k
FRXFF, MR ESIRE 400 MH R,

WMREA inventory-retrieval = select FFEREELFER , NS HIEIR,
RE . FHH

= MLE=E .
mOAMVE B

SelectParameters
—AMNR , EFEEEXATERESHSENEER,

KA - SelectParameters &

= MEE .
=ERYE A

SNSTopic

FE TR Bt B ERZIFHETEHE Amazon Glacier [EH &% @&/ Amazon SNS =EH
Amazon BREF (ARN) . BEENFEEEITHEXMEA,

SNS FBAMEFEE, MRAFZEE , Il Amazon Glacier TR EEIEIZER, I , SNS B
TRBEATRRESHIKFQEB R A EENER, BX SNS TEEMMEL , H5H (Amazon
Simple Notification Service APl £Z) A @ CreateTopic,
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Tier
ATERESIHERREISFSHNESR., BIAERN Standard,
BEM{E : Expedited |Standard | Bulk

KHE : FH&H

Type
EHFEB, BUUBHESUNERRTERER, RRBMRIIREIHFENEE,

BME : select |archive-retrieval | inventory-retrieval

R FHE
RELE : £
E % 1% /%\

- BEI{ES (POST jobs)

OutputLocation
BEAXRMELERNERNERVLENER.
B
S3
— MR, HRATFEBERERERH Amazon S3 L&,
A : S3Location

EZER

- BN{ES (POST jobs )

OutputLocation API fRZ 2012-06-01 493
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OutputSerialization

R RGPS T R

B %

CsV
— MR, ERESPRE (CSV) EBRHNERERNFII,
%A . CSVOutput 3K

EZER

- BEI{ES (POST jobs)

S3Location
BEBEREFLERE Amazon S3 HIVFELBERE R,
B %
AccessControlList
R 176 45 RO T R AR AR R
KA B NRKA

BucketName

il TES LRI Amazon S3 FHEBHN BN, ZFHAXINSEEMABMENRNX4ECLTE
_/|\ AWS |Xi§‘z¢'o

KR FHH
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CannedACL
ENRATESERNIRETRRES FIFR (ACL).
KA . FRER

BEME : private |public-read |public-read-write |aws-exec-read |authenticated-
read |bucket-owner-read |bucket-owner-full-control

ma,

— AWK , AR EXATAE Amazon S3 hIFETISE RN MBHEL,
K . B WK

Prefix

7|

EHBERNERTTEBNNER. BNRERAKER 512 ¥,
KR FBHH

StorageClass
ATEHEESERNFMEER,
KR . ZFH

A& : STANDARD |[REDUCED_REDUNDANCY |STANDARD_IA

Frid

NATRESERNVIFEE.
B FRBRI TSRS

UserMetadata

ok

# Amazon S3 5S4 R — R 7K THRIBH RS,
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FRARER

RE . ZHREFRFRRE

7|

EZER

- BN{ES (POST jobs )

SelectParameters
SEHXAT select WSHHWEE.
EEd

Expression

ATRENRHRER. ZREXTFET 128,000 M FRFVEH

KR FHH

ExpressionType
FrRftRRNARE | fil4n SQL.
BRE : SQL
KH: FHH

InputSerialization
HR select PR FFILIE,

A : |nputSerialization X &R

OutputSerialization

IR MAFEHME select FSHE R,

SelectParameters
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FRARER

A . OutputSerialization X &

EZER

« BanfESH (POST jobs )

BIERRBRE

LA 2 Amazon Glacier 1 7] A R RAHX R4,
FH

o RENFIERZFRME ( GET policy )

« JHFBLERE ( GET provisioned-capacity )

« WEMEERE ( POST provisioned-capacity )
« REHFERZRZER (PUT policy )

REVE IR R RBE ( GET policy )

PO

LRAEIRE GET HRAPIEEMN AWS IKF M AWS XK Y el BIER REM, BXRBFERRRBNE

ZER , F35 ¥ Amazon Glacier ZiiE ZEHE,

HR

ERE N BERRER |, FUUTEERHR , MBERRZRE URI RIE HTTP GET R,

B

GET /AccountId/policies/data-retrieval HTTP/1.1

Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

B RIBIE
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(® Note

AccountId BN AWS Ik ID. BLEXIE R ERETERWEIEEXEKN AWS

TP ID AHICEL, BELAEE AWS IKF ID , th AT BLERISE - (EFH ) , EXHER

T , Amazon Glacier £ 5 XX & R##1TE B NEIEMEXEKAN AWS IKF ID, (1R EEEK
FID,BE2E IDHRBEFEMEFH (-) o

FRSH
LRETERFERSE
HRPRK
HRERERAPMEREBRANIBERFL, BXBABRINANEE , BSHEABEREL,
ERIEX
LRERBEREN
e 5
B
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
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RIVEDER

LR ERA RS HERE RN EAIR., BXBAMMGANER  FSHEA R,
e B IE 32

@R IEX B E LT JSON FEo

BytesPerHour
— MNP AT RNHFRKFT .
XY Strategy FERMIE RN BytesPerHour X 2 E R FE,

KR . ¥,F

Rules

REEAN, BRXRIIREE  BEMRE NN , HFEE Strategy FE& , EAEEIE
BytesPerHour FE%,

3l ]

Strategy
IR RRAEAVRE,
RE . FHH

BME : BytesPerHour | FreeTier | None, BytesPerHour ERIFHEZEH AP EREERE
ER, FreeTier EFRATHERFEFERENREER., None ERATERFH A PERLTR EKRE,
BXREZRFAPERBERRRENEZEE |, HSH Amazon Glacier BIER RHR B,

iR

AX Amazon Glacier REMEREENER , BSREIRIOAL,
R

AR RGIER T SR ER AR 4 R W

ERRHI

WRBIF— GET iR R IEBIRBEMER URL,
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GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e 52 7 451
FRZhHYE B2 B JSON #8 N E MR IE X A B R BRI 3R HE

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[

{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"

}
]
}
}
EPS:

- IREBERFEERE ( PUT policy )

- B3ES ( POST jobs )

B H il E A E ( GET provisioned-capacity )

LREFIHIEE AWS KFHVTERE, AXTEERENESEE , BEAMERRIET,

JIETERERE API W< 2012-06-01 500
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MREREBRANEE-—1MA , X BHMeEENTTIE B, MR BT B
—MNAZE (BBIY ).

MREFHBBA—NANE3N X, IHABATNANRE—K, flm , mRFHBEHHR 8 A 31
B, ISEAAMNOA30H, MEAHKAHR1 A3 B, WSHAHN 2 A 28 H, EALENERN
IR E R

BERIEZE

EJHEKFNTFEERREE , HKE HTTP GET BHREMEERE URI , A NEZERBIFIR.

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
HAccountIdER AWS IKF ID., WEMXMSHTZEBERNEREREKN AWS IKF ID
MR, BAIEE—NAWS IKF ID , A LUERIEE—N'-' (EFEF ) , EXHER

T , Amazon Glacier SR TEEBERNEILEREN AWS K/ ID, MNREFEEKF, ID
BE2E ID RIEFERMEER (-) o

ERBH

LR ERE RS

HRAR,

LR EAR B REBRARNERIRL. BXREABRFENER , BB REMIERTX,
HREX

LBRERBIERIEN

Gl

MRARERY , WZRSHLRER HTTP 200 OK MR,
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e i

HTTP/1.1 200 0K

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ProvisionedCapacityList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
e R AR 5

B3R VX AR K 25 30000 B8 R Y I REAR Sk . BB AMRBARKMER |, 155 HIE Al SRk,
0] 1 IE 32
R E X BET JSON FE,
Capacityld
ATHREMEERELVH ID,

KH . FHH,
StartDate

MEERERVHWXAH , XRABEANERE (UTC) .

KR FREH, LISO 8601 HHRARRNWERSE |, Hl1 2013-03-20T17:03:43.2217Z,

ExpirationDate
MEERERNVHNEBEH  XRABAMERE (UTC).

KR FREH, BLISO 8601 HHRAKRRNWERS |, Hl1 2013-03-20T17:03:43.2217Z,

Bix
A% Amazon Glacier REMEREENER , BSREIRIAL,
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el

TR TRKFNTRESESRV,
HRRHI

HELRHIP | K& GET BRREREEKFHAEBERTE LMK,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e Bz 7R 451

MRFERK I , Amazon Glacier ( Amazon Glacier ) 2 REHHE — MK ERE LM FIRE HTTP
200 OK , AT RBIFAT R,

SN E—IMEERELVRAFHRBES N 2017 F1 A31 B, IHBEHN 2017 F£2 A 28 H,
W2 BIFTE , RFHBHAENMANE N X, IPEHBURTMANER—Ko

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",

{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z",
"ExpirationDate": "2017-02-28T14:26:33.000Z",

.

{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095Z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",

},
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S

- MEMBELEARE ( POST provisioned-capacity )

WEMELERE ( POST provisioned-capacity )
HEREN AWS IKFIETER & £ 14,

MEERERREE—1A , MR BBNNRENTHEBES, RV IHN BN E BHER
—MNAZE (BBIY ).

MRFBBABRAN—PANE 3N X, SHEHITHNANZE—XK. fln, MEFHBBEHSN 8 A 31
B, NUSHBEHANIA30H, MRFHEH N1 A3 B, USHAHAN 2 A 28 H,

MEEREFXDRRETEFTEN , TUEAHNMNERENRRETE, SN FEENTHERERES
ELABHITIRRERER , HRMSIE 150 MB/s WREFRLE, BEXMEEZENESZEE , S
P8 A5 SR AS BRI T

(® Note
BIMEENAERMREANPNEM. AWS KK/

153k
EWMENTEERESN , BOEEZEZRE URIAWS IKF &ix HTTP POST &K,
B

POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01
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® Note

HAccountIdER AWS IKF ID, LLEXMSHATEFBERWEREREKN AWS Ik ID
HITE, BEE—N AWS IKF ID , b BUERIEE—N'-' (EZF ) , EXHER
T , Amazon Glacier F 5 TEX &1 =J?EI’J EUFREREY AWS K/ ID, BIREIEEKS, ID
BOE ID PIEEMEFRF (-) .

BERESH
BHRIRL
LR ERERAPMEREBAMNIERGL, BXBEABERIRLNEER , BSRBREREXL,
BERIEX
LR ESEBEREN,
e 82
MBREFERRD , MZRSZSLIRE HTTP 201 Created MR,
BE
HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId

Date: Date
Xx-amz-capacity-id: CapacityId

W % 3K

BRTYFIERMEBANIEAFREA , MW RNPEITIEUL TRk, BXBAWNIIEANESER ,
1ﬁ/|ﬂﬁﬁﬁunr—$ﬁ7&o

Name 54, B3
X-amz-capacity-id ATHEMEESESMA ID,
RE . FHHR
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FRARER

Ufg B 1E 32
222 S TAE LN e

iR

KT FtE Amazon Glacier #EHRE L ATREAE RN , WBREEREREUT MRS MEIR. BX

Amazon Glacier {8iRME B AR BIRNBIIR , HSRE IR AL

e 5 88
LimitExceededException MREEBFERGBEHKOMEE

BREBEMRS , NERE AR,

=

UTREIAKFURMEERE

HR B

LT RBIRIE HTTP POST iR ETE ER 2 £ 1.

POST /123456789012/provisioned-capacity HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

HTTP RESKE

400 Bad
Request

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

W& S 7R 451

MRFERK I , Amazon Glacier ( Amazon Glacier ) 3&E HTTP 201 Created WgRI ,

Y

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:02:00 GMT

e ic]
=P

L

Ll
Uy

LA R4

WXFHEERE
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X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z

WS-

- JHFEEARE ( GET provisioned-capacity )

RIEHIFEWZZRRE ( PUT policy )
R

BEIRAETE PUT BRATIEER AWS XKEIFIREHFERRKE , RAENAZERKE, T AWS K/~ |, &
AL AN AWS KR E — R, ZRIE PUT RIERIEHR D HRA,

ERBNACH  REXRBHNREHTEMEEHRTHREREL, BXBELERBNESZER , TS
%] Amazon Glacier #iE# & KB,

H3R

Bx

ERBEHFELRER , FONUATEERAMAR , AHELREE URI ZE HTTP PUT XK.

PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}

REBIER R API fR7s 2012-06-01 507



Amazon Glacier FEANGIER

@ Note

AccountId BN AWS K/ ID, WEXRS AR ERHITERWE KN AWS

MK ID AHPCEL, SETTLAFEE AWS IKF ID , th Al BLARISE - (EFF ) , EXHER

T , Amazon Glacier £ 5 XX ER#H1TEE N EIEMEXERA AWS IKF ID, t1REEEK
FID,B2E ID FEEFERMEFRF (-) o

BERSH

HRERERBERSH

HRIRL

LREREAMBREBRNERRSL, AXBRABREANESR , FSRER BRI
ERIEX

BEREMXHBELUT JSON FE,

BytesPerHour
—ANNET R AT DA RV R K P9 B

XY Strategy FERHE N BytesPerHour i , W FBRF RYLEFR., BERREMNFER , B
Strategy FEH KIRE N BytesPerHour , N PUT RESHIEL,

REXE . R Strategy FERIZRE R BytesPerHour , MIASE, BUFRRHE,

BRE : BNEBERE 1. ZABHE263-1(F ).

Rules

REEAN, BAXRIIRER  BEEREE - , HFEE Strategy FE& , £AIEFRTE
BytesPerHour 2,

KA A

=RME 2
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Strategy
ERENBFERLRERBARE,

AME : BytesPerHour | FreeTier | None, BytesPerHour EEFERSHAFEBREERLEK
ER, FreeTier ZFRITERF AP ERNEREE. None EEATHEERHAEFERETRRRE,
BREBSHADERBBELREBNESZELR | H3 5 Amazon Glacier BIER RFERE,

I
BE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIAR Sk

LI AR 5 R K 25 30 RS P B T RIAR Sk . BRI LS8 | W20 E A BRI k.
7 IE 32

HIBEFERMRE X,

B2

A3 Amazon Glacier REFEISHANEL | BSHEIZNAL.

Al

R 7 1

AR R’ &E—N HTTP PUT 3R , A Strategy FEIRIE N BytesPerHour,

PUT /-/policies/data-retrieval HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

{
"Policy":
{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}
}

AR R &E— HTTP PUT 3R , H e Strategy FERIZE N FreeTier,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"FreeTier"
}
]
}
}

AT Rl &IE—N HTTP PUT 3K , & Strategy FEIRE N None,

PUT /-/policies/data-retrieval HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

{
"Policy":
{
"Rules":[
{
"Strategy":"None"
}
]
}
}
0 Rz 7 45

WA TRRBIFTR , RERK N , Amazon Glacier ( Amazon Glacier ) 1% B R HIRE HTTP 204
No Content,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

- FREVBIERZERM ((GET policy )

- BEIES (POST jobs)
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FRARER

A 18 %

o MBI RRA : 2012-06-01

T&RITE 2018 £ 7 A 5 Hz/a (Amazon Glacier F X A REFE) BMNRENEEE R, BERBEX
RN EFBEA , LA LITE RSS IR

TE

4% 7BY S3 HERIER
B9 B A I R SR Y /S 3 B I

Amazon S3 ¥} F S3 Glacier
Flexible Retrieval F S3 Glacir
Deep Archive X FEBNIER
BERER

Amazon Glacier EME X

BT RSS EH

FHAER

L

I, B S3ERERT
BYIE [R5 SR B AR A4S 3R AT A
HEILSHAE. AXESE
B, BEREEERIET,

¥t F S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive Zf#%35 | Amazon S3
TEUEN AWS K- SRR
% 1000 NEFHRE R HIE
RiERK,

Amazon Glacier EZ K
Amazon Glacier , A] AE i it
R BR Glacier & Amazon S3 #Y
£ /Ko

IR LT RSS JREK#E W
Fx {Amazon Glacier FF X A
RIEF) EFAEA,

B

20238 A9 H

2022 11 A 15 H

2018 £11 A 20 H

2018 7 A5H

THRERT 2018 £ 7 B 5 HZ S {(Amazon Glacier FAARIEE) ZTHRPHNEEENR,

FHEH
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FRARER

B
DE At B BIER

MRS

S e 7] SR B

HERRREE
GARES

DU

WM, RTROEREZIN , Amazon Glacier & X300
EMMEHRERLR, BEXEZEE , BSRERRRE
W,

Amazon Glacier MEZHXHESE , LERZALHR
X EYE R £ IhH Amazon Glacier 3XH#
BHITHBNEREAEERS. BEXEZER , HSH
Amazon Glacier 3 4 B 8 7E F 34 FE BiTE SR B o

Amazon Glacier M1 7E L R EEH #5712 Amazon Glacier X
HE , N\MENMBENEBRRRERFEAR. RE2ET
ENHENHEXKWIRES | FARSAR AWS K
TIREEREFMFEEIIGE, BXEZER , BSHK
ig Amazon Glacier FRFM#R12 Amazon Glacier X4
FEo

Amazon Glacier £ X i@ A X HEEH R R EERE
B3 8 IhM Amazon Glacier X ERGR] . EIMET
DEEEXHE EE LA ERE , EEZEM @ AR
REREY A FlL S5 4B A R ARl 5 S AR R F XX BE
HRN. BXEZEL , BSRXHERRKE,

Amazon Glacier ME X HHFEREZRBENFKZICR. K
ER R R AT BRI ERIER RRH H R HES
REAEE, REXLE AWS EBEH A A Amazon
Glacier API & &L FEN A E X B 2 M EIER RRH

o BXEZEER , TS Amazon Glacier HIER FR
B o

BtSh , Amazon Glacier IfE X FEA#THEITH

& AWS CloudTrail , & AT A2 FI&EMK 7 #Y Amazon
Glacier APl A , AN AR ERHEGEENTLS
# S3 FHMm. BXEZER , BSH FARERILS#
Glacier APl 1 AWS CloudTrail,

RiTHH

2016 £ 11 A 21
H

20155 7 A8 H

2015 % 6 A 22 H

2015 % 4 A 27 H

2014 £ 12 A 11
H

FHEH
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EK DU RITHH

Java ROIHYEH EHTAEETER EAT Java B9 AWS SDKHY Java 2014 56 A 27 B
R R,

BREIHESER FIETUEIFENRCZBPIRERS , KR 2013 & 12 A 31
N HREOXHEFEEFLME R, BXRIFERENE H

ZEE  ESRAREEERRCEFTBERNEIES

( POST jobs ) o

EBBREE URLs  MREBEBRAI URLs IR T IE@IBRSIEFH TE A 201347 A 26 H

Bo
YEFEERER Amazon Glacier MIEXFR RISETTEMNEER, &l 2012 F 11 A 13

B3I{ES , iEK Amazon Glacier I & THHEZEAN =|
PR —0. MREEIEEKR , NEAEL K
0, BZNMNEENESRERHEEERARE,

EXEZEELR , 551 Amazon Glacier F T84

i g R (Amazon Glacier F X AR EFE) BWE—NMR 2012 %€ 8 A 20 H
K,

BHIEH API| MR 2012-06-01 514
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AWS RiEFR

BEXEHMN AWS RiE |, 528 AWS ALK SEZF 8 AWS FC K,

API M7 2012-06-01 515
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