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Command Line Interface BB 1ERE) o

« AWS Tools for Windows PowerShell, BXxZZEMEHERF Windows W T EMEER
PowerShell , 52 (AWS Tools for PowerShell BFEFE) »

AWS SDKs

AWS SDKs &M 4mZIES MFEA ( Hla0 Java, Python, Ruby, .NET, iOS F Android ) I
MARBIRBAK. ©4] SDKs ARABEMINFERH#TMELE, EEHRNEFSERBERZE
HES. BX ( BRMATRANZEEN] ) WEZES AWS SDKs , iEZ5EA T Amazon Web
Services BT &,

AWS k&3 HTTPS &if] API

AWS Tk~ EIE HTTPS &ifj APl R ELRES X HEIER AWS IKF F AWS, HTTPS £1if)
AP| AIL R E#E MRS A HTTPS K. £/A HTTPS API BY , ABURINMREE |, FeeEABNEIL
NERBITHRFER, BREZER , TEREZREL HTTP EWIERFKIEA APl
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/powershell/
https://docs.aws.amazon.com/powershell/latest/userguide/
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MXNER AWS TK - SR B L

REBUBEN—NKFFFIRERN AWS R |, B AWS BIUERE TEASRAENE X ENEMMRE
ZNKF, FRRAHELIWERAELD  BEFEFEEEEWITY , UBREENTERRFREBE
Sl D i

AT ETANFLNEERS AWS | SIEBISSI S K IGEEW,

£

- ERAZEREFL AWS IKF

« {83 fE A AWS Organizations
- {ARtfEA AWS Control Tower
- THE API IREER

£ Z ERVIFAL AWS JIK

AWS K= #pK T 2R 2B R, AWS CloudEMFARRHRRSR , BET P xEBENREER XX
TRz, RERFNNEEXREE, AXESEE , S L4LE AWS K/ 2,

RFORS TR AR AWS B BB T SRR P LR U TR

- BB FTENNAEFTEEETENZSEHENYH , XEREEXHEETREMZEHIRKEEFYL
o Hlan , SEITMRKHEEBIED —N AWS IKF Z2F 1T (PCl) ZEFrHELA RN TEREDN
MEEENFITRAERZBZ,

« BE-AWS Ik REZERPWEN, NE AWS KF ARt ANER TREEENXRNZ SR
o HTFRATENANMNSTRENZEERENXY , ATEESTRARNEZEER,

- WZHBRA : TEMNEIRAEFREMIREMNERER, ERLLBESFEHABE DT AWS 0K F 3KB5 L4
BT,

s BIEEE-KRIBEANRZA  BBEE#HRBER - NKFFARBREE, XBBI TR LAGREIM
EEZBEEENAY. XETEHSELEHRENIRE , RItEBTESTREN (BAHERF
%41) (GDPR) ,

e WERE - FRPNLFENH=RAUEEEEFAENENNRE, FHAZNAWS K |, B0l XEF
WEEBITHEEER,

ERSEMEL AWS T w
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- KB -KFREKERNSATIENE-—BEESR, SMNKFEHTEKERS E2TFWFEA,
BB MARFNIE . BNATLRAAEKESH N —NIRA (A AWS Organizations
MESKE )  BEPHETHE S AWS KF .

- BFDE — AWS RSEHFR D 5N BN EFRFHMITH AWS KF . FITEREDKTRERN AWS
B BT EARs LM E S AE .

AN FHERNAERIAEFEYES AWS Well-Architected Framework, iZAEZR B EFRBBFIRITR
E, BHMETT BEN=EMIRE, BEENDIAELES  BINEBWEIRBEEPNESHH, X#
WA LR BB Ry BINME  MAEED L REKMEWENFEEE,

EEZAN AWS K

EFBEARMSAKF 28, CEEHEEEXLEKFANITR. it , RINBUUEFER AWS
Organizations , X2 —I %% AWS RS , ATEEAL AWS K- PHFIEAR.

AWS Z 4 T AWS Control Tower , ©1 Organizations #8117 %2 AWS & 831t , ¥ E3HE
SH i AWS BRS ( 20 AWS CloudTrail, AWS Config CloudWatch AWS Service Catalog, Amazon
%) El. XERFARKXTETNTA, BXEZER , HSFHAWS Control Tower EfT.

SRS

o {8t fE A AWS Organizations
« {AIRfEA AWS Control Tower

ATt {E A AWS Organizations

AWS Organizations f —B A T AWS Ik ER —NNEBITEERN AWS RS . XM T RETK
BEANINEE , BFMEKFHKEEAN—H  HHE —RARALE, ZETUEARETRENZES
REFEBHEOANEZ S, BXMNEZEE AWS Organizations , 2% (AWS Organizations f 1
) .

A RR

% AWS Organizations EAFHEEKFN , HOANASHERTSRERZELANEEIK/
7. BMAMERT , XA BREEHLBFEERXNRE. ERLEREA Organizations 5% AWS Bk
S 2 B AE RS I e BRI EMARSS . Trusted acces AWS s MIEERFHE FiLHRIBRA
AREMEKRFEENNIR, HEAKFERAFHBENERN , kP EERS 2% T Organizations &
HEBKFHRAAMEXAKFHTHE (LUFTERIZARKRIAGE ) BWNER,

BEEZN AWS K 12


https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/organizations
https://aws.amazon.com/organizations
https://aws.amazon.com/controltower/pricing
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/organizations/latest/userguide/

AWS Tk EE SEES

BXEZEER , BSHAN AWS kP EEE A AETHRNR,

ZHREER

BRAEHRNRE , BEATARREN —ITRAKFEEANKFEENZREER AWS K/, X
¥ EZEREEAKPRANNEAAPHEAKSHTKSEETRENERES , MU EERKS
FRNTHHES, ZEREEAKSRELAKSEERSNERES. EREEAKS TREEKS
B AEX AL FTA EENR,

BXREZER , FHH AR EEEAZTREER AWS K/,

AR 35 122 | SR g

MRIEET AWS Ik HEEHHL AWS Organizations , NiZ AL E IR 57 7] LR A IR S35 4 SR B
(SCPs) , ZEEEAIARFIK AR, PR EEATURITHEE, SCPNFERFHRR ; R , ER—D
BREIAK MK AT E AN RNEIESE. RAKFHANAFRRAE (REA ) RERITHBESERT SCPs
ZK P ATHRENMMBIZIEARN IAM SRR XIRE, Bl , BLUFER SCPs B LIk~
FREMERABXBESKFNRABRRI A

BXEAT SCPs #RHI AWS Ik , #S A AWS Organizations AR5 215 R4 5 9.
A AWS TK - E RS A S T E AR

NAWS K EEEATEHRNBRATEREKFNEERBRFEINNAKFHNBEEEENTHE
(Bl FERFZABKRAR ) AWS Organizations. BEXEZELE |, 25 (AWS Organizations f
FIE8) S AWS Ik EE AWS Organizations, BXAEHRITEREN —KRER , HSRE5EM
AWS BR% AWS Organizations —#{# Fo

BREUEFEHRNRE , TREXE accountID SEHMIK«EE API BIERERAZS K. RBEEA
KREEEKSHALNEZEREERAKS (MREA ) WEILERZREN  IERDIERLESH. BX
BEZER, FEANK,EESAZTREEER AWS K/,

FERUTSREALAS S AKF EENTEHRRR,

© BB
BRAXEAS  EUXRHEZUTER :
. REEMADMEEIK S R IT IR,
. EHEARREEBFE Y.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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AWS EEEH A

7 AWS K EE S A ST RAUR

1. B3 AWS Organizations 2l 5. ELHH IAM AFHNEBER , B IAM A6 ; RELHR
MNEEBEKFPUBRAFNEHNER (THE ).

ESMERP , EEERS

RS FI R P IEFAWS K EE,

%% Enable trusted access ()8 B 1S 1718])o

N AWS IKFEREAAEHR WIEEF , A enable #THIA , RFEE “BRTER
8"

o & 0N

AWS CLI & SDKs
A AWS Ik FEE 5 A S 1 R AR

BITUTGSE , AU EAALERKFHANEIEAAKS, ER AP E | XELIREFER --
accountId SR AELRFHHNKATK,

« AWS CLI: enable-aws-service-access

TR ARG EWKFEERBRE AWS K EE S A aE 15 RRR.

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

MREY , BT R EEMRH T,

NKFEERRAZEREER AWS K

BRI EREREEAKS, , METUER N EHMER A AWS IKFARAKFEE AP| 24E

AWS Organizations, NALIMEREEAK,G , ZKFHPNAFPNACTUEY XFH
#EAccountIdZ i fEaccountin B Z=EFIAHA AWS CLI 1 AWS SDK 24k |, iX 2R LUIIEHLRIE
R TI1E1T,

EREARPHNRAKFEMANEREERKS , FREUTSRRHE,

BRZEREEAKF, 14


https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html
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AWS CLI & SDKs
AP EBRRS EMERLEER K,

BEULERATHS , AKFEERSEAZREER,

® /MR
ERITXEES , BATBEEATER :
HENALWEEK P HITHIRE,
- WHELNIME S FAFTE hEE,
s BUMEBAREHLHARBRA TR, EEN OIE RN,

IEBIIETE AT RS E 4%

account.amazonaws.com

« AWS CLI: register-delegated-administrator

LT ROMGFALHRAKFEMANERTRFERRSHEREER,

$ aws organizations register-delegated-administrator \

--account-id 123456789012 \
--service-principal account.amazonaws.com

MER , SR EE TR,
=1
X

AWS Sl S

THHDE , BRILMERKF 123456789012 F YA A~ &2 AWS CLI 1 SDK AP ##
iR e A --account-idS ¥R E|HALFHIK A K,

AWS K EBEBREH AT XFRES, EREEIFEAER—IFH AWS CLI 5 API R4ERR

1T 4ES AWS SDKs,

BRZREEAKF,


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/register-delegated-administrator.html
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5 AWS Organizations BRZ5-12 %l 5% B& BR %l 17 7]

AREBRMEREIEA T an{aE A P H RS EFIREE (SCPs) AWS Organizations 3 BR i 40 £2 /R ik 7=
WAFMABANITHERE, BXBRFSEFRBNESEE , 20 (AWS Organizations AAFE
E) FNUTER :

- IEfEBIE SCPs

 Hitn SCPs F OUsFIK
- HYKME SCPs

- SCP ¥BEiBZE

Example’Rf 1 : FHIEIKFEREZABRKRRA

AT RBIELEME A EIRIIKFER TEA PutAlternateContact
DeleteAlternateContact APl #4E, X AP IEZ MK PN EMEHAERERZABRRE A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAlternateContact"

]I

"Resource": [ "arn:aws:account::*:account" ]

}
]
}

Example/Rf) 2 : FHIEAEMAL G K S B R B AKF R ARRA

AT RBILL"BEFE Resource TE , XEKRBZTERMNER FIRERBRMALER TR, XB
& , MERKFEENEREERAKS (MR SCPERATHIKF ) |, b 2B E L F{EMIK
R AR Ao

fEFABR 15 F AR SCPs 16


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_syntax.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAltexrnateContact™

1,

"Resource": [ "*" ]

}
]
}

Example/R%I 3 : FHIE OU REYR A MK S H& ABRR A

LT RGI SCP a8 -1 &t , ATHKFHNALABRESH OUsALRREHRTHER, X2SHEILE
TE OUs Ik E MK BRI ABRBSHERBR A,

falat{E A AWS Control Tower

AWS Organizations & —HEM RS , FEEBEPEENRFEAN AWS K5, XFTELA AWS
Organizations 3 /0 H3ER — N BA K5 2 AWS Control Tower. AWS Control Tower 7& 2
Organizations FHEEZFIA , BINANTMREIER , N RENEELLHNZK, AWS KR
T —FE{LRY A .

RN XfEZ 2 RKESKSEKS ZE AWS Control Tower ¥ & 7 #8031 88 AWS Organizations, AWS
Control Tower N —EMBPF MM EF £ | UABARENALNKS EBRUNLZEMENIRERET—
o

B AR EMEFR AWS Organizations 54 AWS Control Tower , A SURIEZBE AT E.
Z4&HAM AWS HNIME, XHEFNZEENLAEF EN TAEERESS TSNS EIRER
AWS Cloud BN ZESRASITENHEEXEE,

EXEZEER , ESH AWS Control Tower I8/ 8+ AL 2AWS Control Tower ? o

{a Bt 8 AWS Control Tower 7


https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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T#E APl BV IR/EE

ENEMHEESER AWS IKFH AP BRERLARAUTHRHBREEN 2 —

s MAILETX — UBERXATFEANKFAFRACHRRERRE K- FHKFEERN, MREER
Ak &EE AWS CLI 5 AWS SDK BRI AT B E1ZAccountIds$ , N« BaEAIMT T &
o

s HAFTX — ERXATALRIENKFAFSACGHEARERE —HLAPTRKEKSHKFE
M, HEFAAKFEE AWS CLI = AWS SDK 24ERt , INRWKIE T ZAccountIdS# , NI
LEFFEHALETXER, BERXT  REEIEANEEKFA KA EENEZHEE QKA
B,

AWS CLI # S AWS DK ##EBE Al A EM Y HMEHIE1T , LA AEALRRRHIETT,

o MRBKRETE AccountId S8, NMBRESTERI ETXH , HEFFHERNAIEA T AHE
RKF . TIEKFR_RERNALHNREAKS, |, B2,
« MRWBXEXTET AccountId S8, NLRESITHEALALETXH | F BB ELTEIBENHRK,
Ei=1T7,
- MERANRBENKFREEEKFEKFEBRRSHWERXREERAKS, , WATEAE AccountId S8
PIEEZELANEMRRAKFREFIEENIK,,
- AOTE—TLLAREARRAREH-E AccountId SHRHPIETEHHAKSHNIKF RIEE N K
FEBRSZXEEAKRIFHNK, . HE Ak, L SEEEKS, , #HL2WE AccessDenied &
Eo
s MBAEMVIERTIETRE , WATFAGSER IAM FBRIZTZIRE , ZFERKSIEMW Resource TE
HEBRAARFMERIRE "+ | HERFERAILILIKFEERN ARN,
- MBAEALERTIZTEE , WATFAFSER IAM FHIZTZIRE | ZFXKEEMW Resource TE
HEBEAARFMERRN "+ RERNFERHELR R K EERN ARN,

RTEMIK R R R

BERZHAWS RE—# |, BAILER IAM SRR R T2, B Ml BRIk~ B EAVIER. AWS IK
PR IAM 46 ( AP ESAR ) M0 IAM SR RRREES | ATLUEE 4 A AE LR EUUREMF L%
T HATHRLERE,

BT REIENRREE TS X K EEN —EEEET,

T #R API Ky IREIES 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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B Amazon FIRBMIEIN AWS K

- RESESIANKFRMYKFERALKPNIKS , KNS S HEBKFEHresourcetEFMHIL S
BFREF (ARN) WEHSBRTE. AWS K/ FSH T # AP WRFEEXFH E—%5,

" RIS ARN

arn:aws:account: :{AccountId}:account

EA2HE AccountID SHM MM ER TIZTIKS B ERER , LHERALRER.

ALK A K RYIK P ARN

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

HEHE AccountID SHMEALRE X TETIKSBIEREN | L0U6E A MR,

IAM SREERY £ 3
W EERSERHUS NS EERSEERME , INERTFHRBRETHEBER,

account:AccountResourceOrgPaths

E T304 account:AccountResourceOrgPaths AFEE—RBESALRBRREREXSEALARE
fi (OU) R, REZ OU FTEZEaMWRAKF I RHEERML. AT R BN ZBERSIPERTH
MEEKRFHWEE -1, OUs

BT account:AccountResourceOrgPaths EZEFAHRE  FHILM4MEM ForAnyValue
ForAllValues ZEFHFREER. B, FEE , FEBWI B Raccount , BIFEESI AN RALR
OUs HHYEE &,

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h111/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

RTEMKS B LR 19


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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account:AccountResourceOrgTags

E R348 account:AccountResourceOrgTags AR UFESI A AT LAKM INBA LMK F HFRE, RS

= —X key/value F&FE |, TATHKF AN RRETOEIFL. BEXEZER , B5H (AWS
Resource Groups AAF1EM) PRI E wmiEss. BXEETEMNHRZEFRBEPFERAGENEES ,
ESE (IAM BFIE™E) P4 4R AWSH ABAC, AT REIF BN RIEERE N ERTALAGES
# project H{E blue = red HIRZSHIK

BT account:AccountResourceOrgTags RZEFHFHREH | HkAMEMA ForAnyValue 5
ForAllValues ZEFHFEEER. ZEEE , FHEEHEIERR account , BIFES| AN RALR KA
K EERRE,

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

@ Note
B R BRI IR AR PRI . ETTERFPREM AN RVIR T RR AWS K
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https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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BLERRY AWS IK

KB SENEBJER T MAESESEN AWS K,

® Note

MR AWS K —RIEMEFHTL S Web Services ENEFAABRLAT (AWS HIE ) 62
B, WEABHMEEED, BXEZER , SR EENEHBXHK, .

ES ]

- BIE AWS IK/7 38

- AWS Xig EENIKS FEASER

- EHERIKE AWS IK/S

- EFRA B FER it

- EXRAS B

o EFIRA AWS IKF £F
EHENZRABRIEA AWS K/

- EMENEERRA AWS K/

- BBF AWS K/ FRIARF

B2 AWS IKF 318

MREFE IAM AFH URL @2 EHN QT BN ( HEH A easy-to-rememberfRiRAF ) A= AWS Ik
F 1D, e ARk 5%,

ETHRNAGIBRHERKSHE , BHSH 1AM B EmEPRER R S ERERN AWS IKF 1D,

AWS X EENIK S B ASE

AWS X2ttt R E AWS EZANTAHAXNWYENE, TARH-MRZ/NER AWS BWEEHOLAH
B, BMNEEPLHEEARERE., MENEE , A TFAENREP, X ﬂﬂ%#ﬁf\[ﬁm%ﬂt
AWS Xif #f 2 E , F Ey FEHMAXIE, XSRS, *«%Eﬁ%ﬂ%*’l“{ AT LUR A HE
EERLAF AWS Xig EiRt A E T IEARTURSHEEHREER, BXTH Dﬁuﬂﬂmﬁ
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https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html

AWS Tk EE SEES

HEXERE 2R XEMAAX, BEFE T #EN TR AWS X3 fy58MHRNE | BIHRAWS
% [X 4 B A AR,

AWS X3 K- R AR B D AFR

« BUAXIEH - 2019 F 3 A 20 Bz el HA KB IAL T B ARS. KFBUER |, BRI AIEX LR
IAXEH G ENERRF, TEEASEARAXE,

« EERMAXE -2019 F 3 A 20 BHREHNXERIALTERRS , MAVERNARXE. ZANIE
BNARSARERERFHAESMER , ERANLTEAEAREXHZTHERR. EfAXLR
X, BBAMEEEN AWS K XEFPEAEN]. BRARRMAREE , SR UESRERIREZ
Xig , HEZXBRENEER TR, ENENMUKSERERMAXSE , F360 AIHIIKSE
ASZEAXE , ENENKAKSERERMARE , F5H £ LT ERSEAXE,

HEEME AWS K/, SRF\BENKRR U FIENER/MEX N E AWS #E-IMTEXE, #F
AWS EEMARBHNER/MEXHNIREHE ‘RREE THLEE -REW , EREZER/EXER
EEMAXE, ZRMNREEFEMAXBARAXSEHER/MBX (WHE, RARMIRMEKR ) , &
EEMAXSEEEFEL , 2R RERMARSBNEERR. KFBER , ERUEKSAPEAR
it AWS IEFR AR , th A BLUARZE RS EMIRE B ARER A XE,

Bl AWS IKF° | RS BEIFEMN IAM BEMIPREENERTFAERIAXE , NTATFEEE
UNRWBAF M IAM B ERAENAIERHRIXLEXEHHN AWS RS, AWS BRIAERT , %%
MAXFAFEARS , MA IAM BEFNEPFYUEXEXFEATA , XRBELEHEZXEHRH AWS
RS, YEERBAIERMAKER |, AWS 2488 IAM BIEMNEIEABIZXE, GETRIER
AEXEE , BRAFM IAM 4 ENaEAMf1ERIAXE R ERANMERE IAM EIE T B S AR
MAXEFE AWS RS

HEERENMEREMAXER |, 8689 IAM FIPR AN , BERRAENZEKERARRN 1AM 75 R R,
ZRRENMAXSEFALBBRZEXENNTR , BRERANERNAXBEANER (05 ) WRADER
HERRFEITER,

/A Important

ZRAENXESER IAM N ZXKEFRA L FERR. XFSMEBRAXTR  XEFRE™
7. EERAXEZE , BRRMARIRE IR,

AWS BXEZERN T X, BIMNKEBRET 1Mo X , I8N M7 XBE—IMHEMXE,. 7 XEFH
S Y AWS ldentity and Access Management (IAM) 3241 , ERE 2 X HXig < B 124 7 &R,
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
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AWS Bl X Fawsg X |, REBXEZ T 5 Xaws-cnd AWS GovCloud (US) , Xigi{u T 45
Kaws-us-govi, BEECIEN DX AWS K | TEZD X AWS X5 FER,

aws 3 XHHIKF AL EFREL S XKFNSMKE , XEERAUERREEERNULERT AWS
BIR. Blan , B e HEERMXIEE3) Amazon EC2 SKAILLESHERME N ERIH B ER
R,

« aws-us-govZ XK o R EIR M E AWS GovCloud ( ZETEEB ) # X AWS GovCloud

(ZERD ) XHNBR. BEXEZEE , H5H AWS GovCloud (US).

« aws-cn 2 XHHKF RgElLBipRIEERNTEXE, BXEZELR , H58 FEM Amazon Web

£

Services,
=
Xiga Al SE

- BANZEAXE R EEER
o« RLIERiE MIESRER S
« AWIIKS,ERRERXE

AR EAREAXE

XEaHMESE
TRAWS K HUAMEERIIE, RUARSLAHEAETERA , MtREMASSAFEER
SE R

Opt-in Regions

UTXEREEMARXSE , MMEEBATEER :

Name (e Status
JEM (FER) af-south-1 GA
TA#X (FE) ap-east-1 GA
TWA#X (&Adt) ap-east-2 GA
TA#X (BEHAE ) ap-south-2 GA

X AtSE 23


https://aws.amazon.com/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/

AWS Tk EE

SEES

Name
TAH# X (FEHE )
TAMX (FBRAE)
TAMX (SRAL )
WA#X (#EZ )
TA#X (=E )
MEXELR (FRME)
RN (7R ERH )
BRI X (K= )
RN ( FRTEST )
Bed (fh4x )
PR (FIBREY ) -
2R (B

ST (FHE)

Default Regions

UTFXERINEABETTER :

Name

TA#X (FK)
TAMX (ER)
TA#X (KBR )

KB
ap-southeast-3
ap-southeast-4
ap-southeast-5
ap-southeast-6
ap-southeast-7
ca-west-1
eu-central-2
eu-south-1
eu-south-2
il-central-1
me-central-1
me-south-1

mx-central-1

(8T

Status

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

GA

ap-northeast-1

ap-northeast-2

ap-northeast-3

X AtSE
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AWS Tk = &3 SEES

Name (AR

TAMKX (&E) ap-south-1
TARH X (TN ) ap-southeast-1
TA#X (B ) ap-southeast-2
EXR (FE) ca-central-1
RAMX (E=%14E ) eu-central-1
KRt (X ( EF RS REE ) eu-north-1
KRN X ( FBR=) eu-west-1
R X (1258 ) eu-west-2

0 =E eu-west-3
MmEN (EZRT ) sa-east-1
KEFRE (FERILIMILED ) us-east-1
KEFRER (H#HZEM ) us-east-2
EEES (JLmAEEL ) us-west-1
EETEE (RBXM ) us-west-2

BXXBEMRREMENRBHSIR , ESH (AWS —BSEERE) PHXEHRR. BXE8MNE (T
BARTR ) XIFH AWS |REFIXR , BSRAWS XERS 5%,

/A Important
AWS 2 E A X 13 AWS Security Token Service (AWS STS) KixTi R MR £ KL IHT
RFERMADIER, kEXEH AWS STS KinT RN ETHERE AWS XEHER. RE
EAXE AWS STS KinT R , WEFHTEMER. BER , RKELRH AWS STS KirT R
(https://sts.amazonaws.com) & F T ENE AWS XiF &3 A=A ANER T T ER.
MREITERNKFBAFXE , MATSEARBXiE AWS STS KT RNSETHE , AL

X AtSE 25


https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS Tk EE SEES

BUESEK AWS STS AR TRARAMEBERNSIESE AWS XiE, FERATRERENASIE
THRK, MREFSEBESH  SERANSEITRAF BN RS, HX AWS STS KinT
aiAE AWS XERAFEANEZELR , HSHEAWS STS £ AWS XigHEE,

B RMZER XSz B ERSEM

HEERAREAXEZH , SHEBUATILR

- TRXIB@@ EBERBSNM , BHAUUFEABXIGHEWEMNEPPFTEERXE — X
AWS £ Al iRS , B35 Amazon Bedrock ( 2 BN B XE#HERSFELE ) F1 Amazon Q
Developer ( 2. Amazon Q Developer F Y X4 E ) FRABXEHEE, MREFERAIXLERS ,
T2 B ERIETE iz 27) RERBEM IAM BiE B AKX

Y D

H, XSHARE#HESITERRMERNTHYE , #FMAEEFER,

o BETLAER IAM RXBR SR 2 HI3 XI5 AY 75 B £ R — AWS Identity and Access Management (IAM) &
FEORNR , AT EREIMERFAINER. A, REMNIIEHXE, EXELER , 525 (IAM
AFER) 1 AWS . AFEAMER AWS XiF, Bt Al AfFEHaws:RequestedRegionFk &
Sk FI AWS BRS FH A EARR AWS X,

- BRANZAXERZRN - BAREAXESTREEFATZR, ERFNEFXEPLIRATRS
%o

« Amazon EventBridge £ — & A LA FIT R XA TURSEFEH . EventBridge EventBridge %
SPHABRRSERCEEAN , AFEFEFHITIERE.

- Expressive Region-Opt IR7& — HFEFMAXER enabling/disabling & %R , XE%EFERE
PO FpEERA

 ENABLING

[ Z)°
s |8

« DISABLING

« ENABLED

« DISABLED

MIEF AR IERIBRHAF ENABLING 5 DISABLING AZSHE , TR NEHEUE, &N H

ConflictException, BEMK ( BA/EZR ) KEEFRBERBRTABEERSHEE. AWS R
BERESN , BEE AWS BRSS I sEF A M B FIENABLED,

BANMZARXS K EIEEM 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

AWS 5P B2 sEEm
Kb ¥ B[] M1 15 3K BR %1

ERARZEAXER , #HFEAT T EIREFERRS

s EREBRTEA—MXEEE/LS MR E - £ A—MNXER , AWS FHTRELUE
KRBT ZXBRWIK, |, fliFEN IAM BRD KA ZXKE, WAZSBKFAmE , EIREEE/ LS
et BEERAREEELN, EEEEERZE , BEEFERXE,

- ZAXEHFLIRINAN - EAXERE , RENEHATRESENTL. ZAXEAREREE/ LS4
EJL/NE F BEAE

« —NKPFEEMEENBEAUAE 6 MEEAHXIFERER - —MERETFH—NKFPBAREZER—
MFEXH,

« O@@ rganizations TJ LATE4A TERTE IE BN AWS AL FITH 50 MXIFIERBER — EEKFEEM
FHEER AT RER 50 NMFULEMFEREFHALATH. —MERETH —IMNKFBAZZEA - MEX
8

FIRILK R A S EE A X

EFHIEAWS P ARBRNXE , FHRITUTIEPRSIR, LT AWS ERZH A IRHBL
REMIUFRHEEM. BREEH AWS EEEZEFE ERERENAT AR ZBRENKS RO THX
o

AWS BB &

R ARSE AR A X E AWS K

© B/MUE
ERTTHIBFAINSE , IAM AFRARAMESU TR
+ account:ListRegions ( EE&EFYIXR AWS Xifi AR EMNLHaistFEAERERAR
A)o

* account:EnableRegion

* account:DisableRegion

1. BLAWS IKFRAF SAWS EEEGHI S5 HESR , LEARENRY IAM AFSAGHN S
2 F,

K122 B (8] A& SR PR 27


https://console.aws.amazon.com/

AWS Ik = & SEE™
2. EEOMALA , BEGHKSEH , AEREKS.
3. EKSAE, ATRDHEAWS Ki 55
4, BETEARBANKE  RELEFERE  SARSM, LTEIBINER.
5. MEXRTREART , BEELRNXA  RELEREHXE.

WMRERTERGER , FEFETHNXAE , BA disable #HITHIA , REEEZEAKXE,

BRGEEMAXEE , BAUMNXESREPERZXE, XREEXENSR , HSEMN
AWS EEEH AN S FREXE ; BXREKSPREXENEFERE , BSHEAWS B
B e REMIAXE,

AWS CLI & SDKs
BALAEA LT AWS CLI sp el E AWS SDK EIRERS B, A, FHEMY HXEERRS -

* EnableRegion
* DisableRegion
* GetRegionOptStatus

* ListRegions

@ TR
ERMIT TSR, BLTHE R B AR BRI IR -
* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MREAXELMNR , RANARTFELEAAOOEIXIEERRESNNR , MR FEA R X
BME AR,

UTFROINALNEBEERAKFERT XE, FFAKLESAREBAAEEKF K- EERREE
A

ALK R AR A A X 28



https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html

AWS Tk EE SEES

BFAE , KU UUEAERNGSERAENXSE , AEN enable-region Hi#fA disable-

region,

aws account enable-region --region-name af-south-1

MBS, SR EE M.

izﬁ#%ﬁiﬂlgo J’j\—Fﬁ ™A —.I-J’)\ﬁ/u\gélﬁ ?m:ﬂi%ﬁ'{j‘/h\o

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"

HARPEARNERAXE

EFE IR R K P89S B X8 AWS Organizations , HHRITUTERRFHSE,

(® Note

AWS Organizations £ &%
BEAWSOrganizationsReadOnlyAccessZAWSOrganizationsFullAccessEE#T , &
#1518 AWS Ik~ "éﬁﬁ’ﬂy\ﬁﬁ APIs LUEE AT LAM AWS Organizations 32 %1 & i/ 8] ik 7 3k
. EBEEFHNEERE , 5 Organizati ons AWS £ E R E#o

@ Note
EESEEKFNAATNEZREERKRS AKAKS FATXERENZR , BHBM

- BRAKATNFIATIE , EERAKFHNRE, IHNEBERMRTUREKRAKS . X=2ESC
BALANRKINREN, MRENARRENNESKE K MEERAMANE , FSHEL
L5 AmAEIEE.

« N AWS IKFEERSEATEERNR. BERTRE , FSAN AWS K- EEERAE
3 AR o

EAAPEAREARE 29


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS Tk EE SEES

AWS EEEH A

HARTEARERARXE

1. FERAFHELANEEREK S, &S5 EF AWS Organizations 2§ &

£ AWS Ik TTE L, R EEHHKS

EEKFIREETR,

EXET , ERESASZANXE,

EFRE  RAREERSASEAIRE,

WRERTREALED , BEFETHXER , REEERAXHE,

WMREFRTERARED , BEFETHXAE , B A disable #ITHIA , REEREAXSE,

N o o b~ W b

AWS CLI & SDKs

A AERA LT AWS CLI fn S HE AWS SDK EXUIRER A, 2/, KBS HAL KR KB
X EFRIRE

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

® BB
BERITTADSR | ST A RS B RERI R -
* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MREAXLEMNR , MAURTFELER AU XEIERE SR , MR FHEAA S EE
HME AR,

EAAPEAREARE 30



AWS Tk EE SEES

LT RONALNEERAKFERAT X, FAAKLESARBAAEEKF K- EERTER
R

FEE  SEUUERAMEERN G SEAENXE , RSN enable-region Hi#F disable-
region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

MREY , BT REFEE MR T,

® Note
—NMAAELENRAIZRZ REER 20 MXFHER, BN , BLWE
TooManyRequestsException,

ZRERRIN. AT T INEEEFTERNEITRS.

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

EHIERIKE AWS JIK

&R LAER AWS Billing MR A EEZH G EHAAE AWS K/ K& mEF. BT HMAERKSVIKE
MXIRE , 20 (AWS KEERAEE AFiEE) -

SEHTAR A P B TR A st ik

HTFERLSER , BugEEEEFHEAWS IKFHBRAFP B FER4but, 4l HFZeHNERH
HEER, AETHN5ISETREFRINILIK SRR G MK R EF B Fap4F it S,

(® Note
TR E R AWS K/ 2 A e BNt sE A& B BIEM 75

EHEHIKE AWS K 31


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

AWS Tk EE SEES

SERBURIEIK PRI KR R AR RRE |, 25 ERAR A B F ok

« IR AWS K — XN TFEAL AWS IKF EXEVAF , SR SMER AWS EEEZH A EHRAF®
FHRF o BT RUMMHRATIIRE | BS R NI AWS MK~ ERTAR A 7~ B FER 4o

- AWS Ik AR@@ AE — XN TFETHLANKAKS , EBKFRIEZREEAKSPHAFSATUM
AWS Organizations 2| AEPEFHRAKFHRA P B FHR4 |, AT BB AWS CLI & SDKs BA
WEHAEFIZRAKSH Amazon Web Services B 7B, AWS BT A ITIIRIE | S
%) BB T 4H 4R FP AT 5K 5 B9 AR A P BB F R 44

£
« EFIHMIKS AWS MK/ SE RIS BV AR A B T R4
- EFALTEMARNRA S B FE

EFRIMIAIK S AWS K SUEEIK S RYAR A P B F B4

EREMIMRARAF B4t AWS K |, EBHRITUTEIERHHNT R,

AWS EmEimsl s

® Note
BT FHEFR AWS IKFRAF , XTAFEHM IAM R, BTEU IAM AFRHAE
FHMITIXES IR,

1. EREE AWS I /85 F iR 48 3 ik T 2350 USREIAWS B4 A B985 AWS KPR A,
HEHENALS | ZRENKSERIKS , RFEE Account ( 1K/ ) o

EKFE , SRERFFEREZANRERE , AREREERS FHb4F it u MERD,
ERFFEERE , AREEFHAititZD R RERE.

FEYREIK P B FRRF T |, EE B FHRAF it M AR B Fob At B | HEBIAGYEI
MEB, ARG, EBRREHSE, no-replyeverify.signin.aws S EFHTHY B F B4 it hik
RIEEUERT,

6. HEHREKSEFEGRE , TRIEBEHNASED S FHARIINRIED , AREEBHIAE
#o

o A 0N

ERTIMIIIKF AWS K P SE K AR A P e R4 32


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS Tk EE SEES

® Note
RIFBAREEERS 5 2H RIS EEIR, WREERGRPARERLERGE  BRE
17 R R 14 324 R

AWS CLI & SDKs

AWS CLI RE A — API REFXFFIL1ES AWS SDKs, REFERA ST BERITIHES AWS EIEE
#E.

EATA LR PR B RYAR P BB R

EEA AWS Organizations £ #| & wBHRFEMXAKS WRA B FEpFbit | THRITUTERE
PR,

® Note

EEHRAWFNRAF B FiR 4z a , RIBWETHRLERENER, BXESEER,
#EZ ) (AWS Organizations FiF$8§/) F VBT AWS Organizations ) 5% 5 K~ E 4R A F
B, F B 4 b it o

DRAFSMHER AWS BEEEEA 5, St BAEEMK S 7 E R &K B R A B F o4 it
it , BX step-by-stepii B , HIRBHREHN S RIGEEIIN LK, AWS Ik~ s EENK - RIR A~
B, HB 5 o

AWS Management Console

@ EX
s EENEERKFRALATNEREEAKFPXNIRAKFHITHSRE | XN KF EERS
BRATERA,
s MRKFAELALSEARBALBRENELRE , NAEFEHLSEHRIZK,

ERA R PR R AR B TR 33


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS Tk EE SEES

£/ AWS Organizations #2 | & 52 %7K 52 MK F B4R A 7 8, 1 R 44 3h 11k

1. &% AWS Organizations ##| & . BATIAM AF SHEF , IEALNEEKS PR
AFRSHER (THEE).

2. EAWS K/ MHEL , EBEHNEHEHRAF B FERF IR K, .
3. EXFIEMAEESHDPIERRFERE , AR EREMN B FHRMFibit,

4, HEBFERET , MARAFHIF B FEbM4ibit , AEERRT. LREF QAT B Fb 4t
RIE—IRMERG (OTP ) .

@® Note
MRIEEZFRBIFEET Organizations BEIAFRALTE , N AERBLXER
24 P PIREHER OTP B, BERITIERE  BFEKFFEAGERH L |, &iER
B3R, RRIEFR TR B TR E R

o

ERIERBT , WAL -SHREIHEFHRFEINRIED , RAEEEEIA, WREFEH
KBRS

AWS CLI & SDKs

BRI BMERA LT AWS CLI i S E AWS SDK ERIRERCEREFRA B FERMFibit (#
MR EEFERFHbE )

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

@ &
- DETEEKSRARTHETEE RSN R AR TR | RN K SRR
S EAAERHE.
. MR AR SERREALBENARTE W EZKS.

ERA R PR R AR B TR 34


https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS Tk EE SEES

® &PRR
N FEMRE | BSMEBYRE B HIRENNR

* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

MRFEAXLEEIDNER , BT SARFELR P &R FREAR A - 8 F a4 i it 5 S AVIER | ™
6 & Ath F 7= B A R F iR BU A B AR ER

BRI P B FER R AR |, BB TURRELT R E RN APls — 68 F £ 8B F iR,
Example GetPrimaryEmail

LT RGReRERPIEER AR VRA S B R, FrARIESSRBAREEKS K
FEBEZEREERAKS,,

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

LT REIFENRAF B FER it ERISRE | iRBIFR B Fof bt | AL ISR A K,
HY 57 B8 F R 1t 1k 20X — XM (OTP ) » ATARKIEAARBELANERKS RIKS EERSH
EREERKP,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecoxrp.com

Example AcceptPrimaryEmailUpdate

LT REI&2ESZ OTP KEBHFHZTE FEl i it iIREFALPNIEERAKS, . FTAZIEATK
BEANEEKSRKFERRSHNERERRKS

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

ERA R PR R AR B TR 35



AWS Tk E 12 SEES
BT EE

BRI AWS KB root P ER |, HHATUTRIEPH SR,

AWS EEB#EH &

BERBENRAFEZD

(@ Note
BUMAB M EF AWS IKFRAF , ITFEAM IAM R, BFTENIAM AFRSHAE
B ORITRES R,

1. ERER AWS MK/ B iR i it MBI LUIEHAWS EEZH & 505 F AWS IKFRA S

2. ERFHENALA  EBREHNKFEMIEKS , REIEEFE Account (TKF ) .

3. EMRFINE , AEHEKRFIFEZSLNRERA  AREREH L Fib4ibut MEB,

4. EKRFEFEIE , AEEBEZUNREBIRA.

5. EREEBIEL , EEYHENE. MEBNBAFEETR. AL, EREHEE. ExH
g S K SEEERAF-BEHNRESE , 58 (AM AFER) FHEXR AWS IKFRA
FHZEB,

AWS CLI & SDKs

AWS CLI SiE A —4 APl BEEFT X FFIHHES AWS SDKs, B ARBEFEARNITIES AWS EEEZ
HE.

ERIRE AWS K & F

EESNEHET AWS IKF i%ﬁﬂi'%ili%%l‘?%ﬂf‘ﬂﬁir BEEW BRI ITIRAIMAR, £E
A, a7, WHHEFGENTHE A6 SURFEEGEIKS , UEE— BRI MEERHE,

KFREMRERESMIE , fINRELURIKSERMKAER (Billing and Cost Management)

B EARF R H A ZE AWS Organizations #H & F ., BAMNBINEERRES ERGTRAK, |
DESAKFERZ TiR5. XTLARKS , FERERAAN-BN-REZXNmARRE (5

0 |, sales-catalog-prod ) » HFRAFNZLER , FHEEHETENMNASHER (PI) WK, B

ERRA T ED 36


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS Tk EE SEES

« I AWS Ik — XF AWS K P REHLARERRALR |, BAILAER AWS EEZEH A&, 5 AWS
CLI MEHEIMK - ZF SDKs, BE T HBUAINITIHIRE , TSR EFIMILRHIKS A AWS Tk
Fo

- AWS Ik Z@@ ALAE — W TFE THLEMNKAMKS AWS Organizations , EEKFAHEZILERE
A MK PR AP A B AWS Organizations #Hl A SR EFHALPEAKIKSHKSE , A
JBd AWS CLI f1 SDKsARRARERHLAREMRAKFNIK, B, BE 7 RINARMITIHIRE ,
BSRRNALR AWS IKF PEARAEFHENIKS B,

® Note
M E R AWS K HZAREREMANNN T seZ B BE T 5.

EF&
« BN ARAVIKS B AWS IKF
« NAL AWS K- PEVEAKR R EHERNIKS B

BT MBI P& AWS Tk
EF YIRS B AWS K | BT TERHH SR,
AWS EEin4l4S
@ B/IMUR
WA LERBAP. IAM AFPR IAM BEXREFENKFEH. WREERANSBRA,

NFTEEM IAM XRENATEFHK T BF. A IAM AP IAM A&t | BARELEFLL
T 1AM #XBR :

* account:GetAccountInformation

* account:PutAccountName

EFEHI K RIS B

1. ERAEE AWS 0K/ 7 Bf 45 3t ik FI 2258 UREIAWS B R G4 B A5 % AWS IKFR AP,
2. EBRHAENAELA , EBRENKFERIIKS , REIEEFE Account (TKF )

BRI IREIIK P B AWS K 37


https://console.aws.amazon.com/

AWS Tk EE SEES

3. HEEKF,NE , AEKRFHIFZINRERE  REEEERKS A,
4. HEHWE K RALEEFNHKSBR , REERRT.

AWS CLI & SDKs

® &PRR
ERLMERBRAF, 1AM AP 1AM ABRERENIKSEH. BERMIT TSR , &8
IAM AP IAM BEXREDEFLT IAM R :

 account:GetAccountInformation

* account:PutAccountName

EEHIH K RIK S B
R AERUL T HREZ—

* AWS CLI: put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

 AWS SDKs: PutAccountName

HNALR AWS IKF FEVEM K R EFEHIKF B

#£ AWS Organizations EFPTENEEERT , ERKSMEBLEEAKS FHENEY IAM AP IAM
AERUEREERKS B W

ERHEATHNEARAKFERK,E , FHITUATRERH SR,
ER
Z# A AWS Organizations ZBHIAEHMIK, B , EREH#HIT LI RE :

- BNALAXTERAMANESREERAKINRE, SHEEEAMAITUEFHRAKS . X2EIE
ALANMINRERN, MREWARRENNESKE , MEBEEAMENRE , FERANELERME
Wgeo
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AWS Tk EE SEES

- BEENAWS KFEERRSERAAUEHRANR, ERITRE , BRI AWS KR EEERTER
Al X BR

AWS EmEimsl s

® B/NMIR
EEHMRAKFHKSEH , B8 IAM AP 1AM A AFREE UL TR :

« organizations:DescribeOrganization ({XBRIEHA )

e account:PutAccountName

SRR A K PRV B AR

1. $TF AR ##|A , Wik R https://console.aws.amazon.com/organizations/o
EEMNSMERP | EEAWS K,

EAWS K/ mE L , RBEEEHIHRAKS , ERRETUXE  AREERERKS B,
EEMER , MAEFRNEYN , ARERRT.

w0 DN

AWS CLI & SDKs
® BIMUR

EFFRAKFOKS B, B85 IAM AP IAM B84 AHB L TR :

« organizations:DescribeOrganization ({XBR#EHA )

e account:PutAccountName

B HT R A K PRI B AR
IR T MER LT REZ—

* AWS CLI: put-account-name

$ C:\> aws account put-account-name \
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https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html

AWS K= B SEES

--account-id 111111111111 \
--account-name "New-Account-Name"

 AWS SDKs: PutAccountName

BN EHERRA AWS K-

BFRBKRAAN AWS BEZAUBRR=ZANE5ZKF/XBENZARRA, FARRAT-ERBEAR, MR
CHANKREEKSE, SENREMAXEZERER , WATSUNNE FERHDRIIER, Rtz , BB E
MK P A9AR A 7 R BRAY BB TRk, EIK B R A SRUR A RIK S B 1 BBV PR B B TR 1B

=
EREMNEKF REB A TBRRARBEFIEE —RE,

- KEERRA
- BEBRRA
- RERRA

R MRIEIK P R IKFERERN —E0 , AFEHFXNAMBRERZAERREA

o JWIT AWS IKF — XtF AWS Ik REHLAKRKWAL | EBOJLAEH AWS BB H| A5 AWS CLI
& EFEHCHRABRRA SDKs, BT UM ITIIRME , SN IRIL AWS IKF EHE ABKR
Ao

« AWS Ik HLRANE — XN TFETFT AWS HLAMKAKS, , EBEKFHEZREER KPR/ AT
M AWS Organizations ZHl & &P EHALPWEMEAKS , AT LAUEE AWS CLI & SDKs B4R
BAXNEHHALATHNEMARAKS, . BETHAOMNTIHIRE  BSRERAL AWS K REAE
ANEABKRRA

£

o BIESHENB FER4ibi ER

« BRI EABRRA AWS IK/

- EFALPEMAWS IKF RANZABKRA
« KPP : AlternateContactTypes + T~ X #4H
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https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html

AWS Tk EE SEES

58,1 5 #5168 F lf 4 b 41k TR
EUSEEHKSHEARRAGEZE , ROBUERALFSBANLTHFBLNESEUTER,

- BESBREGEHRFE. ZERAMUTERS  “+-0)%
o BFERHFMURETILAE 254 NERF  RTIVENZREFZZR/IN | 3& 0] LATE 8B FaB 4 b 1t 19 5 35
SBEUTHHRER : “+=.#|1&-_"

BT MR B A ERR A AWS K

ERNNREIL AR FABRRA AWS K/ |, FHATUTSRAPNSER, LT AWS EEE2HE I=2
M NERMIMNERRER, BREEER AWS BEEREH S RN ERA T HUHRERNIKS PRZ A
BR&R Ao

AWS B4 A
TR IS8 AR R A AWS Tk
©® B/MUR
BRTTHSEH , LHURELBELT IAM AR :

« account:GetAlternateContact ( EEZAKRAFAEFEE )
« account:PutAlternateContact (I RBEREHRHABKRA)

« account:DeleteAlternateContact ( MIBRZEBAERREA )

1. DEBRENERN IAM AFRFSAEER% AWS EEZEH A,
2. HEBOMALA  &EBRENKFEH , RAEEERKS,
3. HEEFIEL, A TTRIBRZHAKRA , ERLAANERESE,

® Note
MREXBERRBIED , WA RERENEH LUK RAFRER LARERRZ A
M EHEZR.
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AWS Tk EE SEES

4. EREATHFERPHE.

/A Important

XTFalmE AWS IKF |, &REBCERBALX TN EIESHNEFEffibit , MARN
AR IE SR A B F iR i ko

5. ERMIBEEXRE , EEE#H.

AWS CLI & SDKs

A LAEALLT AWS CLI S E AWS SDK EMIREXRK R, EHIMBREAKRIAEE

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ EE

- EENEEKPRALTNEREER KO NKAKSHITXERE | K905 AKS RS
A{EHRRER,

© BIMUR
T &MRIE | EARE GRS T IR AERIAUR |

- GetAlternateContact (EERZABKRAFHAEFE )

« PutAlternateContact (IREREHZHBKRA )

+ DeleteAlternateContact ( MIBREAEBKRA )

MREAXLEEMNR  MAURTFELERA S RERKRACENNR , MR FEMATE
B RER A B AR,
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
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AWS Tk EE SEES

Example

LT REIRRTEABTKSASRIKEZRBRRA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT REINERGKSIRE T #EVREZRERRA.

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

WMREY , SR EE MR T,

Example

® Note

WMREME AWS Ik~ FEBNBRRAEXBEHITZHWPutAlternateContactiE/E , M
B—NMRELSTFIMFERRA , MATEELZFIUAERBNIKRR AWS Ik AMBRAREERL
EHUAERRE A

Example

LT RBIMER T ERAAKFHREREABRR A

BRI IR & FERR A AWS IKF 43
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$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

WMRKY , kBT AE=EE MR,

(® Note
MRZHAZRMBRE —PMERRA , F—RKBMED. cEREZHBIEX

ResourceNotFound &,

FEETE LA PET AWS KPP KA EABKRRA

ERMARBAR AWS K PEARANEARRAFAREE , THRITUATIEBHRNS R,
-3

E# A AWS Organizations 25| A EMBZABKRRA , BFEHRH T LT RE -

- BRARAXLFERAFMBNRIEEEXNAKFHNRE, INERERAMTUIRGEKAKS, . XRECE
AARMIANREN, MRENARRENNBEESKE  MEESAMBNE , ESRNELEAME
ThEE.

- BEENAWS KFEERSERAAUELRANR, ERITRE , BRI AWS KR EEERAER
Al A R

(@ Note

AWS Organizations £ &%
BEAWSOrganizationsReadOnlyAccessEAWSOrganizationsFullAccessBEH , 12
i5E AWS Ik P EERINPR , APIs BUEETI LM AWS Organizations 32 &l & 1 =) ik F 2%
B, EEFFHMNREERE , 2 Organizati ons AWS T E KB FE#,

AWS EEiZH A
NEL AWS K FREVIEIR R AR ISR E R AR R A

1. FRHALNEERNKFEIEE SR AWS Organizations ##l &
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AWS Ik B BEEE
2. MAWS IKF A | iR EFHEIIKS .

3. EEERRAGE A ABEFRABRRATRIBRAARE  KERRAA, Z2BERAREERR
Ao

4. BERMFEHRRA , BEERN,. NEZEHMAFHRRA |, FIERERE.
5. BEREMAAFERFHE.

/A Important

NFEUTmE AWS KF |, REMCERH AL SR ESHME FaRfFibi , mA24
AR IES T B FER bt

6. TEMAIBERE , BEEH.

AWS CLI & SDKs

BaLAEALLT AWS CLI s S HE AWS SDK EMIREXRKRE, EHMIMBRZAKIAEE

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

@ iE

- EERERKSFHALATHNEREERKSXNR AR RITXERE | BAEAKS RS
AEEERER,

« BEEBRESENRERRAEARTENARPHIKS,

® &PRR
NTFEMRIE | LM ERRE T IREAIR

» GetAlternateContact (EEZAKRAFHAEFE )

» PutAlternateContact (REREHZAKIRA)
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AWS Tk EE SEES

« DeleteAlternateContact ( MIBREHAEBKRA )

MREAXLEERNR  RMAURTFELERAFRNEERRACENNR , MR TFEMEASE
RPN B AR ER .

Example

UTREIRRTHRFEARTKSNpIKERARRA. ATAZIESSNRBAL[EEKS S
EEEREERKS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

LT REINALAPHEEXRKSRE T RBERHARRA, ATAZSIESHRBAR[EEKS K,
EEEREERKS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-numbex="+1(206)555-1234" \
--title="Operations Manager"

MR, Wan SR EE % .
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® Note

WMREXTHERE AWS K- FMEENBRRARERNITZIMPutAlternateContacti®fE , N
F—MRESTHINFERRA , MATEELFIUMEBIMERR AWS IKF AFBKRARBEEL
EHIEEKRR A,

Example

LTREIMBRT AR EERRKTNREEARRA, TAKIELARBARERKSHKSE
BEEREERKF,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

WRAY , S ARFEE AR,
Example

(® Note
MRZHAZRMBRE —PMERRA , B-RKBRMED, cEREZHBIER

ResourceNotFound %,

K7 : AlternateContactTypes £ T X %4A

ATLAE A £ R348 account:AlternateContactTypes 1B IAM KB i ( SIE4E ) =Tk
KEhy—, Flm, ATRGIAM REREREFEALFGR , AT MO EANRRALPHFEKRS,
BILLING B AABXR A , BFEERTIER.

BT account:AlternateContactTypes REEFHFHRER K A XHFEA ForAnyValue 5
ForAllValues ZEFHFREZEH,

BN ERRRA AWS K-

BAERSKFHERBENEIERRAGE , SRENRKRALE, NFEW, BTy, BEFESHMN
ko
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AR EKF IR K ERERN —87D , AFEALSXNEEEKSBRRA ¢

« JRIT AWS KT — X F AWS K7 REALKRBRMNALR | B UER AWS EEEH &3 AWS CLI
EEHECHWEEKRFERRA SDKs, ETHBNMARITHIRE , BSREMILIL AWS IKF FZER
Ao

« AWS Ik HANE — N TFEF AWS HAWKAKS, , EEKFREREEGK,FHAF TN
M AWS Organizations & #| & EHPEMALPNEMAK A, , LA LUET AWS CLI & SDKs B4
BAXNERHLATHNEARAKS . ETHRIOMNTHIRE  BTSRERALTH AWS kP =2
xR Ao
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- BIESHEMNEFERAi i TR

o EHIHMIKS AWS IKF SEBKS N EERRA
- EHARDPEMT AWS REAKFHEEZRRA

B85 S A5 M B T ER 4 b ik TR
EUSFHHSHEBRRAGEZE , ROBUWERALFSBMNE TN EEEUTER,

- BIEEBARKEIEHE,

o BFESBAIL + AER/MXARBIFL , HEEFR/HWRREBEEAFASE XA SERZRNZER,
Flan , +1 ( XE/MMEKR ) H +44 ( RE )

- BIEEBRERS, RERBAARERBZBEFRBESTEEE, Fli , +12025550179,

- HFZ4iEN , BiFEBAMEBERKE AWSHERS, TESAFEESE  AAXRZSHRERE
EHIAIXZEFEE.

« XXFRATE AWS IKF |, REMERRMALTNBEESEHME FElAfbit  MARNANEESH
Meg FopiFibat, MREAMABFE U NBESHEEKFRAS , BAERAXRAABTL
Al RMELIREK .

EHFMIIKS AWS 1K/ SUEEKF N EERRA

BERBIMVRNERRZAARAEE AWS K/, BRAITUTESRABNS R, AT AWS A I
BB&MNEMRTIMEPEER, BReEER AWS EERG A HRHEXA T EAZRENKSNE
ERRAER
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AWS EmEimsl s

YREBIN I AR A EEBRR A AWS K

® B/MUE
ERTTHSR | B4

N\

NELEBLT IAM R :

+ account:GetContactInformation (BEEEXEKRAFMAEE )

« account:PutContactInformation ( EFEEBRRAAFMAESR )

UERREMNRE IAM AFHARERE AWS EEEFIE,
EEONALS  ERENKF B , RREREKS.

B TRBFKRAGER D , EHZLRERE.
EREMTAFERRE,

TRFFEERE , IEREH.

o kw0 Dd =

AWS CLI & SDKs
BAIBAVER LT AWS CLI S R E AWS SDK FERIRERK R, EFNIMBREERRARE

» GetContactinformation

» PutContactinformation

@ iE

- EERERKFHALATHEREERKSXNR AR HITXERE | BAE AKS RS
AEEERER,

© BIMUR
T &MRIE | EARE GRS IR IR |

e account:GetContactInformation
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html
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AWS Ik EE

SEES

 account:PutContactInformation

MREAXLEERNR  RMAURTFELERAFRNEERRACENNR , MR TFEMEASE

BT IREUA B AR ER,

Example

UTRORTEARKSNEEERRAGR.

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com

Example

LTRAIAERATKFRETHNEBRRARGE.

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,

Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",

"StateOrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

WMREY , SR EE MR H,

EFIMIIIKF AWS IKF SHEEKFHEZBRRA
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BRBAGTEN AWS HAKS FHEIERRARMAEL  BRTUTIRTHSR,

HnER

Z A AWS Organizations ZHIAEMEERRA , BEEHIT LT RE .

- BNALAXTERAFMANESREERAKINRE, SHEEAMAIUEFRAKS . XEEIE
ALANMINRERN, MREWARRENNESKE , MEBEAMENRE , FEANELERME
Wgeo

- BEENAWS KFEERSERAAELRANR, ERITRE , BEZHN AWS KR EEERAER
Al R

AWS @4l L

WAL AWS K PERABNERRRA

1. FAALNEEKFZIEE S AWS Organizations 2 # &
2. MAWS IKF | R EEHHKS,

3. BERBERAGE , ARRIETEERRA ,

4. ERERE,

5. EREAMATAFERPWE,

6.

ERABERE , EEEH,

AWS CLI & SDKs

BAIAEALLT AWS CLI s T HE AWS SDK ERIRIERKR TR, EFNIMBREERRAGE .

» GetContactinformation

» PutContactinformation

© EE

- EENEEKPHARTNEREEAKP TR AKSHITXERE | K905 A K, RS
AEEERER,
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https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html
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https://console.aws.amazon.com/organizations/v2
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AWS Ik EE

SEES
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4L

TEBRSENRERABALTRNALPHIKS.

® &PRR
NFEMNRE , BLTMEFRE B HRENNR

 account:GetContactInformation

 account:PutContactInformation

MREAXLEEMNR  MAURTFELERA S RNRERRACENNR , MR TFEMASE
B BREUAT B A R BR

Example

LT REIRRTHRPEERAKFNIANERRRAAGLE . ATAZIEAHKRBHREEKS K
FEEZEREERAKS,

$ aws account get-contact-information --account-id 123456789012

"ContactInformation": {

{
}
}
Example

"AddressLinel": "123 Any Street",

"City": "Seattle",

"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",

"DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar",

"PhoneNumber": "+15555550100",
"PostalCode": "98101",

"StateOrRegion": "WA",

"WebsiteUrl": "https://www.examplecorp.com"

LT REINALAPHEEXRKSRET EBHRRAEE . ATAKIESAHRBAR[ETEKS K
EEEREERKS,

ERALFER AWS R KFHEZBRRA
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$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

MREY , kB SREFEE MR,

EE AWS K/ FRIRE

AWS & AWS IK A 50 B LA T ME—PRiRFF -
AWS K= ID

— /N 12 IS (0 012345678901 ) I FME—4RiR AWS K, % AWS %IBE Amazon FES
MHPETEMKS ID (ARNs), P ID FoF—NMNEKFFRNRREES — NP RN RRX 2Tk, W0
RIZRZ AWS Identity and Access Management (IAM) B, M ATEAERAKF ID Sk F 5 & & K.
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AWS Ik ALSERA P IDo

BB & BRI AWS S REE X ERRR

/A Warning
FARERN AWS FiE ( SEFBAHRIFRS ) RULSFTEELEN AWS K/ FRRFF 5 EH
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R EIMREY AWS IKF & 51E

WA LAE R AWS BB A 3 AWS Command Line Interface (AWS CLI) R&E#& AWS Ik 1D, 1
BEHEH , KPP IDWUERRTERMMEAFERN IAM AR BHEF, TREMBEAFERN IAM
AFREHAES, KF ID HBEMEEH,

BRAF S HERENKS, ID

AWS EEEHA

£ root AP AWS IKF B & ZFEHRRH ID

® BIMUR
ENTTISE , EAAEHEELT IAM BUR :

- HURAFSHERN , BIFELEMW IAM X R,

1. BEALANSHES  BERENKSBENIES , RRERRZEEIL,

® Tip
MREZREFINLZELELETE , B LA IAM ACHNBKERAFEHER , MIEIAM A
FEBHER, EXHERLT , BERKFZEREZDWIKS, ID 5,

2. EXFEFAGFEESIHDT , KSERE AWS IKF ID 3

AWS CLI & SDKs

EEREHN AWS Ik B3HE |, iB56EH AWS CLI
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ERATHSE , EAAEHEEUT IAM KR :

- BURAFPSMHETHSN , EFFERM IAM R,
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AWS Tk EE SEES

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

BLIAM AR B/ EHIKF ID
AWS SHEiRE 4
LLIAM B AWS KPR B AR FENERSEH ID
@ R/MUER
ERATTHSE  GBUAELEBELT IAM KR :

 account:GetAccountInformation

1. EELANSMES  ERENAFE , RE%ERE Security credentials ( K£&iE )

® Tip
MBREEZEEINLRSELETH , E9UH IAM BENBEHEP S HE S, MIEIAM A
FERER, EXHERT , FERKFZEREZDMWIKF ID 5,

2. ENEHNKSFAEST , KSERE AWS K/ ID 351k,

AWS CLI & SDKs

EEREHN AWS Ik BHE |, 56 H AWS CLI

@ BMXR
ERITTISR , BUAELEFUT IAM R :
- HEIAM AFSABNSMETR SR , B4MEE !
* sts:GetCallerIdentity
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BRBUOT AT RER get-caller-identity a5 45

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

ERIENHTAF, ID AWS IKF

BAIBAER AWS EEERE S HRIESEH AWS Ik MSEAF 1D, AWS CLIBHISERA = ID AWS
K REKFFSERN. EABRAF., BREMF® IAM AP AWS IKF B8 RAEAF 1D,

LURAFE IAM B BB EHRISE ID
AWS BRI

HEEUBAFE IAM AF 505 F2HANERENKSIVATAR ID

® BR/NMER
ERITTHIER  BAMELEFLUT IAM R :
« BUBAFREMETHEN , BFREEEMA IAM KR,
« HLLIAM AR B0 E RN, BS4MEE :

 account:GetAccountInformation

1. DURAFE IAM AR EHE R, AWS BEEEHS
2. EELANESMES  FRBRENKFEHRIES , RRERLLEIL,

® Tip
MBREEEEINLRSELETH , E9UH IAM AENBEHEP S HE S, MIEIAM A
FERER, EXHERT , FERKFZEREZDWIKF ID 5,

3. EXRFFEEHST , HSEAF IDERENTEAF ID EiL, BRUEREZNIEAF ID ki
i Amazon S3 i [E1#2HI5I5k () ACLs.
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AWS CLI & SDKs

EERNTAP, ID, BFEHA AWS CLI
EI#H AWS CLI , API s ERT AWS KB AF. IAM AP IAM B,

BT AREA list-buckets B

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

LEE IAM BENRESAFBHERIE ID
AWS SIEinE L

EUER IAM SEefNBREAFRSHEREHANERKFAIEAF ID

® MR
o BB EFHFEE Amazon S3 FERINR.

1. HUERIAM BENBREAFS0EFR, AWS EEEHEA

£ Amazon S3 £#laH , WARFHBEERN , REBFFHEBFAER.
RN RIETIF .

EHREHFIRBINFERBATET , FETF AWS K 898138 1D,

> w0 b

AWS CLI & SDKs
EESEKNBHAF ID, HFER AWS CLI
BE#H AWS CLI , API &S ERT AWS IR AF. IAM AP IAM B,

BT AHXEA list-buckets T
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$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE
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AWS K= B SEES

AWS IKFEEBHPNZ M

TEEAWS BREHE, FHN AWS BF , BAIUZRTENREARSHZ e BBBEALANERMY
BRBAE R UMM LZE,

RERNMFHEEE AWS 5T, TEHEEXFRERNENRZEMNEZPIN RSN

s BEE — AWS AFRRIPESHIEIT AWS BRSHVER ) AWS Cloud, AWS &R EIRE AT %
SEANERS. FERAWS EMTRIEM TR EAITXEN - , E=FFIHIEHNIAMBRIER
NEEWERM. ETHEATEKSEENENITR , FSHERERAITRIRIDAWS RS 495 E M
BRI RIAWS RS .

c TIREE-ENREHEERAN AWS BFRE, EEFENHMRRZNR , SRENBENHR
., BRARNERUKERAREREZEM,

AR HBE T HREER AWS IKFEENNMNASBEREEE., SR T UAEEKS EEIUK
RENRLUENEAEBIR. BEFEIWNAEREM AWS RS R B EERNRF EHK P SR
Ro

£

« AWS K EE P BERF

« AWS PrivateLink T AWS Ik~ &2

« FF AWS Ik E K Identity and Access Management

« AWS AWS K/~ BRI E R RE

- AWS IKFEENEMERIE

- AWS ik~ E IR AY SR

- EMigHEE AWS KFERE

AWS ik P B2 A BERT

72 AWS EREFERER T AWS K EEHRNEERT . IAERNR AWS |, ARKRFPEITHERN
B2 IKREMZEN AWS Cloud, BAREFNEETLEMEW ENABHES, BEATEMER
B AWS RS NERL2BENEETS. BXBERVMNESER , BSHABERLENL B, XK
MNBRERIFPWEER , 5SS R AWS Security Blog £ AWS Shared Responsibility Model and GDPR 18

EXE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS Tk EE SEES

HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
REWEBIE AT AR EIE

s NENMNKFFERZESHRIE (MFA)
« FAF SSL/TLS 5 AWS BREE. BAERFER TLS 1.2, B TLS 1.3,

- FAHRE API AP EZIBE AWS CloudTrail, BXx{# A CloudTrail BRERIEIR AWS JEFIHNEER
BHZ R (AWS CloudTrail BF#8R) REEFEARE CloudTrail &,

- £ AWS MEBRARUARETIFERINZTLEH AWS RS,

- FAERIEEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI F#1E Amazon S3 HEV U
iz

- MREE AWS BEBSTRES AP #THENEELT FIPS 140-3 RIEMMEZER | FFEH
FIPS in . BXATAM FIPS inRMEZER |, B5H (ZERFEELLERA (FIPS) 5 140-3
M) https://aws.amazon.com/compliance/fips/.

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABANEFR
(WMEBEMRFR ) . XTEFL AWS RS EREEA. AWS CLI API St TIK P &2 s H bR 4F e
AWS SDKs, ERTEMWHREHEHRAXAFEREHAANTARESTELATIHRRIIZHA
Ho MREEMNBRS RS URL , BB UEFEEMNU P I EFRIEEERBIEX Z RS RN E

Ko

AWS PrivateLink i F AWS Ik F &2

MR EE A Amazon Virtual Private Cloud ( L& # VPC ) £ AWS &R , N EFBEN N EBMEAN
A VPC AEBIFE AWS Ik F EERS .

Amazon VPC RFEBEEENELIMEFZs AWS BiR, AILAER VPC =4SN MNERE |, Fl 1P
WHtSEE, FM, BHKXRMIMNEN*, BXEZEE VPCs , ZH Amazon VPC AF1ER,

EX Amazon VPC E#FIKFERE , BUMEENL—NMEO VPC KK , ZimR A& VPC E#ZE
Hit AWS RS, ZinRIEMTUSEE T BRERE , TEEHERMx, MEut iR (NAT) =615
VPN E#, BXEZEL , #H5 Amazon VPC BB HHIE D VPC # 4 (AWS PrivateLink)o

BlERR

BAILAEA. AWS Command Line Interface (AWS CLI), AWS B#F AT EE AWS EEIEH A,
AWS K& AP| S VPC 82 AWS K EE AT & CloudFormation,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html

AWS Tk EE SEES

BREM Amazon VPC £#l &8 HEIZNEEL IR T KEVES AWS CLI, S H Ama zon VPC AP 1
ﬁq:l E"JQUEE D égﬁ%:ﬁ-/\\\o

(® Note
EolBinQE  BEANTHEINRKSEREENEFE VPC ERIINRS :

com.amazonaws.us-east-1.account

AT EREAERAFNS | HIEE us-east-1 Xifl, FHN—T2IKRS , KT EE(X
iz AWS XiFHEE,

B AR ELET 2SS 8 CloudFormation , i§Z @ CloudFormation A8/ H AWS::
EC2:: VPCEndpoint &R

Amazon VPC i & 5K B

BT 12 Amazon VPC s BT B dliw RUREE | S8 AT LR HIE B T I RS i SEVITRYIRME, B LUE
T INZE N QSRR EE R IAM AN, BXESEER , B2H:

« EATKFEERN Amazon Virtual Private Cloud B9 = 5K B
{AWS PrivateLink ¥§R) H#IEH VPC i &322 513 AR S5 1Y 17 1]

FEHATFKFEER Amazon Virtual Private Cloud B9 i = 5K B
BRI LA K EIE 62 Amazon VPC a5kl , HEHEGTIEEUTHE :
o ATRITIRVER 4K,

o EARTSURITHIRIE,
. I3 AT RN R,

LT RBIERT Amazon VPC LinTi SUREE | 1ZREE A FK . 123456789012 REY—/1NE A Alice 1Y
IAM BPRFRENEREMAFPNEZHAKRZER AWS K/ | BIELATE IAM AP B BRERIK = P {E1m
ZHRBRREENDER,

MREFET AWS AL oK/ HRNBRR FZEAAKAKSFHEREA , MiZResourcet
RYMTERATHER
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https://docs.aws.amazon.com/vpc/latest/userguide/create-endpoint-service.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

BRI AERNESEE | B2 (AWS PrivateLink $559) Sh#fEE VPC i il B 915

BT AWS Ik~ EEH Identity and Access Management

AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R 2 3R HIX AWS BR8]
R, 1AM B2 REFIE T SURE S BRIE ( BF ) MEEN (REXR ) EAKSEEREF. &0
LAER IAM AWS RS , TR AENTEA.

FA

- BX

- FASHHTEHRIE

- ERARKEERE

- AWS K EB A5 IAM Bl & A

- KREBRETHBHERET AWS 4

- FRETSHNERR (IAM XK ) #17 AWS K- EE

« AWS KB & 5 15 B A PR &R AR E

5>

2
EHIE A 753X AWS Identity and Access Management (IAM) A& AR TR

- BSAF  MRETEBRIEE , FNEBERLFERNR (BSHAWS MK/~ EE 5 40 M 15 F A REE
MERRE )

- BRSEER  WERF BRANRARINRIER (FSEAWS IKFERNFAS IAM BEEER )

- IAMEER : FERATERLRANRAKRE (FSAKTEE2ET S HIVRER AWS 4 )

£ & 02 1T B IR AIE

SHRIUERE AWS FRASHEIERRN AN, BLTL IAM AF FHBTHHREIUE AWS IKFRA
P, EBETEE IAM Ae#1TE ORI,

SHMAREE 62


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS K= B SEES

ST LAME ISk B 54 RAVIEPH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B S&FKE
B UEE Google/Facebook iEF , MERE H M B R, BXBRNELZER , 5251 (AWS Ex AF
) PO EREN AWS IKF,

NFmIEFE , AWS R4t SDK # CLI RN BFREITMBHLEER, BXEZEER , H5H (IAM AFiE
) PHEAT APLERBAWS EEMRA 4,

AWS Tk 7 root B

BIEE AWS K7, BRALE—1NEN AWS K/ root AFNERSH , ZEHATUTLFEMERIR
AWS RS MR R, BRIMBENEBWABCERARAFETEEES. EXEFERAFRILENGES , BEH
(IAM FiFiERE) RVEZERA S FIENES.

BRE 5140

FERBERXER , ERAKRRAFERES M RHAENERS B ORI 88 AWS RS ERAIGRHER#HITH
Al

REBMREXRBENDIER, Web HA1RHEA A Directory Service , & AWS RS ERAX%
BESMRNERHTHRNAF. KESORATREMBNEENAR,

EEFERHRNE , BiUFEHA, AWS IAM Identity CenterBXEZER , BSH (AWS IAM
Identity Center AF1EF) H RV 4= |IAM Identity Center ?

IAM A P &F4A

IAM AP RMENMNARRNARFEERENRN — 1540, BUERAENEIE , MIEEFKHPEIL
B IAM AP, AXEZER , B2H IAM AFERETHNERARASEAS O RHAENRS S HRIE
F 8 AWS i I B UE B AT 5 ] o

IAM A3 8E—A IAM AF , ETERMMNAERF#TNREE, BXEZEE , H5H (AM A
FIEREY i IAM B SR =46,

IAM B

IAM BEREERENRNEH , TREREILE, SALUESMNEF RS IAM &6 (284 ) R
TR AWS CLI 2 AWS API RERRAAR, BXEZEER , B5H (AM AFERE) PHEFAE
5%,

IAM Bax TBREAFIFR, IG8T IAM APXER, BKFiER, BRSHRELRE Amazon EC2 £iE
THNAEFEEER. BXEZEL , B3H (IAM BFEE) B8 IAM R HEIK F &R 5 1E .

SR 50817 5 BRI 63


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS T EE sEEm
£ A R EE 177 8]

BT LA AWS B B2 R EE G EM IR AWS SO B RKZHPHHRNR, KEELTEHHH
BRRKENR, AWS EERARHBERFIFMEXLEBR. KSHERBEELL JSON X1y AWS £
ANFHEEP, BX JSON RBXHEHNESZEER , HZH (IAM BFEm) F# JSON KR,

EERAERARE , B E A E R B LS4 T BLE R RN T LR EREEERNIE R

o

N

MANBERT , AFMARRENR, IAM EER 62 IAM REFRERZ AT , REAFAILEE
EXEAG, IAMRBEENER , BHITREMANG ETX.

ET BRI REE

ETHERNREREMMEEGH (BF, ARNAR ) 1 JSON NPRFRE SRS, XLERIEIRE &5 T
DHATHABRE, IBMETFRRITUREFALAZETT. ETHRNMANERETSMHER  E35H
(AM BFiER) FNEREFEEEEREYBENX IAM R,

ETHEMNIRBALURARKKRE ( EZRAZNENGFHP ) AEERE (HNIZNEHHIRLE
i) o BT HROAERERMAREKE 2 BRITER , H2H (AM AFERE) PRERERRSE
MR B 2 R AT

E T RIRAYREE

ETRIRAYREEZ M NEF IR JSON KX, P2 IAM ABEERKEMN Amazon S3 171
K, EXRHETRARNEBARST  RSEERATUEACIREFNBERFNLR. BBMIE
E T RIRAYREE P IEEEHE,

ETHARVREEN T ZRSPHAKEKE, ETREETHRAREPER IAM Y AWS EEXR
B

HREgRE
AWS X HAMFREER  XEFHERATUREEFENNRBERBERFHRANR

- NRILR -EBEETEMHNRBILURT IAM ZEHNRANR. BEXEZEE , E2H (1AM AF
B FH IAM EEHBRD R,

o FRSIEFIKRE (SCPs)-EHFIEEHLARAL LM HZE AR AWS Organizations, EXEZER , B
2 (AWS Organizations FAF1§F) KRS =K

FEARKEERR 64


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Tk EE SEES

o BREEIRE (RCPs)-REKFPRFNZAAMANR. BXESZEE , HSH (AWS
Organizations FAF1Em) W EIFRZEHIFKE (RCPs).

- SERE -ENAGIREAFVNEBIGNSEN , EASBERENEREK, BXEZER | HS
7 <IAM AFEmE) PHLIEERRE,

S REGRE

SN RBEWRBEA T —MERE , ERORREMERNELIRRE, BT HRES RS HRBEER
WA AWS BER B AVER , HS5H IAM AP EE R R ITEEE,

AWS ik FEE A5 IAM Bl & £ A

EER IAM BEE KSR TR 28, BN T EERLE IAM EER R TR EE,

&R LAE AWS K EE AR ERB 1AM ZhEE

IAM Zh&E TK P X
ET S ORER =3
ET RRAY K -
REHRIE =
REERAE =
ACLs a

ABAC ( B EIFRE )

7|

i EAE 2
ERRR =
WA ]
RS XBAE &
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS Tk EE SEES

E2H THRKFEEMEM AWS RS UNASASHIAM B S ER |, F2H IAM AFEETHS
IAM EL & 2 A BIAWS BRSS .

EATKFEENET B OAIREK
XBETHHNER: R

ETEHNRBETMMESZH (0 IAM AF, AFASAER ) B9 JSON RRREE A, XLRE
EHERFMASAEMPRA TN BERRNITHBLERE, ETHRNTOERET HHRRE , FSH
(AM BFiERE) FNEATm EEARRE LB E X IAM &R,

B IAM ET S HKRE , BUNEEARTHIELNRENTRUAR R TFHIELREENRE. B
THETI1E JSON REEHRERMFIAELE , F5H (IAM BAFHERE) S8 JAM JSON KB TE5I A,

ERATKFEENET 50K RE

EERKFEEETHOMNRKBHRS , BTSRAKTEEET 5 HHERET AWS Fl.
K 7B A E T R A SRR
XBETHAROKE : &

ETRIFHREE M N FRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMBEKE, EXHFETRARNKBHNERES T , RSEERA AUERACIREFHNBFER
BREVEE. N THEERMMKBEHER , REEIEEEA AN 2R RNTHREREARET LSRN
THIT, BLTEETRFENRBREEER, ZRATNSEKS, AP, A6, REAFH AWS

ARSS o

ESABK/ER , SR CHENKSHEMBKS R IAM XEEEANETRRNRBEHNEE. B
XEZER , FSHE (AM AFER) PH 1AM FEVEK S R IR F.

T 7 & IR B SR RE R AE
RRRBBRE R

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EAATLIMT AR RIMITER
1, UREMFAZRHETHIT,

JSON R Action TEBRTATERKP AWRIEL L RINRIE, ERBPISREURTR
ITRERRERV R,

EERFKFEEREINR , B0 (RSENSE) FAWS K- EEE XHWEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions

AWS Tk EE SEES

TP EEPRNRBRETRENEANTIR

account
ExaNMEAPEESIRE  BEAEZSHENRT.
"Action": [

"account:actionl",
"account:action2"

]

BHOTNLERBES (*) BEZMRE. AN, EEEESRARIABSERANFEERE , B8EN
T#4E. AWS JkF

"Action": "account:*AlternateContact"

EERKFEEETHOMNRKBH RS , BSRAKTEEET S HERBTR AWS fl.
K 7 & E R RS R R
XBREAR : =

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, AREMAAZKHETHIT,

Resource JSON KRB TEEEZRENARFEN —IHZ IR, FRAZEREK , BEMAE Amazon
RFEEW (ARN ) BERK, N TAERRENRONEE  FEABER () EREANATHER
o

"Resource": "*"
T EERSE IAM KB Resources TR FUTHERREE |, UHEBEIFERBEHAX D UT
ZEH AWS TP
» account

It resource EEXERETF AWS Organizations FREERAL PRI R MK BRI AWS Tk
P o

« accountinOrganization
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resourceX HXPLHE B AWS 0K i% AWS Organizations FRSERRA L F K Rk,

EERKFEERRREREIRK ARNs , BZRARSENSETHAWS KPR EBEXNEF, BT
FRIG T LA R R R ERIEE B HIRM ARN |, BBSHAWS K- EEE LHVERE,

EERKFEEETHOMNRKBH RS , BSRAKTEEET S HNERBTR AWS Fl.
K B I Y SR SR
XEFRHETRSHRESRGR : B

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2E , BNEETUANTLARFERITER
&, URIEMHAZRHETHIT,

Condition TERBENNFMHEEFVMERNIT. BALGIRBERAZEZERN (FlW, ST
T ) BEARER , MERBPHFAESERDNVEHETE. BEEERE AWS £R&H®E , 51
IAM AFEREPHAWS £ 554 £ T XEHA.

KFREERSIIEUATRAR , B UEAXERERN IAM RIEHBHATHLE
« Ik :TargetRegion

LERHBHNSHE -5 AWS XEFRBAERK. EAFMERR , N RIEER TIEEXIENRE,
- Ik F:AlternateContactTypes

LRARRAZARIARENIIE
« BILLING

+ OPERATIONS

« SECURITY

ERLLE |, BRI BURFERIEIE N RET N EEER BIRRARBENERE,
- Ik F7:AccountResourceOrgPaths

RGEBNSHHBESELARREHBAEREARRET (OU ) WEENIIRAR, CLETARE
Rng , EENEITE OU Y B R/,

0-aalllbb222/r-alb2/ou-alb2-f6g7h1ll/*

- K F:AccountResourceOrgTags
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html#awsaccountmanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints

AWS Tk EE SEES

HRARNSHE-SIFSRMNEAR. EATRERKE  MNMRALBWBLETARKR BIREEE
RERNERIKS .

« K 7 :EmailTargetDomain

WEHRNSHAE FEHEENIIRAR. CLLETURERRE  FEXEN5EE S FR4ESE
CERNRE. ERERBXDKNE, BNERBFERFERM StringEqualsIgnoreCase M3k
StringEquals , AMERHE B #r B Fif bt E kR FIRIE, U TR —NRAIKR , BB LT
B FHRH1E & 28 example.com, company.org REAAR/NEHE (10 EXAMPLE.COM ) B &K
account:StartPrimaryEmailUpdate #&4E,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowConditionKey",
"Effect": "Allow",
"Action": [
"account:StartPrimaryEmailUpdate"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"account:EmailTargetDomain": [
"example.com",
"company.org"

EEEKFEERHBHIR , BERABRSENSEFHAWS K- EERFAEZR. BETHRETUER
SFHRNBRENRIER , BSRAWS K/ EEE LHYIRE,

EEEKFERETHONEMNTE , BSRAKSEEET SHHORMT AWS fl.
Ik = EE PR A R HI S &

X¥ ACLs : &
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AWS Tk EE SEES

TGR4EHIFIR (ACLs) HPLERIEA (KFRR, AFRAE ) ARBLARK. ACLs EETHIFH
REEREL , REEAITEM JSON KB HEER,

EA K EENE TR Y U7 B A R

X# ABAC ( REEHPHIRE ) 1 &

ETEMNHRNRES (ABAC) B2 —HRNKE , ZRBETEMUEREUNR. EH AWS , XL
BHMAIRE, B LURREHINE IAM 2E ( AFHAR ) MiFS AWS HiR. RICKENRFRR
ABAC WE—% . ARFIRIT ABAC Kl , BIEEHAMIRE EA0]Z 5 15 R 9 B R S ITEL At 2 1 4R
.

ABAC EREEKWIAEFIEERR , HERBERLTSEIUNITR T R HEF B,

FF AWS K EE |, UEBiZaccount:AccountResourceOrgTags/key-name 4B FEE FIR
LHTFRIES, KBz A APls AR X EbRaws :ResourceTag/key-namesk 447,

E 2 X FRMAZ AR RH) JSON K

LA RBISREE A VF Th RV A LR R ERA A M{E “12345CostCenter” 5 “67890” #ri2 AV K~ FYER R

=

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation”,
"account:GetAlternateContact"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals": {

"account:AccountResourceOrgTags/CostCenter": [
"12345",
"67890"
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AWS Tk EE SEES

AR ABACMEZEE , BZH (AM AFiER) FHETEME RN IAM 212 : BIEHFEE XL
i E] AWS BIRHY R

FieetEIEA TR ER
T E G EIE

ISEHEBRHEX AWS BREHFENER , HERELFRKS NI RA N B BIEN,
AWS BWZBHRERKIGEHER , MAREAKBPIHAZHH, EXEZEE , B55H (AM AFE
) K IAM PR IGER 22 EERER IAM B, AWS RS

K P EE B RS EHRR

XBRRIGASXE (FAS) -

¥®EIHRISE (FAS) A EREAEMNPE AWS RS , Bt AWS RS [ T ERS A HiERNE
Ko AXRAEH FAS BRI KREIEE , BSREAHHSE,

K EERNRSAE
XEFERSAR B

REACEH—WRSEE. REEWHITEREN IAM B, IAM EE R TLE IAM PRI, S
BREESAR, BXEZER , 52 (IAM BFER) MelE D AWS REZERNEN AR,

K EENRSEXAR
XERSEXAE B

BSHAXABR -SRI AXKN AWS BSBRFAR, BRSEAUKARKRERTRENEE, RS
MXASHAELNH AWS K/~ , FEBBRSHAE. IAM BEERTUESETREERSKEKAR
YA PR o

BXREUBRFEERSHERACHEAEE , FSHEES IAM BEEHANAWS RS, ERPEXRRS
MXABIHPEE Yes R, BEREEUERTZRSHRSHEXABN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS T EE sEEm
K EREET HHRIERER AWS 4

RABRT , AFNACRFUEREXK S ERFRHNR, BERTFAFXNAERFERITERENR
BR , IAM B R A LA IAM KR

BT RMAERXLRSE JSON REXHLIEET IAM BHHERE |, 56 (IAM BFiEE) P8
2 IAM K (#2H8 ) o

BXREKFERE UHRENMTRRE (2BENRRRENKN ) W ARNs BARE , E5H (RS
BRXSE) Y AWS IKFEIEAVRE, RFEMZHRE"

£

e

- SEAPE K/ E AWS EERE A

o RAX K/ TUEAY R ERGRNER AWS EEEG S
« REX K/ WHEASE2HRRER AWS EEEG &

REERIEREK

ETHENNRBBEEENARTHAUCIE, HEASHBREKS PHKSEERF, XERETRRKME
AWS IKF=ERA, tIEREEET S ONRKEN |, HEEULTEENRIN

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBR TR , EEAN TS
FIRAGIRTRRHAWS HE R, ENEMRNRARITR AWS IKF, FRITZVEET E LEHXS
BRI AWS ZEFRERBRAE-TBINR. BXESEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- MASKENXIR : F£EA IAM REEEBENRN , BNRFHRITESFAENNR, At , BALE X
ERERHTIUNEBERFRINTWRE , tHRNRENRREFT, BXRER IAM NAXRBRHNESE
B, B2 (AM AFiEmRE) F8 IAM RS FR,

« fEF IAM RPN K43 — SRS E AR ;480 LA KR IS4 SR BR #IX R R R R T E .
Bl |, AR BRI R RIEESAMER SSL A EFIEER, NERSBRERBIBENSNE
FARY , Tt B BAME R SRR T 30 RS IR AERY T R BR AWS BRSS , #lan CloudFormation, BXE
ZEE , B2 (IAM AF#E®E) 1 IAM JSON KR ITE « &4,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIIEEH : IAM Access
Analyzer 2K IEF REEMIM B KR , LIBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER L BEEMEN
K, BXREZELE , BH2H (IAM AFER) FREA IAM Access Analyzer KiiE KB,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS Tk EE SEES

- EEZEFHRIE (MFA)-INR AWS IKFZNZEFE IAM AFRSRAF , A MFA URS%E
M, EERIFAA AP REREE MFA |, B MFA 247 NMBEHNEKRIES, BXEZER | H5
F <IAM FF#8r) FHER MFA &3 API 5,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,

ER R K WE AWS EEEZH S

ERRPHIKSTE AWS EEE2F 8 |, E4TRARERENNER. SENBRLAATFEIIENES
BRENFEAEE AWS K. NRECEBNETEONRBLEAENRENRETE , WL EZNER
ZERBEHSNE (IAM APSAR ) ERETESE,

NARBAFNMASTUERKS EEEHE |, BA0LEE
fFAWSAccountManagementReadOnlyAccessmAWSAccountManagementFullAccess AWS £
ERBMMBIKE, BXEZELR , EZH (IAM AFERE) R NAFP IR,

NFMEA AWS CLI 2 AWS API BWEF |, BEERNEHRBREREZRHI AR, ik , ERZEIT ,
BA LLER R AR R EEZRNITH AP REMRTE VIRE,

RAAXT MK WEAY R R EANER AWS EEZFA

FULTRBIF | ERER AWS IKF gy IAM AP RT3 AWS EE2H] 4 K 7~ E A R E R
BRo B bOtE R EEHY A P OB ATE M E R

account:GetAccountInformation BERFEKF NHEEZE A RENNR. B2 , EEF
LB A AWS XiF , &4 BFE account:ListRegions #&4E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GrantReadOnlyAccessToAccountSettings",
"Effect": "Allow",
"Action": [
"account:GetAccountInformation”,
"account:ListRegions"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Tk EE SEES

RAX K/ WHY T2 RNERE AWS EEEH A

ELUT R | EBEER AWS K/ F8Y IAM AR RFX AWS EEZE A KR E N T2 15 R1Y
BRo Ffhn 7T BLBURA P Al LME K F BV iR B

LRI SR BE LABT BV RABISRBE R Eal , AT ENTANBANR ( BRI\ CloseAccount ) , RFAF
FRKFHAEDIRE , B¥Faccount:EnableRegionflaccount:DisableRegiontXBR,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions",
"account:PutContactInformation”,
"account:PutAlternateContact”,
"account:DeleteAlternateContact"”,
"account:EnableRegion”,
"account:DisableRegion"

]I

"Resource": "*"

}
]
}

FRETEMHKRE (IAM KB ) #H1T AWS IkFEE

BX AWS K/ M IAM AP TR , FERTLE IAM? % IAM PR+,

BRIOMAGREHRESEERKOEA , FS0 (AM AFERE) PSS IAM K.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html#edit-managed-policy-console

AWS Ik EE

SEES

AWS Ik P EBIRIEEK

LERBAR T VR RKSIREANR, BXREAXENRYKEERH

=~ AWS i,

(® Note

BFSRAKFEEET S HORERR

2@\ IAM APRTFXRKS TEPEFEKSRENE AGetAccountInformationfX R AWS
EFEEZHE , RTEATERZRENKR (RFT ) 25, BELTAFIZNR,

RPRE R
account:ListRegions

account:GetAccount
Information

account:GetAlterna
teContact

account:GetContact
Information

account:GetPrimary
Email

account:GetRegionO
ptStatus

account:AcceptPrim
aryEmailUpdate

account:CloseAccount

3 (A 4% 31
B

=EN

REL

BREY

ZEN

EA

it
FF A IR BABI AR K
BT R R E BN

R TR LA 3R K 7 B & A BR
F Ko

BT R LA 3R 0K 7 BY 3= R ER
REAEE

RTFNRAERIKF R EBF
B 4 3t it

RFIREUX Y 10 AR S B AX
PR o

BTEZ AWS ALK A K
P2 = B F R 1t 11k BB TR AX
PR o

BT R RR,
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https://console.aws.amazon.com/billing/home#/account

AWS Ik EE

SEES

PR A 5

account:DeleteAlte
rnateContact

account:DisableReg
ion

account:EnableRegion

account:PutAccount
Name

account:PutAlterna
teContact

account:PutContact
Information

account:StartPrima
ryEmailUpdate

AWS I 7= & 3 & 43 M 175 [7] £ BR 5% e i &

e

i B3

(® Note

EEARBRAUE A T 425
Ao WNRT X AP
E,

2T PR LA BRI 7= B9 2 FABR
F Ko

RFMERAZRAEA X,

RFMERE AERAXE.
BT NERAEFHIK BB,

BT R LME UK 7 B & R BX
F Ko

R TR AE#TIK B = E Bk
RAER

BT Bz AWS HLH A K
P = B F R 1t 11k BB TR AX
PR o

ERUTERAREEIHMAEEEEAKSEEMN IAM B 8B ZIAYE I FE,

ES ]

- BRBEK/,TUE P RATREL R

« REIIT iam:PassRole

- BEBATRIUANA AWS IKF HRIENKFER

B BEHEE
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AWS Tk EE SEES

BRBE K UE P RATRENNR

MR AWS EEEZFE FIFEETMITEIURE , WLABRREER FRED, EERARERHA
FEMBBHAR,

X mateojackson IAM AP ZHEAREFIAER “K/” WEH AWS Ik FEFHFHAEFEE AWS BE
&l B3%Faccount :GetAccountInformationfPREY , FAA B LA T RAIE IR,

A You Need Permissions

You don't have permission to access billing information for this account. Contact your AWS administrator if you need
help. If you are an AWS administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows IAM and federated users to access billing information and (2) you have the required LAM permissions

EXMERT , Mateo IR EE A EMERKRE , LA account: GetWidget RIEEIR

my-example-widget &R,
BTN IT iam: PassRole

MREWBNEEIR , RPLFERINIT 1am:PassRole B | NAAEHTRBEUA T AT ABELELKS,
B,

BE AWS 7S AR ABRKEALIZKRS , MTAREIERMNBRSALIRSHEXAR, Hit,
BB MERRABLEIRSHINR.

L& N marymajor B IAM PR IAEREH S EKSEEFHTREN , S REUATRAIEIR. B
=, BRELAEARFSAGHRTHNRT AIHITIEE. Mary FTEARASELEIIRSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEH Mary FISRBE LA R P -EINIT 1am: PassRole #B1E,
MREBEEHE , BRRENWAWS EER, FHNEERREHREREIEN A,
BEATFEUNABEA AWS IKF 1A RIFEZIIKFER

gaptlE—1ae  WEREMKSPHAFFEELANARTUERZABRIG RGN RIR, &0
BIEERESEY , AURAAG, X TXHETRIFARESRTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 1R R B B R AV A PR
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AWS K= B SEES

ETHRESER , FZEAUATREA :

s ETHKFEERAXISXLIE , BSRAWS IkFEBENMES IAM BEEFEA.

- ET7HROMRENERENERFENHENE AWS kP |, 2058 1AM AP EEPHEEEE AWS
KF S —1 IAM AR ERR,

- ETHNMAEE=FRENEHRRAFENE AWS IKF | BESHE IAM AFEBTHNEE=AE
HiFER. AWS Ik

- ETHOMES FHBRERIEREFENR , E5HE (IAM BFER) PNALTHES BRI
AP ( BRKRERIE ) REHRNER.

- ETRERAACNETRRNRBHTERSFEZBANES , E565 (AM BFERE) #/1 IAM
B IK = BRI A .

AWS AWS Tk F EBNITE K

AWS Tk~ EE B R M o HEERN AWS EEBUR -

« AWS FEEXRE . AWSAccountManagementReadOnlyAccess
- AWS EEXB : AWSAccountManagementFullAccess

- KPR EEX AWS EE BRI ERN

AWS RERBEHAUEMEEAILTRE AWS, AWS RERMEEN TS ELABIRMANR , LUE
BRI LT N AP, AFNABRDERR,

FHiclE , AWS RERBURASANENBERFR TFRENRNE , BAEMNAHME AWS FF £
M. BRMNBUBEIEXBETEARINE S EERHRRRE —SRDNR.

BT EEHR AWS HERBPE LR, MR AWS B AWS RERBPELHNNR , MEHLE
I ZKMAT RN EZERASH (AR, 4NAE. ). AWS REARERIIFH API HIME RS T
DAMER#T AWS BRSS B9 AP R 1ERTE#T AWS FEE R,

BXREZER  F5H (AM AFER) B AWS £E XK,

AWS IEEXKRE : AWSAccountManagementReadOnlyAccess
IEA LU AWSAccountManagementReadOnlyAccess SRESHIIIZE IAM & 15,

ZERBRETNEFUATHEN R RN :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Tk BB sEim
« RTIREYTTERSE AWS IKF™
- EEHAREAN AWS K ( BREEFEA AWS BHAEEKF PEIFEARE ) AWS XiF

FER  BFEBTEM Get* = List* BENNR, EFRAEXKS T BRSNS AHE AWS X
P P By AT 2D RE

MRIFEAMER

ZERBEEBELL TR,

« account— AFZEFRARZHANTHIEEE AWS K/, ERAFEEIIE N AWS BB &
FEK P S AR AWS XiF .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
]I
"Resource": "*"
}
]
}

AWS IEE KB : AWSAccountManagementFullAccess

IEA LU AWSAccountManagementFullAccess SKREEHIINE] IAM B 17
ZRBEHEFIBIUATHAEINTLEENR -

« RTIREY TEAE AWS K 7~

- BRAWEM AWS XE B AWS Ik ( RBEEM AWS 2518 |, BT REFK SRS HE AHE
AXiE )

AWSAccountManagementFullAccess 79



AWS Ik EE

SEES

FER  BFIBITEM account BIEMHR,
MRIFEAER

ZERBEBEU TR,

« account— AW ERAEBTHBERAXNTHIERFE AWS IKF. BEAFEARTIENKSE B

AWS X5 AR 1E AWS EEEGI AP S AREA.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}

0K EEXN AWS EEBURRY ER

EEAZRSTRBRIRXLETEURKSTEE AWS REBREFNHFAGE, BXRUERNEERRED

RBR, BITRKSEEXAA LIS RTE LH RSS K.

B DU

AWS Ik EE B H I EERAEALT AWS
AWS HEBX , AT BRRIERE REREKEB

E

« AWSAccountManageme
ntReadOnlyAccess

« AWSAccountManageme
ntFullAccess
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AWS Mk &1 SEEE
AWS Tk P EE S IR IE

FZAEITTIEE A AWS K ERZSANAERITRIN —E 2 EEFIZITH AWS REHZEE AWS R
EME, EFEFE SOC, PCl, FedRAMP, HIPAA X HAth,

BXRBESAITUEE A AWS RFFIXR |, S EaMIT R 2AWS RS BSEE" F EEaMit
XAWS fR5". BX—MRER , BSHAWS &1t XIAWS,

BAILER THE=ZSEITHRE AWS Artifacte BXEZER , 28 (AWS Artifact BFEmE) F8
“ AWS Artifact “T & IRE ",

2

BHEEARSHBEATEERT BN AWS IKF BIRRBURE,
FEM. AWS BE T U TR RKRAEYNIAENML

TNTFNEA B PR AR E AR AR

9

« ZEEEHMRENTER — XEMBIEMITHE T REZEM , HiEEHTEXEERM E AWS £
BURLMNEAMNERNELEINEN TR,

- £ A@Q@ mazon Web Services L#E HIPAA Z£55HM — AR PERT B LA WAFEH
AWS RAIZRFE HIPAA BB ARRF,

® Note
FHIEAE AWS IRF ABRFE HIPAA B, BXEZEE , HZHANSE HIPAA ERHRS
2E,

« AWS &M ERAWS — It THEBNIERmE s ERA TEMENT UL M EM# X,

« {EFAAWS Config F7F & A 5 55 F B A N T4 7R — 1% AWS Config RS IF SN B REBEES K
BE LSRR, 1T ANFZER,

« AWS Security Hub CSPM— iX AWS kS AT LA E T HBENZLIRA AWS | R EEC RS
FE T T AR EFRERE,

« AWS Audit Manager— X AWS RS R ARS BB 4w it AWS SEAER , M fai{bXUBS & 38 LA K
FHEMFIT AL FRAER ST,

AWS Tk F & iy 558 4

AWS £IRERIRERE S AWS X TAXHEN, SXERESIMEYE BT BERENTHK ,
XETAXBIERK, FHESANTRESHNGEREE—E. MATAKX , &R REE
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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BEWkEZAMNKF B CloudTrail HEXH

AWS CloudTrail iBZAIERM ‘APl & o H R IV EK S, EE AP| B14E, Hla
XfCreateAccountDeleteAlternateContact, MPutAlternateContactiBENIERAALTE
CloudTrail B&EX#H#HRAERKFE

BNEARBEZEHTEEXRERBERNWARGE. FSHEEEMWTEREUATHES !
- EREBHBRAFER AWS Identity and Access Management (IAM) A FiE$ % H

- BEREMEA IAM BEERKEAFNIENZ2FEIER HE
- FREEHHEM AWS RS A H

BXEZER |, B2 CloudTrail userldentity T3,
THRKFEEHESLE

BIRRE—MEE , APNEHERNBEXGEEEIEIEEN Amazon S3 F##, CloudTrail B &4
BE—NEBZENMNEEFREB. BHARKRRBEEMRENEMER , BREEXFMERNRE, BREWN A
BHE, ERSHBENF S, CloudTraill BEXHTRLH API HANEFHREER , AefFT4%
A ERIRF HI

R~ LR RBIERTABGetAlternateContactiBELAR MK - M BIOPERATIONSE BB R A
#) CloudTrail BE%H., ZIEXEETFSHBEEROEMNE,

Example R4l 1

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z2"

}
}
},
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
1,
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

Rl 2 LT REIERTABAPutAlternateContactiBEU MK RMFTHBILLINGE AR AN
CloudTrail B%E%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
},
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalez@example.com",
"title": "CFO",
"alternateContactType": "BILLING"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

=~ 3 LTFRAEIERTHWiZDeleteAlternateContactiE/ELAMIER 2 BIOPERATIONS & HEX R
AH CloudTrail HE% B,

THRKFEEBAERE 86



AWS Tk EE SEES

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:16Z7",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "OPERATIONS"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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5 520k BB E 4 EventBridge

Amazon EventBridge ( B1& 7 CloudWatch = ) ISR RBETEHNEHHBIEAHME
8y B AR IRE AWS BRSS. KB AWS BRS VB4 LUR F 328 EventBridge 195 R ARIXE,

£/ EventBridge , &I A2 LB E ASHRIMN | FFEqiEEE BT E,

BEXEZER , 520 (D% EventBridge FIF#§®) EventBridge Y “Y Di#h A 717
KREEEH

LTRAERTRFEENSENH. BHRAREN,

BEl , RABETES CloudTrail/Z AMZEAXEM AP BRANSE4F TR TR EE,

eSS
. BRANZAKENEE

BRMZEAXENEH

HBEIEE AR AP ERRERAKSFHXEN , 2BHRDES. DBRFRFENR CloudTrail E4
EFEBRKFH, A, SEAREALEF B, FEBAEKS RiE—1 EventBridge B |, 7
EE—EREREBRRE-—NEH.

LT ROIEHERIMIKREER | RRIE 2020-09-30 7 123456789012 M FFENABLED T ap-
east-1 Xig,

"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”
1,
"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
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"status":"ENABLED"

B AR RAS S TR EHIRASMECE : GetRegionOptStatusListRegions APls

ENABLED— BRI FIETR accountId B A T X
ENABLING— IEEFER#ER accountId B ALLX
DISABLED— BRI NIER accountId A 7 X
DISABLING— EEENIER accountId AKX

LT ROIEHEX IR T HRAAXESEA4AN,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

LLTFREIEHER 0122 7 33K ENABLED M DISABLED KiZiZE4RIFN,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#Instance_Reservations
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#cb_savingsplans
https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_sign-in-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_disable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html#id_users_deleting
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove-member-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove-member-account.html

AWS Tk EE SEES

o TEEL 30 RIWEHIR , MR BERA 10% WRAKS . WREAZ HFAARRE , mREER K
FEFFIR. EEXRXAKSERN 30 XA , BTEEET 10% Bk AR, K/OKFXAKRE
A 10D, ZRAKF<AEBER 1000 4, BIE 10% BIK 72 E LB 1000 NMR2 k. A%
Organizations FREINE ZE LR , S AWS OrganizationsHI BRE,

- MREMFEH Cont AWS rol Tower , MIZEELXEEXNKAAKFNER K REBZAXAZKF. BS
% < AWS Control Tower FAF#§R) M BUEEERK AKF o

BERSHEEEM

. AWS Marketplace B/ 3H /S , iTHF L BHEE. WEEEMITH , HELIHTHTRENTE
S, RIS, B4 AWS Marketplace 3241 & #0 “EI2iT 0" REHBUSERITH.

C PR  BATAWS FEBSERNSRALEETHE  RERNS LT EZHAE. NBTE
5, REEAEME | RIVGE 30 REMBEARSEBRARIME, GXELEL #2080 R
B AWS TP EX MK REN , SURRE A B Route 53 HUHf.

« AWS CloudTrail R —EMR 2 RE. XEWE , 5 olRm0 RIREEEX S ()T RS 5
BB | BRIEASERN AWS K 2 BTG T R MBRE. AWS I B AT RS
BRMBBENESES , 58 (CloudTrail A HER) HWAWS Ik MERBE. AWS MK~

ANAI X P SR B9 K 7

BU LERUTERAALZ AWS IkF B, HIE , BREREEXANKFER DRIKF, RAKS.
EEIKFF AWS GovCloud (US)] , BNMNETIFHHERMH T FRINES.

MBEEXAKSHIRPBIEMEE , FSEX AWS WK 5 R # AT S E SRR

Standalone account
MIKFRMNAEENIK, , FTREPH—E2 AWS Organizations.
MIK P 5 TH 5% P 3 320K P

1. EEXA AWS EEEFIE WF , Mlroot AFHHEFK, AWS IKF & IAM AP S E5A
BEFNTERAKS .

EALANSHESR  EARKFENHKS , REERKS.

EIKFAE L, XK, EE,

BAIKFS ID ( EREXAMNEENTTE ) , UEINES FRHFBEK S X HARE,
ERRAKSRE , B/ RARE.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com//controltower/latest/userguide/unmanage-account.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-getting-started.html#step-6-terminate-your-instance
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-getting-started.html#step-6-terminate-your-instance
https://aws.amazon.com/marketplace/library
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-account-closure.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://console.aws.amazon.com/billing/home#/account
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6. JLA®E , BRZSWE —BHEIAKS EEHEFik4.

® Note

AWS CLI SiE A —4 APl BEF 5L ES AWS SDKs, BRBEFEARMITIES AWS
EEEFE,

Member account
A= AWS Ik~ HA# —EF%5 AWS Organizations.
iBid AWS Organizations 2| & 5% 1 B & ik

1. &3 AWS Organizations 2% & .
2. EAWS K/, mEL , REHEREEEXHANKAKFHNESR. BRI USH OU BREW ,
REFRE OU EHMIK~ N FEEIIR,

3. EBENEINEIKS AWML Close (XM ) . NS AWS ALLTrEREENRT |, Ltik
B A Ao

(® Note

MRENALERAESKEES | BRTEERFEPEIXRARE,. EEESKE
B TRAKSE , FAMBRAFSOERERANKS . £ RE L , ERXAKS R
H, mAKS D, RiFikx MK/ RE,

4. PIRABREHEIKSRAERE,
5. WAKRIKS ID, REEEXAKS , BaKSRARE.

(® Note

&< AW R R A K P fF7E AWS Organizations & AP HKF BFHEZELER—D
CLOSED /3% , HE R AHEHRLE&K 90 X, 90 X/5 , AWS Organizations 2l
BRETFBERIEHAKS

AT P DT 5K P R 3 K
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https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-cb-only
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qE , BALEENPRIKS TEXA AWS KK, AWS EEZH &, MF step-by-stepiE S |
FHER MK R PR B RATERE.

5/ AWS CLI <A KR K SDKs

BXWAEER AWS CLI FXH R G K- H % SDKs , 2% (AWS Organizations FiF#§8)
BYR AR PRI R A K.

Management account

EEKFRITE AWS K- HRXKFHEKS K AWS Organizations,

(® Note

BT EEREM AWS Organizations #2#| AR EEKF

T P BT 5K B ER DK R

1.

N o o bk~ ©

DIEEXRA AWS EEEH S NEEKSH root AR SHER, K0 IAM AFSOHAEE

FEPRFTTEEHEK

BINALAFEERRAERRAKF, NIt , FEE AWS Organizations %15 |, WRFTE
RAMKFEEKFBFEBE TR Closed, MRKAMKS ML TERIRS , BFEEEFEKAK
FED+FHRENIKFXAER , AETEEAT —F,
EELEANSMES  ERKFEHRIKS , REERKS,
FERKF AL, ERRAKF R,
BAMKF ID ( EREXRAFEENTNE ) , EBIAE S FESRHEREK P XARRE,
TR IRE |, B K RARE,
No®E , BRZEWE —HEIAMKS EEHNE TR,

® Note

AWS CLI SiE A —1 APl BEF I ESS AWS SDKs, ERBEERRMITIES AWS
EEEHA,

AWS GovCloud (US) account

HF it RAMARER , AWS GovCloud (US) IKFIR4& 558 — 15K AWS 1K XEk,
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https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://console.aws.amazon.com/organizations
https://console.aws.amazon.com/billing/home#/account
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35 P AWS GovCloud (US) K =

MREBEEIKFRE AWS Ik B AWS GovCloud (US) Ik, MIEEEXAREKS | RE
HXMiZ AWS GovCloud (US) Ik, BXEZHAFE , SENMAEHLHIEMNEEEN AWS
GovCloud (US) W %% , 2% AWS GovCloud (US) A8 RI>< A AWS GovCloud (US) ik
o

KERXARSREMA

EXAKFE , 2YBEREUTER

o BRWE -HBIAKS EXRANE TG , REERAFWEFERMFiEat, MRELADETRREE
LE e FEBF | S X AWS K/ 5% A (R B 1T iR HE B o

o IBRFBEAT AR R K P BB FE AWS Organizations 2% & Ik Z#EUE R —/NCLOSEDIRE , &
MHEERERBRXABHERN 90 X, 90 X5 , KA K FFBERTE AWS Organizations 12l

B,

« MREE AWS K EEMKSRTIHREFRSHNR , WK/ RAR , ML R HVEM
FEERER AN, MREEHFITIT AWS K/, MREEEMART THENNR , W4T AWS
TP AT AR R AR IK P Y AWS BRSS F R R

FIEMB X MRS ERSIMEIRAMKS |, TREFEEJLADETFRET Ko

Ja < 5

FXABHREMNERAKS 2 BE AWS KA XA, AWS Kz BBy Bf R E, ExAHA 90
Ko HlaxAiE , ERAEBLEEFRT UK, KFEABTH AWS k. XABHREE , & AWS
KAXRFIEH AWS IKF | BT EBEMT N AWS ERHIBREK PN AMEIR ( CloudTrail
BRI ) o IKFKAXEAG , H AWS IKF ID FKZTEEEREA

E#FTFIREY AWS IK

BRI FORHE 90 RIEKAKH , 2 BIEFTEERITIHKS , AWS FHRBIEBRKS HRIRHAE, B
WK KAKAZBREERITIT |, (1) BBFRRECR AWS 25 ; (2) RINSMEMKF KA 2 B i
60 RAWEIFMBRNRFNLHNR , 2RBRELARLHOAERELEEE.
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https://docs.aws.amazon.com//govcloud-us/latest/UserGuide/Closing-govcloud-account.html
https://docs.aws.amazon.com//govcloud-us/latest/UserGuide/Closing-govcloud-account.html
https://console.aws.amazon.com/support/home
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® Note
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AP| &#

B (account) SR ZEE Y APl B ERFEIEHRECH AWS K&,

MR AWS K XIFEEKFERNAHSE  SERZS=ANEEZKPXENZFARIANER. K
b/ EEESKFHNRAS XK EFERFibit. BRENSKFRERNWUTRRAREHEE -1

%,
C RKEBERA
« BRIEBRA
C REBRA

RIAMBRT , RIEEEHRN API RFEZEATRALKEENK, . RERAKFHHNSHBEER
IAM A5 IAM AR , E4HE IAM RENANNRERETEER AP BE, 3E , BHUM AWS
Organizations B P F 0 EAIXL AP #4E AWS Ik, HAFEMELKZIEEKS ID 5,

API kR

AR (K APl 2£) i85 T 2021-02-01 MRk &I AP,

(® Note

BRTEEMER AP 25\, ZEAHUERAER - EEEEATEMNERIESNTES (Java
AWS SDKs, Ruby, .NET, iOS, Android % ) WEMRHIRIE, ©1] SDKs it 7 —FpEHE
5 K BIEXS Organizations Ky4m#E AWS THRIPR. Hla0 , FATXSER SDKs #HITINEX
%, BEEHRNENERBER,. X ( SENATHNRZEEAH] ) WEZESE AWS SDKs , iF
SR EA T Amazon Web Services B T E,

BINEWEER AWS SDKs Xt Ik = B RS THRE API A, B2 , BUAUERKFEEER
APl B AAKFEEN Web fiS. ETHEXKFEEEHNAPINESER , HoR (KFAEEA
FERE) TR ETEYN HTTP EiERFKIFA APl, HEAXBREREN GET M POST #HR, it
2, API TERSBFEHAELREN GET B RMEMIRIEN POST iR, A , GET #HRZ URL B
KOBRE, Hit , W TFEEEAMNEMNIRME , BEEH POST ER,

EEEK

100
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[B&3E HTTP ERET AWS | B ERBITER | X AWS FRERBIHRE T IXEFER, BT E
RpEZH (B AWS FEZEH ID MRBHRZRAER ) EBFER. RIBNBUETERRKS €
BipRESA. BEEKNRKS TR ZANEMAEAATTRE 7B SR FRBERR. Mk , N
NEFEENRY IAM AP RZIERZEH, 5 —HERR , £/ AWS Z2TERBRSERIERZLIE
B, REEARXEIEREEER,

MEFFBERBJITER , BWEFEAZERE 4, IRNENAERFERASERA 2, MITENEEHRE
AEALERAE 4, ER , B EERETEZZIRAE 4, TEMA 4 WRENXREEETX—EK,
EXEZER , BSHE | AM AFEETMZE AWS API 153K,

LEER AWS S T1TRE (AWS CLI) E A —/ AWS SDKs mHE & HiERt AWS |, XETELH
HERCERETEMIEENHRIZHANELBER,

XK B A XA R AR

BB ERMERIF, BRENEN KA E feedback-awsaccounts@amazon.com , B & 45 &) #
EREKFEESIFREL, BXAWS XRFLENEZEER , BSHIRER,

ROIZEHMA RN

RS FERIEEL , K ERIREA JSON FUENMFRFERRARE , FERTHAIBRCER.
NARESTRYE , AEEFNRFRNERTRITHANES, YRIBMASHESTEBERFEENK
FREN , BINSBBARTAHLUER TN, ERHRLLEN JSON XARFRHFRHFERERH A

123k APl iF3K

K B X3 — T ERSS CloudTrail , A TFi2FE AWS 89 AP iEA AWS Ik & B E XL w2
Amazon S3 FfEiE. B FEAWENESR CloudTrail , &0 LAHEE BRLEE R 2 R Ih [ Ik~ B E 2R
EH., BEHTER, ANEAHE, EXKFEBRREXENEZEE CloudTrail , S FEMEAIERE
AWS Tk P& APl J§F AWS CloudTrail, 7 # ¥ 2EE CloudTrail , BENMREFSNEXKBEE
X, EFSHEAWS CloudTrail HFIER,

XEFUAT®RAE
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» DisableRegion
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
mailto://feedback-awsaccounts@amazon.com
https://forums.aws.amazon.com/forum.jspa?forumID=219
https://forums.aws.amazon.com/help.jspa
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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et

EnableRegion

GetAccountInformation

GetAlternateContact

GetContactInformation

GetGovCloudAccountinformation

GetPrimaryEmail
GetRegionOptStatus

ListRegions
PutAccountName

PutAlternateContact

PutContactinformation

StartPrimaryEmailUpdate

B
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AcceptPrimaryEmailUpdate

¥ 3k 8 StartPrimaryEmailUpdate WER N IEEK A B EE B Fifdhibht ( LN B AP B F 4

itk ) B9E R,

BHREE

POST /acceptPrimaryEmailUpdate HTTP/1.1

Content-type: application/json

{
"AccountId": "string",
I'O_tE": "String",
"PrimaryEmail": "string"
}

URI &R S
ZERTEREM URI 35,

HRIEN

BEREZ XA JSON B U THIEE,

Accountld

EELEBILBREHRISHIEH AWS IKF B 12 Uk~ ID 5, EEALSEH , BAALAEREL
LEERKRKSREREEAKFPNEH. BEKS ID XARE-—ALAANKAKT . BRMTE

ArrETEE , BARMTAKFERRSEAAEHEANE , IR I REXEER K,

REREHALANERKFNEXEERAKS NKAKSEA.

® Note

EBKFTERERCDW AccountId,

HKH . R
B o \d{12}

AcceptPrimaryEmailUpdate
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS ik = sEHE

Otp

AK)%%F| StartPrimaryEmailUpdate APl 8% PrimaryEmail #9 OTP X3,

ok

SR ¥R
#3 : [a-zA-Z0-9]1{6}
RELE R
PrimaryEmail

SEEEKF, —EEANFHNEER Fif#ibit, XS5 StartPrimaryEmailUpdate API 8/
FH PrimaryEmail — 3

RE . P
KERS : R/PKERN 5, KELRH 64,

= MeEeE - B
=BMNE 2

e R 1R &

HTTP/1.1 200
Content-type: application/json

{

"Status": "string"

}

g 5 7T 3

MR BLRERTD , MZARFHFLKIER HTTP 200 MR,
ARS5 LA JSON #&=iR [E LA T 833

Status

KREEZHN T E B FERHERIEREVRES

e

SR R
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AMUE : PENDING | ACCEPTED

%H =
BEXFAERENELHRNER , BEAELER.
AccessDeniedException

BRERW , AR DREMENRERR,

errorType
API| Gateway E7 E] x-amzn-ErrorType M RARkHIE,

HTTP RESHKEE : 403

ConflictException

HTRENSIRSFERR , AT ELBZER, Sl , IR=HZERALAEER (4 THE
ARE ) XE , SEZEHFKFNERAF S FHAESCY CHEERNE FER it | &

MBI
errorType

AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RS : 409

InternalServerException

HTREFESER , BIEXK AWS, BHEERZRIRE.

errorType
AP| Gateway #E% 2| x-amzn-ErrorType Mg RARkHIE,

HTTP RZSAH : 500

ResourceNotFoundException

BRERW , HTFEENRR.

errorType
API| Gateway E7 | x-amzn-ErrorType MR ARkHIE,

HTTP RS - 404

AcceptPrimaryEmailUpdate
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TooManyRequestsException

BRAERW , ARAMELSEHER T WRRE,

errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP IRANHE : 429

ValidationException

BRIERWY , ER—MRASETEN
fieldList

BNETHFENFR,

message

BHIEZER P ERABTRHEE.

reason
BIERMHERE,

HTTP RS : 400

BESH
BRUBEBESZ2—FERE APINWEZER AWS SDKs , 5 HUTAR :

« AWS @i B1T5RE V2

« AWS T .NET 8 SDK V4

« AWS EH T C++ B SDK

« AWS @A T Go v2 #J SDK

- AWS EH T Java By SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS 5@ A T Kotlin #y SDK

« AWS T PHP #y SDK V3

« AWS Python B & TE4A

« AWS & T Ruby V3 #J SDK

AcceptPrimaryEmailUpdate
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/AcceptPrimaryEmailUpdate
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DeleteAlternateContact

MAFRIBRIEER & RBRA AWS IKF,
XTNMAERAZARRARENTEFARGE , BRI EN AWS IKFEFMZ AR A

(@ Note

£ E#HH AWS OrganizationsBEE N Z AR AGEZH AWS Ik |, %AERS A AWS Ik~
EE 5 Organizations ZBEINERK. BXEZEL , SR AWS k- EEE A EN A

R,
HRE®

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI ERS

ZERTEREM URI S8,

FERIENX

BEREZ XA JSON MU THIE.

Accountld
EEEET IRELRISERH AWS IKF B 12 L EIKF ID 5,
MRREERSEH , MRANATRARRENSHH AWS 1K,

EEALSY  ARSAREAEANEEKSARELERRAKSFNEH , FEEEOKS D 4
FRE—ERPNR RS, BANFEAFEDE , BARBF N K SERS S A TE R
B, TiEEIRERETERAKS.
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin
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® Note
EEIKFILERITIEEER AccountId ; ES4MEREFE AccountId SEWERT |, 34
3T XX AR R AE,

ENFTRALAKANKSBRALEE  FTEEELRSH , FUBTERRIUERHERKR AWK/
5108 AR E,

KA . 2R
B \d{12}

AlternateContactType

1B EEM BRI E R R Ao

ok

S
~3|

S

4

B{E : BILLING | OPERATIONS | SECURITY

RELE R
e 1 1

HTTP/1.1 200

e Rz 7T 3=

MRIRERTY , MIZRFLKIZEHTHEZE HTTP IEXH HTTP 200 MR,
5%

BEXFMERENELERNEE , BBRELER.

AccessDeniedException

BRERW , AR DREMENRERR,
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errorType
API Gateway &7 ] x-amzn-ErrorType MRk HE,
HTTP RZSAKEE : 403
InternalServerException

HTARABFESER , BEAK AWS, EHEEHZRRE,
errorType

API| Gateway EFF| x-amzn-ErrorType M RARKHIES
HTTP AR : 500

ResourceNotFoundException

BEXRM , T EEEN TR,
errorType

API| Gateway EZ E| x-amzn-ErrorType M RARKHIE,
HTTP RSMREE : 404

TooManyRequestsException
BRIEXRK  BRAMERIEEESL T WRERE
errorType
AP| Gateway #E% 2| x-amzn-ErrorType Mg RARkHIE,
HTTP RN : 429

ValidationException

BEXK , HF-—MASBTH.
fieldList

KNETHFENFR,

message

BHEZERFERABTHHEE.

reason

WP R ME RR
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HTTP RS : 400

T~

4 1

ST RBIMER T LEEA T ARRENKSNREEARRA,
REIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{

"AccountName":"MyAccount"
}
T~ 451 W) RZ

HTTP/1.1 200 OK
Content-Type: application/json

Bl 2

LTREIMBRTARPEERRAKTNKEZARRA KAERARBALEEKSRIKFERRSH
ZREEAKFANES.

RO R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"BILLING"
}
5l 2

HTTP/1.1 200 0K
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Content-Type: application/json

BEZSH
BXRUBEEBES2—FERALE APINEZEE AWS SDKs , S HUTHREA :

« AWS s S1TRE V2

« AWS SEAF.NET # SDK V4

« AWS JEATF C++ # SDK

« AWS AT Go v2 8§ SDK

« AWS 5& T Java 9 SDK V2

» AWS JavaScript V3 iR #HF X T EaE
« AWS &A F Kotlin # SDK

« AWS &M F PHP # SDK V3

+ AWS Python B A4 T ES

« AWS &M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/DeleteAlternateContact
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https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/DeleteAlternateContact
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DisableRegion

R (EFRY ) KFRNBEXSE,

(® Note
ZAXENTHSBRNZXKBREMZRAAE IAM 177 FE R,

FRIEE

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI iR S

ZERNEAEA URI S
HRIEX

EREZ XA JSON M LT3z,
Accountld

EELEBIWRMET SR AWS K/ B 12 utk/ ID 5, MRKREELSEH , MERIARFA
HREEANSOHNTEIBRNEKS ., EFALSH , ARAALAERALAEEKFREREE
RIKFHRN S, BEEKS IDXARE-ALRNNRAKS . AAXHEAEYRE , BAAX
MAKFERRSEAAGHANER , MERIREEEERAKS,

(® Note
EBKF T EREBCH AccountIld. EMAMEREIE AccountId SEHWIERT , Eid
M ETXAERA L RE,
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AWS Ik EE

SEES

ENTRAAKANKFARLEE  TEEELSH. AR , BURTERRIBERERKRAN

T F= B9 5 4018 At R 4B
RE : ZFH
E3 o \d{12}

RegionName

NEEXFHEMEEXHAR (0, af-south-1) . HEEAENXEE , AWS 2ITRE

LEEHNKSPERZXE , fIMmERZEKEFHN IAM BR. SASHEKFAMS , LEEFR

Mt BHRERRERBUNNNE, EERAYENKRTRZE , 8TEERZXE,
K FHREH
KERS : RPRERN 1. FRAKER 50,

e R

HTTP/1.1 200

e B2 7T 3=

MRIRERTY , MIZRFLKIZEHEZ HTTP IEXH HTTP 200 MR,
Hix

BXFERENELERNES  BSRELEE,

AccessDeniedException

BRIERMY , BASDRBERENRENR.

errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIES

HTTP RS : 403

B9
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ConflictException

HTRFENSIRESFERR , AT ELBZER, flw, MRZZERALAMEER (4 TH
ARA ) WXE , SIFZHAGRKFNBRAFEFHEEXHEEEANBEFE A  RaREX

MER .
errorType

AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,
HTTP RS : 409

InternalServerException
HTAREEHER , BEXK AWS, BHREEFN=HEE.
errorType
AP| Gateway #E% 2| x-amzn-ErrorType Mg RARkHIE,
HTTP RZSXE : 500
TooManyRequestsException
BREXK  FRAMERYEEEY T WiRRE.
errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RS : 429

ValidationException
BEAKM , EP—NMRASHEN.
fieldList

RN TRFENFR.
message
reason

WP R ME RR

HTTP IRZSAH : 400
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SESH

BRUBEBESZ2—FERE APIWEZER AWS SDKs , B HUTAR :

« AWS s S1TRE V2

« AWS &M F.NET #9 SDK V4

- AWS &M T C++ iy SDK

- AWS EATF Go v2 # SDK

« AWS EA T Java B SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS JEA T Kotlin # SDK

« AWS SEfF PHP # SDK V3

« AWS Python B 4T ES

+ AWS 5& A F Ruby V3 By SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/DisableRegion
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https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/DisableRegion

AWS Ik EE

SEES

EnableRegion
REFBA GERMA ) HEXF,
BERIEE

POST /enableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI &R S
ZiE R AT URI S8,
BRIEX

BEREZ XA JSON B A THIEE,

Accountld

EELEBILBRETHRSIEH AWS IKF B 12 Uk ID 5, WRKREELSH , MEANNAH
REEANSONITDBRNEKS. EERAKSYH , BRAATSMAERELEEKSNELEE
RS HRRNED, EEKS ID LARE-ALANNKRAKS . BLALHERAFREINEE , BAR®
MAKFEERRFSBEAANEHEENER , TR EEEEEAKS.

@ Note

BEEKP T EEEBECH AccountId,. EATMEREFE AccountId SHMERT , B
S T ERERE,

ENFTRALAKANKSARALEE  TEEELSH. R , FURTERRIBRERR AR
T P B9 5 408 At R 4R

RE : FREH

R o \d{12}
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AWS Ik EE

SEES

RegionName

NEEXFEMEEXERR (Hl, af-south-1) . EEA—NMXEE , AWS FHITEREN

EEEZEZXFEANKS , RSN IAM BRI KA ZXE, WASHEKFAME ,

EREEFEL

ZEREtE , BERATREAKINEE, FUSETRE , BREEAXSE. W, £EAT

BHETKZE , BT EZERZXE,
RE : FRFEH

KERS : RPKERN 1. ZFRAKER 50,

e R 1

HTTP/1.1 200

e 2 7T 3

MRIEERD , NZREZFALKIEETHFEZ HTTP IEXH HTTP 200 MK,

"EH R
BEXAERENELHRNER , BEAELER.
AccessDeniedException

BRERW , AR DREMENRERR,

errorType
AP| Gateway EEZ# F| x-amzn-ExrrorType WRFRrkHIE,

HTTP IRAAHE : 403

ConflictException

HTRBRNAIRSEEAR , RETELEBZER. S, IRZHAEAHNEER (&L TE

AAES ) NXE, EZHDRKSNRAFEFHMAERXNCEERANE FfiEa | MaRERX
MHER
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errorType
API| Gateway &7 ] x-amzn-ErrorType MRk HIE,

HTTP RS : 409

InternalServerException

BT ABEEER , BEXK AWS, BEHEEHZRRE,

errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RZSAH : 500

TooManyRequestsException

BRAERW , ARAMELSSEER T WRRH,

errorType
AP| Gateway #E7 2| x-amzn-ErrorType M RARkHIE,

HTTP RS : 429

ValidationException

BEXRM , HPe—NMNRASHBTITK,
fieldList

RAUBTHFRENFR,

message

BHEZERFERABTHHEE.

reason
BIERMAREE

HTTP RZSAH : 400

SRS

BRUBEEBESZ— AL APIWEZERE AWS SDKs , B HUTAR :
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AWS i G{TSRE V2

AWS & F.NET #9 SDK V4

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/EnableRegion
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https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/EnableRegion
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/EnableRegion

AWS Tk EE SEES

GetAccountIinformation

REBXEEKFNER , SFBEEKFEM., K/ ID URKF V2 BEMetE. EFAL API, IAM
B P X%BA account:GetAccountInformation IAM R,

BREE

POST /getAccountInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI ERS

ZERTEREM URI S8,

HRIEN

BEREZ XA JSON XM U THIE.

Accountld
EEEBRIHEREFEHEHEN AWS IKFH 12 LEKF ID 5.
MRREELSEH , WRIANATRARRENS HH AWS 1K,

TEAKSY , AASLAEEALEREK S RELEERAKSFHSH , FEEENKS D 4
RRE—AABHRAKS ., AENFEAFEDE , BARKRN K EERSE B IED IR
R, MkEsRELEEAKS.

(® Note
EEIKFILEBITIEEER AccountId ; ES4MEREFE AccountId SEWERT |, £id
3T XA R R AE,

ENFTRALAKANKSARALEE  TEEELSH , FUBTERRIUERHRKR AWK/
SRR LIRE,
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AWS K= B SEES

KH . FHFH

R o \d{12}

P ORETDSS

HTTP/1.1 200
Content-type: application/json

{
"AccountCreatedDate": "string",
"AccountId": "string",
"AccountName": "string"
}
) 57 7T 3

MBRIIRERTD , NZRS L KIEE HTTP 200 MR,
BR%SEL JSON #&3iR B LA T 84

AccountCreatedDate

I /Y B B F e,
KA iHE B

Accountld

EELEBILBREHRSHISH AWS IKF B 12 Uk~ ID 5, EEALSE , BAALAERL
LEEKSREREEAKFFNEH. BEEKS ID XARE-ALANKAKST . BRMATE
ArrETEE , BARMFTAKFERRSEAAEEANE , TR I REXEERAKS.

HREAEHALANEEKSmREREERAKS IR A KT EA,

(® Note
EBKF T EREBCHW AccountId,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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AWS Ik EE

SEES

RE . FHE

B o \d{12}

AccountName

K P B9 % T
RE . FHE
KERS : BOKEN 1. BAKEN 50,

B[ -;=7-~]+

A ix

BRAAHRENELERNE

n||||
rI]]}
:ﬁm
_l
\-H'r
me
ks
2“

AccessDeniedException

BRERW , HASDREMENRERR,

errorType
API| Gateway E7 E] x-amzn-ErrorType MRk HIE,

HTTP RS : 403

InternalServerException

HTREFERR  BIEXK AWS, BHEERZRIRE.

errorType
API| Gateway EF F| x-amzn-ErrorType M RARKHIES

HTTP RZSKE : 500

TooManyRequestsException

BRAERW , ARAMELSSEER T WRRH,

errorType

AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,
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AWS Ik B BEEE
HTTP RN : 429

ValidationException

BELXM , HP—NaASBER.
fieldList

KNETHFRENFR,

message

BHIEZER P ERABTRHEE.

reason
WP R ME RR

HTTP RZSAH : 400

T~

= 1

BT R Bl REEE A T8 AR AR K P B P15 B
REIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{3
7~ 451l W) Rz

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
}
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~l 2

DT REIRETAHAFEERAKFHKFEE. YAEARBEAAEBRKFRKSTERRSNERE

EAMKS WIS,
RIER

POST / HTTP/1.1

X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{
"AccountId": "123456789012"
}
A5 B2

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyMemberAccount",
"AccountCreatedDate": "2020-11-30T17:44:372"

5iEZH

BXRUBEES2—FEAL APINEZEE AWS SDKs |, &

« AWS @ TTHRE V2

+ AWS EHF .NET B SDK V4

+ AWS ;&R T C++ # SDK

« AWS SEA T Go v2 B SDK

« AWS SEA T Java By SDK V2

« AWS JavaScript V3 [REHF AT ES
« AWS JEA T Kotlin #y SDK

+ AWS 5&fF PHP #J SDK V3

+ AWS Python BifFF A TES

SRUTHAER :
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https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetAccountInformation
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https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetAccountInformation
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« AWS & F Ruby V3 # SDK

GetAccountInformation 126


https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetAccountInformation
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GetAlternateContact

KRN EEZRBKRA. AWS K/
ATMAEAZRARRAARENTEFAEE , BSRNEHN AWS IKFEFHEARKRE A,

(@ Note

£ E#HH AWS OrganizationsBEE N Z AR AGEZH AWS Ik |, %AERS A AWS Ik~
EE 5 Organizations ZBEINERK. BXEZEL , SR AWS k- EEE A EN A

R,
HRE®

POST /getAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI ERS

ZERTEREM URI S8,

FERIENX

BEREZ XA JSON MU THIE.

Accountld
EEEET IRELRISERH AWS IKF B 12 L EIKF ID 5,
MRREERSEH , MRANATRARRENSHH AWS 1K,

EEALSY  ARSAREAEANEEKSARELERRAKSFNEH , FEEEOKS D 4
FRE—ERPNR RS, BANFEAFEDE , BARBF N K SERS S A TE R
B, TiEEIRERETERAKS.

GetAlternateContact 127


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
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AWS Tk EE SEES

® Note
EBKFTEBITIEER AccountId ; EXMEREIE AccountId SEHWIBERT , Eid
S T X ER L ERE,

ENTRALKANKFEARLEE  TEEELSH , BUBRTERRIUERERRANKS,H
SRR LRAE,

R FHH

E3 o \d{12}
AlternateContactType

EEERRZRBKRRA.

KE : FRHEH

BHM{E : BILLING | OPERATIONS | SECURITY

= Ve - B
=ERYE &

e R 1

HTTP/1.1 200
Content-type: application/json

{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}
W 7 7T 3=

MRERERT , MZRSHLKIEE HTTP 200 WAL,
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AR5 LA JSON #& =R B LA T #3E.

AlternateContact

BEEERARRARAERNEN.

2 A : AlternateContact S &

F iR
BXAMERENELERNEGEER , BZRAELE R
AccessDeniedException

BRIERY , AABDRBERENRENR.

errorType
API| Gateway EF E| x-amzn-ErrorType M RARKHIE,

HTTP RS : 403

InternalServerException

HTREFERR , BIEXK AWS, BHEERZIRRE.

errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RZARE : 500

ResourceNotFoundException

BRERW , HTFEENER.

errorType

AP| Gateway EEZ# F| x-amzn-ExrrorType WRFRrkHIE,

HTTP RESNREE : 404

TooManyRequestsException

BRIERY , ARAMELSEEI T TWREH.
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errorType
API| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RS : 429

ValidationException

BERK , HPh—MNRASEE R
fieldList

KNETHFRENFE,

message

BHEZERPERABTHHEE.

reason
BIERMHERE,

HTTP RS : 400

Bl
T~
LT RARREEZTIATARRENKFNZESEAKRR A

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AlternateContactType":"SECURITY"
}
7~ 4511 e 7

HTTP/1.1 200 OK
Content-Type: application/json

{
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"AlternateContact":{
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anika@example.com",
"PhoneNumber" :"206-555-0198",
"AlternateContactType":"Security"

R~ 2

LT RAIRBEARAPEERAKTNREZARRA, LTEARGEREERSRKSEERSHE
REERAMKSWIEH,

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"Operations"
}
T~ 45 Wi I

HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact": {
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Operations"
}
}
BEZH

BRUBEEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :
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AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
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GetAlternateContact

132


https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetAlternateContact

AWS Ik EE

SEES

GetContactinformation

KR AWS IKFHEBREBRREAE R

KTUAEAEERRARENTREARE

FRIEE

POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI RS

ZERFEREM UR 3,
ERIEX

R XA JSON M LT 5z,

Accountld

FS R NG AWS IKFEHREEZBRR A

EELEBILBRETHRISIEH AWS IKF B 12 kP ID 5, WRKREELSH , MEINNAA
HREEANSONTISBRNEKS. EEALKSEH , BRAATSAEEHAEEKSNELEE

RAKFFNEH. IEEWS, ID XARE—HLARNNKRAKS . HRBIEAPMEIIEE ,

MAKFEERSBEAANEHERNER , TR REEEEAKS.

(® Note

BARL

EBKF T EREBCH AccountId. EMAMEREIE AccountId SEWIERT , Eid

M £ T3 A LR,

ENFTRALAKANKSARALEE  TEEELSH. R , FURTERRIBREKRR AR

T P B9 5 408 At R 4R

KR FHH
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AWS K= B

SEES

R o \d{12}
I R 15 3%

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}

I 5 7T &
MBRIIRERTD , NZRS LS KIEE HTTP 200 1457,
BRSS LA JSON IR E LA T 5dE,

Contactinformation

BEE AWS IKFHEXHNEEBRRAGENFAEE

2K A - Contactinformation X &

%

BRARHEENEILERNEER , BEAELER.
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AWS Ik EE

SEES

AccessDeniedException

BEXN , BRAFMEEMENRENR,
errorType

AP| Gateway EF E| x-amzn-ErrorType M RAR3KHIES
HTTP RS : 403

InternalServerException

HTREFERR , BIEXK AWS, BFHEERZIRIRE.

errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP R : 500

ResourceNotFoundException
BREXRK , HTBEENRIR,
errorType
AP| Gateway #E% 2| x-amzn-ErrorType Mg RARkHIE,
HTTP R : 404

TooManyRequestsException

BEXN , ARAMEBEISEBY 7V RES,
errorType

API| Gateway HEZ E| x-amzn-ErrorType M RARKHIE,
HTTP RS @ 429

ValidationException

BERM , HP—NMNAASHBTITK,
fieldList

KNETHFRENFE,

message

BRI ZERPERABEE R,
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AWS ik F= B SEES

reason
BIERMHERE,

HTTP RS : 400

FESH
BRUBEBESZ2—FERE APINEZER AWS SDKs , 5 HUTAR :

« AWS s S1TRE V2

« AWS &M F.NET #9 SDK V4

- AWS &M T C++ iy SDK

- AWS EATF Go v2 # SDK

« AWS EA T Java B SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS JEA T Kotlin # SDK

« AWS SEfF PHP 8 SDK V3

« AWS Python B 4T ES

+ AWS 5& T Ruby V3 By SDK
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AWS Tk EE SEES

GetGovCloudAccountinformation

KREREIEEIE GovCloud IKF ( IR 7FE ) }EBEWIKFHMEXEER , 238 GovCloud IKF ID F#4R
. EFEAL AP, IAM AP 493 A account:GetGovCloudAccountInformation IAM X BR,

BREE

POST /getGovCloudAccountInformation HTTP/1.1
Content-type: application/json

{

"StandardAccountId": "string"

}

URI RS
ZERFEREM UR S,
HRIEX

%R XA JSON =M LU T 2.

StandardAccountld

EEEBEIBRETH R SIS K AWS IKFRY 12 8K~ ID 5.
MRREEUSE , WRIANATRARRENS G AWS 1k,

TEAKSY , AASLAEEALEREK S RELEERAKSFHSH , FEEENKS D 4
RRE—AABHRAKS ., AENFEAFEDE , BARKRN K EERSE B IED IR
R, MkEsRELEEAKS.

(® Note
EBKF T EBTIEER AccountId ; EXMEREIE AccountId SEMIBERT , Eid
S T XA ERE,

ENFTRALAKANKSARALEE  TEEELSH , FUBTERRIUERHRKR AWK/
SRR LIRE,
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AWS K= B SEES

KH . FHFH

B3 o \d{12}
I R 15 3%

HTTP/1.1 200
Content-type: application/json

{
"AccountState": "string",
"GovCloudAccountId": "string"
}
g B 7T &

MRULRERTD , MZRSHLKIEE HTTP 200 WAL,
fR %5 LA JSON #&3IRE ML T 5%
AccountState

S EXIK P 89 GovCloud K PR 7

KR FHH

B3K{E : PENDING_ACTIVATION | ACTIVE | SUSPENDED | CLOSED
GovCloudAccountld

KEXMK Y 12 ¥k~ ID GovCloud &,
KA FHREH
B3 \d{12}

BXABERENERERNER , BSRELER.
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AWS Ik EE

SEES

AccessDeniedException

BRERW , AR DREMENRERR,

errorType
AP| Gateway #E% 2| x-amzn-ErrorType Mg RARkHIE,

HTTP RS : 403

InternalServerException

HTARFESER , BEXK AWS, BHEEFHZRRE,

errorType
AP| Gateway E% 2| x-amzn-ErrorType Mg RARkHE,

HTTP RZSAH : 500

ResourceNotFoundException

BERW , HAFEEN R R

errorType
API| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RESREE : 404

ResourceUnavailableException

BRIEXRY , RAEEENTRIB AT M.

errorType
API| Gateway E# E| x-amzn-ErrorType M RARKHIE,

HTTP JRASRED : 424

TooManyRequestsException

BRIERY , AAMERYSBEEI T TWRES.

errorType

API| Gateway EZ E| x-amzn-ErrorType M RARKHIES
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AWS Ik EE

SEES

HTTP RS : 429

ValidationException

BERK , HPh—MNRASEET R
fieldList

KNETHFRENFE,

message

BAEZERPTERABHH B,

reason
BIE XM REE,

HTTP IRZSAH : 400

=

il 1

BAT RG34 FA ELAEAUE 1 AR ARV IK P Y X BX GovCloud K45 B

~lE R

POST / HTTP/1.1

X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{3

A5 B2

HTTP/1.1 200 OK
Content-Type: application/json

{

"GovCloudAccountId": "123456789012",

"AccountState": "ACTIVE"

GetGovCloudAccountinformation

140



AWS Tk EE SEES

~l 2

LT REIRRAL[ADEERSR GovCloud IKFHIXEKIKFER. XTEARBA[/EEREKSHK,-EE
RSN EREE R K/ RIEH,

RIER

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{

"StandardAccountId": "111111111111"
}
51 1) Rz

HTTP/1.1 200 OK
Content-Type: application/json

{
"GovCloudAccountId": "123456789012",
"AccountState": "ACTIVE"
}
i 3

LR RBl=HR TR ARFKER GovCloud MK F= BYFRAERK -~ B9 X Bk GovCloud K /15 BL.

RIE R

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{

"StandardAccountId": '"222222222222"
}
51 T Rz

HTTP/1.1 404
Content-Type: application/json
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AWS ik F= B SEES

"message" :"GovCloud Account ID not found for Standard Account - 222222222222."

BESH
BRUBEIBEZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS i R1TRE V2

« AWS 5& AT .NET #Y SDK V4

« AWS @A T C++ #Y SDK

« AWS iEH T Go v2 #y SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 liRE#HF AT ES
« AWS FEH T Kotlin B SDK

« AWS 5& T PHP B SDK V3

« AWS Python i AT EST

- AWS iEFF Ruby V3 # SDK
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AWS Tk EE SEES

GetPrimaryEmail
1 RIGEMK B =B e T oR ARt
BRI E

POST /getPrimaryEmail HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI ERS

ZERTEREM URI S8,
HRIEN

BEREZ XA JSON B U THIE,
Accountld

EELEBIMBREHR ISR AWS IKF B 12 Utk ID 5, EERALSH , BRAALAERFE
LEBEKSFREREEAKRFFNEH. BEEKS ID XARE-HALAANKAKF, BRMUTE
RArrETEE , BARMTAKFERRSEAAGEHEANE , IR REXEERKS.
HREARHALANEEKSmRNEREERAKS IR AKS A,

(® Note
EBKFTERERBCHW AccountId,

B o \d{12}

GetPrimaryEmail 143


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS Ik EE

SEES

g R 15

HTTP/1.1 200
Content-type: application/json

{

PrimaryEmail": "string"
}

e 2 7T 3
MRLLBRERT , WZMRESFERER HTTP 200 16 5L,
AR5 LA JSON #&=0IR Bl BA T #E.
PrimaryEmail
KREEEKS XN EE B TRt
KH : FHH
KERS : &/NKERN 5. KELERN 64,

Bix
BEXERENELERNER  BEAELE R,
AccessDeniedException

BRERW , AR DREMENRERR,

errorType
AP| Gateway E% 2| x-amzn-ErrorType Mg RARkHIE,

HTTP KA : 403

InternalServerException

HTABEFEEER , BEXK AWS, BHEEHZRRAE,

errorType

API| Gateway EZ E| x-amzn-ErrorType M RARKHIE,
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AWS Tk EE SEES

HTTP IRZESAH : 500

ResourceNotFoundException

BERM , HAFEENR IR,

errorType
API| Gateway EFF| x-amzn-ErrorType M RARKHIES

HTTP RS : 404

TooManyRequestsException

BRIERY , AAMERLSBEEI T TWREH.

errorType
AP| Gateway EZ E| x-amzn-ErrorType M RARKHIE,

HTTP RS : 429

ValidationException

BEXW , HEP—NaASBELR.
fieldList

KNETHFENFR,

message

BHEZERPERABTHHEE.

reason
BIERMAREE

HTTP IRZSAH - 400

BEZSH
BRUBEBESZ—FERL APIIWEZEE AWS SDKs , B HUTAR :

« AWS @ TB1T5RE V2
- AWS FEH T .NET #J SDK V4
- AWS EAT C++ By SDK
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AWS ik F= B

et

AWS ERF Go v2 By SDK
AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT EQ
AWS &R F Ruby V3 # SDK
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AWS Tk EE SEES

GetRegionOptStatus

RS E X SRR AR,

BFRIEFE

POST /getRegionOptStatus HTTP/1.1
Content-type: application/json

{

}

"AccountId": "string",
"RegionName": "string"

URI RS
ZERTEREA UR S8,
BHRIEX

R KA JSON M LT 5z,

Accountld

EELEBILBRETHRSIEH AWS IKF B 12 Uk ID 5, WRKREELSH , MEANNAH
REEANSONITDBRNEKS. EERAKSYH , BRAATSMAERELEEKSNELEE
RS HRRNED, EEKS ID LARE-ALANNKRAKS . BLALHERAFREINEE , BAR®
MAKFEERRFSBEAANEHEENER , TR EEEEEAKS.

@ Note

BEEKP T EEEBECH AccountId,. EATMEREFE AccountId SHMERT , B
S T ERERE,

ENFTRALAKANKSARALEE  TEEELSH. R , FURTERRIBRERR AR
T P B9 5 408 At R 4R

RE : FREH

R o \d{12}
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AWS Tk &1 SEIEE
RegionName
RNAEXFEMIBEXFHRE (Hl0 , af-south-1) . LLEREBUFRE B1EE ST B #RX
EHIRAS .
KR FHH

KERS : R/PKEN 1. RRAKERN 50,

= MeEeE - B
=EEBMNE 2

e R 1 &

HTTP/1.1 200
Content-type: application/json

{
"RegionName": "string",
"RegionOptStatus": "string"
}
Ug B 7T 3

MRERERT , MZRSHLKIEE HTTP 200 WAL,
AR5 LA JSON #&=0RE A T #HE.
RegionName

& AR XA,

RE . ZH&H

KERS &/ KERN 1. ZFAKKENR 50,
RegionOptStatus

XS T TUTHEERS2— (EER. BRA. EERA. A, MAEER ).
KE  FHEH

B%{E : ENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT
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SEES

A ix
BRFBRENERLERNES , BERELER.

AccessDeniedException

BRIERMY , AASDRBERENRENR.

errorType
AP| Gateway EEZ# F| x-amzn-ExrrorType WRFRrkHIE,
HTTP RS : 403

InternalServerException

HTARBEEER , BERW AWS, BEHEEHZRRE,

errorType
API| Gateway EF E| x-amzn-ErrorType M RAR3KHIES
HTTP RZSXE : 500
TooManyRequestsException

BEXM , ARAMELSSEBRY 7 WRRE.
errorType

AP| Gateway #E%# 2| x-amzn-ErrorType Mg RARkHIE,
HTTP AL @ 429

ValidationException

BERK , HPh—MNRASEETR.
fieldList

KNETHFRENFE,

message

BRALHHERPEANBRHHE.

reason

BIERMHEREE,
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et

HTTP RS : 400

BESH

BEXUBEEBES2—EAL APl WEZE 5 AWS SDKs

« AWS s S1TRE V2

« AWS &M F.NET #9 SDK V4

- AWS &M T C++ iy SDK

- AWS EATF Go v2 # SDK

« AWS EA T Java B SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS JEA T Kotlin # SDK

« AWS SEfF PHP # SDK V3

« AWS Python B 4T ES

+ AWS 5& A F Ruby V3 By SDK

HSHUTHE -
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AWS Tk EE SEES

ListRegions

FIHAEKFHOMEXERES BWERMARS. tBATBIEEE region-opt-status-contains
SEIFIk ISR

BRI

POST /listRegions HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"MaxResults": number,
"NextToken": "string",
"RegionOptStatusContains": [ "string" ]
}

URI RS

ZERTERAEM URI S8,
HRIEX

WREZ A JSON ML T 2B,
Accountld

EELEBILBRETHRSIEH AWS IKF B 12 Uk ID 5, WRKREELSH , NN N AH
REEANSONITDBRNEKS. EEALKSY , BRAATSAEFEHAEEKSNELEE
AT RN ED, EEKS ID XARE-ALANNKAKS, BAXHERAFAEINEE , BAR®
MAKFEERFSBEAANEHEENER , TR REEEEAKS.

(® Note
EBKFTEREBCH AccountIld,. EMXMEREIE AccountId SEWIERT , Eid
I ETXARERA L RE,

ENFTRALAKANKSBRALEE  TEEELSH. R , FURTERRIBREKRR AR
T P B9 5 408 At R 4R
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AWS Tk EE SEES

KH . FHFH

B o \d{12}
MaxResults

BENHEPERENTIE S, MRATANETIEHESEENE , ITSHHEPSIREM
NextToken, EMES N , BEELED T starting-token SHHFRM NextToken B, B
B AWS CLI 2 EfNextTokenldfi TR, BXAZETRA , H2H (AWS s TREAF
B/ PHD I,
KR . B
BREE : HR/MEF 1. JRAER 50,

NextToken

RTHEEMNITLTF D TN THE, X2EMBMAEEHH NextToken, BXAERS , ESH
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X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}
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KNETHFENFR,

message

BAEZERPTERABHH S,

reason
BIERMAER,

HTTP RS : 400

BESH
BRUBEBESZ—FERL APIIWEZEE AWS SDKs , B HUTAR :

« AWS S B1T5RE V2

- AWS FEH T .NET B SDK V4

- AWS SEH T C++ iy SDK

- AWS EHA T Go v2 #§ SDK

« AWS SEAT Java #J SDK V2

« AWS JavaScript V3 R HF X T EaE
« AWS & A T Kotlin # SDK

« AWS S&EAF PHP #) SDK V3

« AWS Python BifF AT ES

« AWS 5& AT Ruby V3 B SDK

Hih AWS BRS HRIERIE
UTHREESHEZEMEX AWS Ik~ EE {88 T AWS Organizations a5 & Z BRI — 5 :

* CreateAccount

* CreateGovCloudAccount

EESYE =


https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/StartPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/StartPrimaryEmailUpdate

AWS Tk EE SEES

» DescribeAccount

CreateAccount

CreateAccountAP| 2/ERBEEH AWS Organizations IREEEALIRERFEH, AP BENENX
NiZRFH A ZEE,

BXEZELR , 5219 (AWS Organizations API Reference) H1#J CreateAccount.

CreateGovCloudAccount

CreateGovCloudAccountAPI #E¥ERBEFEH AWS Organizations REEEBWALKREHREH, API
BENEYN ZRSH A ZEE,

EXEZEE , B2 (AWS Organizations API Reference) ##J CreateGovCloudAccount,

DescribeAccount

DescribeAccountAP| {ERBETEH AWS Organizations RS EERALIMEFFEH, APl BEH
EMNZRF & ZEE,

BXEZEER , 551 (AWS Organizations API Reference) H#J DescribeAccounts

HERE

XEFATHYERE

» AlternateContact

» Contactinformation

+ Region
» ValidationExceptionField
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_CreateAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_CreateGovCloudAccount.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DescribeAccount.html

AWS Tk EE SEES

AlternateContact
EMEEE AWS K XERN&ARRANFAES
ES
AlternateContactType
BRBRRARKE,
R FHH
B3{E : BILLING | OPERATIONS | SECURITY

EmailAddress
Bitb & FBKR AKBRAY &8 FlR 43t it
RE : 2B
KERS : &/ KERN 1. ZRRKER 254,
B \sT*[\w+=.#|!1&-1+@[\w.-1+\.[\w]l+[\s]1*

Name
SEARIAXRBRHESR,
KR FHH
<ERH : R/PEER 1, KELRERN 64,

PhoneNumber
Bt ZABRRARBKNEIESHE,
RE . ZH&H
KERS  RPKEN 1. RRAKER 25,

AlternateContact 176
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B [\s0-9()+-1+

Title

S B R AXBA K4,
KR FHH
KERS : HFDMKERN 1. FAKER 50

HESH
BRUBEES 2 — AL APl HESEE AWS SDKs , BSHLUTAR :

« AWS &R F C++ #J SDK
« AWS FEATF Java By SDK V2
- AWS & F Ruby V3 # SDK

AlternateContact 177


https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/AlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/AlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/AlternateContact

AWS Tk EE SEES

Contactinformation
BEE AWS IKFXBENEERRAGENFHAEFE
AEN
AddressLine1
FEBRR AU RIE—1T,
S

ok
=I~l}

:I: .

KERS & PKERN 1. RAKER 60,

I

i

A

i

City
FEBRR AR,
RE . FHEH
KERS : R/DPEERN 1. RAKER 50,

= |
eAMNE 2

CountryCode
FERRAIFPH ISO-3166 N F & EH R/ XK,
RE  FREB
KERS : BEKERN 2.

FullName
FERRAMUPHEE,
RE . FH&H
KERS : & PKER 1. RAKER 50,

= MEE « B
ERMVE B

Contactinformation 178
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SEES

PhoneNumber
TERRAGETHNBESH, Z5BFLERIE  ERLEER/MXERE
RE : FHH
KERS : &MKEN 1, RAKER 20,
B [+1[\s0-9()-1+

RELE R
PostalCode

FERR A kAP RVER B RS o
KA FRFEH
KERS : & PKERN 1. RAKER 20,

RELE R
AddressLine2

FEBRRAMUPNETIT (0F ).
KA PR
KERS : & PKERN 1. RAKER 60,

AddressLine3

FEBRRAMUPNE=IT (0F ).
R  FREH
KERS : & PKERN 1. RAKER 60,

CompanyName
EFXFEBRRAGEXRBRNARNES (WF).
RE . 7R

BEE.

Contactinformation
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KERS : RPKERN 1. FRAKERN 50,

DistrictOrCounty

FERRAMUPRBEXNE (0F ).
RE : FFH
KERS & PKER 1. RAKER 50,

StateOrRegion

FEBRRAMUFHOMIWE, MR TFERE (US) EBR , MEFERPPETUEN
FRMATE (Bl NI ) , LA ARMNA LR ( HlI New Jersey ) . U TER/MMXEEER}F
EX : US. CA, GB, DE. JP, IN # BR,

RE :
KERS : RPKERN 1. ZFRAKER 50,

WebsiteUrl

EXEBRRAGERBKAMIEA URL (8 ) .
KE  FREH
KERS : & PKERN 1. RAKER 256,

BESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS EATF C++ #J SDK
« AWS AT Java B SDK V2
« AWS 5&HTF Ruby V3 By SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/ContactInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/ContactInformation
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/ContactInformation
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Region

XR—MRIAEERKFHXBHENS , HPEFE - P BHRMER MRS,

RegionName
SEXFHXEHAHE (HlM0 us-east-1),
KE : FREH
KERS  &PMKER 1. ZRRKER 50,

RegionOptStatus

XAt TUTEERSZ— (ERR. BRA. E2A. £/, RAEEA ).
RE . FHH
B 3{E : ENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT

HESH
BRUBEES 2 —EML APl WEZER AWS SDKs , BZRUTAZR :

« AWS & F C++ iy SDK
« AWS iEHATF Java 1Y SDK V2
+ AWS EF T Ruby V3 # SDK

Region 182


https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/Region
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/Region
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/Region

AWS Ik EE

SEES

ValidationExceptionField
WAKRBEHE AWS RS EIREFERPIEENRSAL
RE
message
BIERENAHES,
KA FHH

= MLEE - B
mEEAME =B

name
KNBTHFZ BN FERER.
KH  FHRH

SRS

EXUBEESZ—EHAI APl WEZEE AWS SDKs |, iF

« AWS & F C++ B9 SDK
« AWS EATF Java Y SDK V2
« AWS 5&H T Ruby V3 B SDK

ENSH

SHELULTHEA :

UTHRTEMBRIEATERAERAFTREX Signature Version 4 IERFTEENSH. TABE
TRENSHHIEZRENET R, AXEBHRA4NESER , BE5H | AM AP EETFHEE

AWS API &K,

Action
ERITHRRE,

RH  FREH,

ValidationExceptionField
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/ValidationExceptionField
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html

AWS Tk EE SEES

= MEeE - B
=ERMNE 2

Version
BERFTEXTHY API MRZAR |, BIEXER R YYYY-MM-DD,
KR . FHH,

= YLEE - B
=ERYNE =

X-Amz-Algorithm
ZRTORERSENRBEE,
& HLEEAFHRPMAR HTTP BEURKFBEEHRIEEEN , HiEELSHK.
XKH . FHRH
BB : AWS4-HMAC-SHA256

WHE - i
X-Amz-Credential

FIECEE , ZER—INFHE , HPIeLNHRIESA. B, ZEEUN
Xig, BERWBRZURLIEFZRHE (“awsd_request” ) » EXRAUTHERAR
7~ : access_key/YYYYMMDD/region/service/aws4_request.

BEXEZEE  ESRIAM AFERFNLES LA AWS APl 153K,

M YEETHFHFEPFMAR HTTP BRURLH SRS HRIEEEN , BEEKSH,
KA PR
HE . &

X-Amz-Date

ATREZZM AR, BX40K 1ISO 8601 EAME (YYYYMMDD' T'HHMMSS'Z'), il , AT
H #A et 1B 2 B % X-Amz-Dateff : 20120325T120000Z,

% : X-Amz-Date NFIEERMS 2 UEN ; e ATEEXNBEREBFEANWER, MEH
HAFRBLL 1ISO 8601 EAKRIEE , Ml X-Amz-Date T2 4 EI, FH X-Amz-Dateft , EEEALE
= Date FrEBME,. BEXEZEE , FSH | AM BPEESH AWS APl EREEEE,

EALSH 184


https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/signing-elements.html

AWS Tk EE SEES

KH . FHFH

I St
X-Amz-Security-Token

338 A AWS Security Token Service (AWS STS) FJREBM KRR £ S, AXXFRE AWS
STSHIEN Z&FIEMNRSFIER , HSE (IAM AFER) FHERA IAM BAWS RS,

S MBAFERANRPNIRN TSP AWS STS |, MIXTEERL M,
KR R

I 4

X-Amz-Signature
EENEZENFHBMRENSEZATEN T AR HRBLER,
K HEEEAFZHBEHIHAR HTTP BRURLFEREHRIEEEN , BEELSH,
K FHH

WEE R
X-Amz-SignedHeaders

EEENIBERN—BISEHE HTTP ik, BXEELERANESER , FS5H | AM
RAFEEFHLZEEERR AWS APLiER,

&M HBEEHZFEFAMTRE HTTP R F IR EHRIEELRN |, BEERSE,
RKA - FHH
HE &

® iR IR
ATHHTARA AWS BRSH APHREREILNER. X THRET LRSS AP RENEIR | TS50
Z APl BRERYEZ,

AccessDeniedException

R A RBNHRNER | TERITZRE,

BRER 185


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html

AWS Ik B BEEE
HTTP R : 400

IncompleteSignature

WREETHE AWS Fk.

HTTP IRZSAH : 400

InternalFailure
HTRAEIR, RFEIHE , BREELXK.

HTTP RZSAH : 500

InvalidAction
FTiESRVIRIET M, BIAEBREAN T BRE,

HTTP RAESREE : 400
InvalidClientTokenld

BNV IEFHPAFERMEHN X509 iEHH AWS HE 4R 1D,

HTTP IRANKHE : 403
NotAuthorized

IBTTRNAT LR AE

HTTP RZSXEE : 400
OptinRequired

AWS 5B %40 ID EEIT RS

HTTP RS : 403
RequestExpired

EREFRNBYBEES 156 7HRERIYP A ( FINFALL URLs ) B 15 5 #HEERS |
HEFR LW B HBEE KRR 15 744,

HTTP RS : 400

ServiceUnavailable

BT ARSS 28 R & Im A BB T 5 BUE SR KW

BRER 186
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HTTP RZSAKHEE : 503
ThrottlingException

B T &SR BRI S BE R B4,

HTTP IRZSAH : 400

ValidationError
WMATEHE AWS RESEENAR,

HTTP IRZSAH : 400

BEERE HTTP E\iERKIEA AP

AT EEREXRMER AWS IKFEEEN API W —#REE. BX API BRENMERVIEHAEE , FSHAPI
£,

(® Note

BRI UERAEP -, MAREEEA AWS k- EEEH API AWS SDKs, AWS SDKs H
ERATEMEEESMES (Java, Ruby, .NET, iOS. Android & ) HEFREIRTEA K
SDKs 12t 7 —FEEMN 5 ERBIEX AWS Ik~ BB RETLRNR , AR AWS. fian
HRABFEIFTER SDKs #HITMEL LR, EBERNMBIERBERZENES. BXER
AWS SDKs , BiFufA T EMEZ&ETel] , ESHERA T Amazon Web Services FJ T &,

£/ AWS K EEEIR APl , BRI LRARSEE. TR APIERR HTTPS R , XA T
ERERITHIRENACtionS . AWS IKF BB XIFGETHPOSTIERFIERIE, HEEW , API R
ERENELRESEH GET , MX Hfh—LIREFEMA POST, A , GET iHR¥E URL W K/NREl, R
EWRFISHEEMEX , TIHBEER 2048 FF, Al , W TFERESHEH API ER , BXLAFEH
POST &K,

AR XML X, BXMENFHAEE , F5H AP ZZFHNEMRERE,

FA

o Ui

« BIERA HTTPS

- X£E AWS IKFEE APl B3R

K HTTP &ifiER 187


https://aws.amazon.com/tools

AWS Tk EE SEES

i 1R,
AWS IKFEBRE —MEERXERS ( FEEILILER ) £k API KimT R AWS X,
BXABERSH AWS KT SQAXBHNEZEER , BSHAPHXEMNLIET SAWS — RS E,

HIER HTTPS

MFEW AP 2 RERS ETSHBEL | BFUER HTTPS WG AP ER M,
XZE AWS IkFEE API 53K

AMERFE 2R ID MBBRHRBALBER. BRIBUBVUETER AWS RIKFERAT AWS
Tk EENEEIE, BRLUHERAT AWS Identity and Access Management (IAM) AP, t8 AL
EABEES , fIAT IAM B,

BXEBEW API BR , BAER AWS EEIRAK 4, BREALBHRA4NER , FSH | AM BFE
FHRIZEE AWS AP iER,

BXREZER , FSATIRNE :

« AWS T2 &I : RUBEXAATIHE AWSHEIEREN —REE.

- IAM PR L L HESE — REEXEA IAM RS RBBRFEH AWS BIR ( 2IE AWS kP EE
RERIR ) E.

« 1AM FRY G AT = £ FEAE - 1 BA IRl R 2 R 6E R im B T 2 A E

IR 188


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS Tk EE

SEES

HECE AWS k&8

BRI AWS BRS: AWS K BB RIAEE , LI A RE. BRIFEZHHA , SNEN M EHABR

AWS X ERN.

B AWS K BBEUTEKS EEMEXAEH.

RIR

BNEHRKF R A StartPrimaryEmailu
pdate ERH

— MR ERABRR AR AWS K-

BAKF B H R XEIEFRFRE
BNALANF R XEERFIF R

BNRAASKFH AcceptPrimaryEmail
Update ERER

SN IKF R DeleteAlternateContact iF

FNIKFH DisableRegion HREE
FNIKFH EnableRegion iERER

SNERAAKFH GetAccountInformat
ion ERER

BMKFH GetAlternateContact HRE

e

MK R GetContactInformation &

R
3031

3-BILLING, SECURITY #1 OPERATIONS &
—A

6

50

B, REIFY 14

BR 14, REIBY 6 I

B, REIBY 14
B, REFBY 14

B¥ 3, REIFY 3N

B 101, REIBY 151

B 104, REIFH 1514
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AWS Tk EE

SEES

RIR

FNKFH GetGovCloudAccount
Information IEREXR

BNMNAASLKFH GetPrimaryEmail &
=

RIE

FNKFH GetRegionOptStatus iERE

&

FMKFH ListRegions ERER

ENERAAKFH PutAccountName iE3RIR

=

HMNKFH PutAlternateContact iF
x
S H PutContactInformation

BNMNAABKFH StartPrimaryEmailu
pdate ERER

==
L]

BRER

B¥ 3

BH 31,

¥ 51

s¥51,

=2

B¥ 51

B¥ 54

g1

, RIEEFY 51

RIGIBY 34

, RIEEFY 51

REINEFH 51

, REEEZH 14

, RIEEEFY 8

, RIEI W 8

, REFEH 14
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E IR ENEE i X Y Ik P

WMREEM T HEY , AWS KPP HERNEENRRGAMKE LY | NENA A HURESHNER
AWS ERIT DM ERSFENEFMABTRAT (AWS HE ) FiTH. AWS HIEEEZNKE , KX
SEFUHEFLL (INR) MARET (USD) 3. BXEENER AWS IKF |, ESREERE AWS
I

MRIENKS VT AWS HE | FERATFHNSREZENIKS . ZEBNMENFEM AWS EE
K, wEHEKSERS, EEFFRIEARMNIEEENKAKS (PAN), AWS

EEMETRATER FRIER , AWS HIELEENERFKRE 2 NESLEHNRA. AWS RIETEXRE ,
EFEE2ENE S, ERIELESR , B L2EEREENRIT,

FB
« AWS Ik 5 AWS HIE —i2 6l
- BEEENEFRIEES

AWS K 5 AWS EIE —i2al4E

AWS EIERENE AWS MAHERE. WREWERR M MK Lt FEDE |, 7 BER0E K
P EERT SREM AWS EEKS

SEM AWS ENEEIK /-

1. FIALSREREER,
2. &R “BIE” AWS K

® Note

WRE AWS RITEFRY , MZETM AT FE, BRAREEFREFE, MRIERM
AWS IKFRTUNA AL | FEREFEMKS,  REEFECIEMH AWS IﬂKF'o

. BALNK/ER  WIESEFEbFiba | REAKS®RE-1ERE,
4. EFELWHNMA. NAKS MK, EFHERRSFEMIIEE.

5. WMAZHNATIRMABKRRER, MBEEMWEBER UK A v TENE | mumﬁem#fr%:mr%un
RI/MA (CERT-in) BIALE , AWS EREFEMER AWS REHNNR 281 , HTUNEMIKIEEN 515

1% /BNO

AWS K 5 AWS FIE —i2 tl4E 191
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10.
11.

12.

13.

14.

15.
16.
17.
18.

BMNEHNBERASIKEEEDERNBEESNEEITVNATEF,RIEMNIEIGH LS RS —3, f
W, MBRHRERATEMEPRIEC WK, | SSREHIER EERNATENR. AXTESH
BN FIER , S the section called “EZ WA TE A RIEM ENEIEH,

FEFAREFDE , BEPRRNFAERE , RRRERE,
EKEEET L, WABRERNNRAN, E4AERIELEFRREHE CVV,

HEBPANE? T, MRBERFARELETRKAKS (PAN) |, FEER , RERWALH
PAN, #N5R%H PAN SHEEEEMEHRM PAN , HEER,

EECWIE” F4EE, AWS ERIETES , HESOENERAFKRE 2 IESLEEMA. AWS B
UESERfE , ENERNRE2EDE < Lo

ERAENEORE L | EREIMKFNEERN.

ERREARKFIAENAMANRKE, NIREERLT., ARUSEKFENRENRE | Fh
AFTEEBARNESR, XBEBARATURESE, EEFEFARLFAESEN A,

BRECEENAMENRE | BAR-—MNIEIWMNEIEHREHTRIE , AERAEHIEHESR.

(® Note

WMRERENAKS AT RIEAEHNERBMAN SRR , RIMNBWEATEHNA
1IE1LT' ﬂj&‘ng_LlIEo

EEERATEFRIENTESR,

MRENKENBRREEFHSERSNERIAXEK , N2E RXEH R HEERE, BREEEN
#E ST ATESRIEAIEA3E EEJ:E’JH% . MRFBFENSEAK R SER #uk AR EREY
pe  EEETRIKFEM AR TER.

EERREEHITRIE , AEERRE,

TRKFEME , BRRBBREF RIS %E’JEE%EBFFE%DO EETUEKRFREFHNESR

iE TN E X FE /5 £ Healt AWS h Dashboard FEFRS., BAFUETFEFRIUEFRET R AWS AR

%o

EEEREBEXRERE (SMS) SR ITESTBERIIEZHNFINSE,
RRENERSMXKRE , RAERALHNFHSH,
EREERE,

BREREEERIAFUR, BERZZE , ENFINBEIECEREBERE MK PIN
B,

AWS K 5 AWS FIE —i2 tl4E 192



AWS Ik B BEEE
19. ERINENSHRTEL , MALKKEN PIN , REEEHRE,

20. HEREXFITRNE L , ERENIFITY , REEETREM. FENARAANEFRIELY
WibfE , BRI RBOB0E | BB S —BEIANBUEIK Ry B FER ¢,

® Note
MBEERTEFRILE, AARBT2ATRIISMHUER, iutRiEHd , NAEEE
BREFHATREFRIE, BEXEZEL , B35 the section called “4mEEEH Wi

Eg”
[= "5 W)

BEENFEFRIEER

RIFENETEY R RMB/NE (CERT-in) WHE , AWS ERFEFHNRIFEN AWS REHENREZ
Bl , XAUNENBIEEN FHER. BN S5 L406E R SRR EDERK S B Rith ik i A 2 & 3T
if, ERIESEF , AWS IREBIEHREEREBEN , UREREENBHEZEEETSLATEFR BRI X4
KEXWHE BT, EMRRARKLEEEPERNBZLASIHEHLERNEETE

EFHIKEHERNY  FERARRENE. EENENERIALERMitbit , FSH the section

called "EXT BN EZERRAN AWS IKF~". MRFEBZHATEFRIENEMEE , FINKLREKRE
ERNEASMERY  WUREEENFAEFRIFESRIEFES.

EEEZFRIPRES

RN EFEFRIENE EEFENEFEFRIEPRS. IRBIEPRSHNFERIEFRIEXRK , FRER
EHENERRIEEEAERRKIL,

BIRENFFRIEER

EXREFRILE  ARERHUTESINHNEILEHFNES. BXAUEIZINIEHRENIIK , ESH the
section called “EZHWATEFRIFMNENEIEH",

1. BFE AWS EEEH A,
2. EALANSMES  ERKSER (JalE )  REERKS.
3. HHEMRET , ERF/RIE

WMRZAERRRBELRIEERE , BT IHEEFRIEAE,

EEENEFRIEEE 193


https://console.aws.amazon.com//billing/home?#/paymentpreferences
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4. EEEESUNATEFRIEMEARE ENBREE—BEER. Hla, MR RIER L TEME
PRUERWIKS |, ELFURMIED EE R LT B

5, RHMHELERNERER, RELAENIIEHRE  SURFELGIIAEENETENEIZE, R
LETEGXH , FRRILEHATNAERESEEWH TN,

6. EERER.

BB B F R4 Healt AWS h Dashboard W EIE PR IEE RNERIEELSBREH,

REBENEFRIEER

BAIREBEFRIEESR , fAINEEMKIFNEEEN, SWALRRE  UREEATRIENESR, i
HRE, HEEFIEHER

MREBATEFRIENEMNFEARE  FEEFEMALHER  WRFEAFTEEFRIEEN S
%o

1. BRI AWS EEERGH A,

2. EALANSHES  ERKSER (WA )  REERKS.

3. HEHEMRET , BEFFRIL

4. “ERE RREMBEEANES.

EXESN , HEBUTERS
« MREFTENHSR  NZHR4AEETIATEFRIENIEF ENERTE - Hl, o
R KER QN FEMEBRIERWIKS | BAFERFUES EEREY QT B o
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