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RN, BRIABENAELRNTE AT EHRIEEERN TR,

REAREE 2R ELERB IR RERR IAM B&, REANTHRZR. REANESEEBAR
BERARER RS MRERNRY IAM ZREA , NTHEBIERBEEN S BRI,

BRT RIME R , IAM Access Analyzer RIRMEANBE L KBERE , UEEPENREI Z 81Kt
IAM KRE, ERILAMIINGERA CloudTrail BEFIZFRMIGRIESI LMK , MM fE AR EBSRAL
PR,
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IAM Access Analyzer

APl &

BR1E
SHATRA

* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding
* GetFindingRecommendation

* GetFindingsStatistics
* GetFindingV2
* GetGeneratedPolicy

» ListAccessPreviewFindings

* ListAccessPreviews

» ListAnalyzedResources

* ListAnalyzers

* ListArchiveRules
» ListFindings

* ListFindingsV2
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+ ListPolicyGenerations

» ListTagsForResource

+ StartPolicyGeneration

» StartResourceScan

» TagResource
» UntagResource

* UpdateAnalyzer

» UpdateArchiveRule

» UpdateFindings

» ValidatePolicy
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ApplyArchiveRule

B EFEANNA TS FEANREN TSR,

HRIE

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI B3RS
ZERTHEREMA URI B8,
BERIEX

EREZ T JSON BRH L FHIE.

analyzerArn
P EREIL S BIR B R (ARN).
KA . ZHH

B [Ac]*[As]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

= MEE . B
=AMV E =

clientToken
BT,

KR ZHH

ruleName

BN AN B o

ApplyArchiveRule
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KH . FHFH

KERS & PKERN 1. RAKER 255,

=X : [A-Za-z][A-Za-20-9_.-1*

e R 18 &

HTTP/1.1 200

e B7 7T 3R

WMRBLRERT , MZRFS2KIEE

tHix

BRFERENELERES , BEH

AccessDeniedException

ORBRBHIERNR , TERTIZRE,

HTTP RS : 403

InternalServerException

N ERARSS 2R ER iR

retryAfterSeconds
FRHERNYE.

HTTP RZSAH : 500

ResourceNotFoundException

BABEER R,

resourceld

RIRH 1D,

HTTP IEXH HTTP 200 a7,

e R 1 %
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resourceType
TIRARE,

HTTP IRZSXEE : 404
ThrottlingException

7 I PR I PR il £ iR o
retryAfterSeconds

FEERNYH.

HTTP RS : 429

ValidationException
BirREHIR.
fieldList

R UEHY FERFI R,

reason

>H

FEHER

o

HTTP RZSREE @ 400

S1ESH

BXRUBEBEEZ—FRAL APINESER

« AWS i S1TRE V2

« AWS &M F.NET #9 SDK V4

« AWS &R T C++ 1§ SDK

« AWS ER T Go v2 B SDK

- AWS & T Java #J SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS & T Kotlin #§ SDK

« AWS SEA T PHP #9 SDK V3

. AWS SDKs ,

BSEUTHREA :

SHESH
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule
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« AWS Python I F AT ES
- AWS ;&M F Ruby V3 # SDK
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CancelPolicyGeneration

E S 1 SR B S B 4 R

BERIEE

PUT /policy/generation/jobId HTTP/1.1

URI #FRZSH
EREAUT URI S5,

jobld

StartPolicyGenerationiE{EIREIM, JobIdJobIdAIMAE—EEMGetGeneratedPolicyk
KRERNEE A lE—RFEMACancelPolicyGenerationREUE KM AR ER,

= M - B
=EBME 2

R4
ZERREEREL,
e 7 i

HTTP/1.1 200

e B7 7T 3R

MRIEERD , NZREZSLKIEETHFEZ HTTP IEXH HTTP 200 MK,

%

BEXMERENELEREER BN ELEIREKE,
AccessDeniedException

R A RBNIRNER | TERITZRE,
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HTTP RS : 403

InternalServerException
MEBARSS BR R iR
retryAfterSeconds

SHEEHNYVH.

HTTP RZSAH : 500
ThrottlingException

3 BRI BRF iR o
retryAfterSeconds

FEHEERNYH.

HTTP IRARHE : 429

ValidationException

RiIEREHER.

fieldList

REIER FERFI R

reason
RENEREE,

HTTP IRZSAH : 400

5iESH

BRUBEES 2—EAL APl WEZ{EE AWS SDKs

AWS @i BT 5E V2

BFSEUTAR

AWS &R F.NET # SDK V4

AWS BEHTF C++ iy SDK

AWS E AT Go v2 iy SDK

AWS 5ERA T Java B9 SDK V2

SHESH
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
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« AWS JavaScript V3 R #HF X T2

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
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CheckAccessNotGranted

KRERBRETAVFEENHERR,
WRIEE

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}

URI B3RS

ZERTHEREMA URI 8.
BERIEX

EREZ KA JSON HH B FHIE.

dCCess

—NAENR , EFEETNBAEERBR FTHNR. WR{UEE T®RE , IAM Access Analyzer

SRERESEHENR , MEXNKBEPWEARRERITED —WRE, MRBMEETHER , I IAM
Access Analyzer 2R EHEINER , UEXNZED> —NRBERITEARE. WRENEE TRIENR
R , IAM Access Analyzer 2R ERBEBIHRINIR , MEREDL —NMEERBFEHRITED —NMEER
(=

KA . Access WRHA
BUERR &2 0 M m. &% 11,

= Ve - B
mrRMVE =
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policyDocument

RERBA R JSON K1Y,

KA . 2R
policyType

REEHRE, FHKRED IAMZRARTRR. FHORBIFEHI IAM A6, AFNFANTE
SRBE M PIBR SR BE

RRRBER T AWS BRHINR, HRREESIE IAM BAENFIERKEN Amazon S3 BN 7
i KB SR B

KR . ZFH
B{E : IDENTITY_POLICY | RESOURCE_POLICY

= MeEeE - B
=ERMNE 2

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1)
"result": "string"
}

e B7 T 3R

MRERERT , MZRSHLKIEE HTTP 200 WAL,

0 B8 & AP kg7 2019-11-01 12
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ARS5 LA JSON #& iR = BL T 83

message
ERRE AR AN EE,
KA Pl

reasons
T L5 R A,

A : ReasonSummary 3 REA

result

RERBAWERNER, MREREPASS , NEENREEAS R TFHRNRFWEMEENR, M
RERRFAIL , NS ERYREE AT EE R VF 15 RIXY R AP R0 2 FRIXER

KR R

BME : PASS | FAIL

tHix

BEXERENELERER , B5H BLHEIRED,
AccessDeniedException

FORBRBHTENR |, TERITZRE.

HTTP R : 403
InternalServerException

REBAR ST 2R 4 iR o

retryAfterSeconds

FHEHANVH.
HTTP R : 500

InvalidParameterException

EENSBER.
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IAM Access Analyzer

APl &

HTTP RZSXEE : 400
ThrottlingException

S BRI R FI IR
retryAfterSeconds
ERERNYVE.

HTTP JRZASMREE : 429
UnprocessableEntityException

ToEAL RIS E RYSRAR,

HTTP RS : 422
ValidationException

RiUFREH IR,

fieldList

R FERFI R

reason

FENR

™

o

HTTP RS : 400

5iEZH

BEXUEBEESZ2—EAL APl WEZEE AWS SDKs |, iF

- AWS @ S1TRE V2

- AWS &AF.NET # SDK V4

« AWS &R T C++ 1y SDK

« AWS ERA T Go v2 B SDK

- AWS EHA T Java #J SDK V2

» AWS JavaScript V3 IREHF AT ES
« AWS & T Kotlin B SDK

ZHUATAR

SHESH
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer APl &

+ AWS AT PHP 9 SDK V3
« AWS Python I F AT ES
- AWS ;&M F Ruby V3 # SDK

BESH API k7 2019-11-01 15


https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer

APl &

CheckNoNewAccess

KRESYARBEMEL , ERNENRERE RVERRIERNR,

#EE]BATE |AM Access Analyzer B2 LI B ROIFMEE P REISERBI RO, H#2T

AR EAEITH A F G R ER B E LK E GitHub, tbiFfEEF Y 5| XM 5 EEE

“AexistingPolicyDocumenti®EmRSHK,

HRiEE

POST /policy/check-no-new-access HTTP/1.1

Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI B3RS
ZERTEREMA URI B8,
BERIEX

EREZ T JSON HRH L FHIE.

existingPolicyDocument

FRYETUE M I #) JSON B STAY,
SR SES

newPolicyDocument

REERBERA AR JSON KA1,

CheckNoNewAccess

AP k7 2019-11-01 16


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples
https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APl &

policyType

ERWRERE, FHXED IAMZRARTFRR. SHORBSEH IAM A€, AFNHA

RYFE & RBE M N BR SRS

RRRBERTX AWS BRHNR, HRREESDIE IAM AENEEREMN Amazon S3 F#HEHY
TFREMERES, BUURHENSORBIRFRE ZKNEABA , BT URHE NTERKH

Amazon S3 FHEFREE 2 KNIFER A,

E

S
‘JI

S

B

B3E : IDENTITY_POLICY | RESOURCE_POLICY

17|
E D]
fim

A

fim

U R 18 &

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

I/ 7 7T 35
MBIIRERTD , NZRS L KIEE HTTP 200 1457,
BRZ LA JSON # = IRE A T EdE.

message
RAEHEHNREES R VFHERINRIER.

e R 1 %

API fRZ 2019-11-01 17



IAM Access Analyzer

APl &

KA . FHH
reasons

X &R B HER,

A . ReasonSummary 3 REA

result

REHHRNBRNER, MRERIEPASS , WEHFHIREES R FRB G RMNR, MRER

RFAIL , U SETHY SR B AT RE & SO VPRI BV U7 R A PR
KHE  FHH

BME : PASS | FAIL

tHix

BEXMERENELEREER BN ELEIREKE,
AccessDeniedException
R B RBHTIRMNR | TERITZRE

HTTP RESHKEE : 403

InternalServerException

R &R AR 55 B 46 1%
retryAfterSeconds

FHERNVH.

HTTP IRZSAH : 500

InvalidParameterException
EENSBTH.

HTTP RZSXEE : 400
ThrottlingException

T PR BIPR B4R R

API iRZ 2019-11-01 18



IAM Access Analyzer

APl &

retryAfterSeconds
EHEEHNYV .

HTTP RS : 429

UnprocessableEntityException
To B/ B 1S TE Y SRAR

HTTP IRZSHS : 422

ValidationException

BIERE IR,
fieldList

R FERFI R

reason
RENEREE,

HTTP RS : 400

BiEZH

BEXUBEEBES2—EAL APl WEZE 58 AWS SDKs

« AWS s S1TRE V2

« AWS &M F.NET #9 SDK V4

- AWS &M T C++ iy SDK

- AWS EATF Go v2 i SDK

« AWS EA T Java B SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS &A F Kotlin # SDK

« AWS SEfTF PHP 8 SDK V3

« AWS Python B 4T ES

+ AWS 5& A F Ruby V3 By SDK

FSHAUTAR

API k7 2019-11-01 19


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer APl &

CheckNoPublicAccess
RERBEEEERTIE TS E R R R K2 15 [ AR,
BRiBZE

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URI iR
ZERTEAEM URI 5.
BERIEX

EREZ KA JSON B L TR,

policyDocument

BEFE AR TIRE JSON BRI,
KE : FH&H

= MEE - B
mEAME =B

resourceType

EiPEE ARG RN ERIRER, Flan , EREX Amazon S3 FEBH AT IHENER |, &BET L%
FEAWS: :S3: :Bucket®IRER,

HNF A ERNBERENRFRZER | 1AM Access Analyzer FHRE iR,
HKH PR

BAME : AWS: :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

CheckNoPublicAccess API WRZAX 2019-11-01 20



IAM Access Analyzer APl &&

| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail: :Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

MEE .
=RMNE 2

o

W R 18 5E

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

RIVPIES
MRIIRIER T | WX FL KRB HTTP 200 WAL

ARS5 LA JSON #&=0IRE A T #HE,

message
RTNEERKES A ARERIRAHEE
R FREH

0 B8 & API kg7 2019-11-01 21



IAM Access Analyzer APl &

reasons
EERRRBER T 2R FREN 2 HGRRERNRERE SR,

A - ReasonSummary X REA

result

R‘H ERBFRBEWAHRFERNBWRELR, MRERZPASS , N ZKXBEFRAFLXIFHEIEENE
RARA, MRLEREFAIL , MZEBOREATF ARG RIIEENTIRER,

KE . FREH

BME : PASS | FAIL

tHix

BEXMERENELEREER BN ELEIREKE,
AccessDeniedException
XA REBHHRNR | TENITIZERE,

HTTP RS : 403

InternalServerException

N BB AR S5 2R ER %o

retryAfterSeconds

FEERNYH.

HTTP RZSREE : 500

InvalidParameterException
BEENSBTH.

HTTP RZACE : 400
ThrottlingException

T PR BIPR B4R R
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IAM Access Analyzer

APl &

retryAfterSeconds
EHEEHNYV .

HTTP RS : 429

UnprocessableEntityException
To B/ B 1S TE Y SRAR

HTTP IRZSHS : 422

ValidationException

BIERE IR,
fieldList

R FERFI R

reason
RENEREE,

HTTP RS : 400

BiEZH

BEXUBEEBES2—EAL APl WEZE 58 AWS SDKs

« AWS s S1TRE V2

« AWS &M F.NET #9 SDK V4

- AWS &M T C++ iy SDK

- AWS EATF Go v2 i SDK

« AWS EA T Java B SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS &A F Kotlin # SDK

« AWS SEfTF PHP 8 SDK V3

« AWS Python B 4T ES

+ AWS 5& A F Ruby V3 By SDK

FSHAUTAR

API k7 2019-11-01 23


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APl &

CreateAccessPreview
BIRIFRIME , AT EEIEBRFENRZ AT R R IAM Access Analyzer BELE R,
R

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI B3RS

ZERTEAEM URI B3,
BERIEX

RS KA JSON BRI U TR,

analyzerArn

BATFERGRFEIK S 2858 ARN, EBREENEBAccountEEHFMActive RN D rEs 12
7 18] 7 58

KE . ZHF
B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

= T . =3
mEAMVE =B

clientToken
EPTH.

KE: FHH

CreateAccessPreview API iRZA 2019-11-01 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &

configurations

AT ER T RITFUE R ERA G F R EEE, 750 T 258 6 A2 WA U5 REHIE B R VAU R &7
BRHRAELER. ZEEL4ARAETE—IEK,

KR . FRFEHEE Configuration X 5 HY BRET

e B2 15 &

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

}

e R T 3
WRIBRERD , MRS FLKEE HTTP 200 WAL,
AR5 5L JSON #6530 iR B B T 3082
id
5 R TS HY ME— D,
RE PN

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

tHix

BEXERENELERER , B5H BLHEIREE,
AccessDeniedException

R A RBNHRNER | TERITZRE

0 B8 & AP kg7 2019-11-01 25



IAM Access Analyzer

APl &

HTTP RS : 403

ConflictException

HREEHIR

resourceld

BRAY 1D,
resourceType
TIRRE,
HTTP R : 409
InternalServerException
R EBAR ST 2R 4 iR o

retryAfterSeconds

FHERNBY.

HTTP RZSKE : 500

ResourceNotFoundException

BAREERIR.

resourceld

IRE 1D,
resourceType

TIRARE,
HTTP RSKE : 404

ServiceQuotaExceededException

RSMMBE T HiRo

resourceld

Ssm s
ﬁljl?\ IDo

resourceType

b I <
ﬁljl?\;';ﬂo
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IAM Access Analyzer

APl &

HTTP RS : 402

ThrottlingException

B R HIBR B4R IR

retryAfterSeconds
FHERNYE.

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

BiEZH

BEXRUBEEBES 2—EAL API WEZEE AWS SDKs |,

AWS @ H1T5E V2

AWS & T .NET # SDK V4

BSEUTRHREA :

AWS &R F C++ #Y SDK

AWS E AT Go v2 i SDK

AWS &R T Java By SDK V2

AWS JavaScript V3 lREHF X TES

AWS 3E AT Kotlin ¥ SDK

AWS & F PHP #) SDK V3

AWS Python BFA X T ET

AWS & i F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

CreateAnalyzer
NIRRT P DI 55 AT 88
BEREE

PUT /analyzer HTTP/1.1
Content-type: application/json

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
" [ "string" 1]

neq":

+

"ruleName": "string"

1,

"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI &3R5S
ZiER T REM URI 35,
B/RIEX

BEREZ KA JSON BRI U THIE,

CreateAnalyzer

AP k7 2019-11-01 28



IAM Access Analyzer APl &

analyzerName

EBIEH D TR E 7o

KA PRH

KERS &/ PKERN 1. RAKER 255,
B=R : [A-Za-z][A-Za-20-9_.-]*

= MLEE - B
=AM E =B

archiveRules
BEERNSMEIARMOZEAN, FEANLEDIE/TSERNANE XPIRENERSE R,

KA : |nlineArchiveRule Xt RE4A

clientToken
BT,
KH  FRH
wE B

configuration

EESHBRNEE, MRSMB[ERERANTE DR, NEREENRERBRNREEEITE
B, MRDIB|/RAMB R DEE , WEREENREREE D HANEITEE.

F A . AnalyzerConfiguration X &

AR B RE Union 3R, RBREESIRE N RE — MR

tags

ENATOMBENEERKEYA, SLEHA—4H Unicode 8., B=F., Z=1&,
*uo -

_ e \/=+\

NFHRERA , BALEE-—NMERN 1 3 128 MEFETEMBT RN aws : E.

BERIEX API kg7 2019-11-01 29



IAM Access Analyzer

APl &

XFHREE , EAEERERN 0 2 256 NFRFHE.

RE . FRBIFRFRME

S
El]
7|

EORNSMB[ORE, SIMXERARNENINKSCR-NDHEE. E8IXE , SMAKSA

LBl 5 Mo #es.
RE . ZH&H

5 {& : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |

ORGANIZATION_INTERNAL_ACCESS

= M - B
=ERYVE B

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

arn": "string"

}

I 7 76 35
MBRIIRERTD , NZRS S KIEE HTTP 200 145,
BRS5 LA JSON #&30R B LA N8R,

arn

HRAER 2 2REY ARNG

B [Ar]*[A:]*c[A:]*:[A:]* [~ ]*analyzerx/.

{1,255}

e R 1 %
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IAM Access Analyzer

APl &

tHix

BEXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException
XA REBHHRNR | TERITIZERE,
HTTP RS : 403
ConflictException
FRFEHEIR.
resourceld
IRH 1D,
resourceType
RRE,
HTTP RS : 409

InternalServerException

M BB AR S5 2R 4R %o

retryAfterSeconds
FRERNYE.

HTTP IRZSAH : 500

ServiceQuotaExceededException

RSB T iR,
resourceld
IR 1D
resourceType
RRE,

HTTP RAAE : 402

API fRZ 2019-11-01 31



IAM Access Analyzer APl &

ThrottlingException

B PR HIBR B4R IR

retryAfterSeconds
FHERNY I,

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SFESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an S 1T5RE V2

« AWS 5& AT .NET #Y SDK V4

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 9 SDK

« AWS 5&f T Java 9y SDK V2

» AWS JavaScript V3 ik SDK

« AWS FEH T Kotlin B SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK

BESH API k7 2019-11-01 32


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APl &

CreateArchiveRule
NIBEN D TB[AEFTEAN, FEANS B FHFESEELNEANNEWIFENTEINE R,
ETHIRATEEHMANMNFLERS  BSH IAM BFIEEFH IAM Access Analyzer %240,

HRiEE

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
},
"ruleName": "string"
}

URI #FRZSH
EREAUT URI S5,

analyzerName

BIEMN 5 AT RRHY B #ho
KEAR . &/PKEN 1. ZFAKERN 255,
X : [A-Za-z][A-Za-20-9_.-]1*

ERA
WREZRA JSON B L T HIE,

CreateArchiveRule API iRZA 2019-11-01 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer

APl &

clientToken
EPTH.
KA FHE

PVE:B
filter

T -
KA . FHFEEF Criterion X RAYRES

=OMNE =2

ruleName
ERBAFN A B R,
KE . ZHH

KERS : BOMRER 1. BAKEN 255,
= : [A-Za-z][A-Za-20-9_.-1*

e R 18 &

HTTP/1.1 200

I 7 76 35
MR RERT , MZREZFLEZEBTEZ HTTP EEXH HTTP 200 MR,

%

BXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException

R A RBNHRNER | TERITZRE

e R 1 %
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IAM Access Analyzer

APl &

HTTP RS : 403

ConflictException

HREEHIR

resourceld

BRAY 1D,
resourceType
TIRRE,
HTTP R : 409
InternalServerException
R EBAR ST 2R 4 iR o

retryAfterSeconds

FHERNBY.

HTTP RZSKE : 500

ResourceNotFoundException

BAREERIR.

resourceld

IRE 1D,
resourceType

TIRARE,
HTTP RSKE : 404

ServiceQuotaExceededException

RSMMBE T HiRo

resourceld

Ssm s
ﬁljl?\ IDo

resourceType

b I <
ﬁljl?\;';ﬂo
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IAM Access Analyzer APl &

HTTP IRZSEE : 402
ThrottlingException

B R HIBR B4R IR

retryAfterSeconds
FHERNYE.

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SFESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS a S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer APl &&

DeleteAnalyzer

MERIEEMN D27, MBRDMTERGE , LARTRBFEX BN IKF AL 1AM G R DT FWER, D4
SRERNFIERERNER MM R, TREHUELERE.

\i < Ay :
B :.E'LE' /Z-E
DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI ERS#

EREAUT URI 2%

analyzerName

EIBRAY 23 4T ER AT B FRo
KEAR  RPKEN 1. RRAKER 255,

= : [A-Za-z][A-Za-z0-9_.-1*

clientToken
EPTH.

BWREX
ZERZBEREZ.
W BB
HTTP/1.1 200

W B1 75 5

MRMIEERD , NZREZSAEKEBTEZ HTTP IEXH HTTP 200 MR,
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IAM Access Analyzer

APl &

tHix

BEXERENELERER , B5H ELHEIRRKE,
AccessDeniedException

R B RBHTIRNR | TERITZRE

HTTP RAH : 403
InternalServerException

R &RBR S5 BR 56 %o

retryAfterSeconds

FRERNYVE.
HTTP RZA&XHE : 500

ResourceNotFoundException

BAREER R,

resourceld

TIREY 1D,
resourceType

TIRARE,
HTTP IRZSXEE : 404

ThrottlingException

B PR EIBR B4R IR

retryAfterSeconds
FHEHENDE.

HTTP RN : 429

ValidationException

BiIFREHER.
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IAM Access Analyzer APl &

fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APl &

DeleteArchiveRule
1 B #E E BV I RFL I

ERIEE

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI B3RS

BEREAUT URI S,

analyzerName
ST R B T2 RS S BR B 5 4T BB B e
KEYE  BMEEN 1. BAKEY 255,

= : [A-Za-z][A-Za-z0-9_.-1*

= MEeE - B
mEAMVE =B

clientToken

EFP T

ruleName
E I BREY L B9 B FR,
KEAR B/ PKERN 1. BRKKER 255,
BR : [A-Za-z][A-Za-20-9_.-]*

R
BEREBFEREXL,

e R 18 S

HTTP/1.1 200

DeleteArchiveRule
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IAM Access Analyzer APl &&
) i JT 3=

MR RERTD , MZREALEZEBTEZ HTTP IEXH HTTP 200 MR,

tHix

BXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException
XA REBHHRNR , TERITIZERE,

HTTP RS : 403

InternalServerException
R ERBR S5 BR 56 %o
retryAfterSeconds

FHEANDE.
HTTP R : 500

ResourceNotFoundException

BB REER R,

resourceld

RIREY 1D,

resourceType
FIRARE,

HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R IR

retryAfterSeconds
SHEEHNY .

HTTP RN : 429
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ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer APl &

GenerateFindingRecommendation
NREARRE R R REW,

BEREE

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI i&E3RSE
BHREAUT URI S,

analyzerArn
ATEREIMEUH 2 HE5H ARN,

B [Ac]*[A:]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

= MLEE - B
mEAMVE =

KIHENH— ID,
KERE : /P EKER 1. EAKERN 2048,

= MEE « B
mANE =

R4

ZERZBHEREZ,

118
HTTP/1.1 200

e B 7T 3R

MR RERT , MZBRSLEEBTFAEZ HTTP IEXH HTTP 200 MR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

tHix

BRARRENELERER , 55

AccessDeniedException

XA RBIRNER , TERIT

HTTP RS : 403

InternalServerException

N ERARSS 2R ER %o

retryAfterSeconds

FEERNVH,

HTTP RS @ 500
ThrottlingException

RIS PR HI PR FI 46 1R

retryAfterSeconds

FEERNYH

HTTP RS : 429

ValidationException

BIFFEHEIR.
fieldList

ARIEIER FERFIR

reason
RENERER,

HTTP IRZSAH : 400

SiESH

2R,

BEXAUBEES2—FEAL API IEZEE AWS SDKs |,

FSHAUTAR
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IAM Access Analyzer

APl &

AWS i G{TSRE V2

AWS & F.NET #9 SDK V4

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APl &

GetAccessPreview
RREXIEES BN HEATALHIER.
BRIBE
GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI &3R5
EREALT URI S5,

accessPreviewld

R FSE RV ME— 1D,
B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{12}
RRMNE =2
analyzerArn
R T A BT B T BY 95 7 2R BY ARN.

B [Ac]* [~ ]* [~ ]* [~ 1% [~ ]*:analyzexr/. {1,255}

ERA
ZERZBHEREZ,

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

"configurations": {
"string" : { ... }

},

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

e B7 7T 3R

MBRIIRERTD , NZRS S KIEE HTTP 200 1457,

AR5 LA JSON #& 0B E A T #HE,

accessPreview

BEVRFREXERHNR.

2R : AccessPreview X &

tHix

BRFBRENERLEREER , BS

AccessDeniedException

2R E RBHTERUR | TR

HTTP JRZASHE : 403

InternalServerException

N ERARSS 2R ER iR

retryAfterSeconds

FEHERNY.

HTTP RZSKEE : 500

S EIEEIRE

TR,

3 7l

I]=S=o

e 2 7T 3%
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ResourceNotFoundException

B EERIR.

resourceld

BIREY 1D,
resourceType

TIRARE,
HTTP IRZSXEE : 404

ThrottlingException

83 BR I BRI 5 1R o
retryAfterSeconds

FEERNYH,

HTTP RS : 429

ValidationException
B R EHEiR.
fieldList

AREIER FEFIR

reason
RENER,

HTTP IRZSAH : 400

BiESHR

BEXRUBEES A APIEZEE AWS SDKs , BZRUTHAR :
AWS @S 1THRE V2

AWS EAF.NET #9 SDK V4

AWS & T C++ By SDK
AWS E AT Go v2 By SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer

APl &

AWS & BT Java Y SDK V2
AWS JavaScript V3 lREHF X T ES

AWS &R T Kotlin B SDK

AWS ERF PHP By SDK V3
AWS Python B F AT ET
AWS &R F Ruby V3 # SDK

SHESH
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer APl &

GetAnalyzedResource
RREXEORRNEL,

® Note
R BB 8 294 88 T 5 L R 1F o

s < A \\
B :E'LE' prey
GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI &3R5
BHREAUT URI S8,

analyzerArn
ENFRREEN DM ARN,

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

= MEE . B
=AMV E =

resourceArn
ERREXEFEENRRN ARN,
*ﬁ:—& arn: [A:]*:[A:]*:[A:]*:[A:]*: Lk

R4
ZERIZBEREL,

e R 18 S

HTTP/1.1 200
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}

RIVPVES
MRIIRIERT | WZMSFL KRB HTTP 200 WAL
BR%5 bA JSON #& IR EI LA T 3R

resource

—AMAnalyzedResourceX & , HHAEE IAM Access Analyzer 7 2 #T &R A FHE B,

F A . AnalyzedResource FT R

tHix

BEXAMERENELEREE  BZH ELEIRKE,
AccessDeniedException
FRBREBHHENR , T ENMITIZERE,

HTTP RS : 403

InternalServerException

N ERARSS BR tR %o

e 2 7T 3%
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IAM Access Analyzer

APl &

retryAfterSeconds

FEERNYH,

HTTP RZSKEE : 500

ResourceNotFoundException

BAREERR,

resourceld

RIRH 1D,

resourceType
TIRARE,

HTTP RZACEE : 404
ThrottlingException

RIS PR HI PR FI 46 1R

retryAfterSeconds

FEERNYH.

HTTP RS : 429

ValidationException

RiIFREHER
fieldList

AREIER FERFI R

reason
RENER,

HTTP RZSKEE : 400

BiESHR

BXRUBEES2—EAL API IEZEE AWS SDKs

FSHAUTAR
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IAM Access Analyzer

APl &

AWS i G{TSRE V2

AWS & F.NET #9 SDK V4

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer APl &

GetAnalyzer
REBXEESRNER.

#RE A

GET /analyzer/analyzerName HTTP/1.1
URI B3RS

BEREAUT URI S8,

analyzerName

BRI DTN B,
KEAR . R/DEKERN 1. RAKERN 255,
B : [A-Za-z][A-Za-z0-9_.-]*

R
ZERZEBEREL.

e R 18 S

HTTP/1.1 200
Content-type: application/json

"analyzer": {
Ilﬁll: Ilstringll’
"configuration": { ... },
"createdAt": "string",

"lastResourceAnalyzed": "string",

"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
"statusReason": {
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IAM Access Analyzer

APl &

"code": "string"
},
n agsll: {
"string" : "string"

}I

ype :

"string"

I 7 76 35
MBRIIRERTD , NZRS L KIEE HTTP 200 1457,

AR5 LA JSON #&=0iR @ BL T 847

analyzer
BEPEFMHEREENAnalyzerSummary X Ko

A . AnalyzerSummary J R

tHix

BEXMERENENLERER , BSH ENEIREE,
AccessDeniedException
BB RBHIHENR , TEMITZRE

HTTP RS : 403

InternalServerException
REBARSS 2R R0
retryAfterSeconds

FEHERNBYH.

HTTP RZSXE : 500

ResourceNotFoundException

BB REERR.

LIV
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resourceld

BIREY 1D
resourceType

TIRARE,
HTTP RZSMREE : 404

ThrottlingException

3 PR %l PR il 5 1R o
retryAfterSeconds
SHEEHNY .
HTTP RS : 429
ValidationException
Kir R E iR,
fieldList

AREIER FERFIR

reason
RENER,

HTTP IRZSAH 1 400

SEZH
BRUBEIBESEZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS i B1TRE V2

« AWS &M F.NET 89 SDK V4

- AWS &M T C++ iy SDK

- AWS @A T Gov2 1§ SDK

« AWS SEA T Java #) SDK V2

« AWS JavaScript V3 [REHF AT ES
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer

IAM Access Analyzer APl &

« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer

IAM Access Analyzer

APl &

GetArchiveRule

RRBXREFEANBER.

ETHITATAUREEANNFIEZRE , HSH IAM AP EETH IAM Access Analyzer Ffi%E 4.

WRIEE

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI iE3RSE
HREMAUT URI B,

analyzerName

ENFR RN G 2 EF 0 B FRo
KEAR : R/DKERN 1, RAKER 255,
B : [A-Za-z][A-Za-z0-9 .-]*

EENE B

ruleName
ERRHIN Ao
KEAR &/ PKERN 1. FAKER 255,
BX : [A-Za-z][A-Za-20-9_.-]*

R4
EERIZFBERE,

U R 18 S

HTTP/1.1 200

GetArchiveRule

API iRZ 2019-11-01 58
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IAM Access Analyzer

APl &

Content-type: application/json

{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
}

e B 7T 3

MRIIRERTD , NZRS L KIEE HTTP 200 14K,

ARS5 LA JSON & IR B BL T 2

archiveRule

ERAXRFEANNER. FEAN 2B FENTSEEEAN A ELAIRENHTRANER,

A : ArchiveRuleSummary X &R

tHix

BRFBRENERLERES , BE5R BIERSE

AccessDeniedException

R A RBHRNR | TERITZRE,

HTTP RS : 403

InternalServerException

N ERARSS BR tR %o

e 2 7T 3%
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APl &

retryAfterSeconds

FEERNYH,

HTTP RZSKEE : 500

ResourceNotFoundException

BAREERR,

resourceld

RIRH 1D,

resourceType
TIRARE,

HTTP RZACEE : 404
ThrottlingException

RIS PR HI PR FI 46 1R

retryAfterSeconds

FEERNYH.

HTTP RS : 429

ValidationException

RiIFREHER
fieldList

AREIER FERFI R

reason
RENER,

HTTP RZSKEE : 400

BiESHR

BXRUBEES2—EAL API IEZEE AWS SDKs

FSHAUTAR
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APl &

AWS i G{TSRE V2

AWS & F.NET #9 SDK V4

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule

IAM Access Analyzer APl &&

GetFinding

KREXEBELXNMWEE., GetFinding # GetFinding V2 #8access-analyzer:GetFindingft
IAM R FBHBActiontRZRER, BYXTIPENITZaccess-analyzer:GetFinding#®&ERX
BRo

(@ Note
GetFinding XX /A BR 1A Bl 7 4T8R. BT GetFinding V2 AT R EBF AR 2RI 17 B 20 4
Bo

\E\/ 2 N
BERIEE
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI FRZSH
BEREALT URI S,

analyzerArn
R RINE RN D280 ARN,

B [A]*[A:]* [~ ]*:[A:]*: [~ ]*analyzer/. {1,255}

= MLEE - B
mEAMVE =B

ERRN R ID,

= Ve - B
mrOAMVE =

R4
BERXBEREL,

U L5

HTTP/1.1 200
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

Content-type: application/json

"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,
"type": "string"

]I

"status": "string",

"updatedAt": "string"

e R T 3
MRELRERTD , MZRSHLKIEE HTTP 200 WAL,
AR5 LA JSON #&=0IR El BA T #E .
finding
BEERATHFindingX R,

e 2 7T 3%
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KA : Finding MR

tHix

BEXMERENELEREER f BN ELEIREKE,
AccessDeniedException
BRBREBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException
R EBARSS 2R R0
retryAfterSeconds

FHEANDE.
HTTP R : 500

ResourceNotFoundException

BAREERIR.

resourceld

RIRH 1D,

resourceType
TIRAYRE,

HTTP IRZSEE : 404
ThrottlingException

B PR EIBR B4R IR

retryAfterSeconds
SHEEHNY .

HTTP RANE : 429

iR AP kg7 2019-11-01 64
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ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFinding

IAM Access Analyzer APl &

GetFindingRecommendation
REBXEESTENERBUNEL.
BERIEBE

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI &3R5
EREALT URI S5,

analyzerArn
ATHEREIEWNN2HTESH ARN,

B [A]*[A:]* [~ ]* [~ ]*: [~ ]*:analyzer/. {1,255}

= MeE - B
=EBMNE 2

RUEERNHE— 1D,
KERS  &PKERN 1. RAKER 2048,

= Ve - B
mEAMVE =B

maxResults
M Rz A 3R [B] B 8 K45 SR B
BXEE  &R/MERN 1. FRAENRN 1000,

nextToken

AT XRE RS REIT D THIFRIC,

WREX

ZIERZBERIEL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

e R 18 S

HTTP/1.1 200

Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

e 5 7T 3

MRBBERT , MZRSFLKIEE HTTP 200 WAL,

AR5 2L JSON #&=0IR Bl BA T #E.

completedAt
KRFELRBWE R E,
i N 11 F5

error

BARRRBPEERNEBWABHNRERNEFEAE S

KA - RecommendationError 3 &

nextToken

AT RIRER S R 1T 0 RIS,

KR FHH

e SIS

AP hiR7s 2019-11-01 67



IAM Access Analyzer APl &

recommendationType

FESRHNHEERE,
KHE: FH&H

BEME : UnusedPermissionRecommendation

recommendedSteps

MELE RN —ARUF R,

%A : RecommendedStep X REA

resourceArn

RIOHERH ARN,
KR ZHH

B arn:[Ar]*:[A:]*:[A]* [~ ]*: L
startedAt

FHRRRFAESE REZNAEE,
i R 5 11 FS

status
ERERBWHRFRS,
KA FREH

38 : SUCCEEDED | FAILED | IN_PROGRESS

tHix

BEXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException
FRBRBHTHRENR , TERITZRE.

HTTP RS : 403
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APl &

InternalServerException

N ERARSS R ER R0

retryAfterSeconds
FRHERNYE.

HTTP IRZSAH : 500

ResourceNotFoundException

BAREERIR.

resourceld

BIRE 1D
resourceType

FIRHRE,
HTTP IRZSXEE : 404

ThrottlingException

I PR BIBRBI4E 1R

retryAfterSeconds
SHEEHNY .

HTTP RS : 429

ValidationException
Bl R EHR.
fieldList

AREIER FERFI R

reason
RENEREE,

HTTP IRZSAH : 400
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BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an B 1T5RE V2

« AWS 5& AT .NET #Y SDK V4

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 Y SDK

« AWS 5& T Java 9y SDK V2
» AWS JavaScript V3 ik SDK

« AWS FEH T Kotlin B SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingRecommendation

IAM Access Analyzer APl &

GetFindingsStatistics
REABHARKREANH I HBENREAETRERSIUERIIE,
BEREE

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URI 15RZ#
ZERTEREMA URI B,
HRIEX

R A JSON R U T HKE,

analyzerArn
BATEREITTHIEN 2858 ARN,

KH . FEHR
B [A]*[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

e L5 &

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [

{ ...}

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

"lastUpdatedAt": "string"

e 5 7T 3

MRBBRERT , MZRSFLRIEE HTTP 200 WAL,

AR5 2L JSON #&=0IR Bl BA T #E.

findingsStatistics

—HABTHRIBREANBRSREITER.

A : FindingsStatistics ¥ REA

lastUpdatedAt

EREFHFBAELE RS ITHENRREE, MR 28R RIS

LERLFE,
i 5 11 F5

tHix

BRARRENELRRER , R BERLEIRSE

AccessDeniedException

XA RBNIRNER , TERITIZRE

HTTP RZSAKEE : 403
InternalServerException
R EBARSS 2R 4 R o
retryAfterSeconds

FRHERNYE.
HTTP RZSXH : 500

ResourceNotFoundException

BB REER R,

MBHRALERETER , WF

LIV

API fRZ 2019-11-01 72
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resourceld

BIREY 1D
resourceType

TIRARE,
HTTP RZSMREE : 404

ThrottlingException

3 PR %l PR il 5 1R o
retryAfterSeconds
SHEEHNY .
HTTP RS : 429
ValidationException
Kir R E iR,
fieldList

AREIER FERFIR

reason
RENER,

HTTP IRZSAH 1 400

SEZH
BRUBEIBESEZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS i B1TRE V2

« AWS &M F.NET 89 SDK V4

- AWS &M T C++ iy SDK

- AWS @A T Gov2 1§ SDK

« AWS SEA T Java #) SDK V2

« AWS JavaScript V3 [REHF AT ES

BESH API kg7 2019-11-01 73


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingsStatistics

IAM Access Analyzer APl &

« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingsStatistics

IAM Access Analyzer APl &

GetFindingV2

BREREXRIEELXNWEER, GetFinding M GetFinding V2 #faccess-analyzer:GetFindingfE
IAM REEF B Action TR P EMA. BXTAEMITaccess-analyzer:GetFinding#R{ERI
PR o

WRIEE

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI i&E3RSE
EREALT URI 35,

analyzerArn
EREIERN D HTERH ARN,

B [Ac]* [~ ]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

RELE R
id

ERRHXIM 1D,

RELE R
maxResults

W 7 7 I B 9 2 K 42 SR B
nextToken

AT RIRER 4 Rt 1T 0 RIS,

HRIEX

ZFERIRBERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

e B 7T 3

MRERERT , MZRSHLRIEE HTTP 200 WAL,

ARS5 LA JSON & IR B AT 20

analyzedAt
DMERBEERNET RIRHRIES IAM KRR BT A

¥ I 11 F5

createdAt
b0z ORe k=40 T

KA - ifEE

error

_4\%1%0

e SIS
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APl &

KA . ZHH
findingDetails

i (HE , ATHRBRRELSRARMAEREERBIES.

A : FindingDetails 3 ¥4

findingType

HERNKRA, WFASBHBRDMES , XER ExternalAccess. W FREANIFRDMES , £
BT A2 UnusedIAMRole, UnusedIAMUserAccessKey, UnusedIAMUserPassword 3%

UnusedPermission. X FHEBIHA 248 , FE A InternalAccess,

KA ZHH

B : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |

UnusedIAMUserPassword | UnusedPermission | InternalAccess

BERRNRIA 1D,

KR ZHH

nextToken

ATXRERERET

XA . ZHH
resource

S RAEE RN TR,

KA FHEP

resourceOwnerAccount

2 EYPRIC.

WERRH AWS IKF 1D,

KE : FREH

resourceType

FESRPEERNTIRRE,

KR FHH

LIV
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BMME : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

HERARES,
KE  FHH

B3E : ACTIVE | ARCHIVED | RESOLVED
updatedAt

HEL RNERETE

KA - ifE B

Hix

BEXERENELERER  B5H BELHEIREE,
AccessDeniedException

BLORBRBHTRENR , TERITZRE.

HTTP IRZASAKHEE : 403
InternalServerException

N &R AR S5 2R iR %o

retryAfterSeconds

SHEERHDE
HTTP R : 500

ResourceNotFoundException

BB REER R,
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resourceld

BIREY 1D
resourceType

TIRARE,
HTTP RZSMREE : 404

ThrottlingException

3 PR %l PR il 5 1R o
retryAfterSeconds
SHEEHNY .
HTTP RS : 429
ValidationException
Kir R E iR,
fieldList

AREIER FERFIR

reason
RENER,

HTTP IRZSAH 1 400

SEZH
BRUBEIBESEZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS i B1T5RE V2

« AWS &M F.NET 89 SDK V4
- AWS &M T C++ iy SDK

- AWS @A T Gov2 1§ SDK

« AWS SEA T Java #) SDK V2
» AWS JavaScript V3 ik SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APl &

« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APl &

GetGeneratedPolicy
KRMFEAStartPolicyGenerationt KA KL,
BEREE

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSeryv
HTTP/1.1

URI i&ERS

BEREAUT URI S8

includeResourcePlaceholders

BEERNEARE, BUMEERBNXEFRERRFERFIK ARNs ERVRELENTH SN
KB,

B | R AR | EABUKE — SRR, I, "Resource”:"arn:aws:s3:::
${BucketName}"MA =, "*"

includeServiceLevelTemplate

BEERNFARE, BNEEREEKRS KoK,

IAM Access iam:servicelastaccessed Analyzer B FiR B3I &iE A T 612 itk IR 9 5l Ak 19 BR
%,

jobld

StartPolicyGenerationig{EIREIR, JobIdJobIdALAE—EFEMAGetGeneratedPolicy3k
KERERWER Wl 5—EFEMACancelPolicyGenerationXkREUH KB4 K E Ko

Epl

R4

ZIEREBERIEL.

GetGeneratedPolicy API iRZA 2019-11-01 81



IAM Access Analyzer APl &

e R 18 S

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

e B7 7T 3R

MRERERT , MZRSHLKRIEE HTTP 200 WAL,

06 R7 15 3% AP k7 2019-11-01 82



IAM Access Analyzer

APl &

ARS5 LA JSON #& iR = BL T 83

generatedPolicyResult

‘BEE R KB RF S EMGeneratedPolicyResul tX R,

A - GeneratedPolicyResult Xf 5

jobDetails

BEBXERNEBAIFME S MNGeneratedPolicyDetailsF K,

A - JobDetails 3 &

tHix

BRIFERENELERES , BEH

AccessDeniedException

R A RBNIRNER | TERITZRE,

HTTP RS : 403

InternalServerException

M ER AR S5 25 iR o
retryAfterSeconds

FEHEERNYH.

HTTP RZSXH : 500
ThrottlingException

B PR EIBR B4R IR

retryAfterSeconds
FRHERNYE.

HTTP IRESKEE : 429

ValidationException

RiIFREHER.
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IAM Access Analyzer APl &

fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetGeneratedPolicy
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IAM Access Analyzer APl &

ListAccessPreviewFindings
R EIEE T T A B 15 1 T 45 R B

WRIEE

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI i53RS#
BEREALT URI S,

accessPreviewld

T B T Y8 B9 ME— 1D,
B : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

R4k
EREZ XA JSON M LT3z,

analyzerArn
AT AR RN RE 2 HTESHY ARN,
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KH . FHFH

B [A]*c[A:]*c[A:]* [~ ]*: [~ ]*analyzer/. {1,255}

SELE R

KRN

filter

:pvip Y

—

= .

KE

[ 45 RAVER A

. FRFEZ Criterion R ARG

|

maxResults

e B R B #Y B K45 R

KA - B
vE A
nextToken

AT RIRER & Rt 1T 5 RIS,

1

S

o

e R 18 S

HTTP/1.1 200
Content-type: application/json

"findings": [

{

"action": [ "string" ],
"changeType": "string",
"condition": {

"string" : "string"

iy

"createdAt": "string",

e SIS
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"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",

"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
I
"resource": "string",
"resourceControlPolicyRestriction":
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {

"accessPointAccount": "string",

"accessPointArn": "string"

iy

type": "string"

]I

"status": "string"

1,

"nextToken": "string"

e R T 3
MRELRERTD , MZRSHLKIEE HTTP 200 WAL,
fR %5 L JSON #&3IRE L T 547
findings
REEEMEFRMGNIFRIMME L RIIER,

A . AccessPreviewFinding 3 SR¥4A

nextToken

AT XIRERY 4 RE1T 0 THPRIC,

Mk

S -

S

aUi

"string",

e 2 7T 3%
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tHix

BEXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException

XA REBHHRNR | TERITIZERE,

HTTP RS : 403
ConflictException

FRFEHEIR.

resourceld

IRH 1D,
resourceType

HTTP RS : 409

InternalServerException

M BB AR S5 2R 4R %o

retryAfterSeconds
FRERNYE.

HTTP IRZSAH : 500

ResourceNotFoundException

BAREERIR.

resourceld

BRAY 1D,

resourceType
TIRARE,

HTTP RN : 404
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ThrottlingException

B PR HIBR B4R IR

retryAfterSeconds
FHERNY I,

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SFESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an S 1T5RE V2

+ AWS BT .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5&f T Java 9y SDK V2

« AWS JavaScript V3 lRE#HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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IAM Access Analyzer APl &

ListAccessPreviews
B RIETE 2 W ES Y 1 18 TR M 51l 2%

WRIEE

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI i&E3RS
BEREALT URI 3,

analyzerArn
BT AR B R TRE 2 T E85HY ARN,

B [Ac]*[A:]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}
B RK,ME - B

ERH ™m . =

maxResults

e B R B #Y B K45 R

nextToken

AT XRE Y REIT D THIFRIC,

HRIEX
B RRERREL

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

e B7 7T 3R

MBRIIRERTD , NZRS S KIEE HTTP 200 1457,

AR5 LA JSON #& 0B E A T #HE,

accessPreviews

Ao HERR RV BRI SR,

A : AccessPreviewSummary 3 R#k4A

nextToken
ATF3HRERLE R 1T 9 TTEIFRIC,

KH .

S

aUi

tHix

BXAMERENELEREER  BZH ELEIRRKE,
AccessDeniedException
FRBREBHHRENR , T ENMITIZERE,

HTTP RN : 403

InternalServerException

N ERARSS 2R ta %o

e 2 7T 3%
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retryAfterSeconds

FEERNYH,

HTTP RZSKEE : 500

ResourceNotFoundException

BAREERR,

resourceld

RIRH 1D,

resourceType
TIRARE,

HTTP RZACEE : 404
ThrottlingException

RIS PR HI PR FI 46 1R

retryAfterSeconds

FEERNYH.

HTTP RS : 429

ValidationException

RiIFREHER
fieldList

AREIER FERFI R

reason
RENER,

HTTP RZSKEE : 400

BiESHR

BXRUBEES2—EAL API IEZEE AWS SDKs

FSHAUTAR
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AWS i G{TSRE V2

AWS & F.NET #9 SDK V4

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews

IAM Access Analyzer APl &

ListAnalyzedResources
RREHEES D MNIEERBNTRTIR.
BREE

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI 3RS
ZiE R T A ET URI S8
ERIEX
EREZ KA JSON BRXA LT HIE.
analyzerArn
ENFRRE DT RRIIRN DI RE ARN,
KE . FRH
B [~ ] [Ae]* [~ ]* [~ )% [A D% ranalyzer/. {1,255}

= MLEE . B
=ERYNE =

maxResults
I B AR [E] B B K45 SR B
KR . B

nextToken

AT 3IRER 4 Rt 1T 5 TERIS,

ListAnalyzedResources API k7 2019-11-01 94


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
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KH . FHFH

PVE B

resourceType

RIRAYRE,

ok

. FRFER

BME : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

PVE B
0] R 15 %

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

I 7 76 35
MBRIIRERTD , NZBRS L KIEE HTTP 200 MR,

AR5 LA JSON #&=0RE A T #HE.
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analyzedResources

EDHRREE,

A : AnalyzedResourceSummary X4 R

nextToken

AT 3R B 4 Rt 1T 5 TERIS,

tHix

BEXFERENEILEREER  BE2H BNEREE,
AccessDeniedException
FRBREBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException

M &R AR S5 2R 4R %o

retryAfterSeconds
FRERNYE.

HTTP IRZSAH : 500

ResourceNotFoundException

BAREERIR.

resourceld

RIRAY 1D,

resourceType
TIRAYRE,

HTTP RAAREE : 404
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ThrottlingException

B PR HIBR B4R IR

retryAfterSeconds
FHERNY I,

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SFESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an S 1T5RE V2

+ AWS BT .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5&f T Java 9y SDK V2

« AWS JavaScript V3 lRE#HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources

IAM Access Analyzer

APl &

ListAnalyzers
RS ER TR,

BRIEE

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI RS
BERERALLT URI S,
maxResults

e B R [ 89 B K45 R

nextToken

T 3IRE R 4 Rt 1759 TWFRIS,

type
SATERRIREL,

B {E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

HRIEX
ZERZAEREL,

e R 18 £

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

arn": "string",

ListAnalyzers
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
"statusReason": {
"code": "string"
},
"tags": {
"string" : "string"
I
"type":

"string"

]I

"nextToken": "string"

e B 7T 3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

BRZ5 LA JSON #&3NIRE A N8R
analyzers
1 REIE 5 AT

FE A . AnalyzerSummary 3 R¥ A

nextToken

AT RIRER & Rt 1T0 TERIE,

KR FHH

tHix

BXAMERENELREREER  BZH ELEIRRKE,
AccessDeniedException

R A RBNHRNER | TERITZRE

e 2 7T 3%
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HTTP RS : 403

InternalServerException
MEBARSS BR R iR
retryAfterSeconds

SHEEHNYVH.

HTTP RZSAH : 500
ThrottlingException

3 BRI BRF iR o
retryAfterSeconds

FEHEERNYH.

HTTP IRARHE : 429

ValidationException

RiIEREHER.

fieldList

REIER FERFI R

reason
RENEREE,

HTTP IRZSAH : 400

5iESH

BRUBEES 2—EAL APl WEZ{EE AWS SDKs

AWS @i BT 5E V2

BFSEUTAR

AWS &R F.NET # SDK V4

AWS BEHTF C++ iy SDK

AWS E AT Go v2 iy SDK

AWS 5ERA T Java B9 SDK V2

SHESH

API hzZ 2019-11-01 100


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers

IAM Access Analyzer

APl &

» AWS JavaScript V3 ik SDK
AWS &R T Kotlin B SDK
AWS EFF PHP B SDK V3
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SHESH
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
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IAM Access Analyzer APl &

ListArchiveRules
REBERIEED W ECRMIZRAM TR,

BRI

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 53R
FEREAUT URI S,

analyzerName

BN RN D TESBE R
KEAR  &R/DPEKERN 1, FRAKENR 255,
B : [A-Za-z][A-Za-z0-9_.-]*

RELE R

maxResults

FERAPEROR R KRERH

nextToken

RATXRE Y RE1T0 TRIFRIC,

HRIEX
ZERZEEREL,

e R 18 &

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

e B 7T 3

MRBBRERT , MZRSFHLRIEE HTTP 200 WAL,

BRZ5 LA JSON #&3NIRE A N8R
archiveRules
RNIEE DI ENFREAN IR,

A . ArchiveRuleSummary X REA

nextToken

RTXRE Y R 1T TRIFRIC,

KR FHH

tHix

BXAMERENELREREER  BZH ELEIRRKE,
AccessDeniedException

R A RBNHRNER | TERITZRE

e 2 7T 3%
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HTTP RS : 403

InternalServerException
MEBARSS BR R iR
retryAfterSeconds

SHEEHNYVH.

HTTP RZSAH : 500
ThrottlingException

3 BRI BRF iR o
retryAfterSeconds

FEHEERNYH.

HTTP IRARHE : 429

ValidationException

RiIEREHER.

fieldList

REIER FERFI R

reason
RENEREE,

HTTP IRZSAH : 400

5iESH

BRUBEES 2—EAL APl WEZ{EE AWS SDKs

AWS @i BT 5E V2

BFSEUTAR

AWS &R F.NET # SDK V4

AWS BEHTF C++ iy SDK

AWS E AT Go v2 iy SDK

AWS 5ERA T Java B9 SDK V2

SHESH
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IAM Access Analyzer APl &

ListFindings

RRIEEIMEIERNERIIR, ListFindings M ListFindings V2 #faccess-
analyzer:ListFindings?t IAM KEEF BHMWActionTtEFER, BLTFERNITIZaccess-
analyzer:ListFindingsig{ERIIR,

ETHMUTRATRERERIKRNFERS , BSH IAM BAFIEEFH IAM Access Analyzer ik 240,

@ Note
ListFindings X X &FAEB1A R 2785, X FREBFRARFERIF R 248 , LA ListFindings
V2,
ERIEE

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
.
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI ERS

ZIF R EREM URI S8
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IAM Access Analyzer APl &
S
BRIEX

BEREZ KA JSON BB U THIE,

analyzerArn
ENPRRERN DR ARN,

EKH  FHEH
B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*analyzexr/. {1,255}
filter

S ER B 45 R B 8 TR RS
A . ZEET Criterion X RAY MR G

maxResults

M B R [E] B9 & K45 R 5
KR B

nextToken
ATXREME Ri#E1T0 TTHFRIC,
KA FREH

sort
RE 4 RBEFIRF
A . SortCriteria &
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e R 18 S

HTTP/1.1 200
Content-type: application/json

findings": [
{

"action": [ "string" ],
"analyzedAt": "string",
"condition": {

"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",
"string",

"resourceType":
"sources": [

{
"detail": {
"accessPointAccount": "string",

"accessPointArn": "string"

}I

type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"

e B7 7T 3R

MRERERT , MZRSHLKRIEE HTTP 200 WAL,

e SIS
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ARS5 LA JSON #& iR = BL T 83

findings
M BRRINFESEERERFNERIIR (WRE ),

A : FindingSummary X KREAH

nextToken

AT RIRER S R T0 RIS,
RE  FHEH

tHix

BEXERENELHRER , B5H BLHEIREE,
AccessDeniedException

BRBRBHTRNR , TERITZRE.

HTTP R : 403
InternalServerException

REBAR ST 2R 4 iR o

retryAfterSeconds

ERHEANDE,
HTTP A& : 500

ResourceNotFoundException

BAREERIR.

resourceld

RIREY 1D,

resourceType
IRARE,

HTTP RS - 404
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ThrottlingException

B PR HIBR B4R IR

retryAfterSeconds
FHERNY I,

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SFESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an S 1T5RE V2

+ AWS BT .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5&f T Java 9y SDK V2

« AWS JavaScript V3 lRE#HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings

IAM Access Analyzer

APl &

ListFindingsV2

REEEDMBERNERIIRK, ListFindings M ListFindings V2 #Baccess-
analyzer:ListFindings#t IAM KEEFBHAIActionTTEFFEA,
analyzer:ListFindingsig{EHIIER,

ETHRUTATRRERIIRNTEILERA

HRiEE

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI FRSHK
ZERTHEAEM UR S5,
HRIEX

HRIEZRA JSON #3205l F M,

analyzerArn

ENPRRERN DMETH ARN,

PP E N ITiZaccess-

B 1AM B P15 B EY IAM Access Analyzer Ji% % 4R

ListFindingsV2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

KH . FHFH

B [A]*: [~ ]*:[A:]* [~ ]*: [~ ]*:analyzexr/. {1,255}

B & KE

. B
NS =) - E

filter
SEREM S RMECEATERS.
KR FHEZ Criterion X R AR ET

maxResults

e B AR [ #Y B K45 R

KR . B
nextToken

AT RIRER & Rt 1T 0 TAERIE,

KE . ZHEH
sort
BT HErBbr A,

A . SortCriteria &

e R 18 &

HTTP/1.1 200
Content-type: application/json

{

e R 1 %
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"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

e B2 T &
MRBBERT , MZRSFHLRIEE HTTP 200 @A,
FR55 L JSON #& 3 IR B LA T $idE
findings
M HMBRRINFEEEMERFNERIIR (MREF ).

R : FindingSummaryV2 X REA

nextToken
AT XR B8 4 Rt 170 TTHIARIC,
KE . ZHF

tHix

BEXERENELHRER , B5H ELHEIREE,
AccessDeniedException

R A RBNHRNER | TERITZRE,
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APl &

HTTP RS : 403

InternalServerException

R EPARSS R ER R0

retryAfterSeconds
FRHERNYE.

HTTP RZSAH : 500

ResourceNotFoundException

BAREERIR.

resourceld

BIRE 1D
resourceType

FIRHRE,
HTTP IRZSXEE : 404

ThrottlingException

I PR AIBRBI4E 1R

retryAfterSeconds
FHERNPVH.

HTTP IRESHKEE : 429

ValidationException
Bir R E iR,
fieldList

RIIER FERFI R

reason
RENERR.

HTTP IRZSAH : 400

API fRZ 2019-11-01 114



IAM Access Analyzer APl &

BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an B 1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2

IAM Access Analyzer APl &

ListPolicyGenerations
B EERAEROAAEREER.
BEREE

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI ERS#
BEREAUT URI S,
maxResults

e B R (2] 49 B K 48 R B

BRCEE  &MER 16

nextToken

ATXREIRE Rt 1TH TR,
principalArn

BERNEERKREN IAMEE ( AFRFRAE ) 9 ARN, ListGeneratedPoliciesfHHEE—#EF
AAFiEER , FHNEBEBREETHNLER,

B :arn:[A:]*:iam::[*:]*:(role|user)/.{1,576}

HRIEX
ZERLEEREX,

e R 18 £

HTTP/1.1 200
Content-type: application/json

{
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"nextToken": "string",
"policyGenerations": [
{

"completedOn": "string",
"jobId": "string",

"principalArn": "string",

"startedOn": "string",
"status": "string"

e 3 7T 35
R MHERAERT , MiZARS IS RIEE HTTP 200 MR,
AR5 LA JSON #&=0iR @ BL T 847
nextToken
AT XIRERYE REHIT 0 THPRIC,

KR FHH

policyGenerations

BEBERERNEAIFMEERMNPolicyGenerationX Ko

A : PolicyGeneration 3 R #4A

tHix

BXERENELERER , B3H ENEIREE,
AccessDeniedException
FRBRBHHRENR |, T ENITIZEE,

HTTP RS : 403

InternalServerException

N ERARSS BR ta %o
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APl &

retryAfterSeconds
FRHERNYE.

HTTP RZSXH : 500
ThrottlingException

7 I PR I PR il £ iR o
retryAfterSeconds

FEERNYH.

HTTP RS : 429

ValidationException
BirREHIR.
fieldList

R UEHY FERFI R,

reason

>H

FEHER

o

HTTP RZSREE @ 400

S1ESH

BXRUBEBEEZ—FRAL APINESER

« AWS i S1TRE V2

« AWS &M F.NET #9 SDK V4

« AWS &R T C++ 1§ SDK

« AWS ER T Go v2 B SDK

- AWS & T Java #J SDK V2

» AWS JavaScript V3 [REHF AT ES
« AWS & T Kotlin #§ SDK

« AWS SEA T PHP #9 SDK V3

. AWS SDKs ,

BSEUTHREA :

SHESH
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations

IAM Access Analyzer APl &

« AWS Python I F AT ES
- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations

IAM Access Analyzer APl &&

ListTagsForResource
KRR TIRERFRNTEFI%,
BERIEE

GET /tags/resourceArn HTTP/1.1

URI {53k S

BEREALT URI S,

resourceArn
ENPRFEFREHNEIRN ARN,

B3R
ZEREEEREL.
0 7 15 5%

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

I 7 7T 35
R RERTD , MZRS L KIER HTTP 200 MR,

AR5 LA JSON #&=0RE A T #HE.
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tags
R TR RRARE.
KA PRI EMRE

tHix

BXAERENENERER , 2R ELEIREL,
AccessDeniedException
BRBRBHTRNR |, TERITZRE.
HTTP R : 403
InternalServerException
R EBARST 2R 4 1R o

retryAfterSeconds

FEERNVH.

HTTP RZASAREE : 500
ResourceNotFoundException
KA EIEE R IR
resourceld
BRAY 1D,
resourceType
TIRARE,
HTTP IRASREE : 404

ThrottlingException

I PR PR B4R R

retryAfterSeconds

FEERNYH.
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HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS S 1T5RE V2

+ AWS BT .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5@ T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource

IAM Access Analyzer APl &

StartPolicyGeneration

B KB E R IF R
HRiE

PUT /policy/generation HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

]
},
"policyGenerationDetails": {
"principalArn": "string"
}

URI i5RS#

iR EAE URI S8
HRIEX

R A JSON R U THE,

clientToken

ATHAREBERNEFSEMRAENE—. X2 XDNERNRA, FFETERER AP ERNTER—IX.
MNTFEHFER , MRFRBERKDTR , WEAEBES RS ENERERFRE FHKIERY
ZR , AEFSFEHMRM,
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MREREERFHTE , WA AWS SDK B ER— M EF TR

KA . R

cloudTrailDetails

—/NCloudTrailDetailsXR , EFTrail@ELED MU ERFEHBNIFMER

KA : CloudTrailDetails 3 &

VE B

policyGenerationDetails

BELENHERRKE IAM 4 ( AFRAR ) B ARN

A : PolicyGenerationDetails X &

= MeEeE - B
=AMV E 2

el 215 &

HTTP/1.1 200
Content-type: application/json

{

"jobId": "string"
}

I/ 7 7T 35
MR RERTD , MHZRS L KIER HTTP 200 MR,
BRS5 LA JSON #&30R B LA N8R,

jobld

StartPolicyGenerationi#{EiREHR, JobIdJobIdAJ A —E#FEHGetGeneratedPolicyk
KRERPKE , LA lE—EEMHCancelPolicyGenerationREUE KB4 K iE R,

RE . 7R
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APl &

tHix

BEXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException
XA REBHHRNR | TERITIZERE,
HTTP RS : 403
ConflictException
FRFEHEIR.
resourceld
IRH 1D,
resourceType
RRE,
HTTP RS : 409

InternalServerException

M BB AR S5 2R 4R %o

retryAfterSeconds
FRERNYE.

HTTP IRZSAH : 500

ServiceQuotaExceededException

RSB T iR,
resourceld
IR 1D
resourceType
RRE,

HTTP RAAE : 402
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ThrottlingException

B PR HIBR B4R IR

retryAfterSeconds
FHERNY I,

HTTP RS : 429

ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SFESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an S 1T5RE V2

« AWS 5& AT .NET #Y SDK V4

« AWS @A T C++ iy SDK

« AWS iEH T Go v2 9 SDK

« AWS 5&f T Java 9y SDK V2

» AWS JavaScript V3 ik SDK

« AWS FEH T Kotlin B SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration

IAM Access Analyzer APl &

StartResourceScan

MAFEHENA T EER R KK,

(® Note
REH\ERIE R 2 47 88 < IF BL R 4R

ERIEE

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI iR

ZERTHEREMA URI B8,
BERIEX

ERESZ R JSON B L TR,

analyzerArn
ATRABNATEERRNKREEN DTS ARN,

KA . FREH
B [A]*[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

= YLEE - B
=ERYNE =

resourceArn

BN FIRN ARN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &

RE . FHE

B arn:[Ar]*[A:]*:[A]* [~ ]*: L
=N =

mEAMVE =B

resourceOwnerAccount

WERIRE AWS K ID. N TAZEHAWS B , HEEKS R RIEZRFRAIKS,

KR . ZHE
PVE B

e R 18 £

HTTP/1.1 200

I/ )87 7T 25
MBIIRERT , NZBRSAEXERFTAEZ HTTP IEXH HTTP 200 4R,

tHix

BXAERENEILEREES  BZHA BNLERERE,
AccessDeniedException
BB RBHNIHENR , TENITZRE

HTTP RS : 403

InternalServerException

N ERARSS 2R ER iR

retryAfterSeconds

FEERNYH,

HTTP IRZESAH : 500

ResourceNotFoundException

BB REER R
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resourceld

BIREY 1D
resourceType

TIRARE,
HTTP RZSMREE : 404

ThrottlingException

3 PR %l PR il 5 1R o
retryAfterSeconds
SHEEHNY .
HTTP RS : 429
ValidationException
Kir R E iR,
fieldList

AREIER FERFIR

reason
RENER,

HTTP IRZSAH 1 400

SEZH
BRUBEIBESEZ—FEAL APIWEZEE AWS SDKs , B HUTAR :

« AWS i B1TRE V2

« AWS &M F.NET 89 SDK V4

- AWS &M T C++ iy SDK

- AWS @A T Gov2 1§ SDK

« AWS SEA T Java #) SDK V2

« AWS JavaScript V3 [REHF AT ES
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer APl &

« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python I F AT ES

- AWS ;&M F Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer

APl &

TagResource
NIEE R TR IARE
BERIEE

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI {53k S

BERFEAUT URI S8,

resourceArn
ERMRER R IR ARN,

RELE R

L

R4
EREZ XA JSON XM U THIE.

tags
ERMEZERNFRE,
KA PRRIITHEBE

e R 18 S

HTTP/1.1 200

TagResource
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APl &

e 5 7T 3

MR RERTD , MZREALEZEBTEZ HTTP IEXH HTTP 200 MR,

tHix

BXAMERENELEREE  BZH ELEIRRE,
AccessDeniedException
XA REBHHRNR , TERITIZERE,

HTTP RS : 403

InternalServerException
R ERBR S5 BR 56 %o
retryAfterSeconds

FHEANDE.
HTTP R : 500

ResourceNotFoundException

BB REER R,

resourceld

RIREY 1D,

resourceType
FIRARE,

HTTP IRZSEE : 404
ThrottlingException

B R HIBR B4R IR

retryAfterSeconds
SHEEHNY .

HTTP RN : 429

LIV
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ValidationException

RIFFEHEIR.
fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java By SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource

IAM Access Analyzer APl &

UntagResource

MEE BB BIRITE,

BEREE

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI {5 5R S

BEREALT URI S,

resourceArn
ENPBBRIFEN RN ARN,

= MEE - B
RRMGE B

tagKeys

o

BN ER,

EENE B

ERA
ZERIZFBHERE.

e R 18 &

HTTP/1.1 200

) 7 7T 35
MR IRERD , MZBRESASEEBTEZ HTTP IEXH HTTP 200 MR,
FEiR

B X

BXABERENENERER  BEH ELEIRRE,
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IAM Access Analyzer

APl &

AccessDeniedException

ORBEBHIFRNR , TERTIZRE,

HTTP RS : 403
InternalServerException
R &R AR ST 2R 46 1R o
retryAfterSeconds

LHERNDE
HTTP RS : 500
ResourceNotFoundException
BAEREERR,
resourceld
BIRE 1D
resourceType
BRI,
HTTP RS : 404

ThrottlingException

3 BR I BRF iR o
retryAfterSeconds
FRHERNYE.
HTTP IRZSAKHEE : 429
ValidationException
Bif R EHiR.
fieldList
KRB FERIIR,

reason

RENERR.
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HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an B 1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APl &

UpdateAnalyzer
ERNEDFBOERE,

(® Note
S\ER I R 20 47 88 1 SR LR AF

WRIEE

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URI &3R5
BEREALT URI 3,

analyzerName

EXC: SR OE=E
KEYR  &R/DEKER 1. FRAKER 255,
B : [A-Za-z][A-Za-z0-9_.-]*

R
&R Z KA JSON BRI U THIE,

configuration
FEBR AWS HAHKF DB ENEE.
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IAM Access Analyzer

APl &

A . AnalyzerConfiguration ¥ &

AR N RE Union KRB, REBEETRELN R —NER

e R 18 S

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }

}

e B7 7T 3R
MRIRERT |, MIZARS R KEE HTTP 200 W# R,
AR5 LA JSON #&=0RE A T #4E.
configuration
BEAX AWS BAHKF o HTREENEE.

A . AnalyzerConfiguration 34 &

AR XN RE Union RE, REEEESERELNRE—ITKA.

tHix

BEXMERENELEREER BN ELEIREKE,
AccessDeniedException
FRBREBHHRENR , T ENITIZERE,

HTTP RESHKEE : 403

ConflictException

RRFEHIR

e R 1 %
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IAM Access Analyzer

APl &

resourceld

BRAY 1D,

resourceType
TIRRE,

HTTP RS : 409

InternalServerException

R ER AR ST 2R 4R %o

retryAfterSeconds
FRHERNYE.

HTTP RZESAH : 500

ResourceNotFoundException

BAREERIR.

resourceld

RIRAY 1D,
resourceType
RIRAYRE,
HTTP IRZSEE : 404
ThrottlingException

3 BRI PR FI iR o
retryAfterSeconds
FHFEHANY .
HTTP IRZSAKEE : 429
ValidationException
B R EHEiR.
fieldList

REIER FERFI R
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IAM Access Analyzer APl &

reason
RENER,

HTTP RS : 400

SESH
BRUBEBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an B 1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #9 SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateAnalyzer

IAM Access Analyzer APl &

UpdateArchiveRule
e A RO SR RN
BRIEE

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI &3R5
BHREAUT URI S,

analyzerName

EF R EF AN EY A 2R 8 & o
KEAR : RPKERN 1. RRAKER 255,

=X : [A-Za-z][A-Za-20-9_.-1*

RELE R
ruleName
EEHHAN KB R,

KEAOR  &PKERN 1. RAKER 255,

= : [A-Za-z][A-Za-z0-9_.-1*
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IAM Access Analyzer APl &

FRE
EREZ XA JSON XM LT HIE,
clientToken

BT,

KA . FHEH

filter
EEFEHHANMECENTER, RESTER[CEHE AN T SEFH,
KR FFEZ Criterion X RHAVRET

e R 18 SE

HTTP/1.1 200

e BI 7T 3=
MRLBRERT , WZRS X KIEEHFEZE HTTP IEXH HTTP 200 W& 5L,
tHix
BEXERENELERER , B5H BLHEIREE,
AccessDeniedException

BRBRBHTRNR , TERITZRE.

HTTP RESHKEE : 403

InternalServerException

N ERARSS BR tR iR
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IAM Access Analyzer

APl &

retryAfterSeconds

FEERNYH,

HTTP RZSKEE : 500

ResourceNotFoundException

BAREERR,

resourceld

RIRH 1D,

resourceType
TIRARE,

HTTP RZACEE : 404
ThrottlingException

RIS PR HI PR FI 46 1R

retryAfterSeconds

FEERNYH.

HTTP RS : 429

ValidationException

RiIFREHER
fieldList

AREIER FERFI R

reason
RENER,

HTTP RZSKEE : 400

BiESHR

BXRUBEES2—EAL API IEZEE AWS SDKs

FSHAUTAR
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APl &

AWS i G{TSRE V2

AWS & F.NET #9 SDK V4

AWS j&HF C++ #y SDK

AWS AT Go v2 By SDK

AWS & F Java B9 SDK V2

AWS JavaScript V3 lREHF X T E S

AWS &R T Kotlin B SDK

AWS EFF PHP B SDK V3
AWS Python B A AT ET
AWS &R F Ruby V3 # SDK

RESH
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule

IAM Access Analyzer

APl &

UpdateFindings
FEIIEEERE RORE.
BERIEBE

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI 15RS#K

R EAE URI S8
HRIEX

R XA JSON R U T 5,

analyzerArn
EREFEFNEIME R 2250 ARN,

KH . FHH
B [Ac]*[Ae]* [~ ]* [~ 1% [~ ]*:analyzer/
RELE R

clientToken

EP T

.{1,255}

UpdateFindings
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &&

ids
B IDs HFEMN K,
RE  FHHRHA

resourceArn

PELRPHENRFREN ARN,
KR FHH
B arn:[A:]*: [ ]*:[A]*: [P ]*: L

status

RAERTEFRAEERRSAERDNNRE, ATARCHIVERESHERERESX N EFHNERSE
Ko BATACTIVENEFRNERERERNEDIERE R,

KE : FHEH

B3E : ACTIVE | ARCHIVED

e R 18 S

HTTP/1.1 200

) 7 7T 35
MRIEERD , NZREZFALKXIEETHHEZ HTTP IEXH HTTP 200 MK,

tHix

BEXMERENELEREER BN ELEIRKE,
AccessDeniedException

R A RBNHRNER | TERITZRE
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IAM Access Analyzer

APl &

HTTP RS : 403

InternalServerException

R EPARSS R ER R0

retryAfterSeconds
FRHERNYE.

HTTP RZSAH : 500

ResourceNotFoundException

BAREERIR.

resourceld

BIRE 1D
resourceType

FIRHRE,
HTTP IRZSXEE : 404

ThrottlingException

I PR AIBRBI4E 1R

retryAfterSeconds
FHERNPVH.

HTTP IRESHKEE : 429

ValidationException
Bir R E iR,
fieldList

RIIER FERFI R

reason
RENERR.

HTTP IRZSAH : 400
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BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS an B 1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings

IAM Access Analyzer APl &

ValidatePolicy

FRPIURBAEMERIIR, XERIMAFHBERR FEARETTHRVORERRZR | HERED
HENE T REZERNIIEERE,

HRIE

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URI &R S
BERERLLT URI S,
maxResults

e B2 AP IR B Y B K45 R B

nextToken

AT 3IRER 4 Rt 1T 9 TERIS,

HRIEX
WR1EZE A JSON R U T HKE,

locale

BT At R I RV S HE,
KR . ZEH
B%%{E :DE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw
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IAM Access Analyzer APl &&

policyDocument

FERRE A AR JSON FRE TR,
KA . R

policyType

ERIFNRBERE, FHXED IAM ZRARTRR. SHORBIEH IAM A€, AFENEA
RYFEE R BE M N BR SRS

HIRKEBEERTX AWS BIRHNR, FRREEEE IAM BEHNEERKEM Amazon S3 fF#EHY
FRBER, SRUREENSORBIARREKNBRABA , BUTURAEDNEERER
Amazon S3 FE MR B 2 KB BFER Ao

AR S5 2 IR RE (SCPs) B — MM MNEIHLR, AWS HLRH{Y (OU) SIKF WAL KR,

B3E : IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

= Ve - B
mrEAMVE =

validatePolicyResourceType

MBI R RRRBE AR IRE R, NHKRBERBE I , THARBRIERFRRBIEE
fERESOURCE_POLICY, f5ltn , ERUF EKINZE] Amazon S3 FERMNEIREKRE |, BaT Lk
FEAWS: :S3: :Bucket REEWIF &FRIEH,

FHFARAXBENERENETIREDR | IAM Access Analyzer 21E1TE A F A RIR K BE MY K BE
BE, Sl , ERIFEMNE KMS ZANEREKE , BFEANRBRIEEREIBEEE , IAM
Access Analyzer 2 TIERA T E R RREHNRBRE,

KH . FHH

BME : AWS::S3::Bucket | AWS::S3::AccessPoint |
AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |
AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table
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IAM Access Analyzer APl &

e R 18 S

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

LRIVPIES
IMRUIRIER T | WXL KRB HTTP 200 WAL

AR5 LA JSON #&=0R B LA T #3E.
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IAM Access Analyzer

APl &

findings

IAM Access Analyzer IRIEHRBREEHFRENKBPHERIIE,

A - ValidatePolicyFinding 3 SR ¥ 4A

nextToken

AT 3R B 4 Rt 1T 5 TERIS,

tHix

BEXFERENEILEREER  BE2H BNEREE,
AccessDeniedException
FRBREBHHRENR , T ENITIZERE,

HTTP RS : 403

InternalServerException

M &R AR S5 2R 4R %o

retryAfterSeconds

FEERNYH.

HTTP IRZSXE : 500
ThrottlingException

BT PR PR Bl 5 1R

retryAfterSeconds
FRHERNYE.

HTTP RS : 429

ValidationException

RiIFREHER.
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IAM Access Analyzer APl &

fieldList

R FERFI R

reason
RENER,

HTTP RS : 400

SESH
BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 55 HUTAR :

« AWS an S1T5RE V2

+ AWS B F .NET By SDK V4

« AWS @A T C++ iy SDK

+ AWS 5& T Go v2 B SDK

« AWS 5& T Java 9y SDK V2

« AWS JavaScript V3 R #HF X T2
« AWS 5& T Kotlin #y SDK

« AWS 5& T PHP B SDK V3

« AWS Python REF AT ES

. AWS ERT Ruby V3 f SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy

IAM Access Analyzer APl &

B R

IAM Access Analyzer AP| @& MRECANSHHEIERE, AW FARERERBIFERE,

@ Note
TRARIEHRERELEHTEITRNITF. NARFTNRIGENIRF.

XEFATHIERE

« Access

* AccessPreview

* AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

 AnalysisRule
* AnalysisRuleCriteria

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary

* CloudTrailDetails

» CloudTrailProperties

+ Configuration
* Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

» EbsSnapshotConfiguration

» EcrRepositoryConfiguration
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IAM Access Analyzer

APl &

EfsFileSystemConfiguration

ExternalAccessDetails

ExternalAccessFindingsStatistics
Finding
FindingAggregationAccountDetails

FindingDetails

FindingSource

FindingSourceDetall

FindingsStatistics

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternalAccessAnalysisRule

InternalAccessAnalysisRuleCriteria

InternalAccessConfiguration

InternalAccessDetails

InternalAccessFindingsStatistics

InternalAccessResourceTypeDetails

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration
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IAM Access Analyzer

APl &

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration
RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep

ResourceTypeDetails

S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryAccessPointConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration

SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAccessFindingsStatistics

UnusedAccessTypeStatistics
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IAM Access Analyzer

APl &

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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IAM Access Analyzer APl &

Access
AEEXBENRRNEER | XERENTREN TRIEZIHTRENNE,

of
actions

TR REVRIESI R EAATAE IAM REEFRENZTEHBTAEEZRENREIIRFER.

resources

HRARAIERFIR, £ IAM KEEF o] F4E Amazon HIRBF (ARN) R ZRF LA T AEER
BEHFRINERPER, B HEEE ARN RIEERR ID W2 ABEER S,

BAEMRA &2 0T, &% 100 MIE,

KEAR : RPKERN 0o ZRRKERN 2048,

BIEZH
BRUBEEBESZ—FERL APIIWEZERE AWS SDKs , B HUTAR :

« AWS EATF C++ By SDK
« AWS & F Java B9 SDK V2
« AWS ;& T Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Access
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Access
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Access
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FindingSummary

BEAXRRINES.
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analyzedAt

FEERAELERNE T RIRNREHRIT DR ETE,
g I 5 11 Fs

NEE . B
=ERMVE B

condition
SMENERERFRPBEHERARR,
KE . FREINFRABME

=AMNE 2
createdAt
b, &1: OReUEE 200118

e 11 F5

= MLEE - B
mEAMVE =B

ZERH ID,
KR FHH

RELE R

resourceOwnerAccount
RERRK AWS K 1D,

KE : FREH

FindingSummary
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resourceType
SNEBZEFEA AT LA BRI R IRE AL,
KH . PR

BME : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User

= MLEE -« B
mEAMVE =

status
BWERIMRES,
KA . FHEH
B3E : ACTIVE | ARCHIVED | RESOLVED

= MEE « B
=ERMVE B

updatedAt
RAELRFIEEAMAVEE
RH  iHEE

. B
NS =) - E

action

AEBEFEABRER R B2 AT B B AR,

KH . ZHEHA
PVE B
error

SHEERRIANEIR,
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ERERRBREEFATLHGRINKBEH TR,

principal
BRF EMEE X E R R R INEBE 4
RE : PRI FARRS

resource

NEEFEATLLF RN TR
KR FBH

resourceControlPolicyRestriction

X A Organizations & R#ZH| K (RCP) WHEIRAIAEEXN BES RiEMAYRHIRE,

RE : FREH

BM{E : APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

sources

RUHBRF, IRFNARTFERBESRONBRNR, ©L2WEFEE Amazon S3 FEBERINS
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FindingSummaryV2

BEAEXRRANEER.
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analyzedAt
PIERBEE ROET AR KR IAM EAEK T,

KA - pfE B

RELE R
createdAt
KMt E,

KA - prfEE

resourceOwnerAccount
WAEREN AWS IKF ID.
KR ZHH

= MEE . B
=AMV E =

resourceType
HEBEIE AT LA A BRER,
KA . FHH

BWE : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
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| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

KA . ¥R
B3E : ACTIVE | ARCHIVED | RESOLVED

= MeE - B
=RV E =

updatedAt
RELRFILERMAVETES
R ;R B

error

KA FHEH
VE B
findingType

FRIERERNEE, WTFARBRDMEE , KEN ExternalAccess. W TFREAMFE DT
g% , KA A LR UnusedIAMRole. UnusedIAMUserAccessKey, UnusedIAMUserPassword
= UnusedPermission., M FHEPHRIZHER , REN InternalAccess,

RE . FREH

BEME : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess
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SNEREFE AT LA R BY B R
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BEE R RIEI XA,
NE

policy

REFBERN BRI XA, %K R A CreatePolicy @ EOIER
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SR FH
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GeneratedPolicyProperties
BEERNRRITMES,
NE
principalArn
EE R EAERERE IAM 24 (AP RAR ) B ARN,
R . PR
# : arn:[A:]*:iam::[~:]1*:(role|user)/. {1,576}

= |
=AM E 2

cloudTrailProperties
HHEBEXRTrail A TERN KRB IFHER.

ZH : CloudTrailProperties 3 &R

isComplete

trueMMRAERKFI IS IAM Access Analyzer NIEIEEH CloudTrail IRERHIZBIN RS TG
ATREERME |, MBLEIRE R , falseBNIRE N,

KH : mRE

BiESR
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GeneratedPolicyResult
BEERNERNIAREFAES,
NE
properties
& ERYEHEENGeneratedPolicyPropertiesX Ko

A . GeneratedPolicyProperties 1 &R

= MLEE - B
mAME 2

generatedPolicies

RERTBUR AR XA, KB R fE M CreatePolicyRF &I H.

H A . GeneratedPolicy 3 SR¥A
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lamRoleConfiguration

IAM AENEGREFIERE. fULBIEEEERBAFN IAM AR ZRENIE IAM AE1R
HEiE, MREEBRHAXNHN IAM A€Y , WATIEEFTRE. WREEEATEEENIE IAM
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e, BXABGGERBRFINESZFER , BZH IAM M AWS STS HBLE,
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trustPolicy
IAM £ & B E R
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InlineArchiveRule
FRAN R AEETR, BREMANTEESZ MR,
NE
filter
FRALR A FIE

KR FHERZ Criterion X R AR ET

ruleName
LI 9 & Fho
KH: FHEH
KERS : &RNKEN 1. AKENR 255,
B : [A-Za-z][A-Za-z0-9_.-]1*

5iEZH
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« AWS &R F C++ #J SDK
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InlineArchiveRule
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InternalAccessAnalysisRule

BEBXNBELE D[N D TANUNNER 2T HNARIEEIE QIZ TN ot E X BIFRIERHE E PLE ST
MERBES R

ES

inclusions

NEIBE D HB|OANGER  EHESEETEEITHNRE, ABFSANRENTRS 2EK
BAELER,

A . InternalAccessAnalysisRuleCriteria X1 R ¥4

BIEZH
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InternalAccessAnalysisRuleCriteria
P BRI 151 49 47 28 49 50 AT LI A7 o
AES

accountlds

ERATRE RS ARNFRENFTIR. AWS K/ IDs 1K/ IDs REEN A THALR D H2xay 24l
mu*’]‘l&o

KE . FHEHA
MVE:B

resourceArns

ARNs ENATAZH RIS MANIFENTRITK. 2MBERSEREXLELE RMETE M RIFRNE
B4R ARNs,

KE . ZHERA
VE B

resourceTypes

ERATASBHER2THANIRENERERINR, IWBRENXLERBNERERBELR, NI
BRI e E X FU T RIFRRD

* AWS::S3::Bucket

 AWS: :RDS::DBSnapshot
 AWS::RDS::DBClusterSnapshot

* AWS::S3Express::DirectoryBucket
* AWS: :DynamoDB: :Table

* AWS::DynamoDB: :Stream

R FRHFHA

BRE : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
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AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User
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InternalAccessConfiguration

N AWS BRAHKFIEENT BRI SHBNEE, WEERE T 2z 0@ iT AR AWS TREHHRE
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BEAXRNBHE DB TANUNEE. XLERURE T EHAHLERMIGRER,

A : InternalAccessAnalysisRule 3§ &
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InternalAccessDetails
BERXAHEEANNER. XBFEERELN AWS ALARMKF IR 516 759 R AT % 415 5.
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accessType
BAELERFEENRIBIG AR, XRAEEH AWS FRIEH 2 N RF 175 RARA,
KA PREH

AME : INTRA_ACCOUNT | INTRA_ORG

HE B
action

DR R BRI R RAVERE,

condition
S ENREERAPSHAIBIHRZIANER.
KB . FHRINFHRG

principal

BRIGFE AR R EROEE A
RE . PRI FAFRME

principalOwnerAccount
RENBHEEESERPEENEILAN AWS IKF 1D,

KR ZHH
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principalType

NEBHRBELERPRENZIEALRE , il IAM &3 1AM A,
KA . FRH
BH{E : IAM_ROLE | IAM_USER

resourceControlPolicyRestriction

F A RRIREIRIE (RCP) W ERATA &I AWS Organizations &4 RN AR R &I,

« APPLICABLE : A2 FHE—/ RCP , {82 IAM Access Analyzer 1£ 8 X R #Y 1T 14
RAREEE. Hl , MRs3:DeleteObject# RCP Rk m R %I APPLICABLE , M|
{is3:DeleteObjectFIEEERLERNWREIRP., CEATUKF NEEXH AR R A
!,

« FAILED_TO_EVALUATE_RCP: i¥{4 RCP Bt 44,

« NOT_APPLICABLE: ZHALFEEXFEERR, I TUKF AEEXWRIPIHFRLER ,
tBNOT_APPLICABLERJREREA&EBEA TZ&E R RCP,

« APPLIED : 442177 RCP , IAM Access Analyzer I EBEEE XN R TEF, Fla0 |, a0
Bs3:DeleteObject# RCP REkMBR%IFAPPLIED , Ms3:DeleteObject FaBEEER
SERNBREFNRD, NEATUARNEERNAITFIHRBEEL R,

RE . PR
H3ME : APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

serviceControlPolicyRestriction

AWS Organizations RS2 FIZKEE (SCP) M FELE R ANBRHIZEE,

« APPLICABLE : AR 7EE—4 SCP , {ER IAM Access Analyzer fE BN RV IR P R 2IE
©o RERAT UK, NEEXHAEREE LI,

« FAILED_TO_EVALUATE_SCP: i¥{f SCP B Hi4E,

« NOT_APPLICABLE: ZHLAHEE SCP, M TFUKF AEEXHRNIBIHRLR ,
tENOT_APPLICABLEATRERBIE BEER FER AMNSCP,
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« APPLIED : #4275 SCP , IAM Access Analyzer HEBEEE XN RN TEEF, CERATFUA
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sources

REB TR R KIF, XRRFMAMAEER AWS IMEHRRFERFELE R RRR,
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o
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resourceTypeStatistics
EERNEHR SN EMNERRENIIEREREH

KA . FHFEF InternalAccessResourceTypeDetails X &R Y BR&F

BMFH : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

totalActiveFindings
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totalArchivedFindings

BEAZBHEOMEINEMERERRE,
KA B

totalResolvedFindings
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BERXRABLE DR EFRRENES., CSEENEHERNEREREZBNEER
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totalArchivedFindings
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jobld
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KRELERNER  BAlE—#R FHCancelPolicyGenerationkREUH KA KIER,
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ERME =
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KA BE B

status
FHEE RIS,
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B3E : IN_PROGRESS | SUCCEEDED | FAILED | CANCELED
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jobError
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JobError

EEXREREREIRNFAEE.
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code

S HIRNE,
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B E : AUTHORIZATION_ERROR | RESOURCE_NOT_FOUND_ERROR |
SERVICE_QUOTA_EXCEEDED_ERROR | SERVICE_ERROR

message
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KMS ZHAMWBINER TEE, AXEZRES , 2 M CreateGrant,
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issuingAccount
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operations
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BM{E : CreateGrant | Decrypt | DescribeKey | Encrypt | GenerateDataKey
| GenerateDataKeyPair | GenerateDataKeyPairWithoutPlaintext |
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/KmsGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/KmsGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/KmsGrantConfiguration
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#cryptographic-operations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/KmsGrantConstraints
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/KmsGrantConstraints
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/KmsGrantConstraints
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default
https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/KmsKeyConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/KmsKeyConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/KmsKeyConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Location
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Location
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Location
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https://docs.aws.amazon.com/AmazonS3/latest/dev/creating-access-points.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_VpcConfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/NetworkOriginConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/NetworkOriginConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/NetworkOriginConfiguration

IAM Access Analyzer

APl &

PathElement
FEEH JSON R RFERABBFHEANTE,

S

/A Important

I BHESRE )y UNION |, (X b7 68 A SR [l B

index

ER 2 JSON BAF MRS,

KR . B
key

EHIR JSON M RHHEA,
KH . FHFH

substring

B R JSON RPN FFRBHN T FAH,

%A : Substring IR

value

{5 JSON X KA TEREXBKNE,
KR FHH

7|

J’j\_FﬁEJ'E'\Z_o

PathElement

API fRZ 2019-11-01 243



IAM Access Analyzer APl &

BiEZH

BRUBEIBSZ—FEAL APIWEZEE AWS SDKs , 5 HUTAR :

« AWS &R T C++ #J SDK
« AWS FEHATF Java B§ SDK V2
- AWS & F Ruby V3 # SDK

BESH API hRZ 2019-11-01 244


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/PathElement
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/PathElement
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/PathElement
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/PolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/PolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/PolicyGeneration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/PolicyGenerationDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/PolicyGenerationDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/PolicyGenerationDetails
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Position
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Position
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Position
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RdsDbClusterSnapshotAttributeValue
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RdsDbClusterSnapshotAttributeValue
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RdsDbClusterSnapshotAttributeValue
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https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_ModifyDBClusterSnapshotAttribute.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_ModifyDBClusterSnapshotAttribute.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RdsDbClusterSnapshotConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RdsDbClusterSnapshotConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RdsDbClusterSnapshotConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RdsDbSnapshotAttributeValue
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RdsDbSnapshotAttributeValue
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RdsDbSnapshotAttributeValue
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https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_ModifyDBSnapshotAttribute.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RdsDbSnapshotConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RdsDbSnapshotConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RdsDbSnapshotConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ReasonSummary
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ReasonSummary
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ReasonSummary
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RecommendationError
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RecommendationError
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RecommendationError
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/RecommendedStep
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/RecommendedStep
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/RecommendedStep
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ResourceTypeDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ResourceTypeDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ResourceTypeDetails
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https://docs.aws.amazon.com/AmazonS3/latest/dev/creating-access-points.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-points-restrictions-limitations.html
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« AWS 5&f T Java 9y SDK V2

- AWS & F Ruby V3 # SDK

BESH API hZ 2019-11-01 258


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3AccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3AccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3AccessPointConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#setting-acls
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-directory-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/creating-access-points.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-example-bucket-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_limits.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
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https://docs.aws.amazon.com/sns/latest/api/API_Topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SnsTopicConfiguration

IAM Access Analyzer APl &

SortCriteria

iR a7 35 0
2

attributeName

EHFHNREENER.
KA FHH
orderBy

BEFRF | FFEbEF o

BHME : ASC | DESC

HESH
BRUKEES 2 —EAL AP HESE8 AWS SDKs , HBHNTAE :

« AWS &R F C++ #J SDK
« AWS FEAT Java ¥ SDK V2
- AWS & F Ruby V3 # SDK

SortCriteria API fRZR 2019-11-01 267


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SortCriteria
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Span
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Span
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Span
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/quotas-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SqsQueueConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StatusReason
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StatusReason
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Substring
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Substring
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Substring
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Trail
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Trail
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Trail
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TrailProperties
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TrailProperties
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TrailProperties
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAccessConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAccessConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAccessFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAccessFindingsStatistics
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessTypeStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAccessTypeStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAccessTypeStatistics
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https://aws.amazon.com/iam/access-analyzer/pricing
https://aws.amazon.com/iam/access-analyzer/pricing
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAction
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAction
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAction
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