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+ i%& Outpost

« Amazon S3 on Outposts 5 Amazon S3 BRG] ?
« FF#AHERA Amazon S3 on Outposts

+ S3 on Outposts KM &

 {#£F S3 on Outposts Ff# @

+ {8 S3 on Outposts XK

« S3 on Outposts PRI L £ M

« & S3 on Outposts 171
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
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% & Outpost

EFF A Amazon S3 on Outposts , BEEELMNREDIHEEE Amazon S3 AEH Outpost. B
XiTM Outpost 1 S3 BEMETMEE , 55 AWS Outposts, B E Outposts TFE ERREH

S3 ARE , A LMEH ListOutpostsWithS3 APl . BXMELUKRE T ## S3 on Outposts 5 Amazon

S3 AR 24k , 25 Amazon S3 on Outposts 5 Amazon S3 BRA[E ?

BXEZEERE , BEAUTEE,

£

« 1TM%T Outpost

1T 19 %7 Outpost

MREFEITMER S3 BEMH Outpost , FZSH AWS Outposts HLEEM L T #E A T Amazon
Elastic Compute Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS) 1 Amazon S3
A LD,

EEBRER , BB (AWS Outposts AAF1ER) A 8IE Outpost 11T Outpost BE WIS RIRE,
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https://aws.amazon.com/outposts
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://aws.amazon.com//outposts/pricing/
https://docs.aws.amazon.com/outposts/latest/userguide/order-outpost-capacity.html
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Amazon S3 on Outposts & Amazon S3 BAR[E ?

Amazon S3 on Outposts [E#&#I A #t AWS Outposts FREREATN R1ZM, A S3 on Outposts , A
B FHEREEA N AREFHIL , BBEHERAIE, BETEMNTZNMLEST R, BTER
Amazon S3 API #Zh&E , S3 on Outposts AILARMFME. REF. #Ric. REFMEFIX Outposts iz
fiGE | o AWS BT REIGHNAMIZHE , LREB —BHES SR,

B 3< S3 on Outposts IR 2N EZER , BSRUTEH,
&

« S3 on Outposts #1355

« S3 on Outposts ZFHY API 2 1E

- S3 on Outposts X #H# Amazon S3 AWS CLI %

« S3 on Outposts FZ K Amazon S3 ZI&E
« S3 on Outposts P& ER

S3 on Outposts #3E

« Outposts FBH R A K/NA 50 TB,

 Outposts FEBPIRIREZTAK/NA 5TB,

« 9 AWS Ik & K Outpost IZEREEA 100,

« Outpost & REEA SR RMAL KT QEATIHE,
« &4 Outposts FEMHHZARIFR K[LH 10,

3R REEME R/NREIN 20 KB,

« Outpost B & AT LAFEH AWS Resource Access Manager £ AWS Organizations FE B RHLARN
B 15 RIAXBR . FEE G R Outpost BIFTE K - 4815 AWS Organizations FHIFTE &K P TRI—4A
AN,

- S3on Outposts FHBHEEKFKRAREERPENRWESE,
- 275 S3 on Outposts Z & #EHHE &I A A & BRITERE,

« WRKDE#HE Amazon S3 — 3,

* %£ S3 on Outposts LRI FT BN REBFMHIE OUTPOSTS FERH.

Mg API hiz7s 2006-03-01 10
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- RERBERBRT , 77 OUTPOSTS F KA AN REEAER Amazon S3 FHEXMHEH
(SSE-S3) KBRS SRR N B H 1T I7fE . BT AEEREREAT M REAMNERA (SSE-C) KR
5 2R im M2 R E N Ro

- MRRARBHIZEEEER Outpost LFHENR , APl 2RIBEERERERE (ICE).

S3 on Outposts X#FH API ##1E

B X S3 on Outposts X #FHY API B4EM 5K , S FAmazon S3 on Outposts API ##1E,

S3 on Outposts X #FH Amazon S3 AWS CLI 55

Amazon S3 on Outposts B BIZ3F LT Amazon S3 AWS CLI i, BXESZEL | 21 (AWS
CLI Command Reference) H#J Available Commands,

* cp. mv M sync , HE— Outposts FEMEH , WEEAR#MIMES Outposts FHEMEZ A,
. 1s
* presign

e rm

S3 on Outposts A2 #FHY Amazon S3 IhgE

Amazon S3 on Outposts B BIF LT Amazon S3 T, BEFACIINE A=A ERIEL,

- BRMER

- TAEI#EHIFIFK (ACL)

- BRARRLE (CORS)

- S3IHERE

- S3FERREG

- ERERINFHEEINE

- NEFHEE

- ZERIE (MFA) B}

- S3IEMAREIE (BRTXNRBRAELRTEN DR LML )
- SINRYUEMERE
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https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/cli/latest/reference/s3/presign.html
https://docs.aws.amazon.com/cli/latest/reference/s3/rm.html
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- NRUERE

- BB AWS Key Management Service ( AWS KMS ) Z4ARI RS B3 I% IN%R ( SSE-KMS )
- S3 EHlatiE2%l (S3 RTC)

« Amazon CloudWatch i&R1g4%

- EFRELE

 Transfer Acceleration

- S3EHBEH

- RIFHNREER

+ S3 Select

 AWS Lambda 4

- Server access logging (R854 18] B £id %)

« HTTP POST &K

+« SOAP

- MEiER

S3 on Outposts P& ER

- EYFiESREEEE S3 on Outposts TR R , B4 EI2 S3 on Outposts Kim T S HBHTEIE. ATER
#I5E T S3 on Outposts A IFT A :

« Outpost LEIEA Virtual Private Cloud (VPC) A IAE — N REMAIRT R , 81 Outpost &%
E.I-L;{ﬁ 100 /l\égﬁ:ﬁ-/“\o

o AL Z AN A SRS EIE] — KiK.
- RERLKIET SRMEIE CIDR RELLT CIDR SEE M FZERIAK VPC & :
* 10.0.0.0/8
« 172.16.0.0/12
* 192.168.0.0/16
- AEEMNEBETESE CIDR 3K VPC H 8|22 Outpost BI L IHTT =
« RBEEMXI RIHY Outposts FM K BIB L ixmT =
- ATOIERLET RN FRLAATEMA IP ik , Bt S3 on Outposts .

- MREIEEREFIHEN IP #utith (ColP it ) , MEXMBEMEA IP ik , LA S3 on Outposts &
Ao

) £ BR 51 AP WA 2006-03-01 12
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« 81 VPC &1 Outpost RAERIE —MNRIFT =o
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F 154 A Amazon S3 on Outposts

B E A Amazon S3 on Outposts , A BA1E AWS Outposts E812 S3 4 , HEAR M A EEREIE
HE, RipHFELBENBBEEFENNAREFBROAFEHEANKEN R, S3 on Outposts 12 7 —/NETE 77
&3k S3 Outposts (OUTPOSTS) ; izﬁf%*ﬁﬁﬁ Amazon S3 API , 3} B AT AWS Outposts FHIZ A
REMBS SR ZBIFATTRMEEEBIE, E@ES Virtual Private Cloud ( VPC ) A ZEA S ik SE#E
5 Outposts i TBE. EAIUBKRE Amazon S3 #@H —#£7E Outpost # LEAMERR API R IhEE
BIEFRIREE, MBMNIRIC. BALET AWS EEEZFIA. AWS Command Line Interface (AWS
CLIl), AWS SDK = REST API £/ S3 on Outposts,

iBIY Amazon S3 on Outposts , A LA&TE Amazon S3 £ —#7E AWS Outposts E{#H Amazon
S3 API MTheE , XS RFAE. HRIEKEE, MMZEMIRIC. BX S3 on Outposts WIEER , BSHEMT AR

Amazon S3 on Outposts ?

&

*
. B AWS EEinSAFFBRER
- B AWS CLI F5&FF Java By SDK FriafE A

Bid AWS ERRGHI ST HRER

B35 Amazon S3 on Outposts , AT LATE AWS Outposts L8122 S3 4 , HERH A FTER IR
HE, R BBLENBTFEEZNNAEFBELFEMRENR. S3 on Outposts it 7 — N F
fi & S3 Outposts (OUTPOSTS) ; 127(?-{%"‘{@% Amazon S3 API , 3 BT AWS Outposts E#Z4
RENBS R ZBEFATREFEETE. ZBET Virtual Private Cloud ( VPC ) £ F1Z A 2 Flis 0% 2
5 Outposts @ 1TEE. B ABRTE Amazon S3 # —#7E Outpost & LEFHER APl FThaE |
DIFHEREE, MBMIRIE, BALIER AWS EE#2H A, AWS Command Line Interface (AWS
CLI)., AWS SDK = REST API £/ S3 on Outposts. BXxEZEE , S E AR Amazon S3 on
QOutposts ?

EBMEHAFHFERA S3 on Outposts , EZHUTEH, E&EST AWS CLI HEA T Java B9 AWS
SDK FFHafER , HSRET AWS CLI FEH F Java B SDK FFHAE A,

T8
. PIERBMHEE. BESMES
. BESE
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SIRFEM. HE KRS

UM T A{AE S3 on Outposts RIS —NMFEM. EREH A IRFMEN , L5ET el
BB RUREZEEBERENRS , AESTAFHREFERREEN R,

1. BFRE AWS EEEHA , AREBEIUTMULITIF Amazon S3 #2&|& - https:/
console.aws.amazon.com/s3/,

2. EEMSMEREH , % Outposts buckets ( Outposts & ) -
. %&# 8|2 Outposts FER.
4. 3F Bucket name ( FHEER ) B , MARFEEHA RS (DNS) R ENZHE B K.

FERBEMLITRBZUATER !

« £ AWS K. Outpost BAK Outpost FiE I AWS X 13 I {R 135 HE— 14,

- KER 3-63 MNEFF

- TEEREFR.

- UNEFEHBFITL.
BIEFERE K ELLEERHEN. BXAWEFHBNEER , B3H (Amazon S3 AiF1E
M) PHERF#EmEAN,

/A Important
BREFERENPIESBRRAGCE  OKS, FRBEHN2ETEEOFEBTFHANR
M URL H,

5. XF Outpost , EFRERE 7 MA Outpost,
6. 1E Bucket Versioning ( #iRA#2%] ) T , & S3 on Outposts FHY S3 lAZEFIRSIRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BRERREZFIRES

* Enable (B ) - AEHAIIRIE A S3 MRAIESI, 78 H0 2BV P A X RESHF U B ME — AV AR AR
IDo

BX S3RAEHMNEZEE , 1S H N S3 on Outposts HEE S3 A2,

7. (A% ) ARINEE Outposts 7 W< Bx BV 4E{T optional tags ( AIIEMFRE ) » B LAERARESRKIR
EREAN B U B AR E |, RERARAR D BEARSIRE RN FHE R
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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10.

11.

12.

13.

14.

REREBERT , FH7E Outposts FE A ATEXN REBHEA EHE Amazon S3 EEXMEF
48 (SSE-S3) MRS SR It (T, BT UBRERERAEAZE RN B4 (SSE-
C) MRS SR MBZEREFEM N R, EERMHRER | EBHHEH REST API, AWS Command Line
Interface (AWS CLI) =% AWS B #F X TE S,

£ Outposts access point settings ( Outposts 7RI RIZE ) Fo , WA R KB

S3 on Outposts 178 R AIE{LXT S3 on Outposts PR EHBEN ANERFEHREE, HRIS
2 Bt n 2 Outposts ERMNERENEZRER , BAUERAXEFHERBINGT S3XNREE, BXE
ZER, BSH EAL

T XIH A Outpost WK H |, AR BHRLAME— |, HIFSEALIRFFFRME,

3 it Amazon S3 on Outposts 178 Rik# VPC,

WMREEE VPC , i1k Create VPC (BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRRFIELNLER (VPC) NEAR.

J&id Virtual Private Cloud (VPC) , & aJLAF AWS FREFEEENHNEMMES, XMNELN
FELEZACHBEFLPEITHEEMEREMELY , HaWERHEEAN T REMIRENLE
AWS

( X}FIE VPC N AE ) Nim<RiEEFE Endpoint subnet ( IR FM ) o

M= EH VPC WY IP MuSEE., MRLZEMENTM |, iH1%E#E Create subnet ( I F
Iﬂ ) « BXREZER , BZH S3 on Outposts B ML,
( XMFIAE VPC A TE ) FiwmRiEE Endpoint security group ( IR ZE4A ) o

Z2AFTYE VPC WERBLALE , RS H I RE
( X¥FIMAE VPC R ik ) iE£$F Endpoint access type ( SmRiFRIZEE ) -

* Private (A% ) - E5 VPC —&fEH,
« Customerowned IP ( BEFHAEN IP) - EEX#HHENZHINEFBEN IP B—EFEA,

( ik ) 83 Outpost access point policy ( Outpost 18] K ) . EEIAL B E RGBS
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 F 1% B #1o

%3282 Outposts FEHE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
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® Note

B2 Outpost iIm RH HEZHFHUMER , RZAREEFEE 5 7R, EREHMTFHEE
RE |, HIEER View details ( EFFHAEE ) -

RELR

¥¥F Amazon S3 on Outposts , X REIEIR L7 Outpost £, Z AWS L% Outpost HLERET , &
H BB IFR B TE Outpost BV A | LUBFZEHTBHEER, BN RKZFLSEFFEMN Outpost , B FRE
AWS XiF 1, BT AWS EEZEH S REEXERN , BT EEREG A LA HEE Outpost FHIXT
R, B2 , B LEMA REST API, AWS Command Line Interface (AWS CLI) 1 AWS SDK &3 5[]
REEMEERNR,

#12 S3 on Outposts FMER., HRIKRFWmRZE , BALUER AWS CLI F&EA T Java B9 SDK |, fF
WREEZFER, BEXEZEE , BSR HFX R E4£F S3 on Outposts 7F &

B AWS CLI F5&R F Java Y SDK Fr A E A

B £ H Amazon S3 on Outposts , BRI LLIE AWS Outposts L6812 S3 48 , HEARM N EEREIE
HE, NiHFELBENBFEFEANARFBRMNFEIREN R, S3 on Outposts 12 7 —MNTH 7
fi & S3 Outposts (OUTPOSTS) ; %X FE A Amazon S3 APl , # B AT AWS Outposts LRI ZA4
REMRZ B[ ZBFATRMEEFEIE, &@T Virtual Private Cloud ( VPC ) R A 2 Ml mOE 2
5 Outposts W 1TBE. B LARIE Amazon S3 §H —##1E Outpost # LEAERIE APl FIHEE ,
DIEF IR, MEBHIRIC. BALUEE AWS EEZEHIA. AWS Command Line Interface (AWS
CLl), AWS SDK =% REST API £/ S3 on Outposts. BXxEZEE |, i55H 42 Amazon S3 on

Outposts ?

EFREA S3 on Outposts , AN EBFHEE, HRIAMFER. AE , BN R LEZ R FM#
o AT ROIE RMMET AWS CLI M5EAF Java B9 SDK FF#4fE A S3 on Outposts. Zi@id 24l
BIFHRER , HSMET AWS EEEH A FFRER,

£}

- R IEFER
- FR2: QBFRK
- SR3: IBRS

\
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- SR, 4 . PR ELEZ S3 on Outposts F i

R CIRTFEE
LT AWS CLI MERA T Java B SDK R E R a0{AI 12 S3 on Outposts 74 1.
AWS CLI

Example

LAUR R BIERA AWS CLI 2 S3 on Outposts #Ff## (s3-outposts:CreateBucket), BE1TIL
WS, M user input placeholders Bt HIEHOHWEER.,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java
Example

BxuAERERT Java B9 AWS SDK 8 S3 Outposts F i #EHI R Al , ESH (AWS SDK for
Java 2.x Code Examples) ## CreateOutpostsBucket.java,

FI|2: IR AR

E 5\ Amazon S3 on Outposts 7 , BAMABNBEEHF K. XLERHIERMNAEER AWS CLI
MERATF Java #9 SDK I 15 H K.

TR AT E{L3T Amazon S3 R HEREEN AMBEHEHEEE, HES2MMEEEBN AN
Fims , WA LU X LA A A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &4 A 15 8] =i A Outposts B FHEAN R, HEANXZEEUENRF
Ht,

AWS CLI
Example

LA AWS CLI 7Rf173 Outposts FiE I G R R, EETa® , BN user input
placeholders B NEBEHNER.

SR QEFER API kg7 2006-03-01 18


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsBucket.java
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aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration VpcId=example-vpc-12345

SDK for Java

Example

AxummERERT Java B9 AWS SDK y S3 Outposts i BIEEA S RA , 25 (AWS
SDK for Java 2.x Code Examples) H#Y CreateOutpostsAccessPoint.java,

T3 EmR

BB 'RE%EE"IJ Amazon S3 on Outposts TR R , BAMEIE S3 on Outposts iR HBHITEE. I
TERBER , BEEFEHRSHEEE T Z Outposts £ XA EERIERE, Outposts LHIEA Virtual
Private Cloud (VPC) AL P REBENHR. BEXHREFINESELR , HZHS3 on Outposts M
KER, BURRE—NHK , TEEF Outposts MHMITHRIRE, EXEZFERE , BEH Hso

X LRI R ANEIERA AWS CLI FIEEA T Java B9 SDK Bl R, BXRUIEBNERIREIFMIENNEN
EZEE |, 555 S3 on Outposts ik = KR,

AWS CLI
Example

BAF AWS CLI REIfERA VPC BIRTARIZER | 33 Outpost Blix R, VPCIREBFM. EETUL
@9 , N user input placeholders *a*?ﬁ&j],mﬁaﬂ’ﬂnmw

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@d1

LAR AWS CLI ROIEREF AR IP ittt ( ColP ) R RE R Outpost BB iH R, EBizfT
e , BN user input placeholders Bt HEHCHEER,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsAccessPoint.java
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SDK for Java
Example

BxumAERERT Java 5 AWS SDK 1 S3 Outpost Bl K Rl , HSH (AWS SDK for
Java 2.x Code Examples) ## CreateOutpostsEndPoint.javas

S 4 FXNRLE4EF S3 on Outposts 1Z & 1@

ELRXNR , BRI R L4 F| S3 on Outposts F & 1o

SB 4 JXRREAZ S3 on Outposts 1Z14iE 1 API iRZ 2006-03-01 20


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsEndPoint.java
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S3 on Outposts HI M4

&R LA A Amazon S3 on Outposts N EERHKIET R, BFELBNBBEBEFENNARFEFER
KA R, AT T HR S3 on Outposts BIMEER,

£

- EEMKTEZER

« if1A] S3 on Outposts 1Z& EAIX K

- BIKFoEMMKED

M 515 R SR B

AU VPC RERSR A #th 4% 15 18] S3 on Outposts, &@E 8 A 17 17 R FL % T SUEEES Outposts
ERERHITERE, EENE AWS MERE VPC 1 S3 on Outposts F#EE 2 BRIFHE. SIBLKR
TR, BARTRLIRT RIFRIEREERN Private ( I F VPC BH ) & CustomerOwnedIp ( X
FHEPMAR IP ikt [ColP 3t ) o

« Private (X T VPC BH ) - MREFEEHLFZEKERE , S3 on Outposts FHFERIAFEA Private, £
F Private HRIZEE | VPC FHEHITELE IP it E AT 5 Outpost FH BRI TEE, BT
M VPC WM S3 on Outposts, XfEEim [ ABN E#E VPC BEAMNAMEZiHE, EXE
255 , 55 H (AWS Outposts FIF#5R) A YA o< B 3R

+ CustomerOwnedIp ( XfF ColP it ) - MNRETREBRIAER Private HEER HiEF
CustomerOwnedIp , MAFIETE IP thibSBE, EA LB MG RIZEEMA LR VPC A fEH
S3 on Outposts, IRl VPC K Outposts B S3 B , A At W< 7 T PR FI TR £

18] S3 on Outposts 17 FI Xt &

Ei5| S3 on Outposts FEBAXNR , BUTUHR AT ZRH -

« VPC H9iFR R
. EA— VPC &R =

- &1 Outpost 5 AWS Xz BRI EzhiERE. BXNFER Outpost EZFIXBHEZEER |, S
%] AWSOutposts A F#Em Y E HlZ| Outpost AWS X1,
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https://docs.aws.amazon.com/outposts/latest/userguide/routing.html#direct-vpc-routing
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#region-connectivity
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Bx14E S3 on Outposts P FEHEWANRNEZE L , BSHEH S3 on Outposts 17 1i# 1 F 1 F
S3 on Outposts FF KR,

5 U 7 558 1o P 44 43

S3 on Outposts LT A2 EHE2Y Amazon Resource Name (ARN) @& RiR, BIEBIXLELIET S
J& , AWS Outposts RIREZMEMKF#EMMERED, S3 on Outposts B ¥ MM EFE O SHM M E
EOMEL , BE -5 : S3 on Outposts [ EENK F @M M & O 5 Amazon EC2 SKHI# < B,

S3 on Outposts H & R4t ( DNS ) Bid Bk /3% 4 W 4538 O XHE Rt 1T A8 FE# . S3 on Outposts £
BEAWSTK 7 R A Btk PN EIED , © M Amazon EC2 #2#| & # Network interfaces (M 4%1%
N)ERFES.

SHFAEA ColP stimRIZEE LU =, S3 on Outposts FFMELER ColP iR o il IP it HHEE
B K 7 3 1 PR 4% 42 O AR < Bk o

RS TK Fo M T 48 4 D BRI 52 API iR 2006-03-01 22
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£/ S3 on Outposts 1Ffi& i@

BEi3EF Amazon S3 on Outposts , A LATE AWS Outposts L8122 S3 Z6E# , HEAMREER
HWEIEGE, RBBELENBETENNABRFENFE#ANRLEREITIR, S3 on Outposts I#H#E T —4
¥THY 776 2E S3 Outposts (OUTPOSTS) ; %73 £ Amazon S3 API , 3 B A T4 AWS Outposts £
MWZMERFRS B/ BIFA TR EERIE, B LRTE Amazon S3 I —##1E Outpost 1Ff#E L
FERAMERN API FITHEE , S/ IFRIKEE. MBFIFIC. BXEZELR , HSH 1 L2 Amazon S3 on
Outposts ?

#&3@33 Virtual Private Cloud (VPC) £ 148 R M4 s T RiZE1E 5 Outpost R TERS. EiGM
S3 on Outposts FHEFBIIXNR , BLMEE VPC HiFRISHME— VPC HARKTR. BXEZEER
%2/ S3 on Outposts BIF4E,

L

£ S3 on Outposts A , FE BB T Outposts EME—HY , H EFEE Outpost FTE XEH AWS XiF
X3 , AWS Ik ID, Outpost ID F1A FiRBI NN IZEE B Fro

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

BXEZEER , 55 S3 on Outposts &R ARN,

EAR

Amazon S3 on Outposts X #fF 4 Virtual Private Cloud (VPC) ## A = 4ER 5 1R] Outposts 1 1 1Y i
_ji:_r—to

TR AT L3 Amazon S3 R HERFEEN AABELREHEEE, HE S MBI EERN AN
Fims , WA LU X LA A5 A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &40 F 15 8] =15 A Outposts B FREAN R, HEANXZEEUENRT
ks

LT RBIERBATF S3 on Outposts 58 =Y ARN #&=, 5= ARN 23E Outpost FiE X AWS
Xig 1., AWS lKF ID, Outpost ID Fij 8] =& #Fo

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Vi R

EJFEREEHEE S3 on Outposts THRIR , BAF A2 S3 on Outposts Lim T [RHFHITEE. f&B) S3
on Outposts &L imT1 & , B LUF VPC FAREEF B Outpost 774, S3 on Outposts KixT K2
$EM@ S3 on Outposts FEFBHWA O KWE G —RIBEFRREF (URI) . EMNRKETE. TRNSE
A/ VPC A,

Outpost EH S Virtual Private Cloud (VPC) #8a] LAE —PMNREXHIAL T R , 8 Outpost & Z AT HA
B 100 MR R, BUMOIEBIXLELIHET R, TEEVE Outpost FREBH TR RIFIE, BlEIXL
KigT LIEBEE A FHERBRIRIETE S3 # S3 on Outposts F T4E | i API B FMITHMEE,

S3 on Outposts EKY API #4E

EEE Outpost 748 APl #4E , S3 on Outposts FHEE — N5 Amazon S3 L ii T KR E K FIHL
W R, XMNRIFT AR s3-outposts.region.amazonaws . coms

ZEfE A Amazon S3 API 4 |, B MER EHEM ARN B |, N EEBNN R

LT, BAME API EEFEE ARN , BAME Amazon S3 8EB B EER 243 Amazon

S3 (s3-control.region.amazonaws.com) & 24X S3 on Outposts (s3-
outposts.region.amazonaws.com). B3 ARN &3 , AAE S3 ATLUE Y XBFEERIER,

T AR R ZIEE] Amazon S3 ##IFH |, bt SDK #SM ARN FRIZERAH , HEE— N ER

3k x-amz-outpost-id , H outpost-id {EIRENE ARN, ARN FHRF A TE/BEREH

F| S3 on Outposts KIFTT RAZ B FERIITER., LITHERTFEH s3control BFmAEMNAT
B API &1k,

T&%IE T AT Amazon S3 on Outposts 93 & API R4ER EMEX F Amazon S3 W E Ko

API S3 on Outposts ZHE
CreateBucket E#EEE# A ARN , Outpost ID
ListRegionalBuckets Outpost ID

DeleteBucket FHEBEHN ARN
DeleteBucketLifecy FEMEMN ARN
cleConfiguration
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RAriEmE

API

GetBucketLifecycle
Configuration

PutBucketLifecycle
Configuration

GetBucketPolicy
PutBucketPolicy
DeleteBucketPolicy
GetBucketTagging
PutBucketTagging
DeleteBucketTagging
CreateAccessPoint
DeleteAccessPoint
GetAccessPoint
GetAccessPoint

ListAccessPoints

PutAccessPointPolicy
GetAccessPointPolicy

DeleteAccessPointPolicy

S3 on Outposts S#HE

FHEMEBHN ARN

FHEMEBHN ARN

FEBEHHR ARN
FEBEHH ARN
FEWEFHR ARN
FEBEHHR ARN
FEBEHH ARN
FEMEFHR ARN
HRREMA ARN
HEK/EHHA ARN
HEKREHA ARN
HRREMA ARN
HE KREFA ARN
HEKRE#HA ARN
R REMA ARN
HRREMA ARN

2|2 FEE S3 on Outposts 1FiE 1@

BHXBIEMEE S3 on Outposts FREBHNEZFES |

BESHEUTE-E,

BIEFMETE S3 on Outposts ZiE &
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#]72 S3 on Outposts 1Fi& 1@

B £ Amazon S3 on Outposts , AT LAE AWS Outposts E8I2 S3 48 , HEAR M N EEAR IR
HiE, RipHFELBENBBEEFENNAREFBROLFEHENKEN R, S3 on Outposts 12 7 —/NETH 77
i3k S3 Outposts (OUTPOSTS) ; iZfEE A Amazon S3 API , 3 B F 7 AWS Outposts E#IZ A
REMBS B2 EFATTRMEMEIIE, &8 Virtual Private Cloud ( VPC ) f A #2 A S Mk sk
5 Outposts f#1TEE. BAILUMKTE Amazon S3 #H —#1E Outpost ¥ _EEAMERR APl FMIhEE |
SIEH IR, MBHIRIC. BULUBET AWS BEZEHA. AWS Command Line Interface (AWS
CLI), AWS SDK = REST API £/ S3 on Outposts, BXEZEE , 5SS 142 Amazon S3 on
Outposts ?

(@ Note

BIRTFHEN AWS IKF HEZEER , tEH —TUOERRBRENK, . FHEEEE
EEM , W Outpost, #¥., RIAMEMHER[IRE. HRAKIEESEATHRFEEBIER
#Y Virtual Private Cloud (VPC) MR /R AR At t iz, BXEZER , iF2H S3on
Outposts #3B.

MRIEHEQE—NF , ZEEH AWS PrivateLink B3 ELFAE = ( VPC ) B0 VPC %
REMHENESERBR |, E20EAT S3 on Outposts B9 AWS PrivateLinko

LAUR RIS REAER AWS EFE$#EE|A. AWS Command Line Interface (AWS CLI) #1 EA F Java
#) AWS SDK €% S3 on Outposts FE 4,

£/ S3 #FlA

1. BFE AWS EEEFHE , AREI T MuLTFF Amazon S3 2§l & : hitps:/

console.aws.amazon.com/s3/,
2. EENSMBE®KS , %E# Outposts buckets ( Outposts 1FEHE ) o
3. %E#EBIE Outposts FEE,
4. XTF Bucket name ( FEWEM ) B, MMARFESHE RS (DNS) FENFEBE M.

FHEBEMLTRZUTER :

« £ AWS Ik, Outpost SA% Outpost Fi/E I AWS X 13 IR 51— 14,
- KER 3-63 MNEF.
- TEEREFEH,
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- BUNEFBHBF X

DREHERE  ELEBEREEN. AXNBFHEBNER , 55K (Amazon S3 A #E
M) PHEAFEER BN,

/A Important

BEEFERBENPELSHRBEE , KS, FEBEHNETEEONFREBPHNR
M URL H,

5. XTF Outpost , EFRERE T MAY Outpost,

6. 1E Bucket Versioning ( #iRA#2H] ) T , & S3 on Outposts FHY S3 lAEFIRSIRE N A T ik
Wiz — :
- Disable (A ) ( RERE ) - BRERREZFIRES

* Enable (B ) - AEHAIRIE A S3 MRAIES], 78 H0 2BV A X RESHRF U2 ME — AV AR AR
IDo

BX S3RAEBEHMNEZEE , 1S H N S3 on Outposts HEE S3 A2,

7. (A& ) AINEL Outposts F &< EKRYE1T optional tags ( ATIERE ) » BRI AMERAFERIER
PRI E U B AN |, EANE D BERSARE RN,

EREERT , F#E Outposts ﬁ%ﬁ'ﬁﬂ’])’ﬁﬁﬂ%%ﬂﬁﬁﬁ B85 Amazon S3 H£ER N
‘f'ﬂ (SSE-S3) MIRFBRImMBH TFMH. BEAUREERERAEEEF RENMZEZRH (SSE
C) BV IRS5 28 Um I 23 R F i XY R EE&M%’??‘E’L‘J , BXAER REST AP, AWS Command Line
Interface (AWS CLI) =% AWS B#F X TE D,

8. 1£ Outposts access point settings ( Outposts TG A RIRE ) T2 , WA RKE T
S3 on Outposts 178 R AIE{LXT S3 on Outposts PR EHBEN ANEHRFEHREE, HRIS
M NE Outposts FHEMBH EmEMKXinR , BAIUFERAXLEEMBINGT S3 NRIRE, BXE
ZEE  BEH EAL
T XIHA Outpost WK H , AR BHRAAME— , HFSEALIRFFFRME,

9. Atk Amazon S3 on Outposts A Rik#E VPC,

WMRERE VPC , i1k Create VPC ( BIEZ VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRERRFIELNLER (VPC) EAR.
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&3 Virtual Private Cloud (VPC) , &ALV AWS BRBFEBENNEMEZ S, XMEK
FELEHCHBEPOLPETHEREREREEL , HANERUEANTT REMIZENES
AWS

10. ( XNFIE VPC I % ) FimRIEEF Endpoint subnet ( imRFM ) o
FR2EHN VPC WM IP #itSBE, MMREZEMENFM |, 51E#F Create subnet ( BIEF
M) BXEZEE , 2 M S3 on Outposts KIM 4,
1. (XNFIMAE VPC A Wik ) HimRikEFE Endpoint security group ( IRZE4H ) o
Z2AFYE VPC HWERBTALE , UIESIA LM RE,
12. (XFIMAE VPC J mik ) i£$#F Endpoint access type ( SimRiFRIZER ) -
* Private (A% ) - E5 VPC —&fEH,
« Customerowned IP ( BEFHAEMN IP) - EEX#HHENZHINEAAEN IP B—EFEA,
13. ( AIi% ) $85E Outpost access point policy ( Outpost iRl KK ) , BEALBHERHRISHN
Amazon Resource Name (ARN) , & 7] LATE SR BE AR 5 1% B #1o
14. %A Outposts FHEM.
® Note
2% Outpost i R ERFRWUMRER RS AEFE S5 24Nt E., EREHMEES
RE |, HIEER View details ( EFFHAEE ) -
£ AWS CLI
Example

LAUR R BIfEF AWS CLI €12 S3 on Outposts Ff## (s3-outposts:CreateBucket), E&E{TLbds

PN
m,

B user input placeholders B#ftHEEHCHEER.,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904
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FERERT Java ) AWS BiFF AT ES

Example

BxrummERERT Java B9 AWS SDK €12 S3 Outposts F @M R , S50 (AWS SDK for
Java 2.x Code Examples) #HJ CreateOutpostsBucket.javas

7 S3 on Outposts TFE @R IIFZ

BRI LA Amazon S3 on Outposts FERAMNIRE |, LAERERENI B (T B 4H 0 7 A H 4R
o

@ Note
EFER AWS IKF B R EER , tRE A UERERENIKS .

£/ S3 #HA

1. EXIAWS EEEEIS , REEBEI L TMULITH Amazon S3 4|4 : https://
console.aws.amazon.com/s3/.

EEMSMBEESF |, % Outposts buckets ( Outposts 1 ) -
EREERBHRZH Outposts &

ERBEMEDR,

£ Tags (/¥ ) T, &#F Edit (RE ) .

1% Add new tag ( RINFIIRE ) , REHMA Key (8 ) MAER Value (B ) -

W INEIEE S Outposts FHEMKXBVEAIFE | LAERERSE /NI B 01 B 4H I H AR A,
7. i&# Save changes (RTFEX ) -

o gk~ w N

£ AWS CLI

LA AWS CLI 7RI L a1 SR I8 EFRE/ JSON X4 (tagging. json) FAriCEEM AT S3
on Outposts F#HE. BEFEALLRE] , BFEA user input placeholder B RIEBEEHEER.,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json
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tagging. json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

LR AWS CLI RIEZM R TITRREEER AT S3 on Outposts F 1.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

BXEGETHNESZER , 558 (AWS CLI 2#) HH put-bucket-tagging.

FERE#EBERIEEEX Amazon S3 on Outposts 12 #7518l

FHEBREEET AR AWS Identity and Access Management (IAM) SK#& | & 7] LUE % SR #E [6] 17
EEREPNRBEFIHRANER. AEFEBAEET RS FERAXEK. MM FEBNNRER
TEABREERENERBPIENR. ERMERBHANREEHN 20KB, BEXEZEER , BSH
MRS,

&0 LA T 176 M8 SR BE SR B E XY Amazon S3 on Outposts &R E. BXEZEEL , ESHAUT
£

£}

« 73 Amazon S3 on Outposts 17 1 7 I 2R 4m 48 17 i 4 5% B

« &&F Amazon S3 on Outposts 171 K #

« MIBR Amazon S3 on Outposts 1744 K #

« BRI
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79 Amazon S3 on Outposts 77 i# ¥ 7 N 2 4w 8 17 fif I 5% BE

EFHERRE2E T ®IRAN AWS Identity and Access Management (IAM) SKB& | & 7] LUE i SR BE [6] 12
EREEEPRNRBEFIHEANE. RAEFERBAEET IR SFERXEK. MBI FEBNNRER
TEABREERENERBPIENR. ERMBEBHANESHN 20KB, BEXEZEER , BSH
R,

DTREBE RIMAER AWS EE#E$A. AWS Command Line Interface (AWS CLI) 2 & A F Java
#) AWS SDK E# Amazon S3 on Outposts 724 KB

£/ S3 #FA&
B2 S 4w 88 17 1 48 R B

1. BRI AWS EERE A , ARBES A TMULITH Amazon S3 ##l4& : https:/
console.aws.amazon.com/s3/.

EEMSHBEES , %$F Outposts buckets ( Outposts FZ & ) -
EREERBHMNPREH Outposts FHEM.
IEFERPRIET <,

£ Outposts bucket policy ( Outposts FEEKEE ) 30 , EVIERNREF R , 1HI1EF Edit (4
$§: ) o

o ~ w0

M7E , BULURINRSE S3 on Outposts FiEH R, BXEZELE , SR £/4 S3 on
Outposts % & IAM,

£/ AWS CLI
LLF AWS CLI 7RI7E Outpost FAERE LB KK .

1. FUTFHEERBRES JSON XK, EARRBIFR , XH4amE N policyl. json. § user
input placeholders Bt RHEBECHER.

JSON

{
"Version":"2012-10-17",

"Id":"testBucketPolicy",
"Statement": [
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"Sid":"stl",

"Effect":"Allow",

"Principal":{
"AWS":"arn:aws:iam::123456789012:xo0t"

}I

"Action":[
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:DeleteObject"”,
"s3-outposts:ListBucket"”

]I

"Resource":"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/amzn-s3-demo-bucket"
}

2. ¥ JSON MX#4ER put-bucket-policy CLI S —H2 R, EETUHST , 5 user
input placeholders B ANEESHER.

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json

ERAERT Java I AWS HHEFF R T ES

AR SDK for Java 7RBITE Outpost 76 #8 £ BB KB o

import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",
\"Statement\": [{\"Sid\":\"st1\", \"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"}1}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);
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PutBucketPolicyResult respPutBucketPolicy =
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

[J n

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

=& Amazon S3 on Outposts 17 R B

EFHERRE2E T RIRH AWS Identity and Access Management (IAM) SKB& | 87T LUE B iZ SR B [0 12
EREEEPRNRBEFIHEANE. RAEFERAEET IR FHEBXEK. MBI FEBNNRER
TEABRAEERENERBPIENR. ERMBEBHANESHN 20KB, BEXEZEER , BSH
R,

LAUR EBU A I E R AWS EEEA. AWS Command Line Interface (AWS CLI) = EA T Java
#) AWS SDK && Amazon S3 on Outposts 1% KB

£/ S3 4 A

Bl 28 20 4w 55 1768 W SR BE

1. BFE AWS BE#EHE , AFEI U TMULITIHF Amazon S3 & & : hitps:/
console.aws.amazon.com/s3/,

HEEMSHBEEF , %$F Outposts buckets ( Outposts & ) -
EREERBHNREHN Outposts FHEM.

1%# Permissions &I+,

£ Outposts bucket policy ( Outposts ZiEWEKEE ) T , BRI LEBINENFHEERE, BXE
ZER , B35 #FH S3 on Outposts ®i&E |IAM,

A R

/8 AWS CLI

LR AWS CLI 7RI3REX Outposts F# MRV RRE, EETH@® T , BN user input
placeholders B#¥NEBEHNER.

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket
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ERAERAT Java ¥ AWS HHFRITES

LT ERT Java B & TESRHIA Outpost 7 FIREUKEE .

import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

[J n

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

I BX Amazon S3 on Outposts & i@ K B

FEBERR2E T RIEMN AWS Identity and Access Management (IAM) (RE& | BRI LAMERZE K EF
BEREPRREBETFHENR. AEFEBREE TN R EFHEEXK, MNBFEENNRER
THEEBAEEHENERBTIENR. ERBERBHKRPESRHN 20KB. BEXEZEER , B5H
R

DTEBE RuAER AWS EE#24$]4 = AWS Command Line Interface (AWS CLI) && Amazon
S3 on Outposts Z KB

f£A S3 #FA&
T PR 7 A7 SR B

1. BB TMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

EEMSMERKF | 1% Outposts buckets ( Outposts M ) o

RS ERBHMNRH Outposts i,

1%£3% Permissions T+,

£ Outposts bucket policy ( Outposts Z &N REE ) T H , 1% Delete ( HIER ) -
B IA M BR R 1E

o a0 bk~ w DN
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£/ AWS CLI

AR R BIfER AWS CLI il Bk S3 on Outposts Z &5 BE (s3-outposts:DeleteBucket), BE(T
&S, 5% user input placeholders Bt HEEHENELR,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

T2 18 KB Bl

£ S3 on Outposts HEE , EBATLURIP T S3 on Outposts AN R FR |, X , REEEE
LR AFF R R T BEZUUEIESEELSNRNEAS & HRIEHN AP B RIZH S3 on

Outposts &R

AT EXT S3 on Outposts WEREEHHEBFARGN RO, ENHAXLRE  BFEF user
input placeholders Bt HEZBCWER (HINEETEHR) .

ERTFIIELN —AXNRIVRR , ATEE AmazonBREF (ARN ) MEMERERBEEMF (* ). F
o, SR SAERIN BRI ZARALET REGEVNRAMNFE , FlE0 .html,

A< AWS Identity and Access Management ( IAM ) RGBS EZER , HSHMEMA S3 on
Outposts % & IAM,

(® Note

£ Amazon S3 2 & & Mix s3outposts XRET , BAAR FRFEPENEHESNE , 0
s3outposts:createendpoint, s3outposts:listendpoints &%,

BT Ol 77 64 18 SR BE Y H At 57 R
« BXEBIE S3 on Outposts MR EEAHT AI LAEFHY IAM policy ##E, REMEHRNIIEK , BSH

Actions, resources, and condition keys for Amazon S3 on Outposts.
« BXBIE S3 on Outposts FKEEMIER , IHSE I Amazon S3 on Outposts 171 1 78 N 2R 4m 48 171 i
KB

F
« ETHEE IP it EEX Amazon S3 on Outposts # Y 1 [8) 1 fR
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ETHE IP it EEX Amazon S3 on Outposts #1757 7] #X BR

EFERRIE2E T RIRHN AWS Identity and Access Management (IAM) SKB& | & 7] UE i SR B [6] 12
EEEEPRNKBEFIHEANER. RAEFHERBAEET IR SFHEBXEK. MBI FEBNNRER
TERABRAEERENERBPIENR. ERMBEBHANESHN 20KB, BEXEZEER , BSH
R

PREI4E IP b hkAY U5 B AR

TR RBIELFRE A P X8 ER X RINITEM S3 on Outposts #1E , BRIFFERFKBIEER IP it
:/\.-E'-IEO

(® Note

FERBIXFE IP #ut B IAE RS , SAEEREWL VPC iwR., VPC IR IP that kA Z6 IP
# 41k BT LA [E] S3 on Outposts 1. &N , MMRBHRERIEL FIE AP EXEESNRNER
T X4 S3 on Outposts #HHIFT KRIFITEM s3outposts BIE , MIBATRES K EXTZAEHY 17 (R A
PR

I EERY Condition BAWE AN IP BRA 4 (IPv4 ) IP #3t38EH 192.0.2.0/24,

Condition $RfEMA NotIpAddress &4 aws:Sourcelp &H# (X2 AWS SEENZH

#), aws:Sourcelp XU RBREATLHE IP iSEH. BXZHBNESZER |, BSH Actions,
resources, and condition keys for S3 on Outposts. aws:SourceIp IPv4 EERAFRHE CIDR RRE,
BXEZER , HZ2H (AM AFEM) 9H IAM JSON KB TESE,

/A Warning

FEER L S3 on Outposts K& Z 8l , T REIFH 192.0.2.0/24 1P i BEHHRNEER
WERARGIWE. &N , BFREXGRIBHEED

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",

ARG T API kg7 2006-03-01 36


https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsWorkingBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3outposts/
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazons3onoutposts.html
https://docs.aws.amazon.com//service-authorization/latest/reference/list_amazons3onoutposts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

Amazon S3 on Outposts AriEE

"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket"

iF
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"

}

EIRS i IPv4 F IPv6 Htb ik

EERTFBER IPv6 ikt | BIVEEREN IPve it BE AR INER IPv4 SBEREFALNFTEE
B, XA B T BMRIX LSRRG 1 R B IPV6 B REE T W,

LU S3 on Outposts REIFEREE B IMAER IPv4 # IPv6 #hiSEERBEALHFTEAR IP it
Ht, ZRBIKEERE AT R IP ek 192.0.2.1 M 2001 :DB8:1234:5678: :1 WViAIA] , MIEL X
ik 203.0.113.1 F 2001 :DB8:1234:5678:ABCD: : 1 WIiH Ao

aws:Sourcelp B REATLE IP S8, aws:Sourcelp B IPv6 EXIEAFRER CIDR
B, RHE IPv6 , BATZIFMER :: RN 0SBE (/a0 , 2001:DB8:1234:5678::/64) . BXES
=W ((IAM RPiERE) T IP it R4 EER,

/A Warning

FEFEA L S3 on Outposts KM Z BT , R RAIH R IP kS B Bk N iE S S E A RGIRY
B, BN , BAIRSR KB R FHBAIEED

JSON

"Id": "S30utpostsPolicyId2",

ARG T API kg7 2006-03-01 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress

Amazon S3 on Outposts AriEE

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"s3-outposts:GetObject",
"s3-outposts:PutObject",
"s3-outposts:ListBucket"
1,
"Resource": [
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket",
"arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-01lac5d28a6a232904/bucket/amzn-s3-demo-bucket/*"
1,
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: : /64"

},
"NotIpAddress": {

"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

5l Amazon S3 on Outposts T7&4H

B35 Amazon S3 on Outposts , AT LATE AWS Outposts L8132 S3 45 , HERH A FTERBEIE
HE, AibBFELENBTFEZEZNNAEFBEALFEMLEXNR. S3 on Outposts it 7 — N F
fi2& S3 Outposts (OUTPOSTS) ; ZFf A Amazon S3 APl , # B AT AWS Outposts LRI ZA4
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RBEMRSZ B ZBFATRMEFEEIE, E@T Virtual Private Cloud ( VPC ) fER A 2 Mk sk 2
5 Outposts W 1TBE. EAILRIE Amazon S3 §H —##1E Outpost #& L AR APl FIIHEE ,
SIEHEREE, MFEMFRIZ, BALUEY AWS BE#EHA. AWS Command Line Interface (AWS
CLI), AWS SDK = REST API £/ S3 on Outposts, ﬁ%E%EE , BSR4 2 Amazon S3 on

Outposts ?
BXERA S3 on Outposts P ERBNESEE , S FEMA S3 on Outposts FiE .

T RBINET mAEHR AWS EEiE4l4. AWS CLI F 5EHF Java B9 AWS SDK iR[E S3 on
Outposts &Y 5l k.

£/ S3 #HA

1. BELATMuLITH Amazon S3 ##l& : hitps://console.aws.amazon.com/s3/.
2. EEMNSHBE®KD , %&# Outposts buckets ( Outposts 1@ ) o
3. 1£ Outposts buckets ( Outposts ¥ ) T , &&F S3 on Outposts FEEH 5k,

fEH AWS CLI

LA AWS CLI 7RIZRER Outpost FHF IR, EFAL®S , B84 user input
placeholder B NEZECHER. BEXETTHESZER , 525 (AWS CLI ZE) FH list-

regional-buckets,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

FEAERAT Java B AWS SDK

LT ER T Java B9 SDK RHIZREX Outpost RV FE YR, BXREZEER , S (Amazon
Simple Storage Service APl £#&) HH) ListRegionalBuckets,

import com.amazonaws.services.s3control.model.*;
public void listRegionalBuckets() {
ListRegionalBucketsRequest reqlListBuckets = new ListRegionalBucketsRequest()

.withAccountId(AccountId)
.withOutpostId(OutpostId);

B R AR API k7 2006-03-01 39


https://console.aws.amazon.com/s3/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/list-regional-buckets.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/list-regional-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html

Amazon S3 on Outposts AriEE

ListRegionalBucketsResult resplListBuckets =
s3ControlClient.listRegionalBuckets(reqListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

£/ AWS CLI F5EAF Java B9 SDK 3REX S3 on Outposts 12 6& 1

B £ F Amazon S3 on Outposts , BRI LAE AWS Outposts L6812 S3 4 , HEARM N EEREIE
HE, RipHFELBENBBEZFENNAREFBEANFEENKLEXNI R, S3 on Outposts 12t 7 —NETHI 77
fi & S3 Outposts (OUTPOSTS) ; %M EE A Amazon S3 APl , # B AT AWS Outposts LRI ZA
RBEMRZ B ZBFATRMEEFEIE, E@T Virtual Private Cloud ( VPC ) fER A 2 Mk SOk 2
5 Outposts W 1TBE. B LARIE Amazon S3 §H —##1E Outpost # L AR APl FIHEE ,
DIEF IR, MEBFIRIC. BALUEE AWS BEEZEHIA. AWS Command Line Interface (AWS
CLI)., AWS SDK =% REST API £/ S3 on Outposts, BXEZEE , SR ARZ Amazon S3 on
QOutposts ?

LR RGIERT WAER AWS CLI # 5&ZHF Java B9 AWS SDK 3REX S3 on Outposts 1ZiE 48,

(® Note

L@ T AWS CLI 5 AWS SDK A Amazon S3 on Outposts B , &8 LR Outpost B4
Al = ARN KRR EEFEMBEN. HER ARN RAMUTERX , Hff region & Outpost HEH
Xigt AWS XA :
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point

A< S3 on Outposts ARN WEZEE , 55 R S3 on Outposts B AR ARN,

A AWS CLI

LA S3 on Outposts RfIfEA AWS CLI SREVE R, EFRALGS , B8 user input
placeholder BB NEBCHER. BXRUTTNESEER , H5H (AWS CLI &) FH get-
bucket,

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"
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FEHRERT Java B AWS SDK

AR S3 on Outposts R lfEAEA T Java B SDK SREVF#E. BXEZER , EZH (Amazon
Simple Storage Service APl &) HH GetBucket,

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n'", respGetBucket.toString());

fl B Amazon S3 on Outposts 174

B £ Amazon S3 on Outposts , AT LAIE AWS Outposts E8I2 S3 4 , HEARM N EEAR IR
R, RiBIELEMBEZTENNARFBENFENRZENR, S3 on Outposts #HE 7 — N7
3£ S3 Outposts (OUTPOSTS) ; iZfZ 3£ H Amazon S3 API , 3 H B F# AWS Outposts L Z A
RENRSZ B[ ZBIFATRMEEFEEIE, £@ET Virtual Private Cloud ( VPC ) ER A S ik ik
5 Outposts W 1TBE. &I LRIE Amazon S3 §H —##1E Outpost # LEAERIE APl FIHEE ,
SIEHEREE, MZEMIRIZ, BULUEY AWS EEEHA. AWS Command Line Interface (AWS
CLI), AWS SDK = REST API £ S3 on Outposts. BEXxEZELR , 55 M1 4L =2 Amazon S3 on
Outposts ?

BXMER S3 on Outposts P EFRBNEZEE , 1S HEA S3 on Outposts FiE .

DIRFEEH AWS K/ BB ZFERE , hRME—ATLRIBREHIKS .

@ Note
« Outposts 17 #8249 h 28 = st 1T BR o

Amazon S3 #2#| & X S3 on Outposts FRIEVE, EMIBR S3 on Outposts 174 #E H HI XY
R, AT LAEH AWS CLI, AWS ##4HF 5 TEF5 REST API,
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 TEMIBR Outposts F &N 2 BT , LM BR1ZIF % W EV4E{T Outposts THRI K. BXEZE
B, BZH BREAS,

« FREBERERETRIRE,

AR RGIE RINMEER AWS EE#E A& F AWS Command Line Interface (AWS CLI) #ilEx S3 on
Outposts 1.

£/ S3 #£4l A

1. BFRIEAWS EEEGA , AREI A TMUEITFF Amazon S3 #2%1A : htips:/
console.aws.amazon.com/s3/,

2. TEEMSIMBE®KS |, % Outposts buckets ( Outposts FEHRE ) -
ERERROFHEN , AF1EF Delete ( BIER ) o
B IA M BRER 1,

5/ AWS CLI

AR RAIERA AWS CLI #iiBR S3 on Outposts 7f## (s3-outposts:DeleteBucket), EE{TIt AR
T, B user input placeholders B FNEEHCHER,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

{8 Amazon S3 on Outposts 70 K

E 5| Amazon S3 on Outposts 7 , BAMBIEFEEF R Ko

TR AT E{L3T Amazon S3 PR ERFEEN AMBEHEHEEE, HES2MMAEEBN AN
Fims , WAL X LA A A 1T Amazon S3 ST RIBME ( 21 GetObject # PutObject ) o XF
S3 on Outposts , &4 {E 518 R 58 Outposts FEBFHEMN R, HEANZZFEUENRF
Ht,

(® Note
B2 Outposts FERMII AWS IKF HEZE@EE , tRE—TURNESEHRKNKS
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LTFE o MBIl ZMEE S3 on Outposts 174 1Y 15 7] o

£}

+ 87 S3 on Outposts i8] R

« & S3 on Outposts 4 177 18] s F # =X B B
- BEEEXTEARENER

« &&F Amazon S3 on Outposts i [8] 2 K 5| &

- RIBREAR

o NI GREE T E] SRR

« #&& S3 on Outposts 7] &K HE

#2 S3 on Outposts 177 &
E 5| Amazon S3 on Outposts 7 , BAMBIEFEE 7R Ko

A /A B L3 Amazon S3 VR EHBEEN AHERB AR EE, HR[LZMINEFHENmE N
Fims , BWA LU X L Z A A 1T Amazon S3 T RIBME ( 41 GetObject # PutObject ) o XF
S3 on Outposts , &AM AEE 158 =158 Outposts FEBFHEMAN R, HRIANZEFEEUENRST
ks

LR RGIE RN EER AWS EE#EE A, AWS Command Line Interface (AWS CLI) # & B F Java
# AWS SDK #1% S3 on Outposts 58] K.

@ Note
B3 Outposts FfERAY AWS Ik~ AR ZF#M , th2ME— TN E 2 EHRKBIKS

£/ S3 2HlA

BN LA T Mt TH Amazon S3 ##l& : hitps://console.aws.amazon.com/s3/o
EENSHEEF | i Outposts buckets ( Outposts & ) o

R ERNHBIE Outposts 5B LB Outposts F o

1%£$# Outposts 8] RIETF,

£ Outposts access points ( Outposts HEIR ) Ff5 H , 1%#F Create Outposts access point ( £l
# Outposts AR ) o

o & 0 b=
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6. £ Outposts access point settings ( Outposts HRIRIRE ) F , WATHRRNER , REEEH
[ & HY Virtual Private Cloud (VPC).

7. MEBEERHESHFINKME T Outposts access point policy ( Outposts 5 1R] K EE ) 2B %6
N

BXEZEER , HZH £/ S3 on Outposts ZE IAM,

£/ AWS CLI
Example

LN AWS CLI 7”429 Outposts F#EERIRIGR R, EEfTHaS , B user input
placeholders B NEBEHNER.

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

FRERT Java  AWS X TES
Example

AxrummERERT Java B9 AWS SDK 1 S3 Outposts &SI EA S RE , H25 (AWS
SDK for Java 2.x Code Examples) H#J CreateOutpostsAccessPoint.javas

NIEE S3 on Outposts ¥ 7] AN B &

3F S3 on Outposts , A #EEA K5 1E) Outposts FEBMHPHWEMIT R, BRXEBANEEFL
B A KR, S3on Outposts LB EN —MEARINE. N T ERKIFEERRE , HEHAU
FERALFRIARE , MARAEIA ARN, a0 | &8 LU 7R A 81 RMIT RgiRE |, Hlan
PUT. GET. LIST &, BXxXERENSIR , ESHATEEXNRE Amazon S3 API #1E,

LRRBIERTBA my-access-point BiE) M ARN FifE [51E.

« HEA ARN-arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

- HRIKRBNAE -my-access-po-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3
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BXARN WEZEER , BHS5H (AWS —f5E) S Amazon BREAF (ARN) ,
BXIGR R 5B E S

il

B, BERANTER :

£

- HiRR5E

« 7£ S3 on Outposts Xt RIEEH £ 1h B = 55
. R

7 E BB

R KR BIHERES S3 on Outposts FHENWEZEPFLIRN., HEBAIEE KT , S3 on Outposts
SEHER—NTEERNIHRR/NE, HER5EFEEM S3 on Outposts HEMHRMAMEER , &
BUTES :

access point name prefix-metadata--op-s3

® Note

--op-s3 FERREATHRAHNE , RNEBEWEFTEGEATHRIBESEH. X S3on
Outposts B BHNMNEZEL , S H A S3 on Outposts FiE o

BERIGERFAE
AT RBIERT WA AmazonS3 #2414 F AWS CLI EHIGRI A5 E
Example : 7£ Amazon S3 & &R &R H EF15 M K5 H

EEHAEPOIEBRRE , M Access Points ( T5RIR ) FI15REY Access Point alias ( TR 2518 )
S IRE A B R BB .

EHEAIBE

1. B AT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. EEMSMEEH , % Outposts access points ( Outposts TFIRIR ) -
3. ESHIERKRANE , BHRITUT®REZ—

« £ Access Points ( AR ) FIFRH , EFHRK[BHREDRETIR , AFI1EEFE Copy Access
Point alias ( E#FRI KA ) -
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. FHIRBIEAREBH. AFE , 7 Outposts access point overview ( Outposts B 2R ) T , &
G R R 5B

Example : £/ AWS CLI 825 A S H 2R P EHK TR S50 E

LLREX create-access-point @ AWS CLI REIGIE R R HRE B ERKHR BB
EETh®T , 5N user input placeholders Bt AEEEHEER,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kusel®d--op-s3"

Example : 88/ AWS CLI 3REU5 7] 2 3B

flan , LR B X get-access-point i HH AWS CLI REIREIX FEEMNHEINER. LELSS
FEiFRRE. BTl , 5% user input placeholders B NEECHEER,

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

.

"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true

iy
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
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"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : £/ AWS CLI 5l 158 KU AL KR 15 B K515

flan , ATFA% list-access-points @5 AWS CLI RAIFIHRFIEENHESNER. IE
BEEEFRRNE. BTl , 58 user input placeholders B NIEEHCHEER,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01ac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{

"Name": "example-outposts-access-point",

"NetworkOrigin": "Vpc",

"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

3,

"Bucket": "example-outposts-bucket",

"AccessPointArn": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

£ S3 on Outposts X RIBIEH £ F 17 8 /L5 B
KABRKER , BAUEABRKGE , MEERRBHITRKEER,

It AWS CLI RHIE R T £3F S3 on Outposts ##Y get-object #4E. WRHIERHEKXBIBER
--bucket W{E , MARZEMNHE K ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

"AcceptRanges": "bytes",
"LastModified": "2020-01-08T722:16:28+00:00",
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"ContentLength": 910,

"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",

"ContentType": "text/rtf",

"Metadata": {}

BR 75

- BERTEEENS
« TEEBRKLERER, BHRHEADB,

o BAEENIFR R B)AE AT S3 on Outposts EH|ERIEME, B S3 on Outposts 12 H|ERIEEL 5
&=, BZRATERF®EMN Amazon S3 2§l AP,

« B&TBERA T AWS Identity and Access Management ( IAM ) SRE§H

EERXBRIREENER

TR ] A B L3 Amazon S3 FHEHIEEN AHELE L REE, HRSIZMMNEFHENGSE N
Binm , BAUERAXLEFEBHIT Amazon S3 X RIEIE ( &0 GetObject M PutObject ) » XF
S3 on Outposts , EAFEE 158 21518 Outposts FEFF AN R, FHERRXIFELUENRT
ik,

LR =BG InaER AWS EE24%14, AWS Command Line Interface (AWS CLI) # & F Java
#) AWS SDK iR[El S3 on Outposts 58] R ELE S ..

£/ S3 Al A

1. B AT MuLiTFF Amazon S3 #2#I& : https://console.aws.amazon.com/s3/o

2. EENSMBE®KS , %E# Outposts access points ( Outposts THEIR ) o

3. ERETFHEEFMEEM Outposts THEI K.

4. 1£ Outposts access point overview ( Outposts FRIRELR ) T , EFHR SEBIFAE L.

£/ AWS CLI

LAF AWS CLI 7RIZREX Outpost FEM AR R. & user input placeholders BAEBED
E"J{E/%\O
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aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FERERT Javati AWS BT AT ES

TERT Java WEHF & TEBRHIS Outpost F i HEIRERTG B o

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);

o II

System.out.printf("GetAccessPoint Response: %s%n respGetAP.toString());

# & Amazon S3 on Outposts 77 7] KI5l &

A ]A B {L3T Amazon S3 FVHEHEEN A ERBE L EEE, HRKEMNEFHENGSEN
Bime ,U\_Ilf)x{iﬁﬁm‘tbﬁ-ﬁ%ﬁ?ﬂﬁ Amazon S3 S R4 ( & GetObject M PutObject ) . XF
S3 on Outposts , &AM AE 1518 21518 Outposts FEBFHEMAN R, HRIANZEFEEUENRST
ks

LAUFEZU A A ER AWS EEE4EA. AWS Command Line Interface (AWS CLI) # EZA F Java
#) AWS SDK iR[E S3 on Outposts WIﬂ,\\\E’JEUaEEO

£/ S3 2H A

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. EEMNSHBE®KD , &8 Outposts access points ( Outposts TR ) o
3. 1£ Outposts access points ( Outposts HER ) T , EF LK S3 on Outposts 17\ K5,
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£/ AWS CLI

BAR AWS CLI 7R6I51I 1 Outposts FREBHIZEAR. BEEfTGS , B user input
placeholders B NEBEHNER.

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FERERT Javati AWS BHEF AT ES

AR SDK for Java RI%|H Outposts F & RRIIEA Ko

import com.amazonaws.services.s3control.model.*;

public void listAccessPoints(String bucketArn) {

ListAccessPointsRequest reqListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

ListAccessPointsResult resplListAPs = s3ControlClient.listAccessPoints(reqlListAPs);
System.out.printf("ListAccessPoints Response: %s%n'", respListAPs.toString());

M BRIEA R

iﬁlﬂ,\\\Tﬁ1lﬁ5{T Amazon S3 FHHEHEEN AMNERIFEFTREE, HRSSMMEFEBHHE N
Fims , BRI LAERAIXLEFEBINIT Amazon S3 SHRIFEME ( W0 GetObject M PutObject ) o X¥TF
S3 on Outposts , &AM A 5B =I5B Outposts FEBHFHNEMAN R, HRIRNIZEFEEUEIRT
ik,

LR RAIERanaER AWS EE#2 %15 F AWS Command Line Interface (AWS CLI) i BR 5 18] R0
£/ S3 #HA

1. BB TMUEITFF Simple Storage Service ( Amazon S3 ) ##l#& : https:/
console.aws.amazon.com/s3/,

2. EEMSMBERKS , & Outposts access points ( Outposts THE R ) o
3. 1£ Outposts access points ( Outposts HE R ) THH , EFEMBERE Outposts HE Ko
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4. %&# Delete,
5.  TEIAMIBRERSES

£/ AWS CLI

J«XT AWS CLI 7~ Bk Outposts RN, BEfTaS , B user input placeholders &k
/u\a EE’J{HILI N O

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

NI YR EE T 0] =L 3R B

HRREETEHREEMM LIRS | Amazon S3 on Outposts FFE AR A T & iZ iR 2% HEEMA
BER, %Aiﬁ)\,\ﬁﬁﬁﬂ%ﬁﬁﬁmxiﬁ)\ﬁ“%ﬂlﬁ ZEBSHRMNIKEFHEENEERRBRESHER. &
XEZELR BN EAL

LUTREBEA T I EH AWS EE#E#EA. AWS Command Line Interface (AWS CLI) M5B F
Java B9 AWS SDK F s 4m4E &/ S3 on Outposts 58] SR BE o

£/ S3 2H A

B AT Mt 3TH Amazon S3 &I : https://console.aws.amazon.com/s3/o
EEMSMERKF | 1% Outposts buckets ( Outposts & ) o

R ENHRE R KK Outposts FHER.

1%£$# Outposts 58 RIEITF,

£ Outposts access points ( Outposts HAIR ) o H , ERERBEHRENLTR L , AEEE
Edit policy ( 4mEBKRE ) -

6. 7£ Outposts access point policy ( Outposts 1B SUEREE ) Fo FRMBERERE, BEXEZE
B, #&29 £/ S3 on Outposts IRE IAM,

o A w0 Dd =

£/ AWS CLI
LU AWS CLI ;RI7E Outposts 1717 R LB K BE .

1. FUTHBSKRERTE JSON X#HhH, EXRRHIP , XHaFE N appolicyl. json. FF user
input placeholders Bt AEEEHER,
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"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
1,

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}

}
2. }f JSON X4 put-access-point-policy CLI s S —FH 01K, & user input
placeholders B#¥NEBEHER.

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl.json

FRAERT Java i AWS BT AT ES

AR SDK for Java "5l 7E Outposts A = LB KL,

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy = new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
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.withName(accessPointArn)
.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy =
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

& S3 on Outposts 170 R KB

HEREBETENNRMM RS , Amazon S3 on Outposts FFEATR A T B %15 B /A W E[
BFR, BMEARBBILERELBEARKE , ZRKEHNNIEEFRBNFERRBESER. A
XESZER , B EAL

BXfEMA S3 on Outposts P IFRIKMNEZER , BZSREEA S3 on Outposts 7.

LT EJAEBAMMER AWS EE#2E A, AWS Command Line Interface (AWS CLI) # & B F Java
# AWS SDK & & #&# S3 on Outposts 8] SR BE

£/ S3 #2HlA

1. B BT MutiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o
2. EENSMBE®KS , %E# Outposts access points ( Outposts TR ) o

3. EREEFHEKBER Outposts i\ Ko

4. 1£ Permissions ( fX PR ) &M+ £ , && S3 on Outposts V58 KK,

5. BERBEHELEKRR , BRI INHEED B KRR,

£/ AWS CLI

LAUN AWS CLI ;RIZREX Outposts A RKEE, BT S , B user input placeholders

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point
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ERAERAT Java ¥ AWS HHFRITES

LA SDK for Java RIFREX Outposts # A SR B,

import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);

o Il

System.out.printf("GetAccessPointPolicy Response: %s%n
respGetAccessPointPolicy.toString());

printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

£ H Amazon S3 on Outposts ¥ &

ENE SR B E Amazon S3 on Outposts IR , B4 EIEHE E S3 on Outposts IwR. N T 8l
BinR , FEEFARSEEZEELE Outposts F XM ERERE, Outposts LHIEA Virtual Private
Cloud (VPC) HAUE I KRENIRR, BERGREFNESZER , 15Z#S3 on Outposts MLEE
Ro BABBIE—NHR , FTEEVHE Outposts WHHIITHRIRE. BEXEZEE , M H.

BIBRRE , BUUFERREFERR T #in AR, MREH Outposts A FELIRS , ©RFRE
CREATE_FAILED, & UK ERSEZEERE  HiRims , HEEZRERERCIZRIE, BxHM
BRABHIIXR , #2ATX. BXESEEL , B8 K.

API Status KM R R E IR HE - KWMERERE
CreateEnd Create_Fa  OutpostNotReachable BT 588 Outposts = X 13 HY IR & 6 12
point iled EECHIT , IXIJH:%/fﬁ'JEJﬁﬁ,\“O B

BENEE  BREL , REEE,
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API Status KM EHE IR HE - KWERER

CreateEnd Create_Fa InternalError BTRIHEIR , TENBRS. HHER

point iled mRHERMCIE,

DeleteEnd Delete_ Fa  OutpostNotReachable BT 5#&8 Outposts x X1Z Y IR 12

point iled EECHTT , BT ERRRER. RE
EE L ARER,

DeleteEnd Delete_Fa InternalError ATRIEIR , TEBRER. HE

point iled o

BXEH S3 on Outposts N EHEBNEZER , BHS R S3 on Outposts F .

THEBINAT WMEIEMEE S3 on Outposts A i o
A

« 7£ Outpost E 81 i% =

« & & Amazon S3 on Outposts i 2 5 F&K

- MiIB& Amazon S3 on Outposts & &

£ Outpost LI IF <

ENiEREEHE Amazon S3 on Outposts a2, B4 EIE S3 on Outposts imR_RHBHTEHE. 1
TOBGRR  BEECARSHEEELE Outposts F XIS EBRERE, Outposts EHIEA Virtual
Private Cloud (VPC) # T UAE — M xBHNIRR. BXWHARFNEZEE , S S3 on Outposts M
KER, BURRE—NKK , FHEVE Outposts BHHITX RIFE, E%E%E , BSH Ro

PR

BEXREUBIREAFIENENEZEER , 155 S3 on Outposts xR

IR B)22 4R 28T , S3 on Outposts T LEZRH AWS IKFHEIE— NRZHEXAR, BXEZER | iF
28 FREMEXAEAT Amazon S3 on Outposts.

LU RIS REAER AWS EE$E4E|A. AWS Command Line Interface (AWS CLI) #1 EZA F Java
# AWS SDK €% S3 on Outposts i Ko
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£/ S3 #HlA

1. BRI AWS EEEEHEE , AFET U TMULITFF Amazon S3 2% & : hitps://
console.aws.amazon.com/s3/,

ELEMSHIMBEHEF , %42 Outposts access points ( Outposts THIE R ) o
1%£4% Outposts endpoints ( Outposts i = ) ET+,

1%£$% Create Outposts endpoint ( ]2 Outposts IS ) -

£ Outpost T , 1% Outpost LATEE L8l bbik =,

£ VPC T, &R —MNERERR B FE Outposts ix LMK VPC,

2

33 Virtual Private Cloud (VPC) , WA LU AWS BRB S BB E N WELRE S, XNELM
FELEHCHBEPOLPETHERSEREREEL , HANERUEANTT REMIZENES
AWS

WMRERE VPC , i1k Create VPC ( BIE VPC ) . BXEZEE , HZH (Amazon S3 AF
Er) FHRRFIELNLER (VPC) EAR.

7. %$® Create Outposts endpoint ( £12 Outposts imR ) o

/A AWS CLI
Example
LAR AWS CLI RHIGER VPC BIRIFBIZERE | f Outpost tlEwR. VPCIREBFMN, EizfTibd

%, ¥ user input placeholders %#ﬁ&ﬁiﬂ?éaﬂ’ﬂi@o

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl

L}{T AWS CLI ROIERAZEFHAER IP thitith ( ColP jth ) R E 7 Outpost BIBRIHR . Eiz{Tihtdan
, B¥F user input placeholders Bt HEBECHWEER,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567
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ERAERAT Java ¥ AWS HHFRITES

Example

AxmERAERT Java B9 AWS SDK 1 S3 Outpost Bl 2% S KR , 259 (AWS SDK for Java
2.x Code Examples) H#¥ CreateOutpostsEndPoint.javas

& & Amazon S3 on Outposts i 25| &

EJFE R A E Amazon S3 on Outposts T iE & , BA4FEIE S3 on Outposts ik R HABHITEE. 7
TOBER , BEEFHARSHEEELE Outposts IIZiE‘iE’J/EEiJEE Outposts tE’J’@A Virtual
Private Cloud (VPC) HUAUE P RENIRS. BXRHRBEINESZEE , H5HS3 on Outposts M
KER, BUREE—NHER , FTHEV M Outposts BHHITX RIFE, E%E%h B, BEZH mR.

LTRRGIERT WEER AWS EE#24A, AWS Command Line Interface (AWS CLI) 1 EATF
Java B9 AWS SDK iR [E S3 on Outposts i =B 53K,

£/ S3 2H A

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. EEMNSHBE®KD , %8 Outposts access points ( Outposts TR ) o

3. 1£ Outposts access points ( Outposts TAE] R ) 7T £ , #%&$#F Outposts endpoints ( Outposts i
KR ) ETF,
4. 7£ Outposts endpoints ( Outposts i ) T , BLAILAEF S3 on Outposts ¥k KHI FI R,

/8 AWS CLI

LUR AWS CLI RBIFIH 7T 588 K < BX#Y AWS Outposts RIRMImR. AXUGTHNESESR
Z# (AWS CLI %) #HH list-endpoints.

aws s3outposts list-endpoints

FEHERT Java B AWS SDK

LAREATF Java B9 SDK =I5 H Outpost ik =, BXEZEER , H5H (Amazon Simple
Storage Service APl &%) H#y ListEndpoints,

import com.amazonaws.services.s3outposts.AmazonS30utposts;
import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;

Hll s = API kg7 2006-03-01 57


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/s3/src/main/java/com/example/s3/outposts/CreateOutpostsEndPoint.java
https://console.aws.amazon.com/s3/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/list-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html

Amazon S3 on Outposts AriEE

import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

f B Amazon S3 on Outposts & w1 &

EREREE B E Amazon S3 on Outposts 1B &R , BABEIE S3 on Outposts R HFHITHRE. 1
TRBGRR  BREECARSEEEILE Outposts F XM SEBRERE, Outposts EHIEA Virtual
Private Cloud (VPC) # A LA — P REHNIRmR ., BXmRBFNESZEE , 5HS3 on Outposts M
BER, BYUMBIE—MNRR , TEEFE Outposts BHRITHRIRE. BXEZEE , BE5H H.

AR RBIE RIfaER AWS EE24]4A. AWS Command Line Interface (AWS CLI) # 5&B F Java
B9 AWS SDK & S3 on Outposts & iiT5 &

£/ S3 2H A

1. BT MuLITFF Amazon S3 #%& : https://console.aws.amazon.com/s3/o
2. TEEMSME®KS , % Outposts access points ( Outposts THIE R ) o

3. Ti Outposts access points ( Outposts THRIR ) T L , i%#F Outposts endpoints ( Outposts Ui
PANNY ) Jilﬁ-FO

4. 7£ Outposts endpoints ( Outposts KixT =R ) T , R ERBRAOLXIHT R , AF%EF Delete (
BR) o

£/ AWS CLI

LR AWS CLI RBIMIBR Outpost &L IHT R BizfT@® T , BN user input placeholders
BRALBECSHER,

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904
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RAriEmE

ERAERAT Java ¥ AWS HHFRITES

UTERT Java WEHF A TESRHILMBR Outpost WA IRTT R, EFEALTRH
input placeholders B AEBEESHER.

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);

5/ user

String[] resourceParts = endpointArn.getResource().getResource().split("/");

String endpointId = resourceParts[resourceParts.length - 1];

DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()

.withEndpointId(endpointId)

.withOutpostId(outpostld);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");

T BRE& IR T R
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f#F S3 on Outposts FT &

B35 Amazon S3 on Outposts , A LATE AWS Outposts L8132 S3 4 , HERH A FTERBEIE
R, A BBLBENBFEEZNNAEFBEALFEMLEXNR. S3 on Outposts =it 7 — N F
f#2& S3 Outposts (OUTPOSTS) ; iZFf 2 E A Amazon S3 APl , # B AT AWS Outposts LRI ZA4
RENMBS R ZEIFATTRMEEEBIE, @S Virtual Private Cloud ( VPC ) ER#ZEA S Mk RiEE
5 OQutposts f#1TEE. BAILUMKTE Amazon S3 #H —#£1E Outpost # _EEHAMERER APl FThEE |
DIEHEREE, MBMIRIE, BB AWS EE#EH A, AWS Command Line Interface (AWS
CLI), AWS SDK = REST API f£/ S3 on Outposts,

X &2 Amazon S3 on Outposts 7K Bl SLE, BN REBEEFE - NMEERED. BLRAERE
Al R BETA[F] Outpost FFERHPMEMAN R, HEANKRBEREER , TUERATHFR K Amazon %
HREM (ARN ) HIFARAFNE. BARTRK[BNENESER , SH 1 EH S3 on Outposts 115 H R
EREAB B

LR RBIEZRT S3 on Outposts 1A E 2K ARN 18X , EHE3E Outpost FTE XK AWS Xig £
B, AWS IiKF° ID, Outpost ID MiFRIKBFE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

&% S3 on Outposts ARN WE Z{E & |, i55HS3 on Outposts B %R ARN,

FHR ARN AU T# , HARI$E Outpost JABH AWS X15, AWS K/ ID, Outpost ID, FiE4E
BRI REE

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

tF Amazon S3 on Outposts , X RETEIRLF M Outpost £, 2 AWS Z % Outpost HLZEET , &
H B BEFRETE Outpost BV A | LUFEHIBHEER, BN RKZFTLEIFEM Outpost , B FRTE
AWS X1 . BT AWS EEZH A REEXBRN , BT AERZE & LEHEE Outpost FRIXS
R, BR , B LAEH REST APl, AWS Command Line Interface (AWS CLI) 1 AWS SDK & i5 7]
REENEETR,

F
« FX KR _E4EEF S3 on Outposts 1741

- £ ERT Java B9 AWS SDK & #J Amazon S3 on Outposts 174 1 1 BI X &
« M Amazon S3 on Outposts Zi# #83R BLX R
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+ HIH Amazon S3 on Outposts 17 i I X 5

il B Amazon S3 on Outposts 178 & BI X R

{# F HeadBucket B8 E 2 B 177 S3 on Outposts FEBUREEREFHRINR,
FRAERT Java B SDK ITHIEEB S BR L&

# FA5E AT S3 on Outposts I #E URL

Amazon S3 on Outposts 52 # Amazon EMR on Outposts

BN HRIEES

Fixt & E4£ 2 S3 on Outposts 1Ffi& 1@

FRZ Amazon S3 on Outposts FEEHEM KK, BIMNNRBEFEE—NEFHEER. BXAEAT
8] R BETH[A] Outpost WA EMAN R, HEBANRIZERENT , ATLMER R R Amazon &
BEM (ARN) HAFRRBE. EXHRR/SENESEER , BSHE I EH S3 on Outposts HikELR
FEARRAE.

LTRBIETRT S3 on Outposts TR RH ARN &% | HAE$E Outpost FTE XIEHY AWS X1 4
8. AWS Jik/= ID, Outpost ID Fif5 A /& :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A3 S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts IR ARN,

XF Amazon S3 on Outposts , X REIEIRL 76T Outpost £, = AWS &% Outpost HLERET , &
H B RETE Outpost VA& , LUFEHFEFEER, BHXNRKZFLEIFEH Outpost , thFRTE
AWS XiF 1, BT AWS EEZH S REEXERN , BT EEREH A LA HEE Outpost FRIXT
R, BR , B LAEH REST APl, AWS Command Line Interface (AWS CLI) 1 AWS SDK & i 7]
REENEENR,

BAF AWS CLI #iE A F Java B9 AWS SDK RIE R &S 8 A G R RS R £4£ 2] S3 on
Outposts FiEH.

AWS CLI

Example

AT RABIERA AWS CLI F—/18 R sample-object.xml BIXIRKEZI S3 on Outposts 171
(s3-outposts:PutObject)e EFAMGT , HFHEN user input placeholder B &
HEWER. AXLGTHNESER , 28 (AWS CLI 2E) ## put-objects
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aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java
Example

BXRUAERERT Java B9 AWS SDK 53 L& % S3 Outposts F @RI RAI , ESHE (AWS
SDK for Java 2.x Code Examples) H#Y PutObjectOnOutpost.javas

£/ EAT Java ¥ AWS SDK & #| Amazon S3 on Outposts 77 fi#
BHHNR

I &2 Amazon S3 on Outposts R EEHERSEE, BINNREEFE—NEHEES. BXAFERT
Bl S #ETA A Outpost EEMANEMAN R, HEBANRE 1’E?E‘E$EH'J‘ A LA 518 ) Amazon &
BEM (ARN) RiFAIRBBE. BXHRRINBENEZER , BSRENER S3 on Outposts 1 7] &
FEAENAE

LR RBIERT S3 on Outposts 17 =E ARN = , HAE$E Outpost FiE XK AWS XiF £
B, AWS K/ ID, Outpost ID FiFEIK[BEFE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZER , 55 R S3 on Outposts BIE TR ARN,

¥F Amazon S3 on Outposts , S REIEIRL 7 E Outpost £, = AWS &3 Outpost HL3RET , &

FI BB R E TE Outpost BV A | LUFEHTBHEER, BN RKZFLSEIFEMN Outpost , B FRTE

AWS X5 1, BT AWS EERFIA REEXER , B EERAEFA LEHEE Outpost FHIXT

R, B2 , B LEA REST API, AWS Command Line Interface (AWS CLI) 1 AWS SDK &3 5[]
REEMEBEERR,

LR RBIERIAER EHATF Java B9 AWS SDK &4 S3 on Outposts 17 1 F I XS K.
FERAERT Java B9 AWS SDK

LR S3 on Outposts RIEAZEATF Java 8 SDK FHF— MR REHEIE N EEBPHOFTFER. EF
ALt RB | B user input placeholders Bt REECHEELR,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "#*#** Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

M Amazon S3 on Outposts 17 #IREUT &

JF &2 Amazon S3 on Outposts F 7P ER K, BINNREEEE—NFEEF. BXERT
B R BETH B Outpost FEM P AN R, HEAWRIZERERST , WAERHR R Amazon &
BREM (ARN) RiFAIK[BBE. BXHRRINBENEZEFELR , HSRENER S3 on Outposts #8177 =
FERARRAE.
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LTRRBIEZRT S3 on Outposts 1A E] 2K ARN 18X , EH@3E Outpost FTE XEH AWS X £
. AWS IkF ID, Outpost ID FisE KB FF :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

B> S3 on Outposts ARN WEZEE , 5SS RS3 on Outposts B &R ARN,

¥¥F Amazon S3 on Outposts , X REFTEHRLF M Outpost £, H AWS L% Outpost HLZEET , &
MBI RETE Outpost AR , LUREHTBHEER, ZHFNRKEZFLEIFEHN Outpost , B R
AWS X5 1, BT AWS EERFIA REEXERN , B EFERAEF A LEHEE Outpost FHIXT
R, BR , B LAEH REST APl. AWS Command Line Interface (AWS CLI) 1 AWS SDK &3 i 17
REENERENR,

THEHREERNMAEER AWS Command Line Interface (AWS CLI) #iEA F Java B9 AWS SDK T &
( FRER ) KR,

f£A AWS CLI

AR R~ BIfEEF AWS CLI M S3 on Outposts ##fi&#8 (s3-outposts:GetObject) FKEL—1NE R
sample-object.xml WX R, EFEALGS , BNE user input placeholder B NIER
CHER. BXUTTHEZER , E5H (AWS CLI &%) HH get-object,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

FEHRERT Java 8 AWS SDK

LA S3 on Outposts ~EIEAER T Java B9 SDK KB R, EFEALRS , BFHEAN user input
placeholder B REBCMNER. BEXEZELR , 5% Amazon Simple Storage Service APl &
ZHH GetObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
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import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "**%* access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and
print the object's content.
ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");
GetObjectRequest getObjectRequestHeaderOverride = new
GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
} finally {
// To ensure that the network connection doesn't remain open, close any
open input streams.
if (fullObject != null) {
fullObject.close();
}
if (objectPortion != null) {
objectPortion.close();
}
if (headerOverrideObject != null) {
headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

5| Amazon S3 on Outposts 174 1@ HIXT &R

F&RZ Amazon S3 on Outposts FEEHEMEE, BINNRBEFEE—NFHER, BXLAERTH
7] R BET5 A Outpost FEBHANEMIR. HEAXNRBERERT , ATLIERHE R Amazon &
BREM (ARN) RiFRIK[BBE. BEXHRR[RINBENESEFELR , HSHENER S3 on Outposts #H AR
FEARRAE.
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LTRRBIEZRT S3 on Outposts 1A E] 2K ARN 18X , EH@3E Outpost FTE XEH AWS X £
. AWS IkF ID, Outpost ID FisE KB FF :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A< S3 on Outposts ARN WEZEE , 55 R S3 on Outposts BIAE R ARN,

@ Note

X F Amazon S3 on Outposts , X REIEHRL 7 E Outpost £, H AWS L3 Outpost H13R
B, BHBIEFREE Outpost A |, UREHRTEHEEZER, ZHNRKEZFLETEN
Outpost , thF1E AWS XiF 1, BT AWS BEERHA REEXERN , B EERAREFAE L
e EE Outpost FHIXI R, {E= , WA LAEA REST API, AWS Command Line Interface
(AWS CLI) 51 AWS SDK &3t i [ & L £ B EX K.

LA RIS R £ A AWS CLI F5& B F Java B9 AWS SDK 3 S3 on Outposts Z @R EIX K.
M AWS CLI
AR RBIERA AWS CLI 5l S3 on Outposts 7f## (s3-outposts:ListObjectsV2) FHIFT R,

BEFEALGS , HNE user input placeholder Bt NEEHCHER, AXEGSTNESE
B, B2 (AWS CLI %) #H list-objects-v2,

aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

® Note

BEiY AWS SDK it ig 45 Amazon S3 on Outposts £& AR , BRI LUE

TLATREMERA Outposts B 5= ARN REF#BHEF : arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-Outposts-Access-Point., B> S3 on Outposts ARN WEZ{S
B , i3 S3 on Outposts K &R ARN,
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RAriEmE

FEHRERT Java B AWS SDK

LR S3 on Outposts RIEAEA T Java B9 SDK 5| HEFBIN R, BEFEALRE , HREE8 user
input placeholder B REEZHELR,

/A Important

I RBIEER ListObjectsV2 |

X2 ListObjects APl REMIRFTHRAR . BATERVEE R LLIEIT

JEH API BRER TR ARFEF A%, N TRUEERE , Amazon S3 YL T#F It APl IRIEHN %

B AR AN

import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;
amazonaws.SdkClientException;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.ListObjectsV2Request;
amazonaws.services.s3.model.ListObjectsV2Result;
amazonaws.services.s3.model.S30bjectSummary;

class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** access point ARN *#**";

try {

// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");
// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()
ListObjectsV2Request req = new

ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {
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result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());
}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

B Amazon S3 on Outposts 171 A X &

X4 &= Amazon S3 on Outposts FF K EMKE, BINREBEEE - FREET. BLAERT
Al R BETA[F] Outpost FFERHPMEMN R, HEANKRBEREER , ATUERATHFR K Amazon %
BREM (ARN ) HIFARFNE. ARXBRK[BNENESER , SH I EH S3 on Outposts 115 H K
EREAB B

LT RBIETRT S3 on Outposts TR R H ARN &3 | HARE1E Outpost FiE XIF K AWS X1 4
B, AWS IiKF° ID, Outpost ID MiFRIKBFF :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

A% S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts K% R ARN,

tF Amazon S3 on Outposts , X REIEIRLF M Outpost £, 2 AWS Z & Outpost HLZEET , &
H B BEFRETE Outpost BV A | LUFEBIBHEER, BN RKZFTLSEIFEH Outpost , B FRTE
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AWS XiF 1, BT AWS EERFIA REEXERN , B EFERREF A LEHEE Outpost FHIXT
R, BR , B LAEH REST APl, AWS Command Line Interface (AWS CLI) 1 AWS SDK &4 i 7]
REENEENR,

AR RIS R in{aEH AWS Command Line Interface (AWS CLI) F5& B F Java #9 AWS SDK M S3
on Outposts FEBMBRENHZ IR,

£/ AWS CLI
LARRBIE RN M S3 on Outposts 1Z& @HIEBRE N HRZ IR,

delete-object

LA RIfE A AWS CLI M S3 on Outposts 77 (s3-outposts:DeleteObject) MlER—1 A&
71 sample-object.xml X R, EFALGS , HFEA user input placeholder Eif
NEBEHER. BRUEWTHESZEE , BSH (AWS CLI 2&) F 1 delete-object,

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

LA RAIERA AWS CLI M S3 on Outposts 74§ (s3-outposts:DeleteObject) MIERAE 7
sample-object.xml # testl.text WHIMNR, EFEAMSGS , BHEAN user input
placeholder BB NEBCHER. BRUGTHESZELRE , E3H (AWS CLI &) 1
delete-objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json
{
"Objects": [
{
"Key": "testl.txt"
},
{

"Key": "sample-object.xml"

I BRXS &R API k7S 2006-03-01 70


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/delete-object.html

Amazon S3 on Outposts AriEE

}
1,

"Quiet": false

EAEAT Java B9 AWS SDK

LA RGIE RINMAM S3 on Outposts F & EHIBRENRZ IR,

DeleteObject

LA S3 on Outposts ;R BIEAEA T Java B SDK IR E#BEHHXN R, BEFEALRE , B
7E Outpost BYi5 A 2 ARN MER RO RNZEHAEH. BXREZFEE , 25 Amazon Simple
Storage Service API ZZ /1) DeleteObject.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "**%* access point ARN *#**";
String keyName = "*** key name ****",
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.
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DeleteObjects

e.printStackTrace();

LAF S3 on Outposts ;REIERZEA T Java B SDK BE#EBE LERTR , RAEHBRNY R, EFEAL
Bl , IEIEE Outpost BiAE R ARN, BXEZEE. , 152 (Amazon Simple Storage Service
APl 2Z) H ) DeleteObjects,

import
import
import
import
import
import
import

import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws.
.SdkClientException;
s3.
s3.
s3.
s3.
s3.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonServiceException;

services.
services.
services.
services.
services.

java.util.Arraylist;

class DeleteObjects {

AmazonS3;

AmazonS3ClientBuilder;
model.DeleteObjectsRequest;
model.DeleteObjectsRequest.KeyVersion;
model.DeleteObjectsResult;

public static void main(String[] args) {

String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-qguide/setup-
credentials.html

AmazonS3

s3Client

build();

AmazonS3ClientBuilder.standard()
.enableUseArnRegion()

// Upload three sample objects.
ArraylList<KeyVersion> keys = new ArraylList<KeyVersion>();
for (int i = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "
to be deleted.");
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keys.add(new KeyVersion(keyName));
}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

/

EFH HeadBucket H8E 2 A #F7E S3 on Outposts FHERH AR G2
R R

I &2 Amazon S3 on Outposts R EEHEREE, BINNREEFE—NEHERED. BXAFERT
7] R REV5 IR Outpost 4 18 B E AT Ko é«,d]ﬁ%??ﬂ’ﬁ?‘é;’iﬁﬁ'} A LA 518 R Amazon %
BREM (ARN) RiFAIK[BNBE. BXHRRINBENEZELR , HSHENER S3 on Outposts #8177 &
FEABXAE

LT RBIERT S3 on Outposts TR R BHY ARN &3 |, EAEHE Outpost FTE XA AWS XiF /X
. AWS IKF ID, Outpost ID FifE KB F

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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A% S3 on Outposts ARN WEZE S |, 2 5S3 on Outposts K% R ARN,

® Note

¥tF Amazon S3 on Outposts , X REIE IR L ZETE Outpost L, Z AWS &3 Outpost #1352
B, SHBIERFREE Outpost A |, LUREHRTEHEEZER, ZHNRKEZFLETEN
Outpost , thF1E AWS XiF 1, BT AWS BEERHA REEXERN , B EERAEFAE L
£ EE Outpost FRIFI R, B2 , B LAERA REST API, AWS Command Line Interface
(AWS CLI) §1 AWS SDK &3 i i & E & IS = K.

LAF AWS Command Line Interface (AWS CLI) 1 &/ F Java B AWS SDK RIS R 2n4a 52 /3
HeadBucket API #/E#E Amazon S3 on Outposts ZEERBEEUARZREER I RZEEE. &
KREZEE |, 501 (Amazon Simple Storage Service APl 2 ) H#) HeadBucket,

£/ AWS CLI

AR S3 on Outposts AWS CLI mRHIE RIAEH head-bucket T HEEEBRESEEURERS
ARSEZEER. EFERALGS , B8 user input placeholder Bt HIEEHCWER. B
RUBTHNEZEER |, 55 (AWS CLI %) #H head-bucket,

aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FEHRERT Java 8 AWS SDK

LAR S3 on Outposts RHIE R EFEHBREEEUAREZRSENTRZFHE. EFALT
5 , EIEE Outpost BiAE 2 ARN, BXREZEE |, 55 (Amazon Simple Storage Service APl &
#) F# HeadBucket,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
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String accessPointArn = "*** access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FHERT Java B SDK HhITHMEIE 5 Bk L 1%

£ Amazon S3 on Outposts , A BAfE AWS Outposts ‘BIR L6812 S3 FMME , HEXHATE
AR R, FBELBNBETEENNARFFEHEAIREN R, SALUEN AWS B2

A. AWS Command Line Interface (AWS CLI), AWS SDK =% REST API f£/ S3 on Outposts, B>
EZEER | BHSE 142 Amazon S3 on Outposts ?

AR RGIE Rana[ 5S4 A S3 on Outposts M AT Java B AWS SDK RITHEE 5 R 4%,

£

« 7 S3 on Outposts Z & P HITX R 2 B L%

« B B | £ S3 on Outposts 1748 5 & & KB &
« 7£ S3 on Outposts 17 & & 5l X REY 2 B

¥ % S3 on Outposts FEEH EEFITH DR EEMIIK
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#£ S3 on Outposts FEBHIMITII RN 7 & L&

LA S3 on Outposts REIEAZEAT Java 89 SDK B3, EENTERFNRIEEEN IR LE, B
FERRE , B8N user input placeholder B NIEEHCHEE., BXEZELR | 5SH
{Amazon Simple Storage Service AAFIEME) FHEA DB LEERELEXNR,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
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long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

B 5 R /% | 7 S3 on Outposts 17 i & HIl KB X R

THEH S3 on Outposts R~HIFEAERT Java B9 SDK E#EZEBHIHIFNR, EFAL TR , HFE
user input placeholder B RIEBEEHEER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.list;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);
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// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
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e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

£ S3 on Outposts 171 & Il H X R 2 B

LR S3 on Outposts REIEAER T Java B9 SDK JIHF#BPN RN DR EFEALRA , BEE
N user input placeholder Bt HIZEHCHEE.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.list;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String keyName = "*** Key name ***";
String uploadId = "*#** Upload ID ***",;

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

¥ % S3 on Outposts Fi##E+ [EFE TR 2 Bt L& B 515k

LA S3 on Outposts 74515 BA 2n4a] & A& A T Java B9 SDK M Outposts 17 RIEEFH TR DR
EEWTIR, EFERLTRA , EFEA user input placeholder Bt HEEHCHWER,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.List;
public class ListMultipartUploads {

public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";
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try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointAzrn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FE &R T S3 on Outposts ITFIZH& URL

ERFIT Outpost A tb 17X REVFRAT A RIMNRM A EFHF R , BULUEATZESR URL, &8
MZLEL URL , ENERBENFIEE , BuUEZERNIES (VPC) A ANMARENR , IEZOER
F A& BRI KAV PR
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£/ AWS SDK 5 AWS Command Line Interface ( AWS CLI ) 8|2#iZ & URL & , &% URL
EEMNSENREXEK, S8BT %R EE LEIHEXZFRNMEE URL HIBRAET 7 RIER |
BENFHNRAREAN 1R, FKITHN 7 X, HEWMLEH URL Y , VPC RN AT MITRATE
URL iViRE , MEMITMREBIBEAF . URL EEXHZISREFAEH , TEEX.

PR&ITIZEE URL ZheE

MEH URL WIIREZ BIZ TR HRARE, LR URL XM ER—HFICETHE , BFEHE
X URL WARTTIHRNR, Hit , RONBUSEL R E11,

AWS &£ /R 4 ( Sigv4 )

£/ AWS L& HRA 4 ( Sigv4 ) IMEE URL iFR#1THMNER ZRHFHRITHRENITH , BOUE
FRBREMNAE L REPEAZER, flun, BUUGIE—MEA s3-outposts:signatureAge
ZUENFHBRE  UERXIBNWEFEER BT 10 2808t , LR example-outpost-bucket
FER P I RAVEST Amazon S3 on Outposts FiZH URL K. EFALTA , B user input
placeholders B NEBEHNER.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",
"Effect": "Deny",
"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}
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BREFAZLARE 4 WMESR URL FRE#TESHINERN , TATREFPITEETHINRAEN A
RPIRBEEFIR |, BB AWS ELRA 4 ( Sigv4 ) SHINERER R,

P 45 3% 42 PR

MBENHZE URL WERFMFATAE S3 on Outposts TFRIREN B EMMERE , B U REERFER
BEMEBRNER,. EXAERAAN IAM EEEERS , BULUERET H4H AWS Identity and
Access Management ( IAM ) KB (FlanAF. AHAEER ) . EX S3 on Outposts F IR E PR

#l , BAERAETRRNRE (FlwW , FEBMIER LUK ) .

X IAM EHEKEMERERSE , EXAEXEFIENASNEENMERHIER, N EEBTEA
REBREGE , ERXRNZHBROFIEERBLATREBEENME, XLERBIGERTRER URL A
:OE7/E 8

BERN IAM £ REHFER TR LR, MREFHERT S3 on Outposts K AEIRS |, EE
F aws:Sourcelp, MIREFEHAFEATF S3 on Outposts B VPC i = , A aws:SourceVpc 5
aws:SourceVpce,

AR 1AM policy BAER EFNNIEENMETE LR, AWSHEH LR E QR , FrE G R ERAHK
BiZEl, XBEEAEAERT S3 on Outposts FIFIEE URL BER. EFALTRAE , B user
input placeholders B AEEESHER.

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

BXEH aws:SourceIP AWS £F&MA4HIFXT S3 on Outposts Z &R 15 E] BRE R 45 E M ESEE K
T FAEREREE |, BS R A S3 on Outposts ZE IAM,

WAL LA URL

EEAREZ2FUNEMARMA G ETLE URL, EERE VPC FEVAF RN IHRINR , LMHH
BHTMER URL FTETHRENRIASIZZMESR URL.

BAIUEATEHNZIEIEMZESE URL :
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« IAM EHIBE X - BHEHARZK 6 /at,

« AWS Security Token Service — fER K AKIE ( fla0 , AWS Ik BAF IAM AFPWEIL ) 4
i, BRESK 36 /At

« IAM AIFF - £ AWS £ERA 4 1, BERHRK 7 X

ERREMHERK 7 XWMZEL URL,, FELANMMEANFRIESERE IAM AFREIE (hE%4
MWBREE ) . REFEH AWS EEMA 4 £RFHZLE URL,

(® Note

- MREBFEAKNSELRTMZER URL, Mt URL HESESHSH , BIEEERE
MR A ZI HRT A 812 T 1% URL,

- HTFHiZXHE URL F@EFFHZ URL BEM AR FiAE S3 on Outposts FEEEVIR |, FA
BUBZERPEN]. AXRPMZEE URL WESZEER , 50 B47HZE URL AL,

S3 on Outposts IR EFMZE URL Y ZIHA B HAF 6] ?

£&H HTTP #53REF , S3 on Outposts 2R EXE URL WEIE B EiMeTE, Hla , REFIHNIFE
BB B R TEENKRE XY |, IEE THESEFEIBETE , THRESMEH T, BURE
BT AR RERRETEIZSNNEEERFHETE , WTHREFSXK,

BXREAMZSE URL HEFH LERNRNEZER , BSRUTER,
E&

- FAMLEE URL HEXRR

o EEFZER URL LU R _E4£F] S3 on Outposts 77 1i# 1

EAMER URL HEXR

ERFX Outpost Atk 7 XY RV FRES U5 R AR A B 748 R B | WA BMERTAZER URL, fEBD
MELER URL , FHNERENAEE A LEAUEBZRELNRMES (VPC) FPMAHRERR , HEL@ER
T EAASMIER RERER,

{5 AWS SDK 2 AWS Command Line Interface ( AWS CLI ) 812X & URL & , &% URL
SEEMIENREXK, SETIBRIEREEE X ZHAERRZ FNRELE URL KR 77 ENR |
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BEXLIHRBKEARN 1, HBEKAN 7 R, £EFMLH URL &, VPC RN AATLHITIRAE
URL HEVR/E , MEMEMNRRRBEZAS . URL EEIEE ISR SIS , FEEX.

BIEMES URL it , MARMENEZE2FRIE , REEELTAR

* 1% Amazon S3 on Outposts 7 fH —MNF Rl R Amazon FIRER ( ARN )
. —IXTRE

« —MNHTTPAE (GET AT FHEXR)

« —NEIH B HAIET

MEE URL NEEENERHNER. EHEH , B4R EDH BB EBKXZHFE31% URL 7
VravERE, ERH A MM ER 2/, BUUAZRERATLER URL. IREEFEAIRNTHEIRT
MEA URL , Mtk URL FET RIS |, BI6EEfE A E KAy 2 B atiE €3 7 1% URL.

ELAMER (VPC) FARGRMESR URL WAF T ATRNR, Flin, MREEFHHER —BRA
M, FEARANKREGNALE , EUNBTERTALEEN URL REEMA S A ZWIN, ATHES URL
FEFEZ URL WEM AR TR S3 on Outposts FEBHINR , BINBWEZERP XL URL,
BRAEPMELESR URLNESFAER , F5H RETLEE URL HhEe.

EAARZ2FUNEMARMAT UG EMLES URL, ELAHBAEMITNESR URL FTE THVRIENIR
BAREIZMEE URL, BXEZER , B5H A EIETEE URL,

BRI BAEA AWS SDK fl AWS CLI £RTI% & URL BAH = S3 on Outposts FHEBHHN R, BXE
ZEE , BSRUT R,

/8 AWS SDK
O LAEF AWS SDK AR AT AR HAREMANTIZSE URL , MEMIIAT IR RN R,

(® Note
£/ AWS SDK £ TiE#H URL Bt , & A URL B KEHRE N elZ2 2ot 7 Xo
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RAriEmE

Java

Example

R ROMFER —IMIZEE URL , BAILURERHESEHMA , BUEMI]IAT S E S3 on Outposts

FHEBHNNR. BREZEER,

B , E¥F user input placeholders B FEEHCHER,

import
import
import
import
import
import
import
import

import
import

import

public

com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;

amazonaws.HttpMethod;

amazonaws.SdkClientException;
amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.regions.Regions;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GeneratePresignedUrlRequest;

java.io.IOException;
java.net.URL;
java.time.Instant;

class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;

String accessPointArn = "*** gccess point ARN *#**";
String objectKey = "#*#** object key ***";

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =

ES 5 #/HERT S3 on Outposts BIFIZH URL, BEfEA LR
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new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

AT RAIER —IMZER URL , BRI SUGHREMSHMA |, UMEAIRT IR ZE S3 on Outposts
FHBONR. BXEZELR , 55H F£AEAT S3 on Outposts BfIZE#H URL, EFALT
Bl , &’ user input placeholders Bt REECHEELR,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**%* access point ARN #***";
private const string objectKey = "#*** object key ***";

// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
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private static IAmazonS3 s3Client;

public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);
}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
I
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WritelLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}

return urlString;

Python

£ FAER T Python (Boto3) #9 SDK £ IZE®E URL AHER R, filan , £/ Boto3 & F i Al
generate_presigned_url EEAER — M ARFE GET HRHWFAZLE URL,

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
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Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

BXREHIERT Python # SDK ( Boto3 ) £ FiZXHA URL WEZELR |, i85 (AWS SDK for
Python (Boto) API &%) H#) Python,

/8 AWS CLI

AT Rl AWS CLI @5 534§ —/ S3 on Outposts FHEMBER —MREHE URL, EFALTH , BF
user input placeholders Bt HEEEHER,

(® Note
/A AWS CLI £EfIZRE URL i, fi¥H URL WEKEIHARE ASIZZrtEe 7 X,

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

BEXEZELR , E55H (AWS CLI & R5E) H# presign,
HERMER URL BUXT R £ F| S3 on Outposts 17 i# 1

ER T Outpost At 774 XY R AV FRES U5 R AR A B A4 R B | B BMERATIE R URL, fEBh
MEAR URL , FRFHEBHMEE , BUNUSLELRLER (VPC) FHNMARAERR , IE@MER
F EAA SRR RERER

{5 AWS SDK 5 AWS Command Line Interface ( AWS CLI ) 812X & URL & , &% URL
EEMNSENREXEK, L7 UEEEE 8 E LB ERZFRNMLEE URL HIBRET 5 RIER |
BEXZHNRAREAN 1R, FKITN 7 X, HEWMLEH URL Y , VPC RN AT MITRATE
URL HVR4E , AR RBZEEAF . URL EEAHEISREE2TH , FEEX.
BIETE R URL i , RTREBRENRZRLEILE , RREEUATAHAR :

* 1% Amazon S3 on Outposts 7 fH — N FE Rl R Amazon FIRE&EFR (ARN )
. — IR

« —MNHTP 5% (PUT AT LAXR )

- —NEIHA B HIFIET Al
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MEE URL REEENEMHANER. U2 , BN AEZIE B M@ EEZ i E3i% URL 2
WHRE, ERERBMEREZR , BAUZXERATHZE URL, MR EEFERA IG5 EAIZEMR
Z#& URL , Mtk URL SRS HART S HA | BNGEAIZZA URL RO ZIHART 8 B R th 2 2tk o

MREMZAE URL AFHIREBESNTRYEEK (HlNoERLEE ) |, WARERHN BB FE SR,
R S3 on Outposts ZIHFEARENSTHN URL B ENTR , BFLXEFHIR,

ERFRAER (VPC) FERBRMESR URL WA I LEAXR, #la, VPC RAERIGHEMESR URL
AP AT U R L RSN FER. BTHES URL FE VPC ARG RITAZES URL BYEMA
R T 15 S3 on Outposts FREMERIRIR , RMNBUERZERT XL URL. BXRFMESR URL VE
ZHMAEE , ESH REFAER URL Ihee.

EAAREZ2FUNEMARMAT UG EMLES URL, ELAHBAEMITNES URL FTE THVRIENIR
AR ZMEE URL, BXEZER , B5H A EIETEE URL,

£ AWS SDK 1 S3 on Outposts X igEEKTIZLH URL
Java
EAT Java B9 SDK 2.x

WRGLER T AR — N ZEHR URL , UMEERENBIAATFHNIRLEEAZZEA S3on
Outposts F#EH. BXRELEER , 82 H FHEA T S3 on Outposts & E URL,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointArn)
.key(keyName)
.contentType("text/plain™)
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);
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String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");
out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();

Python

iEA T Python #9 SDK ( Boto3 )

LR BIE R T an4a] 4 X BT £ BR E B [B] N 1T 4N S3 on Outposts BEMN LR URL, BXE
2ER | ESR FREAT S3 on Outposts BIFIZEE URL, EfFEHZ URL XHiER , EFEA
Requests BF 8.
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import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)
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parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'*88)

if __name__ == '_main__"':
usage_demo()
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Amazon S3 on Outposts 54 # Amazon EMR on Outposts

Amazon EMR R— 1M REEXNEH T A |, AIfE{b7E AWS LiafT ABIEAEZSR ( 10 Apache Hadoop #
Apache Spark ) S4B M5 MBERFENVRE, BEIFERAXEERMEXNITRIE |, B4 EA
F oM EONBENLSIERI/ERNE. Amazon EMR & A A B &t K ERFEH FHRIBEBA/E
HET AWS BIBEEEMEIEE | H X3 Amazon S3 on Outposts, BEXEZELR , 25 (Amazon
EMR EXE#8) ## Amazon EMR on Outposts.

¥F Amazon S3 on Outposts , Amazon EMR TERZ 7.0.0 HFF #5 X #F Apache Hadoop S3A iE1%
25, RHIMRAH Amazon EMR 7% #2# S3 on Outposts , B A% EMR X4 R4 (EMRFS ) o

SXENNARR
Amazon EMR & Amazon S3 on Outposts &8 FERA X FU TR AREF :

» Hadoop
» Spark

* Hue

* Hive

+ Sqoop
* Pig

* Hudi

* Flink

BEXEZEER , 521 (Amazon EMR RAIERE) .

BIZEFMEBELE Amazon S3 on Outposts &

Amazon EMR ¥ EHF Java B9 AWS SDK & Amazon S3 on Outposts 4 & f# i Sk 174 5 A S dE
IR, 2 Amazon EMR B EXXH1Z46E 1 8% B K X 13 Amazon S3 B , M AR AHIFM#E
Outpost £, BEXEZELR , H5H (Amazon EMR EE#®) H# Amazon EMR Bi&,

7 T &4 Amazon S3 Hl DNS WER , S3 on Outposts MEARHARHEFMBRME, BXESEL , &
2 82 S3 on Outposts TF -

£ Amazon EMR MR 7.0.0 RESMRAF , B LLF Amazon EMR & S3 on Outposts #l S3A X #
RGEEEFER

Amazon S3 on Outposts 57 #h Amazon EMR API hxZx 2006-03-01 95
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Amazon S3 on Outposts AriEE

TR

S3 on Outposts X R — ZHEBIE Amazon EMR EHIf&E X4 , BHABLFETE S3 on Outposts
#9 AWS Identity and Access Management ( IAM ) @5 Z=[8, S3 on Outposts 8 B 2 KA Z=[H
s3-outposts*, BXxFERALGEZRMNRPIKE , HSHEFEA S3 on Outposts ZE IAM,

S3A E#ES - EFAEM EMR £EELE 715 Amazon S3 on Outposts H R EIE |, EATEEFH
Apache Hadoop S3A E#88. EFAZIEESS , HHMARE S3URI FBEA s3a AR, NMRFEX
¥, BOLEERT EMR SN XA RSERI , BUE S3 URI ALAE S3A EZSRESHER.

ENXHREXIEENS S3A EEBESFER , BN EMR £8 A fs.file_scheme.impl
fs.AbstractFileSystem.file_scheme.impl BLEEM , & file_scheme N FEHEH
S3URI &, BEFEHLTRA , BfF user input placeholders B AEEHCHEER, Hln , =
FEHA s3 RN SIURIMIXHREXRI , BEEUATEREEEM !

[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]

B S3A, Bl fs.file_scheme.impl BLEBHIRE N
org.apache.hadoop.fs.s3a.S3AFileSystem , ¥
fs.AbstractFileSystem.file_scheme.impl BHIRER
org.apache.hadoop.fs.s3a.S3A.

Flan | MREEHEER s3a://bucket/. .. , BEF fs.s3a.impl B
#i& BN org.apache.hadoop.fs.s3a.S3AFileSystem , REF
fs.AbstractFileSystem.s3a.impl B 1&E N org.apache.hadoop.fs.s3a.S3A,

FF 24 Amazon EMR & Amazon S3 on Outposts && £/

UTEBNET AT E4F Amazon EMR 5 Amazon S3 on Outposts £&& .

ES}
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- BIERPREREE
- SIENEEEE
- RiESE

IR RER B

EBIZE A Amazon S3 on Outposts B EMR 8281 , B4 81— IAM policy BAM inEZ &
F1HY Amazon EC2 EHIELE X . ZEKBAMEFHR S3 on Outposts # A K Amazon & JRAE

( ARN ) B9RXBR, B3<H S3 on Outposts B1E IAM policy WEZEE |, SR S3 on Outposts
®iE 1AM,

LT ROIFE RMMARFAAIENNIRR, QIEKXEE , SR MNEEHATEIE EMR S8 HSHIE
BEXHAE | W the section called “BIEMELEEE Ho PR, BEFEALTRH , % user input
placeholders B NEBEHNER.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"

]

R EMEE LR
EB|Z7E S3 on Outposts FIE1T Spark BWEE , BHEEBHATTERATEE,
B2 S3 on Outposts FIE1T Spark HIEE

1. @i https://console.aws.amazon.com/elasticmapreduce/ 3T Amazon EMR ###15&,

2. EEMSMERT  RREEH,

FF 184 Amazon EMR 5 Amazon S3 on Outposts & f55F API iR 2006-03-01 97
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3. EEOIEEE,

4. XF Amazon EMR RZAR |, B emr-7.0.0 HE SR,

5. WTRAEFESE , Bk Spark RER. AF , EREESEEHTNEMECZI NN
AR,

6. ZEFH Amazon S3 on Outposts , iEHALHEBEIRE.
OB ERE

EFAUTRABEBIRE , 5 user input placeholders Bt HIEEHCHELR,

"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"
"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
.
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {}
.
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"

}
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RAriEmE

]I

"Properties": {3}

}I
{

"Classification": "spark-defaults",
"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-

corretto.x86_64",

"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"

}
}

7. TEBRMEBO A, EFEH AWS Outposts HLER LWEBIFAE R (VPC ) MFM, HX Amazon

EMR on Outposts WEZEE |

EMR &%,

EZ W (Amazon EMR EEi#88) F# AWS Outposts Y

8. 7 Amazon EMR By EC2 SKAIE BN H& 0 , IBMMN T B2 Bl 02 M NURKEHA IAM B,

9. EERRMNEFHRE

, RBIEFROIEER.

g & B
THRERT SABE , AREREN S3 on Outposts 5 Amazon EMR
ENSHIEENE,
2 ZRiINE S3 on Outposts Ky 2%
=E
fs.s3a.aw MEREE , SA S3 on Outposts #&@HY
s.credent EXERPEKRES EAR ARN
ials.provider Outposts & Friy
S3.
fs.s3a.co file magic

mmitter.name

&a

ERANERNENXLER
4 A

Amazon S3 on
Outposts i 4
Virtual Private Cloud
(VPC) BARENTA
[&] Outposts 174 #@HY
IE—FH o

Magic R X#ZF =2 S3
on Outposts Mf—x#¥
WRXERF.
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S ZRINE S3 on Outposts Y44 L
=E
fs.s3a.se TRUE FALSE Outposts EFRX#F S3
lect.enabled Select,
JAVA_HOME /usr/lib/jvm/ /usr/lib/jvm/ S3A £H#Y S3 on
java-8 java-11-amazon Outposts FE Java ki
-corretto K11,
.Xx86_64

TRERT Spark Bl & , AR EIRE N S3 on Outposts 5 Amazon EMR && A ERR E R XL
BENSHIEENE.

S HINE S3 on Outposts 2  1iBA

e
spark.sql TRUE FALSE S3 on Outposts &
.sources. FiRE D X,
fastS3Par
titionDis

covery.enabled

spark.exe /usr/lib/jvm/ /usx/lib/jvm/ S3A £ S3 on
cutorEnv. java-8 java-11l-amazon Outposts FEE Java hix
JAVA_HOME -corretto A 11,
.X86_64
EEEI

LI&FF Amazon EMR 5 S3 on Outposts &K , BZERUTILR :

« Amazon EMR 7K 7.0.0 R ESMRAXZ % Amazon S3 on Outposts,

« J¥ S3 on Outposts 5 Amazon EMR & & AR FEE S3A E#Zss. RE SAEEE S3on
Outposts MR EREMNIHEE, BX SIAEEBRENELR , FSHEREH.
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« Amazon S3 on Outposts ¥ F Amazon EMR X% # X Al Amazon S3 £ & X Z AN RS 2R iR &
(SSE-S3) . AXESER , 52 M the section called “BiEMNE",

« Amazon S3 on Outposts T A S3A FileOutputCommitter #1TE A, 7 S3 on Outposts 1@ L
£ A S3A FileOutputCommitter #{ITEARXSHELA T 41 : InvalidStorageClass : RIEENF@HET
Mo

« Amazon EMR Serverless 2 Amazon EMR on EKS &3 # Amazon S3 on Outposts.

« Amazon EMR B &1 Zik B 1 X138 Amazon S3 LB , MARA# 174 £ S3 on Outposts 1§
i,

BN HRILEET

S3 on Outposts A7E Outposts ¥R L 2 £ ERMEFHHRIENMBNEIE, ZEFHNIETME
K, BIBREIR AWS KB FIRITE, XEEBHBRMEEREH RN AIZEM, &8 S3 on Outposts HHY
BHRBIEMBZREFINAE | BT LIR1EB S Outposts MAWS X1 2 8] §YE B2 HEIR Fo < Y — BEER .

L& H S3 on Outposts APl iEKRAE , SHRIEFMRNBBPBLBLZLMERF, AE , EFNEETH
FHELL S WK API ERFTH BRI, EFEASERA 4A ( SigV4A ) WNiER#HTZHET , S3on
Outposts R EZFZHHBRIEMBRNEIE, EFRMFMEAE S3 on Outposts BRFHHI Outposts £, H&E
AW S3APIERE , EaRERIF. BFELDME , Outposts E R FMEE XA IMNEZEZHR.

¥ Outpost E#EEI AWS Xigiit , EENBERBHREN 10 28, HEKH S3 on Outposts API EK
B, EARERE , BREARZTFER, MR Outpost 5 AWS XiZiiFFiER , NEENERHHEEK
R 12 /AT,

BRERNMESHRIEET

S3 on Outposts 24t X1 A Sigvda EEZH#HITEEMNER , BENEEFHRIENBRBIE. BXEZE
B, %2/ (AWS Identity and Access Management FIF 18R FHIX AWS APl ER#ITER. &
EHTHRAH AWS SDK 1Mt T SigV4A B, BB A AWS 2 HIZ1T76T ( CRT ) FERIRER

To

BEEFARIMRAEE AWS SDK HEZRKZFMAK CRT, Hl , BaLUEFI=E1T pip install
awscrt £/ Boto3 RIRENVEFTRAH CRT,

S3 on Outposts TEE XA Sigv4 EEBITEERMWER , EFESHRIEMBNEIE.
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Amazon S3 on Outposts AriEE

WiF SigV4A &5

IRAILAE A AWS CloudTrail R IER A EME A SigV4A XHERMITTZH. BHXH S3 on Outposts &
& CloudTrail WEZEE , S HEH AWS CloudTrail H#E %2 S3 on Outposts,

BL& CloudTrail f& , 8 LAfE CloudTrail HEM SignatureVersion ZRARIER A BEX iE R
T7Z8, FA SigV4A #H1TTZXBHIERM SignatureVersion fFRE N AWS4-ECDSA-P256-
SHA256, f£H Sigv4 #1T 7 LR MBERK SignatureVersion FFiREN AWS4-HMAC-SHA256,
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S3 on Outposts FHZ £ M

AWS + BN nZeM. ATHENZL2MRHBHARNER , RNTETEEES T2 HNERE
ROMMERE, R AWS HEF , BHEITUMNXERFEROMMEREEZ RS,

ZEMR AWS NEWHERE, REHEEAFEHERNZNZEMNZFNESM

- THZEM—AWS ARARFE AWS Cloud HIE1T AWS BRSE HERMEE. AWS ER#TZS
FANERS. F=AFFRAEHNEANBREIRNNZSENERE |, R AWS M ITRIA —I
Do BT #REAT Amazon S3 on Outposts WEM TR , TSR EHEITRIEE N AWS B

%,

- THNREM - ENRERLEEAN AWS BF RE, EEFENEERENR , SFENHEN
BN, BRANERUREREREN.

I A BE B4R T SR AN 76 A S3 on Outposts Bf R AR BER, UTEHE R T M{AEE S3
on Outposts SISEIMBH R EMMERNEE IR, BELS T HRINAERE M AWS R BN R KR FR
#* S3 on Outposts &R

£

« f£f S3 on Outposts & & IAM

« S3 on Outposts A B9 ¥ & 127

« S3 on Outposts By AWS PrivateLink

« AWS ZEIA 4 ( Sigv4 ) BMINEEENRIKE

« &M T Amazon S3 on Outposts BJ AWS FEE R FERE
- FREMHEXAEHT Amazon S3 on Outposts

£ S3 on Outposts XE IAM

AWS Identity and Access Management ( IAM ) 2—I1 , AWS RS AT AR BV E 12 5 2 & b2 H53
AWS FRIEE. IAM EE AEFETUET FHARIE (X ) MREERN ( EENR ) KEA
Amazon S3 on Outposts B, IAM 2 —IEFETNAZHEAFEAN. AWS RFBRIAMBERT , APX
S3 on Outposts FRMIBIEZXENR, EFEFX S3 on Outposts HIRF API IRER I B NFR |, & 7] LA
£/ 1AM BIZAF. A=A EHM IR,

ERHEBANR , EHENRAS, AHAEFNNR
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« AWS IAM Identity Center Y FBEA -

BIENRES, EE (AWS IAM Identity Center AAF1EE) HEIENRERHBHITERE,
- BISHREEE IAM FRENAF
UERERATEARSRINAR, R (AM AFER) FHNE=F5 G REHEWNERAE (KE
SHRIE ) HIRARITERE,
- IAM AP :
- SIEENAFAUEENAE, BR (AM AFERE) 93 1AM A /2 A SRR TRE.

« (THEER ) BRBEZMNIAFSFRASRNEARE, &8 (AM BFER) PEAS
AIIRR (#2HE ) AR B TR,

BRET IAM B EIZERESL , S3 on Outposts BRI X FHAIFA LK. FEFEREMG R SKEZ
B p0Z] S3 on Outposts BIRHE T & RE KB

- FHEBREATHRMNIZES , EREREDPHTEATFIIELN FRBNFEBEPNRVIER,
- MBRKKERTHMEGRR , RFSIELI T EKEIER.

HE 2K AT SHNEIKE S3 on Outposts FHBHNFHBERELESERH. EFENAEFIAF B
B EA S3 on Outposts T8 iR EA S3 on Outposts IR |, 156 AR FREEELMA
FiZiER,

BHEBARKBEPIFENRECCEATESZEARXKHNER, Hla0, mRFEA TR M0 EA
W, WITEERA TR RUSKRERAFRIELERENZBRHOER. B2 , NAZF# SR RS The
S AL EEN ZFEBRET 2R RR EHIER,

£ 1AM policy St E T REMREEFR , BAUENEARTFHIELH S3 on Outposts #4E., S3 on
Outposts 2EX R F45EM S3 on Outposts API #4E, S3 on Outposts REfEMA s3-outposts: @

ZEEHI &R, ¥ AWS XE HH Amazon S3 on Outposts #24#] APl & HEYiER , LAK&F Outpost L&Y
R API Ig R & HEER |, EBREER IAM #1THMDIAEHIRIE s3-outposts: RAZEEARHEITR
M. EfEA S3 on Outposts , IHELEZRK IAM AP HEX s3-outposts: IAM ar & ZE RN B 1THR
o

BXEZER , H5H (BSENSZE) T/ Amazon S3 on Outposts FIRIE. AIRMEHE,
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® Note

+ S3 on Outposts X #&FifRI#2H 5] F* (ACL),

+ S3 on Outposts RINFFRBABEEMNINRAEE , UEHBREERNVIEEET2HEME
1k 175 18] SR A BRI R
+ S3 on Outposts FRA B A“S3 FIEAFIHR” , UEBEANKMNTFTLEE LB HRINE,

AxH S3 on Outposts IRE IAMWEZER , FSHRUTES,

FH

« S3 on Outposts K&K E &

« S3 on Outposts BV &R ARN

« S3 on Outposts K RGIKRE

« S3 on Outposts i 5 YR

« S3 on Outposts WIRZ XA

S3 on Outposts RE&HY FE 4K

BIEE T RRHEBE AR T S3 on Outposts F &RV IG R BREY |, BABER Principal THRXK
EETERNZBRITENMNRESIZENARSINARF. T S3 on Outposts KB , BELAEA
THEH—DNEE

« —/NAWS i

- 1AM A F

- IAM A

- FIEEH , BIEMEA Condition TRFHAFRSEERENFE IPEEHNREPIEEEER (*) X
HE

/A Important
& FER S3 on Outposts WRETE * TRPEABESRF (Principal ) BUKREL |, BRIEZ KL
RBE—NFHESEERE NIEE IP it SEE Y Condition, LEFRFIEBI FHRMARMEE S3 on
Outposts AW LT iGRE. BXRHI , EZHS3 on Outposts B =B B o
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BXx Principal TEHNEZER , H5H (AM AFIERE) HH AWS JSON KB TE : Principalo

S3 on Outposts B &R ARN

S3 on Outposts BY Amazon BIRE R (ARN) BR 782& Outpost IHEH AWS X5, AWS IiKF ID F%&
BEMI |, B EE Outpost ID, Eif[H Outposts FE BN RHAN SAIRITERIE , BL4AFEATERF
M?L/-J_‘Eg _*:IJ ARN *ﬁ‘:_r—to

ARN HHy partition HERE—H AWS XiF, 8 AWS Ik HERZSRI — 1N X, U TRXEN
X

« aws - AWS Xig
+ aws-us-gov — AWS GovCloud (US) X3

T&RERT S3 on Outposts ARN %=,

Amazon S3 on Outposts ARN  ARN # = AN
%M ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012 .
/ outpost_id / outpost/ op-0lacsd
bucket/bucket_name 28a6a232904 [/
bucket/amzn-s3-demo-
bucketl
AR ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 1123456789012
/ outpost_id /accesspo outpost/ op-0lacsd
int/ accesspoint_name 28a6a232904 /accesspo

int/ access-point-

name
R ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2
account_id :outpost 2123456789012
/ outpost_id / outpost/ op-0lachd
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Amazon S3 on Outposts

RAriEmE

Amazon S3 on Outposts ARN  ARN #&3{

bucket/bucket_name /
object/object_key

S3 on Outposts 8] LXK arn:partition :s3-
ARN ( FERBEHER ) outposts: region:
account_id :outpost
/ outpost_id /accesspo
int/ accesspoi
nt_name /
object/object_key

S3 on Outposts ARN arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id

S3 on Outposts B 7RI B

Example : E4 AWS Ik E4KH S3 on Outposts R EE

=~

28a6a232904 /
bucket/amzn-s3-demo-
bucketl /object/m
yobject

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lachd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904

BRI R — N AWS IK /S A8 F R EA S3 on Outposts AR I EAR. B MX—

WERRE | B8 user input placeholders B RIEEHEHEE.,

Example : ERABE/FESK () MFHRFIAESEERERNFE IP ihutSBE R S3 on Outposts #f KB

UTHERBERBEESEM (*) M aws :Sourcelp ZHEFHRISEERENISEN IP iS5, EF
BX—HEME , 5% user input placeholders Bt ANEEHEHELR,

S3 on Outposts i R HI X FR

S3 on Outposts FE IAM FEE SR , KEE S3 on Outposts ik [IERME,

S3 on Outposts K 7= 5 &
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® Note

- NXTHEAZFAEN IP ittt (ColP it ) IFRIRENIER , BEXLINEFFER ColP e
IP it BYARBR |, a0 E&RPATIR,

« X FHEA AWS Resource Access Manager 58] S3 on Outposts I HERKF | XEHE
KRHPHAFRTEEAZFMELEHEECHIRR. IRAERKFFHNAFEEEECH
we , M HZMKF AIIE Outpost LRIBZBCHWFN, BEXEZEE |, BZ 1 the section
called “¥t = S3 on Outposts”,

T&RETRT S3on Outposts w2 AHRXE IAM PR,

Action IAM X BR

CreateEndpoint s3-outposts:CreateEndpoint
ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

S(TJF{EFHZIH&%F'TH%E’J |P ik ( ColP )
HREAENIES , NEZUTEIE :

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools
ec2:GetCoipPoolUsage

ec2:AllocateAddress
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Action IAM X PR

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

NTERARE AR IP it ( ColP i)
WRRENGHR , FEEUTHIMUR

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI LAE A 1AM policy RV B RAR SR E N FR,

S3 on Outposts HWRFZHEXBE

S3 on Outposts A IAM BSHXABRRECIE—LENEREFE, BXEZEE , B850 HRSHEx
A BT Amazon S3 on Outposts,
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S3 on Outposts A EIEINZ

FEEREERT , F#E Amazon S3 on Outposts FHIFFEHIEEFE A Amazon S3 EE R MEH
A (SSE-S3) MRS ESIm MBI TN, BEXREZELR , 551 (Amazon S3 AFIER) FHHEHAE
B Amazon S3 EXNZHAWRFERWMNE ( SSE-S3)

ERBUERERT R RENINZERAN RS/ ImMNEZ (SSE-C). EEM SSE-C , BEXNR AP
FRPEEMZZR, RE[EMBLNBNRBBEMFENBENRTBE. EXEZER , FEH
(Amazon S3 AiF{ERE) FHEAESEF RENEHN RS SHIRIMNE,

(@ Note
S3 on Outposts FX & AWS Key Management Service (AWS KMS) Z4A Y IR %5 25 3 I 27
(SSE-KMS).

S3 on Outposts BY AWS PrivateLink

S3 on Outposts X AWS PrivateLink , FEBEEMNETAMBFNAERR , BEX S3on
Outposts FEMNEZEERILR, X , ERAEAEURAER (VPC ) RWFAE IP #hik , F{LAER
P& 2R ¥ H XS Outposts XN RIFFENITEERME. £HA AWS PrivateLink , TEFERALE IP bk sHE
AR5 88,

i3 fF AWS PrivateLink i F Amazon S3 on Outposts , A LEERLFAE S ( VPC ) RFAEED

VPC i & , BAiG[Rl S3 on Outposts FE R EEMin L EE APl, BEEMTHAME (VPN ) % AWS
Direct Connect , TABEEMNEBBE VPC FRAH N AEFHRED VPC mR. BB AWS
PrivateLink i/ Al # #liw 2 EE APl. AWS PrivateLink X IG5IEE 5 APl 24 , H121 GET, PUT
LU API, XEREDLEST S3 on Outposts IR FMIEBARBBFZEH. BXEZER , HSH

S3 on Outposts BIM &,

BEORRB—IMHSIEEMEED EN) KK , XEEORMN VPC FHFROBEHNFARE IP #hit.

[0 S3 on Outposts By O im R & HIER N B3I B E AWS R LAY S3 on Outposts i Hlin S EE
APIl, &2 a] LB AWS Direct Connect @ AWS Virtual Private Network (Site-to-Site VPN) MZ<ith
HENAERFHE VPC FRENRKR . BXIMAFF VPC EXRMMEENELEE , 25 Direct
Connect Fi F#5§m# AWS Site-to-Site VPN B FP 5/,

2 O i SUEE AWS R FET AWS PrivateLink B ¥ S3 on Outposts ik R EE APl BYiER |
MTER.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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CUEN AWS Cloud Customer premises
S

AWS Outposts

Service link %

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

BXREOBIN—MREER , BSF AWS PrivateLink IEREHHED VPC ik (AWS PrivateLink).

£}

« BR&IF B PR

518 S3 on Outposts 1 A i &

EF At DNS B &

3 S3 on Outposts €| VPC % =

79 S3 on Outposts BIZEMFREEH VPC s =K B

PR %I M R BR 1%

L IRBIS AWS PrivateLink 718 S3 on Outposts HFFm R EE API & |, &R VPC BR#l, BXEZ
E8 , F3 % AWS PrivateLink I8P EOE S E ’|‘?E$E| FR#ILA K AWS PrivateLink Ei&i,

ok . AWS PrivateLink T XL TRE :

- ZEERIPESLERA (FIPS) R
+ S3 on Outposts #¥EiLH API, Hlan , GET, PUT ML R APl R1E,
- #.F DNS
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/
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518 S3 on Outposts 1 O i &

E#H AWS PrivateLink 7518 S3 on Outposts Mz R EE API , BANEFNABRFUERHESET
i =B DNS B#5, BIE#EOimSAT , AWS PrivateLink %iﬁkﬂﬁﬁﬁmﬂ:ﬁ#‘ﬁ,ﬁﬁ’y S3 on Outposts &
*’Jl_\ . [Xﬁﬁ *ﬂﬁfﬁﬁ Izo

- X5 DNS &7 - SIEME—# VPC in R ID, BRFFRRFF, AWS X F vpce.amazonaws. com,
flan vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com,

- AJAX DNS &% - 2iEKE—H VPC in < ID, ATAKX, BRSHRIRRF. AWS XA
vpce.amazonaws.com , 5l vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com, MRENEMFEE THAX , MATAEALIET, F , &7
T A X DNS £ #5fA T 5 E 12 i 25 b K X 35 B3 4% i B AR o

/A Important

S3 on Outposts #EOix R EMNE DNS H#FHT KM, S3 on Outposts FX#FHFAHE DNS, F
--endpoint-url ZHATHERNIRLEE AP,

AWS CLI =4l

£/ --region M --endpoint-url 2% , BT S3 on Outposts FE Ok LG EMEE MK /LE R
API,

Example : fEAi% R URL 5/ EH S3 24 API H94@

FEUTRBIF , HXiH us-east-1, VPC iR URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com MIKF |D 111122223333 B N HEMHEE.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

AWS SDK R4l

% SDK EFEIRFRA , ARPFEFIHEE RN FABSK URL 158 S3 on Outposts O iwm Sy S3 2
%l AP,

177 S3 on Outposts Ok A API RS 2006-03-01 112



Amazon S3 on Outposts AriEE

SDK for Python (Boto3)
Example : fEfAi% R URL 58 S3 #24] API

EUTREIF | XS us-east-1 M VPC = URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com B AERMEE,

control_client = session.client(

service_name="'s3control’',

region_name="'us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

BXEZEER , E5R (Boto3 AR ARERE) FMIERT Amazon S3 B9 AWS PrivateLinko

SDK for Java 2.x
Example : fEf %= URL 518 S3 24 API

FELLTRHIF | & VPC iR URL vpce-1a2b3c4d-5e6f.s3-outposts. us-
east-1.vpce.amazonaws.com MXIF Region.US_EAST_1 B NHERKHEE.

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

EXEZER , H55 (EAT Java B9 AWS SDK API Reference) H# S3ControlClient,

B A # DNS &

FAEET iR S8 DNS B iFRSEA T S3 on Outposts BEE MK A EE APl EORK S , £F
HEFAM DNS BEFREF. B LAFEARE2LE S3 on Outposts DNS 1Z#Y1E O ix KL FAE IP it
W4EE T ik 29 DNS & #5o

A S3 on Outposts Bl VPC im =

E 7 S3 on Outposts 1 VPC # AWK , i5S [ (AWS PrivateLink $88) FHIEIE VPC It Ko

BE#H A DNS B & API hzZ 2006-03-01 113


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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79 S3 on Outposts BRI KRB VPC s SR B

I&EI LA VPC i s M N A F 124133 S3 on Outposts BY 1 8] By ik 3R #E . #&3E A] LATE S3 on Outposts
R AR aws:sourceVpce ZHRBREMEE VPC i 2GRS ENE. £H VPC k2 FKE
IEA LA X S3 on Outposts FHEE API s R B API Bi5E, EHABKE , S L3RFI33 S3 on
Outposts BEE APl BWiFRl, BR , BT EMEMA aws:sourceVpce BEXY S3 on Outposts HIFT R ig
ER I,

S3 on Outposts B IHRIKEEIEELTEE. :

- RUFEIEL EIRIEHN AWS Identity and Access Management (IAM) 44,
- RTFRIELR S3 BEHIRE,
- RFTIEL HIRER S3 on Outposts R

DUTRAIERTREXN B[N F RN K, BX VPC EENESZER , BSH AWS BEH
Amazon Virtual Private Cloud JE# 14 1£I B Network-to-VPC connectivity options ( MM & Z] VPC
RYE ML ) o

/A Important

o HEBMATFHRY VPC % SN A RAIKEER |, B gE T = A E XS R 7 B RBR. #8H
BREPREIMEIHENRE VPC I RMVIER , MIXAESMHEIEBIRMNAAEERE, AXxnAEElt
HEWESR , HSRRENEEREEEIRN VPC 5 VPC Iw A ID, X MR OKR B maE
SRBEFEEH AR 2

- EEAUTROIEER 2 , 58 VPC iR ID BN ESENERARFINE, BN , &%
ToE R RIS R

. MBEHERBBRATFMNEE VPC 52 151E S3 on Outposts 1 , ©NZABEIEHA1FRZ
W, AREHEERTFTRFEEEEN VPC k.

F
« R : BREIM VPC i 23 45 EREHY I 18]
« 751 - 7£ S3 on Outposts KRB FIELMNIFE VPC i K7 18]

B2 VPC i =R BE A48 SR B API fR4s 2006-03-01 114


https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
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Bl BREBIM VPC i ST 4F E AR 15 8]

&) LABI 2 — N im SUR B BN AT 1A R 45 E B S3 on Outposts . LA T KB F GetBucketPolicy ##4E
BT BRI PR F example-outpost-bucket, BFERILEKR | BN ROESHRNEECHE

JSON

{
"Version":"2012-10-17",
"Id": "Policy1415115909151",
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": {
"AWS": "111122223333"
},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
east-1:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outpost-bucket"
}
]
}

Bl - 7£ S3 on Outposts FFFKBE P IELE MNIFE VPC im K1 (8]

AR S3 on Outposts HRMEIELEIS vpce-1a2b3c4d VPC kR E example-outpost-bucket
L GetBucketPolicy,

aws:sourceVpce ZMHIEERR , TEE VPC im R ERM Amazon BEAF (ARN) , REEIRK
ID., EEALEKR  BRHREAEERNEBEHNE,

JSON

"Version":"2012-10-17",
"Id": "Policy1415115909152",
"Statement": [

{

"Sid": "Deny-access-to-specific-VPCE",

BIE VPC i = SRR H AR SR RE API M7 2006-03-01 115
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"Principal": {

"AWS": "111122223333"
},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",
"Resource": "arn:aws:s3-outposts:us-

east-1:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket",

"Condition": {

"StringEquals": {

"aws:sourceVpce": "vpce-la2b3c4d"

}

AWS ZZ A 4 ( SigV4 ) B MIAIE4E ER SRR R

TRERTE AWS ZXHRZA 4 ( Sigv4 ) BMIAEERNEHR | B LUTXEL4% AT Amazon
S3 on Outposts, BAIEFHMREPRINXERYSE , LEEFEAZIBIRAE 4 BRI 1T S B IAER
BHEHRITHRENITN. BXTOIKE , 520 FA5ZEME 4 EXNEFHENFHEERE A, B
REALEERE 4 FHBERJITELRIINEZFEL , H50 (Amazon Simple Storage Service APl &
Z) PHXNBERH#ITIHRIE (AWS ZERAE4)

& AR k]
s3-outpos S3 on Outposts XFZMHFMBINES . ERERANBEREARENS
ts:authType BIAES % |, BRI ERA L ANER AR, Flan , &S0 DUt R AEUR

AU EBERFMBIAEFRFER HTTP Authorization #rsk.
BME :
REST-HEADER

REST-QUERY-STRING

s3-outpos SHECES FHINENERFOEND (UBVH LMW ),
ts:signatur : -
eAge JH:%FF&JEFH H:Tﬁ.w.% URLo

LB 4 ( Sigv4 ) FrgeE API fR4s 2006-03-01 116


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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RAriEmE

B

s3-outposts:x-
amz-content-
sha256

L
EEEIRA 4B, EEROERBBEN 7 X, Bt , SENERHEY

W 7K, BXREZEE , S (Amazon Simple Storage Service API
2E) PREREREN. BUUEALEZEHE - SREILEERH,

TPIE : 600000
BRI MERAL R RZ I FEETREZENANE,

FERESERA 404, ¥FEH Authorization #RLMER , BEEL
ZAZITEHRM x-amz-content-sha256 #rk , ARFEWNEIKRE
LR e

BALAE SRR P A R R RIEL AT MAREZNERAE,
Blgn -

- IELMEM Authorization #RAFTFERFITHMINE , BERNBERR
FHITEBN L, BXEZELR |, E5H (Amazon Simple Storage
Service APl &) HEENXRPERHERESE.

- ELFHAMER URL B L&, MZH URL B4 E — UNSIGNED_
PAYLOAD . BXxEZER , i5ZH (Amazon Simple Storage Service
APl 2Z) RN ER#TSHRIENS HRIES E,

B3{E : UNSIGNED-PAYLOAD

EH5EHA MR 4 B XHY R B RY 76 18 KB =4

EFEFALUTRA , B user input placeholders B REECHEER,

Example: s3-outposts:signatureAge

DT E#BRESELENFENEET 10 28itE4LX example-outpost-bucket X SRAY S3
on Outposts FiZE#HA URL &K,

JSON

{

ERAEEERA 4 BXROFMHENFERRE RO
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny a presigned URL request if the signature is moxe than 10
minutes old",

"Effect": "Deny",
"Principal": {"AWS":"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"NumericGreatexThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType'": "REST-QUERY-STRING"}
}
}
]
}

Example: s3-outposts:authType

TR 7B RN AW EMA Authorization FRAHITERFMIANENER, FAMZEM URL &
SREFIEIEL , RAMZEE URL EFATRASHERRHERNFMINLER. BEXEZEER , B5H
{Amazon Simple Storage Service AP| &) HF 5K KIE 5 %

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0utpost/op-01ac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {
"StringNotEquals": {

ERAEEERA 4 BXROFMHENFERRE RO API hz7s 2006-03-01 118
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"s3-outposts:authType": "REST-HEADER"

Example: s3-outposts:x-amz-content-sha256

DT EHBRBRIELTAFERSEERARN L& | fINFEATMESE URL L&, BXESEE
%25 (Amazon Simple Storage Service APl %) X ER#H 1T H 4 IAER F 45 IAIES o

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Deny uploads with unsigned payloads.",

"Effect": "Deny",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0utpost/op-01ac5d28a6a232904/bucket/example-outpost-bucket/
object/*",

"Condition": {

"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"
}
}
}
]
}

& AT Amazon S3 on Outposts B AWS & = K &

AWS EEXREEZH AWS QZMEEAIRLREE., AWS HEXNRE EENTFZEILERRFIRHAN
R, REETUFHEANAF, ANAETENR,

AWS EE XK API WA 2006-03-01 119


https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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FHiE , AWS REXRBARTRNENREEAARIRTFRENR , RN ENTHAE AWS &
R, RMNBVUELENBETEARINE - EEHRRRE -SRI NR.

BREEN AWS HREXNRBHELHNR, MR AWS E#HE AWS REXNRBHELHNR , WE
MR IZRBAMMENAMEEASH (AF. AFNAE ) . HFH AWS RS BaHHH API £
TR TIARSE , AWS REWREEH AWS REA KK,

BXESEER , BSHAWS (IAM AFIERE) HHRE R,

AWS EE KB : AWSS30nOutpostsServiceRolePolicy

ER RS K A AWSServiceRoleForS30n0utposts BI—&8% , REBNIBE M K& R,

EEFWERBHNE , 35/ AWSS30n0utpostsServiceRolePolicyo

AWS EERXKIEH S3 on Outposts FE#

E% H S3 on Outposts FFARERE XK , BRILARSTH AWS HEX KRB ERNFAER

B iR B
S3 on Outposts i1 Y S3 on Outposts i1 Y 2023 %10 A 3 H
AWSS30n0utpostsSer AWSS30n0utpostsSer
viceRolePolicy viceRolePolicy 4EN
RS H<AE AWSServic
eRoleForS30n0Outpos

ts WM—#7 , CARKBEE
BEMERIR.

S3 on Outposts FFERIRERE K  S3 on Outposts FFiEERERE 2023 %10 A 3 H
AWS FEE XKW E L,

RS MK A AT Amazon S3 on Outposts

Amazon S3 on Outposts i AWS Identity and Access Management ( IAM ) fREHEx &6, IRSH
XABR—ME S3 on Outposts E#EXEAIHIFREHN IAM B, RFZMHEXAEH S3 on Outposts
MENX , EERFREKEFRAEE AWS RFFIENFTERR,

AWSS30n0utpostsServiceRolePolicy API fRZR 2006-03-01 120


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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RS HX A it EFE R iRE S3 on Outposts , A RNERAFERMSENNE, S3 on
Outposts EXEHRFHEXABEHWNIR , BRIESAEX , EMIRE S3 on Outposts AIKAZBE, E
NN R BIEEERE RN RRES , LU TR N BETE A IAM SRR PR SR %

REEEEMBREXFRRE , BFRRRESREAE®, XFHERF LR S3 on Outposts BIR , BN E
T LT E MR BRAY 5 F AR,

BRXERSHEXAGHEMBSNES , FSHRS5 IAM BESEMA AWS BRSS , FEIK Service-
linked roles ( BRSHEXBE ) HIFETRN Yes ( B ) RS, EREMERE  EFZRSHIRSKE
BB,

S3 on Outposts B RS x B B FR

S3 on Outposts & I AWSServiceRoleForS30nOutposts B RS < A @R FBEIIREEMER

N
WMo

AWSServiceRoleForS30nOutposts REMKXABEEUATHREFRAZABE

* s3-outposts.amazonaws.com

£ AWSS30n0utpostsServiceRolePolicy A ENXPRIEKEE LiF S3 on Outposts X 1§ ERIRT
AT #84E -

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeVpcs",
"ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
"ec2:DescribeAddresses",
"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,
"Resource": "*",
"Sid": "DescribeVpcResources"

S3 on Outposts KRS HH< A R API KR8 2006-03-01 121
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RAriEmE

},
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]I

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [

"arn:aws:ec2:*:*:network-intexface/*"

1,
"Condition": {
"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"

},

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress”

]I

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

]I

"Resource": [
"arn:aws:ec2:*:*:elastic-ip/*"

S3 on Outposts KRS HH< A R
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1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "S3 On Outposts"

}
}I
"Sid": "CreateTagsForAllocateIpAddress"
}I
{

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DisassociateAddress",
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/CreatedBy": "S3 On Outposts"
}
},
"Sid": "ReleaseVpcResouxrces"
},
{

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"

Y,
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"Sid": "CreateTags"

HMEEMR , LA IAM SR (A6 ) 2l2, REIMRESHEXAR, AXESZER , BZH
(IAM FF$ERE) i ARSSHE X A BRUR,

A S3 on Outposts BIERRSHERAE

BTEFHONERSKBKAR, HEE AWS EEIEH|S. AWS CLI 5 AWS APl F8]2 S3 on
Outposts ¥ AT , S3 on Outposts 2N IECIBRZERAE,

MBEEPBRZBESIEAE , RAEEEFEE , AALEAERGREEKFAFPEHUBLAR®, H&B
@12 S3 on Outposts % = A , S3 on Outposts 2B X N B ERZHEXAE,

B A LA IAM #2557 S3 on Outposts EAEFIGIZRFZEXRAE, £ AWS CLI T AWS API
B, A s3-outposts.amazonaws.com RFBEMBIERSHERAR, EXEZER , FSH
(AM BFiEm) BMBIZRSHEXAE, MRERHRTHERSHEXAR , ATAFERARENTERR
BEAE,

/m%8 S3 on Outposts BWIRS XA

S3 on Outposts F A iF &4 AWSServiceRoleForS30nOutposts FREHX AR, XBEAEN
2%, AN EFRRANESHS AZAR, T , BALER IAM FEBABGNHE, BXEZER,
BHZH (IAM AFERE) PNRERSXEKAE,

fHIB& S3 on Outposts HARSZEX AR

MRTBEECAENZTERSAXACHNFLERRS , RNEBWERBRZAG. XHEMKBRKED
BERNEFHREASKME, BR , #AEBRBSHAXAGHNER , REFTEFIMERE.

(® Note

R E &= B MR R RET S3 on Outposts FRFIEEFEAZAE , MIMRIEETESEIK, IR
REXMER , BERF/Lo#HEER,
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fil Bk AWSServiceRoleForS30nOutposts & & H K S3 on Outposts &R

1. TEEH AWS Ik EEFTE AWS Xl Bk S3 on Outposts i ..
2. £ IAM BBRIRSHEXAE,

£/ IAM $2%|& |, Bl AWS CLI =k AWS API kil Bk AWSServiceRoleForS30nOutposts RS
XAt BXEZER , H255 (AM BFERE) BHRBRESHExAE,

S3 on Outposts fRFEX A BN Z XX

S3 on Outposts XFERMEHBFIEXABHNAE AWS KB FERZRS. BXEZELR , 55H S3
on Outposts X i #i% 2 o
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B S3 on Outposts 17

B35 Amazon S3 on Outposts , A LATE AWS Outposts L8122 S3 4 , HERH A FTER B EIE
R, A BBLENBTFEZEZNNAEFBELFEMREXNR, S3 on Outposts it 7 —NFTHF
fi 2% S3 Outposts (OUTPOSTS) ; ZF &2 EA Amazon S3 APl , # B AT AWS Outposts LRI Z 4
REMBE SR ZBIFATREEEBIE, £@ET Virtual Private Cloud ( VPC ) EH#EA S Mk REE
5 Outposts HHITEE. EALURIE Amazon S3 #H —##1E Outpost #& EEAERRY APl FINEE |
DIFHEREE, MBMIRIC, BALIET AWS EX#2H A, AWS Command Line Interface (AWS
CLI)., AWS SDK = REST API f§/ S3 on Outpostse BEXEZELE , 238 42 Amazon S3 on
Qutposts ?

BXEEHEZ Amazon S3 on Outposts FHREBENEZER , BSRAUTEE,
FH

« 73 S3 on Outposts HWEE S3 RAEF

« 9 Amazon S3 on Outposts ERIZMEBR L HEHERE

« &%l S3 on Outposts HIXI R

- BEEH AWS RAM £ = S3 on Outposts

« {#/ S3 on Outposts Ky E b AWS IRZ

A S3 on Outposts WMEE S3 Mx A2 Fl

BRRE , S3RAEFHEFXN KRN SN TRBAREFRE —MER. T Outpost MHFHBZNX
R, EABEA S3 RAEHIHEERRE . REFERESMRAE., S3 ARG/ BIEM A
BOARENNAEFREFIRE,

Amazon S3 on Outposts # 28 = f R AR HIRE -

« Unversioned ( A2 MAEE ) - MBRENREN LBRARE ST S3 AZH |, NELFARZRAEZE
FIRES , HFETIRE S3 lABEHIRE. BX S BAEFENWEZEER , ES S3 on Outposts #
BB S3 MRAEH,

* Enabled ( BEA ) - AP RE A S3 lrAERE, F00EI4E K PR A 3T SREDRF K EI i — R A
ID. BAMAEHNEFETFERTFHOXNRAMRAE ID Anull, MREHHMGREBSIOXLE ( SHEM
Hfth ) XK , 6120 PutObject , WX RAFFIRGME —HIARZS 1D,
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* Suspended ( EfF ) - PN RELF S3 RAEE, EERAZEERMNEBBH AN REHFR
EIRRA ID null. BXEZEE |, EZH (Amazon S3 AiFER) HHEXRIAME S EFRAE
Y o

FEXY S3 on Outposts F/E A S3 rAEZEHfE , ERHEEZREEFZIRAZHRS. B2, BILEE
MRA#E &, BX S3 MAEBEHNEZEER , ESH S3 on Outposts EEE S3 frRAZHo

HNFRPNEBINER , BHE - NHAURERARBNEZTNA LIS TR, I TREFERAE ,
BRSO S3 A ANANEE N EELFRAEEENRREIH. EXEZEE , BSHE
Amazon S3 on Outposts WFEIZMEE 4+ B HEE.

LR RAIE R ER AWS EE#24%14A M AWS Command Line Interface ( AWS CLI ) XE4& S3 on
Outposts #/5 AR E ERAES, ERIRESAT S3 IRAEFINHE , iHSHAIE S3 on Outposts Ffi#
o

® Note

DIREFHEEN AWS K/ BEZEFER , LEE—ATUAEREIRENKS, FEBERR

BEM , 20 Outpost, HE, RINMEMFERRE, HERRESEATHEFEEPIR
#Y Virtual Private Cloud (VPC) MifH SRR AR Ht iz, BEXEZEE , 558 S3on
Outposts #3B.o

£/ S3 #H A
YREBARRY S3 IRAZHIRE

1. BFE AWS EEEFHE , AEEI T MUEITH Amazon S3 ###l& : https:/
console.aws.amazon.com/s3/.

EEMSMBEESF |, % Outposts buckets ( Outposts 1 ) -
ERENHBA S3 RAEHIH Outposts #.

EERE R,

EFERREEZEST | FEERRE.

BIEREATEDZ— , REE S3 RAZRHEIRE :

2L T

- EEY{F S3RAEEIHF L OEIHX RMA , HiEHE Suspend (EF ) .
- E5A S3RARHFHARFEINRNSNITEEZE |, 151£F Enable (BA ) -
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7. ERFREER.

58 AWS CLI

EfFEH AWS CLI X3 ARE = S3 A4 , i put-bucket-versioning &% , MU TR
BIFtRo BERAXLERE , FFEN user input placeholder BN EEHCHER,

BXEZER , 51 (AWS CLI %) ## put-bucket-versioningo

Example : J3 A S3 R4 E &l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : &% S3 hR 442 &l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

3 Amazon S3 on Outposts HBEIEZME B A mEAEE

BT LAER S3 £ an ALt Amazon S3 on Outposts N EBRE, BRI LIGIBREGAHEMN | EX
REBCHN IR HERIARARNK . BACE, EA. ZAIMEREWEEIN,

AXx S3AEMAYNEZELR |, 297 Amazon S3 on Outposts R EFEE 4 A HEE,

(@ Note

BIEBEY AWS KB ZE , HERHE TR, BA. ZAMIERE /3 EH N 89K
P

EQ|ZMEE S3 on Outposts W EWEAHEE , HSHEUT &,
e}

- fFH AWS EBRFACENEREm AR

« £/ AWS CLI F#I5ZH T Java ) SDK BIZMEBRE G EAHRE
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£ AWS EEEZEFI S0 EMNEE L FAHAN

BRI LAME R S3 £ @ AHIME{t Amazon S3 on Outposts N EERE., BRI LAGIZEGABHAN | X
KEZ TR ERFTRAER, BAILCIE, SH. Z2HASMERESEHRN,

BAX S3AEMAYNEZELR |, 231597 Amazon S3 on Outposts RIS 4+ A HIEE,

@ Note
BIZMAY AWS IKFIRE RS , FERE—TTUGIE, BRA. ZERAZUMIBRE S EHENNE K
Fo

EfEHA AWS EEEHA 5 S3 on Outposts BIEZMEBEGAHMAN |, SR T EZ,
£}

- BIE4EBEHAN

- BREwAEHAN

- wELEBEHAN

o I BR 4 A5 B HE AL

BB B EFH N
1. BFIE AWS EEBEZFIE | AREI L TMiLITFF Amazon S3 214 : https://

console.aws.amazon.com/s3/

EEMSMEREF | 1% Outposts buckets ( Outposts #F ) -
ERERNHBEWABRMNE Outposts H.

1%# Management ( B3 ) &Il , R/FIERF Create Lifecycle rule ( BIZE4EFEAEMAN ) .
73 Lifecycle rule name ( £ A BB ) WA —NME

£ Rule scope ( AEEE ) T , &BEUATEIZ— :

o a0 bk~ w DN

- NFTEREZEERESRY | H%R Limit the scope of this rule using one or more filters ( f&
A—ANRENEEFERBLEANBEE ) . R, RMBIBTFERE. HRERIRKD,

- EFEANSAFREPHRERR , HFiEE Apply to all objects in the bucket ( Bz 4 F B9 AT
BXRR)

7. 7 Lifecycle rule actions ( £ EAEIMMIERME ) T , BT EIIZ — -

EREZEHEAE API fR4s 2006-03-01 129
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- Expire current versions of objects ( X RV HBIARAZ NTH ) - X T /8 AMRAEH N , S3
on Outposts £ARINMPIERIFIE , N KRB NIELBIRAR, N FAEA S3 RAZEFHHME , S3
on Outposts £ 7K X Ml BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRIT RHIIEL BIARAS ) — S3 on
Outposts 7K A il BRXY SR EY IE 24 BT AR Ao

« Delete expired object delete markers or incomplete multipart uploads ( i B #3 &9 il BRAR 12 5%
RFERM D B L& ) — S3 on Outposts 7k X Ml BRiT EA 69 i BRAF iC SR AR TR Y 20 B £ 4% 6

MREFEANRIFZRFEWEARANATE , WFEEEF Delete expired object delete
markers ( il BRI BRE93F RIBR#RIE ) o HNERIRIEIF Expire current object versions ( {5 24 &
FRRAITE ) |, thT X% Delete expired object delete markers (il B33 HA #Y 35 SR BR AR
i2)o

® Note
ETRPTEESRGTER THBRIFICHARTRN DR E4E,

8. MRIE%EE T Expire current versions of objects ( Y FIARAKIFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBRX RAWIEHBIRA ) , FREFEAHSINRNFER
PREC E ALt % 2] o

9. MWMERMEEIE T Delete expired object delete markers ( il BRI HARY 33 KRB BRARIE ) , EWIAMBRS
HARO XS SR BRFRIC |, i§1%4% Delete expired object delete markers ( il B3z B89 X KM BRFRIC ) o

10. 1E Timeline Summary ( REILMHE ) T , EFEENEFAHAN , RF1EF Create rule ( BIZEHM
'y

B A4 B EAN

BRRZERAFEEREHAN

1

2
3.
4

B LA T ML $TF Amazon S3 # %A : https://console.aws.amazon.com/s3/o
EEMSMEHEA | 1% Outposts buckets ( Outposts ) -
ERENEBASZEALGABRMNG Outposts #o

i%# Management ( B ) &M+ , AA/FTE Lifecycle rule ( £ EAHHAN ) TBRESZHAREH
HIAL I

3 F Action (R4 ) , i Enable or disable rule ( B HASHEZERMN ) .
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YmiBEan F AN

1. B TMUITH Amazon S3 ##l& : https://console.aws.amazon.com/s3/o
EEMSMEHKA | 1% Outposts buckets ( Outposts ) -
ERENHREE G EPHANE Outposts .

1% Management ( B2 ) &I+ , ARGEREHRENEGEHMAN,

( ik ) E# Lifecycle rule name ( £ EEHNZ 5 ) H{ES

£ Rule scope ( BINEE ) T , REFEHETHE !

o o b~ w0 DN

- RFTEREZEERESRY | H%R Limit the scope of this rule using one or more filters ( f&f
A—ANRENEEFERBLEANBEE ) . RS, RMBIBTEERE. HRERTRKD,

- EFERANSAFREPHRERR , HiEE Apply to all objects in the bucket ( Bz ZI# F B9 AT
BXRR)

7. 7 Lifecycle rule actions ( £ EAEIMMERME ) T , BT EIIZ — -

- Expire current versions of objects ( fFX RV HRMRARALH ) - X T /8 AMRAEZEFIHME , S3
on Outposts 27 MMPIERFRIE , HENRRBENIEHBRAR, N FFER S3 RAZEH M , S3
on Outposts £ 7K A M BRI &Ko

« Permanently delete noncurrent versions of objects ( 7K AMIBRXS REVIEL FTARZA ) — S3 on
Outposts 7K A Ml BRX R B9 IE ZH BIAR Ao

- Delete expired object delete markers or incomplete multipart uploads ( i BRI H3 &9 i Br#R 12 =
R E £4& ) — S3 on Outposts 7K A Ml BRI HA 49 i BR AR 12 2 R TE XY 0 ER £ 1%

MREFEANRIFE R £ BN WSEE , MFEIER Delete expired object delete
markers ( il BRI BRI XS SRMIBRFRIZ ) o HNRIRIEER Expire current object versions ( 24 i
FRMRATE ) |, £ Delete expired object delete markers ( il &3S 2 89 33 SR i BR ¥R
i),

(® Note
ET A/NTEESME TR T MIBRAR IS AR TTRE 2 B Lo

8. MRIE%EIR T Expire current versions of objects ( Y BIARAKIFTRIH ) = Permanently delete
noncurrent versions of objects ( K AMIBRXN RIVIEZHGIARA ) |, BRFEFE BRIV REETHR
BL B A A & BF o
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9. MWMERMEEIE T Delete expired object delete markers ( il B3I HARY 33 R BRARIE ) , EWIAMBRS
HARO XS SR BRFRIC |, i§1%4% Delete expired object delete markers ( il B3z B89 X KM BRFRIC )

10. EERE

) BR 2 2n E HA AR

1. BT MuLITFF Amazon S3 ##& : https://console.aws.amazon.com/s3/o
2. EEMSMEEH , % Outposts buckets ( Outposts #F ) o

3. ERENHEMBREGEAMNE Outposts #.
4

i%$¥ Management ( B3 ) M+ , RS Lifecycle rule ( £ EAHBHN ) T , B EMBRAIH
s

5. %&#F Delete,

£H AWS CLI FI5EFHF Java B9 SDK g2 MNEBE A B AR E

BRI LAE R S3 £ an ALt Amazon S3 on Outposts W E#BRE, BRI BIREREAHEMAN | EX
RIEZCA TR ERTRATRK . SANGIE. BA. ZERARBIBREGBHAN,

AXx S3AEMAYNEZELR |, 23597 Amazon S3 on Outposts R EFEE 4 A HEE,

(® Note

PIEBEY AWS KB ZE , HERHE TR, BA. ZAMIERE D HH N 89K
P

EffH AWS Command Line Interface ( AWS CLI ) # &/ F Java #9 AWS SDK #|ZFMEE S3 on
Outposts WA B E , FHSFEUT R,

£

- W& (PUT) £ EAHEE

« 3REX ( GET ) S3 on Outposts #& £ 4 i B Hifl &

£ AWS CLI FI5E A F Java #9 SDK API fR7s 2006-03-01 132
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ME (PUT) £ EHPEE

AWS CLI

LLR AWS CLI 7RHI7E Outposts # LB L o B G B R, LERKIEEEEHRICHR
(myprefix) WAIBXRR , HEREHE 10 XKESH., EFALTRS , FFEN user input
placeholder B} NIEHEHER.

1. FEPAHEERBREFE JSON XH4HR, ERTREP , XHawHE AN lifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
3,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreaterThan": 1000,
"ObjectSizelLessThan": 5000
}
.
"Status": "Enabled",
"Expiration": {
"Days": 10
}
}
]
}

2. fF JSON M ##EHRput-bucket-lifecycle-configuration CLI i K —IPo R, E
FEALHS , H/ED user input placeholder Bt HIEEHECHNER, BEXUHGHINE
ZER , HZH (AWS CLI &) ®# put-bucket-lifecycle-configuration,

£ AWS CLI FI5E A F Java #9 SDK API fR7s 2006-03-01 133


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/put-bucket-lifecycle-configuration.html

Amazon S3 on Outposts AriEE

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel. json

SDK for Java

LARER T Java B SDK RHBITE Outposts B EMEEwmBAHEE. tEmEAREEEEESFIC
BIZR (nyprefix) WAIBXR , HERZEE 10 XKESH. EFERLRS , B8 user input
placeholder BB NEBCHER. BXEZEER , i52H (Amazon Simple Storage Service
APl 22&) H# PutBucketLifecycleConfigurations

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2'").withValue( "mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketLifecycle = new
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
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.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

PutBucketLifecycleConfigurationResult respPutBucketLifecycle =
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketlLifecycle.toString());

¥XHY ( GET ) S3 on Outposts #& L £ B HE &
AWS CLI

LA AWS CLI 7RBIZRER Outposts #@ LM Em AR E. EfFALGS , B8 user input
placeholder B ANEEHCHEER. BXUBTHNESEE , HZH (AWS CLI &) H get-
bucket-lifecycle-configuration,

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

LARER T Java #9 SDK RHIFRER Outposts M EmAREE, BXEZER , HZH (Amazon
Simple Storage Service APl £#&) HH GetBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle new
GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)

.withBucket(bucketAzrn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());
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}

£ %l S3 on Outposts HIXI R

f&Bh AWS Outposts £/ S3 & &l , LA LA Amazon S3 on Outposts ELiE R E R EH Outposts 2 [H]
£ — Outpost LM BBz EH S3 XWR, EAILAEA Outposts EH S3 £4 , FHEHTE
B Outposts EFEAIIK - 4P BIBEW SN EIAR | AEBH R HIBEZEER, Outposts E#Y S3 £l
EYTHREENENERERATUBRFNEELAZ, IRFERREEAESREETSMERE , AT
£ Outposts L#) S3 EFIRFEREFIE THBEBHON KRV EAE , MRHBFTROIZERE, FREFRA
IDo

Outposts L S3 EHIIARAFMAVIERFTEL , LEEF BN RE RS, EBITLER Amazon
CloudWatch , B BRIRFESNFTEHR., FEFNBRESURERMNBEGHAZBRNESIERRKEEES
HIHE, ERELHMYEERERB , &0 LRE Amazon EventBridge SUENAE X & #IX KR K MK E
o, ETHREZER , BSREBEENES,

FH

- SFEE

« Qutposts EH S3 EFIER

- SHItARNAE?

« REHHTLAR?

« QOutposts EH) S3 EHIFZFHFHAL?
- REEFI

- EEEBNEH|

EFEE

S3 on Outposts S XML BXEFREHIRE. EEHEE XML XHF , ZFEE— AWS Identity
and Access Management (IAM) B &L K — N Z NN,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>
</Rule>
<Rule>
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</Rule>

</ReplicationConfiguration>

S3 on Outposts TEERLBFTNBERATEFINR, BEAEEFREFEEN IAM A€[[E S3 on
Outposts R FPFR. S3 on Outposts X ALL IAM AEURREEFIFTR, EFHBRES F , B4 E
IAM B &R FRrEMNNR, B S3 on Outposts HIXENRHNEZER , FSHEIE IAM A&,

HEU TSN EHEE RN —PIRN

- BHRLEEFMBNR.
- BHRLEEFRNRTFE. BIEAMNPRN—NFERGE , TIRANKRFR. EERESRAF , BEX
KBAR, HMER_ENASUIMREZEQENARNBNRFE.

NRBEHHMANRTE , FEEFHEEFAMNSNIAN, £EMUG  BE-PMEETFRANRTE
RYTEIE SR Blan | BATREEERE TREIR N tax/ H document/ MEHNR, ERIEX—K , BFEE
AR, —MANEE tax/ BERFERHSE , 5 —MEE document/ IR,

B> S3 on Outposts EFIEEMEFIMANMWEZEE |, i55H (Amazon Simple Storage Service API
2#) H K ReplicationConfigurations

Outposts EH S3 EHIHER
SFRBETHERK :

« B #r Outpost CIDR SEEHAMIEIR Outpost FMEZHXEt, BXEZELR , BSH AEEHHNE
FREMH

- FRAMBERBSAIEEEA S3 RAES, BXRAZFHWESFEL , HSHF S3 on Outposts 1
E1E S3 Az Hl,
« Amazon S3 on Outposts BN K TXEFNKMNEREFZ B iItE. XEKREELANE—PR
A6 , LUMES GET M PUT XPBRZEIRLA S3 on Outposts,
1. ERIBRSAGZH , BXTIRE RN GET XRF B FRMEH PUT IR
2. ERIERSE A BLUNNPRZEIRSA S3 on Outposts , AT AEBERRL ALY IAM =& ( AR EHA
& ) $4T iam:CreateRole # iam:PassRole &E, ARE , BAYF IAM ZECIERSAE,
E{F S3 on Outposts REFKEBRALRFZ AR , HF GET F PUT NEZEIR4 S3 on Outposts , &
PR ZABSELENEEMNBREKE, Bx S3 on Outposts WX LENRHWEZEE |, ES
FelZE IAM B, BXEUERSACNEZEE , BSRMERSAE,
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EHHARNAE?
FEEREERT , S3 on Outposts 28 HILLTRE :

- PMEFEEZEEIRHIN R,
« NENREBANNRTETE, BXOMHETHBENREEHERENROESR , 55 HE Outposts

LB T Amazon S3 EIZAE i E L ot 8y & HPIRFS

- NEHRE (WRE) .

M BRIRAENS & RIRERFA I

wn

RENRFREBPRERNR , MWERRINER T RHITUATERE

o MRIBEH DELETE HRMAEBEXNRRA ID , S3 on Outposts &7l Br#ri2. S3 on Outposts

TR0 T PR RAL IR Z M BRFR T -
« BEIRBEERT , S3 on Outposts 1 & Hil BRFRIZ .

« BER , S LU BRAR IS E SR MBI SERE TAR AN, BXMAEEHIEE SIS AR RFICES
MEZEE , BSRER S3 #H4,

o WRRTE DELETE BRAIBE —NEM BRI RIRA ID , S3 on Outposts 2 TE IR A 7K A M BRiZ XY

KREAR, BR , EXNFRRBEEEFZERET. RYFR , EF2NEFFHEBEDHERE R
AR BEAT 9 A B A TR R BR &R

FEFTARE?
FEEREERT , S3 on Outposts FEHILLTRE :

- REERPENS —INEHANFTRREANNR. S, RREEENEFS  FEBARER 7

&% B R Br. IERREMSE —INEFEE , HFF#% B 2R , MF#EE C 2EKF. EX#
BT , 7618 B PENFHRE A PURNEI RN RT2EFEFHE®E C.

- RE#EBPEEFIEMBFHNR, fln  MREENEEFEEPERBHHE , I S3on

Outposts TBEXEFIXI R,

- FRAEREFRERHENMNEZANKRSBR/IBMNE (SSE-C ) tIZHNY R,
- NEEBED FRFRHEITHERR.

Pl , MREESEBAREEHQRFERIMBARE , NXLEESXFLNATBERFER. It
RS AT UEREN BT ESTENEE.
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- B EAHNEERITIERE.

filan , MRERERR LS REGEEEHE BT HRIE , S3 on Outposts 279 RAE AT H XY
KEEBERIRIE , EFSFXLEARICEFE BFFE. NMREFENRFEENEREETEMAERN
SwARERE , FNXANEEEAEENEGAREE, EXEGENEENESEFER , F5H
73 Amazon S3 on Outposts HAIEMEBE G AR E.

Outposts E#Y S3 EFITZIFMHXL ?

S3 on Outposts BRBIF XL T S3 EHlThEE,

« S3 Replication Time Control ( S3 RTC ) » 3% S3 RTC , B Outposts LH S3 EH|HHIIT R
MEET BN AR (AKX ) . BEXAHBMXHNESELR , 3R (AWS Outposts A F
B BPRYEA A M,

- ERTHEBRIAEY S3 24,
REE

(@ Note
2B EFRPELRESHFHANZARFENNR, ®RAEHR , Amazon S3 on
Outposts TUEHAREFIN R, EEHEEFREZFIENNR , BALUEA
CopyObject API #EREMNEFIZIRE —Mat., EFINKRE , EMNERFPERATINR ,
EFRERNATEN. AXEFINRNEARRES , FSHEH EAT Java B AWS SDK
&l Amazon S3 on Outposts 71 FHI XTI KM (Amazon Simple Storage Service APl
Z) J# CopyObject.

=S A Outposts £H S3 &4l , HFEHFURMEEHIR Outposts ¥, EFIFNIETR S3 on
Outposts IRBIEENAREFN R, EEFMRMUP , BLTIRHEUATAS

« JR Outposts @A R — 8% S3 on Outposts N E FIFTREEHEA R Amazon BRBE
(ARN) EARINBE. BXERABARINBNESZEER |, B5SH Y S3 on Outposts #@EA L FE A
BB

- EEFINXNR - BILLEFIR Outposts MAMFIEN KRB RFE, BIEREFRE—NESRH
B/ —PRZINRIFZL |, AIRIRFE,
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Flan , MBEEESFHANNEFBREHERA Tax/ XK , M| S3 on Outposts X E Fl4& A
Tax/docl 5 Tax/doc2 ZEHXNR, BEEFTEFHEFR Legal/doc3 N R, MREFITIEEH
FAM—NHZANEZL |, M S3 on Outposts NEH EERERIRNIFZHNITR,

- B#F Outposts #8 — &% S3 on Outposts HFHREFIZIH A ARN SIEA 2B

EAILAE A REST API, AWS SDK, AWS Command Line Interface ( AWS CLI ) 2% Amazon S3 2%l
AEESHH N,

S3 on Outposts B T API BERZIFREEHAN, BEXEZEE , 52 (Amazon Simple
Storage Service APl %) R TER :

» PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

FH;
- RIEEFIHN K SEREH
« 7£ Outposts L 8I|Z & HIH N

IR & FIHN By SR FZ M

&

x
- EEEHRA B AR Outpost FH
- BIE IAM BT

EREER IR B FR Outpost +M

EFE HREET A M MIR Outpost /&% F) B #x Outpost , BAFURII—RFEEHKREM L, 4
TFEASKNTEFFHERES (CIDR ) IETEEZE—RE, X TENEAR , BREFZE—RME
%,

REEZENEESBRERTE , E4ABURT S A SXBB Outposts i S B H R KR, K i ihREI2E
BRFE (EATF AWS Outposts WEEZEFAE = [VPC] 3EH ) REFFHEW IP ( XM EFEF
AR IP #uutih [ColP ] ) .
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HI® 1 . EHIR Outposts i = # CIDR SEE

EREREARXKNRIREK/H CIDRBE

1. BFI AWS EEZE A , AGEIY U TMULITIF Amazon S3 ##|4& : https:/
console.aws.amazon.com/s3/.

EEMSHBEES |, %$F Outposts buckets ( Outposts 1 ) -

£ Outposts #FI&RF , BREER T EHIRVFEM,

1%£$# Outposts EARIEIF |, RERENEFIFNEZRFEEH Outposts EA Ko
i%£$% Outposts i 2o

E5FM ID LEDSER 5 R EA

AT E#KIR Outposts i # CIDR SEE M 5 EBUR T B MR S AV G R K E,

T L T <

£ Outposts i JBLIE o , EFHRIKE,

- MRHRIXBHFE , BFEHTEFFEEKE (CIDR ) BEAESER 6 FEM.
- MRFERBEHELHER IP, BHITUTRE :
1. EFIEFHEN IPv4 tE , BEAEIEHE D,
2. FTF AWS Outposts #2#|& (https://console.aws.amazon.com/outposts/)e
3. ESMERT , BEARMMNKIEEHAR,
4. ERIEHIR Outpost B A < B ID B,
5

 EFAEERERT | £ ColP AT, FEZEHHR ColP it ID WENMKIIERE
o

6. Xy TIEECHY ColP it , EHIERYIR Outposts ¥ REVMEM CIDR E , AEELER 6 REA.

S 2 . EH B ¥ Outposts wmKEYF M ID # CIDR S8 E

EEHRSEREARXBENBRE SN FM ID A CIDRSEE |, FIRELS R 1 ANHEB FSRETER
£, HERMAXEFLZBREFIR Outposts i R E N B #5 Outposts iR &ZH|B#x Outposts w28
FMIDE , MEESE 6 FEH., E%|B+r Outposts iim R H CIDRE , AMEESE 5 FFH,

$B 3 . EHIR Outpost HIAR#ER > ID
B IR Outpost FIA# % 1D

1. #TFF AWS Outposts #£#|& (https://console.aws.amazon.com/outposts/).
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2. EEMSMERSD , EFFHMK,

3. EAR#MXTEL , HEEATEFIKR Outpost B Outpost ID,

4. SHIR Outpost MM ID B , REELSER 5 PEA,

AXREMWMAIMEZEL | 2059 (AWS Outposts A IEREE) FHYA 1K >,
PR 4 . EF B ¥r Outpost By A # R >< ID

EEHK B R Outpost AR ID , BIRBIE 3 PHHERBFIRIZE , TRZAREKRB R
Outpost #J Outpost ID., &% B #x Outpost YAt M% ID B , AMEESE 6 FEMH,

S5 ®REMIR Outpost FME| B #5 Outpost F M HYE#EE
MIR Outpost FMiE#ZI B #7 Outpost +H

1. BFE AWS BEEFIEHITIF VPC 2FIE , ButR : https://console.aws.amazon.com/vpc/e
2. EEMSMBEHRS , % Subnets,

3. EBZEF , MALESE 1 PREIWIR Outposts iR FM 1D, EFREFEENFM ID HWF
8

4. XNTEEMNFMEE | &FZFRHEERE,

5, HESRERARNTEL  EFRRME , AGERRERH.

6. EREHRHREL , ERHFMEH.

7. EBERT K WALELSE 2 PIREM B4R Outposts iw K CIDR SEE,

8. BT , &% Outpost KMk , RFH ALRELSER 3 HIKEAIR Outpost KA M < 1D,

9. EEREREFEN.

10. BRBEEHVRESNEDD.

F% 6 : iR EM B #5 Outpost TR EJR Outpost F M #YE 2

1. BFE AWS BEEFIEHITIF VPC 2FIE , BHER : https://console.aws.amazon.com/vpc/e
2. EEMSMBERSF , EZF Subnets,

3. EBZEF , MALELSR 2 PHRIIH B4R Outposts i [RHYF M 1D, EHEEBICER FK ID #Y
T Mo

4. XNTEENFMIE | &H%FREEHEKRE,
5. EEEEERARNINEL , EFBE , AERRERH,
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6. HE4REIRANEL , EFEFMEH,

7. EERT K WASELSE 1 PHREIMIR Outposts iKY CIDR SEE

8. TEHBHRT , & Outpost Kb Mx , RiFH ALRELSE 4 PR EE B R Outpost KA < 1D,
9. ERREER.

10. FWRERAKRENED,

EEREALNBREASN CIDR MEEE G , K18 AWS Identity and Access
Management ( IAM ) A,

B2 IAM Af

REEZREERT , B S3 on Outposts HIR (. WRMEXFRR ) B2AEN , RERRAEFE
AT LATF R M RIAY B R S3 on Outposts & EMNPRF BEMIR Outposts A EFHN R, BBELGIE—
NAM REAE  RAREEFREFEEZAC , BFXLENR,

D N AEERERATRNRENRER, REESKRHELE IAM BN P HEA, BXESE
£ , B2 1£ Outposts LOIEEFIHN, BHX IAM ABHNESEER , H2H (IAM AFEmR) 1
IAM B,

« UTROIERT —MEERR , BEED N S3 on Outposts FRIRA AR AL A BHI RS T4,
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Sexvice":"s3-outposts.amazonaws.com"

},

"Action":"sts:AssumeRole"

}

c UTRBIERT —NEREE , ZEHFEAAGRFRARENITEHT SRR, 2 S3on
Outposts KAt B ER , CHEELELRBPIEENNR. EfFAX X8 , BN user input
placeholders B ANEBCHER. BREGEIIBERNIFEMN B F5 Outpost Y Outpost ID AR IR
B #5 Outposts WHI BB FRFEA LB FFo
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3-outposts:GetObjectVersionFoxReplication"”,
"s3-outposts:GetObjectVersionTagging"
]I
"Resouxce": [
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE-
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:us-east-1:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
},

{
"Effect": "Allow",

"Action": [
"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resourxce": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

R R R T AT R AERINR -

+ s3-outposts:GetObjectVersionForReplication — BF I FATAEIN RNITIIRENR |
LA ft¥F S3 on Outposts FREVS BN KRBV EX RARA .
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« s3-outposts:GetObjectVersionTagging — ¥ X SOURCE-OUTPOSTS-BUCKET #& ( /&4 )
RIS RIIT LR VERY AN PR fo3F S3 on Outposts iIEEV RIFS LI TER, BEXEZELE |, F5
% 5 S3 on Outposts ZEERMIFZL, TR S3 on Outposts ZEUNER , EFEFIFTRMAR
T RIFZ,

- s3-outposts:ReplicateObject # s3-outposts:ReplicateDelete — &3
DESTINATION-OUTPOSTS-BUCKET #8 ( B#5:#8 ) FIFT AR RINITIX LR ERI PR /o3 S3 on
Outposts 33 R Ml Br#Rr12 S #12 B #5 Outposts . BEXBIBRIFICHEER | BESH BIBRE/ER
SHRESMAEMm,

@ Note

« X DESTINATION-OUTPOSTS-BUCKET & ( B#5#48 ) $01T s3-
outposts:ReplicateObject BENNREATFEFNRFEL, Hit , BLEFER
& FIT s3-outposts:ReplicateTags BEMNIR,

- JWFEWKFES , B#r Outposts A ELMNEHEMEKEE , URTX
DESTINATION-OUTPOSTS-BUCKET $4T s3-outposts:ReplicateObject {EH
PR, s3-outposts:ReplicateObject B{ERIF S3 on Outposts 3T RFXS KRR
Z & #1F| B #r Otposts .

A% S3 on Outposts ®EMFIFE , HS I S3 on Outposts E XL EVIRE,

/A Important

#HE IAM BEH AWS IKF ZHEHMD IAM AR FHRENR,

a0 | {RER Outposts HMEEHRE — AWS KFHRENT R, WROBEEESAE D
BEREAEASKE A IAM BN AWS IKFEXBZFHLENNR, BN , S3on
Outposts ToETHAIX LR , E XL R E FIFF LK,

AN BHRBREREESEBHER, MBEEFRMAES HEE , W4T E S3 on
Outposts R FEHMINPR,

TEJR A B #7 Outposts FHHTEH AWS IK P HE R TFINER

LR B ¥R Outposts @HF R K AR , B#5 Outposts MHIIHE & LFE X B IR B E BRI
MBEALKR, XLERELMEIR Outposts BHWAEEN IAM RF AR FHITEFIRENNR , W
UTREROIFTR , BUNEFRRK. EUATREREIS , DESTINATION-OUTPOSTS-BUCKET 28
i, EfAXERIE RS , BN user input placeholders Bt RHEBECHER.
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MREEFHAE IAMRZA/E , BNAGKRIREN role/service-role/ , WL T KB RBIFT
o BREZEER , BSH IAM BFERSH IAM ARN,

JSON

"Version":"2012-10-17",
"Id": "PolicyFoxDestinationBucket",
"Statement": [
{
"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/service-role/source-
account-IAM-role"

},

"Action": [
"s3-outposts:ReplicateDelete”,
"s3-outposts:ReplicateObject"

1,

"Resource": [

"arn:aws:s3-outposts:us-east-1:444455556666:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"

]
}
]
}
JSON
{
"Version":"2012-10-17",
"Id": "PolicyFoxDestinationAccessPoint",
"Statement": [
{
"Sid": "Permissions on objects",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/service-role/source-
account-IAM-role"
BESH
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},

"Action": [
"s3-outposts:ReplicateDelete”,
"s3-outposts:ReplicateObject"

1,

"Resourxce": [
"arn:aws:s3-outposts:us-east-1:111122223333:outpost/DESTINATION-

OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

1

}

(@ Note
IRER Outposts WA REEIRL |, FEEUTSM :
MR Outposts #IFEE[ S3 on Outposts TFHIT s3-
outposts:GetObjectVersionTagging # s3-outposts:ReplicateTags BIEANIR
5E’§.$'JR‘I§R1‘T\K (B IAM A' ) , I Amazon S3 FEHIIRLURN R, HX IAM BENE
, BZ i IR IAM B8,

£ Outposts £ 8IZEE H/H N

Outposts £ S3 EFI 2 EHEH AR AWS Outposts FEIFEE3h. ﬁiﬁ%ﬂﬂgﬁo SHBRESFR
Outposts #F# B A RAX REFHE HE B #5 Outposts . BXEZEL , 85 £%/ S3on
Outposts B Ko

(® Note

FRLEHEIREE HIMN 2 FIFE TR Outposts BHPHIX R, #AFH , S3 on Outposts
FUEHARXEFN R, EEFEEFREZACIENXNR , BALUFER CopyObject API
BREFENESER-—MiF. EFXRE , ENERPETRAFTNR , EFEENNAT
Tl BXREFNIFNKRNFAEE , BSHAEH EA T Java B AWS SDK & #l Amazon S3 on
Outposts FEEFH I KM (Amazon Simple Storage Service APl &%) ##) CopyObjecto

ELEE FIrt , FEE@IR Outposts WFRMEFIFN , EFHNE X EE FIBIR Outposts X RFGE
i E HH X RE B R Outposts #, BALBIE—ZAN , LEFHFHEFNMENRIEERERS
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BB/ R —NDHEZS N RIFZHNIRTE. BHR Outposts FEIR Outposts 48 7] LA F @ — Outpost
B, A M FAREH Outpost #,

%tF S3 on Outposts EFIFLN |, BABIRHIR Outposts #EEVEA R Amazon BIEBF (ARN ) fE
¥R Outposts MRV EA R ARN , AR ZIRH B #x Outposts & o

MR IEIETEEMERAIXT RIMRAS ID , S3 on Outposts 7R Outposts 1M BRIZI KiRA, BEEFLF
i BRi%VEE H 2 B #7 Outposts ., #AFIR , ETF2ME#5 Outposts 8 M ERE — 3 KRARAS, 1t
ﬂ'jJ —.HZJ':T.IJZIL\ = ﬂﬂIJ ﬁ%?&ﬁo

L EHAMNARMNE Outposts F/E , RERERA TRHEAESMAN , FZAMNELFREFEEILE
TR EER.

FLRBIH | BRNTFFREE Outposts EBHBRE— AWS Ik~ #E K RH B 45 Outposts FHiREE
#l, BMT A Amazon S3 ##lA. AWS Command Line Interface (AWS CLI) A% SERAF Java #9
AWS SDK # @A T .NET #9 AWS SDK Ky7Rfl. HXEMK™ Outposts £ S3 EHNRHESR

Z 7R B #5 Outposts MHTREIH AWS kK A IR FXER.

BXIRE S3 on Outposts EFIFN K FKRFZM |, FSH QS BIFNAY STREA

£/ S3 2%l &

24 B #% Amazon S3 on Outposts #{Z F &R Outposts A E K Outpost P i , BRBUTSREEE
HIF

R B #5 Outposts #5R Outposts B TAREINKS A , &40 0@ B #7 Outposts AR INRARE , K
fEm@JR Outposts MK = I H#HE F & F @ B #5 Outposts A E &3 RAIIR,

Sl E &

1. BRI AWS EEEEHEE , ARET U TMULITFF Amazon S3 2§ & : hitps://
console.aws.amazon.com/s3/,

2. £ Outposts #@%|&kF |, EBREREFRFNES R

3. EREBEUIF , @ TNRIBEFHANIBS , AR EFRLIBZESMN,

4. HEEFHMUBHRT , WAV R HRAEBHERBAN, ZEHRELER , FRCEFHERAL
HEME—HY,

5. HRAT , ERAERERERR TATEPRS. 2B ANANREERFEEIULEITHITE,
MREEBUEBEBAZAN , BEEEEA,
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6.

10.

ERERT , ANHNELERERE T EFEEENANNENABRAN, EXNRTEESINES
MM ESEE AAET , S3 on Outposts EAX LM ERERER TR, REREBRT , FHAN L&
BREERMNEEFHEES. BFEX , LERBS,

EFIANMEER , FEREAMNE , NEFMMIRPEEANER  ERRIE , RELERR
B/ LR

ERET , B UBE U TEIIRE S HR

- EEHEME , BREBNRAZBTHAE MR

- EFIRIAERENAINEFR  FEREEA RSN EEFARBEANNTEE. E7TN
AERRNIRE,

- ZEEFIFFEEEHARNENXNR , BENKR TANEPRARR. EANKMERHEFESIR
FABHMUAMEEZR & (HII, pictures ) FFAMABEN R,

MEEMANBPRI2INHRER , WARER / ( ERHL ) EARE —1NFEF (5
| pictures/ ).

- EEHER-IPHSIMHENKRHRENMANR , FREMNIRE , AEEEPHAREX,
BERNE—MRE , BEEZEE. ARANKNRENESZESR , FS6 A S3 on Outposts 7
R AR

EifEEH S3 on Outposts BRUUHHTES , BERBARBMT , BB —NMEZIREMAEA
=

3l

EBHRT , EFEEFE S3 on Outposts A H & FIXT KA BH AR Outposts FHVIEA R ARN. B#R
Outposts # A LAEIR Outposts A FHER A EH AWS 0K~ H,

MR B 5R Outposts AT FRREMIKS H |, #4791 E B #5 Outposts BRI REL , SUE R
JR Outposts FIK B ER TN REFZE| B4R Outposts MHANNR, EXEZEER |, ES
% 1£)8 40 B #% Outposts TR AWS kP HRAERN R TR,

® Note

R A3 B #5 Outposts F8/5 ARAIES , BFRI TSR ARTEHZREANES, &EF
It 32 4R AT X A S A MR AN 42 o

B AWS Identity and Access Management ( IAM ) BRE- & , S3 on Outposts A LA A ZAE
DRREEFIT R,

ERE IAM A8 , & IAM BB THITUTREZ—
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« il S3 on Outposts A EFIEESIEFHN IAM B | FEENINE IAM A %R | REE
BROEHAG, YEREZAMNE , FH IAM BBER —NSEEFEHIREF B #5 Outposts 1T
BTG, BIGRRCIBT AR,

- RALLEERFERINEN IAM A€, EXHBRT , BYIUEEFE— AR F S3 on Outposts 24
ENRUBITEFNAR, IRLEAGEERT S3 on Outposts BN RFKEBFEEHEFIH
o, E SR M,

ZRRIEAG , BEEMNIE IAM BEHEE  AGNTRXEFEEAR, BHALE
EmA IAM A€ ARN , REHA IAM A€K Amazon BFRAZF (ARN) ,

/A Important
LG EFHMNFIE S3 on Outposts #ET , BAFEH iam: CreateRole
iam:PassRole PR F REBRIZE M %% [ S3 on Outposts B FEFIINRM IAM A, BX
BEZEE , #ZH (IAM AFER) PHOACRTRABEIES AWS RRSHNR,

1. REREBRT , Outposts MHPHFAIBEIRRITMNE ., BHX S3 on Outposts MEMNEZEE |, &
£ % S3 on Outposts FHHTEMNE . ReeEHIEAESR Amazon S3 EE N Z4A MY AR S5 85 3% N
® ( SSE-S3 ) HITMBHN R, TXIFEHIFEHEE AWS Key Management Service ( AWS
KMS ) Z4AM RS8R N ( SSE-KMS ) S fEAZE P IR N 24 M RS EFiR N2 ( SSE-C)
BATINZ IR,

12. REFTE , TREEHMNE B E F LT ML

- MREAEEHEEFSA S3 on Outposts EHIIEIR , BRFEHIEIR. BXESZER , FSH
EREHEREEEE,

- MREEESHEEF S ABBRIRICES , FiEE Delete marker replication (HIBRFRIZE #l). B
REZER , #2H BREBENEFRIERTMEM,

- MREFHNEIEFMBHABBEEXEFRRENR , BERELTEREL. EXEZEE , BN
£ Outposts £/Z A T Amazon S3 BIZA& k@ 5 8 Y & SRS

13. BRI , HEFQEMAN,

HIBREAMNZE , BAEE, BA. ZASIRRENAN, EHTXLRE  FH IR Outposts
BWERIETF , @ TRIFEFANE D , ERENAN , REEFRBEAN,
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£/ AWS CLI

E#E M AWS CLI 7R B 45 Outposts #HE— AWS IKFHABERRNRESE S , BTHRITUTRE .

« BIZJRA B #7 Outposts ¥,

o XTXFANMEE AMRAES

 BIZ [ S3 on Outposts &% FEHIX RN RH IAM A,
- FEFHEEFRIER Outposts WH,

ERIFERIEE |, B EBFTIR,
=R A B 4% Outposts HHE—1 AWS IKF BN IRES

1. N AWSCLI REFIEHREXH, L RAGS  BINERAERESXH B acctA, BXIREZIIEE
XHENEER |, 5 (AWS Command Line Interface AFIER) TR EE X,

/A Important

AFHRTHBENREXGXNEELENNR, flm , £EHEES , ATLIEE S3
on Outposts XA IAM RS AE., NYEFMEANEEXHESR iam: CreateRole
# iam:PassRole IXPRAEY , BFEEMITHIRIE, BEXEZER , H5H (AM AFIE
M) PHEAFETEAGKES AWS BREHNNR, NMREEAEEAKTIARGEE
BEXH , pEEENHNEERITHREESHLENR,

2. BIBE—NREMEE , HNESARAES, BT create-bucket i SHEEERIB ( 385 RN
tER ) (us-east-1) X HBIE—/ SOURCE-OUTPOSTS-BUCKET @, EfAILGS , BF
user input placeholders B#REECHEELR,

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

BAF put-bucket-versioning @i S F SOURCE-OUTPOSTS-BUCKET ¥iJ/3 FAMRA 2%, EfE
RIt®$ , B user input placeholders Bt HIEEHCHER,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA
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3. BIE—/NEREFEHE ANHEBARAEES, LT create-bucket B REEXEES ( BEN
M) (us-west-2) K a|E—A DESTINATION-OUTPOSTS-BUCKET ¥, EFRLLHT ,
B user input placeholders B#tHEHCHEER.,

(® Note

E7ERM B 5 Outposts WAL TE— AWS IKFFRIREEHERE , BEAR-—GHEREX
fro WRBIER acctA. EERMERTE AWS IKFHRANNEHIEE# TR , BF
ENFMREETRNEENH,

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

BAF put-bucket-versioning a5 5¥F DESTINATION-OUTPOSTS-BUCKET K& /3 FA kR A2
Hl, EfFEALGS , B user input placeholders Bt HIEECHEER,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

4. I IAM RE AR, BEESHIEED  FURSAGKMNE SOURCE-OUTPOSTS-BUCKET 1@
F, S3 on Outposts KA ABLURREESHNR, 2FNLTEREIE IAM B :

a. BIEIAM A&,

i. EFIUATEERR, ANERFEIRN B ITEN LLFEFRP—1E RN s3-on-
outposts-role-trust-policy.json B3 fF. B3 EEE S3 on Outposts fRSS E &
BFRAZBRSASHNR,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Principal":{
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b.

"Service":"s3-outposts.amazonaws.com"

3,

"Action":"sts:AssumeRole"

BITUTHSUBIEAR, N user input placeholders Bt HEECHEER.

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

X RRREH INE RS A,

SHUTIRER , FNEREIARBITEY EYFHERZRFH—1ER s3-on-
outposts-role-permissions-policy.json BX#. HWEREEFIIEF S3on
Outposts FWFIX RIGERNNR, EFEAX— KB , 1B user input placeholders
BRNEEaCEmER.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3-outposts:GetObjectVersionFoxReplication"”,
"s3-outposts:GetObjectVersionTagging"

1,

"Resource": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/SOURCE-OUTPOST-ID/accesspoint/SOURCE -
OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

}I

{
"Effect": "Allow",

"Action": [

REEH
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"s3-outposts:ReplicateObject"”,
"s3-outposts:ReplicateDelete"

1,

"Resourxce": [

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",

"arn:aws:s3-outposts:us-
east-1:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

1

i. BITUATHSUAEREHGHMMEIAR®, & user input placeholders B#h
LEHEWER,

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. FME&IFEBRINE SOURCE-OUTPOSTS-BUCKET &,

a. R% S3on Outposts APl EREFIFEX A XML #3X , 18 AWS CLI ERELL JSON =
BESHEE, LT JSON REEITEN AR E FH—NE R replication. json X
#. EFRALS®S , 58 user input placeholders Bt AEEHEHEELR,

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },

"Filter" : { "Prefix": "Tax"},

"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -

ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}
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}

IZEITEAT put-bucket-replication @R UG E HIE R MER Outposts . EEH
&S, B8 user input placeholders Bt AHEEHEHNELR,

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

ERREFIEE , BMEA get-bucket-replication v, EFEALGT , B user
input placeholders Bt HEBECHER,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. % Amazon S3 #Z#H| & RN A ZIRE :

a.

B

BRE AWS BEEEGE , AFESD AT MiutTF Amazon S3 #HlA& : https:/
console.aws.amazon.com/s3/,

1£ SOURCE-OUTPOSTS-BUCKET &Ff&fH |, RIE—/18 R Tax BIXHE,
FREIXFRRNIME] SOURCE-OUTPOSTS-BUCKET R Tax 4%,
1£ DESTINATION-OUTPOSTS-BUCKET ZtERT , BWIALLTILR ;

« S3 on Outposts E &l T X KR,

® Note

S3 on Outposts EFIN KRBV B EERTIRKD. BXUAEFEFRSH
B , BZRARMEFRETER.

- ENRHNBMHETFH  EFRSRENEE (FHFRFEENR ) .

IR

TN EH

AF74T4R S3 on Outposts EAJAMEMEFIEEET, WABHESFRSARNAHESHFE, B
IROLEFBEENEE , FEHREEH,
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£}

- FRASHIEREEH®E

- REEFIREEE

- NEFIHITEBHE

- J¥ EventBridge FiF Outposts L#J S3 &l

EREFEREREE

Outposts L# S3 EFI N EHIEERHNEFIMNRME T IFMWIER. EREHIER , BB RER
FEFNFTH, SHERNEHNSLHENRER , U5 s hEREEERNIE, 7 THBHE
EBEMEERZ , BETLIHZE Amazon EventBridge RiZW A x & #I X MA@,

BRE#E#RE , Outposts £ S3 B HI&F LT EFR &M E Amazon CloudWatch :

- FEFNFIH -AEEFANNFEFINRNEF T,
- EHEER - NTAENEFAN , EHEHFREEE TREBNRAY .
- FEFINRE-LAEEFANNEFEFNRENKE, BESENR, BRIRICHRE,

(® Note

Outposts £#Y S3 E#lIE+RrHI TR E CloudWatch BEXIEHRFXRER, EXEZEE , S
i CloudWatch E4t

RIMEFPIRDEE

EFPRZS T AR BY 288 E Amazon S3 on Outposts IEEE FIHY T RV H RS, BRI RIE SRS
JR[E PENDING, COMPLETED, B FAILED., &IA<HIE HIRZARFIRE REPLICA,

EFRS R

EEHgEY ,  BE—-NEH (NECEEES ) M— B4 ( S3 on Outposts FXHREH FIH
F ), HEBBERXLEFPWNR (FH GetObject ) XN RTEIE ( A HeadObject ) BF , S3 on
Outposts FFEM K FIRE x-amz-replication-status #83k , MTRFAIR :

« MRBFBRFEHFMHXIR , S3 on Outposts FFIRE x-amz-replication-status ¥rk ( MIRER
FINRTFEEFEE ).
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Bl | BRiRGESFHIBEESIEE T RBIZ TaxDocs , BAIER S3 on Outposts X E #HI#Z HBIBRR
TaxDocs BIFI R, B EENEBLBANBNEMIIR ( #HlI0 TaxDocs/documentl . pdf ) EF
4, XTEEUBEMIBRHFRIER , S3 on Outposts KREEFNREFH RS AUTEZ—H
x-amz-replication-status #53k : PENDING, COMPLETED & FAILED,

(® Note
MRELENREXNREFIEIK , ELEERES, EXNEHFLENR. HTRDEFHA
ENRHROBNRZEE | XGRS FAILED R3S, N FIGeT#RE ( flm , nRE
= Outpost RATA ) , EFRET LIRS FAILED , T 2R¥F PENDING, ERFRREEH
& , S3 on Outposts M E & HIIX LR R,

o HERBEFRHAPWIRE , MRERFPHNRZ S3 on Outposts BV EIZA , S3 on Outposts IR
E{E9 REPLICA By x-amz-replication-status #r3ko

(® Note

EMNERTEFNREFEBIREBENRZE , FREZVKNVEFRS , UBREES TN
Ko

£ Outposts E/Z A T Amazon S3 BIA&E Kk E L E HIRA

HEMNEFIMMERT S3 on Outposts El&EhE LT , BIAATEEIREH REPLICA SRR, R

THEREEREEEHEIREF , BIAMN x-amz-replication-status ¥Rk [IRE PENDING, IR El
FEURBS T EEFH THE , BIARNIRLNFIEE FAILED, MRETFHEF THIE , NEIANIRLFIEE
{& REPLICA,

Xt & B AT RBHE

MBELEESFI<BE , HREIARRHIIE B ¥R Amazon S3 on Outposts | BFEA LT REHEE
RTAEEHIEE R,

« S3 on Outposts EFIXNRATFN R BIEBRTZMEE , IERHM B F5 Outposts ZBIHIEEE , AR
KK

AR ERN RN EEIRE, MRIRBEH RSN PENDING , &R S3 on Outpost i ARTTHRE
#l, MRNKMEHIRSH FAILED , MR EX FHRENEHIEE.
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- EERMLINEFEESR , RIELTI/LR :
- BRIV S Amazon BIREF (ARN ) 2EHEH,

- BEABREDEH, flon, MRNRERENEFEEGIR Tax HXIR , WXEFEE Tax/
documentl = Tax/document2 EREZENNR,. T2EFEEREE document3 BXTR,

« REBRAE N Enabled,
o BB BEEEM—ME L EFERAE, FAFEMNB R4S 23 A RAES,

- MREHBHS—NAWS KFHEA  FRIEBAFERSNEFRBRET ATRBHAAEEHNR
HEEm. BXREl, S EERM B4R Outposts HETEH AWS Ik~ #4881 #& F IR,
« MRNREARAHAEBEFRED , ATHRATERKMAILESH :

- IRFRFNENRES —MNEHEEFEIZENEIZ , S3 on Outposts FTLEHIZNR. il ,
MRERENE A 248 B BEIM C EHIEE , M S3 on Outposts T fF# B FHINREIARE
H2H Co

MREEGR A PRI REHZENRF B M C, BEFTEANEFANF RN FEHEFEBIREZME
BAR. a0 , IR A LRIBAKEHAN , EP—FKANEEEHEBEFEB , Z—FANE
FEEFIZ B4R Co

- BRAEETUREMAWS IKFRTF EHENRHONE. RIABRT , REAEEXN THMAKS A
EHUNEEENR. EFRENEFRBHEEENEERTHTRAMNBRANR, ABERESEE , RS
HEETUEEAM AWS IKFRFEFRG BTN RNR , MMERE X IX LI RIS N RN
BR o

- BREEFEESR , BFMT —MANUEFEEBERTNNRFE. EXTHERT , BLAEC
BRNRNDESENIRZEEMNE , LUME S3 on Outposts 513K, MREBECETR , RiEmEZN
AXRAFIFRZ |, S3 on Outposts FAREEHITT R,

- MERMKRBELHNUTE—REHRNEFNFZE , NEHITFEK :
TS

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

BAR -

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"
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o HWRFTEEFFHE#R Outposts B , Amazon EventBridge AISLUBHIR, BXEZEE |, HSH
¥ EventBridge FiF Outposts E# S3 & #l,

¥ EventBridge AT Outposts £#) S3 &4l

Amazon S3 on Outposts B5 Amazon EventBridge £/ , ## /A s3-outposts & ZE
|6, EventBridge @ —fERFB|EHELERS , BUUERACHNARFEX B ZTKRNBIERE
¥, BXEZER , 5 H Amazon EventBridge A F i8R HI 142 Amazon EventBridge ? o

RTHRBBEREMESEERE , BT LLZE Amazon EventBridge RiEWE X & Hl K WEHHE X,
EXRAEHIFH B #5 Outposts BI1ER T , EventBridge AT LB HIE, BXEEEHIHXT KRH L FNIR
SHEZER , BSRAEFRSER,

34 Outposts B EXEFKLEEHET |, S3 on Outposts B O] LUFEH %% E| EventBridge, 5H it E
AR , BLEEFERMNEMELE, B JLAEA EventBridge ANFEHERAZHME R, BH
EventBridge /& , S3 on Outposts £ A T EE 4 X% E| EventBridge,

Event type 1 B5 MEZEE
Operation EFANANTREF E LK. Bx s3-outposts
FailedRep Outposts £H S3 E#HI K KIREE K E

lication %55 , B2 HAFEH EventBridge &

Outposts E#Y S3 EFIELMIER,

£ EventBridge && Outposts L S3 E &k WER

THRIET Outposts LH S3 EHAMERE ., &7 LUF EventBridge # N EL & 93833 Amazon Simple
Queue Service ( Amazon SQS ) . Amazon Simple Notification Service ( Amazon SNS ) , AWS
Lambda 2 Amazon CloudWatch Logs X fMIEFEAMER. BXxfFXLRIRAT EventBridge FiE
NENEZEER  BZRNETREREN XA T EventBridge,

£ HIRMIRE % BA

AssumeRoleNotPermitted S3 on Outposts TERAEEFIEREFIEE
B AWS ldentity and Access Managemen
t(IAM) A,
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SHAMER i BA

DstBucketNotFound S3 on Outposts H A EEEHBEEHIEER B
o

DstBucketUnversioned ARTE Outposts B ¥rtl L5 FAMRAZE S, EfE
A Outposts £#Y S3 EHIKREFITR , HMFE
B #48 LS ARRA R &,

DstDelObjNotPermitted S3 on Outposts To3E& M R4S &I 2 B #5

o £XI B R s3-outposts:Replic
ateDelete IXPRAJREHRK,

DstMultipartCompleteNotPermitted S3 on Outposts FTo3ETE B #5488 TR R
WD B L&, £33 BFRAERY s3-outpos
ts:ReplicateObject R BR AT BER 2K .

DstMultipartInitNotPermitted S3 on Outposts TTEB /N RDE L
ZEIBRE. X BARMH s3-outpos
ts:ReplicateObject R AT BB TR K o

DstMultipartPartUploadNotPe S3 on Outposts Toi&7E B infF R+ L&
rmitted PERLEENR. 3B s3-outpos
ts:ReplicateObject R AT RETR K o

DstOutOfCapacity B9 B #r Outpost B S3 FHBETRE , FTA
S3 on Outposts Fo7EE #F it Outpost.

DstPutObjNotPermitted S3 on Outposts ToEF I RE HIE B #1548,
£ X4 B #5H8HY s3-outposts:Replic
ateObject IXPRAJEEHRK,

DstPutTaggingNotPermitted S3 on Outposts ToEFXN RIF L E FI 2| B 45
Wo &4 B#R#8H s3-outposts:Replic
ateObject IXPRATREBR K,

DstVersionNotFound S3 on Outposts To3:71E B ¥riE F R BIFF BRI XY
KIRA , NTITCEE B2 AR TR
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RAriEmE

EHRMER

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

SrcHeadObjectNotPermitted

SrcObjectNotEligible

BREEEHHNENESZEE , BSRUATER :

- BIE IAM BB
- NEHHTEHBHE

£ CloudWatch %12 EventBridge

58

S3 on Outposts T E|5JR Outposts <k
WEEASNEFIEE,

S3 on Outposts 753 i [8) R4 AP BY XY R K3 1T
SHl, HXIRMEM s3-outposts:GetObj
ectVersionForReplication PR A]
BEIR 25 o

S3 on Outposts Jo3& 1 R A B X RIRE
EE. HXFEMH s3-outposts:GetObj
ectVersionTagging R ATREHR %,

S3 on Outposts ToEMIRERR BZX R T
E. 3R s3-outposts:GetObj
ectVersionForReplication PR A]
BEIR 2K

NREAFEEH R, WRIEANKHEEE
HIEC B LB

R 1T | Amazon EventBridge 5 Amazon CloudWatch . EventBridge & B3l &4 4
@ CloudWatch Ki%1EFR. XLEIEFR BN AN SHHARANE A B im0 . HHMNE
EventBridge F2 178 , HARESZANXEKWTE B 5. BAUIRBETHREN CloudWatch ¥512

EventBridge 1T/,

« BT LAM CloudWatch # &I E4R K2 EventBridge MW A AT A EventBridge 1E¥r. ARG , BAI LA
CloudWatch Zh&E ( a0 CloudWatch S8 ) WRELEREELEE, NRXEERRIEELEEDIE
EWEENRE , U EE H H 7T AR B it R EUE

EEENESF

AP WA 2006-03-01 161


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-monitoring.html#eb-metrics

Amazon S3 on Outposts AriEE

« A LAFF Amazon CloudWatch Logs i% &R EventBridge MNK B ¥r. A/ , EventBridge 8| A&
% , M CloudWatch Logs HEHFHXEERENBERE. BXEZER , iHSH EventBridge
CloudWatch Logs.

AKX EventBridge B XA MEHEHNESZEE , BSRUTER

- EHEHRIEHAIEERS
 1Z#4 EventBridge 4

B fEA AWS RAM £ % S3 on Outposts

Amazon S3 on Outposts &I #H AWS Resource Access Manager (AWS RAM) & —AN il Y
ZANKFHE S3 BE, 1885 S3 on Outposts £E | WA AT HMAELH Outpost L OIZEZFERE
R, Wwa R E R,

AEBERINAFER AWS RAM 528 AWS il Y 5 —4 AWS ik~ 2= S3 on Outposts F#Hx
TR

FoRFM
« Outpost #iIE &K~ 7 AWS Organizations FEE T — Mk, BEXEZEER , SH AWS

Organizations A FiEE R BIZE B,

o ZMBIFEEEZHE S3 on Outposts BEM AWS Ik, BEXEZER , BESH AWS
Organizations FIF M@ AWS K AIE#IE,

s FERBEHZFWUTEIZ —, DTUEERE -NEIR ( Subnets ( M ) =X Outposts ) , AEixR
AHIGE, wRERMEER , LUEILIR S3 on Outposts 17 iE I EHE,

AT 1 R 2

S3 on Outposts S3 on Outposts

AFAFPEZR Outposts MiFR K LAIEFMH ATFAFEER Outposts iR R L BIEFE
B, NSRBI EFERE, B, NSRBI EFERE,

M Outposts
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IEIN 1 RN 2
AR P ER SR Virtual Private Cloud (VPC)  RFAFEE S3 RER X AWS Outposts
ME &K T R < B E I = o BHEHAEER., EATFAFEHREZMN Outposts £
B2 7R H IR iR R
pu i

£ A#AE Outpost B AWS K & xE| AWS EERH & , AR AWS RAM #2H|& |, it

https://console.aws.amazon.com/ram/home,

2. BRIESE AWS RAM H5 i E AWS Organizations #Z, BXxEZEE , F2H AWS RAM A
P8P TE AWS Organizations F 8 ARRHZ,

3. FEAKRFHAPIIET 1 FET 2 IBEFRERLE. WREBEZ S3 on Outposts BIR , BERE
HEMRIRH Amazon BREF (ARN), EFARS , BHEEM FML Outposts,
BXRUNMBIBRRERENEHMES , 58S AWS RAM AFEEFHCIERRES,

4. BEZHZRFEN AWS IKF BENZEBEA S3 on Outposts T BB L RFZHHIERD
ji]ji y r‘]J\KFij:ﬁE1/\J‘/{-F1E;m .

1T 1 IR 2
Outpost ID Outpost ID
VPC ID
FM™ ID
Z424 ID

@ Note

AP LAER AWS RAM ##l&, AWS Command Line Interface (AWS CLI), AWS SDK =
REST API BIAB SR = &R, AP AT LMERA get-resource-shares CLI sa S EE MR
BREHRE,
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LBl

EEES -/ KFHE S3 on Outposts BIRJG , iZKF AT AEE Outpost N EFEHERAN R, IR
BHZET Subnets (M ) BIR , BAZKF A UERALZCIENRER, UTREERT AP WOFAER
AWS CLI A ZX LR RESEH Outpost E3f,

Example : B2 1761

AR RBIFE Outpost op-01ac5d28a6a232904 EBIEE N amzn-s3-demo-bucketl HFM#ER. &
FRLGSZE , BHIENERARGNEA user input placeholder Bt AEENE,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

EXUHBEMNEZEER , 25 (AWS CLI i 5 5#E) H R create-bucket,

Example : 8215 R =

LU RBIMER T RAP B RGISEIE Outpost EBIEIFRI SR, EEALGTZE , B X S8 EHEHM
X user input placeholder EF AWS Xif KB ESHE.

BH {8

T/ 1D 111122223333

AR B example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost 7Z &M & amzn-s3-demo-bucketl

VPC ID vpc-1la2b3c4d5e6f7g8h9

(® Note

JKF ID SRR FREBMEEN AWS K ID , BIXZAF,

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \
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--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \
--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

AXEGETNESER , 558 (AWS CLI &) H# create-access-point o

Example : &R R

AT RGBS AWS IKF 111122223333 #88H) Outpost op-01ac5d28a6a232904 LA =
example-outpost-access-point , X my_image. jpg NAF WA HRSE EEEER
images/my_image.jpg BN R, EEAL BT ZE , BN ENERARGINIXL user input
placeholder EF AWS Xig KB ER N EEHE,

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image.jpg --key images/my_image. jpg

BEXUGPHESELR , BHS0 (AWS CLI 3%) H# put-object,

@ Note
MBRBRESBARKERRERREMAL , NER VPC A BEHEIRS.
ERNERATFEHRZIRSK , BEA list-shared- endpomts AWS CLI ff 5. MMREBEHERSR ,
5 Outpost HEBESERIE—1, BXEZELR , 2 (Amazon Simple Storage Service
APl 22&) H# ListSharedEndpoints,

Example : 812k =

LT RBIERER Outpost LRIBIRR ., EFEALGS2E , B XN ZHNERZRHHE Outpost ID, F
M ID MZ44E ID B user input placeholder EHBRNEEANE,

® Note
REERREAZFEE Outposts BIRAT , AP F ATBUAITILR(E,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX

FERB API M7 2006-03-01 165
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BEXUGIHNESESR | 558 (AWS CLI &%) F# create-endpoint,

£ S3 on Outposts By E M AWS RS

&8 AWS Outposts 1= 4T HY H Ath AWS ARSSt AT BAE Al Amazon S3 on Outposts B&. £
Amazon CloudWatch A , S30utposts @& ZEEE R S3 on Outposts FIFEERERVIFMIEs , BiXLE
BRI aEEM AWS RSWEABR. EEEHAM AWS IRSHFEAR S3 on Outposts BE , 55
TRAWEE,

AWS RS L THREZS

Amazon S3 FTIEE#EMEA S3 on Outposts BVIEREEEREMNIKFH  F5SHER
7% CloudWatch 1E¥F.

Amazon Elastic X F Amazon EBS on Outposts , 8] LLi%#E AWS T RS

Block Store Outpost fERREB B Wit , FH R HEFAMTE S3 on Outpost

(Amazon EBS) At

Amazon BRI LA Amazon RDS A it & 134 RDS &0 F & 1E T RS

Relationa Outpost 2t ,

| Database

Service (Amazon

RDS)

Ht RS API hzZ 2006-03-01 166
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5 #2 S3 on Outposts

XA Amazon S3 on Outposts , A LAFE AWS Outposts 812 S3 1 , HEARM A FER Iz
R, A BBLENBEEZNNARFELFEMLEXNR. S3 on Outposts it 7 —NFHF
fi & S3 Outposts (OUTPOSTS) ; % E A Amazon S3 APl , # B AT AWS Outposts LRI ZA4
REMBS R ZEIFATTREEEBIE, £@ES Virtual Private Cloud ( VPC ) EAZEA S ik RE#E
5 Outposts f#1TEE. BAILUMETE Amazon S3 #H —#1E Outpost # _EEAMERER APl FIhEE |
DIFHEIREE, MBMIFIE, BB AWS EE#EH A, AWS Command Line Interface (AWS
CLI). AWS SDK =% REST API £/ S3 on Outposts, BXEZEE , S 142 Amazon S3 on

Outposts ? o

BX%# Amazon S3 on Outposts FREBENEZFER , BSHAUTEE,

£

- f£H Amazon CloudWatch 15#5 & S3 on Outposts BE

 {#H Amazon CloudWatch Events U S3 on Outposts 4 i& 41
« fEF AWS CloudTrail A& %2 S3 on Outposts

£ Amazon CloudWatch 842 &E ¥ S3 on Outposts BE

NEBIEE Outpost EMETE S3 BE , RIEBIWESIZE CloudWatch 127 , EE#AARBIHE
FER E S K HIER, B S3 on Outposts B CloudWatch IR EZER |, 55 ECloudWatch 15
Ro WMREEEBHZERELEM Outpost LFHENR , API FREFETFTERE (ICE), ERKZRE ,
] Aol 2 AR B BRI BREY CloudWatch 5% , RESEAEGENS HRBEN KT, HEM
BREBEZRELRE , BRI AWS DataSync F#E M Amazon S3 on Outposts £ #E AWS
Kigi# S3 #. BXMEM DataSync WEZEE. , 521 (AWS DataSync AF#E®) F# AWS
DataSync Al 7,

CloudWatch 3§#%x

S30utposts @ f Z2[E‘2$E Amazon S3 on Outposts FHV A T i8#R. BRI UG RLERMN ETE S3
on Outposts ZFH#, BERATHRNETAFTHURFMENKWEKR/D, FIEEEMER S3 HWERER
BFESHIKFEXPIEIR. BEER S3 ( HlE17E Outpost £ 17 Amazon Elastic Block Store it
RE& =L Amazon Relational Database Service &3 ) RH# S3 BE , EF SR ERIK HXIERR
., B Amazon EBS AKithRIBMWEZFEE , i55H Outposts LH) Amazon EBS FKithiRIE, EEFH
&8 Amazon EBS B AR |, &1/ 1R https://console.aws.amazon.com/costmanagement/o
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® Note

S3 on Outposts XX FLTER , MAXZFHAM Amazon S3 EFr.
BT S3 on Outposts EEEERERS , At HMNBWECIE CloudWatch H& , A EEFME
FARBIISEREN SR LB,
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A S3,
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S3 &l

CloudWatch $g#%

API fR7x 2006-03-01 168


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-between-outposts.html

Amazon S3 on Outposts AriEE

£ Amazon CloudWatch Events #U S3 on Outposts ZE4FiE 4

I&TILAE A CloudWatch Events J9{E{a Amazon S3 on Outposts API B4 SIZZHN|, SIEMNIET | &
AT LLUE R BN FT A XK CloudWatch BFR3RBEX , ‘©3&F Amazon Simple Queue Service ( Amazon
SQS ). Amazon Simple Notification Service ( Amazon SNS ) #1 AWS Lambda, BEXEZER , &
2% {Amazon CloudWatch Events A 15F) H#Y AI BAER CloudWatch Events B#:HY AWS RS
Sk, BEFEBIRIRSLLE S3 on Outposts L&A , HZ (Amazon CloudWatch Events FF 38
) R AWS CloudTrail 823 AWS API i# A& # CloudWatch Events 0,

(® Note
X¥F S3 on Outposts N RIEE , AEFRE ( TERTEEHIEEFESR ) BLENEZEW CloudTrail
RIEH AWS APl HRAEHN , XEE4FTSRFRENAN, BEXEZEER , ESHe AWS
CloudTrail {FAF$E®)Y AH® £ CloudTrail B &34,

Example

LAR 2 DeleteObject BEMRAMN, EFEALLREIHA , B amzn-s3-demo-bucketl B
# S3 on Outposts HEHI & Ffo

"source": [
"aws.s3-outposts"
1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"
1,
"eventName": [
"DeleteObject"
1,
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl"
]
}
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
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}

£ AWS CloudTrail B& Y12 S3 on Outposts

Amazon S3 on Outposts & AWS CloudTrail £/ , /& =7 S3 on Outposts FiIZHAF~. AEm
AWS BRSSP REUREM IE R RS . BAILAEA AWS CloudTrail 3RE>x F S3 on Outposts &% 5li&
RUBRNRRFERNEL , XEFEREEFITMIZRKERN S3 on Outposts EHEZ,

ENPRE Outposts W 4FE Outposts HHI5I5RE A CloudTrail BIEEH , EAMIE CloudTrail F5F
Ol R IR, B3 CloudTrail BEXHRENEZELR , 21 S3 on Outposts AEXHEE,

Ak S3 on Outposts B CloudTrail BHIESHHTEIIXK , 5SS (Amazon S3 AAFIERM) HHY
CloudTrail 9 Amazon S3 BIEE 4.

® Note

o RESREREN AWS CloudTrail #EE# Outposts FoIBE AR, BREEWBEAR
e, UEESEFEET T AR XA 8 B 2 /5 TE B BRIX L8 B & X4 X HE4 A] LU
4> Amazon Athena ABNERZTTNHEE., BXEZEE , 55 ¥ Amazon S3 on
Outposts HFRIEMER L mEAHEE.

o BXWU{a&EH CloudTrail BEW R |, i5S R AWS KEBIEBEXEFH AWS CloudTrail
F Amazon Athena iz &M, SAMRNIRIEZD,

79 S3 on Outposts WHEIXN RJZ A CloudTrail HEiZF

IBAILAE A Amazon S3 ##I A B E AWS CloudTrail R ERK 123 Amazon S3 on Outposts
BMPNROBIESEH. CloudTrail ZFidH S3 on Outposts T RE B API 4 , Bl
GetObject, DeleteObject # PutObject, XEEHHINBIESH.

FEEREBERT , CloudTrail REFIERBEEZH, B2, TANRERENICRKEIEERN S3 on
Outposts FEMAIEEH , ick AWS Ik HFTE S3 on Outposts FE RV BIRE 4,

CloudTrail "&7E CloudTrail E#A L IEXRPEREEEM4, I, H3EFTE S3 on Outposts 4 5!
API| REESIEFTE CloudTraill EH4FH F KA, BXUMMEN CloudTrail BENEZER |, HSH
AWS AR A EBYEF Amazon CloudWatch Logs J&i% 4 30 #1 Amazon Athena &if] CloudTrail

-+

/N o
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EfRERRUIEFKE S3 on Outposts WHEKIES 4 , LA LAER AWS CloudTrail 2§ &%
Amazon S3 ##|&, MRLEREBEREUICEKEMN AWS K F A S3 on Outposts I BIEEH |
£ CloudTrail # 4| A &2F B, BXMEH CloudTrail 54| A fl B R ERLLIEF S3 on Outposts HIEE
HHEER , B3R (AWS CloudTrail B8/ FHEREEH.

/A Important
ERBBEEHNEBFNER. BXEZER , 525 AWS CloudTrail Efft.

DT BERIMAER Amazon S3 2 #| A ELE CloudTrail BRERKiE3% S3 on Outposts I EHIEE
#.

@ Note

BIEREN AWS IkFHEZE , HERKH —T L EEEXIEE AWS CloudTrail B9 S3 on
Outposts BIBEHHIKF .

79 S3 on Outposts WHHIXI KRB A CloudTrail ZiiEE4 A RICF

1. BFI AWS EB#EFE | AEEI L TMiLITIF Amazon S3 2§ & : https:/
console.aws.amazon.com/s3/,

EEMSHIMBEREF , %$F Outposts buckets ( Outposts 1 ) -

EEEFEA CloudTrail iIBREBIEEHH Outposts FEY B FFo

TR,

#£ AWS CloudTrail HIFE4E 5 H |, &7 CloudTrail HEE.

o ~ w0 DN

AWS CloudTrail #2&I & [ $T 7.

O] AR FHY CloudTrail REENEAIERE , HEEEEREFIEFEM S3 on Outposts FiE
=4,

6. 7£ CloudTrail B4 AMWEGIEHRTE L , ERIERER,

7. ESR1ERREEMENEL , RRERENER  ARATEFHERIRAEEHN S3# , BEEMENE
AHMRE , RRERET—F,

8. HIR2LEBRATEMHTHEMNEMHRET , BEBESH,
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FFHRIBEEHER | EF S3 Outposts, EFET—%,

® Note

+ %7 S3 on Outposts BIZERERMEBEHIESMH A FICRAN , XIEBEBEHRFESHE

Fit [

o MREFEA CloudTrail #HlE |, BN THRIFESEHEEERE S3 Outposts, BXRUA1E
CloudTrail ##| & F IR R EEMNELS , BSHE AWS CloudTrail AR KA EH
BB EHBRER, BAXRMAIE CloudTrail %A P EE S3 on Outposts HIEEH
BEICEKWEER , 55 (AWS CloudTrail AF#E®™) FH i3 Amazon S3 T RHY
BIESH.

« MREAFEH AWS Command Line Interface ( AWS CLI ) 8 AWS SDK , &
resources.type FEIZEN AWS: SSOutposts :0bject. BXIAER AWS
CLI ig3% S3 on Outposts BIEEHMEZER , 5SS (AWS CloudTrail AF 1§
) HHYIEE S3 on Outposts 4,

- MREMEH CloudTrail #8#) A5 Amazon S3 £ & A B E RN RERLLIES S3 on
Outposts B BIEEH , Amazon S3 EHAFERENZBE AN REH B KL R,

9. EFWIEBNUENEL , EFLEENBEEBENBETEMH. RE , BEGERER,

79 S3 on Outposts AKX REA CloudTrail HESEHAKIZF

1. BRI AWS EE#EHE , RARFEI U TMULITIF CloudTrail %4 : https:/
console.aws.amazon.com/cloudtrail,

EENSMERSD | ERRIR,

R IEEE A T8 S3 on Outposts @I EHHY R ER B Fro
ERENFAEEREL , EBELLANFLIDR.
EREEETRHXEES , ERELEER,

o &~ 0N

Amazon S3 on Outposts AWS CloudTrail B &34 % B

Amazon S3 on Outposts B E 4 A[ET AWS CloudTrail 21, tbsh , BETTLUEFE MM AWS
CloudTrail FHHBESHEABEHILR.
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BREE—MEE , TATEEMHENBFEXHEEBRIEENXEMN S3 FEMEH., Outposts 7k
fEHY CloudTrail BEBFE— ¥ FER edgeDeviceDetails , ZFRATIRBIEEFHEBAEMN
Outpost,

Hit B EFERBIEERWIRIE., BRENBBPHetELAKRIERSE, CloudTrail BENXHTE2HA APl A
ANERFH#HKERE BT 2REAREIRFE R

THEHNRFIERT — CloudTrail B&%EB , %% BHH T s3-outposts £H PutObject #4E.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
},
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"responseElements": {

"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/

bPXRTiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",

"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/

bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "©2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
1,

"eventCategory": "Data"

Amazon S3 on Outposts AWS CloudTrail B & 45 E
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£/ Amazon S3 on Outposts B {TH .k

BII £ Amazon S3 on Outposts , BRI LLE AWS Outposts L6812 S3 48 , HEARM N EEREIE
HE, RipHFELBENBBEEFENNAREFBEAFEENLEN R, S3 on Outposts 12t 7 —MNETH 77
3% S3 Outposts (OUTPOSTS) ; 123 A Amazon S3 API , 3 H B F# AWS Outposts E#Z 4
REMRSZ B[ ZBFATRMEEFEIE, E@T Virtual Private Cloud ( VPC ) fER A 2 Mk sk 2
5 Outposts i 1TBE. B LARIE Amazon S3 §H —##1E Outpost # LEAERIE APl FIHEE ,
SIFHEREE, MEMIRIZ,. BAUEY AWS EE#ZHA. AWS Command Line Interface (AWS
CLIl), AWS SDK = REST API £ S3 on Outposts, BXxEZER , 5S4 2 Amazon S3 on

Outposts ?
LT EBIRMEA XA S3 on Outposts #HITHF EXWEER.

£l

« % #F S3 on Outposts AY XI5

« Amazon S3 on Outposts AP #4E

- EAERT Java B9 SDK 3 S3 on Outposts &l & S3 2 #I5& F i
« @33 IPv6 @ S3 on Outposts & HiER

3% S3 on Outposts HY X 15

LA AWS X183 %5 S3 on Outposts.

- XERZ (FHEFRLMILE ) (us-east-1)
« XERZ (HEZBM ) (us-east-2)

- ZERZ ( MRERELILE ) (us-west-1)
- XEEI (BBRM ) (us-west-2)

« IEM ( FER ) (af-south-1)

« AKX (KDL ) ( ap-sourtheast-3 )
« WAMKX (&3 ) (ap-south-1)

- WA#KX ( AFR ) (ap-northeast-3)

« WAM#X ( H7R ) (ap-northeast-2)

« WAHX ( #HNE ) (ap-southeast-1)

« WAM#X (Z&fE ) (ap-southeast-2)
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« WAMKX (ZRR ) (ap-northeast-1)

o MEKX ( FEB) (ca-central-1)

o BM#X (7£==%E ) (eu-central-1)

o BMX ( B/RZ ) (eu-west-1)

o BRM (123 ) (eu-west-2)

M (K= ) (eu-south-1)

o BN (B2 ) (eu-west-3)

o BN X ( BTEE/RE ) (eu-north-1)

- &% (Fh4EX ) (il-central-1)

« R ( B ) (me-south-1)

- mEMN(FZRF ) (sa-east-1)

« AWS GovCloud ( £E% %P ) (us-gov-east-1)
« AWS GovCloud ( £EEZB ) (us-gov-west-1)

X

Amazon S3 on Outposts API ##4E

AREBHH T BT LAE Amazon S3 on Outposts —#2 £ A K Amazon S3, Amazon S3 Control #
Amazon S3 on Outposts API ##4E,

&

- ATEENRI Amazon S3 API 124E

- ATEBEEMMA Amazon S3 #% AP

- ATEREIKSH S3 on Outposts API 4k

HATEENSRH Amazon S3 API #1E

S3 on Outposts E#EEA 5 Amazon S3 MHEIMIXI R API #&1E, EUABEER AR K= 8EH R Outpost
FHBPHNEMXNR. R API S S3 on Outposts & AR |, BEERME Outposts 177
K Amazon BREBF (ARN ) RiFEKBE. BXBRK[INENEZEER |, BHSHE N ER S3 on
Outposts HiH R S EABBIE

Amazon S3 on Outposts XL FAmazon S3 API #24E :

» AbortMultipartUpload
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html

Amazon S3 on Outposts

RAriEmE

» CompleteMultipartUpload

» CopyObject
* CreateMultipartUpload

+ DeleteObject
» DeleteObijects

» DeleteObjectTagging
+ GetObject

* GetObjectTagging

» HeadBucket

+ HeadObject
» ListMultipartUploads

+ ListObjects

* ListObjectsV2

* ListObjectVersions
 ListParts

+ PutObject
» PutObjectTagging

» UploadPart
» UploadPartCopy

BT EEE#EI Amazon S3 #2#] AP
S3 on Outposts XFFUT A TAEFE WA Amazon S3 2l API B1E,

* CreateAccessPoint

* CreateBucket

* DeleteAccessPoint

» DeleteAccessPointPolicy

* DeleteBucket

» DeleteBucketLifecycleConfiguration

* DeleteBucketPolicy

» DeleteBucketReplication

ATERF#E Amazon S3 24 API

API M7 2006-03-01 178


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
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» DeleteBucketTagging

* GetAccessPoint

» GetAccessPointPolicy

* GetBucket

» GetBucketLifecycleConfiguration

+ GetBucketPolicy

+ GetBucketReplication

* GetBucketTagging

* GetBucketVersioning

» ListAccessPoints

» ListRegionalBuckets

» PutAccessPointPolicy

» PutBucketLifecycleConfiguration

» PutBucketPolicy

» PutBucketReplication

» PutBucketTagging

» PutBucketVersioning

AT &8 iw<# S3 on Outposts API #4E
S3 on Outposts XFLAT AT EELIRT KA Amazon S3 on Outposts API &1k,

» CreateEndpoint

» DeleteEndpoint

» ListEndpoints
* ListOutpostsWithS3
» ListSharedEndpoints

FERERAT Java B9 SDK A S3 on Outposts Eti& S3 #2415 i

LR RBIER SEATF Java B9 AWS SDK B Amazon S3 on Outposts EiiE Amazon S3 13 &% F i
EFEALRA , BFEAD user input placeholder Bt N EHOHWEER.,

AT EEIHSH S3 on Outposts API #21E API X7 2006-03-01 179


https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

B IPv6 [ S3 on Outposts & H1FK

Amazon S3 on Outposts 1 S3 on Outposts XXtk im R FFEEA IPv6 = IPv4 i@ S3 on Outposts
MR HIER, €8) S3 on Outposts X IPv6 By , ATEUE IPv6 M4 fEA S3 on Outposts API 13
[ 048R VE 48 BA R 42 ) ED AR B TR o

(® Note
X IPv6 M4 E#Y S3 on Outposts X SIRYE ( FlEN PutObject =X GetObject ) o

B IPv6 M 45151 S3 on Outposts FEISMAZE, BX S3 on Outposts EZER , iS5 S3 on
Outposts EH.

£

« IPv6 Al

.« SERXUHERIERET IPve ME R HER
« £ IAM KB PR IPV6 ik

« iR IP st FRAM

« fF IPv6 5 AWS PrivateLink &4
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://aws.amazon.com/outposts/rack/pricing/
https://aws.amazon.com/outposts/rack/pricing/
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« f£/ S3 on Outposts Mtk i =

IPv6 Al]

EBE IPv6 [8 S3 on Outposts #& HEXR , BATERANMERIKT R, T — T B {6 A R L%
T AEE IPve XK HER,

THEREZ1EHES IPv6 148 S3 on Outposts @2 BTN EZFZEIMN :

o FEFEBAE S RNR S SR IFER IPV6,

- ERIEERBMRFABERSLABZ ZF , LUEHIT IPv6 iR, BXEZER , HSH £H S3
on Outposts M ik = o

- MR AWS Ildentity and Access Management ( IAM ) FiF 5K B&=, S3 on Outposts 185 B & £
R P ik ik | T AEH R M LA EHE IPv6 ik SEE .

® Note

WERUGER T¥ IPv6 M4&H S3 on Outposts HIREMZEIERER. FIFE IPve M
£ # Amazon S3 on Outposts 3 RIg4E.

- MREA IPv6 , BREERTHR BEXMH IPve & IP bk, AP A F 24 S3 on Outposts
BEXGHWNEIE, MAMRKGHITERN , WMETHIES 5T IPve HXNIERE IP ik, RF,
FHAITE, MANMRGFEBBEN IPv6 EXMWIZRE IP thit,

fE AR IR BT IPv6 W48 & HiER

Ei#EN IPv6 £ S3 on Outposts APl A& HiER , ATLUET AWS CLI 3 AWS SDK {5 A XAk im
R. TeEBEBEN IPv6 IHiUER IPv4 MG E S3 on Outposts , Amazon S3 #2%| API #4/EH S3 on
Outposts AP #2EM THEFREEMEEN. BFFE |, IPv6 MEFXHF S3 on Outposts X KigE (4l
70 PutObject X GetObject ) o

izu%ﬁm AWS Command Line Interface ( AWS CLI ) 1 AWS SDK , Al S B #r & LA E R M
KimR. B UELRE X4 EEENHERIEIIEE N B K S3 on Outposts i Ko

BAILUBE A TE—FR |, FFRAXNHERESET IPv6 158 S3 on Outposts #f :

« AWS CLI , IEZ M AWS CLI fE AR I =

IPv6 Al AP WA 2006-03-01 181


https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
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- BX AWS FAITESE , #S/ M AWS SDK fF S3 on Outposts W I 5o

£ IAM KEEFRER IPv6 it

FEZ=HMEA IPv6 MR S3 on Outposts #2681 , IHEARA T IP #utiFEH IAM A KB S3 on
Outposts HZKEE B EH N BIE IPv6 it SBE. MRREH IP Hnt LSRR UEL IR IPV6 ok |, MITE
ZiAFEH IPve AT , A RER LG R S3 on Outposts 4.

JEIE |P bRy IAM policy A IP it RAZE . THEHM S3 on Outposts RSB £ IP bt
SUZER , BWEAUR IPv4 #3tRY IPSEERN 54.240.143.%, tBEZHAIFTAE IP #3t3t S3 on
Outposts #8 ( DOC-EXAMPLE-BUCKET ) Win[E#MaIEL, BTFTE IPv6 thiut#EARIFEEZH
LR BE S PFH IE IPv6 ik 157 DOC-EXAMPLE-BUCKET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-

east-1:111122223333:0utpost/OUTPOSTS-ID/bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
}

& AT LU S3 on Outposts FREEHY Condition TREKNEN R IPv4 (54.240.143.0/24 )
IPv6 ( 2001:DB8:1234:5678::/64 ) #hitSBE , ML T RBIFTR, BASAERA KRBT REIEESE
BE Condition 3REREH IAM A F M7 K EE

"Condition": {

£ IAM EKE A IPv6 it API hz 7 2006-03-01 182


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

EEH IPv6 28] , BATNER IP thit kK i IPv6 ik SEEIMATE X IAM A - MFE R ER
J&?TE%EO E-Lx/u\ﬁﬁﬁkﬂdxﬂlj IPv6 i&th/EEJ’)\&EmﬁE’J IPv4 i&iE/BEﬂEE%ﬁM\E’J IAM %H%o ﬁ*l_.l
B AFES IPv6 F IPv4 #1715 B M EE R RG] |, BFSREBEEISE P #hit B9 15 R AR

& ] LAE https://console.aws.amazon.com/iam/ EEF IAM #2HAEE IAM AP K. BX IAM B
BREE , B30 IAM AAFER. BX%HE S3 on Outposts MREEMELR , S M Amazon S3 on
Outposts T2 fi#§ #7112 4% 5 12 18 W SR B o

Mz 1P ik A M

WMREFEAMR Linux 5 Unix EHIZR macOS X F& , M AR RIEE IPv6 XXX HEAR i < 89177 ]
Filgn , ENikEiS IPv6 5 Amazon S3 on Outposts i REVERE , BEMA dig @ :

dig s3-outposts.us-west-2.api.aws AAAA +short

MREWERE & IPv6 BRI X IR =, M dig PR EIERER IPv6 ik, 510 -

dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a39:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e04:817

¥ IPv6 &5 AWS PrivateLink &4/

S3 on Outposts % AWS PrivateLink RS Miw =M IPv6 M., BT AWS PrivateLink X%
IPv6 Y, A LUE IPv6 M4 , Nt SEE B EEKEES VPC ANRSHR. AWS
PrivateLink for S3 on Outposts X IPv6 BY X35k A 1T &4 AWS PrivateLink Sk im R EE Ko
Bx{aR AWS PrivateLink B IPv6e W3R , 55 % Expedite your IPv6 adoption with AWS
PrivateLink services and endpoints.

M 1P ik FRA M API hzZ 2006-03-01 183


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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® Note

EFZEFN P bR B M IPv4 BHFH IPV6 , 152 (AWS PrivateLink User Guide) FH)
Modify the supported IP address type,

¥ IPv6 5 AWS PrivateLink &4

R IB4F AWS PrivateLink 5 IPv6 &5& A |, M40 IPve XNt VPC Ok e ., BXWAEEE
A AWS EEEH A6 VPC In_R—ME R , i5ZR® (AWS PrivateLink User Guide) A BY Access
an AWS service using an interface VPC endpoint,

AWS BB A
FEAUTIRE G ZIERES S3 on Outposts B0 VPC kR,

1. BFE AWS BEEF|E HITIF VPC #2FlE , MikR : https://console.aws.amazon.com/

vpes
ESMBERP , EFRS.
bk > el F= A P

WFIRSF KR, EFE AWS RS

M FRRS B, #%$F S3 on Outposts fRF ( com.amazonaws.us-east-1.s3-outposts ) »

F VPC , BEEMFHE S3 on Outposts #Y VPC,

MNFFH , N TFENATHXKER MNP IHR S3 on Outposts B FM, BT EME—TT A
XAPEREZSNFH. W TEEENENFR , FRE- I FHNHSIMEED, RIAMERT |, F

FM IP huSEEFH IP it pEARANEED, ENHLK/MBEZEOEE IP #hit |, HIEFE
E IP it |, ARiEmAFRUSEE Y IPv6 ik,

8. XTFIP it ER  EENHK, BN IPv4 1 IPv6 it D EAR AN EED, XYL
ETWEEE IPv4 M IPv6 it SRR |, = XL,

9. NWFZR2£4YE , RFEEE VPC HANKRANZEOXKNLZEH, MIABERLT , R ARLdAE
VPC X Bk,

10. WFHRE , BEABRTEHENRAAGFFEEHES VPC RN FIEREINTERE. &
W, EFEE KK VPC i AEREE , ZERBEEFIEMABET VPC i S X RIRMATERENK
BRo ZIEWXERS = VPC mR KN TH, BXEZELR |, 1S Endpoint policies.

1. (W% ) BEERMRE |, HEFEFAMFRE , REHAZRSHENE.,

12, EROIER S

N o o bk~ Db
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https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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Example- S3 on Outposts &% i

E /1 S3 on Outposts 5 VPC is R ITRE |, B LLEHEH S3 on Outposts FE | MMTRFAFR :

{
"Statement": [
{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
AWS CLI
® Note

EEEH VPC R LB IPve M4 , &5 S3 on Outposts K
SupportedIpAddressType JRiESKHFIZE IPV6,

AT RBIER create-vpc-endpoint S5 8IZEFTHNHEREORK S,

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

BHE AWS PrivateLink IRFEE , MIBNRRERTREESLH VPC RS RAUBES |
RETEEER. BXEZEE |, 528 (AWS PrivateLink User Guide) ®#J Accept and reject
endpoint connection requests,

J«XT/U_WJ'HEFH modify-vpc-endpoint @ fFHXER IPv4 89 VPC i R EH A AR Im R, XUk
s R [E R AR IPv4 # IPv6 P4,

aws ec2 modify-vpc-endpoint \

¥F IPv6 5 AWS PrivateLink & & H API R 2006-03-01 185


https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests
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--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

BRWMAF AWS PrivateLink /5 IPv6 BN EZE L , S H Expedite your IPv6 adoption with
AWS PrivateLink services and endpoints,

£ S3 on Outposts e i =

S3 on Outposts etk i R X 3§ IPv6 F IPv4 [ S3 on Outposts FA& HEVER. AT BWAE
F S3 on Outposts RUHERL I = o

FH
« S3 on Outposts XX i =

« M AWS CLI {5 Fi XL i =
« M\ AWS SDK fEf S3 on Outposts XX i 5

S3 on Outposts M etk i =

LB E XL IR R & H1EKET , S3 on Outposts #8 URL #4728 IPv6 = IPv4 tthiit, &< f@Es
IPv6 178 S3 on Outposts MW EZER , FZSHES IPv6 [ S3 on Outposts & H1E K,

i 5(5(1'&1‘3%“ {158 S3 on Outposts ¥ , AR RERIKRE M. S3 on Outposts R X #HFXIHI
MR REN , XEKE , EUNEBHPIEEXSE,

N TFRHELBEERN FIP v, FEAUTHEAE .

s3-outposts-fips.region.api.aws

XTI FIPS iv R, BEAUTRELNE

s3-outposts.region.api.aws

(® Note
S3 on Outposts T X 5k N FE ERE X MY im KB o
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M AWS CLI 5 Xk im =

AR MA T EXER R KK HiERE AWS CLI @5 R bl. BXIRE AWS CLI WiRE , HSMED
AWS CLI FI5ZH T Java K9 SDK FF#afE A

£ AWS Config M RHE B X4 B EE use_dualstack_endpoint IREN true , N s3
M s3api AWS CLI R & M FTE Amazon S3 EREERBIEE X BN HKRR. BUUERE
XHHGEHER --region BEEXE,

B AWS CLI AR R IR R |, N path FHHER, EREXHPRENIUFEXNBERER
REZHNBFERE URLF, AXESER , HZH (AWS CLI F#ER) H# s3outposts.

EB@ES AWS CLI FARKRIESR , 8% --endpoint-url ¥ & http://
53 dualstack region.amazonaws. comj?,https'//53-outposts-fips.region.api.aws
iR — e FE s3control = s3outposts @,

Blgn -

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

M AWS SDK i S3 on Outposts M HEt% i =
ATTIRME—LERE] , N BWAFER AWS SDK Kif B MR ik o
AWS SDK for Java 2.x X #E4% ifs 52 7R 4

LT REIERT XA AWS SDK for Java 2.x ]2 S3 on Outposts EFumet , i {aEHA
S3ControlClient # S30utpostsClient ZERK/ZAXHEKIHR. HXHN Amazon S3 on Outposts
BIRFNH BN Java REIKEEA |, FSHEST AWS CLI #3& A T Java B SDK FEEEA.

Example— 82 /5 Fi M4k % S B S3ControlClient 3£

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;
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public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyIld = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.buildexr()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.builder()

.accountId(accountId)
.outpostId(navyId)
.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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Example— 812 /5 A Mk % S B S30utpostsClient

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.buildexr().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();
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}

WMREFE Windows £ AWS SDK for Java 2.x , FJREAAURBELT Java BEWL (JVM ) B :

java.net.preferIPv6Addresses=true
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