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f+ 4 & Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) AWS 2 —IlZ %, A BEETENEERRER
EMBRSS . Amazon ECR A AWS IAM X FEFETRRNNRNAEEME. X, EEAFRDR
Amazon EC2 EHIRI LG R R ResF M E MG, BRI IEA SR CLI #ix, RENEE Docker IR
&. Open Container ltistry (OCI) BR{&F1 OCI| A4

(® Note

Amazon ECR i X F N\ HABMGEFEME, EXEZEE , 5% Amazon ECR Public BF
BEPHNT A2 Amazon ECR Public.

AWS B ERIRSH LT B — N ATTHERLE GitHub, E B2 B XA EEMMBRNESRS , H AW
B AWS EFRRHEERE. AXESEE , B3 AWS BERBEE,

Amazon ECR WL = 4H 4

Amazon ECR & AWSIEEMHH —TMZELEE X Docker AL IMRBS. CEATLLLARMFE. &
EMEE Docker BREgRG, XEMSMAHRRIRMZE, AT BMAERN Docker BESEM KRS
AWS | FRES SN ERENTBERRLNARER.

LA 2 Amazon ECR By — BBl S fA H -
AR

Amazon ECR EMtREZRHL TN AWS IKFHABFME , EUNEERCEZE - SN 7
B, XEFHEEATFEBERRPEMEMD K Docker H, FFHARRITXI (OCI) HEMHEAMLE OCI
RENITH. AWS BXEZEE , 155 Amazon ECR B EM &Ko

BT

B E P IR ATER AWS B Xt Amazon ECR EEMERBITH BRIE , AR s X MIRER
B, BXEZEE , HZH Amazon ECR FHA B EMER S HEIL,

TrfE

Amazon ECR A FHER—MBEES , B LEE R EM Docker B, Open Container
Initiative ( OCI ) BREEME A5 OCI BN, EE A Amazon ECREMERF , BAUBEZANE
EERBIBREEMG, BXEZEER , 1551 Amazon ECR FAB FEE,
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7 fif EE SR B

R LUES i E RS RN FREREPHABTNTR. BXEZELR , FS6 Amazon ECR
PHFAE R

B &

WA LTS 12 EEHEE AR A B R, XEMBROLUEF ARG R AR , th A LA Amazon
ECS £5 & X Amazon EKS Pod SBEARER. BXEZEER |, ESHEWN Amazon ECR BG5S
Amazon ECS &4 A F¥¥ Amazon ECR &5 Amazon EKS &4 & A,

o FHIR

Amazon ECR 4 ap JE H SR B 78 VFSEUES TE S IB R4 AR o8 R BER 18R 49 15 B A 8 A 1 Sie B S BR {5 9 A
wmEAH. BXEZELR , HSH £ Amazon ECR FE AL BRI RK B35 ER S,

BRI

Amazon ECR £ —IMER ARG THEE | UHBENRJIBBMETHN B4 RE. EXEZES
S £ Amazon ECR FHERGERE B FERERE.

= 22

Amazon ECR £/ IAM RIZHIX B FHENLR, BUINRIBREEHIEA, RIEEE Amazon
ECR Z#ENBENREN IAM AP, AFAt, EXEZEE , 55 Amazon Elastic Container
Registry FH L £ 14,

S A S (X 4

Amazon ECR XEFEZ N AWS IkFMXEHEHIREG , LIRS UAMHBEALEER, EXEZEE
&2 Amazon ECR FIFABERGE &,

hn&

Amazon ECR X#F# B AWS KMSXt Docker MG H ITE SRS J[IHMNE, EXEZELE , B5H
Amazon ECR I EIRRI .

AWS Command Line Interface &5

AWS CLI £t 75 Amazon ECR M EXEN S |, HlIZE, %|H. #HAMBEBRE,
AWS SmBins L

Amazon ECR E A LUBEI#HTEE AWS EEEGIS , eRET —1MNHFPREFNWFRE , FT&
LT 174 FE FNBRAR
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AWS CloudTrail

HFLZ2FMEM BB AWS CloudTrail , Amazon ECR &R, , RAF&idFZMF# @ Amazon ECR
XHEH AP AR, BXEZER , 85 £H125% Amazon ECR &4 AWS CloudTrailo

Amazon CloudWatch

Amazon ECR 2 a8 Amazon CloudWatchi&#Z W1/ B & |, FEEEW IREE Amazon ECR
FHENMENMERER. BEXEZELR , B35 Amazon ECR 1ZEEIE R,

REZLH

HEGHIEE Amazon ECR B} , HEZXRCHHERMELE , NTIRL T BRRELEE. BX
EZER , BEH KELR.

Amazon ECR HHyE I0, A 451

Amazon ECR 2 AWSIE#H -T2 IEE X Docker BEIMRBSF. SiRET -2 AT
BHE#E L BTE&MD K Docker BesE , FER N AR AEREFBEHLF LA
., Amazon ECR f8l{t T E&fh AWS BREMAINERHE, 2 XN TRSBCNARFENTERE,

LLTF & Amazon ECR By — 2 A A -
BERMEEEND X

Amazon ECR A&7 E , MEHLARNFME M2 K Docker REEMEH B LAXFEA., FXA
A ALV H A B[MEHIEE] Amazon ECR , REMHEAH AWSE T EIRE (5l Amazon EC2
2 Amazon EKS ) FIREUX LM, AWS FargateBXxEZER , S M Amazon ECR A5 174
B,

R MRS EE (CI/CD)

Amazon ECR 5 AWS CodeBuild AWS CodePipeline, FIEf CI/CD TETHEER , XEFED
ME, NHNBERRCNARRF. BEREATLUMER CI/ICD EEN —E2 B3I #ix 2 Amazon
ECR , NTTHREFRNREFRIT RN AT ENTE,

MRS 2R
Amazon ECR JEEEE A THRS RN , EXMMRSRET , MRAEFH D 8K E /97 BR

5, TEmASR. SMRSH TN B CHARRRERFMEE Amazon ECR 1, MSRE & MR
ST R, BENT R

EREAEA API R4 2015-09-21 3
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BECNZOEE

Amazon ECR XM E AT EMEK ( HI20 Docker Hub E = 5EMEK ) FIRMAI[MREGE, X
ARWFALRFEA Amazon ECR EABBMENPREREE , TRESISEHEPRE—HNBE
B,

mEEHNZ 2

Amazon ECR 1R 7T EAM e 3RSl ALE) | foVFLE 4R i ] LU EA R b X sRIR VA 2R &
CiE5E K AWS Identity and Access Management BT B IIEMITN , NTERN BSE K
MWEZLHE. BXREZEE |, i3/ Amazon Elastic Container Registry FH Z £ 14,

BRI R 4

Amazon ECR W BZ H# ARG , URIRMHRAMBENEESIR , MNTHEBEF LN
BRBEMR, BXESELR , 5 M £ Amazon ECR FHEMREREEFERMIFIE.

IRRJ|EME

NTFEEFRELZLHEEMNERNEAL , Amazon ECR Al AERERRIMEK , BRBBH B[N
BRLBRBENTLIMEK , ABREEHRN AWS IR IGR, BXEZEELR |, HZH Amazon
ECR #ABEM &Ko

£/ Amazon ECR E#|RekU Ko AN RAEFEE

FIFA Amazon ECR E#IThaE |, BRI LUF AL Web B ARRFRGEST R EFZ@#ES , AT E
ZMNAWS RENEHZI 2K , BREXNB-—HEERE , HEBRRZENE, EXEZER |, 55
%] Amazon ECR FHIFAERIGE &,

B3R R R RRE&

Amazon ECR £ @ FHIRM X HRFECE LMW ( FIMERFR, HHIRE ) BFEIAEY
R , WALFRBAE , EPAFOEMEK , BERLSENEANE , HBEIEHLRLT R ITHE
Fo BXEZEER , B350 £ Amazon ECR 4 an A KB B 3 FEM R,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- EREANMRBEY TEERFEETRENEGAR, BUTUENSBEERERARGHAN . E7T
RN N A BT E 2 B Bt T, BXRESEE , FSH £ Amazon ECR H 4 &5 FH
R B BEREK,

Amazon ECR By Zh#g API R 2015-09-21 4
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- REHBAETRABEMEFNRGERE. BN FEERATUEENEHANETE, XTHER
PE#HEIFEEENSINTRG. AT, EUURRMRGRAENLE R, EXESZER , B3 &
Amazon ECR F ARG R B FEHFRIE.

- BXENEKS EHECTUERNHRREREEZTENVE, CEENIMRRE , AETEN
X, BXREZELR , H5 M Amazon ECR RV EEMERIRE,

- EFREDHNEMTEFE Amazon ECR FMERFEFLIMRPINEEEN ST, FRAEFR
EVHL Bt | Amazon ECR S EHIH R LMK , AR Amazon ECR FAE XM ERF EFZHREGE R
BIIRD. BREZER , TSR F L EMERS Amazon ECR FAEEMERES,

- FHEMNBERATFEEN Amazon ECR £HEEF, #HANGIESEFIRERHEARRECIENE
EENIRE, SUUNENBRNEEEREENETTEE, NEEE. FHERKE, £aBEHKKg
MRBHRE, BXEZEE , F2R ATERAEEFNE, #HiEr 2SS SR ERR N F6
FERREAR

- YERGHIET Amazon ECR B |, HEL BB ERMBEZE , N T BEMEZE, BXE
ZER  BSR KELR,

WA FF 5 A Amazon ECR

R & EH Amazon Elastic Container Service ( Amazon ECS ) = Amazon Elastic Kubernetes
Service ( Amazon EKS ) , EEE , XRIRFHIRES Amazon ECR HiZEZELL , B Amazon
ECR BEXHIRFHT .

AWS Command Line Interface 5 Amazon ECR —#2fEfARt , IE A X IF&FH Amazon ECR IhEEH AR
A, AWS CLI NREEHETFEX Amazon ECR IhEERI X3 AWS CLI , AR BN FHFRAH AWS
CLl, BXLZRZHRAEWER AWS CLI , i5ZH (AWS Command Line Interface FAF1ERE) AWS
CLIFM LR EFH B HIRAMN

BT MMM AWS CLI Ml Docker fF & 2BRIRRHEIZFIFAT Amazon ECR i ESF |, BSHE
Amazon ECR A&z RGN EMNEw B,

Amazon ECR Eft

£ Amazon ECR , BFRENFREFFRNBEE. BEHEENNERNBEEHAREEERITH
BGRE (PINEBRELENES ) 57, AXRESER , H5H Amazon ECR Efft,
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£ Amazon ECR &3 MG HY /N4 o B 5

WMREREXEMH Amazon ECR , i&E7E Docker CLI M EA LTS AWS CLI kA1 REIRE&, [
RINEMBFTEORIUEHBELEEME, RAENRGHATLEEEEANFREIMSG, TR
BGE , BIBR R BIBREG R F6 S

EEANR AWS EERE A & AWS CLI, FS[ithe section called “BI 2 774k B AIF ARG,

EXUHATEE AWS BEWHAMTE ( 3R RE AWS SDKskY IDE T EZF Windows PowerShell
WHITIE ) MEZEER , IS M http://aws.amazon.com/tools/.

TR
MBS REZEBITIRA AWS CLI A Docker , BREEFE , HERATHSREEEIANLE,

Z%% AWS CLI

=¥ Amazon ECR AWS CLI & Amazon ECR —# 2 |, B LZE & AWS CLI lrE, BEXEER | &
2@ {AWS Command Line Interface AF#Er) T %% AWS Command Line Interface,

Z % Docker

Docker AT W ZFREIMNRIERS , BIEASEHIN Linux 2 &AR (20 Ubuntu) EFE MacOS
Windows, BXRIUAIESENIRIERS LZ%K Docker WEZER |, iH#E Docker T35,

BRERMFF X RSGENT A Docker, MNRBEEMEH Amazon EC2 , M A /F31 Amazon Linux 2023
S H 2% Docker LAFFRAE A,

MR E L% Docker , BHBIZZE 1 : 812 Docker E5o

£ Amazon Linux 2023 AMI 7£ Amazon EC2 3245l = %% Docker

1. {ERAH&IAR Amazon Linux 2023 AMI B313%6l, EXEZEE |, 55 (Amazon EC2 AAF1E
B B EsIEb),

2. EEINEHF, BXxEZER , 55 (Amazon EC2 AP ERE) BREREESR Linux =41,
3. EHXHLERZENEFENEFEEE.

sudo yum update -y

4., REEKHH Docker Community Edition BF .

FREM API R4 2015-09-21 6
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https://docs.docker.com/engine/installation/#installation
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sudo yum install docker

5. JB3h Docker BE%

sudo service docker start

6. IF ec2-user HmiNZE| docker 4 , LA{ELREEHINIT Docker 55 , MEEMHEA sudos

sudo usermod -a -G docker ec2-user

7. B, BEFERLUSTHN docker BAUR, ALY ATH SSH AME N EHLRED
hEFEETIEA |, RHIX — IR, BHE SSH 2EFEEMAN docker BAUR.

8. IF ec2-user BEHREIEIRE sudo H1ER T121T Docker i 5o

docker info

(® Note

EREERT , EUREEEEFBIRG , UMEN ec2-user RMATHE Docker #HEFH
BEFIRR. MREFIUATHER , ARREREHRS)

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

S 1 8l% Docker & &

ERSTRP |, LRF0EREE Web ATRFHRY Docker B{& , HEAH R L5 Amazon EC2 324 L
LERR R,

BRI 2 Web M AR Docker B

1. BIE& 7N Dockerfile BIX 4., Dockerfile 2 —NEENXH |, #IA T AT Docker BREGHY EASBR 5
UREZENIEURERIE EETHRAE. BX Dockerfile WEZEER |, H#F Dockerfile &
%,

touch Dockerfile

S 1 8% Docker E& API fRZA 2015-09-21 7
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Amazon ECR

RAriEmE

2.

4.

YRR IENINI B2 Dockerfile HRMUTHE.

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

B3, EXPOSE EESERE LAFiwO 80, CMD IS B3 Web RS 85,

MIEH Dockerfile 4 B Docker %15,

(® Note

Itk Dockerfile £l Amazon ECR Public L3 EE /R Amazon Linux 2 A BB, RUN IESEFHIE
7, ZE-LEERT Web REBHNEHT , AR R Hello World” IAE A Web BRE 258 X418

Docker YR LEIRA A REBEEE LU TS F A Dockerfile TEEKEZE , MARFTRAAEI B

4
2,

docker build -t hello-world .

5| A AR B

docker images --filter reference=hello-world

i

S 1 8% Docker E&

API R4 2015-09-21 8



Amazon ECR AriEE

REPOSITORY TAG IMAGE ID CREATED
SIZE

hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. ETHHENBG, -p 80:80 ETGFARLAFHMIKO 80 MR EH AL LMIKA 80, X
docker run WEZEE |, 5% 2 Docker BT,

dockexr run -t -i -p 80:80 hello-world

(® Note

3k B Apache Web FRFSFMNHHNERELIRE AP, BALLZRK Could not
reliably determine the fully qualified domain name”HE.

6. ITFFM¥ESHIEMIEEIZTT Docker HIEBE LN ASEHNRE S,

- MREFEHNE EC2 X4l , XNEIRSEFH Public DNS & , WESEH TES SSH E#FEFE
fFleybut R, BAREFINEZ A AR FIRD 80 LW AMRE,

o MRRIEZAR#IZIT Docker , APRFERAIN BT BFHE M hitp://localhost/s

« IMERLRIE Windows B Mac it B #ldocker-machine LR , & docker-machine ipti S &
F£& Docker By VirtualBox EEEMILEY IP #hsik , BRAIRIEEmachine-namefERAK docker 1t
BB,

docker-machine ip machine-name

BRIEE—NE R“Hello World"EA8 MR,
7. BIEEA Ctrl + ¢ =1L Docker B85,

T2 QEFEE

MELCHAETHIET Amazon ECR 4G , EX4TRE—NERERREE, BEARGF | G2
—NE#A hello-repository WFME , A FH#IE hello-world:latest BBREXE, Edl
BE#EE  BETUTHS

aws ecr create-repository \

SR 2: EFHEE API R4 2015-09-21 9
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--repository-name hello-repository \
--region region

SRR 3 MENRINEMRE IS 65

RERHBETERS AWS CLI, BFERARIANEMEXS Docker CLI 31T H 0 8UE, iX#¥—3K , docker
WS A LUE Amazon ECR HEEMIEEE &, AWS CLI £# T 8L & 0 RIE I EMget-login-
passwordfi

Ef£ A [ Amazon ECR JEMFEXS Docker # 1T H 3K 1E get-login-password , {EE TS aws ecr
get-login-password¥$ & 3 I iE S 8 4& % 45 docker login & AT |, FHE AWS AERFE |, HAEEEXNH
B1THHRIUEN Amazon ECR Eftk URI, MR ZANEMRITEHRIE , MARE X BEMER
BEEZGT

/A Important

MBWEER  FREFEHRIEFREN AWS CLI, BXEZEER | F5H (AWS
Command Line Interface AF ) FHZ%E AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | dockexr login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

 Get-ECRLogin @55 (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

SR 4 HIEEBE Amazon ECR

RESTUHERGE £ -5 P OI2M Amazon ECR F#FE. EHRUTEREME , A docker
CLI HEEMR A :

- REKERAH docker : 1.7,
- B A docker login Eti& Amazon ECR R Tk,
« Amazon ECR 7t E#F1E B A P B %76 FE#IEN R,

SR 3 AEHNRIEMRRIE S5 API iR 2015-09-21 10
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR AriEE

ERBIXERREST , AP EGERSEEKSORIEMRPIUENFEESD,

FRICE B HHIXE Amazon ECR

2

1. JIHEBEREARHNES  SURIERICMIEENES.

dockex images

B
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. WMICEBHEERNFEE.

dockex tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEHK

docker push aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

i

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
e9ae3c220b23: Pushed
a6785352b25c: Pushed
0998bf8fb9e9: Pushed
0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE
size: 6774

I8 5 : M Amazon ECR EE& %

EHIEMGE Amazon ECR F#ER , IMMNEMMERIZMRG, EHBUATEREMLEE , FH
docker CLI 12 ERAR & :

S 5 : M Amazon ECR 12E4E & API iR 2015-09-21 11




Amazon ECR A5
- REZFIERAH docker : 1.7,

- B A docker login Eti& Amazon ECR R Tk,

« Amazon ECR F#ERFEBR P BN F#EERIA R,

ERRXERREMGE , ARIENGES. EM Amazon ECR REURHIGRE , ST TSRS !
docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

i

latest: Pulling from hello-repository

0aB85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

e9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal®5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

SR 6 MIBRGE K

NREBFBEE—NFHEEFHEMNRS , WM R ZMG. ERRREG , BIEECENERE
HIEEMBH imageTag = imageDigest BHo. AT RHIMBR hello-repository & FE HBRGHR
ZH latest WG, ENFEEFHBRROIRE , EESTUTHS

aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

ST BIBRTF

NMRETBFERBINRGEMEE |, BRI EEE, AT RAER --force fREMBRITEMEH
FiEE. ZENREEMENFEE (REFHMERR) , HETUTH S :

aws ecr delete-repository \
--repository-name hello-repository \

S 6 HBRER API iRZ< 2015-09-21 12
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--force \
--region region

ST MIBRFMEE AP k7 2015-09-21 13
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{£1t, Amazon ECR Byt &E

B LMERAL TR T REFMEKEAEWIEFEH Amazon ECR BHE L 8E,
£ Docker 1.10 XA ERRA AT R A BB E L&

Docker B&HEAK , REGRN T EWEME, Dockerfile WE—1TEStIEFHE. HFEH
Docker 1.10 & A ERRAES | Docker EEERIATE IR T &1 L& ZE Amazon ECR Y [E) B #E3A R AT &
WE , NTh4aRE L&rtiE.

ERBR/NERFESK

B Docker Hub IRIEMEINER , TREBELNWNABRFIAZTENRS GBI, FZEEHEM
ATE Docker #t XBIE HHEF B/ NER , HAEA Docker /) Scratch REWEEBCHERE
B, BXEZELR |, FS Docker XTI EZERE G,

FRENERRDH K MR AEE Dockerfile

Docker EEF= , ARG ERE, MBEMNKE—XHEES  E—F LB EMER , N Docker
FERAEERA K MAEFHEE, B2 , BREEBMKBcaENNE, WRELAEER , N Docker
TEHRFZE , U2 EFRFZEZRHIANWMERE,

NTREBREFMIE Dockerfile HFEXT LARFAFAVEIE , A[Z B F LaHR RN E SRR KEAK
B A Dockerfile, REH BRI (21N AREFHVRNAE) BERAMER,
G T UBR TS EXXHH i

EEHUENFEXA2ENZEN—BoRE , EZEERFERPHEMER, ERUT R

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

EAXRRFF | F—PHEZN RUN BHEIRNEES SR targz XEREFFEBRERNE. BIESE
I RUN S5 EMIBR tar.gz X4, XEGDTUSAEE—RE , REMNIZETIES , UBRELR
Docker BT EE T LEMN X4,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\

API| BA 2015-09-21 14
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mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 P B Y (X S30 48 Ui T

BlmRERAREEFMZTNARFNXBLIRET R, ATSUBA M Amazon ECR REVE &IV
iR, MR NARFE Amazon EC2 k4 Liz1T , I LAEA LT shell KTBMEHIR 7T A XIRERX
5 -

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A EAERA AWS CLI 282 XIgE1% 48 --region @5 % , SfEA aws configure s TR IZXFHIR A E
MEEXHNRIAXE, SEAJUEER AWS BHEF AT EGH#HTRAAMREXE. BXESE
ESHERATREERBESNRETRIEGNHE.

API| BA 2015-09-21 15
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@ Amazon ECR JEMRIZHER

BAILAE R IPVANPRA IR T SN ( F ) LimT [1E Amazon ECR FAB Mk #ix. HEL M
B, EEMEE OCI B, Docker MEGMFIRAE OCI I H, IPv4 IPVBEM IPv4 MK &K HER , &8
AILAE AR R IPv4 AR TT Ko BM IPv6 ML EHER , EEATHRLZET R, BXMER IPv4
XL LT 2@ Amazon ECR A3 EMIM A HERNEZEER |, iHZHME Amazon ECR a2 HE
MEENM A HER, 78 Amazon ECR EEXFEMAEHNZH. IPV6EXENMNELELR , HSH

Amazon Elastic Container Registry EE#T-

Amazon ECR &g S B H IPVAMXRKRIFT SRS MKL LK IFET AXFNELEE. XEBEHEATUE
¥

- Xif - BNMNmREBBEET — MK,

o RAH __BEANERBORTHREANERGET AT EAXEREFHEA OCl M AWS Docker 51T 0,

.« B4 - EP9#KX , Amazon ECR B2EE 4 FIPS FrENE 2. BXHE FIPS B Amazon ECR %
RIKRNEZER , TSR (ZEBKIPESLIERAE (FIPS) 5 140-3 iR)

BXAEE IPv4B CLI B9 Amazon ECR API AN ZE Fiw, Docker #l OC AWS | & Fim X510
BEAXRETANESZELE , AWS SDKs FSHEREKRiHET =,

F ek Higsk IPv6

E [ Amazon ECR AR A HER IPv6 , BEEFEANHERLITET o EIHA Amazon ECR &
21 IPV6 | FRIFATER :
o IBHE PR & A 23 IPV6,
« Amazon ECR ¥ LA TiERER : IPv6
« OCI # Docker ZFimiER :

<registry-id>.dkr-ecr.<aws-region>.on.aws

« AWS API &K :

ecr.<aws-region>.api.aws

o BAMEFERR IP it 55 A £ AWS Identity and Access Management (IAM) SEMRF
B, LLETE IPv6 hiEE,. BXESER , B50H £ IAM KB EA IPv6 b,

UNRRIZYE API| k7 2015-09-21 16
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- EAR IPV6 , BRS AR BE S IPv6 8N ERRemote IPHiit, EFMATE, MIAMEA N
FRATIXLE 1PV TULRY IP it

® Note
MREBE S REXHHEE IPv6 it BB A , BEHRRAWS XH.

st 1P iy Fe /M

MR EEAI R use Linux/Unix 2 Mac OS X , N ATLAE AL T ROIFF R curlda s IPve KN R E
A] LAY (8] Rk i &

Example

curl --verbose https://ecr.us-west-2.api.aws

BIRENERUNTHIRTR. MREETEEN IP it IPve B 1TiER , NiZibib ¥ 2 — IPv6 i,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
Host: ecr.us-west-2.api.aws

* Request completely sent off

\

W RIREAR K Microsoft Windows 7 2 Windows 10 , M AT LAE 27 IPve aJ LUEE IPv4 SHE
Bping@m T iHRINKRLET & , WTHIFTR.

ping ecr.us-west-2.api.aws

AR IPVv6 KT Sk HiER

Al LA E RN R K iET =8 A Amazon ECR APl, IPv6 & EH IPv4 22 , Amazon ECR API
BRIEWTHREM M RERFRIE—., IPv6

£/ AWS Command Line Interface (AWS CLI) 183 AWS SDKs , &7 LUBES S BEir &k 3 A
IPv6 LAY B XX 4k £ jﬁ‘ﬁ:ﬁf—(_'\ NEEFETEE AP IEENHEKR LR LB EEIA Amazon ECR
KiETT R, BEAUFERAGTHITREER , E%ﬁl}\EEEI#EFH use_dualstack_endpoint &E&
N true. BHX use_dualstack_endpoint WEZEER , TSR F FIPS i .

Wi 1P bk Fe A M API| BXA 2015-09-21 17
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Amazon ECR AriEE

Exampleff A T E X ELE

aws configure set default.ecr.use_dualstack_endpoint true
Examplef2 iR A= IPv6 £/ AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

M docker CLI EFH Amazon ECR &

FIEH Amazon ECR EEFEH AR ISR S |, & LA[E Amazon ECR JEfft R #EIXFMEHIEL OC| Bk
@%ﬂ Docker B, LA RBIER T 6 AN XL UK S A docker #E3EF docker HIELAR T o

Exampleff i SUHEE docker & & IPv4

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Examplef FI Itk ih S IE docker BRER

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example s A im S 32 B docker &5 IPv4

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Exampleft A X #E4% i KU EX docker BR 15

docker pull <registry-id>.dkr-ecr.us-west-1l.on.aws/my-repository:tag

£ IAM KBS {E R IPv6 Hrhk

FEERFEDEMEKRZE IPv6 , EHWARER IP it fFEH IAM AP F Amazon ECR EMERRBEITE
IPv6 th3tSEREl, 1R IP bt % KM R EF AL IR IPv6 it , NIE FIRAET HBERAEMERN TS
iR E KOEMRFREBIEM R FREINR IPv6, BXRER IAM ERBIFRINBRHNEZEER |, ESH
i& A F Amazon Elastic Container Registry B Identity and Access Management,

TRIE IP #hubRY IAM REEEER IP i R ZEER. AT EMRRMRGIEAMFAER IP IPv4

btk KA E E AR R AR 54 . 240. 143 . %SEE. WSEEZIAMFTE IP kX EMER
(exampleregistry) BiFREL#IEL, HTFIE IPvoittat #FHEH 7 A FWEE , it R SE
Ik IPv6 tbiitiGAlexampleregistry,

M docker CLI 8 Amazon ECR %5 AP BA 2015-09-21 18
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:*:*:repository/exampleregistry/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

ERIR A IPv4 (54.240.143.0/24) H IPv6 (2001:DB8:1234:5678:: /64) #ut 5B |, EEU0E
&R KBERY Condition 7T& , ML T RBIFTR. BAILAEA L Condition BRAFHKEH IAM A F
SRR

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

]

/A Important

EFERAZE, IPv6 BXNEFHFAAMER IP it fF kX IAM AP AEMRERE, RIEIL
AEEEIMRREPFEA IP thutiiFik,

IETTLAER IAM 2 EIAEFEH IAM AP BEER |, Mt Ahttps://console.aws.amazon.com/iam/. &>
IAM NEZELR | 558 (IAM BF#8) https://docs.aws.amazon.com/IAM/latest/UserGuide/o

1£ IAM FBEFRER IPv6 ik API iRZ< 2015-09-21 19
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Amazon ECR #A BTt &

Amazon ECR A EEMETBELISETAAEAT BNRUREERRES. EUEALREIMKRER
B Docker 2A% Open Container Initiative(OCl) G M A4 ARXNILEEBREZMEE. 5/ AWS IkF
#HRMERERENFE Amazon ECR Fftik. HX Amazon ECR X EAMEKNESZEE |, BSH
Amazon Elastic Container Registry Public A F s B AEEM R,

IBEMREBR

- BHRIALBIEM R URL

https://aws_account_id.dkr.ecr.region.amazonaws.com,

« MRERT , BRKFTERFNBEAREEIMRPNFHE, B2, ARPFENRTIERA
Amazon ECR, APls AR EENFAE FHEERERIVEM G, Amazon ECR =t 7 21 HE R
REHTERANWAFER, BXEZEER , 5 H Amazon Elastic Container Registry EF 5144
ERERBI,

o AR Docker B IR FIEMRINFE , LAEEA docker push 1 docker pull 655X ZFAH E M
RPN EEERTHENRERGEGIRE, BXEZEER , 52H Amazon ECR FHAE MK S 4

- BN APGRRERFEERBNIAEFEEMNES, BXEEERBNESER , H5
EAmazon ECR R FAE 776 FE R BE o

- BEEELFEIMERNES , REIMRPOFEET LB CHAEEMRPH AWS Xz @ 5#
TEH , LB RMNKSHTES. BXEZFEEL , S5 Amazon ECR FHIAEMREE

Amazon ECR FWFAE XM & B 4 KRE

BATLAE A AWS EE124]4 AWS CLI, = AWS SDKs ReIZMEBEMELE, WA EAIXLE A E
FEGMITELERE | SlFEIMEBRESR. XEFEFRERREN AWS BHRIESE, REEHAK
E AT LA{E R Amazon ECR API #AFIREVE % , (BB E B Al RE{E A Docker CLI 4% E1E S #Y Dockerf
EE,

Docker CLI RX#FAA IAM BHRKIFHE, DR ITEMESE , LUE Amazon ECR AT LAY Docker
HEA FNIRENE R 1T B AR AT,

BIRHEUATETFANTBEM RS HRIES E.
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£/ Amazon ECR EiF#BIfEF

Amazon ECR 1 T Docker il #HBIEF , X ES7E Amazon ECR H#EMIENBE RN ERZ T
FBEFA Docker Fif, BXZEMBESLSE , 15518 Amazon ECR Docker FiF i BIFEF o

@® Note
B #I , Amazon ECR Docker ‘ZiIEBIF A X 5% EHHRIE (MFA),

ER RN S hE

BNSEANREESATRREMRIITHEN IAM ZRANNREEATCER, SARITESEATR
BRE IAM ZEREAB G R BEBRER 12 NEtHEM Amazon ECR JEfMR. EREURN T , MM
£/ GetAuthorizationTokenAP| KRR TE A BAWSHRIBEBH basebd MBI BN T, %
AWS CLI get-login-passwordmFEIK EZNBEDRNTERECLRME  REETUFEERE
Fldocker loginn & 1T H 4RI,

£/ get-login ¥t %t Amazon ECR #A & XM R IIE Docker

-  EfEA[E Amazon ECR JEMFEXS Docker #1T F B IE get-login-password , BT H. aws
ecr get-login-password: ¥ & 17 36 IE 55 B 4% 44 docker login @858 , FHE AWS BERF & , Hi8
EEXNH#1THBIIER Amazon ECR SEt R URI, MRXZAEMERFITEMGRIE , N XFE
NENEIMEREEZT S,

/A Important

MRKB4ER , FRESEHRIHZFHREN AWS CLI, BXEZEER |, H5H (AWS
Command Line Interface FAF#E§R) FMZ % AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

« JREL-ECRLogin % (AWS Tools for Windows PowerShell)

£ Amazon ECR EiF B2 F API iR 2015-09-21 21


https://github.com/awslabs/amazon-ecr-credential-helper
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(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ HTTP API 5551

Amazon ECR X #F Docker jxfft&& HTTP APl, {E2 , B F Amazon ECR B TR EEME , Hit&E
HATN HTTP BERBHBZNSIE, BRI BER -HIZTUR I HTTP BAURL |, curlR &% get-
authorization-token AWS CLI is S HE NS,

5/ Amazon ECR HTTP API| 31T &0

1. FARZRENTE AWS CLI FRHEHRENIMEEE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authoxrizationToken')

2. E[MO AP #{TEHKIE , AR $TOKEN ZTE&B | curl S  -H &, #ln , LTHSL5
i Amazon ECR F#EFRNEGIRL, BXEZEE , i85 Docker itk HTTP APl EX
4,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecr.region.amazonaws.com/v2/amazonlinux/tags/list

BRIBE— (T R) RBITHRHRITAAEXLRRE

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}
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Amazon ECR A FAE E MR E

Amazon ECR E AR EMBREFEEMRFFIEBINE,. NEIMXBEDNEELFTIMRRE, &
A LAMERAFMEEMRIRERE B T8,

« GEMRNR - FMRNBRRE L FRFHEFNERNEFNR, BXESEE , 52/ Amazon ECR
P AEEMRNR.

. EFRBAN - REEEHNATE Amazon ECR REEMETERFR A LISTMROBEK, X
EZEL , B2 BLIIMERS Amazon ECR BREIMERS.

- EFIRE - EHERERTEANFEERE AWS Xigl KiBEH , 2K AWS k&6, BXESE
B , #2% Amazon ECR FHFAE MG E .

- FREERER - FEENREMRA T E LE Amazon ECR R R & QI F6 FEid E N AR
Bo i, BIHNIMEFRE, HEERVUEREFCENTFEE, AXESEE SR AT
HEEFHEL HER 612 5 S H5R (EH E 622 89 7 F A R R,

- RIEHE - RIABERT , AENEMRKREAERAE, B LUEAEBEEIhEE |, ZIheEREf—HE
MBLENPAEER  TRHEREREANEFERESSRE. BXESELR , 5 £ Amazon ECR H
AEREEREERSERE.

« Pull-time updat e HEBR — AT LARL B H ERAY SERTHEBRT , LAY L E R BV E R BT EHTH L)X B ER
HE. XX FATFURNEGREFTHELESENAFMEGERREEREN ClI/ICD BEWEEER,
BEXREZEER | H52H Pull-time EH R,

 Blob EHEE — blob HEHEEATEHFIIMERINERERBTRAZLHRE K MIAREHESER. &
X*XEZER |, i§5 0 £ Amazon ECR H#:2; Blob,

£ Amazon ECR ##£%; Blob

Amazon ECR X#F—#£ A blob EH K IIEE , ATHEIMRANFREZAXAZLIHEGRE. BA
&, BNEMKRPOEEETSI AR —EMERPEMEFRETNERE , MALFRESENEIR,

JEREMER blob B85 , I EEHSHE , Amazon ECR 2EHEREHRRAREIMRPNIE
B MRE-—FMERINE —NFREFEFE—NE , Amazon ECR FERIAEBE , MT R L&ZE
Ko
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® Note

MR OCI HFmKME blob AIEEEFE THMEMESR , NSBBEEESH. REEE
R POST ERBPEEXLESHET , Amazon ECR F4=iHEE,

Blob ZZ%# =

* Blob EHRMERTE—MEMK (ARNKSMXE ) .
o T ELAER AR INZRE MW,
- B EEEFOENEBTZE Blob HEH,

« WMREREZER blob HH , WEARE T blob ERWIFR THENAARGRUAETE , BEFHREF
HEHRES

Blob Z&XH &

BRI CAER AWS BIEIEH A 3 AWS CLI FEMKRELE blob &,

® Note
BPEEFM#E Lecr:GetDownloadUrlForLayery IAM R FRENEHEESFEHEE,

AWS EEZFIA
ERANTSREFIMRMN blob HHEEE, AWS EEEZFIE
FFERBIEMERMN blob EREE

1. EABEEME/FMEEFITFF Amazon ECR #2#lA https://console.aws.amazon.com/ecr/
2. MEMESd , ERXHE,

3. HESMERTF , EF BEIMKR. DEMRE" , A/FIERE Blob HEH.

4. 1 Blob ZERHEL , &EFA,

FMER—FMEE , 57 blob ZREEESEFNE A
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AWS CLI

FERAUTHSELREMERM blob HEHBEE, AWS CLI

aws ecxr put-account-setting --name BLOB_MOUNTING --value ENABLED

Amazon ECR W FE F M RNER

Amazon ECR MR REEALE EMERL D@ AWS E4R FINER,

SEERETERFEEMREERARIEEN. BRMNRAEETRENEMRKRESTE : ARA 1 (V1) FAR
RK2(V2), V2 Y BHEMKREEE , HPIEFE ECR X, BX API BIEENZEIIRK , S
58 Amazon ECR APl 8. V2 RAZERINAVEMREMKEE. AXREFHREIMREBTENE
ZER , B YR BIMEBERTE, X Amazon ECR AEIMEREMNRBNES , F3H
Amazon ECR PR B FMRIZE.

BRA BT,

¢ V1 —=XFHRA 1, Amazon ECR X EFE EM KL B @FEI 1T TR,

« ecr:ReplicateImage - OEMKS, ( HFHFEME ) BRFFEHEGEH BN EMRANE,
XXATEKFEH,

- ecr:BatchImportUpstreamImage — RN RABEGHTHS ABEHNIBEME.

« ecr:CreateRepository - BFEMREIMERFLEFEENNR. WRZABEEMERPE K
FEATHREEFNREREFTRENTFHE , WEEHNR,

* V2 —XTFHRA 2, Amazon ECR R VFREEFHIFIE ECR #1F , FEME ECR FRPBEHMITE
itk KB

B ARG AS CLI EEREUEMRREEE,
® Note

SRATLUF ecr: * REFMBALBEMEREKE | ERESKBRERESER B HEER AR E
HBERE  MARERABER,

F3
« Amazon ECR WY FAE F A 3k SR BE R~ 51
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Amazon ECR -
- YIREY BRIEMEREHTH

- B F71E Amazon ECR #TEKF S K A RIIE

- ¥F1E Amazon ECR HRREVEFH EMRNR

Amazon ECR W FA B F At =K BE =5l

UTREIERT EATEFIAFX Amazon ECR JEM &R AT EZ N RAVEMRNRKIEF A,

(@ Note

EBANRAIFR , MENEEEMRFEPMBR ecr:CreateRepository #E , EFIIAT
BERE, BR , ERIES  BEEEKFPOUZEEHEE TN FHEE,

A~ RVEIRKS RS IAM 4 EHM AR E
TSR RATPRER B R VFRIK = R AOFTA IAM 45 (AP HNAG ) SHFEREE.
SEBUTILA

- EERR  HEERBTR AWS K/ ID IBERN E4E , BlEiZKS FHFRE IAM AR MAeRT
BERER , MARRERAFRFHRNR, XHBNKFRAET 2R 5 RNR,

« REFEREW : KERNBRRFHEEKS FAE IAM SHER 5 ERR. ERGERRSBIERTHE
R, BEERME IAM AP, AGREAFKHFEIHE - FSRELENR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
},
"Action":[
"ecr:CreateRepository",
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"ecr:ReplicateImage"

]I

"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"

| RERBZSNKFH 1AM E 4K

UTEMKRNRREIEMNED. BMEUIBATRKS PHRE IAM X4 ( BAFNAE ) E5IAR
BEF#E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resourxce": [
"arn:aws:ecr:us-west-2:123456789012:xepositoxry/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{

"AWS" :"arn:aws:iam: :444455556666:root"
}I
"Action":[

"ecr:CreateRepository”,
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Amazon ECR

"ecr:ReplicateImage"

] ’

"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

]

}
]
}

R RVERK S PRAE IAM TS HFET AR prod- W@ E

BTEMRNRREE R TFRKSHRAE IAM E46 ( BAFNAS® ) EFIMELN prod- AR 7
FEo

JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/prod-*"

SEA R R BE R API iR 2015-09-21 28



Amazon ECR AriEE

2T BEMRREETE

/A Important

XNTHAF , SGEMRSECIZNBEENER V2 EMRER, ETERIUEME
¥, Amazon ECR FEWIRE T 2 BIHEMRBEEK. V1

B AEARHAS CLI EFREUEMERREKSEE,

AWS EELH 4
FERANTSREELNKFRE, EEEFIAEFNIMERRBTE , HSRAT LM CLI ZiR,
NEEFBEM RIS A58 M RRAE

1. EIMEZEMR/ZEESITH Amazon ECR #4l4A https://console.aws.amazon.com/ecr/

2. MSmEF | ERXE,

3. ESMERT , EFREEMK. PEMRE , AEEENR.

4. ERBREEL , FTFEMRER , FEFLHRRK JSON, MREE VI XK, W2ER—%
#iE , HPIEEHME V2 HiRE, FERER.
FER—MEE , ROIMKRRECEESEHE V2,

5. BABLUARMER CLIEENR. AXEZELR , 5K Amazon ECR R EEM =R
B

(® Note
EEEFREREMERMEE , FSRAT LN CLI FiE.

AWS CLI

Amazon ECR 4 V2 iEi R KM, R TENIRIEE  UEBREFIMRRELE, BLE
EEREH AP EENEIEMREBEEE.

- ERREZBIERARNEMREE,

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE
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SHEMNUMEFTR, MRETREBH , WFRBILITHEIR

aws: error: the following arguments are required: --name

ERIMREHG TR, EUTREAMES |, SEMREBMRAEN V1,

"name": "REGISTRY_POLICY_SCOPE",
"value": "V1"

R BURDEM SRR AM V1 BN V2, VI TREERNEMRREEE.

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value

plan , R TS SERE V2,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

ERIMRKBHTHRE, EUTREAMES , FHREERESERE V2,

"name": "REGISTRY_POLICY_SCOPE",
"value": "V2"

B F 7 Amazon ECR F#1TEIKF £ &8y E M RIXFR

B REERBE A TE AWS ZEEAR TR , RTPRF#ENREMREHZERNEMER. FIRER
T, CEREBCHIEMRPEEEXHEH . MRERTFEMAKSFNBTEFHIEMRANR , MR
R EE MR R

SEM R RS AR F ecr:ReplicateImage APl BER, It API  —NR%EE Amazon

ECRAPI, JEXEHRIKF 2B EHER. BIETURF ecr:CreateRepository BR ,
Z PR LT Amazon ECR EEMEM R P LIEEFME (MREREETFE). MRERREH
ecr:CreateRepository R , MAMEFTMEFFHCNESREFHEBMERNFEE, MRH
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EYRTR , EFIFEAK, FRIKLXMKAEAECreateRepositorys ReplicateImage API g E#S
£ RTEF CloudTrailo

EREEFIANRRE AWS EEZHE)

1. 3T Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o

2. NS | S X R EE MR R

3. HESMERT , EREMEEIMR , ERHEMRE K RAREENR,

4. 7 Registry permissions ( JEMRR ) WHE L , %% Generate statement ( £5KET ) -
5. EARMEMBRTRUATTRUE REER,

a. NTREERE  EZEEH - BEKS,,

b. XTFEHID, MmAK—WFEHR D, FREIMREMR LA Sid.

c. XTFkF , MALER IDsERFNRIWFNMNKTWKS . EESMK/ET IDs , EAESD
FBEAT,

6. ‘&R

EREE FIF RS (AWS CLI)
1. BIEE RN registry_policy.json WXHHFERIMERKXBIERE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"

}I

"Action":[
"ecr:CreateRepository”,
"ecxr:ReplicateImage"

]I

"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
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}
2. fEFRBE A BIEIEM R KB

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. RREWINNEMRER,

aws ecr get-registry-policy \
--region us-west-2

& F 1 Amazon ECR FIRIEFZEMRANIR

Amazon ECR FAEEMERMNR AT A FRES IAM AR HIEEFENNRTE. R IAM policy %
F IAM AW RR S FEMRNBRRBER FHNR , N 1AM policy £ 5%.

BB EMRORKE (AWS EEZH /)

$TFF Amazon ECR ##|& , Mk https://console.aws.amazon.com/ecr/o

MNEfEd | EREEEPERENEETMRNREFTINXE,

ESMERT , EEAEEMK , ERIENRE , ARERENR,

£ Registry permissions ( EM TR ) WE L , 1%£3F Generate statement ( £RIET ) -
WTFECENBNEFRINREREY , BRITUATRAE,

o M wDhd =

a. XF Policy type ( REEEE ) | E%# Pull through cache policy ( #EEFEKEE ) .
b. ¥ F Statementid (iE@ ID) , NHEEFEDREBIZHBR,

XF IAM entities ( IAM 3245 ) |, EEEGSSERBEHRINAF., 45AE,

d. XITF Cache namespace ( BEFmAZEE ) , ERESKBEREKNIEREFAN,

e. XF Repository names ( FERH ) , BEENAANNFEEEARER, flm , mRERE
#87£ Amazon ECR Public L3 E Amazon Linux FE , FEEBME R amazonlinux.

o
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Amazon ECR AriEE

Amazon ECR FAB 1ZfFE

Amazon ECR FAEZ#E I M Docker B &, Open Container Initiative ( OCI ) BR{&F] OCI &
¥, B A Amazon ECR APl #4EE, Amazon ECR 24| 8N EMES D |, B LEIE, KiEH
BRI G IFMEE |, HIRBENRAEE AL R EFE#E. Amazon ECR &5 Docker CLI &5 , E L&
A DU RS TT R IR R HEE B 7 B |, HIRER

£}

- WEFHEESS

- B2 Amazon ECR FABE 7 E L F R

« &% Amazon ECR B FHENRNEMNFHER
- £ Amazon ECR HHIBRFAEFHEE

« Amazon ECR FHIFAE 171 BE R

- f£ Amazon ECR H#FicFAEFHE

IR FEER=

« MABRT , ZHNKF A EBRMEARINEMERFOFHEE
(aws_account_id.dkr.ecr.region.amazonaws.com), 182 , AR EENRE T aLEA
Amazon ECR , APls LA a8 1 7764 FEHEIA S RIENAR &, Amazon ECR 2t 7 24 £ EREEKE
HARRBNBAFIFR, BXREZEER , S Amazon Elastic Container Registry T & 4 9 5K &
il

- BYAFEERERA B FHEERBIO TR FEE, BXESES , 2/ Amazon ECR FHYFA
B E R

- FHRESMUIFEGEZE , EUERATEZR>EHBUNFEE. Fl, RSN HBERE
BEREMT , BB A JLAERA team-a ap &z , HIBA B JLAEA team-b tn A Z=H. X8 , 84
HAEHBEECH BN web-app WEEK , BNMNEGFUEANGAEZRFF L, XHEETER~E T
F1ER TR ERSANER ERXLEHE G, FHAR A WHEHE team-a/web-app , FIRA B WEBHE
team-b/web-app.

- BRNRBUUAEHCHEMRPEXSNEKS SR EMGFwE, SULNESEIMRIREFEE
EFIBERMNITIIERE, BXRXESER , $2 W Amazon ECR HHAMEEMRIRE,

- HEEMKREHSEA blob HEHF , FEETURAZELHBEE.
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£ Amazon ECR FAHE 17 FE LAIZ & IR (&

/A Important
£/ AWS KMS (DSSE-KMS) M= AR 55 25 im I 24N 72 X = H AWS GovCloud (US) AT A,

B2 Amazon ECR A B E , REERAF#ERFERENTERG. FRREUATISRUER AWS
EEEH BN AFEE,

BIERIZME (AWS BEEIA)

1. fEhttps://console.aws.amazon.com/ecr/1Z & EE 3T FF Amazon ECR ## &,
2. MEmEd | ERECNEEEEN X,

3. EBRIETFHE A6 RBERCUBTFHE.
4

NTFEHERNR , AATFEENHE—B., FTHRESHRALBITIERE (B0 nginx-web-app).
mE , AU EHSIEMN LGSR ZERGEEESHBIEF D (B0 project-a/nginx-web-
app).

@ Note

FREEMRZSALUEE 256 MEN. BMLAUFEITL , HEREZENEFE, ¥
F, EFF. TRILMERL. FEERANERNL,

5. WTREIREAXRY  AFEREEEEATHRETESREZ —

- IR MRLBBBZREIRE | FEREBELEDN. BUATEARNEERENTREE | UBR
Amazon ECR AT AEHEFH MK, Wi , BER —EARRENREER , BEAZREH
BRI ZSAE P 3l AR B MRS fE FIBEC AT (%) SRICE 2 MELIATIRE

« AAE  MRFBEALEBSREFE , MEERLED , EHEFEAERINREGN , EEA
TrREETNAERENEERT,. MREZHEETEUNEREMNIRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b9 , BN —EFRATHIREEARSER , BEF
A AR BRI X AR P AR B RS e ABEL R () SRITE 2 MEL IR,
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® Note
FPREFEEMIEN AT EMIRE,

EHRTINZEE , HiER AES-256 X AWS KMS, BEXEZEER | F5H 82503,

a. MREF , AWS KMS NEEZMZNMNE INE 2 AFITIERE. £H AWS KMS R /E &
SEXHENRA. BXEZER , 182 Amazon ECR BRFEM.

b. BRIMBERT , &EF#HEslaws/ecrEH AWS HERH, HWBARELEROIERSH AWS
KMS MZEWF6 ENEZNKF P OEN, EREFEENZS (SR ) UEREBEH
AWS KMS #4H, 2 AWS KMS XM EER N TR —XiE, &F61E AWS KMS ZUS
finEl AWS KMS #2#| & A eIZ B S ER.

NTRE[HRE , REGTUEFRELINNELFAFEERHRE , EREKEELT M
RPFEEARKE. BSELAIMRFFIBEELHRE , EULLERERARMNESTE |, F
B3 AT BATE SR T 48 TE B 1% 43 1 R LE 77 i PR Y TR 1R SR

TR,

BIEIFRE (AWS CLI)

1.

& T LAME A AWS CLI #raws ecr create-repository & B B B 17 4% B

aws ecr create-repository \
--repository-name hello-repository \
--region region

MRIEE T i B oI Z B AR , NI BUBE 62 A K/ Amazon ECR #EE a8 T #EXX W B P & 17 ik
FER MV IRIR R B2 74 BF. Amazon ECR RHE R SR 7 B Sl 2 BRI TUE )R B B 3 N 186l
BE#EE, MREEREFEECZER , NN FENEGEEENERE XK,

docker push aws_account_id.dkr.ecr.region.amazonaws.com/prefix/my-new-
repository:tag
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Amazon ECR AriEE

RELR

EEENRBEEIENEFRENSR , FEREFHENESTHEAD T, BRATHIAREGHEED
FHEE , B2 HPREHEZE Amazon ECR AEFME.

EE Amazon ECR A B EEN A B FHME R
SIRIEBRER | BALE AWS BES4HATEESEEERLNEAEE -

- FREREETBERK

- EEREFFERNSMEEEXINEAEE  SESIMERN AN SHA BE
« NEHEEATEENTEHRER

- FRERBTEREZXERAVEDHNIEFAN

- FHRENNRRE

(@ Note

M Docker iRZs 1.9 i , EFEBHEIEZE V2 IRAH Docker jEMER 281 , Docker P ix4&
EREBHDE. dockerimages S THMHEE RRERBWESR K/, Hit , Fid{E , Docker
ARERIRE L AWS BEEZH AT REANER,

EEFHERE (AWS EBZHA)

fEhttps://console.aws.amazon.com/ecr/{Z & FE 3T FF Amazon ECR 4|4,

MNEmESR  EREEEEENFRENXE,

ESMERTD , ERE®E.

£ Repositories ( FfEE ) WEL , %R Private ( #48 ) U1+ , AEEBREEENEMHE,

EEEEFAGEEREL , ZBHABRIAN Images (G5 ) B, FASMELEEHMEFEMHEME
XEE,

1% Summary ( BE ) EFEMEEFAEEHNENZEM#ENITTHREE.

1%£3E Images ( B8 ) L EEBEEFZREFHNEBGEXNER, EEEEXEBGNEZER
ERBEGIRE, BXEZEL |, 5/ £ Amazon ECR HEFMREGEIFMEE,

o K~ w0 Dd =

MREBER BRABEGKERE , B LUERER RO FEEELMOE , REEERBR, BXE
ZER , H55 W Amazon ECR FRRY R,
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BEENRUERERATHFREENTHRERK, BXESZER , H5H Amazon ECR HHFAE
T2 R RS o

EEREDEHRBUEEEATERENESFHRBEAN, HLEAERELEGAREHTL
Bk, BXEZEER , S H £ Amazon ECR R A A AR B3 BB &,

BEEREUERER T FM#EN TBIERZE,

£ Amazon ECR R BRFAE FEE

MRAFRECERTE , EUURRE. EPREREFEER AWS EEZHE , FREPIENHEE
Bt 2WMIBR ; HIRETERUR.

/A Important
E I BR 171 B R B BRIt 4RI BR . SRTTSERUB LR B

T BR T BE ( AWS BRI A )

1. fEhttps://console.aws.amazon.com/ecr/7Z & FE 3T FF Amazon ECR #1154,

2. NSmER | EETE R F6EN X,

3. ESMERT , ERIFHE,

4. 7 Repositories ( 174 ) WE L , £ Private ( 08 ) &I+ , AR EBREMRNIEEE |, 3
%% Delete ( MIBR ) o

5. %&£ repository_name ‘BB EOH , BWIARENMBRIEENFHE , AEEE “BIER

Amazon ECR HIWFAE F 6 FEE R

Amazon ECR £ AE T IR RZGIX F#ER R, ETHRNNRLLE TS ERE% /R F4E
FEHNRAFRA®  URXEAFHASA N ZFEERNITHERE. RAMEAT , RE0IEEREEN
AWS T P BRG] 1718 BE . 8 AT DA R A 771 P SR B SR SL VR X 124k R Y LA AR

FH

- FEFEREES IAM policy

« Amazon ECR FHFAE 77 FE KB R Al

 1£ Amazon ECR iR EFAE 7 FE R = B3
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F#EEREES |IAM policy

Amazon ECR #Zfi FEEREE 2 |IAM policy By —EB% , XLEREET A TEREIX £/ Amazon ECR i FE
#9i5E. IAM policy EB%E A TR A4 X ZA Amazon ECR BREHINR , Bt B F 4 ERRN
i,

EBERMEEA P RA TR ERERTHRIEN , FEEHERA Amazon ECR 124 E %8 1AM
policy. 40533t 7 AE SE B 70 VP 5L FAL P S S HUAT S MRAEE BT 1AM policy 548 ELHA (T IR
(RRER) , WSS ZRIE, BASAERBEIEEERR IAM policy 2 —HRBHTEMRIEY
WA, MABER B AR T RRAEN T,

/A Important

Amazon ECR EXRAF B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT REFTEM R A1T B B RALH XEE Amazon ECR F# EH X RIBEEEE B, Amazon

ECR it T Z/MNHEE IAM RESRIZFIFTRERBNNWAF R, BEXEZEER , HSH Amazon
Elastic Container Registry &F & 13 8 5k #& =l o

BT LAME R IX AN R EG R B 2 — SRIZHIX BN RN TIR , AT REIH AR

LRBIERT —4 Amazon ECR R , ZRBATEMIERF A FRERFHRERNNS
B

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usexr/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories”
]I

"Resource": "*"

1
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}

LERBIERT —4N IAM policy , ZRBEAKIESELEAMERNER , 5ZERERARESHEREKEERE
NEWEE (HFEEENTE ARN #87E), X Amazon Resource Name (ARN) EXHWEZEL , F5
57 B

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepolImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"

]I

"Resource": ["arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"]
}
]

Amazon ECR FHFAE 77 FE R B 7= 51

/A Important

L TUE LR FEERE R SENAT Amazon ECR #AB 7@ . MRERES IAM 44
BEA  XEFHEERBRTEERETHE , BRIFH#TER , & Amazon ECR FEEFEEENA
Ro AXRMAREFRERBNESEE , FSHE Amazon ECR HiREME FRERKE
EO

Amazon ECR Zf&FEREE = |IAM policy B —7 , XEREKET A TR £ Amazon ECR
i E. |IAM policy BE AT N A4 X EA Amazon ECR IREWR , Bt 7 A FR4I3 S ERRN
. BXEZER , BFSH FHEXRKS IAM policy.
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LA 1t BE R B R B2 7R 7 AT A T2 %I3F Amazon ECR FAH 176 FERY 15 R BRAY A PR = BA .

/A Important

Amazon ECR ERA P BEET IAM policy 1 ecr:GetAuthorizationToken API , &
BFREXEM R T E HBIEHMEE Amazon ECR FEH AR EREEZER K. Amazon

ECR 2t 7T Z/MNHEE IAM REEREZEHTRRANNVAF R, EXEZELR , HSH Amazon
Elastic Container Registry &F & 13 # 5K B& R4l

™ RE—ABSZAN AR
AT il B SR B R VF — DB R P [0 f7 i B HE S M 7 B R BUAR (R

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:usex/push-pull-user-2"

]

},
"Action": [

"ecxr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecxr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage"”,

"ecr:UploadLayexPart"

]I
"Resource": "*"
}
]
}
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R RVFE AR
LAUT 16 FBE SR B R VP EIK P X LR

/A Important
R TRNIKF SIS At 27 EERMHXE , SNFRESEIR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountPush",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompleteLayerUpload"”,
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"
]I

"Resource": "*"

LTE#ERKAFEERAFPNINER (pull-user-1Mpull-user-2) , BITRHEX 5 —NEME
FERSELHRMNER (admin-user ) o

(® Note

NFEAAZEFNEERNFREERR AWS BEEEGHA |, &1 LA A set-repository-policy
AWS CLI 5% M KB
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:usex/pull-user-1",
"arn:aws:iam::111122223333:usex/pull-user-2"

}I

"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/admin-user"
}I
"Action": [
"ecr:*"

1,

"Resource": "*"

Gl LR
LU 1708 B SR SRR PR K P PR (9 P AR P SRR AR

JSON

T ik o SR RE R )
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource":

myn

R BREIFTAETE IP ik i 15 [ A PR

AT RBIELE mEAT A P 42 572 5L TR B 45 7 th 4156 Bl B9 77 BE BN B 1T 4210 Amazon ECR BRI
PR o

WiBEAFRNRHFHEE T RFW Internet AR 4 (IPv4) IP thit 54 .240.143 . *SE5HE,

ZConditionREFANotIpAddress&H-Maws:SourcelpZHig , BER— N AWSTSEE MM
B, AXXERXMGBNELELE , SR AWS £REXH L T8, Xtaws:sourcelp IPv4 EFEA
AR CIDR RZE. BXEZEE , 28 (AM AFERE) F8 IP it R EE/

JSON

"Version":"2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Resource": "*"
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
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R RVFEDL AWS RSS

LA 724 B 3R B o F AWS CodeBuild 15 [R] SiZBRFE K FTHER Amazon ECR APl #4E, AT R
et |, BRZMER aws : SourceArn  aws :SourceAccount S48 3K PR X VR LE 4% R A LA fiE A X &

/Ch

MR, AREZER

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
}I
"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn'":"arn:aws:codebuild:us-

east-1:123456789012:pxoject/project-name"

},
"StringEquals": {
"aws :SourceAccount":"123456789012"

HZ @ (AWS CodeBuild AF1#E®) CodeBuild##) Amazon ECR =4,

T ik o SR RE R )
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£ Amazon ECR Hi& EFAE F i FE R I = 85

BRUBRBUT S RPN FEERNMNTEREEH, AWS BEEEHE SN NMeEEI NS
NREEFR, BXRPIEM , 5560 Amazon ECR Y FAHE 17 B SRR R 1o

/A Important

Amazon ECR ER A FEEE IAM policy A ecr:GetAuthorizationToken API , &
BFREXEMREITE BRIEH MIEE Amazon ECR Ef EH A RIBEEZHE M. Amazon

ECRIEH T ZANHEE IAM EBREZHARRINNAFHEE. BXRESES , 28 Amazon
Elastic Container Registry &F & 1389 5k #& =l o

RIE T R B

1. fEhttps://console.aws.amazon.com/ecr/7Z & EE 3T FF Amazon ECR %14,
MNEMER | ERTSEXHIRE KK B 76 FE N X,

ESMBEED , ERTFHEE.

ER@EENHL , EREXHRERBFANTEE  UEFERENRE.
MNEFEESEGIRUBNSMERF | EENR. &E.

o~ 0N

(® Note
MRIEARBINRIAT , FRREL T EREERRIRAEH,

FERENRIE L, EFERINFEH,
XTERABY , MAFHNBR.
NTFHR , EREBEBUFENEREATERABIEL,

NTEEA , BEREFANAZNEE. AXEZEELR , B8 IAM AP ERHH AWS JSON
EWLE T A,

© © N O

- BX&EH Everyone (*) B , I ZEANATARELI S HRIEN AWS AR,

s WFRZZEEA , EERSZEFLABIH (BIIN ecs. amazonaws . com) LUR 7 BF 51 A 245 E #Y BR
%,

« £ “AWS 1kF=” A IDs , EE—1 AWS K5 ( $120111122223333 ) , LU ZKEN A THE
AWS IKF TFRERF . TERES RN IIRIEEZNKF
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/A Important
ER TR IKF SIS At 2 7S ERMHNXE , SNUFREER,

o XTF IAM Kk | HEFEEN AWS IKF TENAFHANASEHAS,

® Note

FHFBEAZ N ES N6 EREE AWS BIBREIA | &7 LUE Aset-repository-
policy AWS CLI f5 B iZ 5K #% .

10. JFFiRE , NED AP BRENFIRPIEFR Y N RS BEMN Amazon ECR AP| R2EMNSEE.
1. ZERfE , ERREIREERE,
12. WERNMWENGERHERBESEU LSRR,

£ Amazon ECR H#riCFAB FMEE

N T HBYIEEE Amazon ECR FE |, B LUMER AWS B R FECHW BB BLAFNWHINE
B Amazon ECR B E, 0 , LA LR KR Amazon ECR M EE N —HIRZS LU B IR R IR
NEBENRES,

REEARAIR

FREX Amazon ECR EEEMAENEN , NERERFRARHITHFT. FET2BH7HERR. &1
LS SAR L BIE |, I AR BR S RNIRE, BULURENERNIENEZFS , ERTAENE
BAZEE, MREFNPFRENESZES LOERENEMRR , FNERSESIAE, NREMBRE
B, Mz ERE PR AR Z th S R

Al LA{E A Amazon ECR #4|& AWS CLI, #1 Amazon ECR AP| R4 EBHRZ

& /8 AWS Identity and Access Management (IAM) , S8 A3 &) AWS K LR ENBIE, &
BB BRIRZ, BX IAM REEHRNIRZEMELR |, ESHthe section called “FEHAE TRZM T RIZEF,

FRiC IR AME T 1T 5%

&7 Amazon ECR FERMARSHERKANMEAXRBRER S ANLEEEER AT NEEEHL,
BXREZEEL |, E5H Amazon ECR AE#R%,

B EEE API| BA 2015-09-21 46
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NMFEERHEARFNEAE , FREAHERERENTRALECNIKERFE, Fim , BATLUREERN
RRARFEMAELNERNFE  RRAAKEEE , UEFEBMRSTFNEAZNARFNE K
Ko BRREFENMENEADTEBENESELR , HSH AWS Billing AFERE N A E KA 2 Bk
==l

Ho

® Note
MREECBERME , WA BE 24 PEEEHANEE.

£ Amazon ECR HAFBE FHERNINIRE
B LURHR SN B FA B FEE .,

BXANZEMNREMENES , B5HA R AWS BFAFER) PHREmE RN ERUKRE
ESNE

B HERIIRE (AWS BEBHE )

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o
MNEmEd | EREFEANXE,

ESMERTD , ERE®E,

EEMEREL , ERERCHERESINEEE.

MREXSE | ERERERE,

EEMEENRSTEL , ERRAMGE, RINFE,
EREEREFRENEL  NEMEEERENE K REERRF.

N o o bk~ 0w N =

BITEREEE ( AWS CLI 5 API ) SRATFRE

BRI AE A AP R ISR B E — 1 AWS CLI HEMFX,
. AWS CLI &% 5

« API #4E-TagResource

AT ROER A ER AWS CLIRARMIRE,

A1 PR EE
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https://docs.aws.amazon.com/cli/latest/reference/ecr/tag-resource.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_TagResource.html
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LT mhric F e E.

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=stack,Value=dev

=™ 2 ERZ MRS TR E

LT = MR RN 768 e

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

I 3 B AR
LT w5 5FEEXRBRIIRE,

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

Bl 4 BIERFHEEHFMRZ
DTS IE—NEN test-repo NEHEHFMEN team, EH devs HIFE,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR H \FAE 124 FEM BRIF X
& 0] LAMFLAE F4% FE b I BRIR X,
BENLBEEEEDRBRRE (AWS BEEZFHE )

1.  3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o
2. M&mEd  EREFANXE,

3. EFMEREL , EHPEMNPRIRFEH 176 SIS EE.

4, MBREXHED  EEFHEERS,

 BRAR API iRZ< 2015-09-21 48


https://console.aws.amazon.com/ecr/
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5. HEFEENRENEL , EERE,
6. ERBEEESSTEL  EEEMERNEMIEN N , RAEERRE.

ENLB T EPRBRIRE (AWS CLI )
EAI AE A SR API ilBR — 1 AWS CLI Z MR,

« AWS CLI -BUB#RIE B R
- API #4E-UntagResource

AR RBIER T S{AIE A AWS CLIMTE A BE il BRARE .

aws ecr untag-resource \
--resource-arn arn:aws:ecx:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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https://docs.aws.amazon.com/cli/latest/reference/ecr/untag-resource.html
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Amazon ECR F A B IR &

Amazon ECR £ FAE % EE P 774# Docker B %, Open Container Initiative ( OCI ) BR{&F] OC| & &
¥, EAILAER Docker CLI S Bk RE F im M IF i FE # X MR EVG B

& Bh Amazon ECR X} OCIv1.1 WX , BAI LA E#FEER OCI 5| A< API EXWSEM#H, T
HEEZE. REYWEER (SBoMs), Helm B&, HBERMEH, RBRMGNEHABZESR £
e, HERN BIMMRGHTER | ZREBEEFEFHEBENRS,

£ Amazon ECR B A ZE 1 M Amazon ECR I\ BEZ#ESRRIRZZMEfa4 mmEBRM T M
AEREXEEXNBENTE, BANARMELEENEZEER , iHSH AWS Signer Developer

Guide ##Y Signing container images,

£

« [FBRGHEIXE Amazon ECR A EHEE

« M Amazon ECR FA B 77 FE T I B & M H g 44
« 7£ Amazon ECR H&EEMBIFHER

« M Amazon ECR FAF 77 B P G IR BN 8 Y A b IR 35
+ $2E Amazon Linux B85 &

+ MIBX Amazon ECR H#IBR &

+ 7£ Amazon ECR A E&E A

« EFH5i2 Amazon ECR FHYBR &

« BhIEBBHFRETE Amazon ECR HiFBEE

« Amazon ECR FH BB GEERA X

« f¥ Amazon ECR B &5 Amazon ECS £&FH

« f¥ Amazon ECR Mg 5 Amazon EKS £ & H

FHR G HE 3= = Amazon ECR FAE 174 &

IBALURF Docker 4515, &8 %]k F Open Container Initiative (OCI) S5 A R A W4 HIA TRV FL
BEME,

Amazon ECR ##t 7 — - ENMEEH I HMFRENSE, BEELNAEIMRRETEEE
HEE , ZUEECERRPEXSNETRKSHTES. AXEZFEL , 55 H Amazon ECR
PR EIMRRE.
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https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
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® Note

MREHALF EEHNESG , N ZBGFEIMEHNEATRER, BXEANREEEGH
E%ELR |, {55 E7% Amazon ECR /B S .

BHAEME blob HEHEHBEHEHS G , Amazon ECR AE#HXIR/EH R BFIREIMRIVME
B, MRE—FMERFNE N EEEFEEFEE—NE , Amazon ECR FEHNEBEE , MAR2LEZE
K, BXEZEER , 55 £ Amazon ECR H#% Blob,

£

o [FEREGHEIEE Amazon ECR FAEEMER IAM &R
« ¥ Docker BR{&H#EIX ] Amazon ECR FAE E#EE

o FZEHBRGHIEE Amazon ECR A B FM#E

« ¥ Helm B &k #i%F] Amazon ECR FAB B

SRR G HEIXE Amazon ECR FAB M EM IAM RUBR

AP EEFNREGHIEE Amazon ECR R EFHEEN IAM R, ERBEFHRENRHRERR , L5
BRI NEGEFEENTRINR, BIE TR FX A F6&ER T BN R,

AP YRBELERENSE , mEHEEENEN Amazon ECR EMEBHTHMHREIL. Amazon ECR
BT 2 AWS RERERZHFERANNAFHRNE. BXEZELR |, 5/ AWS Amazon 3#
MAREEMERNIEE R,

FERAUBIEBCH 1AM KB, UUT IAM RERFRREGHIEISEFHEEMENNR. ERFIBE
T EAR |, iH 68 F 6 ER TR Amazon BIRE R (ARN),

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecxr:CompletelLayerUpload",
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"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"”,
"ecxr:BatchGetImage"

]I

"Resource": "arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"

},

{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

}

BUF IAM SRR TR RS HEIE B FT B 176 B PR B VAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"
1)
"Resource": "arn:aws:ecr:us-west-2:111122223333
}
]
}

$F Docker KRG H#EI%E| Amazon ECR FA B 16 E

:repository/*"

] LAE A docker push aa S AR B HEIAE Amazon ECR 77 &,

#E3% Docker MR &

AP BA 2015-09-21 52
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Amazon ECR & X #0 2 M iE A T 2R MWRRAY Docker FRIIR, AXEE , BSHNZRTR
B HE % E| Amazon ECR A F o

#3% Docker 4183 Amazon ECR 12 E

HEIEHEIERBZE] , Amazon ECR FEEMLAFE , HELMNEL FHEFELEER. AXESEE
ESHBZE Amazon ECR B ENFHIENA TIRHESFHNE, HXNGIEHEHRERE
B AY 7 ft FE IV R AR

1.

3.

B EmHHEEEBRN Amazon ECR IMRIIE Docker BF M &1, ST NENEMRIKE
BRGSE  SHEE%RER 12 Mt. BXESELR |, 555 Amazon ECR WA E MRS KK
i,

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 10K 1iE
ThEEIE L docker login aeHET , FHE AWS AERFE , AEEENH#THEMHRIEN Amazon
ECR JEfR URl, MRX ZAEMRFTHBRIE , WAAERENEMREEZT T

/A Important

MBWREIR  FREFEHRIEFTREHN AWS CLI, BXEZEER | F5H (AWS
Command Line Interface AAF#ER) FHIZ % AWS Command Line Interfaces

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

MREEHEIRVIMRP A FELNEGERE , HELCEENL T FHEEER , WAL
{58 P 170 0 B AR AR Y B R A P 35 Y 176 PE B AR HEXBR B . ECR HER 763 B 6 AR FUE
SREH N REEE,

MREXBENCENFEEFEEER , WEBCR-IMERE, BXESZEE , BSR ATE
HESFHNE, AN IRHE HIRERR 62 74 FRERSK 812 Amazon ECR AR F4#
LATF il R 1%

NHEHIEN AR R, &1T docker images BRI HREFHNRR[E R,

dockex images

B EERN S SRR ERZrepository : tagERE % ID KiR5HI B &,

#3% Docker M5 AP k7 2015-09-21 53
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4. BEUEMFEHAMN Amazon ECR Ik, FHEMUTEEGIESEMREASIRICENESR. THRESX
HNaws_account_id.dkr.ecr.region.amazonaws.com., FEEBHRNEENEGUENTE
HE—H, MREBREGIFRL | BITHBERZH latest,

AR R4 ID E A it B B FR i
e9ae3c220b23Raws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. ff docker push I HHXER :

docker push aws_account_id.dkr.ecx.region.amazonaws.com/my-repository:tag

6. (FiE) BYEE Step 4 M Step 5, MREHNAEAHMITEH X LEFRZHIEE] Amazon ECR,

52 22 ¥R #E X 2] Amazon ECR 3A B2 FE

B MHEIE Docker SERIIRK |, WA LU LRI GHEIZ T Amazon ECR B E, FHEIKREE
BEE—NMHEZNMNEGBHUENEGRIR, KZHEBEILT , FRIRENEHMEEYEEERTAE
BERSREHNRGLIEN, BTRIRFARMXEN, BXEZELR , 151 Docker FH#,

BER PR LG EHM Amazon ECR & —#1E Amazon ECS £ E X 3 Amazon EKS Pod M3t F 12
=51 A,

FRFAM

« E/&H Docker CLI /|, FFEEHMINEE, BXEHNMINEENES , 1S H Docker XA HHY
Experimental features,

- EHEEBRZH , Amazon ECR B EMSMELE, BXEZEER , 155 the section called “BIE7F
it FE LI R R

- fE8I2 Docker BHE 28l , XTUFMGHIAZ BN FHEE., BXNAHZIEGNER , BSHA F
Docker M {§3#3% 2| Amazon ECR FAEFi4 &,
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
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22 #) Docker &5 # X E| Amazon ECR Ef4E

1.

B EmEHHEEEBRN Amazon ECR FMRWIE Docker BF M &1, ST NENEMRIRE
BRGSE  SHEE%RER 12 Mt,. BXESELR |, 558 Amazon ECR WA E MRS KK

i,

EX Amazon ECR JEM TR Docker , #I1=1T aws ecr get-login-password . {5 & 0K 1iE
ThEEIE 4 docker login ae B R , FHE AWS AERFE , AEEENH#THEHRIEN Amazon
ECR JEf& URl, MRX ZAEMRFTHMRIE , WAAERNENEMREEZT T

/A Important
MRIKBEER | BLEIEHINRIHREN AWS CLl, EXEZEE , i55H (AWS
Command Line Interface AF ) FHZ%E AWS Command Line Interfaces

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

JHFRERNESR  BINRGRE,

aws ecr describe-images --repository-name my-repository

12 Docker /B# %K, manifest create S RIIGIANBEGRECECEETENEMES | H
EARMEIEFE,

dockexr manifest create aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:image_one_tag aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository:image_two

(RIi&) 2 Docker FR IR, XELEBHINERIRPEIANEINEBBFENNDNFE,

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

¥ Docker ;B3 5| R#HEIEZEH Amazon ECR FE,

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository
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5 Helm BER#EIEZ| Amazon ECR A B 1Z E

&8I LUF Open Container Initiative ( OCI ) #4F#3AE] Amazon ECR Zi#EFE. EEF I INEEMNTA ,
BEFEAUT LSRN Helm B &x#IXF Amazon ECR,

B X TE Amazon EKS Hf£Ef Amazon ECR & H Helm BXRMWE L , FSHEE Amazon EKS £
ﬁ%’:‘é Helm 13;20

¥ Helm Chart #3% %I Amazon ECR 1#f#

1. REZWRAEH Helm B iR, XLESRIZMEA Helm kA< 3.18.6 mwEMN. EE Amazon EKS
X #FHY Kubernetes iR A5 %A , BHEM Helm IRZA 3.9 REBHRA. BXESZEE , FEHLE

Helm,

2. FREUTIREOENA Helm Charte BXEZER , FSH Helm X85 - Al'l,

a. BIBEN helm-test-chart B Helm Chart #/&5Bk templates B ZHAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. £ templates XX A BIE ConfigMap.

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl
kind: ConfigMap
metadata:
name: helm-test-chart-configmap
data:
myvalue: "Hello Woxrld"
EOF

3. TEE%. NI EEEHIE Helm Chart REANITSERNXHE.

cd ../..
helm package helm-test-chart

Output
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https://helm.sh/docs/intro/install/
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Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. QIBFMELFME Helm Charte FREENBMNSI IR 2 A1 Helm Chart B #9 & FRIT
Bl. BXEZEE , 2 22 Amazon ECR FAE 17t B LA i IR o

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. XWE@EEM#IX Helm Chart B9 Amazon ECR SEfRIRIE Docker B F iR B4, SN &N EM
RIRBENSHE  THREXRER 12 Mit, BXEZELR | 558 Amazon ECR TG EA &
BRI,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

6. f£A helm push as S #I% Helm Chart, #iH R‘23% Amazon ECR ##f & URI 1 SHA fE,

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecr.region.amazonaws.com/

7. ¥ERER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

P |, Bif artifactMediaType SIS RIEBMHIRE,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
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"0.1.0"

1,

"imageSizeInBytes": 1620,

"imagePushedAt": "2021-09-23T11:39:30-05:00",

"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (Wik)ABEXxHMER  FHLE Helm ConfigMap HFFIAEER Amazon EKS, HEXEZER |, iF
2 # £ Amazon EKS £ 2% Helm B %,

M Amazon ECR FA78 17 fifl & A il R & M H w9 4+

ERILAE A ORAS & i 5l i MM Bk Amazon ECR FAEFRERNEEMEMSI BREMH. BERE
BAMEAL S| A4S ERIRGAY 7T XKLL (FSH HIBR Amazon ECR HEIMRE ) o LA 2FHMH4M
MERE R HE

E{$H ORAS CLI EEM G4
1. ZENBEE ORAS EF iR,
BEXARENEE ORAS B IHMELR |, 1§31 ORAS XA Installation.

2. ZE%|H Amazon ECR BMEE AT A4 , B oras discover , GEMLEBREEF

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WHMNIM TR

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. EfE ORAS CLI MiIBrER , MM EHIFFR , BHTU TGS :
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oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

a0 HH A A0 AR

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-

east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and

all tags associated with it? [y/N] y

4. Ey. NBIERMEH,

EHEE LI B )
MBLEEMER (PIMRITERNEE ) KK, W2 HAELATRENRE H.

Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
ociesha256:387c10c1598eel8aae81ldcfc86d0d06d116e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b]

MERTE OCI 1.1 R Z BUHEEAVERBREY | ATREQ R AU TR, MEERPFIR | EATEHBR 5| B iZ R &
RBR , RIES M BRIZRE , TR -

1. ERBRSERRAVERREKNBE  FRA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

i H A0 R AR

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b" and all
tags associated with it? [y/N] vy
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2. By, NBIREE
3. BRHEAXE , BALMKRES :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

ﬁﬁﬁﬂﬂ?ﬁﬁﬂ'—\ . Eli Yo

Are you sure you want to delete the manifest
"sha256:387c10c1598eel18aae81ldcfc86d0d06dl16e46461d1c3cda8927e69c48108c42" and all

tags associated with it? [y/N] vy
Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

4. EEBRLERBCHR, BRA :

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

WMENWOTRR

111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6158cd3fcb1226d46T58670F44a8c689ch3c9b37b6925

### application/vnd.cncf.notary.signature
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

£ Amazon ECR A EFEMBIFMHE R

ERGIRTFRES , TUEEREL, FafnfMEanT

ail

- 5B URI
. BRI
- KRR

BEERBHARE
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- BRFRKER

« BHRES

« BEREOKN (A MB 73 E#Ar)

« REMEDFHEA N

-« EHRES

EERBIFAEES (AWS BEEEZFA)

-_—

fEhttps://console.aws.amazon.com/ecr/{Z & FEE A 3T FF Amazon ECR 4|4,
MNEMEF | ERAEEGMETEENXE,

ESMBERD , EETFEE.

EEMERE L  EREEENERE.

£ ‘4% : repository_name” HH L , MBEEFHIFHAFEENERK,

o & 0N

M Amazon ECR #4877 i# FE F R IR B RV R b I35

MR % L5217 Amazon ECR ] A9 Docker & , AT LA docker pull 55 E IR B A IR 5
AT UM ERIAEA RS S H AL AWS K P X BR AV SE M R P AT 146,

E1£ Amazon ECS 55 E X HEH Amazon ECR &1 , 852/ . [ Amazon ECR B{§5 Amazon
ECS && 1 H

/A Important

SEFTERIFRNEE. YREREFHOER , RETEEREN, BXEAIRERARY
EFSEL , WS Amazon ECR R A,

/A Important

Amazon ECR EXRAF B MNEE IAM policy A ecr:GetAuthorizationToken API , &
BT BEXEM R 1T H BRI H MEE Amazon ECR M E#H X RIBEIEESE &, Amazon
ECR Rt T Z# AWS HERMKIZEHTERBIBAF RN, BX Amazon ECR AWS #
EXRBNEE , HSMAWS Amazon # R EM RN ITE R,
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M Amazon ECR 7Zf# EE$=2EH Docker & 15

1. fS4EH Docker B/ I 5T M A IZEE 849 Amazon ECR IR, SFHEA MRS
BRI SRENEN 12 I, BXESES  #5H Amazon ECR FHALEEMES A%
i,

2. (W) IRBI EREME S,
«  TILAME aws ecr describe-repositories @5 5l HEM R P Y IF 6 FE

aws ecr describe-repositories

FHEMROGEMERE — N BN EMEEamazonlinux,
«  TILAMEH aws ecr describe-images SR EEEDNER

aws ecr describe-images --repository-name amazonlinux

EFRREIF#HEEETIRE latest M 2016.09 WER , ABEREBHEENRN
sha256:fl1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807,

3. f#H docker pull i TIREFE K. BEBMERNNA registry/repository [:tag] LMEIRIR
ZIRE , WA registry /repository[@digest] LAMBRBEEIREL

dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important
MREWE| repository-url not found: does not exist or no pull
access $5i% , BEEEE R Amazon ECR RiF&# Docker B ik, BXEZEE | &
2 Amazon ECR FHAEEMEREHRIL,

$2HY Amazon Linux & 855

%2 Amazon Linux RS EGMNEHHEAHE Amazon Linux AMI REERN A 4EMEE, Amazon
Linux BeBR&1EN Docker THERFHNEARMEG | WHAETMAREHR, WREE Amazon EC2 FERT
NARFEH Amazon Linux AMI , FRATBA{E R Amazon Linux BESREFEN N RARF AR,
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BRI LA E A FF R IR E A Amazon Linux e84 1§ , AR ER Amazon ECS [EH R AEFH#EIE
2| AWS fEfH Amazon ECS., BEXEZEEL , 5 & Amazon ECR M {&5 Amazon ECS &4
A

Amazon Linux B854 %7t Amazon ECR Public ] Docker Hub o[, B3k Amazon Linux & 28
MG ZIE | BEE AWS FEAG1RIE,

M Amazon ECR Public ##2Hl Amazon Linux B35

1.  XH&H Amazon Linux Public jEMt &R ## 1T Docker B i A KIE, WIESEMNAE®RERN 12 /»
B, BXEZEER , 5 Amazon ECR AT E XM RS DRI,

® Note

MARAS 1.18.1.187 74, AWS CLI A HHE ecr-public i , B2 , RIBUFEAK
¥ThRAS AWS CLI, BEXEZEE , 5558 (AWS Command Line Interface AF1ER) &
M %% AWS Command Line Interfaces

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

BAIDE—N (T R) KBITHHRITREXLERAE .
Login succeeded

2. f£H docker pull i8R E Amazon Linux B88%%. E7# Amazon ECR Public Gallery #&%&
Amazon Linux B854 1& , 2% Amazon ECR Public Gallery - amazonlinux.

docker pull public.ecxr.aws/amazonlinux/amazonlinux:latest

3. (FlE) EAXRMIEITERR.

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

M Docker Hub $£E% Amazon Linux B85 &

1. f£H docker pull 55 #2E Amazon Linux BEFHE %K.
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dockex pull amazonlinux

2. (Wit ) EARHIETER.

docker run -it amazonlinux:latest /bin/bash

ffi B&k Amazon ECR H Ry 5

MBBERFERAER , TUNEEETRRE, NRELERERAEEE |, TABBRENEEEUAREH
WMEEB. BXEZER |, {55 £ Amazon ECR Al BRFAE F &

ERFIMBEGNERS %, BULCIBE#ELEGEAPRE  UEFFhIRHEEEREGNED
BHERE, £TRANRKEINTURERE, EXEZEE |, ESH £ Amazon ECR REAEmEHE
& B 31 S E R,

® Note

MRENEFREREPISESRE , HP —ERERE Amazon ECR X#F OCI v1.1 ZBIHE
B, WEELZLXBEATINRERSIFFLTIR, Bt , HEMER OCI vi.1 ZBIRIIREK
Y, AIRET/EFIIMIER 5| A LR VB 2 53R = el BRiZ A 1+

BIRER (AWS BEEIA)

1. fEhttps://console.aws.amazon.com/ecr/7Z4i# FE 3T FF Amazon ECR ##14&,

MNEiEsd | ER T2 ERRNEGH X,

ESMERTD , ERE®E.

ER@EENHL , ERESENBRNEGNFEE.

£ “IFH#E : repository_name” TUH L , P EMBRAVEGAM B EIENE , AFEER BIBR
ERBREEITEES , RIDEENRERENEMER , REEERBR,

2 T

i BREE B (AWS CLI)

1. JHEFE#EETNER. THRENEBFEFREGREUARMAXFRENIIR. THRENRRNES
REREE,
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aws ecr list-images \
--repository-name my-repo

2. (Wik) B EEERBREGHXBRRERBBREGNEMIEEZENITE, NEGDH RS E— MR
£, LablfRiZ&ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. BEREERGHEMNREFREIAITHRENER. TEL5|IARGRHERRBREEN , SGREMR
BIREH WM ER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

ERBRZSIMRE , EUUEBRPEESMREREHEREE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

£ Amazon ECR R ER4E A
ECR EEFEmERRMT A ?

Amazon ECR #RFMRXR —MHNEFEMHES , THBTRMRERERERE, KHPHFH. Amazon
ECR R #K3

- ECR#rEFMRR — 2B L HAENERNIMIAEFEELI .

« ECR FHiFME — — T ERENF#ELR , EATRLHRERNTEAMSI KBS EMEEREN
B, SATKHPRGRENIEFEESEL  FREEEITUNRERGTERE. BXEA
EMEE , 155 Amazon ECR Efts

EFHEG , £ERMNEE, B BUUEELEREFHAN , BEATF4EEHFHER
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Amazon ECR RFiERE
- BERHHIESRAYETE

- B LERNEE R SRR E

- FREDPHERGHRE

BB LU RER BN ERBFEEENRBEERFEXKAMBR. AXEZER , 52 HE Amazon ECR
o {5 A 4 an B H SR B B BB IR AR IR

& WA LAER Amazon ECR #1587 E K , & AWS CLI. BXESEER , FEHREEEE.

LHEFTERBEAFEEGE , ALUNHIRE S ECR FRAEFMES. BAILUMIt ECR 27 20 Z#K
MERE, MENEBGNITHSHEENEEGRL , MEXTKETUER. RENBEGZHE, £
MERELEREAPBERNAR. BXESER , B2RARESREE,

FHEE&

AT LAE A Amazon ECR 4| & F o FRE & AWS CLI , tt afMER4E S EANER B FRE G, 17
B BT :

- BBRBEENMEMHES,

s TEREINENNESG, RIEABGNERSER , FHI 404 £ix,

« BRTENIEG , BMHARTALUEER describe-imagesin &3 H it THIR | tha LUE Alist-images
w5, BERANERNARCHIVED,

- GRESNREFEIRA 90 X, BT EEHE & 4 & /3 1 RSk Bz Ret i A F 90 KB B, W
RELTMBRERRE DT 90 XRWE &, MFEEAFEA batch-delete-image API , BZRFEEIZER 90
KB B 58 10 B 1 4 3%

- BEETEF#ENEN FEEE RUFH (NIAFREREDEFEET —KEBEN , RIS
S ).

- B FHRFECFNEGIHEREREEINFEEF , TLFEGRENEHBRE,
- MRFHETEGEARRE  RIEFANESHERRES , %8 G BR.

AWS EERE S

EZESES

1. #Ehttps://console.aws.amazon.com/ecr/7Z & FE R $TF Amazon ECR ###15,
2. ESMEYF , EROEEFHEBEGNFEENXE,
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3. HESMERT , AREEFHEE,

4. HEEREE AEHL  SRESEFHNEGNEEE,
5. EREFHNEG. BFFIBRAER.
6. EFHESG , HAR A Y AELIRERREERE BN
7. NMRAZXREFHEETHE-—KFHEHESGR , WHA-MHINFEEGLERF , AR ESHFHEN
Bk, MRALEEMFEOEG , N ItEEGSERINENZET .
AWS CLI
FHEEG

£ Aupdate-image-storage-classin & B fF B G K EH NARCHIVE :

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE

AL AR EFEEG

A EREGEAPRRB N CEREFEAN , LB FEREG, £ BAHRBRATEREATR
HEHEFEER

« BE R B BORA AL E

« B EIRDIEE A BARATET A

- ERFEIRSHZRXERIK

AT EREANRREENERGFEEEN AEHEXKANR. AXESFHEENERS
HRMNESFEENRE , S F1E Amazon ECR H{§ A 4 an B B K B B 3 B E MR,

® Note
FEESNRETFHEIRR 00 X, BTEEELE 4 a5 /B H K BRI BREF Rt R 2 F 90 XKV
B, WMRELTMERFRENEDTF 900 KRB R , MEEFEH batch-delete-image API
BERFEERR 00 RWREFMHETE %,
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£ FAdescribe-images R BREGAE , FRIBBimage-status{ENARCHIVED, &0 LATRIER
Bimage-status ANEFFHEGRNEFEHE K.

8 {5

MEFREEGE , ©E2M ECR FHEEFEMEXBE ECR MEFHES, MESNERGZEGFAFRE TR
%R, METEMITHIRES QIZFRER R ERNRMERELL

- REFTRE , ZREBEATHNER, REBEFE 20 2% , BEBEETRER,

- MBEANFRESATHENAHE  WHAKENRENESG, FIi5 , BRFHINARE T
o

c MENFRERETES , WORERENBATES , NERNREFEEH.

- REENEGERENAEGRIIRS.

MERBEEFTE 20 2% , BXKFETERER, ERRIRES , REMLTEERS , BIREZK
ZBITTERIE

AWS EEEFHE&
TRE TR E &

fEhttps://console.aws.amazon.com/ecr/{Z & FE A 3T FF Amazon ECR %4,
ESmESR , ERIEEMENFEHE G FMHEN X,

ESMBEESD , ERTFHEE.

£FEHEE TELE  EREEFEEREBNTFEE.

ERFEEGETF,

EREMRENFHER.

T RE” HEINERRE

EHMETH. METHGE , BEFHIAEFIEGIIRSP,

©® N o o bk w0 D=

AWS CLI
RE F N E G
£ FAupdate-image-storage-classin & B {1714 B & Y 77 & ZE T J9 STANDARD :

aws ecr update-image-storage-class \
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--repository-name my-repository \

--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \

--target-storage-class STANDARD

f£ Fdescribe-imagesin SR B BEt , EEMENEBHLHE o image-status fACTIVATING, &7
LMERERER B inage-statusACTIVATINGIAE & M Fl EERE B %,

MEFHEBEN S —HHERNRRENMEATFME, JEBEELCFENEGRN , ZERESA
MR A7 A R B BR

E ¥ Frid Amazon ECR H#Y BR{&

f&Bh Docker Image Manifest V2 Schema 2 & , A £ --image-tag @i HH put-image %I &
MRABRGAMIRE, TTHEFEA Docker IR HEE GG , AT EFAMIZL, N FAREESR , it
B AKTEEHNEGRINIEEFER M & 50 H B,

EFMNEGFMITE (AWS CLI)
EFEFAEFRICE K& AWS CLI

1. fEM batch-get-image i S RN EBEHF A NFZINEGNEGBFLEHTEEAXHFH, TELERAI
B, BFRERTERSHNEGINELERBEAR NNWIRETEMANIFEST, latest amazonlinux

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. £ put-image W HH --image-tag RUUFEGEL EFHIRE —EKEZ Amazon ECR H, £
tRBI , BEEIRIEN2017. 03,

(® Note

MRi%--image-tagkMELBWRAF AT A AWS CLI , BAREIZFRAE, BXES
£ , 52/ (AWS Command Line Interface AP {88)Y T %% AWS Command Line
Interface.
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aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. RIIEHNHRENERTEMMNIENRG. EUTRLEP , REEFIFL latest M
2017.03,

aws ecr describe-images --repository-name amazonlinux

BRBE— (T R) RBITHRRITAAEXLRE

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

B ANEBPINIEZL (AWS Tools for Windows PowerShell)
EFE A EHFRICEA B AWS Tools for Windows PowerShell

1. f£H Get-ECRImageBatch cmdlet SRERE EFHAR TSGR ER | HFZMREEAZREE
2, BEtROlP  FREDPTERENEGEBARELTESInage, latest amazonlinux
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® Note

MRBN RS L3RBT AK Get-ECRImageBatch cmdlet , &2 AWS Tools for
PowerShell BFPIEEPRIIRE AWS Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -ImageId @{ imageTag="latest" } -
RepositoryName amazonlinux

2. FREBMBEEEA$ManifestNETE,

$Manifest = $Image.Images[0].ImageManifest

3. f#A Write-ECRImage cmdlet B -ImageTag i TFBREE £ SHrE —EEKE 2| Amazon ECR
B, EURAIH  BGEIRIEN2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. RWIEEHNFTREFERBEMMNIENRER, EUATHED , REEBHL latest
2017 .09,

Get-ECRImage -RepositoryName amazonlinux
BAILE—N (FR) RBITHHRITHAEIXLRE .

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707ft4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 2017.09

B IE MG FRZ fE Amazon ECR B =

FBAIDEEREPTFBHRERATEY , U LEBERGIFE., IFBRETAESE , IREHEEREN
NEEALEFEHEPNIRS , FRE ImageTagAlreadyExistsException iR, FREF M
LENMERE, ETREERERETTE , M3 —LEUFR,
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IERBMER AWS B2 E A M AWS CLI TENFF#ERNEFHERERGHRENATEE, BE
RS ROBFME , FSHEE Amazon ECR 3474 17 FF LAUF i R

i%

EUGIRSH TEN (AWS BEEHA )

BiRERBIREA AT RM

1.
2.
3.

154

fEhttps://console.aws.amazon.com/ecr/{Z & FE A 3T FF Amazon ECR 4% &,
MNEMmESR | ERTSERENFHEENXE,
ESMBERTPHNIAEEMRT  EREEE,

MREBRE FHEE, BAR BEIMR URFARE , REER “FHE
ENAERERNEL  ERENHRERGIRETEMHIRENFEES MR REEZRE,
RRRE , REERB TARF#E

NTREFEAEY , NEEFEERATIRETERREZ—

- A% MRGBBZREIRE | FERRMET. BURATEARNEFRENFREE | UBR
Amazon ECR AT AE# EFAVRR, WAL , BER - LA BREMNREER , FETLRSH
BRIUSCAAE 3 APRE B MRS A B EC AT (%) SRICES S MEBLIVARZ

« FAE  MREBAEBZRERE , MGEREED , EHEFEINERINREN , ©EH
FTEEEPHFAEFRENERT, MREZHEXTHEAERENMRE , Amazon ECR iR E
ImageTagAlreadyExistsException, b4\ , BN —EFATNREEARSER , HET
A ERZHRTI X AER AL ENREABERRF () REHE S MEUHIRE,

3 F Image scan settings ( EERPABRE ) , REGAUEFEER N EMPEEERHER
B, BEREXERREMNEIMREFNEEAREE, BIEAEIMRFINEELERE , B
FEREBPARSERAE  HAEXATEERHBLEEEENTERYG. EXEZEERE , BN
£ Amazon ECR MG R EFERHRE.

X3 F Encryption settings ( lIZRE ) , WFBRNHEF , ENEERENNBRETFEENEST
B2 ETEEN,

ERRFUENFHEERE.

REMGEIRER AT EME (AWS CLI)

DIEEER T AR T E

EANATHT T —tIREERTAIERENTRGEFEE,
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- create-repository (AWS CLI) , EGBREIRS AT M4

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

« create-repository (AWS CLI) , EEMGIRE A M HEBRIUIFIE R4

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=filter-text --region us-east-2

« ne@@ w-ECRRepository (AWS Tools for Windows PowerShell) 8 R &irE a2

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

. HERGIRZ AT HHERRTIEEEMN ne@@ w-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FiltexType=WILDCARD Filter=filter-text} -
Region us-east-2 -Foxce
EENERENRGIREAEMIRE
ERUTR T2 - ENMREFRENRERETEMIRE,

« put-image-tag-mutability(AWS CLI) EEBREIREHN T E

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

« put-image-tag-mutability(AWS CLI) # 8 RGIrE ] HERRT 888

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

- write-ECRImage TagMutability (AWS Tools for Windows PowerShell) 4 B &K 1] 2%
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Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

o ERGIRE T BRI E M write-ECRImage TagMutability (AWS Tools for Windows
PowerShell)

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR RGBT ER A X F

Amazon ECR X#EZFUTREBHEBHSEEKR ;

« Docker Image Manifest V2 Schema 1 (5 Docker ixZs 1.9 F1E RIRAE S FEA)
« Docker Image Manifest V2 Schema 2 (& Docker MRS 1.10 FEHARAE &)
« Open Container Initiative ( OCI ) #3E ( v1.0 M v1.1)

¥} Docker Image Manifest V2 Schema 2 B9 a2 LA T IH4E :

s BEBNENREBRERAZSIMZ,
« X#E1FM Windows BEE&E&,

Amazon ECR & &5 $ &R

£ Amazon ECR H#IAFREVE G , BB BESIZEFiw (B0 Docker) &5 MRFITERFUR
B T RNEERIUAREATESNEMRER — o

£ 5 Docker ARZA 1.9 RE |HIRA R E B H#IXZE] Amazon ECR K, B&E RN [EFEMH R Docker
Image Manifest V2 Schema 1, £ Docker X2 1.10 REFIRAFE B #%E | Amazon ECR B
BHBER R FEEM® R Docker Image Manifest V2 Schema 2,

EM Amazon ECR Zir&I2EVEE 8T , Amazon ECR [ REFREFEETHNEHFTERR., XY
BEPREBRIZERN , T2EHIRE, MREFIHTFEFRMEENESEEREN , I Amazon ECR £
FHREGERHBRNELIREBEHNIER., Hl0 , R Docker 1.9 B HmERNEHFEEEERANR
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Docker Image Manifest V2 Schema 2 , if4 Amazon ECR #$ A Docker Image Manifest V2 Schema 1
BRNBREZEE, TRNE TERELSRIGSE Amazon ECR XM A AR

B P imisREV 2R H £ V2 Schema 1 #  {EN V2Schema2 # £ OCI #3%%| ECR

% ZE ECR #* % ECR
V2 Schema 1 TERR DH# N V2 Schema TR Ak
1
V2 Schema 2 LA AR , BF % TERIR 2 4# R V2 Schema
FE5R%E| V2 Schema 2
1
OCl Fou] AR 2N OClI TERR

/A Important

MRZFHERIMESR , MEETANKR, BNEFIRAMA T 76 E Amazon ECR RIVE
BEERKN, WRETE Docker 1.9 HE IHMRAK Z 7 i L R E 1K Docker Image Manifest
V2 Schema 2 &1& , MIFTEERIE R, EXEZER , ESH Docker XHEHFPHEMERE
1,

R RGIH | NRBERZFERE—HEB , Amazon ECR BB BRI N BT IREBEREN
KX, BHREEIKS,

¥ Amazon ECR &5 Amazon ECS &5

BRI LAE A Amazon ECR FAE M EXREERSBRENMHY |, 8K Amazon ECS £
SHEaNPREUXLEEGMNEYE, EFEEAXEER , Amazon ECS & Fargate 88
RESMEE R Eecr:BatchGetImageecr:GetDownloadUrlForLayer, FEIX
PR, ecr:GetAuthorizationToken APls

FrEERY 1AM X BR

TRERTEMBEHRBEEEAN IAM BE , ZHEHENESM Amazon ECR FAHE & R AR it
TArERMPR. Amazon ECS R ZHEMFENRAVIEE IAM KB,
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Amazon ECR

RAriEmE

BahRE

Amazon EC2 4l E8Y
Amazon ECS

Fargate £# Amazon ECS

SEBSE 4| £ B9 Amazon ECS

/A Important
AWS 1£&

IAM &£

FERAAEEEMA IAM B | Z
A®SEME Amazon ECS
S8 M Amazon EC2 k448
KBk, BXEZEERE | B

%] Amazon Elastic Container

Service F R AR EEEFH A S

X8 1AM B,

£ A&7 Amazon ECS %
EMXH 5| ANESHIT IAM
A, BXEZER , B85

¥ Amazon Elastic Container

Service F R A RIEEFHES

AT IAM B,

FERARBEREG IAM A6 |, %A
B 5533 Amazon ECS £
MY 2 i AR S5 2R SREE HAHL (VM)
HXxE. BEXEZER , BS
¥ Amazon Elastic Container

Service F X A RIEFEH A8

IAM KBS B = 18]

5245 Amazon ECS &,

RTFEENTANRAATERH, £1X

Amazon ECR FAB 7 ERREFTEN RKENR,

JSON

AWS & IAM KB

AmazonEC2Container
ServiceforEC2Role

BEXEZER , BHZH
Amazon Elastic Container
Service FF X A R IErH
# AmazonEC2Container
ServiceforEC2Role

AmazonECSTaskExecu
tionRolePolicy

BXEZER , F2H
Amazon Elastic Container
Service F X AR EEEHH
AmazonECSTaskExecu
tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

BXEZER , HSH
Amazon Elastic Container
Service FF R AR IEFEF
B AmazonEC2Container
ServiceforEC2Role,

XFERT , XERM

FRrER IAM R
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

1£ Amazon ECS EHE N HEE Amazon ECR &£

B2 Amazon ECS EFEENE , B LUEETE Amazon ECR A EEMEFRENRRE R, EF
FENF , BRXIEH Amazon ECR S8 EATEM registry/repository:tag . il
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

LTHEESENRBRETRT ATEER Amazon ECS FEE X H#) Amazon ECR FEE /I A BSIR 5
B E,

"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
]I

¥ Amazon ECR &5 Amazon EKS & &M

& A LURF Amazon ECR M5 Amazon EKS &6 .
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M Amazon ECR 5| &R , BAMANREERTERN registry/repository:tag . il
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FrEERy 1AM X PR

MREN Amazon EKS THEAHEEERET R, BEET KL AWS Fargate , FEFUTHA :

- EREATSHETEERNT R EIEEH Amazon EKS TESE : H453RH Amazon EKS Worker
5 IAM B (NodeInstanceRole ) » Amazon EKS Worker ¥ & IAM A4 RBELUTERT
Amazon ECR # 1AM policy X BR.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
]I
"Resource": "*"
}
]
}
(@ Note

MREBFEReksctls Amazon EKS A THH CloudFormation A RBIBERMIET R
A MEINERT , XL IAM NRENATFENIETR IAM A,

- £E T Amazon EKS T{Ef1# AWS Fargate : £/ Fargate RF|HITAE , ZABAIFIRE pod M
#8 Amazon ECR FEFRRIBEG. BEXEZER , BSRAIE Fargate Pod LITAE,

1£ Amazon EKS £ H L% Helm B3k

£ Amazon ECR F$EE M Helm Chart AJ AR ZEE &R Amazon EKS &£ L,
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TR

REZIRAMN Helm B ik, XESBREMFEH Helm k24 3.9.0 /REMN. BXEZELR | FS
¥ Z % Helm,

BEVPEEUTENLZET AWSCLIBIMRA 1.23.98,2.6.3, BXRESZER , BEHLEIE
¥ AWS CLIBRFRA .

B 244 Helm Chart #IX 28 H Amazon ECR FE. EXEZELR |, S & Helm BRHEEZ
Amazon ECR A B 174 .,

BZERE kubectl BAEA Amazon EKS, BXEZER |, 5 Amazon EKS AFEEFH A
Amazon EKS BIE kubeconfig., MREFHMUTHTHRI , WAL EEBERE.

kubectl get svc

E £ Amazon EKS £&8H 2% Helim B&

1.

M3 E Helm Chart B9 Amazon ECR FM R IEEH Helm B, SN ENEIMRIKERE
BNEHE  SEAEMEHN 12 /M et,. BXESZEELR , 31 Amazon ECR FHAEIMEEHK
U,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

ZHEEB KR, helm-test-chart BRI EFEHEM 0. 1.0 Helm BRHIRZE R,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

Wt A A0 R AR

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

1£ Amazon EKS &8 Z%& Helm B & API| BA 2015-09-21 79
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3. RIIERZE,

helm list -n default

i R
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (W& ) EFEELER Helm A%k ConfigMap,

kubectl describe configmap helm-test-chart-configmap

5. SERE , BRI LAMER P EBRE RRA

helm uninstall ecr-chart-demo

1£ Amazon EKS &8 Z%& Helm B & AP A 2015-09-21 80
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£ Amazon ECR BB &

Amazon ECR 5 AWS Signer £/ , A ERHARNEZRR[MEBN AR . £ELR (B3, #E)
MEHLE (B ) . BUUERBEENESEFZHELEEEESF,

EELERFE
Amazon ECR XX A RR[EBRN S L
RELE (#HE)

HEGHEIEE Amazon ECR B , HEZXRCHHEMMEBEL R, HAEMLTRE, N TARSH
RPXRE , TEXRREENTE. AXESRER  B5H KEER.

FHEH
FHERMEAPRIC CLI M AWS Signer BHNBEGHETER , REEFEHEIEE Amazon ECR, It

FEAUEFRHEELRE  SEFEEEETEREZANBEGHTEEAFTENS B IRER
ITRAERGN  WEERFEEER, BXESEE SR FHEE,

EEEIM
5/ Amazon ECR BE &R , NZEUT/LA :

« FRETEFEHSBITASIMERENRARRUENRS R e8I M rEENERESHS , 81
ZXEEE1ANIH, BXESELR , B2 ¥ Amazon ECR RS Eiél,

« HFEETRFESI B4R, Amazon ECR 4 FHIRHE ZBEREGM R/ 24 Nt BNEE
XL,

REZL®R

HEBGHIEE Amazon ECR B , Amazon ECR HEZ B AFAZIAR/ERMNEZE , N BT IEH
BAWS SZMGEHTER,. SHEMTERENREFFIKIE  HATERELBRENIMREEHITE

HEE,
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FRF M

ERBERELR , BILEM Amazon ECR ¢IZEELBRE , ZEESI A - ITHSIMERELEREX
| FETIERRRAE P 74 P Uk 2R SR PR I TR LE 77 i BE U X LR 1T R . ECESERE , Amazon ECR
REZRCEHEERGN B ERAEEIRBNIEN S ONEERITES.

ERERELAZH , SUMERZUT RN

- FEELEHRYUBEED NEEEZE/R, SEARR—MILEN AWS £EE
IR , AT T Amazon ECR RHITERRE, SEEENXHEEEBXYAEITH
( Bl BBHEBF AWS Lambda FED ) #TEBEMNKIE. BNEEREXHHIEE
BEEENEETE, YA I D MEMARKETFANER. flm , £/M= ARN IITFr
7R .o arn:partition:signer:region:account-id:/signing-profiles/profile-
name

« IAM R — #HIEBRER IAM ZRALARELEN IAM R 8EHREAXHER EXE TR
X ECR FftifE, BFBERIAM ZERANETENNERE , FHIHE ECR FREFERENZREL
BBRFEHR, LT RPIRBEER T AAFAINER

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action":[
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource'":"arn:aws:ecr:region:account-id:repository/repository-name"

"Sid": "SignPermissions",

"Effect": "Allow",

"Action": [
"signer:SignPayload"

1,
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"Resource'": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
}
]

£/ Amazon ECR #ELH , BALGIRSNEENAN ( BMNEMRFRZ 104 ) |, ROIBEENZ
2R, Bl EERETESIHETE  AFLERISIEETUALZREFEE, EEFANS ,
BULEESEREXHHARBEFRERMTIER, SHEEAHEBE , Amazon ECR 2B BMEH
MNANLEREXH AT ANEGHTER. WRESANTED , Amazon ECR 24 RZNMER,

@ Note
MREBFHRIULE , MPHFEEZR L Notation CLI,

® Note
Amazon ECR REZRERATHAXEHERAESE AWS EHRTRRREERN AWS X,

T 98 1E

REUTSIREERES S, B L[E Amazon ECR REHNE R EZEERNEIA |, A TLEFRMTE
RS, DARR IR L8 17 fetf BRI R R ATE R

AWS B H &
ERUATHIREADEEELS AWS EEZHI A,

1. #T7F Amazon ECR #£#l&, HEMSMERT , ERLEIMER. DHEMRE, HELSR,
2. HEZRMANTEL , EHFEMAN,

3. H'FHRMARR WHEHM EFEAWS EEEFENMARE T, &FE QEHN AWS EEENIA
BE, MANARREN  RAEREFEEXZB/NH. REERET -,

4. TR AN BEERE T RATRESHFLE. ARLET 5.

5. ®'EFME TEHL , RIESEANAWS LEEMARBANFEESHLIER. WR—1]
IEW , FEE “RE
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AWS CLI
FAUT AWSCLI PR EREL R,
- BIEZRAN
ERENEREEX ARN SIZ2SEREE. ERANUTABEIZE JSON X4 :

"rules": [
{
"signingProfileArn": "arn:aws:signer:region:account-id:/signing-
profiles/profile-name",
"repositoryFilters": [

{
"filter": "test*",
"filterType": "WILDCARD_MATCH"

}

]
}
]
}
REBITUTHS

aws ecr --region region \
put-signing-configuration \
--signing-configuration file://signing-config.json

BNZLEIIELREREMN API R
- BEELNEARE

RRENEEEE -

aws ecr --region region \
get-signing-configuration

BNZLEIIEEREEMN API AL
- RERBRIBRS

HEGHEIEDENFEE,. flm
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dockex pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"
IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

HiEE  ERAENERREEEEERS

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

MRAFREEMELERERE LN FEERERAETE , WENZLE AP B FERES
R MBREANRY , BNZLBIER EHEINBHEFERE,

- BIBRENEEERE

BREHNEERE

aws ecr --region region \
delete-signing-configuration

BNZBINISCMBRELEEN API W& 5L,

EEEIM
LTRFMINEERATFRELS :
s FEEEXBEE — LEREEXHMSINERN Amazon ECR JEMRNTFE —Xig, BAFeEFEH—

MEBHEREEX X T EMEX S EfRRPHEGHTESR,

- XPFBEKFEE — LR ERTUEEN Amazon ECREMRMU T ARNK, F, XEHLAEBE
FERSEREXH AR ATHMAKFHFREERAEN. BXESELR , S RAWS Signer FF
REEETHNNEEREREBEKSER,

« EETLELR-BIRACEELE ., RENBAHFEBHTESR,
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LRBUE

ENBREBETERRE , EUURIILR UBFRERARERXARBETFERIF. Amazon ECR X#F
SHRIEEENTE

£ Amazon EKS #H{THEEWIIF

Amazon EKS N BEHZEWIFIEMTEEER., HEBE Amazon EKS £ P EEZZWIEN |, ZRS
LEAGRBETZHEIRIIRAGER, BXBEESBRIINEZEELR | 551 Amazon EKS AP
RPN EBHERITRSEMEGEEE,

EATFITS# ECS Y Lambda 4 A 32438
Amazon ECS Rt IRFSEMARES , ATLERSTEHEZTEENZE, XLEEHTUESE

HREPHSENZAMAE AWS Lambda B , BEREBEATRSBHZARIERRRELE. AXE
ZfEE , IBZHAWS Signer TR A RIEBEHIEIE Amazon ECS WABRHRELER,

£ A18E CLI #HITF s IIiE

RATLAEAFRIE CLI FHRITZ R, A EEREBEAITEY R ITFRE P RENBEE Notation
CLl, B A Notation CLI RIFRGHIFHIHE , BZFAWS Signer F R EEETRNERXEELRH
B & B,

NEFEEF IREE S ORI

MREFEAFHEL R Notation CLI FHRIEL R , MXAAREFSEFF K , FHEEE
Amazon ECR # T RIE, MRETEZLE Notation BEFwHIE—FN EE%E T Docker , BBA
Notation & A& Docker &P imfEAMMEEF B RIESE. Docker login Mlogout@ AT
HFSsignflverifym SEAMEBNERE , MESF SRV FSHITEMRIE, BXEE Notation
ERm#TEHRIENIEMES , B2 5 Notary Project XRHH Authenticate with OCl-compliant
registrieso

MR % B FE A Docker S EAM{E A Docker EIEWIE |, BBARAIIEWE A Amazon ECR Docker &
B FERN BN EIL M, BXN{ALEFNEE Amazon ECR ZilBIFNEZELE |, 5 Amazon
ECR Docker ZEIEBIF,
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Amazon ECR ArfEm
FHXA

FHE L FEAIRIE CLI F AWS Signer BEHXNBG#HTESR , REENFHEMIEE Amazon ECR, tF
FEAUEF RS ENE  YEEEAHERERTERECANBGHRITEEREEN SR IREHITHEA
B, A EFREEEA,

A XE M Notation CLI EEZ R EBMIFMULEA AWS Signer , FS R IE Signer I BREREGHTZ
HFMAWS Signer FF R EEEH MR E-E,

FRF M

TR Bl , BITUR BT ERFZH

« ZEHAEEZFRAN AWS CLI, BXEZEELR , 5558 (AWS Command Line Interface A
) PHZEHEMZIARAA AWS CLl,

- ZRAFSCLIFIRFS AWS Signer ik, BXEZEE , 55H (AWS Signer F XA RERME) F
N R EHEHTERN R RE L

- XBFME Amazon ECR WEE#EFNARRERER. BXEZHFER , BZH FREHIEE Amazon
ECR FAE EfE E.
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£ Amazon ECR FH#HERER B FEHRFIRTE

Amazon ECR G BB TiR5 BBEME PN RM R, REUTHMERE,

/A Important

FEEBERENERARH @R GFSBENELNBARETE T, S4MEHRRERME, B
=, MRERE LRI EAERE | WEBZYHEAENTH,

@ Note

TERHEFENEG, KAEMEFHNEG , REFRENERTHE, AxFENREEK
MWEZER , HSHE Amazon ECR HEHE .

- 8583348 - Amazon ECR 5 Amazon Inspector £ AR BN FMEN BaHELPHE, F4d
BASRMEREESEERERENERIESIRE. HHAFHRBN , ABERSEH , Amazon
Inspector &% Hi — NE4 EventBridge KRB, EEAFHRMEIATINEE -

- RERGNBRIEESIRE
- FREEMR - AN PENELZAE
« EARTH# — Amazon ECR EAF A E N REMMX L L E (CVEs) BIEER AWS AHEARKAHERE
ERGIRIE,
BEEREH , SRSV FEEFERE N EHIANEAE AT FZM , ™ Amazon ECR £12
HARERIIR, EXRAERUAITIEE
- BERZHH
- WREEME . FHRERNMIENEAHE

/A Important

FIRAE Amazon ECR EAF#HT M DescribeImages API i R #Y
imageScanFindingsSummary # imageScanStatus BMRREHIELE
B, XA DescribeImageScanFindings APl, BXE%EE , H#3H
DescribeImageScanFindings,
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Amazon ECR AriEE

FF &4 Amazon ECR Fr 43 5 TR L5 77 & B B9 T e S 4F
RAEERRREBRKEHIS | 27 SUE I 5 RS I

SERAEARAHEN , BUNEE#HENBREIERN | LISEFHLEFMEERE N EHIEFTRE TR
BRME, FASHEHLER LNEXAPBAICENEEERRENFHABNE  XEREENITA
W, BAFIHAREHE.

£/ enhanced ( 3838 ) At , BN BAPHEAESPE D A EERHESM4. FAFFEERE
Wi LRGN FEERREADE, IREEREBR[EH N HEPRNMESAE D FIEE T HiEk

#, AEE—FREFESNMEESRH , W Amazon ECR LB EINITIZIF M4 FERER MG ERMY
A RIS TR R

VA U S S)

EEMERNRE  REBREANRERMFCE IS LMAERGNAMBEFREERN. TREFRF (*) BF
BEERHTREEAFEESR  BRTREETEREFEFERENPHNEIIHSZNZH.

TRERT RO, EFFERESHEKFHERT , REBERAEEEW LEE,

prod repo-prod prod-repo repo-prod- prodrepo
repo
prod R = = = =
*prod X #r = & B B
prod* = = = B =
*prod* <¥ = = = =
prod*repo B B = B =

HIERE L EK Amazon ECR FRVBRERSGNRIZE S 2IFE

Amazon ECR #5813 25 Amazon Inspector W& , ENEHNASEGEMREIHA, Fo28E
AR ERERFRERERSNERESIRE. BILUER Amazon ECR 1 Amazon Inspector B
EERAHE R, HX Amazon Inspector WEZEE , i§Z [ Amazon Inspector AP IEEHPNER
Amazon Inspector I BB HE K-
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EEBNER I ThAE , BRI LLARREWLEFEERTAESTN  REWLEFEEEHEANDH, It
BB REBAMRIERME TR,

BERAENESSEM

/5 A Amazon ECR B ZRUTRE,

- FRALEThHEET 2 WEL Amazon ECR BEIZ\ 3 A , {E2 Amazon Inspector & WEAHBRGHI TR A
£ #F Amazon Inspector B Xigi iR T L ThEE, BXEZEER |, H5H:

« Amazon Inspector FE - Amazon Inspector E#T.
« Amazon Inspector X #FHI X1 - XMk S

« Amazon ECR #38 & F# & 'R T fA[#E Amazon EKS # Amazon ECS LERAM &G, EUEE L
RERARGHRE  HAEESOEREASINRE, EETHHEEN EFRMREGHNREEBENL
LR, EALMREFHREPLEFH TREZ I AANRBHNEM, BXRUOAFERXLEEFEURMNAE
BN EZEE |, 55 DescribeImageScanFindings,

« Amazon Inspector XIFHAWIFEIRERS, RITEIIR , FS Amazon Inspector A FIER T
B XV IRER S - Amazon ECR A1,

« Amazon Inspector EA RS IAM A& |, ZAGREM T HFHERBIEREABMENNE. A7
BEMKRIT SRS , Amazon Inspector 2 B3I 8IZRFHEX IAM €, BEXEZER |, BS
% Amazon Inspector A PR FARSHE< A & AT Amazon Inspector.

o HBEROALEIMERZHAERETHEIIBER , Amazon Inspector R AER E B G #EiE
RHEIZIRBIE & 14 RN#EIEE Amazon ECR WERE, ERBRENAERSER
SCAN_ELIGIBILITY_EXPIRED, MIRZEFEZEiL Amazon Inspector X LS , MR HEH
HEOX BB TF0 E

- WREH Amazon ECR FAEEMKRITE TEBEAE , MR EEFEAEBEENEREFRFSHERE
KHNMEEREE. TRETCAMERENEAEEESSER Off FHEER  HET2HAH. £
SEHERERPAEHTFHEE. BXEZEL , SR A T%EE Amazon ECR A1 L 17 6%
BRI Ik %o

« MREBHNEEPAENELAFE D ANIEE THESRY , HAR—FHEFSSZS/NHESHE , I Amazon
ECR B HIHITZFHENELPAEESRMG K MARKERBRESRY.

- BHREBRAERE  EEENPENEL £ EventBridge B} , Amazon ECR 2@ &% —NE

¥, EventBridge S#1PAMT AR GIE, EMHMFXABGIEABLERE , Amazon Inspector 2&
HEH,
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Amazon ECR AriEE

Bt Amazon Inspector H BR 5 18 58 33 # AV 5 22 R[]

BB AEE , Amazon ECR £ B BN FEN B AFLPRAEFTHEIENMEG, RIAERT , Amazon
Inspector 2 MEIRENFHEE , EXIMEHEBRIIERBABREZA RN L, EAUBEENFRER ,
#£ Amazon Inspector &l & P EE H#x A LR R ( {HENEWES ) MIEHAEFENE. H7F
fEENPEZERREIR , BRSNS E RN SCAN_ELIGIBILITY_EXPIRED, B Amazon
Inspector F3 Amazon ECR Bt EEFHIFHIFLENBRENEZEER |, S5 Amazon Inspector A
R E B Amazon ECR EF LRI,

£ Amazon ECR #1718 FTERN IAM X R

Amazon ECR #58 HEE — 15 Amazon Inspector FRESHXH IAM A€ , HFBEBMER
ERAMN IAM ZRAEREARE APIs FTEMNIL S# Inspector. AFEEMRITEEEITH
J& , Amazon Inspector £ Bz 8|2 Amazon Inspector FREH#X IAM B, BEXEZER , H5H
Amazon Inspector AP IERHP RS HEX A EH T Amazon Inspector,

LR IAM policy &5 /3 A AR EMENNRE. ©83%E Amazon Inspector 812 RS % IAM
ABFENNIR , LURF B M AEEAENKERITHEE RMERN Amazon Inspector AP R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
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"jam:AWSServiceName": [
"inspector2.amazonaws.com"

1

£ Amazon ECR H i ERGHY 8 5a 1348

NENIAEIMREESNMXEREREAH,

¥ ur

BRAERAEEEBPAMNES IAM R, AXER , HZHE Amazon ECR Hxt 1T 58 #iFr

FH 1AM R,

AWS Sl L

ERNLBEMKRIT S HEBERAH

1.

2
3.
4

fEhttps://console.aws.amazon.com/ecr/1Z & FE A 3T FF Amazon ECR % &,
MNEmER | ERENHEERBEENXSE,
ESMBERT , EFAEEMEK , ABERERRE,

# Scanning configuration ( 3#EE ) WEH , 7 Scan type ( A3 E ) % Enhanced
scanning ( ¥g58®E#E ) .

MIABERT , YEBABL TEFRSE , A F#ESRESHAH.
ERFEEPHNBERRE  BEREEPMFTIEFRESEE  REENLRIESRMS

/A Important
REBERANBERE SR ESZRERENFEFEMER . TERER (*) WiFik
ZUYTREHRERN , BRTSBREREBSMPHNENTZANE/H, EEFHERHYF
TR RB , S the section called “FFiE K HEE S,

a. WARETEF@#ERBUNEERYE  REEEPMMFEERE,
b. RIEHEEMRGE EH ML E
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- EREHENEREE#E | SRREANHE A FRE,

- BRBRAEBENPDHENSER#E  FRAETEFERESVMNHEERYS  RBERHM
[i:pide L o

6. ‘&R
7. EREFREBARNSINXEHFEESRESR,

AWS CLI

FRALLT AWS CLI B XA EMERAIGRITHE AWS CLI, BAILER rules RIBEH
b BV g o

 put-registry-scanning-configuration (AWS CLI)

LT REFRIENFAEEMRIT B EREAE., BRIABERT , MREEETE rules , Amazon ECR
SFPEERERB AN FIE M ERTIRERE,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

LT RO RGN BEMRIT B HEAEAEERBHEERS. RPN RBERERARINR
M EA prod MATEF&ETT B REAH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFiltexs" : [{"filtexr":"prod","filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

LU RO N BB EMRIT B HEBABAEES N AERIESM4. ROPNEBHEEREN
XNEMPER prod WAIBFEETBFERAHE | H ENMARME#EETBERENEHE,

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2
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EventBridge 8 7 £ Amazon ECR #1781l KXW EH

BREEAEE , AE#EENRBEMELXLET EventBridge B , Amazon ECR &R &KX —1MNEH,
EventBridge ZH#MAHEAETR AR CIE, EHMFXABEGIAELERIT , Amazon Inspector 2 EH K ix
=4,

FRERBRREREN

FEMRFBEBIEHEE , YHFE THEHBRENTREREERNT , Amazon ECR NXEUTEH, X
SRIEECEFEMEE, FEERFEHENRBENE  REEFE 7THEBERBENEENF#ESD I ZHH
KRG, BXEZER |, FSH £ Amazon ECR MG E S FE G RE,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
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"scan-type": "ENHANCED"
}
}

NEBEERENSH (BREH )

NAEMKRFBSEBPEE , SUHRBRGIRBEHE , Amazon Inspector 2 ZKIELA T EH, finding-
severity-counts S¥H{URE™EMRFINE (MRFHE), flm , MREGFSEFEM CRITICAL
RANER , MFRREFRAXBITE. BXESEE , BSH AERGELER Amazon ECR FH#
EREHREIES TR,

EHERN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

LN

"version": "Q",

"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

1,
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
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"image-tags": [
"latest"

REQESRENONSH (BEEHE)

NEMERFBEBEAEE , FOE, EFMD ARG EL RN , Amazon Inspector 2K IEATE
H, BXESELR , H3H ARG LUER Amazon ECR FIRERSENRZBES R,

EHER

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
}
R
{

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,
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"inspectorScoreDetails": {
"adjustedCvss": {

"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

.

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
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"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
}
]
},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
},
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
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"updatedAt": "Dec 3, 2021, 6:02:30 PM"

¥ Amazon ECR iR ENIAE X

FBA AR R ERER Y ERRGHEN AR EE LRI , ABTE Amazon Inspector FITFHFRERXINUE
EEZHAER, ERAUNHRGRERBEELRBEMXEMO (CVES) BIEFERTEREESILN,

BXRABBRERNERRBENHEERAEE , FSH JEE Amazon ECR FEVBR G # R,

AWS EmEinsl s
BN AWS EEEHAFEAUTSREREGHBER,
ERRMGHERAELRN

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
MNEMmES | ERENFHEMMENXE,

ESMBEED , ERTFHEE.

ER@EENEHL , ERESEARRZERNEGNFRE,
ERETHEHBNREGIRZST | EERGREURRABBELIN,

E7 Amazon Inspector EHIEFPEFEZHARFE , BEBMIPERERBE .

o o A~ wh =

AWS CLI

FEALT AWS CLI S EARREBITWE R AWS CLI, BA[LAEA imageTag 5
imageDigest IEEH G , XHEE WL list-images CLI an HIREL

 describe-image-scan-findings (AWS CLI)

T RBIERBERZ.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

UTROIERRERE,
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aws ecxr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

# Amazon ECR FHEREREFERERSRE

Amazon ECR E4XHH#EH AWS RERARKARENBRRREPEESFERNTFE, EXAH
AESHEARERSHRARERN , R 50 ZMHFFERERE L RBMXELRENRI

(CVEs) . RERFRRHANBRENE. BER., RBBRRERARERFREIEE (NVD) M

MITRE.

it X & 2 FVAWS R S5 AR 5Il H BV PR B X8 #8 2 3§ Amazon ECR EAX13#,

Amazon ECR #AXK B L5 ERMN CVE W EM (WRTH ). aN , GEAELRETISRE
(CVSS) ¥4, CVSS ¥4 A TIRE NVD i®EFEMTR. BEXEZER , ZH NVD ®E™
EHITR.

Amazon ECR EXRF#H X HiFiEsR , ATEEHENEARMLEERE, FMEHEAEITIERFTT
BN FEESFRENFHABNE  IEREELAFHITREHE, 8 24 DB E—RBRE, 24
P ESEANBEENEE (WMEERE ) UREMFHEME. CAERAHE  EHEIMRF , 88 24
NP B Z AT 1346 100,000 MR

AUASNMNREGRELAETERNEGHABE R, BBIEETHKE , Amazon ECR £ 5 #
EventBridge X2 —1MNE#H, BEXEZEL , 2% L 3% ECR E4# EventBridge.

BRERGEFHESDH

ER—MEZRIETBRANTHEREUES  BWEHEFRAZIIHNRERSRA., BIERNEK
R, FANRERETBEFEWERF  MAETZERT , S FBRAHINZELE, I, HZE
MPRERENREIISRE RN , —SEHEBAMEMNHNERRPRHIBRAENLLLETRN,. 2K
KEHBNENXEE , Amazon ECR AR A BXFHAKEREBFERE. Amazon ECR N EERA
BRERGERNAMERERNBNRESE, BAXIENRERENRENTESXK , S Amazon
Inspector AP P X FHEERS-Amazon Inspec tor 1,
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£ Amazon ECR # it E MG Y B AT

BMIABERT , Amazon ECR NATERAEEMRTEERLH. Hit , RIFEELER TRBEEMRLHNH
HWigE K BUNFREFBESHTHE,

B MER AT EZRE L — NS MNP TE IR
ERNMBEEMRITBERLDH

1. ERBEMFR/FEEDITH Amazon ECR ###| & https://console.aws.amazon.com/ecr/
2. MNemERd | ERENHREAREEN X,

3. ESMBERP , EFEMEEMEK. A,
4

# Scanning configuration ( 3 EE ) WEH , 7 Scan type ( H#REE ) %% Basic
scanning ( £33 ) .

5. BUNBAT , EHNAEEHESRENFHHRHE, SUNERETEEEENEREERERTE
AN, BUUNEFRERE N FRERERENAH. BXEZEE  BSH AT
£ Amazon ECR #1343 4 W L2 17 6 = Y R 1%t SR £ o

(® Note

MRANFREBR THENEE  NEaNFEERENEGHTHE, RESNEE&T
RTEER B EEH.

£ Amazon ECR A F 1 HEM G R B FEERERSRE

MRV FHEERBLENHENDIHE , WALFHEHRERE, 24 PEAEH—RKRE, 24 Dat
BREMRHEEREE (NERE ) AREAFHEAH.

BXABBRGRONERLRBENHEFMAER , F2H JFE Amazon ECR FEYRGHH#H R,

AWS BB EH A
B AWS EEEZH & ER T SRIT R FHRETHE,

1. ERBEEME/FMEEFITFF Amazon ECR ##lA https://console.aws.amazon.com/ecr/
2. MNemtEd | ERELNBEEMEENXE,
3. ESMBERTR , EREM®EE.
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4. HEEHEEREL  2RLSERHNEENF#E.
5. HEREBIEL , AREHHENGEEK  RREEHH,

AWS CLI

« start-image-scan (AWS CLI)

T RBIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

T ROIERRERE.

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

 3REL-ECRImage ScanFinding (AWS Tools for Windows PowerShell)

T RBIERBERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Foxce

LT RBIERRERE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

¥ 3E Amazon ECR FEXRPFHENVIAERI

BRI R EXTERNERNREGRENEEFERIN. SRINBRFIRERBIER N IRRE MK b O
(CVEs) Bz R ERE S HE,

BXRAHBRENNERNRBENHEERAEE , FSH JEE Amazon ECR FEVBR G #H R,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html
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AWS EmEimsl s

B AWS EERHAERUTIREREGARER
ERRREHFHFEERN

1. EARBEMFR/FEEDITH Amazon ECR ###| & https://console.aws.amazon.com/ecr/
2. MNEmEEd | EEREQBRFMENXE,

3. ESMERF , ERTFEE,

4. EFEHENEL , ERASERAERZERNRENEHEE.

5. EMRGUEMNMREGIRZST , EEREFEURRARBERIN,

AWS CLI

FRALT AWS CLI s R ERARRZBGHEABLE R AWS CLl, BALFERA imageTag 5
imageDigest EESH & , XHEE AL list-images CLI a5 HIREL

 describe-image-scan-findings (AWS CLI)

BT RBERBRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

AT RBIERRERE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

« JREX-ECRImage ScanFinding (AWS Tools for Windows PowerShell)

LT ROIERRERE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2
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UTRBlIERRERE.

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

HEZ Amazon ECR YRR I3 8] &

DTRELHNEGAB AN, B LE Amazon ECR #H AP E R iFE. B APISHER API &
FIEHEIR, AWS CLI DescribeImageScanFindings

UnsupportedlmageError

X EA Amazon ECR A X HEMGEGRAENRIERSGSHENEGHTEMPARER | &7
£18 %] UnsupportedImageError £4iR. Amazon ECR X Amazon Elastic Container Storage
Storage Simple Storage, Amazon Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #
RHEL Linux KITRRIVEEMRAE., — B R REEBERNEN X , Amazon ECR AR B X HFH#E
TreiBFERIE. Amazon ECR RX#FHA#M Docker scratch REMENHE K.

/A Important

E A TR , Amazon Inspector XIFHE R ERERSMEARLE, BXTET
& , 12 # Amazon Inspector AF RPN I FNRIERSEMEARELR,

JR[E UNDEFINED = EMH 5

BO RN BI™EML BN UNDEFINED WHRBER, ERXMBERNELRERMNT :
« CVE RAKRM[ZIFEE D B LR
o ZRAHW S HE T — Amazon ECR TT3E1RBIBIE £ R,

EREREN-EENEE BT NEENRESE CVE,

T RIEAHIRA SCAN_ELIGIBILITY_EXPIRED

MRENFEEMRZ A T FEH Amazon Inspector B8589 , HALEEEFRERE , WWES
EFHAWIRAN SCAN_ELIGIBILITY_EXPIRED, #EARXMERNELREMNT,
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o YMIBRIEZEMERAABTT B EEITHEE |, Amazon Inspector FXIR FE IR G HE X BT B BR 513 & 30 X

A H#EIAE] Amazon ECR HBR{R, ERMRGIIFERSE N SCAN_ELIGIBILITY_EXPIRED, #MR
BEELL Amazon Inspector 3 #EIX LRG| MR H EF AR BN FME,

Ch

« MR 7E Amazon Inspector ZHIAFENR T ECR EFREFENBHAZNEET , NEGNIEE
RESFEERHN inactive HEREENR expired , F NS RIZAZEGRNATEXKAE
R, X5 Amazon ECR #5| & FH3#RAS%N SCAN_ELIGIBILITY_EXPIRED,
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5 EifEMERE Amazon ECR FAEEMRE S

EREFRIAN , SR LFEMRAASBTS Amazon ECR EEMEKRL.

Amazon ECR B RIXEFNUT LiHEMReIZRMEEFNN,

« Amazon ECR Public, Kubernetes A28 EEM KX Quay ( FTEEFHRIL )

« Docker Hub. Microsoft Azure g8 EM &R, GitHub B2 EMEK. GitLab B EM R
Chainguard itk ( EEFRABHAHTH MR ) AWS Secrets Manager

« Amazon ECR ( ZEEfEH AWS IAM B &3# 1T 511 )

Xt F GitLab BEEM K , Amazon ECR XX FBEL HHEIERS (SaaS) =mizEEF. GitLabBXE
A GitLab# SaaS R EZER , 5ZH GitLab.com,

NTFEEFEAZARTHORIERN LMK ( HI0 Docker Hub ) |, BUIFERFHEZHAF.
AWS Secrets Manager &AL Amazon ECR ### A A ENKRE S0 KIUEH B TR elE
Secrets Manager %4A. Bx{#M Secrets Manager %] & 812 Secrets Manager RN EZELR |
BSRFEN LEFE#ESIEFM#TE AWS Secrets Manager 241 ¥,

5t F Amazon ECR , 1R iR T Amazon ECR I RE TAEMNKS, |, MAFmANE — IAM &
., AWS Bt IAM ABNEZER |, HSHEKF, ECR 2| ECR 2HEFMERN IAM KB,

N EREMRGZRIEFEANE , £/ Amazon ECR FAE MR URI MiZ Lk E M3k F iR ERAR 5 BT
A, AE , Amazon ECR 28| —NFE , EREEIMRFEFZRE. N THRENEBLERE
M EFBRERAVIEIER , Amazon ECR 2R E LififiiRk , EEREANRANEFTZBERSHMR
&, ARZREDFT 24 P EH —XBBEMRPHRE,

7 B B 2 R AR

Amazon ECR B X7 FE o2&, X#HFMIE , £ Amazon ECR EAEFREHNAREIEZN
MEEFEEENREEN  SF2HN, SMERBESFREGETZANER  ATRAFRESEE
BARE, BRAUEEREFEERENEE , SRETHRNLFRE, HERETE, MEMES
AR, FEEUERRTFNREREFEFLZABDNA , MU F#ESREREMESECE
MEF#EIEEAZE. BXESEL  F5H ATREHEEFNE, XN tIERE FIRERBE 6
By ER R,
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR RFiERE
EAZFRIVINEEED

£/ Amazon ECR ZFREMNIE , EERUTAR.

« UTXEHAZEFZEZFRIMN,
« HE (4t} ) (cn-north-1)
- @ (TE ) (cn-northwest-1)
« AWS GovCloud ( EEZ 3B ) (us-gov-east-1)
« AWS GovCloud ( ZE B ) (us-gov-west-1)
» AWS Lambda T #ZFERANIEFMNM Amazon ECR REVA MR &.

- MRFEARNEFREINESR , B XENESRIN T ZIEFE Amazon ECRFIPS R&Siws. B2 , £H
Amazon ECR FIPS R i = A LA I8 fR 42 4R B,

- XTEEFHRIUR LFEEFM@EE | 8B Amazon ECR A E &k URI RINEBREFHEF
i, RENEASNNEFANGEENEBXRRNAF B, BENNEREREZNEFLEE
MERBEFHREE K,

s WFARZEESHRIEN LFEFE#EE | 48X Amazon ECR FAEEME URI £EEEGeT , BGR BT
B AWS IP it Bz,

« HBI Amazon ECR #AFEEMEX URI EUEFRMEGET , Amazon ECR 4% 24 MR E—IX E
BEMEE  URITIEFENRERTARTRAE, IR EEIMERPERFAME , Amazon ECR &
2 REHEFENREG, BiTSETEFEREENREE—XE,

R Amazon ECR B TAEMERETTEM EiHEMREFRRE , FAREERE , WRENLRIEK
EETFHRE,

- ERIBEEE LHEMREIEN Secrets Manager Z4RRY , R BHMLAER ecr-
pullthroughcache/ 81, Z4AEXIEEFREGNALT A8 =09 K - F X145,

- HEAZFRIVINENZRZBGREN , FRIRNBFLIXF 5 ANSMEEBLIWIRENE
Amazon ECR Ff#fFER, MREABREIFERY , MAILERAERMXBRNRERBEEIIRE , ™
TREBRIRKRBENIRERENR R,

« Amazon ECR EA RS XK IAM B | § Amazon ECR 12HFFEMNNIR , LIOIBE#E,. BE
AT 5 MRIER Secrets Manager 41 , MR A KREHIEZFHRER, RFHEX IAM BEEQEERRT
REANE B, BXEZER |, 55H ATEFREINM Amazon ECR REHEK AR,

« MABERT , RREFBREN IAM THEEFBETH IAM policy B FHRR, EATLEER Amazon
ECR AHEEMRMNRRIEE —FRE IAM KENNREE. ARESEE , BSH ERAEMENK
BRo
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- ERZFRMIERCIEN Amazon ECR F#EFESEME M Amazon ECR F#F 2 BB EFX .
XEFMEF#EENRE  SINEHNEREREE,

+ 34 Amazon ECR EARHMEFREARCCIERMEFMEEN , RIFEFECENFMHELEZER , BN
LTRINRBRNA T F#EE, SUERFREZENR , X Amazon ECR AREGIZR 176
ERNANRE. BXEZEE , F5H ATESNESFNE, X CI2NE HIRERR6ZR
FHEER R

o REAAELM - REFAEMEERTAUBZRERE, MABERT , RERZRTEHN (72
BE ). BULBRRETH , ElfmTE—JIEﬁEETE_IEUT\X}iFF?IﬁKZMEEP FEFATEE
18 TE B FE S A B AR S R BRI S ANAE A D B AR B BRI 4 S o

. in@ - EABRIA AES256 MNF,

- FHEENR - B2, TR RAEMEEERRRR,
- EWBAHER - S, TRATMEGEHRE,
- REHE - 224K , TRAEARFIFE,

- ERAZFRIAN N F#EFEDRAREIREREM , KRB LE Amazon ECR £ 48 [E #YFR  E #THR
&

- BREAZFRINNERRGH  TEFSEBETERMAEH, EELEERAT , FEEBTERN
WEEH , AERFRE—FXHENKH , AEHIAEARE. Bt , IRESH Amazon ECR ELE
NEAED VPC LigT R, AWS PrivateLink NFEERRE —RNNEEBEERMNNER, —
FERERAN VPC FRIBTFEEBEMMXNAEFN , RAEEREEEMNWEHIERENLAE F
MEBRBENEFN, FAKFREANFTHEEMERENTEERERE, BXRELER , FEH
{Amazon Virtual Private Cloud A FF18R) A #Y /=41 B% B % I,

F EFAEMKRS Amazon ECR #AEEMEREZAAERN IAM X R

BR T R AESEMRIAT B AU AR #EA FIZEN ARG A FTEE R Amazon ECR API R R2 5 , BEBELL
THARREF geE RERESEFRIAN,

« ecr:CreatePullThroughCacheRule - # FRIENEEFANWNIR, HNRLABIETH
8 1AM policy & F,

« ecr:BatchImportUpstreamImage - BN RNABEGHGEHS ARTEBHNIAEEMER, TUBES
FERARLREIMENERE, ET S0 1AM policy SUEIS A E T & JRAY 17 B A PR 5 L 32 5 It A
BRo BXxFERAFMENRNEZEER , B2 Amazon ECR FHIFAE F i FE KB,

« ecr:CreateRepository - RFEMEIMERFEUBEFRENNIR. WRGFHEEFEEGNEME
TEE, WEELNR, TLUESET HHH IAM policy RAE SEM RN R KL F UL AR,
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html

Amazon ECR RFiERE
{5 FE A RN R

Amazon ECR R EEMERNRAAFREE IAM K ERAEFIRINEBE., R IAM policy
BT IAM REMR 2 FEMRNRRE R FHNE , U IAM policy {£5%€. fln , MRAFERT
ecr:* MR , MFTEFI M TR BIER,

BB EMRORKE (AWS EEZFH /)

1. $TF Amazon ECR ###|& , Mk A https://console.aws.amazon.com/ecr/o

2. ME&MEd  EREEEDERENEEMRNREFT N XE,

3. HESMBEHEF , EZ Private registry ( FABEM K ) . Registry permissions ( SEMRNIR ) -
4. 7f Registry permissions ( EMRNIR ) WE L , %#F Generate statement ( £KEA ) »

5. NTFEBNBNEFRIWNRRKIED , BT TERE,

a. XF Policy type ( SRBEKE ) , #Ei%&# Pull through cache policy ( #EEF K ) .
b. ¥ F Statementid (iE@ ID) , NHEEEFIEDRBIZHEBR,

c. XTF IAMentities (IAM3=4E ) |, EEETESERXRBHINAF. 45A4E,

d. XF Repository namespace ( F#EREZEE ) , EFRESKBERRANHEEZEFAN,

e. XF Repository names ( FEEEM ) , EEENAANNFEEEREZN. Flm , mRE
#8 7 Amazon ECR Public L3 Amazon Linux T E |, FEEBFERN amazonlinux.

EOEALBTMRAIRKE (AWS CLI)
EALT AWS CLI s S B I ERBEMRNER AWS CLI,

1. BIEHE RN ptc-registry-policy.json A4 , EFIEEMREEANS, LT RAI
& FoIE 7 EH M Amazon ECR Public FHEUEEREY ecr-pull-through-cache-user X
BR , Amazon ECR Public 25 Z & 812 /Y B E 75 NI A R BXHY £ETR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
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"Principal": {

"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
},
"Action": [

"ecxr:CreateRepository",

"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/

/A Important

NEEREFEGNEEMETFEN I EE ecr-CreateRepository R, 4l , w0
REHENERENGSSINEIREREHEIMMN IAM 4 (FINMEBRAMALAR ) TR

2. fEMput-registry-policy i ik B EM R K

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

IEE &y

EZREFREAZFRIANG , BIITUTEES R,

- BIEEFREAN, BXEZER , FSH £ Amazon ECR FEIZEF RN,

- BIEERECEER. BT FMECIEENR , £ Amazon ECR EEFRREUREHERRECIEMN
ME#EESOREN  BRATEHN, AXESER , F5H ATESNEEFNEL X622
=8 HIRVEHR ) 632 1Y 17 6 BE RV R AR
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REEKF ECR Z| ECR PTC FYXBE

Amazon ECR Z| Amazon ECR ( ECR E| ECR ) BEBEFIEXHEXE., AWS IkFRHEZEH
HELSEBK. FH ECR F ECRPTC , B SUFMGH#IXEI = E Amazon ECR JEfit&k , HEEREUE
AN | HREGEFE T B Amazon ECR JEfME&R A,

Bk~ ECR E| ECR ElREFFTER IAM KR

EHERE AWS K89 Amazon ECR EM R Z A EFIRE | H1E TEKS H 612 IAM e AFEREART
PR SREE AR EA TR -

« Amazon ECR E2EM R F RERREM Lif Amazon ECR JEMERPIZEREG ., EAILLUBEE IZE IAM
A  RAREERNMEFHANFEEZAL  BRFXLENRE,
o EHFMRFIEEE SN EFEIMERMEE R FHREGH AT RKEEFTENNR,

REE

- Bl IAM AEKEVERIEENER

« N IAM A ELRIE

o 1£ L Amazon ECR ;EM &R PRI ZERF

212 IAM B EXRE RIMEFNR

UTRROIERT —MURRE , ZERERT IAM SEXR , KKREM L Amazon ECR EM R ZE
Bk, 2 Amazon ECR BEZAER , ©NREELREPIEENNR,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditoxo",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecxr:BatchImportUpstreamImage",
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"ecr:BatchGetImage",
"ecr:GetImageCopyStatus",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

N 1AM BB EERE

UTRBIERT —MEERE | ZREFF Amazon ECR ZEEZFHREN AT AEEZHEHN AWS RS
E1&,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}

£ L Amazon ECR TR PRI B2 R R RS

L5 Amazon ECR EMRABEEELIURINEM R R FEERER , IR T TEMRABERT
LT8RP IR RIINER
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® Note
REBKF ECR 2 ECR AREFEREES FEUTHRRE, N TEKS. BEXENEER
7, BREEA/LTHETRH IAM AGKKEANEERK, I LFENTRIMERNEER -
KPR, FEEE AWS IKFZREANR,

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:r00t"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"”
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

1£ Amazon ECR A |22 E F=EFL N

N T EBELERE Amazon ECR REZMRFEENREN BN LEMK , 4T BEFRIM
e

NFEEFEAZAHTEORIIN EFIMER , BSMEL Secrets Manager Z4ATEMEEIE, B AT LAE
RIEN ZARUNE—NFFH. B LE Amazon ECR #8#| A = Secrets Manager 8| & #8172
Secrets Manager %41, Ef£f Secrets Manager & M2 Amazon ECR %5 €12 Secrets
Manager %40 , {2 RS8N LEE#EEXIEFH#E AWS Secrets Manager B4,

FoRFM

- BRIIZESHEUESFRIFNNEY IAM R, BXEE , BSRF LBEIMES Amazon
ECR B XMKRR LS AEN IAM R,

- NTFEECABRAHTEORIEN LHEMEK  MREFANEER , WIERIE Secrets Manager
HHRRHRBRUATER :

- ZHAMABMI ecr-pullthroughcache/ 7k, AWS BEEERFIA RETH A ecr-
pullthroughcache/ BI4XH Secrets Manager %4,
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« BHAFTEN K M X505 & 17 R EUAL U A A B9 K P 8 (X 448 PR

EOREFRIAN (AWS EEZEHA)

UTSBRERMMEFER Amazon ECR #2145 eI 2 R FIREAN A Secrets Manager %48, EA
Secrets Manager #8012 FA , BSRSEHN LEFMESIEF#E AWS Secrets Manager %4
F,

3F Amazon ECR Public, Kubernetes A&5/Efft& = Quay

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

MNEMmESD | ERERELTEMRREN X,

ESMBEKT , %3F Private registry ( FABEMFE ) . Pull through cache ( EFREE ) -

£ Pull through cache configuration ( ZfFHRIEE ) WHE L , 1&F Add rule (AIMHN ) o

ELSR1: BERBEREL , FFEME , BMNLFEMRMIRPIERE Amazon ECR

Public, Kubernetes = Quay , ABEERET —F,

6. EHE®2: EEBMAEL , ¥F Amazon ECR FHERNSR , BEEEEEEMNRELAEEMERFTE
BHREGNEFANEREREZRNE , AREET -, RIAMBERT , CEXWEZEE , Bt
ALEEBEN & ZEE,

7. EFRI FRHACENEL S REFRIANEE , REIERIE,

8. NERENBNEFRMEEL IR, ERMITINXEHAUETEFREMN,

o k~ w0 Dd =

%t F Docker Hub

$TFF Amazon ECR ##|& , Mt 7 https://console.aws.amazon.com/ecr/o

MNEMmESD | ERERELTEMRREN X,

ESMBERKT , %F Private registry ( FABEM R ) . Pull through cache ( ZFRE ) -
£ Pull through cache configuration ( ZfFREEE ) WHE L , 1EF Add rule (FMHN ) o
ESTR1 EERFRREL , X FEMK , &F Docker Hub , RFIEFET—F,

ESR2  BEESHRIIAEL , X¥F LBEIE , 84950 AWS Secrets Manager 4017 (%
Docker Hub # & MIEEIE, BALUEEINE R4 , LA LAEA Amazon ECR ### & Q| E &
£,

o a0 bk~ 0w Dh =

a. ECAUAEY , FEARERAINEA AWS B2, N TERAEN , EATHIRERENENE
H, REEET—F,
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® Note

AWS B2 A NEREMEHecr-pullthroughcache/HI4kH Secrets
Manager 248, 416 XM 5 EF RN AT 48 [ 09 K 7 F X E,

b. ERIEFZ , HRBAE AWS 48 , ITUTRE , RAFERET—F,
. HAERAENH , BABHEEE—NMEREEH. BHEBHLIEE 1-512 4 Unicode F
o
ii. 7£ Docker Hub B FHEB#H | I8EZEH Docker Hub BT HR 44,

iii. 7E Docker Hub T[] , iE38E Docker Hub Bl S hE. BX{AAI%E Docker Hub
HRSHENEZER , S5 Docker X#4HH Create and manage access tokens,

7. EHW3I:EEBKRAEL , X¥TF Amazon ECR FH#ERIR , BREEEZFMNRLAFEMERFR
WA RGN EFRANFEEGREZR  REEET -5,

RABERT , BEXRREZR , BHALEEAEN R ZEH,
8. HIR4: FRHACENEL K FREFRIANEE A6 REEFCIE,
9. NEMENEBNEFRNESE L PR, EMNEIMXFHEETEFRERIIAN,

X TF GitHub BaFEM&E

1. #TFF Amazon ECR #£#|& , Wit R https://console.aws.amazon.com/ecr/o

MNERES  ERERENEIMRIRENXE,

ESMBEKT , %3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -

% Pull through cache configuration ( ZfFRIEE ) WHE L , 1&F Add rule (AIMHN ) o
SR EERR TEL , T SFMKR", &% ‘GitHub BEMR" , RAFER “T—F7

ESBR2: RESFHRIE TEL , XFLEEF , B4F0F GitHub BB EMRM FHRIIEE
#f#7E AWS Secrets Manager Z4AH, BRI LIEENE R , LA AEA Amazon ECR #£#l&
BIEF A,

I

a. EFEANAERY , BERCERAIAE AWS R, N THHABR , FATAIRERABTNE
H, REERT—F,
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https://docs.docker.com/security/for-developers/access-tokens/
https://console.aws.amazon.com/ecr/
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® Note

AWS B2 A NEREMEHecr-pullthroughcache/HI4kH Secrets
Manager 248, 416 XM 5 EF RN AT 48 [ 09 K 7 F X E,

b. ERIEFZ , HRBAE AWS 48 , ITUTRE , RAFERET—F,
. HAERAENH , BABHEEE—NMEREEH. BHEBHLIEE 1-512 4 Unicode F
o
i. XNFGitHub REEIMEBAF R |, BIEELMN GitHub REFEMERF B,
i. XFGitHub BEFMRIFE T , FEEEM GitHub B IMRIF RIS, A0l
GitHub A RIS M EZE LR |, H5 5 GitHub XRHHNEEEN N A GBS,
ELE 3 IEEEEMFAEL , 3T Amazon ECR FREERE |, BiEEEEENELAE MR PIE
BHMRENEFRANEREDTEZTE , RAEEET—F,

RABERT , BEXRREZR , BHALEEAEN R ZEH,
ESR4: FRACBNE L , FREFRDANEE , REEECE,
NEUEBNEBNMNEFRNESEL—IR, RHNESIMEHE T EFRIAN,

5 F Microsoft Azure BReSEME

o & w0 DN

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o

MNERES  ERERENEIMRIRENXE,

ESMBEKT , %3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -
% Pull through cache configuration ( ZfFRIEE ) WHE L , 1&F Add rule (AIMHN ) o
EHZT|1  BEREREREL , ITUATRAE,

a. TEEMERT | HFikEMicrosoft Azure B TME
b. EREMEK URL # , iE3EE Microsoft Azure BEEMRMER , REEET—F,

/A Important
BREZETENR , BENRZERRBIER .azurecr.io FR.
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://console.aws.amazon.com/ecr/
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6.

ESR2 BEESOHRIIRNEL , XF LBEIE , 844980 AWS Secrets Manager 247 17%
Microsoft Azure BEFM RN EHRIUEZIE, BRI LIEENE R , L LAEA Amazon ECR #
# & BB,

a. EFEANAEY , BARCRIE AWS B, NI THEHEN , FATAIRERNFHNE
0, REEET—F,

® Note

AWS B2 A NEREMEHecr-pullthroughcache/HI4kH Secrets
Manager 248, 416 XM EEFRIF N A T8 = 09 K 7 FXE,

b. ERIEFZ , HEBAE AWS 48 , UITUTRE , RAFERET—F,
i. HAERAENH , BABHEEE—NMEREEH. BHEBHLIEE 1-512 4 Unicode F
o
ii. 7 Microsoft Azure ReFEMEBHAF B H , B E Microsoft Azure REFEMETHAF B,

iii. 7 Microsoft Azure REFEMIRH R THEF |, BIEE Microsoft Azure e EM KRB AT
#, BXNMEIZE Microsoft Azure B EMRIFTRITHEMNEZEER |, 5 Microsoft
Azure XREFHBIESRE - 117,

EFR3: EEBHRREL , T Amazon ECR F#ERR , BIEEEZFENRABEMERPIR
MH RGN EFERANFEEREZR  REEET -5,

RABERT , BEXREBZR , BHALEEAEN A ZEH,
ESR4: FRACNBNE L , FREFRDIIANEE , REEECE,
NEUEBNEBNMNEFRNESEL-IR, RHNESIMEHE T EFRIAN,

X TF GitLab BsmiEM &R

o & w0 DN

$TFF Amazon ECR ##|& , Mt Jhttps://console.aws.amazon.com/ecr/o

MNERES  ERERENEIMRIRENXE,

ESMBERKT , %3F Private registry ( FABEMFE ) . Pull through cache ( BFEE ) -

% Pull through cache configuration ( ZfFRIEE ) WHE L , 1&#F Add rule (AIMHN ) o
SR EERR TEL , XF SEMK", &1 “ GitLab BeEMK" , AREE TP
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.aws.amazon.com/ecr/
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6.

ESR2: BESHARIED TEL , ¥ FLEHELE , B4 GitLab BEEIMEN S HRILER
17 %1€ AWS Secrets Manager 437, SR LEEIEZE , LA LAERA Amazon ECR 2§ &
BIEFT A,

a. EFRUEERYH K BERFERANE AWS B, W TRHEEN , FATHIRERINENE
8, REREBET—%., BxE A Secrets Manager 14| & #12 Secrets Manager RN E S
B2 , BSREEN L FMEEZIEF#E AWS Secrets Manager Z4A A,

(® Note

AWS EE#ZHIA NEREMMEHecr-pullthroughcache/HI4XH Secrets
Manager 41, BAXRLNSE TR AL T 48 =8k - A X,

b. EGIEHZL , HERVNE AWS Z4 |, FUTUTRE , ABRERT—%,
i. TERPEND  FAZHAEE—IMHEREER. BHIBMLAEE 1-512 /> Unicode F
Fo
i. XTFGitLab B EMERAF B , BHEELHN GitLab B EMERAF R,
ii. XtFGitLab BeEMERFE T , BIEELEN GitLab B EMERF RS, BXEIE
GitLab ReFEMRFETENEZELR |, 155 H GitLab RPN AGRISHE, B4AH
8] R I B 15155,
ELB® 3 EEEFRAEL , T Amazon ECR F#ERZ , BIEEEEFEMNERAEEMERDIE
MHRGREFRANEEEDEZRE , ARERET -5,

RINMBERT , ClEEXGRZEE , BAIEEEELTRZEE,
ELR 4 FRAVEBETEL , ¥ XEFRIHNEE K REEFCE,
NECRNENEERENEE LSRR, RHNESIXEET EEFRERHAN,

3 FIER AWS K #Y Amazon ECR FAE MR

o > 0N

$TF Amazon ECR #2#14& , it R https://console.aws.amazon.com/ecr/o

MNERED | ERERELEIMRIRENXE,

ESMBERKT , %% Private registry ( FABEMFE ) . Pull through cache ( EFEE ) -
# Pull through cache configuration ( EFREEE ) WE L , 1E£#F Add rule (AN ) ,

ESB1:EBELEIAEL , EEMRFIER Amazon ECR SAE MK, WF X |, i&F £
Amazon ECR EMFRHXE , RAREET—F,
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://console.aws.amazon.com/ecr/
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6.

HLZR2  EERBZANEL , X TEFGEZHE , BRI CIERTFE R RE R T H B R RE
ZEEFHEE, MRERBENR , WATHEE - MREN , ZEWRAFEREZEAN -2 , A
TEFRE EEMRARE,

XTFLFemEEE , EREEN LEEMRRPFENEENRPREN. NREETHFR , AN
MEREMRPVEMFREEFRRBE. IREART , FREELFFERENR , AREET -
&

® Note

ETHAXRAENEFN LGSR ZEANESRES , F5H BENL ECR %/ ECR EME
FHEFH#EER.

ELR3 . FRACBNE L , FREFRIANKE , REEFEaE,
NEUZNESMNENESF  EEXESRKR. NS IMXECETEFRIWN,

X F kB EHAM AWS IK 7 # Amazon ECR #A &tk

o A 0N

$TF Amazon ECR #2#14& , Mt R https://console.aws.amazon.com/ecr/o

MNEMED | ERERELEIMRRENXE,

ESMBERF , &F Private registry ( #AFEM R ) . Pull through cache ( ZFHRE ) -
£ Pull through cache configuration ( ZfFHREEE ) WE L , 1&F Add rule (FMHN ) o

ESB1:EBELEIAEL , EEMRFER Amazon ECR SAEMEK S, WFXE | F L
Amazon ECR JEMt&RHI X g, £ ‘" &, #8E LiF Amazon ECR JEMERM AWS IKF ID , A&
BiEET—%"

EFR2: BERBRREL , ¥F IAM &€, EEATEKFENEFTEONAS  RAREES
.

® Note

BHSLIERERE BIKS ECR ¥ ECR REUEFAER IAM KB 62 REY IAM
ﬂ@lo

HLZR3  EERBZANEL , X TEFGEZE , BEFER IR FE R RE R T H IR RE
ZEEEE, NRERBENR , WATHEE - MREN , ZBWRAEREZEAN -2 ,
TEFRE EfEMRARE,
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8. WTLHE®WAZRE , AREEMLEFEIMRPEENRBENRTREN. WRERFHINR , AT
MEREMRPVEMFEEFRRBE. IREART , FREELFFEENR , AREET -
&

(® Note
ETHMEXBENEFENLEGEZRANESFEES | 55K BE Y ECR | ECR REE
FEHEEER R,

9. HIR4: FRHACENEL  FREFRIANEE K RFEFCIE,
10. NEQENBMENESF  EEXESRKR. RN IMXECETEFREWN,

N FgESEMER

1.  3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o

2. M&MEd  EREREABEIMRRENXE,

3. HESMBERKF , &EF Private registry ( FABEM R ) . Pull through cache ( EFRE ) -

4. £ Pull through cache configuration ( BFIREIEE ) WHE L , %% Add rule ( FIHN ) o

5. ESBR1:EBERINE P, XNTF SEMK", i&£3F Chainguard Registry , T—%,

6. ETR2: BESMHRWIE” WEL , XFLHEERE , BL490F Chainguard Registr AWS Secrets

Manager y I S RIEEREFEEZHRP. BUUEENEEA , LA SEA Amazon ECR #5l
BOEHTER,

a. EFEANERS , FERFEAIE AWS ZH. XTEREN , FATHIREZENENE
1, RERBT—%., BXER Secrets Manager %4 812 Secrets Manager Z{iNE S
BE , BZRAFEN LEFEHEZIEEM®ETE AWS Secrets Manager 43,

@ Note

AWS EE#EHIA NEREMMEHecr-pullthroughcache/HI4XH Secrets
Manager %A, BHARMLNESEFRIFN AT 48 R/ K~ A X,

b. ERIEMEN , BEFECGE AWS B, MITUUTRE , REEET—F,

i EBRARNP , BABAEE - NEREEN. BHBNLAEE 1-512 4 Unicode F
Fo

ii. XF Chainguard FMFTRAF A , BIEEHLK Chainguard EMETRAF B,
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https://console.aws.amazon.com/ecr/
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ii. XJF Chainguard Registry R ENT & , I8 E LK Chainguard Regist BX Bl
Chalnguard Registry NS ENEZEE |, i55® Chainguard 3CHS A Y 7 ELS hE
'fT%ﬁg_LlIEo

7. EHR3I:EEENRIE P, &£ Amazon ECR #RERIZYF , EEEFNREMERPRINE
BREERANFEEFEREZE , RFERT -5,

RAMBRT , BEXRREZH , BRALIEEAENLGEZER,
8. HIR4: FRHCENEL K FREFRIANEE A6 AFEFCIE,
9. NECEBNEBNEFRNESE L —PR, EXMNEIMXFHCETEFRERIIAN,

| BEFREIAN (AWS CLI)

£ create-pull-through-cache- AWS CLI rule @558 Amazon ECR #AB EMRAIBEBEZEFEAN,
NTFEEFRARARITEORIEN EBEEMRER |, B4 Secrets Manager R FMEEIE, BEFEH
Secrets Manager #8812 %F 4 , BSRGFEN LiFFMEZIEFM#E AWS Secrets Manager %4
F,

HIIEN N EFEMRBEAT R,
*F Amazon ECR Public

AR RBIA Amazon ECR 2 EMRAEBE—NMNEFREHN, SEETHEMENSR ecr-public , X
SHFEARFRIFNNENENEEERHES ecr-public/upstream-repository-name
FE

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

3¢ F Kubernetes & 283

AR RBI Kubernetes AEEMRBUE T —NEFREMN, BEE T FEENR kubernetes , X
EHFEAEFRIFNGENESNEEESRES kubernetes/upstream-repository-name %
F=R,

aws ecr create-pull-through-cache-rule \
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https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html
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--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

X F Quay

T REIA Quay NEEMRCE T —NEFRIHAN, SEETHEEENR quay , XSBEA#IE
ZEEANCBHNENZHETBERWR SR quay/upstream-repository-names

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

%t F Docker Hub

BAR 7RI Docker Hub EMRGIZ T —MNEFRIANM, ©EET FHEENSR docker-hub , X%
BEARFRIFNCIENESNMEMEEREE docker-hub/upstream-repository-name &5
R, BYPIEETE Docker Hub FIEHI Z4A R SEE Amazon BIREH (ARN ) .

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-uxrl registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F GitHub BaREM &K

LUTRRBIA GitHub BRREMREETEREFEAN. EEETFMEENSR github , XSHEART
REHN S ENENFEEERHESE github/upstream-repository-name SR H R, BUMIEE
TEEH GitHub BT MEILEMN ZE4ARITE Amazon FIRE R (ARN).

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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33 F Microsoft Azure BE8¥ &

AR 7RI Microsoft Azure BesiEMIRAIE T —NEFREHAN, CTEETEEENR azure , X&
BEAEFRIFNCIBNES NMEEESES azure/upstream-repository-name & H R, &
MIMIEE B E Microsoft Azure BERIFMRFZIUEN Z4AN TE Amazon BIREH (ARN ) .

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F GitLab BaEM &

AT RBIA GitLab BEEMRUBTEIEZENAN, SEETFHEENR gitlab , XSHEAER
REHN BN ENEEESREE gitlab/upstream-repository-name BB H R, BYMRIEE
TEEM GitLab BEEMEIENZHANTE Amazon BIERB T (ARN).

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

X F&E AWS Tk Y Amazon ECR FAB A&

LAURRBIER— AWS Ik iR B X189 Amazon ECR A EEMRGIZEBEEEMN, SEETE
ERR ecr , XEHFEAEZFRIFANCIENBNEEERHESR ecr/upstream-repository-

name MBH R,

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr \
--upstream-registxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--region us-east-2

X F kB HM AWS K7 H Amazon ECR # &Mk

LT RBIFER— AWS K Bl B X8H Amazon ECR A EIMRVIZEBEEMN, SEETH
ERR ecr , SR FAZFRIFANVNENENEEERHES ecr/upstream-repository-
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name B AR, BUTIEELEBTE £ Amazon ECR FHIEEFRIMAN he|BHNRN IAM A6
HI5EE Amazon BIRAFR (ARN),

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:role/example-role \
--region us-east-2

XN FHERIEMEK

LA 7RI Chainguard Registry 812 T BIEFHN, ©EET FHENR chainguard , XS 3E
AEFRIFNCIBNES NMEEEEES chainguard/upstream-repository-name & H &Ro
BAIIEE B E M Chainguard Registry ik Y 240 19 ST T #h %5 R B 5 (ARN),

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix chainguard \

--upstream-registry-url cgr.dev \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

EESR
BIEEZFRIFANG , BHITUTEESR -

- BIBRTFHEQRENR, B T FEMEENEEMR , £ Amazon ECR ERFREUREH RN KRELIEN
VMEMEERERN , BEHAERGEIN, BXELER , F2H A TRAIEEFE, Xl
o & HIREH R A B 1 F 6 E R ER,

- BRIFEFRIHN, ERIEEFRIFNEG , Amazon ECR 25 EFEMREILMEERE  RiEE
BRETWBEEE EFEMREIEN Secrets Manager %40 , UR B HRRIIRER . BXESZE
B | 55 BiE Amazon ECR FYEZREFN,

- FREASFRENN, BXEZER , 55 £ Amazon ECR H A & 7RISk IZ R £,

I%iF Amazon ECR Y EFIZEVHLN

PHEFRFRIFNE N TFTEEFHRIEN LFEMR , EUURITEZANREEEIE, ERIIEEE
REANET , Amazon ECR €5 L EMRENNEERE , RIFTCRETUHRSE LiFEMRETE
Yy Secrets Manager 248 , A HRIER TR,
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EFREASFERIFNE , FRIAEGHEEYHN IAM R, BXEZELR , 52 N LEME
5 Amazon ECR FAE EMEREI L FAER IAM R,

i BREFIREFN (AWS BEBEFH A )
LTS BERI{AE A Amazon ECR 24| &8 8 IF EFEEHN,

1. 3#TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o

2. ESMES | ZERESERIENE TR X,

3. ESMBERT , %&#F Private registry ( FABEM I ) . Pull through cache ( 771 ) -
4

EEFRDEENH L  ZRERIIENEFRINAN, RE , ERRFTAREFERETFAE
2

5. HEEFRIINFM
™ 4 RV IR

6. NERIINSNMEFRIANES LRI,

ol

ETEL , FRRETHXREHEERIESHREIE, Amazon ECR HE R

MIBREFREFN ( AWS CLI)

validate-pull-through-cache- AWS CLI rule a5 A TRIE Amazon ECR FABEMERNWEBEREZAN,
LT RBIER ecr-public B ZRAIR. FHAEHR N ERIUERYE 1782 BN 51 &R {E.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

EMRH | isValid SEIETRIERERIN. R RAN true , MERR Amazon ECR &E# 17 8] Lk At
=, HEBHRIEKTh, MRA false , MRRFFERTARIEELAM, failure SBIERER,

£ Amazon ECR A £ A & 7 1R B U Sk 12 BN AR 5

TR ROVEREEASZFRIANKERREN ZERAN G TIEE. DREEEFNREFANAERE
HRERREEIR |, 50 $FE Amazon ECR FHEFRELAE , LEE &F WAV IR AR i ## R

XEEERIR,

EFREASFREIHNZE , TRIAGHEELMW IAM R, BXEZER , HSR FLFEME
5 Amazon ECR #AE XM KRBT AMEN IAM R,
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/validate-pull-through-cache-rule.html
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® Note

LA RGIfE A E BV BRIA Amazon ECR i EW B ZH{E, AWS EEEHES BREFERAE
&/ Amazon ECR FAEFEE URI,

% F Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes B3/t &R

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

% F Docker Hub B 5 R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note

¥ F Docker Hub EF MG , %MEE /library Bidk. ¥ FFrEEHM Docker Hub Zf5FE |
BERE /library A%,

Xt F A H b Docker Hub R :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag
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GitHub & smE &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure B85 M &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab BEs )Ttk

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

Chainguard Efif &

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/chainguard/repository_name/
image_name:tag

FHEH L EMEEEIEZM# T AWS Secrets Manager Z4A &

NEZHHRIIN EHEFHECNEZREFRIINE |, EBHAMEL Secrets Manager 4R FMEIE, F£H
Secrets Manager Z4AAIgE2=4£ %A, BXEZEER , HZFHAWS Secrets Manager ET,

DTEREISEBTHRNARNSN XN LiFFMEELR Secrets Manager 240, AT SLUERE
Amazon ECR #Z#H A R EA“QIEEZFRIFN" TEREKRCEEL , MA=2HEH Secrets Manager
BHAEXRVNBREZH, BXEZEL , 2/ £ Amazon ECR F A2 EFRINI,

Docker Hub
9 Docker Hub ZIE 8|2 Secrets Manager %4 ( AWS BEE#EH A )

1. $TF Secrets Manager ##l& , Wit 7 https://console.aws.amazon.com/secretsmanager/o
2. EREMIENA.
3. EEEREFARBTEL , BITUTERAE

a. NWTEHARE , FEEHMEARE,

FELBEEHEESIE API R4S 2015-09-21 127


https://aws.amazon.com/secrets-manager/pricing/
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b. TE®MEXIH , 53 Docker Hub FIEGEFTR/EXN ., BN ERAPEFHERS 65536 1

FI,

i. XFHE— key/value Xt , I username A Z 4 , &M Docker Hub AP BIEENRN
=B

i. XFEHE= key/value ¥t , ¥EEaccessTokenHZ4A |, [EH Docker Hub 18] 4 g
ENE. BXUWMAIZ Docker Hub AR THERMNEZEE , 12 Docker XHEHHFH

Create and manage access tokens,

c. XNFmHZFL , REBIAK aws/secretsmanager AWS KMS key B , RFIEET—F,
FEREZRRAF=EFTMERH,. BXEZFEE |, 55H (AWS Secrets Manager A5
) HH Secrets Manager Y Z4A N B F R R

/A Important
IBAIERBRIA aws/secretsmanager MBZRZR4ARME R4, Amazon ECR &

/Ch

XBAMEZACERAEFEFBETEERRH (CMK) .

4. HEEEZHARNEL  WTHUATERE:

a. WA—/MNERMER Secret name ( A& %5 ) M Description ( %8 ) » BEABMXLITETE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A EIZR,

/A Important
Amazon ECR AWS EE#2H|& NE RBEMFEAecr-pullthroughcache/mI%
#) Secrets Manager #l%,

b. (W) ENREWBLF , EENFHPFIM—NRZ ML, BXFICEKR | H5H
{AWS Secrets Manager FiFF1§F) FHIFRIC Secrets Manager 4. BEFREFHEE
EEMEEREH  BRelRnE,
c. (Wikt)ERENR , ENFARREABENZHD | FERREENE. BXEZE
B |, i85 (AWS Secrets Manager FAF18F) APV R SR B HI INZEI Secrets Manager
d. (W) ZEFZAP , ENENBHEN RS —1NF AWS XiF , BEBREH S
o WU LIMEESF , L AELBEH, BXEZELR , 85H (AWS Secrets
Manager FiF18R) P HVE A E & 2 H A XE,
e. iij:%-lt_io
TR DR RE L
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https://docs.docker.com/security/for-developers/access-tokens/
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Amazon ECR

RAriEmE

5.

( A% ) % Configure rotation ( ELE##t ) MEL , BN A Bz HR, BHLAUINERE
SE

xR , RERERETT. BXRESE

, 529 (AWS Secrets Manager fiF1ER) +

B4 # Secrets Manager 243, &R T —F,
7 Review (%) Mt , FRENZAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &

i

GitHub Container Registry

RRE GitHub B2 EMREIUEL IR Secrets Manager %47 (AWS EEIZHIA)

1.
2.
3.

4.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
R EA,
EEFRFBARBETE L , ITUTERE

a.

b.

NTRARE | FREHMEARE,
ERMEX S , BEN GitHub FFECIEMIT. LR IERHFPFH K 65536 MNFT,

i. XFHE— key/value Xt , IEEusername A FHH |, FEH GitHUbAF BEERNE-

i. XFEHE= key/value ¥t , ¥EEaccessToken I 4R |, [ GitHub iR B HEEENE,
BXROIE GitHub T RIGENEZER |, 52 GitHub XEPFHNEBEENNNAFRS
5

FFMZRZRE , RBERIAK aws/secretsmanager AWS KMS key B , REEBRT—F,

FEREZRRAF=EETMEH,. BXEZFELE |, 55H (AWS Secrets Manager 15
) HH Secrets Manager Y Z4A MBRF R R

/A Important

IBAIERBRIA aws/secretsmanager MBZRZR4ARME 4], Amazon ECR &
XFANNEZRAEAZEFEEIEEREHA (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , FUITUATRE -

a.

WA —NERMH Secret name ( 4B F5 ) M Description ( WiH ) » ZABHSLAITE
1-512 /N Unicode Z#&F , # HLL ecr-pullthroughcache/ A IR,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR

RAriEmE

/A Important
Amazon ECR AWS EE#2 & & RERE#MEAecr-pullthroughcache/RI%
#) Secrets Manager #l%,

b. (™) ERZHLH , EENZRAPFIMN—NRZMEL, BXRILEKE , BSH
{AWS Secrets Manager FiFF1§5) HIIHRIC Secrets Manager %41, B ERFHRE
BEMERZYH , BN EMNRMNE,

c. (™) ERENR, EFERRBEANBEZHBHAD | FERRENR. BXESZE
B, #Z[ (AWS Secrets Manager AAF1EM) IV R R B 1] Secrets Manager

d. (Wi%)EZEFBADR , EFENEZAEFNES —NEH AWS XiF , FEREF®
8, BUUNEEHZR , WA LELBEEH. BXEZER |, 55 (AWS Secrets
Manager FiF1858) R 2 E 62 H A X,

e. iij:¥-|:_$o

( /3% ) £ Configure rotation ( BtE## ) WHL , ZU LS ARk, B UNERE

KNk  REHRERETH. BXEZEL , 58 (AWS Secrets Manager AAF{ER) &
I E R Secrets Manager %, EEBET—F,

£ Review (1) ML , F BN ZRHIFMEER , R/FIEIF Store (77H4).

Secrets Manager fHIREIE| #4051k, MREVFHFZEHAKRET , Bk Refresh ( BIFT ) &
.

Microsoft Azure Container Registry

A Microsoft Azure B IR ZIE I Secrets Manager 47 ( AWS BIEEZH & )

1.
2.
3.

$TFF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o

IR FRETESA.
EERBRBARETE L | AT TR

a. WFHRPER  FEBHEHMZFHARR,
b. ER®/EXH , A Microsoft Azure FiFSIERITR/IEXN, BRI LAEFHAREMEZZ 65536

A

TFTo
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
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https://console.aws.amazon.com/secretsmanager/
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i. XFEHE— keylvalue Xt , IEEusername N F4H , FHRHY Microsoft Azure BesiEM &
RAFRBEENE,

i. XFEHE= key/value Xt , ¥EEaccessTokenHZ4A |, HFREY Microsoft Azure B855E
MRBESEIEENE, BXUMALIE Microsoft Azure THRISENEZER | HSHE
Microsoft Azure X BIESHE - [T,

c. XNFmHBRZEL , REBIAK aws/secretsmanager AWS KMS key B , RFIEET—F,

FEREZRRAF=EFTMERH,. BXEZFEE |, 55H (AWS Secrets Manager 15

&) HHY Secrets Manager Y ZR4A B MR R

/A Important
IBAERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &
XFNEFRAEAZEFEEIEEREHA (CMK) .

4. 7E Configure secret ( BLEH4 ) WE L , MITUATIRE :

a. WA—NMERMER Secret name ( 4B ) M Description ( %EA ) . BEABMLNETE
1-512 /N Unicode =& , #HLL ecr-pullthroughcache/ A IR,

/A Important
Amazon ECR AWS EE#2H|& NERBEMFEAecr-pullthroughcache/mI%
#) Secrets Manager #l%,

b. (A& ) ERZHsH , EENBRPFIN—NIRZMEL, BXFICKE | BSH
{AWS Secrets Manager FiFF{§F) FHIFRIC Secrets Manager 4. BEFREFHEE
BEMENREH , BRENIRMNE,

c. (W) EREFENR, BEFRERBANEENZAF , BERRENR. BXEZE
2, B5ZH (AWS Secrets Manager AAF#E/) RGN REBEHIINZEI Secrets Manager

/BN

=,

d. (Hit)ZEHFHERAT  EFENBHES DS 120 AWS X, HAREH=
H, BUNAEEHRESR  wALEXBES, BXEZER , S (AWS Secrets
Manager A #5R) RV ZE RS 6 E H M X,

e. iij:%-lt_io
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
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Amazon ECR

RAriEmE

5.

( A% ) % Configure rotation ( ELE##t ) MEL , BN A Bz HR, BHLAUINERE
SE

xR , RERERETT. BXRESE

, 529 (AWS Secrets Manager fiF1ER) +

B4 # Secrets Manager 243, &R T —F,
7 Review (%) Mt , FRENZAFMES | REIEF Store (7).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &

i

GitLab Container Registry

RIREY GitLab BEF MR ZIEA122 Secrets Manager 47 (AWS EEEH &)

1.
2.
3.

4.

$TFF Secrets Manager #£#|& , it A https://console.aws.amazon.com/secretsmanager/o
R EA,
EEFRFBARBETE L , ITUTERE

a.

b.

NTRARE | FREHMEARE,
ERMEXH , BEW GitLab TFECIEFIT, ETNERAPFHERS 65536 NFil,

i.  XFHE— key/value Xt , EFEusernametENF4 , FEM GitLab BEREMERAF B
EENE,

i. XFEHE= key/value Xt , IEEaccessTokenHH4A |, FMEM GitLab BEFEM KRB
TEEENE. BXEE GitLab BB EMKRGETHENESZFEE , 2 GitLab X
BN AANFRSHE, BERRSESREIHESE.

FFMZRZRE , RBERIAK aws/secretsmanager AWS KMS key B , REEBRT—F,

FEREZRRAF=EETMEH,. BXEZFELE |, 55H (AWS Secrets Manager 15
&) HHY Secrets Manager I ZR4A B MR R

/A Important

IBAERBRIA aws/secretsmanager MBZRZR4ARME 4, Amazon ECR &
XFENMEFRAEAZEFEEIEEREHA (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , FUITUATRE -

a.

WA —NERMH Secret name ( B F5 ) M Description ( i ) . ZREABHSLAETE
1-512 /N Unicode Z#&F , #HLL ecr-pullthroughcache/ A EIZR,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR

RAriEmE

/A Important
Amazon ECR AWS EE#2H|& NERBEMFEAecr-pullthroughcache/fE
#) Secrets Manager #l%,

b. (™) ERZHLH , EENZRAPFIMN—NRZMEL, BXRILEKE , BSH
{AWS Secrets Manager FiFF1§5) HIIHRIC Secrets Manager %41, B ERFHRE
BEMERZYH , BN EMNRMNE,

c. (™) ERENR, EFERRBEANBEZHBHAD | FERRENR. BXESZE
B, #Z[ (AWS Secrets Manager AAF1EM) IV R R B 1] Secrets Manager

d. (Wi%)EZEFBADR , EFENEZAEFNES —NEH AWS XiF , FEREF®
8, BUUNEEHZR , WA LELBEEH. BXEZER |, 55 (AWS Secrets
Manager FiF1858) R 2 E 62 H A X,

e. iij:¥-|:_$o

( /3% ) £ Configure rotation ( BtE## ) WHL , ZU LS ARk, B UNERE

KNk  REHRERETH. BXEZEL , 58 (AWS Secrets Manager AAF{ER) &
I E R Secrets Manager %, EEBET—F,

£ Review (1) ML , F BN ZRHIFMEER , R/FIEIF Store (77H4).

Secrets Manager fHIREIE| #4051k, MREVFHFZEHAKRET , Bk Refresh ( BIFT ) &
.

Chainguard Registry

FYREY Chainguard ZFIEBI2 Secrets Manager %48 (JAWS EIR241 4

1.
2.
3.

$TFF Secrets Manager #2#|& , it A https://console.aws.amazon.com/secretsmanager/o

IR FRETESA.
EERBRBARETE L | AT TR

a. NWTHAXRE | FEFHMBFHARE,
b. ER/EXH , NEM Chainguard EFELIERIT. B UERAFEFHEKRS 65536 NF

=
Mo
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/

RAriEmE

Amazon ECR

4.

i.  XFE— key/value XY , EEEusername N Z4A , FEH Chainguard Registry FiF &
EERNE.

i. XFHE= keylvalue Xt , iEHEaccessTokenA&4H , FFEM Chainguard Registry
BRISEEERNE. X2 Chainguard Registry NEIS RN EZER |, 55H
Chainguard X4 Ry & AR BN B H# 1T 5 K,

c. XNFmHBRZEL , REBIAK aws/secretsmanager AWS KMS key B , RFIEET—F,

FEREZRRAF=EFTMERH,. BXEZFEE |, 55H (AWS Secrets Manager 15
&) HHY Secrets Manager Y ZR4A B MR R

/A Important
IBAERBRIA aws/secretsmanager MBZRZR4ARMEZ R4, Amazon ECR &

70N

XBANMEZACEAEFEFBETEERRH (CMK) .

£ Configure secret ( BLEZ4A ) WHE L , T TRE -

a. WA—NMERMER Secret name ( 4B ) M Description ( %EA ) . BEABMLNETE
1-512 /N Unicode =& , #HLL ecr-pullthroughcache/ A IR,

/A Important
Amazon ECR AWS EE#2H|& NERBEMFEAecr-pullthroughcache/mI%
#) Secrets Manager #l%,

b. (W) ENREWBLF , EENFHPFIM—NRZ ML, BXFICEKR | H5H
{AWS Secrets Manager FiFF{§F) FHIFRIC Secrets Manager 4. BEFREFHEE
EEMEEREH  BRelRnE,

c. (Wit)ERENR , ENFERREMBEHNZAD | FERREENE, BXEZE
B |, %% (AWS Secrets Manager FAF18F) ARV R SR BEHI AN ZEI Secrets Manager

d. (W) ZEFZAR , ENENBHENE S —1NF4 AWS XiF , BEBREH S

BRI LMEEHZH , W LlELBES, BXEZEL |, B55H (AWS Secrets

o /0N

Manager B HERE) HPAVRIE & 62 E X5,
e. iij:%-lt_io
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https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html

Amazon ECR AriEE

5. ("% ) 7 Configure rotation ( BLE##R ) MHL , BRI S A Bz, Sh A UINERE
KA  REHREFETH. BXEZELR |, 558 (AWS Secrets Manager FF1§/E) &
B #: Secrets Manager Z4H, BT —%,

6. 1 Review (%) MLt , "&ENBHFMAEE , AFEE Store (FF#).

Secrets Manager fREIF|Z4A5|K. WREWHFHRET , iHi%EF Refresh ( BIFT ) &
.

HENX ECR | ECR R EEFENEFMEETNR

REVEFANE R 5 ecr T FERI RN L FHEENR. ecr FHEFRZRR Amazon ECR &1

REPEMRNXBRNFREEDEZRANR. PIE R LB 6 BEERT R N P E L BT RN
XEFRMEFHEFME. Sl , 514 prod HEA T prod/ FANABFME. ERERRNAT
EMRFRBERKREDNEFANNRAEFME , E£EH ROOT ENBIR.

/A Important

HRRBHRANABREN /. MREIEE ecr-public AHIZ , Amazon ECR & EHM A
ecr-public/,

LBFEENRE i FHEERMTE, AERT , BREN ROOT , R EE[ L F#ERITT
Bt RA Amazon ECR FFERIBRETZ ROOT Bt , B BEIRE LI FEERR,

THREBRINEFANFHNREE , E7 7 EFFEERNN LEEMERNTZRARNBRE,

FEiFn =R i &z E MREXR ( REFFHEE > LiF
TFEE )
ecr-public ROOT ( ®kiA) ecr-public/my-app/

imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im
age2
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EEWEEE Lian A ZEE MAXR ( BFF@HE > L
FiEEE )

ROOT ROOT my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

my-app upstream-app my-app/imagel -
upstream-app/imagel

HEZ& Amazon ECR F Y EFIEE B &

ERHMEFANNE EEEEN | BRI T ELEE,
BRETEE

ETRFHETFENERBEERHZFHESTFET Amazon ECR EZFMERPHERMMILE L
THEBH IAM £ F ecr:CreateRepository BRI R, EFRILAEIR | BRIZEILF Gy
SHHNE#EE URI B , SR EEEGHN IAM EEZFRIEN IAM R , B ERT RS
BHEZE , 2SN Amazon ECR A EIMRFPOIZEMHKEILA LHEENFHEE. BXAE
IAM RN EZEER , E50 FLFEEMES Amazon ECR FAEEMERSFIEMN IAM &R,

AT B UL R RAY R B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

A RERAVBR B

ERETIEGNEREERHZESGTFET L IMERFPREROAE LFESRHN IAM £
&F ecr:BatchImportUpstreamImage X PR{E 27 Amazon ECR FAEEMER P LI B E RN
B, EMARLEIR  BNRITILBESGNEGHRIEHERBEE , ¥ A OELFESGHN IAM
FHBFAEN IAM R, BEXE IAM RN EZER , 550 FLEEMES Amazon ECR
AEEMERESAEN IAM KR,
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LT R REY R B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

M Docker Hub =% 12 HUAS & 4 403 Forbidden 48i%

M#¥RIZH Docker B 5 BR&HY Docker Hub 7% B IZENAT , BAMEFEAMN URI B EE /
library/. #l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag. MRIEEEE Docker Hub B FBRI&HY /library/ , N L &R
FEARIMEFEAN KRG , REMIRE 403 Forbidden #ix. EXEZEE , B3 &
Amazon ECR HEREF RIS EZER &,

LT R RAY R B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-

west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR FHIFAE MG E &l

ST LABLE Amazon ECR FAREMRAZ G FHEERNEH, Amazon ECR BFHER T B XEMEK
£, ERTEKSEH  BRKS SAREEMRNRKRE , ARTFNREMRRBTES. BXRXES
58 , 1§51 Amazon ECR FHFAE EMERMNIR.

£}

- BIKFEHRIRBER

- AWERBEFNIEEN

 Amazon ECR WA BR15 S &l 7R 6l

 1£ Amazon ECR Rl EFA GG S &

- BBX Amazon ECR A BB EFIRE

B IK = & I SR BE E R

EFEEIKS ECR EHERZIT , B4 THBNKS FEEEWLRE, 25020 EEA T7IRKS M E R
G O

Rt ERR

BIKF ECR EFINEFEEBARKS, LEREXRMK, RIKS T FEEMSRNFEESUEMRER,

- BIKF  EEMRREFEEEHAN, TENRFMEREEMWKRE,
- BRRIKF : BEEMRNRREE VRS S 6B &,

B FriEf R R EEE K

B PRIK P A B R A R A PR KBS , BAR TR 7 3017 A TR AR ANR -

« ecr:Replicatelmage - AVFRK/FRGEFZ B FREMEKRS

- ecr:CreateRepository - Aif ECR EBEMEKRFP BRI ERME ( WRXEFMEMTE
)
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Amazon ECR

RAriEmE

/A Important

MREBFERT ecr:CreateRepository R , MAMIE B R R F 302 E &N IF6E

B, RS ReRIEH.

B PR R KRB

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountReplication"”,
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},

"Action": [
"ecr:ReplicateImage",
"ecr:CreateRepository"

1,

"Resource": "*"

TR P B3R

RIS RE

« EEMFKREPEES FIHN LS E B FRK S M XE
- BMARBEEFI IAM EHHELER ECR NR

BREREETEERMERE, RE#EFETFEERTEHINRN 74 FRK,

R ER
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w N IRAE
MTFR%TF ECR BIKF S 5K MK H IR -
- R REHEBE R BARKS S SRR,

WX R ETEEE SRR S HIR
« R ORI A B ARIK P #E B MR R

WX AFERKF EEEMRNR K,
- R FRERBANEIMREBRE -EE,

Nk FREFERBESNENFREENTR , MERREBEEERRRIGORE , SlHEH.

X3 & KW TR B E
RIS EHIKM , BREUTHE :

- WIFEMRKFREEE 7 IEMRNRRR

- BFRIMERKBENEE ecr:ReplicateImage # ecr:CreateRepository B&1E
- WINEBFOEMRER P EBIEEE T IREKS 1D

- REBNEREREREE (MRKRET ecr:CreateRepository )

« BFERMCreateRepositorys ReplicateImage API AR CloudTrail H&

IERBEHREEEM
ERAALAHSE NI EA TSR,

RAGEEESHEHESERIFRENTFEENDTS 2WES, FEREFEALINFENATEHET
286, MREFEEFNNERFRERE , WENERTES, MREFEEHHERZIMFENRE ,
MR ERITES,

- EHERE , BXEMKS A FEES R RIFTE, Amazon ECR AXIFHEE HITEH E 7
FE& o

- BABEMBEMRUBTEHET , Amazon ECR @RKREVIBRFZEX IAM A€, BRFSHEX IAM

AERF Amazon ECR EHRZSEIMER PR EHEENEFHEGMIENNR, BEXEZELR , B
2% X Amazon ECR {EARSHEAXAR,
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- ERTERKFES  AEIMREGLARFATFREIMREFHBEGHNR. BIEELEEME
R REER TR LR BXRESEE |, HSH Amazon ECR R G EMENR.

MR BRAE EM R PR KBS U BRAPR |, W LAFT R F I BREVAE T8 T 1 & I EB T BETE Ao

- ERTEXEES  EZEKERREZXEHTEAEHREZ , RIKS A B RS #BAT0EER N
AZRXiE, BXEZELR , 28 (Amazon Web Services —fi§2#) HMERE AWS X1,

« FXBFEAWS X2z E#TEXEER . FlE, us-west-2 PN EMEELEEHE cn-
north-1, X AWS 2 XHWEZEE , BSH (AWS — &5 E) FH ARN &,

- REAMERNEFRERZAUNTE 25 MEMEANNK—BIR , KRZHEE 10 M. ML
BZHUEE 100 NMNEEZGF. XATFABEATEFMN RN EGNFMEEEEL IR,

- EHRBEXFEIEEFHENSKRFELEIMRPESNNFEE. BXTM , 28 T4 . &
RAEMEREZRGEREEXFEH,

- FRHERGRIRE MG | EHBREREE—X, HN, MREEETM us-west-2 3 us-
east-1 AR M us-east-1 F us-east-2 WEXFHES , M#EIXE us-west-2 HEBRNEFIZ
us-east-1, EXRBEHIE us-east-2, LITHREMERTEXIEMEBKF S,

« REBBMELETE 30 oHHNERNES , BERDEBERT , E6TEEEEKME,

o EMRE ST RATEAR RIRIES FREIRE, SEHMNBRGNEEEETHEERN TS EBRIREE
B,

- MRESHNWEGREEFEHEER , WEEBHRFRE,

- ERXEEEEGN , TaNEFEAISHEEEEN BRXE,

- FHEERRE (‘BFE IAM policy) MAEGRAMRBET2EES  MARTHAHEXNFHEEZA , T
SFEEERENE,

- MABRTAERNEFERERE , ZAUFERAFHEVBERREFNFRERE, XL RETERS
M, NE. FRENRRNEGASEXR. BXTFHREUBRERNESZEE , 2H A TRIE
SHENE, HEANEREFIRELSEIENFHEENER,

- MREFRELEATHRETEYE  ARENTSURRAGEAHEBRENGESR , NiZEGHHE
#, ENEEEENTE, XTRLSFERARFICHER.

- SHRER , MREEE blob #EH , ECR F#HTRENBRBIFEIMKRPEFERFRERNRE
R, MRBHREMRFEFEEME , ECR FREXLER,

(® Note

MEREMREHEBIOEIMERTRE , WEEARAEMRE A blob R , ECR FreEHEH
;) g8
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Amazon ECR WA B & E Fl R~ 5l

UTERPRRTREREEFHNELNAZ R, WREFEHEESESH AWS CLI, WA AE 612
JSON X #EtfEMA JSON REMENE R, MREEM AWS EERZFHARESS K NEERHEXTH
LEFEHMNET , BFEF RN JSON,

R BEBEXEEH I ENBRXE

THERTEEMNEIMKRPEEEXFEEHN RG], LROBESHK, ID I 111122223333, #
BEEEXE (MR us-west-2) FIEELEFIEE.,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

R ERERERARHEESXEE

THERT NESNREHECENEREREBEXBEHN R, WREIBEEHNIKS ID A
111122223333 , RIEEXIH (MF R us-west-1) FIEEHEHEE , HAEBHRHN prod HiE
& B o

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

]

1]
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}
T~ BlEBEXIEE S E S B ARXE
TESRTELMIMETRBEEX RSSO R, LRABIZEQKS DR, 1111222233335

Bf#EfFus-west-1HUANXFHIEEHESEEus-west-2,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
3,
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

RO BLEEKS S

THERTNEMREEEKSEHN R, hRONFEESEHE 444455556666 MK M us-

west-2 X,

/A Important

ERTEKSES , BARKS SMEEEIMRNBEE , UATFHRITES. AXESER &

2% Amazon ECR R FAE SE M RAR,

"rules": [

{

"destinations": [

{

"region": "us-west-2",

M REBEXESERISNERXE
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"registryId": "444455556666"

M EEREPREESZ AN

UTERTEEEIMEOZANEFANNRE, WREEE 111122223333 KFHNESH , HEZ—
ANHN | BN EIZRN prod ME#ES ST us-west-2 XiF , HIFEIRRN test WEHESHZ us-
east-2 Xigl, E4IBEZZAUEE 10 MM , FMNHNKEZIEE 25 M B R

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

.
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}

]
}

T~ BERATE EHIIRE
THERT NIRRT BRAEEHREOTH. EBREHRE  2ARE— N 2HANKD.
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"rules": []

/A Important

BREHRET2BBREMUANEHNFEEIRE, IRTBEFEEFNRE , WBAF)
R ELR BR

£ Amazon ECR i EFAE B E &l
RAENIEIMEREESNINXBHES ., BAlREEEXEEH#SEKF S,
BExEREHIMNRE , 3 Amazon ECR HFAE MG E H| =4,

BLEEMREHIRE (AWS EEEZFIE)

1. fEhttps://console.aws.amazon.com/ecr/7Z4& FE 3T FF Amazon ECR ##l &,

MNEfEd | EREREIMREFNRENXE,

ESMBERSD , ERLEIEME

£ AEEMK TEL , &R RE, RARER ‘SHEE” TH “RE"

EEFINEL , ERRMESMA,

EERRENEL  EREREABEXEES, BKFEHERRE , REERT %,
MRBATEXEES , NEREBFRXKEHR , BRI NERXE , AREET—F,

MRERATEKFES , NEBKFES T EEIMRNERSEFRE, NTEFKS , @A
BFRKFNIKS ID AREFHIEFH —IRSNERXE. ZEBRKS + BUREAKSEER
EHB R

©® N o a ~ b

/A Important

ERTEKFES , BARKF SO EEMRNBERE LA FHITES., EXEZE
B | &2 Amazon ECR FHFAE EM TR,

9. (Wik) EAMBEEFATEL , NEFAMNEE - NSRS HEEFH , RAREERN, NEESH
BRFMXBENEINRARGEERS R, LIRBEARGEENFREERBNIR, WRRFITHELE
&M WEHMAEFERENAST. MIABEHLERNE  EET %,
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10. EFRENTFENEXINEL  EEEFANEE , AEERRIAN,

B EREHIRE (AWS CLI)

1. SIZEEERNIMERENWEFHNE JSON X4, EFIEERZANETE 10 NN |, FREHAN
BZ8E 25 MNE—BR %Aﬂwﬁaﬁ%@‘% 100 NMFkERY, EEEHCHKFAFPEEEXEE
# , FREBCHKF, ID, BXEZ Y|, ESEAmazon ECR ARG E &R 4,

{

"rules": [{

"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"

1,

"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"

1]

]
}

2. QIEEMERNEHEE

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. WAEREMRIRE.

aws ecr describe-registry \
--region us-west-2

#B% Amazon ECR HFAEIRGEFLE

EBRAZAREEIMRNEFRE  CFERE—IZENEFEE, AWS CLIFXBE T ANBERS

EBREIMREFRE AWS EEEHE)

1. fEhttps://console.aws.amazon.com/ecr/1Z4& FE 3T FF Amazon ECR 12 #l&
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2. MEmEd | EREBRIMREFRENXE.

ESMERT , GRLEEME,

EREEMKR WEL , ZE RE, REEE EFEE TH “RwE
BE N A FNE RN FRETRBERAT A I E TN,
ERRFUANAZNEHEE,

2

EBRIMRESZE (AWS CLI)
1. plEESZMNAL JSON 4R KRATE S 4% B,

{
"rules": []

}
2. FZEHEHEENATENEME.

aws ecr put-replication-configuration \
--replication-configuration file://empty-replication-settings.json \
--region us-west-2

3. WASEHRESDBER.

aws ecr describe-registry \
--region us-west-2

R REBEHMNMEIZ replicationConfiguration,

/A Important

BREFRETSBBREMANEFNNFRESIRE, NRTEFTEEHNART , WBAFF)
RFELIER
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ATEEEZFAE, Hixn a2 E IR ERE ol 2r T
FERYAR AR
A Amazon ECR 72f B 028K | 7.5 Amazon ECR REZRIERANRE, 17HMEIRE

WRANREREF#ENRBRANA  NAEFEERERETAEMT EIRNF#EREEAZE,
BEl , FREEERTATEFEEQEIEDNUTHEMARE

- ZFEW
- HEXRT BRI
- 854

riE FESIERAREY TR

B8, Amazon ECR EER XS EBTNIEE®E, B0

- BEREAZSFRIIINREER EFEFEENABTHEHEEZME T Amazon ECR FAEEM RS,
o HIBNEGHEDE A FENFEER,

o HEHEE Amazon ECR FEMEE HIF B — MK K F 6t

LR B BN EF RN S E 89 70 B T E R 76 B 0 2B ARET , Amazon ECR & ¥ 17 & £
RERIANRE, XEFRRINRESERMIREREZM, EH AES-256 % , AR AEAF#EES L
B AR

HREEEF AN B IR FE RN 74 F e 2 ERE , Amazon ECR A& EAMRIARE I ER
i FE

e B QI 2 EAR T AE X Amazon ECR I TR IER, #HiXNEZMEFRECIENHE
EEMNRE, BAUNHFEEEE IRERENE, MBRE, FHRENR, L£oEAHRENEFRRE,

TEER T EERAF#EEEEN R Amazon ECR AR TERE.
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Create on push, . IN Repository
Pull through cache, or w
Replication v —

Repository creation template

DTARFEMERT TR EUBERPHNENSH.
Prefix

Prefix R SERXBENERERAZR R, FHALIRNENFEFHETNAAERPE
NHRE, Bl |, 8148 prod MR AT prod/ FAWMEEME. B8 , 514 prod/team
MATFL prod/team/ AWM EFERKE, E3W MERMEMERS , MR —MERWETRR
“orod” , B —MEMRMBIZRN “prod/team”, the template with the prefix "prod/team” will be applied
to all repositories whose names start with "prod/team/”,

BERERRNA T EMRFZBRKIBERNAARFME | LRI LER ROOT EABIR,

/A Important
HBRRBHRANARBREN /. MREIETE ecr-public AHIZR , Amazon ECR £FHM K
ecr-public/., ERSFRIGINIE , &1ECIZH N 65 E N 76 Eal Rt B IsE R 76
Fr B 2 AR AR BT %o

i B9
WERERTE | BT RAEEECZERNBE,

N AN &
MAXNRIZERE T [6EH I AER I Z L Amazon ECR SIEZWEMEE. ARENR
PULL_THROUGH_CACHE, CREATE_ON_PUSH #1 REPLICATION, f5lfn , &8 XA EFEEHN

KR EFFERENADIFFEEMRT Amazon ECR BEEMKRN . HREELENERFREVAN
PCFC Y 771 B QI 2 4B ARET , Amazon ECR @A #i R AMRINRE,
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FRECEAE

FHREUEZABRE— IAM € ARN , BT FHEFIEZERCIZNEEFHEEFN , ZARNH
Amazon ECR #Bff. HEERF EAFMEERE and/or KMS RIATRHEL A | TN 176 E I EN
KW

o Y

ERERCIENFREZERANREATEMRE, MREILSEH , FEMR MUTABLE BIFRINR
B, ZRENATEEREIRE, X TEIEZFRIEFIEZNFHEEMEANER , BIEML
RE, XHFALUBRIFEMRE , Amazon ECR AIAE#EFRIBR K

WMRIEE IMMUTABLE , WZfFERNAIAREIREHFAATE , NP LEXERSRBE,
hnZEiE

/A Important

A AWS KMS (DSSE-KMS) HIME IR S 281 254X 42 X8 AWS GovCloud (US) T
Ho

ERARRENFREZEERNNFEE.,

MRIEMEH KMS INZER | NIEHEHR AWS KMSHZ4H AWS Key Management Service Z4A
MRS ERIR B R IMBFEENANS . HEEHA AWS KMS InZEE$ER , JLAE A Amazon ECR
R ERIA AWS B AWS KMS 247 , b A LU ER B S AWS KMS 4 |, ZRARBERCE
M, LEALLERFERAEEHENEMNRE. AWSKMSEXESZELR , BSH BAME, MREME
AR KMS MEREANEATEXSHES , NTREEEFNANNIR, BXESZER , F3H
Creating a KMS key policy for replication,

MREFEH AES256 tNEFKE | Amazon ECR A E%H Amazon S3 FEE N Z4A M AR S5 28k
g, MmfEA AES-256 MBE AN FREFHRGEHITME, EXEZER , 5 (Amazon
Simple Storage Service FIF g/ FHIFEHRA Amazon S3 HEINE HEA W RS 28w % (SSE-
S3) RIFBIE.

71 FE A PR

ERRRZNFREEZEN AN FRERRE. FHRERBEAETERNNRREFNFEENT
RIRFR, ETFTHRBRNNRILEATLIEERBFEFHEN IAM AFRAE , URXERFRART
LISzt AT R, BIABRT , RACIERCERN AWS IKF I BERGRCE, S UM
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REEXHERRTFHIELHN BN ERENEMNR. BXREZFEL , 55 KR Amazon ECR FHIFA
B E R

T fik B A o JB) S SR

ERARRENFREZEANENFYRE., EaEAHRBERTNLEFREFREN ERE
HEENESES, SanBAMRKE—ANAN , EhayS NN KN Amazon ECR EX — MR,
XEHT -HEFFERRRENGE , AINREFERYPRIVTBIHNGER, BXESEE , F
2 1£ Amazon ECR R EA At B MR B3 EER K,

RIFIRE
REMERNATEFHEENIRE  SEFHENHEH#TIORNEE, S/ MEHISELH -

BN —NLEE, MREERANRESEXESH RN FRENRER , NFEEFUNREAT
B PROEM R R

£ Amazon ECR A 822 17 # FE € 2 & 1R

A LB B 176 QI 2 R ARR TE A Amazon ECR EHEVETF., #HANIBHEFIREH R R REL
BNEHENRE, CIBFRECEERE  AMANENEFHERTNARXLERE. XTaXN a6
B Tt B 7= AR B

EEARRREF#EN , BT UARIEE KMS ZHAMBFRFE, MREITHRRE MRS MER
REMA KMS Z4, RRAEHMENAS , WFEE

- NEEERIEERCIE B E SRR,
- NEEECIRERE IAM AG.

BETRE , B 0H A E LA IMENEM RPNV EERR.

IR 7 FEQIEBERD 1AM R

IAM EHRFZERLUTRR , THREEFHEFLERER, WXENRLFBIET HBH IAM policy
RF.

« ecr:CreateRepositoryCreationTemplate — BB F M ECIRER,
 ecr:UpdateRepositoryCreationTemplate : B FEH 17 E I ZE AR,

« ecr:DescribeRepositoryCreationTemplates : FHEMEF 5 H 176 E I ZE AN
PR
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« ecr:DeleteRepositoryCreationTemplate — 2 Bk 17 % FE B BREAR
« ecr:CreateRepository : & F 812 Amazon ECR 174 FER X R,

« ecr:PutLifecyclePolicy - BRI CIBZEmEARREHFHNATEREE. N FHENEER
BEEGEABRREN , FTEERNR,

- ecr:SetRepositoryPolicy - RINCIBEFEMENNIRREE ., NHFMEQNEEIRNTEFMHERE
B, TEEHNR,

« iam:PassRole : RFAFEMCHEFCEZLARSINARFNNR, XBERNTFEERAF/EL
REBERITRENRSMNAREFR2LEN,

N7 G EE ARG E B E SRR

BRI LMER AWS EEEHAE REXEREFE IAM BeXBENER, 25  EkEFEEERR
B, ATEURI IAM A REFEERAER,

AWS EEEHA

EERA JSON K 4mIERN 7 F IR ER R B E UK.

1.

2
3
4,
5

X AWS BEEEGA HITH IAM #85|& , it Jvhttps://console.aws.amazon.com/iam/.
EEMNSMERP , EERE,

RO R,

ERMIRERRTED , %EF JSON &L,

£ JSON FE i AL TR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecxr:CreateRepository"”,
"ecr:ReplicateImage"”,
"ecr:TagResource"
]I

"Resource": "*"
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RAriEmE

Amazon ECR
},
{
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"
1,
"Resource": "*"
}
]
}
6. MAEBRIISEPERANTALZLES. BXIAEFNEBEST  RAEEET—F,
7. MRBEANMENRE , EET—F,
8. HEEFEMHENHEL , NUZENKBREARBAEMANER (k) . EFUHREDE LA
RUAEE RBE TR,
9. ZEEREVERBIRTHER,
10. BIZNBIEEIRSEMURBENAR , BSRNFEENERERLE IAM A6,

NEREECIEBERCE IAM A

HIEEERERENRENERECEERPIEEERELEZACHEERFPER KMS &, & LIER
BTl Amazon ECR A A, AWS BEEFH A

AWS EEEZH A

EoEAG,

1.

2
3.
4

B3R AWS EEEFA HITH IAM 2 & |, Bk https://console.aws.amazon.com/iam/s
ERFENSMBERD , & Roles , R/F1EHF Create role,
EREENEERERAREKE,

EHENGEEXRKESS , METEHIHNEEEERE

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ecr.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]

}

iij:%—lt_ﬁo
ERMRIES , MUREBIIRPETEZHCENBENRKBENERE , AREET

_ﬁo

NTABEN , BAENACGRMA—INEN. ABEMNELNACHLAREME—H AWS K
F. EXREHRERAAREHINEER ARN W—o0 , BEEHRXDKNE, EEHEF
AEFLTAGENN (HMEEREREDR ) , ABBEMRTES R NE, BTSSR TEES]
RAzAt  Eit, ABAERER , ANEEREAEEN.

( /1% ) Xt F Description ( #1 ) , WA A BHHEIR,

REAE  RAEEFEAG,

I 17 B Z R AR

FTERERN B ERRFZME , BN AT 44 01 2 1765 0 248 4R,

AWS EEZH A

BIR T IR ER (AWS BEEEHE )

1.

2
3
4.
)

$TFF Amazon ECR ##|& , Pt 7 https://console.aws.amazon.com/ecr/o
SR | ERFEE I EERN I X,

ESMERT , fOERAEEMR, FRELIEER.
EFEEEERTE L |, EREIEER,

EHB|1 : EXERTEL , X TERFAES , ERBENR , FERNBTHENFEE
WAEER , AEEEFE ECRIMRFNEZIR , FERKA T 5% XS EAHAER
BT TEN A FEE.
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a. NMREFEFBENR, WEIBTEEENABRRNEEETEZETIR. RREBHL
MARBEW /. B, 814 prod MNA T prod/ FLANMEE#EE. BRE , IR
prod/team MR A F I prod/team/ Tk FFE F 6 E,

b. WMRERE ECRIZEMRINEZIR , METHRRE S ROOT,

6. ENAXNKRT , EELENRFNAT WL Amazon ECR T, GEHHN
PULL_THROUGH_CACHE, CREATE_ON_PUSH %I REPLICATION,

7. EERRERF , WEREETEER , REEET—F,

8. EHRW2: AMFHELIEZEENHL , EECRARRUEZNFREENANFREREE
B

a. HERGHRETEMA  EREFEANRSTERIRE, BXEZELR | BFSH B LERGHR
Z7E Amazon ECR B =,

- A% MREBBZREIRE | FERBWER. BURATEARNEFRENFRE
LA fR Amazon ECR A BAEMEFRIMRF. M , BERH - LU TIRENREER
HE W R AR LB BRI ANAE A 3 AR B RS fE A BB AT (%) SRICE S ME GRS

o AHZE : MREEHUEBEREIRE | NIERL®ED , FHEEFTENEHREH R
Bt , EERATFEETNAERENEERD, MRESHHEEFTENEIRZHR
£ , Amazon ECR f¥iR[E ImageTagAlreadyExistsException, Lt4k , Bl —L
FAENRERANRSER , BHEF UERZHERTCAE P i AR B PR B
& (%) RIEH ZMNHEEINIRE,

b. EMEZEREY , EREFANMBERE. AXESZEE , B3H #5N%E,

1%£3$% AES-256 B , Amazon ECR £ &8 Amazon Simple Storage Service & ME %
ARG S|IWMNE , N AES-256 INZEEX B[S BIEHTMNE ., WRFFEFE
AR

1%£$E AWS KMS B , Amazon ECR £/l E& AWS Key Management Service ( AWS
KMS ) RiFE N BEAN RS BR|mMNE ., HEFER AWS KMS mMEBLKIEN |, B A EAH
Amazon ECR AWS EEWERIAEEZR , LA UEEB 2K AWS KMS &4 ( MR EF
REZSA ).

® Note
BRENRLE  FRENMERETAER.
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c. EFE#MENRF , BEEFEALERNENFEEENANFMEENRER., Bk
BREATHNEE  NRELNFERARAEE - JSON =™bl, BXEZEER , 55H
Amazon ECR FIVFAE FHEFE R BE o

d. EFEFELGEMRED 15T LEROIE N 74 B RN A R 76 B A a5 B H RS
BRBUERERATHURSE  NEEILNERARAIEEFE -1 JSON Rbl, BXEZER | #F
£ 1£ Amazon ECR R EA A d B MR B3 EER K.

e. XNTEMEAWS #1F , LRENNEXNEEESFEMHIEREZ N 76 FRBRH T
& RRERT—F, BXREZER , BZH £ Amazon ECR FHRCHE FiE,

f. NWTE#ECEAS  BMNTHUREGEREEBEN IAM A6 | UEEERTERF#ER
L5 KMS T A TR FEQIRER (FIF RSN FRECERERCE IAM B8 ), RE
ﬁ?%jt_io

9. HLR3: FRHAVENEL , FRENFHEEFEVUERRIEENRE, ERFEETUHITE

Ko TEXIE , EFCIE,

AWS CLI

xcreate-repository-creation-template AWS CLI @55 B T R ENFAE EM RO BT EER.

IR 7 eI 2R (AWS CLI )

1. AWS CLI £ & R create-repository-creation-template i & B B 28,

aws ecr create-repository-creation-template \
--generate-cli-skeleton

Zo TR IR T M E IR ERN T RIE L,

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE,

CREATE_ON_PUSH, and REPLICATION

"prefix": "string",
"description": "string",
"imageTagMutability":

"MUTABLE" | "IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION" |"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
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2.

"repositoryPolicy": "string",

"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",

"kmsKey": "string"

.

"resourceTags": [
{

"Key": "string",
"Value": "string"

}

1,

"customRoleArn": "string", // must be a valid IAM Role ARN

FERHE—SFHMEBIEERN repository-creation-template. json B4, LLiERA
FERFMERKE prod/* TRIENEAE#HEIRE KMS MBZH |, 1ZKE AP FREGHE
MEBEEIRRONFHE , REEBEHRR , SEIRBEANREGIH , HiRE AT ECR G

KMS %4 H R RIRE examplekey P BARREMENBEEN AR,

{
"prefix": "prod",

"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",

"appliedFor": ["PULL_THROUGH_CACHE", "CREATE_ON_PUSH", "REPLICATION"],

"encryptionConfiguration": {
"encryptionType": "KMS",

"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-

cdef-examplel1111"

1,
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

1,

{
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"filterType": "WILDCARD",
"filter": "beta*"
}

]

"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":
[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiateLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

}

3. FAUTHSRUEBERKELNEER, BSYEEEL—SPUBNEEXHNBHRRREN
T RHIFE repository-creation-template.json,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

ST I B B AR AR

NRFEERNFREFCIREREE  NWAUNERITRE, FETHEFECIRENRS  FEENATH
BER.

/A Important
X TN 2 BRI R A 6 B AR,

AWS EEEH &
BERBEMEEER (AWS EEEFE )

1.  3TF Amazon ECR #£#|& , Pt R https://console.aws.amazon.com/ecr/o
2. ESMED  ERERBNFEECNZEERMENXE,
3. ESMBERD  ERNEEMER , REERERIRE,
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4. MNSIIE IR T E S 2 ER,

5. EFEFEIRERTEL  ERERENFGEECIZER.
6. MBRETHRES  EEERE,
7. BERENEHFERERE,
8. AR EH AN R FH IR ERE E.
AWS CLI

BiREEMEZER (AWS CLI)

£ Fupdate-repository-creation-templatein 5 EF N B 76 FE QI BER, LIEEERD
prefix B, ATFRHIEHTHE prod BIRMNZELIBER,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filtex=latest

WENREERT ENNFEEFEEZERNFAESE.

£ Amazon ECR H il Br 174 FE € 2 E AR

FHRTEMECEENRG , BRSO ERBR. WERFE#EEENRG , BRIERIEMTENENR , TN
ERNEFESEFREPRRAEXKIBRTHUENTME#EDNERRNRE , FSRFEELNEE
R TERIE,

/A Important
XX 2 B BB Y 170 B = AR R

AWS BEE#EH &
T BR 174k R R AR AR ( AWS BEEEHIE )

1.  3TF Amazon ECR #2#|& , Pt R https://console.aws.amazon.com/ecr/o

2. TESMER , ERERBRE T4 E I ZRARFEMN X,
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3. HESMBERT , KNERELFEMER. FEIRER,
4. HEFEECIEERTE L | EFZMERAYF6EE IR ER,
5. ERETHRED , EEMER,

AWS CLI
1l BR 17 6 = € 2 4R AR ( AWS CLI )

£ H delete-repository-creation-template.html @5 Sl BRIVE Y & FE B B EAR . AAUE EER
B prefix H. AT RAIMIBRT %8 prod BIH F M E IR ER,

aws ecr delete-repository-creation-template \
--prefix prod

wmH A E R T SR RRFEECIZERFERER.
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£ Amazon ECR H{E L& o B EI RIS B o) 5

Amazon ECR A AR BRER TN EFHEFRENETANEENE SRS, £mAHKEE
—IMEZWAN , FUWAN A Amazon ECR EX —NMEE, RBIEBL A HRRE PR EISRA |, BT
REFLEGEAHREPIEENIOEE 24 PRANESH#HTEAEIIH. = Amazon ECR ET £ EH
REEMITIRER |, LRMETE AWS CloudTraillR ek A —1NEH, BEXEZERE , BESH FALER
Amazon ECR #4E AWS CloudTrail,

£ o B H R TERE

S HEABHRBHE-RXRBZZANER , XERNBEFHEEPHBLEEGRLH, EZRERAETEE
REERY , SAFERAETAREBRMERBANETARERANSHNESR , AEBEENARFEE.
FEMEANRENAREMER , BEREEREZHIRER 24 MRS H, 3 Amazon ECR ET 4
R RS NATIRERT |, IXIF7E AWS CloudTrail Pig R A —1MNEH. BXEZEFER , B30 £AILEE
Amazon ECR &4 AWS CloudTrail,

TEERT L EAREREITERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. S-SRI,

2. REMNHEMANHFZITIR.

3. 4AHAYMKKITLRFEDAMAEAN , AHRIESMANZEHER,

4. RfE, o EAYPRKITERBEANEEREARN , AEREFERETBLEGRENIHRE
B, MNEERBFHE/ , RERES. Hlm , LERF 1 WANRETFRERR 2 AN,

5. EFNRGR , BRIMCH IR FRHBBRFS ST,

6. RN BRI Iy T P Y A an B A SRR
7. PIBR4EGHARKERE  CNZHERGEAESHRERN 24 M NEHHF™,
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4 on B B SR B A AL

S BRI (LS AT LR AR JSON |, iEFAEHN |, REETFEI N & RFix L
HNNATFEEETNESR, TNEFAMBEBRTETEAPER T LEXANZE, BXR0 , 55
Amazon ECR =Y 4 i B B SR RE BY 7R 451

- HSEMBEFETEEEFE , Amazon ECR £ IR & X BE H WM RS EFREH 24 /et
RNE TR FRXLETE,

o TCHNAE LRI , iFEREBLENTEFAERN, TEFAEARNG , FHREAR NN RN AXLE
F,

- RE-ZHEFRANF 2FEREGSBRFH.

- FHEMNREERNE G ER ML R RBRNMNE BT,

« ANKZETERICHESMHEARANRICHESK , BMRATLUFHIRZNRIHRF,

- ERBEFRENAERNESXRDTE — A —HNEIR,

« RE-ZFANTLLERRTENEMERS , TERERMFENE K,

- MRFEIKRSIATEEG , WNMRTERBRIFRERIIER , NZBGTEIHHEFY,

- FHnt AR L Kpushed_at_timeTBEFtransitioned_at_time , F EHBAERIBNEGZ

N, WRBRGEEN , ARELENEMIHRIE |, last_activated_atNFERAZEGNK
Fpushed_at_time,

- S EAHREHMN AT LIEE tagPatternList = tagPrefixList , (BEFEERATIEEX B /NiE
O, B2, —MNEWAPEBITREIESS NN , MARNANTERNEAEXNERSIFK, MR
tagPatternList = tagPrefixList EF N IIRLSEMAMGHIRZCHE |, MR R IZRE
X 2h IC e,

« {X¥E tagStatus A tagged BT BEEA tagPatternList = tagPrefixList ¥,

- fEAR tagPatternList , AESBERFMESRHFLTE , IRTZMREIEE, G, &
BRI AMEIESMSERN prod* |, NFEE AR prod FFLHVBRGFRZ | flE0 prod, prodl =
production-teaml, E# , MRBAMNFEESRHERN *prod* , NFTEE BZFBE prod BEREGIR
% |, 5130 repo-production = prod-team,

/A Important

BINFRERZSAUMERAENBEERS (* ). flI, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] TN,
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- M tagPrefixList Bt , R tagPrefixlList EFK LI BEFIHEFZEESEMARGHIRE
DT |, W3R 7R 1% AR5 AL Th T EL.

« ¥ countUnitHAsinceImagePushedsinceImagePulled, H&fcountTypeF FERZS
#sinceImageTransitioned,

« B countType = imageCountMoreThan , B&FRIBEMNZ/DEIZKIBIH1THE
F , pushed_at_timeREME X TEEHENEGE T IHRFN.

« f£McountType = sinceImagePushedft , FIEBEIEE XK EGEH T IHEE
¥, pushed_at_time countNumber

- M countType = sinceImagePulled , FiERlast_recorded_pulltimeFiEEREK
HE B countNumber B 7. WRMAKREEBEE% , pushed_at_timelllfE A ZE KA
#Hlast_recorded_pulltime, MIREKREFH , AREIENETAMRIRE , EBERBMRER
MAKREES , last_activated_atNEAZEBHNKE last_recorded_pulltime,

« fEfcountType = sincelmageTransitionedi , FiERlast_archived_atFiIEEXRKNE
B & countNumber EF 3 5,

- BHARTERLIRIBEBIEF |, pushed_at_timeH BHBKERFTHWERBG 2T H,

£ Amazon ECR A8l 2 4 dp B Hi K BE Tl IS

BULEREREMERMEENAESARRK I EEANRGBIFEEELNN G E, ERFEREY
REE N B B 2 BT T AN R — MR ESK K,

(® Note

WMRIEMER Amazon ECR EH|IEBEBE TR XK IZFREENEAE , FE8 , £58
HASRBE AT REQ XY B2 Z R B X E VAR BRI T IR, Btk , MRETF B T EHIZheE , M2
WHEENF#®ES SN SN XFEMK S P ol — N B IRK,

tIRAmARMRKIE (AWS EEZH A)

fEhttps://console.aws.amazon.com/ecr/7Z % FE F T F Amazon ECR #2414,
MEES | ERaEEXNERITE GBI T N F6 EHN X,
ESMBERTHNIAEIMRT  EBTFHEE.

EAEERENE LER—NMERE , ARERARETHSIRERE R AR,
EZEMENEGERREBEL |, EREENEMAN, IR,

o kb w0 bdp =
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6.

10.

11.

NEANNRERBRREANEEATEAEE

a. NTANLER , MAZANELREES, RNETLRE T 4 a5 /E 1 KBS N K B2 IR
Fo 78/ LEFMS, A, RERN 1 AL ETLESRN 2 AN,

b. XNTFHMUMER , i AN ZEr B RN A B A,

c. NTBRERE , ZFEHKIC (BEMFEE ). B4 (TRER ) . RIFEHER

/A Important
WREBEEZSME , WEEEAFREEERENER.

d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEATE ) , UNTEERTERACRNIRE , B LS
wHEBES (*) WEREHRZYIER , MERESNEGEARRBENTERE, Sl , RIZREH
59&1%1‘?167] prod, prodl, prod2 & , N LAERE prod* R FIEIX LAMRGEHITERME, W
REEZIME , IMEREEMEEERENER.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFREL , BUIEE—
NREFRLETIR | LUERBEENE A BRRBHITRE.

f. ECEEERA F,EE BERGOIRURNRE. ‘B LRICRKEREEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. XNT N &RME , EEF I RN FE

h. &HER7F.

EE% 57 SUGIEEMN L a5 B RN
EETEREARRBEIKE  FHEBEREFETMNR,
ENHEREDHANNEEGTETS  EEEREHHRBTEHZIE,

MENMLLERAE , BEBRNANESEARREAZEFEENN N L FAHRE, ENEM
it ENAEREANRKE , SEYRHEGFE 24 MR IHHEY,
MRERNTARERTHE |, ATLRBR—NRS NN L ERFHEAN |, 2 -PRSIHANRBHRE
1, REBEENH,
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£ Amazon ECR AR Ff#& FE | B 4 on B B R BE

EAEHEAMRRKEIE-ANN , FREANFERERGIHRFE. BESEIHRRKE , @I
BBHE 24 NSRBI EFR.

® Note

WMREMER Amazon ECR EFIIBEBEARNXERIK IR FRENRAE , IR, £0F
HASKBE AT REQ XY B2 Z R MR KB VAR R T IR, Btk , MRETF B T EHIZhEE , M2
WHEEHNFH#ESEF NS MXEAMKS P el — Mo B R,

FRF M

BRESRR : SIBE4ATAHRETE  URITETAHREANSHIFHNBEEEFSENTH, &
XUBA |, IHS 1 Amazon ECR 8|24 BRI R IRK,

HRAEBENER AWS EEREA)

1. fEhttps://console.aws.amazon.com/ecr/1Z 4 EE R FTFF Amazon ECR 2 &l &
MNEFES | R ESEXH IR 4L a0 B H RS 76 B X,
ESMERTNRAEEIMRT , ERTHE,

EAEFEERE LERE-—NMEREE  REERRETRIIRERE S BHRRE,
EZFEENEGEPREIEL | EFIERN,
WMALEDEABRBRANHATFAER.

o o A W N

a. XNTRUWEER , MAZAUNREROES. ANETFORE T 4 652 1 R wEH N 89 B2 IR
Fo MUELEFBFHD , RERES. fFlwm , LERN 1 WANREETFTRERR 2 AR
e

b. XNTFHRUHER , i A ZEon B H RN A B A
c. NTBREGRE , AFREHKIC (BEMFEE ). E4ric (TRER ) . RIFEHER

/A Important
MREEZ ML, WEREFRBERERSNRR,
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d. ﬂﬂ%ﬂy{ﬁ%hj‘ﬁﬁﬁ’]mahlﬂ (BEMFTE )  WNTEERTERFCENFE , BANE
WHEBERM (*) WREHFEESIR , UERBENEDABRBITRE, flH0, RIRED
Hﬂﬁﬁiﬂﬁg prod, prodl, prod2 % , MALA$EE prod* KX AIHEX LMRGEHITERE, W0
REEZSIME , WMNEREEMAEEERENES.

/A Important

BINFRHERZULUEANNEERF (* ). Hla0, ["*test*1*2*3",
"test*1*2*3*"] AW, M ["test*1*2*3*4*5*6" ] T,

e. MREMGRTEFRNECHINC (ATREE ) , UNTEERATHREENFRL , BUIEE—
MNREFRETIR | LUERBEENE oA BRBHITRE.

f. ECEEERA F,EE BERGUIRURNRE. ‘B LICRKEREEUKRORE, ‘B
FHENRYE I BRITE, REEE—ME,

g. NT N RME , EEF I RN FE
h. &HER7F.
7. EESR5-7 LGEEMEmABRRBEAN,

Bl an B HASK BE (AWS CLI)
1. FRENHOIRESEPRERNEEEN BT,

aws ecr describe-repositories

2. BIEENF policy.json ARG , HhIEEWAHRBNANSR, BXREMEHRETRA
2% Amazon ECR H iy 4 an B B R BE A = O,

3. BURERMEESWHSIACENEGREHRE JSON X445k 6) 8 4 & B H Kk

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR R iy 4 #p B Hi SR B& 8 7~ 5

UTRAGIEmBRERE  HPERTIEE.
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EEEEXFEREMNESZESR | HSWAmazon ECR A M EAHREREM ., BXxEAVELERE
HASEM UL AWS CLI , B3 MAZ £ BHER (AWS CLI.

& a0 /B H R BE AR AR

EEFHEEXRRZNMEEREAYRRBHANET. UTR2EREYREN JSON FEER,

"rules": [
{

"rulePriority": integer,

"description": "string",

"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"storageClass": "standard"|"archive",
"countType":

"imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",

"countUnit": "string",
"countNumber": integer

},

"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"

R IEE R R H R E

DTRRGERT — NREHEGEARREL |, ZREMEA prod* B tagPatternList RBREHR
L prod FFAWRZEH B EEREBE 14 RWBRGLTH,

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "tagged",
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"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {
"type": "expire"

}

}
]
}

Ui 36 L I BB Y (]
ST RBIETR T R £ S AMRMEE | R QAR 0L KR BRI FRFH,

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
1,
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}
/A Important

sinceImagePulledit#HEH MAEtransitioniBE—EFEH, BETFEESexpirelRE—
BER. EREVECESMRESG , BAERANEIERFEF@EsinceInagePulled , R
JasinceImageTransitionedfEfexpireiR B EMIER. B S REFHEEREZRFER

ED 90 X, ARG aEMER.
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Y2 17 £ R B (8] 3 4T T %k
DTRAERT RN EWEAREE  ZRBEFSFHEIONEBI LRV EFEEGTH,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
.
"action": {
"type": "expire"
}
}
]
}
/A Important

sinceImageTransitioneditHE R KM Eexpiret@tEMarchiveFHE—EFEH. BFH
MM EFHERZEARERESD 90 X , AEFEEMIBR.

BIEGRHITHIFIL

UTREPERT — N RN ERBHREEE | ZRBEFRNERE - NARICHREH ETE EbREd
o

"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
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"countType": "imageCountMoreThan",
"countNumber": 1

},

"action": {
"type": "expire"

}

}
]
}

B IE I 7 3%

LT ROEESRBRREPERSFZAN . FLRHT —AN RO N4 an B B R AR & RV

B,
A

FRENE

- BB A, LXK : ["beta-1", "prod-1"] , EH#IX : 10 XA]
-« BB, B, IZHRK : ["beta-2", "prod-2"] , BH#IX : 9 KAl

- BB C, ;LK : ["beta-3"], BHEE : 8 X

S BRI RE U
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],

"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{

RIEZ A HLN 736
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"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

}
Lt A RENIZER
« AN FRRTEEBR prod XN ER. ERNEZMNEENEETBINCER , ERIRT-—IRED
HEE&ER. ©FRE ARCHATEH,
« AN 2 FRRTHEBR beta REMNHER. ENEZMNEENRBITHIFCESR , ERRT—IHED

HEERR, EFREANE&BIRCATH. R, Al 1 ERFERE A, IREEKB EIH ,
MeBRAN 1, Bk,

- R B&RACSTH,

~l B
XEMENREER  ERNEERIAFAERUABRRER,
EHEANS

- B/ A, LYK : ["beta-1", "prod-1"] , BH#EE : 10 KAl
- BE B, ;RZHIRK : ["beta-2", "prod-2" , BHERE : 9 K
- 8% C, IRZIHIRK : ['beta-3"], SH#E : 8 XAl

4 EH SRR SIS
{
"rules": [
{

"rulePriority": 1,
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"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

A AR ZER
« AN 1 FRRTEBR beta REMNHER. ENEZMNEENRBITHIFCESR , ERRT—IHED
HEERR, EAAEIME=TEE , AHEE A NRE& B frichIH,

« AN 2 FRATHEBIR prod RENHER. ENZMNZENRERITHERICESR , ERRT—IHED
HNEE&ER. EFREIEMAEE  RNFAMETHREEGELEAN 1 /712 , Rk F 2RI HMER
&

- ER . HEHBANBEIH.

FEEANHN P IEE S PIRE

UTFROFENANFHNSMrERERIEE T EREAYPRBE L EHRHT —NROFERENEGRE
SRS LA R 45 REV UL

TEEANHN R IFIEZANRE API R4S 2015-09-21 172



Amazon ECR AriEE

T~ A

HEEAMNN EEESMIEEAN | RELTEREH HAREE N TE,
FRENE

- BB A, RS
- BEB, i
- B C, HRXF
- BB D, HrXF
- BRE, L
- BB F, F¥7

—

% : ["alpha-1"] , B#% : 12 X8I
& : ['beta-1"] , SHEZE : 11 XB(

5z : ["alpha-2", "beta-2"] , EH#E3E : 10 X8I
& : ["alpha-3"] , BH#X : 4 Xl

% ['beta-3"], BHE - 3 KT

& : ['alpha-4", "beta-4"] , BH#EE : 2 KHI

e " T

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
3,
"action": {
"type": "expire"
}
}
]
}

A AR ZER

« AN 1 ATRFPRIZHEBIR alpha Mbeta R, EAUEIRGE C M F, ENZRICEIRERX
MGG  B& C FELERML

- R RGECETH,
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T~ B

BUR RO BARRE R R2IE SR,
FRENE

BB A, }REFIK : ["alpha-1", "beta-1", "gamma-1"] , B#iX : 10 K&
« B& B, HFZ5|K : ["alpha-2", "beta-2"] , B#iX : 9 XF]
- B8] C, }rZFIK : ["alpha-3", "beta-3", "gamma-2"] , SH#iX : 8 K&l

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

L EHRENZER

o FN 1 AT RBFRIEERE alpha fMbeta WG, TSRAILBRMENES. SHNZNKRENESB
FEFiCER , BRI T —IMREPHLEEESR. ©NESR D eI,

° . @A*ﬂBE Eﬂo

TR RE&

U4 ARREROEEEETRMERMFNERES. WARM T —/NREIT4E E N4 5 B 1 KRk
LR S RE LA

TEIEFT B 5 API R4S 2015-09-21 174



Amazon ECR

RAriEmE

T~ A

THERTNATHRERANERRE —MEGHEME EOR G YR £ o B RKIE %,

FHRERR

« B& A, FFZH|EK : ["alpha-1"], BH#IX : 4 X#i
- B& B, IRXYK : ["beta-1"] , BHEE : 3 KHI
- BIRC, IR [, BHIE 2 XFT

« 8% D, /RZIIK : ["alpha-2" , B : 1 XFI

{
"rules":
{
}
]
}

[

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"

}

L A RENZEER

« AN 1 RRFERES. EWNAERREKA. B, CH D, ENZESHREZANMERAMLEST
H, BRESA. B CHiZHAITH,

- ER HBA BHCEIH,

T~ B

LUTRBIGER TR ERN KRB A SE — MR E AR,

FRENE

TR A R &
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- BBRA, RZHIE
BhH B, %X [, BHE : 3 X
BB C, #ZFK : ["alpha-2" , BH#E : 2 K&l

« 8% D, HZHK : ['githash"] , BHEIE : 1 X#0

BIRE , FRZHIXR [, BHEE 1 XA

["alpha-1", "beta-1"] , B H#EIE : 4 KAl

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
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}I

"action": {

"type": "expire"

}

A AR ZER

« AN 1 FRRFEBIR alpha HRENER. TRIEHK AN Co ENZREZFTREGHFERRER
EAEH. eRE&ARCATEH.

o AN 2 FRIRRIFIEHER. ETIRBIEHEGE B M E, ENIZFMERE —XWEGIFZHITH, ©
HEE& B RS AT H,

- M 3HFRABEES. TRIIKFHKRA. B. C. DME, ENZREFEFEGHHEREGIFIZAT

H, BR , EXERIERBE A, B, CRE, ANENHARERESHMMIAL, ©FEHEEK D IRCH
T,

- R HBEA BMDEIH,

GZEBNY
STROIETR T F RGP R G0 S A g
im0 £ TE R B9 B

UTRAZRT —MESEMEY | ZHMAT RS U kprod AR FE 30 XA -

"rules": [

"rulePriority": 1,
"description": "Archive production images older than 30 days",
"selection": {

"tagStatus": "tagged",

"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",

"countUnit": "days",

"countNumber": 30
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"action": {
"type": "transition",
"targetStorageClass": "archive"

FHAEEERBARNNE R
T RIS R T 744 90 R RIBEEY BRI £ 0 B RS

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
.
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

B HFHENT BN

LUTREIERT —NEMBEAERRE | ZXBATER 30 RULNEG , AR NEFEREBE 365 RHWE %
KATH -

(® Note
FHEGNREFEBRN 90 X, LT eelE L FHRERM R FR DT 90 RHWE
Bo WMRELFMERFENEDT 90 RWE R |, MFEMEA batch-delete-image API , {B&FE
EER 90 KAy &8 17 B 8 14 52,
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{
"rules": [
{
"rulePriority": 1,
"description": "Archive images older than 3@ days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 30
.
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
1,
{
"rulePriority": 2,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
1,
"action": {
"type": "expire"
}
}
]
}

Amazon ECR H AT BRI E 1t

Ao AR ERUTEML,

EEEETAHERN RS , FSEAmazon ECR R A A HFERN REl, BXRERVEETEH
KEEHHE AWS CLI , BSH0IELE A HER (AWS CLD,
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L S 4

rulePriority

EKH . B
REMAANBIRE , MEEIS. RAERN 1NEGARRBANEENA , RERHN 2 AN
T—NRA , KEHE, YEQEMNEGERRERNMANE , DTS NANRF—NE—
rulePriority B, B2 , ERBEHPNEANZE , BEFRFEINF. EF tagStatus B any B
MW AREFKAMN rulePriority EH B&EH T,

98

description
KA . FRHH

(RIIE) $R 4 a5 B HA SR S R AL Y R IR

RERDS
tagStatus

KR R

fim

HWEEZRMNEGEAPRBEANRENERIEENRS, AEINETIIE tagged, untagged
=® any. MREEE any , WAMBRGHIBBEEATITEHMN, WMRIEEtagged , MIESM
JEE—/tagPrefixList=s %M tagPatternList{E, MR Euntagged , ML EETE
B&tagPrefixList#fl, tagPatternlList
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FREBE R IR

tagPatternList

A : list[string]
IEI : tagStatus RERNEFrIE"BKRIEE tagPrefixList B , A EM

NEMRICH RGO B E R E RN , RESSKEMEA tagPatternList REEESHIHFZ,
BATEELES S BA TS EEES (¥ ) WREHRIERIIR , MERBERIIRKTESE
BASRBRIRAE, HII0 | BRIRBEARIEH prod, prodl, prod2 & , M A LAERAIREEX IR prod*
RIEEMAXEMEG, WREBEZIMHZ , MINEREEMEREERSHNER.

/A Important

BINFRBERZSAUMERAENEERS (* ). flm, ["*test*1*2*3",
"test*1*2*3*"] B, M ["test*1*2*3*4*5%6"] KM,

RERTR IR
tagPrefixList
KA : list[string]
MR : tagStatus REANERFIC’BERIEE tagPatternList BY , BHEI

REZIEET "tagStatus": "tagged" {EXRIEE tagPatternList BNFER, BUAIEEN
ES7RHEGIRIIASIR , MERFBLIIRNTEGEAHRKRME, S0, MRENEGEIR
i8R prod. prodl, prod2 & , M LAERAIREHI prod UEEFMEXLERE, MREBESZAN
BE  M{UEREEMBEEEREN R R,

TFfE R

storageClass

KR ZHH

AMEDL : 2, R countTypeR sinceImageTransitioned
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ZHANF OER ZEFHEINNE SR, f£HimageCountMoreThan, = o countType
sinceImagePushed f B¥sinceImagePulled , M —Z M ERstandard. EAITTHER
FfsinceImageTransitioned , XRH4FEW , E—XFWERarchive, MRERKLLIN |
N|standardfFERANES

e ES]

countType

EEZENATHREITHRE,

MR countType i BN imageCountMoreThan , & A LAIETE

countNumber A@IZ—MHN , BT REFEEFFENREGHRERS. MR
EcountTypeisinceImagePushedsinceImagePulledsinceImageTransitioned, I ,
N3& | LAE ZE countUnit M countNumber SRiE E 77 4& B 5 77 1£ B B & 1Y B 18] BR %1

TR
countUnit
KA . ZHFH

WA : 2 | RcountTypeXikE N sinceImagePushedsinceImagePulled, EiAY

sinceImageTransitioned
BREITHEN days tERBTE S , BRibz Sk , BHEE countNumber RRKEK.

RAETE countType is sinceImagePushed sinceImagePulled, or B RigEL
{EsinceImageTransitioned ; MMREEITHENV A EAHEME , countTypell& HIEE IR,

i
countNumber

KR . B
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= MEeE - B
=ERMNE 2

EETHHE, TEINENEEY (0 TRUEZNE).

MRFEAK countType  imageCountMoreThan , MZERNEFZEEEEEFRENEEN
BABE, MEMFEHAMN countType & sinceImagePushed , MZE N E &R K EHRHR,
MRcountTypeffAMIRsinceImagePulled , MZELE EXNEERGURNREAXRE, W
RcountTypefEAMRsinceImageTransitioned , NZEN BERBREMLURNZE R KK,

Action
type
KA ZHH,

EERERE, XiSWENexpire (MERES ) Mtransition (FEGBHINFETFE) .
targetStorageClass

RKH . FHRHH
HIEI 2, R typeR transition

BHRELnARREHRGDEINFERS. archiveRM —XFNE,
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Pull-time E#HEBRIN

Amazon ECR 2@F i /X hHlLastRecordedPullTime BT , Inspector BRI ENBR Ik, AWS
Pull-time EFHERR R VFEIEE IAM B ARNs |, XA S EN ENE GET T R 5 # E G A AT R |, 5Ia058
=735 ( Bl Crowdstrike. Snyk F Trivy ) W EESE. XX FAFURXNWEELEFTFESS
Bt ) 82 00 4 i B B SR B R SR Y CI/CD BMEE B A,

HHRIIRFHACNNEGE , R EFRETE, FAEGACHSUEFTIHAIEE ( H51T
) o BMNKFE&RZALEE 100 NHEBRD

B F & i EHT BRI
EEEHMA EFHRI , LR 1AM R -

« ecr:CreatePullTimeUpdateExclusion— BEFFHAE ARN FINEHEBRFIRANPR
 ecr:DeletePullTimeUpdateExclusion— ZFMNIEBRFIZRFMIBRAE ARN BIFR,
« ecr:ListPullTimeUpdateExclusions— & F %I HHEBRFIZK ARNs HFTE B BHINER,

@ Note

YRAEEiam: PassRoleifAJ, Amazon ECR FA&ABHITRIENAE | ©VERIEKREE
ARNSs k8 7E 2 7 B 5 5 B 589 IR BT 8]

B A LAEH Amazon ECR ##I|A 5 CLI BB ER EHHINME L. AWS
AWS EEiEEA

EIE AT ERTHERRTL )AWS BEEEGH A

1. EEIMR/FMEFITH Amazon ECR ##|A& https://console.aws.amazon.com/ecr/
2. MN&mEd | ERXHE,

3. ESMERP | &R BEIMR". DHEMRE" , AFERF Pul-time ERTHERIL,

4. ENINBERRDL , WEEFRRNMEEERT , MASE ARN , RFIEFEHM.

5. EMBRBEBRI , BMIIRFIEFEAE ARN , REEERER.

6.

EERMAHRM , JIRNETHTEEREN AR ARNS,
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR

RAriEmE

AWS CLI
B B HEV Y ST R BRI

«  {EMcreate-pull-time-update-exclusion&s + [ A& & ARN R IIZIHEBRFI X :

aws ecr create-pull-time-update-exclusion \
--role-axrn arn:aws:iam::123456789012:role/scanner-role

ZnSREAE ARN FolZEaf [

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

T B 51 B Bt BB 7 HEBRIN

«  {#Mdelete-pull-time-update-exclusion@i & MBEER 5| K P I BR & & ARN :

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

ZonRE IR A E ARN :

{

"roleArn": "arn:aws:iam::123456789012:role/scanner-role"

}

Bk H7 At 5 R BEBR I

1. fEAlist-pull-time-update-exclusions @i+ 5| H HEBR 5 3k ARNs FHIFFE AR :

aws ecr list-pull-time-update-exclusions

MRARECEB PRI, M ZeHROEE—PZEFIE

{

B E L EHTHERRI
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"pullTimeUpdateExclusions": []

MREE T HRI , WZS T RHEE S S ARNsHIX

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:ro0le/security-role"

2. EXNSERMITOT , HEMA--max-resultsf--next-tokenZ# :

aws ecr list-pull-time-update-exclusions \
--max-results 4

ZHERZEREEEHENE R  nextTokenNBEELELERTA , MRE :

{

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-rolel",
"arn:aws:iam::123456789012:ro0le/security-role2",
"arn:aws:iam::123456789012:role/security-role3",
"arn:aws:iam::123456789012:ro0le/security-role4"

1,
"nextToken": "ukD72mdD/mC8b5xV3susmlzzaTgp3hKwR9nRUW1lyZZ79..."
}

ERET—TMWER , BEH LnextToken— NN :

aws ecr list-pull-time-update-exclusions \
--max-results 4 \

--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwROnRUW1yZZ79. ..

BB BRI E S

£ AR ENAY BT HEBRTIAY , BERUATILR ¢

o FIHBEBRIAYEBRIATTEI KN A 100, BAILAEAFmaxResultsHnextTokenS B M 5 7,

LB PRI EEEM
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- {NEEFZIEH ARN 2 ARNs B IAM A,

- MREBZRVBEEFENBRT , MW BExclusionAlreadyExistsExceptiondgiRHE., M
REBZ AR FEMHEBRIT , M2 W FExclusionNotFoundExceptionffiRiE .

FEEHBERIAEEEM API| W< 2015-09-21 187



Amazon ECR AriEE

Amazon Elastic Container Registry HVZ £ M4

TREEAWS BREHZE, fFN AWS B , BAUSZRTENREASHZ BB EHALANERMY
BRBAEF UMM LR,

RERNMFHEEE AWS WEE, REREEXFEBERAZHN Z2MNEh WEEH

s BEE — AWS AFRPE AWS ZHIEIT AWS RS EAEN, AWS BHERREATUZEER
KBRS, BN AWS EMMIT XN —8%2 , E=AFRARFERNANBIIZEHNERMN. BT
f#5E AT Amazon ECR NEMMITR , BSREMEITREERAAWS RS

« DIHEE-EHNRERSEAN AWS RSRE, EEFENEMBRRNT , SREVBIFAIEUR
. BRANERUREREREMR.

B AEFEBIE T R A 1E £ Amazon ECR R AFEHREEN., U TEE A MMEE Amazon
ECR URMBHN T LM MEMNEB IR, BEFFI WAERAEM AWS RS KB B E G R RRT EH
Amazon ECR %R,

FH

@A T Amazon Elastic Container Registry 89 Identity and Access Management

« Amazon ECR FHEERYF

« Amazon Elastic Container Registry B & # 4£3%E

« Amazon Elastic Registry PR ERIREL £ %

Bh Lt B RRSS BB

i& T Amazon Elastic Container Registry BY Identity and Access
Management
AWS Identity and Access Management (IAM) AWS BRSs AI#HBIEE R 2 iR 53X AWS BR8]

PR IAM B R 26 AT LB H A RIE ( BF ) MR ( EANER ) /8 Amazon ECR #iR. &
AJEALERA IAM AWS BRSS |, TEXMNEAZA.

ES ]
- BEXRX

- ERASHHEITEHLRIE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon ECR AFiEmE
- EAXKEREHE

+ Amazon Elastic Container Registry #1fi1 5 IAM £ & & F

+ Amazon Elastic Container Registry & T & 1 19 5% B& ‘R~ 451

- EAETHREMNHIEES

« AWS Amazon # B 2REMRMNITE R

+ % Amazon ECR A RZHEXAR

+ 3EZ& Amazon Elastic Container Registry B & 17 11/ 8] % FR 6] &

Z AR
BRI EH X AWS Identity and Access Management (IAM) Ri&H AR MR :

s REAF : MRETEHEINEE , BNEBRALERNR (1S EEE Amazon Elastic Container
Registry B9 5 43 17 2] £ R 6] & )

- RFEER  BEAFFRNBRHARINRIER ( 1S HAmazon Elastic Container Registry 211a 5
IAM EE&E8 )

- IAMEER  RERATEREHREIMNRAEKR (12 HAmazon Elastic Container Registry EF &4 #)
KEE Al )

£ & 21T & IR AIE

SRBIFRE AWS A EIRFN AR, BXTEL IAM BF BHH#TEHBIE AWS K- 1R A
P, REBTET IAM AEH#TEBKIE,

& T L ME ISk B 54 RAVIEH AWS IAM Identity Center ( 51#0 ( IAM Identity Center ) , B REFKE
BHIES® Google/Facebook iEF , LBKE F M E R, BEXEBERNEZER , 56 (AWS X AF
B FHRIIEFEN AWS IKF,

NTF4HIZEBRE , AWS 24t SDK M CLI R BERBITMBHLEE, BXESZEER , H5H (IAM AFiE
) PREMAT APLERMAWS EEMRA 4,

AWS K7 root A F°

Bl AWS K/ , BR2BE—1NEN AWS K™ root AFMEREH , ZEHATUZLBRMER
B AWS BRSS MR R, BIMNBNEBUFAEFARAFATHERES . AXERBAFRIENGES | 8
Zi (IAM fFiEr) PREERASRIENES.

N API hRZ 2015-09-21 189


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

Amazon ECR AriEE

IAM A 7= MEF4A

IAM AP RNENMNARINARFEERENRN — 150, BUERAGNEIE , MIEEEKHPEIE
B IAM AP, BXEZER , B0 IAM AFERETHNERARASEAS O RAENRS S HRIE
F B AWS i A I B IE B AT 5 ] o

IAM (HIEE—4H IAM AF , ETERMN KERAFP#HITNRERE, BXEZELR , 555 (AM A
FIER) i IAM B E R =46,

IAM A&

IAM AEREERENRNEH , TREKNFIE. SUEIMNASRE IAM A (255 ) R
A AWS CLI 5t AWS API RERRAB R, BXESEER , BZH (AM AFERE) FHEEAE
By 5 %

IAM B TFEBREAFHE, Ime IAM BFPRR, BIKFiGE, BRS 7GR R TE Amazon EC2 Lz
THRAREFEEER, AXEZEER , B5H (AM BAFIERE) B8 IAM R EIK P FIRE A

fi F SR e B 13 [A)
SRR AWS B SIS ST M INE) AWS SR RAFRBH TR HHRR. RRELT 550

RRRRETONR. AWS EZERARHBERIFMEXLEBR. KSHERBEELL JSON Xy AWS £
ANFEEP. BAX JSON KBXHEHNESEE , FZH (IAM B/ EmR) F#8 JSON KR,

EREARE , BYESBNEETAEAA AR T X WL RHIT WL REREEER R R

o

N M

RABRT , AFNARRANR, IAM EEACIE IAM R RERNTARF , REAFATLE
EXEAE, IAMRKBEEXNR , SHRITREMANG EZLR.

ET 5 Or R

ETHMNRBEEMMBSH A/, ARNAR ) B JSON NRKM A, XERKIZH 5457
BHATH ARE, NBERFEHRTUAREMLAZATHT. ETHOMCRETSONEE , §5H
(AM BFfEr) PEAESEEREERE L BEXL IAM IR,

ETEMNIRBEALURARKKE ( EZRAZNENFHP ) AEERE (HNESNHHHIRLE
B ) o BETHROAERERMAREKE 2 BRITER , H2H (AM AFER) PRERERKRSE
NER R B 2 R REAT IR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon ECR AriEE
ETRIRH K

ETRIFHREE M N ZIRAY JSON KM, ~HIEHE IAM B EEEREHN Amazon S3 F#H
Kb, EXFHETRARNEKBORS T , BRSEEAAUEACIREFNBERFRNGR. SL0E
ETRIFH RS P IS E £,

ETHARVREEN T ZRSFHAKEKE, ETREETHRAREPER IAM FEY AWS £EXR
B

HREgRE
AWS HIFHAREERR K XEFHAB AU REEENNERLBT FHRANR
« RRILA - REETHOHNRBEALURT IAM RENFZARR, BXEZELR , F56H (IAM A/

S5/ P IAM EEHRRIL R

- RFEFIKRRE (SCPs)-EHRIEEH LA RA L B H AR AWS Organizations. EXEZER |, &
Z# (AWS Organizations FIF1ER) YIRS 15 5K B .

- RIRIEFHIREE (RCPs)-REKFHPRBENZATANR, BEXEZER , 52H (AWS
Organizations FIF#E/) P FERZEFIFKE (RCPs).

- RERE -ERACEKSAFCBIGRSERN , EASBERENEREKK, BEXEZER , BES
[ {IAM AFiEm) PHSERR,

S REERE

SN REWRBEEA T —MERE , ERBORREMEXNELIRE, BT RESRSHRBERER
W AWS BERBAWER , F5H IAM AP BB R ITEEE,

Amazon Elastic Container Registry #{a] 5 |IAM &4 £ F

EFERA IAM BEEX Amazon ECR BiARIBR Z 8l , BRiZ T RWFLE IAM ThaE R | F Amazon ECR.
E4MHT# Amazon ECR flE Mt AWS RSN E IAM BEES A |, 55F IAM BFEEHRHNE 1AM
BLEEFAMNAWS RS,

FH

- Amazon ECR E T 539 5K &
- Amazon ECR E T RRA KB
« ETF Amazon ECR #rEH X
« Amazon ECR IAM &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR AriEE

Amazon ECR ET B HIKRE

BEEA IAM ETBGHXRE , B UEEATRELNRENRRURATFRIELEENR

ffo Amazon ECR XIFSFEMIRIE. BEMFZMHE. ETHE JSON REFERANMELE , TSR
(IAM BiFF5F8) ##Y IAM JSON KB TESE,

R

EERWLER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANT LR FERITER
&, ARIEMHAZRHETHIT,

JSON REEHY Action TEREMR A TERKP AWFRIEL G RINRIE, ERBHFIESREUARTR
ITRERERRR,

Amazon ECR I RMBRETRENEEAN TR : ecr:. HlW0 , ERFEAFEA Amazon ECR

CreateRepository API #4E8IE2 Amazon ECR F&FENR , BRI ecr:CreateRepository
BEMNAHRET, FRIFQMLINEE Action 3 NotAction ;tk, Amazon ECR EXT—4HETS
IR , RG] UERZRFSIMITHES.

EESENMBEAOPEESUMRE  BEAEZSYENRT , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BT ERBES (%) BEZSMRE, Hln , EIEELLEE Describe FFKWFTERE , BFEUT
BE

"Action": "ecr:Describe*"

EE & Amazon ECR ##1EN %%k , 1S IAM AAFEEH I Amazon Elastic Container Registry B
B, RIEMEZHE.

RIR
EER W LAER AWS JSON REERIEEHERRIBEMF L, BR2ER , BNEETUANT AR FERITER
1, ARIEMHAZRHETHIT,

Resource JSON R TEIBEEMENAREN —IPNHZ AR, FARESE , HFEHAE Amazon
HBRAF (ARN) BBERR. N TFAZERERNRWIRE , BEABES ) ERBONATHMER
Ro
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Amazon ECR AriEE

"Resource": "*"

Amazon ECR FERFEERF LT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

HRERXWEZEE ARNs , FS 1 Amazon FFEAFR (ARNs) #l AWS RS & ZEiE,

Bl EREFEAFIEE us-east-1 XFHH my-repo FE , BEALT ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
EEERETREKSNWAEFEME , BEABER ()

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EERENMEAFEESIAR , 1§ ARNs AES 2R,

"Resource": [
"resourcel",
"resource2"

EEFE Amazon ECR BIREHE K HFIFK ARNs |, B IAM AP ISP I 258 B8 )T A 5=
EVHRR, BT HFETLERABLRERESNRIREN ARN |, 5 # Amazon Elastic Container
Registry & X HIRE

e

EE R WLER AWS JSON REERIEEHEARIBEMF L, BR2R , BNEETUANT AR FERITER
1, UREMHAZRHETHIT,

Condition TERBENNRMHEEFVMENIT. BALGIRBERZEZEN (FlW, FFH0
T ) BEARER , MERBPHFAESERPINVEMTE. EEERE AWS £R&HE , 21
IAM AFEREPHAWS £ 354 £ T XXEHA.

Amazon ECR EX T HEW—A&RHR A EXFEA-L2/FHR. EEFME AWS 2R5FH4
® ,FZH IAM AP EEHHNAWS £ /&M LT XA,
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K% Amazon ECR ##/E# % aws:ResourceTag M ecr:ResourceTag &#@., BEXESZE
B, F2H EAE TSN R ES,

EEF Amazon ECR #M4EMFIR , B2 IAM AFEREHH Amazon Elastic Container Registry &
NHERHE. ETHETUNBLRENZRERSZHR , 55 Amazon Elastic Container Registry
EXHEBIE,

=~

E&EEF Amazon ECR ET 5B W RBEH RHI , 52 Amazon Elastic Container Registry EF S 178
E g~

Amazon ECR E T &R/ KBS

ETRFEHREEZE JSON KX , BIEE TEEZ X ARE Amazon ECR &R LRITHRIENUKR
EHAZHETTIT. Amazon ECR Xi#F4t3 Amazon ECR F#ENE TR RNWARER, ETRR
WERBEAFESET R RO EMKF B FERANR, SHEaERERETERNREE T AWS RS 1
&) Amazon ECR Z .

EEABK/HE , BUUSENKFREMKS R IAM ZEEENETRRNREFHNET A
HEKSEFERAMEETRERNRERAREBIGEXRRIEN —¥ME.,. HEZERANBRLTFEHN
AWS Tk P R, BIE A EEFEASER T IHRZRANR, B FET 54509 K8 M N EI SR SUR
FRR, B2, MRETHRENKBEAR - NKF PR EARFIHRNRE , WEETSHNEBDTE
EZIW Amazon ECR EEENR, BEXESZELR , H2H8 (IAM AFiEE) 91 IAM ASET
BROEBEATE,

Amazon ECR BRSMZ#F—mREMNE T RFHREE (MABTHRRE ) |, XMREHMNEEEE, X
NERBENPLEERASZME (KF, AP, AENBRSS0GRAF, ) AINEFEE LTRE. ETHM
PR T R R INEFEE |, HSFAmazon ECR FHYFAE 17 FF 5K B

(® Note
£ Amazon ECR FEXRMESD | RIEITTE Sid X3 IAM policy FfI R X iE8) H At =& MA1 BB,

=l

E&EFE Amazon ECR ETRFRMEREM KA , 155 Amazon ECR FHFAE Z6EERIE RAI |
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EF Amazon ECR &R 21X

B LU AR XM INE] Amazon ECR BiR , B EERPFIFELEL Amazon ECR. EETHREEH
B, BEEMFA ecr:ResourceTag/key-nameaws :RequestTag/key-name = aws : TagKeys
FHERERBNZMETEZPRMEFZEFE . BXFIE Amazon ECR BIENEZER , B5H &
Amazon ECR F#riEFAE FH# E-

EERETHOORE ( ATRERR LARERBHXNZFRNTR ) BRI, FSHE EAETHR
LAY A2,

Amazon ECR IAM & &
| AM & & 281 AWS Ik BEE 4S5 ENRAY KK,
Fim et EiE A F Amazon ECR

A LAER IR EIE# TS ENRIEES , 2k IAM B89 REKF AR, S LUBEN
FAssumeRole= Z FH AWS STS API #/ERIREIE Bt Z2 £ iF 5 GetFederationToken,

Amazon ECR Z#:fE A Im it FZiiE o
REXBKAE

RSSHEXAERT AWS RS HRHEMES N RFUAARETREE. BSKREARERE IAM K
Fe o, HRZERESE. IAM BEAUEEETREARERS X KA CHNR,

Amazon ECR XEBRSHAXAR, BEXEZEEL , 5 X Amazon ECR ERABRSHEX AR,

Amazon Elastic Container Registry £ T & 13 #9 5 B& 7R 4l

RUNBERT , AFRNA XA ETIEH Amazon ECR BRIFHNNR. BERFAFSXNAETRNITRE
KIRPR , IAM B2 53 AT BB 1AM 5K HE,

BET7RUNAERXL RG] JSON REXHEGIEET IAM HHNEE , 56 (IAM AFiEE) P8l
2 IAM KB (258 ) .

BX Amazon ECR EXMBREMEREE (BRERSMRREXENEN ) WiFHEER , 525 (ARNs
RS EMNS#E) B Amazon Elastic Container Registry B2 4E, HRFMFZH 40,

ETHRNMAERXL RS JSON REEX#6I2 IAM ET S 0K , 28 (AM AFER) $N%E
JSON &+ L 63 R,

ES}
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Amazon ECR =R o
- RMSEXE

- f5F Amazon ECR ##|A

- ATAFPEEFEMHIIB SR

* A —/ Amazon ECR 4 E

REERIEREK

ETHONRBBEERNARSALGIE, HRZMEREK S HH Amazon ECR #iR. XELRETTEE
SfE AWS IKFFERAE. tIZRREET S ONREE | FEEUL T ERMEL

- FFAER AWS RERBAHRORENRNE —EFRBAFNIEARRETFNR , EEANTFS
ELAFIRFRRHNAWS HE R, SINEMRBMRAIRTH AWS kP, BRITEBIEESR E LEXY
ZH ARG AWS BEFREERERE —SRHINR. BEXEZER , ESH (AM AFER) $H
AWS EE RN THEIRBENAWS FHE K,

- MAZRIKNR : £FEA IAM KR ENRE , BB FRITESAENNR. At , BALE XL
ERERGTUUNBERRNTHRE , EHARENREFT, EXEA IAM BANRHESE
B, #ZH (AM AFER) B8 IAM R FIR

o {8 1AM RKBE B S — S BREITH RIAR ;48 AT LA 5 5K B A 00 5% 44 SR BR A X R AE RN FR AV 17 ) o
Bl | WA LURE RS RIEEMXTMER SSL XEFEER, MEBRSBEREIZRENSXE
FARY | JUlth AT BAGE R SR SR R T 3 AR SS#RAE R 7 (R AX R AWS BRSS |, #5120 CloudFormation, BXE
ZER ,1B2H (IAM AAF1EmE) FH IAM JSON EETE | &4,

- fE£M IAM Access Analyzer BiEZH) IAM KB , SUAKRNEHN LS MHEMINEENY  IAM Access
Analyzer 2BIFF KB FINBRE , UBARKEAS IAM KEIES (JSON) M IAM H{ESE
. IAM Access Analyzer 12 100 ZURIEK BN TIRMENEN , UHBBEFELZ S BIgEMHEMN
KEk, BXEZEER , BESHE (AM BFigm) PMEA IAM Access Analyzer BiF SR B,

- FEZEHFHRIE (MFA)-INR AWS IkFENZRFE IAM AFRRBAF, , A MFA URSR
=, ZELAR AP BERNEE MFA , B MFA RERNMBZHNERD, BXEZER |, FS
F (IAM B F#8r) M EA MFA RF API 1A,

BX IAMHHREIRNESER , 250 (IAM AFER) #1 IAM F R 2 HEXE,

£/ Amazon ECR 124l &

E /"] Amazon Elastic Container Registry #2#1& |, BUMEE —HHREPNIR, X LR LI A TR
SIHMEFFRE AWS 1K HEY Amazon ECR BRNIFAFE. WRAIBXAENRENRRER™
BNETHHONER , XTHMTZREAZE (AFRAR )  BHAaNEEEMBERET,
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A RIX LSRR T LAEFH Amazon ECR 1244 | BERER
flAmazonEC2ContainerRegistryReadOnly AWS E X, BXEZER , 55 IAM AF
AP RINAR

ELERURBINR , BSH (AWS REA RS E) T/

AmazonElasticContainerRegistryPublicReadOnly,

NFMEA AWS CLI 2 AWS API BWAF |, BEENEHBREREZRH AR, Hk , RATFHRASE
2R MITH APl BR/EM TE R 1E,

ARFAFEEMIIE SR

ZORBIGER T A B R |, LAY IAM AP EEM MBI EAS B ONNERANEE R, R
BIEEEFE LHER AWS CLI X AWS API BU4wE TR IRER R

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"
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Amazon ECR AriEE

]I

"Resource": "*"

e — Amazon ECR 17

FEARGIG | &4\ AWS K R E B P BT RER Amazon ECR ZEERIR, my-repofEiE
EARVFAF#E, REAIIERES.

JSON

"Version":"2012-10-17",
"Statement":[

{

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

1,

"Resource":"*"

},
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories"”,
"ecr:ListImages",
"ecr:DescribelImages",
"ecx:BatchGetImage",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:xepositoxy/my-repo"

}
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EAHE TSR TR 2

FIF Amazon ECR CreateRepository API 1k , B U ECIBRERERIEENE. BXEZE
B , {52/ £ Amazon ECR F#ri2FAE ZME E,

EFAFEBTURFRBINCERER AR XENEACERRNIRE (6
o, ecr:CreateRepository ). MIRERRCBRREDIEE THZX , M Amazon &%
ecr:CreateRepository BEWMITHANENR , MRIEAFREEZCIBRITENNR,.

AT LB IAM policy RERE TFHREMHEZES, REIWOT,
UTRENXATFRAFPEFERESRFEIRIEH key=environment, value=dev,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

}

"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

LT REEARTR P MABF#EDRIBREG | BRIFXLEFEEIRICH

key=environment, value=prod.

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"ecr:BatchGetImage",
"ecxr:GetDownloadUrlForLayer"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment": "prod"
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AWS Amazon # 4 A5 E M RNV ITE KA

AWS EERBEHLIENEENILT KK AWS, AWS RERBEENTZENLRBBIRENR , UE
BRUFBAAF, ANBESENR,

FicE , AWS RERBURTISNENBERFRTFRENRNER , BAEMNAHME AWS FF £
M. BMNBVBEIEXBETEARINE S EERHRRRE —SRDNR.

BT EEH AWS HERBPE LR, MR AWS B AWS RERBPELHNR , NEHFLE
IZRMATXBRNFEZERASH (AR, 4NABE. ). AWS REFRERIITHN API RIME RS T
LLERH AWS BRSS B API BR4ERSE T AWS FEE KK,

BREZER , F5H (AM BFER) B AWS EEA KK,

Amazon ECR ##t 7 — &£ EXRE , B LUREIIM NS IAM &3 Amazon EC2 3K6l, EBIXL
BEHg , 7 X Amazon ECR RIRH APl B4R R# T T RIKBIKIEH], BXRXLREPRIN
B8 API BRIENEZEER , 52/ Amazon Elastic Container Registry APl & iy 1E,

F&

« Amazon EC2 ContainerRegistryFullAccess

« Amazon EC2 ContainerRegistryPowerUser

« Amazon EC2 ContainerRegistryPullOnly

» Amazon EC2 ContainerRegistryReadOnly
« AWSECRPuUllThroughCache_ServiceRolePolicy

» ECRReplicationServiceRolePolicy

 ECRTemplateServiceRolePolicy
« Amazon ECR E# 7 £ AWS EBUR

Amazon EC2 ContainerRegistryFullAccess

BT LU AmazonEC2ContainerRegistryFullAccess REEMIMNE] IAM B3, ZRBER T3
Amazon ECR B#RHNEBRILFRINE , H&TF IAM 54 (SIAF., BALAE ) HF S Amazon ECR
ERH AWS REHIFRINPR , LAERAPFTA Amazon ECR A, AL T LATSE] AWS BEIEiE4]
A FREHFTE Amazon ECR AL,

EEFHEBHNR , H5H (AWS HEXRSZE) EC2ContainerRegistryFullAccessH #Y
Amazon,
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Amazon ECR AriEE

Amazon EC2 ContainerRegistryPowerUser

BAI LU AmazonEC2ContainerRegistryPowerUser SREEKTHINE] IAM &1, LEREERFEEN
R, LAY IAM AR EEFEE , BF AT BR1F 0% 2 =5 ch N A T 1768 BE 09 SR B S04

EEFHFRBHNR , HSH (AWS RE XS ZE) EC2ContainerRegistryPowerUser® #)
Amazon,

Amazon EC2 ContainerRegistryPullOnly

I&T LU AmazonEC2ContainerRegistryPullOnly KBS ANE] IAM B, HLEFREETZFM
Amazon ECR REXASJMGEHNE. MFEEMREA TEFRI , WeBFATFN L EMRS AR
BV R EL

EEFHFBHNR , HSH (AWS RE KBS ZE) EC2ContainerRegistryPullOnlyF # Amazon,
Amazon EC2 ContainerRegistryReadOnly

EA LU AmazonEC2ContainerRegistryReadOnly SKESHIINEI IAM B 13, LEREEIEF Amazon
ECR WRENR. XBEINHEFHEEREPEGNINGE, ©E3BIEFEA Docker CLI M Amazon ECR
REVEGHNINEE,

EEFHRBEHNR , 25 (AWS EE XS E) EC2ContainerRegistryReadOnly® # Amazon,
AWSECRPullThroughCache_ServiceRolePolicy

BT BERF AWSECRPullThroughCache_ServiceRolePolicy &/ IAM policy i inZEIEH IAM
KR, WEEREEKIZRSHEXAR |, ZA®AY Amazon ECR B EERENTERGESHEEIF6#
FE. BXEZEE , F5H ATEFRI Amazon ECR [REHEXAE,

ECRReplicationSexrviceRolePolicy

BT 8EYF ECRReplicationServiceRolePolicy &/ IAM policy K tNE| R EY IAM SE4&, LEF AN
BIRFZHEXABHEKRE T Amazon ECR RREWMITRE. BXEZELE , 2H X Amazon ECR
FARSHEXAE,

ECRTemplateServiceRolePolicy

BT 8EY¥ ECRTemplateServiceRolePolicy &/ IAM policy Bt iNE KT IAM SE4, 1tk Bt b0 2 AR
SHXA BN EKE AR Amazon ECR RFREMITIRIE. BXREZFELR , S X Amazon ECR £/
REEXBE,
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Amazon ECR E#1 73 AWS BHXK

EEBZBSFBRERIXLEERELEI Amazon ECRAWS HEBREEFTNFHAEE, BXHTEHE
KW BEFIRTR |, FiTH Amazon ECR XA xR E LK RSS iR,

B DU Sy

AT &7 Amazon ECR  Amazon ECR fF# X BRI in 2025 3 A 12 H
[RESHEXAE  NMEREN  F AWSECRPullThroughC
B ache_ServiceRolePo

licy KB, XLENRAGF

Amazon ECR M ECR #A & *

MRk PIREAR &, ZH{EARE

ZFANREFHAM Amazon

ECR FAE E Mk H A BRI AT |

FEEHENE,
i &5% EC2 Container Amazon ECR AT —NEI%K 2024 £10 B 10 H
RegistryPullOnly-#T B % B , F§F ™ Amazon ECR & F

R B BR
ECRTemplateService Amazon ECR 0T 2 2024 £6 A 20 H
RolePolicy : ¥ 5E# B&o ULREES AT 170l

BENRIIEER ECRTempla
teServiceRolePolicy

BRSSMER B BXREK,
AWSECRPullThroughC Amazon ECR &7 PR 0 2023 11 A 15 H
ache_ServiceRolePolicy : X¥ F| AWSECRPullThroughC
NEXRBHERN ache_ServiceRolePo

licy KRB, XLENREAYF
Amazon ECR # 3 Secrets
Manager ZAMMEZAR. =
FRAZFRIANXREFTEE
SR R A IR B A AR
BGet , FEHENR,
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RAriEmE

EK

AWSECRPullThroughC
ache_ServiceRolePolicy : #7

KRB

ECRReplicationServiceRolePo
licy : #TR &

I 5% EC2 Container
RegistryFullAccess-E T H A
B

NI 53 EC2 Container
RegistryReadOnly-E # #A K
K

MI 53 EC2 Container
RegistryPowerUser-E A
BUR

DU

Amazon ECR 310 7 # KB
WEREERATRFRINIIE
B AWSServiceRoleForE
CRPullThroughCache
RS A X,

Amazon ECR N T #%K

B, LRIESATEHThEE
B AWSServiceRoleForE
CRReplication MR MK

AERX.

Amazon ECR F# R 0
F| AmazonEC2Container
RegistryFullAccess
Kig, XENRAFEFEAL
# Amazon ECR RE XA
&,

Amazon ECR 374X BR 7 o0
F| AmazonEC2Container
RegistryReadOnly 2§
B, ZREE AR ARRE
AR, JHAREURE
REGNPABE R,

Amazon ECR FF#TX PR in
F| AmazonEC2Container
RegistryPowerUser K
g, XL PR A FEHEAERE
Han AR, FIHREUR
EREGHNAEE R,

B

202111 A 29 H

2020 12 A4 8
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RAriEmE

EK

I 5#k EC2 Container
RegistryFullAccess-E A
BR

I 55% EC2 Container

RegistryReadOnly-E # A K

&

M55 EC2 Container
RegistryPowerUser-E#H A
BUR

NI 53 EC2 Container
RegistryReadOnly-#7 B &

NI 53 EC2 Container
RegistryPowerUser-37 BUR

DU

Amazon ECR F# R 1N
F| AmazonEC2Container
RegistryFullAccess

K, SATREKERH
CloudTrail{#3R iV EE =45,
AWS CloudTrail Insights =
.

Amazon ECR 74X BR 7 o0
F| AmazonEC2Container
RegistryReadOnly =X
B, XLENRAFEEAER
Amazon ECR &1&.

Amazon ECR F#T R 0
F| AmazonEC2Container
RegistryPowerUser X
B, XLENRATFEIEARR
Amazon ECR &1&.

Amazon ECR AT —/N#TR
B , FiF [ Amazon ECR %
F RIENBR, X LR BIET
HiFEEREPREEHINEE,
TAlE23EFE A Docker CLI M
Amazon ECR ZEUEBHITh

ab
BEo

Amazon ECR I T —BUT R
B, ZRBRTEENE , N
mAFRAPIREF#E , BF
S VR AT BR A7 6 P o BB 2R L
P T 770 B ) SR B 3T

B

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

2015 12 A 21 H

AWS I 3% ECR I E KB
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Amazon ECR AriEE

B iR H H#A
U 5% EC2 Container Amazon ECR 107 #TK B, 2015 12 A 21 B
RegistryFullAccess-#7 B R BE T Amazon ECR M58
2 RIRR.
Amazon ECR FIRBRIEE X Amazon ECR BFF #4 IR iR 2021 £ 6 A 24 H
AWS FEE R EN,

¥ Amazon ECR EFABRFZMEKRAE

Amazon Elastic Container Registry (Amazon ECR) AWS Identity and Access Management £ A

(IAM) BRSS X ABREHREAEFNRNEFHEAENNIR, BRSHEAXARRE —MIRERERN IAM
AE , ©5 Amazon ECR BEi#Z#Xx. RFHEXAEH Amazon ECR TIEN ., EBEZREZHFILE
EMRNEFNEFRECHEMENFERR. NEIMKREEEFHNEFRNZE , RELBHCIER
SHEXAR, BXEZEL , B35 M Amazon ECR HIVFAE EMFRIRE.

RESEXAEFALEERMBEY Amazon ECR REEHMEFRN. X2EN , £RZAE , &5
TRBFHRMABLENNR, Amazon ECR EXHEBRFSHXAEBHNER , RFIESHAENL , NI
Amazon ECR I AZA®., EXKNRRSEFEERBEANNRKE . T2 R KB M0 EEM
HAth 1AM 4%,

REEZRIMERELNVEFIEFRIMZE , TR BRERNNERSHEXAR, XAUBRETALATER
il Bk Amazon ECR XX L ThREFT ERIR R

BXXERSHEXAGHEMRSNES , F2H5 IAM BEEEANAWS RS, FLHEEREL , &
RERSHEXAGTEFRENRS. ARREEFZRFSNRSEXRA B EE,

£}

« Amazon ECR fRE XA & X iy X1

- ATEHIH Amazon ECR REHEXAE

- ATEFRIN Amazon ECR REHEXAE

- AT EMEEERN Amazon ECR REHEXAE
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Amazon ECR AriEE

Amazon ECR fREHEXx A BTN X

Amazon ECR £t Amazon ECR IREMFAIBEXE X FFER RS HEXRAEB, BX Amazon ECR XiF
AAMMNESZER , 58 AWS XEHiE =,

AT E 4|8 Amazon ECR R&SHEX<AR

Amazon ECR # A& N RS X A AWSServiceRoleForECRReplication , iZ & 53 Amazon
ECR B Z/NK - & HIBR £,

Amazon ECR HVRE X AR

AWSServiceRoleForECRReplication [RFHXBBEETUTRERRAAZAL

* replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy ABIXPRERE R F Amazon ECR S BRRERAUTE
£ :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note

ReplicateImage  Amazon ECR AT E#IHAEE APl , TREE R,

FERES<EKAR API| R 2015-09-21 207


https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon ECR AriEE

MREERR , 2 IAM R (AR, 45Ae ) 212, FEIMERBRSHEXAG, BXESE
B, BEZHR IAM AP ErP RS EX A EBNER.

5 Amazon ECR IS HXAE

FTEF I Amazon ECR RESHEXAR®, HEE AWS EEiEGA. 5 AWS API - EREE
S 4R &t AWS CLI , Amazon ECR @R &8RS HEXAE,

MRIEMBRT RS HEXACAEFTEFTRCET , WAL EAEBNREEENK, RERCIZLA
B, HEREIMREESEFREN , Amazon ECR HEBXANERERSHEXAE,

A Amazon ECR ‘REBREZHKAE

Amazon ECR K ¥ F3h 4% AWSServiceRoleForECRReplication FRZHx A&, ERIERSEHER
AR K BRELTEEHACHEN , ANTREESHXESIAZAR, T3 , BALUSER IAM FEA
BRHE, BXEZELS B2 (AM AFER) FNERERS <BKAE®,

A Amazon ECR MIBRIRZHKAE

MRTBRECARNZERSKEKAGHNIRERIRS , RINEBUEHRZAG, XEERIEREE
HERREFNREATE, BR , BLAERRENXSEPREMREGRE , = 88F MRS
xA®,

(® Note

MREZHMERAIR , T Amazon ECR RS MEEAAE , MRERRETRLAK. WRE
EXMER , BEF/ Lo RBER,

il BR = FA#9 Amazon ECR &R AWSService RoleFor ECRReplication

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o

2. MNemEd  ZFERAHEBEEFRENXE,

3. ESMmERP , EEILEEME.

4. 7£ Private registry ( 3AEEM R ) WE LM Replication configuration ( E4IEE ) 272 , &
Edit ( %% ) -

5. EMRFIEEHIMN , FikF Delete all ( =ZPMIER ) o WSBREEHIA,

£/ IAM FE MRS KRB E
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Amazon ECR AriEE

5/ IAM #24%|& AWS CLI, 3 AWS API il BRAWSServiceRoleForECRReplication RS Hx A&, &
XEZER , m20 (AM AFER) PHRIBRRSEXAE,

AT EFEHA Amazon ECR REHEX AR

Amazon ECR & N KRS X AT AWSServiceRoleForECRPullThroughCache , Z & & o iF
Amazon ECR K REMITIRIEUZTREFRIURE, BEXETFRIMWESZEE , BZRAATENES
FHE, HEErNZESEHRESECRNFEENER,

Amazon ECR B RS HEX A ENR
AWSServiceRoleForECRPullThroughCache [REHEXx A BEEUTRSRRAAZAE,

* pullthroughcache.ecr.amazonaws.com

RERFMER

AWSECRPullThroughCache_ServiceRolePolicy #X PRk B Fff A0 EI R S5 48
KAE, LIEERBERN Amazon ECR ITUT#H®R#E. BEXEZEER , H5H
AWSECRPullThroughCache_ServiceRolePolicy,

* ecr - fo¥F Amazon ECR BRF MM G HRGHE LB FMRE,

- secretsmanager:GetSecretValue— 3 Amazon ECR fR$# 3 AWS Secrets Manager &
AHRMBENER, SEAKFRIANELREIMRIEFTESORIEN LFIMRPAREGE | F
ERRNR, WABRMERFH ecr-pullthroughcache/ EF BRI Z,

AWSECRPullThroughCache_ServiceRolePolicy HFEEEELLT JSON,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "ECR",
"Effect": "Allow",
"Action": [

"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",

ERBRSXBKAR API fR7 2015-09-21 209
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"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"”,
"ecr:BatchGetImage",
"ecx:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}

MREERR , 2 IAM R (AR, Ad5Ae ) 22, FEIMBRBRSHEXAG, BXESE
B, B2 (AM AFERE) PRRSKERABRR,

A Amazon ECR BIZRZHEXER

EEFINEFRIEE Amazon ECR BRSHEXAGR, HEHE AWS EEEFIE, = AWS API
AEEMEROBEBZFANET AWS CLI, Amazon ECR £/ ERIERSHEXAE,

MRIEMBRT RS HEXACAEFTEFTRCET , WAL EAEBNREEENKS FERCIZLA
B, YENLEEIMRCEZEFRERIAN , WRBFEXBEETFE , W Amazon ECR FHEE
REBZAG.
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Amazon ECR AriEE

A Amazon ECR RERSHXAR

Amazon ECR R ¥ F3h 4B AWSServiceRoleForECRPullThroughCache RS <A, ERIERS
HxAtR K SNTLENACHNEN , AN EZNXAS|IAZAR. T , BALUEA IAM 4
BABWHE, BXEZEERE , B2H (AM AFER) FHEERSXKAE,

A Amazon ECR MIBRERSHX AR

MRTBEERECAENZTERSKEKACNIIRTRS , RINEBUER R ZAR. XIFERIEAREE
SRR EF N AREARE, BR , BLFERBRENXEFEMREFREAN , = 88F MR
SHEXAG,

® Note

MREZHEMERAIR , T Amazon ECR RS MEEAAE , NREBRRETRLAN. WRE
EXHER  BEF/LoH , REER.

Efif Bk AWSServiceRoleForECRPullThroughCache RS # < & & FFE A K Amazon ECR &R

1. #TFF Amazon ECR #£#|& , Wit A https://console.aws.amazon.com/ecr/o

2. MNemEd | FBEFRIMMRENXE,

3. ESMERP , ERILEEME.

4. 1 Private registry ( A XM ) TWE LK Pull through cache configuration ( EF1I2EEE ) &B
o, R Edit (&8 ).

5. NFEAUBNENEFREFAN , EFZMAN , ARE%EEF Delete rule ( MIBRAN ) .

ER IAM FEMBREES <BRA |

5/ IAM #2%|& AWS CLI, 3 AWS API il BRAWSServiceRoleForECRPullThroughCachefR %5 48 % &
B, BXEZER , HFSL (AM AFiEmE) BPHIBRIRSHE<A R,

AT & ECZERN Amazon ECR FRSHXAE

Amazon ECR E A& N W RS < A& AWSServiceRoleForECRTemplate , %A &% Amazon
ECR RREHITIRMELL T N 1768 B 0 B2 ERIREN DR,

Amazon ECR HIRE X AN R

AWSServiceRoleForECRTemplate RS XA BEFEEUTRFRRAAZALE,
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Amazon ECR AriEE

¢ eCcr.amazonaws.com

KR FHE R

ECRTemplateServiceRolePolicy IR KREEMMBEIRSHEXAE, HIEERKER T Amazon ECR
RIBIENIT IR0 E B R IRERIABR

ECRTemplateServiceRolePolicy M EE LT JSON,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
}

MREERR , £ IAM R (AR, 45A86 ) 012, FEIMERBRSHEXAG, BXESE
B, BEZHR (AM AFERE) RS KA BNIR,

A Amazon ECR 8|2 RESHKAE

BEFNFHEECEZERFIEE Amazon ECR RSHX AR, LK AWS EEEH S, 3AWS
AP| R RAFAE XM R OB F M EERMNET AWS CLI, Amazon ECR 2R BIERSHEXAE,

MREMBRT RS HEXACAEFTERTRCET , WU LEAEBNREETENKS RERCIRL A
B, HENLBEIMRCBFREELIEAN Y , MRBSFSHAXABEEFEFE , W Amazon ECR FHE
BREIBZAE,
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Amazon ECR AriEE

A Amazon ECR RERSHXAR

Amazon ECR F R Fzh4mEAWSServiceRoleForECRTemplate RS X A, ERERSHEXAR®
B, BRTLEERR/CHNEN , ENTREZNIASIAZAR. T , BALUEA IAM EEAEHN
W, BXEZEE , E5H (AM AFER) FNRERSXBKAR,

A Amazon ECR MIBRERSHKX AR

MRTBEECAENTFTERSKKACNIIRIRS , RINBUERH R ZAR. XIHEERIERAEE
HERREF N REALME, BR , BLAERREN XS PRGEMREIZRAN , 288 F 3 HBR ARS8
XAE,

® Note

MREZHMERAIR , ™ Amazon ECR BRFMEEABE , MRERRETRLEAKR. WRE
EXHER  BEF/LoM , REER.

EMiBR AWSServiceRoleForECRTemplate fR$5 X A& FTE AR Amazon ECR %R

$TFF Amazon ECR ##|& , Bk https://console.aws.amazon.com/ecr/o
MNEMiEd | ERECIE 76 F o EM N A Er XiE,

ESMERT , ERAEEMRE
EABEIMERENE LN EEECEERT S |, EFRE.
NFEBNENMEEEQEAN |, EFEZAN |, AEEFER RN,

o K~ w0 bnp =

£/ IAM FahHIBRARSS KBk B &

5/ IAM #24]& AWS CLI, = AWS API il BRAWSServiceRoleForECRTemplate R ZHHX A, Hx
BEZEER , BZL (AM AFEm™E) PHRIBRESHEXAE,

HEZE Amazon Elastic Container Registry #9 & 7 117 &) % R =] &
AILAERALUTER , RS AIESEEMER Amazon ECR # 1AM B A 828 B A9 & I 18] &,
FB

o HELMNIE Amazon ECR FITIRIE

« REMIAIT iam : PassRole
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Amazon ECR AriEE

« RBATFRIUANATHEIER AWS IK # Amazon ECR &R

K TLNIE Amazon ECR At T4k
MRBIRBNEIRET |, BEELIITEMRE | W ATEFH R A FRITIZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFEBEREM ecr:GetWidget R , @ KEUT REIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHRBERT , BHAEH mateojackson AFKER , LAFER ecr:GetWidget BIETHE my-

example-widget &iRo
MRLFERHY , BHRREN AWS EEA, ZNEERARRMUEREIENA,
BTN IT iam : PassRole

MR BT —MEIR | RPBLBTINIT iam: PassRole B4E , MIAMEHMEBUA TG ABIERLS
Amazon ECR,

BE AWS B A ERIIAEABKEL1ZRS , MAREIRMNBSACIRSHERAR, it ,
LY MEB A ELERSHINR,

HE N marymajor Y IAM AP EAER G B Amazon ECR H#ITIRMER , 2R E LT RAIE
%o BR , RELMEFRSACHRFHNRT AIMITILEE, Mary FEBRABEZIE RSN
BRo

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E,
MRIGEBEHEY  BFHRIALHNAWS BEER, FHNEEARREMHEZFEIIN A,
RE AL TR NG REIE AWS K B9 Amazon ECR &R

ZABR—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &7
BIEEEESEY , AURAAG, X TXHETRIFARERTEZEH IR (ACLs) WARSS , BT
158 P IX L5 SR BE (0] ATV R T 173 (R 8B B R AV A PR
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Amazon ECR AriEE

ETHRESER , FZEAUATREA :

- BT Amazon ECR BEXIFIXLLINEE , S M Amazon Elastic Container Registry #1415 IAM 45
&M,

- BET7THRUNMBRENESHEENERRNIGRNE AWS KF , 50 IAM AP EETR N EEHRE AWS
KB5S — 1AM A P iR B AR .

s BETHRNMAEE=SREAN B EFRIBRINE AWS IKF , ESHE IAM AFREEPFHREE=41R
HIFRER. AWS K

- ETHUOMABEESHRERIEREHFNER , F5H (IAM AFEmRE) FHRALENE S HKRIERN
AP ( BHBEERIE ) RHEHRNE,

c ETHEAACNETRRNRBETERK,IGRIZENES , 56 (IAM BFERE) B 1AM
RV ESIK - R IR I E

Amazon ECR A HY BB R

TEAWS HEEXERATILD#HEMEARBRSPHEBERF . ORERFNR AWS |, ARRFPIEITA
EABENLIKEMEN AWS =, BATEPNREERREMEN EWANBENES, BEATEFRER
N AWS RS NLLBEENEETS. BXBERMNESER , FZRABERLENLRE, XK
MNBRERIFWESR , 5SS H AWS Security Blog LB AWS Shared Responsibility Model and GDPR 1§
BEXE,

HTFHERPEH , BIMNBUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) RENMNAAF . X# , SMNAFRREETHIEIRIRAMENNE,
REWEES T AR EIE

- NBNKFPERAZESHRIE (MFA) .

+ AT SSLITLS 5 AWS HERE. RMNBREM TLS 1.2, BUEM TLS 1.3,

- FERIRE API MAFEZ BE AWS CloudTraile BXxfE A CloudTrail lRERIHZIR AWS SEZIMIEER |
ESFEAWS CloudTrail BB AR CloudTrail o

o A AWS MEBRARZUAREPWFIERINLZLEH AWS RS,

- FABRIEEZLRS (HW Amazon Macie ) , EEBIF XM AR Z4%1E Amazon S3 HEBUR
iR

« WMREE AWS BEGSTRESR API #THRINEELT FIPS 140-3 BRIFM MBER | &4 A
FIPS i . BXAAMN FIPS IsRNNEZER , B5H (XERFEELEIRE (FIPS ) % 140-3
MY https://aws.amazon.com/compliance/fips/o
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Amazon ECR AriEE

BABRWE /N BEESHBER (WEEFNE TR ) RAREHEABAXNEFR
(WEMRFER ) . XTEE AWS RS £AEFIE. API H5 Amazon ECS S EAHLE AWS CLIE
fERt AWS SDKs, A TREMMNIRER B B A NAEFRP R ANEABRERTESATIT RN
A&, WRE@MAIRSR[RMA URL , BBWEFEENULFEEEIEEERRIEN ZRS RN E
Ko

F&
IR

H

A INE

/A Important
5/ AWS KMS (DSSE-KMS) KX /R Bk 55 85 it 23X 7£ X 48, AWS GovCloud (US) T A,

Amazon ECR H& B Z#1E Amazon ECR EIEM Amazon S3 F#EF., BIAERT , Amazon

ECR A E%E Amazon S3 HEMEZRAMRSR/IHMNE , NTEMA AES-256 INZE EXN BSEHIE
HITINR, XTFELXEEATs , BEF2FAKREFERA. BXEZELR |, 2R Amazon Simple
Storage Service Fi PR ME BN Amazon S3 FEE R N2 240 19 IR S5 25 Uk 11 28 (SSE-S3) R EK
.

AT EiFbiE s Amazon ECR F#ENMNE , B LAERARSSH[IHME , HEAFHEE AWS Key
Management Service (JAWS KMSHH) KMS 4. R AWS KMS mEKIER |, Bl A EA S
Amazon ECR EEMERIA AWS RERNZAZH , LA MEEBCH KMS Z4 (MABEFRES
), BXEZGER , A (IR L FHERSAFER) PHEARSSHHMNBENFEE AWS
KMS (SSE-KMS) # ) KMS ZARF HIE.

BALLUERERANERSFIRMNE () SHER Amazon ECR BUEM AR E N AWS KMS %, DSSE-
KMS DSSE-KMSIETZE Ll FSSE-KMS , ERN AN RN LN NER K MAR—F. BXEZE
B, BZHAERAT AWS KMS AN NE RS 2Rin 1% (DSS E-KMS).

8/ Amazon ECR FE#HAE — M NEEE , ZEEEIEFHENTTRE. BUNESNMEHE
LEATRNNEEREE, BXEZEE , HSH £ Amazon ECR A8 f7f# B LA B (R

EBH AWS KMS ZNER T EIZE#EERN | A KMS RN EHENABTHITINE, It
L , Amazon ECR &£ @ KMS Z4A7%5 11 AWS KMS #21X , #F Amazon ECR 1 EENEENREE
Ao
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Amazon ECR AriEE

UTREREM T X Amazon ECR Mfi15 AWS KMS £ 5 LA N M i 25 178 T Y & 2 R %

1

. BIEFMERT , Amazon ECR £ [@ & i%DescribeKeyi@ A , AWS KMS SIS IE M RN E & 15

EH KMS BRI S 5 REFR (ARN).

. Amazon ECR [ 43X T B /NCreateGrantifE sk AWS KMS , E5R1E KMS %48 L BI2 BN , A AW

Amazon ECR £ A IR Z A MHA B ZLIE.

 HEIEEGR , RE LMK HGenerateDataKeyiER AWS KMS |, EEERA T INERBGERF R KMS

AWS KMS £ RFHWHIEZR , £REEN KMS BHANERITNE , ARREESRGE THIEM
BB&EE —EFERENNERERNA.

5. NENAGRE , 2@ A HHEZEIER AWS KMS |, EEMZENBEZ,

6. AWS KMS &2 I 25 1 3R 2 40 H S M 2 S 0 B 248 & % 2 Amazon S3.

7. BEFAATERNEGEZ XN L#THE,

8. MIBRFEfEEE/S , Amazon ECR & X B PRetireGrantiER , E3R{E AWS KMS AR Z 16k E 622
OE

EEEM

#£ Amazon ECR H £/ AWS KMS E T EAAINE ( SSE-KMSEHDSSE-KMS ) Bt , RIE R TJL

=

/AN O

WMRESZEX A KMS INZH Amazon ECR FFE |, B RIEE KMS %48 , M Amazon ECR £ERiA
A AWS FEERX R4 AR aws/ecril. BXRRIERB A KMS INZ1Z#ER |, EENKFS
BIZR I KMS 2348,

- SIREMER  NEEERE#HENZREE,
. Y KMS MBEBCH KMS ZRALAERAN , RAXNELRNE#HEMTE —MNXEH,
« Amazon ECR RERLRIEN BN TN R . NREREEF Amazon ECR EREKFF AWS

KMS B4R , Amazon ECR FAEGRIXLEHIE, MBHEDFEENMRG LT EERRN
X E#ITHEE, HEHH Amazon ECR B , BUFIENAE R, EREHLRNR , MM EREF
fEE , MARMEZER. MERF#EER , Amazon ECR 2fREEFERAER.

- fEF AWS KMS ZAZEEN TR, BXEZELR |, HSHAWS Key Management Service ETo
- FANERSSHHENBETERA, BXELZER , 51 Amazon ECR Efh.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/ecr/pricing/

Amazon ECR AriEE

ATEH 1AM R

BIZRMBRER AWS KMSH# 1TRS SRR MM Amazon ECR & EEEY , FTEMANREBUR T B IEEE
RAREE KMS B4,

EFER T Amazon ECR RHEE AWS £EXZ4H 1 IAM R

BINERT , WRA Amazon ECR FER A T AWS KMS % , {BRIEE KMS 4 , NIEA
AWS FEE R %40 EA T Amazon ECR W, Y Amazon ECR 9 AWSIEE KMS Z4R INZHF M E
i, A ENCIREEENZREACTUERME LS A AWS KMS %, B2 , BBREFE#ESN IAM
EREAYIER kms:RetireGrant PR, XA LAME A AIEFEEFNRIINE AWS KMS ZHH &
o

BUTR 7RI 1AM policy FIERN REXRBORMEIAF |, LBARAFEEHRE ANBNF#EmRNRE
R, ATLERRFRSHIEER T MBRF#EN KMS B,

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{

"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",

"Effect": "Allow",

"Action": [

"kms :RetireGrant"

1,

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

ERAEFREZHARNERD IAM R

ERAFEFEERACREA AWS KMS ZE NN FERN |, I2FRENAS A RLHAAE KMS
ZEAREEA 1AM R B AR,

BIZEHCH KMS ZRY , B LAERREIREFHRKEE AWS KMS €32 , T U E B CHBEHAK
i, NBRESFAAEEATUNEEEFRENEN , KMS ZHANBARBN LK HRAF AWS
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Amazon ECR AFiEmE
KMS HITFrE#1E. AT EBARBRMAANERFENR , EELNEARAFRTEE KMS E4
MR, EAYF KMS 24X A TR B Amazon ECR BIER |, A LU kms: ViaService 42475
E—#&EA, ecr.<region>.amazonaws.com

LT RBIZEARENIBAE KMS 240 AWS IKF ( BRAF ) Bt 73 KMS ZN T2 HENER. &
R RAFARHENESZESR |, HSHAWS Key Management Service FF & A R IEREF R R 15 1]
AWS Ik /S A IAM KB,

JSON
{
"Version":"2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUsexPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}I
"Action": "kms:*",
"Resource": "*"
}
]
}

BT 4 EH Amazon ECR B R\ |, BIEFMEN IAM A
Fkms:CreateGrantkms:RetireGrant. IAM &5 AWS Ik &SRB AE.

FMkms :DescribeKey#X R,

® Note

kms:RetireGrant XPRATURINEIRIZFHENAF A EH IAM policy

i, kms:CreateGrant # kms:DescribeKey PR A LARINZE] KMS % 4R HY 2347 SR RE =4 A

BE#ENAFSAGH IAM policy . BHX AWS KMS IRTHERENELER , HSH
{AWS Key Management Service FF X EEFE) FH AWS KMS API IR : BENRRESE,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR AriEE

LUTR R 61 1AM policy AIEN AR MBIAF , LBRAFAEURERANENFREMENRE
R, HETHIF#EERRBRF@EE. AMERRRSBIEER T MEFEERN AWS KMS key .

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Ssid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1

BEFEMER , RTAFERS AR 5E KMS Z4

£/ Amazon ECR #2#| & 0|27 Fet , BUUR TR , AR/ S AF#EEMNZN T XiEH
FIHEFEER KMS #4. BT IAM policy RHIER T MRS B85 H KMS 24 M 3 & A B A X
PR o

JSON

{
"Version'":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"
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1,

"Resource": "*"

Y542 Amazon ECR Ez®E3) AWS KMS

Al LAE A AWS CloudTrail SRERE Amazon ECR RF#E&3i% AWS KMS Bk, BEFH
CloudTrail BE&BE38M®% ETXFA , EFi2%,

Amazon ECR & LT X

MELETY R-HE2EEFNBRENREN,. SEENBRHENERPISMBELTXH , 20
& AWS KMS FURINE E T B ERMBRE, BERRRE |, S47E AHBNNE LT3

EX BB R GenerateDataKey MAZERF , AWS KMS Amazon ECR A EEWR N B HEX K INEZR
ETx, BT RRE#EMEEERN Amazon S3 E# . MUTREFAR. BHTa2%TlL , E5H
HEWME £ TXLEESMEMF.

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

S

BRI AERAME E T XEFITIEERMBE ( Fl20HR Amazon CloudWatch Logs ) HiR Bl & i %%
£, HEARBARNPRNEZMSE. AWS CloudTrail

Amazon ECR lIZ L TXE@EWmMNEHEX,

« aws:s3:arn - EB—PNER - EXNRRFEE. 82 aws:s3:arn. {2 Amazon S3 FERERY
Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

flan | MRFEFEH ARN  arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
g £ T 3CHaEUAT I,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR AriEE

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09eef33fc3df"

- aws:ecr:arn — E2=NEW - EXHRIRFMEER Amazon Resource Name (ARN), #=2
aws:ecr:arn. EREMEN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

flan |, MRFHFEMN ARN  arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , B LT HFEBRBU T,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

R HEE

fE R #ZH &M ER Amazon ECR frf# R |, MR 7 FEE K IIMER , B Amazon ECR & F R INE
TFiEE KMS BN , LRKRBILTHEIRER

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

RAEXMERE , B E SBUENF#EN AWS KMS &%,
FHEUEX 76 R AWS KMS 24X

1. BIHATEMERN AWS KMS Z4EN, key-id BEE2EELENEHAKRIINEIRD, BET
DERAlist-keys@ R HKF AR EXEFHNEFIEEN KMS %48 AWS HRERXZH MEF
B KMS 247,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc

--region us-west-2

i 28 EncryptionContextSubset AR Z#EEH Amazon Resource Name (ARN), XA
ATFEERMIZRAPHBENENRLELEFANTEN, Grantld BEFET —SHERRNEE
o
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2. BUBNFEESRMNK AWS KMS ZHNEIEREN. FNEERNGrantId L —H5H HP RN
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry BY& M £ 38 IE

ETHREABTRESAIURAEE , FSHAWS RS “REAIT XKD AEE" ", RFEFERN
BHEMITR. AWS RS AXx—KREE , BSHAWS ST HAWS,

EAMEA TRE=HFIHRE AWS Artifact. HXESER , BSMPH THIEE" PH “AWS
Artifact,

BEMFER AWS RS N ENRIERTENBIENSREYE, RLATMNENBRUARERNEENE
M, BXBEFAFNENETENESZEE AWS RS , BSHRAWS 24 X,

Amazon Elastic Registry PV ERMIEEZ M

ER—MIEERS , Amazon HHAREMERZ AWS 2IKRNEL LR . BX AWS RL£RFU
Ruf AWS RIF EMRENER , BZHAWS %22, EFAEMERLZSNREIERRIZITEN
AWS I}h3E | IS8 S AWS ecurity Pillar Well-Architected Fram ework A 89 E A% HE R o

O LAGEF AWS EX Y AP A ABE M 1A R Amazon ECR, BEFRMAMEZFUTHA -

- RRERREMDIL (TLS ) . BINEREH TLS 1.2, BIWUEA TLS 1.3,

- EERLAERR (PFS) WHRIBEH , #lin DHE ( et Diffie-Hellman ) 5 ECDHE ( I B4 & #h
% Diffie-Hellman ) « AZHINNRRE (W Java7 RESRAE ) BRI LEER,

IR UM AR & B I X L APl #824E |, 18 Amazon ECR A FE TR RMFRIER , HdalL
SBEETRIP st gIPRE, BETLUFERAT D ECR FBREBHRXABELIBRELIER (TS
# VPC ) Kim T RIS E VPCsA W T KM IGR, KFRL , XATLUFXI4AE Amazon ECR &R M &
HEESMEFHNEE VPC BREFR. AWS EXEZEER , 3 Amazon ECR #0 VPC Lin T R
()AWS PrivateLinko
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon ECR AriEE

Amazon ECR #0 VPC £ = (JAWS PrivateLink

IEAT LU Amazon ECR ELE R A O VPC ik A tE VPC NZ RN . VPC KinT Sl —IHK
RIZM I AWS PrivateLink , iZHAREEEES APIs BEFAE IP itk ( HE IPv4 325 IPv6 ) BAE1H
@] Amazon ECR, AWS PrivateLink fF{&# VPC # Amazon ECR 2Z [8] 7B M 4& 7t £ PR %I 2 I 2 i#h
Mk, BEFEERKRMMX, NAT EZ2HEURLRER X,

BX AWS PrivateLink 1 VPC Kig T RN EZEE |, 5 H Amazon VPC AF#EETH VPC KigT
&

N\ O

Amazon ECR VPC i R EZ B
£7 Amazon ECR B¢& VPC a2l , HEELATE

« E R Amazon EC2 L4 L £E#H Amazon ECR £% M Amazon ECR HiRERAAEBE | B
Amazon ECS #|2##0 VPC if K. BXELZEE , H2R (I L0 ¥ HRB[RST A EER)
IZE O VPC L&k & (AWS PrivateLink).

« M Amazon ECR ZEVA B E /K Amazon ECS 55 ( ¥ Fargate LR E ) TUBELQAEESHE
ST IAM BeRmiae , RENEESERNEE VPC MBRSERN VPC mmiGR. &
REZEE , 2% Amazon Elastic Container Service F & A RIEEE K A T8I £ 0 % 2 I2E
Amazon ECR 8 1&# Fargate EE I a[i% IAM BBR,

« HiINZ VPC ik R L £ E ST AU O 443 ERE VPC WILE FMEE AERE,

« Amazon ECR VPC &K inT S XMk (IPv4  IPv6 ) iE#E., ZHEB0IENKL VPC KT R, ©
A LA E I X N itk IPv4 1 IPVEFAE IP it R E,

« VPC XiFTRBENTEERI (3HERILIIL ) AWS Y API SDK 4% KX #F Amazon ECR
NHFEE,

« VPC &1 XX #F @S Amazon Route 53 AWS 124# DNS, MR EHLEFHBECH DNS, 7]
DAERZM DNS %%, BXREZEE , i85 H Amazon VPC AFIEREFH DHCP &I,

- MRENBEEEE Amazon S3 WG ER , WA Amazon S3 Mxin Rl , HiEEARERE
Zehr, BRI hN BB —NMEA Amazon S3 Fxix RSB VPC |, AE¥F Amazon ECS £
BERHAB[IBEZH VPC,

- BEXERAESFREIFNERESGS | REEN Amazon ECR B & F &3 AWS PrivateLink i %
OVPCimR , BEZELER—1 VPC HAIE—1FHE NAT WX NEFR , RAEEEEBRNNME
HIERENLE FREBE NAT Mk, TREFRIBEEETIE, BENERERTEERERE,
BXEZELR , iS50 Amazon Virtual Private Cloud AFEEHNZ S : NFAE FMIFRI BB,

« NTEFEBET FIPS 140-3 RIFAY B RERH TERE , Amazon ECR X # VPC KT KRRY FIPS
Lim T Ro
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access

Amazon ECR AriEE

Windows K& FEEWM

ETF Windows B ERSENERBIEZIFIERSIME LD KW E4. FUIRERT , HEF Windows

BB H#EIEE Amazon ECR FER , 38X EMHHNERHHE  BRACIMHEMIABE. S04
B Microsoft 128 , FFM Microsoft Azure EMiiE PR EATE. Hit , EFERET8EBM Azure F
REUXENIE |, BRT B VPC iR 2i , EEERTHMSE,

IR Windows &5 # A E| Amazon ECR B, AJLUE E A Docker SFHF#EHA --allow-
nondistributable-artifacts #ridBELITH. BRAE , IFE&RF A E#HIXE Amazon
ECR , MNMEIX LSBT LUE R VPC % S M Amazon ECR 12H , M EH /518 Azure,

/A Important
A --allow-nondistributable-artifacts i AL HEBRIBIESE Windows BE5E At
BHBFFIERFRHNS  BFEELT Windows IR AR FE=FEEHFS, XK. LFELEE
CHIRERFEA,

E1£ Docker ¥ /g FILHRIE |, BTSN Docker SFHHTREE X4 |, 1BIBEM Docker T3 |
ZBLE X 48 & 7 LATE Docker Engine #2 THIREREXMXEFEE , t VBN EERE C:
\ProgramData\docker\config\daemon. json X#HEE.

LT RAREEN RS, FEERNEFGEREASIEPNF#E URD

{

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]
}

&4 Docker ST HBREXHE , BLAEZRHEE KRB ZBIEHS 30 Docker FH#HE. BEIRIE
EMERBHEAIECNFEE K BAEETHESRER,

@ Note

Windows RN EMBERE R, BEARNTSHIERKKEIER B , F1E Amazon ECR H g inix L&
RENFERA, HTXERRA |, RAOTEDRE R E R & LUR 2> 19 22 5 (B FFEF L 1265 B
At E R kT, 3N , £ Amazon ECR FESZE , mcr.microsoft.com/windows/
servercore &E&EMN K/ NIR 1.7 GiB,
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3 Amazon ECR 6|2 VPC iz &=

E5 Amazon ECR R8I VPC 4 , i H Amazon VPC AFEEHHNOIEZ DR SITE,

Amazon ECR VPC K inT S EM#ERR (IPv4 H IPv6 ) iERE, HEAIENKL VPC KinT RN , B4
azdmﬂﬁu_;_ﬂﬁ/\i&nt IPv4 Fl IPv6 FAH IP #isitHRE., LinT QN RBENE iR MEEEMN
jﬁ"ﬁ:ﬁ E’JIjJEb ) {EEMEF“E’J IP mizF%EEulbso

MREIME IPVAXRERK VPC é%ﬁ%*,\\#%%ﬂz BINHER LT R, WA SR ELIET LA
TENHKIERE | BRI ICHERK R 8. SIBRERLIFET 2 , TRAREN VPC MFM X
BEEFEAN IP RA, RIENHERESE , ,\\HHHTS‘ZPF IPv4 M, IPv6

1£ Amazon EC2 =4I| E£E# Amazon ECS £%EE Amazon ECR % 2 Amazon S3 MXik &,

FEAFEEMRK 1.4.0 HEERAE Fargate LHEER Amazon ECS £5%FE Amazon ECR VPC i
B Amazon S3 WXk R

FEE1E Fargate FEFEAFERAL.3.0HERRAH Amazon ECS FFEREEFA
com.amazonaws, region.ecr.dkr ¥ 5 ECR VPC L im¥ S ML Di# S3 MARLIHT =

(@ Note
RBIERNIRFLEREE,

com.amazonaws., region.ecr.dkr
It im = F Docker JEffF R APIs, # push # pull X## Docker B Fimdn A i <o

EoR IR RE , B405 AFAE DNS EHE. Akt , EWARELE VPC inREt , 7 Amazon
VPC ?E%ﬂéﬂhiﬁh)%ﬂﬂﬁ DNS & FRiE T,
NFFFE FIPS 140-3 WiE# , A FIPS &% /& # com.amazonaws, region.ecr-fips.dkr

com.amazonaws. region.ecr.api

(@ Note

JEEMregionik N Amazon ECR X#F#) AWS X5 ( Hlilus-east-2XERIP ( Bz B
M) it X X PR IRA
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

Amazon ECR AriEE

X TFRE FIPS 140-3 Wi , EEA FIPS IR & ¥ : com.amazonaws, region.ecr-fips.dkr
com.amazonaws. region.ecr-fips.apio

teim ] AT X Amazon ECR API #4THYE A, APl #4E ( # DescribeImages
CreateRepository ) #Ztim =,

ERZB It aat |, B LLUER B BFAE DNS £Hl8, £6I12E VPC imant , @Y7 VPC #2#H &+
ERERFAE DNS £, I AIEE., MBHH VPC KigT S S HAFE DNS =HE , H58
B SDK HE# AWS CLI BIGRFIRA , AMEEMFE A SDK = AWS CLI R EEEBEL BT | URL,

XNTF/E FIPS 140-3 WiE#E |, BFEA FIPS LixT 2 & com.amazonaws, region.ecr-
fips.apio

MREZSHAIE DNS EHEBHEFRANE 2019 F 1 A 24 B 2RI XK SDK 5 AWS CLI iRZs |
N AR - -endpoint-urlSHREEEOL B TR, UTRHAERTIHS URL BIER,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

MREFH VPC iw A FAFAE DNS 4B , MAMER --endpoint-url SHEHEEEORI
W VPC iR ID. A TFRAIERT iR URL B9,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

S FHFE FIPS 140-3 K% |, iEFEMH FIPS iima Mt :

aws ecr create-repository --repository-name name --endpoint-url https://api.ecx-
fips.region.amazonaws.com

B2 Amazon S3 W< R

% F M Amazon ECR IREXFABE R % HY Amazon ECS F55 , #8448 Amazon S3 BIEM Xk R, M
BIEMxiwR , AN Amazon ECR 8 Amazon S3 5!%1'?—11%‘,&’35’]%*13%}: L AB/M Amazon ECR T?JZ
H&et, eM24316E Amazon ECR F8ERENVE BB L , AT Amazon S3 FEE T HEREHRE. L
TREE8 Docker HEEM Amazon S3 77 #H Amazon Resource Name (ARN),

arn:aws:s3:::prod-region-starport-layer-bucket/*
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® Note

MR Amazon ECR BI2XEH VPC LinTi R , NEFEE G ZM M Amazon S3 F< 3%
AL K. BAXRFHMAFEE , F5H S3 X,

£/ Amazon VPC R FIERAH 612 W xinm 3N Amazon ECR 82 LT Amazon S3 MR im Ko
ERBIRRR |, BE S RNEN VPC EREKHBARK.

com.amazonaws. region.s3

Amazon S3 Mkix £ 1AM policy XHERR I BRSFHITF R, AT AR L 1H RINRRE
HREEES IAM A HA IAM AP REFIRENTARSDAERTIRE, MREH
Amazon S3 174 #8177 R X PR BR %13 ) Amazon ECR FTEHKIEMNRER , #E2 1 Amazon ECR By
Amazon S3 F R IEXR

Amazon ECR #J Amazon S3 F# R ENE

Amazon S3 MximREA IAM policy XAHKERHIXTRFZHEE . EX AT Amazon ECR BY Amazon
S3 FHEBRIEMNIR , BFENIwSLIZE IAM policy X #4At , FRFIX Amazon ECR £A# Amazon S3 77
itk KB Y5 1R AXBR o

TRIEART Amazon ECR FrEH Amazon S3 Z @R B R,

R i B3

arn:aws:s3:::prod- region-starport RB#HXIBEEEA Docker ZH/EHR Amazon S3

-layer-bucket/* FHEOIERENPR, & Amazon ECR X #EFH
AWS Xy XIARIRAF |, flanEERI ( B%
B ) XM us-east-2

=~

LA R~ 5135 B8 204 2 X4 Amazon ECR #2#4EFTER Amazon S3 F& @R 15 R XUBR .

{
"Statement": [

{
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"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [

"s3:GetObject"

iF
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

#17 CloudWatch B &=

£ F Fargate Bz1KE ) Amazon ECS FEEEHEBIE com.amazonaws , XEFSFEREEERN
MX<# VPC , ERt{# FHawslogs CloudWatch H &R ZIFEFE AEXKIEAKES. region.ogs #ENO
VPC CloudWatch BELIRT R, BXEZEE |, i85 Amazon CloudWatch Logs F F 18R P Y
CloudWatch B&E5#0O VPC £ i'r‘f‘azﬁ,“ﬁﬂé‘ﬁﬁﬁo

3 Amazon ECR VPC i &= 8 2 i & 5K B

VPC i RIREE R —H IAM HIREKE |, SEIRSISWR QR HERNERSR. MREECBLRT
KEFARKINKREE , AWS NN EH AL THRRSHMIARE, KRIKXKETXBENBRAS R
BEERARS I ER R, XR—MRIMARE , ATREMRE QPR IEERSHTHER. kRSN
XA JSON BHXEE, BXELELR , 28 (Amazon VPC AFEm) FMEA VPC i S 2 FIxt
AR S5 BV 15 R A ER

RNBWEAE - IAM BREE , FHZEBEREMINEHS Amazon ECR VPC xR,
THERHAT Amazon ECR Byim SRR, HREEAIFISE IAM A€M Amazon ECR FIREVE K.

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:r0le/role_name"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,
"Effect": "Allow",
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Amazon ECR

RAriEmE

}

3]

Resource": "*"

T TET A i SR 5 B O 451 B L T B 4 X O T i

{

THNRRUSRE RN H N ROESE — RS,

{

"Statement": [{

}

"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"

’

"Sid": "PreventDelete",
"Principal": "*",

"Action": "ecr:DeleteRepository",
"Effect": "Deny",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

"Statement": [{

}

}
{

"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",
IIACtionll: Il*ll’
"Resource": "*"

’

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"

’

"Sid": "AllowPull",

0 VPC %5 ( AWS PrivateLink )
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
.
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}

&2k Amazon ECR Y VPC i S 5K B

1. $TFALTF https://console.aws.amazon.com/vpc/ B9 Amazon VPC 2% &

2. ESMERTP , ERRR

3. MWMREZEHEN Amazon ECR Bl VPC iR , 5 H J3 Amazon ECR 2 VPC it &

4. EFEFEEFMEIN Amazon ECRVPC iR , AREREN T H L0 PkFREETF,
5. ERRERBANKBETELR.

6. BEERREFEURFREE,

HETK

BEEESEAENFRRGE, #HR, EXIMER VPC KR, BR , BUNESERAEN FRFBE
A VPC iR

B L 85 AR 55 0B B R

BAREREAR-IMRZEMEE , DFEFRFRITNROKAARIBEERTESNRNKERIT
ZIRF, R AWS , ERFEGTRLSSBRILNBEFRE, — MRS ( RS ) WS —TURS
(FIBARSS ) Bt , ATRES REBRS KL, TLURNBARS , £RAENRUEEMER T ZBRST
RBHRRBRH G AN S —NELNERETRE. AHEXMER , AWS REAIHEBEFRTF AER
SHBENTE  MXERSFIRS EEETRRTFKS P ER.

RINBWERBREBPMER aws: SourceArn & aws : SourceAccount £REHF LT3 , L
FR# Amazon ECR A EMBRFZIREMNERIARNE, NMRERFEF —NMNRREERS A MEX
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Bt , B, aws:SourceArniR &4 R F1ZK P RV TR R SBRS FERIRIEMRXRE |, E6E

A, aws:SourceAccount

PP EREREBERBRAERN A ERMER aws:SourceArn £R&HF LT XRBRIERATE ARN, 1R
THERRNTE ARN , REFEEEEEZSNER , BHX ARN KA EAHFEEERFFZHF (* )W
aws:SourceArn £/ L X &M, BN arn:aws:servicename:region:123456789012: %,

MR aws:SourceArn EFRSEMKS ID , i1 Amazon S3 74 ARN , BUATEARILREEL
T STEESR R EI PR o

aws:SourceArn BY{E4 N ResourceDescription,

UTRBIRRT £ A Amazon ECR i FEREE PR aws : SourceArnflaws : SourceAccount®
B4 T XFAXR ALY AWS CodeBuild 15 R 5iZRSZERFTAERN Amazon ECR API #4E |, &
B0 BARS IE MBI AL AR TR | 7L

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

}I

"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]I

"Resource": "*",

"Condition":{
"ArnLike":{

"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:project/project-name"
}I
"StringEquals":{
"aws :SourceAccount'":"123456789012"

}
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Amazon ECR l&5#E

BRI LUBE T S s R 8B Amazon ECR API £/ F:/R CloudWatch , I B# & ER B S ECR

W REHIE N HAE N AR, 8 F R ERR. ibéﬁl'l'%lﬁéﬁﬁﬂﬁﬂ , LERIFRIFAEEEH
FiFith TR API RSN . Amazon ECR B REIESE — % # CloudWatch B3I XixEl, BXHNE

%S & CloudWatch , % Amazon CloudWatch F F ¥/,

Amazon ECR £ T API BERAtER , XEERERA TR, EEMHENFEGRIURE,

Wi R4 Amazon ECR FIEH) AWS SRS RN TR, TAENMENERARSS. RNBY
ENIRL AWS B3R5 SRR SRS SR | AL IS AP AT U E BN T T
i, 7 IR Amazon ECR 281 , #RIHIE — MG RIFHE T BT 58 -
. WEENRHA?
. R AR ?
USRI 2
R ERABLL BT ?
- P
- I

RHTHRES?
XA MIE A ?

T—% , BIEFTENAMFTREARIZLH TUEME , EENRRHEITIEE Amazon ECR HaEHNE
o YR Amazon ECR BY , FEAEMEKE , UEFEBESHOEEREH#HITHR , BELEERE
MEREXMMERE , HRITHREBN S %,
£
« AL Service Quotas HIREEHR
« Amazon ECR A £1E#x
« Amazon ECR AER&E
« Amazon ECR FH#EER
- 5% ECR E4# EventBridge
- A2 Amazon ECR ##4E AWS CloudTrail
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AT {14t Service Quotas FH1i& B Z1R

& LAER CloudWatch #2H A EMNE R ENRSEH , HEFENLRERAESRSERAIN LLIE
Mo AR EER , MM EETE A [ EREEA,

TP BR S5 LA 5 i 4 1 0 1R B B3R

1.
2.
3.

$TF CloudWatch ##|& , Bt https://console.aws.amazon.com/cloudwatch/,
ESMBERF , EFER,
EFMEERENFL  EREFEAE , AEERREE AWS TR,

KRR SRS EH A BRI R
B ER - NMERF LN EIRE,

ZERIEREHAN1Z AWS BIRERBR.
BERBRSEFIMNIER , FHRITUATERE

a. 1%&#% Graphed metrics ( 28R ) EIF,

b. ERBMFHRIAN, MNEXRERFIH, RREMTH , BFAFET , WA
SERVICE_QUOTA(m1),

XEEEARFRIN—NT , HETRENRDPR IOV ERNRSE S,
ELRFIBOENEREELNLEGTHE , BANMFHRIAEXHERZHE SERVICE_QUOTA XRiA
R MWFHFHHMREX , 5 H m1/60/SERVICE_QUOTA(m1)*100,

(i) BiRE—NER , WEERARSOEIM @EBLEBH | ERITUATRE

a. 7£ m1/60/SERVICE_QUOTA(m1)*100 1T EHYIR/ET , EBREHREIF. ZEFFRZRGE—
£,
XHERERGER@E.

b. EXHT , BREBERENEDS , HFH Expression! RIEEAKF. EZTT , #A 80,
XNSIE—NER , YASBIETMN 80% i , ZEBIRM#H A ALARM R,

c. EERT—Z,

d. ETF—TL, &EHE— Amazon SNS EEHKGIE — N EB, HBHRI A ALARM RSHT
Mt FBREEH, REEET—F,

e. ETF—NL, WABRNEHNER , AREET -5,

f. EEREZER.
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Amazon ECR

RAriEmE

Amazon ECR HE1E#Fr

&R LAEA CloudWatch fE A B EFRR T B ENIKF N ERERAER. ERXLERE CloudWatch
RAMUKRREATRCEHBN RS ERBER.

Amazon ECR R XIEHRES AWS RS EFMAEN R, B EEZR , LAE A 2R RSB G S
KHEER, BXx Amazon ECR RIARFEHFMNWEZEE , i5S R Amazon ECR RFBELEI,

Amazon ECR £ AWS/Usage 5% Z8 A1 & 1 LA T $8#%o

iR

CallCount

ResourceCount

ik

MIEHIIK A APIHRERVR B . BRIRASERRBRNERE
Mo

LERRERNSITRIER SUM , RRENEERAK B A 5Tk
EHER S,

BIKFRIEERRNBRE, FRASERRRNEREE Lo

HIERRE AN ITEHIEEMAXIMUM , ERTE S5 28 AERAN
BRRXRER.

LUT4ERT55E Amazon ECR XY API {E 2155,

4%

Service

Type

Resource

L

SERRN AWS REMEFR. X F Amazon ECR AEI8#F |, It
HEHERN ECR,

EEIREWE/ARRER, BEl, Amazon ECR API A RiEHRH
M — B MERAPI,

EEZTHARBRNER, B, Amazon ECR 2 REIBEXUT
API| 21EH APl HENEES,

* GetAuthorizationToken

* BatchCheckLayerAvailability

REER
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HE i B3
« InitiatelLayerUpload
* UploadLayerPart
+ CompletelLayerUpload
* PutImage
* BatchGetImage
* GetDownloadUrlForlLayer

Class PR BRM RIRAYZE, Amazon ECR BRI ERAE4LEE,
LUT4EBATZZE Amazon ECR X/ &R EHEBIR,.

3 L

Service TERRFRH AWS REMW B FF. XTF Amazon ECR A& , It
HEMERN ECR,

Type FHERENEMANER, BHE , Amazon ECR BREHAEERM
M — & W{EERESOURCE,

Resource EEZETHRRNER, BEl , Amazon ECR £ REHB XL TIE
RV EIRERERNER,

* RepositoryCount

* ImagesPerRepositoryCount

Resourceld FEEAENRRNFIRAF. 281, Resourceld X548
XImagesPerRepositoryCount BEHE®KRNA “repository/
your_repository_name. For example: "repository/my-repo” , iR [El

FHERERN “‘my-repo” WERGEE,

Amazon ECR FAERE

AWS =& 7 Cost Explorer W FHRE LE |, FEBEH 2 Amazon ECR BRI ERANMEAER.
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£/ Cost Explorer & MM ANE R, BRUERZH 13 MANEE , AMNEERTR=AD
ARAEEFENTA. ERLUEA Cost Explorer EEAXE—BREERE AWS FiR 7 ER 5 ARE
X, BEFER - TEANSTEAREETAT TRENRANES, SETLUIEERENREEE ,
ARRIZEAEFNEHSE.

BAMAEREPNITERIEE REME Amazon ECR #RENAE. BXEZEE , BZH ridE
RAETIT %o

BxHE AWS RAFFERABERIRENESZER |, 85H (AWS Billing AFIERE) FHAWS AR
BERRE.

Amazon ECR Zf& E P

Amazon ECR @1 5 # CloudWatch & F 6 FEREITEIE R, Amazon ECR Bir#iES
CloudWatch £ 1 28RN Bz KixF. BXxNEZ{EE CloudWatch , 2% Amazon CloudWatch F
FIEr,

£}

- B CloudWatch 1547

- ATRENRT4EE

- FAEFHAEE Amazon ECR #§#5 CloudWatch

/8 A CloudWatch §#x

Amazon ECR B KIEFI B R ENFHERER. THEHRITERFHLTR.
ATRERNEE

AT &R 5 T Amazon ECR Kix45 W 5 CloudWatchHyiEAR M4 &,
Amazon ECR 1E#%

Amazon ECR 1Rt 7 AT A T 517 FE MV iR . AT DU E R BT 2.
AWS/ECR #5 & Z2 B B 4E LA T fE 47

RepositoryPullCount

X 7 B AP BR R Y S BUR B
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AM4E : RepositoryName,
BERGIUTHE . 98, &/ME. &BAE, BiHNERE. RERANSIHERZN.
By B,

Amazon ECR $E#RIV4EE
Amazon ECR 1E#RfEH AWS/ECR 7 & = HRH U T L ENIER.
RepositoryName

I 4 2 R 05 R S8 0 45 TE 17 B R PR B BRBR BB SRV B

ERES S EE Amazon ECR #E#r CloudWatch

& A LATE CloudWatch #2%]& £E&E & Amazon ECR & FEEHR. CloudWatch 24| & B 3 & 1Y 5 R 3
TRABTHAENHNER. BXEZEEL |, %23 Amazon CloudWatch A5,

I 5% ECR B4 EventBridge

Amazon EventBridge £85I AWS BRESBa1E , HEWNREEH , HlanNAEF AR
B RBRER, KB AWS REHNEH/LFRERE . EventBridge & A L 4B R £ MM KiE RERE
WEH  ACREETSHEEANNRITHENLRE. TEIAMANREDIE

- FE/HFME BEHH CloudWatch BEH

- AR AWS Lambda

« @M Amazon EC2 Run Command

« FEHF YT Amazon Kinesis Data Streams
« BUE AWS Step Functions JRA#HL

- J@A Amazon SNS E#= Amazon SQS A%

BXEZEER , B5H (LS EventBridge AAF#ER) EventBridge R “YI Sk A 177
5k B Amazon ECR B RIS 4

AT 2% B8 Amazon ECR W R"HIEH. RERBIEXHEHL,
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EXRREEIENEH

BIEBEETRE , BREUTEN, BEXESZEE , 5 & Docker B H#E1XE] Amazon ECR
IEFM#E.

"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

ZERIRENSH

ZHEFRIUREN  RREUTEN. BAXESEE , B2 B LPEMERS Amazon ECR 3B
MEEDL

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:48Z",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
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"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXKEGRENSHF (EXEH )

NAEAMKRBEAERAERE  A8NMNEGABEAN , 2 RIEUTEH, finding-severity-counts
SHMORETEMRINE (MREFE), o, MREGTIEEM CRITICAL RAMLER , T2
REMERIZXRBITER. BXEZELR , HS0 £ Amazon ECR P HEMEGREAEERERS R,

® Note

BXRBAE®IEFEE Amazon Inspector XK HIEHMIFMER , 55 EventBridge H 71
Amazon ECR H#t 1T858 M LXMW EH,

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []
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}

BRTHEBARHNARNEEBHNEH (HBREHE )

JEMREREREPAERE  SEA TEBEAMNTRREE RN , Amazon ECR FRENATEH, X
SREECENNEEE, EEERNFRERENDEME  EEER T HBRAHIIENFM#ER6E
EWERBEGAVRE, BXEZFELR , $5H £ Amazon ECR HFHEREGEREFERMHFE.

{
"version": "Q",
"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",
"account": "123456789012",
"time": "2021-10-14T20:53:46Z",
"region": "us-east-1",
"resources": [],
"detail": {
"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{
"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
3,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
3,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}
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B BRAOEH
IBREGRETERIEZATENH, BEXEZEER |, S MIBR Amazon ECR VBRI,

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z2",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

BB HIRENSEHF

EHRBINSKZELTEN, Ztarget-storage-classFERIZE NARCHIVE,
M EERE  BTHRIREEHNABTHEER,

"version": "Q",

"id": "4f5ec4d5-4de4-7aad-a046-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:09Z2",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "ARCHIVE",
"image-digest":

ZEHTEE

"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa’7a5feb6d7e609d7",

"repository-name": "ubuntu",

5k B Amazon ECR HIRHIE4
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"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",

"artifact-media-type": "application/vnd.oci.image.config.vl+json"

BRIRERENEH

REFREGER S K EUTEH, Ztarget-storage-classFERIFIRE NSTANDARD, ZEHTIE
—NEREGLERIRERERNLast-activated-atFE,

{

"version": "Q",

"id": "7b8fc5e6-5ef5-8bbe-b157-EXAMPLE",

"detail-type": "ECR Image Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T01:15:227",

"region": "us-east-1",

"resources": [],

"detail": {
"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "STANDARD",
"image-digest":

"sha256:1f98d67af8e53a536502bfc600de3266556b06edb635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json",
"last-activated-at": "2025-10-10T19:13:02.742Z"

}

}
R e8Ik E RAEN S 4

MEFEMN R EEE (SEXR , 510 SBOM, XZHRIEH ) i, MERUTEHR, B

E , detail-typeRECR Referrer ActionATHESEMNEGRIEX DR, manifest-
media-typefartifact-media-typeFBRATIHRREMEN R OEZENSERE, EXRREF ,
I[EEMRE SBOM MR,

"version": "Q",
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"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",
"detail-type": "ECR Referrer Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T01:20:45Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "sbom",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
"last-activated-at": "2025-10-10T19:13:02.742"
}
}
B IRG E HIE 4

BIMREEHTRE , MRIEATEH. BXESFEE , S5 Amazon ECR R FABREEH,

"version": "Q",

"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:547",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

15
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"
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}
}

BRI E HI RV E 4

REEFRUE , FRIEATEHN. result ZERNEE FAILED , EtbiREE e @2 ESH1EHA
EEF.

"version": "Q",

"id": "d9c244c2-7130-ff84-f3b2-59577c9ch000",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:45:127",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-app"

P

"detail": {
"result": "FAILED",
"repository-name": "my-app",

"image-digest":
"sha256:8g6c3751gf7gc5g47603ege4511d5a80ead5g9015893543f1489bde2345",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "latest"
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eventVersion": "1.04",
userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

iy

"userName": "Admin"
}
}
eventTime": "2018-07-11T22:17:437",
eventSource": "ecr.amazonaws.com",
eventName": "CreateRepository",
awsRegion": "us-east-2",

sourceIPAddress": "203.0.113.12",

"userAgent": "console.amazonaws.com",

requestParameters": {
"repositoryName": "testrepo"

}I
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"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

+
"requestID": "cb8cl67e-EXAMPLE",

"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

R~ BE Amazon ECR 2 ERTHY AWS KMS CreateGrant API ##4E

LTRBIERT —/ CloudTrail BERKE , ZRBERTEBAT KMS IZEH1ER T /2 Amazon
ECR Z#FERTAY AWS KMS CreateGranti®iE, M FENSHA KMS MZRCIBNERE , BRIZATE
FEZFHNCreateGrant HEZ B CloudTrail,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

1,
"webIdFederationData": {

}I
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

},
"responseElements": {
"grantId": "3636af9adfeelacch67b83941087dcd45e7fadc4e74ff0103bb338422b50553"
1,
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-
b589-18464af7758a"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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RAriEmE

M RERAEERE

LT RBIERT —A CloudTrail BE%E , Z%BETR T EHZPutInageRENBBHHEIE,
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X B GE , BEFE CloudTrail BEHE
F|InitiateLayerUploadUploadLayerPart, FCompletelLayerUploads|fA,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageTag": "latest",
"registryId": "123456789012",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
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\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e€33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
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"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \'"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n },
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \'"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}",
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"registryId": "123456789012",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",

"imageTag": "latest"

}
}
.
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",
"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

M REREURE

AT REIERT —A CloudTraill BESKE , 2% BER T ERAZBatchGetImageRERN B HHIEL

(® Note

P EUBRIG AT | a0 R A & B |, B1E CloudTrail BEREFEE
GetDownloadUrlForlLayer 5/,

{

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Mary_Major",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

T % Amazon ECR BEX#H%H API fR7 2015-09-21 255



Amazon ECR AriEE

}

.

"eventTime": "2019-04-15T17:23:20Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {

"imagelIds": [{
"imageTag": "latest"

1,

"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"

1,

"repositoryName": "testrepo",
"registryId": "123456789012"
1,

"responseElements": null,

"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",

"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

M BB A BREIRE

UTRBIERT — CloudTrail BESKE , Z%BEERTREGANREGEREBEANmMIH, &
WiFEEH B HFTERMN PolicyExecutionEvent REM I EHIHEA,

LN o B E R BT BT , Amazon ECR €4 K — CloudTrail H&%E , HEHERF
Bt ADryRunEvent , &M 5T 2 MEE, PolicyExecutionEvent BN EHEMEHR N
DryRunEvent , A LA N IR HEZITEH,
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/A Important
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100 MFZ,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

1,

"eventTime": "2020-03-12T20:22:12Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923a3a",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
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"countType": "Image count more than",
"countNumber": 2
3,
"action": "expire"

15
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742¢c90e6e1297bfalbc@c45”,
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e@352cbf9561e050427baf",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
},
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117el1bc28cd20751e584b4ccd19b1178d14cf02d134b0@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"tagList": [],
"pushedAt": 1584042844000
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1,

"rulePriority": 1,

"failureCode": "ImageReferencedByManifestList",

"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"

}

R EERTFEERE

UTRBIERT —4 CloudTrail BE%KH , 2% BERT#EMAtargetStorageClassiREN
fUpdateImageStorageClassigER B GHITEMHARCHIVE,

"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
},
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"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"

1,
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fc6d3e"
1,
"imageStatus": "ARCHIVED"
}
I

"requestID": "cf@44b7d-EXAMPLE",

"eventID": "2bfd4ee2-EXAMPLE",

"readOnly": false,

"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

3,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

T~ BEIRERE

UTRPIERTEREGEEREWN CloudTrail BER B, MEFHEGN K 2ERFmINEH
1. BoiRERH API B EEH

2. LR RBRETRENNRSEH

APl HREH (REZ3 )

UTREIERT EAtargetStorageClassiRE N MUpdateImageStorageClassiREIRE B &I

#15 AP| A FSTANDARD, Mo Rz BRSIRASE R AACTIVATING,

"eventVersion": "1.11",
"userIdentity": {
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"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"repositoryName": "testrepo",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fc6d3e”
1,

"targetStorageClass": "STANDARD",
"registryId": "123456789012"

I
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
I
"imageStatus": "ACTIVATING"
}
},

"requestID": "cf@44b7d-EXAMPLE",

"eventID": "2bfd4ee2-EXAMPLE",

"readOnly": false,

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
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"accountId": "123456789012"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

WSEH (METK )

UTREAERT REERBEZTRNERNERSSEMH. TEIFESHEHRTERN
ImageActivationEvent REMIEHRTE, ZserviceEventDetailsH A EBEXFRERINRL
BRRIRES

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

.

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"serviceEventDetails": {
"repositoryName": "testrepo",
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"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"
1,

"eventCategory": "Management"

R BRG] R v SR AE

UTRBIERT — AWS CloudTrail B&E%E , Z&BETRTOCI 116N E FimfI A API 3R
RN REEEHSEMHIIR, Referrers

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
},
"invokedBy": "ecr.amazonaws.com"
},
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
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"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",
"requestParameters": {

"registryId": "123456789012",

"repositoryName": "testrepo",
"subjectId": {
"imageDigest":
"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8albace6dbf503a"
1,

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
},
"responseElements": null,
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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£ Amazon ECR E##4HF X T EE—EFEH AWS

AWS BT R EH (SDKs) TRTHZRITHREES. BMRUETRTEIEREM AP, K13 RHE
MK, EARAREBERMGUEERIESHENARR.

SDK 344

EATF C++ B9 AWS SDK

AWS CLI

EHAT Go By AWS SDK

EAT Java B9 AWS SDK

EF T JavaScript B9 AWS SDK

EAT Kotlin B AWS SDK

EHAT NET 8 AWS SDK

FEHAT PHP 9 AWS SDK

AWS Tools for PowerShell

& FF Python (Boto3) B9 AWS SDK

i& T Ruby B9 AWS SDK

EAT Rust B9 AWS SDK

HERATF SAP ABAP £ AWS SDK

FEAT Swift 8 AWS SDK

© FEITAE

KRB =HI

EHT C++ 1 AWS SDK X588 =4I

AWS CLI X3R5l

FEAT Go B9 AWS SDK R R4l

ERAT Java B9 AWS SDK X5 =4l

&R T JavaScript B9 AWS SDK X3 7R 45l

E AT Kotlin 8 AWS SDK X =l

EAT NET 8 AWS SDK %8 =45l

FEHAT PHP 9 AWS SDK X8 R4l

AWS Tools for PowerShell {£#5 R4

& F T Python (Boto3) B9 AWS SDK {3 /=4l

EHA T Ruby B9 AWS SDK 55 R4l

E AT Rust B9 AWS SDK {8 =4l

FEATF SAP ABAP B9 AWS SDK X3 7=l

FEAT Swift B9 AWS SDK X% =45l
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£ Amazon ECR B9 =4I AWS SDKs

LT RBROIERT M Amazon ECR 5 AWS #4F X EH (SDK) —i2E M,
EXNBEROZR RUNAERS PHITERRENRB R,

RERKBEEFNRBER , LAELTXXHET. BALNESRET BUOMERALENMRSEE , &7
DB EBEXZ RN ETXERRE,

AKX S AWS DK FF R EHEEMNRB ROMNTREIIEK , SRR Amazon ECR SERHFATEG—iE
A AWS, AEBEIEERAINNEEARBEXEBN SDK AW FHEEL.

AR ERR]
+ fH Amazon ECR FE ARSI AWS SDKs
* Hello Amazon ECR
. FERARHFAIESSS Amazon ECR HIEAE AR AWS
 f£H Amazon ECR {THY 1 AWS SDKs
+ CreateRepository5S AWS SDK = CLI B &
+ DeleteRepository5 AWS SDK 5 CLI B2 & EH
+ Describelmages5 AWS SDK = CLI B2& 1 A
+ DescribeRepositories’5 AWS SDK = CLI #ii & £ F
- GetAuthorizationToken5 AWS SDK =% CLI Bt & £ F
+ GetRepositoryPolicy 5 AWS SDK = CLI & & £
+ Listimages&5 AWS SDK = CLI B2 & fFF
+ 5 AWS SDK PushimageCmd & & £ F
+ PutLifeCyclePolicy5 AWS SDK = CLI Bt &1 A
+ SetRepositoryPolicy 5 AWS SDK = CLI & & & F
» StartLifecyclePolicyPreview5 AWS SDK = CLI & & £

£/ Amazon ECR WY E A R4 AWS SDKs

AT HREREIRR T MEER Amazon 58 4+ & 22 E M &R #Y &4t HiR AWS SDKs,
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* Hello Amazon ECR

. FRAMEFAIESZEY Amazon ECR HWERL AR AWS

+ f£H Amazon ECR # 1TV AWS SDKs

CreateRepository5 AWS SDK = CLI & & £ f
DeleteRepository 5 AWS SDK =} CLI & £
Describelmages5 AWS SDK = CLI Bt &1
DescribeRepositories 5 AWS SDK 5 CLI Bit &1 F
GetAuthorizationToken5 AWS SDK = CLI Et & & F
GetRepositoryPolicy5 AWS SDK =% CLI Bt &1
Listimages5 AWS SDK = CLI B2 &

5 AWS SDK PushlmageCmd Bt &1
PutLifeCyclePolicy5 AWS SDK = CLI B &
SetRepositoryPolicy5 AWS SDK = CLI BL& 1 A
StartLifecyclePolicyPreview5 AWS SDK =% CLI Bt &£ A

Hello Amazon ECR

LUTRIBREIERT WA HRER Amazon ECR,

Java

SERAT Java B9 SDK 2.x

(@ Note

EREZHKEER GitHub, £ AWS R REIFREFERTERG , THMMAHEITR

N—

BA;ZE1T.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;
import software.amazon.awssdk.services.ecr.model.EcrException;
import software.amazon.awssdk.services.ecr.model.ListImagesRequest;

import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

Hello Amazon ECR
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public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builderx()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));

}

- BX API H#AER |, 5 (AWS SDK for Java 2.x API Reference) H#J listimages.
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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- BX AP #4ER , H2H (AWS SDK for Kotlin API Reference) ## listimages.

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFERTERA , THRNFZHITIR
BEMIZTT.

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}
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image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- BX APIFAEER , H5H (AWS SDK for Python (Boto3) API Reference) H1HY
listimages.

AKX S AWS DK FF R EHEEMNRB RN TREIIEK , SRR Amazon ECR ERHFAATEG—iE
A AWS, AEBEIEERAINEEARBEXREBN SDK AN FHEES.

FEAMETF A TES%Y Amazon ECR B ER iR AWS

LU I ROIE R T 04

- 8l# Amazon ECR .

- REFHEEXRK,

- WERFMHE URIs,

- 3REY Amazon ECR &,

- IR{E Amazon ECR 74 £ o B B K B .

« ¥ Docker BL{&#E % Z| Amazon ECR Zf& &,
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« HIHEIKF Y Amazon ECR F#E , ARIBEXEMNNEHAEE.

- MiBX Amazon ECR 16 &

Java

FEATF Java By SDK 2.x

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIZE1T,

BIT— 1M REXZS , B~ Amazon ECR By Ih&E,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

« Bx API F4EE |, iH5E (AWS SDK for Java 2.x API Reference) FHUTES,

» CreateRepository

» DeleteRepository

« Describelmages

» DescribeRepositories

» GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

TRRELZAINEE API hZ 2015-09-21 295


https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/CreateRepository
https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/DeleteRepository
https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/DescribeImages
https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/DescribeRepositories
https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/GetAuthorizationToken
https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/GetRepositoryPolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/SetRepositoryPolicy

Amazon ECR AriEE

« StartLifecyclePolicyPreview

Kotlin

FE AT Kotlin 8 SDK

(® Note
BEEZHXEER GitHub, £ AWS R RHIFEERERTERG |, T #BOA#ITIE
BMIZ1T,
BIT— 1M XREXIZS , B~ Amazon ECR By Ih&E,

import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to
define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.

TREEANTNEE
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
com.
com.
com.
com.
com.

sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.
sdk.

kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
kotlin.
github.dockerjava.
github.dockerjava.
github.dockerjava
github.dockerjava.
github.dockerjava.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

java.io.IOException
java.util.Baseb64

class ECRActions {
private var dockerClient: DockerClient? = null

ecr.
ecr.
ecr.
ecr.

ecr

ecr.
ecr.
.model.
ecr.

ecr

ecr.

ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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- BXx API FHAEE |, 52 (AWS SDK for Kotlin APl Reference) AR T EH,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

EATF Python #9 SDK ( Boto3 )

® Note
EBEZMXFER GitHub,  AWS KIS ROIFMHEEREXRTERRH , THNARTR
BEMETT,

A TRAMPETREA TR

class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR

TRRELZAINEE API fR7 2015-09-21 315



Amazon ECR AriEE

repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",

TRRELZAINEE API fR7 2015-09-21 320



Amazon ECR AriEE

"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
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Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

ECRWrapper £ % Amazon ECR ##1ER K,

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise
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+ DescribeRepositories5 AWS SDK = CLI #it & F

* GetAuthorizationToken5 AWS SDK = CLI Bi & &

+ GetRepositoryPolicy 5 AWS SDK = CLI & & £ F

+ Listimages5 AWS SDK = CLI EB2& £

« 5 AWS SDK PushimageCmd & & i F

+ PutLifeCyclePolicy S AWS SDK = CLI Bi& 1

+ SetRepositoryPolicy 5 AWS SDK = CLI & & & F

» StartLifecyclePolicyPreview5 AWS SDK = CLI #@& £

CreateRepository5S AWS SDK = CLI B2 & H
TR RHIERIN{AIER CreateRepository,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTREBREG | BAUUEFHRENLET
X:

- THREARTNEE

CLI
AWS CLI
R Rl E
BT create-repository REIFEKFRINVEMRPHEEREZ RN IRFME.

aws ecr create-repository \
--repository-name project-a/sample-repo

7l o

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
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"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

BEXREZER , 52K (Amazon ECR AFiER) hMEIEEME,
w2 BIEEE T RERE N E NI E
BAR create-repository ROIFEKFWERIAIMERPUEEHREFE T T ENIFMEE,

aws ecr create-repository \
--repositoxry-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

i

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

BXEZEER , 20 (Amazon ECR AF#Em) FHBREIREAEM,
=3 IZERERHEEN FiEFE

LU create-repository REMFIEMK - B9 BRIAE MR b 6 B E & H EBRGHEE P T IRER
B FEE.

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

M

"repository": {
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"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

BEXEZELR | E2H (Amazon ECR BAF#Em) HHIBGE,
« BX API HiFES |, S AWS CLI s S5 Z CreateRepository Y,

Java

ERAT Java B9 SDK 2.x

(® Note
EREZHRIEL GitHub,  AWS KB REIEEEFERTERA , THROFZHITIR
EMIZTT.
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
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.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

« BX API SR |, 519 AWS SDK for Java 2.x APl 22 CreateRepository F #J,
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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- BX API Hi#EE , iS5 ¥i&EH CreateRepositoryF K otlin BIAWS SDK APl $&,

Python

& AT Python #9 SDK ( Boto3 )

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRFERRH , THMARTR
BHIZETT.

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
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print(f"Repository {repository_name} already exists.")

response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]

)

return self.describe_repositories([repository_name])[0]

else:

logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

- BX API HiF4E S , S 5& A CreateRepository F Python BIAWS SDK (Boto3) APl &
£,

SAP ABAP

EATF SAP ABAP By SDK

(@ Note
EREZHEREER GitHub, # AWS KB REIFEEFERTERE , THROFZHITIR
BMIZ{T.
TRY.

iv_repository_name = 'my-repository'

oo_result = lo_ecr->createrepository(

iv_repositoryname = iv_repository_name ).

DATA(lv_repository_uri) = oo_result->get_repository( )-
>get_repositoryuri( ).

MESSAGE |Repository created with URI: { lv_repository_uri }| TYPE 'I'.

CATCH /awsl/cx_ecrrepositoryalrexex.

" If repository already exists, retrieve it

DATA 1t_repo_names TYPE /awsl/
cl_ecrrepositorynamels@@=>tt_repositorynamelist.

APPEND NEW /awsl/cl_ecrrepositorynamels@@( iv_value =
iv_repository_name ) TO 1lt_repo_names.
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DATA(lo_describe_result) = lo_ecr-
>describerepositories( it_repositorynames = lt_repo_names ).
DATA(1lt_repos) = lo_describe_result->get_repositories( ).
IF lines( lt_repos ) > 0.
READ TABLE 1t_repos INDEX 1 INTO DATA(lo_repo).
oo_result = NEW /awsl/cl_ecrcrerepositoryrsp( io_repository =
lo_repo ).
MESSAGE |Repository { iv_repository_name } already exists.| TYPE 'I'.
ENDIF.
ENDTRY.

« BX API HiF4E S , 1§23 9E A CreateRepository T S AP BIAWS SDK ABAP AP| &,

AKX S AWS DK FF R EHEEMNRB RN TREIIEK , SRR Amazon ECR ERHFAATEE—iE
A AWS, AEBEIEERAINNEEARBEXEBH SDK REHFHEEL.

DeleteRepository5S AWS SDK = CLI B2&EH
AT RERFIERMIEA DeleteRepository,

BERFIRAEEFNRBER , XAELTXHZET, EUTRBREG | BUUEFLHRENLET
X

- THREARTNEE

CLI
AWS CLI
i BR 17 £ R

LA delete-repository RHIaa S 2 FIMIBRK ~ B INEMKRPIEENFRE, MREFHEE
DEREG , MFEE --force #5&.

aws ecr delete-repository \
--repository-name ubuntu \
--force

i
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{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

EXE%ZER , 2% (Amazon ECR AF#Em) HHIMIRE®E.
- BXx APl HiFMER , iIHSFIAWS CLI s 55 & DeleteRepository i,

Java

FEATF Java By SDK 2.x

@ Note
EHEZMKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERA , THNARHITIR
BEMIZ{T.
/**

* Deletes an ECR (Elastic Container Registry) repository.

* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« BX API HiFELR | 59 AWS SDK for Java 2.x APl $#DeleteRepository H#Y,

Kotlin

FEAT Kotlin 8 SDK

® Note
EBEZMXER GitHub,  AWS KIBRHIFMHEEREXRTERRH , THOARTR
BMIZE1T.
/**

* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.

*/
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suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« BX API iF4E L |, 2 95&EADeleteRepositoryF K otlin BIAWS SDK APl £,

Python

EHTF Python #9 SDK ( Boto3 )

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFEKRTERS , THRNFZHTIR
BEMIZTT.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

B’¥%E API fR7s 2015-09-21 338


https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR AriEE

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

« BX APl HHFE R , iHS95EADeleteRepositoryF Python BIAWS SDK (Boto3) APl &
£,

SAP ABAP

EHA T SAP ABAP ) SDK

(® Note
EREZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFRHITIR
BEMIZTT.
TRY.

" iv_repository_name = 'my-repository'
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lo_ecr->deleterepository(
iv_repositoryname = iv_repository_name
iv_force = abap_true ).
MESSAGE |Repository { iv_repository_name } deleted.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

« BX API iF4EL |, S 95&EADeleteRepository T S AP BIAWS SDK ABAP AP| %,

AKX S AWS DK FF R EREEMARB RAINTRESIXR , FSHS Amazon ECR ER#AF AT ES -
/A AWS, AEXBEBEEXRAINEEURBEXEFH SDK AN FHES,

DescribeImages5 AWS SDK = CLI &
LT RBROVERM{AEER DescribeImages,

BERFIRAEEFNRBRER , XAELTXHZET, EUTREBREG | B UEFHRENLET
X :

- THREXTNEE

CLI
AWS CLI
B R T Y BR B

LA Tdescribe-imagesRHIE R T cluster-autoscalerFEEFHERZH BB IFEHAE
1§\V1 .13.6,

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

i

"imageDetails": [

{
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"registryId": "012345678910",

"repositoryName": "cluster-autoscaler",

"imageDigest":
"sha256:4al1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",

"imageTags": [

"vl1.13.6"

1,

"imageSizeInBytes": 48318255,

"imagePushedAt": 1565128275.0

« BX API HiF4ES |, S AWS CLI s S35 ZDescribelmages Y,

Java

SERAT Java B9 SDK 2.x

(® Note
BEEZHEXEE GitHub, £ AWS RIEETRHIFMERERTERG , THROMHITIE
BMZ=E1T,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imageIds(ImageIdentifier.buildexr().imageTag(imageTag).build())
.build();

BE API| MR 2015-09-21 341


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ecr/describe-images.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/ecr#code-examples

Amazon ECR AriEE

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

- BX API NiFEAEL |, ES @ AWS SDK for Java 2.x APl $#&DescribelmagesH#,

Kotlin

ERAT Kotlin B SDK

(® Note
EHEZHKRIEL GitHub, £ AWS KB ROIFEEFERTERA , THRNFZHTIR
BEMIZTT.
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/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1istOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

- BXx APl HiFMER , 5SS &M DescribelmagesF K otlin BIAWS SDK APl &%,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.

:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:

params = {

"repositoryName": repository_name,
}

if image_ids is not None:
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params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« BX API BiFE R |, iHS195&E A DescribelmagesF Python BIAWS SDK (Boto3) APl 2
£,

SAP ABAP

EHA T SAP ABAP ) SDK

(® Note
EREEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFRHITIR
BEMIZTT.
TRY.

iv_repository_name = 'my-repository'
" it_image_ids = VALUE #( ( NEW /awsl/cl_ecrimageidentifier( iv_imagetag
= 'latest' ) ) )
IF it_image_ids IS NOT INITIAL.
oo_result = lo_ecr->describeimages(
iv_repositoryname = iv_repository_name
it_imageids = it_image_ids ).
ELSE.
oo_result = lo_ecr->describeimages(
iv_repositoryname = iv_repository_name ).
ENDIF.
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DATA(1lt_image_details) = oo_result->get_imagedetails( ).
MESSAGE |Found { lines( 1lt_image_details ) } images in repository.| TYPE

CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrimagenotfoundex.
MESSAGE 'Image not found.' TYPE 'I'.
CATCH /awsl/cx_ecrinvalidparameterex.
MESSAGE 'Invalid parameter provided.' TYPE 'I'.
ENDTRY.

- B3 API WFMIERS | 15538 ADescribelmagesF S AP BJAWS SDK ABAP APl 33,

AKX S AWS DK FF R EREEMARB ROINTRESIXR , FSFHS Amazon ECR ER#AFATES -
/A AWS, AEBEBEEXAINNERURBEXEFH SDK AN FHES,

DescribeRepositories5 AWS SDK = CLI BEL&fEH
LRI RAERINAER DescribeRepositories,

BERFIRAEEFNREBER , XA L TXHFIET. EUTRERFG  BUUEFLHRENET
X

- THREXRINEE

CLI
AWS CLI
R E M 3 T Y 74
I TR BIR FR I P BRUCEA R PRV R

=)
4

aws ecr describe-repositories

i
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"repositories": [

{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
3,
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}

« X APIHiFMEER , BHSFEAWS CLI S5 53 #&DescribeRepositories F Y o

Java

SERAT Java B9 SDK 2.x

(® Note
BEEZHEXEE GitHub, £ AWS RIEETRHIFHERERTERG , THOMHITIE
BMZ=E1T,
/**

* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

BE API| MR 2015-09-21 347


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ecr/describe-repositories.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/ecr#code-examples

Amazon ECR AriEE

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

- BX API HiFMEER , B2 AWS SDK for Java 2.x APl $#DescribeRepositories F Y o
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
@return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {

require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

val request =

DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""

« BX API HiFMEER , BSEMDescribeRepositories T K otlin BIAWS SDK API &%,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
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raise

- BX API iF4E LR , 3 95& A DescribeRepositories T Python BJAWS SDK (Boto3) API
B,

Rust

EA T Rust B9 SDK

(@ Note
EBEEZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNAHTIR
BEMIZTT.

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr::Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {3} repositories:", repos.len());

for repo in repos {
println!(" ARN: {}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

ok(())

- BX API WNiFMEER , BSHEMDescribeRepositories T Rust BIAWS SDK APl &%,

B’¥%E API fR7s 2015-09-21 351


https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/DescribeRepositories
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ecr#code-examples
https://docs.rs/aws-sdk-ecr/latest/aws_sdk_ecr/client/struct.Client.html#method.describe_repositories

Amazon ECR AriEE

SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

" it_repository_names = VALUE #( ( NEW /awsl/
cl_ecrrepositorynamels@@( iv_value = 'my-repository' ) ) )
oo_result = lo_ecr->describerepositories(
it_repositorynames = it_repository_names ).
DATA(lt_repositories) = oo_result->get_repositories( ).
MESSAGE |Found { lines( lt_repositories ) } repositories.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

- X APIHiFMEER , B3 HEMDescribeRepositories T S AP FIAWS SDK ABAP APl &
Z,

AKX S AWS DK FF R EREmEMARB RANTREIIEK , FSHS Amazon ECR ER#AFATES -
/A AWS, AEBEBEEXAINEEURBEXEFH SDK AN FHES.

GetAuthorizationToken& AWS SDK = CLI B2 & fiE A
LT RE REERINMAER GetAuthorizationToken,

BRERFIRAEEFNRBRER , XAELTXHET, EUTRBREG | B UEFHRENLET
X

- THREXINEE
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CLI
AWS CLI
EREBEIAEM RTINS
LA get-authorization-token RIS AIREBRIAEM R AR T,
aws ecr get-authorization-token
i
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
« X API NFAEER |, FSHEAWS CLI 555 Z GetAuthorizationTokenF #Y,
Java

FEATF Java By SDK 2.x

@ Note

EREZHKEER GitHub, £ AWS KB REIFREFERTERG , THMMAHEITIR
BF/Z1T.

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

. BX API WiFHEER , B3 AWS SDK for Java 2.x APl & GetAuthorizationToken® 8,
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR

—

BEMIZ1T.

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")

« BXx APl WiFHEER |, F35HEAGetAuthorizationTokenF K otlin BIAWS SDK API $#,

Python

AT Python # SDK ( Boto3 )

(® Note
EHEZHRIEL GitHub,  AWS KB REIEEEFERTERA , THRNFZHTIR
EMIZTT.
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- B APl WiFME R , iBS &M GetAuthorizationTokenF Python BJAWS SDK (Boto3)
APl &,
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SAP ABAP

FE AT SAP ABAP #J SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
TRY.

oo_result = lo_ecr->getauthorizationtoken( ).

DATA(1t_auth_data) = oo_result->get_authorizationdata( ).

IF lines( lt_auth_data ) > 0.
READ TABLE 1t_auth_data INDEX 1 INTO DATA(lo_auth_data).
DATA(1lv_token) = lo_auth_data->get_authorizationtoken( ).
MESSAGE 'Authorization token retrieved.' TYPE 'I'.

ENDIF.

CATCH /awsl/cx_ecrserverexception.
MESSAGE 'Server exception occurred.' TYPE 'I'.
ENDTRY.

. BX APl WiFHEER |, B3 5EAGetAuthorizationTokenF S AP FIAWS SDK ABAP API &
%,

BX SAWS DK F R EBIERMMRBREINTEI R , HESRE Amazon ECR S8 #4H AT EG—iE
B AWS, REFERDIFEEXATNEEUREXENHN SDK AN #MAER,

GetRepositoryPolicy5 AWS SDK & CLI Bt &£
LR RBREERINMAER GetRepositoryPolicy,

BERIRAKEEFNREBRER , XE L TXHFIET. EUTRERFG  BUUEFLKRENLET
X :

- THREASTHEE
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CLI
AWS CLI
ERZEATERENFEERR
LAF get-repository-policy RHIER cluster-autoscaler i FER 176 EREEAIAE
*i¥gm1§1§\o
aws ecr get-repository-policy \
--repository-name cluster-autoscaler
L7l e
{
"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}
« BX API HiFEES |, S HAWS CLI 553 ZGetRepositoryPolicy F #Y .
Java

ERAT Java B9 SDK 2.x

(® Note
EHEZHREL GitHub,  AWS KB REIEEEFERTERA , THROFZHTIR
EMIZTT.
/**

* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.

* @throws EcrException if an AWS error occurs while getting the repository
policy.
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*/
public String getRepoPolicy(String repoName) {

if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or

empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- BX APIHiFMAEER , 58 AWS SDK for Java 2.x APl $# GetRepositoryPolicy P #Y
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Kotlin

FE AT Kotlin 9 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,
/**

* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

- BX API iFEE , 15 i& A GetRepositoryPolicy F K otlin BHAWS SDK API &,
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Python

& AT Python #9 SDK ( Boto3 )

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)
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raise
else:
logger.error(
"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

- BXx APl WiFME R , 55 15&E M GetRepositoryPolicy F Python BJAWS SDK (Boto3) API
s %,

SAP ABAP

EAT SAP ABAP iy SDK

(@ Note
EHEZHKREER GitHub, # AWS KB REIEEEFERTERE , THROFZHTIR
BMIZIT.
TRY.

iv_repository_name = 'my-repository'
oo_result = lo_ecr->getrepositorypolicy(
iv_repositoryname = iv_repository_name ).
DATA(lv_policy_text) = oo_result->get_policytext( ).
MESSAGE 'Repository policy retrieved.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositoryplynot00.
MESSAGE 'Repository policy not found.' TYPE 'I'.
ENDTRY.

« BXx API BHiFE R , iHS95E A GetRepositoryPolicy T S AP BJAWS SDK ABAP API &
£,
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AR S AWS DK FF R EREmEMARB ROIBTESIXR , S HS Amazon ECR ER#AF AT ES -
EH AWS, AEBEIFEARANNEEAREXR LB SDK AN FHES.

ListImages5 AWS SDK = CLI BB&

DTFREBROERMAFER ListImages,
CLI

AWS CLI
) S 7 e e Y R A5
LAF list-images R E R cluster-autoscaler FAEFEMBESIR,

aws ecr list-images \
--repository-name cluster-autoscaler

i

"imagelIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
1,
{
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- BX API HEAELE , HSHAWS CLI s S ZListimagesHH
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Rust

FEAT Rust B SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

- BX API HEAE LS , HSFEERListimagesF Rust BIAWS SDK API $&,

AKX S AWS DK FF R EREEMARB RANTRIIK , FSHE Amazon ECR ER#AFATES -
/A AWS, AEBEBEEXAINEEURBEXEFH SDK A FHES,
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5 AWS SDK PushImageCmd & &1 A

TR RBROVERINAEER PushImageCmd,
Java

ERAT Java B9 SDK 2.x

® Note
EBEZMXFER GitHubo  AWS KIS RHIFMHEEREXRTERRH , THMARITER

~—

BEMIZ1T.

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(0Q).authorizationToken();
String decodedToken = new
String(Baseb4.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
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.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
b
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();

- BXx API HiFME R , 559 AWS SDK for Java 2.x APl 2ZPushimageCmdH #Y,

Kotlin

& AT Kotlin B SDK

(® Note
EHEZHEREER GitHub, # AWS KB REIEEEFERTERA , THROFHITIR
BMIZIT.
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/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
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println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

« BXx APl BHFAER |, HSUEMAPushimageCmd¥F K otlin BWAWS SDK APl &%,

AKX S AWS DK FF R EHEEMNRB RONTREIIEK , SRR Amazon ECR ERHFATEG—iE
A AWS, AEBEIEERAINNEEARBEXEBN SDK AW FHEEL.

PutLifeCyclePolicy5 AWS SDK = CLI B4 M
DTFRBROVERMAER PutLifeCyclePolicy,
CLI
AWS CLI
Bl SR ER
BT put-lifecycle-policy REINMKSHEBINEIMEFHIEEEHEVNRESARER,

aws ecr put-lifecycle-policy \
--repository-name "project-a/amazon-ecs-sample” \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sincelmagePushed",

"countUnit": "days",

"countNumber": 14

}I
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"action": {

"type": "expire"
}
}
]
}
L7l e
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

BEXREZER , 52K (Amazon ECR AF#Em) M EmEAHER,
- BXx API HiFMER , HSHAWS CLI ts 52 ZPutlLifeCyclePolicy H Y,

Python

&R TF Python #9 SDK ( Boto3 )

(® Note
EHEZHKREER GitHub, £ AWS KB REIFEEFERTERE , THROFZHTIR
BMIZ{T.

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.
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:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

REZH B AR =B,

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
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"selection": {
"tagStatus": "any",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14,

I

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- BXx APl HWiFMER , iHSFEMAPutLifeCyclePolicy T Python BIAWS SDK (Boto3) APl 2
£,

SAP ABAP

EATF SAP ABAP By SDK

(@ Note
HRBEESHEXER GitHub, £ AWS RIBTRAIFEERERTERE , THRNAHRITIR
BEMZE1T.
TRY.
" iv_repository_name = 'my-repository'
" iv_lifecycle_policy_text = '{"rules":

[{"rulePriority":1,"description":"Expire images older than 14 days",...}]1}'
lo_ecr->putlifecyclepolicy(
iv_repositoryname = iv_repository_name
iv_lifecyclepolicytext = iv_lifecycle_policy_text ).
MESSAGE |Lifecycle policy set for repository { iv_repository_name }.|
TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
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CATCH /awsl/cx_ecrvalidationex.
MESSAGE 'Invalid lifecycle policy format.' TYPE 'I'.
ENDTRY.

. B API Bi¥4R1E 2 | %2955 APutLifeCyclePolicy T S AP #IAWS SDK ABAP AP| £,

Bx S AWS DK FF 4 EfmMRE REINTEYIXK , FS0% Amazon ECR ER#F AT EST—i
FH AWS, ZEXTBEAFEXATINEBEUREXEHN SDK IRANFHAER,

SetRepositoryPolicy5 AWS SDK = CLI & &
LT REREERMAEER SetRepositoryPolicy,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | BUUEFHRENLET
X

- THREXINEE

CLI
AWS CLI
BN FHREREFMERR

LA set-repository-policy RO HH TSN FHEERMKEMME cluster-
autoscaler FfE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

"Version":"2012-10-17",
"Statement" : [
{
"Sid" : "allow public pull",
"Effect" : "Allow",
"Principal" : "*",
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"Action" : [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« BX API HiFES | S HAWS CLI s 52 £ SetRepositoryPolicy H Y,

Java

EAT Java B9 SDK 2.x

(@ Note
EREZHEREER GitHub,  AWS KB REIEEEFERTERA , THROFHITIR
BMIZ{T.
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does
not exist.

* @throws EcrException if there is an unexpected error
setting the repository policy.

B’¥%E API fR7 2015-09-21 373


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ecr/set-repository-policy.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/ecr#code-examples

Amazon ECR AriEE

*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """

{

"Version":"2012-10-17",

"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" : "%s"

.
"Action" : "ecr:BatchGetImage"

11

}

man,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
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throw new RuntimeException(errorMessage, cause);

1)

response.join();

« BX API HiF4ELR | 59 AWS SDK for Java 2.x APl 2 # SetRepositoryPolicy F Y,

Kotlin

FEAT Kotlin B SDK

® Note
EBEZHXFER GitHub,  AWS KIS RHIFMHEEREXRTERRH , THOARTR
BHIZETT.
/**

* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
I
"Action" : "ecr:BatchGetImage"
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3]

"t trimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

- BXx API HiFM{E R , i5S &M SetRepositoryPolicy F K otlin BJAWS SDK APl £,

Python

i& A F Python #9 SDK ( Boto3 )

(@ Note
EHEZHREER GitHub, # AWS KB REIEEEFERTERE , THROFZHTIR
BMIZIT.

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.
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:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.'", repository_name)
raise
else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

[ IAM B &R T TH T RRRN R,

def grant_role_download_access(self, role_arn: str):

Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
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policy_json = {
"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

- BX API iF4ELS , S 13& A SetRepositoryPolicy F Python BIAWS SDK (Boto3) API
2,

SAP ABAP

ERATF SAP ABAP By SDK

(@ Note
RBEBESHEXER GitHub, £ AWS RIEBRAIFEERERTERE , THRNAHRITIR
BEMZE1T.
TRY.
" iv_repository_name = 'my-repository'
" iv_policy_text = '{"Version":"2012-10-17", "Statement":[...]}"'

lo_ecr->setrepositorypolicy(
iv_repositoryname = iv_repository_name
iv_policytext = iv_policy_text ).
MESSAGE |Policy set for repository { iv_repository_name }.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
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ENDTRY.

- BXx APl liF4{E R , i5S &M SetRepositoryPolicy T S AP BJAWS SDK ABAP AP| &
£,

BX SAWS DK F R EHEENRBRONTEIIEK , SRR Amazon ECR 5RHFATEE—iE
/A AWS, AEXBEBEEXRAINNESURBEXEHH SDK AN FHES,

StartLifecyclePolicyPreview5 AWS SDK = CLI B4 £
LT RBROERMMAER StartLifecyclePolicyPreview,

BERFIRAEEFNRERER , XA L TXHFIET. EUTRERFG | BUUEFLHRENLET
X :

- THREXRINEE

CLI
AWS CLI
EOlE 4 o B R TR

LAF start-lifecycle-policy-preview RIGIE T HIEEFMERN JSON XHEXHE
AR TR,

aws ecr start-lifecycle-policy-preview \
--repository-name "project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
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"countUnit": "days",
"countNumber": 14
},
"action": {
"type": "expire"
}
}
]
}
B
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \'"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n N\n
Nn I\n}\n",
"status": "IN_PROGRESS"
}

- BXx APl WiFHER , S FAWS CLI in $3 & StartLifecyclePolicyPreview Y

Java

SERAT Java B9 SDK 2.x

(® Note
EHEEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFHTIR
BEMIZTT.
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*
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* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imageIds(ImageIdentifier.buildexr().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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« BX API HiF4ELR |, 2319 AWS SDK for Java 2.x APl 2 # StartLifecyclePolicyPreview
Mo

Kotlin

FE AT Kotlin 89 SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIFEERERTERG , THMABITIR
EMIZE1T,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
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val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !
describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

}

« BX API Hi¥4E S |, 1S 95& A StartLifecyclePolicyPreviewF K otlin BHAWS SDK AP| &
£,

BXx S AWS DK FF A EfmMRE REINTEYIXK , FS Amazon ECR ER#F AT EST—ie
FH AWS, ZEXTBEAFEXATINEBEUREXEHN SDK RN FHAER,
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