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T EC2 TRAEN — FRANENESHEE. &
AN RE LBV B ATE |, 23E Windows
Server, Microsoft SQL Server, SUSE # Linux
b RSS2

TO% EC2 REME-NENWLTE EC2 k4l
MERE , UEEFENER. EAURNTEM

BEEEY K FECEATERACEREESEHN
Amazon EC2 3=,

AWS License Manager — Bt 5k 44 R i
GRS £ P:por =8

AWS R L — ERARFENNABRFRE
R

AWS Resource Access Manager— 5 E ik -
HELPENEE AWS &R,

5 Resource Groups &4 £/

$ Amazon EC2 RHIB B EHNEIRAH |, KA
HEBAREMHESTREVNANAZE,

BEXEZER , FZH Amazon EC2 AAF i8R
P ER T A EN.

28 Amazon EC2 EHIEzhEBE —1MHZ
NREMENRRAS, MR ZAEEERLTH
BUMMBEREGITHBENTENE , MiZ%
BIHERREROIEZT. WRBEECENEE
MBAMEBFRAF , NP EIEETMER
ErRABHEZBESR,

EXEZEER , 1§20 Amazon EC2 AFIER
FHERBSEMES,

B iE EHRIRA LAY License Manager B3
EHNEREN.

BXEZEER , 55 H License Manager A F°
R M License Manager FRYEHLFIRAE

KU E A Resource Groups EX WM ARERF.

EXESEL , ESH AWS FEEEhNER

AWS Resilience Hub #iE MR S BN HREF
A,

FERAEZEHNEIRELE AWS RAM,

BEXEZEE , H5H AWS RAM AFigmT
N HENERR.

AWS 5 E&EFA RS AWS Resource Groups


https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com//license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com//resilience-hub/latest/userguide/
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https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://docs.aws.amazon.com//ram/latest/userguide/
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AWS BRE

AWS Service Catalog AppRegistry — EE X FI&E
BN ARRFRETHEE,

AWS Systems Manager— /& i AWS &iRH 1]
RS D,

Amazon VPC R 15 18] 9 #7858 — AIiRBIXY AWS
FRBHARASRENZIGRA,

RIREN RSB E

5 Resource Groups &4 £/

MIBIE R RIER B F R AppRegistry , ZRS
2B N ZNARFUERRA, NARFRR
HENMARFHYAMERENES., ZRZFESN
5 CloudFormation R &< Bk 8/ #Eik Al
B NETHRNTIRA,

BXEZEER , HZH (AWS Service Catalog
EERAIER) AppRegistryF# “fEH"

KEZENRE , HBRFEFFRAX NARFFE
#tE2®4E, £ AWS Systems Manager 2% &
& | Application Manager ¥y “BEX N FAREF
NH2EISAHAERETRRANNAERFH
BERE, B LIEEA Application Manager £
WEBEXRBEBEBEATHBLERFSERHt
BIEETIE , URBERREZRE,

BXEZEER , 55 R AWS Systems Manager
B iR ME Application Manager /{5 i 51
RAERF.

& B LA SR I8 E M 45175 R SR AV SRR B B b
AWS Resource Groups, X &R AEEEA
AWS EHR WM ZIHENR , MITHEE R M
B & W 4%

BEXEZER , HZH Amazon ERVFAE=A
FP1EE S HF Resource Groups 5 W& 17 858,
B&EER.

RRAEEREBE T AWS RREESEN — M ETHRTEER, FLE AWS REEIXANFRER AT
BERBERIIHFX—RK. WRBSTURAKMNEEARN JSON BIEEHENRENATERANRE
FREAEE.
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
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https://www.json.org/
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REBNAZEE AWS RSN ATARERE.

£

o J0{ATi 1R) B 0B IR A B AR SS EC i
- BRSECERY JSON EE

s XENRBEXRENSHK

Ln4a] i @) f hn 2 2R A B BR S5 B 2

TERSIBREANBRZBEESELFAZRSEHEAIE (HINZRFSHEERFARE AWS CLI
AWS SDK 1 ) WA BERE, FERZATESEBHRSHERAE , BRIEEF A AL FRFTE AWS
RESRENGS , FUETEUEAARXNNEH#HTER. B2, EEEBERT , BUBUER AWS
SDKs S AWS CLI I AT APl BESKRSREHTRE :

.« fEfCreateGroupiRERIERE AR , BULLUFECHEEM NBIEA,

o BT LA A PutGroupConfigurationI 2 fE4& Sk M I BB K HF Bl & o

« BT LB I A GetGroupConfigurationi2EREBE R RAN LB &,

ARSSECERY JSON &%
RRATUEE—HEE  REEEEATHEIZERRNERNRSBERE.

EELL JSON WRHFEREKT. ERINE , BERLRETN ENHL., SMNMEEMBEHIESHI T
= ATEHEN Type , UERHZERE UK —A Parameters, HNMNSEHBETE— Name M —1 =
%A Values BWEH, AT RH¥lplaceholdersE R T BANREIBREXBEEBENEREE, RIS
RTEERINSHNER  HESNSHEHBERNME. T ITeRBREMMNER, SHAE,

[
{
"Type": "configuration-type",
"Parameters": [
{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"

]
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https://docs.aws.amazon.com//ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
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}I
{

"Name": "parameter2-name",
"Values": [

"value3",

"value4"

xFHEEXRENSH
FRAXBEANTRERE, SHEEXRRE AN ZRLERNSH,

£

AWS::ResourceGroups::Generic

AWS::AppRegistry::Application
AWS::CloudFormation::Stack
AWS::EC2::CapacityReservationPool
AWS::EC2::HostManagement
AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic

HEREEXRBEENRRABFIKABTBRERNIZE , MARN AWS RFEERFERRKENITH,
HWEBXAEREZCHWRSXBABZARM , Hl AWS: :EC2: :CapacityReservationPool #
AWS: :EC2: :HostManagment £ H,

LR Parameters ¥AWS: :ResourceGroups: :Generic RS XBKAType B K.

allowed-resource-types
SHEERRARER - MRS MEERER FTIREA K.
ENHRERE . F/HH

SRVFRE :

BEEXRBENSH
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« AWS::EC2::Host- HRFEWMEELTEXE AWS: :EC2: :HostManagement HY
Configuration BY , FEEEATH LS HMER Configuration, X# AR
HostManagement A RBEEE Amazon EC2 TE £#l.

« AWS::EC2::CapacityReservation- ¥ RFSEELBEXH
AWS::EC2::CapacityReservationPool #J Configuration BB , EEFATEILSHK
M{EM Configuration., XA LAHER CapacityReservation AR EEEE Amazon EC2 &

EMERE.

ME BEHG , ETHMNEIRFEANEAM Configuration TE., BXAYNE , BSHITEHN%R
Ho

AT R BIRA A 5 BRI X E Amazon EC2 EH13K 61,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
}
]
}
]

* deletion-protection

WSBIEERFETRATTETMHA , BT EFEMER. EXEZEE , BSH License
Manager F F= #5758 B9 BR EHL B RAE

BENBEER . PHEHA
AVHE : BE—AFHER [ "UNLESS_EMPTY" ] (IZEXRAKRE ).

MWE ARG ETHMERRANEM Configuration THE, REKFALEER —INFE
Type B AWS: :EC2: :HostManagement B Configuration TH&A , FHFEERSH,

U RGINZAE ABBREY , BRIFZEIRE R A S 5eF EMIBR.
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https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete
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[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [

{

"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"

AWS: : AppRegistry: :Application
ltConfigurationRBEERFRANRKHCVENRARERF AWS Service Catalog AppRegistry,
HEFRATEH AppRegistry RFERE , AEFAREN I ESEHAFLOE, EHIMBIBR
AppRegistry,

(@ Note

HTWREFREAHAWS AF B CIZNEY K MARHAFEE , REXEFRRATITAL
£ AT ARV S R RA B R ECH R & AWS IKF

BEXEZEER , 51 (S ervice Catalog AAF#ER) AppRegistry iy “fEfH”,

£ AppRegistry B2 KRS R ERAR , ©E2 B3 CloudFormation 5N AREF XIS
AWS CloudFormation 4% 8122 — NS 30 AV i iR SR 4 .

AppRegistry Bzt & H AR ERSHERA |, BIZRAWS_AppRegistry_Application-/FiRRH
EFHE . AWS_AppRegistry_Application-MyAppName

AWS: :AppRegistry: :Application REXBRAXBIHUT S,
* Name

WSHEEEYTLEZNARFNEAF 2 BN KR EF BT AppRegistry,



https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com//servicecatalog/latest/adminguide/appregistry.html
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ENHRERE  F/H

AFHE : AppRegistry RFA TR N ARF BN EMXRFZRFE,

= MEE « B
mAME =

* Arn

WSHIEERDENNAREFRN Amazon #RE R (ARN) 842, AppRegistry

ENBIERE . 7R
SAVFHRE : BREY ARN,

= MEeE - B
=ERMNE 2

® Note
EFRAXETEFNEM— , ELHER AppRegistry 2 & iz k5T# AWS SDK M
AWS CLI REERIEB N AR,

LR AR RIRE B3N 5 AppRegistry R R} BB CloudFormation 34k 6 2 B % R 4E 51 J9 4B
BR. & LMEMAZListGroupResourcesi2fEREBFIX L F A,

R RBIERT AWS: : AppRegistry: :Application REX<BKANEEIS o

[
{
"Type": "AWS::AppRegistry::Application",
"Parameters": [
{
"Name": "Name",
"Values": [
"MyApplication"
]
1,

IlNamell: IIAInII'
"Values": [



https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_ListGroupResources.html
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3]

"arn:aws:servicecatalog:us-east-1:123456789012:/applications/<application-
id>ll

AWS: :CloudFormation: :Stack

tConfigurationX &g EH KK AWS CloudFormation % | H K 7 2iZ#EHSIEN AWS BIR,

H18FF CloudFormation ##5 AppRegistry IRFXEET , RELEHI N EOIE UL TRE., RIEFER

RENTE K BSNETECRE, EFRIMIRIXLEFH AppRegistry.

AppRegistry f# F BIZ%AWS_CloudFormation_Stack-F#KR BF Az B H A BH L KRS MK
4 : AWS_CloudFormation_Stack-MyStackName

@ Note

HTWREFREAHR AWS AF B CIBZNEY K MARHAFEE , REXEFHRATITAL
R AT A2 SR KRR RA BB R EHRE AWS K-

BEXESEER , 550 (S ervice Catalog AAF#ER) AppRegistry iy “fE ",

AppRegistry Bz &5 AppRegistry M AR FXEKHE A CloudFormation Hik A 2 1k 2 B Y AR 5548
RERA, XLEFRFRAFRAN AppRegistry S R F X ERAEN FRE R

% CloudFormation IR K AL 5 R AR HRH — B2 02 H AWS BIR,
AWS: :CloudFormation: :Stack BRFXBAXAB X IHFUTSH,
* Name
LS BIEE I CloudFormation HEk AT A 7= 5 Bl #9 AR Y R 37 & #o
EHBIERE . FHS
AYWE : CloudFormation ARSS fo i Y HEAR B FRM E M LR F R/ R

RELE R

BEEXRBENSH
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e Arn

WS HUEE R INEI R AR FH CloudFormation ¥4 #9 A mazon #IRE#: (ARN) 8§42,
AppRegistry

ENBIERE . FRFH
SRVFHE : BRHE ARN,

RELE R

(® Note

EFYXETEFNEM— , BHEA AppRegistry #2# A HEMH AWS SDK #l AWS
CLI B{ERBHNAERF,

LT RBIERT AWS: :CloudFormation: :Stack BREXEAAMBEEZ S

[
{
"Type": "AWS::CloudFormation::Stack",
"Parameters": [
{
"Name": "Name",
"Values": [
"MyStack"
]
},
{
"Name": "Arn",
"Values": [
"arn:aws:cloudformation:us-east-1:123456789012:stack/MyStack/<stack-id>"
]
}
]
}
]

BEEXRBENSH 20


https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
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AWS: :EC2::CapacityReservationPool

It Configuration REEERREARTZARARUNARETENN, R RAENKEXIZ
Amazon EC2 REFiE, RRATUNSELERKFPHENBTEMZURBIEAMNEMIKS 5EHHL
EMNARETE AWS Resource Access Manager, XA[ L ZRFEALLRIRE (ENBEMBSHNE ) B
31 Amazon EC2 3=, HEMITUHIRIER , EHIFERAEPHTAMERE,

MRBRFREASETHRE |, NERIEEFRFRABEE N FEH Amazon EC2 UltraServer BE3R |, ENiZ3E
B ER AR I IRESSFIEE ., BXEZEL | 55 Amazon EC2 AAFEETRNERASEMZE
4,

MREFEALRER Configuration M B EERSFREKFIRE , NEAMER LT EIEE LI/
ConfigurationIng :

- BEE—ISHH AWS: :ResourceGroups: :Generic K& :

- 28 allowed-resource-types FI#E/NME AWS: :EC2: :CapacityReservation, XA
R RHE Amazon EC2 REME AL N RIRANK T .
« —HERNSEAIAWS: :EC2: :CapacityReservationPool3H :
- reservation-type— {XH &N Amazon EC2 REREE A UltraServer EMBARN T HFE, It
FERFIE—RIFH{ERcapacity-block,

« instance-type— X ZH&E )} Amazon EC2 RERELER UltraServer EMEZAN T FE, thF
B AFHERNtrn2u. 48x1largeflp6e-gb200.36x1arge,

DTFREIERT REBSEMEMN Configurationdhy :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": []

.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [

"AWS::EC2::CapacityReservation"

BEEXRBENSH 21
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AR RBIE R T £ Amazon EC2 UltraServer RE#R I ConfigurationZpa :

{
"Configuration": [
{
"Type": "AWS::EC2::CapacityReservationPool",
"Parameters": [
{
"Name": "instance-type",
"Values": [
"trn2u.48xlarge"
]
},
{
"Name": "reservation-type",
"Values": [
"capacity-block"
]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2::CapacityReservation"
]
}
]
}
]
}

£/ Amazon EC2 UltraServer RERFfreservation-typeA & RAE B FMinstance-
typeflg , ATITHERTZRER4A :

BEEXRBENSH

N
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« BUNEMREMEIMILRRARES , EEMME b4 reservation-typei’
Binstance-typeXfcapacity-block , i EHNtrn2u.48xlargemp6e-gb200.48xlarge,

o HF, —RFMEreservation-typefcapacity-block , M—RFHEinstance-
typetrn2u.48xlargef, p6e-gb200.48x1large

« BTEEN Amazon EC2 HlBER I RERFMEI T ZEreservation-typefinstance-typeli &
M RIRAF,

« %iireservation-typeflcapacity-block®ii BSET & 3 AN NS BREA R TR1T B9 R AR
« MRENAFBRAEMBZIMERZA , WANNTEN —BLTFERARS , BEREHILKIE,

- BAI, WHBreservation-typeflinstance-typeliBES KN R RAENRRERTLEEH. B
FUHEBREE , XTMRZE  REFERAFRECNE —NFH,

s BRRFEXFIEHBNZAD | BRBEBSRKRFINEMZEZEH,
AWS: :EC2: :HostManagement

WARIRFFIEE T Amazon EC2 EHIEEAYIRE AWS License Manager , iX 5% & X B¥ 40 B A 58 3
7. BXEZER , AP ENRIERELA AWS License Manager.

MREBEALREYN Configuration MBEERSFEFRE , MEXNEALTEIEE LM
Configuration WK :

« —f AWS: :ResourceGroups: :Generic EX&  HSH¥H allowed-resource-types , £/MNE
N AWS: :EC2::Host., X ALAARIE Amazon EC2 EBENTURNIZAMK R

« —fh AWS: :ResourceGroups: :Generic & , HZHH deletion-protection , E/MENR
UNLESS_EMPTY, iX#AJLABEMRERIFA N ZE , BN EMBRZA

AWS: :EC2: :HostManagement FREXBKRAXBLZRHUTSH,

* auto-allocate-host

WSBEEXFIRERENETREENNLEY  EREEECEEENTEATRAENLES. BEXES
E8 , 52/ (Amazon EC2 F ) B T H BB SKEK,

ENHRERE  wRE

ARFHE : “true"Hfalse” ( BTNNE ) .

WEXHASH 23
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[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-allocate-host",
"Values": [
"true"
]
},
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
]

* auto-release-host

ZSHEEATFNERENELRVETHRFRLEREAIRM. BXEZER , 55 Amazon
EC2 AFEmPHERETAEN,
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ENHRERE  /wRE

ARUFHIE : “true”=H “false” ( XMRNE ) ,

L
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-release-host",
"Values": [
"false"
]
1,
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}
]
BERAMNSH 25
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* allowed-host-families
WESBIEER T1Z4H 8250 LA A BRLE SR FIR B K 5,
ENBIERR . ZRFEHAE,

ARVNE  BMEHBSARBERH Amazon EC2 SEHIRE R FIFRIASRF , a0 C4, M5, P3dn 5
R5d,

LT REIEED R 5 ERBFRISEH L8ER C5 3 M5 KFIRE R A

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"Values": [
"c5",
"5
]
3,
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
3,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
.
{

"Name": "deletion-protection",
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"Values": [
"UNLESS_EMPTY"

* allowed-host-based-license-configurations

WSBIETENATHRARKRN —NRZ core/socket ETF A iEMEBH A mazon FRABH

gARhHE%@%o
BEREHIEIE - B4A ARNs,

RFHNE  SMEBYLARERM License Manager EiiE ARN,

WIE RN, BUEERSEE any-host-based-1license-configuration , EFgEEIAY

BEEME, FESHERERFN.

LT RAIEETIEELAR A ATAFERMRNEER License Manager EtiE,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1ic-8a786a26f50bas16eb658EXAMPLE2222"

]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [

27
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https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
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"AWS::EC2: :Host"

]
1,
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}

* any-host-based-license-configuration

S BIEERT RIS EMNIF AR EXEXEENA, EXFERT , FiE core/socket &F i AJiE
NEBEHAHEINERATNRIAFEH, MRENFAIERERRE , FEAEEHXN NI ARFITH
1t , BEEALKRE,

BENEERE . fRE
RFHE : “true”Hfalse” ( XARNE )

A KM, BABUEERSHE allowed-host-based-license-configurations , ER
HERNIEERE, XESHIEERFN,

AT R B B B 48 E /A B 5 AT AE AT core/socket E T AEMELE

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": [
"true"
]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",

"Parameters": [
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{
"Name": "allowed-resource-types",
"Values": [
"AWS: :EC2: :Host"
]
I
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}

LT REIEAIMAFAEENERRE-EISEENMRES.

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [
"true"
]
},
{
"Name": "auto-release-host",
"Values": [
"false"
]
},
{
"Name": "allowed-host-families",
"Values": [
"c5",
"m5"
]
.
{
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"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2basl1EXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1ic-8a786a26f50ba4l16eb658EXAMPLE2222"

]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [
"AWS::EC2: :Host"
]
},
{
"Name": "deletion-protection",
"Values": [
"UNLESS_EMPTY"
]
}
]
}

AWS: :NetworkFirewall: :RuleGroup

PRI EXT B A AR R R &l 1THY AWS Network Firewall N4AKIZE ., BFAIEEIE R I E L
FEAVFRAN ARN |, LURTBBF A BN BB BT IZAR R IP it , MASFHINEE M ut, X
EZER |, 5817 AWS Network Firewall A E FTHREH & IRA,

# o] LA{E B Network Firewall 32418 3217 AWS CLI $54 3 AWS SDK 124ER a2l BR BN EIR
4,

HERERBENRRAEFUTRS :

o ZAR KR {XE Network Firewall ZiFpEBRIERIA K
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- ZAVREDEETHENENTEEEANBARR ; HAXEFRENER , MIREFEEERMET
B, AR ZENKA,

o WEEXRBARXZFE Parameters,

- ERRLEERBNRIEREDA , £ Network Firewall FNIA EBTC %S| FiZERE,

AR RABIEER T R BAH Configuration M ResourceQuery 4

{
"Configuration": [
{
"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":[{\"Key
\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"

LUF 7RG AWS CLI sr B EA ERNEEMNER IR T REA,

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFiltexrs\": [{\"Key\": \"environment\", \"Values\":
[\"production\"13}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"

},
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,
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"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}1}",
"Type": "TAG_FILTERS_1_0"
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EHeZETEHNEA AWS Resource Groups

wIRAEHRYRE

£ AWS Resource Groups , EHRETEWHNANEM, BULLNRRAETHRIRBENERNZ

o

ETHRE

ETFENERNEEFEHAUTHEBR AWS: :service: :resource MHFRLIEENRRERTIR, R
L REBERBALRPFHNERFEUARNERTHFNE, (i) mETSRVE,

NTFETFHRENER , BETUEEEENERNINEREZENRE, fln , MRECEN
BRAEBRATETRARENRM BMFTE Amazon EC2 3=IF Amazon S3 74 , 3
BEEBIXFA IR EOIMEER , BN THRSIFRPEE AWS: :EC2: : Instance M
AWS: :S3::Bucket BIREHE K AREIEERZE Stage MIrL(E Test,
ETFHRZENRRAN ResourceQuery SHIEBEEEUTTE

* Type

BRRERTHHIENESMRRL, BURETHRENTRE  FROTHREEER
TAG_FILTERS_1_0:

"Type": "TAG_FILTERS_1_0"
* Query

rERELATEREARNERERN, E2EEAFUTTEN JSON EHNFRHERTR

* ResourceTypeFilters

WA RNERRHNRCEFERENTRER, ATUEENTE
« "AWS::AllSupported" - EEEER AN SBEEEHTH B 281 H Resource Groups RS
TENEERBERR,
« "AWS::service-id::resource-type - \ES RN ERELEMNCFHRINEK , Hif
A, Bl "AWS: :EC2: :Instance",
 TagFilters
RRAEAREE 33
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b TR E 5 M B RAY R IRV PR S 1T LAY key/value FRFEXY, IRERNMESIRIESFM

MEENATRESEAY. BINHFERGHEUT TRAK

« "Key" - HEREMNFZNH, NREFZEECEREMNARSHERMFTE , #ER
ZAWKA o

* "Values" - —INF&f & , HHE2ES S RIVEERESIR. NREFTEFSRNE
( GHIIRPH—PTREE ) RIZENKR.

FrBEIXLE JSON TREMLMAE K JSON £HHBETFRBERREN. 0, ZEREFUTRH
JSON &1 Query, HEH{XTEFRZ N “Stage” BB N “Test’"® Amazon EC2 K4,

{
"ResourceTypeFilters": [ "AWS::EC2::Instance" 1],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}

% JSON AT AR R AU T BITFHE |, FBE Query TEME, BT JSON SR ELFTEN S
EFHE , A ATHMERBRANNG | BEEZFREMMIFHRTHEN , AZRESNFHEMNLE
KAWL, MR

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\"Stage\",\"ValueS\":[\"Test\"]}]}"

REHTEMN ResourceQuery FRABERTA CLIBHSE , MR :

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}!

E FCloudFormation 4%

1 CloudFormation EF #t CloudFormation &I ERF |, BE YaiXIFH K FiEE— MK | R
FEMKPEREMAZANERER, BREETF —/ CloudFormation #&R#HITEIM,
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® Note

— CloudFormation 1 RJ LA @& Hh CloudFormation “F” #ik., B2 , EFT R HKRK
RBAHTREN FHKRNAIERREENAR AR, RRAT FHEREREANAR G RN
FRHERNBRAS , HEFTAETEHITT B,

Resource Groups X#HE T BB TIRESZ—H CloudFormation H#ixHN &,
* CREATE_COMPLETE

« CREATE_IN_PROGRESS

« DELETE_FAILED

« DELETE_IN_PROGRESS

« REVIEW_IN_PROGRESS

/A Important

REEEAHRER#ER —BIEZVWBNRRT 2T EERREAY. HEH
CloudFormation ## R A SIZW R R TR R ZEANKRA. Bl , MRBECIENBIHEK
A CloudFormation ¥EJ#ik ) —22 , WiZBZRRARRZEANK . E- , HiZE3
FRAERNHIREE—IDCIEH Amazon EC2 SEHIFEEF CloudFormation HEt% K &R
HER A -

MREET CloudFormation #HLSIEEE | H HZHKNRSERNTBEXFENFASHERM
W9B¥4H ( f5l20 ) DELETE_COMPLETE , MiZ&@RAMATE , BECREERA TR

EORRRAR , EUUEZATHRRLNITES.
CloudFormation E F# A RAMResourceQuerySHIBZETEUT TE :
* Type

L TERTHBRERE L ERE,

E 6|7 CloudFormation ETF#NERA , FIROTHRNIEE
ECLOUDFORMATION_STACK_l_@ :
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"Type": "CLOUDFORMATION_STACK_1_0"
* Query

EAEREXATEERRNSGRERN, eB82RBUTTEN JSON EHNFRRERT

* ResourceTypeFilters

R FERBRRI NN CEFIERENRIRER, ATEENLTE :
« "AWS::AllSupported" - EEER U TEEERN TR NEAREN TR,
« "AWS::service-id::resource-type - BGES D RIWNEREEICFARIIR , HEX
7., I3 "AWS: :EC2: :Instance"s
« StackIdentifier

WREEEEFERREEEHPH CloudFormation %8 Amazon BREBZF (ARN ) .

FTAIXL JSON TR HLMASHK JSON EHHNBEITFRERTER. i , ZEEFUT A
JSON 45y Query, WtEH EENEEE T8E CloudFormation ¥ # Amazon S3 F .

"ResourceTypeFilters": [ "AWS::S3::Bucket" ],

"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb@d5000-aba8-00e8-
aa9e-50d5cEXAMPLE"

}

% JSON AR T AU T RITEZRFE |, HHAE Query TEMWE, BT JSON EHHNEMLTMENS|IEF
e, Rt ATHMEAHBRANNE S ZRFREFMTIFZHFHITHENL , FERESNZ/EMN LRI ,
WTRFRR :

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

RENTEM ResourceQuery FRBRTHN CLITSE , TR :

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :S3::Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-
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west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLEN"}"

HMEETHENE AN ZA

UTEREUWA T MUHEETHRENERNMERLERIRZTRE.

Console

1.

2
3.
4

8.

&5 AWS Resource Groups ##14.
ESMBERP , BRIBFERA,
EOZETEANATE EMARAT  EREFTHRIALRR,

EDEZHET  EBREGEERRATNERERE, BESAUEETATIE 20 FHRIRE
B, EARESGSD | EBRAWS:EC2:Instancefl. AWS::S3::Bucket

MESEFHT , INEEEFSBIAIRNEY , FEENFFRRHNRETESAEEER
ICH AR, EEREMNIRER |, HiEE Add (R 10) IR Enter. EZRHIF |, fHiEEHF Stage
RERNAR. MEERTEN , E&RE—FHNERNER, EULNETERSEZERM
OR BE/ARNHERFNZME, BEFMESHIRE | HERERI. AR AND ZEFDELS
L LESEENRFRRENMEEERELENEARRBFHERERE,

MAEDAZRHT , BEZINATRUREENIKS FEEERSR AR EC2 K6 S3
FHMTIR.

REMBNGRRE , RELERGE A,

a. HAFRHAEET, XTEHEBHR , hNENTRABA—NBW,

RFAEHZZAUTE 128 N FH , BRFE. BF. EFF. A N TIL. EHF
BELL AWS T aws FFk, XEEZHREMER, FIRESFEEKF 89 = 51 X8 L0002 1
_EI‘JO

b, (i) EAMET , WACHANRE

c. (W) EEFER OFMUEATHORE (HTERTATHRARR ) WIRSRAE
o
MBI WFRAERRAAORR , WAFERRER, BT REREED — MrER
HEE | Rl , BHLFARETHES —MFERPMITEHRENEAANAH,

ERAE , BE0RA,

HEETHRENERMEIZA 37


https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups/new

AWS Resource Groups AriEE

AWS CLI & AWS SDKs
EFmZEMAET TAG_FILTERS_1_0 EEMEA,

1. EAWSCLI &iFH , BAUTRE , ARG Enter , NEABH, HR, BRERE, LR
MRESENESRNECHE. ERRZUUEE SNAFH , BFFE, BF. EF/HF. T
&, MRAFSHNZEE, ERZUUEEAPEE 20 MERXE, FRABHEZINEE
128 NZRF , BEFE., BF. EFF. AT TRE. BFTELL AWS 2 aws FFk, XL
EMEMBN., BRABHRELHKS P LT ZHE—,

FEFHAEL— ResourceTypeFilters B, BEREMERRERE | BF
AWS: :Al1Supported #E5 ResourceTypeFilters B,

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

UTasR—1NREl.

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

UTHHR—RE , R BEFE XA RAL,

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}"

2. ENWTHBAEFERELTAR.

- BOIENAENTERMRR,
- BRATOEZEANTRER,
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. SEXBIRE,

B2 E F CloudFormation kR EEA

MUTERHA T NAMNEE T RN ERNER L ER G ZTRA,

Console

1.

2
3.
4

8.

&5 AWS Resource Groups 2 #14.
ESMERY , ERUERIRA,
EOBETERNREAD , EFAXET , &FEE T CloudFormation HEik RV EFLH LR,

EREENEEMAER, REERARAET — Mk, EMEMERIIR | BT HRB AR
Bho MEFIRPERERIIFHVRSHYHA

HEHERFERELSHEATNRFRE, WTHREEL , BREMRNEFEZIFNRIFR
B, BXUNEEATNZIXIEFRRRENESEERE , BRI UERERES —#E AWS

Resource Groups £ #Y &IRKEE,
EREEFHRRIRE CloudFormation 4k 5Pk 7 R 2 B A P B #Y B2 IR 51l &
REMBENERE , REHERCIE M,

a. HAFRMAEET, XTHEHN , hENTRABRA—NER,

/

BRAEMHERZULUITE 128 NFH , EFE, BF. EFHF. AATIL. EHF
BELL AWS T aws FFk, XEEHRIRMER, FIRERFEEMKF B =S 8 Xig 4502
_EI\JO

b, (Tih ) AT , ALHANEE.

c. (W) EARES  FONERTARA (MAEATATHRA AR ) WFERAE
%t
MBIHRAENRAANRR  WARSEHER. BFREREED —MRERY
tRA | Rl , BSAFAREFHED —MrERF NI HHENERANAT,

EXAE  EBURA,

AWS CLI & AWS SDKs

CloudFormation E T AE FREMZEIR, CLOUDFORMATION _STACK 1.0
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1. BTUTHT , FEARRK, #R, ERFRAFNTRRENEBRANECEHCHE, HR52T
LEE 512N, 27, BF. BEFN. THL. SRFsSHZER.

MBRIEERFELA | N Resource Groups BE KPP EXIFNRRER, BHZ AL
EEADPITE 20 MRREE, RRAEHEZAUITE 128 N7/ , 3FFE. BF. EF
T, ARMTRL. BFTEELL AWS 5 aws FFk, XEZHETMEN . BRAZFHELHK
P AT — 0,

stack_identifier2i#ik ARN , RBIEBFIRo

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

UTamR—1REl.

$ aws resource-groups create-group \

--name My-CFN-stack-group \

--description "My first CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::5S3: :Bucket\"]1}"}’'

2. EXGTHEEFEELATAR.

- BOIENAERNTERR,
- BRTORANRFREN,

#1ZE T CloudFormation #HI B4R 40
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B REEE AWS Resource Groups

E 7 Resource Groups PEFHETHRENREAE , B URBENAEMNERANIFE, REBEIR
BERNHIRZN A ESCREAFRMAM R R R, TREEREEA PRI RAISERR. EAHFRM
RBRBERRNRESEZRFEBZRENGE, AF , RIEEHNRREAGESEARTELERE B ZIR
X, BEfBRTEREHFERBMALZNA,

EFE# CloudFormation EFHRMEIRA , TLUERHE Mk, SE A AE#EKRP RN BER
EMAZENRRER, EFICHERPITANER , BEFATOEHEKRM CloudFormation 1
R, RBEFEFHEMK CloudFormation, BXWM{AE#H CloudFormation XMW EZEE |, HS
{CloudFormation FAFF$Ef@) HHICloudFormation R B #f.

FEF AWS CLI , AT ERAF Nt B E#T B A
« update-group , ATEMANER,
« update-group-query , ATEHATHEANK R BRN T RERNFIFL,

B AT , BT ENET CloudFormation #xHAERA N ETHINERAL , R2TFR. T& , &
Al LA Resource Groups API ( ‘2351 AWS CLIF ) T2,

EHETHRENERA
UTEERQEZERNAEHRETHRENERA,
Console

AU EEAPERAAMETHRRRESINEUAETHMETIRENE, BEFJLUMNRERANHE

o

1. &3 AWS Resource Groups 2#|& .
2. ESMBERPHRENEFRATH , ERZEANEN , AREEREE.

(® Note
FARENECHENERRA, FIEENERENERANKFIENR. WRFEET
RIBBBFIKFHEAMAERRTE AWS License Managerf8lEH, BEXEZELR | &
2% License Manager Al 18R F K AWS License Manager B 41L& R4 o

ENETHENERA T


https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks.html
https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups
https://docs.aws.amazon.com//license-manager/latest/userguide/host-resource-groups.html
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3. ERBHATHELHNIEZHET , ANIBREREE, ZEZUUEETHADTE 20 ERRE
B, ERBRERER  BEZAREENRS LEE X, EREFARRUEEE NN
BNENRRRA. EAESLD , BT RFEE AWS:: RDS:: DBInstance R NEIE#H,

4. PEIEFHET , BEESERENE, ZZR0lF , BI1HEESE Stage FREEH 7RI Test
HREENER. MEERTEN , Bt —SRNEANER. ERERFEE , BEHFE L%
# X

5. BHMEED , B lRBABR, T0RB4AR , AL EEREHANEN.

6. ( Tk ) EAREF , BALFMBBERIFE., AFEREXTRANTHE. eiFoa®E
BMARR,. BEEIARFANEREENTR , BEDAFRS TREIRE.

MR RFHAENBRRANRKR , WAREFERTR, Z6EA  LAZLEERSR,
b, FELEARTPHIUTHREINRAAFHERNED —MrLHE,

7. EBRZENARTRURZRKFPERRENRSRITH M EC2 £, S3 FiE#@EFM Amazon RDS
BREXFINETRIR, MREINRPEFTIFMENER , FBRREAEIARGDIEENIR
ZHRiE T &R

8. HEZME A EEFEFER.

AWS CLI & AWS SDKs

EH AWSCLI , BAIEARNTRING S ETHANETOHAEHFRRANER, TREEEIE
HMNEH. T AWSCLI , BRI LUNETIRZEMNAEHRNET CloudFormation HiRHIE | K2 TR
Ro

1. MBEFVEIANELR  FRLULRARIT —F, £ AWSCLI 21FFH , BALTH
&, REE Enter , HHABMNERNERR N B SHE.

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

UTam_—1NREl.

$ aws resource-groups update-group \

--group-name my-resource-group \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."
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ZmToRE—/NTE, EMNEAHKR,

2. EEHMANERANRE  FRAUTH T, FEARH, BRXE, FEIRENRSEBRRNER
CH{E, REHE Enter, BRZSATUEERAPIE 20 HHEIFRRE,

$ aws resource-groups update-group-query \

--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

LT asR—1NR6l.

$ aws resource-groups update-group-query \

--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'

ZHTAREEEMNERENLR.,

EIETF CloudFormation #ik Y EEA

TR mER R ER CloudFormation EFHERAILH,
Console

BT EE PR CloudFormation E T HRHNAF NN ETHREMNE, AWS EEBRFISER , &1
UERZAMETHMEK S UERESTESEAPHMERTRER, SE ORI E AR
R,

1. &3 AWS Resource Groups &l A

2. ESMBERPHRENTFRATH , ERZEANEN , ABREEREE.
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3.

® Note

BREEHFECHANERA, FFIEEYERSNERANKFFIEN, KFPFAEET
RIEBEZIKFHEMAERRTE AWS License ManagerF8l2ZH ., BEXEZER | &
2 A License Manager Fi P8R #9 AWS License Manager/ B9 = #1748 R 4H o

ERBATE LN AEZGT  EEREMETHHER , BN TRIIRPERZHEKR, 268
FRRAET— Nk, EMEHEKRIIK  BARBAMKNEN,. REJIRPEREEX
BFRRSHHER, BXAZFNRSYER , BSRAEETNETCRZETERNEH AWS
Resource Groups.

WINSEMIBRERER, NETHIRPETRHERTPHATARERERE, RMAENFEZIIENR
FEE, BRZUAUEEAPEE 20 MRREH, ERBRETRER  FEZRREENFE
FiEE X, BXAULBEREEATPNZIIHFRRELENESER , FRAUUSKHEERESE &
AWS Resource Groups 1 & RFER,

R AR R CloudFormation 34k S P& &R K BB PTEL A9 &R 53R 6
EHMEREP , BUURBEBER, ZRRBRAR K BLEREHANEN,

FEARSH , FMBPRFE, ARIEEXRBRANTHEE. ST IEARE. EF
WRBENERRENER , BESEFMPRERERE,

MRTXFBHAFENRRANKR , NWARLEERR, BOIRE , #AEDEERLR. &
I, FESEARIEPHIUTREINRAAFHNERNNED —MrER,

EREmME , BRREFER.

AWS CLI & AWS SDKs

AR AWSCLI, B AEARN RN G EFFHEANETOAEFTTRANER, TrEmBEINE
HAMEH. T AWSCLI, BALUNETRZEMNAEHRNET CloudFormation HiRHIE | K2 IR

Ko

1.

MBLEFBERANER | BRI USBARIT 5, ETUTHS , FASHAERNE
BN ESWE,

$ aws resource-groups update-group \
--group-name "resource-group-name'" \
--description "description_text"

UTamR—NREl.
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$ aws resource-groups update-group \

--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

ZTRIRE -, EHMAVAREIR.

2. EEHMANERNRE  BETUTHT. FEARH, HERMAFNTRRENERRNER
CHE. ERMEREE  FEGTPRETENRFRRESIR , MARMURERFINAY R IFSE
B, ERZUNEEAPITE 20 HEFRRE,

stack_identifier 3tk ARN , HIRBIG P Ro

$ aws resource-groups update-group-query \
--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

UTamR—NREl.

$ aws resource-groups update-group-query \

--group-name "my-resource-group" \

--description "Updated CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\",\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"'

Zi T RBREEEHMNERENER,

EHET CloudFormation #HI B4R 45
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PEMBEAREHNH  KERRFRANEN

£ AWS Resource Groups & RALRAR , BULLEMXEAREEEENEHOEBLTFHNE
Wo BAILANBIEXETFZNEAN , LUHEABXWMEMRIENES, fl0 , BALIREEARREEE
REBURRIENBH, S0 LAERRMITEK RN ZRENSHRAKR Lambda BE , ZEBARERE
FREEFEHR , LARFTNARAFEHARRENEAMER, 3K Lambda BB AT AT E T K 88
BIXEERNOIFTAKARTEIREE, ABBRERRMSBNWEGTEESA L Lambda B |, iZ
HBMITEMALENEE | 5 BREEEN TR,

/
\ ¢

BYARBRAFBSHALEGEAREH , BT Amazon BREXBATENEH , EventBridge
HNHRMLFIEZ EventBridge X BIRERS. AT, B UL RFRRFEE N B3 RITH
SMENTARE, XEERTERMIRS |, FilaL S E£BH AWS RS (Amazon SNS) Simple
Notification Service, I 55 {& 2 kA 5IARSS (Amazon SQS) Simple Queue Service #, AWS Lambda
f&B) Lambda 2 XM RS , ZNE4 UM AFERARBRITAERENRREBN, BXELUEMRN
AWS fR%5%3k EventBridge , 55 # (I 5# EventBridge FiF388) AL S# EventBridge B
¥Fo

FEBALEmEARHEHR , AWS Resource Groups £8IZLLTIE :

- —/ AWS Identity and Access Management (IAM) lREHEXAE , ENEREZNERREEEEHE
I , BN CloudFormation HEt% m %% R B9 4E 1A B 2

« Resource Groups ¥£& EventBridge M0 , A FHR B RN EARZHHER B RNV IFHER,
EventBridge SE ALt AN X L E B AR RA, RS , Resource Groups &4 N E K IEH B A R i&
=4 , EventBridge &8 B E L H AL,

BR%5 < Bk A R EEH Resource Groups BRE5#EF. Bk Resource Groups 7 bt IhaE B RS < Bk A
BHREZEE , H2H 7 Resource Groups fEARSHXHE,

FRLIEEE , HEMNTRAHHITUTEMENRE , Resource Groups 4E K —NEH -

- B EIRA,

- EEMETERNAFRARRARENEN,
- EHFRSABRAFRANES.

- EHARRANER,

« MIBREEIRE

46


https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com//ARG/latest/APIReference/about-slg.html
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- BEERRAPFIMIBRAFRESRRANE A RE. HRFE X CloudFormation kR &
Tieet , HATRBRREK A RBEE,

/A Important

s ERINZWRAMMNEASH , BRI Resource Groups Hl EventBridge, &L
REZEINFHITENR , ERELENAMNRSHITERZH , FTFEMAHFAS4LAHE
EventBridge B #Ro

s BREANERTSEXNH MBI ZRARSHEARENER, ERFEHENTSERERE
#, HERERaws . tagiRiM A 2KIEM EventBridge aws . resource-groupsHil,
BXREZER , 55 Amazon EventBridge A FIEEHFHAWS BREIF ST FE4,

£

- 7£ Resource Groups RFF /B A £ EAHRE 4

- SIERATRHRRFAEDEAPEHFN L MIBAY EventBridge FNI
- XIMAETmEAREH

« Resource Groups £ AHEHNEHMIEE

£ Resource Groups R BH 4+t EAHIEH

EEREXBRA+CTARTENEA , BT BRAEwARSEMH. AFE , Resource Groups
LRHEXREHNEHANL S EventBridge VB XM E S, £+ EventBridge , B LA ERBRE
EventBridge AR # & LA H R P43 & H KEAT 30,

® :PMUR
EEFAEHALEGEARES AWS K/, BATUEBF L TPRE AWS Identity and Access
Management (IAM) ZEA BB E X :
* resource-groups:UpdateAccountSettings
* iam:CreateServicelinkedRole

 events:PutRule

FRAEGAREH 47


https://docs.aws.amazon.com//eventbridge/latest/userguide/event-types.html#tag-event-types
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* events:PutTargets

* events:DescribeRule

* events:ListTargetsByRule

* cloudformation:DescribeStacks

* cloudformation:ListStackResources

* tag:GetResources

UEREPTFAHALESABHEHT AWS K , Resource Groups 2812 —1NF
JJAWSServiceRoleForResourceGroupsWiRFHEXAE, LITEABENEA Resource Groups
& EventBridge MM, %A M £ W2 N2 R RAVAR S AR B IK 7 P B CloudFormation ik 2 &
BEMER. AE , Resource Groups fHiX Lt & 2 & 71 2L B #h 49 BRIASE 4 £ 4 EventBridge. %R
Kk 2 BI2E NH EventBridge EE#MMIManaged . ResourceGroups.TagChangeEvents, LM
NHIRIEHR RIS E B EME R, X , Resource Groups FLAILLEREBRIEM K R RIESH |
EventBridge &8 B EXHNALE, RSE , &8 EventBridge AN AT LUE T @ #1049 BL & B #5 &% 8
HSR e R B4

BZXELSRE , ERXEEHNANNZLE/LTHRETFRZEREN].

dit

O LAER AWS B4l A = SDK F S RABSEHALETEAHEH APIso AWS CLI

® Note

MRENARARTIS , WEETEEAERANESH. AXRESEE  FEEEERSK
o

AWS EEiR4A
£ Resource Groups ##| & BAEmEAHEH

1. %&£ Resource Groups #ZH|l AT RENH.
2. HEALXGEPSEHNI P, EEBHAEXRAZLHITX.
3. HEWINXEAES , EREFEBH.

PEEFXETBHMETE,

FRAEREABEEMS 48


https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://console.aws.amazon.com/resource-groups/groups/settings
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Bt , ZEEBNE—BI TR FBBEHEHG , BULE Amazon R EIEH N EventBridge , #
REMHHFHREEHENE AWS RS #TLAE,

AWS CLI

ERRAFALEGEAHEHN , BER AWS CLI 3 AWS SDKs

LA 7R BI5E R 4] I £ Resourc AWS CLI e Groups R BEA LG EANEHR, MAHTERSE
KSENGS , MERR. @AHERZIENYSIRASMAAERS.

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

BABEETU T ROGERBNZDEET . SR MMEFRETEBRNER , BEMNER
Fo

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

BXREZEE , FSAUTHAR

« AWS CLI — aw s & R4 update-account-settingsHl aws R4 get-account-settings

« API| — UpdateAccountSettings A& GetAccountSettings

A THRBEAEwEAPEHRN R MABEHA EventBridge AN

BRI LER N ERREATEHAETRABPEN |, FEH LM AWS Resource Groups £ Amazon
EventBridge. A5 , BAILUB X B4 ZIX A H M A3 T3 — DR A0 MIX EEH AWS
BRSS 89 EventBridge# M,

tIEAEmERE4FMN 49


https://docs.aws.amazon.com//cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetAccountSettings.html
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AWS CLI

HEH 2R T EventBridge IREMFH IR ELEFAE B HRRSHANMIEFTER L3449 CLI

LA
mT -

1. 812 EventBridge MM AR EMNEH
2. G a] AR BB E A B #5B inE) EventBridge NI

S 1 IEHIREHH EventBridge AN

BAR AWS CLI put-ruleRlEH8IE T — EventBridge %# N , AT #HIRFTE Resource
Groups £ AHEHFE R,

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/

CatchAllResourceGroupEvents"

}

wHEEFMNE Amazon FHREZF (ARN) .

(® Note
RFEEFEANRERSEHN Shell , BESIAFRENSHBEEEFTANEIAAN, XNTF
ZAIEEH MR , 4B R T Linux BASH Shell EiZ21THIM S . BX N EMIRER
4 (Bl Windows iR RRTH ) BRILHFEBRAXNSI SN FHENEA , 55 AWS
Command Line Interface AR ERMPWEFHFEREASI S,
BESHFRAREHHEREESR  EZINAXHFTNSHEMFTREEERSITHFEA
SRELERS , HEFTRZHE,

UTEHENREARFINNEREEAMKRE. HHE ARNFRANSEN, EEFEAR -8
Y JSON & | HEMKRIT. EFFE LAY JSON ZRF &R , HAEMERES, LUK
NFFEFHEEXHT.

HEHFEN JSON ZREFEEXHF. ETENRBRES , XHFH

eventpattern.txt,

tIEAEmERE4FMN 50


https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com//cli/latest/userguide/cli-usage-parameters-file.html
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{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]
}
}
}

RE , REUToSROEAN , HEMNXHPRREELEHEN,

$ aws events put-rule \
--name "CatchResourceGroupEventsForMyGroup" \
--event-pattern file://eventpattern.txt

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}
ERHREMER W Resource Groups B |, 5 --event-pattern FHFREFRN T EHH

#y EventBridge BENX SHEX A &0 E RO TEESHE.
SR 2 A EEHH B FRMNEl EventBridge FLMI

Ui  LELEERRBMNBEAHMAN , TSN — RSN BERRTE4RTEMRE L
H,

LAR AWS CLI put-targetstnf¥my-sns-topicH J 9L 7k 2] 2 58 RS (Amazon
SNS) Simple Notification Service EBH INENEE £ — PN RBIFLIRAMAN, HIAAFHIEENH
REEXRH , ZEBNAEITAEHREEAN,

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

bEt  EASHAN PN EHAERECENAERRETEIRETEREN — IS NERF, L
IR , MR BEFRR Amazon SNS £/ , MZEBWFAEITRAEHLKE —RBEZEHHHE
B, %1 Resource Groups £ @5 B BB 4K & FIEZE FRR,

tIEAEmERE4FMN 51


https://docs.aws.amazon.com//cli/latest/reference/events/put-targets.html
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BREZER , BSRANUTRR

« AWS CLI — aws e vents put-rule #1 aws E# K& B #x

« APl — PutRule A% PutTargets

IRMUEREEAL B SHREAAN

BUERAEENSHEREAN  ZEXNHEREBRNEBNESG, AXUAEABENSHERTE
REABHNTRIEE , H2 8 (D% EventBridge FAF$ER) FH Amazon EventBridge =4,

Flan | BRIREFEAN AL B R EIEFH EIRAM Resource Groups BH, BRI LAERAELTFUT R
ey B ELEHER,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
"state-change": "create"
}
}

ZRERHRBREEEFBRTEERBEENSSH. FXTHECENFEBNZEIR , HSH
Resource Groups 4 i B EHNE WG L.

XAEEwmEREH

& T LASK PR B 4E A dn A A 4 LA{Z LE AWS Resource Groups 8] Amazon EventBridge £3%%E4. H
it , A LAEAE SDK RV T AWS EIERH A AWS CLI EF — M an T RMITLLERE APIs,

(® Note

KRB AEWEREM42MBRA T AR RERZMN CloudFormation #ik2EHEE XMW
Resource Groups ¥£%& EventBridge M, # R4 ( Resource Groups ) Foi&BIFiX L i
%4 EventBridge, &7 HE L H{E{TEF, Resou EventBridge rce Groups 44 B9 #1 N &R 4=
IEBERELENSEH, MRETEGRBAFRAEmARES , WALZAZHMAN, WE
BARTEBRERXLEAN , MATBREM]. BXREZEE , 155 H Amazon EventBridge
B FigE iy 2 B =Ml BR EventBridge MM,

ENHERFEAE R AREMEENAN 52


https://docs.aws.amazon.com//cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com//cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com//eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com//eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/delete-or-disable-rule.html
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KA EFAPEHT2BRESXBKAR, MREFELA IAM , AT LAF 3l Br AR 55 < Bk
A, MREHEFEFBXFARAEWEAREYS, , MIRSKEKABTEFE , Resource Groups
LBEFEFMURZAE,

® B/MUR
BEEHBRAPRAFAEGEARER AWS IKF |, BLILEF TR AWS Identity
and Access Management (IAM) ZFEA B3 &% :
* resource-groups:UpdateAccountSettings
* events:DeleteRule
* events:RemoveTargets
* events:DescribeRule

* events:ListTargetsByRule

AWS EE#EE &
EXRAEA WA HEHEA EventBridge

1. 7£ Resource Groups 2 #l AR ITFF R E N H,
2. EHEGEAPE4HsD  EREBHNETEZLNITX,
3. EWIAXHEES , EFXABH,

HMERWEEFX : SHBACKA,

LBt , Resource Groups 7@ EventBridge BRIANEH S & X EAEH , HHEFTBEBEKELNEBNE
HIBHEHEEMAN, 58 0] SASk 2  BRiIX LE M LA SERGOB .

AWS CL
EXRABAEwEAHEHEA EventBridge

LA 74515 BA fina] 4 A Sk >< B Resour AWS CLI ce Groups VB A4+ BHIE 4,

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE

*MAEmEREMSF 53


https://console.aws.amazon.com/resource-groups/groups/settings
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{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

BXREZER  FEANUTHR

« AWS CLI — aw s &R4H update-account-settingsHl aws &iR4H get-account-settings

« API — UpdateAccountSettings LA} GetAccountSettings

Resource Groups 4 an A Hi =4 BV &I FE 5%

=30l
+ detail FERRIL,

« FRAHIK EventBridge B E X EHEX R

H 4 an B HAZE 4 AWS Resource Groups XM JSON RRFAFHER , —BEXWT,

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,
"detail": {

BxFrET S EventBridge EHHNERFERMNIFMAEE , HS R S# EventBridge A F SR HI L
5i# EventBridge E#. T&RiI%H T4 E T Resource Groups B4R R

BHNERAEE 54


https://docs.aws.amazon.com//cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com//cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com//ARG/latest/APIReference/API_GetAccountSettings.html
https://json.org
https://docs.aws.amazon.com//eventbridge/latest/userguide/aws-events.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/aws-events.html
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FEREW Type 1, B
detail-type FRIH 51 F Resource Groups , detail-type FERIL
=UTEZ—

* ResourceGroups Group State Change -
RABEARSEKEBREHNER,

* ResourceGroups Group Membership
Change - RREFA K B BIEHNE R,

source FrFE 5t F Resource Groups , IL{EIRL N "aws.reso
urce-groups" o

resources —4 Amazon BRREEH WFREAKLISMEZILEGHNEN Amazon BFEA
(ARNSs) # (ARN ) .

WRER , KFEREALLEFERINEZ ARNs A
MZAFBBRINFTE TR,

detail JSON X RFHF & XEBEHNERAT, detail ZBRHRNAERE
detail-type MEMZE. EXEZELRE , BES
Jll_l.:—F_:.ﬁo

detail FEHEH
detail FEAEHEXEETUMFHE Resource Groups FRSHSERAES. RIEL—T RN
detail FEE , % detail-type FRTURAAMHRZ — , MERTEULRRAREL,

/A Important

XEEHAFHNRRAHRAN ARN M1E2E UUID B9 "unique-id" FRAAFRIRZ, B
UUID ERBRRA B HH —E 2 , BUUX S ERBRAOAFEERERBZHEIZNTEL,
BATE T ARN Fff— ID WERBRANEFPEXEEATENANE,

PARSE R

"detail-type": "ResourceGroups Group State Change"

detail FERHEW 55


https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://wikipedia.org/wiki/Universally_unique_identifier
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RAriEmE

It detail-type ERTAXRFHNRS (SEERHBE ) EEXR. WERREELNE. EHMIMBIRA
Bt , @ detail A HY "change" FEFIRo

IEEL detail-type B , details P BENEFEEBRETRIPHRNFER,

FERAEWN
event-seq
uence
group

state-cha
nge

old-state

new-state

Type

RNEE

Group JSON &

FREH

GroupState JSON
PR

GroupState JSON
PIE

group JSON WRBETRFHEARNWTE,

FEREM
arn
name

unique-id

Type
FRFE
FRFE

GUID

L

— A RFRERT | AT IS EANS4IR
F. UEHIBZAFNRE - RENAN | 25
TABE,

#HE ARN, BHHME— ID EEHRBENEAXNR.
RENRSERRE, TR TEME :

e Ccreate

* update
* delete

BERETWARE,
B

ZNRNEBE S ERRE R

ERENARS. ZNRNIEEELHNEMN
=1

L
49 ARN,
BHRFEH

HE—8 GUID B , AT X2 S MiEREY4E 5 R EH
HEBFHA ARN BlZHN S —MNE, ERBHRERX
LEAR | £ ARN ML ER BEIERN Z AR HE—
%0

detail FERHEW

56
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GroupState JSON XM RBE TR RN TR,

FERAM Type 1, B

description FrFE RBRANEFREHER,

resource- ResourceQuery ENAKZNERN JSON RN, LWFERMNE

query JSON X & ATETERANA., ILFBRMNEEB ResourceQ
uery API IEREE N, BIEMEHRSHREIhI
BT XFEBRG,

group-con Configuration BERFXRKAXRKNEESHH JSON RRFEX,

figuration JSON X & BXEZER , 55 AWS Resource Groups API

SEFNREDRANEE.

LTEMNMBREIEET S state-change REH detail AR,
Create

"state-change": "create"

ZEARTITACOE, ZEHESAERRRENFIEATHERYE. RIFANZE , BNEHZ

REERE—ITHZMAARREN. ERZENEBETRERESHFIEXH,

TR RBIEHRRERN my-service-group WFMBRRA., LRGP , ZAERA—NMETHIEE
W, ENEEEEHRZ "project"="my-service" #9 Amazon Elastic Compute Cloud ( Amazon
EC2 ) =4,

"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:01z",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,

detail FERHEW

57


https://docs.aws.amazon.com//organizations/latest/APIReference/API_ResourceQuery.html
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"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
B

"state-change": "update"

ZEARTAFACEREM AN BHR. ZBEHNTENLEIRSESNELE. REXNBEEFSERE
EHIEXH,

UTRAEHRA , L —NROINERAFETHENER S HIEH , FZEAHH Amazon EC2 BR
R EEERN.

{
"version": "Q",
"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

15

"detail": {
"event-sequence": 3.0,
"state-change": "update",

detail FERHEW 58
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"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
.
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

1,
"old-state": {

"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

bl B
"state-change": "delete"

ZEHARTNEACHEBIBR. BRTARRI , FAGRFRTEIEXTEHNTEIE, Z event-
sequence FRFELBEHZEFEE , RAREEN , R arn M unique-id WE&FE—1MEH.

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z7",

"region": "us-east-1",

detail FERHEW
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"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}
N R TIRER
"detail-type": "ResourceGroups Group Membership Change"

It detail-type BERTFZEMNKABREEQZARNBTRINAFBREREMENR, EE
ltdetail-typefE/g , ifiresourcesFERNITIERNARKEERNEFHR ARN AR EiZ ARNs 4
ORISR B BRIV A RIRH ARN,

IEEL detail-type B , details PP BENEEBRETRIPHRNFE,

FERAM Type 1, B
event-seq NEE —NERBEENRT  KRIEEEANSEHINF. 5
uence HIEMREEME— ID ElE , ZBFLEE.
group Group JSON R BiZ ARN, Z#FFME— ID FRRSEH BN AXS
Ko
resources ResourceChange HRR G RREE N EIREBA,
JSON XY ¥

It ResourceChange WNRIS/BNMRFRHUTF
B :

« membership-change - iZEXN "add" =&
"remove',

o arn - NHNHBERHIEIRA ARN,

detail FERHEW 60
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FERABM Type 1, B
« resource-type - RMBPBERABIRFEE,

TR ROIHEA T HBERAREEXRENEHRNR, RGEREEDARRN—NRER , LEM
ZAPBER—NRIR.

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {

"event-sequence": 2.0,
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
b,
"resources": [
{
"membership-change": "add",
arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"

"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"

detail FEM4E 61



AWS Resource Groups AriEE
T EABHIE EventBridge B E X BHE R

AR =4l EventBridge B E X E4#E X &% H Resource Groups £ EH , NERENEFEEH
M B FRRBHEH,

EUTRERGHR , MRFERENHELRR , TS Nuser input placeholder R RER
NIEECHER,

T8 Resource Groups =4

"source": [ "aws.resource-groups" ]

PRB AR RAEEREHF

UTRBROERTARAERSER.

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change " ]

UTRBREERTAREARRRBENR,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]
}
BEANSEH
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}

BEXEAHEX R 62
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FIEA AR T N EEANER. UTROBITHEBENRE , HEESHRZARS —MEANK
AR H E R

{
"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" ]
}
BERRNSEH

B RETF IR B E AR R BRI AR R R E RSB,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

BERBRENSEH
SR LAE A AT SR IEC ARNs SRICECAS E SRR B S 4

{
"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:1instance" }
]
}

HE , BRI LUBEEA resource-type FRIRAFREABHITE , MM aJ AE S CE 2N KE,
SENRETE , AT RANEREARAREEXEH , RIARDEXEHN detail FEH

AEEFE resources,

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}

BEXEAHEX R 63
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FBERRBREMH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

BERRNTERFRBREN

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" 1],

"detail": {

"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
}
}

BRREFEAERTE - N REPFEHANTIH resources BAEHRTHREHR IR, XERNTAR
resources TEANHRRAERAMMBLAPNER , HEAZEHNMALSEE, BaFR , LTRK
BRETESIREEZNESH, B , FEAL—NROIFERNIEZE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}

BEXEAHEX R 64
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M A R B %R SR 4E AWS Resource Groups

IEA LAE R AWS Resource Groups #2241 A8 M AWS CLI il Br &R 4E AWS Resource Groups. il B&
BRATLMBRERAR AN ERIERARELORE, SMIBRASHFEMARBIRE,

Console
EMIRREIRA

&5 AWS Resource Groups 2 #15.

ESMERT , ERREFNHERE,
BERERBRHNTRANEN  AREREFFHAEGE.
FANFAEEREL , BFEEA L AKRBR,
FERREEIAMIBRET | EEMER,

o K~ w0 Dh =

AWS CLI & AWS SDKs
E BRI IRA

1. BITLAT®@S , resource_group_nameBif N IGHBEH B,

$ aws resource-groups delete-group \
--group-name resource_group_name

2. ERTEWIAERE , A yes , RAFI Enter,

65
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AWS Resource Groups AriEE

A A EFRERE R —#E AWS Resource Groups f§ F B R R
7l

BATLAE R AWS B4 A ROEEFREA AWSCLI , AEEBEIXEEERATRH#ITRE, B
NFZ AWS BREANMGE , AEEAXERIRKEEHARRA RE, REBN R ET]LUE F S HLe
AWS RRERITEHEARRAS AWS Resource Groups , AR AT LA AR L RIBSEIRICH RIRER,

/A Important
ETHmESXEFNRREEEANERATGECHEENANEZENRMKA , BH
Resource Groups X F#HER. EXNETHEZIFNRREENNEBERREAZTEFLHE
it EEFE , FEER  STXERENETREITERELERNEZANTENREZES, Xth
AREERBEZNEMTRAEN BN RIS NA T e E 8T 29 BRI T LR T FE R AE
SRR, EXMERT , BUURMERERFIRBZRIEERBEEXENERTERRNZ
HE—EB o

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

|...T Lirce Lty v

(All supported resource types D

TRINHT XFENRLRESFTANGE, ETRIERNEFANR R ETELURLET CloudFormation
RN AFIWR G RENTIRER,
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HENX
- MEEERFIC -Z TAERAGESRESES AR TRRNFE, BN, A0 6E R % TR
HWHERS R4 XIFH AWS Resource Groups Tagging APl AR12 RS«

- ETHRENA - EULRERFRIEERFLAT , HRAFEEM B FRORERE, ZAEE
RERNBHNE , EARZE RIS B3R N ZAN —H5

 CloudFormation E TR NA- B LUFHERTRIEEETRAST | EFR A EIEHEERN RN —Z 9

BN FRAERK. CloudFormation ZAIEEHKI ARN , EFrEREH BB N IZANKA. [
CloudFormation R IR L &S BUER E#o

B % Resource Groups EFABTEXENRREAIEK | HSRAATIREN EFANWRREE 2

VAN
Ao

® Note
Resource Groups MIirEmBEREIFTITRIPVTRER  BEERREBEUREELZNPRTH
AWS Xig,

AWS DeepComposer

G mEgmEsE ETHRLEW  CloudForm
FRid 4 ation &£F
MR BFA
AWS : :DeepComposer: :Composition ) v = X &
AWS : : DeepComposer : :Model X & v = X &

AWS DeepComposer


https://console.aws.amazon.com/resource-groups/tag-editor/
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-tag-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based
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RAriEmE

Amazon API Gateway

IR

AWS: :ApiGateway: :Account

AWS: :ApiGateway: :ApiKey

AWS: :ApiGateway::ClientCertificate
AWS: :ApiGateway: :DomainName

AWS: :ApiGateway: :RestApi

AWS: :ApiGateway: :Stage

AWS: :ApiGateway: :UsagePlan

Amazon API| Gateway V2

IR

AWS: :ApiGatewayV2: :Api

IAM 17 8] 2 AT 8%

IR

AWS: :AccessAnalyzer::Analyzer

PR Y B 2R
FRic

x
7]

x
7|

x
7|

>
7|

YR B 2R
FRic

ISR B
FRic

ETHREN
i

EFiREW
4

ETHREM
il

CloudForm
ation EF
MR EA

v 2

CloudForm
ation EF
MARA BN

X &

CloudForm
ation EF
MARAEEA

X &

Amazon AP| Gateway
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AWS Amplify
G mEREESR ETHEM  CloudForm
FRid 4 ation EF
R BEA
AWS: : Amplify: :App X & v = X &
AWS App Runner
TR EmiEss ETHEM  CloudForm
FRid A ation EF
HRHBEA
AWS: : AppR : :AutoScalingConfi
' ppRunner: :AutoScalingConfigura « & /2 « &
tion
AWS : : AppRunner: :Connection X & Ve X &
AWS: : AppR ::0b bilityConfi
' ppRunner servabilityConfigu « & /2 « &
ration
AWS : : AppRunner: :Service X & v = X B
AWS: : AppRunner: :VpcConnector X & v = X &
AWS: : AppRunner: :VpcIngressConnection X & v = X &
AWS AppConfig
HwIR EmiEss ETHEM  CloudForm
Frid 4H ation EF
R EEA
AWS : : AppConfig: :Application X & v = X &

AWS Amplify
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R EimEsE ETHRZEM  CloudForm
Frid A ation EF
HEREFA
AWS: : AppConfig::ConfigurationProfile X & v = X &
AWS : : AppConfig: :Deployment X & v = X &
AWS: : AppConfig: :DeploymentStrategy X & v = X &
AWS: : AppConfig: :Extension X & Ve X &
AWS: : AppConfig: :ExtensionAssociation X & v = X &
AWS AppFabric
R EimEsE ETHRZEM  CloudForm
Frid A ation EF
HEREFA
AWS: : AppFabric: :AppAuthorization X & v 2 X &
AWS : : AppFabric: :AppBundle X & v = X &
AWS: : AppFabric::Ingestion X & v = X &
Amazon AppFlow
BwIR mEgREsRE ETHRLEMW  CloudForm
FRid A ation EF
R EEA
AWS : : AppFlow: :Connector X & v = X &
AWS : : AppFlow: : Flow X & v = X &

AWS AppFabric
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Applntegrations

G mEgmEsE ETHRLEW  CloudForm
Frid 4 ation EF
MR BFA

AWS: :AppIntegrations: :Application X & v = X &
AWS: :AppIntegrations::Datalntegratio

o : J X & Ve X &
n
AWS: :AppIntegrations::EventIntegrati

PPAMTES J X & VR X &
on

AWS App Mesh
G mEgmiEsE ETHLW  CloudForm
Fric izl ation EF
MR EEA

AWS : : AppMesh: :GatewayRoute ) v = )
AWS : : AppMesh: :Mesh X & Ve X &
AWS: : AppMesh: :Route ) v = )
AWS: : AppMesh: :VirtualGateway ) v = )
AWS : : AppMesh: :VirtualNode X & v = X B
AWS : : AppMesh: :VirtualRouter X & v = X B
AWS : : AppMesh: :VirtualService X & v = X &

Applntegrations 71
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RAriEmE

Amazon AppStream

R
AWS: : AppStream: : AppBlock
AWS: : AppStream: : AppBlockBuilder
AWS: : AppStream: :Application
AWS: : AppStream: :Fleet
AWS: : AppStream: : Image
AWS: : AppStream: : ImageBuilder
AWS: : AppStream: :Stack

AWS AppSync
R
AWS: : AppSync: :Api
AWS: : AppSync: :DataSource
AWS: : AppSync: :DomainName
AWS : : AppSync: : GraphQLApi

mEiRESE ETHZHW  CloudForm

FRig

4

ation &£F
MBI EEA

X &

nEiREsE ETHZLHW CloudForm

FRid

x
7|

X &

4

ation £F
MR EA

X &
v B
X B

v =

Amazon AppStream
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Application Auto Scaling

BIR mEiRESE ETHZHW  CloudForm
#Rig 48 ation EF
MR EA
AWS: :ApplicationAutoScaling: :Scalabl
pplicationAutoScaling « & /2 « &
eTarget
AWS Application Migration Service
BIR mEiRESE ETHZHW  CloudForm
Frid iz ation EF
RN EA
AWS: :MGN: :Application X & v = X &
AWS: :MGN: : Connector X & v B X &
AWS: :MGN: : Job X & v = X &
AWS: :MGN: :L hConfi tionTemplat
aunchConfigura P « & /2 « &
e
AWS: :MGN: :ReplicationConfigurationTe < & /B « &
mplate
AWS: :MGN: :SourceServer X & Va3 X &
AWS: :MGN: :VcenterClient X & v = X &
AWS: :MGN: :Wave X & v = X &

Application Auto Scaling 73
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P15
2 =
AT E R 1E (AlOps)
G mEgmEsE ETHRLEW  CloudForm
Frid A ation EF
R EEA
AWS: :AIOps::InvestigationGroup X & v = X &
Amazon Athena
HwIR & miEss ETHEMN  CloudForm
Frid 4H ation EF
HRHEEA
AWS: :Athena: :CapacityReservation X & v = X &
AWS: :Athena: :DataCatalog X & v = )
AWS: :Athena: :WorkGroup X & Ve X &

AWS Audit Manager

IR

AWS: :AuditManager: :Assessment

AWS: : AuditManager: :AssessmentFramewo

rk

AWS: :AuditManager: :Control

mEiREsE ETHZHW  CloudForm

¥RI2 48
X & v =
X & v =
X & v =

ation &£F
HRAEA

X &

X &

AT E#EERE (AlOps)
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AWS B2B #iE 3

R mEmiEsR ETHREMW  CloudForm
FRid 4H ation EF
HER Y EFA
AWS: :B2BI::Capability X & v = X &
AWS: :B2BI::Partnership X & v = X &
AWS: :B2BI::Profile X & v = )
AWS: :B2BI::Transformer X & v = X &
AWS Backup
R rEimiEss ETHRZEM  CloudForm
Frid 4H ation EF
HEMR Y EEA
AWS : :Backup: :BackupPlan X & v = X B
AWS: :Backup: :BackupVault ) v = X &
AWS: :Backup: : Framework ) v = X &
AWS: :Backup: :LegalHold X & v = X &
AWS : :Backup: :ReportPlan ) v = X &
AWS: :Backup: :RestoreTestingPlan X & v = X &

AWS B2B #iEx# 75
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AWS Backup gateway

BR mEmiEsR ETHREM  CloudForm
Frid | ation EF
HER B
AWS: :BackupGateway: :VirtualMachine X & v = )

AWS Backup # %

IR mEgmEsE ETHRLW  CloudForm
Frid A ation EF
MR B
AWS : :BackupSearch: :SearchExportJob ) v = X &
AWS : :BackupSearch: :SearchJob ) v = X &
AWS Batch
IR REgmiEsE ETHLW  CloudForm
Frid izl ation &EF
b5 4: 0k 25
AWS: :Batch: :ComputeEnvironment X & v = X &
AWS: :Batch: :ConsumableResource X & v = X &
AWS: :Batch::Job X & v = X B
AWS: :Batch: :JobDefinition X & v = X &
AWS: :Batch: : JobQueue X & v = X &
AWS: :Batch: :SchedulingPolicy X & v = X &

AWS Backup gateway 76
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RAriEmE

Amazon Bedrock

IR

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

ofile

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

AWS: :Bedrock:

:Agent
:AgentAlias

:ApplicationInferencePr

:AsyncInvoke
:CustomModel
:EvaluationJob
:Flow

:FlowAlias
:Guardrail
:KnowledgeBase
:ModelCustomizationJob
:ModelEvaluationJob
:ModelImportJob
:ModelInvocationJob

:PromptVersion

FRig

x X
17

>
7|

x
7|

i

fim

fim

fim @0 @An A FAm A Fm O AD FD fAD Am

fim

mEEESR ETHRZH  CloudForm
ation &£F
R EA

X &

X &

x X
D

x
iy

>
7|

Amazon Bedrock
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AWS Billing Conductor
R mEREESR ETHEM  CloudForm
Frid | ation EF
HER Y EFA
AWS::BillingConductor: :BillingGroup X & v = Ve
AWS: :BillingConductor::CustomLineIte o o
X & v = v =
m
AWS::BillingConductor: :PricingPlan X & v = v =
AWS: :BillingConductor: :PricingRule X & v = Ve
AWS K2 5 ANEE
BR hERESR ETHEM  CloudForm
Frid | ation EF
HER B
AWS::Billing::BillingView X & v = X &
Amazon Braket
R rEimiEss ETHRZEM  CloudForm
Frid 4H ation EF
HEMR Y EFA
AWS: :Braket: :Job X & v 2 X &
AWS: :Braket: :QuantumTask v v B X &

AWS Billing Conductor
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P15
AWS Budgets
G hEREESR ETHEM  CloudForm
Frid 4 ation EF
R EEA
AWS: :Budgets: :Budget X & v = X &
AWS : :Budgets: :BudgetsAction X & v 2 X &

AWS BugBust

G mEgmiEsE ETHLEW  CloudForm
Frig izl ation EF
R EFA
AWS: :BugBust: :Event X & v = X B

AWS Certificate Manager

BwIR mhEREESR ETHEM  CloudForm
FRid 4 ation EF
R EEA
AWS: :CertificateManager::Certificate v = v = v =

AWS Certificate Manager FA5 i 51 & 13

HwIR EmiEss ETHEM  CloudForm
FRid 4H ation EF
R EEA
AWS : : ACMPCA: :CertificateAuthority X & v = X &

AWS Budgets
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B K B FREF TR Amazon Q FF& &R

BIR mEiRESE ETHZHW  CloudForm
#Rig 48 ation EF
MR EA
AWS: :Chatbot: :ChatbotConfiguration X & v = X &
AWS: :Chatbot: :CustomAction X & v = X &

Amazon Chime

BIR mEiRESE ETHZLHW  CloudForm
i il ation EF
HRBEEA
AWS: :Chime: :AppInstance X & v = X &
AWS: :Chime: :AppInstanceBot X & Ve X &
AWS: :Chime: :AppInstanceUser X & v = X &
AWS: :Chime: :Channel X & v = X &
AWS: :Chime: :MediaInsightsPipelineCon
. ) = ; X B v B X &
figuration
AWS: :Chime: :MediaPipeline X & v = X &
AWS: :Chime: :MediaPipelineKinesisVide
P X B v B X &
oStreamPool
AWS: :Chime: :SipMediaApplication X & v = X &
AWS: :Chime: :VoiceConnector X & v = X &
AWS: :Chime: :VoiceProfileDomain X B v = X &

WK R 27 Y Amazon Q FF & E /R 80
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AWS Clean Rooms

BIR mEiRESE ETHZHW  CloudForm
#Rig 48 ation EF
R EA
AWS: :CleanRooms: :AnalysisTemplate X & v = X &
AWS: :CleanRooms: :Collaboration X & v = X &
AWS: :C1 R : :Confi dAudi M
ear-l 09ms onfiguredAudience < 5 /e < &
odelAssociation
AWS: :CleanRooms: :ConfiguredTable X & v = X &
AWS: :C1 R : :Confi dTableA
B eanRooms onfiguredTableAsso < 5 /e < &
clation
AWS: :CleanRooms: :Membership X & Ve X &
AWS::C1 R ::Pri BudgetT 1
: eanRooms rivacyBudgetTempla < & /e < &
e
AWS Clean Rooms ML
BIR nEREsE ETHZLHW  CloudForm
#R1g iz ation EF
MR EA
AWS: :CleanRoomsML: :AudienceGeneratio
udi rati < & /B <
nJob
AWS: :CleanRoomsML: : AudienceModel X & v = X B
AWS: :CleanRoomsML: : ConfiqguredAudienc
9 X & VB X &

eModel

AWS Clean Rooms 81
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RIR

AWS: :CleanRoomsML: :ConfiguredModelAl
gorithm
AWS: :CleanRoomsML: :TrainingDataset

Amazon Cloud Directory

=R

AWS: :CloudDirectory::Directory

AWS Cloud9

2

iR

AWS: :Cloud9: :Environment

CloudFormation

=R

AWS: :CloudFormation: :Stack

AWS: :CloudFormation: :StackSet

Amazon Cloud Directory

RAriEmE

nEiREEE ETHZLHW CloudForm

Frid 48 ation &£F
AR A EEA
) v = X &
X & v 2 X B

mEiRESE ETHZLHW CloudForm

Frid 4a ation EF
MR EA
X & v = X B

mEmEsR ETHZH  CloudForm
Frid 4a ation EF
MR EA

v B v B X &

mEwEsR ETHZH  CloudForm
¥R18 28

ation EF

RN EA
v = v = v =
X & v X &
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Amazon CloudFront
BIR mEEESR ETHRZH  CloudForm
Frid iz | ation EF
MBI EEA
AWS: :CloudFront: :Distribution v ! v 2?2 v B2
AWS: :CloudFront::StreamingDistributi o
v 2’ v B2 v 7E?
on
AWS: :CloudFront: :VpcOrigin X & v 22 X &

'XREXERE (FFELILE ) RKEXENERRSHNRR, BEARIREFINZARRKE
HERHEAIRE , BUAEREREFZEFHEPEREFICH TR T ANEREXEIRPEE us-

east-1,

PXREEERD (HFRLILE ) KEEENLIKBRSZWEIR. BT Resource Groups =X &N
Xig s i AWS Xi5 |, B4 AWS BEERFA FERAVRISEETEEATNER

M, ZRETELRERNEREA , XAERAA LANXEIERESE AWS EERH & FENRRAR
ERNXERD (FEERILILER ) us-east-1, AWS BEEIZFH &

AWS CloudHSM

IR

AWS : : CloudHSM: :Backup

AWS: :CloudHSM: :Cluster

R YmE B
FRic

ETHREN
i

CloudForm
ation £F
HARAEEA

Amazon CloudFront
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AWS Cloud Map

R mEREESR ETHEM  CloudForm
Frid 4 ation EF
R EEA
AWS: :ServiceDiscovery: :Namespace X & v = X &
AWS: :ServiceDiscovery: :Service X & v = X &

Amazon CloudSearch

BIR mEiRESE ETHZLHW  CloudForm
#rid il ation EF
MR EA
AWS: : CloudSearch: :Domain X & v = X B

AWS CloudTrall

TR nEgRESE ETHZLHW  CloudForm
#R1g ¢ ation £F
MR EA
AWS: :CloudTrail: :Channel X B v = X B
AWS: :CloudTrail: :Dashboard X & v = X B
AWS: :CloudTrail: :EventDataStore X & v = X &
AWS: :CloudTrail::Trail v = v B v =
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s
Amazon CloudWatch
BIR mEiRESE ETHZHW  CloudForm
#Rig 48 ation EF
MR EA
AWS: :CloudWatch: :Alarm v = v e -
AWS: :CloudwWatch: :Dashboard X & X & v =
AWS: :CloudWatch: :InsightRule X & v = X B
AWS: :CloudWatch: :MetricStream X & v = X B
AWS: :CloudWatch::S icelL 10bjecti
oudWatc erviceleve jecti « & /8 < &
ve
Amazon CloudWatch B FATEF )%
BIR nEiRESE ETHZLHW CloudForm
¥R12 48 ation EF
RN EA
AWS: :ApplicationInsights: :Applicati
pplicationInsights pplicatio < & /8 « &
n
CloudWatch BLEEEFES
TR nEiREsE ETHZLHW CloudForm
¥R1C 48 ation EF
RN EA
AWS: :ApplicationSignals::Serviceleve < & /B2 &

10bjective

Amazon CloudWatch
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CloudWatch & &

R mEREESR ETHEM  CloudForm
Frid 4H ation EF
HER Y EFA
AWS: :Evidently: :Feature X & v = X &
AWS: :Evidently: :Launch X & v = X &
AWS: :Evidently: :Project X & Ve X &
AWS: :Evidently: :Segment X & v = X &

Amazon CloudWatch B &

R rEimiEss ETHRZEM  CloudForm
Frid 4H ation EF
HEMR Y EEA
AWS: :Logs: :AnomalyDetector ) v = X &
AWS: :Logs: :Delivery X & v = X &
AWS: :Logs: :DeliveryDestination X & v = X &
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AWS Resource Groups AriEE

BXRLFEBNESZER , B3 8 ResourceGroupsandTagEditorFullAccess {AWS FEE RIS £
)

AWS FEEEKEE . ResourceGroupsandTagEditorReadOnlyAccess

RERBEF IR ZFE AR |, BIEZR G R TREFELHNNR, AWS EXFECREREHEL | £
ERBEETUERMEANAR, ANAEIEELNVNR.

LR B IR T3 Resource Groups M#R&4mig 28 TheERY R 15 B T AV PR o
EEF I AWS RERBHRIERA , S5 IAM 25

AResourceGroupsandTagEditorReadOnlyAccessH Y,

AXIRBNESZEELR | 35 ResourceGroupsandTagEditorReadOnlyAccess {AWS & KIS
ZE®™E) -

AWS IEEXRRE : ResourceGroupsTaggingAPITagUntagSupportedResources

FERBEM IR ZFEASSARES | BNEiZSRE R FREPELHNR, AWS ELFECHEREMEL |, £
ERMESUTUERMARF, ANBEsEESINR,

LR B FARIC MBUHEARIEARIE APl XEHNFTE B RERFTENN

BRAWS : : ApiGateway , B, AWS::CloudFormationAWS: :CodeBuild. FBR%\. AWS Resource
Groups AWS: :ServiceCatalogfrid MBUEFR DX LF RN B RERZFEFTHNRZIENR |, X
LR AT BRARIE R BUBRIC 2 AN HMBIRE, U THIRER THRISHBUESRIC R P HERRI R IRER
TEMLENR -

« AWS::ApiGatewayRREHFEE API Gateway RiRKapigateway:PatchiX[R , L FREE
Eapigateway:Put, apigateway:Get, apigateway:DeleteffR,

« AWS::CloudFormation®/REHE
Ecloudformation:UpdateStackMcloudformation:UpdateStackSet R,

e AWS: :CodeBuild®REEHEEZE codebuild:UpdateProjectX R,

« AWS::ServiceCatalog®RERE
Eservicecatalog:TagResource. servicecatalog:UntagResourceservicecatalog:Update
Mservicecatalog:UpdateProduct® R,

LR R T RI R RARIC API R RFATA SR IS SRR IZ A B IRFT R AR

EEERIN AWS RERBHNEIRE , HSH IAM 24 &
ResourceGroupsTaggingAPITagUntagSupportedResourcesH iy,
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AWS Resource Groups

RAriEmE

BXRIFEBNESZER |, B3 8 ResourceGroupsTaggingAPITagUntagSupportedResources {AWS

REXRKSEERE) -

Resource Groups X AWS FE & RBEHI B

BEEBHIZRSFHREBREREA ( Resource Groups ) AWS HEFHMETEURIEEHRNIFAEE. &
KU TTEE KA B3R R |, 51T Resource Groups X #4/f1 £ 12 F WE LH RSS .

B

EHEHEE — ResourceG

roupsTaggingAPITag

UntagSupportedResources

DU

Resource Groups 37 7 It
BUR | 807 A\ RS RN
IR, @FELERNHAEFIRE
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Lattice. SRE&HRMT AT
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source
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Resource
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s:TagResource
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s:UntagResource
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gResource
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RAriEmE
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UntagSupportedResources

BURE#H — ResourceG
roupsandTagEditorFullAccess
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roupsandTagEditorR
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U
* route53-recovery-r

eadiness:UntagReso
urce

* ssm-contacts:TagRe
source

* ssm-contacts:Untag
Resource

* ssm-incidents:TagR
esource

* ssm-incidents:Unta
gResource

* vpc-lattice:TagRes
ource

* vpc-lattice:UntagR
esource

* workspaces-web:Tag
Resource

* workspaces-web:Unt
agResource

Resource Groups %7 —
U SR EE , SURMAAR I FIER
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BREBFAFENNR. AWS
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AWS Resource Groups AriEE

B HiR =p:
B — ResourceG Resource Groups M il—Ii# 2022 F£11 A 17 H
roupsServiceRolePolicy REKRZEEHERSKIHKAR,

Resource Groups FF#ARERE  Resource Groups FF#AIRERE 2022 £ 11 B 17 B
% AWS EE RN E X

A Resource Groups FRRSHEXAR

AWS Resource Groups £ AWS Identity and Access Management (IAM) fRE < A€, RS
RABE -GN IAM A€ |, ©5 Resource Groups E##X, REMHEXAEBH Resource
Groups TIENX , HEBEZRFAKREAAETE AWS RS BRSFTEMN —TIRR,

BRSSHox A & m] ik I8 B iR B Resource Groups , AR ERAFERMSENNR, Resource
Groups EX THRZMHEXABHNE , HASNARKREEERBLLIEMR{NAE Resource Groups AR
SHHETHAR, EXHNNRISEESERBEINNREE , URTEEM MBEMEM IAM SRR E
B o

BXXERSHEXAGHEMRSNEES , F2HAE IAM BEEEANAWS RS, AERSHEXAET
FERINE B RS, BERNERE  EFZRSNRSREKABH,

Resource Groups B RS H% A R

Resource Groups fEA L TIRFEXRACRIZAETEANEN. EUEARE , EEAGEH LN
482 BIAIE IAM BEl AR EFIZAR,

 AWSServiceRoleForResourceGroups

Resource Groups AL BB AWS kS REXRERFBEENTRHA , UEBFREFANATK
B B H R B ZE A up-to-date, E fIF Resource Groups BIL 5 i# EventBridge RS £ 3% SRS MK
EH,

AWSServiceRoleForResourceGroupsfRFHEXABNEEUATRESREFZAE -

* resourcegroups.amazonaws.com

M NEIZAERRBREKRELT AWS HEXRK, ERREEN ENEE | £ IAM 2F5 8 hEE KK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iamv2/home#/roles/details/AWSServiceRoleForResourceGroups

AWS Resource Groups AriEE

« AWS ##### AWS Resource Groups

A Resource Groups SIZRSHXAR

/A Important

MREHEEMBTZL A B IFNRNERES FERENMRE | WRSHEXAET UL IERN
K, BXESZER , BEH ‘B FHI T - HAE AWS K.

ECIZRFSERAR  BEHABHAETEBRESINEE.
‘w48 Resource Groups RS HEKAE

Resource Groups T o ¥ &4 %8 AWSServiceRoleForResourceGroups FRESHX AR, ECIRRSHE
KAGRE K CRELIENAEHNENR , ANAREEZSRHLASI AZAG, T3 , BUUER IAM &
AENE, BXELZER , H2H (AM AFER) PHEERSK<KAE,

M Bk Resource Groups MRS KA
REEXMAETRAPERZE , BT TURKRKRSHEXAR,

/A Important

« AWS L EBRBRSHEXAR , BEFSEAXANEBRZACHBRALREARSAIEE.

s BRNBVUEBTERRKRBSHEXAR , AREEN AWS KPR RRAFSEEARFEL, R
EMBRLtE A€ , Resource Groups BRFHLEEEHMARE AWS RS REBEWEA.

FHMEBRBRSHEXAE

5/ IAM #24]& AWS CLI, = AWS API il Bk AWSServiceRoleForResourceGroupsfREHx B,
BXEZER , HZH (AM AFEmRE) PHRIBRIRSR<EKAE,

Console
fHlB& Resource Groups FREHX AR
1. # 17 1AM Z2HEN A TH.

EABSXRAL TE


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home#/roles

AWS Resource Groups AriEE

2. RIEBNHAE AWSServiceRoleForResourceGroups , AREiEH HED N EIEE,
3. IEEMIRR.
4. EEPWMAABHENS , AREERBR , LEIAESITERRZAR,

ABM IAM ZF AR ABIIRPIHEX,
AWS CLI

Ml % Resource Groups FRSHXxA

ERRAE  FRANTS T , HSROEMTR. TEHREME.

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

{

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

}

ZETIRE—MES ID. EERENAERIBRRERSHTHN. ERIESFHEHNESIMRRFEIERLS N
T AWS CLI R E S B EREAVRES.

/

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"

}

Resource Groups AR5 HEx A & X 11 X 15

Resource Groups XFEFIERMRS AWS XiF Wit FERASHRFHEXNAR. BEXEZER &
;élﬁ'—.l AWS I:fﬁ*ulﬁﬁ/ o

AWS Resource Groups &TF & 119 5K B 7~ /51

RINERT , IAM 4K (FlnBaMAF ) &EIEZHIE R Resource Groups BIRHIVINPR, i1t
EEA AWS BEEZGA AWS CLIL, 2 AWS APl HUITHES . 1AM B R X012 IAM KiE |, SUER
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FHERFHRANAENEETRINITIEN AP B1F, A5 , EEAMXIFIXEREHMMEIFEEIX
LEANBRAY E 45,

BT RMAERX LR JSON KEE 62 IAM ET S HNEEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RMREXE

- £/ Resource Groups & & # API
- AAFEFEMIB SRR

- BEETHRENA

REERIEREK

ETEMNRBBEENASS TG, HEIMBREK S HH Resource Groups RiR., X&ERE
ATEERE AWS IKF AR A, RIERAEEE TS MR , BERUTERMRIL

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , #EANTS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEREW TFRAENAWS FEE KK,

- NMARENR : E£EH IAM REERENRE | BEBEFRITESFENNR, Atk , BALUE XL
ERERGTUIUNBERFRRITHERE , S NRKENREFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« fEF IAM FKREP R4 — SRS E AR ¢ 480 LG KR IS4 SR IR #IX R R R R E .
Bl |, B LURE R RIEESMER SSL £ EFIEHER, NRRSZBRERBEIEE AWS R
SH (Bl ) A , Ml UERAZKARRE T RS BRENGRNE CloudFormation, BEXEZ
B8 , B2 (IAM AF1ERE) B/ IAM JSON KB TE | &,

£/ IAM Access Analyzer B iEER IAM Kl , UBRN R L2 MEMIOEEM : IAM Access
Analyzer 2K IEF REEMIM B KR , LBERBERAS IAM KBEIES (JSON ) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXREZELE , BH2H (AM AFER) FREA IAM Access Analyzer KiiE KB,

- FEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFSRBRAF , EFEA MFA RS %X
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM P8R IR MFA 4RI API 1715,
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https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R 2 HEXE,

& Resource Groups 2 %A F API

Ei5| AWS Resource Groups MinSmEEREFI S M API , BATRE —HRENR. XL R %I
RFEH|HFEE AWS Ik F Resource Groups RIRMFMAE R, NREVENET EHRIREL
FIENBRERBRE™E  NEENEFIZRBENESE (IAM BERAF ) B TiZEE A AP

ALA
AP o

ERRIXLELAEE R Resource Groups , A [ESE{RKIIA T REE ( REBE LA T KB 5 H AR
KR ), BXEZER , B2H (AM AFigm) R B ISR

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
]I
"Resource": "*"
}
]
}

BX&EMNIAE Resource Groups WEZFER , BZHAXERMPH £ FHEH AWS Resource Groups #
HERESRNR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ARFAFEEMITE SRR

ZORBIGER T BRI EE |, BLARYE IAM AP BRI EAS SO NERNEE R, R
DIEEEFE LSHER AWS CLI X AWS API B4R 5 TR LR ER AR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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EFETHENA

BU L EETERNREFERARYE , WMERETHRZIEHX Resource Groups BRI E . Z Rl
BT UMALRRBEUAFETRR , ERAFPAEFA, B2, NYAHRX project EESHAE
M A project iRZHEMWERN , TR FNIR.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "resource-groups:GetGroup",
"Resource'": "arn:aws:resource-groups:us-

east-1:111122223333:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}

}

A UG LR BE B NS R R, MREBIRLEHE project MxZME alpha WEBZRES
TRA |, MEAIXNZAFRIE project=alphao BN , ZAFPFHEIEL TR, FHREE project
PLEL Project M project , EARHREMHFIX D KNE, BEXELZEE , BZH IAM AFER &
# IAM JSON KB THE - &

¥t AWS Resource Groups & 18 # 17 8 3 17 8 FE HEBR

LA E B AT # Bh 812 W 118 & £ 5% Resource Groups M IAM — 2 A at AT BEB BN HY & I (A B,

£

« RFEMIE Resource Groups FHITIRIE

« BEBIIT iam : PassRole

« BEARVF AWS IKF 2 AW A6 B FE A Resource Groups
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https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements_condition.html
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K FIE Resource Groups FHITIERE

MR AWS EEEZF A FIFEETRHTEIURE , WAFBRREER TR, EERROLREME
BEREUEN A

% mateojackson AFZiAFEARHAEFANIFAEFE , EFEE resource-
groups:ListGroups R , 2K ELUT RAIEIR.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:resource-groups::us-
west-2:123456789012:group/my-test-group

FEXFIERT , Mateo ERMHIEER R ERMERKE , LA WMAER resource-groups:ListGroups
BAEWE my-test-group AR

KRR AT iam : PassRole

MRBWE|—MNEIR |, RPEBEINIT iam:PassRole B{E , MAMEHM KB UL TR ACEIESE
Resource Groups.

BE AWS B AR ABKEAL1ZRS , MAREIBRMNBSALIRSHEXAR, it ,
LM MEB R A LTI RSHINR.

& H marymajor By IAM A2 A1 A7 Resource Groups RHITIRIEN , 2K EUT RHI
HiR, B2 , REMAMEERFSACHER FHNRT THITIEE, Mary TEBRABEIE SRS
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMIERT , XIEF Mary KISRBE LA R P EINIT 1am: PassRole #B1E,
MBHREESHEY  BEHRALZNAWS EER, FHNEERARRMIFETN A,
HE ARV AWS K 2 A A TE R E B Resource Groups

ZALOBE—-1MAE , UMEAMKFPHNAFREALNANARTUERZAGKIL RSN TR, &7
UEEHESREY , AURAAE, X TXHETHRNRBEHIEFZHFIK (ACLs) BARS , &RTEL
150 PR 3 L5 SRl o) AT 4R T 1 8] S8 Y BHR VAR R

ETHREZER , BZRAUATHREA :
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- E 7% Resource Groups = E X FXLLINEE , i5Z 1 Resure Groups i 5 IAM £ &F .

- ETHIARERSRENERNGRME AWS KA | 55 IAM AP EET N ERERE AWS
K %= IAM B PR 7R HBR

- ETHOMAMEE=SRENEHRFHHENE AWS KF , BHSHE IAM AFERETHEE=HE
HIFER, AWS 0K

- ETHNIMEL S HERERIERMHRNR , F2H AM AFER) PHALINTSHRIEN
RAFP ( BRBKERIE ) BETHRXER,

- ETHREAACNETRRNREHTEKFFRZBENZES , F5H (AM AFIER) F8 1AM
HR Y BB K P BRI [ o

Resource Groups FHY H & 12 F MG 12

FE AWS Resource Groups E9E &% AWS CloudTrail,

fE 12k AWS Resource Groups API i§F AWS CloudTrail

AWS Resource Groups Mir&mEeR 5 —WARSEK AWS CloudTrail , ZIRFRRHAF, AGRZR
AWS BR$57E Resource Groups SR & 4w s PIITHIREMNIER, CloudTrail & REAMFTE API
RABRAIENS , BREXEBERASINIREFEHENARAUARNRRANVKRIB AR APIs, IR
BOIE T RER , WA LA CloudTrail B4FE& &% E] Amazon S3 7 , BIERREAMNEH. R
BARBERE , BT LAE CloudTraill BHANEHILIERPEESENNES,, BIRENER
CloudTrail , A LA¥E7E [ Resource Groups X HEVIER, K HiERE IP ik, #ELE TER, AR
REBEBRUREAMIFAEE.

ET7MEZ{EE CloudTrail , i5Z2RAWS CloudTrail B/,

F Y Resource Groups 1§ & CloudTrail

CloudTrail &1 AWS IKF R EEZENIKS EEA. HiE3I X 4ETE Resource Groups SR 4w i
BmslAhe |, ZEFISE5HM AWS RS CloudTrailE#—RiZRESH A LIEFRF, B LEH

o AWS IkFHEER, BENTERREXRENSH. BXEZSER , BZRACASHILERES
CloudTrail =4,

B FREMN AWS Ik FEH | 215 Resource Groups B4 | iE0I2BE. BERAY
CloudTrail ¥ A &£ 8 2| Amazon S3 Fi#EH. RINMERT , EEFIESPLIERERICFN , LR
BRNATHERXE, REFCK AWS 2 XFFMEXENEHR , H B EXHEZIETZIEERN Amazon
S3 FEME, kAl , BULEEHEM AWS RS , 3 —F 97 CloudTrail BERKENSHBEREHX
BTz, BXELER , HSH:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html

AWS Resource Groups AriEE
- BRI RFEBR

» CloudTrail XFHRFMER

« BlE Amazon SNS &4 CloudTrail

« NS Xig#EW CloudTrail B EXHFMZANIKF #I CloudTrail B &

FT B Resource Groups #EHH APl Z#12% CloudTrail #ig3x1E AWS Resource

Groups APl Z#+, H# Resource CloudTrail Groups #4E R~ L AP| i S resource-
groups.amazonaws.comARRHEH. Hl , X¥CreateGroupGetGroup.,
MUpdateGroupQueryiR#EMIAHA L CloudTrail BENXHHFAERFZE., BHADPNIRE HEFIRE
B CloudTrailid RZH E R FLAAEB APl if Rresource-explorer i RKiRHEH,

BIMNEHBATREBEEERERBFRNARGE. SHEETHEBEHEUTRAR !

- BREFEARAFFIEER IAM AP ZIEREH.
- FREREEAACERKEAFNIGN Z2XIER LN,
- FREEBHHEM AWS BRF R H.

BXEZEER , H5H CloudTrail userIdentity T,

T & Resource Groups BEX 5B

BEREE—MEE , AFREHENBEXGERIEIEERN Amazon S3 71, CloudTrail BEXX 4
BENEBZENMNAEFZRB. ~NEHRRKREBEMEN—NMER , BIEEXRFTERWIRE, BENBH
MetE, FRSBEFHEWELS, CloudTrail BEXHTRL M AP AN A FHKERE , Hiteq]
R EAREERFE TR

AR RBIE R T ERZIRER CloudTraill HE S B CreateGroups

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
},
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"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"

}

},
"eventTime":"2018-06-05T722:18:237",
"eventSource":"resource-groups.amazonaws.com",
"eventName":"CreateGroup",
"awsRegion":"us-west-2",
"sourceIPAddress":"100.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{

"Description": "EC2 instances that we are using for application staging.",

"Name": "Staging",

"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
1,

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
1,
"responseElements":{
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"
1,
"resourceQuery": {
"Query":"string",
"Type":"TAG_FILTERS_1_0"
}
I
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",
"eventID":"8z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",

"recipientAccountId":"831000000000"
}
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