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LiStRAtEBASEARULES .....c.eovieiiiieteeeetreretc ettt sttt ettt et sbe st e e s b e s e e ssassasassaen 1117
LISTREGEXMATCRSELS ...ttt st st a e st et sa e b e s ressessa e e e nnans 1121
LISEREGEXPALEINSELS ...ttt st sre e s re e sae s ra e s se s s e e s sae s saesaeennans 1125
LiStRESOUICESFOrWEDACL ..ottt re st ettt et e sse s e e ssesae s ssesse s esassassensnan 1129
LISTRULEGIOUPS ...ttt e e e et e e tesae st e sbesseesa e e e s e s et estesbansassassasseessensansansansansans 1133
LISERULES ...ttt sttt sttt et st et s b e st e s b e st et e se s b et esassessestesessansensesansan 1137
LiStSIZECONSTrAINTSELS ...ttt ettt et s sae et et sae s e s sae e s 1141
ListSQUINJECLIONMALCRSELS ...ttt e a e s basaans 1145
ListSUDSCrIDEARULEGIOUPS ...oceveeieeeeteeee ettt ettt s e e sa et et e s aesaesse e e esnennens 1149
LiStTAGSFOIRESOUICE ..ccuveiiiieieiceeeieecteeste et e steestessresstessaeesaaessaeesasessseesssassseesssesssaesssessseesssessseanns 1153
LISEWEDACLS ....oveveieeieteerieteteeste et se st st s e ste sttt st et e e sbe st e e ssass et ssassessesessessessensssansensesesensenenes 1158
LISEXSSMAtCNSELS ..ottt ettt et ettt st s s e st et s s ae st e e snanaen 1162
PUtLOggingConfigQUIation .....cc.cceoicieeeeee ettt te e s re e e a e e e saasnas 1166
PULtPEIrMISSIONPOLICY ..ottt ettt te e e e e e sa e e et e st estesbessassasseeseenaenaansansans 1170
TAGRESOUICE ...ttt ettt e st se e e s st e s s sae e s s st e sesseessssaassssasssssasssnsesssssesssseesssseessssessssnanens 1175
UNTAGRESOUICE ..ottt ettt te st e s te s sve e ste s satessae s saessaessseasssesssaesssessssesssesssaessseesseens 1179
UpPdateBYTEMAtCRSEL ...ttt be st e s e e e e e e e e e bantans 1183
UPdatE@GEOMALCNSEL ...ttt ettt ste e be s e e e e e s e s e b e baaans 1189
UPALEIPSEL ...ttt ettt te st e e e s e e s e st et et e st e s ae e s e e s e e seasaeaense st assassasseeneennanes 1195
UpPdateRAtEBASEARULE ......ceeeeeeeeeeeteeteteteee ettt te s e e se et et e st aessassa e e e aenaennennan 1202
UpPdateREGEXMAtCNSEL ...ttt ettt et e e e e e sa e aeaeaas 1209
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UpPdateREGEXPATLEINSEL ...ttt ettt ae st e s te s e e e e e s e b e aessassasaeas 1215
UPAALERULE ...ttt te s te et s e e e et et e st e st e e b e s se e e e s e s e s e s et e sassaesaesaesnenaansansansn 1221
UPAALERULEGIOUP ..ttt steste st e te e e e e e e e e e saestesaa st assesse e s e s essensansansansansessasssensansans 1227
UpdateSizeCONSIIaINTSEL .....ceeeeeeeeee ettt et et b e e se e s e e saeaenes 1233
UpdateSqliNjectioNMatCRSEt ........ . ettt et e e e nennens 1240
UPAALEWEDACL ...ttt ettt ste e s e st e e e et e st e st e st e e e e e et e s e sbe st essasaassessnennanes 1246
UPateXSSMAtCRSEL ...ttt ettt s b e e e a e aeaenaan 1253
(DT 1 T ) o 1= 1259
AWS WAFV2Z ...ttt st este st esstessae s s aessae s st e s sae e s b essseessaassse s ssesseesssesssassssesssessstesssessssesssessseens 1267
ACLIONCONITION .ttt et ettt st et s e st e e s st et e e b et e e ssasaeseesnsanes 1273
AAAIESSFIELA ...ttt sttt st s e e et s s b et e e s b et e e beaeneens 1274
AL ottt ettt ettt et e st et e e a e e et et et et et e e aaea e e R e e st et et et et enteeseereereenaensenaantan 1276
ALLOWACTION <.ttt ettt st et sttt et st et e e s b e sa e s s e be st e e s s et et esasbessenassansesssnesensesassans 1277
ALLQUETNYATGUIMENTS ...eviieiiieeeeietetete e e e e e e e e e e et e saestestessessa st e s e esaessessessansassassassessasssensessensansans 1278
ANASTAtEMENT ...ttt ettt et s s st et s b st e st e s b et e e ssesbe st esassassesaesarsans 1279
APTKEYSUMIMIAIY coueviiieeiiieiienireieeeesteesstessseessaessseessessseasssessssesssesssassssessssasssesssessssessssesssesssassssessseens 1280
APPLICAtIONATLIDULE ...ttt sttt st b e e ssa e e e aa s 1282
APPLICAtIONCONTIG ettt ettt s e e e et et e st e st e s ae e e e e e e e e e entanes 1283
ASNMAtCNSTALEMENT ...ttt ettt sa e s s bt e e s ae e e e ne 1284
ASSOCIALIONCONTIG ettt e et sbe st e st e s s e s be e e e sneaennennan 1286
AWSManNagedRULESACFPRULESEL ...ttt sttt s re st saenanes 1288
AWSManagedRULESANtIDDOSRULESEL ...ttt sve e aerenens 1291
AWSManNagedRULESATPRULESEL .......cuieeeeeeceeecte ettt et sa et et et e s s e sse s e e e e s esnennan 1293
AWSManagedRulesBotCoONtrOIRULESEL ...ttt 1295
BLOCKACLION ...ttt ettt sttt et s sa e st ettt s s b et e e s et e e s e sse st enasaassenaes 1297
BOAY oottt ettt sttt s a et e b et et e s b et e e e b et et e aeebe b e e esententens 1298
BOTSTATISTICS ittt st et ae st et b e st b e st et sne e 1300
BYteMatChSTatemMENT ...t e ettt sa e s e s ae e e e aeaenes 1302
(@] o] el T= 1AVt o o [OOSR 1306
(@] o] el =[] o1 e SO TSROSO O ORISR 1308
(@] o] el g =1 2{=1 o o] o 1= OO O R TRRRSRR 1309
(@ =1 1= g o= 2Vt o o] o [OOSR O RS SRSRRR 1311
ChalleNGECONTIG .ottt ettt e s e st e e e e e e st e s aesae st e st e se e e eseesaannensanean 1313
ChallENGERESPONSE ...ttt ettt et et e st e s te s e s e e e e e e e e se st assessassassasseeseensansansans 1314
ClLIENTSIAEACTION ..ottt ettt et sttt s st e st e s et e e s e sbe st e e sbassessssassansasens 1316
ClientSideACtIONCONTIG c..ociiieeeeeeee ettt re st st e e se s e e e et e tesbessessesseennennans 1319
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CONAILION .ttt e et e et e e et e s e st et e s ae s b e sseesessa e s e s estensassassasseesessaensansansansn 1320
COOKIEMALCRPALLEIN ...ttt ettt e te st e e e e e e et e st esbesaesraeseesnesnennanes 1321
COOKIES ettt ettt ste e e et e e et et e st et e st e st e s sesseesa e s essesae b e sassaesaeseessesaestestassansensassessassaensanes 1323
COUNTACTION ettt et e st s ve s sa e e s e e s b e s s e e s b e e s se e s s e s saessseesnaesssasssaessseesseesssesnnes 1325
CUSEOMHTTPHEAEN ...ttt ettt et estesae e e se e e e e e e et e st et e sessassessaennensansans 1326
CustomMREQUESTHANAUING ..ottt sae st e st ae s e s e e a e e e aennan 1328
CUSTOMRESPONSE ...eeivieeitiiereeeeteeateste st esteesaessssessseestesssessssessseesssessseasssessssesssessseesssessssesssesssnens 1329
CUSLOMRESPONSEBOAY ..ottt ettt e st e e e s e e et e st e st e saasaessesseennsnnns 1331
DAtaPrOtOCTION ...ttt e e s s e st e s re e st e s sae e s sae s se e s b e s saeesssessaesssassneans 1333
DataProteCtioNCONTIQ ..ottt st te et e e et b e sae s be s e nnenean 1335
DEFQULEACTION <.ttt ettt e e st st e st e st e s ae e e e sa e e e e esaesaaeansanean 1336
DiSQLLOWEAFEALUIE ...ttt et et e s ae b e s se e e e e s e e s et e tastassasseesaesasnnanean 1337
EMQILFIELA ...ttt ettt e st e e e e e s e e s et e st e st et e s sesseese e e et esaansentansansn 1338
EXCLUAEARULE ...ttt ettt ste st et e e e a et et e st e saassa s b e e sa e s e s ensentansansans 1340
FIELATOMATCR ..ttt ae e st a et et et et a s b e s se s e e se e s e e e easensansans 1341
FIELATOPIOLECL ..ottt et e ae b e s et e e e e e e e et et et et e basseesaesaenaanean 1348
BT ettt sttt a et a et et b et e b et et e e be e et eaensentesaes 1350
FILLEISOUICE ettt te et s e te et e et et e st e st e s e e beese e e e e e s e b e tansasassassaessensansansansansans 1352
FirewallManagerRULEGIOUP .....co.cceeieieieetecte ettt te s e e e e saesae b e sse s e s snsaenennenaans 1354
FirewallManagerStat@mENt ...ttt st s te s e s a et aa s 1356
FOrwardedIPCONTIG ...ttt ste e ettt e st e s e s s e e e a e e et e banes 1357
GEOMALCRSTALEMENT ...ttt re et et e st e st e s b e sa e e e e e s ennanaens 1359
HEaderMatChPAtLeIN ...ttt sttt e s aesbesae s e a e e e a et e saannan 1362
HEAAEIOIUEN ...ttt ettt e te st e st e st e e s e e s et et et e sa s e e se e e esaesaesensansansassassnensaneans 1364
HEAMEI'S ..ttt ettt et e et e st e e et et e st et e s be s b e s s e eseesa e s et astessasassassaesaesaansassansansan 1366
HT TPHEAAEK ..ttt e e et et et esae st e s s e e e e e e e e e et e ae b et assasseesaesaaneansanean 1368
HTTPREQUEST ...ttt sttt e et e aa e e sae s se s a e s e e s sae s sa e s b e s saesssesssaesssasssaasssesssaenseens 1369
IMMUNIEY TIMEPIOPEITY .ottt ettt ettt s e e s sae e st e s ae s s e e s se s sanessae s snesssassnnans 1371
IPSEL .ottt ettt sttt et e a et e e b et et e s e et et e e e s e te e e e eaeeesaerans 1372
IPSetFOrwardedIPCONTIg ...ttt ettt ae e s s e e st aesaens 1375
IPSEtReferenCeStAtEMENT .......cceeeeeee ettt ettt ae e a e e aenes 1378
IPSEESUMMIAIY oottt et et s st e s e e s sa e s st e e sat e s ae s ssaessae e st assaa s saesssaesssessseessaessnes 1380
JABFINGEIPIINT .ottt st e s st e s ae s sae e s te s sae e s aessse e st essaaesssesssaesssessseessaensses 1382
JAAFINGEIPIINT ettt e st e s st e s s e s sse e s bessaeesaesssaessaessaaesssassaesssessseessaensses 1384
JSONBOAY ..ttt st ettt et st e st s b et e s e e et et et e teeaeeaeeseeneensententenaanes 1386
JSONMALCRPALLEITN ...ttt sttt et e s b e st e e e e e e e e ae s anaanean 1389
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LADEL ettt ettt st a et et b e bt e b et e e et et e e e aeste st esaeaans 1391
LabelMatChStatemMENt ...ttt ettt besa e 1392
LabelNAmMECONAITION ...c.oiiiiiieiictetrentetee ettt sttt sttt ste st s b e st e e s sa e e e e s sesae e snaseen 1394
LabEISUMIMIAIY ..ttt e st este e e e s s e s et et e bassessaeseeseensensensansansansans 1395
LOGGiNGCONTIGUIAtION ...ocuvieiieeeeeecteeteee ettt te et e st e e st aesaesaesbe s s e s e s e e sneaennannan 1396
LOGGINGFILEEL .ttt a e st et esae st e s s s e s e e et et e s testassaeseeraennansenaansanes 1401
ManagedProdUCEDESCIIPLON .....cceiieieieeececeete ettt e e e et e s tesbeste s e s e e s e s esaensensansans 1402
ManagedRULEGIOUPCONTIG ...cuiiieececeetetee ettt sttt e te s e e e sa et e b e saessesaeesaeseennennenes 1405
ManagedRULEGIrOUPSLALEMENT .......cveiieeeeeeeeeetetetere ettt ae s e s e e e sa e e e e e aesaenas 1409
ManagedRULEGIOUPSUMIMIAIY ...ccucceeeeeeiereiteitestestesreeeeeeaesaessessessessessesssessessessessessessessessesssensenes 1413
ManagedRULEGIOUPVEISION ......cceeeeieeetecteseeeeeeteeestestestestessessessessessessessessessassassessasssessensassensan 1415
MANAGEARULESEL ...ttt ettt e st e st e et e s e s e e e e s e s et e sae st e sassassassnenaanaans 1416
ManagedRULESELSUMMIAIY .....cciiiiieteeceeee ettt ste e sae et et et esaesaessa s e e e s sae s e sesaeaanes 1419
ManNageARULESETVEISION .....cviieeeeceeeetetete ettt et e s aestesae e e e e e e s et e st e s e ssassasseesaennans 1422
MELRNOM ..ttt ettt ettt a et et e sttt e st e s ae st et e s et et e e etans 1425
MODILESAKRELEASE ...ttt st ettt et asbesae e saesaantesaen 1426
NONEACTION .ttt ettt sttt s st st ae st st e s e s st e st e esesabe s st e ssessbessessnesasannis 1428
NOTSTALEMENT ...ttt et a e st s e e a e st s s b e st e sesne s e ene s 1429
ONSourceDDOSProtectioNCONTIG ...cceeiiieieieeeceecec et sae st e s re e ae e nennan 1430
OFSTAteMIENT ...ttt et sa e st e at st s e st ae st e st s b e et e neenenn 1431
OVEITIAEACTION ..ttt ettt ettt ettt s s st et s et et e e s b et e e sse st e st ssassessenessessessssasans 1432
PASSWOIAFIELA ...ttt ettt ettt s b st s st e st e e e be st s e sba st e e ssassesassansans 1434
PAtRSTAtISTICS .eveveiiieeece ettt sttt et s st st sae e n s 1436
PRhONENUMDBDEIFIELA ...ttt a et et sa s ne 1438
QUETNYSTIING ceeeieeiieetertee ettt ettt e st e s ae e st e s sa e s st e s s e ssstesssesssaessaesssaesssassssesssassseesssessssensees 1440
RAtEBASEASTAtEMENT .....cviiiieeeeereet ettt ettt sb et s b st sae st et e s se st e e e sanas 1441
RateBasedStatementCUSTOMKEY ...ttt st aeaenes 1447
RateBasedStatementManagedKeysSIPSEert ... ettt 1451
RATELIMITASH .ttt ettt et et b e st s e s b e st e st s sb e st e s st s ae s st esseesesstans 1453
RATELIMITCOOKIE ...ttt ettt sttt sa e s be st s sba st e e ssassessesasans 1454
RAtELIMITFOrWArAEAIP .....oouoieeiieteeetrsetete ettt sttt st ettt ssa e e s e sae e s e sbans 1456
RATELIMITHEAAEN ...ttt sttt et s b e st e e s e s e st e e s sa s e e sassas 1457
RAtELIMITHTTPMELNOM ...ttt sttt ettt a et s et e e s e s sa e 1459
RALELIMITIP ..ttt ettt et s s se s b st e s b e e e sesbe st esneesnanns 1460
RAteLimMItJABFINGEIPIINT ...ttt ettt st e s sae e s e e s se s aessra e st e s sanessnassnas 1461
RAteLiMItJAAFINGEIPriNt ...ttt sttt st e s sae e e e s ae s saessaaesaassaeessnassnas 1462
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RateLimitLabelNAMESPACE ....coueeueeieieeeeeeeee ettt e e e e et e st e aessesseesa e e esnennan 1463
RateLimitQUErYAIGUIMENT ...ttt s e s e s sae e s e e s saesssaessseesseassaesssaesssassneans 1464
RAteLimMIitQUENYSTFING ...eiieiieeeeeeterte ettt s e s re et s st e s seesaessseessne s saessnessseassnasanns 1466
RATELIMITUFNIPAtI .ottt ettt ettt sb e st et s st et e snas 1467
REGEX ettt ettt s e st e st s s e e e e e st e s e e s s e e e b e e s ae e e b e e s e e e b e e s st e e b e e s e e e ba e st eesseeeraannrean 1468
REGEXMAtCNSTATEMENT ...ttt e st e st e s be s e s e e ne e eaenaans 1469
REGEXPATLEINSEL ...ttt s st st e ssae s s ae s sa e s b e s saeessaessaaessnassanasssasans 1471
RegexPatternSetReferenceStatemMeEnt ... 1473
RegexXPatterNSEtSUMMIAIY ...ttt e s see e ae e s sae s ra e s ae e s st e s ae s saessaaesnnans 1475
RELEASESUMIMAIY ..ottt ettt e e e e e sa et et e st et e b e e e e e s se e s e sasensassassasssensensensansansans 1477
RequestBodyAssociatedResourceTYPECONTIg ..cc.ccecieieiecieeeeeeceeeeee e 1478
REQUESTINSPECTION .ttt ettt see s sre e st e s sae e s saesssa e s e e s saaessnesssaesssasssaasssasane 1480
ReQUESTINSPECLIONACEP ...ttt sttt st e s sae e s e e s sae s s e e s sseessnessaasssnesssaessnassseanns 1482
RESPONSEINSPECTION .ottt ettt st ste e et e s sae e s ae s saaessaessseessbe s saesssassnnasssessaensees 1486
ResponselnspectionBodyCoNtains .........cccoeeeeieieicicieecesesee ettt st a e nene 1488
RESPONSEINSPECLIONHEAUEN ...ttt sttt s a e e ra e e a e e aan 1490
RESPONSEINSPECLIONJISON ...ceiiiiitiiterecteett ettt et e s ste s st e s sre e saeessaesssaessaesssaesssessssesssassaann 1492
ResSponselNSPeCctioNStAtUSCOAE .......ocieieieeeee ettt aeste s e e e e e e e s e sbeaans 1494
RULE ettt ettt ettt st ettt s e st et e s b et e e s ae s b et e ae e b et e e e s et et e se b et e e esetentens 1496
RULEBACLION .ttt ettt st ettt s e bt e s b et e s b et et s e ae st e e ssassesaesansansns 1500
RULEACEIONOVEITIAE ...ttt sttt sttt e st e s b et s sse st e e s e sa et e e ssessesassassans 1502
RULEGIOUP .ottt teste e te e e e e et et e st e st e s se st e e s e e e e sa et et et ansassassasssessessansansastansansassesssensensansans 1504
RuleGroupReferenCeStatEMENT ........cu ittt sa et aeaens 1508
RULEGIOUPSUMIMAIY ..eceviieeieeietetectestesteete e e et e e estesaestesaessessessessaessssseaessansassansassessassasssessensensansansans 1510
RULESUMIMAIY ..ttt ettt e te st e s e s ae e e e s e e s et et et et e saassa s e e saessantensessansansassessessaensanes 1512
SAMPLEAHTTPREQUEST ...ttt stesae s e e e e e e e s e s e st e st e sessesse e e e s ensansansansansans 1513
SINGLEHEAUEN ...ttt ae st et e st e st e s e e e e s e s et e besbessesseesesneenaansanes 1516
SiINGLEQUEIYAIGUIMIENT .....oeeieietetetetecteetee e e et e et e sae st e stessessessesseese s e e saesastessassassassaesasssansessensansan 1517
SizeConstraiNtSTateMENT ...ttt s 1518
SLIMAtCRSEAtEMENT ...ttt e e et esae st e st s e e e e e e e e aennans 1520
STALEIMEBNT ...ttt ettt et s a e et sbe st at s ae st e st s sae s b e nesssans 1522
TG ettt ettt et e st e s s e e e b e e st e e b e e s b e e et e e s Rt e e b e e R e e e b e e Rt e e ae e s e e et e e st e s seeesaeetaeseans 1530
TAGINTOFOIrRESOUICE ...ttt ettt rae e s te st e e e e e s e e et e ste st et e ssassessaessenaessensansansansan 1532
TeXETraNSTOIMAtION ..ccuiiiieiee ettt sttt st et e s s e st et ae e 1534
TIMEWINAOW ..ttt sttt sttt st st a s e st et s e s b et et ssa st et e e ssessenassansensons 1536
UFIFFagMENT ..ttt ettt et e s ste s st e s sae s st e s s s e e sae e s aesssaesssa e st assaasssaasssaesssessseensaennses 1538
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UTIPQER ettt ettt et e st e et e e e et et e s b e st e st e e b e e se e s e st e st ebetestansassessassnensansanean 1540
USEINAMEFIELA ...ttt ettt et sa e sttt s e st et e sa b e e enanas 1541
VErSIONTOPUDLISK ...ttt ettt et et a et e s et e e saesaesaesaes 1543
ViSIDILIEYCONTIG ettt s re s e e e e e e et e st et e st e st e s beeseesa e e e s et antansansansans 1545
WWEDACL ...ttt ettt et e s te st e s ae e e e sessa e s et e besbasbassaesaeseesae st ansansansansassassaeneensanean 1547
WEDACLSUMIMAIY .eouiiiiiieieieteeteeeetete e e stestestestestes e s e e s esesaessassassessassssssessessansansansassassassssnsensensanes 1554
XSSMAtCNSTAtEMENT ...ttt ettt sa s s s b et s s b e e e e snas 1556
AWS WAF CLASSIC .uveurirecreiienieseeeeeeteitestestestestessessaeseessessessessessassassasssssssssessassessessassassessessesssensensensansanes 1557
ACHIVATEARULE ...ttt sa e st ettt st et e s b et et s e be st e e saassennesans 1560
BYLEMAAtCNSEL ...ttt e st e st e et e b et e st e s b e s s e e s e e se e e enaeneentantantans 1564
ByteMatChSEtSUMIMAIY ..ottt et e s ae e et e s e sa et et et e b e sessnennans 1566
BYteMatChSEtUPAQALE ...ttt sa et te b e s b e e e s se e e enesbaaans 1568
BYLEMAAtCNTUPLE ettt ettt et et e e s et e st e st e e e seese e e e aeaansanean 1570
EXCLUAEARULE ..ttt ettt et sttt st e s s b et et sse s b e e esassantenas 1576
FIELATOMATECR ettt ettt e sa et s sttt e st e e ba e e e ene 1577
GEOMAtCNCONSIIAINT ...ttt ettt ettt s e sae st e e s e st e s e e ssasaesassassans 1580
GEOMAALCNSEL ...ttt ettt s s bt et e st et e b et e e s sesbe s enesaassenaes 1582
GEOMALCRSELSUMMAIY ..ottt ettt e st e et e s e e e e s e e et et e aesaessaeseesnennanes 1584
GEOMALCNSELUPAALE ...ttt et sa et e st sa e e e e e e e e e e s e saenabanaans 1586
HT TPHEAAEL ...ttt ettt ettt et s b st et e et et e s e st e e s ae b et esessansenassans 1588
HTTPREQUEST ...ttt ettt ettt e s e e e sae s se s ae s e e s sae s sa e s b e s saesssessaesssasssaasssesssaenseens 1590
[P ST ettt s b e b e e s a e et e e b e e s b e e st e e s s e e s e e s b e e eat e e tesssaesraereans 1593
[P SEED ESCIIPLON ..ttt sttt see s sre e st e s s st e s sbe s saa e s b e ssseesssesssaesssasssnesssessssesssesnnens 1595
IPSEESUMIMIAIY ettt sttt et e et e ssae s sa e s s e e s saa e s ae s ssaessae e st assaa s saesssassssessseessaesnses 1597
IPSEEUPAALE ..ttt te sttt e e e e e s e st et e st e st e s beesaese e st e s e tetensansassassaeseennanean 1599
LOGGiNGCONTIGUIAtION ..ocuviiiieeeeceteteteeete ettt te s te st e st e e e et et e sbesaesbe s s e s e e e esnesnenannan 1601
PIEAICATE ettt ettt sttt ettt s b et et e s e e et e b et e e enn 1603
RATEBASEARULE ...ttt ettt s sae st st e st s b e e e se st e e s e ssenaenans 1605
REGEXMATCNSEL ...ttt ettt e s e e et st st e st e be s e s se e e e e e e eaenaensaneas 1608
REGEXMAtCNSEISUMIMAIY ...oiiiieeeeteeeeere ettt sttt s e e et et sae st e s besseeneeaennanes 1610
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Welcome

AWS WAFV2

(@ Note

This is the latest version of the AWS WAF API, released in November, 2019. The names

of the entities that you use to access this API, like endpoints and namespaces, all have the
versioning information added, like "V2" or "v2", to distinguish from the prior version. We
recommend migrating your resources to this version, because it has a number of significant
improvements.

If you used AWS WAF prior to this release, you can't use this AWS WAFV2 API to access

any AWS WAF resources that you created before. AWS WAF Classic support will end on
September 30, 2025.

For information about AWS WAF, including how to migrate your AWS WAF Classic resources
to this version, see the AWS WAF Developer Guide.

AWS WAF is a web application firewall that lets you monitor the HTTP and HTTPS requests that
are forwarded to a protected resource. Protected resource types include Amazon CloudFront
distribution, Amazon API Gateway REST API, Application Load Balancer, AWS AppSync GraphQL
API, Amazon Cognito user pool, AWS App Runner service, AWS Amplify application, and AWS
Verified Access instance. AWS WAF also lets you control access to your content, to protect the
AWS resource that AWS WAF is monitoring. Based on conditions that you specify, such as the

IP addresses that requests originate from or the values of query strings, the protected resource
responds to requests with either the requested content, an HTTP 403 status code (Forbidden), or
with a custom response.

This API guide is for developers who need detailed information about AWS WAF API actions, data
types, and errors. For detailed information about AWS WAF features and guidance for configuring
and using AWS WAF, see the AWS WAF Developer Guide.

You can make calls using the endpoints listed in AWS WAF endpoints and quotas.

» For regional resources, you can use any of the endpoints in the list. A regional application can
be an Application Load Balancer (ALB), an Amazon AP| Gateway REST API, an AWS AppSync
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GraphQL API, an Amazon Cognito user pool, an AWS App Runner service, or an AWS Verified
Access instance.

o For Amazon CloudFront and AWS Amplify, you must use the API endpoint listed for US East (N.
Virginia): us-east-1.

Alternatively, you can use one of the AWS SDKs to access an API that's tailored to the programming
language or platform that you're using. For more information, see AWS SDKs.

AWS WAF Classic

(® Note

AWS WAF Classic support will end on September 30, 2025.

This is AWS WAF Classic documentation. For more information, see AWS WAF Classic in
the developer guide.

For the latest version of AWS WAF , use the AWS WAFV2 APl and see the AWS WAF
Developer Guide. With the latest version, AWS WAF has a single set of endpoints for
regional and global use.

This is the AWS WAF Classic API Reference for using AWS WAF Classic with Amazon CloudFront.
The AWS WAF Classic actions and data types listed in the reference are available for

protecting CloudFront distributions. You can use these actions and data types via the endpoint
waf.amazonaws.com. This guide is for developers who need detailed information about the AWS
WAF Classic API actions, data types, and errors. For detailed information about AWS WAF Classic
features and an overview of how to use the AWS WAF Classic API, see the AWS WAF Classic in the
developer guide.

AWS WAF Classic Regional

® Note

AWS WAF Classic support will end on September 30, 2025.
This is AWS WAF Classic documentation. For more information, see AWS WAF Classic in
the developer guide.
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For the latest version of AWS WAF , use the AWS WAFV2 APl and see the AWS WAF
Developer Guide. With the latest version, AWS WAF has a single set of endpoints for
regional and global use.

This is the AWS WAF Classic Regional API Reference for using AWS WAF Classic with the AWS
resources, Elastic Load Balancing Application Load Balancers and Amazon API Gateway APIs. The
AWS WAF Classic actions and data types listed in the reference are available for protecting these
resource types. You can use these actions and data types by means of the endpoints listed in AWS
WAF Classic endpoints and quotas. This guide is for developers who need detailed information
about the AWS WAF Classic API actions, data types, and errors. For detailed information about AWS
WAF Classic features and an overview of how to use the AWS WAF Classic API, see the AWS WAF
Classic in the developer guide.
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Actions

The following actions are supported by AWS WAFV2:

e AssociateWebACL

o CheckCapacity
» CreateAPIKey

e CreatelPSet

« CreateRegexPatternSet

o CreateRuleGroup
o CreateWebACL
« DeleteAPIKey

o DeleteFirewallManagerRuleGroups

e DeletelPSet

» DeleteLoggingConfiguration

» DeletePermissionPolicy

o DeleteRegexPatternSet

» DeleteRuleGroup
o DeleteWebACL

» DescribeAllManagedProducts

» DescribeManagedProductsByVendor

o DescribeManagedRuleGroup
o DisassociateWebACL
o GenerateMobileSdkReleaseUrl

o GetDecryptedAPIKey
o GetIPSet

» GetLoggingConfiguration

» GetManagedRuleSet
» GetMobileSdkRelease

o GetPermissionPolicy

» GetRateBasedStatementManagedKeys
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» GetRegexPatternSet

o GetRuleGroup

» GetSampledRequests

» GetTopPathStatisticsByTraffic
o GetWebACL
+ GetWebACLForResource

« ListAPIKeys
o ListAvailableManagedRuleGroups

o ListAvailableManagedRuleGroupVersions

» ListIPSets
 ListLoggingConfigurations

« ListManagedRuleSets
o ListMobileSdkReleases

» ListRegexPatternSets
e ListResourcesForWebACL

 ListRuleGroups

 ListTagsForResource

o ListWebACLs

« PutLoggingConfiguration

« PutManagedRuleSetVersions

o PutPermissionPolicy

» TagResource
» UntagResource

« UpdatelPSet
» UpdateManagedRuleSetVersionExpiryDate

« UpdateRegexPatternSet

» UpdateRuleGroup
o UpdateWebACL

The following actions are supported by AWS WAF Classic:
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» CreateByteMatchSet

« CreateGeoMatchSet

e CreatelPSet

+ CreateRateBasedRule

» CreateRegexMatchSet

» CreateRegexPatternSet

e CreateRule

o CreateRuleGroup

e CreateSizeConstraintSet

» CreateSqlinjectionMatchSet
» CreateWebACL

» CreateWebACLMigrationStack
» CreateXssMatchSet

o DeleteByteMatchSet

» DeleteGeoMatchSet

« DeletelPSet

» DeleteLoggingConfiguration

o DeletePermissionPolicy

+ DeleteRateBasedRule

o DeleteRegexMatchSet

o DeleteRegexPatternSet

+ DeleteRule

» DeleteRuleGroup

¢ DeleteSizeConstraintSet

» DeleteSqlinjectionMatchSet
» DeleteWebACL

« DeleteXssMatchSet

o GetByteMatchSet

o GetChangeToken

o GetChangeTokenStatus
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o GetGeoMatchSet
e GetlPSet

» GetLoggingConfiguration

o GetPermissionPolicy

+ GetRateBasedRule

» GetRateBasedRuleManagedKeys

o GetRegexMatchSet

» GetRegexPatternSet

o GetRule
o GetRuleGroup

o GetSampledRequests

e GetSizeConstraintSet

o GetSqgllnjectionMatchSet
o GetWebACL
o GetXssMatchSet

 ListActivatedRulesInRuleGroup
 ListByteMatchSets

» ListGeoMatchSets

» ListIPSets

 ListLoggingConfigurations

« ListRateBasedRules

» ListRegexMatchSets

» ListRegexPatternSets

o ListRuleGroups

« ListRules

o ListSizeConstraintSets

 ListSgllnjectionMatchSets

o ListSubscribedRuleGroups

« ListTagsForResource

o ListWebACLs
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The following actions are supported by AWS WAF Classic Regional:

ListXssMatchSets

PutLoggingConfiguration

PutPermissionPolicy
TagResource
UntagResource
UpdateByteMatchSet
UpdateGeoMatchSet

UpdatelPSet
UpdateRateBasedRule

UpdateRegexMatchSet

UpdateRegexPatternSet

UpdateRule
UpdateRuleGroup

UpdateSizeConstraintSet

UpdateSqlinjectionMatchSet
UpdateWebACL
UpdateXssMatchSet

AssociateWebACL
CreateByteMatchSet

CreateGeoMatchSet

CreatelPSet

CreateRateBasedRule

CreateRegexMatchSet

CreateRegexPatternSet

CreateRule

CreateRuleGroup

CreateSizeConstraintSet

CreateSqllnjectionMatchSet
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o CreateWebACL

o CreateWebACLMigrationStack

« CreateXssMatchSet

» DeleteByteMatchSet
+ DeleteGeoMatchSet
+ DeletelPSet

» DeleteLoggingConfiguration

» DeletePermissionPolicy

+ DeleteRateBasedRule

o DeleteRegexMatchSet

o DeleteRegexPatternSet

« DeleteRule

» DeleteRuleGroup

+ DeleteSizeConstraintSet

» DeleteSglinjectionMatchSet
» DeleteWebACL

» DeleteXssMatchSet

« DisassociateWebACL

o GetByteMatchSet

» GetChangeToken

» GetChangeTokenStatus
o GetGeoMatchSet
o GetlIPSet

» GetLoggingConfiguration

o GetPermissionPolicy

o GetRateBasedRule

» GetRateBasedRuleManagedKeys

o GetRegexMatchSet

o GetRegexPatternSet

e GetRule
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o GetRuleGroup

o GetSampledRequests

¢ GetSizeConstraintSet

o GetSqgllnjectionMatchSet
« GetWebACL
+« GetWebACLForResource

¢ GetXssMatchSet

 ListActivatedRulesInRuleGroup
 ListByteMatchSets

» ListGeoMatchSets
 ListIPSets

 ListLoggingConfigurations

« ListRateBasedRules

» ListRegexMatchSets

» ListRegexPatternSets
e ListResourcesForWebACL

« ListRuleGroups

o ListRules

o ListSizeConstraintSets

 ListSgllnjectionMatchSets

o ListSubscribedRuleGroups

» ListTagsForResource
o ListWebACLs
 ListXssMatchSets

» PutLoggingConfiguration

o PutPermissionPolicy

» TagResource
« UntagResource

» UpdateByteMatchSet

» UpdateGeoMatchSet

10
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« UpdatelPSet
» UpdateRateBasedRule

» UpdateRegexMatchSet

« UpdateRegexPatternSet

« UpdateRule
» UpdateRuleGroup

» UpdateSizeConstraintSet

» UpdateSqllnjectionMatchSet
o UpdateWebACL
o UpdateXssMatchSet

AWS WAFV2

The following actions are supported by AWS WAFV2:

e AssociateWebACL

o CheckCapacity

» CreateAPIKey

e CreatelPSet

o CreateRegexPatternSet

o CreateRuleGroup
o CreateWebACL
« DeleteAPIKey

» DeleteFirewallManagerRuleGroups

¢ DeletelPSet

» DeleteLoggingConfiguration

» DeletePermissionPolicy

o DeleteRegexPatternSet

« DeleteRuleGroup
o DeleteWebACL

» DescribeAllManagedProducts

AWS WAFV2 11
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» DescribeManagedProductsByVendor

» DescribeManagedRuleGroup

« DisassociateWebACL

+ GenerateMobileSdkReleaseUrl

o GetDecryptedAPIKey
o GetIPSet

» GetLoggingConfiguration

» GetManagedRuleSet
o GetMobileSdkRelease

o GetPermissionPolicy

» GetRateBasedStatementManagedKeys

o GetRegexPatternSet

o GetRuleGroup

o GetSampledRequests

» GetTopPathStatisticsByTraffic
» GetWebACL

» GetWebACLForResource

 ListAPIKeys
« ListAvailableManagedRuleGroups

o ListAvailableManagedRuleGroupVersions

o ListIPSets

 ListLoggingConfigurations

» ListManagedRuleSets
o ListMobileSdkReleases

» ListRegexPatternSets
e ListResourcesForWebACL

 ListRuleGroups

« ListTagsForResource

o ListWebACLs

« PutLoggingConfiguration

AWS WAFV2
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PutManagedRuleSetVersions

PutPermissionPolicy

TagResource
UntagResource

UpdatelPSet
UpdateManagedRuleSetVersionExpiryDate

UpdateRegexPatternSet

UpdateRuleGroup
UpdateWebACL

AWS WAFV2
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AssociateWebACL
Service: AWS WAFV2

Associates a web ACL with a resource, to protect the resource.

Use this for all resource types except for Amazon CloudFront distributions. For Amazon CloudFront,
call UpdateDistribution for the distribution and provide the Amazon Resource Name (ARN) of
the web ACL in the web ACL ID. For information, see UpdateDistribution in the Amazon CloudFront
Developer Guide.

Required permissions for customer-managed IAM policies

This call requires permissions that are specific to the protected resource type. For details, see
Permissions for AssociateWebACL in the AWS WAF Developer Guide.

Temporary inconsistencies during updates

When you create or change a web ACL or other AWS WAF resources, the changes take a small
amount of time to propagate to all areas where the resources are stored. The propagation time can
be from a few seconds to a number of minutes.

The following are examples of the temporary inconsistencies that you might notice during change
propagation:

After you create a web ACL, if you try to associate it with a resource, you might get an exception
indicating that the web ACL is unavailable.

« After you add a rule group to a web ACL, the new rule group rules might be in effect in one area
where the web ACL is used and not in another.

« After you change a rule action setting, you might see the old action in some places and the new
action in others.

» After you add an IP address to an IP set that is in use in a blocking rule, the new address might
be blocked in one area while still allowed in another.

Request Syntax

"ResourceArn": "string",
"WebACLAzn": "string"
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}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
ResourceArn
The Amazon Resource Name (ARN) of the resource to associate with the web ACL.

The ARN must be in one of the following formats:

« For an Application Load Balancer:
arn:partition:elasticloadbalancing:region:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id

« For an Amazon AP| Gateway REST APIl: arn:partition:apigateway:region::/
restapis/api-id/stages/stage-name

« For an AWS AppSync GraphQL APl: arn:partition:appsync:region:account-
id:apis/GraphQLApiId

« For an Amazon Cognito user pool: arn:partition:cognito-idp:region:account-
id:userpool/user-pool-id

« For an AWS App Runner service: arn:partition:apprunner:region:account-
id:service/apprunner-service-name/apprunner-service-id

« For an AWS Verified Access instance: arn:partition:ec2:region:account-
id:verified-access-instance/instance-id

« For an AWS Amplify application: arn:partition:amplify:region:account-
id:apps/app-id

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S.*

Required: Yes
WebACLArn

The Amazon Resource Name (ARN) of the web ACL that you want to associate with the resource.

AssociateWebACL
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Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S. *

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFFeatureNotIincludedInPricingPlanException

The operation failed because the specified AWS WAF feature isn't supported by the CloudFront
pricing plan associated with the web ACL.

DisallowedFeatures
The names of the disallowed AWS WAF features.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.
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» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
WAFLimitsExceededException

AWS WAF couldn’t perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.

SourceType
Source type for the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFUnavailableEntityException

AWS WAF couldn’t retrieve a resource that you specified for this operation. If you've just created
a resource that you're using in this operation, you might just need to wait a few minutes. It can
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take from a few seconds to a number of minutes for changes to propagate. Verify the resource
specifications in your request parameters and then retry the operation.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3

AssociateWebACL 18
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CheckCapacity
Service: AWS WAFV2

Returns the web ACL capacity unit (WCU) requirements for a specified scope and set of rules. You
can use this to check the capacity requirements for the rules you want to use in a RuleGroup or
WebACL.

AWS WAF uses WCUs to calculate and control the operating resources that are used to run your
rules, rule groups, and web ACLs. AWS WAF calculates capacity differently for each rule type, to
reflect the relative cost of each rule. Simple rules that cost little to run use fewer WCUs than more
complex rules that use more processing power. Rule group capacity is fixed at creation, which helps
users plan their web ACL WCU usage when they use a rule group. For more information, see AWS
WAF web ACL capacity units (WCU) in the AWS WAF Developer Guide.

Request Syntax
{
"Rules": [
{
"Action": {
"Allow": {

"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
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Captcha": {
"CustomRequestHandling": {

"InsertHeaders": [

{

"Name": "string",
"Value": "string"

iy

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
I
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}

},
"CaptchaConfig": {
"ImmunityTimeProperty": {
"ImmunityTime": number

I
"ChallengeConfig": {
"ImmunityTimeProperty": {
"ImmunityTime": number

3,

"Name": "string",

"OverrideAction": {
"Count": {
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"CustomRequestHandling": {
"InsertHeaders": [

{

"Name": "string",
"Value": "string"

b

"None": {

}
I
"Priority": number,
"RulelLabels": [

{

"Name": "string"

1,
"Statement": {
"AndStatement": {
"Statements": [
"Statement"

iy
"AsnMatchStatement": {

"AsnList": [ number ],

"ForwardedIPConfig": {
"FallbackBehavior": "string",
"HeaderName": "string"

b
"ByteMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

CheckCapacity
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¥

"MatchScope": "string",
"OversizeHandling": "string"

iy

"HeaderOrder": {

"OversizeHandling": "string"

3,
"Headers": {
"MatchPattern": {
IIEII: {
3,
"ExcludedHeaders": [ "string" 1,
"IncludedHeaders": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

},
"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

b
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
"ALL": {
.
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

3,
"Method": {

¥

"QueryString": {
3,

"SingleHeader": {

"Name": "string"
1,
"SingleQueryArgument": {
"Name": "string"

3,
"UriFragment": {

CheckCapacity
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"FallbackBehavior": "string"

I

"UriPath": {

}
},
"PositionalConstraint": "string",
"SearchString": blob,
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

iy
"GeoMatchStatement": {

"CountryCodes": [ "string" 1,

"ForwardedIPConfig": {
"FallbackBehavior": "string",
"HeaderName": "string"

I

"IPSetReferenceStatement": {
"ARN": "string",
"IPSetForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string",
"Position": "string"

I

"LabelMatchStatement": {
IlK_exll: "String",
"Scope": "string"

},
"ManagedRuleGroupStatement": {

"ExcludedRules": [

{
"Name": "string"
}
P
"ManagedRuleGroupConfigs": [
{

"AWSManagedRulesACFPRuleSet": {
"CreationPath": "string",
"EnableRegexInPath": boolean,

CheckCapacity
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"RegistrationPagePath": "string",
"RequestInspection": {
"AddressFields": [

{
"Identifier": "string"

}

1,

"EmailField": {
"Identifier": "string"

1,

"PasswordField": {
"Identifier": "string"

1,

"PayloadType": "string",

"PhoneNumberFields": [

{
"Identifier": "string"
}
1,
"UsernameField": {
"Identifier": "string"
}

},
"Responselnspection": {
"BodyContains": {
"FailureStrings": [ "string" 1],

"SuccessStrings": [ "string" ]
I
"Header": {
"FailureValues": [ "string" ],
"Name": "string",
"SuccessValues": [ "string" ]
b
"Json": {
"FailureValues": [ "string" 1],
"Identifier": "string",
"SuccessValues": [ "string" ]
I

"StatusCode": {
"FailureCodes": [ number 1],

"SuccessCodes": [ number ]

iy
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"AWSManagedRulesAntiDDoSRuleSet": {
"ClientSideActionConfig": {

"Challenge": {
"ExemptUriRegularExpressions": [

{
"RegexString": "string"
}
1,
"Sensitivity": "string",
"UsageOfAction": "string"
}
},
"SensitivityToBlock": "string"

I
"AWSManagedRulesATPRuleSet": {
"EnableRegexInPath": boolean,
"LoginPath": "string",
"RequestInspection": {
"PasswordField": {

"Identifier": "string"

+

"PayloadType": "string",
"UsernameField": {

"Identifier": "string"

I
"Responselnspection": {
"BodyContains": {
"FailureStrings": [ "string" 1],
"SuccessStrings": [ "string" ]

b
"Header": {
"FailureValues": [ "string" 1],
"Name": "string",
"SuccessValues": [ "string" ]
.
"Json": {
"FailureValues": [ "string" ],
"Identifier": "string",
"SuccessValues": [ "string" ]
b

"StatusCode": {
"FailureCodes": [ number ],
"SuccessCodes": [ number ]
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},
"AWSManagedRulesBotControlRuleSet": {

"EnableMachinelLearning": boolean,
"InspectionLevel": "string"

3,
"LoginPath": "string",

"PasswordField": {
"Identifier": "string"

1,
"PayloadType": "string",

"UsernameField": {

"Identifier": "string"
}
}
P
"Name": "string",
"RuleActionOverrides": [
{

"ActionToUse": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {

CheckCapacity
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"CustomRequestHandling": {
"InsertHeaders": [

{

"Name": "string",
"Value": "string"

¥

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
I
"Name": "string"
}
1,
"ScopeDownStatement": "Statement",
"VendorName": "string",
"Version": "string"
},
"NotStatement": {
"Statement": "Statement"
I

"OrStatement": {
"Statements": [
"Statement"
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3,

"RateBasedStatement": {
"AggregateKeyType": "string",
"CustomKeys": [

{

Ilﬂll: {

b

"Cookie": {
"Name": "string",
"TextTransformations": [

{

Priority": number,

Type": "string"

iy
"ForwardedIP": {

.

"Header": {
"Name": "string",
"TextTransformations": [

{

Priority": number,
"Type": "string"

1,

"HTTPMethod": {

1,

IIEII: {

1,

"JA3Fingerprint": {
"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

¥

"LabelNamespace": {
"Namespace": "string"

iy
"QueryArgument": {
"Name": "string",
"TextTransformations": [
{
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Priority": number,
"Type": "string"

¥

"QueryString": {
"TextTransformations": [

{
"Priority": number,
"Type": "string"
}
]
b
"UriPath": {
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]
}

1,

"EvaluationWindowSec": number,
"ForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string"
},
"Limit": number,
"ScopeDownStatement": "Statement"

b
"RegexMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {
b
"Body": {
"OversizeHandling": "string"

iy
"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]
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¥

"MatchScope": "string",
"OversizeHandling": "string"

iy

"HeaderOrder": {

"OversizeHandling": "string"

3,
"Headers": {
"MatchPattern": {
IIEII: {
3,
"ExcludedHeaders": [ "string" 1,
"IncludedHeaders": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

},
"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

b
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
"ALL": {
.
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

3,
"Method": {

¥

"QueryString": {
3,

"SingleHeader": {

"Name": "string"
1,
"SingleQueryArgument": {
"Name": "string"

3,
"UriFragment": {

CheckCapacity

30



AWS WAFV2

API| Reference

"FallbackBehavior": "string"
.
"UriPath": {
}
b
"RegexString": "string",
"TextTransformations": [
{
"Priority": number,
"T::Ee": Ilstringll
}
]

},
"RegexPatternSetReferenceStatement": {
"ARN": "string",
"FieldToMatch": {
"AllQueryArguments": {

},
"Bod::" : {

"OversizeHandling": "string"
3,

"Cookies": {
"MatchPattern": {
"ALL":
3,
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" 1]

},
"MatchScope": "string",
"OversizeHandling": "string"
1,
"HeaderOrder": {
"OversizeHandling": "string"
},

"Headers": {
"MatchPattern": {
IIEII: {
iy
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" ]

3,
"MatchScope": "string",
"OversizeHandling": "string"

iy
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"JA3Fingerprint": {
"FallbackBehavior": "string"

},
"JA4Fingerprint": {

"FallbackBehavior": "string"

iy
"JsonBody": {

"InvalidFallbackBehavior": "string",

"MatchPattern": {
IIEII: {
},
"IncludedPaths": [ "string" ]

¥

"MatchScope": "string",
"OversizeHandling": "string"

iy

"Method": {

iy

"QueryString": {

iy

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

iy

"UriFragment": {
"FallbackBehavior": "string"

3,
"UriPath": {
}

iy

"TextTransformations": [

{

Priority": number,
"Type": "string"

b
"RuleGroupReferenceStatement": {
IIMII: "String",
"ExcludedRules": [
{

"Name": "string"
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1,

"RuleActionOverrides": [

{

"ActionToUse": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey":
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{

"Name": "string",
"Value": "string"

"string",
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]
}
},
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
I
"Name": "string"
}
]
I
"SizeConstraintStatement": {
"ComparisonOperator": "string",

"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
"MatchPattern": {
IIEII: {
3,

"ExcludedHeaders": [ "string" 1],
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"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"

},

"JA3Fingerprint": {
"FallbackBehavior": "string"

I

"JA4Fingerprint": {
"FallbackBehavior": "string"

},

"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {

"ALL": {

I

"IncludedPaths": [ "string" 1]
I
"MatchScope": "string",
"OversizeHandling": "string"

},

"Method": {

},

"QueryString": {

},

"SingleHeader": {

"Name": "string"

I

"SingleQueryArgument": {
"Name": "string"

},

"UriFragment": {
"FallbackBehavior": "string"

I

"UriPath": {

}

3,
"Size": number,
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}
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3,
"SgliMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"

},

"JA3Fingerprint": {
"FallbackBehavior": "string"

I

"JA4Fingerprint": {
"FallbackBehavior": "string"

},

"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {

"ALL": {
I

"IncludedPaths": [ "string" 1]

iy
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MatchScope":
"OversizeHandling": "string"

"string",

b

"Method": {

b

"QueryString": {

b

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

¥

"UriFragment": {
"FallbackBehavior": "string"

.

"UriPath": {

}
b
"SensitivitylLevel": "string",
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

b
"XssMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {
b
"Body": {
"OversizeHandling": "string"

iy
"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

3,
"MatchScope": "string",
"OversizeHandling": "string"

iy
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"HeaderOrder": {

"OversizeHandling": "string"

3,
"Headers": {
"MatchPattern": {
"ALL":
3,

"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"

},

"JA3Fingerprint": {
"FallbackBehavior": "string"

I

"JA4Fingerprint": {
"FallbackBehavior": "string"

},

"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {

"ALL": {

I

"IncludedPaths": [ "string" 1]
I
"MatchScope": "string",
"OversizeHandling": "string"

},

"Method": {

},

"QueryString": {

},

"SingleHeader": {

"Naﬂ": "String"

1,

"SingleQueryArgument": {
"Name": "string"

¥

"UriFragment": {
"FallbackBehavior": "string"

iy
"UriPath": {
}
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},
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]

}

},

"VisibilityConfig": {
"CloudWatchMetricsEnabled": boolean,
"MetricName": "string",
"SampledRequestsEnabled": boolean

1,
"Scope": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Rules

An array of Rule that you're configuring to use in a rule group or web ACL.
Type: Array of Rule objects

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

» APl and SDKs - For all calls, use the Region endpoint us-east-1.
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Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Syntax

"Capacity": number

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
Capacity
The capacity required by the rules and scope.
Type: Long

Valid Range: Minimum value of O.

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFExpiredManagedRuleGroupVersionException

The operation failed because the specified version for the managed rule group has
expired. You can retrieve the available versions for the managed rule group by calling
ListAvailableManagedRuleGroupVersions.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

CheckCapacity
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HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

« You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFInvalidResourceException

AWS WAF couldn’t perform the operation because the resource that you requested isn't valid.
Check the resource, and try again.

HTTP Status Code: 400
WAFLimitsExceededException

AWS WAF couldn’t perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.
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SourceType
Source type for the exception.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn’t perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFSubscriptionNotFoundException

You tried to use a managed rule group that's available by subscription, but you aren't subscribed
to it yet.

HTTP Status Code: 400
WAFUnavailableEntityException

AWS WAF couldn't retrieve a resource that you specified for this operation. If you've just created
a resource that you're using in this operation, you might just need to wait a few minutes. It can
take from a few seconds to a number of minutes for changes to propagate. Verify the resource
specifications in your request parameters and then retry the operation.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

o AWS SDK for JavaScript V3
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« AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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CreateAPIKey
Service: AWS WAFV?2

Creates an API key that contains a set of token domains.

API keys are required for the integration of the CAPTCHA APl in your JavaScript client applications.
The API lets you customize the placement and characteristics of the CAPTCHA puzzle for your
end users. For more information about the CAPTCHA JavaScript integration, see AWS WAF client

application integration in the AWS WAF Developer Guide.

You can use a single key for up to 5 domains. After you generate a key, you can copy it for use in
your JavaScript integration.

Request Syntax

{
"Scope": "string",
"TokenDomains": [ "string" ]
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String

Valid Values: CLOUDFRONT | REGIONAL
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Required: Yes

TokenDomains

The client application domains that you want to use this API key for.

Example JSON: "TokenDomains": ["abc.com", "store.abc.com"]

Public suffixes aren't allowed. For example, you can't use gov. au or co.uk as token domains.
Type: Array of strings

Array Members: Minimum number of 1 item.

Length Constraints: Minimum length of 1. Maximum length of 253.

Pattern: A[\w\.\-/1+$

Required: Yes

Response Syntax

APIKey": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

APIKey

The generated, encrypted API key. You can copy this for use in your JavaScript CAPTCHA
integration.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Pattern: . *\S. *
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Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidOperationException
The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFLimitsExceededException

AWS WAF couldn’t perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.

SourceType
Source type for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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CreatelPSet
Service: AWS WAFV?2

Creates an IPSet, which you use to identify web requests that originate from specific IP addresses
or ranges of IP addresses. For example, if you're receiving a lot of requests from a ranges of IP
addresses, you can configure AWS WAF to block them using an IPSet that lists those IP addresses.

Request Syntax

"Addresses": [ "string" 1],

"Description": "string",

"IPAddressVersion": "string",
"Name": "string",
"Scope": "string",
"Tags": [
{

Key": "string",
"Value": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Addresses

Contains an array of strings that specifies zero or more IP addresses or blocks of IP addresses
that you want AWS WAF to inspect for in incoming requests. All addresses must be specified
using Classless Inter-Domain Routing (CIDR) notation. AWS WAF supports all IPv4 and IPv6 CIDR
ranges except for /0.

Example address strings:
» For requests that originated from the IP address 192.0.2.44, specify 192.0.2.44/32.

 For requests that originated from IP addresses from 192.0.2.0 to 192.0.2.255, specify
192.0.2.0/24.
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» For requests that originated from the IP address
1111:0000:0000:0000:0000:0000:0000:0111, specify
1111:0000:0000:0000:0000:0000:0000:0111/128.

» For requests that originated from IP addresses 1111:0000:0000:0000:0000:0000:0000:0000
to 1111:0000:0000:0000:ffff.ffff.ffff.ffff, specify
1111:0000:0000:0000:0000:0000:0000:0000/64.

For more information about CIDR notation, see the Wikipedia entry Classless Inter-Domain
Routing.

Example JSON Addresses specifications:
o Empty array: "Addresses": []
« Array with one address: "Addresses": ["192.0.2.44/32"]

 Array with three addresses: "Addresses": ["192.0.2.44/32", "192.0.2.0/24",
"192.0.0.0/16"]

« INVALID specification: "Addresses": [""] INVALID

Type: Array of strings

Length Constraints: Minimum length of 1. Maximum length of 50.
Pattern: . *\S. *

Required: Yes
Description

A description of the IP set that helps with identification.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: A[\w+=:#@/\-,\.1[\w+=:#@/\-,\ . \s]+[\w+=:#@/\-,\.1$

Required: No

IPAddressVersion

The version of the IP addresses, either IPV4 or IPV6.
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Type: String
Valid Values: IPV4 | IPV6

Required: Yes

Name

The name of the IP set. You cannot change the name of an IPSet after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-]1+$

Required: Yes

Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes
Tags

An array of key:value pairs to associate with the resource.
Type: Array of Tag objects
Array Members: Minimum number of 1 item.

Required: No
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Response Syntax

{
"Summary": {
"ARN": "string",
"Description": "string",
"Id": "string",
"LockToken": "string",
"Name": "string"
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Summary

High-level information about an IPSet, returned by operations like create and list. This provides
information like the ID, that you can use to retrieve and manage an IPSet, and the ARN, that
you provide to the IPSetReferenceStatement to use the address set in a Rule.

Type: IPSetSummary object

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFDuplicateltemException

AWS WAF couldn’t perform the operation because the resource that you tried to save is a
duplicate of an existing one.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.
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HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

 You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
WAFLimitsExceededException

AWS WAF couldn't perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.

SourceType
Source type for the exception.

HTTP Status Code: 400
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WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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CreateRegexPatternSet
Service: AWS WAFV2

Creates a RegexPatternSet, which you reference in a RegexPatternSetReferenceStatement, to have
AWS WAF inspect a web request component for the specified patterns.

Request Syntax

Description": "string",
"Name": "string",

"ReqgularExpressionList": [

{

RegexString": "string
}

1,
"Scope": "string",
"Tags": [

{

Key": "string",
"Value": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Description
A description of the set that helps with identification.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: A[\w+=:#@/\-,\. 1[\w+=:#@/\-,\.\s1+[\w+=:#@/\-,\.1$

Required: No
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Name

The name of the set. You cannot change the name after you create the set.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-]1+$

Required: Yes

RegularExpressionList

Array of regular expression strings.
Type: Array of Regex objects

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

e CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

» APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes
Tags

An array of key:value pairs to associate with the resource.
Type: Array of Tag objects
Array Members: Minimum number of 1 item.

Required: No
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Response Syntax

{
"Summary": {
"ARN": "string",
"Description": "string",
"Id": "string",
"LockToken": "string",
"Name": "string"
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Summary

High-level information about a RegexPatternSet, returned by operations like create and

list. This provides information like the ID, that you can use to retrieve and manage a
RegexPatternSet, and the ARN, that you provide to the RegexPatternSetReferenceStatement
to use the pattern set in a Rule.

Type: RegexPatternSetSummary object

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFDuplicateltemException

AWS WAF couldn't perform the operation because the resource that you tried to save is a
duplicate of an existing one.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.
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HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

 You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
WAFLimitsExceededException

AWS WAF couldn't perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.

SourceType
Source type for the exception.

HTTP Status Code: 400
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WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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CreateRuleGroup
Service: AWS WAFV2

Creates a RuleGroup per the specifications provided.

A rule group defines a collection of rules to inspect and control web requests that you can use in
a WebACL. When you create a rule group, you define an immutable capacity limit. If you update
a rule group, you must stay within the capacity. This allows others to reuse the rule group with
confidence in its capacity requirements.

Request Syntax

Capacity": number,
"CustomResponseBodies": {

"string" : {
"Content": "string",

"ContentType": "string"
}
I
"Description": "string",
"Name": "string",
"Rules”: [
{
"Action": {
"Allow": {

"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
1,
"Block": {
"CustomResponse": {
"CustomResponseBodyKey": "string",

ResponseCode": number,
"ResponseHeaders": [

{

"Name": "string",
"Value": "string"
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iy

"Captcha": {
"CustomRequestHandling": {

"InsertHeaders": [

{

"Name": "string",
"Value": "string"

iy

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
I
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}

},
"CaptchaConfig": {
"ImmunityTimeProperty": {
"ImmunityTime": number

I
"ChallengeConfig": {
"ImmunityTimeProperty": {
"ImmunityTime": number
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},
"Name": "string",
"OverrideAction": {
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},
"None": {
}
I

Priority": number,
"RulelLabels": [

{

"Name": "string"

1,
"Statement": {
"AndStatement": {
"Statements": [
"Statement"

iy
"AsnMatchStatement": {

"AsnList": [ number ],

"ForwardedIPConfig": {
"FallbackBehavior": "string",
"HeaderName": "string"

b
"ByteMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
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IIEII: {

.

"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"

},

"JA3Fingerprint": {
"FallbackBehavior": "string"

I

"JA4Fingerprint": {
"FallbackBehavior": "string"

},

"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {

"ALL": {

I

"IncludedPaths": [ "string" 1]
I
"MatchScope": "string",
"OversizeHandling": "string"

},

"Method": {

},

"QueryString": {

},

"SingleHeader": {

"Name": "string"

I
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"SingleQueryArgument": {
"Name": "string"

b
"UriFragment": {

"FallbackBehavior": "string"

I

"UriPath": {

}
},
"PositionalConstraint": "string",
"SearchString": blob,
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

1,

"GeoMatchStatement": {
"CountryCodes": [ "string" 1,
"ForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string"

I
"IPSetReferenceStatement": {

"ARN": "string",
"IPSetForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string",
"Position": "string"

I
"LabelMatchStatement": {

"Key": "string",
"Scope": "string"

},
"ManagedRuleGroupStatement": {
"ExcludedRules": [

{

"Name": "string"

P
"ManagedRuleGroupConfigs": [

CreateRuleGroup 63



AWS WAFV2

API| Reference

"AWSManagedRulesACFPRuleSet": {
"CreationPath": "string",

"EnableRegexInPath": boolean,
"RegistrationPagePath": "string",

"RequestInspection": {
"AddressFields": [

{
"Identifier": "string"

}

1,

"EmailField": {
"Identifier": "string"

1,

"PasswordField": {
"Identifier": "string"

1,

"PayloadType": "string",

"PhoneNumberFields": [

{
"Identifier": "string"
}
1,
"UsernameField": {
"Identifier": "string"
}

1,
"Responselnspection": {
"BodyContains": {

"FailureStrings": [ "string" 1],
"SuccessStrings": [ "string" ]

I
"Header": {
"FailureValues": [ "string" ],
"Name": "string",
"SuccessValues": [ "string" ]
b
"Json": {
"FailureValues": [ "string" 1],
"Identifier": "string",
"SuccessValues": [ "string" ]
I

"StatusCode": {

"FailureCodes": [ number 1],
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"SuccessCodes": [ number ]

iy
"AWSManagedRulesAntiDDoSRuleSet": {
"ClientSideActionConfig": {

"Challenge": {
"ExemptUriRegularExpressions": [

{
"RegexString": "string"
}
1,
"Sensitivity": "string",
"UsageOfAction": "string"
}
},
"SensitivityToBlock": "string"

I
"AWSManagedRulesATPRuleSet": {
"EnableRegexInPath": boolean,
"LoginPath": "string",
"RequestInspection": {
"PasswordField": {
"Identifier": "string"

+

"PayloadType": "string",
"UsernameField": {

"Identifier": "string"

I
"Responselnspection": {
"BodyContains": {
"FailureStrings": [ "string" 1],
"SuccessStrings": [ "string" ]

b

"Header": {
"FailureValues": [ "string" 1],
"Name": "string",
"SuccessValues": [ "string" ]

.

"Json": {
"FailureValues": [ "string" ],
"Identifier": "string",

"SuccessValues": [ "string" ]
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3,

"StatusCode": {
"FailureCodes": [ number 7],
"SuccessCodes": [ number ]

},
"AWSManagedRulesBotControlRuleSet": {

"EnableMachinelLearning": boolean,
"InspectionLevel": "string"

3,
"LoginPath": "string",

"PasswordField": {
"Identifier": "string"

1,
"PayloadType": "string",

"UsernameField": {

"Identifier": "string"
}
}
P
"Name": "string",
"RuleActionOverrides": [
{

"ActionToUse": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
I
"Block": {

"CustomResponse": {

"CustomResponseBodyKey": "string",

"ResponseCode": number,
"ResponseHeaders": [

{

"Name": "string",
"Value": "string"
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},
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [

{

"Name": "string",
"Value": "string"

¥

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
1,
"Name": "string"
}
1,
"ScopeDownStatement": "Statement",
"VendorName": "string",
"Version": "string"

I
"NotStatement": {
"Statement": "Statement"

iy
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"OrStatement": {
"Statements": [
"Statement"

I
"RateBasedStatement": {

"AggregateKeyType": "string",
"CustomKeys": [

{
"ASN": {
3,
"Cookie": {
"Name": "string",
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]
iy
"ForwardedIP": {
iy
"Header": {
"Name": "string",
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]
3,
"HTTPMethod": {
3,
IIEII: {
3,

"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {

"FallbackBehavior": "string"

¥

"LabelNamespace": {
"Namespace": "string"

iy
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"QueryArgument": {

"Name": "string",
"TextTransformations": [
{

Priority": number,
"Type": "string"

¥

"QueryString": {
"TextTransformations": [

{
"Priority": number,
"Type": "string"
}
]
b
"UriPath": {
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]
}

1,

"EvaluationWindowSec": number,
"ForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string"
},
"Limit": number,
"ScopeDownStatement": "Statement"

b
"RegexMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
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IIEII: {

.

"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"

},

"JA3Fingerprint": {
"FallbackBehavior": "string"

I

"JA4Fingerprint": {
"FallbackBehavior": "string"

},

"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {

"ALL": {

I

"IncludedPaths": [ "string" 1]
I
"MatchScope": "string",
"OversizeHandling": "string"

},

"Method": {

},

"QueryString": {

},

"SingleHeader": {

"Name": "string"

I
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"SingleQueryArgument": {
"Name": "string"

b
"UriFragment": {

"FallbackBehavior": "string"

iy
"UriPath": {
}

3,

"RegexString": "string",

"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

¥

"RegexPatternSetReferenceStatement": {
"ARN": "string",
"FieldToMatch": {
"AllQueryArguments": {

},
"Body": {

"OversizeHandling": "string"
3,

"Cookies": {
"MatchPattern": {
"ALL":
3,
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" 1]

},
"MatchScope": "string",
"OversizeHandling": "string"
1,
"HeaderOrder": {
"OversizeHandling": "string"
},

"Headers": {
"MatchPattern": {
IIEII: {
iy
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" ]
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3,
"MatchScope": "string",

"OversizeHandling": "string"

1,
"JA3Fingerprint": {
"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

iy
"JsonBody": {

"InvalidFallbackBehavior": "string",

"MatchPattern": {
IIEII: {
},
"IncludedPaths": [ "string" ]

3,
"MatchScope": "string",

"OversizeHandling": "string"

iy
"Method": {

iy

"QueryString": {
iy
"SingleHeader": {

"Name": "string"

},

"SingleQueryArgument": {
"Name": "string"

iy

"UriFragment": {
"FallbackBehavior": "string"

3,
"UriPath": {
}

iy

"TextTransformations": [

{

Priority": number,
"Type": "string"

¥

"RuleGroupReferenceStatement": {
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IIMII: "String",
"ExcludedRules": [

{
"Name": "string"
}
1,
"RuleActionOverrides": [
{

"ActionToUse": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [
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{
"Name": "string",
"Value": "string"
}
]
}
},
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
I
"Name": "string"
}
]
I
"SizeConstraintStatement": {
"ComparisonOperator": "string",

"FieldToMatch": {
"AllQueryArguments": {
1,
"Body": {
"OversizeHandling": "string"

iy
"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
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"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

},
"MatchScope": "string",
"OversizeHandling": "string"

1,
"JA3Fingerprint": {
"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

b
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
"ALL": {
.
"IncludedPaths": [ "string" 1]

iy

MatchScope": "string",
"OversizeHandling": "string"

3,
"Method": {

+

"QueryString": {
3,
"SingleHeader": {

"Naﬂ": "String"

1,

"SingleQueryArgument": {
"Name": "string"

¥

"UriFragment": {
"FallbackBehavior": "string"

I

"UriPath": {

}
b
"Size": number,
"TextTransformations": [

{
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Priority": number,
"Type": "string"

3,
"SgliMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"
},
"JA3Fingerprint": {
"FallbackBehavior": "string"
I
"JA4Fingerprint": {
"FallbackBehavior": "string"
},
"JsonBody": {
"InvalidFallbackBehavior": "string",

"MatchPattern": {
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||£u: {
iy
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

b

"Method": {

b

"QueryString": {

b

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

¥

"UriFragment": {
"FallbackBehavior": "string"

.

"UriPath": {

}
b
"SensitivitylLevel": "string",
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

b
"XssMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {
b
"Body": {
"OversizeHandling": "string"

iy
"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]
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¥

"MatchScope": "string",
"OversizeHandling": "string"

iy

"HeaderOrder": {

"OversizeHandling": "string"

3,
"Headers": {
"MatchPattern": {
IIEII: {
3,
"ExcludedHeaders": [ "string" 1,
"IncludedHeaders": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

},
"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

b
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
"ALL": {
.
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

3,
"Method": {

¥

"QueryString": {
3,

"SingleHeader": {

"Name": "string"
1,
"SingleQueryArgument": {
"Name": "string"

3,
"UriFragment": {
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"FallbackBehavior": "string"
iy
"UriPath": {
}
iy
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]

},

"VisibilityConfig": {
"CloudWatchMetricsEnabled": boolean,
"MetricName": "string",
"SampledRequestsEnabled": boolean

}
3
1,
"Scope": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,

"VisibilityConfig": {
"CloudWatchMetricsEnabled": boolean,
"MetricName": "string",
"SampledRequestsEnabled": boolean

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Capacity

The web ACL capacity units (WCUs) required for this rule group.
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When you create your own rule group, you define this, and you cannot change it after creation.
When you add or modify the rules in a rule group, AWS WAF enforces this limit. You can check
the capacity for a set of rules using CheckCapacity.

AWS WAF uses WCUs to calculate and control the operating resources that are used to run

your rules, rule groups, and web ACLs. AWS WAF calculates capacity differently for each rule
type, to reflect the relative cost of each rule. Simple rules that cost little to run use fewer

WCUs than more complex rules that use more processing power. Rule group capacity is fixed at
creation, which helps users plan their web ACL WCU usage when they use a rule group. For more
information, see AWS WAF web ACL capacity units (WCU) in the AWS WAF Developer Guide.

Type: Long
Valid Range: Minimum value of 1.

Required: Yes

CustomResponseBodies

A map of custom response keys and content bodies. When you create a rule with a block action,
you can send a custom response to the web request. You define these for the rule group, and
then use them in the rules that you define in the rule group.

For information about customizing web requests and responses, see Customizing web requests
and responses in AWS WAF in the AWS WAF Developer Guide.

For information about the limits on count and size for custom request and response settings,
see AWS WAF quotas in the AWS WAF Developer Guide.

Type: String to CustomResponseBody object map

Map Entries: Maximum number of items.
Key Length Constraints: Minimum length of 1. Maximum length of 128.
Key Pattern: A[\w\-]1+$

Required: No
Description

A description of the rule group that helps with identification.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 256.

Pattern: A[\w+=:#@/\-,\. 1 [\w+=:#@/\-,\.\sI+[\w+=:#@/\-,\.]1$

Required: No

Name

The name of the rule group. You cannot change the name of a rule group after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-1+$

Required: Yes

Rules

The Rule statements used to identify the web requests that you want to manage. Each rule
includes one top-level statement that AWS WAF uses to identify matching web requests, and
parameters that govern how AWS WAF handles them.

Type: Array of Rule objects

Required: No
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

« CLI - Specify the Region when you use the CloudFront scope: - -scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes
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Tags

An array of key:value pairs to associate with the resource.
Type: Array of Tag objects
Array Members: Minimum number of 1 item.

Required: No
VisibilityConfig

Defines and enables Amazon CloudWatch metrics and web request sample collection.

Type: VisibilityConfig object

Required: Yes

Response Syntax

{
"Summary": {
"ARN": "string",
"Description": "string",
"Id": "string",
"LockToken": "string",
"Name": "string"
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Summary

High-level information about a RuleGroup, returned by operations like create and list. This
provides information like the ID, that you can use to retrieve and manage a RuleGroup, and the
ARN, that you provide to the RuleGroupReferenceStatement to use the rule group in a Rule.

Type: RuleGroupSummary object
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Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFDuplicateltemException

AWS WAF couldn’t perform the operation because the resource that you tried to save is a
duplicate of an existing one.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.
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Reason
Additional information about the exception.

HTTP Status Code: 400
WAFLimitsExceededException

AWS WAF couldn't perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.

SourceType
Source type for the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFSubscriptionNotFoundException

You tried to use a managed rule group that's available by subscription, but you aren't subscribed
to it yet.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
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WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500
WAFUnavailableEntityException

AWS WAF couldn't retrieve a resource that you specified for this operation. If you've just created
a resource that you're using in this operation, you might just need to wait a few minutes. It can
take from a few seconds to a number of minutes for changes to propagate. Verify the resource
specifications in your request parameters and then retry the operation.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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CreateWebACL
Service: AWS WAFV?2

Creates a WebACL per the specifications provided.

A web ACL defines a collection of rules to use to inspect and control web requests. Each rule has
a statement that defines what to look for in web requests and an action that AWS WAF applies
to requests that match the statement. In the web ACL, you assign a default action to take (allow,
block) for any request that does not match any of the rules. The rules in a web ACL can be a
combination of the types Rule, RuleGroup, and managed rule group. You can associate a web
ACL with one or more AWS resources to protect. The resource types include Amazon CloudFront
distribution, Amazon API Gateway REST API, Application Load Balancer, AWS AppSync GraphQL
API, Amazon Cognito user pool, AWS App Runner service, AWS Amplify application, and AWS
Verified Access instance.

Request Syntax

"ApplicationConfig": {
"Attributes": [
{

"Name": "string",
"Values": [ "string" 1]

}I

"AssociationConfig": {
"RequestBody": {
"string" : {
"DefaultSizelInspectionLimit": "string"

}

}
"CaptchaConfig": {

"ImmunityTimeProperty": {

"ImmunityTime": number
}

},
"ChallengeConfig": {

"ImmunityTimeProperty": {
"ImmunityTime": number

}
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¥

"CustomResponseBodies": {
"string" : {
"Content": "string",
" "string"

ContentType":

¥

"DataProtectionConfig": {
"DataProtections": [

{
"Action": "string",
"ExcludeRateBasedDetails": boolean,
"ExcludeRuleMatchDetails": boolean,
"Field": {
"FieldKeys": [ "string" 1],
"FieldType": "string"
}
}
]
I
"DefaultAction": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"

}

]
}
}
I
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Description": "string",
"Name": "string",

"OnSourceDDoSProtectionConfig": {
"ALBLowReputationMode": "string"

b
"Rules": [
{
"Action": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
I
"Block”: {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
I
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
I

Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
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"Name": "string",
"Value": "string"
}
]
}
I
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}

},
"CaptchaConfig": {
"ImmunityTimeProperty": {
"ImmunityTime": number

1,
"ChallengeConfig": {

"ImmunityTimeProperty": {
"ImmunityTime": number

}
},
"Name": "string",
"OverrideAction": {
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},
"None": {
}
I

Priority": number,
"RulelLabels": [
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"Name": "string"

1,
"Statement": {
"AndStatement": {
"Statements": [
"Statement"

I
"AsnMatchStatement": {
"AsnList": [ number ],
"ForwardedIPConfig": {
"FallbackBehavior": "string",
"HeaderName": "string"

b
"ByteMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

+

"MatchScope": "string",
"OversizeHandling": "string"

},

"HeaderOrder": {
"OversizeHandling": "string"

1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

iy
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iy

MatchScope": "string",
"OversizeHandling": "string"

1,
"JA3Fingerprint": {
"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

3,
"JsonBody": {

"InvalidFallbackBehavior": "string",

"MatchPattern": {
IIEII: {
1,

"IncludedPaths": [ "string" 1]

iy

MatchScope": "string",
"OversizeHandling": "string"

b

"Method": {

b

"QueryString": {

b

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

+

"UriFragment": {
"FallbackBehavior": "string"

iy
"UriPath": {
}

"PositionalConstraint": "string",

"SearchString": blob,

"TextTransformations": [

{
"Priority": number,
"Type": "string"

}
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"GeoMatchStatement": {
"CountryCodes": [ "string" 1,
"ForwardedIPConfig": {

"FallbackBehavior": "string",

"HeaderName": "string"

I
"IPSetReferenceStatement": {

"ARN": "string",
"IPSetForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string",
"Position": "string"

I
"LabelMatchStatement": {

IlKe::ll: "String",
"Scope": "string"

},
"ManagedRuleGroupStatement": {
"ExcludedRules": [

{
"Name": "string"
}
1,
"ManagedRuleGroupConfigs": [
{
"AWSManagedRulesACFPRuleSet": {
"CreationPath": "string",
"EnableRegexInPath":

"RegistrationPagePath": "string",

"RequestInspection": {

"AddressFields": [
{

"Identifier": "string"

P
"EmailField": {

"Identifier": "string"

iy

"PasswordField": {

"Identifier": "string"

¥

"PayloadType": "string",
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"PhoneNumberFields": [

{
"Identifier": "string"
}
1,
"UsernameField": {
"Identifier": "string"
}

b
"Responselnspection": {
"BodyContains": {
"FailureStrings": [ "string" 1],
"SuccessStrings": [ "string" ]

I
"Header": {
"FailureValues": [ "string" ],
"Name": "string",
"SuccessValues": [ "string" ]
b
"Json": {
"FailureValues": [ "string" 1],
"Identifier": "string",
"SuccessValues": [ "string" ]
I

"StatusCode": {
"FailureCodes": [ number 1],
"SuccessCodes": [ number ]

iy
"AWSManagedRulesAntiDDoSRuleSet": {

"ClientSideActionConfig": {

"Challenge": {
"ExemptUriRegularExpressions": [

{

"RegexString": "string"

1,
"Sensitivity": "string",
"UsageOfAction": "string"

iy

"SensitivityToBlock": "string"

iy
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"AWSManagedRulesATPRuleSet": {
"EnableRegexInPath": boolean,
"LoginPath": "string",
"RequestInspection": {

"PasswordField": {

"Identifier": "string"

¥

"PayloadType": "string",
"UsernameField": {

"Identifier": "string"

1,
"Responselnspection": {
"BodyContains": {

"FailureStrings": [ "string" 1],
"SuccessStrings": [ "string" 1]

b
"Header": {
"FailureValues": [ "string" 1],
"Name": "string",
"SuccessValues": [ "string" ]
.
"Json": {
"FailureValues": [ "string" ],
"Identifier": "string",
"SuccessValues": [ "string" ]
b

"StatusCode": {
"FailureCodes": [ number ],
"SuccessCodes": [ number ]

b
"AWSManagedRulesBotControlRuleSet": {
"EnableMachinelLearning": boolean,

"InspectionLevel": "string"

¥

"LoginPath": "string",
"PasswordField": {

"Identifier": "string"

¥

"PayloadType": "string",
"UsernameField": {

"Identifier": "string"
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}
}
P
"Name": "string",
"RuleActionOverrides": [
{

"ActionToUse": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{

"Name": "string",
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"Value": "string"
}
]
}
},
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
I
"Name": "string"
}
1,
"ScopeDownStatement": "Statement",
"VendorName": "string",
"Version": "string"
},
"NotStatement": {
"Statement": "Statement"
I

"OrStatement": {
"Statements": [
"Statement"

3,

"RateBasedStatement": {
"AggregateKeyType": "string",
"CustomKeys": [

{
Ilmll: {
b
"Cookie": {
"Name": "string",
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
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iy
"ForwardedIP": {

.

"Header": {
"Name": "string",
"TextTransformations": [

{

Priority": number,
"Type": "string"

I
"HTTPMethod": {

b

IIEII : {

b
"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

+

"LabelNamespace": {
"Namespace": "string"

.
"QueryArgument": {
"Name": "string",
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]
b

"QueryString": {
"TextTransformations": [

{
"Priority": number,
"Type": "string"
}
]
b
"UriPath": {
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"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

1,

"EvaluationWindowSec": number,
"ForwardedIPConfig": {
"FallbackBehavior": "string",

"HeaderName": "string"
I
"Limit": number,
"ScopeDownStatement": "Statement"

},
"RegexMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

+

"MatchScope": "string",
"OversizeHandling": "string"

},

"HeaderOrder": {
"OversizeHandling": "string"

1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

iy
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MatchScope":
"OversizeHandling": "string"

"string",

b
"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

b
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
"ALL": {
.
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

b

"Method": {

b

"QueryString": {
b

"SingleHeader": {

"Name": "string"
1,
"SingleQueryArgument": {
"Name": "string"

+

"UriFragment": {
"FallbackBehavior": "string"

iy
"UriPath": {
}

3,

"RegexString": "string",
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

¥

"RegexPatternSetReferenceStatement": {
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"ARN": "string",
"FieldToMatch": {

"AllQueryArguments": {

},
"Body": {

"OversizeHandling": "string"
3,

"Cookies": {
"MatchPattern": {
"ALL":
3,
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" 1]

},
"MatchScope": "string",
"OversizeHandling": "string"
1,
"HeaderOrder": {
"OversizeHandling": "string"
},

"Headers": {
"MatchPattern": {
IIEII: {
iy
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" ]

3,
"MatchScope": "string",
"OversizeHandling": "string"
},
"JA3Fingerprint": {
"FallbackBehavior": "string"
3,

"JA4Fingerprint": {
"FallbackBehavior": "string"

I
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
uEu: {
},

"IncludedPaths": [ "string" ]

3,
"MatchScope": "string",
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"OversizeHandling": "string"

iy

"Method": {

iy

"QueryString": {

iy

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

iy
"UriFragment": {
"FallbackBehavior": "string"
3,
"UriPath": {
}
iy
"TextTransformations": [
{
"Priority": number,
"Type": "string"
}
]

b

"RuleGroupReferenceStatement": {
"ARN": "string",
"ExcludedRules": [

{
"Name": "string"
}
1,
"RuleActionOverrides": [
{

"ActionToUse": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{

"Name": "string",
"Value": "string"
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iy

},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey": "string",
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
1,
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
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"Name": "string"

I
"SizeConstraintStatement": {
"ComparisonOperator": "string",
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"
},
"HeaderOrder": {
"OversizeHandling": "string"
1,

"Headers": {
"MatchPattern": {
"ALL":
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

I
"MatchScope": "string",
"OversizeHandling": "string"
},
"JA3Fingerprint": {
"FallbackBehavior": "string"
I
"JA4Fingerprint": {
"FallbackBehavior": "string"
},
"JsonBody": {
"InvalidFallbackBehavior": "string",

"MatchPattern": {
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||£u: {
iy
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

b

"Method": {

b

"QueryString": {

b

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

¥

"UriFragment": {
"FallbackBehavior": "string"

I

"UriPath": {

}
b
"Size": number,
"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

b
"SgliMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {
b
"Body": {
"OversizeHandling": "string"

iy
"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]
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¥

"MatchScope": "string",
"OversizeHandling": "string"

iy

"HeaderOrder": {

"OversizeHandling": "string"

3,
"Headers": {
"MatchPattern": {
IIEII: {
3,
"ExcludedHeaders": [ "string" 1,
"IncludedHeaders": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

},
"JA3Fingerprint": {

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

b
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
"ALL": {
.
"IncludedPaths": [ "string" 1]

iy

MatchScope":
"OversizeHandling": "string"

"string",

3,
"Method": {

¥

"QueryString": {
3,

"SingleHeader": {

"Name": "string"
1,
"SingleQueryArgument": {
"Name": "string"

3,
"UriFragment": {
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"FallbackBehavior": "string"
.
"UriPath": {
}
b
"SensitivitylLevel": "string",
"TextTransformations": [
{
"Priority": number,
"T::Ee": Ilstringll
}
]

I
"XssMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

3,
"Body": {

"OversizeHandling": "string"
},

"Cookies": {
"MatchPattern": {
IIEII: {
iy
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

3,
"MatchScope": "string",
"OversizeHandling": "string"

iy
"HeaderOrder": {

"OversizeHandling": "string"

3,
"Headers": {
"MatchPattern": {
IIEII: {
3,
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" 1]

},
"MatchScope": "string",
"OversizeHandling": "string"

},
"JA3Fingerprint": {

CreateWebACL

106



AWS WAFV2

API| Reference

"FallbackBehavior": "string"

1,
"JA4Fingerprint": {
"FallbackBehavior": "string"

3,
"JsonBody": {

"InvalidFallbackBehavior": "string",

"MatchPattern": {
"All": {
iy
"IncludedPaths": [ "string" 1]

iy

MatchScope": "string",
"OversizeHandling": "string"

3,
"Method": {

¥

"QueryString": {
3,
"SingleHeader": {

uuémgu: "String"

1,

"SingleQueryArgument": {
"Name": "string"

+

"UriFragment": {
"FallbackBehavior": "string"

1,
"UriPath": {
}
I
"TextTransformations": [

{

Priority": number,

Type": "string"

},

"VisibilityConfig": {
"CloudWatchMetricsEnabled": boolean,
"MetricName": "string",
"SampledRequestsEnabled": boolean
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3
1,
"Scope": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
1,

"TokenDomains": [ "string" 1,

"VisibilityConfig": {
"CloudWatchMetricsEnabled": boolean,
"MetricName": "string",
"SampledRequestsEnabled": boolean

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ApplicationConfig

Configures the ability for the AWS WAF console to store and retrieve application
attributes during the web ACL creation process. Application attributes help AWS WAF give
recommendations for protection packs.

Type: ApplicationConfig object

Required: No

AssociationConfig

Specifies custom configurations for the associations between the web ACL and protected
resources.

Use this to customize the maximum size of the request body that your protected resources
forward to AWS WAF for inspection. You can customize this setting for CloudFront, API
Gateway, Amazon Cognito, App Runner, or Verified Access resources. The default setting is 16
KB (16,384 bytes).
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® Note

You are charged additional fees when your protected resources forward body sizes that
are larger than the default. For more information, see AWS WAF Pricing.

For Application Load Balancer and AWS AppSync, the limit is fixed at 8 KB (8,192 bytes).

Type: AssociationConfig object

Required: No
CaptchaConfig

Specifies how AWS WAF should handle CAPTCHA evaluations for rules that don't have their
own CaptchaConfig settings. If you don't specify this, AWS WAF uses its default settings for
CaptchaConfig.

Type: CaptchaConfig object

Required: No
ChallengeConfig

Specifies how AWS WAF should handle challenge evaluations for rules that don't have their own
ChallengeConfig settings. If you don't specify this, AWS WAF uses its default settings for
ChallengeConfig.

Type: ChallengeConfig object

Required: No

CustomResponseBodies

A map of custom response keys and content bodies. When you create a rule with a block action,
you can send a custom response to the web request. You define these for the web ACL, and
then use them in the rules and default actions that you define in the web ACL.

For information about customizing web requests and responses, see Customizing web requests
and responses in AWS WAF in the AWS WAF Developer Guide.

For information about the limits on count and size for custom request and response settings,
see AWS WAF quotas in the AWS WAF Developer Guide.

Type: String to CustomResponseBody object map
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Map Entries: Maximum number of items.
Key Length Constraints: Minimum length of 1. Maximum length of 128.
Key Pattern: A[\w\-]1+$

Required: No
DataProtectionConfig

Specifies data protection to apply to the web request data for the web ACL. This is a web ACL
level data protection option.

The data protection that you configure for the web ACL alters the data that's available for any
other data collection activity, including your AWS WAF logging destinations, web ACL request
sampling, and Amazon Security Lake data collection and management. Your other option for

data protection is in the logging configuration, which only affects logging.

Type: DataProtectionConfig object

Required: No
DefaultAction

The action to perform if none of the Rules contained in the WebACL match.

Type: DefaultAction object

Required: Yes
Description

A description of the web ACL that helps with identification.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 256.
Pattern: A[\w+=:#@/\-,\. 1 [\w+=:#@/\-,\.\s]+[\w+=:#@/\-,\.1$

Required: No

Name

The name of the web ACL. You cannot change the name of a web ACL after you create it.

Type: String
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Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-]+$

Required: Yes
OnSourceDDoSProtectionConfig

Specifies the type of DDoS protection to apply to web request data for a web ACL. For most
scenarios, it is recommended to use the default protection level, ACTIVE_UNDER_DDOS. If a
web ACL is associated with multiple Application Load Balancers, the changes you make to DDoS
protection in that web ACL will apply to all associated Application Load Balancers.

Type: OnSourceDDoSProtectionConfig object

Required: No

Rules

The Rule statements used to identify the web requests that you want to manage. Each rule
includes one top-level statement that AWS WAF uses to identify matching web requests, and
parameters that govern how AWS WAF handles them.

Type: Array of Rule objects

Required: No
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes
Tags

An array of key:value pairs to associate with the resource.
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Type: Array of Tag objects
Array Members: Minimum number of 1 item.

Required: No

TokenDomains

Specifies the domains that AWS WAF should accept in a web request token. This enables the
use of tokens across multiple protected websites. When AWS WAF provides a token, it uses the
domain of the AWS resource that the web ACL is protecting. If you don't specify a list of token
domains, AWS WAF accepts tokens only for the domain of the protected resource. With a token
domain list, AWS WAF accepts the resource's host domain plus all domains in the token domain
list, including their prefixed subdomains.

Example JSON: "TokenDomains": { "mywebsite.com", "myotherwebsite.com" }
Public suffixes aren't allowed. For example, you can't use gov.au or co. uk as token domains.
Type: Array of strings

Length Constraints: Minimum length of 1. Maximum length of 253.

Pattern: A[\w\.\-/1+$

Required: No
VisibilityConfig

Defines and enables Amazon CloudWatch metrics and web request sample collection.

Type: VisibilityConfig object

Required: Yes

Response Syntax

Summary": {
"ARN": "string",
"Description": "string",
"Id": "string",
"LockToken": "string",
"Name": "string"
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}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Summary

High-level information about a WebACL, returned by operations like create and list. This
provides information like the ID, that you can use to retrieve and manage a WebACL, and the
ARN, that you provide to operations like AssociateWebACL.

Type: WebACLSummary object

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFConfigurationWarningException

The operation failed because you are inspecting the web request body, headers, or cookies
without specifying how to handle oversize components. Rules that inspect the body must
either provide an OversizeHandling configuration or they must be preceded by a
SizeConstraintStatement that blocks the body content from being too large. Rules that
inspect the headers or cookies must provide an OversizeHandling configuration.

Provide the handling configuration and retry your operation.

Alternately, you can suppress this warning by adding the following tag to the resource that you
provide to this operation: Tag (key:WAF : OversizeFieldsHandlingConstraintOptOut,
value:true).

HTTP Status Code: 400
WAFDuplicateltemException

AWS WAF couldn’t perform the operation because the resource that you tried to save is a
duplicate of an existing one.

HTTP Status Code: 400
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WAFExpiredManagedRuleGroupVersionException

The operation failed because the specified version for the managed rule group has
expired. You can retrieve the available versions for the managed rule group by calling
ListAvailableManagedRuleGroupVersions.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFInvalidResourceException

AWS WAF couldn’t perform the operation because the resource that you requested isn't valid.
Check the resource, and try again.

HTTP Status Code: 400
WAFLimitsExceededException

AWS WAF couldn't perform the operation because you exceeded your resource limit. For
example, the maximum number of WebACL objects that you can create for an AWS account. For
more information, see AWS WAF quotas in the AWS WAF Developer Guide.

SourceType
Source type for the exception.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFSubscriptionNotFoundException

You tried to use a managed rule group that's available by subscription, but you aren't subscribed
to it yet.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
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WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500
WAFUnavailableEntityException

AWS WAF couldn't retrieve a resource that you specified for this operation. If you've just created
a resource that you're using in this operation, you might just need to wait a few minutes. It can
take from a few seconds to a number of minutes for changes to propagate. Verify the resource
specifications in your request parameters and then retry the operation.

HTTP Status Code: 400

Examples
Create a web ACL

The following example lists a web ACL JSON with multiple rules, including one that references a
managed rule group. The managed rule group reference statement includes additional managed
rule group configuration.

"Name": "exampleWebACL",
"Id": "77777777-8888-9999-0000-111111111111",
"ARN": "arn:aws:wafv2:us-east-1:111111111111:regional/webacl/
exampleWebACL/00000000-9999-8888-7777-666666666666",
"DefaultAction": {
"Allow": {3}
I
"Description": "",
"Rules": [
{
"Name": "exampleIPSetRule",
"Priority": 0,
"Statement": {
"IPSetReferenceStatement": {
"ARN": "arn:aws:wafv2:us-east-1:111111111111:regional/ipset/
da/00000000-1111-2222-3333-444LLLLLLLLLAL"
}
},
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"Action": {
"Block": {3}

},

"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,

"MetricName": "exampleIPSetRule"

}

},
{

"Name": "exampleGeoMatchRule",

"Priority": 1,

"Statement": {
"GeoMatchStatement": {

"CountryCodes": [
"AQ",
"RE"
]
}

I

"Action": {

"Block": {3}

},

"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "exampleGeoMatchRule"

}

},
{

"Name": "AWS-AWSManagedRulesATPRuleSet",
"Priority": 2,
"Statement": {
"ManagedRuleGroupStatement": {
"VendorName": "AWS",
"Name": "AWSManagedRulesATPRuleSet",
"ManagedRuleGroupConfigs": [

{
"LoginPath": "/web/login"
.
{
"PayloadType": "JSON"
},
{
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"UsernameField": {

"Identifier": "/form/username"
}
.
{
"PasswordField": {
"Identifier": "/form/password"
}
}
]
}
.
"OverrideAction": {
"None": {}
},

"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "AWS-AWSManagedRulesATPRuleSet"
}
}
1,
"VisibilityConfig": {
"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true,
"MetricName": "exampleWebACL"
1,
"Capacity": 52,
"ManagedByFirewallManager": false,
"RetrofittedByFirewallManager": false,
"LabelNamespace": "awswaf:111111111111:webacl:exampleWebACL:"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface V2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2
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« AWS SDK for Java V2

« AWS SDK for JavaScript V3
« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteAPIKey
Service: AWS WAFV2

Deletes the specified API key.

After you delete a key, it can take up to 24 hours for AWS WAF to disallow use of the key in all
regions.

Request Syntax
{
"APIKey": "string",

"Scope": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

APIKey

The encrypted API key that you want to delete.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.
Pattern: . *\S.*

Required: Yes

Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:
o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
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Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

« Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.
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Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python
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o AWS SDK for Ruby V3
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DeleteFirewallManagerRuleGroups
Service: AWS WAFV2

Deletes all rule groups that are managed by AWS Firewall Manager from the specified WebACL.

You can only use this if ManagedByFirewallManager and RetrofittedByFirewallManager
are both false in the web ACL.

Request Syntax

"WebACLAzn": "string",
"WebACLLockToken": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
WebACLArn
The Amazon Resource Name (ARN) of the web ACL.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S.*

Required: Yes
WebACLLockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1list
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.

DeleteFirewallManagerRuleGroups 124



AWS WAFV2 API Reference

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: Yes

Response Syntax

"NextWebACLLockToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

NextWebACLLockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1ist
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.

Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Errors

For information about the errors that are common to all actions, see Common Error Types.
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WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For

example:

You specified a parameter name or value that isn't valid.

Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason

Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just

created a resource that you're using in this operation, you might just need to wait a few

minutes. It can take from a few seconds to a number of minutes for changes to propagate.
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HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeletelPSet
Service: AWS WAFV?2

Deletes the specified IPSet.

Request Syntax

{
"Id": "string",
"LockToken": "string",
"Name": "string",
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Id
A unique identifier for the set. This ID is returned in the responses to create and list commands.
You provide it to operations like update and delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]{4}-){3}[0-9a-f]1{12}$
Required: Yes
LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1list
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: Yes

Name

The name of the IP set. You cannot change the name of an IPSet after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-1+$

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

» APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.
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WAFAssociatedltemException

AWS WAF couldn’t perform the operation because your resource is being used by another
resource or it's associated with another resource.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn't save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
WAFTagOperationinternalErrorException

AWS WAF couldn't perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3
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DeleteLoggingConfiguration
Service: AWS WAFV2

Deletes the LoggingConfiguration from the specified web ACL.

Request Syntax
{
"LogScope": "string",
"LogType": "string",
"ResourceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

LogScope

The owner of the logging configuration, which must be set to CUSTOMER for the configurations
that you manage.

The log scope SECURITY_LAKE indicates a configuration that is managed through Amazon
Security Lake. You can use Security Lake to collect log and event data from various sources
for normalization, analysis, and management. For information, see Collecting data from AWS
services in the Amazon Security Lake user guide.

The log scope CLOUDWATCH_TELEMETRY_RULE_MANAGED indicates a configuration that is
managed through Amazon CloudWatch Logs for telemetry data collection and analysis. For
information, see What is Amazon CloudWatch Logs ? in the Amazon CloudWatch Logs user
guide.

Default: CUSTOMER
Type: String
Valid Values: CUSTOMER | SECURITY_LAKE | CLOUDWATCH_TELEMETRY_RULE_MANAGED

Required: No
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LogType

Used to distinguish between various logging options. Currently, there is one option.
Default: WAF_LOGS

Type: String

Valid Values: WAF_LOGS

Required: No

ResourceArn

The Amazon Resource Name (ARN) of the web ACL from which you want to delete the
LoggingConfiguration.

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S.*

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.
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HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

« Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn’t perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeletePermissionPolicy
Service: AWS WAFV2

Permanently deletes an IAM policy from the specified rule group.

You must be the owner of the rule group to perform this operation.

Request Syntax

"ResourceArn": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

ResourceArn
The Amazon Resource Name (ARN) of the rule group from which you want to delete the policy.
You must be the owner of the rule group to perform this operation.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S. *

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.
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WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DeleteRegexPatternSet
Service: AWS WAFV2

Deletes the specified RegexPatternSet.

Request Syntax

{
"Id": "string",
"LockToken": "string",
"Name": "string",
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Id
A unique identifier for the set. This ID is returned in the responses to create and list commands.
You provide it to operations like update and delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]{4}-){3}[0-9a-f]1{12}$
Required: Yes
LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1list
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: Yes

Name

The name of the set. You cannot change the name after you create the set.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-]1+$

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.
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WAFAssociatedltemException

AWS WAF couldn’t perform the operation because your resource is being used by another
resource or it's associated with another resource.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn't save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3
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DeleteRuleGroup
Service: AWS WAFV2

Deletes the specified RuleGroup.

Request Syntax

{
"Id": "string",
"LockToken": "string",
"Name": "string",
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Id
A unique identifier for the rule group. This ID is returned in the responses to create and list
commands. You provide it to operations like update and delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]{4}-){3}[0-9a-f]1{12}$
Required: Yes
LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1list
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.
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Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: Yes

Name

The name of the rule group. You cannot change the name of a rule group after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-]1+$

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.
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WAFAssociatedltemException

AWS WAF couldn’t perform the operation because your resource is being used by another
resource or it's associated with another resource.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn't save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
WAFTagOperationException

An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3

DeleteRuleGroup 149


https://docs.aws.amazon.com/goto/SdkForPHPV3/wafv2-2019-07-29/DeleteRuleGroup
https://docs.aws.amazon.com/goto/boto3/wafv2-2019-07-29/DeleteRuleGroup
https://docs.aws.amazon.com/goto/SdkForRubyV3/wafv2-2019-07-29/DeleteRuleGroup

AWS WAFV2 API Reference

DeleteWebACL
Service: AWS WAFV2

Deletes the specified WebACL.

You can only use this if ManagedByFirewallManager is false in the web ACL.

(® Note

Before deleting any web ACL, first disassociate it from all resources.

« To retrieve a list of the resources that are associated with a web ACL, use the following
calls:

o For Amazon CloudFront distributions, use the CloudFront call
ListDistributionsByWebACLId. For information, see ListDistributionsByWebACLId
in the Amazon CloudFront API Reference.

« For all other resources, call ListResourcesForWebACL.

» To disassociate a resource from a web ACL, use the following calls:

» For Amazon CloudFront distributions, provide an empty web ACL ID in the CloudFront
call UpdateDistribution. For information, see UpdateDistribution in the Amazon
CloudFront API Reference.

o For all other resources, call DisassociateWebACL.

Request Syntax

IIEII: "String",
"LockToken": "string",
"Name": "string",

n "String"

Scope":

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

DeleteWebACL 150


https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_ListDistributionsByWebACLId.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistribution.html

AWS WAFV2 API Reference

Id

The unique identifier for the web ACL. This ID is returned in the responses to create and list
commands. You provide it to operations like update and delete.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]1{4}-){3}[0-9a-Ff]1{12}%

Required: Yes
LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1ist
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-Ff]1{12}$%

Required: Yes

Name

The name of the web ACL. You cannot change the name of a web ACL after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-]1+$

Required: Yes
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Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFAssociatedltemException

AWS WAF couldn’t perform the operation because your resource is being used by another
resource or it's associated with another resource.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.
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HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

« Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn’t perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFOptimisticLockException

AWS WAF couldn’t save your changes because you tried to update or delete a resource that has
changed since you last retrieved it. Get the resource again, make any changes you need to make
to the new copy, and retry your operation.

HTTP Status Code: 400
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WAFTagOperationException
An error occurred during the tagging operation. Retry your request.

HTTP Status Code: 400
WAFTagOperationinternalErrorException

AWS WAF couldn’t perform your tagging operation because of an internal error. Retry your
request.

HTTP Status Code: 500

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DescribeAllManagedProducts
Service: AWS WAFV2

Provides high-level information for the AWS Managed Rules rule groups and AWS Marketplace
managed rule groups.

Request Syntax

"Scope": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Syntax

"ManagedProducts": [

{
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"IsAdvancedManagedRuleSet": boolean,
"IsVersioningSupported": boolean,

"ManagedRuleSetName": "string",
"ProductDescription": "string",
"ProductId": "string",
"ProductLink": "string",

"ProductTitle": "string",

"SnsTopicArn": "string",
"VendorName": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ManagedProducts

High-level information for the AWS Managed Rules rule groups and AWS Marketplace managed
rule groups.

Type: Array of ManagedProductDescriptor objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400
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WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

o AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3
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« AWS SDK for Python
o AWS SDK for Ruby V3
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DescribeManagedProductsByVendor
Service: AWS WAFV2

Provides high-level information for the managed rule groups owned by a specific vendor.

Request Syntax

{
"Scope": "string",
"VendorName": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

VendorName

The name of the managed rule group vendor. You use this, along with the rule group name, to
identify a rule group.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.
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Pattern: . *\S. *

Required: Yes

Response Syntax

"ManagedProducts": [

{

"IsAdvancedManagedRuleSet": boolean,
"IsVersioningSupported": boolean,
"ManagedRuleSetName": "string",
"ProductDescription": "string",
"ProductId": "string",
"ProductLink": "string",
"ProductTitle": "string",
"SnsTopicArn": "string",

"VendorName": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

ManagedProducts

High-level information for the managed rule groups owned by the specified vendor.

Type: Array of ManagedProductDescriptor objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system

problem. Retry your request.
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HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o« AWS Command Line Interface V2
o AWS SDK for .NET V4
o AWS SDK for C++
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« AWS SDK for Go v2
« AWS SDK for Java V2
» AWS SDK for JavaScript V3

» AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DescribeManagedRuleGroup
Service: AWS WAFV2

Provides high-level information for a managed rule group, including descriptions of the rules.

Request Syntax
{
"Name": "string",
"Scope": "string",
"VendorName": "string",
"VersionName": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Name

The name of the managed rule group. You use this, along with the vendor name, to identify the
rule group.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-1+$

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
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Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

VendorName

The name of the managed rule group vendor. You use this, along with the rule group name, to
identify a rule group.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: . *\S.*

Required: Yes

VersionName

The version of the rule group. You can only use a version that is not scheduled for expiration. If
you don't provide this, AWS WAF uses the vendor's default version.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A[\w#:\.\-/]1+$

Required: No

Response Syntax

{
"AvailablelLabels": [
{
"Name": "string"
}
1,

Capacity": number,
"ConsumedLabels": [

{

"Name": "string"

}
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1,
"LabelNamespace": "string",
"Rules": [

{

"Action": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey":
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
},

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{

"Name": "string",
"Value": "string"

"string",
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]
}
3,
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}
},
"Name": "string"
}
1,
"SnsTopicArn": "string",
"VersionName": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

AvailableLabels

The labels that one or more rules in this rule group add to matching web requests. These labels
are defined in the RulelLabels for a Rule.

Type: Array of LabelSummary objects

Capacity
The web ACL capacity units (WCUs) required for this rule group.

AWS WAF uses WCUs to calculate and control the operating resources that are used to run

your rules, rule groups, and web ACLs. AWS WAF calculates capacity differently for each rule
type, to reflect the relative cost of each rule. Simple rules that cost little to run use fewer

WCUs than more complex rules that use more processing power. Rule group capacity is fixed at
creation, which helps users plan their web ACL WCU usage when they use a rule group. For more
information, see AWS WAF web ACL capacity units (WCU) in the AWS WAF Developer Guide.
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Type: Long

Valid Range: Minimum value of 1.

ConsumedLabels

The labels that one or more rules in this rule group match against in label match statements.
These labels are defined in a LabelMatchStatement specification, in the Statement definition
of a rule.

Type: Array of LabelSummary objects

LabelNamespace

The label namespace prefix for this rule group. All labels added by rules in this rule group have
this prefix.

» The syntax for the label namespace prefix for a managed rule group is the following:

awswaf :managed:<vendor>:<rule group name>:

« When a rule with a label matches a web request, AWS WAF adds the fully qualified label to
the request. A fully qualified label is made up of the label namespace from the rule group or
web ACL where the rule is defined and the label from the rule, separated by a colon:

<label namespace>:<label from rule>
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Pattern: A[0-9A-Za-z_\-:]1+%

Rules

Type: Array of RuleSummary objects
SnsTopicArn

The Amazon resource name (ARN) of the Amazon Simple Notification Service SNS topic that's
used to provide notification of changes to the managed rule group. You can subscribe to the
SNS topic to receive notifications when the managed rule group is modified, such as for new
versions and for version expiration. For more information, see the Amazon Simple Notification

Service Developer Guide.
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Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: . *\S. *

VersionName

The managed rule group's version.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Pattern: A[\w#:\.\-/]1+$

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFExpiredManagedRuleGroupVersionException

The operation failed because the specified version for the managed rule group has
expired. You can retrieve the available versions for the managed rule group by calling
ListAvailableManagedRuleGroupVersions.

HTTP Status Code: 400

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:
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» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

« Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFInvalidResourceException

AWS WAF couldn’t perform the operation because the resource that you requested isn't valid.
Check the resource, and try again.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
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« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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DisassociateWebACL
Service: AWS WAFV2

Disassociates the specified resource from its web ACL association, if it has one.

Use this for all resource types except for Amazon CloudFront distributions. For Amazon CloudFront,
call UpdateDistribution for the distribution and provide an empty web ACL ID. For information,
see UpdateDistribution in the Amazon CloudFront API Reference.

Required permissions for customer-managed IAM policies

This call requires permissions that are specific to the protected resource type. For details, see
Permissions for DisassociateWebACL in the AWS WAF Developer Guide.

Request Syntax
{
"ResourceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
ResourceArn
The Amazon Resource Name (ARN) of the resource to disassociate from the web ACL.

The ARN must be in one of the following formats:

» For an Application Load Balancer:
arn:partition:elasticloadbalancing:region:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id

« For an Amazon APl Gateway REST APl: arn:partition:apigateway:region::/
restapis/api-id/stages/stage-name

« For an AWS AppSync GraphQL APl: arn:partition:appsync:region:account-
id:apis/GraphQLApiId

« For an Amazon Cognito user pool: arn:partition:cognito-idp:region:account-
id:userpool/user-pool-id
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« For an AWS App Runner service: arn:partition:apprunner:region:account-
id:service/apprunner-service-name/apprunner-service-id

« For an AWS Verified Access instance: arn:partition:ec2:region:account-
id:verified-access-instance/instance-id

« For an AWS Amplify application: arn:partition:amplify:region:account-
id:apps/app-id

Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S. *

Required: Yes

Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.
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» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3
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GenerateMobileSdkReleaseUrl
Service: AWS WAFV?2

Generates a presigned download URL for the specified release of the mobile SDK.

The mobile SDK is not generally available. Customers who have access to the mobile SDK can use it
to establish and manage AWS WAF tokens for use in HTTP(S) requests from a mobile device to AWS
WAF. For more information, see AWS WAF client application integration in the AWS WAF Developer
Guide.

Request Syntax

"Platform": "string",
"ReleaseVersion": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Platform

The device platform.

Type: String

Valid Values: I0S | ANDROID

Required: Yes

ReleaseVersion

The release version. For the latest available version, specify LATEST.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 64.

Pattern: A[\w#:\.\-/]+$
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Required: Yes

Response Syntax

"Url": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

url
The presigned download URL for the specified SDK release.

Type: String

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.
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» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3
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GetDecryptedAPIKey
Service: AWS WAFV2

Returns your API key in decrypted form. Use this to check the token domains that you have defined
for the key.

API keys are required for the integration of the CAPTCHA APl in your JavaScript client applications.
The API lets you customize the placement and characteristics of the CAPTCHA puzzle for your

end users. For more information about the CAPTCHA JavaScript integration, see AWS WAF client
application integration in the AWS WAF Developer Guide.

Request Syntax

{
"APIKey": "string",
"Scope": "string"

}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
APIKey
The encrypted API key.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.
Pattern: . *\S.*

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:
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o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

» APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Syntax

"CreationTimestamp": number,
"TokenDomains": [ "string" ]

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

CreationTimestamp

The date and time that the key was created.

Type: Timestamp

TokenDomains

The token domains that are defined in this API key.
Type: Array of strings

Length Constraints: Minimum length of 1. Maximum length of 253.

Pattern: A[\w\.\-/]+$

Errors

For information about the errors that are common to all actions, see Common Error Types.
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WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFInvalidResourceException

AWS WAF couldn't perform the operation because the resource that you requested isn't valid.
Check the resource, and try again.

HTTP Status Code: 400
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WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetIPSet
Service: AWS WAFV?2

Retrieves the specified IPSet.

Request Syntax

{
"Id": "string",
"Name": "string",
"Scope": "string"
3

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

Id

A unique identifier for the set. This ID is returned in the responses to create and list commands.

You provide it to operations like update and delete.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 36.

Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: Yes

Name

The name of the IP set. You cannot change the name of an IPSet after you create it.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-]+$

Required: Yes
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Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

« CLI - Specify the Region when you use the CloudFront scope: - -scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Syntax

"IPSet": {
"Addresses": [ "string" ],
"ARN": "string",
"Description": "string",
"Id": "string",
"IPAddressVersion": "string",
"Name": "string"

1,

"LockToken": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

IPSet

Type: IPSet object
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LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1list
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.

Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidOperationException
The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

 You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.
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» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3
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« AWS SDK for Python
o AWS SDK for Ruby V3
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GetLoggingConfiguration
Service: AWS WAFV2

Returns the LoggingConfiguration for the specified web ACL.

Request Syntax
{
"LogScope": "string",
"LogType": "string",
"ResourceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

LogScope

The owner of the logging configuration, which must be set to CUSTOMER for the configurations
that you manage.

The log scope SECURITY_LAKE indicates a configuration that is managed through Amazon
Security Lake. You can use Security Lake to collect log and event data from various sources
for normalization, analysis, and management. For information, see Collecting data from AWS
services in the Amazon Security Lake user guide.

The log scope CLOUDWATCH_TELEMETRY_RULE_MANAGED indicates a configuration that is
managed through Amazon CloudWatch Logs for telemetry data collection and analysis. For
information, see What is Amazon CloudWatch Logs ? in the Amazon CloudWatch Logs user
guide.

Default: CUSTOMER
Type: String
Valid Values: CUSTOMER | SECURITY_LAKE | CLOUDWATCH_TELEMETRY_RULE_MANAGED

Required: No

GetLoggingConfiguration 188


https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html

AWS WAFV2 API| Reference

LogType

Used to distinguish between various logging options. Currently, there is one option.

Default: WAF_LOGS
Type: String
Valid Values: WAF_LOGS

Required: No
ResourceArn

The Amazon Resource Name (ARN) of the web ACL for which you want to get the
LoggingConfiguration.

Type: String

Length Constraints: Minimum length of 20. Maximum length of 2048.

Pattern: . *\S. *

Required: Yes

Response Syntax

"LoggingConfiguration": {
"LogDestinationConfigs": [ "string" ],
"LoggingFilter": {

"DefaultBehavior": "string",
"Filters": [
{

"Behavior": "string",
"Conditions": [
{
"ActionCondition": {
"Action": "string"

}I

"LabelNameCondition": {
"LabelName": "string"
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1,
"Requirement": "string"

}I

"LogScope": "string",
"LogType": "string",
"ManagedByFirewallManager": boolean,

"RedactedFields": [
{

"AllQueryArguments": {
.
"Body": {
"OversizeHandling": "string"

},
"Cookies": {
"MatchPattern": {
IIMII: {
},
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

},
"MatchScope": "string",
"OversizeHandling": "string"

}I

"HeaderOrder": {
"OversizeHandling": "string"

iy

"Headers": {
"MatchPattern": {
IIEII: {
.
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" ]

1,
"MatchScope": "string",
"OversizeHandling": "string"

1,
"JA3Fingerprint": {
"FallbackBehavior": "string"

},
"JA4Fingerprint": {

"FallbackBehavior": "string"

iy

GetLoggingConfiguration 190



AWS WAFV2

API| Reference

JsonBody": {
"InvalidFallbackBehavior": "string",

"MatchPattern": {
IIEII: {
iy
"IncludedPaths": [ "string" ]

}I

"MatchScope": "string",
"OversizeHandling": "string"

iy

"Method": {

iy

"QueryString": {
iy

"SingleHeader": {
"Name": "string"

},

"SingleQueryArgument": {
"Name": "string"

iy

"UriFragment": {
"FallbackBehavior": "string"

I
"UriPath": {
}

]I

"ResourceArn": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

LoggingConfiguration

The LoggingConfiguration for the specified web ACL.

Type: LoggingConfiguration object
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Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidOperationException
The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetManagedRuleSet
Service: AWS WAFV2

Retrieves the specified managed rule set.

(@ Note

This is intended for use only by vendors of managed rule sets. Vendors are AWS and AWS
Marketplace sellers.

Vendors, you can use the managed rule set APIs to provide controlled rollout of

your versioned managed rule group offerings for your customers. The APlIs are
ListManagedRuleSets, GetManagedRuleSet, PutManagedRuleSetVersions, and
UpdateManagedRuleSetVersionExpiryDate.

Request Syntax

IIEII: Ilstringll’
"Name": "string",
"Scope": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Id

A unique identifier for the managed rule set. The ID is returned in the responses to commands
like 1ist. You provide it to operations like get and update.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]{4}-){3}[0-9a-Ff]1{12}%

Required: Yes
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Name

The name of the managed rule set. You use this, along with the rule set ID, to identify the rule
set.

This name is assigned to the corresponding managed rule group, which your customers can
access and use.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-]1+$

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

« CLI - Specify the Region when you use the CloudFront scope: - -scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Syntax

"LockToken": "string",
"ManagedRuleSet": {
"ARN": "string",
"Description": "string",
"Id": "string",
"LabelNamespace": "string",
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"Name": "string",
"PublishedVersions": {
"string" : {
"AssociatedRuleGroupArn": "string",

Capacity": number,
"ExpiryTimestamp": number,

"ForecastedLifetime": number,

"LastUpdateTimestamp": number,
"PublishTimestamp": number

}I

"RecommendedVersion": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1list
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.

Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%
ManagedRuleSet

The managed rule set that you requested.

Type: ManagedRuleSet object
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Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidOperationException
The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400
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WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetMobileSdkRelease
Service: AWS WAFV?2

Retrieves information for the specified mobile SDK release, including release notes and tags.

The mobile SDK is not generally available. Customers who have access to the mobile SDK can use it
to establish and manage AWS WAF tokens for use in HTTP(S) requests from a mobile device to AWS
WAF. For more information, see AWS WAF client application integration in the AWS WAF Developer
Guide.

Request Syntax

"Platform": "string",
"ReleaseVersion": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
Platform

The device platform.

Type: String

Valid Values: I0S | ANDROID

Required: Yes

ReleaseVersion

The release version. For the latest available version, specify LATEST.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 64.
Pattern: A[\w#:\.\-/]+$

Required: Yes
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Response Syntax

{

"MobileSdkRelease": {
"ReleaseNotes": "string",
"ReleaseVersion": "string",
"Tags": [

{
"Key": "string",
"Value": "string"
}
1,
"Timestamp": number
}
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

MobileSdkRelease

Information for a specified SDK release, including release notes and tags.

Type: MobileSdkRelease object

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.
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HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

 You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentltemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
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« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetPermissionPolicy
Service: AWS WAFV2

Returns the IAM policy that is attached to the specified rule group.

You must be the owner of the rule group to perform this operation.

Request Syntax
{
"ResourceArn": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
ResourceArn
The Amazon Resource Name (ARN) of the rule group for which you want to get the policy.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S.*

Required: Yes

Response Syntax

Policy": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.
Policy
The IAM policy that is attached to the specified rule group.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 395000.

Pattern: . *\S. *

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.
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Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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GetRateBasedStatementManagedKeys
Service: AWS WAFV2

Retrieves the IP addresses that are currently blocked by a rate-based rule instance. This is only
available for rate-based rules that aggregate solely on the IP address or on the forwarded IP
address.

The maximum number of addresses that can be blocked for a single rate-based rule instance
is 10,000. If more than 10,000 addresses exceed the rate limit, those with the highest rates are
blocked.

For a rate-based rule that you've defined inside a rule group, provide the name of the rule group
reference statement in your request, in addition to the rate-based rule name and the web ACL
name.

AWS WAF monitors web requests and manages keys independently for each unique combination

of web ACL, optional rule group, and rate-based rule. For example, if you define a rate-based

rule inside a rule group, and then use the rule group in a web ACL, AWS WAF monitors web
requests and manages keys for that web ACL, rule group reference statement, and rate-based rule
instance. If you use the same rule group in a second web ACL, AWS WAF monitors web requests and
manages keys for this second usage completely independent of your first.

Request Syntax

"RuleGroupRuleName": "string",
"RuleName": "string",

"Scope": "string",

"WebACLId": "string",
"WebACLName": "string"

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
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RuleGroupRuleName

The name of the rule group reference statement in your web ACL. This is required only when
you have the rate-based rule nested inside a rule group.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-]1+$

Required: No

RuleName

The name of the rate-based rule to get the keys for. If you have the rule defined inside a rule
group that you're using in your web ACL, also provide the name of the rule group reference
statement in the request parameter RuleGroupRuleName.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.
Pattern: A[\w\-1+$

Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:

o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

» APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes
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WebACLId

The unique identifier for the web ACL. This ID is returned in the responses to create and list
commands. You provide it to operations like update and delete.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: Yes
WebACLName

The name of the web ACL. You cannot change the name of a web ACL after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-]1+$

Required: Yes

Response Syntax

{

"ManagedKeysIPV4'": {
"Addresses": [ "string" ],
"IPAddressVersion": "string"

},

"ManagedKeysIPV6": {
"Addresses": [ "string" ],
"IPAddressVersion": "string"

}

}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

ManagedKeysIPV4

The keys that are of Internet Protocol version 4 (IPv4).

Type: RateBasedStatementManagedKeysIPSet object
ManagedKeysIPV6

The keys that are of Internet Protocol version 6 (IPv6).

Type: RateBasedStatementManagedKeysIPSet object

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.

« Your nested statement isn't valid. You might have tried to nest a statement that can’t be
nested.

 You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

« Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.
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Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400
WAFUnsupportedAggregateKeyTypeException

The rule that you've named doesn't aggregate solely on the IP address or solely
on the forwarded IP address. This call is only available for rate-based rules with an
AggregateKeyType setting of IP or FORWARDED_IP.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

o AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3
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GetRegexPatternSet
Service: AWS WAFV2

Retrieves the specified RegexPatternSet.

Request Syntax

{
"Id": "string",
"Name": "string",
"Scope": "string"
3

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.

A unique identifier for the set. This ID is returned in the responses to create and list commands.

Id
You provide it to operations like update and delete.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%
Required: Yes

Name

The name of the set. You cannot change the name after you create the set.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-]+$
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Required: Yes
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:
o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: Yes

Response Syntax

"LockToken": "string",
"RegexPatternSet": {
"ARN": "string",
"Description": "string",
"Id": "string",
"Name": "string",
"RegularExpressionList": [

{

"RegexString": "string
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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LockToken

A token used for optimistic locking. AWS WAF returns a token to your get and 1ist
requests, to mark the state of the entity at the time of the request. To make changes to
the entity associated with the token, you provide the token to operations like update

and delete. AWS WAF uses the token to ensure that no changes have been made to

the entity since you last retrieved it. If a change has been made, the update fails with a
WAFOptimisticLockException. If this happens, perform another get, and use the new
token returned by that operation.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.

Pattern: A[0-9a-f]1{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}%
RegexPatternSet

Type: RegexPatternSet object

Errors

For information about the errors that are common to all actions, see Common Error Types.

WAFInternalErrorException

Your request is valid, but AWS WAF couldn’t perform the operation because of a system
problem. Retry your request.

HTTP Status Code: 500
WAFInvalidOperationException

The operation isn't valid.

HTTP Status Code: 400

WAFInvalidParameterException

The operation failed because AWS WAF didn't recognize a parameter in the request. For
example:

» You specified a parameter name or value that isn't valid.
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» Your nested statement isn't valid. You might have tried to nest a statement that can't be
nested.

» You tried to update a WebACL with a DefaultAction that isn't among the types available at
DefaultAction.

» Your request references an ARN that is malformed, or corresponds to a resource with which a
web ACL can't be associated.

Field

The settings where the invalid parameter was found.

Parameter

The invalid parameter that resulted in the exception.

Reason
Additional information about the exception.

HTTP Status Code: 400

WAFNonexistentitemException

AWS WAF couldn't perform the operation because your resource doesn't exist. If you've just
created a resource that you're using in this operation, you might just need to wait a few
minutes. It can take from a few seconds to a number of minutes for changes to propagate.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

o AWS SDK for C++

o AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3

GetRegexPatternSet 216


https://docs.aws.amazon.com/goto/SdkForPHPV3/wafv2-2019-07-29/GetRegexPatternSet
https://docs.aws.amazon.com/goto/boto3/wafv2-2019-07-29/GetRegexPatternSet
https://docs.aws.amazon.com/goto/SdkForRubyV3/wafv2-2019-07-29/GetRegexPatternSet

AWS WAFV2 API Reference

GetRuleGroup
Service: AWS WAFV2

Retrieves the specified RuleGroup.

Request Syntax

{
"ARN": "string",
"Id": "string",
"Name": "string",
"Scope": "string"
}

Request Parameters

For information about the parameters that are common to all actions, see Common Parameters.

The request accepts the following data in JSON format.
ARN
The Amazon Resource Name (ARN) of the entity.
Type: String
Length Constraints: Minimum length of 20. Maximum length of 2048.
Pattern: . *\S. *

Required: No

A unique identifier for the rule group. This ID is returned in the responses to create and list
commands. You provide it to operations like update and delete.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 36.
Pattern: A[0-9a-f]{8}-(?:[0-9a-f]1{4}-){3}[0-9a-f]1{12}$%

Required: No
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Name

The name of the rule group. You cannot change the name of a rule group after you create it.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.

Pattern: A[\w\-1+$

Required: No
Scope

Specifies whether this is for a global resource type, such as a Amazon CloudFront distribution.
For an AWS Amplify application, use CLOUDFRONT.

To work with CloudFront, you must also specify the Region US East (N. Virginia) as follows:
o CLI - Specify the Region when you use the CloudFront scope: --scope=CLOUDFRONT --
region=us-east-1.

« APl and SDKs - For all calls, use the Region endpoint us-east-1.
Type: String
Valid Values: CLOUDFRONT | REGIONAL

Required: No

Response Syntax

"LockToken": "string",
"RuleGroup": {
"ARN": "string",
"AvailablelLabels": [
{

"Name": "string"
}
1,
"Capacity": number,

"ConsumedLabels": [

{

"Name": "string
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1,
"CustomResponseBodies": {
"string" : {
"Content": "string",
"ContentType": "string"

I
"Description": "string",
"Id": "string",
"LabelNamespace": "string",
"Name": "string",
"Rules": [

{

"Action": {
"Allow": {
"CustomRequestHandling": {
"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Block": {

"CustomResponse": {
"CustomResponseBodyKey":
"ResponseCode": number,
"ResponseHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
},
"Captcha": {

"CustomRequestHandling": {
"InsertHeaders": [

{

"Name": "string",
"Value": "string"

"string",
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}I

"Challenge": {
"CustomRequestHandling": {

"InsertHeaders": [

{
"Name": "string",
"Value": "string"
}
]
}
1,
"CustomRequestHandling": {
"InsertHeaders": [
{
"Name": "string",
"Value": "string"
}
]
}
}

1,
"CaptchaConfig": {

"ImmunityTimeProperty": {
"ImmunityTime": number

},
"ChallengeConfig": {

"ImmunityTimeProperty": {
"ImmunityTime": number

I
"Name": "string",
"OverrideAction": {
"Count": {
"CustomRequestHandling": {
"InsertHeaders": [

{

"Name": "string",
"Value": "string"

GetRuleGroup 220



AWS WAFV2

API| Reference

.

"None": {

}
},
"Priority": number,
"RulelLabels": [

{

"Name": "string"

1,
"Statement": {
"AndStatement": {
"Statements": [
"Statement"

},
"AsnMatchStatement": {
"AsnList": [ number 1],
"ForwardedIPConfig": {
"FallbackBehavior": "string",
"HeaderName": "string"

iy
"ByteMatchStatement": {
"FieldToMatch": {
"AllQueryArguments": {

},
"Body": {

"OversizeHandling": "string"
3,

"Cookies": {
"MatchPattern": {
IIEII: {
}I
"ExcludedCookies": [ "string" 1],
"IncludedCookies": [ "string" ]

},
"MatchScope": "string",
"OversizeHandling": "string"
1,
"HeaderOrder": {
"OversizeHandling": "string"
3,
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"Headers": {
"MatchPattern": {
IIEII: {
.
"ExcludedHeaders": [ "string" 1],
"IncludedHeaders": [ "string" ]

}I

"MatchScope": "string",
"OversizeHandling": "string"

1,
"JA3Fingerprint": {
"FallbackBehavior": "string"

},
"JA4Fingerprint": {

"FallbackBehavior": "string"

I
"JsonBody": {
"InvalidFallbackBehavior": "string",
"MatchPattern": {
ugu: {
},
"IncludedPaths": [ "string" ]

}I

"MatchScope": "string",
"OversizeHandling": "string"

iy

"Method": {

iy

"QueryString": {
iy

"SingleHeader": {
"Name": "string"

1,
"SingleQueryArgument": {
"Name": "string"

iy

"UriFragment": {
"FallbackBehavior": "string"

I
"UriPath": {
}

1,

"PositionalConstraint": "string",
"SearchString": blob,
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"TextTransformations": [

{
"Priority": number,
"Type": "string"

}

iy
"GeoMatchStatement": {

"CountryCodes": [ "string" ],

"ForwardedIPConfig": {
"FallbackBehavior": "string",
"HeaderName": "string"

iy

"IPSetReferenceStatement": {
"ARN": "string",
"IPSetForwardedIPConfig": {

"FallbackBehavior": "string",
"HeaderName": "string",
"Position": "string"

iy
"LabelMatchStatement": {

"Key": "string",

Scope": "string"

1,
"ManagedRuleGroupStatement": {

"ExcludedRules": [

{
"Name": "string"
}
1,
"ManagedRuleGroupConfigs": [
{

"AWSManagedRulesACFPRuleSet": {
"CreationPath": "string",
"EnableRegexInPath": boolean,

"RegistrationPagePath": "string",

"RequestInspection": {
"AddressFields": [
{

"Identifier": "string"

1,
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"EmailField": {

"Identifier": "string"
1,
"PasswordField": {
"Identifier": "string"
},

"PayloadType": "string",
"PhoneNumberFields": [

{
"Identifier": "string"
}
1,
"UsernameField": {
"Identifier": "string"
}

iy

"Responselnspection": {

"BodyContains": {

"FailureStrings": [ "string" 1],

"SuccessStrings": [ "string" ]

},
"Header": {
"FailureValues": [ "string" ],
"Name": "string",
"SuccessValues": [ "string" ]
.
"Json": {
"FailureValues": [ "string" ],
"Identifier": "string",
"SuccessValues": [ "string" ]
},

"StatusCode": {
"FailureCodes": [ number ],
"SuccessCodes": [ number ]

},
"AWSManagedRulesAntiDDoSRuleSet": {

"ClientSideActionConfig": {
"Challenge": {

"ExemptUriReqularExpressions":
{
"RegexString": "string"
}

L
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]I

"Sensitivity": "string",
"UsageOfAction": "string"

}I

"SensitivityToBlock": "string"

},
"AWSManagedRulesATPRuleSet": {

"EnableRegexInPath": boolean,

"LoginPath": "string",

"RequestInspection": {
"PasswordField": {

"Identifier": "string"
1,
"PayloadType": "string",
"UsernameField": {
"Identifier": "string"
}

},
"Responselnspection": {
"BodyContains": {
"FailureStrings": [ "string" ],
"SuccessStrings": [ "string" ]

I
"Header": {
"FailureValues": [ "string" ],
"Name": "string",
"SuccessValues": [ "string" ]
},
"FailureValues": [ "string" ],
"Identifier": "string",
"SuccessValues": [ "string" ]
I

"StatusCode": {
"FailureCodes": [ number ],
"SuccessCodes": [ number ]

iy
"AWSManagedRulesBotControlRuleSet": {

"EnableMachinelLearning": boolean,
"InspectionLevel": "string"

iy
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LoginPath": "string",
"PasswordField": {

"Identifier": "string"

iy

"PayloadType": "string",
"UsernameField": {

"Identifier": "string"
}
}
1,
"Name": "string",
"RuleActionOverrides": [
{

"ActionToUse": {
"All