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Automatically address security threats with predefined
response and remediation actions in AWS Security Hub

This implementation guide provides an overview of the Automated Security Response on AWS
solution, its reference architecture and components, considerations for planning the deployment,
configuration steps for deploying the Automated Security Response on AWS solution to the
Amazon Web Services (AWS) Cloud.

Use this navigation table to quickly find answers to these questions:

If youwantto... Read...
Know the cost for running this solution Cost

Understand the security considerations for this  Security
solution

Know how to plan for quotas for this solution Quotas

Know which AWS Regions are supported for Supported AWS Regions
this solution

View or download the AWS CloudForm AWS CloudFormation templates
ation template included in this solution

to automatically deploy the infrastructure
resources (the "stack") for this solution

Access the source code and optionally use the GitHub repository
AWS Cloud Development Kit (AWS CDK) to
deploy the solution.

The continued evolution of security requires proactive steps to secure data which can make it
difficult, expensive, and time-consuming for security teams to react. The Automated Security
Response on AWS solution helps you quickly react to address security issues by providing
predefined responses and remediation actions based on industry compliance standards and best
practices.
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Automated Security Response on AWS is an AWS Solution that works with AWS Security Hub to
improve your security and helps align your workloads to the Well-Architected Security pillar best
practices (SEC10). This solution makes it easier for AWS Security Hub customers to resolve common
security findings and improve their security posture in AWS.

You can select specific playbooks to deploy in your Security Hub primary account. Each playbook
contains the necessary custom actions, Identity and Access Management (IAM) roles, Amazon

EventBridge rules, AWS Systems Manager automation documents, AWS Lambda functions, and

AWS Step Functions needed to start a remediation workflow within a single AWS account, or across

multiple accounts. Remediations work from the Actions menu in AWS Security Hub and allow
authorized users to remediate a finding across all of their AWS Security Hub-managed accounts
with a single action. For example, you can apply recommendations from the Center for Internet
Security (CIS) AWS Foundations Benchmark, a compliance standard for securing AWS resources, to
ensure passwords expire within 90 days and enforce encryption of event logs stored in AWS.

(® Note

Remediation is intended for emergent situations that require immediate action. This
solution makes changes to remediate findings only when initiated by you via the AWS
Security Hub Management console, or when automated remediation has been enabled
using the Remediation Configuration DynamoDB table. To revert these changes, you must
manually put resources back in their original state.

When remediating AWS resources deployed as a part of the CloudFormation stack, be
aware that this might cause a drift. When possible, remediate stack resources by modifying
the code that defines the stack resources and updating the stack. For more information,
refer to What is drift? in the AWS CloudFormation User Guide.

Automated Security Response on AWS includes the playbook remediations for the security
standards defined as part of the following:

« Center for Internet Security (CIS) AWS Foundations Benchmark v1.2.0

« CIS AWS Foundations Benchmark v1.4.0

« CIS AWS Foundations Benchmark v3.0.0

« AWS Foundational Security Best Practices (FSBP) v.1.0.0

o Payment Card Industry Data Security Standard (PCI-DSS) v3.2.1

« National Institute of Standards and Technology (NIST) SP 800-53 Rev. 5



https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-10.html
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The solution also includes a Security Controls (SC) playbook for the consolidated control findings
feature of AWS Security Hub. For more information, refer to Playbooks. We recommend using the
SC playbook along with consolidated control findings in Security Hub.

This implementation guide discusses architectural considerations and configuration steps for
deploying the Automated Security Response on AWS solution in the AWS Cloud. It includes links
to AWS CloudFormation templates that launch, configure, and run the AWS compute, network,

storage, and other services required to deploy this solution on AWS, using AWS best practices for
security and availability.

The guide is intended for IT infrastructure architects, administrators, and DevOps professionals
who have practical experience architecting in the AWS Cloud.

Features and benefits

The Automated Security Response on AWS provides the following features:
Automatically remediate findings for specific controls

Configure the solution to automatically remediate findings for specific controls by modifying the
Remediation Configuration DynamoDB table deployed to the admin account.

Manage remediations across multiple accounts and Regions from one location

From an AWS Security Hub administrator account that is configured as the aggregation destination
for your organization’s accounts and Regions, initiate a remediation for a finding in any account
and Region in which the solution is deployed.

Get notified of remediation actions and results

Subscribe to the Amazon SNS topic deployed by the solution to be notified when remediations are
initiated and whether or not the remediation was successful.

Use the Web User Interface to start, view, and manage remediations

You will have the option to enable the solution's Web Ul when deplying the Admin stack, which
will provide a comprehensive user-friendly view to run remediations and view all past remediations
performed by the solution.

Integrate with ticket systems like Jira or ServiceNow

Features and benefits 3
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To help your organization react to remediations (for example, updating your infrastructure code),
this solution can push tickets to your external ticketing system.

Use AWSConfigRemediations in the GovCloud and China partitions

Some of the remediations included in the solution are repackages of AWS-owned
AWSConfigRemediation documents that are available in the commercial partition but not in
GovCloud or China. Deploy this solution to make use of these documents in those partitions.

Extend the solution with custom remediation and Playbook implementations

The solution is designed to be extensible and customizable. To specify an alternative remediation
implementation, deploy customized AWS Systems Manager automation documents and AWS IAM
Roles. To support an entire new set of controls that is not implemented by the solution, deploy a
custom Playbook.

Use cases

Enforce compliance to a standard across your organization’s accounts and Regions

Deploy the Playbook for a standard (for example, AWS Foundational Security Best Practices) to

be able to use the provided remediations. Automatically or manually initiate remediations for
resources in any account and Region in which the solution is deployed to fix resources that are out
of compliance.

Deploy custom remediations or Playbooks to meet your organization’s compliance needs

Use the provided Orchestrator components as a framework. Build custom remediations to address
out-of-compliance resources according to your organization'’s specific needs.

Concepts and definitions

This section describes key concepts and defines terminology specific to this solution:
remediation, remediation runbook

An implementation of a set of steps that resolves a finding. For example, a remediation for the
control Security Control (SC) Lambda.1 "Lambda function policies should prohibit public access"
would modify the policy of the relevant AWS Lambda Function to remove statements that allow
public access.

Use cases 4
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control runbook

One of a set of AWS Systems Manager (SSM) automation documents that the Orchestrator
uses to route an initiated remediation for a specific control to the correct remediation runbook.
For example, the remediations for SC Lambda.1 and AWS Foundational Security Best Practices
(FSBP) Lambda.1 are implemented with the same remediation runbook. The Orchestrator
invokes the control runbook for each control, which are named ASR-AFSBP_Lambda.1 and ASR-
SC_2.0.0_Lambda.1, respectively. Each control runbook invokes the same remediation runbook,
which in this case would be ASR-RemoveLambdaPublicAccess.

orchestrator

The Step Functions deployed by the solution that takes as input a finding object from AWS Security
Hub and invokes the correct control runbook in the target account and Region. The Orchestrator
also notifies the solution SNS Topic when the remediation is started and when the remediation
succeeds or fails.

standard

A group of controls defined by an organization as part of a compliance framework. For example,
one of the standards supported by AWS Security Hub and this solution is AWS FSBP.

control

A description of the properties that a resource should or should not have in order to be in
compliance. For example, the control AWS FSBP Lambda.1 states that AWS Lambda Functions
should prohibit public access. A function that allows public access would fail this control.

consolidated control findings, security control, security controls view

A feature of AWS Security Hub that, when activated, displays findings with their consolidated
control IDs rather than IDs that correspond to a particular standard. For example, the controls AWS
FSBP S3.2, CISv1.2.0 2.3, CIS v1.4.0 2.1.5.2, and PCI-DSS v3.2.1 S3.1 all map to the consolidated
(SC) control S3.2 "S3 Buckets should prohibit public read access." When this feature is turned on, SC
runbooks are used.

[Solution Web Ul] delegated admin

In the context of the solution’s Web Ul, a delegated admin is a user that has been invited by the
admin and has full access to run remediations and view remediation history. This user can also view
and manage other Account Operator users.

Concepts and definitions 5
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[Solution Web Ul] account operator

In the context of the solution’s Web Ul, an account operator is a user invited by an admin or
delegated admin to access the solution’'s Web Ul. This user is associated with a list of AWS Account

Ids provided in their invitation; they may only run remediations and view remediation history as it
pertains to resources in these accounts.

For a general reference of AWS terms, refer to the AWS Glossary.

Concepts and definitions 6
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Architecture overview

This section provides a reference implementation architecture diagram for the components
deployed with this solution.

Architecture diagram

Deploying this solution with the default parameters builds the following environment in the AWS

Cloud.

Automated Security Response on AWS architecture
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AWS CloudFormation resources are created from AWS Cloud Development Kit (AWS CDK)
constructs.

The high-level flow for the solution components deployed with the AWS CloudFormation template
is as follows:

Architecture diagram 7
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1.

Detect: AWS Security Hub provides customers with a comprehensive view of their AWS security
state. It helps them to measure their environment against security industry standards and best
practices. It works by collecting events and data from other AWS services, such as AWS Config,
Amazon Guard Duty, and AWS Firewall Manager. These events and data are analyzed against
security standards, such as CIS AWS Foundations Benchmark. Exceptions are asserted as findings
in the AWS Security Hub console. New findings are sent as Amazon EventBridge events.

. Listen: EventBridge events are emitted by AWS Security Hub for every finding created or

modified by the service. Automated Security Response on AWS (ASR) deploys two EventBridge
rules that listen for finding events generated by AWS Security Hub:

« Custom Action EventBridge Rule: Listens for custom actions events emitted by AWS Security
Hub CSPM when the 'Remediate with ASR' custom action is triggered by a user. The event is
forwarded to the Orchestrator for remediation.

« Findings EventBridge Rule: Listens for all finding create or update events emitted by AWS
Security Hub and AWS Security Hub CSPM. These events are forwarded to the Pre-Processor's
SQS Queue for further processing.

. Initiate: You can initiate remediations by-hand, or configure them to run automatically. To run

a remediation manually, you can use the Web Ul deployed by the solution or the custom actions
feature in AWS Security Hub CSPM. After careful testing in a non-production environment,

you can also activate automated remediations. You can activate automations for individual
remediations — you don't need to activate automatic initiations on all remediations. To
configure remediations to run automatically, see the Enable fully-automated remediations page.

. Pre-remediate: In the admin account, AWS Step Functions processes the remediation event and

prepares it to be scheduled.

. Schedule: The solution invokes the scheduling AWS Lambda function to place the remediation

event in the Amazon DynamoDB state table.

. Orchestrate: In the admin account, Step Functions uses cross-account AWS Identity and Access

Management (IAM) roles. Step Functions invokes the remediation in the member account
containing the resource that produced the security finding.

. Remediate: An AWS Systems Manager Automation document in the member account performs

the action required to remediate the finding on the target resource, such as disabling Lambda
public access.

Optionally, you can enable the Action Log feature in the member stacks with the
EnableCloudTrailForASRActionLog parameter. This feature captures actions taken by the

Architecture diagram 8
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solution in your Member accounts and displays them in the solution’'s Amazon CloudWatch
dashboard.

8. (Optional) Create a ticket: If you use the TicketGenFunctionName parameter to enable
ticketing in the Admin stack, the solution invokes the provided ticket generator Lambda
function. This Lambda function creates a ticket in your ticketing service after the remediation
has successfully executed in the Member account. We provide stacks for integration with Jira and

ServiceNow.

9. Notify and log: The playbook logs the results to a CloudWatch log group, sends a notification
to an Amazon Simple Notification Service (Amazon SNS) topic, and updates the Security Hub
finding. The solution maintains an audit trail of actions in the finding notes.

AWS Well-Architected design considerations

This solution was designed with best practices from the AWS Well-Architected Framework which

helps customers design and operate reliable, secure, efficient, and cost-effective workloads in the
cloud. This section describes how the design principles and best practices of the Well-Architected
Framework were applied when building this solution.

Operational excellence

This section describes how we architected this solution using the principles and best practices of
the operational excellence pillar.

» Resources defined as laC using CloudFormation.

» Remediations implemented with the following characteristics, where possible:
« Idempotency
« Error handling and reporting

» Logging
 Restoring resources to a known state on failure

Security

This section describes how we architected this solution using the principles and best practices of
the security pillar.

« |IAM used for authentication and authorization.

AWS Well-Architected design considerations 9
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» Role permissions scoped to be as narrow as possible, though in many cases this soloution
requires wildcard permissions to be able to act on any resources.

» For security purposes,

Reliability

This section describes how we architected this solution using the principles and best practices of
the reliability pillar.

« Security Hub continues to create findings if the underlying cause of the finding is not resolved by
the remediation.

« Serverless services allow the solution to scale as needed.

Performance efficiency

This section describes how we architected this solution using the principles and best practices of
the performance efficiency pillar.

» This solution was designed to be a platform for you to extend without having to implement
orchestration and permissions yourself.

Cost optimization

This section describes how we architected this solution using the principles and best practices of
the cost optimization pillar.

» Serverless services allow you to pay for only what you use.

o Use the free tier for SSM automation in every account

Sustainability

This section describes how we architected this solution using the principles and best practices of
the sustainability pillar.

« Serverless services allow you to scale up or down as needed.

Reliability 10
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Architecture details

This section describes the components and AWS services that make up this solution and the
architecture details on how these components work together.

AWS Security Hub integration

Deploying the automated-security-response-admin stack creates integration with AWS
Security Hub CSPM's custom action feature. When AWS Security Hub CSPM console users click

Actions > Remediate with ASR, the selected findings are sent to EventBridge and trigger the
remediation workflow.

Cross-account permissions and AWS Systems Manager runbooks must be deployed to all AWS
Security Hub accounts (admin and member) using the automated-security-response-
member.template and automated-security-response-member-roles.template
CloudFormation templates. For more information, refer to Playbooks. This template allows
automated remediation in the target account.

Users can configure fully-automated remediations on a per-control basis using Amazon
DynamoDB. This option activates fully automatic remediation of findings as soon as they are
reported to AWS Security Hub. By default, automatic initiations are turned off. This option can be
changed at any time after installation by modifying the Remediation Configuration DynamoDB
table.

Cross-account remediation

Automated Security Response on AWS uses cross-account roles to work across primary and
secondary accounts using cross-account roles. These roles are deployed to member accounts during
solution installation. Each remediation is assigned an individual role. The remediation process in
the primary account is granted permission to assume the remediation role in the account that
requires remediation. Remediation is performed by AWS Systems Manager runbooks running in the
account that requires remediation.

Playbooks

A set of remediations is grouped into a package called a playbook. Playbooks are installed, updated,
and removed using this solution’s templates. For information about supported remediations

AWS Security Hub integration 11


https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html

Automated Security Response on AWS Implementation Guide

in each playbook, refer to Developer Guide — Playbooks. This solution currently supports the
following playbooks:

» Security Control, a playbook aligned with the Consolidated control findings feature of AWS
Security Hub, published February 23, 2023.

/A Important
When Consolidated control findings are enabled in Security Hub, this is the only

playbook that should be enabled in the solution.

« Center for Internet Security (CIS) Amazon Web Services Foundations benchmarks, version 1.2.0,
published May 18, 2018.

» Center for Internet Security (CIS) Amazon Web Services Foundations benchmarks, version 1.4.0,
published November 9, 2022.

» Center for Internet Security (CIS) Amazon Web Services Foundations benchmarks, version 3.0.0,
published May 13, 2024.

o AWS Foundational Security Best Practices (FSBP) version 1.0.0, published March 2021.
o Payment Card Industry Data Security Standards (PCI-DSS) version 3.2.1, published May 2018.

« National Institute of Standards and Technology (NIST) version 5.0.0, published November 2023.

After deploying the solution’s CloudFormation stacks, the playbooks are ready to use immediately
—no additional configuration is required to enable remediations for the Security Standards listed
above.

Centralized logging

Automated Security Response on AWS logs to a single CloudWatch Logs group, SO0111-ASR.
These logs contain detailed logging from the solution for troubleshooting and management of the
solution.

Notifications

This solution uses an Amazon Simple Notification Service (Amazon SNS) topic to publish
remediation results. You can use subscriptions to this topic to extend the capabilities of the
solution. For example, you can send email notifications and update trouble tickets.

Centralized logging 12


https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html

Automated Security Response on AWS Implementation Guide

« SO0111-ASR_Topic — Used to send general informational and error messages related to
executed remediations.

« SO0111-ASR_Alarm_Topic — Used to notify when one of the solution’s alarms is triggered,
indicating that the solution is not functioning as expected.

AWS services in this solution

The solution uses the following services. Core services are required to use the solution, and
supporting services connect the core services.

AWS service Description

Amazon EventBridge Core. EventBridge rules are used to listen and

trigger on events emitted by AWS Security
Hub and AWS Security Hub CSPM.

AWS IAM Core. Deploys many roles to allow remediati
ons on different resources.

AWS Lambda Core. Deploys multiple lambda functions that
will be used by the step function orchestator
to remediate issues.

Serves as the backend for the solution’s Web
Ul integrated with APl Gateway.

AWS Security Hub Core. Provides customers with a comprehen

sive view of their AWS security state.

AWS Step Functions Core. Deploys an orchestrator that will invoke
the remediation documents with AWS Systems
Manager API calls.

AWS Systems Manager Core. Deploys System Manager Automation
Documents that contain the remediation logic

to be executed by the solution.

AWS services in this solution 13
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AWS service

AWS DynamoDB

AWS CloudTrail

Amazon CloudWatch

Amazon Simple Notification Service

AWS SQS

AWS Key Management Service

Description

Uses Parameter Store to maintain solution
metadata and configuration settings.

Core. Stores the last run remediation in each
account and Region to optimize scheduling of
remediations.

Stores findings generated by AWS Security
Hub & AWS Security Hub CSPM.

Stores remediation and solution configuration
metadata.

Stores data for users accessing the solution'’s
Web UL

Supporting. Records changes that the
solution makes to your AWS resources and
displays them on a CloudWatch dashboard.

Supporting. Deploys log groups that the
different playbooks will use to log results.
Collects metrics to display on a custom
dashboard with alarms.

Supporting. Deploys SNS topics that receive
a notification once a remediation has been
completed.

Supporting. Assists with scheduling remediati
ons so that the solution can run remediations
in parallel.

Buffers Lambda executions using Lambda
EventSource Mappings.

Supporting. Used to encrypt data for
remediations.

AWS services in this solution
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AWS service

AWS Config

Amazon S3

Amazon CloudFront

Amazon AP| Gateway

AWS WAF

Amazon Cognito

Description

Supporting. Records all resources for use with
AWS Security Hub.

Supporting. Stores exported remediation
history and log data.

Hosts the solution’s Web Ul as a Single-page
Application (SPA).

Supporting. Delivers the solution's Web Ul

Supporting. Creates the solution’s REST API to
support the user interface.

Supporting. Protects the solution’s Web Ul.

Supporting. Used to authenticate and
authorize access to the solution’s Web Ul.

AWS services in this solution
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Plan your deployment

This section describes the cost, network security, supported AWS Regions, quotas, and other
considerations prior to deploying the solution.

Cost

You are responsible for the cost of the AWS services used to run this solution.

As of this revision, the estimated monthly costs are:

« Small deployment (10 accounts, 1 region - US East/N. Virginia): Approximately $14.70 for 300
remediations/month

« Medium deployment (100 accounts, 1 region - US East/N. Virginia): Approximately $106.40 for
3,000 remediations/month

« Large deployment (1,000 accounts, 10 regions): Approximately $7,360.00 for 30,000
remediations/month

/A Important

Prices are subject to change. For full details, refer to the pricing page for each AWS service
used in this solution.

(® Note

Many AWS Services include a Free Tier - a baseline amount of the service that customers
can use at no charge. Actual costs may be more or less than the pricing examples provided.

We recommend creating a budget through AWS Cost Explorer to help manage costs. Prices are
subject to change. For full details, see the pricing webpage for each AWS service used in this
solution.

Sample cost table

The total cost to run this solution depends on the following factors:

Cost 16


https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html

Automated Security Response on AWS

Implementation Guide

o The number of AWS Security Hub member accounts
o The number of active automatically-invoked remediations

» The frequency of remediation

This solution uses the following AWS components, which incur a cost based on your configuration.
Pricing examples are provided for small, medium, and large organizations.

Service

AWS Systems Manager

Automation - Step Count

AWS Systems Manager

Automation - Step Duration

AWS Systems Manager

Automation - Storage

AWS Systems Manager

Automation - Data Transfer

AWS Security Hub CSPM -
Security Checks

Free Tier

No free tier

No free tier

No free tier

No free tier

No free tier

Pricing [USD]

Each basic step is charged at
$0.002 per step. For multi-
account automations, all
steps including those run

in any child accounts are
counted only in the originati
ng account.

Each aws:executeScript
action step is charged at
$0.00003 for every second.

$0.046 per GB per month

$0.900 per GB transferred
(for cross-account or out-of-
Region)

First 100,000 checks/ac
count/Region/month costs
$0.0010 per check

Next 400,000 checks/ac
count/Region/month costs
$0.0008 per check

Sample cost table
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Service

AWS Security Hub CSPM -
Finding Ingestion Events

Amazon CloudWatch - Metrics

Amazon CloudWatch -
Dashboard

Free Tier

First 10,000 events/account/
Region/month is free. Finding
ingestion events associated
with Security Hub's security
checks.

Basic Monitoring Metrics (at
5-minute frequency) 10

Detailed Monitoring Metrics
(at 1T-minute frequency) 1

1 Million API requests (not
applicable to GetMetricData,
GetInsightRuleReport and
GetMetricWidgetimage)

3 Dashboards for up to 50
metrics per month

Pricing [USD]

Over 500,000 checks/ac
count/Region/month costs
$0.0005 per check

Over 10,000 events/ac
count/Region/month costs
$0.00003 per event

First 10,000 metrics costs
$0.30 metric/month

Next 240,000 metrics costs
$0.10 metric/month

Next 750,000 metrics costs
$0.05 metric/month

Over 1,000,000 metrics costs
$0.02 metric/month

API calls cost $0.01 per 1,000
requests

$3.00 per dashboard per
month

Sample cost table
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Service

Amazon CloudWatch - Alarms

Amazon CloudWatch - Logs

Collection

Amazon CloudWatch - Logs
Storage

AWS Lambda - Requests

AWS Lambda - Duration

Free Tier

10 Alarm metrics (not
applicable to high-resolution
alarms)

5GB Data (ingestion, archive
storage, and data scanned by
Logs Insights queries)

5GB Data (ingestion, archive
storage, and data scanned by
Logs Insights queries)

1M free requests per month

400,000 GB-seconds of
compute time per month

Pricing [USD]

Standard Resolution (60 sec)
costs $0.10 per alarmmetric

High Resolution (10 sec) costs
$0.30 per alarm metric

Standard Resolution Anomaly
Detection costs $0.30 per
alarm

High Resolution Anomaly
Detection costs $0.90 per
alarm

Composite costs $0.50 per
alarm

$0.50 per GB

$0.005 per GB of data
scanned

$0.20 per 1M requests

$0.0000166667 for every GB-
second. The price for Duration
depends on the amount of
memory you allocate to your
function. You can allocate any
amount of memory to your
function between 128MB and
10,240MB, in TMB increment
S.

Sample cost table
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Service

AWS Step Functions - State

Transitions

Amazon EventBridge

Amazon SNS

Amazon SQS

Amazon DynamoDB

Free Tier

4,000 free state transitions
per month

All state change events
published by AWS services are
free

First 1 million Amazon SNS
requests per month are free

First 1 million Amazon SQS
requests per month are free

First 25GB of storage is free

Pricing [USD]

$0.025 per 1,000 state
transitions thereafter

Custom events cost $1.00/mil
lion custom events published

Third-party (SaaS) events
cost $1.00/million events
published

Cross-account events cost
$1.00/million cross-account
events sent

$0.50 per 1 million requests
thereafter

$0.40 per 1 million to 100
billion requests thereafter

$2.00 per 1 million consistent
reads and writes thereafter

Sample cost table
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Service

AWS Key Management

Service

Amazon Cognito

Amazon CloudFront

Free Tier

20,000 requests/month

In the Essentials tier, the first
10,000 Monthly Active Users
are free.

Note: This free tier is 50
Monthly Active Users when
users authenticate via
external IdP (SAML/OIDC).

Free tier includes 1 TB of data
transfer out and 10,000,000
HTTP or HTTPS Requests per
month.

Pricing [USD]

$1.00 per 1 KMS key. $0.03
per 10,000 API requests. For
KMS keys that you rotate
automatically or on demand,
the first and second rotation
of the key adds $1/month
(prorated hourly) in cost.

Note: This solution includes
KMS caching optimizat
ions (S3 Bucket Keys, 60-
minute SQS data key reuse,
5-minute Secrets Manager
caching) that reduce KMS
API calls by approximately
70%.

$0.015 per Monthly Active
User greater than 10,000
users.

(US/Canada/Mexico) First 9TB
is $0.085 per month. Next
40TB is $0.080 per month.

$0.0075 per HTTP request.
$0.0100 per HTTPS request.

Sample cost table
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Service Free Tier Pricing [USD]
Amazon S3 No Free Tier First 50 TB is $0.023 per GB
per month.

$0.005 per 1,000 PUT, COPY,
POST, LIST requests.

$0.0004 per 1,000 GET,
SELECT, and all other

requests.
Amazon API Gateway 1 Million REST API calls in the  $3.50 per million for the first
first 12 months of usage. 333 million API calls.

KMS cost optimization

Since version 3.1.0, this solution includes KMS caching optimizations that reduce cryptographic
operation costs by approximately 70%

o S3 Bucket Keys: Reduces KMS GenerateDataKey calls for S3 encryption operations
« SQS Data Key Reuse: 60-minute cache period for message encryption

« Secrets Manager Caching: 5-minute TTL in Lambda functions

Performance Impact: These optimizations improve latency by 10-15ms for S3 operations and full
workflows while reducing costs, with no throughput degradation.

Pricing examples (monthly)

Example 1: 300 remediations per month

10 accounts, 1 Region

30 remediations per account/Region/month

500 Security Hub findings processed per account/Region/month
Web Ul disabled

Action Log disabled

KMS cost optimization 22
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 Total cost $14.70 per month

Service

AWS Systems Manager
Automation

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - Requests

AWS Lambda - Duration

AWS Step Functions

Amazon EventBridge rules

Assumptions

Steps: ~4 steps * 300
remediations * $0.002 =
$2.40

Duration: 10s * 300 remediati
ons * $0.00003 = $0.09

No billable services utilized
$0.50 per GB

300 remediations * 7 requests
= 2,100 requests

5,000 findings * 1 request =
5,000 requests

$0.20 / 1,000,000 requests =
$0.0000002 per request

(512MB Memory)

4,000ms * 300 remediations *
$0.0000000083 = $0.00996

449ms * 5,000 findings *
$0.0000000083 = $.0186

19 state transitions * 300
remediations = 5,700

$0.025 * (5,700/1,000) state
transitions = $0.14

No charge for rules

Monthly charges [USD]

$2.49

$0
< $0.01

$0.00142

$0.029

$0.14

$0

Pricing examples (monthly)
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Service Assumptions Monthly charges [USD]
AWS Key Management 1 key * 10 accounts * 1 Region  $10.02
Service *$1=9%10

(Encrypt/Decrypt API

requests)

(300 remediations * 2
requests) + (5,000 findings * 4
requests) = 20,600 requests

With KMS caching: 20,600 *
0.30 = 6,180 requests

$0.03 per 10,000 requests
= $0.03 * (6,180 / 10,000) =

$0.02
Amazon DynamoDB $2.00 * 1,000,000 read and $2.0625
writes = $2.00

(Findings Table) 15MB * 10
accounts * 1 region = 150MB

(History Table) T0MB * 10
accounts * 1 region = T00MB

$0.25 per GB-month * 0.25

GB = $0.0625

Amazon SQS $0.40 * 1,000,000 requests = $0.40
$0.40

Amazon SNS $0.50 * (600 / 1,000,000 $0.0003

notifications) = $0.0003

Pricing examples (monthly) 24
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Service

Amazon CloudWatch - Metrics

Amazon CloudWatch -
Dashboards

Amazon CloudWatch - Alarms

Amazon CloudWatch - X-Ray
Traces

Total

Assumptions
(Enhanced Metrics Disabled)

$0.30 * 7 custom metrics =
$2.10

$0.01 * (300 put metrics API
calls / 1,000) = $0.003

$3.00 * 1 dashboard = $3.00

(Enhanced Metrics Disabled)
$0.10 * 4 alarms = $0.40

300 remediations * 7 requests
= 2,100 Lambda invocations

5,000 findings * 1 request =
5,000 Lambda invocations

$0.000005 per trace * 7,100
traces = $0.0355

Monthly charges [USD]

$2.10

$3.00

$0.40

$0.0355

$14.70

Example 2: 300 remediations per month (Web Ul Enabled)

10 accounts, 1 Region

30 remediations per account/Region/month

5,000 Security Hub findings processed per account/Region/month

Web Ul enabled
Action Log disabled
Total cost $36.35 per month

Pricing examples (monthly)
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Service

AWS Systems Manager
Automation

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - Requests

AWS Lambda - Duration

AWS Step Functions

Amazon EventBridge rules

AWS Key Management
Service

Assumptions

Steps: ~4 steps * 300
remediations * $0.002 =
$2.40

Duration: 10s * 300 remediati
ons * $0.00003 = $0.09

No billable services utilized
$0.50 per GB

300 remediations * 7 requests
= 2,100 requests

5,000 findings * 1 request =
5,000 requests

$0.20 / 1,000,000 requests =
$0.0000002 per request

(512MB Memory)

4,000ms * 300 remediations *
$0.0000000083 = $0.00996

449ms * 5,000 findings *
$0.0000000083 = $.0186

19 state transitions * 300
remediations = 5,700

$0.025 * (5,700/1,000) state
transitions = $0.14

No charge for rules

1 key * 10 accounts * 1 Region
*$1=9$10

Monthly charges [USD]

$2.49

$0
< $0.01

$0.00142

$0.029

$0.14

$0

$10.06

Pricing examples (monthly)
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Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - Metrics

Assumptions

(Encrypt/Decrypt API
requests)

(300 remediations * 2
requests) + (5,000 findings * 4
requests) = 20,600 requests

$0.03 per 10,000 requests =
$0.03 * (20,600 / 10,000) =
$0.06

$2.00 * 1,000,000 read and
writes = $2.00

(Findings Table) 15MB * 10
accounts * 1 region = 150MB

(History Table) 1T0MB * 10
accounts * 1 region = T00MB

$0.25 per GB-month * 0.25
GB = $0.0625

$0.40 * 1,000,000 requests =
$0.40

$0.50 * (600 / 1,000,000
notifications) = $0.0003

(Enhanced Metrics Disabled)

$0.30 * 7 custom metrics =
$2.10

$0.01 * (300 put metrics API
calls / 1,000) = $0.003

Monthly charges [USD]

$2.0625

$0.40

$0.0003

$2.10

Pricing examples (monthly)
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Service

Amazon CloudWatch -
Dashboards

Amazon CloudWatch - Alarms

Amazon CloudWatch - X-Ray
Traces

Amazon Cognito

Amazon CloudFront

Assumptions

$3.00 * 1 dashboard = $3.00

(Enhanced Metrics Disabled)
$0.10 * 4 alarms = $0.40

300 remediations * 7 requests
= 2,100 Lambda invocations

5,000 findings * 1 request =
5,000 Lambda invocations

$0.000005 per trace * 7,100
traces = $0.0355

(Essentials Tier)
500 Monthly Active Users

Regional Data Transfer Out to
Origin (per GB) = $0.020

Regional Data Transfer Out to
Internet (per GB) = $0.085

Request Pricing for ALLHTTP
Methods (per 10,000) =
$0.0075

Monthly charges [USD]

$3.00

$0.40

$0.0355

$0

$0.1125

Pricing examples (monthly)
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Service Assumptions Monthly charges [USD]
Amazon S3 (Ul Hosting) $0.0125

$0.023 per GB * 0.002 GB =
$0.000046

(History Export) $0.023 per
GB * 0.50 GB = $0.0125

$0.0004 per 1,000 GET
requests

AWS WAF 1 Web ACL = $5.00 per month  $12

7 rules * $1.00 per rule =

$7.00

Amazon AP| Gateway $3.50 per million REST API $3.50
calls

Total $36.35

Example 3: 3,000 remediations per month

« 100 accounts, 1 Region

» 30 remediations per account/Region/month

» 500 Security Hub findings processed per account/Region/month
« Web Ul disabled

« Action Log disabled

 Total cost $106.40 per month

Service Assumptions Monthly charges [USD]
AWS Systems Manager Steps: ~4 steps * 3,000 $24.90
Automation remediations * $0.002 =

$24.00

Pricing examples (monthly) 29
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Service

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - Requests

AWS Lambda - Duration

AWS Step Functions

Amazon EventBridge rules

Assumptions

Duration: 10s * 3,000
remediations * $0.00003 =
$0.90

No billable services utilized
$0.50 per GB

3,000 remediations * 7
requests = 2,100 requests

50,000 findings * 1 request =
50,000 requests

$0.20 / 1,000,000 requests =
$0.0000002 per request

(512MB Memory)

4,000ms * 3,000 remediations
* $0.0000000083 = $0.0996

449ms * 50,000 findings *
$0.0000000083 = $0.186

19 state transitions * 3,000
remediations = 57,000

$0.025 * (57,000/1,000) state
transitions = $1.425

No charge for rules

Monthly charges [USD]

$0
< $0.01

$0.01

$0.29

$1.425

$0

Pricing examples (monthly)

30



Automated Security Response on AWS Implementation Guide

Service Assumptions Monthly charges [USD]
AWS Key Management 1 key * 100 accounts * 1 $100.185
Service Region * $1 = $100

(Encrypt/Decrypt API

requests)

(3,000 remediations * 2
requests) + (50,000 findings
* 4 requests) = 206,000
requests

With KMS caching: 206,000 *
0.30 = 61,800 requests

$0.03 per 10,000 requests =
$0.03 * (61,800 / 10,000) =

$0.185
Amazon DynamoDB $2.00 * 1,000,000 read and $2.625
writes = $2.00

(Findings Table) 15MB *
100 accounts * 1 region =
1,500MB

(History Table) 10MB *
100 accounts * 1 region =
1,000MB

$0.25 per GB-month * 2.5 GB

= $0.625

Amazon SQS $0.40 * 1,000,000 requests = $0.40
$0.40

Amazon SNS $0.50 * 1,000,000 notificat $0.50
ions = $0.50

Pricing examples (monthly) 31
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Service

Amazon CloudWatch - Metrics

Amazon CloudWatch -
Dashboards

Amazon CloudWatch - Alarms

Amazon CloudWatch - X-Ray
Traces

Total

Assumptions
(Enhanced Metrics Disabled)

$0.30 * 7 custom metrics =
$2.10

$0.01 * (3000 / 1,000) put
metrics API calls = $0.03

$3.00 * 1 dashboard = $3.00

$0.10 * 4 alarms = $0.40

3,000 remediations * 7
requests = 2,100 Lambda
invocations

50,000 findings * 1 request =

50,000 Lambda invocations

$0.000005 per trace * 52,100

traces = $0.2605

Example 4: 30,000 remediations per month

« 1,000 accounts, 10 Regions

» 30 remediations per account/Region/month

» 500 Security Hub findings processed per account/Region/month

« Web Ul disabled
« Action Log disabled

« Total cost $7,360.00 per month

Monthly charges [USD]

$2.13

$3.00

$0.40

$0.2605

$106.40

Pricing examples (monthly)

32



Automated Security Response on AWS

Implementation Guide

Service

AWS Systems Manager
Automation

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - Requests

AWS Lambda - Duration

AWS Step Functions

Amazon EventBridge rules

Assumptions

Steps: ~4 steps * 30,000
remediations * $0.002 =
$240.00

Duration: 10s * 30,000
remediations * $0.00003 =
$9.00

No billable services utilized
$0.50 per GB

30,000 remediations * 7
requests = 210,000 requests

5,000,000 findings * 1 request

= 5,000,000 requests

$0.20 / 1,000,000 requests =
$0.0000002 per request

(512MB Memory)

4,000ms * 30,000 remediati
ons * $0.0000000083 =
$0.996

449ms * 5,000,000 findings *
$0.0000000083 = $18.63

19 state transitions * 30,000
remediations = 570,000

$0.025 * (570,000/1,000)
state transitions = $14.25

No charge for rules

Monthly charges [USD]

$249.00

$0
< $0.01

$1.042

$19.63

$14.25

$0

Pricing examples (monthly)
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Service Assumptions Monthly charges [USD]
AWS Key Management (1 key) $1 * 1,000 accounts * $10,018.05
Service 10 Region = $10,000

(Encrypt/Decrypt API

requests)

(30,000 remediations *

2 requests) + (5,000,00
0 findings * 4 requests) =
20,060,000 requests

With KMS caching: 20,060,00
0 *0.30 = 6,018,000 requests

$0.03 per 10,000 requests =
$0.03 * (6,018,000 / 10,000)
= $18.05

Amazon DynamoDB $2.00 * (10,000,000 read and  $82.50
writes / 1,000,000) = $20.00

(Findings Table) 15MB * 1000
accounts * 10 region = 150GB

(History Table) 1T0MB * 1000
accounts * 10 region = 100GB

$0.25 per GB-month * 250 GB
= $62.50

Amazon SQS $0.40 * (5,060,000 requests /  $2.024
1,000,000) = $2.024

Amazon SNS $0.000005 * 1,000,000 $0.50
notifications = $0.50

Pricing examples (monthly) 34



Automated Security Response on AWS

Implementation Guide

Service

Amazon CloudWatch - Metrics

Amazon CloudWatch -
Dashboards

Amazon CloudWatch - Alarms

Amazon CloudWatch - X-Ray
Traces

Total

Assumptions Monthly charges [USD]
(Enhanced Metrics Disabled) $2.40

$0.30 * 7 custom metrics =
$2.10

$0.01 * (30,000 / 1,000) put
metrics API calls = $0.30

$3.00 * 1 dashboard = $3.00 $3.00

(Enhanced Metrics Disabled) $0.40
$0.10 * 4 alarms = $0.40

30,000 remediations * 7 $26.05
requests = 210,000 Lambda
invocations

5,000,000 findings * 1
request = 5,000,000 Lambda
invocations

$0.000005 per trace *
5,210,000 traces = $26.05

$7,360.00

Example 5: 30,000 remediations per month (Web Ul Enabled)

« 1,000 accounts, 10 Regions

Web Ul enabled
Action Log disabled

Total cost $7,380.10 per month

30 remediations per account/Region/month

500 Security Hub findings processed per account/Region/month

Pricing examples (monthly)
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Service

AWS Systems Manager
Automation

AWS Security Hub
Amazon CloudWatch Logs

AWS Lambda - Requests

AWS Lambda - Duration

AWS Step Functions

Amazon EventBridge rules

Assumptions

Steps: ~4 steps * 30,000
remediations * $0.002 =
$240.00

Duration: 10s * 30,000
remediations * $0.00003 =
$9.00

No billable services utilized
$0.50 per GB

30,000 remediations * 7
requests = 210,000 requests

5,000,000 findings * 1 request

= 5,000,000 requests

$0.20 / 1,000,000 requests =
$0.0000002 per request

(512MB Memory)

4,000ms * 30,000 remediati
ons * $0.0000000083 =
$0.996

449ms * 5,000,000 findings *
$0.0000000083 = $18.63

19 state transitions * 30,000
remediations = 570,000

$0.025 * (570,000/1,000)
state transitions = $14.25

No charge for rules

Monthly charges [USD]

$249.00

$0
< $0.01

$1.042

$19.63

$14.25

$0

Pricing examples (monthly)

36



Automated Security Response on AWS Implementation Guide

Service Assumptions Monthly charges [USD]
AWS Key Management (1 key) $1 * 1,000 accounts * $10,018.05
Service 10 Region = $10,000

(Encrypt/Decrypt API

requests)

(30,000 remediations *

2 requests) + (5,000,00
0 findings * 4 requests) =
20,060,000 requests

With KMS caching: 20,060,00
0 *0.30 = 6,018,000 requests

$0.03 per 10,000 requests =
$0.03 * (6,018,000 / 10,000)
= $18.05

Amazon DynamoDB $2.00 * (10,000,000 read and  $82.50
writes / 1,000,000) = $20.00

(Findings Table) 15MB * 1000
accounts * 10 region = 150GB

(History Table) 1T0MB * 1000
accounts * 10 region = 100GB

$0.25 per GB-month * 250 GB
= $62.50

Amazon SQS $0.40 * (5,060,000 requests /  $2.024
1,000,000) = $2.024

Amazon SNS $0.000005 * 1,000,000 $0.50
notifications = $0.50

Pricing examples (monthly) 37
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Service

Amazon CloudWatch - Metrics

Amazon CloudWatch -
Dashboards

Amazon CloudWatch - Alarms

Amazon CloudWatch - X-Ray
Traces

Amazon Cognito

Assumptions
(Enhanced Metrics Disabled)

$0.30 * 7 custom metrics =
$2.10

$0.01 * (30,000 / 1,000) put
metrics API calls = $0.30

$3.00 * 1 dashboard = $3.00

(Enhanced Metrics Disabled)
$0.10 * 4 alarms = $0.40

30,000 remediations * 7
requests = 210,000 Lambda
invocations

5,000,000 findings * 1

request = 5,000,000 Lambda

invocations

$0.000005 per trace *
5,210,000 traces = $26.05

(Essentials Tier)

5,000 Monthly Active Users

Monthly charges [USD]

$2.40

$3.00

$0.40

$26.05

$0

Pricing examples (monthly)
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Service

Amazon CloudFront

Amazon S3

AWS WAF

Amazon AP| Gateway

Total

/A Important

Assumptions

Regional Data Transfer Out to
Origin (per GB) = $0.020

Regional Data Transfer Out to
Internet (per GB) = $0.085

Request Pricing for AILHTTP
Methods (per 10,000) =
$0.0075

(Ul Hosting)

$0.023 per GB * 0.002 GB =
$0.000046

(History Export) $0.023 per
GB * 100 GB = $2.30

$0.0004 per 1,000 GET
requests * 5,000 requests =
$2.00

1 Web ACL = $5.00 per month

7 rules * $1.00 per rule =
$7.00

$3.50 per million REST API
calls

Monthly charges [USD]

$0.1125

$4.30

$12

$3.50

$7,380.10

KMS Key Rotation Costs AWS Key Management Service (KMS) automatically rotates
customer managed keys once per year when rotation is enabled. Each rotation incurs a cost

Pricing examples (monthly)
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of $1.00 per key per year. For example, with 1000 accounts in a single region, this results in
an additional $1000/year (1 rotation x 1000 keys x $1.00).

Additional cost for optional features
This section identifies additional costs associated with optional features for this solution.
Enhanced CloudWatch metrics

If you select yes for the EnableEnhancedCloudWatchMetrics parameter when deploying the
admin stack, the solution creates two custom metrics and one alarm for each control ID. The cost
depends on the number of control IDs that you are remediating. In the following table, we assume
that you are remediating all 96 different control IDs per month, to determine the upper bound of
costs.

Service Assumptions 96 control IDs * Monthly charges [USD]
2 = 192 custom metrics

Amazon CloudWatch - Metrics $0.30 * 192 custom metrics=  $57.60
$57.60

Amazon CloudWatch - Alarms  $0.10 * 96 alarms = $9.60 $9.60

Total $67.20

CloudTrail Action Log

In each member account that you enable the Action Log feature for, the solutions creates a
CloudTrail trail to log all write management events. A Lambda function filters out events not
related to the solution. This means that the cost is related to the total number of management
events in your account, since events not related to the solution are still captured by the trail and
processed by the Lambda function.

For the following table, we assume 150,000 management events per month in the account. The
actual cost depends on the actual management event activity in your account.

Additional cost for optional features 40
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Service Assumptions Monthly charges [USD]
AWS CloudTrail 150,000 * $2.00/100,000 = $3.00

$3.00
Lambda 150,000 * 0.2 *0.125 = 3,750 $0.0925

GB-seconds

3,750 * $0.0000166667 =
$0.0625 compute time cost

0.15 * $0.20 = $0.03 request
cost

$0.0625 + $0.03 = $0.0952
total Lambda cost

Total $3.09 per member account

Security

When you build systems on AWS infrastructure, security responsibilities are shared between you
and AWS. This shared model reduces your operational burden because AWS operates, manages,
and controls the components including the host operating system, the virtualization layer, and the
physical security of the facilities in which the services operate. For more information about AWS
security, visit the AWS Cloud Security.

APl Gateway Security Policy

If you choose to enable the solution’s Web User Interface, an APl Gateway REST APl is deployed
alongside the Admin CloudFormation stack which serves as the backend for all operations in
the Web Ul. The REST API deployed by the solution uses the default TLS security policy for API
Gateway, which is TLS-1-0 for regional APlIs.

However, after deploying the Admin CloudFormation stack you may choose to customize the
solution’s REST API by adding a more restrictive TLS security policy. For example, you can choose
the TLS_1_2 security policy to restrict for traffic using TLSv1.2 or TLSv1.3. You can find the
solution’s REST API in the APl Gateway console under the name AutomatedSecurityResponseApi.
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In order to choose a security policy for the solution’s REST API, you must first configure a custom
domain name. For more information, see Custom domain name for public REST APIs in API

Gateway.

For more information on adding a security policy to your REST API, see Choose a security policy for

your REST API custom domain in APl Gateway in the APl Gateway guide.

IAM roles

AWS Identity and Access Management (IAM) roles allow customers to assign granular access
policies and permissions to services and users in the AWS Cloud. This solution creates IAM roles
that grant the solution’s automated functions access to perform remediation actions within a
narrow scope set of permissions specific to each remediation.

The admin account’s Step Function is assigned to the SO0111-ASR-Orchestrator-Admin
role. Only this role is allowed to assume the SO0111-Orchestrator-Member in each member
account. The member role is allowed by each remediation role to pass it to the AWS Systems
Manager service to run specific remediation runbooks. Remediation role names begin

with SO0111, followed by a description matching the name of the remediation runbook.

For example, SO0111-RemoveVPCDefaultSecurityGroupRules is the role for the ASR-
RemoveVPCDefaultSecurityGroupRules remediation runbook.

Supported AWS Regions

/A Important

Enabling optional features in the solution may reduce the list of regions supported for
deployment. In other words, the list below only applies to the core components of the
solution. For example, if you choose to enable the Web Ul, you will not be able to deploy
the solution in GovCloud regions since CloudFront is not supported in GovCloud (US), as of
November 2025.

Region name Region code
US East (Ohio) us-east-2
US East (N. Virginia) us-east-1
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Region name

US West (Northern California)

US West (Oregon)
Africa (Cape Town)

Asia Pacific (Hong Kong)
Asia Pacific (Hyderabad)
Asia Pacific (Jakarta)
Asia Pacific (Melbourne)
Asia Pacific (Mumbai)
Asia Pacific (Osaka)
Asia Pacific (Seoul)

Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)
Europe (Frankfurt)
Europe (Ireland)

Europe (London)
Europe (Milan)

Europe (Paris)

Europe (Spain)

Region code
us-west-1
us-west-2
af-south-1
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3

eu-south-2

Supported AWS Regions
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Region name Region code
Europe (Stockholm) eu-north-1
Europe (Zurich) eu-central-2
Middle East (Bahrain) me-south-1
Middle East (UAE) me-central-1
South America (Sao Paulo) sa-east-1
AWS GovCloud (US-East) us-gov-east-1
AWS GovCloud (US-West) us-gov-west-1
China (Beijing) cn-north-1
China (Ningxia) cn-northwest-1
Israel (Tel Aviv) il-central-1
Canada West (Calgary) ca-west-1
Mexico (Mexico City) mx-central-1
Asia Pacific (Thailand) ap-southeast-7
Asia Pacific (Malaysia) ap-southeast-5
(® Note

Any new AWS regions not listed may be supported via local deployment but not one-click

deployment.

Quotas

Service quotas, also referred to as limits, are the maximum number of service resources or
operations for your AWS account.

Quotas
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Quotas for AWS services in this solution

Make sure you have sufficient quota for each of the services implemented in this solution. For more

information, refer to AWS service quotas.

Use the following links to go to the page for that service. To view the Service Quotas for all AWS
services in the documentation without switching pages, view the information in the Service

endpoints and quotas page in the PDF instead.

AWS CloudFormation quotas

Your AWS account has AWS CloudFormation quotas that you should be aware of when launching
the stack in this solution. By understanding these quotas, you can avoid limitation errors that
would prevent you from deploying this solution successfully. For more information, see AWS
CloudFormation quotas in the AWS CloudFormation User Guide.

AWS CloudWatch quotas

Your AWS account has AWS CloudWatch quotas tied to CloudWatch Resource Policies which
only allows 10 resource policies per region per account and this cannot be requested for a quota
increase, see AWS CloudWatch Logs Quotas in the AWS CloudWatch User Guide. Before your
deployment please check your current usage to ensure you won't cross this threshold when
deploying the solution.

AWS Organizations

The solution’s Lambda functions make calls to the AWS Organizations API in order to fetch the
alias of the current account to include in messages published to the solution’s SNS topic. This
enables human-readable account names to be visible in the solution’s notifications for debugging
and tracking purposes.

AWS Organizations imposes limits on how often customers can invoke their API endpoints. If you
find that the solution is exceeding the limits set for your account, you can disable the feature that
fetches and displays the account alias.

To do this, navigate to the Lambda function named S00111-ASR-sendNotifications located
in the region and account where you deployed the Admin stack. Then, locate the environment
variable named DISABLE_ACCOUNT_ALIAS_LOOKUP and change the value from "False" to "True".
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The account alias field in the solution’s notifications will now be "Unknown" however this will not
impact the functionality of the solution.

AWS Security Hub deployment

AWS Security Hub deployment and configuration is a prerequisite for this solution. For more
information about setting up AWS Security Hub CSPM, refer to Setting up AWS Security Hub CSPM
in the AWS Security Hub User Guide. This solution also supports AWS Security Hub (non-CSPM
version). For more information about setting up AWS Security Hub, refer to Enabling Security Hub.

At minimum, you must have a working Security Hub configured in your primary account. You can
deploy this solution in the same account (and AWS Region) as the Security Hub primary account.
In each Security Hub primary and secondary account, you must also deploy the member template
that allows AssumeRole permissions to the solution’s AWS Step Functions to run remediation
runbooks in the account.

Stack vs StackSets deployment

A stack set lets you create stacks in AWS accounts across AWS Regions by using a single AWS
CloudFormation template. Starting with version 1.4, this solution supports stack set deployment
by splitting resources based on where and how they are deployed. Multi-account customers,
particularly those using AWS Organizations, can benefit from using stack sets for deployment
across many accounts. It reduces the effort needed to install and maintain the solution. For more
information about StackSets, refer to Using AWS CloudFormation StackSets.
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Deploy the solution

/A Important

If the consolidated control findings feature is turned on in Security Hub, only enable the

Security Control (SC) playbook when deploying this solution. If the feature is not turned
on, only enable the playbooks for the security standards that are enabled in Security Hub.
Consolidated control findings is enabled by default if you enable Security Hub CSPM on or
after February 23, 2023.

This solution uses AWS CloudFormation templates and stacks to automate its deployment. The

CloudFormation templates specify the AWS resources included in this solution and their properties.
The CloudFormation stack provisions the resources that are described in the templates.

In order for the solution to function, three templates must be deployed. First, decide where to
deploy the templates, then decide how to deploy them.

This overview will describe the templates and how to decide where and how to deploy them. The
next sections will have more detailed instructions for deploying each stack as a Stack or StackSet.

Deciding where to deploy each stack

The three templates will be referred to by the following names and contain the following
resources:

« Admin stack: orchestrator step function, event rules and Security Hub custom action.

« Member stack: remediation SSM Automation documents.

« Member roles stack: IAM roles for remediations.

The Admin stack must be deployed once, in a single account and a single Region. It must be
deployed into the account and Region that you have configured as the aggregation destination for
Security Hub findings for your organization. If you wish to use the Action Log feature to monitor
management events, you must deploy the Admin stack in your organization’s management account
or a delegated administrator account.
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The solution operates on Security Hub findings, so it will not be able to operate on findings from
a particular account and Region if that account or Region has not been configured to aggregate
findings in the Security Hub administrator account and Region.

/A Important

If you are using AWS Security Hub (hon-CSPM) then you are responsible for ensuring your
member accounts onboarded with AWS Security Hub CSPM are also onboarded with AWS
Security Hub (non-CSPM). Regions aggregated in AWS Security Hub CSPM should also
match regions aggregated in AWS Security Hub (non-CSPM).

For example, an organization has accounts operating in Regions us-east-1 and us-west-2,

with account 111111111111 as the Security Hub delegated administrator in Region us-east-1.
Accounts 222222222222 and 333333333333 must be Security Hub member accounts for the
delegated administrator account 111111111111. All three accounts must be configured to
aggregate findings from us-west-2 to us-east-1. The Admin stack must be deployed to account
111111111111 inus-east-1.

For more details on finding aggregation, consult the documentation for Security Hub delegated
administrator accounts and cross-Region aggregation.

The Admin stack must complete deployment first before deploying the member stacks so that a
trust relationship can be created from the member accounts to the hub account.

The member stack must be deployed into every account and Region in which you wish to
remediate findings. This can include the Security Hub delegated administrator account in which
you previously deployed the ASR Admin stack.The automation documents must execute in the
member accounts in order to use the free tier for SSM Automation.

Using the previous example, if you want to remediate findings from all accounts and Regions,
the member stack must be deployed to all three accounts (111111111111, 222222222222, and
333333333333) and both Regions (us-east-1 and us-west-2).

The member roles stack must be deployed to every account, but it contains global resources (IAM
roles) that can only be deployed once per account. It does not matter in which Region you deploy
the member roles stack, so for simplicity we suggest deploying to the same Region in which the
Admin stack is deployed.
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Using the previous example, we suggest deploying the member roles stack to all three accounts
(1111111131111, 222222222222, and 333333333333) in us-east-1.

Deciding how to deploy each stack

The options for deploying a stack are

» CloudFormation StackSet (self-managed permissions)
o CloudFormation StackSet (service-managed permissions)

+ CloudFormation Stack

StackSets with service-managed permissions are the most convenient because they do not require
deploying your own roles and can automatically deploy to new accounts in the organization.
Unfortunately, this method does not support nested stacks, which we use in both the Admin stack
and the member stack. The only stack that can be deployed this way is the member roles stack.

Be aware that when deploying to the entire organization, the organization management account
is not included, so if you want to remediate findings in the organization management account, you
must deploy to this account separately.

The member stack must be deployed to every account and Region but cannot be deployed using
StackSets with service-managed permissions because it contains nested stacks. So we suggest
deploying this stack with StackSets with self-managed permissions.

The Admin stack is only deployed once, so it can be deployed as a plain CloudFormation stack or as
a StackSet with self-managed permissions in a single account and Region.

Consolidated control findings

The accounts in your organization can be configured with the consolidated control findings feature
of Security Hub turned on or off. See Consolidated control findings in the AWS Security Hub User
Guide.

/A Important

When this feature is enabled, you must use solution version 2.0.0 or later and enable
the "SC" (Security Control) playbook in both the Admin and Member stacks. These stacks
deploy the automation documents needed to work with consolidated control IDs. You
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do not need to deploy stacks for individual standards (such as AWS FSBP) when using
consolidated control findings.

China Deployment

The solution does support deployment in China regions, however you must use the following
Launch buttons for one-click deployment in China regions, rather than the Launch buttons
provided in other sections of this guide. Using the "Launch Solution" buttons provided in
upcoming sections in this guide will not work if you are deploying in China regions. You can still
download the templates from any S3 bucket link and deploy the stacks by uploading the template
file.

« automated-security-response-admin.template:

Launch solution

« automated-security-response-member-roles.template:

Launch solution

« automated-security-response-member.template:

Launch solution

GovCloud (US) Deployment

The solution does support deployment in GovCloud (US) regions, however you must use the
following Launch buttons for one-click deployment in GovCloud (US) regions, rather than the
Launch buttons provided in other sections of this guide. Using the "Launch Solution" buttons
provided in upcoming sections in this guide will not work if you are deploying in GovCloud (US)
regions. You can still download the templates from any S3 bucket link and deploy the stacks by
uploading the template file.
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« automated-security-response-admin.template:

Launch solution

» automated-security-response-member-roles.template:

Launch solution

« automated-security-response-member.template:

Launch solution

AWS CloudFormation templates

@ew templa@

automated-security-response-admin.template - Use this template to launch the Automated

Security Response on AWS solution. The template installs the core components of the solution, a
nested stack for the AWS Step Functions logs, and one nested stack for each security standard you
choose to activate.

Services used include Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda, AWS Step Functions, Amazon CloudWatch Logs,
Amazon S3, and AWS Systems Manager.

Admin account support

The following templates are installed in the AWS Security Hub admin account to turn on the
security standards that you want to support. You can choose which of the following templates to
install when installing the automated-security-response-admin.template.

automated-security-response-orchestrator-log.template - Creates a CloudWatch logs group for
the Orchestrator Step Function.
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automated-security-response-webui-nested-stack.template - Creates the resources to support
the solution’s Web UL.

AFSBPStack.template - AWS Foundational Security Best Practices v1.0.0 rules.
CIS120Stack.template - CIS Amazon Web Services Foundations benchmarks, v1.2.0 rules.
CIS140Stack.template - CIS Amazon Web Services Foundations benchmarks, v1.4.0 rules.
CIS300Stack.template - CIS Amazon Web Services Foundations benchmarks, v3.0.0 rules.
PClI321Stack.template - PCI-DSS v3.2.1 rules.

NISTStack.template - National Institute of Standards and Technology (NIST), v5.0.0 rules.

SCStack.template - Security Controls v2.0.0 rules.

Member roles

@iew templata

automated-security-response-member-roles.template - Defines the remediation roles needed in
each AWS Security Hub member account.

Member accounts

Gf_iew templata

automated-security-response-member.template - Use this template after you set up the core

solution to install AWS Systems Manager automation runbooks and permissions in each of your
AWS Security Hub member accounts (including the admin account). This template allows you to
choose which security standard playbooks to install.

The automated-security-response-member.template installs the following templates
based on your selections:

automated-security-response-remediation-runbooks.template - Common remediation code
used by one or more of the security standards.

AFSBPMemberStack.template - AWS Foundational Security Best Practices v1.0.0 settings,
permissions, and remediation runbooks.
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CIS120MemberStack.template - CIS Amazon Web Services Foundations benchmarks, version 1.2.0
settings, permissions, and remediation runbooks.

CIS140MemberStack.template - CIS Amazon Web Services Foundations benchmarks, version 1.4.0
settings, permissions, and remediation runbooks.

CIS300MemberStack.template - CIS Amazon Web Services Foundations benchmarks, version 3.0.0
settings, permissions, and remediation runbooks.

PCI321MemberStack.template - PCI-DSS v3.2.1 settings, permissions, and remediation runbooks.

NISTMemberStack.template - National Institute of Standards and Technology (NIST), v5.0.0
settings, permissions, and remediation runbooks.

SCMemberStack.template - Security Control settings, permissions, and remediation runbooks.

automated-security-response-member-cloudtrail.template - Used in the Action Log feature to
track and audit and service activity.

Ticket system integration

Use one of the following templates to integrate with your ticketing system.

Gf_iew templata

JiraBlueprintStack.template - Deploy if you use Jira as your ticketing system.

@iew templata

ServiceNowBlueprintStack.template - Deploy if you use ServiceNow as your ticketing system.

If you want to integrate a different external ticketing system, you can use either of these stacks as
blueprint to understand how to implement your own custom integration.

Automated deployment - StackSets

(® Note

We recommend deploying with StackSets. However, for single account deployments or for
testing or evaluation purposes, consider the stacks deployment option.
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Before you launch the solution, review the architecture, solution components, security, and design
considerations discussed in this guide. Follow the step-by-step instructions in this section to
configure and deploy the solution into your AWS Organizations.

Time to deploy: Approximately 30 minutes per account, depending upon StackSet parameters.
Prerequisites

AWS Organizations helps you centrally manage and govern your multi-account AWS environment
and resources. StackSets work best with AWS Organizations.

If you have previously deployed v1.3.x or earlier of this solution, you must uninstall the existing
solution. For more information, refer to Update the solution.

Before you deploy this solution, review your AWS Security Hub deployment:

« There must be a delegated Security Hub admin account in your AWS Organization.

 Security Hub should be configured to aggregate findings across Regions. For more information,
refer to Aggregating findings across Regions in the AWS Security Hub User Guide.

« You should activate Security Hub for your organization in each Region where you have AWS

usage.

This procedure assumes that you have multiple accounts using AWS Organizations, and have
delegated an AWS Organizations admin account and an AWS Security Hub admin account.

Please note that this solution works with both AWS Security Hub and AWS Security Hub CSPM.

Deployment overview

® Note

StackSets deployment for this solution uses a combination of service-managed and self-
managed StackSets. Self-Managed StackSets must be used currently as they use nested
StackSets, which are not yet supported with service-managed StackSets.

Deploy the StackSets from a delegated administrator account in your AWS Organizations.

Planning
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Use the following form to help with StackSets deployment. Prepare your data, then copy and paste
the values during deployment.

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

’

7’

’

7’

AWS Organizations OUs (comma-separated list):

’

7’

’

7’

(Optional) Step 0: Deploy the ticketing integration stack

« If you intend to use the ticketing feature, deploy the ticketing integration stack into your
Security Hub admin account first.

» Copy the Lambda function name from this stack and provide it as input to the admin stack (see
Step 1).

Step 1: Launch the admin stack in the delegated Security Hub admin account

« Using a self-managed StackSet, launch the automated-security-response-
admin.template AWS CloudFormation template into your AWS Security Hub admin account in
the same Region as your Security Hub admin. This template uses nested stacks.

» Choose which Security Standards to install. By default, only SC is selected (Recommended).

» Choose an existing Orchestrator log group to use. Select Yes if SO9111-ASR- Orchestrator
already exists from a previous installation.

» Choose whether to enable the solution’s Web UL. If you choose to enable this feature, you must
also enter an email address to be assigned an administrator role.

» Select your preferences for collecting CloudWatch metrics related to the solution’s operational
health.
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For more information on self-managed StackSets, refer to Grant self-managed permissions in the
AWS CloudFormation User Guide.

Step 2: Install the remediation roles into each AWS Security Hub member account

Wait for Step 1 to complete deployment, because the template in Step 2 references IAM roles
created by Step 1.

« Using a service-managed StackSet, launch the automated-security-response-member-
roles.template AWS CloudFormation template into a single Region in each account in your
AWS Organizations.

» Choose to install this template automatically when a new account joins the organization.
« Enter the account ID of your AWS Security Hub admin account.

» Enter a value for the namespace which will be used to prevent resource name conflicts with
a previous or concurrent deployment in the same account. Enter a string of up to 9 lowercase
alphanumeric characters.

Step 3: Launch the member stack into each AWS Security Hub member account and Region

 Using self-managed StackSets, launch the automated-security-response-
member.template AWS CloudFormation template into all Regions where you have AWS
resources in every account in your AWS Organization managed by the same Security Hub admin.

(® Note

Until service-managed StackSets support nested stacks, you must do this step for any
new accounts that join the organization.

» Choose which Security Standard playbooks to install.
» Provide the name of a CloudTrail log group (used by some remediations).
« Enter the account ID of your AWS Security Hub admin account.

« Enter a value for the namespace which will be used to prevent resource name conflicts with
a previous or concurrent deployment in the same account. Enter a string of up to 9 lowercase
alphanumeric characters. This should match the namespace value you selected for the Member
Roles stack, additionally, the namespace value does not need to be unique per member account.
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(Optional) Step 0: Launch a ticket system integration stack

1. If you intend to use the ticketing feature, launch the respective integration stack first.

2. Choose the provided integration stacks for Jira or ServiceNow, or use them as a blueprint to
implement your own custom integration.

To deploy the Jira stack:

a. Enter a name for your stack.

b. Provide the URI to your Jira instance.

c. Provide the project key for the Jira project that you want to send tickets to.

d. Create a new key-value secret in Secrets Manager that holds your Jira Username and
Password.

@ Note

You can choose to use a Jira API key in place of your password by providing your
username as Username and your API key as the Password.

e. Add the ARN of this secret as input to the stack.

Provide a stack name Jira project information, and Jira API credentials.
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

Jira Field Configuration:

After deploying the Jira stack, you can customize Jira ticket fields by setting the
JIRA_FIELDS_MAPPING environment variable on the Lambda function. This JSON string
overrides default Jira ticket fields and must follow the Jira API fields structure.

Default values when JIRA_FIELDS_MAPPING is empty or fields are not specified:

o priority: {"id": "3"} (Medium priority)

« issuetype: {"id": "10006"} (Task)

« accountld: Automatically retrieved using the GET /rest/api/2/myself API endpoint

Example configuration with custom fields:

"reporter": {"accountId": "123456:494dcbff-1b80-482c-a89d-56ae81cl45a4"},
Ilpriorityll: Ilidll: Illll}’
"issuetype": {"id": "10006"},
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"assignee": {"accountId": "123456:another-user-id"},
"customfield_10001": "custom value"

}

Common lJira field IDs:
 Priority IDs: 1 (Highest), 2 (High), 3 (Medium), 4 (Low), 5 (Lowest)
o Issue Type ID: Varies by Jira project (e.g., 10006 for Task)
« Account ID: Format 123456:494dcbff-1b80-482c-a89d-56ae81cl45a4

You can find your Jira field IDs and account IDs using the Jira REST API:
e GET /rest/api/2/myself for account ID
« GET /rest/api/2/priority for priority IDs
e GET /rest/api/2/project/{projectKey} forissue type IDs

For more information, refer to the Jira REST API v2 Issue POST format.

To deploy the ServiceNow stack:
f. Enter a name for your stack.
g. Provide the URI of your ServiceNow instance.
h. Provide your ServiceNow table name.
i. Create an API key in ServiceNow with permission to modify the table you intend to write to.

j- Create a secret in Secrets Manager with the key API_Key and provide the secret ARN as input
to the stack.

Provide a stack name ServiceNow project information, and ServiceNow API credentials.
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

l https://my-servicenow-instance.service-now.com I
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

[ Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your APl credentials. This must be a JSON secret with the following keys: API_Key.

(O )

To create a custom integration stack: Include a Lambda function that the solution
orchestrator Step Functions can call for each remediation. The Lambda function should take
the input provided by Step Functions, construct a payload according to the requirements of
your ticketing system, and make a request to your system to create the ticket.

Step 1: Launch the admin stack in the delegated Security Hub admin
account
1. Launch the admin stack, automated-security-response-admin.template, with your

Security Hub admin account. Typically, one per organization in a single Region. Because this
stack uses nested stacks, you must deploy this template as a self-managed StackSet.
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Parameters

Parameter Default Description

Load SC Admin Stack yes Specify whether to install
the admin components for
automated remediation of SC
controls.

Load AFSBP Admin Stack no Specify whether to install
the admin components for
automated remediation of
FSBP controls.

Load CIS120 Admin Stack no Specify whether to install
the admin components for
automated remediation of
CIS120 controls.

Load CIS140 Admin Stack no Specify whether to install
the admin components for
automated remediation of
CIS140 controls.

Load CIS300 Admin Stack no Specify whether to install
the admin components for
automated remediation of
CIS300 controls.

Load PC1321 Admin Stack no Specify whether to install
the admin components for
automated remediation of
PC1321 controls.

Load NIST Admin Stack no Specify whether to install
the admin components for
automated remediation of
NIST controls.
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Parameter Default
Reuse Orchestrator Log no
Group

ShouldDeployWebUI yes

Description

Select whether or not to
reuse an existing SO0111-
ASR-Orchestrator
CloudWatch Logs group. This
simplifies reinstallation and
upgrades without losing log
data from a previous version.
Reuse existing Orchestra
tor Log Group choose
yes if the Orchestrator
Log Group still exists from
an earlier deployment in this
account, otherwise no. If you
are performing a stack update
from an earlier version than
v2.3.0 choose no

Deploy the Web Ul
components including API
Gateway, Lambda functions

, and CloudFront distribut
ion. Select "yes" to enable
the web-based user interface
for viewing findings and
remediation status. If you
choose to disable this feature,
you can still configure
automated remediations and
run remediations on-demand
using the Security Hub CSPM
custom action.

Step 1: Launch the admin stack in the delegated Security Hub admin account
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Parameter

AdminUserEmail

Use CloudWatch Metrics

Use CloudWatch Metrics
Alarms

RemediationFailure
AlarmThreshold

Default

(Optional input)

yes

yes

Description

Email address for the initial
admin user. This user will
have full administrative
access to the ASR Web UI.
Required only when Web Ul is
enabled.

Specify whether to enable
CloudWatch Metrics for
monitoring the solution.
This will create a CloudWatc
h Dashboard for viewing
metrics.

Specify whether to enable
CloudWatch Metrics Alarms
for the solution. This will
create Alarms for certain
metrics collected by the
solution.

Specify the threshold for
percentage of remediation
failures per control ID. For
example, if you enter 5, you
receive an alarm if a control
ID fails more than 5% of
remediations at a given day.

This parameter functions only
if alarms are created (see the
Use CloudWatch Metrics
Alarms parameter).

Step 1: Launch the admin stack in the delegated Security Hub admin account
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Parameter Default
EnableEnhancedClou no
dWatchMetrics

TicketGenFunctionName (Optional input)

Configure StackSet options

Description

If yes, creates additional
CloudWatch metrics to track
all control IDs individually on
the CloudWatch dashboard
and as CloudWatch alarms.

See the Cost section to
understand the additional
cost that this incurs.

Optional. Leave blank if you
don’t want to integrate a
ticketing system. Otherwise,
provide the Lambda function
name from the stack output
of Step O, for example:
SO00111-ASR-Service
Now-TicketGenerator

Step 1: Launch the admin stack in the delegated Security Hub admin account
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

1. For the Account numbers parameter, enter the account ID of the AWS Security Hub admin
account.

2. For the Specify regions parameter, select only the Region where Security Hub admin is turned
on. Wait for this step to complete before going on to Step 2.

Step 2: Install the remediation roles into each AWS Security Hub
member account

Use a service-managed StackSets to deploy the member roles template, automated-security-
response-member-roles.template. This StackSet must be deployed in one Region per
member account. It defines the global roles that allow cross-account API calls from the ASR
Orchestrator step function.
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Parameters

Parameter Default Description

Namespace <Requires input> Enter a string of up to
9 lowercase alphanume
ric characters. Unique
namespace to be added as a
suffix to remediation IAM role
names. The same namespace
should be used in the Member
Roles and Member stacks.
This string should be unique
for each solution deploymen
t, but does not need to
be changed during stack
updates. The namespace
value does not need to be
unique per member account.

Sec Hub Account Admin <Requires input> Enter the 12-digit account
ID for the AWS Security Hub
admin account. This value
grants permissions to the
admin account’s solution role.

1. Deploy to the entire organization (typical) or to organizational units, as per your organizations
policies.

2. Turn on automatic deployment so new accounts in the AWS Organizations receive these
permissions.

3. For the Specify regions parameter, select a single Region. IAM roles are global. You can continue
to Step 3 while this StackSet deploys.

Specify StackSet details
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Specify StackSet details

StackSet name
StackSet name

asr-member-roles-stackset

Must contain only letters, numbers, and hyphens. Must start with a letter.

StackSet description - optional
You can use the description to identify the stack set's purpose or other important information.

StackSet description
ASR Member Roles StackSet

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Namespace

Choose a unique namespace to be added as a suffix to remediation IAM role names. The same namespace should be used in the Member Roles and Member stacks. This string should be unique for each solution deployment, but does not

need to be changed during stack updates.
myasrdeployment

SecHubAdminAccount

Admin account number

123456789012

Step 3: Launch the member stack into each AWS Security Hub member

account and Region

Because the member stack uses nested stacks, you must deploy as a self-managed StackSet. This
does not support automatic deployment to new accounts in the AWS Organization.

Parameters
Parameter Default
Provide the name of the <Requires input>

LogGroup to be used to
create Metric Filters and
Alarms

Load SC Member Stack yes

Description

Specify the name of a
CloudWatch Logs group
where CloudTrail logs API
calls. This is used for CIS
3.1-3.14 remediations.

Specify whether to install

the member components for
automated remediation of SC
controls.

Step 3: Launch the member stack into each AWS Security Hub member account and Region
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Parameter Default Description

Load AFSBP Member Stack no Specify whether to install
the member components for
automated remediation of
FSBP controls.

Load CIS120 Member Stack no Specify whether to install
the member components for
automated remediation of
CIS120 controls.

Load CIS140 Member Stack no Specify whether to install
the member components for
automated remediation of
CIS140 controls.

Load CIS300 Member Stack no Specify whether to install
the member components for
automated remediation of
CIS300 controls.

Load PC1321 Member Stack  no Specify whether to install
the member components for
automated remediation of
PC1321 controls.

Load NIST Member Stack no Specify whether to install
the member components for
automated remediation of
NIST controls.
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Parameter Default

Create S3 Bucket For no
Redshift Audit Logging

Sec Hub Admin Account <Requires input>

Namespace <Requires input>

Description

Select yes if the S3 bucket
should be created for the
FSBP RedShift.4 remediation.
For details of the S3 bucket
and the remediation, review
the Redshift.4 remediation

in the AWS Security Hub User
Guide.

Enter the 12-digit account
ID for the AWS Security Hub
admin account.

Enter a string of up to

9 lowercase alphanume

ric characters. This string
becomes part of the IAM role
names and Action Log S3
bucket. Use the same value
for member stack deploymen
t and member roles stack
deployment. String should
be unique for each solution
deployment, but does not
need to be changed during
stack updates.

Step 3: Launch the member stack into each AWS Security Hub member account and Region
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Parameter Default
EnableCloudTrailFo no
rASRActionLog
Accounts
Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

Account numbers
Enter account numbers or populate from a file.

Description

Select yes if you want

to monitor management
events conducted by the
solution on the CloudWatc
h dashboard. The solution
creates a CloudTrail trail in
each member account where
you select yes. You must
deploy the solution into an
AWS Organization to enable
this feature. Additionally,
you can only enable this
feature in a single region

within the same account. See

the Cost section to understan
d the additional cost that this
incurs.

© Deploy stacks in accounts Deploy stacks in organizational units

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

Deployment locations: You may specify a list of account numbers or organizational units.

Step 3: Launch the member stack into each AWS Security Hub member account and Region
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Specify regions: Select all of the Regions where you want to remediate findings. You can adjust
Deployment options as appropriate for the number of accounts and Regions. Region Concurrency
can be parallel.

Automated deployment - Stacks

® Note

For multi-account customers, we strongly recommend deployment with StackSets.

Before you launch the solution, review the architecture, solution components, security, and design
considerations discussed in this guide. Follow the step-by-step instructions in this section to
configure and deploy the solution into your account.

Time to deploy: Approximately 30 minutes

Prerequisites

Before you deploy this solution, ensure that AWS Security Hub is in the same AWS Region as your
primary and secondary accounts. If you have previously deployed this solution, you must uninstall
the existing solution. For more information, refer to Update the solution.

Deployment overview

Use the following steps to deploy this solution on AWS.

(Optional) Step O: Launch a ticket system integration stack

« If you intend to use the ticketing feature, deploy the ticketing integration stack into your
Security Hub admin account first.

» Copy the Lambda function name from this stack and provide it as input to the admin stack (see
Step 1).

Step 1: Launch the admin stack

e Launch the automated-security-response-admin.template AWS CloudFormation
template into your AWS Security Hub admin account.
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» Choose which security standards to install.

» Choose an existing Orchestrator log group to use (select Yes if SO0111-ASR-0Orchestrator
already exists from a previous installation).

Step 2: Install the remediation roles into each AWS Security Hub member account

e Launch the automated-security-response-member-roles.template AWS
CloudFormation template into one Region per member account.

« Enter the 12-digit account IG for the AWS Security Hub admin account.

Step 3: Launch the member stack

Specify the name of the CloudWatch Logs group to use with CIS 3.1-3.14 remediations. It must
be the name of a CloudWatch Logs log group that receives CloudTrail logs.

Choose whether to install the remediation roles. Install these roles only once per account.

Select which playbooks to install.

Enter the account ID of the AWS Security Hub admin account.

Step 4: (Optional) Adjust the available remediations

« Remove any remediations on a per-member account basis. This step is optional.

(Optional) Step 0: Launch a ticket system integration stack

1. If you intend to use the ticketing feature, launch the respective integration stack first.

2. Choose the provided integration stacks for Jira or ServiceNow, or use them as a blueprint to
implement your own custom integration.

To deploy the Jira stack:

a. Enter a name for your stack.

b. Provide the URI to your Jira instance.

c. Provide the project key for the Jira project that you want to send tickets to.

d. Create a new key-value secret in Secrets Manager that holds your Jira Username and
Password.
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(® Note

You can choose to use a Jira API key in place of your password by providing your
username as Username and your API key as the Passwozrd.

e. Add the ARN of this secret as input to the stack.
"Provide a stack name Jira project information, and Jira API credentials.

Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

. )

Jira Field Configuration:

For information on customizing Jira ticket fields, refer to the Jira Field Configuration section
in Step O of the StackSet deployment.

To deploy the ServiceNow stack:
f. Enter a name for your stack.

g. Provide the URI of your ServiceNow instance.

(Optional) Step 0: Launch a ticket system integration stack
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h. Provide your ServiceNow table name.

Create an API key in ServiceNow with permission to modify the table you intend to write to.

Provide a stack name ServiceNow project information, and ServiceNow API credentials.

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your APl eredentials. This must be a JSON secret with the following keys: API_Key.

(O )

To create a custom integration stack: Include a Lambda function that the solution
orchestrator Step Functions can call for each remediation. The Lambda function should take
the input provided by Step Functions, construct a payload according to the requirements of
your ticketing system, and make a request to your system to create the ticket.

Create a secret in Secrets Manager with the key API_Key and provide the secret ARN as input
to the stack.

(Optional) Step 0: Launch a ticket system integration stack
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Step 1: Launch the admin stack

/A Important
This solution includes data collection. We use this data to better understand how customers
use this solution and related services and products. AWS owns the data gathered though
this survey. Data collection is subject to the AWS Privacy Notice.

This automated AWS CloudFormation template deploys the Automated Security Response on
AWS solution in the AWS Cloud. Before you launch the stack, you must enable Security Hub and

complete the prerequisites.

® Note

You are responsible for the cost of the AWS services used while running this solution. For
more details, visit to the Cost section in this guide, and refer to the pricing webpage for
each AWS service used in this solution.

1. Sign in to the AWS Management Console from the account where the AWS Security Hub
is currently configured, and use the button below to launch the automated-security-
response-admin.template AWS CloudFormation template.

Launch solution

You can also download the template as a starting point for your own implementation.

2. The template launches in the US East (N. Virginia) Region by default. To launch this solution in a
different AWS Region, use the Region selector in the AWS Management Console navigation bar.

(@ Note
This solution uses AWS Systems Manager which is currently available in specific AWS
Regions only. The solution works in all of the Regions that support this service. For the
most current availability by Region, refer to the AWS Regional Services List.
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3.

Parameter

Load SC Admin Stack

Load AFSBP Admin Stack

Load CIS120 Admin Stack

Load CIS140 Admin Stack

Load CIS300 Admin Stack

Load PC1321 Admin Stack

. On the Parameters page, choose Next.

Default

yes

no

no

no

no

no

On the Create stack page, verify that the correct template URL is in the Amazon S3 URL text
box and then choose Next.

. On the Specify stack details page, assign a name to your solution stack. For information
about naming character limitations, refer to IAM and STS limits in the AWS Identity and Access
Management User Guide.

Description

Specify whether to install
the admin components for
automated remediation of
SC controls.

Specify whether to install
the admin components for
automated remediation of
FSBP controls.

Specify whether to install
the admin components for
automated remediation of
CIS120 controls.

Specify whether to install
the admin components for
automated remediation of
CIS140 controls.

Specify whether to install
the admin components for
automated remediation of
CIS300 controls.

Specify whether to install
the admin components for

Step 1: Launch the admin stack
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Parameter

Load NIST Admin Stack

Reuse Orchestrator Log
Group

ShouldDeployWebUI

Default

no

no

yes

Description

automated remediation of
PC1321 controls.

Specify whether to install
the admin components for
automated remediation of
NIST controls.

Select whether or not to
reuse an existing SOQ0111-
ASR-Orchestrator
CloudWatch Logs group. This
simplifies reinstallation and
upgrades without losing log
data from a previous version.
Reuse existing Orchestra
tor Log Group choose
yes if the Orchestrator
Log Group still exists from
an earlier deployment in

this account, otherwise no.

If you are performing a

stack update from an earlier
version than v2.3.0 choose
no

Deploy the Web Ul
components including API
Gateway, Lambda functions
, and CloudFront distribut
ion. Select "yes" to enable
the web-based dashboard
for viewing findings and
remediation status.

Step 1: Launch the admin stack
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Parameter

AdminUserEmail

Use CloudWatch Metrics

Use CloudWatch Metrics
Alarms

RemediationFailure
AlarmThreshold

Default

(Optional input)

yes

yes

Description

Email address for the initial
admin user. This user will
have full administrative
access to the ASR Web UI.
Required only when Web Ul
is enabled.

Specify whether to enable
CloudWatch Metrics for
monitoring the solution.
This will create a CloudWatc
h Dashboard for viewing
metrics.

Specify whether to enable
CloudWatch Metrics Alarms
for the solution. This will
create Alarms for certain
metrics collected by the
solution.

Specify the threshold for
percentage of remediation
failures per control ID. For
example, if you enter 5, you
receive an alarm if a control
ID fails more than 5% of
remediations at a given day.

This parameter functions
only if alarms are created
(see the Use CloudWatch
Metrics Alarms parameter).

Step 1: Launch the admin stack
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Parameter Default Description
EnableEnhancedClou no If yes, creates additional
dWatchMetrics CloudWatch metrics to track

all control IDs individually on
the CloudWatch dashboard
and as CloudWatch alarms.

See the Cost section to
understand the additional
cost that this incurs.

TicketGenFunctionName (Optional input) Optional. Leave blank if you
don’t want to integrate a
ticketing system. Otherwise,
provide the Lambda function
name from the stack output
of Step O, for example:
S00111-ASR-Service
Now-TicketGenerato
T .

(@ Note

You must manually enable automatic remediations in the Admin account after deploying or
updating the solution’s CloudFormation stacks.

1. On the Configure stack options page, choose Next.

2. On the Review page, review and confirm the settings. Check the box acknowledging that the
template will create AWS Identity and Access Management (IAM) resources.

3. Choose Create stack to deploy the stack.

You can view the status of the stack in the AWS CloudFormation console in the Status column. You
should receive a CREATE_COMPLETE status in approximately 15 minutes.
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Step 2: Install the remediation roles into each AWS Security Hub

member account

The automated-security-response-member-roles.template StackSet must be deployed

in only one Region per member account. It defines the global roles that allow cross-account API

calls from the ASR Orchestrator step function.

1.

Sign in to the AWS Management Console for each AWS Security Hub member account (including
the admin account, which is also a member). Select the button to launch the automated-
security-response-member-roles.template AWS CloudFormation template. You can
also download the template as a starting point for your own implementation.

Launch solution

. The template launches in the US East (N. Virginia) Region by default. To launch this solution in a

different AWS Region, use the Region selector in the AWS Management Console navigation bar.

. On the Create stack page, verify that the correct template URL is in the Amazon S3 URL text box

and then choose Next.

. On the Specify stack details page, assign a name to your solution stack. For information

about naming character limitations, refer to IAM and STS limits in the AWS Identity and Access
Management User Guide.

. On the Parameters page, specify the following parameters and choose Next.

Parameter Default Description

Namespace <Requires input> Enter a string of up to
9 lowercase alphanume
ric characters. Unique
namespace to be added
as a suffix to remediation
IAM role names. The same
namespace should be used
in the Member Roles and
Member stacks. This string
should be unique for each
solution deployment, but
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Parameter Default Description

does not need to be changed
during stack updates. The
namespace value does

not need to be unique per
member account.

Sec Hub Account Admin <Requires input> Enter the 12-digit account
ID for the AWS Security Hub
admin account. This value
grants permissions to the
admin account’s solution
role.

6. On the Configure stack options page, choose Next.

7. On the Review page, review and confirm the settings. Check the box acknowledging that the
template will create AWS Identity and Access Management (IAM) resources.

8. Choose Create stack to deploy the stack.

You can view the status of the stack in the AWS CloudFormation console in the Status column.
You should receive a CREATE_COMPLETE status in approximately 5 minutes. You may continue
with the next step while this stack loads.

Step 3: Launch the member stack

/A Important

This solution includes data collection. We use this data to better understand how customers
use this solution and related services and products. AWS owns the data gathered though
this survey. Data collection is subject to the AWS Privacy Policy.

The automated-security-response-member stack must be installed into each Security Hub
member account. This stack defines the runbooks for automated remediation. The admin for each
member account can control what remediations are available via this stack.
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1. Sign in to the AWS Management Console for each AWS Security Hub member account (including
the admin account, which is also a member). Select the button to launch the automated-
security-response-member.template AWS CloudFormation template.

Launch solution

You can also download the template as a starting point for your own implementation. . The

template launches in the US East (N. Virginia) Region by default. To launch this solution in a
different AWS Region, use the Region selector in the AWS Management Console navigation bar.

+

® Note

This solution uses AWS Systems Manager, which is currently available in the majority of
AWS Regions. The solution works in all of the Regions that support these services. For the
most current availability by Region, refer to the AWS Regional Services List.

1. On the Create stack page, verify that the correct template URL is in the Amazon S3 URL text

box and then choose Next.

2. On the Specify stack details page, assign a name to your solution stack. For information
about naming character limitations, refer to IAM and STS limits in the AWS Identity and Access

Management User Guide.

3. On the Parameters page, specify the following parameters and choose Next.

Parameter

Provide the name of the
LogGroup to be used to
create Metric Filters and
Alarms

Load SC Member Stack

Default

<Requires input>

yes

Description

Specify the name of a
CloudWatch Logs group
where CloudTrail logs API
calls. This is used for CIS
3.1-3.14 remediations.

Specify whether to install
the member components for
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Parameter Default Description

automated remediation of
SC controls.

Load AFSBP Member Stack no Specify whether to install
the member components for
automated remediation of
FSBP controls.

Load CIS120 Member Stack  no Specify whether to install
the member components for
automated remediation of
CIS120 controls.

Load CIS140 Member Stack  no Specify whether to install
the member components for
automated remediation of
CIS140 controls.

Load CIS300 Member Stack  no Specify whether to install
the member components for
automated remediation of
CIS300 controls.

Load PC1321 Member Stack no Specify whether to install
the member components for
automated remediation of
PC1321 controls.

Load NIST Member Stack no Specify whether to install
the member components for
automated remediation of
NIST controls.
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Parameter

Create S3 Bucket For
Redshift Audit Logging

Sec Hub Admin Account

Namespace

Default

no

<Requires input>

<Requires input>

Description

Select yes if the S3 bucket
should be created for the
FSBP RedShift.4 remediati
on. For details of the S3
bucket and the remediati
on, review the Redshift.

4 remediation in the AWS
Security Hub User Guide.

Enter the 12-digit account
ID for the AWS Security Hub
admin account.

Enter a string of up to

9 lowercase alphanume
ric characters. This string
becomes part of the IAM
role names and Action Log
S3 bucket. Use the same
value for member stack
deployment and member
roles stack deployment.
String should be unique for
each solution deploymen
t, but does not need to

be changed during stack
updates.
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Parameter Default Description
EnableCloudTrailFo no Select yes if you want to
rASRActionLog monitor management events

conducted by the solution on
the CloudWatch dashboard

. The solution creates a
CloudTrail trail in each
member account where you
select yes. You must deploy
the solution into an AWS
Organization to enable this
feature. Additionally, you
can only enable this feature
in a single region within
the same account. See the
Cost section to understand
the additional cost that this
incurs.

4. On the Configure stack options page, choose Next.

5. On the Review page, review and confirm the settings. Check the box acknowledging that the
template will create AWS Identity and Access Management (IAM) resources.

6. Choose Create stack to deploy the stack.

You can view the status of the stack in the AWS CloudFormation console in the Status column. You
should receive a CREATE_COMPLETE status in approximately 15 minutes.

Step 4: (Optional) Adjust the available remediations

If you want to remove specific remediations from a member account, you can do so by updating
the nested stack for the security standard. For simplicity, the nested stack options are not
propagated to the root stack.

1. Sign in to the AWS CloudFormation console and select the nested stack.

2. Choose Update.
3. Select Update nested stack and choose Update stack.
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Update nested stack

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J897?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel

4. Select Use current template and choose Next.

5. Adjust the available remediations. Change the values for desired controls to Available and
undesired controls to Not available.

(@ Note

Turning off a remediation removes the solutions remediation runbook for the security
standard and control.

6. On the Configure stack options page, choose Next.

7. On the Review page, review and confirm the settings. Check the box acknowledging that the
template will create AWS Identity and Access Management (IAM) resources.

8. Choose Update stack.

You can view the status of the stack in the AWS CloudFormation console in the Status column. You
should receive a CREATE_COMPLETE status in approximately 15 minutes.

Control Tower (CT) deployment

The Customizations for AWS Control Tower (CfCT) guide is for administrators, DevOps
professionals, independent software vendors, IT infrastructure architects, and systems integrators
who want to customize and extend their AWS Control Tower environments for their company

and customers. It provides information about customizing and extending the AWS Control Tower
environment with the CfCT customization package.
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Time to deploy: Approximately 30 minutes

Prerequisites

Before deploying this solution, ensure that it is intended for AWS Control Tower administrators.

When you're ready to set up your landing zone using the AWS Control Tower console or APIs,
follow these steps:

To get started with AWS Control Tower, see: Getting Started with AWS Control Tower

To learn how to customize your landing zone, refer to: Customizing Your Landing Zone

To launch and deploy your landing zone, see: Landing Zone Deployment Guide

Deployment overview

Use the following steps to deploy this solution on AWS.

Step 1: Build and deploy S3 bucket

(® Note

S3 bucket Configuration — for ADMIN only. This is a one-time setup step and should not be
repeated by end users. The S3 buckets store the deployment package, including the AWS
CloudFormation template and Lambda code required for ASR to run. These resources are
deployed using CfCt or StackSet.

1. Configure the S3 Bucket
Set up the S3 bucket that will be used for storing and serving your deployment packages.
2. Set Up the Environment

Prepare the necessary environment variables, credentials, and tools required for the build and
deployment process.

3. Configure S3 Bucket Policies
Define and apply the appropriate bucket policies to control access and permissions.

4. Prepare the Build

Prerequisites 87


https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html

Automated Security Response on AWS Implementation Guide

Compile, package, or otherwise prepare your application or assets for deployment.
5. Deploy Packages to S3
Upload the prepared build artifacts to the designated S3 bucket.

Step 2: Stacks deployment to AWS Control Tower

1. Create Build Manifest for ASR Components

Define a build manifest that lists all ASR components, their versions, dependencies, and build
instructions.

2. Update the CodePipeline

Modify the AWS CodePipeline configuration to include the new build steps, artifacts, or stages
required for deploying the ASR components.

Step 1: Build and deploy to S3 bucket

AWS Solutions use two buckets: a bucket for global access to templates, which is accessed via
HTTPS, and regional buckets for access to assets within the region, such as Lambda code.

1. Configure the S3 Bucket

Pick a unique bucket name, e.g. asr-staging. Set two environment variables on your terminal,
one should be the base bucket name with -reference as suffix, the other with your intended
deployment region as suffix:

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

2. Environment Setup

In your AWS account, create two buckets with these names, e.g. asr-staging-reference and asr-
staging-us-east-1. (The reference bucket will hold the CloudFormation templates, the regional
bucket will hold all other assets like the lambda code bundle.) Your buckets should be encrypted
and disallow public access

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
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aws s3 mb s3://$ASSET_BUCKET_NAME/

(® Note

When creating your buckets, ensure they are not publicly accessible. Use random bucket
names. Disable public access. Use KMS encryption. And verify bucket ownership before
uploading.

3. S3 buckets policy setup

Update the $TEMPLATE_BUCKET_NAME S3 bucket policy to include PutObject permissions for
the execute account ID. Assign this permission to an IAM role within the execute account that
is authorized to write to the bucket. This setup allows you to avoid creating the bucket in the
Management account.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalOrgID": "org-id"

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

Step 1: Build and deploy to S3 bucket
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"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::account-id:role/iam-role-name"

Alter the asset S3 bucket policy to include permissions. Assign this permission to an IAM role within
the execute account that is authorized to write to the bucket. Repeat this setup for each regional
asset bucket (e.g., asr-staging-us-east-1, asr-staging-eu-west-1, etc.), allowing deployments across
multiple regions without needing to create the buckets in the Management account.

4, Build Preparation

« Prerequisites:

o AWS CLIv2
Python 3.11+ with pip
AWS CDK 2.171.1+

Node.js 20+ with npm

Poetry v2 with plugin to export

 Git clone https://github.com/aws-solutions/automated-security-response-on-aws.git

First ensure that you've run npm install in the source folder.

Next from the deployment folder in your cloned repo, run build-s3-dist.sh, passing the root name
of your bucket (ex. mybucket) and the version you are building (ex. v1.0.0). We recommend using
a semver version based on the version downloaded from GitHub (ex. GitHub: v1.0.0, your build:
v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. Deploy packages to S3

cd deployment

Step 1: Build and deploy to S3 bucket 90


https://github.com/aws-solutions/automated-security-response-on-aws.git

Automated Security Response on AWS Implementation Guide

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control
aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

Step 2: Stacks deployment to AWS Control Tower

1. Build manifest for ASR components

After deploying ASR artifacts to the S3 buckets, update the Control Tower pipeline manifest to
reference the new version, and then trigger the pipeline run, refer to: controltower deployment

/A Important

To ensure correct deployment of the ASR solution, refer to the official AWS documentation
for detailed information on the CloudFormation templates overview and parameters
description. Info links below: CloudFormation Templates Parameters overview Guide

The manifest for the ASR components looks like this:

region: us-east-1 #<HOME_REGION_NAME>
version: 2021-03-15

# Control Tower Custom CloudFormation Resources
resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:
- parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"
- parameter_key: TicketGenFunctionName
parameter_value: ""
- parameter_key: ShouldDeployWebUI

parameter_value: "yes"

- parameter_key: AdminUserEmail
parameter_value: "<YOUR EMAIL ADDRESS>"

- parameter_key: LoadSCAdminStack
parameter_value: "yes"

- parameter_key: LoadCIS12@AdminStack
parameter_value: "no"

- parameter_key: LoadCIS300AdminStack
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parameter_value:

- parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

- parameter_key: LoadNIST80053AdminStack
parameter_value: "no"

- parameter_key: LoadCIS14@AdminStack
parameter_value: "

no

no

- parameter_key: ReuseOrchestratorLogGroup

parameter_value: "yes"
- parameter_key: LoadPCI321AdminStack
parameter_value: "

no

- parameter_key: RemediationFailureAlarmThreshold

parameter_value: "5"
- parameter_key: LoadAFSBPAdminStack
parameter_value: "

no

- parameter_key: EnableEnhancedCloudWatchMetrics

parameter_value:
deploy_method: stack_set
deployment_targets:

accounts: # :type: list

- <ACCOUNT_NAME> # and/or

- <ACCOUNT_NUMBER>
regions:

- <REGION_NAME>

no

- name: <ROLE MEMBER STACK NAME>

resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>

parameters:
- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>

resource_file: s3://<MEMBER TEMPLATE BUCKET path>

parameters:
- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: LoadCIS12@MemberStack
parameter_value: "no"
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parameter_key: LoadNIST80053MemberStack
parameter_value: "no"

parameter_key: Namespace
parameter_value: <NAMESPACE>

parameter_key: CreateS3BucketForRedshiftAuditlogging

parameter_value: "no"

parameter_key: LoadAFSBPMemberStack
parameter_value: "no"

parameter_key: LoadSCMemberStack
parameter_value: "yes"
parameter_key: LoadPCI321MemberStack
parameter_value: "no"

parameter_key: LoadCIS14@MemberStack
parameter_value: "no"

parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"

parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
parameter_key: LoadCIS300MemberStack
parameter_value: "no"

deploy_method: stack_set
deployment_targets:
accounts: # :type: list

- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>

organizational_units:

<ORG UNIT>

regions: # :type: list

<REGION_NAME>

2. Code pipeline update

Add a manifest file to a custom-control-tower-configuration.zip and run a CodePipeline, refer to:

code pipeline overview
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Monitor the solution's operations with an Amazon
CloudWatch dashboard

This solution includes custom metrics and alarms displayed on an Amazon CloudWatch dashboard.

The CloudWatch dashboard and alarms monitor the solution’s operations and alerts when there is
a potential issue.

Enabling CloudWatch metrics, alarms, and dashboard

There are four CloudFormation template parameters for CloudWatch functionality.

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms

Create CloudWatch Alarms for gathered metrics
(e )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.q., to specify 20% then enter the number 20,

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up te $65/month.

(w0 >

1. UseCloudWatchMetrics - Setting this to yes enables the collection of operational metrics and
creates a CloudWatch dashboard to view these metrics.

2. UseCloudWatchAlarms - Setting this to yes enables the solution’s default alarms.

3. RemediationFailureAlarmThreshold - The percentage of failing remediations in a period to
raise an alarm.

4. EnableEnhancedCloudWatchMetrics - Set this parameter to yes to collect individual metrics
per control ID. By default, this parameter is set to no, so that only metrics on the total number
of remediations across all control IDs are collected. Individual metrics and alarms per control ID
incur additional cost.
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Using the CloudWatch dashboard

To view the dashboard:

1. Navigate to Amazon CloudWatch and then Dashboards.

2. Select the dashboard named "ASR-Remediation-Metrics-Dashboard".

The CloudWatch dashboard contains the following sections:

1. Total Successful Remediations - Gives you insight into the number of Security Hub findings that
have been successfully remediated by the solution.

2. Remediation Failures - Shows how many remediations have been failing, both in total and as a
percentage, and the failure cause. A high number of failures can hint at a technical problem with
the solution that you might need to investigate in more detail.

3. Remediation Success/Failure by Control ID - If you enabled Enhanced Metrics at deployment
time, this section lists remediation results by control ID. When the Remediation Failures section
shows a high failure rate in general, this section shows you whether the failures are distributed
across many control IDs, or if only certain control IDs are failing.

4. Runbook Assume Role Failures - Shows the number of failures that occurred because of
remediation attempts in accounts that don’t have the solution Member role installed. Repeated
failures by automated remediation attempts due to missing roles cause unnecessary cost.
Mitigate this by installing the Member role stack in the concerned accounts, disabling all

EventBridge rules created by the solution, or disassociating the account in Security Hub.

5. Cloud Trail Management Actions by ASR - Lists management actions by the solution across all
member accounts where you enabled Action Logs with the EnableCloudTrailForASRActionLog
parameter at deployment time. When you observe unexpected resource changes in any of your
AWS accounts, this widget can help you understand if resources were modified by the solution.

The CloudWatch dashboard also comes with predefined alarms that alert to common operational
errors.
1. State Machine executions > 1000 in a 24-hour period.

a. A large spike in remediation executions could indicate an event rule is initiating more often
than intended.

b. Threshold can be changed using the CloudFormation parameter.
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2. Remediation Failures by Type = NOREMEDIATION > 0

a. Remediations are being attempted for remediations that are not included in ASR. This could
indicate an event rule has been modified to include more than the intended remediations.

3. Runbook Assume Role Failures > 0

a. Remediations are being attempted on accounts or Regions that do not have the solution
properly deployed. This could indicate an event rule has been modified to include more

accounts than intended.

All alarm thresholds can be modified to suit the individual deployment needs.
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Modifying alarm thresholds

1. Navigate to Amazon CloudWatch - Alarms - All Alarms.

2. Choose the Alarm you would like to modify, then select Actions - Edit.

Remediation Failures by Type
This widget displays the frequency of different remediation outcomes.

If there Is an Increase In NOREMEDIATION results, this indicates that
remediations are being attempted for remediations not currently included
in ASR. You should verify that this is not caused by a modified automatic
remediation rule.

Modifying alarm thresholds
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CloudWatch x | Cloudwatch > Alarms
Favorites and recents » Alarms (3) [0 Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 ®
ASR-Remediation-Metrics-
Dashboard [  Name v | state v | Last state update v | Cconditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
Ao©m O (] ASR-NoRemediation @ oKk 2023-12-25 15:36:25 o P @ Actions enabled
In alarm d
Runbook A Role Failures >= 1 for 1
Allalarms [ ASR-RunbookAssumeRoleFallure @ok 2023-12-22 18:27:56 unbook Assume Ro'e Fallures == 1 for © Actions enabled
_ datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
[ ASR-StateMachineExecutions @ok 2023-12-15 16:47:41 1+ hour @ Actions enabled
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

v Metrics

1. Change the threshold to the desired value and save.
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Specify metric and conditions - optional

Step 1 - optional
Specify metric and conditions

Step 2 - optional Metric

Configure actions

Graph

Step 3 - optional
€p 3 - optiona This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

Add name and description

b4
Step 4 - optional Count Namespace
Preview and create 1,000 AWS/States
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:$
1 .
01/05 01/07 01/09 01/11 Statistic
B ExecutionsStarted ‘ Q sum X ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
) Greater O Greater/Equal O Lower/Equal O Lower
> thresheld »= thresheld <= threshold < thresheld
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

1. Navigate to the CloudWatch dashboard to modify the charts there to match the new settings.
a. Select the ellipsis on the top right of the corresponding widget.
b. Select Edit.
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c. Change to the Options tab.

d. Modify the Alarm annotation to match the new settings.

State Machine Executions .£ Persist time range © th 3h 12h 1d  3d 1w Custom [ | Localtimezone v | Line v -

Count

1,000

Remediations started >= 1000 for 1 datapaints within 1440 minutes (1,000)
s01

1 -
o01/08 o01/08 01/05 01/05 01/06 01/06 o1/07 o1/07 01/08 01708 01709 01/09 01110 0110 oym o1
@ Remediations started

Browse = Multi source query - new | Graphed metrics(1) = Options | Source Addmath ¥ H Add query v

Widget type
‘ Line ‘ Data table Stacked area Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden ~© Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units.

Horizontal annetations / thresholds @
Label Value Fill Axis Actions

] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [4 None v > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

Subscribing to Alarm notifications

In the admin account, subscribe to the Amazon SNS topic created by the admin stack, SO0111-
ASR_Alarm_Topic. This will notify you when an alarm enters the ALARM state.
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Update the solution

/A Important

« When updating the solution, automated remediation rules may need to be re-enabled
manually in the Admin account. Refer to Enable fully-automated remediations.

« If you are using the Reuse Orchestrator Log Group parameter to retain logs,
ensure it is set appropriately during stack update to avoid log group recreation or loss of
log retention settings. Refer to Deploy the solution. If you are performing a stack update

to v2.3.0+ from an earlier version choose "no"

Upgrading from versions prior to v1.4

If you have previously deployed the solution prior to v1.4.x, uninstall, then install the latest version:

1. Uninstall the previously deployed solution. Refer to Uninstall the solution.

2. Launch the latest template. Refer to Deploy the solution.

(® Note

If you are upgrading from v1.2.1 or earlier to v1.3.0 or later, set Use existing
Orchestrator Log Group to No. If you are reinstalling v1.3.0 or later, you can select Yes
for this option. This option allows you to continue to log to the same Log Group for the
Orchestrator Step Functions.

Upgrading from v1.4 and later

If you are upgrading from v1.4.x, update all stacks or StackSets as follows:

1. Update the stack in the Security Hub admin account using the latest template.

2. In each member account, update the permissions from the latest template.

3. In each member account in all Regions where currently deployed, update the member stack
from the latest template.
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4. If the Web Ul is enabled and you updated parameters such as TicketGenFunctionName,
invalidate the CloudFront cache to reflect changes immediately:

aws cloudfront create-invalidation \

--distribution-id <distribution-id> \
--paths "/aws-exports.json"

Upgrading from v2.0.x

If you are upgrading from v2.0.x, upgrade to v2.1.2 or later. Updating to v2.1.0 - v2.1.1 will fail in
CloudFormation.

Upgrading from v2.1.4 or earlier

If you are upgrading from v2.1.4 or earlier, you must upgrade to v2.3.0 before upgrading to any
version higher than v2.3.0. Otherwise, the stack update operation will fail. Alternatively, you can
delete and re-deploy the solution's stacks rather than performing a stack update.
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Troubleshooting

Known issue resolution provides instructions to mitigate known errors. If these instructions don't

address your issue, Contact AWS Support provides instructions for opening an AWS Support case
for this solution.

Solution logs

This section includes Troubleshooting information for this solution, see left navigation for topics.

This solution collects output from remediation runbooks, which run under AWS Systems Manager,
and logs the result to CloudWatch Logs group S00111-ASR in the AWS Security Hub admin
account. There is one stream per control per day.

The Orchestrator Step Functions logs all step transitions to the SO2111-ASR-0Orchestrator
CloudWatch Logs Group in the AWS Security Hub admin account. This log is an audit trail to
record state transitions for each instance of the Step Functions. There is one log stream per Step
Functions execution.

Both log groups are encrypted using an AWS KMS Customer-Manager Key (CMK).

The following troubleshooting information uses the S00111-ASR log group. Use this log, as well
as AWS Systems Manager Automation console, Automation Executions logs, Step Function console,
and Lambda logs to troubleshoot problems.

If a remediation fails, a message similar to the following will be logged to SO0111-ASR in the log
stream for the standard, control, and date. For example: CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

The following messages provide additional detail. This output is from the ASR runbook for the
security standard and control. For example: ASR-CIS_1.2.0_2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :
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{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

This information points you to the failure, which in this case was a child automation running

in the member account. To troubleshoot this issue, you must log in to the AWS Management
Console in the member account (from the message above), go to AWS Systems Manager, navigate
to Automation, and examine the log output for Execution ID eecdef79-9111-4532-921a-
e098549f525.

Known issue resolution

« Issue: The solution deployment fails with an error stating that the resources are already available
in Amazon CloudWatch.

Resolution: Check for an error message in the CloudFormation resources/events section
indicating log groups already exist. The ASR deployment templates allow reuse of existing log
groups. Verify that you have selected reuse.

o Issue: Solution fails to deploy with an error in a playbook nested stack where an EventBridge
Rule fails to create

Resolution: You have likely hit the quota for EventBridge rules with the number of playbooks
deployed. You can avoid this by using Consolidated control findings in Security Hub paired with
the SC playbook in this solution, deploy only the playbooks for the standards used, or requesting
an increase to the EventBridge rules quota.

o Issue: | run Security Hub in multiple Regions in the same account. | want to deploy this solution
in multiple Regions.

Resolution: Deploy the admin stack in the same account and Region as your Security Hub admin.
Install the member template into each account and Region where you have a Security Hub
member configured. Enable aggregation in the Security Hub.

« Issue: Immediately after deploying, the SO0111-ASR-Orchestrator is failing in the Get
Automation Document State with a 502 error: " Lambda was unable to decrypt the environment
variables because KMS access was denied. Please check the function’s KMS key settings. KMS
Exception: UnrecognizedClientExceptionKMS Message: The security token included in the request is
invalid. (Service: AWSLambda; Status Code: 502; Error Code: KMSAccessDeniedException; Request
ID:...""
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Resolution: Allow the solution about 10 minutes to stabilize before running remediations. If the
problem continues, open a support ticket or GitHub issue.

o Issue: | attempted to remediate a finding but nothing happened.

Resolution: Check the notes of the finding for reasons why it was not remediated. A common
cause is that the finding has no automated remediation. At this time there is no way to provide
direct feedback to the user when no remediation exists other than via the notes. Review the
solution logs. Open CloudWatch Logs in the console. Find the SO0111-ASR CloudWatch Logs
Group. Sort the list so the most-recently updated streams appear first. Select the log stream for
the finding you attempted to run. You should find any errors there. Some reasons for the failure
could be: mismatch between finding control and remediation control, cross-account remediation
(not yet supported), or that the finding has already been remediated. If unable to determine the
reason for the failure, please collect the logs and open a support ticket.

o Issue: After starting a remediation, the status in the Security Hub console has not updated.

Resolution: The Security Hub console does not update automatically. Refresh the current view.
The status of the finding should update. It might take several hours for the finding to transition
from Failed to Passed. Findings are created from event data sent by other services, such as AWS
Config, to AWS Security Hub. The time before a rule is reevaluated depends on the underlying
service. If this does not resolve the issue, refer to the preceding resolution for "/ attempted to
remediate a finding but nothing happened. ™"

« Issue: Orchestrator step function fails in Get Automation Document State: An error occurred
(AccessDenied) when calling the AssumeRole operation.

Resolution: The member template has not been installed in the member account where ASR is
attempting to remediate a finding. Follow instructions for deployment of the member template.

« Issue: Config.1 runbook fails because Recorder or Delivery Channel already exists.

Resolution: Inspect your AWS Config settings carefully to ensure Config is properly set up. The
automated remediation is not able to fix existing AWS Config settings in some cases.

« Issue: Remediation is successful but returns the message "No output available yet
because the step is not successfully executed."

Resolution: This is a known issue in this release where certain remediation runbooks do not
return a response. The remediation runbooks will properly fail and signal the solution if they do
not work.
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« Issue: The resolution failed and sent a stack trace.

Resolution: Occasionally, we miss the opportunity to handle an error condition that results in a
stack trace rather than an error message. Attempt to troubleshoot the problem from the trace
data. Open a support ticket if you need assistance.

o Issue: Removal of the v1.3.0 stack failed on the Custom Action resource.

Resolution: Removal of the admin template may fail on the Custom Action removal. This is a
known issue that will be fixed in the next release. If this occurs:

a. Sign in to AWS Security Hub management console.

b. In the admin account, go to Settings.

c. Select the Custom actions tab

d. Manually delete the entry Remediate with ASR.
e. Delete the stack again.

« Issue: After redeploying the admin stack the step function is failing on AssumeRole.

Resolution: Redeploying the admin stack breaks the trust connection between the admin role
in the admin account and the member role in the member accounts. You must redeploy the
member roles stack in all member accounts.

« Issue: CIS 3.x remediations are not showing PASSED after more than 24 hours.

Resolution: This is a common occurrence if you have no subscriptions to the S00111 -
ASR_LocalAlarmNotification SNS topic in the member account.

Issues with specific remediations

SetSSLBucketPolicy fails with AccessDenied error

Associated controls: AWS FSBP v1.0.0 S3.5, PCl v3.2.1 PCI.S3.5, CIS v1.4.0 2.1.2, SC v2.0.0 S3.5
Issue: The SetSSLBucketPolicy fails with an AccessDenied error:

An error occurred (AccessDenied) when calling the PutBucketPolicy operation: Access Denied

If the Block Public Access setting has been enabled for a bucket, attempts to put a bucket policy
that includes statements that allow public access with fail with this error. This state can be reached
by putting a bucket policy that contains such statements, then enabling the public access block for
that bucket.
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The remediation ConfigureS3BucketPublicAccessBlock (associated controls: AWS FSBP v1.0.0 S3.2,
PClv3.2.1 PCI.S3.2, CISv1.4.0 2.1.5.2, SC v2.0.0 S3.2) can also put a bucket into this state because
it sets the public access block setting without changing the bucket policy.

The SetSSLBucketPolicy adds a statement to the bucket policy to deny requests that do not use
SSL. It does not modify the other statements in the policy, so if there are statements that allow
public access, the remediation will fail attempting to put the modified bucket polic that still
includes those statements.

Resolution: Modify the bucket policy to remove statements that allow public access in conflict with
the block public access setting on the bucket.

PutS3BucketPolicyDeny fails

Associated controls: AWS FSBP v1.0.0 S3.6, NIST.800-53.r5 CA-9(1), NIST.800-53.r5 CM-2
Issue: The PutS3BucketPolicyDeny with the following error:
Unable to create an explicit deny statement for {bucket_name}.

If the principals for all policies on the target bucket are "*", the solution cannot add the deny policy
to the target bucket as it would block out all bucket actions for all principals.

Resolution: Modify the bucket policy to allow actions to specific accounts instead of using "*"
principals and restrict denied actions.

How to disable the solution

In the event of an incident, you may find that you need to disable the solution without removing
any of the infrastructure. These scenarios detail how to disable different components in the
solution.

Scenario 1: Disable automatic remediation for a single control

1. In the Admin account, navigate to the AWS CloudFormation console.

2. Locate the Admin stack and view its Outputs tab.
3. Copy the value of the RemediationConfigurationDynamoDBTable output.

4. Navigate to the DynamoDB console and open the Remediation Configuration table.
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5. Select Explore Table Items.

6. Under Scan or query items, select Query.

7. Enter the control ID (for example, Lambda. 1) in the Partition key: controlld field and click Run.
8. Select the returned item, then click Actions > Edit item.

9. Change the automatedRemediationEnabled attribute value to False.

10Click Save and Close.

Scenario 2: Disable automatic remediation for all controls

1. Follow steps 1-5 from Scenario 1 to access the Remediation Configuration table items.
2. Under Scan or query items, select Scan to view all controls.

3. For each control with automatedRemediationEnabled set to True, select the item and click
Actions > Edit item.

4. Change the automatedRemediationEnabled attribute value to False and click Save and
Close.

5. Repeat for all controls you wish to disable.

Scenario 3: Disable manual remediation for an account

1. Navigate to the EventBridge console.

2. Select Rules in the sidebar.
3. Select the default event bus and search for Remediate_with_ASR_CustomAction.

4. Select the rule and click the Disable button.

Contact AWS Support

If you have AWS Business Support+, AWS Enterprise Support, or Unified Operations, you can use

the AWS Support Center to get expert assistance with this solution. The following sections provide
instructions.

Create case

1. Sign in to Support Center.

2. Choose Create case.
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How can we help?

. Choose Technical.
. For Service, select Solutions.
. For Category, select Automated Security Response on AWS.

. For Severity, select the option that best matches your use case.

v A NN =2

. When you enter the Service, Category, and Severity, the interface populates links to common
troubleshooting questions. If you can't resolve your question with these links, choose Next step:
Additional information.

Additional information

1. For Subject, enter text summarizing your question or issue.

2. For Description, describe the issue in detail, including the name of this solution and the version
you are using, such as this example: Automated Security Response on AWS vX.Y.Z.

3. Choose Attach files.

4. Attach the information that Support needs to process the request.

Help us resolve your case faster

1. Enter the requested information.

2. Choose Next step: Solve now or contact us.

Solve now or contact us

1. Review the Solve now solutions.

2. If you can't resolve your issue with these solutions, choose Contact us, enter the requested
information, and choose Submit.
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Uninstall the solution

Use the following procedure to uninstall the solution with the AWS Management Console.

V1.0.0-V1.2.1

For releases v1.0.0 to v1.2.1, use Service Catalog to uninstall the CIS and/or FSBP Playbooks. With
v1.3.0 Service Catalog is no longer used.

1. Signin to the AWS CloudFormation console and navigate to the Security Hub primary account.

2. Choose Service Catalog to terminate any provisioned playbooks, remove any security groups,
roles, or users.

3. Remove the spoke CISPermissions.template template form the Security Hub member
accounts.

4. Remove the spoke AFSBPMemberStack.template template form the Security Hub admin and
member accounts.

5. Navigate to the Security Hub primary account, select the solution’s installation stack, and then
choose Delete.

(® Note

CloudWatch Logs group logs are retained. We recommend retaining these logs as required
by your organization’s log retention policy.

V1.3.x

1. Remove the automated-security-response-member.template from each member
account.

2. Remove the automated-security-response-admin.template from the admin account.

V1.0.0-V1.2.1 109


https://console.aws.amazon.com/cloudformation/home

Automated Security Response on AWS Implementation Guide

® Note

Removal of the admin template in v1.3.0 will likely fail on the Custom Action removal.
This is a known issue that will be fixed in the next release. Use the following instructions
to fix this issue:

1. Sign in to the AWS Security Hub management console.

2. In the admin account, go to Settings.

3. Select the Custom actions tab.

4. Manually delete the entry Remediate with ASR.
5. Delete the stack again.

V1.4.0 and later

Stack deployment

1. Remove the automated-security-response-member.template from each member
account.

2. Remove the automated-security-response-admin.template from the admin account.

StackSet deployment
For each StackSet, remove stacks, then remove the StackSet in the reverse order of deployment.

Note that IAM roles from the automated-security-response-member-roles.template are
retained even if the template is removed. This is so that remediations using these roles continue
to function. These SO0111-* roles can be manually removed after verifying that they are no
longer in use by active remediations, such as CloudTrail to CloudWatch logging, or RDS Enhanced
Monitoring.
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Administrator guide

Enabling and disabling parts of the solution

As a solution administrator, you have the following controls over which functionalities of the
solution are enabled.

Where the member and member roles stacks are deployed:

« The admin stack will only be able to initiate remediations (through custom action or fully
automated) in accounts in which the member and member roles stacks have been deployed with
the admin account number given as a parameter value.

» To exempt accounts or Regions from control of the solution completely, do not deploy the
member or member roles stacks to those accounts or Regions.

Account and Region finding aggregation configuration in Security Hub:

« The admin stack will only be able to initiate remediations (through custom action or fully
automated) for findings which arrive in the admin account and Region.

» To exempt accounts or Regions from control of the solution completely, do not include those
accounts or Regions to send findings to the same admin account and Region in which the admin
stack is deployed.

Which standard nested stacks are deployed:

« The admin stack will only be able to initiate remediations (through custom action or fully
automated) for controls which have a control runbook deployed in the target member account
and Region. These are deployed by the member stack for each standard.

« The admin stack will only be able to initiate fully automated remediations for controls that are
enabled in the Remediation Configuratio DynamoDB table. This table is deployed to the admin
account.

« For simplicity, we recommend deploying standards consistently across your admin and member
accounts. If you care about AWS FSBP and CIS v1.2.0, deploy those two nested admin stacks to
the admin account, and deploy those two nested member stacks to each member account and
Region.
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Which Control runbooks are deployed in each nested member stack:

« The admin stack will only be able to initiate remediations (through custom action or fully
automated) for controls which have a control runbook deployed in the target member account
and Region by the member stack for each standard.

» To exercise more fine-grained control over which controls are enabled for a particular standard,
each nested stack for a standard has parameters for which control runbooks are deployed. Set
the parameter for a control to the value "NOT Available" to undeploy that control runbook.

SSM Parameters for enabling and disabling standards:

« The admin stack will only be able to initiate remediations (through custom action or fully
automated) for standards that are enabled through the SSM Parameter deployed by the
standard admin stack.

» To disable a standard, set the value for the SSM Parameter with the path "/Solutions/SO0111/
<standard_name>/<standard_version>/status" to "No".

Access to the solution’s Web Ul:

« When the Admin stack is deployed, you will receive an email with temporary credentials to sign
in to the Web Ul using the email address you provided during deployment.

« Using the Invite Users page, administrators and delegated administrators can invite additional
users to access the Web Ul and delegate access to the solution.

» Using the View Users page, administrators and delegated administrators can view and manage
existing users.

« To learn more about permissions and how to use the solution’s Web Ul, see the the section called
“Web UI".

Example SNS notifications

When a remediation is initiated

{

"severity": "INFO",

"message'": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",
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"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

When a remediation succeeds

"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}

When a remediation fails

{
"severity": "ERROR",
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"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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Tutorial

This is a tutorial that will guide you through your first deployment of ASR. It will begin with the
prerequisites for deploying the solution and it will end with you remediating example findings in a
member account.

Tutorial: Getting Started with Automated Security Response on
AWS

This is a tutorial that will guide you through your first deployment. It will begin with the
prerequisites for deploying the solution and it will end with you remediating example findings in a
member account.

Prepare the accounts

In order to demonstrate the cross-account and cross-Region remediation capabilities of the
solution, this tutorial will use two accounts. You can also deploy the solution to a single account.

The following examples use accounts 111111111111 and 222222222222 to demonstrate the
solution. 111111111111 will be the admin account and 222222222222 will be the member
account. We will set up the solution to remediate findings for resources in the Regions us-east-1
and us-west-2.

The table below is an example to illustrate the actions we will take for each step in each account
and Region.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin None None
222222222222 Member None None

The admin account is the account that will perform the administration actions of the solution,
namely initiating remediations manually or enabling fully automated remediation using the
Remediation Configuration DynamoDB table. This account must also be the Security Hub
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delegated administrator account for all accounts in which you wish to remediate findings, but it
does not need to be nor should it be the AWS Organizations administrator account for the AWS
Organization to which your accounts belong.

Enable AWS Config

Review the following documentation:

« AWS Config documentation

« AWS Config pricing
« Enabling AWS Config

Enable AWS Config in both accounts and both Regions. This will incur charges.

/A Important

Ensure that you select the option to "Include global resources (e.g., AWS IAM resources)." If
you do not select this option when enabling AWS Config, you will not see findings related
to global resources (e.g. AWS IAM resources)

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Enable AWS Config Enable AWS Config
222222222222 Member Enable AWS Config Enable AWS Config

Enable AWS security hub

Review the following documentation:

o AWS Security Hub documentation

o AWS Security Hub pricing
« Enabling AWS Security Hub

Enable AWS Security Hub in both accounts and both Regions. This will incur charges.
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Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Enable AWS Security Enable AWS Security
Hub Hub

222222222222 Member Enable AWS Security Enable AWS Security
Hub Hub

Enable consolidated control findings
Review the following documentation:

« Generating and updating control findings

For the purposes of this tutorial, we will demonstrate the usage of the solution with the
consolidated control findings feature of AWS Security Hub enabled, which is the recommended
configuration. In partitions which do not support this feature as of the time of writing, you will
need to deploy the standard-specific playbooks rather than SC (Security Control).

Enable consolidated control findings in both accounts and both Regions.

Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Enable consolidated Enable consolidated
control findings control findings

222222222222 Member Enable consolidated Enable consolidated
control findings control findings

It may take some time for findings to be generated with the new feature. You can proceed with

the tutorial, but you will be unable to to remediate the findings generated without the new
feature. Findings generated with the new feature can be identified by the GeneratorId field value
security-control/<control_id>.

Configure cross-Region finding aggregation

Review the following documentation:
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» Cross-Region aggregation

« Enabling cross-Region aggregation

Configure finding aggregation from us-west-2 to us-east-1 in both accounts.

Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Configure aggregati None
on from us-west-2

222222222222 Member Configure aggregati None
on from us-west-2

It may take some time for findings to propagate to the aggregation Region. You can proceed with
the tutorial, but you will be unable to remediate findings from other Regions until they begin to
appear in the aggregation Region.

Designate a Security Hub administrator account

Review the following documentation:

« Managing accounts in AWS Security Hub

« Managing organization member accounts

« Managing member accounts by invitation

In the proceeding example, we will use the manual invitation method. For a set of production
accounts, we recommend managing Security Hub delegated adminstration through AWS
Organizations.

From the AWS Security Hub console in the admin account (111111111111), invite the member
account (222222222222) to accept the admin account as a Security Hub delegated administrator.
From the member account, accept the invitation.
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Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Invite the member None

account
222222222222 Member Accept the invitation None

It may take some time for findings to propagate to the admin account. You can proceed with the
tutorial, but you will be unable to remediate findings from member accounts until they begin to
appear in the admin account.

Create the roles for self-managed StackSets permissions

Review the following documentation:

+ AWS CloudFormation StackSets

« Grant self-managed permissions

We will be deploying CloudFormation stacks to multiple accounts, so we will use StackSets. We
cannot use service-managed permissions because the admin stack and the member stack have
nested stacks, which aren’t supported by the service, so we must use self-managed permissions.

Deploy the stacks for basic permissions for StackSet operations. For production accounts, you may

wish to narrow the permissions according to the "advanced permissions options" documentation.

Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Deploy the StackSet None
administrator role
stack

Deploy the StackSet
Execution role stack

222222222222 Member Deploy the StackSet None
execution role stack

Create the roles for self-managed StackSets permissions
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Create the insecure resources that will generate example findings

Review the following documentation:

» Security Hub controls reference

« AWS Lambda controls

The following example resource with an insecure configuration in order to demonstrate a
remediation. The example control is Lambda.1: Lambda function policies should prohibit public
access.

/A Important

We will be intentionally creating a resource with an insecure configuration. Please

review the nature of the control and evaluate the risk of creating such a resource in your
environment for yourself. Be aware of any tooling your organization may have for detecting
and reporting such resources and request an exception if appropriate. If the example
control we have selected is inappropriate for you, select another control that the solution
supports.

In the second Region of the member account, navigate to the AWS Lambda console and create a
function in the latest Python runtime. Under Configuration - Permissions, add a policy statement
to allow invoking the function from the URL with no authentication.

Confirm on the console page that the function allows public access. After the solution remediates
this issue, compare the permissions to confirm that the public access has been revoked.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin None None
222222222222 Member None Create a Lambda

function with an
insecure configura
tion
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It may take some time for AWS Config to detect the insecure configuration. You can proceed with
the tutorial, but you will be unable to remediate the finding until Config detects it.

Create CloudWatch log groups for related controls

Review the following documentation:

» Monitoring CloudTrail Log Files with Amazon CloudWatch Logs

« CloudTrail controls

Various CloudTrail controls supported by the solution require there to be a CloudWatch Log
group that is the destination of a multi-Region CloudTrail. In the following example, we will
create a placeholder log group. For production accounts, you should properly configure CloudTrail
integration with CloudWatch Logs.

Create a log group in each account and Region with the same name, for example: asr-log-group.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Create a log group Create a log group
222222222222 Member Create a log group Create a log group

Deploy the solution to tutorial accounts
Gather the three Amazon S3 URLs for the admin, member, and member roles stack.
Deploy the admin stack

Giew templata

automated-security-response-admin.template

In the admin account, navigate to the CloudFormation console and deploy the admin stack into the
Security Hub finding aggregation Region.
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Choose No for the value of all parameters for loading nested admin stacks except for the "SC" or
"Security Control" stack. This stack contains the resources for the consolidated control findings that
we have configured in our accounts.

Choose No for reusing the orchestrator log group unless you have deployed this solution in this
account and Region before.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Deploy the admin None

stack
222222222222 Member None None

Wait until the admin stack completes deployment before continuing so a trust relationship can be
created from the member accounts to the admin account.

Deploy the member stack

Giew templata

automated-security-response-member.template

In the admin account, navigate to the CloudFormation StackSets console and deploy the member
stack to each account and Region. Use the StackSets admin and execution roles created in this
tutorial.

Enter the name of the log group you created as the value for the parameter for the log group
name.

Choose No for the value of all parameters for loading nested member stacks except for the "SC" or
"security control" stack. This stack contains the resources for the consolidated control findings that
we have configured in our accounts.

Enter the ID of the admin account as the value for the parameter for the admin account number. In
our example, thisis 111111111111,
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Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Deploy the member Confirm member
StackSet / Confirm stack deployed
member stack

deployed
222222222222 Member Confirm member Confirm member
stack deployed stack deployed

Deploy the member roles stack

automated-security-response-member-roles.template template button automated-security-
response-member-roles.template

In the admin account, navigate to the CloudFormation StackSets console and deploy the member
stack to each account. Use the StackSets admin and execution roles created in this tutorial. Enter
the ID of the admin account as the value for the parameter for the admin account number. In our
example, thisis 111111111111.

Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Deploy the member None
StackSet / Confirm
member stack
deployed

222222222222 Member Confirm member None
stack deployed

You can proceed, but you will be unable to remediate findings until CloudFormation StackSets
finishes deploying.

Subscribe to the SNS topic

Remediation Updates
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Topic -{https---us-east-1-console-aws-amazon-com-sns-v3-home-region-us-east-1—topic-arn-
aws-sns-us-east-1-221128147805-S0O0111-ASR-Topic}[SO0111-ASR_Topic]

In the admin account, subscribe to the Amazon SNS topic created by the admin stack. This will
notify you when remediations are initiated and when the succeed or fail.

Alarms

Topic -{https---us-east-1-console-aws-amazon-com-sns-v3-home-region-us-east-1—topic-arn-
aws-sns-us-east-1-221128147805-S0O0111-ASR-Alarm-Topic}[SO0111-ASR_Alarm_Topic]

In the admin account, subscribe to the Amazon SNS topic created by the admin stack. This will
notify you when metric alarms initiate.

Remediate example findings

/A Important

This example requires the use of the Security Hub CSPM console. The Security Hub (non-
CSPM) console does not currently support manual remediations via custom action. To
remediate findings without using the Security Hub CSPM console, see the Remediate using
the Web Ul section.

In the admin account, navigate to the Security Hub CSPM console and locate the finding for the
resource with an insecure configuration that you created as part of this tutorial.

This can be done in several ways:
1. In partitions which support the consolidated control findings feature, a page labeled "Controls"
allows you to locate the finding by the consolidated control ID.

2. In the "Security standards" page, you can locate the control according to which standard it
belongs to.

3. You can view all findings on the "Findings" page and search by attribute.

The consolidated control ID for the public Lambda Function we created is Lambda.1.
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Initiate the remediation

Select the checkbox to the left of the finding related to the resource we created. In the "Actions"
drop-down menu, select "Remediate with ASR". You will see a notification that the finding was sent
to Amazon EventBridge.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Initiate the remediati  None

on
222222222222 Member None None

Confirm that the remediation resolved the finding

You should receive two SNS notifications. The first will indicate that a remediation has been
initiated, and the second will indicate that the remediation succeeded. After receiving the second
notification, navigate to the Lambda console in the member account and confirm that the public
access has been revoked.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin None None
222222222222 Member None Confirm that

the remediation
succeeded

Remediate using the Web Ul

Alternatively, you can use the solution’s Web Ul to remediate AWS Security Hub findings and view
past remediations.
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® Note

You must set the ShouldDeployWebUI parameter to "yes" when deploying the Admin
stack in order to use the solution’s Web UL.

Log in to the Web Ul

After deploying the solution, you will receive an email with temporary credentials and a link to the
solution’s Web Ul from no-reply@verificationemail.com. This will be sent to the email address you
provided when deploying the Admin stack.

Locate the email, copy the temporary credentials, and click the Web Ul link. This link will take
you directly to the sign-in page, where you will enter your temporary credentials and set a new
password.

Locate the Lambda.1 finding

Once you log in, you will be presented with the Findings page. This page displays all Security Hub
findings in your Security Hub administrator account that are supported for remediation, including
findings for member accounts onboarded with AWS Security Hub.

On the Findings page, use the search bar to filter on Resource ID by entering the ARN of the
Lambda function you created as part of this tutorial and performing a search using the "="
operator. This will display all AWS Security Hub findings supported by the solution for the Lambda
function you created.

In order to find the Lambda. 1 finding generated in this tutorial, apply another filter on Finding
Type. Click the search bar, select Finding Type, and select the "=" operator. If consolidated control
findings is enabled in your environment, enter security-control/Lambda.1. Otherwise, choose
a security standard that supports the Lambda.1 control and enter the Generator ID; for example
aws-foundational-security-best-practices/v/1.0.0/Lambda.1.

After applying the Resource ID and Finding Type filters, you will see only the Lambda.1 finding
generated by AWS Security Hub for your test resource listed in the table.
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® Note

It may take some time for AWS Security Hub to generate the Lambda.1 finding for the
resource you created. If you do not see the finding after applying both filters, wait 5-10
minutes and search for the finding again.

Initiate the remediation

Select the finding you located in the previous step, then click Actions > Remediate. This will begin
a remediation for the finding you selected.

You can view the progress of this remediation on the Execution History page. After waiting a few
minutes, refresh the Execution History page by clicking the refresh icon on the top right, and you
should see that the Status has changed from In progress to Success.

Confirm that the remediation resolved the finding

When the finding is marked as Resolved by AWS Security Hub, it will automatically be removed
from the Findings page in the Web UI.

To verify that the remediation resolved the finding, navigate to the Lambda console in the member
account and confirm that the public access has been revoked.

(@ Note

Some findings may still appear on the Findings page even with a Remediation Status

of Success. This is because AWS Security Hub takes up to 24 hours to mark a finding as
resolved after the resource has been updated. You can suppress findings you no longer
want to see on the Findings page by selecting the finding and clicking Actions > Suppress.

Trace the execution of the remediation

To understand better how the solution works, you can trace the execution of the remediation.
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EventBridge rule

In the admin account, locate an EventBridge rule named Remediate_with_ASR_CustomAction.
This rule matches the finding you sent from Security Hub and sends it to the Orchestrator Step
Functions.

Step Functions execution

In the admin account, locate the AWS Step Functions named "SO0111-ASR-Orchestrator". This
step function calls the SSM Automation document in the target account and Region. You can trace
the execution of the remediation in the execution history of this AWS Step Functions.

SSM Automation

In the member account, navigate to the SSM Automation console. You will find two executions
of a document named "ASR-SC_2.0.0_Lambda.1" and one execution of a document named "ASR-
RemovelLambdaPublicAccess".

The first execution is from the orchestrator step function in the target account. The second
execution occurs in the target Region, which may not be the Region from which the finding
originated. The final execution is the remediation that revokes the public access policy from the
Lambda Function.

CloudWatch Log Group

In the admin account, navigate to the CloudWatch Logs console and locate a Log Group named
"S00111-ASR". This log group is the destination for high-level logs from the Orchestrator Step
Functions.

Enable fully-automated remediations

The other mode of operation for the solution is to automatically remediate findings as they arrive
in Security Hub.

/A Important

Before enabling fully automated remediations, ensure the solution is configured in the
accounts and regions where you are conformable with the solution making automated
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changes. If you would like to narrow the scope of the solution’s automated remediations,
see the section below on filtering fully-automated remediations.

Example: Enable fully-automated remediations for Lambda.1

Enabling automatic remediations will initiate remediations on all resources matching the control
you enable (Lambda.1).

/A Important

Confirm that you want all public Lambda Functions within the scope of the solution to have
this permission revoked. Fully-automated remediations will not be limited in scope to the
Function you created. The solution will remediate this control if it is detected in any of the
accounts and Regions in which it is installed.

Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Confirm no desired Confirm no desired
public Functions public Functions

222222222222 Member Confirm no desired Confirm no desired
public Functions public Functions

Locate the Remediation Configuration DynamoDB Table

In the Admin account, view the Outputs for the Admin stack in the CloudFormation console. You
will see an output titled RemediationConfigurationDynamoDBTable.

This is the name of the Remediation Configuration DynamoDB table, which controls automated
remediation configurations for the solution. Copy the value of this output and locate the
corresponding DynamoDB table in the DynamoDB console.
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Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Locate the Remediati  None

on Configuration

DynamoDB table.
222222222222 Member None None

Modify the Remediation Configuration Table

In the DynamoDB console where you have located the Remediation Configuration table, select
Explore Table Items.

Each item in the table corresponds to a Security Hub control supported by the solution. Each item
has a automatedRemediationEnabled attribute that can be modified to enable fully-automated
remediations for the associated control.

To enable Lambda.1, under Scan or query items select Query. Under Partition key: controlld
enter Lambda. 1 and click Run. You will see a single item returned corresponding to the Lambda.1
control.
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asr-admin-RemediationConfigTable24F19C3B-1P3HIJD1Y6WGJ

¥ Scan or query items

© Autopreview View table details

‘ () Scan ‘ [ O Query ]
Select a table or index Select attribute projection
| Table - asr-admin-RemediationConfigTable24F19C3B-1P3HIID1Y6WG) v | | Allattributes v

Partition key: controlld

| Lambda.1

» Filters - optional

Reset

[ © Completed - Items returned: 1 - Items scanned: 1 - Efficiency: 100% - RCUs consumed: 0.5

<)

Table: asr-admin-RemediationConfigTable24F19C3B-1P3HIJD1Y6WG)J - Items returned (1)
Query started on October 22, 2025, 14:52:57

O controlld (String) v | aut: d 1ediationEnabled

O Lambda.1 false

Now, select the Lambda .1 item then click Actions > Edit item.

Run Reset

@( Actions V¥ )( Create item )

[ @ Completed - Items returned: 1 - ltems scanned: 1 - Efficiency: 100% - RCUs consumed: 0.5

3

Table: asr-admin-RemediationConfigTable24F19C3B-1P3HIJD1Y6WG) - Items returned (1/1) @ (actions & ) ( createitem )

Query started on October 22, 2025, 14:52:57

controlld (String) v | automatedRemediationEnabled

[ Edit item ]

Duplicate item 1 )]

Delete items

[ Lambda.1 false

Download selected items to CSV
Download results to CSV

Finally, change the automatedRemediationEnabled attribute value to True. Click Save and

Close.

Modify the Remediation Configuration Table
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Account Purpose
111111111111 Admin
222222222222 Member

Configure the resource

Action in us-east-1

Modify the Remediati
on Configuration
DynamoDB table.

None

Action in us-west-2

None

None

In the member account, re-configure the Lambda Function to allow public access.

Account Purpose
111111111111 Admin
222222222222 Member

Action in us-east-1

None

None

Confirm that the remediation resolved the finding

Action in us-west-2
None

Configure the
Lambda Function to
allow public access

It may take some time for Config to detect the insecure configuration again. You should receive
two SNS notifications. The first will indicate that a remediation has been initiated. The second will
indicate that the remediation succeeded. After receiving the second notification, navigate to the
Lambda console in the member account and confirm that the public access has been revoked.

Account Purpose
111111111111 Admin
222222222222 Member

Action in us-east-1

None

None

Action in us-west-2

None

Confirm that
the remediation
succeeded

Configure the resource
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(Optional) Configure Filtering for Fully-Automated Remediations

If you would like to limit the scope in which the solution runs remediations, you can apply filters.
These filters will only apply to fully-automated remediations and will not impact manually invoked
remediations.

The solution offers filtering on the following dimensions:

1. Account Ids
2. Organizational Units (OUs)

3. Resource Tags

Each dimension is configurable by modifying the Systems Manager Parameters deployed by the
solution corresponding to the given dimension. All filtering parameters in Parameter Store can be
located in the Admin account under the /ASR/Filters/ path.

Each dimension has two parameters for configuration, one for filter value and another for the
filter mode. For example, the Account Ids dimension has two parameters named /ASR/Filters/
AccountFilters and /ASR/Filters/AccountFilterMode. Both must be modified to
configure filtering on Account Ids.

For example, to limit fully-automated remediations to run in only accounts 111111111111
and 222222222222, you would change the value of /ASR/Filters/AccountFilters

to "111111111111, 222222222222". Then, change the value of /ASR/Filters/
AccountFilterMode to "Include". The solution will then ignore any findings generated for
accounts other than 111111111111 or 222222222222.

Each filter parameter takes a comma-delimited list of values to filter on, and each "mode"
parameter can be set to either Include, Exclude, or Disabled.

Clean up

Delete the example resources

In the member account, delete the example Lambda function you created.
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Account

111111111111

222222222222

Purpose
Admin

Member

Delete the admin stack

In the admin account, delete the admin stack.

Account

111111111111

222222222222

Purpose

Admin

Member

Delete the member stack

Action in us-east-1

None

None

Action in us-east-1

Delete the admin
stack

None

In the Admin account, delete the member StackSet.

Account

111111111111

222222222222

Delete the member roles stack

Purpose

Admin

Member

Action in us-east-1

Delete the member
StackSet

Confirm member
stack deleted

Confirm member
stack deleted

In the Admin account, delete the member roles StackSet.

Action in us-west-2
None

Delete the example
Lambda Function

Action in us-west-2

None

None

Action in us-west-2

Confirm member
stack deleted

Confirm member
stack deleted

Delete the admin stack
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Account Purpose Action in us-east-1 Action in us-west-2

111111111111 Admin Delete the member None
roles StackSet

Confirm rmember
roles stack deleted

222222222222 Member Confirm member None
roles stack deleted

Delete the retained roles

In each account, delete the retained IAM roles.

Important: These roles are retained for remediations which require a role in order for the
remediation to continue functioning (e.g. VPC flow logging). Confirm that you do not require the
continued function of any of these roles before deleting them.

Delete any roles prefixed with SO0111-.

Account Purpose Action in us-east-1 Action in us-west-2
111111111111 Admin Delete retained roles None
222222222222 Member Delete retained roles None

Schedule the retained KMS keys for deletion

The admin and member stacks both create and retain a KMS key. You will incur charges if you keep
these keys.

These keys are retained in order to give you access to any resources encrypted by the solution.
Confirm that you do not require them before scheduling them for deletion.

Identify the keys deployed by the solution using the aliases created by the solution or from the
CloudFormation history. Schedule them for deletion.
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Account Purpose Action in us-east-1

111111111111 Admin Identify and schedule
admin key for
deletion

Identify and schedule
member key for
deletion

222222222222 Member Identify and schedule
member key for
deletion

Action in us-west-2

Identify and schedule
member key for
deletion

Identify and schedule
member key for
deletion

Delete the stacks for self-managed StackSets permissions

Delete the stacks created to allow for self-managed StackSets permissions

Account Purpose Action in us-east-1

111111111111 Admin Delete the StackSet
administrator role
stack

222222222222 Member Delete the StackSet

execution role stack

Action in us-west-2

None

None

Delete the stacks for self-managed StackSets permissions
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Developer guide

This section provides the source code for the solution and additional customizations.

Source code

Visit our GitHub repository to download the templates and scripts for this solution, and to share
your customizations with others.

Playbooks

This solution includes the playbook remediations for the security standards defined as part of
the Center for Internet Security (CIS) AWS Foundations Benchmark v1.2.0, CIS AWS Foundations
Benchmark v1.4.0, CIS AWS Foundations Benchmark v3.0.0, AWS Foundational Security Best
Practices (FSBP) v.1.0.0, Payment Card Industry Data Security Standard (PCI-DSS) v3.2.1, and
National Institute of Standards and Technology (NIST).

If you have consolidated control findings enabled, then those controls are supported in all
standards. If this feature is enabled, then only the SC playbook needs to be deployed. If not, then
the playbooks are supported for the previously listed standards.

/A Important

Only deploy the playbooks for the enabled standards to avoid reaching service quotas.

For details on a specific remediation, refer to the Systems Manager automation document with the
name deployed by the solution in your account. Go to the AWS Systems Manager console, then in
the navigation pane choose Documents.

Descripti AWS Cis PCI cis NIST Cis Security

on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

Total 63 34 29 33 65 19 90

Remediati

ons

Source code 137


https://github.com/aws-solutions/automated-security-response-on-aws/tree/main
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://console.aws.amazon.com/systems-manager/
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ASR- Autoscali
Enabl ng.1
eAutoScal
ingGroupE
LBHealthC

heck

Auto
Scaling
groups
associate
d with

a load
balancer
should
use load
balancer
health
checks

PCI CIS
v3.2.1 v1.4.0
Autoscali

ng.1

NIST CIS
v3.0.0

Autoscali

ng.1

Security
control
ID

Autoscali
ng.1
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ASR- Autoscali Autoscali
Confi ng.3 ng.3
gureAutoS

calingLau

nchConfig

ToRequire

IMDSv2

Auto
Scaling
group
launch
configura
tions
should
configure
EC2
instances
to
require
Instance
Metadata
Service
Version 2
(IMDSv2)
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ASR-
Creat

eCloudTra

ilMultiRe
gionTrail

CloudTrai
L should
be
activated
and
configure
d with at
least one
multi-
Region
trail

ASR-
Enabl
eEncrypti
on

CloudTrai
L should
have
encryptio
n at rest
activated

AWS

FSBP

CloudTrai
1.1

CloudTrai
.2

CIs
v1.2.0

2.1

2.7

PCI
v3.2.1

CloudTrai
.2

CloudTrai
.1

CIS
v1.4.0

3.1

3.7

NIST

CloudTrai
1.1

CloudTrai
.2

CIs
v3.0.0

3.1

3.5

Security
control
ID

CloudTrai
.1

CloudTrai
.2

Playbooks

140



Automated Security Response on AWS Implementation Guide

Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- CloudTrai 2.2 CloudTrai 3.2 CloudTrai CloudTrai
Enabl L4 .3 L4 L4
eLogFileV

alidation

Ensure
CloudTrai
l log file
validatio
nis
activated

ASR- CloudTrai 2.4 CloudTrai 3.4 CloudTrai CloudTrai
Enabl .5 L4 .5 .5
eCloudTra

ilToCloud

WatchLogc¢

ing

Ensure
CloudTrai

L trails

are
integrate

d with
Amazon
CloudWatc
h Logs
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ASR- 2.6
Confi

gureS3Buc

ketLoggin

g

Ensure
S3
bucket
access
logging
is
enabled
on the
CloudTrai
LS3
bucket

PCI
v3.2.1

CIS
v1.4.0

3.6

NIST CIs
v3.0.0

3.4

Security
control
ID

CloudTrai
.7
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ASR- CodeBuild CodeBuild CodeBuild CodeBuild
Repla 2 2 2 2
ceCodeBui

ldClearTe

xtCredent

ials

CodeBuild
project
environme
nt
variables
should
not
contain
clear text
credentia
ls

ASR- Config.1 2.5 Config.1 3.5 Config.1 3.3 Config.1
Enabl
eAWSConfi

g

Ensure
AWS
Config is
activated

Playbooks 143



Automated Security Response on AWS Implementation Guide

Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- EC2.1 EC2.1 EC2.1 EC2.1
MakeE

BSSnapshc

tsPrivate

Amazon
EBS
snapshots
should
not be
publicly
restorabl
e

ASR- EC2.2 4.3 EC2.2 5.3 EC2.2 5.4 EC2.2
Remov

eVPCDefaL

ItSecurit

yGroupRul

es

VPC
default
security
group
should
prohibit
inbound
and
outbound
traffic
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ASR- EC2.6 2.9
Enabl

eVPCFlowl

ogs

VPC flow
logging
should
be
enabled
in all
VPCs

ASR- EC2.7 2.2.1
Enabl

eEbsEncry

ptionByDe

fault

EBS
default
encryptio
n should
be
activated

PCI
v3.2.1

EC2.6

CIS
v1.4.0

39

NIST

EC2.6

EC2.7

CIS Security

v3.0.0 control
ID

3.7 EC2.6

2.2.1 EC2.7
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ASR- IAM.3 1.4
Revok

eUnrotate

dKeys

Users'
access
keys
should
be
rotated
every 90
days or
less

ASR- IAM.7
SetlA

MPasswor¢

Policy

1.5-1.11

IAM
default
password

policy

PCI
v3.2.1

IAM.8

CIS
v1.4.0

1.14

1.8

NIST

IAM.3

IAM.7

CIS Security

v3.0.0 control
ID

1.14 IAM.3

1.8 IAM.7
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ASR- IAM.8 1.3
Revok

eUnusedIA

MUserCred

entials

User
credentia
ls should
be
turned
off if

not used
within 90
days

ASR-
Revok
eUnusedIA
MUserCred
entials

User
credentia
ls should
be
turned
off if

not used
within 45
days

PCI
v3.2.1

IAM.7

CIS
v1.4.0

1.12

NIST

IAM.8

CIS

v3.0.0

1.12

Security
control
ID

IAM.8

IAM.22
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ASR- Lambda.1 Lambda.1 Lambda.1 Lambda.1
Remov

eLambdaP

blicAcces

s

Lambda
functions
should
prohibit
public
access

ASR- RDS.1 RDS.1 RDS.1 RDS.1
MakeR

DSSnapshc

tPrivate

RDS
snapshots
should
prohibit
public
access
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ASR- RDS.2 RDS.2 RDS.2 2.3.3 RDS.2
Disab

lePublicA

ccessToRD

Sinstance

RDS DB
Instances
should
prohibit
public
access

ASR- RDS.4 RDS.4 RDS.4
Encry

ptRDSSnaj

shot

RDS
cluster
snapshots
and
database
snapshots
should

be
encrypted
at rest
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ASR- RDS.5 RDS.5 RDS.5
Enabl

eMultiAZO

nRDSInsta

nce

RDS DB
instances
should
be
configure
d with
multiple
Availabil
ity Zones

ASR- RDS.6 RDS.6 RDS.6
Enabl

eEnhanced

Monitorin

gOnRDSIn:

tance

Enhanced
monitorin
g should
be
configure
d for

RDS DB
instances
and
clusters
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ASR- RDS.7 RDS.7 RDS.7
Enabl

eRDSClust

erDeletio

nProtecti

on

RDS
clusters
should
have
deletion
protectio
n
activated

ASR- RDS.8 RDS.8 RDS.8
Enabl

eRDSInsta

nceDeleti

onProtect

ion

RDS DB
instances
should
have
deletion
protectio
n
activated
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ASR- RDS.13
Enabl

eMinorVer
sionUpgra
deOnRDSL
Instance

RDS
automatic
minor
version
upgrades
should

be
activated

ASR- RDS.16
Enabl

eCopyTags
ToSnapshc
tOnRDSClL

ster

RDS DB
clusters
should

be
configure
d to copy
tags to
snapshots

CIs
v1.2.0

PCI
v3.2.1

CIS
v1.4.0

NIST CIs
v3.0.0

RDS.13 2.3.2

RDS.16

Security
control
ID

RDS.13

RDS.16
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ASR- Redshift. Redshift. Redshift. Redshift.
Disab 1 1 1 1
lePublicA

ccessToRe

dshiftClu

ster

Amazon
Redshift
clusters
should
prohibit
public
access

ASR- Redshift. Redshift. Redshift.
Enabl 3 3 3
eAutomati

cSnapshot

sOnRedshi

ftCluster

Amazon
Redshift
clusters
should
have
automatic
snapshots
activated

Playbooks 153



Automated Security Response on AWS Implementation Guide

Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- Redshift. Redshift. Redshift.
Enabl 4 4 4
eRedshift

ClusterAu

ditLoggin

9

Amazon
Redshift
clusters
should
have
audit
logging
activated

ASR- Redshift. Redshift. Redshift.
Enabl 6 6 6
eAutomati

cVersionU

pgradeOnl

edshiftCl

uster

Amazon
Redshift
should
have
automatic
upgrades
to major
versions
activated
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ASR- S3.1 2.3 S3.6 2.1.5.1 S3.1 2.1.4 S3.1
Confi

gureS3Puk

licAccess

Block

S3 Block
Public
Access
setting
should
be
activated

ASR- S3.2 S3.2 2.1.5.2 S3.2 S3.2
Confi

gureS3Buc

ketPublic

AccessBlo

ck

S3
buckets
should
prohibit
public
read
access

Playbooks 155



Automated Security Response on AWS Implementation Guide

Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- S3.3 S3.3
Confi

gureS3Buc

ketPublic

AccessBlo

ck

S3
buckets
should
prohibit
public
write
access

ASR- S3.4 S3.4 2.1.1 S3.4 S3.4
Enabl

eDefaultE

ncryption

S3

S3
buckets
should
have
server-
side
encryptio
n
activated
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ASR- S3.5 S3.5 2.1.2 S3.5 2.1.1 S3.5
SetSS

LBucketPo

licy

S3
buckets
should
require
requests
to use
SSL

ASR- S3.6 S3.6 S3.6
S3Blo

ckDenylis

t

Amazon
S3
permissio
ns
granted
to other
AWS
accounts
in bucket
policies
should
be
restricted
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S3 Block S3.8
Public

Access

setting

should

be

activated

at the

bucket

level

ASR-

Confi
gureS3Buc
ketPublic
AccessBlo
ck

Ensure
the S3
bucket
CloudTrai
[ logs to
is not
publicly
accessibl
e

NIST CIS Security
v3.0.0 control
ID

S3.8 S3.8

CloudTrai
.6
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ASR- 2.6 CloudTrai
Creat .7
eAccessLo

ggingBuck

et

Ensure
S3
bucket
access
logging
is
activated
on the
CloudTrai
LS3
bucket

ASR- 2.8 KMS.1 3.8 KMS.4 3.6 KMS.4
Enabl

eKeyRotat

ion

Ensure
rotation
for
customer-
created
CMKs is
activated
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ASR- 3.1 4.1 Cloudwatc
Creat h.1
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
unauthori
zed API
calls

Playbooks 160



Automated Security Response on AWS Implementation Guide

Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- 3.2 4.2 Cloudwatc
Creat h.2
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
AWS
Manageme
t Console
sign-in
without
MFA
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ASR- 3.3 Cw.1 4.3 Cloudwatc
Creat h.3
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
usage

of the
"root"
user

ASR- 34 4.4 Cloudwatc
Creat h.4
eLogMetri

cFilterAn

dAlarm

Ensure

a log
metric
filter and
alarm
exist

for IAM
policy
changes
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ASR- 3.5 4.5 Cloudwatc
Creat h.5
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
CloudTrai
L
configura
tion
changes
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ASR- 3.6 4.6 Cloudwatc
Creat h.6
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
AWS
Manageme
t Console
authentic
ation
failures
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ASR- 3.7 4.7 Cloudwatc
Creat h.7
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
disabling
or
scheduled
deletion
of
customer
created
CMKs
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ASR- 3.8 4.8 Cloudwatc
Creat h.8
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist

for S3
bucket
policy
changes
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ASR- 3.9 4.9 Cloudwatc
Creat h.9
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
AWS
Config
configura
tion
changes

ASR- 3.10 410 Cloudwatc
Creat h.10
eLogMetri

cFilterAn

dAlarm

Ensure

a log
metric
filter and
alarm
exist for
security

group
changes
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ASR- 3.11 411 Cloudwatc
Creat h.11
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
changes
to
Network
Access
Control
Lists
(NACL)
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ASR- 3.12 412 Cloudwatc
Creat h.12
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist for
changes
to
network
gateways

ASR- 3.13 413 Cloudwatc
Creat h.13
eLogMetri

cFilterAn

dAlarm

Ensure

a log
metric
filter and
alarm
exist for
route
table
changes
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ASR- 3.14 414 Cloudwatc
Creat h.14
eLogMetri

cFilterAn

dAlarm

Ensure
alog
metric
filter and
alarm
exist

for VPC
changes

AWS- 4.1 EC2.5 EC2.13 EC2.13
Disab

lePublicA

ccessForS

ecurityGr

oup

Ensure
no
security
groups
allow
ingress
from
0.0.0.0/0
to port
22
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AWS- 4.2 EC2.14 EC2.14
Disab

lePublicA

ccessForS

ecurityGr

oup

Ensure
no
security
groups
allow
ingress
from
0.0.0.0/0
to port
3389

ASR- CloudForm CloudForm CloudForm
Confi ation.1 ation.1 ation.1
gureSNSTc

picForSta

ck

ASR- 1.20 1.17 1.17 IAM.18
Creat

elAMSupp:

rtRole
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ASR- EC2.15 EC2.15 EC2.15
Disab

lePublicl

PAutoAssi

gn

Amazon
EC2
subnets
should
not
automatic
ally
assign
public IP
addresses

ASR- CloudTrai 2.2 CloudTrai 3.2 CloudTrai
Enabl L4 L3 L4
eCloudTra

ilLogFile

Validatio

n

ASR- SNS.1 SNS.1 SNS.1
Enabl

eEncrypti

onForSNS1

opic
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ASR- SNS.2 SNS.2 SNS.2
Enabl

eDelivery

StatusLog

gingForSN

STopic

Logging
of
delivery
status
should
be
enabled
for
notificat
ion
messages
sent to a
topic

ASR- SQS.1 SQS.1 SQS.1
Enabl

eEncrypti

onForSQS(

ueue
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ASR- RDS.1 RDS.1 RDS.1
MakeR

DSSnapsh¢

tPrivate

RDS

snapshot

should

be

private

ASR- SSM.4 SSM.4 SSM.4
Block

SSMDocun

ntPublicA

ccess

SSM
Documents
should

not be
public
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ASR- CloudFron CloudFron CloudFron
Enabl t.1 t.1 t.1
eCloudFro

ntDefault

RootObjec

t

CloudFron
t
distribut
ions
should
have a
default
root
object
configure
d
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ASR- CloudFron CloudFron CloudFron
SetCl t.12 t.12 t.12
oudFrontQ

riginDoma

in

CloudFron
t

distribut
ions
should
not point
to non-
exist

ent S3
origins

ASR- CodeBuild CodeBuild CodeBuild
Remov .5 .5 .5
eCodeBuil

dPrivileg

edMode

CodeBuild
project
environme
nts

should
have a
logging
AWS
Configura
tion
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ASR- EC2.4 EC2.4 EC2.4
Termi

nateEC2In

stance

Stopped
EC2
instances
should
be
removed
after a
specified
time
period

ASR- EC2.8 EC2.8 5.6 EC2.8
Enabl

eIMDSV20

Instance

EC2
instances
should
use
Instance
Metadata
Service
Version 2
(IMDSv2)
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ASR- EC2.18 EC2.18 EC2.18
Revok

eUnauthor

izedinbou

dRules

Security
groups
should
only
allow
unrestric
ted
incoming
traffic for
authorize
d ports

INSERT EC2.19 EC2.19 EC2.19
TITLE
HERE

Security
groups
should
not allow
unrestric
ted
access

to ports
with high
risk
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ASR- EC2.23
Disab

leTGWAutc
AcceptSha
redAttach

ments

Amazon
EC2
Transit
Gateways
should
not
automatic
ally
accept
VPC
attachmen
t

requests

PCI
v3.2.1

CIS
v1.4.0

NIST CIS
v3.0.0

EC2.23

Security
control
ID

EC2.23
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ASR- ECR.1
Enabl

ePrivateR
epository
Scanning

ECR
private
repositor
ies
should
have
image
scanning
configure
d

ASR- GuardDuty

Enabl N
eGuardDut

y

GuardDuty
should

be

enabled

CIs
v1.2.0

PCI
v3.2.1

GuardDuty

A

CIS
v1.4.0

NIST CIS
v3.0.0

ECR.1

GuardDuty

N

Security
control
ID

ECR.1

GuardDuty
N
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ASR- S3.9 S3.9 S3.9
Confi

gureS3Buc

ketLoggin

g

S3
bucket
server
access
logging
should
be
enabled

ASR- S3.11 S3.11 S3.11
Enabl

eBucketEv

entNotifi

cations

S3
buckets
should
have
event
notificat
ions
enabled
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ASR- S3.13 S3.13 S3.13
SetS3

Lifecycle

Policy

S3
buckets
should
have
lifecycle
policies
configure
d

ASR- SecretsMa SecretsMa SecretsMa
Enabl nager.1 nager.1 nager.1
eAutoSecr

etRotatio

n

Secrets
Manager
secrets
should
have
automatic
rotation
enabled
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Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- SecretsMa SecretsMa SecretsMa
Remov nager.3 nager.3 nager.3
eUnusedSe

cret

Remove
unused
Secrets
Manager
secrets

ASR- SecretsMa SecretsMa SecretsMa
Updat nager.4 nager.4 nager.4
eSecretRo

tationPer

iod

Secrets
Manager
secrets
should
be
rotated
within a
specified
number
of days
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Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- APlGatewa APlGatewa
Enabl y.5 y.5
eAPIGatew

ayCacheDa

taEncrypt

ion

API
Gateway
REST API
cache
data
should

be
encrypted
at rest

ASR- CloudWatc CloudWatc
SetlLo h.16 h.16
gGroupRet

entionDay

s

CloudWatc
h log
groups
should

be
retained
fora
specified
time
period
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Descripti AWS Cis
on FSBP v1.2.0

ASR- EC2.10
Attac

hServiceV
PCEndpoin

t

Amazon
EC2
should
be
configure
d to use
VPC
endpoints
that are
created
for the
Amazon
EC2
service

ASR-
TagGu
ardDutyRe
source

GuardDuty
filters
should

be

tagged

PCI
v3.2.1

CIS
v1.4.0

NIST CIs
v3.0.0

EC2.10

Security
control
ID

EC2.10

GuardDuty
2
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Descripti AWS
on FSBP

ASR-
TagGu
ardDutyRe
source

GuardDuty
detectors
should

be

tagged

ASR- SSM.1
Attac

hSSMPerm
ssionsToE

Cc2

Amazon
EC2
instances
should
be
managed
by
Systems
Manager

CIs
v1.2.0

PCI
v3.2.1

SSM.3

CIS
v1.4.0

NIST CIs
v3.0.0

Security
control
ID

GuardDuty
A4

SSM.1
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Descripti AWS
on FSBP

ASR-
Confi
gurelLaunc
hConfigNo
PubliclPD
ocument

Amazon
EC2
instances
launched
using
Auto
Scaling
group
launch
configura
tions
should
not have
public IP
addresses

ASR- APIGatewa
Enabl y.1
eAPIGatew

ayExecuti

onLogs

CIs
v1.2.0

PCI
v3.2.1

CIS
v1.4.0

NIST CIS
v3.0.0

Autoscali

ng.5

Security
control
ID

Autoscali
ng.5

APlGatewa
y.1
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Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- Macie.1 Macie.1 Macie.1
Enabl
eMacie

Amazon
Macie
should
be
enabled

ASR- Athena.4 Athena.4
Enabl

eAthenaW

rkGroupLo

gging

Athena
workgroup
s should
have
logging
enabled
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Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- ELB.1 ELB.1 ELB.1 ELB.1
Enfor

ceHTTPSF¢

rALB

Applicati
on Load
Balancer
should
be
configure
dto
redirect
all HTTP
requests
to HTTPS
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Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- ECS.5 ECS.5 ECS.5
Limit

ECSRootFi

lesystemA

ccess

ECS
container
s should
be
limited
to read-
only
access
to root
filesyste
ms

ASR- ElastiCac ElastiCac ElastiCac
Enabl he.1 he.1 he.1
eElastiCa

cheBackup

s

ElastiCac
he (Redis
0SS)
clusters
should
have
automatic
backups
enabled
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Descripti AWS CIS PCI CIS NIST CIS Security
on FSBP v1.2.0 v3.2.1 v1.4.0 v3.0.0 control
ID

ASR- ElastiCac ElastiCac ElastiCac
Enabl he.2 he.2 he.2
eElastiCa

cheVersio

nUpgrades

ElastiCac
he
clusters
should
have
automatic
minor
version
upgrades
enabled
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Descripti AWS
on FSBP

ASR- ElastiCac
Enabl he.3
eElastiCa

cheReplic
ationGrou

pFailover

ElastiCac
he
replicati
on

groups
should
have
automatic
failover
enabled

ASR- DynamoDB
Confi 1
gureDynan

oDBAutoS«

aling

DynamoDB
tables
should
automatic
ally scale
capacity
with
demand

CIs
v1.2.0

PCI
v3.2.1

CIS
v1.4.0

NIST CIS
v3.0.0

ElastiCac

he.3

DynamoDB

1

Security
control
ID

ElastiCac
he.3

DynamoDB.
1
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Descripti AWS Cis
on FSBP v1.2.0

ASR-
TagDy
namoDBTa
leResourc
e

DynamoDB
tables
should

be

tagged

ASR-
Enabl
eDynamoLC
DeletionP
rotection

DynamoDB
tables
should
have
deletion
protectio

n

enabled

PCI
v3.2.1

Adding new remediations

Remediations can be added manually by updating the appropriate playbook files, or

CIS
v1.4.0

NIST Cis
v3.0.0

DynamoDB

6

Security
control
ID

DynamoDB.
5

DynamoDB.
6

programmatically by extending the solution through CDK constructs, depending on your preferred

workflow.
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® Note

The instructions that follow leverage resources installed by the solution as a starting point.
By convention, most solution resource names contain ASR and/or SO0111 to make it easy
to locate and identify them.

Overview of manually workflow

Automated Security Response on AWS runbooks must follow the following standard naming:
ASR-<standard>-<version>-<control>

Standard: The abbreviation for the security standard. This must match standards supported by
ASR. It must be one of "CIS", "AFSBP", "PCI", "NIST", or "SC".

Version: The version of the standard. Again, this must match the version supported by ASR and the
version in the finding data.

Control: The control ID of the control to be remediated. This must match the finding data.

1. Create a runbook in the member account(s).
2. Create an IAM role in the member account(s).

3. (Optional) Create an automatic remediation rule in the admin account.

Step 1. Create a runbook in the member account(s)

1. Sign in to the AWS Systems Manager console and obtain an example of the finding JSON.

2. Create an automation runbook that remediates the finding. In the Owned by me tab, use any of
the ASR- documents under the Documents tab as a starting point.

3. The AWS Step Functions in the admin account will run your runbook. Your runbook must specify
the remediation role in order to be passed when calling the runbook.

Step 2. Create an IAM role in the member account(s)

1. Sign in to the AWS Identity and Access Management console.
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2. Obtain an example from the IAM SO0111 roles and create a new role. The role name must start
with SO0111-Remediate-<standard>-<version>-<control>. For example, if adding CIS
v1.2.0 control 5.6 the role must be SO@111-Remediate-CIS-1.2.0-5.6.

3. Using the example, create a properly scoped role that allows only the necessary API calls to
perform remediation.

At this point, your remediation is active and available for automated remediation from the ASR
Custom Action in AWS Security Hub.

Step 3: (Optional) Create an automatic remediation rule in the admin account

Automatic (not "automated") remediation is the immediate execution of the remediation as soon as
the finding is received by AWS Security Hub. Carefully consider the risks before using this option.

1. View an example rule for the same security standard in CloudWatch Events. The naming
standard for rules is standard_control_*AutoTrigger*.

2. Copy the event pattern from the example to be used.
3. Change the GeneratorId value to match the GeneratorId in your Finding JSON.

4. Save and activate the rule.

Overview of CDK workflow

In summary, the following files in the ASR repo will be modified or added. In this example, a new
remediation for ElastiCache.2 was added to the SC and AFSBP playbooks.

(® Note

All new remediations should be added to the SC playbook, since it consolidates all
remediations available in ASR. If you intend to deploy only a specific set of playbooks (e.g.,
AFSBP), then you can either: (1) add the remediation to only your intended playbook(s), or
(2) add the remediation to all playbooks for which it exists in the corresponding Security
Hub Standard, in addition to the SC playbook. The second option is recommended for
flexibility.

In this example, ElastiCache.2 is included in the following Security Hub Standards:
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AFSBP

NIST.800-53.r5 SI-2
NIST.800-53.r5 SI-2(2)
NIST.800-53.r5 SI-2(4)
NIST.800-53.r5 SI-2(5)
PCI DSS v4.0.1/6.3.3

Since, by default, ASR only implements playbooks for AFSBP and NIST.800-53, we will add this new
remediation to those playbooks in addition to SC.

Modify

source/lib/remediation-runbook-stack.ts
source/playbooks/AFSBP/lib/[standard name]_remediations.ts
source/playbooks/NIST80053/lib/control_runbooks-construct.ts
source/playbooks/NIST80053/lib/[standard name]_remediations.ts
source/playbooks/SC/lib/control_runbooks-construct.ts
source/playbooks/SC/lib/sc_remediations.ts

source/test/regex_registry.ts

Add

source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

(@ Note

The name chosen for the runbook can be any string, as long as it is consistent with the rest
of the changes made.

source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml
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Development steps

1. Create the Remediation Runbook.

2. Create the Control Runbooks.

3. Integrate Each Control Runbook with a Playbook.

4. Create the Remediation IAM Role & Integrate Remediation Runbook
5. Update Unit Tests

Step 1: Create the Remediation Runbook

This is the SSM document used to remediate resources. It must include the
AutomationAssumeRole parameter, which is the IAM role with permissions to

execute the remediation. View the existing file source/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yaml as a reference when creating new remediation
runbooks.

All new runbooks should be added to the source/remediation_runbooks/ directory.
Step 2: Create the Control Runbooks

A control runbook is a playbook-specific runbook that parses the finding data from the

given standard and executes the appropriate Remediation Runbook. Since we are adding the
ElastiCache.2 remediation to the SC, AFSBP, and NIST80053 playbooks, we must create a new
control runbook for each. The following files are created:

» source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
» source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
 source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example

The naming of these files is important and must follow the format
<PLAYBOOK_NAME>_<CONTROL.ID>.ts/yaml

Some playbooks in ASR support IaC control runbooks in TypeScript, while others must be written
in raw YAML. Reference the existing remediations in the respective playbook as examples. In this
example, we will cover the SC playbook, which uses laC.
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In the SC playbook, your new control runbook should export a class that extends
ControlRunbookDocument and matches the name of your remediation runbook. Take a look at the
example below:

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
...props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',
scope: RemediationScope.REGIONAL,
resourceIdRegex: <Regex>,
resourceIdName: 'ClusterId',
updateDescription: new StringFormat('Automatic minor version upgrades enabled for
cluster %s.', [
StringVariable.of( ParseInput.ClusterId’),
D,
});

« securityControlId is the control ID for the remediation that you are adding, as it is defined in
the consolidated controls view in Security Hub.

« remediationName is the name you have chosen for your remediation runbook.

« scope is the scope of the resource you are remediating, indicating whether it exists globally or in
a specific region.

« resourceldRegex is the regex used to capture the resource ID that you would like to pass to
the remediation runbook as a parameter. Only one group should be captured, all other groups
should be non-capturing. If you would like to pass the entire ARN, omit this field.

« resourceIdName is the name you would like to set for the resource ID captured using
resourceIdRegex, this should match the resource ID parameter name in your remediation
runbook.

« updateDescription is the string you would like to assign to the "notes" section of the finding
in Security Hub once the remediation succeeds.

You must also export a function called createControlRunbook which returns a new instance of
your class. For ElastiCache.2, this looks like:
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export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

where controlld is the control ID as defined in the Security Standard associated with the
playbook under which you are operating.

If the Security Hub control has parameters that you would like to pass to your remediation
runbook, you can pass them by adding overrides to the following methods: - getExtraSteps:
defines default values for each parameter implemented for the control in Security Hub

(@ Note

Each parameter from Security Hub must be given a default value

e getInputParamsStepOutput: defines the outputs for the GetinputParams step of the control
runbook

» Each output has a name, outputType, and selector. The selector should be the same
selector used in the getExtraSteps method override.

« getRemediationParams: defines the parameters passed to the remediation runbook, fetched
from the GetlnputParams step outputs.

To view an example, navigate to the source/playbooks/SC/ssmdocs/SC_DynamoDB.1. ts file.
Step 3: Integrate Each Control Runbook with a Playbook

For each control runbook created in the previous step, you must now integrate it with the
infrastructure definitions in the associated playbook. Follow the steps below for each control
runbook.

/A Important

If you created the control runbook using raw YAML instead of typescript IaC, skip to the
next section.
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In /<playbook_name>/control_runbooks-construct.ts Import your newly created control
runbook file like:

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

Next, go to the array for

const controlRunbooksRecord: Record<string, any>

And add a new entry mapping the control ID (playbook-specific) to the createControlRunbook
method you've created:

'ElastiCache.2': elasticache_2.createControlRunbook,

Add the playbook-specific control ID to the list of remediations in
<playbook_name>\_remediations.ts like below:

{ control: 'ElastiCache.2', versionAdded: '2.3.0' },

The versionAdded field should be the latest version of the solution. If adding the remediation
breaches the template size limit, increase the versionAdded. You can adjust the number of
remediations included in each playbook member stack in solution_env.sh.

Step 4: Create the Remediation IAM Role & Integrate Remediation Runbook

Each remediation has its own IAM role with custom permissions required to execute the
remediation runbook. In addition, the RunbookFactory.createRemediationRunbook method
needs to be invoked to add the remediation runbook you created in Step 1 to the solution’s
CloudFormation templates.

In the remediation-runook-stack.ts, each remediation has its own code block in the
RemediationRunbookStack class. The following code block shows the creation of a new IAM
role and remediation runbook integration for the ElastiCache.2 remediation:

Y R EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
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const inlinePolicy = new Policy(props.roleStack, “ASR-Remediation-Policy-
${remediationName} " );

const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( ‘arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole + remediationName, { // creates
the remediation IAM role

solutionId: props.solutionlId,

ssmDocName: remediationName,

remediationPolicy: inlinePolicy,

remediationRoleName: ‘${remediationRoleNameBase}${remediationName}",

1)

RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

Step 5: Update Unit Tests
We recommend updating and running the unit tests after adding a new remediation.

First, you must add any new regular expressions (that are not already added) into the source/
test/regex_registry.ts file. This file enforces testing for each new regular expression
included in the solution's runbooks. Take a look at the addElastiCacheClusterTestCases
function as an example, which is used to test regular expressions used in ElastiCache remediations.

Finally, you'll need to update the snapshots for each stack. Snapshots are version-controlled
CloudFormation template definitions that are used to track changes made to ASR's infrastructure.
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You can update these snapshot files by running the following command from the deployment
directory:

./run-unit-tests.sh update

Now you are ready to deploy your new remediation! Navigate to the Build and Deploy section
below for instructions on building and deploying the solution with your new changes.

Adding a new playbook

Download the Automated Security Response on AWS solution playbooks and deployment source
code from the GitHub repository.

The AWS CloudFormation resources are created from AWS CDK components, and the resources
contain the playbook template code that you can use to create and configure new playbooks.
For more information about setting up your project and customizing your playbooks, refer to the
README.md file in GitHub.

AWS Systems Manager Parameter Store

Automated Security Response on AWS uses AWS Systems Manager Parameter Store for storage of
operational data. The following parameters are stored in Parameter Store:

Name Value Use

/Solutions/S00111/ AWS KMS key that will Encryption of customer data,

CMK_REMEDIATION_ARN encrypt data for FSBP such as CloudTrail logs, as
remediations part of remediations

/Solutions/S00111/ AWS KMS key that ASR will Encryption of solution data

CMK_ARN use to encrypt data

/Solutions/S00111/ ARN of the Amazon SNS topic  Notification of remediation

SNS_Topic_ARN for the solution events

/Solutions/S00111/ SNS topic for AWS Config Config.1 remediation

SNS_Topic_Config.1 updates
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Name

/Solutions/S00111/
version

/Solutions/
S00111/<security
standard long
name>/<version> [status

/Solutions/
S00111/<security
standard long name>/
shortname

/Solutions/
S00111/<security
standard long
name>/<version>
/<control> /[remap

/ASR/Filters/Accou
ntFilterMode

/ASR/Filters/Accou
ntFilters

/ASR/Filters/OUFil
terMode

Value

Solution version

enabled

String

String

Include, Exclude, or Disabled

Comma-delimited list of AWS
Account IDs

Include, Exclude, or Disabled

Use

Indicates whether the
standard is active in the
solution. A standard can

be disabled for automated
remediation by changing this
to disabled

Short name for the security
standard. For example: CIS,
AFSBP, PCI

When one control uses the
same remediation as another,
these parameters accomplish
the remap

Controls the Account ID
filtering behavior for fully
automated remediations

List of AWS Account IDs for
which the solution should
filter automated remediati
ons.

Controls the Organizational
Units (OUs) filtering behavior
for fully automated remediati
ons
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Name Value Use
/ASR/Filters/OUFil Comma-delimited list of List of OUs for which
ters Organization Unit Ids the solution should filter

automated remediations.

/ASR/Filters/TagFi Include, Exclude, or Disabled Controls the Resource Tag
lterMode filtering behavior for fully
automated remediations

/ASR/Filters/TagFi Comma-delimited list of List of Resource Tag Keys for

lters Resource Tag Keys which the solution should
filter automated remediati
ons.

Amazon SNS topic - Remediation Progress

Automated Security Response on AWS creates an Amazon SNS topic, SO0111-ASR_Topic. This
topic is used to post updates about remediation progress. Following are the three possible
notifications sent to this topic.

Remediation queued for [.replaceable] <standard>" control [.replaceable] <control_ ID>"
in account [.replaceable] <account_ID>"

Remediation failed for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

[.replaceable] "<control_ID>" remediation was successfully invoke via AWS Systems
Manager in account [.replaceable] <account_ID>"

This is the completion message. It indicates that the remediation completed without error;
however, the definitive test for successful remediation is the AWS Config check and/or manual
validation.

Filtering an SNS topic subscription

Amazon SNS subscription filter policies:
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1. Navigate to the subscription of the SNS topic.
2. Under Subscription filter policy, select"Edit".

3. Expand "Subscription filter policy" and toggle the "Subscription filter policy" option to enable
filters.

4. Select the "Message Body" scope.
5. Add your policy to the JSON editor.

6. Save changes.

Example policies:

Filter by account

{

"finding": {
"account": [
"11111111111211",
"222222222222"
]

}

Filter for errors

{
"severity": ["ERROR"]

}

Filter by controls

{

"finding": {

"standard_control": ["S3.9","S3.6"]
}

}

Amazon SNS topic - CloudWatch Alarms

This solution creates an Amazon SNS topic, SO0111-ASR_Alarm_Topic. This topic is used to post
alarm alerts.
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Details of any Alarms that enter the ALARM state will be sent to this topic.

Initiate Runbook on Config Findings

This solution can initiate runbooks based on custom AWS Config findings. To do this you will need
to:

1. Find the AWS Config rule name that you would like to remediate. This can be found in either
AWS Config or in the finding that Security Hub generates for this rule.

2. Navigate to AWS Systems Manager Parameter Store and select Create Parameter.

3. The name of your rule should be /Solutions/S00111/[.replaceable]Rule name from Step
1

4. The value should be formatted as such:

{

"RunbookName" : ""Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName is a required field and will be the runbook that is run when you remediate this
Config rule. RunbookRole is the role that the orchestrator will assume when running this role.
It is not a required field, and if left out, the orchestrator will default to using the account’s
member role.

2. Once this is in place, you can remediate your Config rule using the "Remediate with ASR" custom
action found on the Security Hub.

Web Ul

The solution’s Web Ul allows users to remediate AWS Security Hub findings in one-click, view and
download past remediations, and delegate access to the solution.

The Web Ul is not required to use the solution; you can alternatively configure fully-automated
remediations to avoid the need for manual execution, or leverage the AWS Security Hub CSPM
console to kick-off remediations using the Remediate with ASR custom action.
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® Note

You must set the ShouldDeployWebUI parameter to "yes" when deploying the Admin
stack in order to use the solution’s Web UL.

How it works

The solution’s Web User Interface is a Single-Page Web Application hosted in your account by
Amazon S3 and distributed by Amazon CloudFront. The solution also deploys a REST API using API
Gateway to support operations in the Web Ul.

When the Admin stack is deployed, the solution’'s Lambda functions begin loading all AWS Security
Hub findings supported by the solution that are present in your Admin account into DynamoDB.
Once this is complete, the Findings presented in the Web Ul are kept in-sync with Security Hub in
near real-time thanks to the EventBridge rules deployed by the solution.

Every week, the solution’s Lambda functions are triggered to refresh the DynamoDB table
storing AWS Security Hub findings displayed in the Web Ul. This ensures that stale data is
cleaned up and our DynamoDB tables are kept up-to-date.. If you want to configure this
baseline to run more or less often, modify the EventBridge Rule named S00111-ASR-
SynchronizationFindingsLambdaWeeklyRule located in your Admin account in the same
region where you deployed the solution.
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Run remediations directly in the Web Ul
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On the Findings page, Admin or Delegated Admin users can view all AWS Security Hub findings

supported by the solution for remediation. This includes findings for Security Hub member

accounts onboarded with the Security Hub primary account. If the solution is also deployed in the

aggregation region, then findings in any onboarded region will also be displayed. To view the list of

findings supported by the solution, see the playbooks section.

Account Operator users will only be able to view findings which originate in AWS Accounts

that they have access to as defined in their invitation. Additionally, they will only be able to run

remediations for resources in the accounts they are associated with.

To run remediations, select any number of items in the table and click Actions > Remediate. You

can also suppress findings by clicking Actions > Suppress, which hides the selected findings from

the default view. You can view suppressed findings at any time by clicking the Show suppressed

findings toggle.

Once you have begun remediation for a finding, you can click the Remediation Status column
while the remediation is either In Progress or Failed to be taken directly to that remediation

on the Execution History page.
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Filter available findings and remediations

On both the Findings and Execution History pages, you can filter the data displayed in the table
by any of the columns present in each respective table.

For example, on the Findings page, you may filter on Finding Type to search for specific kinds of
AWS Security Hub findings (e.g. Lambda.1 or Athena.4) by clicking the search bar and selecting
Finding Type.

® Note

Values that are autopopulated in the search bar do not represent a comprehensive list
of available data. The suggested values for each search critera only represent the data
currently fetched and displayed in the UL

You may also combine multiple attributes in a single search. For example, you can apply both
Finding Type and Resource ID in your search to perform a logical AND query. Additionally, you can
apply multiple of the same filter criteria to perform a logical OR search, such as Finding Type =
Lambda.1 and Finding Type = Athena.4. The same principles apply to the Execution History page

Authentication & Authorization in the Web Ul

The solution’s Web Ul is protected by authentication provided by Amazon Cognito. When the
solution is deployed, a Cognito User Pool, Cognito App Client, and Cognito User Pool Domain are
provisioned and configured alongside the Web UI. The email address provided as a parameter to
the Admin stack is assigned temporary credentials and is given Administrator access to the Web Ul.

There are three permission types that define a user’s access to the Web Ul:

Permission Type Access Level Use Case

Admin Full control in the Web Assigned only to the user who
Ul; Can view all findings deployed the Admin stack
and remediations, run any when they provide their email
remediation, and invite/view address during CloudForm
any user. ation deployment.
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Permission Type

Delegated Admin

Account Operator

Access Level

Elevated control in the Web
Ul; Can view all findings

and remediations, run any
remediation, and invite/vi
ew Account Operator users.
Cannot invite or view Admins
and Delegated Admins in the
Web UL.

Limited control in the Web
Ul; Restricted to view and
remediate findings only in
accounts they are associated
with upon invitation. Cannot
invite or view additional
users.

Use Case

The Admin user can delegate
access to the solution by
inviting Delegated Admin
users, who will be able to run
and manage any remediati
ons.

Day-to-day users who should
have limited access to run
remediations in a subset of
onboarded accounts. Admins
or Delegated Admins are
responsible for inviting these
users and defining their
scope.

All users must be invited by an Admin or Delegated Admin before they are able to sign in to the

Web Ul. To invite additional users, an Admin or Delegated Admin can enter their email address and
permission level on the Invite Users page of the Web UlI.

Admins and Delegated Admins can also view, manage, and delete existing users. To see a list of all

users, navigate to the View Users page.

To manage an existing user, select the user from the table and click Manage User. You can then

delete the user by clicking Delete User. If the user is an Account Operator, you can modify the list

of AWS Account IDs they have access to in the context of the solution. Changing the permission

type for an existing user is not currently supported.

Please note that Delegated Admins are only be able to view and manage Account Operator users.

Integrating with external IdPs

You can customize the authentication mechanism provided by the solution to allow users to sign-in
using your own OIDC or SAML identity provider, such as Okta or Microsoft Entra ID. The following
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steps for integrating with external IdPs requires access to the AWS Account where the Admin stack
is deployed.

/A Important

Users must still be invited prior to signing in using any external IdP you configure to work
with solution. Additionally, the email address linked to their IdP profile must match the
email provided in their invitation.

Step 1 - Locate the solution’s user pool
In the Amazon Cognito console, locate the solution’s user pool named SO0111-ASR-UserPool.

Click the user pool name SO0111-ASR-UserPool to be taken to the overview page. From there,
select Social and external providers from the navigation bar.

Step 2 - Add your identity provider

On the Social and external providers page, click the Add identity provider button on the top
right.

Select either OIDC or SAML, depending on your identity provider.

Once you select your provider type, you will be prompted to enter information about your identity
provider.

Fill in the following fields for SAML providers:

1. Provider name: A friendly name for your provider

2. IdP-initiated SAML sign-in: Select Require SP-initiated SAML assertions -
Recommended

3. Metadata document source: Select Upload metadata document
4. Metadata document: Upload your SAML metadata document provided by your IdP.

5. Under Map attributes between your SAML provider and your user pool click Add another
attribute. For User pool attribute select email from the dropdown. For SAML attribute, enter
the full name of the attribute where the user’'s email address is stored in your SAML identity
provider. For example, http://schemas.xmlsoap.org/ws/2005/05/identity/claims/
emailaddress.
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6. Click Add identity provider to save your changes.

Fill in the following fields for OIDC providers:

. Provider name: A friendly name for your provider

. Client ID: Enter the client ID provided by your OpenID Connect identity provider.

. Client secret: Enter the client secret provided by OpenID Connect identity provider.
. Authorized scopes: Enter openid profile email

. Attribute request method: Select GET or POST based on your identity provider’s configuration.

O U A W N =

. Setup method: Select Auto fill through issuer URL and enter the Issuer URL from your
OIDC provider. Alternatively, enter the values manually.

7. Under Map attributes between your OpenID Connect provider and your user pool click Add
another attribute. For User pool attribute select email from the dropdown. For OpenID
Connect attribute, enter the full name of the attribute where the user’'s email address is stored
in your OIDC identity provider. For example, email.

8. Click Add identity provider to save your changes.

/A Important

You must add an attribute mapping for the email user pool attribute, even if your identity
provider's attribute name is also email.

Step 3 - Add your provider to the solution’s App Client

Navigate to the App Clients page and select the client named SO0111-ASR-WebUI-
UserPoolClient.

Click the Login Pages tab and under Managed login pages configuration click Edit.

In the Identity providers field, add the identity provider you created in the previous step. Click
Save Changes.

Step 4 - Configure your identity provider

To allow your identity provider to redirect to the solution’s Web Ul after login, you must allowlist
the following URLs in your IdP configuration.
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Depending on your provider type, allowlist one of the following Callback URLs:

1. SAML Callback URL: https://so0111-asr-<your-aws-account-id>.auth.<aws-
region>.amazoncognito.com/saml2/idpresponse

2. OIDC Callback URL: https://so0111-asr-<your-aws-account-id>.auth.<aws-
region>.amazoncognito.com/oauth2/idpresponse

You should replace <your-aws-account-id> with the AWS Account ID where you have deployed
the Admin stack, and <aws-region> with the region where you deployed the Admin stack.

Step 4 - Verify your integration

Navigate to the Web Ul login page. Confirm that your custom identity provider is visible on the
login page.

To test the integration, invite a new user using the Invite Users page. Then, ensure the user can
authenticate by clicking your custom identity provider on the Web Ul login page.

Please note that the user’s profile in your custom IdP must be linked to the same email address
provided in their invitation. In other words, the email address in your provider’s claims must match
the invitation.
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Reference

This section includes information about an optional feature for data collection, pointers to related
resources, and a list of builders who contributed to this solution.

Data collection

This solution sends operational metrics to AWS (the "Data") about the use of this solution. We use
this Data to better understand how customers use this solution and related services and products.
AWS's collection of this Data is subject to the AWS Privacy Notice.

Related resources

Automated Response and Remediation with AWS Security Hub

CIS Amazon Web Services Foundations benchmarks, version 1.2.0

AWS Foundational Security Best Practices standard
Payment Card Industry Data Security Standard (PCI DSS)
National Institute of Standards and Technology (NIST) SP 800-53 Rev. 5
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Revisions

Publication date: August 2020 (last update: January 2025)

Visit the CHANGELOG.md in our GitHub repository to track version-specific improvements and

fixes.
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Notices

Customers are responsible for making their own independent assessment of the information in
this document. This document: (a) is for informational purposes only, (b) represents AWS current
product offerings and practices, which are subject to change without notice, and (c) does not create
any commitments or assurances from AWS and its affiliates, suppliers or licensors. AWS products
or services are provided "as is" without warranties, representations, or conditions of any kind,
whether express or implied. AWS responsibilities and liabilities to its customers are controlled by
AWS agreements, and this document is not part of, nor does it modify, any agreement between
AWS and its customers.

Automated Security Response on AWS is licensed under the terms of the Apache License Version
2.0 available at The Apache Software Foundation.
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