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Welcome

AWS Security Agent is a frontier agent that proactively secures your applications throughout the
development lifecycle. It conducts automated security reviews tailored to your organizational
requirements and delivers context-aware penetration testing on demand. By continuously
validating security from design to deployment, AWS Security Agent helps prevent vulnerabilities
early across all your environments. Key capabilities include design security review for architecture
documents, code security review for pull requests in connected repositories, and on-demand
penetration testing that discovers, validates, and remediates security vulnerabilities through
tailored multi-step attack scenarios. For more information, see the AWS Security Agent User Guide.

This document was last published on April 10, 2026.
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Actions

The following actions are supported:

+ AddArtifact
« BatchDeletePentests

» BatchGetAgentSpaces
» BatchGetArtifactMetadata
» BatchGetFindings

o BatchGetPentestJobs
« BatchGetPentestJobTasks
o BatchGetPentests

» BatchGetTargetDomains

« CreateAgentSpace

o CreateApplication

« Createlntegration

o CreateMembership

e CreatePentest

e CreateTargetDomain

» DeleteAgentSpace

o DeleteApplication

o DeleteArtifact

» Deletelntegration

o DeleteMembership

» DeleteTargetDomain

» GetApplication
o GetArtifact

» Getlntegration

o InitiateProviderRegistration

» ListAgentSpaces

 ListApplications

API Version 2025-09-06 2
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ListArtifacts
ListDiscoveredEndpoints

ListFindings
ListintegratedResources

ListIntegrations

ListMemberships

ListPentestJobsForPentest

ListPentestJobTasks

ListPentests

ListTagsForResource

ListTargetDomains

StartCodeRemediation

StartPentestJob

StopPentestJob

TagResource
UntagResource

UpdateAgentSpace

UpdateApplication

UpdateFinding

UpdatelntegratedResources

UpdatePentest

UpdateTargetDomain

VerifyTargetDomain
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AddArtifact

Uploads an artifact to an agent space. Artifacts provide additional context for security testing, such

as architecture diagrams, API specifications, or configuration files.

Request Syntax

POST /AddArtifact HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"artifactContent": blob,
"artifactType": "string",
"fileName": "string"

}

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space to add the artifact to.

Type: String

Required: Yes

artifactContent

The binary content of the artifact to upload.
Type: Base64-encoded binary data object

Required: Yes

AddArtifact
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artifactType

The file type of the artifact. Valid values include TXT, PNG, JPEG, MD, PDF, DOCX, DOC, JSON,
and YAML.

Type: String
Valid Values: TXT | PNG | JPEG | MD | PDF | DOCX | DOC | JSON | YAML

Required: Yes

fileName
The file name of the artifact.
Type: String

Required: Yes

Response Syntax

HTTP/1.1 201
Content-type: application/json

{

"artifactId": "string"

}

Response Elements
If the action is successful, the service sends back an HTTP 201 response.
The following data is returned in JSON format by the service.
artifactld
The unique identifier assigned to the uploaded artifact.

Type: String

Errors

For information about the errors that are common to all actions, see Common Error Types.

Response Syntax API Version 2025-09-06 5
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AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
An unexpected error occurred during the processing of your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource was not found. Verify that the resource identifier is correct and that the
resource exists in the specified agent space or account.

HTTP Status Code: 404
ThrottlingException

The request was denied due to request throttling.

HTTP Status Code: 429

ValidationException
The input fails to satisfy the constraints specified by the service.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

See Also API Version 2025-09-06 6
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« AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2025-09-06 7
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BatchDeletePentests

Deletes one or more pentests from an agent space.

Request Syntax

POST /BatchDeletePentests HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"pentestlds": [ "string" ]
}

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space that contains the pentests to delete.

Type: String

Required: Yes
pentestlds

The list of pentest identifiers to delete.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

BatchDeletePentests
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"deleted": [
{

"agentSpaceld": "string",
"assets": {

"actors": [

{

"authentication": {

"providerType":

"value": "string"

.

"description": "string",
"identifier": "string",
"uris": [ "string" ]

1,
"documents": [
{
"artifactId": "string",
"s3Location": "string"

]I

"endpoints": [
{

uri "string"

1,

"integratedRepositories": [

{

"integrationId": "string",

"providerResourceld": "string"

1,

"sourceCode": [

{

"s3Location": "string"

1,

"codeRemediationStrategy": "string",
"createdAt": "string",
"excludeRiskTypes": [ "string" 1],

"logConfig": {

"string",

Response Syntax
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"logGroup": "string",

"logStream": "string"
},
"networkTrafficConfig": {

"customHeaders": [

{

"name": "string",
"value": "string"

1,

"rules": [

{

"effect": "string",
"networkTrafficRuleType": "string",

"pattern”: "string"

iy
"pentestId": "string",

"serviceRole": "string",
"title": "string",
"updatedAt": "string",

"vpcConfig": {
"securityGroupArns": [ "string" ],

"subnetArns": [ "string" ],
"vpcArn": "string"

}
}
1,
"failed": [
{
"pentestId": "string",
"reason": "string"
}
]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Response Elements API Version 2025-09-06 10
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deleted
The list of pentests that were successfully deleted.

Type: Array of Pentest objects
failed

The list of pentests that failed to delete, including the reason for each failure.

Type: Array of DeletePentestFailure objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

Errors API Version 2025-09-06 11
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BatchGetAgentSpaces

Retrieves information about one or more agent spaces.
Request Syntax

POST /BatchGetAgentSpaces HTTP/1.1
Content-type: application/json

{
"agentSpacelds": [ "string" ]

}

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

agentSpacelds

The list of agent space identifiers to retrieve.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"agentSpaces": [
{

"agentSpaceld": "string",

"awsResources": {
"iamRoles": [ "string" 1],
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"lambdaFunctionArns": [ "string" ],
"logGroups": [ "string" ],
"s3Buckets": [ "string" ],
"secretArns": [ "string" ],
"vpes': [

{

"securityGroupArns": [ "string" ],
"subnetArns": [ "string" ],

"vpcArn": "string"

1,

"codeReviewSettings": {
"controlsScanning": boolean,
"generalPurposeScanning": boolean

I

"createdAt": "string",
"description": "string",
kmsKeyId": "string",

"name": "string",
"targetDomainIds": [ "string" 1],

"updatedAt": "string"

1,

"notFound": [ "string" ]

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

agentSpaces

The list of agent spaces that were found.

Type: Array of AgentSpace objects

notFound
The list of agent space identifiers that were not found.

Type: Array of strings

Response Elements

API Version 2025-09-06 13
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Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

Errors API Version 2025-09-06 14
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BatchGetArtifactMetadata

Retrieves metadata for one or more artifacts in an agent space.

Request Syntax

POST /BatchGetArtifactMetadata HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"artifactIds": [ "string" ]
}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space that contains the artifacts.

Type: String

Required: Yes
artifactlds

The list of artifact identifiers to retrieve metadata for.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

BatchGetArtifactMetadata
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{
"artifactMetadatalist": [
{
"agentSpaceld": "string",
"artifactId": "string",
"fileName": "string",
"updatedAt": "string"
}
]
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

artifactMetadatalList

The list of artifact metadata items that were found.

Type: Array of ArtifactMetadataltem objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You do not have sufficient access to perform this action.

HTTP Status Code: 403

InternalServerException
An unexpected error occurred during the processing of your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource was not found. Verify that the resource identifier is correct and that the
resource exists in the specified agent space or account.

Response Elements API Version 2025-09-06 16
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HTTP Status Code: 404
ThrottlingException

The request was denied due to request throttling.

HTTP Status Code: 429

ValidationException
The input fails to satisfy the constraints specified by the service.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2025-09-06 17
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BatchGetFindings

Retrieves information about one or more security findings in an agent space.

Request Syntax

POST /BatchGetFindings HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"findinglds": [ "string" ]
}

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space that contains the findings.
Type: String

Required: Yes
findinglds

The list of finding identifiers to retrieve.
Type: Array of strings
Required: Yes

Response Syntax

HTTP/1.1 200
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Content-type: application/json

"findings": [
{
"agentSpaceld": "string",

"attackScript": "string",
"codeRemediationTask": {

"status": "string",
"statusReason": "string",
"taskDetails": [
{
"codeDiffLink": "string",
"pullRequestLink": "string",

"repoName": "string"

I

"confidence": "string",
"createdAt": "string",
"description": "string",
"findingld": "string",
"lastUpdatedBy": "string",
"name": "string",
"pentestId": "string",
"pentestJobId": "string",

"reasoning": "string",
"riskLevel": "string",

"riskScore": "string",

"riskType": "string",
"status": "string",
"taskId": "string",

"updatedAt": "string"

1,
"notFound": [ "string" ]
Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Response Elements API Version 2025-09-06 19
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findings
The list of findings that were found.

Type: Array of Finding objects

notFound
The list of finding identifiers that were not found.

Type: Array of strings

Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

Errors API Version 2025-09-06 20
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BatchGetPentestJobs

Retrieves information about one or more pentest jobs in an agent space.

Request Syntax

POST /BatchGetPentestJobs HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"pentestJobIds": [ "string" ]
}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space that contains the pentest jobs.

Type: String

Required: Yes
pentestJoblds

The list of pentest job identifiers to retrieve.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

BatchGetPentestJobs
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"notFound": [ "string" 1],
"pentestJobs": [

{

"actors": [

{
"authentication": {
"providerType": "string",
"value": "string"
},
"description": "string",
"identifier": "string",
"uris": [ "string" ]
}
1,
"allowedDomains": [
{
"uri": "string"
}
1,

"codeRemediationStrategy": "string",
"createdAt": "string",
"documents": [

{
"artifactId": "string",
"s3Location": "string"
}
1,
"endpoints": [
{
"uri": "string"
}
1,

"errorInformation": {
"code": "string",
"string"

"message":
iy
"excludePaths": [

{

uri "string"

1,
"excludeRiskTypes": [ "string" ],

Response Syntax
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"executionContext": [

{
"context": "string",
"contextType": "string",
"timestamp": "string"
}
1,
"integratedRepositories": [
{
"integrationId": "string",
"providerResourcelId": "string"
}
1,
"logConfig": {
"logGroup": "string",
"logStream": "string"
1,

"networkTrafficConfig": {
"customHeaders": [

{
"name": "string",
"value": "string"
}
1,
"rules": [
{
"effect": "string",
"networkTrafficRuleType": "string",
"pattern”: "string"
}
]
1,
"overview": "string",

"pentestId": "string",
"pentestJobId": "string",

"serviceRole": "string",
"sourceCode": [
{
"s3Location": "string"
}
1,
"status": "string",
"steps": [
{

Response Syntax
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"createdAt": "string",
"name": "string",
"status": "string",

"updatedAt": "string"

1,

"title": "string",
"updatedAt": "string",
"vpcConfig": {

"securityGroupArns": [ "string" ],
"subnetArns": [ "string" ],

"vpcArn": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.
notFound
The list of pentest job identifiers that were not found.

Type: Array of strings
pentestJobs

The list of pentest jobs that were found.

Type: Array of PentestJob objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

Response Elements API Version 2025-09-06 24
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AWS Command Line Interface V2

AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also
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BatchGetPentestJobTasks

Retrieves information about one or more tasks within a pentest job.

Request Syntax

POST /BatchGetPentestJobTasks HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"taskIds": [ "string" ]

}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space that contains the tasks.
Type: String

Required: Yes
tasklds

The list of task identifiers to retrieve.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json
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"notFound": [ "string" 1],
"tasks": [
{
"agentSpaceld": "string",
"categories": [
{

"isPrimary": boolean,
"name": "string"

1,

"createdAt": "string",

"description": "string",

"executionStatus": "string",

"logsLocation": {
"cloudWatchLog": {

"logGroup": "string",
"logStream": "string"

iy

logType": "string"

I

"pentestId": "string",
"pentestJobId": "string",
"riskType": "string",
"targetEndpoint": {

n Ilstringll

urli - :

},

"taskId": "string",
"title": "string",
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

notFound

The list of task identifiers that were not found.
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Type: Array of strings

tasks

The list of tasks that were found.

Type: Array of Task objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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BatchGetPentests

Retrieves information about one or more pentests in an agent space.

Request Syntax

POST /BatchGetPentests HTTP/1.1
Content-type: application/json

{
"agentSpaceld": "string",
"pentestlds": [ "string" ]
}

URI Request Parameters

The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

agentSpaceld

The unique identifier of the agent space that contains the pentests.

Type: String

Required: Yes
pentestlds

The list of pentest identifiers to retrieve.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

BatchGetPentests
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{
"notFound": [ "string" 1],
"pentests": [
{

"agentSpaceld": "string",
"assets": {

"actors": [

{
"authentication": {
"providerType": "string",
"value": "string"
},
"description": "string",
"identifier": "string",
"uris": [ "string" ]
}
1,
"documents": [
{
"artifactId": "string",
"s3Location": "string"
}
1,
"endpoints": [
{
"uri": "string"
}
1,
"integratedRepositories": [
{
"integrationId": "string",
"providerResourcelId": "string"
}
1,
"sourceCode": [
{
"s3Location": "string"
}
]
},
"codeRemediationStrategy": "string",
"createdAt": "string",

"excludeRiskTypes": [ "string" ],

Response Syntax
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logConfig": {
"logGroup": "string",
"logStream": "string"
I
"networkTrafficConfig": {
"customHeaders": [

{

"name": "string",
"value": "string"

1,
"rules": [

{

"effect": "string",

"networkTrafficRuleType": "string",

"pattern": "string"

}I

"pentestId": "string",
"serviceRole": "string",
"title": "string",
"updatedAt": "string",
"vpcConfig": {

"securityGroupArns": [ "string" ],
"subnetArns": [ "string" ],

"vpcArn": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

notFound

The list of pentest identifiers that were not found.

Type: Array of strings

Response Elements
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Eentests

The list of pentests that were found.

Type: Array of Pentest objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

Errors API Version 2025-09-06 32


https://docs.aws.amazon.com/goto/cli2/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/DotNetSDKV4/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForCpp/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForGoV2/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForJavaV2/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForKotlin/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForPHPV3/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/boto3/securityagent-2025-09-06/BatchGetPentests
https://docs.aws.amazon.com/goto/SdkForRubyV3/securityagent-2025-09-06/BatchGetPentests

AWS Security Agent

API Reference

BatchGetTargetDomains

Retrieves information about one or more target domains.

Request Syntax

POST /BatchGetTargetDomains HTTP/1.1
Content-type: application/json

{

"targetDomainIds": [ "string" 1]

}

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

targetDomainlds

The list of target domain identifiers to retrieve.
Type: Array of strings

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"notFound": [ "string" ],
"targetDomains": [

{

"createdAt": "string",

BatchGetTargetDomains
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"domainName": "string",
"targetDomainId": "string",
"verificationDetails": {
"dnsTxt": {
"dnsRecordName": "string",
"dnsRecordType": "string",
"token": "string"

iy

"httpRoute": {
"routePath": "string",

"token": "string"
},
"method": "string"
},
"verificationStatus": "string",
"verifiedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

notFound
The list of target domain identifiers that were not found.

Type: Array of strings

targetDomains

The list of target domains that were found.

Type: Array of TargetDomain objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

Response Elements
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2025-09-06 35
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CreateAgentSpace

Creates a new agent space. An agent space is a dedicated workspace for securing a specific
application.

Request Syntax

POST /CreateAgentSpace HTTP/1.1
Content-type: application/json

"awsResources": {
"iamRoles": [ '"string" ],
"lambdaFunctionArns": [ "string" 1],
"logGroups": [ "string" 1],
"s3Buckets": [ "string" 1],
"secretArns": [ "string" ],
"vpes': [

{

"securityGroupArns": [ "string" 1],
"subnetArns": [ "string" ],

"vpcArn": "string"

iy

"codeReviewSettings": {

"controlsScanning": boolean,

"generalPurposeScanning": boolean

},

"description": "string",
kmsKeyId": "string",
"name": "string",
"tags": {

"string" : "string"

iy

"targetDomainIds": [ "string" 1]

URI Request Parameters

The request does not use any URI parameters.
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Request Body

The request accepts the following data in JSON format.

awsResources

The AWS resources to associate with the agent space.

Type: AWSResources object

Required: No

codeReviewSettings

The code review settings for the agent space.

Type: CodeReviewSettings object

Required: No
description

A description of the agent space.
Type: String

Required: No
kmsKeyld

The identifier of the AWS KMS key to use for encrypting data in the agent space.

Type: String

Required: No

name

The name of the agent space.
Type: String

Required: Yes
tags

The tags to associate with the agent space.

Request Body
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Type: String to string map

Required: No

targetDomainlds

The list of target domain identifiers to associate with the agent space.
Type: Array of strings

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

"agentSpaceld": "string",
"awsResources": {

"iamRoles": [ "string" 1],
"lambdaFunctionArns": [ "string" ],

logGroups": [ "string" ],
"s3Buckets": [ "string" ],

"secretArns": [ "string" ],
"vpcs": [
{
"securityGroupArns": [ "string" ],
"subnetArns": [ "string" ],

"vpcArn": "string"

}I

"codeReviewSettings": {

"controlsScanning": boolean,

"generalPurposeScanning": boolean

iy
"createdAt": "string",
"description": "string",

kmsKeyId": "string",
"name": "string",

"targetDomainIds": [ "string" 1],
"updatedAt": "string"

Response Syntax API Version 2025-09-06 38



AWS Security Agent

API| Reference

}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

agentSpaceld

The unique identifier of the created agent space.

Type: String

awsResources

The AWS resources associated with the agent space.

Type: AWSResources object

codeReviewSettings

The code review settings for the agent space.

Type: CodeReviewSettings object

createdAt
The date and time the agent space was created, in UTC format.

Type: Timestamp
description

The description of the agent space.

Type: String
kmsKeyld

The identifier of the AWS KMS key used to encrypt data in the agent space.

Type: String

name

The name of the agent space.

Response Elements
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Type: String

targetDomainlds

The list of target domain identifiers associated with the agent space.

Type: Array of strings
updatedAt

The date and time the agent space was last updated, in UTC format.

Type: Timestamp

Errors

For information about the errors that are common to all actions, see Common Error Types.

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command L