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Setting Up Your AWS Environment

AWS experience Beginner

Time to complete 35 minutes

Cost to complete Free Tier eligible

Requires Recommended internet browser: The latest 
version of Chrome or Firefox

Last updated April 24, 2024

Overview

In this tutorial, you will set up your AWS account and development environment. This will allow 
you to interact with your AWS account and programmatically provision any resources you need.

What you will accomplish

In this tutorial, you will learn how to:

• Create a new AWS account

• Configure users

• (Optional) Set up the AWS CLI

Modules

This tutorial is divided into the following short modules. You must complete each module before 
moving to the next one.

1. Module 1: Create Your AWS Account (10 minutes)

2. Module 2: Secure Your AWS Account (15 minutes)

3. Module 3: (Optional) Set Up the AWS CLI (10 minutes)

Overview 1

https://aws.amazon.com/free/


Setting Up Your AWS Environment Hands-on tutorials

Module 1: Create Your AWS Account

Time to complete 10 minutes

Module requirements An internet browser

Get help Troubleshooting AWS account sign-in issues

What you will accomplish

• Sign up for an AWS account

• Verify your contact details

Implementation

An AWS account is the starting point to allow provisioning infrastructure. In this module, we cover 
how to set up your account.

Step 1: Select email, account name, and password

To create a new AWS account, go to aws.amazon.com and choose Create an AWS Account.

1. Enter your information

Enter an email address and an account name.

• Carefully consider which email address you want to use. If you are setting up for a personal 
account, we don't recommend using a work email address because you may change jobs at 
some point. Conversely, for business accounts, we recommend using an email alias that can 
be managed because the person setting up the account may, at some point, change roles or 
companies.

What you will accomplish 2

https://docs.aws.amazon.com/signin/latest/userguide/troubleshooting-sign-in-issues.html
https://aws.amazon.com/
https://portal.aws.amazon.com/billing/signup?nc2=h_ct&src=header_signup&redirect_url=https%3A%2F%2Faws.amazon.com%2Fregistration-confirmation#/start
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2. Enter the email verification code

Select Verify email address.

• You will get a verification code in your email. Enter the verification code and choose Verify.

You will be redirected to a new screen where you will create your root user password.

3. Create a password

Create your root user password.

• The password you choose is extremely sensitive, and should be shared only with people who 
have access to the credit card that will be used on this account.

• Your password must include: uppercase letters, lowercase letters, numbers, and non-
alphabetic characters. 

Implementation 3
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4. Choose continue

Once you have entered and confirmed your password, choose Continue (step 1 of 5).

Step 2: Add contact information

Now you need to add your contact information and select how you plan to use AWS.

1. Choose an account type

Implementation 4
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Choose between a business or personal account.

• There is no difference in account type or functionality, but there is a difference in the type of 
information required to open the account for billing purposes. 

• For a business account, choose a phone number that is tied to the business and can be 
reached if the person setting up the account is not available. 

2. Enter contact details

Once you have selected the account type, fill out the the contact information about the 
account.

• Save these details in a safe place. If you ever lose access to the email or your two-factor 
authentication device, AWS Support can use these details to confirm your identity. 

Implementation 5
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3. Accept the AWS Customer Agreement

At the end of this form, read through the terms of the AWS Customer Agreement and select 
the checkbox to accept them. 

4. Choose Continue

Choose Agree and Continue (step 2 of 5) to proceed to the next screen.

Step 3: Add payment method

In the following screen, add your preferred credit or debit card to use for payment.

1. Enter billing information

Enter your Billing Information details.

• A small hold will be placed on the card, so the address must match what your financial 
institution has on file for you or your business.

Implementation 7
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2. Choose Continue

Select Verify and continue (step 3 of 5) to proceed.

Step 4: Confirm your identity

Now you need to verify your account. 

1. Choose a verification method

Choose how you want to confirm your identity.   

• You can verify your account either through a text message (SMS) or a voice call on the 
number you are associating with this account.

• For the text message (SMS) option, you will be sent a numeric code to enter on the next 
screen after you choose Send SMS (step 4 of 5). 

• For the Voice call option, you will be shown a code on the screen to enter after being 
prompted by the automated voice verification system.

2. Send the SMS

Choose your verification choice, then choose Send SMS (step 4 of 5) to proceed to verification.

3. Solve the CAPTCHA

Enter the CAPTCHA as appropriate, then choose Submit to receive a call or SMS.

Implementation 9
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4. Enter the verification code

Enter the code as appropriate for your verification choice, then choose Continue (step 4 of 5)
to proceed to the final step.

Implementation 10
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Step 5: Select a support plan

Choose a support plan for your AWS account. 

1. Select a support plan

Choose a support plan. For this tutorial, we recommend the default selection.

• You have three options for support plans. The default option is called Basic Support and is 
free of charge. If you are not sure, select Basic Support. You can always change support tiers 
at a later date. 

To see the full list of differences between the tiers, see Compare AWS Support Plans. 

Implementation 11
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2. Choose Complete sign up

To finish creating your account, choose Complete sign up.

Implementation 12
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Conclusion

Congratulations! Your account is now set up and being activated. When activation is complete, you 
will receive an email from AWS. Use the credentials you created in this module to log in to your 
root account.

In the next module, you will learn how to secure your root account and set up additional users.

Conclusion 13
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Module 2: Secure Your AWS Account

Time to complete 15 minutes

Module requirements • An internet browser

• An AWS account

Get help Troubleshooting IAM issues

Overview

When you create an AWS account, a root user is created automatically for your account. The root 
user is a special entity that has full access to the account, and can perform all actions, including 
changing the payment methods or closing the account. When you sign-in using the root user 
you have complete access to all AWS service and resources in the account. Due to this level of 
permissions, we recommend that you:

• Enable additional security for the root user with multi-factor authentication

• Set up additional users to perform daily tasks related to your account

AWS has two identity services:

• AWS Identity and Access Management (IAM). This service provides access control policies and 
manages long-term users like the root user. If you create users in IAM, those users have long-
term access credentials. As a security best practice, it is recommended that you minimize the use 
of long-term credentials in AWS. In this tutorial you will not create an IAM user.

• AWS IAM Identity Center. This service provides temporary credentials that are granted each 
time a user signs in for a session. It can integrate with any existing identity providers you might 
already have, like Microsoft Active Directory or Okta, so that your users can use the same sign 
on for AWS as they use for other services in your organization. If you don't have another identity 
provider, you can create users in IAM Identity Center. This is the recommended way to create 
additional users for your AWS account and is the method we will walk through in this tutorial.

Overview 14

https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/identity-center/
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Implementation

Step 1: Sign in as the root user

The AWS account root user is accessed by signing in with the email address and password that you 
used to create the account.

1. Open the console

Sign in to the AWS Management Console.

2. Sign in as root user

Select Root user or Sign in using root user email (may be one of the two forms due to 
browser caching), and enter the email address you specified when you created your account 
and then choose Next.

3. Enter your password

On the sign-in page, enter your password, and choose Sign in.

Implementation 15

https://aws.amazon.com/console/
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4. Complete verification

You may need to confirm your identity.

Enter the code sent to the root user email, and choose Verify and continue.

Implementation 16
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Congratulations

You have just signed in to the AWS Management Console as your root user. But you don’t want 
to use your root user for everyday tasks. The root user should only be used for specific account 
management tasks, two of which we are going to do in the next part of this tutorial.

• Enable MFA for the root user

• Create an administrative user in IAM Identity Center

Implementation 17
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For the complete list of tasks that require you to sign in as the root user, see Tasks that require root 
user credentials.

Step 2: Add more security to the root user sign in

To help keep your root user credentials secure, we strongly recommend that you enable multi-
factor authentication (MFA) for your root user sign-in. When you enable MFA, in addition to 
providing the email address and password for the root user you will also provide credentials from 
another authenticator, making it much more difficult for someone to use your root user credentials 
without your permission.

To add more security to the root user sign-in, you will use the AWS Identity and Access 
Management (IAM) service. For more information, see What is IAM?

1. View security credentials

On the right side of the navigation bar, choose your account name, and choose Security 
credentials. If necessary, choose Continue to Security credentials.

Implementation 18

https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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2. Add an MFA device

In the Multi-factor authentication section, choose Assign MFA device. 

3. Select an authenticator app

On the Register MFA device page, name the Device, choose the Authenticator app option, and 
then choose Next.

Tip: You need a mobile device or hardware device to enable MFA. Find out how to get a free 
MFA security key from AWS.

Implementation 19

https://aws.amazon.com/security/amazon-security-initiatives/free-mfa-security-key/
https://aws.amazon.com/security/amazon-security-initiatives/free-mfa-security-key/
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4. Set up your MFA device

Set up the Authenticator app on your mobile device.

Several different authenticator apps are supported for both Android and iOS devices. See the
Virtual authenticator apps section on the Multi-Factor Authentication (MFA) for IAM page for 
a list of supported apps and links to their download locations.

Implementation 20
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a. Open the authenticator app on your mobile device.

b. Select the Show QR code link to show a unique QR code for your account. If you can't scan 
the QR code, select the Show secret key link to display a text key that you can enter into 
the Authenticator app to identify your account.

Either scan the QR code with your authenticator app or enter the code in your 
authenticator app to link your authenticator device to your account.

c. After your authenticator has established the link to your account, it will start generating 
secret codes that are good for a limited number of seconds. In MFA code 1, type the code 
you see in the app. Wait for that code to change to the next code, then type that code in
MFA code 2, then select Add MFA before the second code has expired.

You are returned to the Security credentials page. A notification message is displayed at 
the top that states the MFA device is assigned.

Your root user credentials are now more secure.

Implementation 21
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5. Verify MFA setup

You are returned to the Security credentials page. A notification message is displayed at the 
top that states the MFA device is assigned.

Your root user credentials are now more secure.

Implementation 22
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Step 3: Set up users in IAM Identity Center

It is considered a security best practice to not use your root account for everyday tasks, but 
right now you only have a root user. In this tutorial, we will use IAM Identity Center to create 
an administrative user. We are using IAM Identity Center because it provides users with unique 
credentials for every session, also known as temporary credentials. Providing users these 
credentials results in enhanced security for your AWS account, because they are generated each 
time the user signs in. Once you have an administrative user, you can sign in with that user to 
create additional Identity Center users and assign them to groups with permissions to perform 
specific job functions. Another benefit to creating users in IAM Identity Center is that the users are 
automatically granted access to the the AWS Billing and Cost Management console.

For more information about billing, see the AWS Billing and Cost Management user guide. 

This section of the tutorial has the following steps: 

• Enable IAM Identity Center

• Add users

• Add users to groups

• Configure your identity source

Implementation 23

https://us-east-1.console.aws.amazon.com/billing/home?region=us-east-1#/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
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• Create an administrative permission set

• Sign in to the AWS access portal with your administrative credentials    

1. Open the IAM Identity Center console

In the search bar, enter IAM Identity Center, and then select IAM Identity Center.

2. Enable IAM Identity Center

The IAM Identity Center service overview page opens. Review the information to learn about 
the features of the IAM Identity Center service.

In the Enable IAM Identity Center, select Enable.

3. Enable AWS Organizations

When you enable IAM Identity Center you also need to enable AWS Organizations. AWS 
Organizations lets you organize multiple AWS accounts so that you can have separate AWS 
accounts for different use cases. AWS Organizations is a feature of your AWS account offered 
at no additional charge.

Choose Enable.

• The root user is now the management account for the AWS Organization.

Implementation 24
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• At this point, AWS Organizations sends a verification email to the root user. Verifying 
your root user account allows you to invite other accounts to become members of your 
organization, so you don't need to verify your account before continuing with this tutorial. 
For more information about account management, see the AWS Organizations user guide. 

Note

The verification link is only valid for 24 hours, so if you wait longer than that to verify 
the email address, you will need to resend the verification email. For more information 
about how to do this, see   Email address verification.

Step 4: Configure your identity source

Your identity source is where your users and groups are managed. After you configure your identity 
source, you can look up users or groups to grant them single sign-on access to AWS accounts, cloud 
applications, or both.

When you enable IAM Identity Center for the first time, it is automatically configured with an IAM 
Identity Center directory as your default identity source. Learn more about identity sources.

Complete the following steps to create a user in IAM Identity Center.

1. Open the IAM Identity Center console

Navigate to the IAM Identity Center console, and choose Users. Then, select Add user.

Implementation 25

https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_create.html#about-email-verification
https://docs.aws.amazon.com/console/singlesignon/manage-your-identity-source
https://console.aws.amazon.com/iamv2/
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2. Add user details

On the Specify user details page, complete the following information:

• Username – Choose a name that will be easy to remember. For this tutorial, we will be 
adding the user John.

• Password – Choose Send an email to this user with password setup instructions 
(Recommended). This option sends the user an email addressed from Amazon Web 
Services, with the subject line Invitation to join IAM Identity Center (successor to AWS 
IAM Identity Center). The email will come from either no-reply@signin.aws or no-
reply@login.awsapps.com. Add these email addresses to your approved senders list so that 
they are not treated as junk or spam.

• Email address – Enter an email address for the user where you can receive the email. Then, 
enter it again to confirm it. Each user must have a unique email address.

Tip

During testing, you might be able to use email subaddressing to create valid email 
addresses for multiple fictitious users. If your email provider supports it, you can 
create a new email address by appending the plus sign (+) and then numbers or 
characters to your current email address, such as someone@example.com, someone
+1@example.com, and someone+test@example.com. All of those email addresses 
would result in an email being received at the same email address. 

• First name – Enter the first name for the user.

• Last name – Enter the last name for the user.

• Display name – This is automatically filled in with the first and last name of the user. If you 
want to change the display name, you can enter something different. The display name is 
visible in the sign-in portal and users list. 

• Complete the optional information if desired. It isn’t used during this tutorial and can be 
added later.

Implementation 26
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Choose Next.

Step 5: (Optional) Add users to groups

User groups let you specify permissions for multiple users, which can make it easier to manage the 
permissions for those users.

1. Create a group

On the Step 2 - optional Add user to groups page, select Create group.

Implementation 27
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2. Specify a group name

Under Group details, for Group name, enter Admins.

Select Create group.

3. Return to Add user

The Groups page is displayed, showing your new Admins group.

Exit out or navigate away from the Groups browser tab and return to the Add user browser 
tab.

Implementation 28
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4. Refresh groups

On the Add users to groups- optional page, select the Refresh button.

The new Admins group appears in the list. 

5. Add group membership

Select the check box next to the Admins group, and then choose Next.

6. Review and confirm

On the Review and add user page confirm the following:

• Primary information appears as you intended

• Groups shows the user added to the group you created

Implementation 29
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If you need to make changes, choose Edit to make the updates.

Once everything is correct, select Add user.

7. (Optional) Create additional users and groups

You are returned to the main IAM Identity Center > Users page. 

A notification message informs you that the user was successfully added.

Congratulations, you now have a user in your AWS Organization. You can repeat these steps to 
add additional users and groups.

Implementation 30
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Step 6: Manage access to your AWS account

Your new user exists but does not have access to any resources, services, or applications, so the user 
can't replace your root user for daily administrative tasks yet. Let’s give your new user access to 
your AWS account. Since we put the user into a group, we will assign the group to an account and 
then we will add a permission set that defines what the members of the group can access.

Note

We will still be using the root user credentials for this step.

1. Set up multi-account permissions

In IAM Identity Center console left hand navigation, choose Dashboard.

In the Recommended setup steps, under Manage permissions to multiple AWS accounts, 
choose Manage permissions. 

Implementation 31
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2. Select your AWS account

In the left hand navigation, choose AWS accounts.

Under Organizational structure > Root, choose the account you created in Module 1.

Note

For this tutorial, we are using a placeholder AWS account name.

3. Add users and groups

On the Test-acct page, choose the User and groups tab.

Select Assign users or groups.   

The Assign users and groups workflow displays.

Implementation 32
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4. Select a group

For Step 1: Select users and groups select the Admins group you created previously in this 
tutorial. Then, choose Next.

5. Select a permission set

For Step 2: Select permission sets, select Create permission set.

A new browser tab will open and will walk you through the three sub-steps involved in 
creating the permission set.

Implementation 33
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6. Choose a permission type

In the new browser tab, for Step 1: Select permission set type. Make the following selections:

• For Permissions set type, select Predefined permission set

• For Policy for predefined permission set, select AdministratorAccess

• For more information on managing permissions, see the Predefined permissions for AWS 
managed policies in the AWS IAM Identity Center guide.

Then, choose Next.

Implementation 34

https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetpredefined.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetpredefined.html


Setting Up Your AWS Environment Hands-on tutorials

7. Configure permission settings

For Step 2: Specify permission set details, keep the default settings, and choose Next. 

Note

The default settings create a permission set named AdministratorAccess with session 
duration set to one hour.

Implementation 35
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8. Review and create

For Step 3: Review and create, verify that the Permission set type uses the AWS managed 
policy AdministratorAccess. Choose Create.

You are returned to the Permission sets page. A notification appears at the top of the page 
informing you that the permission set was successfully created.

Implementation 36
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9. Return to assign users page

You are returned to the Permission sets page. A notification appears at the top of the page 
informing you that the permission set was successfully created.

Select X to close the current browser tab, and navigate back to the IAM Identity Center Assign 
Users page to continue the previous workflow.

10. Select permission set

On the Assign users and groups browser tab, for Step 2: Select permission sets, in the
Permission sets section, select Refresh.

• The AdministratorAccess permission set you created appears in the list.

Select the checkbox for the AdminstratorAccess permission set, and choose Next. 

11. Submit assignment

Implementation 37



Setting Up Your AWS Environment Hands-on tutorials

For Step 3: Review and submit, review the selected users and groups and permission set, then 
choose Submit.

12. Verify configuration completion

The page updates with a message that your AWS account is being configured. Wait until the 
process completes.

You are returned to the AWS accounts page in IAM Identity Center. A notification message 
informs you that your AWS account has been reprovisioned and the updated permission set 
applied. 

13. Verify configuration

Choose the AWS Organizations: AWS accounts breadcrumb.

You can see in the Organization structure section that your AWS account is now the 
management account under the root of the AWS organization.

Implementation 38



Setting Up Your AWS Environment Hands-on tutorials

• Reminder: In this tutorial, we are using a placeholder AWS account name. You will see the 
name of your AWS account instead. 

Congratulations, your user can now sign in to your AWS access portal and access resources in 
your AWS account. 

Step 7: Sign in to the AWS access portal with your administrative credentials

Your new user exists but does not have access to any resources, services, or applications, so the user 
can't replace your root user for daily administrative tasks yet. Let’s give your new user access to 
your AWS account. Since we put the user into a group, we will assign the group to an account and 
then we will add a permission set that defines what the members of the group can access.

Note

We will still be using the root user credentials for this step.

Now you are ready to sign in using your new administrative user.

If you tried to sign in previously you would have only been able to establish your password and 
enable up multi-factor authentication (MFA) for your user, because no other permissions had been 
granted to the user.

Implementation 39
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Now, the user will have full permissions to your AWS resources, but they will still need to configure 
a password and set up MFA.

1. Select the Show QR code link to show a unique QR code.

• If you can't scan the QR code, choose the Show secret key link to display a text key that 
you can enter into the Authenticator app to identify your organization. Either scan the QR 
code with your authenticator app or enter the code in your authenticator app to link your 
authenticator device to your organization. 

• Once your authenticator has established the link to your organization, it will start generating 
secret codes that are good for a limited number of seconds.

2. In Authenticator code box, type the code you see in the app, and choose Assign MFA. 

Note

When registering an MFA device with IAM identity Center, only one authenticator code 
is required for registration.

3. Your authenticator app is successfully registered, select Done. 

You can register another device, rename or delete your existing MFA device or from the MFA 
devices page.

Implementation 40
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4. From the access portal, select AWS Account, select your <account name>. Then, select
Management console.

• The AWS management console opens. As a user with administrative access, you can add 
services, add additional users, and configure policies and permissions. You no longer need to 
use your root user to accomplish these tasks. 

Implementation 41
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5. Open IAM Identity Center

An email was sent to the email address you specified when you created the user. The email 
contains three important items:

• A link to accept the invitation to join

• The URL of your AWS access portal

• Your username that you will use to sign in

Open the email and record the AWS access portal URL and the Your Username. You will need 
this information later in this tutorial.

Select the Accept invitation button in the email. 

Tip: If you don't see the Invitation to join IAM Identity Center email in your inbox folder, 
check your spam, junk, and deleted items (or trash) folders. All emails sent by the IAM 
Identity Center service will come from either the address no-reply@signin.aws or no-
reply@login.awsapps.com. If you can’t find the email, sign in as the root user and reset
the Identity Center user’s password. For instructions, see Reset an IAM Identity Center user 
password. If you still don’t receive the email, reset the password again and choose the option 
to Generate a one-time password that you can share with the user instead.

Implementation 42
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6. Sign in to AWS

The link opens a browser window and displays a Sign in page.

In the Sign in page, enter the password used for creating the IAM user sign in earlier in this 
tutorial.
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7. Enter your password

Enter your password, and choose Sign in.
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8. Set up MFA

The AWS console opens.

You will be automatically prompted to Register MFA device.
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Choose one of the options to get started. For this tutorial, we have selected Authenticator 
app.

Notes:

• Options not supported by your browser or platform are dimmed and can’t be selected.

• This is similar to the process you followed when you set up the MFA device for your root 
user in Module 2. The difference is that this MFA device is being registered with IAM Identity 
Center instead of IAM.

• If you select a different MFA device, follow the instructions for the device you selected. 
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9. Configure MFA device

Select the Show QR code link to show a unique QR code.
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• If you can't scan the QR code, choose the Show secret key link to display a text key that 
you can enter into the Authenticator app to identify your organization. Either scan the QR 
code with your authenticator app or enter the code in your authenticator app to link your 
authenticator device to your organization. 

• Once your authenticator has established the link to your organization, it will start generating 
secret codes that are good for a limited number of seconds.

In Authenticator code box, type the code you see in the app, and choose Assign MFA. 

Note

When registering an MFA device with IAM identity Center, only one authenticator code 
is required for registration.

Implementation 48



Setting Up Your AWS Environment Hands-on tutorials

10. Complete MFA setup

Your authenticator app is successfully registered, select Done. 
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You can register another device, rename or delete your existing MFA device or from the MFA 
devices page.

11. Open the AWS Management Console

From the access portal, select AWS Account, select your <account name>. Then, select
Management console.

• The AWS Management Console opens. As a user with administrative access, you can add 
services, add additional users, and configure policies and permissions. You no longer need to 
use your root user to accomplish these tasks. 
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Conclusion

Congratulations! You have now completed the sign-in process, created an administrative user in 
IAM Identity Center, added enhanced security for both your root user and your administrative user, 
and are ready to start working with AWS services and applications.  Remember, when you sign in 
using your Identity Center administrative user, you will use the access portal URL you received in 
your invitation email.

Important

Each AWS Organization has a unique access portal URL. Make sure you keep a record of it 
with your user sign-in information.
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Module 3: (Optional) Set Up the AWS CLI

Time to complete 10 minutes

Module requirements An internet browser

An AWS account

Get help Common CLI errors

Introduction

The AWS CLI is a unified tool to manage your AWS services. With just one tool to download and 
configure, you can control multiple AWS services from the command line and automate them 
through scripts.

To interact with AWS using the CLI, you need to configure credentials for it to use when making API 
calls. In this module, you will also learn how you can set up multiple profiles to access more than 
one AWS account, either with additional credentials, or through IAM role switching.

Implementation

Step 1: Install the AWS CLI

There are different ways to install the AWS CLI, depending on your operating system or preference 
to use containers.

Install the AWS CLI v2 for your operating system (OS), using the instructions here.   

aws --version

Example: the response when installing the AWS CLI on macOS Ventura 13.6 is as follows:

aws-cli/2.15.9 Python/3.11.6 Darwin/22.6.0 exe/x86_64 prompt/off 

The AWS CLI is now installed and you are ready to configure your credentials. 
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Step 2: Configure the AWS CLI

To configure the credentials, you will need to include the credentials of the user you created in 
Module 2 of this tutorial.

You will be prompted to provide the following information for each of these items in the CLI:

• SSO session name: Provides a name for the session that is included in the AWS CloudTrail logs 
for entries associated with this session. If you don't enter a name, one is generated automatically. 
For this tutorial, use <Test1>.

• SSO start URL: The AWS Access portal URL you were provided when you configured IAM 
Identity Center.

Note

The URL can be found in the Settings summary in the IAM Identity Center console 
Dashboard.

• SSO region: In this tutorial the examples use <us-east-1>. You must specify the region in which 
you have enabled IAM Identity Center. 

Note

You can find this information in the Settings summary in the IAM Identity Center console 
Dashboard.

• SSO registration scopes: Scopes authorize access to different endpoints. In this tutorial, we 
will use the minimum scope of <sso:account:access> to get a refresh token back from the IAM 
Identity Center service.

1. Run configuration command

In your CLI, run the following command:

aws configure sso

2. Enter SSO details
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Provide the required information when prompted. Remember to use your SSO start URL and
SSO region.

• SSO session name (Recommended): Test1

• SSO start URL [None]: <https://my-sso-portal.awsapps.com/start>

• SSO region [None]: <us-east-1>

• SSO registration scopes [None]: sso:account:access

The following image is an example of the CLI content at this stage.

The CLI attempts to automatically open the SSO authorization page in your default browser 
and begins the sign in process for your IAM Identity Center account.

3. Authorize CLI access

You might be asked to provide your password (and MFA credential, if enabled). On the 
Authorization requested page, select Confirm and continue.

This gives permissions to the AWS CLI to retrieve and display the AWS accounts and roles that 
you are authorized to use with IAM Identity Center.

4. Grant permissions
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Since the AWS CLI is built on top of the SDK for Python, permission messages may contain 
variations of the botocore name, such as botocore-client-Test1. Select Allow access. After 
authentication, you will be told that you can close the window.    

5. Review available accounts

Navigate back to your CLI window. The CLI will update and show you the AWS accounts and
roles that are available to you.

• Because you have only set up one AWS account with the AdministratorAccess role at this 
point that is the account and role you are signed in with. 

Your CLI window should now look like the example image to the right and have the following 
lines displayed.

The only AWS account available to you is: 111122223333

Using the account ID 111122223333

The only role available to you is: AdministratorAccess

Using the role name "AdministratorAccess"    
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6. Set CLI preferences

In the terminal window, when prompted, enter the following information:

• For CLI default client Region [<your-region>]: enter the Region where you enabled IAM 
Identity Center. For this tutorial we used us-east-1

• For CLI default output format [None]: enter json

• For CLI profile name [AdministratorAccess-xxxxxxxxxxxx]: enter admin-1

• The suggested profile name is the account ID number followed by an underscore 
followed by the role name, however for this tutorial, we are going to use a shorter profile 
name, admin-1.

Your CLI window should now look similar to the example image on the right and have these 
lines displayed:

To use this profile, specify the profile name using --profile, as shown: aws s3 ls --profile 
admin-1
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7. (Optional) View the configuration file

This session created a config file located at ~/.aws/config on computers running Linux or 
macOS, or at C:\Users\ USERNAME \.aws\config on computers running Windows. Your config 
file will look similar to the example image.

8. Start SSO session

You can now use this sso-session and profile to request credentials by running the following 
command:

aws sso login --profile admin-1

Your CLI window should now look similar to the example image on the right and have these 
lines displayed:
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aws sso login -–profile admin-1 Attempting to automatically open the SSO authorization 
page in your default browser.

If the browser does not open or you wish to use a different device to authorize this request, 
open the following URL: https://device.sso.us-east1.amazonaws.com/

Then enter the code:

ABCD-ABCD

9. Complete authentication

Navigate to the browser window and allow access to your data. When you return to the CLI 
window the following message should be displayed:

Successfully logged into Start URL: https://my-sso-portal.awsapps.com/start

For more information about CLI file credential, see the Configuration and credential file 
settings in the AWS CLI in the AWS Command Line Interface user guide.
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Step 3: (Optional) Configure multiple profiles

As you add roles to your AWS account and add additional AWS accounts to your organization, 
repeat the procedure above to create a profile for those roles and accounts.

As you add complexity having a profile naming strategy that associates AWS account IDs and role 
names is recommended so that you can distinguish between the profiles.   

For more information about configuring and formatting multiple roles, see the Format of the 
configuration and credential files in the AWS Command Line Interface user guide.

Conclusion

Congratulations! You have now completed the sign-in process, created an administrative user in 
IAM Identity Center, added enhanced security for both your root user and your administrative user, 
and set up the AWS CLI and configured a named profile.
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