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Replicate Data within and between AWS Regions using
Amazon S3 Replication

AWS experience Beginner
Time to complete 20 minutes
Cost to complete Less than $1 (Amazon S3 pricing page)
Services used Amazon S3
Last updated October 17, 2022
Overview

Amazon S3 Replication is an elastic, fully managed, low-cost feature that replicates objects
between Amazon S3 buckets. S3 Replication gives you the ability to replicate data from one
source bucket to multiple destination buckets in the same, or different, AWS Regions. Whether

you want to maintain a secondary copy of your data for data protection, or have data in multiple
geographies to provide users with the lowest latency, S3 Replication gives you the controls you
need to meet your business needs. This Amazon S3 getting started guide shows you how to follow
S3 Replication best practices with S3 Same-Region Replication (SRR), S3 Cross-Region Replication
(CRR), S3 Replication Time Control (S3 RTC), and S3 Batch Replication.

With S3 Same-Region Replication (SRR), you can automatically replicate data between buckets
within the same AWS Region to help aggregate logs into a single bucket, replicate between
developer and test accounts, and abide by data sovereignty laws. With S3 Cross-Region Replication
(CRR), you can replicate objects (and their respective metadata and object tags) into other AWS

Regions for reduced latency, compliance, security, disaster recovery, and regional efficiency. You
can also enable S3 Replication Time Control (53 RTC) to help you meet compliance or business

requirements for data replication. S3 RTC replicates most objects that you upload to Amazon S3
in seconds, and 99.99 percent of those objects within 15 minutes. To replicate existing objects,
you can use S3 Batch Replication to backfill a newly created bucket with existing objects, retry

objects that were previously unable to replicate, migrate data across accounts, or add new buckets
to your data lake. For more information on S3 Replication, visit the Replicating Objects section in
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https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#srr-scenario
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-time-control.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
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the Amazon S3 User Guide. By the end of this tutorial, you will be able to replicate data within and
between AWS Regions using Amazon S3 Replication.

What you will accomplish

In this tutorial, you will:

« Create an S3 bucket

» Create an S3 Replication rule on your S3 bucket
« Choose destination S3 bucket

» Choose or create IAM roles for replication

» Specify encryption type (optional)

» Choose destination S3 storage class

« Enable additional replication options (optional)

Prerequisites

To complete this tutorial, you need an AWS account. Access this support page for more information

on how to create and activate a new AWS account.

Implementation

Step 1: Create the source and destination buckets
1. Signin to the Amazon S3 console
If you have not already done so, create an AWS account.

Log in to the AWS Management Console using your account information.

From the AWS console services search bar, enter S3. Under the services search results section,
select S3.

What you will accomplish 2


https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
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https://console.aws.amazon.com/
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2. Create your first bucket

Top features

2 in the Cloud

ge im the Cloud

Choose Buckets from the Amazon S3 menu in the left navigation pane and then choose the

Create bucket button.
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Enter a descriptive, globally unique name for your bucket. Select which AWS Region you
would like your bucket created in. For this example, the EU (Frankfurt) eu-central-1 Region is

selected.

Implementation



Replicate Data within and between AWS Regions Hands-on tutorials

Amazon 53 Buckets Create bucket

Create bucket ...

Buckets are containers for data stored in 53. Learn more [4}

General configuration

Bucket name

| aws-s3-replication-tutorial-source-bucket |

Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming E

AWS Region

| EU (Frankfurt) eu-central-1 v |

Copy settings from existing bucket - optional

Only the bucket settings in the following configuration are copied

Choose bucket

4. Enable bucket versioning

S3 Replication requires Bucket Versioning to be enabled for both source and destination S3
buckets. For more information about versioning, see Using versioning in S3 buckets.

You can leave the remaining options as defaults. Navigate to the bottom of the page and
choose Create bucket.

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recever from both unintended user actions
and application failures. Learn more [

Bucket Versioning
Disable

5. Create your destination bucket

Repeat the above steps to create another S3 bucket to serve as the destination bucket for
replicating objects. Make sure to enable Bucket Versioning for the destination S3 bucket as
well.

Implementation 4
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Amazon 53 Buckets Create bucket

Create bucket ..«

Buckets are containers for data stored in S3. Learn more [4]

General configuration

Fucket name

aws-s3-replication-tutorial-destination-bucket

Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming E

AWS Region

US West (N. California) us-west-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Step 2: Create an S3 Replication on your S3 bucket

1. Choose the source bucket

From your list of S3 buckets, choose the S3 bucket that you want to configure as your source

for replication.

Amazon 53 * Amazon 53

* Account snapshot
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2
Buckets (26) e [ crte v
e -
1 @
ok Public Access wattings Name A AWSRegien Acoens Cremthen dote
oy
) Bucket and abjects not R
US Wiest . Catsfornia) us-west-1 August 24, 2022, 180219 UTC-D5:004
¥ Sterage Lans | —— S
woarch ath +
ards a1 U Eant (4. Viginis) us-ems- 1 Buckat s afpects nt Auguat 34, TOEZ, VR 16 fUTE-03:00)
i
— U Wwest I Cabformia) us-west-1 :j;::" nd cbjects not Augunt 28, 2022, TED1:45 AUTC-D5:004
e spoloht () [ —— ) .
U (Frarsuey) eu-contrai-} Auguat 24, 2022, 180031 AUTC-03
e LN ‘ e
o busciet US West B Cotormia) usawest ] o o SBjectinat September 1, 2022, 165447 (UTC-05:00
b AW Maaruatpiace fer 53 Pl
| 39553 e plICALIon 1ROl SDUICE- BUEkET U (Franichurt) eu-centrat-| :::'I’ s cjects not Sepeember 1, 2022, M47T:22 [UITC 0500

2. Review bucket details

Once you select the source S3 bucket, the console takes you to the S3 bucket landing page, as

shown in the following screenshot. Here, you can review the Objects, Properties, Permissions,
Metrics, Management, and Access Points for the selected S3 bucket.

Implementation
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3. Create a replication rule

Choose the Management tab of the replication source bucket. Under Management, you will
see Replication rules. Select Create replication rule.

Amazon 53 x AmaronS3 > Buckets » aws-s3-replication-tutorial-source-bucket

aws-s3-replication-tutorial-source-bucket

Objects Properties Permissions

Access analyzer for 53

Lifecycle rules

Block Public Access settings fo c

this account

ewrics cess polns

Create lifecycle rule

Noncurrent
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Expired object
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uploads

Use replication nules 1o define cptions you want Amazen 53 to apply during replcation such as server-side encryption, replica ownership, transitiening replicas to another storage class

¥ Storage Lens Lifecycle rule o
Status Scope wersion
Dashboareds TEMRE actions
AWS Ovganizations settings
There ai

Feature spotiight o

* AWS Marketplace for 53
Replication rules (0)
are [
(& Actions ¥

Step 3: Configure a replication rule

1. Enable replication

Create replication rule

Provide a Replication rule name and enable the replication rule by selecting Enabled under

the Status section. If the replication rule is disabled, it will not run.

Priority indicates which rule has precedence whenever two or more replication rules conflict.
You will have the option to edit the priority of each replication rule on the replication
configuration page. Amazon S3 attempts to replicate objects according to all replication rules.
However, if there are two or more rules with the same destination bucket, then objects are
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replicated according to the rule with the highest priority. A rule with priority 1 is executed

before a rule with priority 2. The lower the number, the higher the priority. For example, say

you have a replication rule to replicate all objects with tag foo1 and another replication rule
to replicate all objects with tag foo2. If you have one object tagged with foo1 and foo2, it will
only get replicated with the replication rule with the higher priority. When you have only one

replication rule going to one destination bucket, priority is not considered.

Replication rule configuration

Replication rule name

testing 1:N replication

Up to 25°

nly contain English characters

Status

Choose whether the rule will be enabled or disabled when created

© Enabled

Disabled
Priority
The priority value resolves conflicts that occur when an object is eligible
rule is added to the configuration at the highest priority and the priority can be changed on the

0

2. Set the replication scope

1 order to be able to use CloudWatch metrics to monitor the progr

for replication under multiple rules to the same destination. The

replication rules table.

Narrow the scope of replication by defining a Filter type (Prefix or Tags), or choose to

replicate the entire bucket. For example, if you want to only replicate objects that are in the

Prefix “Finance”, specify that scope. For more information on filtering objects for replication,

visit the documentation on specifying a filter in the S3 User Guide.

Source bucket
Source bucket name
aws-s3-replication-tutorial-source-bucket

Source Region

EU (Frankfurt) eu-central-1

Choose a rule scope
© Limit the scope of this rule using one or more filters

Apply to all objects in the bucket

Filter type

You can filter objects by prefix, object tags, or a combination of both.

Prefix

Add a filter to limit the scope of this rule to a single prefix.

Finance

Do
F ols

include the bucket name in the prefix. Using certain characters in key name

Tags

You can limit the scope of this rule to the key value pairs added below

| Add tag |

3. Choose the destination bucket

Implementation
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5.

Choose the destination bucket by selecting the Browse S3 button. You can replicate to a
destination bucket in the same or different AWS Region, and in the same or different AWS
account. Note that you will need two different S3 buckets to configure replication, and both
buckets (source and destination) must have S3 Versioning enabled. The S3 console does not
provide you with a way to create a new S3 bucket in the replication setup process. In this
example, we chose the destination bucket to be “aws-s3-replication-tutorial-destination-
bucket.”

Destination

Destination

You can replicate objects across buckets in different AWS Regions (Cross-Region Replication) or you can replicate objects across buckets in
the same AWS Region (Same-Region Replication). You can also specify a different bucket for each rule in the configuration. Learn more E
or see Amazon 53 pricing E

© Choose a bucket in this account

Specify a bucket in another account

Bucket name
Choose the bucket that will receive replicated objects.

aws-s3-replication-tutorial-destination-bucket | | Browse 53 ||

Destination Region
US West (M. California) us-west-1

Set up IAM permissions

When creating new replication rules from the same source bucket, make sure that the IAM
role associated with this configuration has sufficient permissions to write new objects in the
new destination bucket. You can choose to create a new IAM role or select an existing IAM role
with the right set of permissions. For more information, see the documentation on setting up
permissions for S3 Replication.

Destination Region
US West (N. California) us-west-1

1AM role

© Choose from existing IAM roles
Enter |IAM role ARN

1AM role

| Create new role v | ‘ &

(Optional) Configure encryption

Skip this step if your objects are not encrypted.

Implementation 8


https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html

Replicate Data within and between AWS Regions Hands-on tutorials

If your objects are encrypted with Amazon S3-managed encryption keys (SSE-S3) or AWS Key
Management Service (AWS KMS), you will need to specify the encryption options while setting
up replication. S3 Replication supports SSE-S3 (default encryption) and AWS KMS server-side
encryption. If you choose AWS KMS encryption, you will need to provide the AWS KMS keys to
decrypt in source and re-encrypt in destination. To save on AWS KMS costs, you also have the
option to enable Amazon S3 Bucket Keys.

Encryption

Replicate objects encrypted with AWS KMS

You can replicate objects that are encrypted with AWS Key Management Service (AWS KMS) keys.

/A Replication might increase the number of KMS requests you will make in the source and destination AWS
Reglons. Learn more about KMs operation quotas [

AWS KMS keys for decrypting source objects (1) C

Q

Alias v Key ID A

aws/fs3 . i

Customer ARNs - aptional
Add custom ARNs using the key ARM or the alias ARN

Add key

AWS KMS key for encrypting destination objects
O AWS managed key (aws/s3)

Choose from your AWS KMS keys
Enter AWS KMS key ARN

6. Select the storage class

Next, you will have the option to choose a different S3 storage class for your replicated objects
at the destination bucket. Consider choosing lower cost storage classes as appropriate for your
workloads. For example, you can choose the Amazon Glacier Instant Retrieval storage class if
your replicated objects will be infrequently accessed but need to be retrieved in milliseconds,
S3 Glacier Deep Archive to archive data that rarely needs to be accessed, and S3 Intelligent-
Tiering to optimize storage costs for data with unpredictable or changing access patterns. For
more information, see the documentation on using Amazon S3 storage classes.

Implementation
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https://aws.amazon.com/kms/
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Destination storage class

Amazon 53 offers a range of storage classes designed for different use cases. Learn more E or see Amazon S3 pricing B

Change the storage class for the replicated objects

Storage class

Storage Availability Min storage
Designed for

class Zones duration
Frequently accessed data (more than once a

o Standard 9 Y access \ =3

month) with milliseconds access

Intelligent- Data with changing or unknown access .3

Tiering patterns -
Infrequently accessed data (once a month

Standard-IA quencly ( ) >3 30 days
with milliseconds access
Recreatable, infrequently accessed data

One Zone-

A (once a month) stored in a single 1 30 days
Availability Zone with milliseconds access

Glacier Long-lived archive data accessed once a

Instant quarter with instant retrieval in =3 90 days

Choose additional options

Choose Additional replication options, such as enabling S3 Replication Time Control (53 RTC),
Replication metrics and notifications, Delete marker replication, and Replica modifications

sync. S3 RTC helps you meet compliance and business requirements as it provides an SLA of 15
minutes to replicate 99.99% of your objects. RTC can be enabled along with S3 Cross-Region
Replication (S3 CRR) and S3 Same-Region Replication (S3 SRR) and has replication metrics and
notifications enabled, by default. For non-RTC rules, you have the option to select Replication
metrics and notifications, which provide detailed metrics to track minute-by-minute progress
of bytes pending, operations pending, and replication latency for the replication rule. Selecting
Delete marker replication means deletes on the source bucket will be replicated to the
destination bucket. This should be enabled if you want to keep the source and destination
buckets in sync, but not if the goal is to protect against accidental or malicious deletes. To
establish two-way replication between two S3 buckets, create bidirectional replication rules

(A to B, and B to A) and enable Replica modification sync for both of the replication rules in
the source and destination S3 buckets. This will help you to keep object metadata such as tags,
ACLs, and Object Lock settings in sync between replicas and source objects.

Review the replication configuration, and choose Save.

Implementation 10
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Additional replication options

Replication Time Control (RTC)
Replication Time Control replicates 99.95% of new objects within 15 minutes and provides replication metrics and notifications.
Additional fees will apply. Learn more Z

Replication metrics and notifications
Monitor the progress of your replication rule through Cloudwatch Metrics. Cloudwatch metrics fees apply. Learn more B or see
Amazon Cloudwatch pricing [4

Delete marker replication
Delete markers created by 53 delete operations will be replicated. Delete markers created by lifecycle rules are not replicated. Learn
more Z

Replica modification sync
Replicate metadata changes made to replicas in this bucket to the destination bucket. Learn more [/

Step 4: Create another replication rule

Create another S3 Replication rule on the same source S3 bucket to another destination S3 bucket.

1. Name and enable your rule

Repeat the previous steps to create another S3 Replication rule from the same source S3
bucket to another destination S3 bucket. Provide a Replication rule name and enable the
replication rule by selecting Enabled under the Status section. Choose what to replicate by
choosing the scope of the replication rule.

Implementation 11
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2.

3.

Amazon 53 Buckets aws-s3-replication-tutorial-source-bucket

Create replication rule

Replication rule configuration

Replication rule name

Replication rules Create replication rule

CRR-second-destination-noRTC

Up to 255 characters. In order to be able to use ClowdWatch metrics to manitor the progress of your replication rule, the replication rule

name must only contain English characters.

Status

Choase whether the rule will be enabled or disabled when created

Disabled

Priority

The priority value resolves conflicts that accur when an object is eligible for replication under multiple rules te the same destination. The

rule is added to the configuration at the highest priarity and the pristity can be changed on the replication rules table

2

Source bucket
Source bucket name
aws-s3-replication-tutorial-source-bucket

Source Reglon

EU (Frankfurt) eu-central-1

Choose a rule scope

© Apply to all objects in the bucket

Limit the scope of this rule using one or more filters

Destination

Destination

You can replicate objects across buckets in different AWS Regions (Cross-R
the same AWS Region (Same-Region Replication). You can also specify a di

or see Amazon 53 pricing [4
O Choose a bucket in this account
Specify a bucket in another account

Choose objects to replicate

1 Replication) or you can replicate objects across buckets in
nit bucket for each rule in the configuration. Learn more [

Choose the destination bucket by selecting the Browse S3 button. In this example, we chose
the destination bucket to be “ack-test-bucket-us-east-1".

Destination

Destination

You can replicate objects across buckets in different AWS Regiens (Cross-Region Replication) or you can replicate cbjects across buckets in
the same AWS Region (Same-Region Replication). You can also specify a different bucket for each rule in the configuration, Learn mare [

or see Amazon 53 pricing [/
© Choose a bucket in this account
Specify a bucket in another account

Bucket name

Choose the bucket that will receive replicated abjects.

ack-test-bucket-us-east-1

| | Browse 53

Destination Region
US East (N. Virginia) us-east-1

Select the storage class

Implementation
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Select the Destination S3 storage class. In this example, we chose to replicate to the S3
Standard storage class in the destination bucket.

Destination storage class

Amazon 53 offers a range of storage classes designed for different use cases. Learn more [ or see Amazon $3 pricing [

Change the storage class for the replicated objects

Storage class

Storage Designed for Availability Min storage

class Zones duration
Frequently accessed data (more than once a

° SHncay month) with milliseconds access 3L .

Intelligent- Data with changing or unknown access .3

Tiering patterns

Standard-1a Infrequetllly accessed data (once a month) .3 30 days
with milliseconds access
Recreatable, infrequently accessed data

One Zone-

A (once a month) stored in a single 1 30 days
Availability Zone with milliseconds access

Glacler Long-lived archive data accessed once a

Instant quarter with instant retrieval in 23 90 days

Retrieval milliseconds

Glacler

Flexible Long-lived archive data accessed once a

Retrieval N 23 90 days
year with retrieval of minutes to hours

(formerly

Glacler)

Glacie

cler Long-lived archive data accessed less than

Deep =3 180 days
once a year with retrieval of hours

Archive
Moncritical, frequently accessed data with

Reduced
milliseconds access (not recommended as 23 -

redundancy

53 Standard Is more cost effective)

4. Choose additional options

Choose Additional replication options for the replication rule. In this example, we chose to
enable S3 Replication Time Control (RTC).

|Adtlitional replication optionsl

Replication Time Control (RTC)

Additional fees will apply. Learn more [}

Replication Time Control replicates 99.99% of new objects within 15 minutes and provides replication metries and notifications.

Amazon Closdwatch pricing [

Delete marker replication

Delete markers created by 53 delete operations will be replicated. Delete markers created by lifecycle rules are not replicated. Learn

more [4

Replica medification sync

Replicate metadata changes made to replicas in this bucket to the destination bucket. Learn mare [

Learn more [

Cancel

Implementation
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Step 5: Review replication configuration

«  After you save the replication rule, you are back on the S3 Replication landing page, as shown

in the following screenshot. Here, you can review the replication configuration with all the
different replication rules, and the rule priorities and the additional options, such as encryption

and RTC.

Next, upload a new obiject to the replication source bucket to test the newly added replication

configuration. Confirm that you see that object replicated to the new destination bucket.
Replication metrics can take a few minutes to show up in the S3 console.

Amazon 53 Buckets aws-s3-replication-tutorial-source-bucket Replication rules

Replication rules .

Replication enables automatic and asynchronous copying of objects across buckets in the same or different AWS Regions. A replication configuration is a set of rules that define what options should be applied to a group of objects during

replication.

Replication configuration settings

Configuration settings affect all replication rules in the bucket

Source bucket
aws-s3-replication-tutorial-source-bucket

Source Region
EU (Frankfurt) eu-central-1

Replication rules (2)

Create replication rule

53 to apply during replication such as server-side encryption, replica ownership, transitioning replicas t

Step 6: Monitor replication progress

Replication Destination
P Status Destination bucket N Priority ¥ Scope
rule name Region
CRR-second-
53:/ /ack-test-bucket- US East (N. Entire
destination- Enabled N 1
us-east-1 Virginia) us-east-1 bucket
noRTC
N $3://aws-s3- US West (M.
testing 1:N Prefix:
- Enabled replication-tutorial- California) us- ] N
replication Ny Finance
destination-bucket west-1

Storage
class

Transition to
standard

Same as
source

1_role_for_aws-s3-replication-tutorial-source-buc|

o another storage class, and more. Learn more

Replica
owner

Same as
source

Same as
source

ket [4

Replication
Time Control

Enabled

Disabled

Create replication job H Edit ‘

1 @
KMs- Replica
encrypted modification
objects sync

Do not replicate

Do not replicate

Disabled

Disabled

Now that you've configured replication for this bucket, you can track per-destination metrics and

notifications.

1. View the Metrics tab

Open the Metrics tab for the source bucket.

Implementation
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Amazon 53

Buckets data-protection-obj-lock ..

Acress Points
Object Lambca Access Points Objects Froperties Permissions E Management Aroess Paints
Mulsl-Aegion Access Poits

o

Bucket metrics

=

Total bucket size O — Total number of objects —

2. Analyze replication metrics

Navigate down to view Replication metrics and select one or more Replication rules to
monitor. Choose Display charts to see Operations pending replication, Bytes pending
replication, and Replication latency for all replication rules.

Replication metrics
Meniter the total number and size of cbjects that are perding replication, and the masirum replication time to the destination Region. Lesrn mere [4

Replication rules

v Display charts

testing 1:N replication | | CRR-second-destination-noRTC X

3. (Optional) Monitor with CloudWatch

Additionally, you can use the View in CloudWatch link to view the Replication metrics on
Amazon CloudWatch. Here you can get a comprehensive view of the replication metrics for

each replication rule, source bucket, and destination bucket in one place. Additionally, you can
gather actionable insights and set alarms to monitor the metrics. For more information, see
Using Amazon CloudWatch alarms.
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Replication rules

Operations pending replication Replication latency

Bytes pending replication

Bytes pending replication

%

# testing LN replication - CRR-second-destination-noRTC

Step 7: Monitor replication status for individual objects

You can use Amazon S3 Inventory to audit and report on the replication status of your objects for

business, compliance, and regulatory needs. Replication status can help you determine the current
state of an object being replicated. The replication status of a source object will return either
Pending, Completed, or Failed. The replication status of a replica will return Replica. For more
details on replication status, see Getting replication status information. For more information on

configuring the Amazon S3 Inventory report, see the documentation on managing and analyzing

your data at scale using Amazon S3 Inventory and Amazon Athena.

Clean up resources

1. Open the S3 console
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If you have logged out of your AWS Management Console session, log back in. Navigate to the
S3 console and select the Buckets menu option. First, you will need to delete the test object
from your test bucket. Select the name of the bucket you have been working with for this
tutorial.

Amazon 53

* feesunt snapshet View Srage Lims dasnbeard
Buckets (26 s Q| P conyann tmpry (ST creste bocke |
e

Hame & AWS Raghn

e P —— LIS Wt P Cal orria) us-wess. |

2. Select the object

Put a check mark in the check box to the left of your test object name, then choose the Delete
button.

Amazon 53 Buckets aws-s3-replication-tutorial-source-bucket

aws-s3-replication-tutorial-source-bucket ..

Objects Properties Permissions Metrics Management Access Polnts
Objects (10)
Objects are the fundamental entities stored in Amazon 5. You can use Amazon 53 inventory [2] to get a list of all objects in your bucket. For others to access your objects, you'll need to explicity grant them permissions.
A
(& & Copy 53 URI & Copy URL [ Download Open [2 Actlons ¥ Create folder
Q OB show versions 1 ®
-] Name A Type v Last modified v Size 4 Storage class
I [ test_doc_1.docx docx September 1, 2022, 16:03:58 (UTC-07:00) 11.6 KB Standard

3. Delete the object

On the Delete objects page, verify that you have selected the proper object to delete and
enter delete into the Permanently delete objects confirmation box. Then, choose the Delete
object button to continue.
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Amazon 53 Buckets aws=s3-replication-tutorial-source-bucket Delete objects
Delete objects ...

/A If a folder is selected for deletion, all objects in the folder will be deleted, and any new objects added while the
delete action is in progress might also be deleted. If an object is selected for deletion, any new objects with the
same name that are uploaded before the delete action is completed will also be deleted.

Learn more [

Deleting the specified objects adds delete markers to them
If you need to undo the delete action, you can delete the delete markers. Learn more [

Specified objects

Q 1
Name A Type © Last modified v Size v
[ test_doc_1.docx docx September 1, 2022, 16:03;58 (UTC-07:00) 11.6 KB

Delete objects?

To confirm deletion, type delete in the text input field.

I delete |

Cancel Delete objects

4. Confirm deletion

Next, you will be presented with a banner indicating if the deletion has been successful.

(@ Swccessfully deleted objects
View detalls below.
Delete objects: status (o=

@ The information below will no Ionger be avallable after you navigate away from this page.

Summary
Source Successfully deleted Failed to delebe
%3/ /aws-s3-replication-tutoriat- source- bucket © 1 obiect, 11,5 KB 0 objects
Falled to delite Configuration
@ Failed to delete (0]
Q 1
Hame N Falder Type v Last modified size Errar

No objects falled to delete.

5. Delete the source bucket

Finally, you need to delete the test buckets you have created. Return to the list of buckets
in your account. Select the radio button to the left of the source bucket you created for this
tutorial, and then choose the Delete button.
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Amazon 53 s Amazon 53
Buckers * Account snapshot Wiew Storage Lens dashboard
Accets Point Lt upedatect: Sep §, 2022 by Storege Lasa. Metrics sre genersted swery 24 bous Lesm meee [
oy 43 Acewss Points
MuIt-Region Access Points
Buckets (26) c [0 e moty
Access anatyzer for $3
Q 1 @
Blnck Public Arcess settings for Hame a4 AWS Rglon v howss v Creatlon date
thés account
Bucket and
» Storage Lens ack-test-3-us-east-2 US Weest (N, California) us-west-1 aljects not August 24, 2022, 160219 (UTC-O7:00)
public
Dashiboards
i Bucket and
AWS Organizations settings A LEST-DUCRT-LIs-8a51- 1 US East (M, Vinginla) us-gast-1 objects not August 24, 2022, V601,16 (UTC-07:00)
publle
F " Bucket and
Feature spoclight. i) acktest-bucket-us-west=1 US West (. California) us-west-1 objects not Ausgust 24, 2022, 1601:45 (UTCO700)
public
Bucket and
* AWS Marketplace for 53 ELI (Frankturt] eu-central-1 abjects net August 24, 2022, 160031 (UTC-OT00)
public
Bucket and
aws-s3-replication-tutorial-destination-bucket US West (N, Californla) us-west-1 objects not September 1, 2022, 14:54:47 (UTC.07:00)
publle
Bucket and
o aws-s3-replication-tutorial-source-bucket EL (Frankfurt] eu-central-1 objects not September 1, 2022, 14:47:22 (UTC-07:00)
public

6. Confirm deletion

Review the warning message. If you desire to continue deletion of this bucket, enter the bucket
name into the Delete bucket confirmation box, and choose Delete bucket.

Amazon 53 Buckets aws-s3-replication-tutorial-source-bucket Delete bucket

Delete bucket .«

A . Deleting a bucket cannot be undone.
« Bucket names are unique. If you delete a bucket, another AWS user can use the name.

Learn more Z

Delete bucket "aws-s3-replication-tutorial-source-bucket"?

To confirm deletion, enter the name of the bucket in the text input field.

aws-s3-replication-tutorial-source-bucket |

7. Delete the destination bucket

Repeat the previous steps to delete the destination bucket created as part of this tutorial as
well. Return to the list of buckets in your account. Select the radio button to the left of the
source bucket you created for this tutorial, and then choose the Delete button.
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Amazon 53 *

* Account snapshot View Storage Lens dashboard
ast wpdated: Sep 6, 2002 by Sterage Lens. ©
a 1 @
Block Public Asoess settings for Name " AWS Reglon = Access v Creation date
this account
Bucket and
US West (N, California) us-west-1 objects not August 24, 2022, 16:02:19 (UTC-07:00)
public
Bue
o ST ack-test-bucket-us-gast-1 US East ML Virginla) us-gast-1 obje August 24, 2022, 16:00:16 (UTC-07:00)

bl

Bucicet and

Ket-uwest-1 US west (N, Califormia) us-west-1 objects nat August 24, 2022, 16:01:45 (UTC-07:00)
public
Bucket and
iarplacs fes Bkt EU (Frankfurt]) eu-centrai-1 aibjects pat August 24, 2022, 16:00:31 (UTC-OT:00)
public
Buciket and
[+] - 8- U6 DAt |- hestina - B ekt US Wit (N, Califormia) Ls-west-1 abjects pat Saplemiber 1, 2022, 14:54:47 (UTC-0T00)
public

8. Confirm deletion

Review the warning message. If you desire to continue deletion of this bucket, enter the bucket
name into the Delete bucket confirmation box, and choose Delete bucket.

Amazon 53 Buckets aws-s3-replication-tutorial-destination-bucket Delete bucket

Delete bucket ...

A Deleting a bucket cannot be undone.
* Bucket names are unigue. If you delete a bucket, another AWS user can use the name.
Learn more [

Delete bucket "aws-s3-replication-tutorial-destination-bucket"?

To confirm deletion, enter the name of the bucket in the text input field.

aws-s3-replication-tutorial-destination-bucket

Conclusion

Congratulations! You have learned how to use S3 Replication to replicate objects from source
to destination S3 buckets across one or many AWS Regions to meet compliance requirements,
minimize latency, and increase operational efficiency.

S3 Replication is a fully managed, low cost, policy-based storage management feature designed

to require little to no manual intervention. We recommend you enable metrics and notifications
for each replication rule, turn on Amazon S3 Event Notifications on your source bucket, and enable
appropriate Amazon CloudWatch metrics and alerts. Once enabled, you will be able to track the
progress of S3 Replication to one or more S3 buckets.
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