aws

APl Reference

AWS AppFabric

API Version 2023-05-19

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS AppFabric API Reference

AWS AppFabric: APl Reference

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




AWS AppFabric API Reference

Table of Contents

W ELCOIMIE caeeeeeieereecrneeereneesecesessecesecsssssesssessesssessssssssssssssssssssssassssssssssassssssssssssssssssssssssssssasassnsasssanessnse |

ALCTIONS eeeeeeeeireereeernienerrecesecsscssesssesssssssssssssssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssassssssssssasessnsane 2

BatChGETUSEIACCESSTASKS ....coveieiirieriiteinietetsesieteestestetesesteste e s e ste st ssessessssassessessesassessesessassensensssansesassens 3
REQUEST SYNTAX weeiiiiiiiieiieieccteeie sttt este st see e s sae e st e s sae s s e e s sse e s st asssesssaesssassssasssessaesssessstesssessssessseesseans 3
URI REQUEST PAramEters ....ccuiiiiiiiiiieerieerciteesteesetessseresesseesesstessseesssseessssesssssesssssassssssssssaesssessssseens 3
REQUEST BOAY ...ttt ettt et te s te st e s e e e e et et e sae st e s s e s e e se e e e s esassassansessassaennanaans 3
RESPONSE SYNTAX .eeiiiiiieiiiieieectcete et este st est e et e s sae s sre e s sae e st e s saesssaessseesasasssesssaesssasssaesssessssessssesssesssannn 4
RESPONSE ELEMENTS ...ttt et st st e st e e e e et et et et e saessasseeneesaensanaan 4
o g o OO S TSRO RPRO 5
SEE ALSO .ttt ettt sttt et a et s h et et e R e e et et e se b e e e seese b eneesetenaesaesans 6

CoNNECtAPPAULNOIZATION ..ottt e e sae st e b e e e e e e e e e a et e aesaanes 7
REQUEST SYNTAX weeiiiiiiiieiieieccteeiessteesteestes e seeesste e st e s saess e e s saeesseesssesssaessessssasssesssaesssessssesssessssesseesseans 7
URI REQUEST PAramEters ....ccouiiieiiriiieeieercteeecieesetessseeesssseesessteseseessssesssssesssssesssssesssssssssssessssesssnseens 7
REQUEST BOAY ...ttt ettt te e st e e e e et e et e ae st e st e s s e s e e seesaesaesansasansessassaensannans 8
RESPONSE SYNTAX .eeiiiiiieiiiiriercteete et esste st este st e s saessse e s sae e st e s saesssaesssessssesssesssaesssesssaesssessssessseesssesssannns 8
RESPONSE ELEMENTS ...ttt ettt e te s ae et e e e e e e e et et et e sasbasseeneesaeneanaan 8
EFTOIS ettt ettt ettt s e e st st e e e s et e e e b e s b et e bt e b e et e en e st e et e e st e b e et ene s 9
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 10

CreateAPPAULNOTIZALION ...ttt s e sa et et e b e st e saesae e e snesnans 11
REQUEST SYNTAX ceiiiiiiiiitirieecterte st cstes st este s sre st e s sae e st e s saesssaeesaeesseesssasssaesssaesssasssessssesssessseesssesssaesnees 11
URI REQUEST PArammEters .....cccuiiiiiiieiiiieciteeiteecteseriee s sneeseseeesesseesssnesssnsesssssesssssasssseessssssssssasssssassssees 11
REQUEST BOAY ..ottt ettt e te s te e e e e s e et et e st e st e st e s b e e seesa e e e e et ansesassassassaesaanes 12
RESPONSE SYNTAX c.eiiiiiiiiiiieiieeiecctcste et este st estessaeestessaesssaessseesstesssessssesssaesssesssessssessseesseesssessssesssens 14
RESPONSE ELEMENTS ...ttt ettt st e st e s s e e e et e b et e ste s e seesaesnennannans 14
= g o SRRSO OPRPRRO 15
SEE ALSO .ttt ettt et sttt ettt et e s b et et e R et et e se st et e s e s se s eseeaestentenaes 17

CrEatEAPPBUNALE ...ttt te st e st e st e e e e e e e et et e st e st e s e s e e seesaesaenaenaantansansan 18
REQUEST SYNTAX ceiiiiiiiiiieeieectertecse sttt este s e st e s st e s e e s saesssaessaeesseasssesssaessseesssasssessssessseessaesssessseessees 18
URI REQUEST PAramIELers ......oo ittt cstes st eessaeesstessaessstessaesssaessaesssaesssaesssesssessssessssesseens 18
REQUEST BOAY ...ttt ettt et e st e e s e s e e s et et e st et e s b e e seesa e e e e et antesassassassaesaanes 18
RESPONSE SYNTAX ceeiiiiiiiiiiiiieeteecteste et este st este st e stessaesssaessaeessaessesssaesssaesssasssessssessseesssesssesssaessens 19
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 20
EFTOIS ettt ettt st e sb e st st s st st e et e bt et et s b e e b e e a e e s e et e e st e se st e e at e sa e beeneees 20
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 22

API Version 2023-05-19 iii



AWS AppFabric API Reference

CrEAtEINGESTION .ttt sre st e e st e s sae s be e st e s s s e e s sbessaessbassseesssesssaesssesssessssensnes 23
REQUEST SYNTAX ceiiiiiiiiiiiiieecterte sttt st e s sre st e ssae e st e s sseessaeesae e saesssesssaesssesssaasssessssesssesssaesssessssennees 23
URI REQUEST PAramIELers ......oo ittt tecstesste st e s sreesstessaesssaessaesssaessaessssesssassssasssnssssessssesseens 23
REQUEST BOAY ...ttt ettt et e s te s e e s e e s e e et e st e st e s s e s saesa e e e e et ansesassassasseesaanes 23
RESPONSE SYNTAX cetiiiiiiiiiiiiieeieecteste et este st s ee et e stessaesssaessseesstesssesssaesssaesssesssessssessseesseesssessssesssens 25
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 26
EFTOIS ettt ettt et et b et et a e st e e st e bt et et s b e e b e e a e e b e et e e st e se et e e at e be e besneee 26
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 28

CreatelngestioNDESTINATION ...ttt et s e e st e s ae s s saessaaesaessaeessaesssaesnnans 29
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 29
URI REQUEST PAramIELers ......oo ittt cstee st eessseesstessaesssaessaesssaessassssaesssassssesssaasssesssaesseens 29
REQUEST BOAY ...ttt ettt et e s te s e e s e e s e e et e st e st e s s e s saesa e e e e et ansesassassasseesaanes 30
RESPONSE SYNTAX ceeiruiiiiiiiiieieriercterte et este st este st estessaesssaessaeessaesssasssaesssessssesssessssessseesseesssessssesssens 31
RESPONSE ELEMENTS ...ttt ettt e st st e e e e e sa et et et e st e s e sessaesnennannans 31
EFTOIS ettt ettt sttt et e sb e st b e st e et e b e et et s b e et e e a e e s s e et e e st s se st e e at e baebesseees 32
SEE ALSO .ttt sttt et sttt et e st e e e s b et et e R et et e e se st et e e e se e e e eaessentenans 33

DeleteAPPAULNOTIZATION ...ttt sa et st be s s s re e e e e e aeaenes 35
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt cste s e s st e s sae e st e s saesssaessseesseasssesssaesssessssasssessssesssesssaesssesssaensees 35
URI REQUEST PArammEters .....cccuiiiiiiieiiiieiieeecieeeeesesnee s sntesesaeesesseessssesssnsesssssesssssesssseessssesssssasssssasssnnes 35
REQUEST BOAY ...ttt ettt et e s te e s e s e e s et et et e st e s b e e saesa e e e e et antesassassessaesaanes 35
RESPONSE SYNTAX cetiriiiiiiiiiiiierieccteste ettt ssre s tessreestessaessaessseessaesssesssaesssaesssesssessssessseesseesssessssesssens 36
RESPONSE ELEMENTS ...ttt te st e st e st e s e e e e e e et e b e besaa s e saeseesnennannans 36
EFTOTS ettt ettt et et sb e st tseae st e et e b e et et e bt e b e e a e s b e e b e e ae e se st e e at e beebesseees 36
SEE ALSO .ttt ettt et sttt ettt sbe st et e s et e e e s et et e s e ste s e e eaestentenans 37

DELELEAPPBUNALE ...ttt st e e sa et et e st e st e s b e e e e sa e e esa et e testessassassaesaenaanean 39
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt st e st st e s st e st e e saesssaeessessseesssasssaasssaesssasssessssesssesssaesssessseesnees 39
URI REQUEST PAramIELers ......oo ittt ettt ee s sae e s tessaesssaessaessstessasssssesssaesssassssasssesssaesseens 39
REQUEST BOAY ...ttt ettt et e s ae st e e s e e s et et et e st e s beesaese e e e e et ansessassassassnesaanes 39
RESPONSE SYNTAX cetiiiiiiiiiiieiierieecteste st este st s ae st e s tessaesssaessseessaesssessssesssaesssasssessssessseesssesssesssaessens 39
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 39
EFTOIS ettt ettt st e sb e st st s st st e et e bt et et s b e e b e e a e e s e et e e st e se st e e at e sa e beeneees 39
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 41

DELETEINGESTION ..ottt ettt e st e s te st e et e e e et e st et e st e s e e e saesaesae s e s entansasansassasseanaans 42
REQUEST SYNTAX ittt cste sttt s st st e s st e st e s saesssaeesaeesseasssasssaesssaesssasssessssessseessaesssesssaessees 42
URI REQUEST PAramIELers ......ooiiiieeiecteecttestee ettt eessreeseessaesssaessaesssaessaesssaesssassssasssnasssesssaesseens 42
REQUEST BOAY ...ttt ettt et e s e s e e e e s e e e et e st et et e s b e e saese e e e e et antessansassessaesaanes 42

API Version 2023-05-19 iv



AWS AppFabric API Reference

RESPONSE SYNTAX cetiiiiiiiiiiiicieeiecstcste et este st e s te st e stessaesssaessseessaesssesssaesssaesssesssessssessseesssesssessssessens 43
RESPONSE ELEMENTS ...ttt ettt e st st e s e e e e e e et et et e ste s e sesseesnennannans 43
= g o SRRSO RSP SRRTRRRRO 43
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 44
DeletelngestioNDeStiNAtION ...ttt e te e e s e e e e e et e s e aesaa s e snenaens 46
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 46
URI REQUEST PAramIELErs ......oooiiiiieiecteecttestee ettt ee s saeeseessaessstesssesssaessaesssaesssaesssasssnasssesssaesseens 46
REQUEST BOAY ...ttt ettt et e s te s e e s e e s e e et e st e st e s s e s saesa e e e e et ansesassassasseesaanes 47
RESPONSE SYNTAX cetiiiiiiiiiiiiiieeieesteste et este st este st e s tessaesssaessseesstesssesssaesssaesssassseasssessseesseesssessssessens 47
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 47
= g o SRRSO S PRSP 47
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 49
GELAPPAULNOIZATION ..ottt e e a e e st st e st e s esse e e e e e e e saestestansanes 50
REQUEST SYNTAX .eiiiiiiiiiieieectertecse sttt cste s sae st e s st e st e s saesssaessaeessaasssasssaesssessssasssassssesssesssaesssessseennees 50
URI REQUEST PAramIELErs ......oo ittt csteeste s eessreesstessaesssaessaessssessaeassaesssassssesssnasssessssesseens 50
REQUEST BOAY ..ottt ettt e tesae e e e s e e e et et e st et e s s e e saesa e e e e et antensassassassnesaanes 50
RESPONSE SYNTAX ceeiiiiiiiiiiieiieeieecteste st este st s te st e stessaessaessaeessaesssessssesssaesssessseesssessssesseesssesssaesssens 51
RESPONSE ELEMENTS ...ttt et e st e st e s e e e e e et e ae st e ste s e aeeseesnennannans 51
= g o TSSOSO 51
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 53
GELAPPBUNALE ...ttt ettt te s te e e e e et st e st e b e st e st e e e e e e st et et esaasbassassaenaassensansanes 54
REQUEST SYNTAX ceiiiiiiiiitirieecterte st cstes st este s sre st e s sae e st e s saesssaeesaeesseesssasssaesssaesssasssessssesssessseesssesssaesnees 54
URI REQUEST PArammEters .....cccuiiiiiiieiiiieciteeiteecteseriee s sneeseseeesesseesssnesssnsesssssesssssasssseessssssssssasssssassssees 54
REQUEST BOAY ..ottt ettt e te s te e e e e s e et et e st e st e st e s b e e seesa e e e e et ansesassassassaesaanes 54
RESPONSE SYNTAX c.eiiiiiiiiiiieiieeiecctcste et este st estessaeestessaesssaessseesstesssessssesssaesssesssessssessseesseesssessssesssens 54
RESPONSE ELEMENTS ...ttt ettt st e st e s s e e e et e b et e ste s e seesaesnennannans 55
= g o SRRSO OPRPRRO 55
SEE ALSO .ttt ettt et sttt ettt et e s b et et e R et et e se st et e s e s se s eseeaestentenaes 56
GEEINGESTION .ttt s e s e st s s b e e s b e s ae e e e s saeessaessae e saesssaesssessseessaessseessaensses 58
REQUEST SYNTAX ceiiiiiiiiiieeieectertecse sttt este s e st e s st e s e e s saesssaessaeesseasssesssaessseesssasssessssessseessaesssessseessees 58
URI REQUEST PAramIELers ......oo ittt cstes st eessaeesstessaessstessaesssaessaesssaesssaesssesssessssessssesseens 58
REQUEST BOAY ...ttt ettt et e st e e s e s e e s et et e st et e s b e e seesa e e e e et antesassassassaesaanes 58
RESPONSE SYNTAX ceeiiiiiiiiiiiiieeteecteste et este st este st e stessaesssaessaeessaessesssaesssaesssasssessssessseesssesssesssaessens 59
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 59
EFTOIS ettt ettt st e sb e st st s st st e et e bt et et s b e e b e e a e e s e et e e st e se st e e at e sa e beeneees 59
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 61

API Version 2023-05-19 v



AWS AppFabric API Reference

GetINgeStiIONDESTINATION ...cviieeeeeee et ettt e e s ae e st e s sae s s e e s ae e st assae s saesssaesnnans 62
REQUEST SYNTAX ceiiiiiiiiiiiiieecterte sttt st e s sre st e ssae e st e s sseessaeesae e saesssesssaesssesssaasssessssesssesssaesssessssennees 62
URI REQUEST PAramIELers ......oo ittt tecstesste st e s sreesstessaesssaessaesssaessaessssesssassssasssnssssessssesseens 62
REQUEST BOAY ...ttt ettt et e s te s e e s e e s e e et e st e st e s s e s saesa e e e e et ansesassassasseesaanes 63
RESPONSE SYNTAX cetiiiiiiiiiiiiieeieecteste et este st s ee et e stessaesssaessseesstesssesssaesssaesssesssessssessseesseesssessssesssens 63
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 63
EFTOIS ettt ettt et et b et et a e st e e st e bt et et s b e e b e e a e e b e et e e st e se et e e at e be e besneee 64
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 65

LISTAPPAULNOMZATIONS ...ttt st et e s ae s b e s s e e e e e e et e sassanaanes 66
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 66
URI REQUEST PAramIELers ......oo ittt cstee st eessseesstessaesssaessaesssaessassssaesssassssesssaasssesssaesseens 66
REQUEST BOAY ...ttt ettt et e s te s e e s e e s e e et e st e st e s s e s saesa e e e e et ansesassassasseesaanes 67
RESPONSE SYNTAX ceeiruiiiiiiiiieieriercterte et este st este st estessaesssaessaeessaesssasssaesssessssesssessssessseesseesssessssesssens 67
RESPONSE ELEMENTS ...ttt ettt e st st e e e e e sa et et et e st e s e sessaesnennannans 67
EFTOIS ettt ettt sttt et e sb e st b e st e et e b e et et s b e et e e a e e s s e et e e st s se st e e at e baebesseees 68
SEE ALSO .ttt sttt et sttt et e st e e e s b et et e R et et e e se st et e e e se e e e eaessentenans 69

LISEAPPBUNGALES ...ttt te ettt e st et e st e e s e e se e e et et et e tastansassassneseessansensansansan 71
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt cste s e s st e s sae e st e s saesssaessseesseasssesssaesssessssasssessssesssesssaesssesssaensees 71
URI REQUEST PArammEters .....cccuiiiiiiieiiiieiieeecieeeeesesnee s sntesesaeesesseessssesssnsesssssesssssesssseessssesssssasssssasssnnes 71
REQUEST BOAY ...ttt ettt et e s te e s e s e e s et et et e st e s b e e saesa e e e e et antesassassessaesaanes 71
RESPONSE SYNTAX cetiriiiiiiiiiiiierieccteste ettt ssre s tessreestessaessaessseessaesssesssaesssaesssesssessssessseesseesssessssesssens 71
RESPONSE ELEMENTS ...ttt te st e st e st e s e e e e e e et e b e besaa s e saeseesnennannans 72
EFTOTS ettt ettt et et sb e st tseae st e et e b e et et e bt e b e e a e s b e e b e e ae e se st e e at e beebesseees 72
SEE ALSO .ttt ettt et sttt ettt sbe st et e s et e e e s et et e s e ste s e e eaestentenans 73

ListINgestioNDESTINATIONS ....ccouiieiieieiteetceter ettt ae st e s ae e re e s saessae e s s e s ssaesssessaessnesssassssannns 75
REQUEST SYNTAX ceiiiiiiiiiiieieecterte sttt st e st st e s st e st e e saesssaeessessseesssasssaasssaesssasssessssesssesssaesssessseesnees 75
URI REQUEST PArammEters .....cccuiiiiiiieiiieecieeeteeetesestesssreeseeeesesseessssesssssesssssesssssesssseessssesssssasssssasssnnes 75
REQUEST BOAY ...ttt ettt et e s ae st e e s e e s et et et e st e s beesaese e e e e et ansessassassassnesaanes 76
RESPONSE SYNTAX cetiiiiiiiiiiieiierieecteste st este st s ae st e s tessaesssaessseessaesssessssesssaesssasssessssessseesssesssesssaessens 76
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 76
= g o SRRSO TRTSRRPRPRT 77
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 78

LISEINGESTIONS ...eeeieeeteeteeteetecct ettt sttt et e st e st e st e s s st e s sae e st e s b e e saessaa e s st asssessssessseesssessseesssensssensees 80
REQUEST SYNTAX ittt cste sttt s st st e s st e st e s saesssaeesaeesseasssasssaesssaesssasssessssessseessaesssesssaessees 80
URI REQUEST PAramIELers ......ooiiiieeiecteecttestee ettt eessreeseessaesssaessaesssaessaesssaesssassssasssnasssesssaesseens 80
REQUEST BOAY ...ttt ettt et e s e s e e e e s e e e et e st et et e s b e e saese e e e e et antessansassessaesaanes 81

API Version 2023-05-19 vi



AWS AppFabric API Reference

RESPONSE SYNTAX cetiiiiiiiiiiiicieeiecstcste et este st e s te st e stessaesssaessseessaesssesssaesssaesssesssessssessseesssesssessssessens 81
RESPONSE ELEMENTS ...ttt ettt e st st e s e e e e e e et et et e ste s e sesseesnennannans 81
EFTOTS ettt ettt sttt et e b e et es bt st e et e bt et e et s b e e b e e a e e b e et e e st e se et e e at e seebesseees 82
SEE ALSO .ttt sttt sttt ettt et e s b et et e R et et e e s et et e s e sse s e e eaessentenaes 83
LIStTAGSFOIRESOUICE ...c.eviiiietteetecteete ettt st ssae e s sae s st e s saesssa e s seessaassasssaessseesssesssessseesssaesssesssassssennns 84
REQUEST SYNTAX ceiiiiiiiiiiiieieecterte sttt este s e st e s st e st e s saesssaeessessseasssassssesssaesssasssessssesssessseesssessseessees 84
URI REQUEST PAramIELErs ......oooiiiiieiecteecttestee ettt ee s saeeseessaessstesssesssaessaesssaesssaesssasssnasssesssaesseens 84
REQUEST BOAY ...ttt ettt et e s te s e e s e e s e e et e st e st e s s e s saesa e e e e et ansesassassasseesaanes 84
RESPONSE SYNTAX cetiiiiiiiiiiiiiieeieesteste et este st este st e s tessaesssaessseesstesssesssaesssaesssassseasssessseesseesssessssessens 84
RESPONSE ELEMENTS ...ttt ettt e st st e s e s e e sa et et e s tesaesaasseeseesnennannans 85
EFTOIS ettt ettt st et b et s s a e st e et e bt et et s be e b e e a e e s b e et e e st e se et e e at e beebesneaes 85
SEE ALSO .ttt ettt sttt et e st et s b et et e R et et e se st et e s e s se e et eaessentenans 86
STAMTINGESTION ..ttt ettt et e s e e st e s b e e s e e s ae e e e s se s ssaesaa e saessaesssesssaesssessseesseennnes 88
REQUEST SYNTAX .eiiiiiiiiiieieectertecse sttt cste s sae st e s st e st e s saesssaessaeessaasssasssaesssessssasssassssesssesssaesssessseennees 88
URI REQUEST PAramIELErs ......oo ittt csteeste s eessreesstessaesssaessaessssessaeassaesssassssesssnasssessssesseens 88
REQUEST BOAY ..ottt ettt e tesae e e e s e e e et et e st et e s s e e saesa e e e e et antensassassassnesaanes 88
RESPONSE SYNTAX ceeiiiiiiiiiiieiieeieecteste st este st s te st e stessaessaessaeessaesssessssesssaesssessseesssessssesseesssesssaesssens 89
RESPONSE ELEMENTS ...ttt et e st e st e s e e e e e et e ae st e ste s e aeeseesnennannans 89
EFTOIS ettt ettt st et sb e st s bt st e et e b e et e et s b e s b e e Rt e s b e et e e st e se st e e at e beebesseees 89
SEE ALSO .ttt ettt sttt s sttt ettt s b et et e R et et e e se st et e s e ste e eseeaestentenaes 90
SEArTUSEIACCESSTASKS ...uvvirviiiiirienientetsiesteteesiesteessessesteessestestssessestessssassessesessestessssensensesessessessesessensesesses 92
REQUEST SYNTAX ceiiiiiiiiitirieecterte st cstes st este s sre st e s sae e st e s saesssaeesaeesseesssasssaesssaesssasssessssesssessseesssesssaesnees 92
URI REQUEST PAramIELers ......oooiiiiieieecteeciterteetecstesste s eessreesstessaessstesssesssaessaessssesssassssasssnasssessssesseens 92
REQUEST BOAY ..ottt ettt e te s te e e e e s e et et e st e st e st e s b e e seesa e e e e et ansesassassassaesaanes 92
RESPONSE SYNTAX c.eiiiiiiiiiiieiieeiecctcste et este st estessaeestessaesssaessseesstesssessssesssaesssesssessssessseesseesssessssesssens 93
RESPONSE ELEMENTS ...ttt ettt st e st e s s e e e et e b et e ste s e seesaesnennannans 93
EFTOIS ettt ettt sttt et e sb e et st a e st et e b e et et s b e e b e e a e e s e et e e st e se st e e at e s e e besneees 93
SEE ALSO .ttt ettt et sttt ettt et e s b et et e R et et e se st et e s e s se s eseeaestentenaes 95
STOPINGESTION .ttt et e st s st e s s r e e st e s bt s s e e s se e s st e s seesssesssaessaassseesssesseesseessseans 96
REQUEST SYNTAX ceiiiiiiiiiieeieectertecse sttt este s e st e s st e s e e s saesssaessaeesseasssesssaessseesssasssessssessseessaesssessseessees 96
URI REQUEST PAramIELers ......oo ittt cstes st eessaeesstessaessstessaesssaessaesssaesssaesssesssessssessssesseens 96
REQUEST BOAY ...ttt ettt et e st e e s e s e e s et et e st et e s b e e seesa e e e e et antesassassassaesaanes 96
RESPONSE SYNTAX ceeiiiiiiiiiiiiieeteecteste et este st este st e stessaesssaessaeessaessesssaesssaesssasssessssessseesssesssesssaessens 97
RESPONSE ELEMENTS ...ttt te st e st st e s e s e e e et e s et e sae s e s seesaesnennannans 97
EFTOIS ettt ettt st e sb e st st s st st e et e bt et et s b e e b e e a e e s e et e e st e se st e e at e sa e beeneees 97
SEE ALSO .ttt sttt et sttt et et ettt e s b et et e R et et e e se st et e sesae s e e eaessentenans 98

API Version 2023-05-19 vii



AWS AppFabric API Reference

TAGRESOUICE ...ttt et sttt ste s sae e s ae s s sa e s sae s se e e tasssaassesssaesse e saasssaesssessseesssessseessaesseennees 100
REQUEST SYNTAX ittt sttt s e ss e e e sae e s e e s saessaeessae s s st e ssseessaesssaesssassassssessseesssessssesseensseans 100
URI REQUEST PAramIELers ...ttt te st s stessaeestessaesssnesssesssaesssessssessssessnesssasssaannns 100
REQUEST BOAY ...ttt sttt et et e st e st e et e e e e e e et et e st e saa b asseeseesaensensansansansansans 100
RESPONSE SYNTAX .etiiiiiiiiiiiiiiieitictesreeste s st essee st estessseesstesssaesseesssaesssessssasssessssesssessssesssessssesssesssaanns 101
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 101
EFTOIS ettt ettt e st et sa e st e bt s b st e et e b e et e st s b et e a b e s ae et e e st s ene et e e atesseeane 101
SEE ALSO ettt sttt st ettt a e e et e e b et et e s et et e st e st e e erate e eneene 102

UNTQGRESOUICE ...ttt ettt sttt e st e s ste s st e e sat s sat e s ae et e s saasssaesssaesssasssaesssesssaesssessseesssenssaenssens 104
REQUEST SYNTAX ceiiiiiiiiieieeeeerteeteecteesteestesrtess e e s e e s aessaeesaaessaesssaesssaessaessaesssassassssessseesssessssesssessseans 104
URI REQUEST PAramIELers ..ottt te st s stessaeesaeessaesssaessseessaessaessssesssasssnesssasssaannns 104
REQUEST BOAY ...ttt ettt e teste st e st e e e e e e s et et et et e s e b asseeseesaenaansansansansansans 104
RESPONSE SYNTAX .etiiiiiiiiiiiiiiieisitirteereesrte s st sste s st esaessaeesstesssaesssesssaesssessssasssessssesssessstesssessssesssesssaanns 104
RESPONSE ELEMENTS ...ttt ettt st e e e e e e e sa e st st e b e b e s se e e e e esnennansaneans 105
EFTOIS ettt ettt sttt e e s b e st e st s b st st e b e et e e bt s ae st e e a e e s e et e e Rt e ene et e et e sseeane 105
SEE ALSO .ttt ettt ettt sttt e e e ettt e b et e s et et et et et erente e eneene 106

UpdateAPPAULNOTIZAION ..ottt sa et et e st e s ae s e e e s e ean e aeneans 107
REQUEST SYNTAX ceiiiiiiiiicieeitecteerte ettt sst e s stess e e e ae e s e e s sae e s e e s sae s st e sssaessaessseasssassassssessseesssessssesssensseens 107
URI REQUEST PAramIELers ...ttt te st sseessaeeseessaess s e sssaesaessaesssnessssessnesssasssaannns 107
REQUEST BOAY ...ttt ettt e steste st et e e e e s et et et e st e sbe b asseeseesaensensansansansansans 108
RESPONSE SYNTAX .etiiriiiiiiiiiiieeitirteereeste e st este s st esseeesaeesstesssaesssesssaesssessssesssessssesssessssesssessseesssesssaanns 108
RESPONSE ELEMENTS ...ttt ettt et e s e e e e e sa e st e st e b e s e s se s e e snesaennannaneans 109
EFTOIS ettt ettt st s e et a e st e bt s b st e et e b et e bt s ae et e a e e e s e et e st s ene et e e atesneenne 109
SEE ALSO ettt ettt ettt et e e s e b et e b et e s et et e se et et et erabeaeaeene 111

UpdatelngestionDeStiNation .........ccccecieieieiccceeeseee ettt e steste s e e sa et e saessesaessessaesnsnnens 112
REQUEST SYNTAX ceiiiiiiiiieieiitccteeteesteeste st s stess e e s sae e s e e s sae s s e e s sae s s st e sssaesssessseesssasssassssesssessssessssenseessseans 112
URI REQUEST PAramIELErs ..ottt cste st s eessaeestesssesssaessaesssaessaessssesssaessnesssasssaannns 112
REQUEST BOAY ...ttt ettt et et e st et e et e e e e e s et et et e s ba b asseeseesaensensansansansansans 113
RESPONSE SYNTAX .etiviiiiiiiiieiieeiitirtesreeste st este st estessseestessssesssesssaesssessssasssessssesssessstesssessssesssesssnanns 113
RESPONSE ELEMENTS ...ttt ettt et s e e e e e a e st e st e ba b e sse e e e e e e ennannaneans 114
= g o SRRSO SRRSO 114
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 116

DAt TYPEOS ceeecrrecerectrecnrnecerecesecsssecessessssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsss 117

APIKEYCIEAENTIAL ..ttt ettt et esaeste st e e s e e s et et et et e sesseeseesaeneessansansanes 119
CONEENTES .ttt sttt e a et et s b st e e st e b e et e e st s be st e s neesseenbe st ssesananns 119
SEE ALSO .ttt ettt et s e e e e e b et et et et a et et et et e e ere b et eneene 119

API Version 2023-05-19 viii



AWS AppFabric API Reference

APPAULNOTIZATION ..ttt ettt e s ae st e e s e e s et et e ae st e aeeseeseeseenaasnensansanes 120
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 120
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 122

APPAULNOFIZAtIONSUMIMAIY ..ottt te e e e e e s st et e sbe st e sse s e e se e e e aestensesaansans 123
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 123
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 124

APPBUNALE ...ttt ettt e st e st e e et e e s e et e b e st et e s b e s seesa e e e st e st esaesaesaeseeseeseeneansanes 126
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 126
SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 126

APPBUNALESUMIMAIY ..ttt ettt et e st e st e st e e s e e s et e st et e saasbassaesesssenseseansansanes 127
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 127
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 127

AuditLogDestinationConfigUIration ...ttt eas 128
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 128
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 128

AuditLogProcessingCoNTiIGUIAtion ........c.coccieieiiieiececeeeee ettt ste e e e e e e e e e e stesaessessessessnesaannens 129
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 129
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 129

AUTNREQUEST ...ttt ettt et et e st e st e e e et e e et et e st e be st asseeseesaessestantansansassassassesnsenean 130
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 130
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 130

CrEABNTIAL ..ttt et e e e e ae e e e e et et e st et e s s e e e e s e esae s et e sasessassaesaeneensensansansansanes 131
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 131
SEE ALSO .eeeeeeieietectetestee ettt et et e st et e st e st et e et e et e e e et et et et e be b e et e e R e eree e entente st e sestaeteeseeseesaensenaensantans 131

DESTINATION .ttt s st e s e e e a e s s e e s sae e e e s saeessaessaa e st essaeassaesssaessneesseesssannne 132
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 132
SEE ALSO .eveeieieieieteeteete ettt et et e st et e st e s et e et e et e e e et et et et e be et e eseeReeree e eat et et e testaeteeseeraenaentenaentantans 132

DestinatioNCoNTIGUIAtION ...ttt e ae st e b s s e e s e e e e aenenaan 133
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 133
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 133

FIrEROSESTIEAM ..ttt e et e st et e st e st e s b e s beese e e e e et et e be st e sesseesaensansanes 134
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 134
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 134

INGESTION ettt sttt e st e st e s st e st e s ae e s b e s saa et e e saeessse s sae st aessaeessasssaesssaeaeesnsanane 135
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 135
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 136

API Version 2023-05-19 ix



AWS AppFabric API Reference

INGESEIONDESTINATION .ttt et e s e s e e s ae e sae e s ae s s sa e s beesseesssesssaesssessneans 138
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 138
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 140

INgestioNDeStiNAtiONSUMIMAIY .....cociiiiiiieeceectesre ettt e st seessas e st e s saessaessaaessnassaeessnesans 141
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 141
SEE ALSO .eveeeeiieieietetesteeee et et e st e st et e st e s et e st e et e e e et et e ste st e be et e e seeRe e e e s eatete st e testaeteeseeraesaentenaensantans 141

INGESTIONSUMIMIAIY ..ottt ettt st e e ste s st e s ae e st e s saesssa e s saeessaassaesssaesssaesssassseesssessaesneens 142
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 142
SEE ALSO .eeieieiieietetecteee et et et et e st et e st e e et et e et e e e et et et et e be b e eseeaeer e e e et et e b e sestaeteeseeraesaensenaentantans 143

OAULN2CIEAENTIAL ..eeeeeeeeeteteeeeeee ettt te e st e st e s e e e e e e e e s e saestesaassasseesaesesnsensansansans 144
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 144
SEE ALSO .eveeieiieeeieteeetee et et e et et e st et e st e st et e et e et e e e et et et et e be b e e reer e e e e e eat et et e testaeteeseeraesaensenaentantans 144

ProcessSingCONTIQUIAtION .....c.ccuiiieieeeeee ettt ettt e te st e s e st e e e e et e st e st e aessassassnennanes 145
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 145
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 145

SBBUCKET ...ttt et et e st e s e st s e e e e e et e st e st et e s baeseese e R e et et e te st e nteesaeseereeneentententanes 146
CONTENTS .ttt ee st e st e s s ae e st e s st e s st e s s ae e s st e s be s saeeaeessaasssessssesssessssesssesssaennses 146
SEE ALSO .eeeeieiieiectecteteetee ettt et et e st et e st e st e st e st e et e e e et et et et e be b e e se e R e eRee s et et e tatetaeteeseereeraeneenaentantans 146

LI [ RO O PO OO OO PP PO PPN UPPURU ST ORUPPTRRPPPRRRP 147
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 147
SEE ALSO .eeieeeiieieteteteetee et et et et e e st et e st e s et e et e et e e e et et et et e be et e e s e eseerae s et et et e testeeteeseereesaentententantans 147

TASKEITON .ttt e ete e e te e e e e et et et e st e st e s s essesseesae s assastassassasassassessaessassessassansansensesseeseensansansansanes 148
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 148
SEE ALSO .eeeeeeieietectetestee ettt et et e st et e st e st et e et e et e e e et et et et e be b e et e e R e eree e entente st e sestaeteeseeseesaensenaensantans 148

TERNANT ettt et e st e st s st e st e e s et e s e e s s a e e s b e e s et e st e e e e e e b e e e a e e e b e e b e e e b e e st e et e e s e e e saesaeesnreennes 149
CONTENTS .ttt ettt e st e s s et e s e e s st s s sa e s ae e st e s besssseessaessaasssesssesssessssesssessseennses 149
SEE ALSO .eveeieieieieteeteete ettt et et e st et e st e s et e et e et e e e et et et et e be et e eseeReeree e eat et et e testaeteeseeraenaentenaentantans 149

USErACCESSRESULLITEIM ...ttt te e e sa e st e st st e s b e s e e e e e e e e e aasaasansanes 150
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 150
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 152

USEIACCESSTASKITEIM ...ttt ettt et e s e st e e e e e e et e ae st e besbessaesassaensensansansan 154
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 154
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 155

ValidatioNEXCEPLIONFIELA .....cuviueeeeeeeeeeeeeee ettt te st e s aesbe s e e e s e e e aesantans 156
CONTENTS ettt te st e st e e s ae e st e s st e s aa e s sae e s st e s aesssseessaessaesssesssesssesssesssessseennses 156
SEE ALSO .eeeeieiieteiectetese ettt et et e st et e st e s et e et e et e e e et et et et e be b e et e e R e e ree s enteate st e testaeteeseeraeneentenaensantans 156

API Version 2023-05-19 x



AWS AppFabric API Reference

COMMON PArQMIEEEIS ceueeeieierereirereerereereressesessesessesessesessosessssessssessssesessesessssessssessssessssessssesessesesse 137
COMMON EFrOr TYPES cuuccirueicirmecinnnescessesisseescessesssssssscsssessesssssssssssssssesssssssssssssssssssssssssesssssesssssesscs 100

API Version 2023-05-19 xi



AWS AppFabric API Reference

Welcome

AWS AppFabric quickly connects software as a service (SaaS) applications across your organization.
This allows IT and security teams to easily manage and secure applications using a standard
schema, and employees can complete everyday tasks faster using generative artificial intelligence
(Al). You can use these APIs to complete AppFabric tasks, such as setting up audit log ingestions

or viewing user access. For more information about AppFabric, including the required permissions
to use the service, see the AWS AppFabric Administration Guide. For more information about

using the AWS Command Line Interface (AWS CLI) to manage your AppFabric resources, see the
AppFabric section of the AWS CLI Reference.

This document was last published on April 10, 2026.
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Actions

The following actions are supported:

o BatchGetUserAccessTasks

o ConnectAppAuthorization

» CreateAppAuthorization

o CreateAppBundle

« Createlngestion

« CreatelngestionDestination

o DeleteAppAuthorization

o DeleteAppBundle

» Deletelngestion

» DeletelngestionDestination

o GetAppAuthorization

o GetAppBundle

 Getlngestion
« GetlngestionDestination

» ListAppAuthorizations

o ListAppBundles

« ListlIngestionDestinations

« Listlngestions

« ListTagsForResource

« Startlngestion

o StartUserAccessTasks

« Stoplngestion

» TagResource
« UntagResource

o UpdateAppAuthorization

« UpdatelngestionDestination
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BatchGetUserAccessTasks

Gets user access details in a batch request.

This action polls data from the tasks that are kicked off by the StartUserAccessTasks action.

Request Syntax

POST /useraccess/batchget HTTP/1.1
Content-type: application/json

{

"appBundlelIdentifier": "string",
"taskIdList": [ "string" ]

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes
taskldList

The tasks IDs to use for the request.

Type: Array of strings

BatchGetUserAccessTasks API Version 2023-05-19 3
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Array Members: Minimum number of 1 item. Maximum number of 50 items.

Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

"userAccessResultsList": [

{

"app": "string",

"email": "string",

"resultStatus": "string",

"taskError": {
"errorCode": "string",

"errorMessage": "string"

1,

"taskId": "string",
"tenantDisplayName": "string",
"tenantId": "string",
"userFirstName": "string",
"userFullName": "string",
"userId": "string",
"userLastName": "string",
"userStatus": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

userAccessResultsList

Contains a list of user access results.

Response Syntax
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Type: Array of UserAccessResultltem objects

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.
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serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 6
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ConnectAppAuthorization

Establishes a connection between AWS AppFabric and an application, which allows AppFabric to
call the APIs of the application.

Request Syntax

POST /appbundles/appBundleIdentifier/appauthorizations/appAuthorizationIdentifier/
connect HTTP/1.1

Content-type: application/json

{
"authRequest": {
"code": "string",
"redirectUri": "string"
}
}

URI Request Parameters
The request uses the following URI parameters.

appAuthorizationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app
authorization to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{123

Required: Yes
appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle that
contains the app authorization to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{123
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Required: Yes

Request Body

The request accepts the following data in JSON format.

authRequest

Contains OAuth2 authorization information.

This is required if the app authorization for the request is configured with an OAuth2 (oauth?2)
authorization type.

Type: AuthRequest object

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"appAuthorizationSummary": {
app": "string",
"appAuthorizationArn": "string",
"appBundleArn": "string",
"status": "string",
"tenant": {
"tenantDisplayName": "string",
"tenantIdentifier": "string"
I
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Request Body API Version 2023-05-19 8
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appAuthorizationSummary

Contains a summary of the app authorization.

Type: AppAuthorizationSummary object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

Errors API Version 2023-05-19 9
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retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 10
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CreateAppAuthorization

Creates an app authorization within an app bundle, which allows AppFabric to connect to an

application.

Request Syntax

POST /appbundles/appBundlelIdentifier/appauthorizations HTTP/1.1

Content-type: application/json

{

"app": "string",

"authType": "string",

"clientToken": "string",

"credential": { ... },

"tags": [

{
"key": "string",
"value": "string"
}

1)

"tenant": {
"tenantDisplayName": "string",
"tenantIdentifier": "string"

}

}

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to

use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]

{12}

Required: Yes

CreateAppAuthorization
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Request Body

The request accepts the following data in JSON format.

app

The name of the application.

Valid values are:

SLACK
ASANA

JIRA

M365
M365AUDITLOGS
Z00M
ZENDESK
OKTA
GOOGLE
DROPBOX
SMARTSHEET
CISco

Type: String

Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes
authType

The authorization type for the app authorization.

Type: String

Valid Values: oauth2 | apikKey

Required: Yes

Request Body

API Version 2023-05-19 12
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clientToken

Specifies a unique, case-sensitive identifier that you provide to ensure the idempotency of

the request. This lets you safely retry the request without accidentally performing the same
operation a second time. Passing the same value to a later call to an operation requires that you
also pass the same value for all other parameters. We recommend that you use a UUID type of
value.

If you don't provide this value, then AWS generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an IdempotentParameterMismatch error.

Type: String
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No

credential
Contains credentials for the application, such as an API key or OAuth2 client ID and secret.

Specify credentials that match the authorization type for your request. For example, if the
authorization type for your request is OAuth2 (oauth?2), then you should provide only the
OAuth2 credentials.

Type: Credential object
Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
tags

A map of the key-value pairs of the tag or tags to assign to the resource.
Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 50 items.

Required: No

Request Body API Version 2023-05-19 13
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tenant

Contains information about an application tenant, such as the application display name and
identifier.

Type: Tenant object

Required: Yes

Response Syntax

HTTP/1.1 201
Content-type: application/json

"appAuthorization": {
"%B": Ilstringll’
"appAuthorizationAxrn": "string",
"appBundleArn": "string",

"authType": "string",
"authUrl": "string",

"createdAt": "string",

"persona": "string",

"status": "string",

"tenant": {
"tenantDisplayName": "string",
"tenantIdentifier": "string"

3,
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 201 response.
The following data is returned in JSON format by the service.

appAuthorization

Contains information about an app authorization.

Response Syntax API Version 2023-05-19 14



AWS AppFabric API Reference

Type: AppAuthorization object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType

The resource type.
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HTTP Status Code: 404

ServiceQuotaExceededException

The request exceeds a service quota.

quotaCode

The code for the quota exceeded.

resourceld

The resource ID.

resourceType

The resource type.

serviceCode
The code of the service.

HTTP Status Code: 402
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

Errors
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reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 17
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CreateAppBundle

Creates an app bundle to collect data from an application using AppFabric.

Request Syntax

POST /appbundles HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"customerManagedKeyIdentifier": "string",
"tags": [
{
"key": "string",
"value": "string"
}
]
}

URI Request Parameters

The request does not use any URI parameters.

Request Body

The request accepts the following data in JSON format.
clientToken

Specifies a unique, case-sensitive identifier that you provide to ensure the idempotency of

the request. This lets you safely retry the request without accidentally performing the same
operation a second time. Passing the same value to a later call to an operation requires that you
also pass the same value for all other parameters. We recommend that you use a UUID type of
value.

If you don't provide this value, then AWS generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an IdempotentParameterMismatch error.
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Type: String

Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No

customerManagedKeyldentifier

The Amazon Resource Name (ARN) of the AWS Key Management Service (AWS KMS) key to

use to encrypt the application data. If this is not specified, an AWS owned key is used for
encryption.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: No
tags

A map of the key-value pairs of the tag or tags to assign to the resource.
Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 50 items.

Required: No

Response Syntax

HTTP/1.1 201
Content-type: application/json

{
"appBundle": {
"arn": "string",
"customerManagedKeyArn": "string"
}
}
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Response Elements

If the action is successful, the service sends back an HTTP 201 response.

The following data is returned in JSON format by the service.

appBundle

Contains information about an app bundle.

Type: AppBundle object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

Response Elements API Version 2023-05-19 20
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ServiceQuotaExceededException

The request exceeds a service quota.

quotaCode

The code for the quota exceeded.

resourceld

The resource ID.

resourceType

The resource type.

serviceCode
The code of the service.

HTTP Status Code: 402
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason

The reason for the exception.

Errors
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 22
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Createlngestion

Creates a data ingestion for an application.

Request Syntax

POST /appbundles/appBundleIdentifier/ingestions HTTP/1.1
Content-type: application/json

{
"app": "string",
"clientToken": "string",
"ingestionType": "string",
"tags": [
{
"key": "string",
"value": "string"
}
1,
"tenantId": "string"
}

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{12}

Required: Yes

Request Body

The request accepts the following data in JSON format.
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app
The name of the application.

Valid values are:
e SLACK

» ASANA

« JIRA

e M365
 M365AUDITLOGS
« ZOOM

« ZENDESK

» OKTA

« GOOGLE

« DROPBOX

e SMARTSHEET
« CISCO

Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

clientToken

Specifies a unique, case-sensitive identifier that you provide to ensure the idempotency of

the request. This lets you safely retry the request without accidentally performing the same
operation a second time. Passing the same value to a later call to an operation requires that you
also pass the same value for all other parameters. We recommend that you use a UUID type of
value.

If you don't provide this value, then AWS generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an IdempotentParameterMismatch error.

Type: String
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Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No
ingestionType

The ingestion type.
Type: String
Valid Values: auditLog

Required: Yes
tags

A map of the key-value pairs of the tag or tags to assign to the resource.
Type: Array of Tag objects
Array Members: Minimum number of 0 items. Maximum number of 50 items.

Required: No

tenantid
The ID of the application tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Required: Yes

Response Syntax

HTTP/1.1 201
Content-type: application/json

{

"ingestion": {
I'EBE": Ilstringll’
"appBundleArn": "string",

"arn": "string",
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"createdAt": "string",
"ingestionType": "string",
"state": "string",
"tenantId": "string",
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 201 response.

The following data is returned in JSON format by the service.

ingestion

Contains information about an ingestion.

Type: Ingestion object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ServiceQuotaExceededException

The request exceeds a service quota.

quotaCode

The code for the quota exceeded.

resourceld

The resource ID.

resourceType

The resource type.

serviceCode
The code of the service.

HTTP Status Code: 402
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429
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ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 28
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CreatelngestionDestination

Creates an ingestion destination, which specifies how an application's ingested data is processed by
AWS AppFabric and where it's delivered.

Request Syntax

POST /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/
ingestiondestinations HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"destinationConfiguration": { ... },
"processingConfiguration": { ... },
"tags": [
{
"key": "string",
"value": "string"
}
]
}

URI Request Parameters
The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.
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Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body
The request accepts the following data in JSON format.

clientToken

Specifies a unique, case-sensitive identifier that you provide to ensure the idempotency of

the request. This lets you safely retry the request without accidentally performing the same
operation a second time. Passing the same value to a later call to an operation requires that you
also pass the same value for all other parameters. We recommend that you use a UUID type of
value.

If you don't provide this value, then AWS generates a random one for you.

If you retry the operation with the same ClientToken, but with different parameters, the retry
fails with an IdempotentParameterMismatch error.

Type: String
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No

destinationConfiguration

Contains information about the destination of ingested data.

Type: DestinationConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes

processingConfiguration

Contains information about how ingested data is processed.
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Type: ProcessingConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
tags

A map of the key-value pairs of the tag or tags to assign to the resource.

Type: Array of Tag objects

Array Members: Minimum number of 0 items. Maximum number of 50 items.

Required: No

Response Syntax

HTTP/1.1 201
Content-type: application/json

"ingestionDestination": {

"string",

"createdAt": "string",
"destinationConfiguration": { ... },
"ingestionArn": "string",
"processingConfiguration": { ... },
"status": "string",

"statusReason": "string",

"updatedAt": "string"

"arn":

Response Elements

If the action is successful, the service sends back an HTTP 201 response.
The following data is returned in JSON format by the service.

ingestionDestination

Contains information about an ingestion destination.

Response Syntax
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Type: IngestionDestination object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ServiceQuotaExceededException

The request exceeds a service quota.

quotaCode

The code for the quota exceeded.

resourceld

The resource ID.
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resourceType

The resource type.

serviceCode
The code of the service.

HTTP Status Code: 402
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
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AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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DeleteAppAuthorization

Deletes an app authorization. You must delete the associated ingestion before you can delete an
app authorization.

Request Syntax

DELETE /appbundles/appBundleIdentifier/appauthorizations/appAuthorizationIdentifier
HTTP/1.1

URI Request Parameters
The request uses the following URI parameters.

appAuthorizationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app
authorization to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes
appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.
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quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

See Also API Version 2023-05-19 37
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o AWS SDK for Ruby V3

See Also API Version 2023-05-19 38
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DeleteAppBundle

Deletes an app bundle. You must delete all associated app authorizations before you can delete an
app bundle.

Request Syntax

DELETE /appbundles/appBundleIdentifier HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The ID or Amazon Resource Name (ARN) of the app bundle that needs to be deleted.
Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-T0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.
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AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429
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ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 41
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Deletelngestion

Deletes an ingestion. You must stop (disable) the ingestion and you must delete all associated
ingestion destinations before you can delete an app ingestion.

Request Syntax

DELETE /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.
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quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

See Also API Version 2023-05-19 44


https://docs.aws.amazon.com/goto/cli2/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/DotNetSDKV4/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/SdkForCpp/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/SdkForGoV2/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/SdkForJavaV2/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/SdkForKotlin/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/SdkForPHPV3/appfabric-2023-05-19/DeleteIngestion
https://docs.aws.amazon.com/goto/boto3/appfabric-2023-05-19/DeleteIngestion

AWS AppFabric API| Reference

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 45
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DeletelngestionDestination

Deletes an ingestion destination.

This deletes the association between an ingestion and it's destination. It doesn't delete previously
ingested data or the storage destination, such as the Amazon S3 bucket where the data is
delivered. If the ingestion destination is deleted while the associated ingestion is enabled, the
ingestion will fail and is eventually disabled.

Request Syntax

DELETE /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/
ingestiondestinations/ingestionDestinationIdentifier HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

ingestionDestinationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion
destination to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes
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ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn:.+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 204

Response Elements

If the action is successful, the service sends back an HTTP 204 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds

The period of time after which you should retry your request.
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HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404

ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

Errors
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 49
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GetAppAuthorization

Returns information about an app authorization.

Request Syntax

GET /appbundles/appBundleIdentifier/appauthorizations/appAuthorizationIdentifier
HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appAuthorizationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app
authorization to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]
{12}

Required: Yes
appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-91{8}-[a-f0-91{4}-[a-f0-91{4}-[a-f0-91{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200
Content-type: application/json

"appAuthorization": {

app” .
"appAuthorizationAzn": "string",

"appBundleArn": "string",
"authType": "string",
"authUrl": "string",
"createdAt": "string",
"persona": "string",
"status": "string",
"tenant": {
"tenantDisplayName": "string",

"tenantIdentifier": "string"

"string",

1,
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

appAuthorization

Contains information about an app authorization.

Type: AppAuthorization object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException

You are not authorized to perform this operation.
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HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an

internal server.

retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

Errors
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fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 53
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GetAppBundle

Returns information about an app bundle.

Request Syntax

GET /appbundles/appBundleIdentifier HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{123

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"appBundle": {
"arn": "string",
"customerManagedKeyArn": "string"
}
}
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Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

appBundle

Contains information about an app bundle.

Type: AppBundle object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
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ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

o AWS SDK for JavaScript V3
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« AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 57
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Getlngestion
Returns information about an ingestion.

Request Syntax

GET /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200
Content-type: application/json

"ingestion": {
"app": "string",
"appBundleArn": "string",
"arn": "string",
"createdAt": "string",
"ingestionType": "string",
"state": "string",
"tenantId": "string",

"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ingestion

Contains information about an ingestion.

Type: Ingestion object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an

internal server.

retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

Errors
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reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 61
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GetlngestionDestination

Returns information about an ingestion destination.

Request Syntax

GET /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/
ingestiondestinations/ingestionDestinationIdentifier HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-T0-9]
{12}

Required: Yes

ingestionDestinationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion
destination to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.
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Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn:.+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body
The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"ingestionDestination": {
" "string",
"createdAt": "string",
"destinationConfiguration": { ... },
"ingestionArn": "string",
"processingConfiguration": { ... },
"status": "string",
"statusReason": "string",

"updatedAt": "string"

arn- :

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

ingestionDestination

Contains information about an ingestion destination.

Type: IngestionDestination object
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Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

Errors API Version 2023-05-19 64



AWS AppFabric API| Reference

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 65
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ListAppAuthorizations
Returns a list of all app authorizations configured for an app bundle.

Request Syntax

GET /appbundles/appBundleIdentifier/appauthorizations?
maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI Request Parameters
The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}
Required: Yes

maxResults

The maximum number of results that are returned per call. You can use nextToken to obtain
further pages of results.

This is only an upper limit. The actual number of results returned per call might be fewer than
the specified maximum.

Valid Range: Minimum value of 1. Maximum value of 100.

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Length Constraints: Minimum length of 1. Maximum length of 2048.
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Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

"appAuthorizationSummarylList": [

{

app":
"appAuthorizationArn": "string",
"appBundleArn": "string",
"status": "string",

"tenant": {

"tenantDisplayName": "string",
"tenantIdentifier": "string"

},
"updatedAt": "string"

"string",

1,

"nextToken": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

appAuthorizationSummaryList

Contains a list of app authorization summaries.

Type: Array of AppAuthorizationSummary objects

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
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next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.
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quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
o AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

o AWS SDK for Python

See Also API Version 2023-05-19 69
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o AWS SDK for Ruby V3

See Also API Version 2023-05-19 70
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ListAppBundles
Returns a list of app bundles.

Request Syntax

GET /appbundles?maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI Request Parameters
The request uses the following URI parameters.
maxResults

The maximum number of results that are returned per call. You can use nextToken to obtain
further pages of results.

This is only an upper limit. The actual number of results returned per call might be fewer than
the specified maximum.

Valid Range: Minimum value of 1. Maximum value of 100.

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Length Constraints: Minimum length of 1. Maximum length of 2048.

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json
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{
"appBundleSummarylList": [
{
"arn": "string"
}
1,
"nextToken": "string"
}

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

appBundleSummaryList

Contains a list of app bundle summaries.

Type: Array of AppBundleSummary objects

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 2048.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403
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InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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AWS Command Line Interface V2

AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also
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ListingestionDestinations

Returns a list of all ingestion destinations configured for an ingestion.

Request Syntax

GET /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/
ingestiondestinations?maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn:.+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

maxResults

The maximum number of results that are returned per call. You can use nextToken to obtain
further pages of results.
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This is only an upper limit. The actual number of results returned per call might be fewer than
the specified maximum.

Valid Range: Minimum value of 1. Maximum value of 100.

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"ingestionDestinations": [
{
"arn": "string"
}
1,
"nextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ingestionDestinations

Contains a list of ingestion destination summaries.

Type: Array of IngestionDestinationSummary objects
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nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Type: String

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
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ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

« AWS SDK for Go v2

« AWS SDK for Java V2

o AWS SDK for JavaScript V3

See Also API Version 2023-05-19 78
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« AWS SDK for Kotlin

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 79
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Listingestions

Returns a list of all ingestions configured for an app bundle.

Request Syntax

GET /appbundles/appBundleIdentifier/ingestions?
maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-T0-9]
{12}

Required: Yes

maxResults

The maximum number of results that are returned per call. You can use nextToken to obtain
further pages of results.

This is only an upper limit. The actual number of results returned per call might be fewer than
the specified maximum.

Valid Range: Minimum value of 1. Maximum value of 100.

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.
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Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"ingestions": [
{
"app": "string",
"arn": "string",
"state": "string",
"tenantId": "string"
}
1,
"nextToken": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

ingestions

Contains a list of ingestion summaries.

Type: Array of IngestionSummary objects

nextToken

If nextToken is returned, there are more results available. The value of nextToken is a unique
pagination token for each page. Make the call again using the returned token to retrieve the
next page. Keep all other arguments unchanged. Each pagination token expires after 24 hours.
Using an expired pagination token will return an HTTP 400 InvalidToken error.

Type: String

Request Body API Version 2023-05-19 81



AWS AppFabric API Reference

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.
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serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 83
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ListTagsForResource

Returns a list of tags for a resource.

Request Syntax

GET /tags/resourceArn HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

resourceArn

The Amazon Resource Name (ARN) of the resource for which you want to retrieve tags.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"tags": [
{
"key": "string",
"value": "string"
3
]
3

ListTagsForResource
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Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

tags

A map of the key-value pairs for the tag or tags assigned to the specified resource.
Type: Array of Tag objects

Array Members: Minimum number of 0 items. Maximum number of 50 items.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType

The resource type.
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HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface V2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

See Also API Version 2023-05-19 86
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« AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also API Version 2023-05-19 87
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Startingestion
Starts (enables) an ingestion, which collects data from an application.

Request Syntax

POST /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/start HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

Response Syntax API Version 2023-05-19 89



AWS AppFabric API Reference

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2

See Also API Version 2023-05-19 90
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AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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StartUserAccessTasks

Starts the tasks to search user access status for a specific email address.

The tasks are stopped when the user access status data is found. The tasks are terminated when
the API calls to the application time out.

Request Syntax

POST /useraccess/start HTTP/1.1
Content-type: application/json

{
"appBundleIdentifier": "string",
"email": "string"

URI Request Parameters
The request does not use any URI parameters.
Request Body

The request accepts the following data in JSON format.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

email

The email address of the target user.
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Type: String
Length Constraints: Minimum length of 0. Maximum length of 320.
Pattern: [a-zA-Z0-9. '#$%& "’ *+/=?~_"{|}~-]1+@[a-zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

Required: Yes

Response Syntax

HTTP/1.1 201
Content-type: application/json

{

"userAccessTasksList": [

{

"app": "string",
"error": {

"errorCode": "string",
"string

"errorMessage":

3,
"taskId": "string",
"tenantId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 201 response.

The following data is returned in JSON format by the service.

userAccessTasksList

Contains a list of user access task information.

Type: Array of UserAccessTaskltem objects

Errors

For information about the errors that are common to all actions, see Common Error Types.
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AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an

internal server.

retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode

The code of the service.

HTTP Status Code: 429

Errors
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ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 95
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Stoplngestion
Stops (disables) an ingestion.

Request Syntax

POST /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/stop HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|*[a-f0-9]{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]
{12}

Required: Yes

ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request does not have a request body.
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Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.
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resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2

See Also API Version 2023-05-19 98
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AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for Kotlin
AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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TagResource

Assigns one or more tags (key-value pairs) to the specified resource.
Request Syntax

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": [
{
"key": "string",
"value": "string"
}
]
}

URI Request Parameters
The request uses the following URI parameters.

resourceArn

The Amazon Resource Name (ARN) of the resource that you want to tag.
Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+

Required: Yes

Request Body

The request accepts the following data in JSON format.

tags

A map of the key-value pairs of the tag or tags to assign to the resource.

Type: Array of Tag objects

TagResource
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Array Members: Minimum number of 0 items. Maximum number of 50 items.

Required: Yes

Response Syntax

HTTP/1.1 200

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds
The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType

The resource type.
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HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.

fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface V2
AWS SDK for .NET V4

AWS SDK for C++

AWS SDK for Go v2

AWS SDK for Java V2
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« AWS SDK for JavaScript V3
AWS SDK for Kotlin

AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also API Version 2023-05-19 103
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UntagResource

Removes a tag or tags from a resource.

Request Syntax

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI Request Parameters

The request uses the following URI parameters.

resourceArn
The Amazon Resource Name (ARN) of the resource that you want to untag.
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes
tagKeys

The keys of the key-value pairs for the tag or tags you want to remove from the specified
resource.

Array Members: Minimum number of 0 items. Maximum number of 200 items.
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: Yes

Request Body

The request does not have a request body.

Response Syntax

HTTP/1.1 200
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Response Elements
If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.

retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.
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retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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UpdateAppAuthorization

Updates an app authorization within an app bundle, which allows AppFabric to connect to an
application.

If the app authorization was in a connected state, updating the app authorization will set it back
to a PendingConnect state.

Request Syntax

PATCH /appbundles/appBundleIdentifier/appauthorizations/appAuthorizationIdentifier
HTTP/1.1

Content-type: application/json

{
"credential": { ... 3},
"tenant": {
"tenantDisplayName": "string",
"tenantIdentifier": "string"
}
}

URI Request Parameters

The request uses the following URI parameters.

appAuthorizationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app
authorization to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-Tf0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-T0-9]
{12}

Required: Yes
appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.
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Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body
The request accepts the following data in JSON format.
credential
Contains credentials for the application, such as an API key or OAuth2 client ID and secret.

Specify credentials that match the authorization type of the app authorization to update.
For example, if the authorization type of the app authorization is OAuth2 (oauth?2), then you
should provide only the OAuth2 credentials.

Type: Credential object
Note: This object is a Union. Only one member of this object can be specified or returned.

Required: No

tenant

Contains information about an application tenant, such as the application display name and
identifier.

Type: Tenant object

Required: No

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"appAuthorization": {
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iBE" : "Str.ing" ,
"appAuthorizationArn": "string",

"appBundleArn": "string",
"authType": "string",
"authUrl": "string",
"createdAt": "string",
"persona": "string",
"status": "string",
"tenant": {
"tenantDisplayName": "string",

"tenantIdentifier": "string"

},
"updatedAt": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

appAuthorization

Contains information about an app authorization.

Type: AppAuthorization object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason

The reason for the exception.

Errors
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HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

» AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 111
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UpdatelngestionDestination

Updates an ingestion destination, which specifies how an application's ingested data is processed
by AWS AppFabric and where it's delivered.

Request Syntax

PATCH /appbundles/appBundleIdentifier/ingestions/ingestionIdentifier/
ingestiondestinations/ingestionDestinationIdentifier HTTP/1.1
Content-type: application/json

{

"destinationConfiguration": { ... }

}

URI Request Parameters

The request uses the following URI parameters.

appBundleldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the app bundle to
use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

ingestionDestinationldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion
destination to use for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes
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ingestionldentifier

The Amazon Resource Name (ARN) or Universal Unique Identifier (UUID) of the ingestion to use
for the request.

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]
{12}

Required: Yes

Request Body

The request accepts the following data in JSON format.

destinationConfiguration

Contains information about the destination of ingested data.

Type: DestinationConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"ingestionDestination": {

"arn
"createdAt": "string",
"destinationConfiguration": { ... },
"ingestionArn": "string",
"processingConfiguration": { ... },
"status": "string",

"statusReason": "string",

"updatedAt": "string"

"string",
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}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

ingestionDestination

Contains information about an ingestion destination.

Type: IngestionDestination object

Errors

For information about the errors that are common to all actions, see Common Error Types.

AccessDeniedException
You are not authorized to perform this operation.

HTTP Status Code: 403

ConflictException

The request has created a conflict. Check the request parameters and try again.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 409

InternalServerException

The request processing has failed because of an unknown error, exception, or failure with an
internal server.
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retryAfterSeconds

The period of time after which you should retry your request.

HTTP Status Code: 500

ResourceNotFoundException

The specified resource does not exist.

resourceld

The resource ID.

resourceType
The resource type.

HTTP Status Code: 404

ServiceQuotaExceededException

The request exceeds a service quota.

quotaCode

The code for the quota exceeded.

resourceld

The resource ID.

resourceType

The resource type.

serviceCode
The code of the service.

HTTP Status Code: 402
ThrottlingException

The request rate exceeds the limit.

quotaCode

The code for the quota exceeded.

Errors
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retryAfterSeconds

The period of time after which you should retry your request.

serviceCode
The code of the service.

HTTP Status Code: 429

ValidationException

The request has invalid or missing parameters.
fieldList

The field list.

reason
The reason for the exception.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface V2
« AWS SDK for .NET V4

« AWS SDK for C++

» AWS SDK for Go v2

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for Kotlin

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 116
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Data Types

The AppFabric API contains several data types that various actions use. This section describes each
data type in detail.

(@ Note

The order of each element in a data type structure is not guaranteed. Applications should
not assume a particular order.

The following data types are supported:

» ApiKeyCredential

« AppAuthorization

« AppAuthorizationSummary

« AppBundle
o AppBundleSummary

« AuditLogDestinationConfiguration

» AuditLogProcessingConfiguration

» AuthRequest
e Credential

« Destination

» DestinationConfiguration

¢ FirehoseStream

« Ingestion
» IngestionDestination

« IngestionDestinationSummary

» IngestionSummary

+ Oauth2Credential

 ProcessingConfiguration
» S3Bucket

* Tag
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TaskError

Tenant

UserAccessResultltem

UserAccessTaskltem

ValidationExceptionField
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ApiKeyCredential

Contains API key credential information.

Contents
apiKey
An API key for an application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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AppAuthorization
Contains information about an app authorization.
Contents
app
The name of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

appAuthorizationArn
The Amazon Resource Name (ARN) of the app authorization.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes
appBundleArn

The Amazon Resource Name (ARN) of the app bundle for the app authorization.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+

Required: Yes
authType

The authorization type.
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Type: String
Valid Values: oauth2 | apiKey

Required: Yes
createdAt

The timestamp of when the app authorization was created.
Type: Timestamp

Required: Yes

status
The state of the app authorization.

The following states are possible:

« PendingConnect: The initial state of the app authorization. The app authorization is created
but not yet connected.

« Connected: The app authorization is connected to the application, and is ready to be used.

« ConnectionValidationFailed: The app authorization received a validation exception
when trying to connect to the application. If the app authorization is in this state, you should
verify the configured credentials and try to connect the app authorization again.

» TokenAutoRotationFailed: AppFabric failed to refresh the access token. If the app
authorization is in this state, you should try to reconnect the app authorization.

Type: String

Valid Values: PendingConnect | Connected | ConnectionValidationFailed |
TokenAutoRotationFailed

Required: Yes

tenant

Contains information about an application tenant, such as the application display name and
identifier.

Type: Tenant object

Required: Yes
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updatedAt
The timestamp of when the app authorization was last updated.
Type: Timestamp

Required: Yes
authUrl

The application URL for the OAuth flow.
Type: String

Required: No

persona
The user persona of the app authorization.
This field should always be admin.
Type: String
Valid Values: admin | endUser

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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AppAuthorizationSummary
Contains a summary of an app authorization.
Contents
app
The name of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

appAuthorizationArn
The Amazon Resource Name (ARN) of the app authorization.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes
appBundleArn

The Amazon Resource Name (ARN) of the app bundle for the app authorization.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+

Required: Yes

status
The state of the app authorization.

The following states are possible:
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« PendingConnect: The initial state of the app authorization. The app authorization is created
but not yet connected.

« Connected: The app authorization is connected to the application, and is ready to be used.

« ConnectionValidationFailed: The app authorization received a validation exception
when trying to connect to the application. If the app authorization is in this state, you should
verify the configured credentials and try to connect the app authorization again.

« TokenAutoRotationFailed: AppFabric failed to refresh the access token. If the app
authorization is in this state, you should try to reconnect the app authorization.

Type: String

Valid Values: PendingConnect | Connected | ConnectionValidationFailed |
TokenAutoRotationFailed

Required: Yes

tenant

Contains information about an application tenant, such as the application display name and
identifier.

Type: Tenant object

Required: Yes
updatedAt

Timestamp for when the app authorization was last updated.
Type: Timestamp

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2

See Also API Version 2023-05-19 124
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o AWS SDK for Ruby V3

See Also API Version 2023-05-19 125
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AppBundle

Contains information about an app bundle.

Contents
arn
The Amazon Resource Name (ARN) of the app bundle.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes

customerManagedKeyArn

The Amazon Resource Name (ARN) of the AWS Key Management Service (AWS KMS) key used to
encrypt the application data.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
o AWS SDK for Ruby V3
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AppBundleSummary

Contains a summary of an app bundle.

Contents

arn
The Amazon Resource Name (ARN) of the app bundle.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS SDK for C++
o AWS SDK for Java V2
o AWS SDK for Ruby V3
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AuditLogDestinationConfiguration

Contains information about an audit log destination configuration.

Contents
destination
Contains information about an audit log destination.
Type: Destination object
Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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AuditLogProcessingConfiguration

Contains information about an audit log processing configuration.

Contents

format
The format in which the audit logs need to be formatted.
Type: String
Valid Values: json | parquet

Required: Yes

schema
The event schema in which the audit logs need to be formatted.
Type: String
Valid Values: ocsf | raw

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
o AWS SDK for Ruby V3
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AuthRequest

Contains authorization request information, which is required for AWS AppFabric to get the
OAuth2 access token for an application.

Contents

code

The authorization code returned by the application after permission is granted in the
application OAuth page (after clicking on the AuthURL).

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

redirectUri
The redirect URL that is specified in the AuthURL and the application client.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 1024.
Pattern: https://[-a-zA-Z0-9-._~:/?#@!$&"' () *+,;=]+

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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Credential

Contains credential information for an application.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

apiKeyCredential
Contains API key credential information.

Type: ApiKeyCredential object

Required: No
oauth2Credential

Contains OAuth2 client credential information.

Type: Oauth2Credential object

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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Destination

Contains information about an audit log destination.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

firehoseStream
Contains information about an Amazon Data Firehose delivery stream.

Type: FirehoseStream object

Required: No
s3Bucket

Contains information about an Amazon S3 bucket.
Type: S3Bucket object

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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DestinationConfiguration

Contains information about the destination of ingested data.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

auditLog
Contains information about an audit log destination configuration.

Type: AuditLogDestinationConfiguration object

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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FirehoseStream

Contains information about an Amazon Data Firehose delivery stream.

Contents

streamName
The name of the Amazon Data Firehose delivery stream.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 64.

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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Ingestion

Contains information about an ingestion.
Contents
app
The name of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes
appBundleArn

The Amazon Resource Name (ARN) of the app bundle for the ingestion.
Type: String

Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes

arn
The Amazon Resource Name (ARN) of the ingestion.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes
createdAt

The timestamp of when the ingestion was created.

Type: Timestamp
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Required: Yes
ingestionType

The type of the ingestion.
Type: String
Valid Values: auditLog

Required: Yes

state
The status of the ingestion.
Type: String
Valid Values: enabled | disabled

Required: Yes

tenantid
The ID of the application tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Required: Yes
updatedAt

The timestamp of when the ingestion was last updated.
Type: Timestamp

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:
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« AWS SDK for C++

« AWS SDK for Java V2

o AWS SDK for Ruby V3

See Also API Version 2023-05-19 137
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IngestionDestination

Contains information about an ingestion destination.

Contents

arn
The Amazon Resource Name (ARN) of the ingestion destination.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes

destinationConfiguration
Contains information about the destination of ingested data.

Type: DestinationConfiguration object

Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes

ingestionArn
The Amazon Resource Name (ARN) of the ingestion.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes

processingConfiguration
Contains information about how ingested data is processed.

Type: ProcessingConfiguration object
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Note: This object is a Union. Only one member of this object can be specified or returned.

Required: Yes
createdAt

The timestamp of when the ingestion destination was created.
Type: Timestamp

Required: No

status
The state of the ingestion destination.

The following states are possible:
« Active: The ingestion destination is active and is ready to be used.

« Failed: The ingestion destination has failed. If the ingestion destination is in this state, you
should verify the ingestion destination configuration and try again.

Type: String
Valid Values: Active | Failed

Required: No

statusReason
The reason for the current status of the ingestion destination.
Only present when the status of ingestion destination is Failed.
Type: String

Required: No
updatedAt

The timestamp of when the ingestion destination was last updated.
Type: Timestamp

Required: No
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS SDK for C++
« AWS SDK for Java V2
o AWS SDK for Ruby V3

See Also API Version 2023-05-19 140
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IngestionDestinationSummary

Contains a summary of an ingestion destination.

Contents

arn
The Amazon Resource Name (ARN) of the ingestion destination.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1011.
Pattern: arn: .+

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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IngestionSummary

Contains a summary of an ingestion.
Contents
app
The name of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

arn
The Amazon Resource Name (ARN) of the ingestion.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 1011.

Pattern: arn: .+

Required: Yes

state
The status of the ingestion.
Type: String
Valid Values: enabled | disabled

Required: Yes

tenantid
The ID of the application tenant.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 1024.

IngestionSummary
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Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS SDK for C++
« AWS SDK for Java V2
o AWS SDK for Ruby V3

See Also API Version 2023-05-19 143
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Oauth2Credential

Contains OAuth2 client credential information.

Contents

clientid
The client ID of the client application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

clientSecret
The client secret of the client application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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ProcessingConfiguration

Contains information about how ingested data is processed.

Contents

/A Important

This data type is a UNION, so only one of the following members can be specified when
used or returned.

auditLog
Contains information about an audit log processing configuration.

Type: AuditLogProcessingConfiguration object

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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S3Bucket

Contains information about an Amazon S3 bucket.

Contents

bucketName
The name of the Amazon S3 bucket.
Type: String
Length Constraints: Minimum length of 3. Maximum length of 63.

Required: Yes
prefix

The object key to use.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 120.

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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Tag
The key or keys of the key-value pairs for the tag or tags assigned to a resource.

Contents
key
Tag key.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: Yes

value
Tag value.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 256.

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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TaskError

Contains information about an error returned from a user access task.

Contents

errorCode
The code of the error.
Type: String

Required: No

errorMessage
The message of the error.
Type: String

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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Tenant

Contains information about an application tenant.

Contents

tenantDisplayName
The display name of the tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: Yes

tenantidentifier
The ID of the application tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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UserAccessResultlitem

Contains information about a user's access to an application.
Contents

app
The name of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: No

email
The email address of the target user.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 320.
Pattern: [a-zA-Z0-9. ' #$%&’ *+/=?~_"{|}~-1+@[a-zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

Required: No

resultStatus
The status of the user access result item.

The following states are possible:

o IN_PROGRESS: The user access task is in progress.

o COMPLETED: The user access task completed successfully.

o FAILED: The user access task failed.

o EXPIRED: The user access task expired.

Type: String

Valid Values: IN_PROGRESS | COMPLETED | FAILED | EXPIRED

Required: No
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taskError
Contains information about an error returned from a user access task.
Type: TaskError object

Required: No
taskld

The unique ID of the task.
Type: String
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No

tenantDisplayName
The display name of the tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: No

tenantid
The ID of the application tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Required: No

userFirstName
The first name of the user.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: No
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userFullName
The full name of the user.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: No

userid
The unique ID of user.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: No

userLastName
The last name of the user.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 2048.

Required: No

userStatus
The status of the user returned by the application.
Type: String

Required: No

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
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« AWS SDK for Java V2
o AWS SDK for Ruby V3

See Also API Version 2023-05-19 153
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UserAccessTaskltem

Contains information about a user access task.
Contents
app
The name of the application.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 255.

Required: Yes

tenantid
The ID of the application tenant.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 1024.

Required: Yes

error
Error from the task, if any.
Type: TaskError object

Required: No
taskid

The unique ID of the task.
Type: String
Pattern: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

Required: No
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS SDK for C++
« AWS SDK for Java V2
o AWS SDK for Ruby V3

See Also API Version 2023-05-19 155
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ValidationExceptionField
The input failed to meet the constraints specified by the AWS service in a specified field.

Contents

message
A message about the validation exception.
Type: String

Required: Yes

name
The field name where the invalid entry was detected.
Type: String

Required: Yes

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3

ValidationExceptionField API Version 2023-05-19 156


https://docs.aws.amazon.com/goto/SdkForCpp/appfabric-2023-05-19/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForJavaV2/appfabric-2023-05-19/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForRubyV3/appfabric-2023-05-19/ValidationExceptionField

AWS AppFabric API Reference

Common Parameters

The following list contains the parameters that all actions use for signing Signature Version 4
requests with a query string. Any action-specific parameters are listed in the topic for that action.
For more information about Signature Version 4, see Signing AWS API requests in the IAM User
Guide.

X-Amz-Algorithm
The hash algorithm that you used to create the request signature.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string
Valid Values: AWS4-HMAC-SHA256

Required: Conditional

X-Amz-Credential

The credential scope value, which is a string that includes your access key, the date, the region
you are targeting, the service you are requesting, and a termination string ("aws4_request").
The value is expressed in the following format: access_key/YYYYMMDD/region/service/
aws4_request.

For more information, see Create a signed AWS API request in the IAM User Guide.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-Date

The date that is used to create the signature. The format must be ISO 8601 basic format
(YYYYMMDD'T'HHMMSS'Z'). For example, the following date time is a valid X-Amz-Date value:
20120325T120000Z.
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Condition: X-Amz-Date is optional for all requests; it can be used to override the date used for
signing requests. If the Date header is specified in the ISO 8601 basic format, X-Amz-Date is not
required. When X-Amz-Date is used, it always overrides the value of the Date header. For more
information, see Elements of an AWS API request signature in the JAM User Guide.

Type: string

Required: Conditional

X-Amz-Security-Token

The temporary security token that was obtained through a call to AWS Security Token Service
(AWS STS). For a list of services that support temporary security credentials from AWS STS, see
AWS services that work with IAM in the IAM User Guide.

Condition: If you're using temporary security credentials from AWS STS, you must include the
security token.

Type: string

Required: Conditional

X-Amz-Signature

Specifies the hex-encoded signature that was calculated from the string to sign and the derived
signing key.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string

Required: Conditional

X-Amz-SignedHeaders

Specifies all the HTTP headers that were included as part of the canonical request. For more
information about specifying signed headers, see Create a signed AWS API request in the JAM
User Guide.

Condition: Specify this parameter when you include authentication information in a query
string instead of in the HTTP authorization header.

Type: string
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Required: Conditional
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Common Error Types

This section lists common error types that this AWS service may return. Not all services return all
error types listed here. For errors specific to an API action for this service, see the topic for that API
action.

AccessDeniedException

You don't have permission to perform this action. Verify that your IAM policy includes the
required permissions.

HTTP Status Code: 403

ExpiredTokenException

The security token included in the request has expired. Request a new security token and try
again.

HTTP Status Code: 403

IncompleteSignature

The request signature doesn't conform to AWS standards. Verify that you're using valid AWS
credentials and that your request is properly formatted. If you're using an SDK, ensure it's up to
date.

HTTP Status Code: 403

InternalFailure

The request can't be processed right now because of an internal server issue. Try again later. If
the problem persists, contact AWS Support.

HTTP Status Code: 500
MalformedHttpRequestException

The request body can't be processed. This typically happens when the request body can't be
decompressed using the specified content encoding algorithm. Verify that the content encoding
header matches the compression format used.

HTTP Status Code: 400
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NotAuthorized

You don't have permissions to perform this action. Verify that your IAM policy includes the
required permissions.

HTTP Status Code: 401
OptinRequired

Your AWS account needs a subscription for this service. Verify that you've enabled the service in
your account.

HTTP Status Code: 403
RequestAbortedException

The request was aborted before a response could be returned. This typically happens when the
client closes the connection.

HTTP Status Code: 400
RequestEntityTooLargeException

The request entity is too large. Reduce the size of the request body and try again.

HTTP Status Code: 413

RequestTimeoutException

The request timed out. The server didn't receive the complete request within the expected time
frame. Try again.

HTTP Status Code: 408

ServiceUnavailable
The service is temporarily unavailable. Try again later.

HTTP Status Code: 503
ThrottlingException

Your request rate is too high. The AWS SDKs automatically retry requests that receive this
exception. Reduce the frequency of requests.

HTTP Status Code: 400
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UnknownOperationException

The action or operation isn't recognized. Verify that the action name is spelled correctly and
that it's supported by the API version you're using.

HTTP Status Code: 404

UnrecognizedClientException

The X.509 certificate or AWS access key ID you provided doesn't exist in our records. Verify that
you're using valid credentials and that they haven't expired.

HTTP Status Code: 403

ValidationError

The input doesn't meet the required format or constraints. Check that all required parameters
are included and that values are valid.

HTTP Status Code: 400
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