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This page is only for existing customers of the Amazon Glacier service using Vaults and the
original REST API from 2012.

If you're looking for archival storage solutions, we recommend using the Amazon Glacier storage
classes in Amazon S3, S3 Glacier Instant Retrieval, S3 Glacier Flexible Retrieval, and S3 Glacier Deep
Archive. To learn more about these storage options, see Amazon Glacier storage classes.

Amazon Glacier (original standalone vault-based service) is no longer accepting new customers.
Amazon Glacier is a standalone service with its own APIs that stores data in vaults and is distinct
from Amazon S3 and the Amazon S3 Glacier storage classes. Your existing data will remain secure
and accessible in Amazon Glacier indefinitely. No migration is required. For low-cost, long-term
archival storage, AWS recommends the Amazon S3 Glacier storage classes, which deliver a superior
customer experience with S3 bucket-based APIs, full AWS Region availability, lower costs, and AWS
service integration. If you want enhanced capabilities, consider migrating to Amazon S3 Glacier
storage classes by using our AWS Solutions Guidance for transferring data from Amazon Glacier

vaults to Amazon S3 Glacier storage classes.
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What Is Amazon Glacier?

If you're currently using the Amazon Glacier service and want to learn more, you'll find the
information that you need in this guide. Amazon Glacier is a secure and durable service for low-
cost data archiving and long-term backup using vaults. For more information about Amazon
Glacier service pricing, see Amazon Glacier pricing.

Topics

Do You Currently Use Amazon Glacier?

Amazon Glacier Data Model

Supported Operations in Amazon Glacier

Accessing Amazon Glacier

Do You Currently Use Amazon Glacier?

(® Note

This section is about the Amazon Glacier service. If you currently use the Amazon S3 Glacier
storage classes (S3 Glacier Instant Retrieval, S3 Glacier Flexible Retrieval, and S3 Glacier
Deep Archive), see Storage classes for archiving objects in the Amazon S3 User Guide.

If you currently use the Amazon Glacier service and want to learn more, we recommend that you
begin by reading the following sections:

« What is Amazon Glacier — The rest of this section describes the underlying data model, the
operations it supports, and the AWS SDKs that you can use to interact with the service.

» Getting Started - The Getting Started with Amazon Glacier section walks you through the
process of creating a vault, uploading archives, creating jobs to download archives, retrieving the

job output, and deleting archives.

/A Important

Amazon Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (AWS CLI)
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or write code. There is no console support for archive operations. For example, to upload
data, such as photos, videos, and other documents, you must either use the AWS CLI or
write code to make requests, by using either the REST API directly or by using the AWS
SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using Amazon Glacier with the AWS CLI, see the AWS CLI Reference for Amazon Glacier.
For examples of using the AWS CLI to upload archives to Amazon Glacier, see Using

Amazon Glacier with the AWS Command Line Interface.

Beyond the getting started section, you'll probably want to learn more about Amazon Glacier
operations. The following sections provide detailed information about working with Amazon
Glacier by using the REST API and the AWS SDKs for Java and Microsoft .NET:

« Using the AWS SDKs with Amazon Glacier

This section provides an overview of the AWS SDKs used in various code examples in this guide.
A review of this section will help when reading the following sections. It includes an overview
of the high-level and the low-level APIs that these SDKs offer, when to use them, and common
steps for running the code examples provided in this guide.

« Working with Vaults in Amazon Glacier

This section provides details of various vault operations, such as creating a vault, retrieving vault
metadata, using jobs to retrieve vault inventory, and configuring vault notifications. In addition
to using the Amazon Glacier console, you can use the AWS SDKs for various vault operations.
This section describes the APl and provides working samples by using the AWS SDK for Java and
the AWS SDK for .NET.

« Working with Archives in Amazon Glacier

This section provides details of archive operations, such as uploading an archive in a single
request or using a multipart upload operation to upload large archives in parts. The section also
explains how to create jobs to download archives asynchronously. The section provides examples
by using the AWS SDK for Java and the AWS SDK for .NET.

« APl Reference for Amazon Glacier
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Amazon Glacier is a RESTful service. This section describes the REST operations, including the
syntax, and example requests and responses for all the operations. The AWS SDK libraries wrap
this API, simplifying your programming tasks.

Amazon Glacier Data Model

The Amazon Glacier data model core components include vaults and archives. Amazon Glacier is

a REST-based web service. In terms of REST, vaults and archives are the resources. In addition, the
Amazon Glacier data model includes job and notification-configuration resources. These resources
complement the core resources.

Topics

e Vault

« Archive
.+ Job

Notification Configuration

Vault

In Amazon Glacier, a vault is a container for storing archives. A vault is similar to an Amazon S3
bucket. When you create a vault, you specify a name and choose an AWS Region where you want to
create the vault.

Each vault resource has a unique address. The general form is:

https://region-specific-endpoint/account-id/vaults/vault-name

For example, suppose that you create a vault (examplevault) in the US West (Oregon) Region in
your account with the ID 111122223333. You can address this vault by using the following URI:

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/examplevault

Here is what the various components of the URI mean:

« glacier.us-west-2.amazonaws.com identifies the US West (Oregon) Region.
e 111122223333 is the AWS account ID that owns the vault.
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« vaults refers to the collection of vaults that are owned by the AWS account.

« examplevault identifies a specific vault in the vaults collection.

An AWS account can create vaults in any supported AWS Region. For list of supported AWS
Regions, see Accessing Amazon Glacier. Within a Region, an account must use unique vault names.

An AWS account can create same-named vaults in different Regions.

You can store an unlimited number of archives in a vault. Depending on your business or
application needs, you can store these archives in one vault or multiple vaults.

Amazon Glacier supports various vault operations. Vault operations are Region-specific. For
example, when you create a vault, you create it in a specific Region. When you request a vault list,
you request it from a specific AWS Region, and the resulting list includes only vaults created in that
specific Region.

Archive

An archive can be any data, such as a photo, video, or document. An archive is similar to an Amazon
S3 object, and is the base unit of storage in Amazon Glacier. Each archive has a unique ID and an
optional description. You can specify this optional description only during the upload of an archive.
Amazon Glacier assigns the archive an ID, which is unique in the AWS Region in which the archive is
stored.

Each archive has a unique address. The general form is as follows:

https://region-specific-endpoint/account-id/vaults/vault-name/archives/archive-id

The following is an example URI of an archive stored in the examplevault vault in the US West
(Oregon) Region in account 111122223333

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/
examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgrEXAMPLEATchi

You can store an unlimited number of archives in a vault.

Job

An Amazon Glacier job can retrieve an archive, or get an inventory of a vault.
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Retrieving archives and vault inventories (lists of archives) are asynchronous operations in Amazon
Glacier, in which you first initiate a job, and then download the job output after Amazon Glacier
completes the job.

(® Note

Amazon Glacier offers a cold-storage data-archival solution. If your application needs a
storage solution that requires real-time data retrieval, you might consider using Amazon
S3. For more information, see Amazon Simple Storage Service (Amazon S3).

To initiate a vault inventory job, you provide a vault name. Archive retrieval jobs require both the
vault name and the archive ID. You can also provide an optional job description to help identify the
jobs.

Archive retrieval and vault inventory jobs are associated with a vault. A vault can have multiple
jobs in progress at any point in time. When you send a job request (initiate a job), Amazon Glacier
returns to you a job ID to track the job. Each job is uniquely identified by a URI of the form:

https://region-specific-endpoint/account-id/vaults/vault-name/jobs/job-id

The following is an example of a job associated with an examplevault vault in the US West
(Oregon) Region in account 111122223333.

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/examplevault/jobs/
HkF9p607yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID

For each job, Amazon Glacier maintains information, such as the job type, description, creation
date, completion date, and job status. You can obtain information about a specific job or obtain a
list of all your jobs associated with a vault. The list of jobs that Amazon Glacier returns includes all
the in-progress and recently finished jobs.

Notification Configuration

Because jobs take time to run, Amazon Glacier supports a notification mechanism to notify you
when a job is completed. You can configure a vault to send a notification to an Amazon Simple
Notification Service (Amazon SNS) topic when a job is completed. You can specify one Amazon SNS
topic per vault in the notification configuration.
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Amazon Glacier stores the notification configuration as a JSON document. The following is an
example vault notification configuration:

"Topic": "arn:aws:sns:us-west-2:111122223333:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Notification configurations are associated with vaults; you can have one for each vault. Each
notification configuration resource is uniquely identified by a URI of the form:

https://region-specific-endpoint/account-id/vaults/vault-name/notification-
configuration

Amazon Glacier supports operations to set, get, and delete a notification configuration. When you

delete a notification configuration, no notifications are sent when any data retrieval operation on
the vault is completed.

Supported Operations in Amazon Glacier

To work with vaults and archives (see Amazon Glacier Data Model), Amazon Glacier supports

a set of operations. Among all the supported operations, only the following operations are
asynchronous:

 Retrieving an archive

» Retrieving a vault inventory (list of archives)

These operations require you to first initiate a job and then download the job output. The following
sections summarize the Amazon Glacier operations.

Vault Operations

Amazon Glacier provides operations to create and delete vaults. You can obtain a vault description
for a specific vault or for all vaults in an AWS Region. The vault description provides information,
such as the creation date, the number of archives in the vault, the total size in bytes used by all
the archives in the vault, and the date that Amazon Glacier generated the vault inventory. Amazon
Glacier also provides operations to set, retrieve, and delete a notification configuration on the
vault. For more information, see Working with Vaults in Amazon Glacier.
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Archive Operations

Amazon Glacier provides operations for you to upload and delete archives. You cannot update an
existing archive; you must delete the existing archive and upload a new archive. Each time that you
upload an archive, Amazon Glacier generates a new archive ID. For more information, see Working
with Archives in Amazon Glacier.

Jobs

You can initiate an Amazon Glacier job to perform a retrieval on an archive or get an inventory of a
vault.

The following are the types of Amazon Glacier jobs:

e archive-retrieval - Retrieve an archive.

For more information, see Downloading an Archive in Amazon Glacier.

« inventory-retrieval - Inventory a vault.

For more information, see Downloading a Vault Inventory in Amazon Glacier.

Accessing Amazon Glacier

Amazon Glacier is a RESTful web service that uses HTTP and HTTPS as a transport protocol and
JavaScript Object Notation (JSON) as a message-serialization format. Your application code can
make requests directly to the Amazon Glacier web service APl. When using the REST API directly,
you must write the necessary code to sign and authenticate your requests. For more information
about the API, see API Reference for Amazon Glacier.

Alternatively, you can simplify application development by using the AWS SDKs that wrap the
Amazon Glacier REST API calls. You provide your credentials, and these libraries take care of
authentication and request signing. For more information about using the AWS SDKs, see Using the
AWS SDKs with Amazon Glacier.

Amazon Glacier also provides a console. However, all archive and job operations require you to
write code and make requests by using either the REST API directly or the AWS SDK wrapper
libraries. To access the Amazon Glacier console, go to Amazon Glacier Console.
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Regions and Endpoints

You create a vault in a specific AWS Region. You always send your Amazon Glacier requests to an
endpoint specific to an AWS Region. For a list of the AWS Regions supported by Amazon Glacier,
see Amazon Glacier endpoints and quotas in the AWS General Reference.
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Getting Started with Amazon Glacier

You can get started with Amazon Glacier (Amazon Glacier) by working with vaults and archives.
A vault is a container for storing archives, and an archive is any object, such as a photo, video, or
document, that you store in a vault. An archive is the base unit of storage in Amazon Glacier. This
getting started exercise provides instructions for you to explore basic Amazon Glacier operations
on vaults and archives. For more information about these resources, see the Amazon Glacier Data
Model section.

In the getting started exercise, you will create a vault, upload and download an archive, and then
delete the archive and the vault. You can do all these operations programmatically. However, the
getting started exercise uses the Amazon Glacier management console to create and delete a
vault. For uploading and downloading an archive, this getting started section uses the high-level
API for the AWS SDK for Java and the AWS SDK for .NET. The high-level API provides a simplified
programming experience when working with Amazon Glacier. For more information about using
the high-level APl with the AWS SDKs, see Using the AWS SDKs with Amazon Glacier.

/A Important

Amazon Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (CLI) or write
code. There is no console support for archive operations. For example, to upload data, such
as photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, by using either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using Amazon Glacier with the AWS CLI, see the AWS CLI Reference for Amazon Glacier. For
examples of using the AWS CLI to upload archives to Amazon Glacier, see Using Amazon
Glacier with the AWS Command Line Interface.

This getting started exercise provides code examples in Java and C# for you to upload and
download an archive. The last section of the getting started exercise provides steps where you can
learn more about the developer experience with Amazon Glacier.

Topics

» Step 1: Before You Begin with Amazon Glacier
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o Step 2: Create a Vault in Amazon Glacier

» Step 3: Upload an Archive to a Vault in Amazon Glacier

» Step 4: Download an Archive from a Vault in Amazon Glacier

» Step 5: Delete an Archive from a Vault in Amazon Glacier

» Step 6: Delete a Vault in Amazon Glacier

¢« Where Do | Go From Here?

Step 1: Before You Begin with Amazon Glacier

Before you can start with this exercise, you must sign up for an AWS account (if you don't already
have one), and then download one of the AWS SDKs. See the following sections for instructions.

Topics

o Set Up an AWS account and an Administrator User

« Download the Appropriate AWS SDK

Set Up an AWS account and an Administrator User

If you have not already done so, you must sign up for an AWS account and create an administrator
user in the account.

To complete the setup, follow the instructions in the following topics.
Set Up an AWS account and Create an Administrator User
Sign up for AWS

When you sign up for Amazon Web Services (AWS), your AWS account is automatically signed up
for all services in AWS, including Amazon Glacier. You are charged only for the services that you
use. For more information about Amazon Glacier usage rates, see the Amazon Glacier pricing page.

If you already have an AWS account, skip to Download the Appropriate AWS SDK. If you don't have
an AWS account, use the following procedure to create one.

If you do not have an AWS account, complete the following steps to create one.
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To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a

verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user

has access to all AWS services and resources in the account. As a security best practice, assign

administrative access to a user, and use only the root user to perform tasks that require root

user access.

To create an administrator user, choose one of the following options.

Choose
one

way to
manage
your
administr
ator

In IAM
Identity
Center

(Recomme
ded)

In IAM

To

Use short-term
credentials to access
AWS.

This aligns with the
security best practices
. For information
about best practices

, see Security best
practices in IAM in the
IAM User Guide.

Use long-term
credentials to access
AWS.

By

Following the instructions
in Getting started in the
AWS IAM Identity Center
User Guide.

Following the instructions
in Create an IAM user for

You can also

Configure programmatic
access by Configuring the
AWS CLI to use AWS IAM
Identity Center in the AWS
Command Line Interface User
Guide.

Configure programmatic
access by Manage access keys

Set Up an AWS account
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Choose To By You can also
one

way to

manage

your

administr

ator

(Not emergency access in the for IAM users in the IAM User
recommer IAM User Guide. Guide.
ed)

Download the Appropriate AWS SDK

To try the getting started exercise, you must decide which programming language you want to use,
and then download the appropriate AWS SDK for your development platform.

The getting started exercise provides examples in Java and C#.
Downloading the AWS SDK for Java

To test the Java examples in this developer guide, you need the AWS SDK for Java. You have the
following download options:

« If you are using Eclipse, you can download and install the AWS Toolkit for Eclipse by using the
update site http://aws.amazon.com/eclipse/. For more information, see AWS Toolkit for Eclipse.

« If you are using any other IDE to create your application, download the AWS SDK for Java.

Downloading the AWS SDK for .NET

To test the C# examples in this developer guide, you need the AWS SDK for .NET. You have the
following download options:

« If you are using Visual Studio, you can install both the AWS SDK for .NET and the AWS Toolkit for
Visual Studio. The toolkit provides AWS Explorer for Visual Studio and project templates that you
can use for development. To download the AWS SDK for .NET, go to http://aws.amazon.com/
sdkfornet. By default, the installation script installs both the AWS SDK and the AWS Toolkit for
Visual Studio. To learn more about the toolkit, see the AWS Toolkit for Visual Studio User Guide.
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« If you are using any other IDE to create your application, you can use the same link provided in
the preceding step and install only the AWS SDK for .NET.

Step 2: Create a Vault in Amazon Glacier

A vault is a container for storing archives. Your first step is to create a vault in one of the supported
AWS Regions. For a list of the AWS Regions that are supported by Amazon Glacier, see Amazon
Glacier endpoints and quotas in the AWS General Reference.

You can create vaults programmatically or by using the Amazon Glacier console. This section uses
the console to create a vault.

To create a vault

1. Sign in to the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier/home.

2. In the left navigation pane, choose Vaults.

3. Choose Create vault.

The Create vault page opens.

4. Under Select a Region, select an AWS Region from the Region selector. Your vault will be
located in the Region that you select.

5. For Vault name, enter a name for your vault.

The following are the vault-naming requirements:

« A vault name must be unique within an AWS account and the AWS Region in which the vault
is created.

« A vault name must be between 1 and 255 characters long.

« A vault name can contain only the following characters: a-z, A-Z, 0-9, _ (underscore), -
(hyphen), and . (period).

6. Under Event notifications, to turn on or off notifications on a vault for when a job is

completed, choose one of the following settings:

« Turn off notifications — Notifications are turned off, and notifications are not sent to an
Amazon Simple Notification Service (Amazon SNS) topic when a specified job is completed.
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« Turn on notifications — Notifications are turned on, and notifications are sent to the
provided Amazon SNS topic when a specified job is completed.

If you chose Turn on notifications, see Configuring Vault Notifications by Using the Amazon
Glacier Console.

7. If the AWS Region and vault name are correct, then choose Create vault.

Your new vault is now listed on the Vaults page in the Amazon Glacier console.

Step 3: Upload an Archive to a Vault in Amazon Glacier

In this step, you'll upload a sample archive to the vault that you created in the preceding step (see
Step 2: Create a Vault in Amazon Glacier). Depending on the development platform that you're
using, choose one of the links at the end of this section.

/A Important

Any archive operation, such as upload, download, or deletion, requires you to use the

AWS Command Line Interface (CLI) or write code. There is no console support for archive
operations. For example, to upload data, such as photos, videos, and other documents, you
must either use the AWS CLI or write code to make requests, by using either the REST API
directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using Amazon Glacier with the AWS CLI, see AWS CLI Reference for Amazon Glacier. For
examples of using the AWS CLI to upload archives to Amazon Glacier, see Using Amazon
Glacier with the AWS Command Line Interface.

An archive is any object, such as a photo, video, or document, that you store in a vault. An archive is
the base unit of storage in Amazon Glacier. You can upload an archive in a single request. For large
archives, Amazon Glacier provides a multipart upload API operation that enables you to upload an
archive in parts.

In this getting started section, you upload a sample archive in a single request. For this exercise,
you specify a file that is smaller in size. For larger files, multipart upload is suitable. For more
information, see Uploading Large Archives in Parts (Multipart Upload).
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Topics
» Upload an Archive to a Vault in Amazon Glacier by Using the AWS SDK for Java
» Upload an Archive to a Vault in Amazon Glacier by Using the AWS SDK for .NET

Upload an Archive to a Vault in Amazon Glacier by Using the AWS SDK
for Java

The following Java code example uses the high-level API of the AWS SDK for Java to upload a
sample archive to the vault. In the code example, note the following:

» The example creates an instance of the AmazonGlacierClient class.

» The example uses the upload APl operation of the ArchiveTransferManager class from the
high-level API of the AWS SDK for Java.

» The example uses the US West (Oregon) Region (us-west-2).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse. You must update the code as shown with the name of the archive file that
you want to upload.

@ Note

Amazon Glacier keeps an inventory of all the archives in your vaults. When you upload the
archive in the following example, it will not appear in a vault in the management console
until the vault inventory has been updated. This update usually happens once a day.

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run in
the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.GlacierClient;

Upload an Archive by Using Java API Version 2012-06-01 15


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#code-examples

Amazon Glacier Developer Guide

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
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.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archiveld();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
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return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

Upload an Archive by Using Java API Version 2012-06-01 18



Amazon Glacier Developer Guide

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];
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prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

» For API details, see UploadArchive in AWS SDK for Java 2.x API Reference.

Upload an Archive to a Vault in Amazon Glacier by Using the AWS SDK
for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to upload a
sample archive to the vault. In the code example, note the following:

» The example creates an instance of the ArchiveTransferManager class for the specified
Amazon Glacier Region endpoint.

» The code example uses the US West (Oregon) Region (us-west-2).
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» The example uses the Upload API operation of the ArchiveTransferManager class to upload
your archive. For small archives, this operation uploads the archive directly to Amazon Glacier.
For larger archives, this operation uses the multipart upload APl operation in Amazon Glacier to
split the upload into multiple parts for better error recovery, if any errors are encountered while
streaming the data to Amazon Glacier.

For step-by-step instructions on how to run the following example, see Running Code Examples.
You must update the code as shown with the name of your vault and the name of the archive file
to upload.

® Note

Amazon Glacier keeps an inventory of all the archives in your vaults. When you upload the
archive in the following example, the archive will not appear in a vault in the management
console until the vault inventory has been updated. This update usually happens once a
day.

Example— Uploading an Archive by Using the High-Level API of the AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to

upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
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string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;

Console.WriteLine("Copy and save the following Archive ID for the next
step.");

Console.WriteLine("Archive ID: {@}", archiveld);

Console.WriteLine("To continue, press Enter");

Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Step 4: Download an Archive from a Vault in Amazon Glacier

In this step, you'll download the sample archive that you uploaded previously in Step 3: Upload an
Archive to a Vault in Amazon Glacier.

/A Important

Amazon Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (CLI) or write
code. There is no console support for archive operations. For example, to upload data, such
as photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, by using either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using Amazon Glacier with the AWS CLI, see AWS CLI Reference for Amazon Glacier. For
examples of using the AWS CLI to upload archives to Amazon Glacier, see Using Amazon
Glacier with the AWS Command Line Interface.

In general, retrieving your data from Amazon Glacier is a two-step process:

1. Initiate a retrieval job.

2. After the job is completed, download the bytes of data.
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To retrieve an archive from Amazon Glacier, you first initiate a job. After the job is completed, you
download the data. For more information about archive retrievals, see Retrieving Amazon Glacier

Archives.

The access time of your request depends on the retrieval option that you choose: Expedited,
Standard, or Bulk retrievals. For all but the largest archives (250 MB+), archives accessed by using
Expedited retrievals are typically made available within 1-5 minutes. Archives retrieved by using
Standard retrievals typically are available between 3-5 hours. Bulk retrievals typically are available
within 5-12 hours. For more information about the various retrieval options, see the Amazon
Glacier FAQ. For information about data retrieval charges, see the Amazon Glacier pricing page.

The code examples shown in the following topics initiate the job, wait for it to be completed, and
then download the archive's data.

Topics

» Download an Archive from a Vault in Amazon Glacier by Using the AWS SDK for Java

« Download an Archive from a Vault in Amazon Glacier by Using the AWS SDK for .NET

Download an Archive from a Vault in Amazon Glacier by Using the AWS
SDK for Java

The following Java code example uses the high-level API of the AWS SDK for Java to download the
archive that you uploaded in the previous step. In the code example, note the following:
» The example creates an instance of the AmazonGlacierClient class.

» The code uses the US West (Oregon) Region (us-west-2) to match the location where you
created the vault in Step 2: Create a Vault in Amazon Glacier.

» The example uses the download API operation of the ArchiveTransferManager class from
the high-level API of the AWS SDK for Java. The example creates an Amazon Simple Notification
Service (Amazon SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that is
subscribed to that topic. If you created an AWS Identity and Access Management (IAM) admin
user as instructed in Step 1: Before You Begin with Amazon Glacier, your user has the necessary

IAM permissions for the creation and use of the Amazon SNS topic and Amazon SQS queue.
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For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse. You must update the code as shown with the archive ID of the file that you

uploaded in Step 3: Upload an Archive to a Vault in Amazon Glacier.

Example— Downloading an Archive by Using the AWS SDK for Java

import
import

import
import
import
import
import

java.io.File;
java.io.IOException;

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services
services
services
services

auth.profile.ProfileCredentialsProvider;

.glacier.AmazonGlacierClient;
.glacier.transfer.ArchiveTransferManager;
.sns.AmazonSNSClient;
.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public
public
public

Kk k.
’

public
public
public

public

static String vaultName

static String archiveld =

static String downloadFilePath

"examplevault";
"x** provide archive ID ***";

= "*** provide location to download archive

static AmazonGlacierClient glacierClient;
static AmazonSQSClient sqgsClient;
static AmazonSNSClient snsClient;

static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
new AmazonSQSClient(credentials);
new AmazonSNSClient(credentials);

sqsClient =
snsClient =

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgqsClient, snsClient);

atm.download(vaultName,

archiveld,

new File(downloadFilePath));
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} catch (Exception e)
{

System.err.println(e);

}

Download an Archive from a Vault in Amazon Glacier by Using the AWS
SDK for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to download the
archive that you uploaded previously in Upload an Archive to a Vault in Amazon Glacier by Using
the AWS SDK for .NET. In the code example, note the following:

« The example creates an instance of the ArchiveTransferManager class for the specified
Amazon Glacier Region endpoint.

» The code example uses the US West (Oregon) Region (us-west-2) to match the location where
you created the vault previously in Step 2: Create a Vault in Amazon Glacier.

« The example uses the Download API operation of the ArchiveTransferManager class to
download your archive. The example creates an Amazon Simple Notification Service (Amazon
SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that is subscribed to that
topic. If you created an AWS Identity and Access Management (IAM) admin user as instructed in
Step 1: Before You Begin with Amazon Glacier, your user has the necessary IAM permissions for
the creation and use of the Amazon SNS topic and Amazon SQS queue.

« The example then initiates the archive retrieval job and polls the queue for the archive to be
available. When the archive is available, the download begins. For information about retrieval
times, see Archive Retrieval Options.

For step-by-step instructions on how to run this example, see Running Code Examples. You must
update the code as shown with the archive ID of the file that you uploaded in Step 3: Upload an
Archive to a Vault in Amazon Glacier.

Example— Download an Archive by Using the High-Level API of the AWS SDK for .NET

using System;
using Amazon.Glacier;
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using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");

Console.WriteLine("Once the archive is available, downloading will

begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WritelLine("To continue, press Enter");
Console.ReadKey();
}
static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)
{
if (args.PercentDone != currentPercentage)
{

currentPercentage = args.PercentDone;
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Console.WriteLine("Downloaded {0}%", args.PercentDone);

Step 5: Delete an Archive from a Vault in Amazon Glacier

In this step, you'll delete the sample archive that you uploaded in Step 3: Upload an Archive to a
Vault in Amazon Glacier.

/A Important

You cannot delete an archive by using the Amazon Glacier console. Any archive operation,
such as upload, download, or deletion, requires you to use the AWS Command Line
Interface (CLI) or write code. To upload data, such as photos, videos, and other documents,
you must either use the AWS CLI or write code to make requests, by using either the REST
API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using Amazon Glacier with the AWS CLI, see AWS CLI Reference for Amazon Glacier. For
examples of using the AWS CLI to upload archives to Amazon Glacier, see Using Amazon
Glacier with the AWS Command Line Interface.

Delete the sample archive by following one of these SDKs or the AWS CLI:

» Delete an Archive from a Vault in Amazon Glacier by Using the AWS SDK for Java

» Delete an Archive from a Vault in Amazon Glacier by Using the AWS SDK for .NET

» Delete an Archive in Amazon Glacier by Using the AWS CLI

Related Sections

» Step 3: Upload an Archive to a Vault in Amazon Glacier

» Deleting an Archive in Amazon Glacier
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Delete an Archive from a Vault in Amazon Glacier by Using the AWS
SDK for Java

The following code example uses the AWS SDK for Java to delete the archive. In the code, note the
following:

« The DeleteArchiveRequest object describes the delete request, including the vault name
where the archive is located and the archive ID.

» The deleteArchive API operation sends the request to Amazon Glacier to delete the archive.

« The example uses the US West (Oregon) Region (us-west-2).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
Glacier Using Eclipse. You must update the code as shown with the archive ID of the file that you
uploaded in Step 3: Upload an Archive to a Vault in Amazon Glacier.

Example— Deleting an Archive by Using the AWS SDK for Java

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {
public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.
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client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

Delete an Archive from a Vault in Amazon Glacier by Using the AWS
SDK for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to delete the
archive that you uploaded in the previous step. In the code example, note the following:

« The example creates an instance of the ArchiveTransferManager class for the specified
Amazon Glacier Region endpoint.
« The code example uses the US West (Oregon) Region (us-west-2).

« The example uses the Delete APl operation of the ArchiveTransferManager class that's
provided as part of the high-level APl of the AWS SDK for .NET.

For step-by-step instructions on how to run this example, see Running Code Examples. You must
update the code as shown with the archive ID of the file that you uploaded in Step 3: Upload an
Archive to a Vault in Amazon Glacier.

Example— Deleting an Archive by Using the High-Level API of the AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted

{
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static string vaultName = "examplevault";
"**%* pProvide archive ID ***";

static string archiveld

public static void Main(string[] args)
{

try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Delete an Archive in Amazon Glacier by Using the AWS CLI

You can delete archives in Amazon Glacier by using the AWS Command Line Interface (AWS CLI).

Topics
o (Prerequisite) Setting Up the AWS CLI

» Example: Deleting an Archive by Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.
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aws help

« To get a list of Amazon Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Deleting an Archive by Using the AWS CLI

1. Usethe initiate-job command to start an inventory retrieval job. For more information on
the initiate-job command, see Initiate Job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. Use the describe-job command to check the status of the previous retrieval job. For more
information on the describe-job command, see Describe Job.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

"InventoryRetrievalParameters": {
"Format": "JSON"
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}I

"VaultARN": "#** yault arn **#*",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Wait for the job to be completed.

You must wait until the job output is ready for you to download. If you set a notification
configuration on the vault or specified an Amazon Simple Notification Service (Amazon
SNS) topic when you initiated the job, Amazon Glacier sends a message to the topic after it
completes the job.

You can set notification configuration for specific events on the vault. For more information,
see Configuring Vault Notifications in Amazon Glacier. Amazon Glacier sends a message to the

specified Amazon SNS topic anytime the specific event occurs.

4. When the job is complete, use the get-job-output command to download the retrieval job
to the file output. json. For more information on the get-job-output command, see Get

Job Output.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

This command produces a file with the following fields.

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""#**#* grchive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*#*#* archive hash *#**"

.,

"ArchiveId": 123456789
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}

5. Usethedelete-archive command to delete each archive from a vault until none remain.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*#** archiveid ***"

For more information on the delete-archive command, see Delete Archive.

Step 6: Delete a Vault in Amazon Glacier

A vault is a container for storing archives. To delete an Amazon Glacier vault, you must first delete
all existing archives in the vault as of the last inventory that Amazon Glacier computed.

You can delete a vault programmatically or by using the Amazon Glacier console. For information
about deleting a vault programmatically, see Deleting a Vault in Amazon Glacier.

/A Important

If you upload an archive to a vault or delete an archive from a vault within the recent
24 hours, you must wait until the last vault inventory is updated to reflect the latest
information. Amazon Glacier prepares an inventory for each vault periodically, every 24
hours.

To delete an empty vault

1. Sign in to the AWS Management Console and open the Amazon Glacier console at https://
console.aws.amazon.com/glacier/home.

2. From the Select a Region menu, choose the AWS Region for the vault that you want to delete.

In this getting started exercise, your example vault is in the US West (Oregon) Region.

3. Select the option button next to the empty vault that you want to delete. If the vault is not
empty, you must delete all archives before deleting the vault. For more information, see
Deleting an Archive in Amazon Glacier.
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/A Important

Deleting a vault can't be undone.

4. Choose Delete.
5. The Delete vault dialog box appears. Choose Delete.

To delete a nonempty vault

1. If you're deleting a nonempty vault, you must first delete all existing archives before deleting
the vault. You can do this by writing code to make a delete archive request by using either the
REST API, the AWS SDK for Java, the AWS SDK for .NET or the AWS CLI. For information about
deleting archives, see Step 5: Delete an Archive from a Vault in Amazon Glacier.

2. After the vault is empty, follow the steps to delete an empty vault in the preceding procedure.

Where Do | Go From Here?

Now that you have tried the getting started exercise, you can explore the following sections to
learn more about Amazon Glacier.

« Working with Vaults in Amazon Glacier

» Working with Archives in Amazon Glacier
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Working with Vaults in Amazon Glacier

A vault is a container for storing archives. When you create a vault, you specify a vault name and
the AWS Region in which you want to create the vault. For a list of the AWS Regions supported by
Amazon Glacier, see Amazon Glacier endpoints and quotas in the AWS General Reference.

You can store an unlimited number of archives in a vault.

/A Important

Amazon Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (AWS CLI) or
write code. There is no console support for archive operations. For example, to upload data,
such as photos, videos, and other documents, you must either use the AWS CLI or write
code to make requests, by using either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using Amazon Glacier with the AWS CLI, see the AWS CLI Reference for Amazon Glacier. For
examples of using the AWS CLI to upload archives to Amazon Glacier, see Using Amazon
Glacier with the AWS Command Line Interface.

Topics

« Vault Operations in Amazon Glacier

o Creating a Vault in Amazon Glacier

» Retrieving Vault Metadata in Amazon Glacier

« Downloading a Vault Inventory in Amazon Glacier

« Configuring Vault Notifications in Amazon Glacier

» Deleting a Vault in Amazon Glacier

» Tagging Your Amazon Glacier Vaults

« Amazon Glacier Vault Lock
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Vault Operations in Amazon Glacier

Amazon Glacier supports various vault operations. Vault operations are specific to particular AWS
Regions. In other words, when you create a vault, you create it in a specific AWS Region. When you
list vaults, Amazon Glacier returns the vault list from the AWS Region that you specified in the
request.

Creating and Deleting Vaults

An AWS account can create up to 1,000 vaults per AWS Region. For a list of the AWS Regions
supported by Amazon Glacier, see Amazon Glacier endpoints and quotas in the AWS General

Reference.

You can delete a vault only if there are no archives in the vault as of the last inventory that Amazon
Glacier computed and if there have been no writes to the vault since the last inventory.

(® Note

Amazon Glacier prepares an inventory for each vault periodically, every 24 hours. Because
the inventory might not reflect the latest information, Amazon Glacier ensures that the
vault is indeed empty by checking if there were any write operations since the last vault
inventory.

For more information, see Creating a Vault in Amazon Glacier and Deleting a Vault in Amazon

Glacier.

Retrieving Vault Metadata

You can retrieve vault information such as the vault creation date, number of archives in the
vault, and the total size of all the archives in the vault. Amazon Glacier provides API calls for you
to retrieve this information for a specific vault or all the vaults in a specific AWS Region in your
account. For more information, see Retrieving Vault Metadata in Amazon Glacier.

Downloading a Vault Inventory

A vault inventory refers to the list of archives in a vault. For each archive in the list, the inventory
provides archive information, such as the archive ID, creation date, and size. Amazon Glacier
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updates the vault inventory once a day, starting on the day that the first archive is uploaded to the
vault. A vault inventory must exist for you to be able to download it.

Downloading a vault inventory is an asynchronous operation. You must first initiate a job to
download the inventory. After receiving the job request, Amazon Glacier prepares your inventory
for download. After the job is completed, you can download the inventory data.

Given the asynchronous nature of the job, you can use Amazon Simple Notification Service
(Amazon SNS) notifications to notify you when the job is completed. You can specify an Amazon
SNS topic for each individual job request or configure your vault to send a notification when
specific vault events occur.

Amazon Glacier prepares an inventory for each vault periodically, every 24 hours. If there have
been no archive additions or deletions to the vault since the last inventory, the inventory date is
not updated.

When you initiate a job for a vault inventory, Amazon Glacier returns the last inventory that it
generated, which is a point-in-time snapshot and not real-time data. You might not find it useful
to retrieve vault inventory for each archive upload. However, suppose that you maintain a database
on the client-side that contains metadata associated with the archives that you upload to Amazon
Glacier. In that case, you might find the vault inventory useful to reconcile information in your
database with the actual vault inventory.

For more information about retrieving a vault inventory, see Downloading a Vault Inventory in

Amazon Glacier.

Configuring Vault Notifications

Retrieving anything from Amazon Glacier, such as an archive from a vault or a vault inventory, is
a two-step process. First, you initiate a job. After the job is completed, you download the output.
To learn when your job is complete, you can use Amazon Glacier notifications. Amazon Glacier
sends notification messages to an Amazon Simple Notification Service (Amazon SNS) topic that
you provide.

You can configure notifications on a vault and identify vault events and the Amazon SNS topic
to be notified when the event occurs. Anytime the vault event occurs, Amazon Glacier sends a
notification to the specified Amazon SNS topic. For more information, see Configuring Vault

Notifications in Amazon Glacier.
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Creating a Vault in Amazon Glacier

Creating a vault adds a vault to the set of vaults in your account. An AWS account can create up to
1,000 vaults per AWS Region. For a list of the AWS Regions supported by Amazon Glacier (Amazon
Glacier), see Regions and Endpoints in the AWS General Reference.

When you create a vault, you must provide a vault name. The following are the vault naming
requirements:

« Names can be between 1 and 255 characters long.

» Allowed characters are a-z, A-Z, 0-9, '_' (underscore), '-' (hyphen), and ' (period).

Vault names must be unique within an account and the AWS Region in which the vault is being
created. That is, an account can create vaults with the same name in different AWS Regions but not
in the same AWS Region.

Topics

Creating a Vault in Amazon Glacier Using the AWS SDK for Java

Creating a Vault in Amazon Glacier Using the AWS SDK for .NET

Creating a Vault in Amazon Glacier Using the REST API

Creating a Vault Using the Amazon Glacier Console

Creating a Vault in Amazon Glacier Using the AWS Command Line Interface

Creating a Vault in Amazon Glacier Using the AWS SDK for Java

The low-level API provides methods for all the vault operations, including creating and deleting
vaults, getting a vault description, and getting a list of vaults created in a specific AWS Region. The
following are the steps to create a vault using the AWS SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region in which you want to create a vault. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the CreateVaultRequest class.
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Amazon Glacier (Amazon Glacier) requires you to provide a vault name and your account ID. If
you don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is used. For more information, see Using the AWS SDK for Java with Amazon

Glacier.

3. Run the createVault method by providing the request object as a parameter.

The response Amazon Glacier returns is available in the CreateVaultResult object.

The following Java code snippet illustrates the preceding steps. The snippet creates a vault in
the us-west-2 Region. The Location it prints is the relative URI of the vault that includes your
account ID, the AWS Region, and the vault name.

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());

(@ Note
For information about the underlying REST API, see Create Vault (PUT vault).

Example: Creating a Vault Using the AWS SDK for Java

The following Java code example creates a vault in the us-west-2 Region (for more information
on AWS Regions, see Accessing Amazon Glacier). In addition, the code example retrieves the vault

information, lists all vaults in the same AWS Region, and then deletes the vault created.

For step-by-step instructions on how to run the following example, see Running Java Examples for

Amazon Glacier Using Eclipse.

Example

import java.io.IOException;
import java.util.lList;
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.ListVaultsResult;

model

model

class AmazonGlacierVaultOperations {

CreateVaultRequest;

DeleteVaultRequest;
DescribeVaultOutput;
DescribeVaultRequest;
DescribeVaultResult;
ListVaultsRequest;

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

= new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()

.withVaultName(vaultName);
CreateVaultResult createVaultResult

System.out.println("Created vault successfully:

createVaultResult.getlLocation());

= client.createVault(createVaultRequest);

n +
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}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

System.out.println("\nDescribing all vaults (vault list):");

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);
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Creating a Vault in Amazon Glacier Using the AWS SDK for .NET

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to
create a vault.

Topics

» Creating a Vault Using the High-Level API of the AWS SDK for .NET

» Creating a Vault Using the Low-Level API of the AWS SDK for .NET

Creating a Vault Using the High-Level API of the AWS SDK for .NET

The ArchiveTransferManager class of the high-level API provides the CreateVault method
you can use to create a vault in an AWS Region.

Example: Vault Operations Using the High-Level API of the AWS SDK for .NET

The following C# code example creates and delete a vault in the US West (Oregon) Region. For a
list of AWS Regions in which you can create vaults, see Accessing Amazon Glacier.

For step-by-step instructions on how to run the following example, see Running Code Examples.

You need to update the code as shown with a vault name.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDeleteHighLevel

{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{

try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
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manager.CreateVault(vaultName);

Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();

manager.DeleteVault(vaultName);

Console.WriteLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Creating a Vault Using the Low-Level API of the AWS SDK for .NET

The low-level API provides methods for all the vault operations, including create and delete vaults,
get a vault description, and get a list of vaults created in a specific AWS Region. The following are
the steps to create a vault using the AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region in which you want to create a vault. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the CreateVaultRequest class.

Amazon Glacier (Amazon Glacier) requires you to provide a vault name and your account ID. If
you don't provide an account ID, then account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for .NET with

Amazon Glacier.

3. Run the CreateVault method by providing the request object as a parameter.

The response Amazon Glacier returns is available in the CreateVaultResponse object.

Example: Vault Operations Using the Low-Level API of the AWS SDK for .NET

The following C# example illustrates the preceding steps. The example creates a vault in the US
West (Oregon) Region. In addition, the code example retrieves the vault information, lists all vaults
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in the same AWS Region, and then deletes the vault created. The Location printed is the relative
URI of the vault that includes your account ID, the AWS Region, and the vault name.

(® Note
For information about the underlying REST API, see Create Vault (PUT vault).

For step-by-step instructions on how to run the following example, see Running Code Examples.

You need to update the code as shown with a vault name.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDelete
{
static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WriteLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
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Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static void CreateAVault()
{

CreateVaultRequest request = new CreateVaultRequest()

{

VaultName = vaultName
13
CreateVaultResponse response = client.CreateVault(request);
Console.WriteLine("Vault created: {@}\n", response.Location);

static void DescribeVault()

{

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{

VaultName = vaultName

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

static void GetVaultsList()
{

string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific

region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{

Marker = lastMarker
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i

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives:
{23,
output.VaultName, output.CreationDate,
output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

I

DeleteVaultResponse response = client.DeleteVault(request);
}

Creating a Vault in Amazon Glacier Using the REST API

To create a vault using the REST API, see Create Vault (PUT vault).

Creating a Vault Using the Amazon Glacier Console

To create a vault using the Amazon Glacier (Amazon Glacier) console, see Step 2: Create a Vault in
Amazon Glacier in the Getting Started tutorial.

Creating a Vault in Amazon Glacier Using the AWS Command Line
Interface

Follow these steps to create a vault in Amazon Glacier (Amazon Glacier) using the AWS Command
Line Interface (AWS CLI).

Topics
o (Prerequisite) Setting Up the AWS CLI
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« Example: Creating a Vault Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of Amazon Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Creating a Vault Using the AWS CLI

1. Usethe create-vault command to create a vault named awsexamplevault under account
111122223333,

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

Expected output:
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{

"location": "/111122223333/vaults/awsexamplevault"
}

2. Verify creation using the describe-vault command.

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

Retrieving Vault Metadata in Amazon Glacier

You can retrieve vault information such as the vault creation date, number of archives in the vault,
and the total size of all the archives in the vault. Amazon Glacier (Amazon Glacier) provides API
calls for you to retrieve this information for a specific vault or all the vaults in a specific AWS
Region in your account.

If you retrieve a vault list, Amazon Glacier returns the list sorted by the ASCII values of the vault
names. The list contains up to 1,000 vaults. You should always check the response for a marker at
which to continue the list; if there are no more items the marker field is null. You can optionally
limit the number of vaults returned in the response. If there are more vaults than are returned in
the response, the result is paginated. You need to send additional requests to fetch the next set of
vaults.

Topics

» Retrieving Vault Metadata in Amazon Glacier Using the AWS SDK for Java

o Retrieving Vault Metadata in Amazon Glacier Using the AWS SDK for .NET

» Retrieving Vault Metadata Using the REST API

» Retrieving Vault Metadata in Amazon Glacier Using the AWS Command Line Interface

Retrieving Vault Metadata in Amazon Glacier Using the AWS SDK for
Java

Topics

« Retrieve Vault Metadata for a Vault

o Retrieve Vault Metadata for All Vaults in a Region
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» Example: Retrieving Vault Metadata Using the Amazon SDK for Java

Retrieve Vault Metadata for a Vault

You can retrieve metadata for a specific vault or all the vaults in a specific AWS Region. The
following are the steps to retrieve vault metadata for a specific vault using the low-level API of the
Amazon SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Provide request information by creating an instance of the DescribeVaultRequest class.
Amazon Glacier (Amazon Glacier) requires you to provide a vault name and your account ID. If

you don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for Java with

Amazon Glacier.

3. Run the describeVault method by providing the request object as a parameter.

The vault metadata information that Amazon Glacier returns is available in the
DescribeVaultResult object.

The following Java code snippet illustrates the preceding steps.

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getlLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +

"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());
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® Note
For information about the underlying REST API, see Describe Vault (GET vault).

Retrieve Vault Metadata for All Vaults in a Region

You can also use the 1istVaults method to retrieve metadata for all the vaults in a specific AWS
Region.

The following Java code snippet retrieves list of vaults in the us-west-2 Region. The request
limits the number of vaults returned in the response to 5. The code snippet then makes a series of
listVaults calls to retrieve the entire vault list from the AWS Region.

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

In the preceding code segment, if you don't specify the Limit value in the request, Amazon Glacier
returns up to 10 vaults, as set by the Amazon Glacier API. If there are more vaults to list, the
response marker field contains the vault Amazon Resource Name (ARN) at which to continue the
list with a new request; otherwise, the marker field is null.
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Note that the information returned for each vault in the list is the same as the information you get
by calling the describeVault method for a specific vault.

® Note
The 1istVaults method calls the underlying REST API (see List Vaults (GET vaults)).

Example: Retrieving Vault Metadata Using the Amazon SDK for Java

For a working code example, see Example: Creating a Vault Using the AWS SDK for Java. The Java

code example creates a vault and retrieves the vault metadata.

Retrieving Vault Metadata in Amazon Glacier Using the AWS SDK
for .NET

Topics

e Retrieve Vault Metadata for a Vault

o Retrieve Vault Metadata for All Vaults in a Region
« Example: Retrieving Vault Metadata Using the Low-Level API of the AWS SDK for .NET

Retrieve Vault Metadata for a Vault

You can retrieve metadata for a specific vault or all the vaults in a specific AWS Region. The
following are the steps to retrieve vault metadata for a specific vault using the low-level API of the
AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).
You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Provide request information by creating an instance of the DescribeVaultRequest class.
Amazon Glacier (Amazon Glacier) requires you to provide a vault name and your account ID. If

you don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for .NET with

Amazon Glacier.
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3. Run the DescribeVault method by providing the request object as a parameter.

The vault metadata information that Amazon Glacier returns is available in the
DescribeVaultResult object.

The following C# code snippet illustrates the preceding steps. The snippet retrieves metadata
information of an existing vault in the US West (Oregon) Region.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{
VaultName = "*** Provide vault name ***"

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

® Note

For information about the underlying REST API, see Describe Vault (GET vault).

Retrieve Vault Metadata for All Vaults in a Region

You can also use the ListVaults method to retrieve metadata for all the vaults in a specific AWS
Region.

The following C# code snippet retrieves list of vaults in the US West (Oregon) Region. The request
limits the number of vaults returned in the response to 5. The code snippet then makes a series of
ListVaults calls to retrieve the entire vault list from the AWS Region.
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AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)

{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

In the preceding code segment, if you don't specify the Limit value in the request, Amazon Glacier
returns up to 10 vaults, as set by the Amazon Glacier API.

Note that the information returned for each vault in the list is the same as the information you get
by calling the DescribeVault method for a specific vault.

(® Note
The ListVaults method calls the underlying REST API (see List Vaults (GET vaults)).

Example: Retrieving Vault Metadata Using the Low-Level API of the AWS SDK
for .NET

For a working code example, see Example: Vault Operations Using the Low-Level AP| of the AWS

SDK for .NET. The C# code example creates a vault and retrieves the vault metadata.
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Retrieving Vault Metadata Using the REST API

To list vaults using the REST API, see List Vaults (GET vaults). To describe one vault, see Describe
Vault (GET vault).

Retrieving Vault Metadata in Amazon Glacier Using the AWS Command
Line Interface

This example shows how to retrieve vault information and metadata in Amazon Glacier (Amazon
Glacier) using the AWS Command Line Interface (AWS CLI).

Topics

» (Prerequisite) Setting Up the AWS CLI

« Example: Retrieving Vault Metadata Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of Amazon Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.
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aws configure list

Example: Retrieving Vault Metadata Using the AWS CLI

e Usethedescribe-vault command to describe a vault named awsexamplevaul t under
account 111122223333,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

Downloading a Vault Inventory in Amazon Glacier

After you upload your first archive to your vault, Amazon Glacier (Amazon Glacier) automatically
creates a vault inventory and then updates it approximately once a day. After Amazon Glacier
creates the first inventory, it typically takes half a day and up to a day before that inventory is
available for retrieval. You can retrieve a vault inventory from Amazon Glacier with the following
two-step process:

1. Initiate an inventory retrieval job by using the Initiate Job (POST jobs) operation.

/A Important

A data retrieval policy can cause your initiate retrieval job request to fail with a
PolicyEnforcedException exception. For more information about data retrieval
policies, see Amazon Glacier Data Retrieval Policies. For more information about the

PolicyEnforcedException exception, see Error Responses.

2. After the job completes, download the bytes using the Get Job Output (GET output) operation.

For example, retrieving an archive or a vault inventory requires you to first initiate a retrieval job.

The job request is run asynchronously. When you initiate a retrieval job, Amazon Glacier creates a

job and returns a job ID in the response. When Amazon Glacier completes the job, you can get the
job output, the archive bytes, or the vault inventory data.

The job must complete before you can get its output. To determine the status of the job, you have
the following options:
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« Wait for job completion notification—You can specify an Amazon Simple Notification Service

(Amazon SNS) topic to which Amazon Glacier can post a notification after the job is completed.
You can specify Amazon SNS topic using the following methods:

» Specify an Amazon SNS topic per job basis.

When you initiate a job, you can optionally specify an Amazon SNS topic.

« Set notification configuration on the vault.

You can set notification configuration for specific events on the vault (see Configuring Vault
Notifications in Amazon Glacier). Amazon Glacier sends a message to the specified SNS topic
any time the specific event occur.

If you have notification configuration set on the vault and you also specify an Amazon SNS topic
when you initiate a job, Amazon Glacier sends job completion message to both the topics.

You can configure the SNS topic to notify you via email or store the message in an Amazon
Simple Queue Service (Amazon SQS) that your application can poll. When a message appears in
the queue, you can check if the job is completed successfully and then download the job output.

Request job information explicitly—Amazon Glacier also provides a describe job operation
(Describe Job (GET JoblD)) that enables you to poll for job information. You can periodically
send this request to obtain job information. However, using Amazon SNS notifications is the
recommended option.

(® Note

The information you get via SNS notification is the same as what you get by calling
Describe Job.

Topics

About the Inventory

Downloading a Vault Inventory in Amazon Glacier Using the AWS SDK for Java

Downloading a Vault Inventory in Amazon Glacier Using the AWS SDK for .NET

Downloading a Vault Inventory Using the REST API

Downloading a Vault Inventory in Amazon Glacier Using the AWS Command Line Interface
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About the Inventory

Amazon Glacier updates a vault inventory at least once per day, starting on the day you first upload
an archive to the vault. If there have been no archive additions or deletions to the vault since the
last inventory, the inventory date is not updated. When you initiate a job for a vault inventory,
Amazon Glacier returns the last inventory it generated, which is a point-in-time snapshot and not
real-time data. Note that after Amazon Glacier creates the first inventory for the vault, it typically
takes half a day and up to a day before that inventory is available for retrieval.

You might not find it useful to retrieve a vault inventory for each archive upload. However, suppose
you maintain a database on the client-side associating metadata about the archives you upload

to Amazon Glacier. Then, you might find the vault inventory useful to reconcile information, as
needed, in your database with the actual vault inventory. You can limit the number of inventory
items retrieved by filtering on the archive creation date or by setting a quota. For more information
about limiting inventory retrieval, see Range Inventory Retrieval.

The inventory can be returned in two formats, comma-separated values (CSV) or JSON. You can
optionally specify the format when you initiate the inventory job. The default format is JSON. For
more information about the data fields returned in an inventory job output, see Response Body of
the Get Job Output API.

Downloading a Vault Inventory in Amazon Glacier Using the AWS SDK
for Java

The following are the steps to retrieve a vault inventory using the low-level API of the AWS SDK for
Java. The high-level API does not support retrieving a vault inventory.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Initiate an inventory retrieval job by executing the initiateJob method.

Run initiateJob by providing job information in an InitiateJobRequest object.
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® Note

Note that if an inventory has not been completed for the vault an error is returned.
Amazon Glacier (Amazon Glacier) prepares an inventory for each vault periodically, every
24 hours.

Amazon Glacier returns a job ID in response. The response is available in an instance of the
InitiateJobResult class.

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x!')
);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you have either set a
notification configuration on the vault, or specified an Amazon Simple Notification Service
(Amazon SNS) topic when you initiated the job, Amazon Glacier sends a message to the topic
after it completes the job.

You can also poll Amazon Glacier by calling the describeJob method to determine job
completion status. However, using an Amazon SNS topic for notification is the recommended
approach. The code example given in the following section uses Amazon SNS for Amazon Glacier
to publish a message.

4. Download the job output (vault inventory data) by executing the getJobOutput method.

You provide your account ID, job ID, and vault name by creating an instance of the
GetJobOutputRequest class. If you don't provide an account ID, then the account ID
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associated with the credentials you provide to sign the request is used. For more information,
see Using the AWS SDK for Java with Amazon Glacier.

The output that Amazon Glacier returns is available in the GetJobOutputResult object.

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.

(® Note
For information about the job related underlying REST API, see Job Operations.

Example: Retrieving a Vault Inventory Using the Amazon SDK for Java
The following Java code example retrieves the vault inventory for the specified vault.
The example performs the following tasks:

« Creates an Amazon Simple Notification Service (Amazon SNS) topic.

Amazon Glacier sends notification to this topic after it completes the job.

» Creates an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages to
the queue.

« Initiates a job to download the specified archive.

In the job request, the Amazon SNS topic that was created is specified so that Amazon Glacier
can publish a notification to the topic after it completes the job.

o Checks the Amazon SQS queue for a message that contains the job ID.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive.
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» Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue that it created.
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import com.
import com.
import com.
import com.

amazonaws.services.sqs.model.GetQueueAttributesResult;
amazonaws.services.sqs.model.Message;
amazonaws.services.sqs.model.ReceiveMessageRequest;
amazonaws.services.sqs.model.SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public
public
public
public
public

public

static
static
static
static
static
static
static
static
static
static
static
static
static

static

String vaultName = "*** provide vault name ***";
String snsTopicName = "*** provide topic name ***";
String sqsQueueName = "*** provide queue name ***";

String sqsQueueARN;

String sqsQueueURL;

String snsTopicARN;

String snsSubscriptionARN;

String fileName = "*** provide file name ***";
String region = "*** region ***";

long sleepTime = 600;

AmazonGlacierClient client;

AmazonSQSClient sqgsClient;

AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sgsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);

snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }
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downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
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.withEndpoint(sqsQueueARN)
.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);

String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
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if (retrievedJobId.equals(jobId)) {
messageFound = true;
if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);

BufferedWriter out = new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readLine()) !'= null) {
out.write(inputLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {3}

try {out.close();} catch (Exception e) {}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
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sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

Downloading a Vault Inventory in Amazon Glacier Using the AWS SDK
for .NET

The following are the steps to retrieve a vault inventory using the low-level APl of the AWS SDK
for .NET. The high-level API does not support retrieving a vault inventory.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Initiate an inventory retrieval job by executing the InitiateJob method.

You provide job information in an InitiateJobRequest object. Amazon Glacier (Amazon
Glacier) returns a job ID in response. The response is available in an instance of the
InitiateJobResponse class.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",
}
)i
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you have either set a
notification configuration on the vault identifying an Amazon Simple Notification Service
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(Amazon SNS) topic, or specified an Amazon SNS topic when you initiated a job, Amazon
Glacier sends a message to that topic after it completes the job. The code example given in the
following section uses Amazon SNS for Amazon Glacier to publish a message.

You can also poll Amazon Glacier by calling the DescribeJob method to determine job
completion status. Although using Amazon SNS topic for notification is the recommended
approach.

4. Download the job output (vault inventory data) by executing the GetJobOutput method.

You provide your account ID, vault name, and the job ID information by creating an instance
of the GetJobOutputRequest class. If you don't provide an account ID, then the account
ID associated with the credentials you provide to sign the request is assumed. For more
information, see Using the AWS SDK for .NET with Amazon Glacier.

The output that Amazon Glacier returns is available in the GetJobOutputResponse object.

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
(@ Note

For information about the job related underlying REST API, see Job Operations.
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Example: Retrieving a Vault Inventory Using the Low-Level API of the AWS SDK
for .NET

The following C# code example retrieves the vault inventory for the specified vault.

The example performs the following tasks:

« Set up an Amazon SNS topic.

Amazon Glacier sends notification to this topic after it completes the job.

« Set up an Amazon SQS queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages.

« Initiate a job to download the specified archive.

In the job request, the example specifies the Amazon SNS topic so that Amazon Glacier can send
a message after it completes the job.

 Periodically check the Amazon SQS queue for a message.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive. The code example uses the JSON.NET library (see JSON.NET) to parse the
JSON.

« Clean up by deleting the Amazon SNS topic and the Amazon SQS queue it created.

Example

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;
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namespace glacier.amazon.com.docsamples

{
class VaultInventoryJoblLowlLevelUsingSNSSQS
{
static string topicAzrn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
static string fileName = "*** Provide file name and path where to store inventory
kK1,
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =
nen 4
" \"Version\" : \"2012-10-17\",&TCX5-2025-waiver;" +
" \"Statement\" : [" +
n {Il +
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"
+
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
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Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;
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Console.Write("QueueArn: ");Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
{

Protocol = "sqgs",

Endpoint = queueArn,

TopicArn = topicAzrn

1)

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1)

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
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ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[Q];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)
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{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

Downloading a Vault Inventory Using the REST API
To download a vault inventory using the REST API

Downloading a vault inventory is a two-step process.

1. Initiate a job of the inventory-retrieval type. For more information, see Initiate Job

(POST jobs).
2. After the job completes, download the inventory data. For more information, see Get Job
Output (GET output).
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Downloading a Vault Inventory in Amazon Glacier Using the AWS
Command Line Interface

Follow these steps to download a vault inventory in Amazon Glacier (Amazon Glacier) using the
AWS Command Line Interface (AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Downloading a Vault Inventory Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1.

Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of Amazon Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list
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Example: Downloading a Vault Inventory Using the AWS CLI

1. Usethe initiate-job command to start an inventory retrieval job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}"'

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. Usethe describe-job command to check status of the previous retrieval job.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

"InventoryRetrievalParameters": {

"Format": "JSON"
1,
"VaultARN": "#*** vyault arn ***",
"Completed": false,
"JobId": "*** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. The job ID does not expire for
at least 24 hours after Amazon Glacier completes the job. If you have either set a notification
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