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Actions can also be performed through AWS CLI
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« Chrome Z 21}l Xzt
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Amazon S3 HZ!S AlsH{of gfLICH At 238 o|0| M&EE 7|&E HAS A835H7LI0| SXME ¢

of S35 M HIlE d&de + U&LIc

Amazon S3 HZ!o|lE= 2O E & £ &= H8HE WorkSpaces Secure Browser0ll £045t= H{Z! HA0|
21040k & LICt. Amazon S3 HHZ!'2 WorkSpaces Secure Browser Z& 1} S8t AWS A& & 2|0
Hi x|5t= Zd0| E&LCt

Amazon S3 HZ!0|= O|F XIH @ F ALE 0| eigLich M HAS MAdste{™ ofel EHAIE = 7Lt
Amazon Simple Storage Service AF& MBEAMO| HE HHZ! MMH 2 # 18t -dofl chet XIF
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L|Ct 29t F&|= "workspaces-web.amazonaws.com" ] L|C}.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowSessionlLogger",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
},
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket-name/*"
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"Sid": "Session Logger",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"

3,

"Action": [
"kms:Encrypt",
"kms:GenerateDataKey*"

1,

"Resource": "*"
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« ManagedBookmarks — ®|H| O|X|of| S0t3& F7t&fLICH.
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{
"chromePolicies":
{
"ManagedBookmarks" :
{
"value":
[
{
"name": "Bookmark 1",
"url": "bookmark-url-1"
},
{
"name": "Bookmark 2",
"url": "bookmark-url-2"
},
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https://chromeenterprise.google/policies/
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]
iy

"RestoreOnStartup":

{

"value": 4

iy

"RestoreOnStartupURLs":

{

"value":

L

"startup-url"

}I

"ExtensionInstallBlocklist": {

"value": [

"insert-extensions-value-to-block",

iy

"ExtensionInstallAllowlist":

"value": [

"insert-extensions-value-to-allow",

}I

"ExtensionSettings":

{

"value":

{

"insert-extension-value-to-force-install":

{

"installation_mode":

"force_installed",

"update_url": "https://clients2.google.com/service/update2/crx",

"toolbar_pin": "force_pinned"

}I

}I

"AllowDeletingBrowserHistory":

{

"value": should-allow-history-deletion

}I

"IncognitoModeAvailability":

{

"value": incognito-mode-availability
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}

a. £7tsltde 2 5039 name 2 url 7| S value 7|0 F7FEHLICEH
b. bookmark-url-1& https://www.amazon.comQZ A&EtL|C}.

c. bookmark-url-2E& https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/Z MXEL|CH

"ManagedBookmarks":
{
"value":
[
{
"name": "Amazon",
"url": "https//www.amazon.com"
1,
{
"name": "Bookmark 2",
"url": "https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/"
1,
]
1,
2. AIEHURLS MHBLICH O] HMS Sof ZEIAHE ASRIVH A 2t 32 ¥ mf EAISE 8 o
O|X|E HHEE = U&LIC
a. RestoreOnStartup2 42 MHEgLICE O/ 5t URL 552 04= RestoreOnStartup &
ol dEELICEH AlZF URLOIM CHE 2 Y E AL E =X U&LICH RHMIEH LHE 2 Chrome 2IE

Zololx HA S5 HAHAAIL.

b. RestoreOnStartupURLsE https://www.aboutamazon.com/newsZ A& g L|C}.
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"RestoreOnStartup":
{
"value": 4
I
"RestoreOnStartupURLs":
{
"value":
[
"https://www.aboutamazon.com/news"
]
1,
M5 RIS YKX|5E{™ AllowDeletingBrowserHistoryE

3. A7t BB X 7SS

falseZ2 MMEELICT

"AllowDeletingBrowserHistory":

{
false
JgtLct.

"value":
o H

},
4. MEXo| A3 R 2 E HMA HEHE 1124 IncognitoModeAvailabilityE 12 A%

"IncognitoModeAvailability":

{
"value": 1
}
5. Ct& EME A&35104 Okta E2{T 218 Aot MEFLICt
« ExtensionSettings - HEtRAX AlE Al S T2 S AX|gLICH & T2 T3 2I2
golg = &Lt
I & WXIEL
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o] 2ot
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https://help.okta.com/en-us/Content/Topics/Browser-Plugin/silent-install-chrome.htm
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« ExtensionInstallAllowlistE SH EMH ST Z2OME MRIGHEE e £+ U&LICH

ExtensionInstallBlocklistE& *2 MMEIMODZ Okta E{12l 2t 047|0i F715t04 5

gLt

Okta Ec11212 77| 2I8t o A| HA2 Ct3 0t Z&LiCH

"ExtensionInstallBlocklist": {

"value": [
nn
]
1,
"ExtensionInstallAllowlist": {
"value": [
"glnpjglilkicbckjpbgcfkogebgllemb",
]
b
"ExtensionSettings": {
"value": {

"glnpjglilkicbckjpbgcfkogebgllemb": {
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"

}
}
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Amazon WorkSpaces Secure Browser0|A 7|2 HEtX{ 2 THE
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{
"chromePolicies":
{
"DefaultDownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
.
"DownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
},
"DownloadRestrictions": {
"value": 1
.
"URLBlocklist": {
"value": [
"file://",
"http://169.254.169.254",
"http://[fd00:ec2::254]",
]
},
"URLAllowlist": {

"value": [
"file:///home/as2-streaming-user/MyFiles/TemporaryFiles",
"file:///opt/appstream/tmp/TemporaryFiles",

]

}
}
}
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aws workspaces-web list-sessions --portal-arn arn:aws:workspaces-web:us-
west-2:<accountld>:portal/<portalld> --username <username>
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AA HZ0o| S3 H{Zlofo] MAMES XMEhL|Ct 1234567890128 & 2|Xt HX IDE H} R~ 1 source-
account-bucket-nameg AN HZ! O|E2 = HiELICH.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
},
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::source-account-bucket-name",
"arn:aws:s3:::source-account-bucket-name/*"
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IAM E2 of| x| (22| Rt A1 H):

22|RF AHO| IAM AP A} EE= d&hof|o] MAE eAAELICH source-account-bucket-nameg
AA AEHO| AKX HZ! O|E2Z HFELILCE.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountS3Access",

"Effect": "Allow",

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::source-account-bucket-name",
"arn:aws:s3:::source-account-bucket-name/*"

]

}
]
}
WRF AT HM A0 CHEt REMIBH LI 2 S3 Access Grants W AF A% HMAE EZFHAIL.

2791 9 2 mo|xlolA EBE 249 HAEE HHlo|E5t0] 5|5 AFRIC| 20 W 2 B
S AHSX XIMELICH 23 U YHolHe 22 AIZA 248 2851, #Y HAIX| L slciet 2

HAE QA BAUSD, MUMOER AFBAIT MAIS AlS}Y| To #3480k s MulA o2t A

ox

10 |0
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. X|®El= @Al JPG, ICO EE= PNG
- Z|CH mt 37]: 100KB
. HE JIZ2 MZ H|8: 1:1

o o|m - MEH ALY

fro|TE RE 330l BiZ ol0IXIZ AFR Elo] SUE ALY BHE MBHUICH AL A xIY 2
OlHE UZE5tx| ot T off EAIE 7|2 HHO|H7} ALSELICH 2RA 7HS4S Walstx| oo
MM ERiEl2 HetstE 0|0IX|IE MEISIMI.

Wallpaper

Wallpaper will be the same across all pages

« X[HElE A JPG EE PNG

- Z|CH ot 37(: 5MB

« HE 712 MZ H|E: 16:9

o HZE E|A SHAE: 1920 x 1080
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HEl X Bol| AR HAE QLI Z[CH 25K LICH
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Fod Aod
O =2 O

ok

2391 30 At 210 BH ARl ZHEFEh ABE LI £|CH 150K LICH

W_etcome description. U;e th_is — Starting font sizing
brief message on your sign-in . —

page. Max 150 characters

Welcome Description

Welcome description Adapted sizing to Max characters

HS4S E0I7] I HAEE 2 KAIBLICH O 7 MAES RSS2 Cf e 2B V|2
AHE|S Yo, O ¥ 2 HAIXIE O SEXIA EAIE L,

2001 3t Eo| HE HAEQILICH HIY FH “Eolet7 "7t EAIELICE Z|CH 30K LICH.

« ArEXHE & Ho|X|= 2FLish=E HTTPS URL

+ mailto: AF&Xt2| O|H|Y S 2t0[AUEE i B3

HI® £H £2| HEO| 2t M =74 ELICH
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Y ALY
BEIAEE B/, Ol 2= 2~3

2321 3l - B4 AL

27921 Ho|X|e| 212l MlA

Ct.

231 M - MEH AL

232! MMof CHE A HAE Q]
"7t E AIEILICE =|CH 250K}
20 HE - M4 AE

209 HEH EAILz HAEQ]

Mof| cHet sl LIt HI9 F#H "=2321"0|

|L|C}. H|%

LICH HI® &8 "232l"0|

Contact Button

T AIELICE Z[CH 30K LT,

EAIELICE Z=CH 100RFIL

&M "WorkSpaces Secure Browser AM|A40{ 2 19151 A

MBI RIE XIH

102



Amazon WorkSpaces Secure Browser el dEAM

Sign in Header Sign in description

EHAMERL 2ol Cis| +EE A BY SZAE o|SELICH EE A 5F

% o o |
S2XE HIstTE HE HAEE AER X|HE & U&LICH

MHEEC

Hd T 2 &Ho| EAEE HAEQLICH H| £ "d4 &..."0| ZA[ELICH %|CH 300%t.
Loading screen

HE AbE

Ol HIAIXIE MMo| REE|E SotoEt EAIZIEZ %|F AEXIE 218 AlZho| gig + U&LIcH LT
LA BHEX| =5 StMl2.
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Ml obah - Mo Abgt

x|E MEX7H AEE|Y MME AlEst7| ol HES T +2taliof st AH|A of2HE AR X|He

= A&LCh ol 2EAE otaChe2 e YZEot7ALE LHY DA CH2 HETVIE A8sto Fte =
A& LICH

g3Mez =2O0I5tH ALS Kol H MH|A of2to| ZAIELICH MAEXE BAM TXME 23 &6t "+

2" HE & Z=I5H0f Secure Browser MM 2 0|SE = U&GLICH ALEXI7L"HAE"E 2EI5HH 21

2l Ho|X|= CHA| 2lC|ZME LI

HIZ ol MEfX AEQULICH MH|A oFghE FTItstX| pfof AL 2018 = MM 2 HiZ
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HotZ 2lall ot 471 RHEHEILICH

- AQEE L I A

« Al Qliframel}t Z2 CHEIE 24

- OHMSIX| QIR Z2EZE 2 Ot F=2
« HTML &8 3 2B

- o|F 213 Y Elolg

MEXR XIE X|E 104



Amazon WorkSpaces Secure Browser el dEAM

Amazon WorkSpaces Secure Browser0| A WebAuthn 2|C|2]M x|
o st

/A Warning
WebAuthn 2|C|24d2 QIE{S! HA| AT & F3tEl Het XM Mol ME &S Lot 2= | I
E 2|3 -4 0[ WebAuthn 7|SO| MU= X Sst= S5 QEA HMAE oi%ﬂEXI EfQlgfLct

WorkSpaces Secure Browsere 474 H22 X MM Lo A M| ASHE & ALO|E0f CHEH
WebAuthn(# 215)2 X|HELICt O|& &all AF&Xt= WorkSpaces Secure Browser A|412 EF A5 =
SOt 2EZ FIDO2 2ot 7|, M| QA CIBE AL U E3HE QIBSXHE ALE5t04 B AIO|E QIBE = /U&E

LICE.

(® Note
WebAuthn Z|C[2ME2 Google Chrome 136(0|”) t£ = Microsoft Edge 137(0|4)2 AF8 35t
Z|E MR AEE £ U&LICE 0| 7|52 Safari E£& Firefox2t Z2 H|Chromium E2t2

XMolME ALEE =+ l&LICH
WebAuthn E|C|EM 7|SE &dEstedd #E|XIEOHE F 7HX|E 25 Fdgsfiof ZLich

00
P2l
n
o
o

>.
=)
x

2. 2|5 MEX =2H EEF%’—H ’S*H WebAuthn Ell:lii'! ME 58t S A
WebAuthenticationRemoteDesktopAllowedOrigins 22t X HAE FAEHL|CH.

=

- 28 Mo M WebAuthn E|C|2M &5}

« WebAuthnOll CHEF 24 EEt K] 22 7

- ¥ 22X MMM WebAuthn 2[C[EIM AHE
« WebAuthn Z|C|EM ZX| sHZ

I MX0{ A WebAuthn Z2|C|2M & A5}

HA HEl2 K MM Lol A HMASHE B AFO|E0f CHSH WebAuthn EIC|EIME &3l ste{H CHS T
HAE [2ML.
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1.  WorkSpaces Secure Browser & & (https://console.aws.amazon.com/workspaces-web/home?
region=us-east-1#/)2 LIC}.

2. WorkSpaces Secure Browser, & ZEHZ At2l|=2 MEiSt T 2 ZEHZ MEA Ol HE S MElE

Lict

AR M Mo 2 olSE LI
4. ANSR HEOIM ABAIZH EH MAMOIM 22 Q152 SIS 5182 51822 MABLI
5. MIS Mstod A2 MBI

Z =M™ WebAuthn 2|C[2IME #8356t W 2oz AASKIe| 2Z C|HHO|A QL 74 HE X
MM 7_9I WebAuthn ZIC|EME 51858 24 Hel M Mg Fd8loF st 1 oo BT

OFEEZERILICH O] M2 bt o = QI ZEto|= #tE 2| A< IT #ElXH7t, BYOD AlLtZ|22| &
< i AL X7 #El'L(C.

HEt X HAol= Y 217 2] WorkSpaces Secure Browser 2EI= T H[Ql0| Z & E|o{of &LIC} 2|
Zofl [z} WebAuthenticationRemoteDesktopAllowedOrigins H&of C}S 22X F7}E
L|CF.

https://<region>.content.workspaces-web.com

0| € £0{ us-west-20{l M= CHS T Z&LICH https://us-west-2.content.workspaces-
web.com

Ex AN HH2 E|{Z 2l 0|= 40| HEIR K E 2 E|5H=X| ofL|T BYOD AFEXIE 9|3+ 71
ClHIO|AE A st=X|of et Y2t EIL|cH 22K K240l it REMIEH LH& 2 Chrome Enterprise
MAH MO A 2 Microsoft Edge M A MEHME XA 2.

HMS MBS Bt XS CHAl AlRHslol & 4 st

oA HEFR X M0 WebAuthn 2[E[EME ALS

Z o H™EM WebAuthn 2|C[2IMO0| #85tE|D 24 HEt X HHMo| FMHE|H AL Xte=
WorkSpaces Secure Browser 723 E2t X MM LH2| & AFO|E 0| A WebAuthn 152 AIEE == U
&Lt

=4 seted 84 74 106
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https://chromeenterprise.google/policies/?policy=WebAuthenticationRemoteDesktopAllowedOrigins
https://chromeenterprise.google/policies/?policy=WebAuthenticationRemoteDesktopAllowedOrigins
https://learn.microsoft.com/en-us/deployedge/microsoft-edge-policies#webauthenticationremotedesktopallowedorigins
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A-EXt= CHEE AHEst0{ # ALO|Eof 1B E &+ /U&LICH

- EZ C|H}olA0| @1ZAE FIDO2 2 ¢t 7|
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L

« Windows Hello EEE Touch ID2} ZH2 EZ8HE Q9IEX

WebAuthn 215 ZE2MA = 4 HEFR K] MMoi

A
X|stHM & Z Qs £ M3 gct,

:|o

AER7H HA HEFR K MMM WebAuthn EIC[EM ZX|E F&lst=e 42 Chg =X siid EAHE
At&3sto] LitXQel EXME Aldstn s A LIt
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+ WebAuthn 2|C|BM0| 2 S3HX| §ES

« YEIXOI 2 F HIAIX]

WebAuthn 2|C|2M0| 2 Setx| iS5

o.
Ze:

5
rir

WebAuthn @1& ZTE X EJ} E AT K| &L} &S 5HK|

1. Ar2XF M8t ofeiel =& A%l A WebAuthnO| & 435t E|0] RI= K| & QlstL|Ct.

2. chrome://policy EE& Z 0|535t040f 2|Me| 2EI= URLO|
WebAuthenticationRemoteDesktopAllowedOrigins Z & E|0{ Q=X| edge://policy
golstod 24 HEtR X Aol 2Hr2H A E(o] Qe K| &elgtL|ct.

3. HetX{ HZT0| Chrome 136 O|& == Edge 137 0|42 @7 A& S SF5t=X| =elg Lot
4. CIE ABAHES 7|2 E34F IBA H|w)E HAEFLICEH
Ukl © 2 B AlX|

CtE2 dErMQl 2 7 HIAIR|2E i S LICE

I8kl 22 ClHtO|AR §EsH TEE|of #
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WebAuthn 2 F HIA|X| 2! siZ3 g

H7=| HIHq

ol

2F HAIX|

= O -
Amazon DCV WebAuthn Z[C|EMO| S8 @F  X|3El= E2tfX & HT(Chrome 136 0|2f
225X 28 BEHOIQIEMM Webauthn  Ei Edge 137 0142 AFS5t T Q= X| &l
2ICIMME X|HotR| S L|C.
ZEEZEJI EAEXIE 2L QBRI 45 & 4 HZlX{0| Amazon DCV WebAuthn EZ[C|
g8 = 8i8 HM 23 0| Mx|Elo] EdstE|o] U=X| el

Amazon DCV WebAuthn EIC|EMH0| S8 @& &, WebAuthenticationRemoteDesktopAllowe
2 225 K| 2&LICH A2 AR IDIF 3R dOrigins 22 EEl X HAo| M E|X| et&L
THRle| S8 7t =M Q! HO|Ao[7AHLE & Ch HME &olstT 2= THRIE 585t
x| et&Lct ol 28| E RP IDQ| .well-kno E d|o|EEfLICH Bt K7t CHA| A|ZHE|A
wn/webauthn 2| AAE 7t E{= A7t Amf =X| &QIgL|Ch ¥HE AHEE ME5tE{™ M Al

M&Lict MZ AlZHatof & = &Lt
o | Algt ZDHE|AALE I8 EIX| e t& L 0| 2 F= (1) DCV WebAuthn 2|C|2A H5t0
Ct. & =: https://www.w3.0rg/TR/webauthn-2/ MR E= S EIX| kAL (2) AFEAETL €
#sctn-privacy-considerations-client. & ZEZEE FA5HHU, (3) AFERIIL E ot 7
of X E PINS =5t HLLE, (4) AASAIIF =
ZEQ &5 35X ot @& AlZto| Z=1HE
A g = Lt

Amazon WorkSpaces Secure Browser0| A =7 2& A|o{ 22|
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- HH: 293t |H 7ot ME S {EFLICH HIZ EEst™ ofo|Z2E sZLICH
« T ZLIE: 2E3EH 7L ZLIE MAES S{EFLICH HIZE G5t ofo|ZE sZLICH
o A 3t 298t stH MA 3H 2EE SIS ELICH HIEEststH oto|2E Lt
 Windows: 2 8&t|™ & 7t 0|S S o1& & LICH HIZ J&tstH oto|ZE sZLCh
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« =7 2Z HOh: HHLE 0{F 2 ZE EAIE Mo LICH 82 2T AHEXE H|oh Mo1E AMHE
LICF.
c I DS YE T 230 T = BB EE HdEELICH 782 =7 25 SEfol| CHet £
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Q=% WorkSpaces Secure Browser &
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o HIE ZE HAA - AIZXE 7|2 AWS AEZQIE CHAl ZEI0| EHIQIS Salf ZEof HMAE
LIC}.
o UBEIASK A8 - ZEof e 2lse THQI 0|2 AHE56lod E23iE At E | KIEHLICH
(® Note
ZEHO|AZAM D ol Hliel Q@ AE AZX}F X|H5e{H MMHE & Z5HA| Lthe section called
“HEiel AL A X[
A

- ZSof Ciet M-SR XIE TN T8
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ZEo| CHEE A8 A X8 =i 78

Rt HEAI
1S o™

AEX XIE EHRIE FdEstes <

. ASXF AIH THRIS AFS S M IRAIE Msn TGt EBTIE THASEQIER
E|-OE|°I'L|E|'_
. ASAHE 718 T ASZOIE ChAl SR KIE TH QIS Sof ol UM ASLICH
o =]

o
« SSL Q1B ME ZE2AMA Mto| X EHor AAS

AN E=A

AMER XIE THIRlE d™st7| Tol Chs 0l U= x| ZlgfL o

O

=XAE Soff Zelets =H el o|FLch.

Mo CHst REMEH LHR 2 MM E B R SHM|RQthe section

« Amazon Route532} Z'2 DNS MH|A
« WorkSpaces Secure Browser £&. I
called “g| Z & Mo

- AWS Certificate Manager, CloudFront & DNS 7+ &2 #2|5t= ol 23t Heto| JI=X| &elghL|
Ct.

e

/A Important
AERtE HHE Z= 7[5E ET st HEtR KXol AAERH X8 = lof| CHal EtAL 27|

A 7SS FXIstedH ALS AL X[E =H QI DNS B2 =& ARFsty SHZAH &

(® Note
MEXH X1 =M Qlofl CHaH Single Sign-On & & & #&3tsted™ A&7t 1.0.2505.6608 O
dol HYe 2 HeEte Mol #EE MdR[sHok gfLICt.
MEAE ZHo| 2ZO0l8 m & T2 a2 MxIsiets HAIXIE &A EucH &8 =23
ZHO| AL8 Rt ZElol| cHEt REM|BH L& 2 the section called “Single Sign-On &% T2 734 Al
Mg HZsHMA2.
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AlEfst7|

MEZEHS MMSIHLE 7|& THE HEAS M AISA XEH THQlS TEH MH SMHoZ FHE £+ Q
&L|Ct. 24 AWS, SDK, CloudFormation == AWS CLI &2 AI23510{0| 22 s8eh £+ &L

ct.

Amazon CloudFront HIZZ & AF& A} X[ =10 A WorkSpaces Secure Browser & AIEXZQIEZ
Eoitg 2t Eote gEE AR HH5t= Q0| E&LICH

(® Note
Amazon CloudFront7} QittsF T2 A| 22 MO 2 HAE| KO CHA| ALHsF TEA| TS AR
& = AU&LICE Amazon CloudFront A& EH7jo] dHE CHE et 22T LKAl 74 o
Hg S&Fst=x| =elgc.

- E 8%t SSL 215 M AWS Certificate Manager (ACM)

« Amazon CloudFront HiE

- DNSHZE

- MEXXHEH EHeIcE FHE X

SSL Q15 A

Of% @iz B2 .3 BH/ofl et ACME S8l RE LIt

1. 0lM ACM & Z 0|S & L|Chhttps://console.aws.amazon.com/acm.

/A Important
CloudFrontofl A Q1B AE x{Etslok 522 0|2 SE(HKXILIol £8) 2ITE AHZ8tLCH

2. QUM H:

« MACM ALE%te| B2 1B M ZE2H|X'FM AlZfet7|E =4 LT
« 7|& ACM AtE%te| E2: 2 e
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3. HEZ QABM S MEFCI3 QB A 238 MEF LD
® Note

7|&E QABEME 7tXE = UELICH RHAIEH LIS ACM ALE HHMO|ACMLE 215
MItKMe 7|2 at=5HMIS.

4. 7|82 =Ml 0|&(0: myportal.example.com)= =24grL|C.
5. A3 WS MEdELIC
- DNS ZZ&(Route 53 AFS K| HE) - ZAE QAo X8 BllZE HE MMHE F{SFLCH
KEMEH LI 2 ACM AHE A A2l DNS HE S & X5HMIR.
- O|HY AS - RLAIEH LIS 2 ACM AFE HBAM2| 0|HY HE 2 FHAFAMR

CloudFront Hf X
CloudFront HIEZ & M504 ALAL X|H EHQIO 2HE THAEEZQIER T EAIFLICE

1. oA CloudFront 2& £ 0|S & L|Cthttps://console.aws.amazon.com/cloudfront.

2. HHZE M(Create Distribution)2 MEHELICY.

- HiZZ O|F: HiZo| o|§ & YU™HELIC
¢ HIE 9% # AOIE EE Y
(® Note

AEX XA EH 2ol 5SS AWS HZE 2| Route 530 A #E|ZEl= Z <L CloudFrontodl A

AHSS 2 DNSE #elg = J&LICH AFEAF XY EHelg e=dstm “= M@l & elrg 2
28 L|CH CHE DNS 22 Ate| =H2l0]| /e ALRO| EHAIE ALF 1 LIS EHelg F
AdS

o ANEX XIH 2EI%l: - AEXZQIE <portal Id>.workspaces-web.com 1238fL|C}.
QEITI BE: HIY ELICHZIEZ)).
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Example workspaces-web-custom-domain-template.yaml

AWSTemplateFormatVersion: '2010-09-09'
Description: 'CloudFront Distribution for custom domain configuration with existing AWS
WorkSpaces Secure Browser Portal'

Parameters:
PortalEndpoint:
Type: String
Description: 'The endpoint of your existing WorkSpaces Web Portal (e.g.,
abcl23.workspaces-web.com)'
AllowedPattern: '~[a-zA-Z0-9-]1+(\.[a-zA-Z0-9-]1+)?\.workspaces-web\.com$'
ConstraintDescription: 'Must be a valid WorkSpaces Web portal endpoint'

CustomDomainName:
Type: String
Description: 'Custom domain name for the portal (e.g., myportal.example.com)'
AllowedPattern: '~([a-zA-Z0-9]?((?!-)([A-Za-z0-9-]*[A-Za-z0-9])\.)+[a-zA-Z0-9]+)$"
ConstraintDescription: 'Must be a valid domain name'

CertificateArn:
Type: String
Description: 'ARN of the validated SSL certificate in ACM (must be in us-east-1
region for CloudFront)'
AllowedPattern: 'arn:aws:acm:us-east-1:[0-9]{12}:certificate/[a-f0-9]{8}-[a-f0-9]
{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-fO-9]{12}"
ConstraintDescription: 'Must be a valid ACM certificate ARN in us-east-1 region'

CreateRoute53Record:
Type: String
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Description: 'Create Route53 record for custom domain (requires existing hosted
zone)'
Default: 'No'
AllowedValues:
- 'Yes'
- '"No'

HostedZoneId:

Type: String

Description: 'Route53 Hosted Zone ID for the custom domain (required if creating
Route53 record)'

Default: ''

Conditions:
ShouldCreateRoute53Record: !And
- lEquals [!Ref CreateRoute53Record, 'Yes']
- INot [!Equals [!Ref HostedZoneld, '']]

Resources:
# CloudFront Distribution
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Aliases:
- IRef CustomDomainName
Comment: !Sub 'CloudFront distribution for WorkSpaces Web Portal -
${CustomDomainName}"'
Enabled: true
HttpVersion: http2
IPV6Enabled: false # WorkSpaces Secure Browser does not support IPv6
PriceClass: PriceClass_All

# Origin Configuration
Origins:

- Id: WorkSpacesWebOrigin
DomainName: !Ref PortalEndpoint
CustomOriginConfig:

HTTPSPort: 443
OriginProtocolPolicy: https-only
OriginSSLProtocols:
- TLSv1.2
OriginCustomHeaders:
- HeaderName: workspacessecurebrowser-custom-domain
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HeaderValue: !Ref CustomDomainName

# Default Cache Behavior
DefaultCacheBehavior:
TargetOriginId: WorkSpacesWebOrigin
ViewerProtocolPolicy: https-only
AllowedMethods:
- GET
- HEAD
- OPTIONS
- PUT
- POST
- PATCH
- DELETE
Compress: false
# Cache Policy: CachingDisabled (using predefined managed policy)
CachePolicyId: 4135ea2d-6df8-44a3-9df3-4b5a84be39ad
# Origin Request Policy: AllViewerExceptHostHeader (using predefined managed
policy)
OriginRequestPolicyId: b689b0a8-53d0-40ab-baf2-68738e2966ac

# SSL Configuration

ViewerCertificate:
AcmCertificateArn: !Ref CertificateArn
Ss1lSupportMethod: sni-only
MinimumProtocolVersion: TLSv1.2_2021

Tags:
- Key: Name
Value: !Sub '${AWS::StackName}-cloudfront'

# Route 53 Record (optional - requires hosted zone to exist)
Route53Record:
Type: AWS::Route53::RecordSet
Condition: ShouldCreateRoute53Record
Properties:
HostedZoneld: !Ref HostedZoneld
Name: !Ref CustomDomainName
Type: A
AliasTarget:
DNSName: !GetAtt CloudFrontDistribution.DomainName
HostedZoneld: Z2FDTNDATAQYW2 # CloudFront Hosted Zone ID
EvaluateTargetHealth: false
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Outputs:
PortalEndpoint:
Description: 'WorkSpaces Web Portal endpoint used as origin'
Value: !Ref PortalEndpoint
Export:
Name: !Sub '${AWS::StackName}-PortalEndpoint'

CustombDomainEndpoint:
Description: 'Custom domain endpoint for the portal'
Value: !Sub 'https://${CustomDomainName}"'
Export:
Name: !Sub '${AWS::StackName}-CustomDomainEndpoint'

CloudFrontDistributionId:
Description: 'CloudFront Distribution ID'
Value: !Ref CloudFrontDistribution
Export:
Name: !Sub '${AWS::StackName}-CloudFrontDistributionId"

CloudFrontDomainName:
Description: 'CloudFront Distribution Domain Name'
Value: !GetAtt CloudFrontDistribution.DomainName
Export:
Name: !Sub '${AWS::StackName}-CloudFrontDomainName'

CertificateArn:
Description: 'SSL Certificate ARN used by CloudFront'
Value: !Ref CertificateArn
Export:
Name: !Sub '${AWS::StackName}-CertificateArn'

Metadata:
AWS: :CloudFormation: :Interface:
ParameterGroups:
- Label:
default: "Existing Portal Configuration"
Parameters:
- PortalEndpoint
- Label:
default: "Custom Domain Configuration"
Parameters:
- CustomDomainName
- CertificateArn
- CreateRoute53Record
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- HostedZoneld
ParameterlLabels:

PortalEndpoint:

default: "Portal Endpoint"
CustomDomainName:

default: "Custom Domain Name"
CertificateArn:

default: "SSL Certificate ARN"
CreateRoute53Record:

default: "Create Route53 Record"
HostedZoneld:

default: "Hosted Zone ID"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
1,
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,

"Resource": "*",

}

WorkSpaces Secure Browserd|= CH& T8t0| 2 grL|Ct.

* kms:DescribeKey - MIZE AWS KMS 7|7 2HI2H FHEIRA= K| & QIELCt

« kms:GenerateDataKeyWithoutPlaintext & kms:GenerateDataKey- ZHX|E & 53}
Cl AFE E|= ClOolE| 7|2 MM T E AWS KMS 7|18 - e

« kms:Decrypt - &5 3tE C|O|E{ AWS KMS 7|8 S5 7|8 Q™ ELICE olg48t dIo|E] 7=
HIoIEE °*_§_§P3PE ol At ELCt

« kms:ReEncryptTo & kms:ReEncryptFrom- KMS AWS KMS 7|0{A EE= KMS 7|22] RS
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ElAAN AEEE 458 HEIAEME &4 aws:workspaces-web:RESOURCE_TYPE:id &4|9|
=0 sl 2lAA ID7F ZEELICH
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EIAEO ZEELICH O3t 2 &2 2|4 HEHE 78St D &A™ ESE CHEIRF A|LIEQE W

— o

[=]
RIELICH RHAIBH LIS 2 7| 20| AWS MH|AO]| CHEF HEFHS B A SHAIR.

"Condition": {
"StringEquals": {
"aws:SourceAccount": "AccountId",

"kms:EncryptionContext:aws:workspaces-web:resourceType:id":

iy
"ArnEquals": {
"aws:SourceArn": [

"resourcelId"

arn:aws:workspaces-web:Region:AccountId:resourceType/resourcelId"

iy

(® Note

2|AA MAM XMojl= A 2|AA ARNO| OFEl ZEXY5HK| too 2 7| MAMoj=

LS ——

aws:SourceAccount ZZ10F AL 3l OF ELICH 2lAA MM Z0|l= aws:SourceArn &

kms:EncryptionContext 2712 Z &S § 7| WA E UO|O|EE = U&LICH

AN EH

aws :SourceAccount”7} ZEE He| x| CMK 7| H=H of A|

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
Hlole ¢=3t
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"kms
"kms
"kms
"kms

]I

:GenerateDataKeyWithoutPlaintext",
:Decrypt",

:ReEncryptTo",

:ReEncryptFrom"

"Resource": "*",
"Condition": {
"StringEquals": {

aws:SourceArn %! 2|AA o=t =E 7 TEHE HHQ| X|X CMK 7|

"Version":

"aws:SourceAccount": "<AccountId>"

"2012-10-17",

"Statement": [

7

{

H2 of Al

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {

"Service": "workspaces-web.amazonaws.com"

+

"Action": [

"kms:
"kms:
:GenerateDataKeyWithoutPlaintext",
"kms:
"kms:
"kms:

"kms

1,

DescribeKey",
GenerateDataKey",

Decrypt",
ReEncryptTo",
ReEncryptFrom"

"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:workspaces-web

:<Region>

:<AccountId>:*/*"
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}

aws :SourceArnO| L& El 2| X|™H CMK 7| =& 04| Al

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
3,
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"ArnLike": {

"aws:SourceArn": [
"arn:aws:workspaces-web:<Region>:<AccountId>:portal/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:browserSettings/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:userSettings/*",
"arn:aws:workspaces-web:<Region>:<AccountId>:ipAccessSettings/*"

(@ Note
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aws:SourceArn ! Z|AA 2EFIE EncryptionContext7t Z & E #Q| X|H

Al

0

"Version": "2012-10-17",
"Statement": [

4

{

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt portal",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

CMK 7| == of

"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:portal:id": "<portalId>>"
}
}
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt userSettings",

"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:userSetttings:id":
"<userSetttingsId>"
}
}
3,
{
"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt browserSettings",

"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:browserSettings:id":
"<browserSettingsId>"

"Sid": "Allow WorkSpaces Secure Browser to encrypt/decrypt ipAccessSettings",
"Effect": "Allow",
"Principal": {
"Service": "workspaces-web.amazonaws.com"
I
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
"kms:ReEncryptTo",
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"kms:ReEncryptFrom"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<AccountId>",
"kms:EncryptionContext:aws:workspaces-web:ipAccessSettings:id":
"<ipAccessSettingsId>"
}
}
},
]
}

(® Note
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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« AWS ZH2|% HA: AmazonWorkSpacesWebReadOnly
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H: AmazonWorkSpacesSecureBrowserReadOnly

AWS Z 2|8 H3: AmazonWorkSpacesWebServiceRolePolicy
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« workspaces-web - WorkSpaces Secure Browser0i| A A3} 7{Lt 2H2|5t= AWS MH|A 2 2[4
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« ec2-HEoH FH7I VPC, MEY 2l 718 ¥
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaces",
ec2:AssociateAddress",
"ec2:DisassociateAddress",
ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
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"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/WorkSpacesWebManaged": "true"
}
}
},
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"WorkSpacesWebManaged"
]
}
}
I
{

"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
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"aws:ResourceTag/WorkSpacesWebManaged": "true"

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/WorkSpacesWeb",
"AWS/Usage"

"Effect": "Allow",

"Action": [
"kinesis:PutRecord",
"kinesis:PutRecords",
"kinesis:DescribeStreamSummary"

1,

"Resource": "arn:aws:kinesis:*:*:stream/amazon-workspaces-web-*"

AWS 2|3 H3: AmazonWorkSpacesSecureBrowserReadOnly

AmazonWorkSpacesSecureBrowserReadOnly H&Z |AM IDM| ¢1Z2E & U&LICEH

O] H& 2 AWS Management Console SDK 2! CLIE &3ll WorkSpaces Secure Browser
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IAM_Identity_CenterZ AlS 0P01 B2 &5 &85t o 28t HEH2 o HAMol| ZEE[X| o
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O| Aol = Chs Heto| Z& &0 R

A& LICEH.

* workspaces-web - AWS Management Console, SDK 2! CLIE &3l WorkSpaces Secure Browser

2 Y SEG0l Tieh 87| TE AMA

« ec2 - Hot FR|7} VPC, HI:H—*I HotIEg A

o AWS
Lict.

rH

« Kinesis - 29t £X|7} Kinesis C|0|E{ AEZIE L}Qe £
Secure Browser2| AWS Z 2| 2&0|M ME|A L} & ALE

ot= O AHSELICH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:

1,

£ Mgt

GetBrowserSettings",
GetIdentityProvider",
GetNetworkSettings",
GetPortal",

GetPortalServiceProviderMetadata",

GetTrustStore",
GetTrustStoreCertificate",
GetUserSettings",
GetUserAccesslLoggingSettings",
ListBrowserSettings",
ListIdentityProviders",
ListNetworkSettings",
ListPortals",
ListTagsForResource",
ListTrustStoreCertificates",
ListTrustStores",
ListUserSettings",
ListUserAccessLoggingSettings"

"Resource": "arn:aws:workspaces-web:*:*:*"

MRESI T E 5{2 & LICH WorkSpaces Secure Browser

FE| 220 MH|A0| AL E £ = VPCs, MEU 2 Hot &2 EAISHE O AL E
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A= Kinesis C|O|EH AEEIE E A
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"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"kinesis:ListStreams"

]I

"Resource": "*"

AWS 2|3 HA: AmazonWorkSpacesWebReadOnly

AmazonWorkSpacesWebReadOnly H&Z |AM IDM| ¢1Z2E = J&LICH

4A&H

>

A2 AWS Management Console, SDK 2! CLIE &35l WorkSpaces Secure Browser
e 54 &50i CHet HMAE S{E5te o17| T8 HelE FoiELICt 218 82 =2
il

0

ol
1|

ul

b
ol

o = — 21
IAM_Identity_CenterE& AF&3t0{ B 45 = &35t= O 28 HEH2 o] Ao & E[X| &
&LICH O|q8F HEHE eopd™ o] HAHE AWSSSOReadOnly 2t ZA8HEFLIC.

@ Note
&l o] HME A5t U= B M AmazonWorkSpacesSecureBrowserReadOnly &%H
o2 FMESH|C}H

« workspaces-web - AWS Management Console, SDK & CLIE &3ll WorkSpaces Secure Browser
2 SiY SE Mo Oig e7] M8 AMAE MSELict

« ec2- 2o FX7t VPC, MEY! Hot 2 MBS F S{EFLICH WorkSpaces Secure Browser
Ol AWS #E| E£0M MH|A0| AFE £ Q= VPCs, MEU L EOF OE S EAISHE Ol AFHEE
L|Ct.
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« Kinesis - 29t F&|7} Kinesis CllO|E{ AEZI2 L}QE £ Q|
Secure Browser2| AWS 2| 2& 0| MH|A 2 &7 At E
5t= Ol AFSElLICH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetTrustStoreCertificate",
"workspaces-web:GetUserSettings",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:ListBrowserSettings",
"workspaces-web:ListIdentityProviders",
"workspaces-web:ListNetworkSettings",
"workspaces-web:ListPortals",
"workspaces-web:ListTagsForResource",
"workspaces-web:ListTrustStoreCertificates",
"workspaces-web:ListTrustStores",
"workspaces-web:ListUserSettings",
"workspaces-web:ListUserAccessLoggingSettings"

1,

"Resource": "arn:aws:workspaces-web:*:*:*"

"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"kinesis:ListStreams"

1,

"Resource": "*"
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kinesis:DescribeStreamSummary
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"Records": [{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principallId": "111122223333",
arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2021-11-17T23:44:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "ListBrowserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "[]",

"requestParameters": null,

"responseElements": null,

"requestID": "159d5c4f-c8c8-41f1-9aee-b5blb632e8b2",
"eventID": "d8237248-0090-4cle-b8f0-abe8b18d63ch",
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"readOnly": true,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
I
"eventTime": "2021-11-17T23:55:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "CreateUserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "5127.0.0.1",
"userAgent": "[]",
"requestParameters": {

"clientToken": "some-token",

"copyAllowed": "Enabled",

"downloadAllowed": "Enabled",

"pasteAllowed": "Enabled",

"printAllowed": "Enabled",

"uploadAllowed": "Enabled"
I
"responseElements": "arn:aws:workspaces-web:us-

west-2:111122223333:userSettings/04a35a2d-f7f9-4b22-af08-8ec72daSc2e2",

"requestID": "6a4aal62-7clb-4cf9-a7ac-e@c8c4622117",
"eventID": "56flfbee-6ald-4fc6-bf35-a3a71f@16fcb",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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A A O|HEON ZFE FI7} HE=E
FileTransferFromLo It o] AHE Xl C|HFO|A O M el o|lg§, 27| &l & H
calToRemoteDisk Hot HEIRKX MM 2 2
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SessionDisconnection ALEX7F Eot HEIR K MM
oM 44 SHAIZIA&LICEH

ot HEl2 X M4do| S=E|
&LIC S=& ek 2
O| AHER MM ZEIRHE S
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StoI MME +S22 &
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ME 4 gLt

SessionEnd

| omo ot ojp X St oWk 32 HI

Zt OHE= OCSF EZS2 M2H ZE O|HEN ZEXMOI &M BEE2 T 535LC}.

1

{
activity_name : String | A human readable name of the event | eg. UrlLoad
activity_id : Integer | OCSF standard value 99 for 'others'
category_name : "WorkSpacesSecureBrowser" | The category name where the event
belongs to.

category_id : 2 | Numerical identifier for category,
metadata : link | Required {
product : link {
vendor_name : "wsb",
name : "WorkSpacesSecureBrowser"
}
version : String | Version of the schema | eg. 1.0.0
by
severity_id : 1 | The severity of the event. All events will have a severity of 1,
meaning 'Informational',
type_id : class_uid * 100 + activity_id
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time : The time the event happened (RFC3339 format),

observables

{
name :
type_id :
value :

},

{
name :
type_id :
value :

I

{
name :
type_id :
value :

},

{
name :
type_id :
value :

I

{
name :
type_id :
value :

}

1,

// New Events

session_detail :
portal_id :

: link [

"session_detail.portal_id",
10 //Resource UID
//Generated value

"session_detail.session_id",
10 //Resource UID
//Generated value

"session_detail.client_ip",
2 //IP Address
//Generated value

"session_detail.portal_ip",
2 //IP Address
//Generated value

"session_detail.username",
10 //Resource UID
//Generated value

{
String | UUID of the Portal | eg.

lebe42de-86bb-4073-88a4-34284bc5bcbb,

session_id :

b17a-791243938cdf

client_ip :
portal_ip :

username :

String | SessionId of the user session | eg. 17be80fa-7bc2-4675-

String | IP Address from which user LoggedIn From | eg. 31.65.180.9
String | IP Address of the AWS AppStream Instance that is running
the Portal | eg.240.62.100.169

String | The logged-in username | eg. bobross
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CI= 2 URLVisit O|HE o] o lL|C}.

{
activity_id : 99,
activity_name : "URLVisit",
observables : [
{
name : "url",
type_id : 23 //Unified Resource Locator
}
]
url : {
url_string : String | Full URL path,
hostname : String | The hostname in the URL
path : String | Path in the domain
}
}

CF=2 € PrintJobSubmit O|HIE o] o L|C}.

activity_id : 99,
activity_name : "PrintJobSubmitted",
observable : [

name : "file.name",
type_id : 24 // File
}
]
file : {
name : String | The file name,
type_id : 1 //Regular file
size : Long | Size in bytes
ext : String | File extension
}
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- AE: O|HIET} Kinesis C|O|E{ AE R0 H3Xo = HiX|E[I& LICH.

S|
« StartSession: AFEXI7F MM E AlERHo HoF Het X MMo dZ o] A& LT

URL BfM 23= EEfKX 7IF0M 7ISELUCH E2teX 7|50 7ISE[X] 8f2 URLs(2IA =27t 2
EolM SE&t7HLE HELR M 7|FolM A E)2 =230l 7| EX| f&LCH HEteX EHE AL8st
of HIQIM HE EE 7|5 4XE sHME x| odF & ZEstE A2 | RLich

o timestampe= YE[XE BEHo| o3 AlZte 2 ZEHELICH
- eventType2 =AILEE Z 3 ELICH
details= CH2 json 2|2 Z&E LICEH

portalArnZt userName Validation2 A28t Z & O|HIE | Z&ELICH

"timestamp": "1665430373875",
"eventType": "Validation",

"details": {
"permission": "Kinesis:PutRecord",
"userArn": "userArn",
"operation": "AssociateUserAccessLoggingSettings",
"userAccesslLoggingSettingsArn": "userAccesslLoggingSettingsArn"
}
}
{
"timestamp": "1665179071723",
"eventType": "StartSession",
"details": {3,
"portalArn": "portalArn",
"userName": "userName"
}
{

"timestamp": "1665179084578",
"eventType": "VisitPage",
"details": {
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"title": "Amazon",
"url": "https://www.amazon.com/"
},
"portalArn": "portalArn",
"userName": "userName"
}
{
"timestamp": "1665179155953",
"eventType": "EndSession",
"details": {3},
"portalArn": "portalArn",
"userName": "userName"
}
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Amazon WorkSpaces Secure Browser A A& 2|8 X[E
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=
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lcon Title Description
3 Windows Move between windows or launch additional browser windows.
Launch L o . .
i additional Launch an additional monitor window with a separate browser window. Then drag to
monitor your secondary monitor.
window
x Full sereen  Launch a full screen experience view.

L/ - Activate mic input for the session. Use the down arrow to select from a list of
. I [ )
é v Microphone available microphones.

Q v Webcam Activate webcam for the session. Use the down arrow to select from a list of
available webcams.

Access the General and Keyboard menus. From the General menu, toggle between
light and dark mode, activate the keyboard input selector (for changing the keyboard

@ Preferences language), and switch between streaming mode or display resolution. From the
Keyboard menu, change the option and command key settings (on Mac devices), or
activate Functions (see below).

End your session, view performance metrics, access Feedback and Help, and learn
about Amazon WorkSpaces Web. End Session ends the Amazon WorkSpaces Web
session.

Performance metrics displays the frame rate, network latency, and bandwidth
usage graph. This information is useful for administrators when investigating issues
with the service.

8 Profile Feedback provides you with an email address to share feedback to the Amazon
WorkSpaces Web team.

Help provides you with access to Frequently Asked Questions, such as how to use
the clipboard, microphone, and webcam during the session, or how to troubleshoot
launching an additional monitor window. From help, you can also launch the tutorial
or user guide.

About provides more information about Amazon WorkSpaces Web.

& MNeotifications Get one-click access to session notifications.

Access clipboard shortout descriptions, links to set the command key preference,
-1 Clinboared and troubleshoot clipboard permissions from the local web browser. You canuse
. P the content preview text box to test clipboard functionality. This icon only displays if
clipboard permission is granted by your administator.

TR IS ANE 184
From the files menu, you can upload content to the remote browser. Once uploaded,
D Files you can rename, download, or delete, as well as create folders in the temporary file
menu. All files and data in Files are deleted at the end of the session. This icon only

displays if Files permission is granted by your administator.
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