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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html

Amazon WorkMail ZE[Rt et M

o A Ql 2™ L AF2 XF7F Amazon WorkMail2 S8l CHAl @ &st ok o
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HOIE FAE £ UL S 5185HE 1AM HHUS MY

CF= 2 Amazon WorkMail2 AWS 2|3 CMK of|Ale] 7| Zd=HelL|Ct.

JSON

"Version":"2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that
are authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS" . "*M
}I
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*",
"kms :DescribeKey", "kms:Encrypt" ],
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallexAccount" : "111122223333"

}
3 {
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
},
"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
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"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

29| Amazon WorkMail 4% 22 ZL|E{E AWS KMS

AWS CloudTrail & Amazon CloudWatch Logs& AF& 304 Amazon WorkMailO| A& Xt& CH415H040
Bl 282 FME &= AWS KMS J{&Lct
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AME S H45HH Amazon WorkMail2 ALME 7|8 M35t D& £& AWS KMS 5to4 ALME 7|18 ¢
Ct. Amazon WorkMail2 bt EIAE AFAMEF 7|2 Amazon WorkMail ZZ&!9] CMK AlEdXIE
AWS KMS AI235t04 of &35 g EHLICH

Encrypt 242 7|55t= O|HIEE= CFHZ 0d| Al O|HIE R} FALELICH AFE A= Amazon WorkMail A
HIA LT, JLFEH3|E-|01|E Amazon WorkMail Z=0f Ci#t CMK ID(keyId) & ¢t 55t HEIAET 2
g ELIc Amazon WorkMail2 HIY8FA 7|2 MY SHX|BF 0|42 CloudTrail 2101 7| S E|X| et &L
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"eventVersion": "1.05",
"userIdentity": {

"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
I
"eventTime": "2019-02-19T10:01:09Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
},
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3cad”

I
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
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"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

}
Decrypt
AME HIAIRIE F7, & el EE= AFX|| 5 Amazon WorkMail2 AbA{E 9|% = AWS KMS st 5
LAEFLICH. Amazon WorkMail2 & 3=l AFME 72F Amazon WorkMail Z&2| CMK AR E At
&30 AWS KMS of|H| 2= 35} x| @EE EHLct

Decrypt &S 7|55t= O|HE = CHZ 0| Al O|HIE R} FALEILICH AFE A= Amazon WorkMail A
HIALICE mt2tolE{olE 230 7IZ E|X| et & E3HE AFME 7|(F = A E BLOB)2F Amazon
WorkMail Z&9| et $ 351 ZARIAE I} B EILICH = &3 BIAE0| A CMKE| IDE AWS KMS T2 gt
L|Ct

fo

"eventVersion": "1.05",
"userIdentity": {

"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
},
"eventTime": "2019-02-20T11:51:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"

}

},
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"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71de",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS: :KMS::Key"

15

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon WorkMail2| 232 Zko42 ZFod ofof workmail : FAIE AF2ELIC} 0 & S0{ ListUsers
Amazon WorkMail APl 212 Al&3510{ AIEXI SE8 HMeE ™

2 Fodste{H alie HAof
workmail:ListUsers & Z&ELICH HA 20{= Action EE= NotAction 24 7F Z & E|0d
OF & LICt. Amazon WorkMail2 O MH|AZ £&E = UEs EfATE HMHS= 1E 2 &Ee o

ofgfLct.
HHE otLtof o2 EfA3 E XIHste{H CtSat 2ol 2 E 2 F 28 LCt
"Action": [

"workmail:ListUsers",
"workmail:DeleteUser"

UEFIE(*E ALE5H0{ 02 &2 X[HE = U&LICEH o E01, ListEt= HO{E A|&S=E 2
E Mg X|Ysie{HE Ohs &Y e Zeeruict.

"Action": "workmail:List*"
Amazon WorkMail 20| S5 & E2{M IAM AL AH A S| Amazon WorkMailof| A & o|st =fedg &

5.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-actions-as-permissions
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"Resource": "*"

Amazon WorkMail2 Amazon WorkMail Z=Z!0oi| CHEF 2|AA =& HEt2 X|&ect.

Amazon WorkMail Z&! Z|AA0|E CtSOF Z2 ARNO| &Lt

arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

ol

ARN & Alof| CHEt REMIEH LI 2 Amazon 2|44 O|F(ARNs) & AWS MH|A HIFAHO|AE B ZES
NL.

o€ E01 B0l m-n1pq2345678r901st2u3vx45x6789yza XS X|H3l2{™H CHS ARNE Al
ghct.
=]

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpgq2345678r901st2u3vx45x6789yza”
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"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"
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"Resource": "*"

Amazon WorkMail 2|44 8 L Y ARNS| S5 & Ei2{HH IAM AP AH A 2| Amazon WorkMail
Ol Holgt Z|AAE XML, ZF B|AAC| ARNE X|HE £ Q= ZHdo| CHaH 2ot EdH
Amazon WorkMail2| 2/¢] 2|AA A X7 7|8 F XA AIL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html
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271 7|
Amazon WorkMail= CIS1t 242 M9 = 7|8 X|HELICH

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzrn

* aws:RequestedRegion

e aws:SecureTransport

e aws:UserAgent

CHS oA HA 2 eu-west-1 AWS 2|0 A MFA 215 IAM E ¢ &0 &8t Amazon WorkMail 2
&0f CHEF M| A Hetar 2o4shL|C}.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions"”,
"iam:ListRoles",
"logs:DescribelogGroups",
"cloudwatch:GetMetricData"
1,
"Resource": "*",
"Condition": {

Amazon WorkMailoll A IAME AFE 5t & BT 1.0 26
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"StringEquals": {
"aws :RequestedRegion": [

"eu-west-1"

]

},

"Bool": {
"aws:MultiFactoxrAuthPresent": true

}

}
}
]
}
TEAWS M =2 7|18 EE{H IAM ALS DB AWS T =71 HEIAE 7|5 FHESIAML.

Amazon WorkMailo| A X|§st= Y8 MHIAYE =7 7|= workmail : ImpersonationRoleId &l
LICH

o

CHZ oAl &2 AssumeImpersonationRole 249| HHRIE §7& WorkMail ZZ| 2 Q& A& =2

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpexrsonationRole"
]I
"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
nlpq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleld":"12345678-1234-1234-1234-123456789012"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "WorkMailAdministration",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:CheckAlias",

"ds:CreateAlias",
"ds:CreateDirectory"”,
"ds:CreateldentityPoolDirectory"”,
"ds:DeleteDirectory"”,
"ds:DescribeDirectories"”,
"ds:GetDirectoryLimits",
"ds:ListAuthorizedApplications”,
"ds:UnauthorizeApplication"”,
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,
"ec2:CreateTags",

"ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
"ec2:DeleteSubnet"”,
"ec2:DeleteVpc",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms :DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions"”,
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets"”,
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability”,
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3,

{

1,

"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySouxce",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResouxrcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
"s3:ListAl1lMyBuckets"

"Resource": "*"

"Sid": "AuditLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialast": "logs.amazonaws

.com"
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}
}I
{
"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com"
}
}
},
{
"Sid": "AuditLogginglLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"
}
}
}I
{
"Sid": "InboundOutboundEmailEventsUnlink",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
}I
{

"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "events.workmail.amazonaws.com"
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AWS CLI EE= AWS APIZt S &35t AFEXRH0|7H = 2A 24 HEE 58
Al &StE{E AP 2t U XIS Zdofgh HMHAE 4~ UESF §LIC

AEXRI7F Apalo| HEtE 2 = ULE &S
O| olXl= IAM ALEXE7L RE2lo| ALE AL IDO| A E! QIR I ZEI™Y HME & = ULF 585t
BHE ddsts LS 2oiF LT o] BMol= 2&0|M == AWS CLI EE= AWS APIE AHE 5104
z2J2 Y HACR 0| 2YE 2EE = U= HEHO| ZRHELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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"Resource": "*"

A2 XHod| A Amazon WorkMail 2| A A0 CHSE 217| M UM A &2

CtZ H2 dH2 Amazon WorkMail 2|40 CHEH IAM AFE R 217| & HAM[A HEHE F o4
LICt o] HA2 AWS 2 H& 9l AmazonWorkMailReadOnlyAccess®t S st =& 9|
HEtE SoqEfLICt o] Y22 AL XA 2 & Amazon WorkMail Describe Q40 CHEF HA|A
TEhE2 R o4& LICt. Directory Service CIZE{2|0{ AWS Directory Service CHet HEE

DescribeDirectories 2 40i CHEF MAM|A HStO| e giL|Cl 7 EE TH Qo &8t HEE =7
5t2424 Amazon SES MH|A0]| CHEF MM A FHEHO| ZHRELICH AFEE 2335 7(0of CHEt HEE A

O p{Hoi| HMA AWS Key Management Service 5t OF & LICt. Amazon WorkMail 2£0{|A{ O|HY
olHE 2Z 2 E7| X|Z0|E logs L cloudwatch #H&to| B L|Ct ZHAF 222 CloudWatch
Logs, Amazon S3 2! Amazon Data FireHose & AF&3104 logs & ME & LICH RAIEH LI 2 Amazon
WorkMaile| 2Z & ZL|E{Z EHHE FERSIMAIL.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "WorkMailReadOnly",

"Effect": "Allow",

"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Seaxch*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
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"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,
"Resource": "*"
}
1
}
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]

= AE-|I:|=I

event_timestamp Ot

request_id RHEE 1Rt AEH5t= IDRLICY.

organization_arn RIEEl Ar& X7t &8 Amazon WorkMail =&
A

user_id CIEE AL XS] IDRILLCE.

impersonator _id 2 ol cislf 1% 7SO0l At

0
pal
o
O
o o
C
_ITI_
FO

protocol MEE ZEREZQLICH Z2EEZS
AutoDiscover , EWS, IMAP, WindowsOu
tlook , ActiveSync , SMTP, WebMail,
IncomingEmail EE& OutgoingEmail &

= A& LICH

FO
0t
lo

source_ip AN P FALICH

FO
0%
[0

user_agent gt AL XL ofl o E Lt

xhod ZHX|of| CHaH =& =El A Y2 Z, read,
read_hierarchy , read_summary ,
read_attachment , read_permissions ,
create, update, update_permissions
update_read_state , delete, submit_em
ail_for_sending ,abort_sen
ding_email , move, move_to, copy EE&
copy_to¥ == A&L|Ct.

2
2
(I
=
0%

owner _id HHME A8t AHE XS] IDRILILCE.

1
iy

o2, ECf, HAIK| £ M Ty

object_type , )
.

1 2
30
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]

= AMO4

= O
item_id O|HIES| FX|Ql HA|X| EE& O|HE S| FX|2l
HME ool ZEE HAIXIE Te5tA Algdst
= IDYLICE.
folder_path ] 5Ql ECO| B2 £ &Y 52 50|
ZEE ECo| A= LICH
folder_id O|HIES| FXQl E{ EF= O|HE Q| FX|2l 4
M7t & E EHE 1F5HAH AlHES = IDYIL
C}.
attachment_path FeS dh= MF ool CHet EA| Ol el 32
iLiCt
action_allowed xtod {2 048 QILIC}. true EEE falseYd &= UL
LICt
OHM|A Mo 21
HM|A A|o{ =0 H7HE mwHotCh HAM|A KMo O|HE I MMEILICH Olg{8t 2= SXIE HMAE
ZEAFSEHLE HAM|A KMo R EE CIHZ St ol & E* LIC}.
e A

event_timestamp EJt st At e 2, B = Unix ol 23
m]

request_id REE 1Rt AEH5t= IDYLICY.

organization_arn QB E AHE A7 &8 WorkMail Z %9 ARNY
L |:}

user_id RIS E ALE Rt o] IDRILICE.

impersonator_id & R2e| ID

ULICH 230l CHsll ?1E 7150l A
T 208t ZAIFLICH
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]

= AMO4

= O

protocol MBEIZZEZZ, AutoDiscover , EWS,
IMAP, WindowsOutlook , ActiveSync ,
SMTP, WebMail, IncomingEmail E&=
OutgoingEmail & £ U&LICEH

source_ip QO AA P FALICE.

He T219| |2, AccessControl , DeviceAcc
essControl EE&= ImpersonationAcces
sControl & == U&LICH.

rule_id Ux|ote= HAMA Ao 2o IDYLICH LxI5
= 720| g™ rule_idE AIE = i&LICH.

access_granted HM|A 38 0{F QILICH. true EEE= falsed &= Q!
&LCt.

RIZ 21
Q& O|HEO = 215 Aol cHEt HE Tt ZEHELICH
® Note
Amazon WorkMail WebMail O ZE[7|0|MME S5t ¢1&5 O|[HE = 215 O|HIER MME[X| ot&
L|C}.

Zic ME

event_timestamp O|HIEZ} gh M3t AlZte 2, EH@{= Unix 0|23
ol Ya|Z=Llct

request_id REE 1RHH AlHEst= IDRILICEH

organization_arn QB E AZ A7 &8 WorkMail =% 9] ARNY
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c AN

user_id RIS El AFE XS] IDRILICE

user CIE2 A&t AFE Xl OIF LICE.

protocol AMNEE ZEEZEZ, AutoDiscover |, EWS,
IMAP, WindowsOutlook , ActiveSync ,
SMTP, WebMail, IncomingEmail E&=
OutgoingEmail & &= QU&LICEH

source_ip QLHEO AA P FAQLICEH

user_agent LEE 8t ALE X} o o|HE LY.

method P1E HMEJLICE 3K 7|2 e1& 0 X[HE L
Ct.

auth_successful & Aol d& 02 LICE. true EE= false
= A&t

auth_failed_reason Cls Alulf o|RLICH Q150 AMufst ZA<0i Bt
E AELCH

personal_access_token_id B0 AFBE|l= 71 HM A EZ S| IDRILICE.

A HMA EE 2T

JHQI HMA EZ(PAT) O|HIE = THQI HAM|A EE S MA5HHLE AFXl|5HES
LICE 7HQ! HA|A EZ O|HEE= ASXI7E 7RI HMA EES H3H
HE M3 ELIC 7H2 HMA EE 2= 2T ASKHIE AHAQ]
AtstE O REELICH AFX7L 7HR! HMA EEC 2 20Q15HH
LICH RtMIEE I8 2 218 208 FZTsHMR.

Zc MH
event_timestamp O|HIEJ} 2 M3t AlZtS 2, EHR{= Unix ol 23
O|F Y|z Lct.
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22|RE 2FLHA

]

(=

request_id

organization_arn

user_id
user

protocol

source_ip

user_agent

Xtod
]

Ol&

expires_time

event_timestamp

r°|' ::

OIZ =l AFR K| IDRIL LY.
Ol 2t 3Tt AL R2| AL AL Ol LICt.

E Z2EZ2 webappd = U

ARMEROI CHEF THR! AMA EZ HEFO| L2
Lict.

© 2 Amazon WorkMailO| AF2 A E CHAISHO{ £
| EE= 7188 32A FEE ciHZs= ol &

FAIZES 2, B Rl= Unix 0|23
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Zic ME

request_id R¥EE 1Rt AESt= IDRLICY.

organization_arn RIBEl AL X7t &8 WorkMail 2%/ ARNY
L|C.

user_id RIS E AEXt2| IDYLICE.

type U S EE = 7188 S2A KRY2E, EWS EE
= LAMBDAY & U&LICtH

el 7t88E 71X = e ZH el LCt.

function_arn R 30| LAMBDAS! A< 7t 5 & El Lambda2l
ARNILICH OZHX| o ol HEE EAIZIX|
ei&Lct

ews_endpoint EWS QIEZQIE R&E0| EWSYLIC JZE K|
ofom™ o] = EAIEIX| f&LCt

error_message Almfo| plolg MHFH= HAIX|QL|CH Ho]
MBotH ol HE= EA|E[X| §f&LCt.

availability_event_successful 7188 80| 43X 2 XE B =X 048 ¢

Amazon WorkMailZ} & 74 CloudWatch Insights A&

Amazon WorkMail 2£0{|A O|H|Y O|HE ZZE Zi7{L} CloudWatch LogsZ2| ZAL 211 M&

O| &3l El B2 Amazon CloudWatch Logs InsightsE AF235t0{ O|HIE 28 Z|2|E & QYU&L
Ct. oMY O|HIE 2Z 747[of CHEt XtMIEH L2 O|H Y O[HIE =Z 245 EHHE HESHAA|
2. CloudWatch Logs InsightsOil CH8 XFA[EF LHE & Amazon CloudWatch Logs AHS A4=E A 01| A

CloudWatch Logs Insights§& At&35t0{ 21 H|0|E E4 & FZStMIR.

CHS Aol M= Letxel oMY OHIE | CHEF CloudWatch LogsE #HElSHe Y2 Eo{EL
Ct. CloudWatch Z2&0{|M 0|248F R{E[& M™AELICE o248t FElE M™st= Yol Cist XIE2
Amazon CloudWatch Logs At& MEBEAMO| Xt& A ME F2| A8 L =HE FZM L.
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ExampleAF2XF A7} i O|H| U2 AL X} BJ} EHX| 23t 0| =9

Che = oAle AASXHAZF AEXE BoA 2t O|HIYS EtAaRZ HE M5t AElsHs WHS
HoiFLct.

fields @timestamp, traceld

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.@ like /(?i)userB@example.com/)

H HAIX|2F =% IDE gtetefLICH CHE ZE ofd[e| 2] IDE ME35to{ ELH HIAIX[2| O|HIE 2
ILE FEIgrLIch

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

™ o|H HIAIX| ID2F O|H| O|HIE 7} ghEtEILICH OUTGOING_EMAIL_SENTE O|H&E E1H
S22 LIEHH T, OUTGOING_EMAIL_BOUNCEDE O|H0| HH&S KIS S LIEHLICH olHI ol 4= 4l 0
EE =ol5tgd™H ChE 2= oMol M HIAIX| IDE AF&35H0{ # 2l LICt.

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageIld like "$MESSAGEID"

SUst HIAIX| IDE 7Hx|D Q222 4418 HAIKIE gHetsfor BhLICH HIZ S #Elsteie ohg 2
oM 2| % IDE AHSELIC

fields @timestamp, event.eventName

| sort @timestamp asc
| filter traceld = "$TRACEID"

B HHE RHd B K4S JhsE 7A! Afedo] dhatElLC

=

ExampleAt& Xt E= EHIQIC 2 RE 22 ZE MY &0l

CHE ZE oM XIEE AERAH &2 ZE HYUS #Helste Y-S EoiELICH
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fields @timestamp, event.eventName

Amazon WorkMail
| sort @timestamp asc
| filter (event.from like /(?i)user@example.com/ and event.eventName
b

"ORGANIZATION_EMAIL_RECEIVED")
| 2101 A

]

S 2E A= XIHE
fields @timestamp, event.eventName
| sort @timestamp asc
| filter (event.from like "example.com" and event.eventName
"ORGANIZATION_EMAIL_RECEIVED")
2t 0|
[== I [ N
HEHE HoiF 1 S O|f T ghetEhLCt

FAl ol g #Elsts

ExampleBtSE O|HYUS ELH A
2
event.reason
Xto| o|H Y =49t

S 2= oiAe gt&sE Y
fields @timestamp, event.destination
| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"
OlHYE #elste YHE Eo{FLICH BtSE £

HhetErLICt

HtS O|R T
event.bouncedRecipient.status
"INCOMING_EMAIL_BOUNCED"

CtE ZE oxl= BtSE =
fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason

—

ok

| sort @timestamp desc

| filter event.eventName
Example0{H EHQIE AHE HILH=X| &
ChE ZE oMl =20 AE &2 AR E ZE[Sts
stats count(*) as c by event.recipients.0
| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict
"FAIL")
| sort c desc
CtE ZE oldls 2 o|HYe| ZAIXHE FElsts Y-S Eo{ELICt
fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
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2 EoiELIt

Amazon WorkMail
| filter (event.spamVerdict = "FAIL")
ExampleO|H| 0| =2IRto| A ECE MEE Ol &l
2 TEIYstod ABOR AT 0|HYUS HElsts Wy
event.spamVerdict, event.spfVerdict

Che ZE oMl AMS
fields @timestamp, event.recipients.Q
event.dmarcVerdict

| filter event.subject like /(?i)$SUBJECT/ and event.eventName

event.dkimVerdict
| sort @timestamp asc
"ORGANIZATION_EMAIL_RECEIVED"
OlHIY & IDE H2|5t0o{ O|HYS| 2 E O|HEE Z =& /U&LICH
ExampleO|HY £ & =0t Lx[5t= O|HIY = el
CtE ZE o{xl= ot RHI2E O|HY & &0t LX|st= O|lHYE HeElste WS 2o{ELIT
fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"
CtE ZE oAz QlHI2E o|HIY 5 & #&I0t YX[ste OlHIYE #ElSte WHE 205 LICt.
fields @timestamp, event.ruleName, event.ruleActions.@.action
event.ruleActions.0.recipients.0
| sort @timestamp desc
| filter event.ruleType = "INBOUND_RULE"
Example Z= 04| A o o|H|Y £ &l
CtE ZE oxle =29 ZF £=4Ix7 22 o|HIY =& ZElste WHE EoiELCt.
g2 Ho{ELICt

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
HolHY =~ 2|5t Y

| sort c desc

Ot 2= oMl & ZF YAIKIIL 2
stats count(*) as c by event.from
| CloudWatch Insights AFHS
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| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc

£ AE3104 Amazon WorkMail APl & 224 AWS CloudTrail

Amazon WorkMail2 Amazon WorkMail AWS A{H|A 0| A At Xt AWS CloudTrail, d& E=71 =3

Bt 2t dof CHSt B ZEE MBS 3st= MH|AQF SEHELICE CloudTrail® Amazon WorkMail 2£2| &

£ 1 Amazon WorkMail APIO|| CH8t ZE 5 & E & 35104 Amazon WorkMailofl CHEF 2 E API &
2 O|HEZ HXELICH FHMHE *”éﬁf':‘d Amazon WorkMail O|HIEE EZ & &t CloudTrail O|HEE

X|&%2 2 Amazon S3 H{Z!0i| HHAE UELICH =M LMK pf2 FR0lz O[HE 7|Sof

M CloudTrail 2£ 2| %A O|HE UE g &

WorkMailoll =& E 2, 20

o o

o
= = S S A A
T JSIEI—E %II-I_IOEI- T AI\II=II—|EI'-

g L|C}. CloudTrailollM = &8t MEE A2 3504 Amazon
| AHE P A, QHS SHE AR, 20| 2HE AZH U F7 A

CloudTrailof| CH$F RFAIEH LIE 2 AWS CloudTrail AHE AHAME & XFHMIL.

CloudTrail2] Amazon WorkMail &

CloudTrail2 HEE &g AWS A ol A & & 3HELICH Amazon WorkMailol| A & S 0| == x|

e 52 O|HE 7|50 CHE AWS MH[A O|HIE R} &7H CloudTrail O|HIE0f| 7| ELICt. 0l M

22 OHIEE E1 AMStD CIRECEE = U&LICH AWS HHE. RtAIEH LI& 2 CloudTrail O[HIE 7|
E2 A83504 O|HE H7|8 & Z3HM 2.

Amazon WorkMailofl i3t O|HIEE Z 3 5t01 AWS HZHof| O|HEE X|&XMo =2 7|8
MdslofF & LICt CloudTrail2 &2 & AF&35t0{ Amazon S3 HZAICE 21 WS ™
Ch 220M EYYS MAStH 7|ExMo g ZE AWS 2|F0f EgjYo| MEL|ct.

IE|MO| Qe 2E 2lFe| oHEE 245t XI'HE Amazon S3 HZICZ 21 melg MEELC.
CloudTrail 20| £Z&E O|HIE H|0|EE F7I2 EM5tT %2 F5IEE CIE AWS AH]|

k) | =
AE FEY £ J&LICH RAME I8 2 CHEE M X stAMIR.

)

 CloudTrail X MH|A & S8
« CloudTrailoll CH8t Amazon SNS &2 34
» 048] 2|HoA CloudTrail 27 Mt =41 & 0424 AIH0l M CloudTrail 23 T =4

LIC} o & £01, CreateUser, CreateAlias 2! GetRawMessageContent APl o] CiEt S &
CloudTrail 21 mjo| &= AMAdshL|C}.

2= Amazon WorkMail ZHd2 CloudTrailol M 2Z 5| Amazon WorkMail APl 2 =0of MEE|o] /&
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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DEOMHE EE Sols S 483 AASKof gheh YE7F 2EELICH ID EEE 0|86t
I o

5t
o
HOss g7 BeE = et

. RS TEE MEX| OfLI IAM ALSR X1 B HEE HEX| 0f=
. ofgh & HCiHOIM AHBAHY] UAI K BHR AFRSH04 230| MNEIIER| o
+ 20| CHE AWS AMHIA0M 0|FofF= x| odelLich

Ef|o|zt X|H8t S3 HZlo| O|HEE 21 T2 Q2dsh = QA 5t= LI CloudTrall 21
oItlof= stLt o|afo| 2O E=0| ZFE = U&LICH O/HEE= ZE AAZRE S| HY Q™S LIE
LI @& &, 2] et AlZt, 3 oietole] o st HE7F 04 U&LICE CloudTrail 21 I}
Ue g2 APl XM 350 £2 A% E70las} olLIDE SH &M EAISIR| LIt
CHZ 2 Amazon WorkMail AP12| CreateUser € E 04 &= CloudTrail 21 &5 MHE5= o
M dLct.

{

"eventVersion": "1.05",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"

},

"eventTime": "2017-12-12T17:49:59Z",
"eventSource": "workmail.amazonaws.com",
"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"name": "janedoe",
"displayName": "Jane Doe",
"organizationId": "m-5b1c98000QQEXAMPLE"

}I
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"responseElements": {

"userId": "a3a9176d-EXAMPLE"
},
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

mlo
nx
0Z
g'l_l
rr
k=)

CF=2 2 Amazon WorkMail API2| CreateAlias 22 E0{ F&= CloudTrail 211 &2
Mt

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

.

"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateAlias",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
I,
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

rr

Ct=2 Amazon WorkMail Message Flow AP12| GetRawMessageContent &2 E0o{F
CloudTrail 21 & =22 MWEst= ol A Lct.
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"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

1,

"eventTime": "2017-12-12T18:13:44Z",

"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-b12 java/1.8.0_151",

"requestParameters": {
"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"

+

"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"readOnly": true,

"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

Ol o|HIE 2 &3t

ZZ 0| o|HIY HIAIXKIE FX35t24H Amazon WorkMail 2£ 0| O|HIY O|HE ZZ g & Md5tEL|Ct.
O|HIY o|HE ZZ2 AWS Identity and Access Management AH|A 9173 A8H(SLR)E AF&310{ 0
MY O|HIE 238 Amazon CloudWatcholl AAIE = Qe THEHE Fo4E M

off CH8t AFAM[EH LHE 2 Amazon WorkMail0il CHEH MH[A 94 38 ALS CHE & X SHA

CloudWatch O|HIE 2 30{M CloudWatch A =2t X|EE AL&304 HAIX|E FX5tD O|HIY &
NE HZ2E &= U&LICH Amazon WorkMail| A CloudWatch2 2 L= OHE 21304 CHEF XhA|IEH LY
22 Amazon WorkMail O|H O|HE 23 ZLIEZ B2 XM L. CloudWatch Logsol CHEt
kM LI 2 Amazon CloudWatch Logs User GuideE & X5 AIA|2.
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® Note
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1. CHS AWS CLI BEE A&3t04 Amazon WorkMail Z&1t S8t AWS E|T0| 21 &8 44
ghich XEMIEH LIS 2 AWS CLI EE & Z 9| create-log-group= & &

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
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3. CI2 AWSCLI HHHE Arg-%r
MEH L8 AWS CLI &

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

(® Note

WorkMailFullAccess Zt2|& H& AL X2l B2 workmailOl2t= 018 & O|F
off Z&alok rLict. o] #2138 HAHok A% S workmaildt &7 OIE 0 AFSSIES 58
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogStream"”,
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:us-east-1:111122223333:10g-
group:example-log-group*"

}
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aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json
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JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [

1,

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

"Resource": [

"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",

"arn:aws:logs:us-east-1:111122223333:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [

"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
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"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResouxrcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelLogGroups"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:*"

"Sid": "AllowlLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResouxce"
1,
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]

e

EIE EUe E:L OSo= EX HE0| ZEE BlAA XEHO| Qlo{of BfLICH 21 2= 0o 3K
Elaa Aol gln 228 st MA8XAto|A 23 a2 &0l Chet logs: PutResourcePolicy,
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"

}I

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Resource": [

"arn:aws:logs:us-east-1:111122223333:10g-group:my-log-group:log-

stream:*"

]I
"Condition": {

"StringEquals": {

"aws :SourceAccount": [
"111122223333"

}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:*"

e
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDelivexyDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDelivexyDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",

"arn:aws:logs:us-east-1:111122223333:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",

A Mo A /aws/vendedlogs/*E Ase2 gdgstgfLlct. O3 CH2 /aws/vendedlogs/E Al
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"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,
"Resource": "*"
},
{
"Sid": "AllowUpdatesToResouxrcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
]I
"Resource'": "arn:aws:s3:::bucket-name"
}I
{

"Sid": "AllowLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResource"
]I
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]

L
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42 AWS OlME 212 Amazon S3Z ELH7| A|ZHE I RIS

JSON

"Version":"2012-10-17",
"Id": "AWSLogDelivexryWrite20150319",
"Statement": [

{
"Sid": "AWSLogDeliveryAclCheck",

ZA 2D S & 1.0 76



Amazon WorkMail ZE[Rt et M

"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {

"StringEquals": {

"aws :SourceAccount": [
"123456789012"

}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-source:*"

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/111122223333/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": [
"123456789012"

}I
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:us-east-1:111122223333:delivery-source:*"
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Ol HA|M aws: SourceAccountOf CHaEl O| HAIS 2 208 MY E =52
LICt aws:SourceArnol CHE| 238 MMH5t= SIAA9 ARN 5= 2 arn:aws:logs:source-
region:source-account-id:* A2 X|™HgL|Ct

HEY AH Do 552 xIHE

HHZlol 2lAA HAo| UKD SHE Aol 0| Mo ZEAIE E0| Z&EElo] JUX| tn 2ZE ™G
= AEXHo| Al 2ol CHEt S3:GetBucketPolicy 2! S3:PutBucketPolicy #8H0| U= B

ot 20| 23 OE9| 2|AA MAHo| F7HEIL|CE.

® Note

Aol mekol s3:ListBucket H&H0| R0{E[X]| 22 AWS CloudTrail Z<0f
AccessDenied 277t EA|IE &= 2 &LICtdelivery.logs.amazonaws . com.

CloudTrail 220{|M O|2{et @/ 7t LSt X| =5 delivery.logs.amazonaws.como]
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"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"

]

},

"Action":[
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

aws :SourceAccountO i3l Ol HZe2 208 TEY A Y IDe| S5 X|HgLich
aws:SourceArn0| 23 & Md5l= 2|AA 9 ARN S5 2 arn:aws:logs:source-

region:source-account-id:* 84|02 X|HgLICH
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverxrySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySouxce",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination”,
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:delivery:*",
"arn:aws:logs:us-east-1:111122223333:delivery-source:*",

"arn:aws:logs:us-east-1:111122223333:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations"”,
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Sid": "AllowUpdatesToResouxcePolicyFH",
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"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

]I

"Resource": [
"arn:aws:firehose:us-east-1:111122223333:delivexrystxream/*"

"Sid": "CreateServicelinkedRole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
]I
"Resource": "arn:aws:iam::111122223333:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"
},
{
"Sid": "AllowlLogDeliveryForWorkMail",
"Effect": "Allow",
"Action": [
"workmail :AllowVendedLogDeliveryForResouxce"
1,
"Resource": [
"arn:aws:workmail:us-
east-1:111122223333:0xrganization/organization-id"
]

2lAA HEH| AFE El= IAM 4F

2 0|g{8t 21 E FirehoseZ M&stEE AXst M IAM &
o4

32 AWS AR g2 AWS -G8 LICFAWSServiceRoleForLogDelivery.

5t
=]
Of MH|A 214 gof

JSON

"Version":"2012-10-17",
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"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecoxrdBatch",
"firehose:ListTagsForDelivexyStxeam"

1,
"Resource": "arn:aws:firehose:us-east-1:111122223333:delivexystxream/
workmail-*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"

},
"Effect": "Allow"

O MH|A @128 Q&2 LogDeliveryEnabled Ef17} 2 MM El 2 & Firehose & AEZ|0f| CHE
et RoigLICHtrue. 222 HHE =0l IO E O & 2EZ | AWS MSELICH

A 9474 48 0i|= delivery.logs.amazonaws.com AH|A 2ot F&|7} B8 MH|A
A g S P E 585t A2 "ol A&t s Az HAMe ctgn Z &Lt

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
1},
"Action": "sts:AssumeRole"
}
]
}
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2&y Ht

APICHA 2£ 2 AL86t0{ 2O MEE HHsts B2 o[ MMof| LigEl Het ooz oSt 22 |
gho| gLt
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowLogDeliveryActions",

"Effect": "Allow",

"Action": [

"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:us-east-1:111122223333:1og-group:*",
"arn:aws:firehose:us-east-1:111122223333:delivexrystream/*",
"arn:aws:s3:::*"

]

},
{

"Sid": "ListAccessForDeliveryDestinations",

"Effect": "Allow",

"Action": [

"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAllMyBuckets"
1,
"Resource": "*"
}
]
}
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{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",
"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"
.
"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"
1,
"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"
}
}
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Mpdof| dHEE[o] AU&LICE
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Zic MNH e
Username LEXRLS| AHE XL O|F &LCH. of
Organization QAEXRIO| =& IDYLICE. o]
UserID LA IDYILICEH ol
Origin LEXS| A FALICE oL
Bearer == M8 o< ofL|R
NS
AtAef MMl 7188 HEI QEE MAEXIe| O|HY FAE 2EE FEF S50| ZR L0 U&
L|cH
it
F Moz 718 WEI @HE[= 7(7H0] Z& k|0 [U&LICE startDate & endDates 25

UTCE X|™x|{ RFC 333901 (2t F4{0| XI'EELICH OHEE HE Wz o dE|x| et&UC &,
Ho|El startDate ™ol O[HIET} A | 22 AZf O|HIETIE AASELICEH
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Amazon WorkMail2 CAP Lambda &f =25 E 852 &2 W7tX| 25= s¢t 7[CHELICt 25%F F0f
Amazon WorkMail2 & =0l Zolj7} g8t 4o 2 ZkF 3511 EWS GetUserAvailability S &0l A 2+
ALAMEROl CHEH @ 7 E MM BHLICH Ol A SHE ™A GetUserAvailability 2F¢40| Almf3tX|= of&LCt.

ct
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rlo

O] MMo| Azf R &0 Holgl 79| ME S YULICh

"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z2",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",
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"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE"|"EXCEPTION",
"isMeeting": true,

"isReminderSet": true,

"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR"|"JUN"|"JUL" | "AUG" | "SEP" | "OCT" | "NOV" | "DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"

1,

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0O,
"time": "03:00:00",
"month":

HJANulHFEBnluMARuluAPRuluJUNH|HJULH|HAUGH|HSEPH|HOCTu|nNovu|uDEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
udayofweeku: HSUNuluMONu|HTUEH|HWEDH|HTHuu|HFRIuluSATu

.
},
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|["MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"]

1]
}
il
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"
1]
}
SEH2 MY SECE T HEI T AME MHo 2 FEELICH 718 MH0| =2 E ZF ALMHE2 ALM
2, OIHIE I ZF AlZte| M Moz FEELICH 718d SZR7E AME L 78 HEE 7HK2
K| R AR MM2 AME Y 2FeHs T Moz TAELICH ol2ft HEE of MTM| AL,
OlHE, Z2F AlzZH AlZtCH, 257 [z & @7 MMof| dHE|o] U&LICH.
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=4 A HE 2
offset 712 QEAMNZ J|IZE02 Bt 2 NA
ZAE)LICE
time EZ M7t MHEFY Z7H9] NA
MEto| HHMSHE AlZtS 2,
hh:mm:ssZ X|&EL|C}.
month EZ A7tob o &oF AlZFZF  JAN,FEB, MAR, APR, JUN, JUL,
o| Mgto| eMst= ElLICE.  AUG, SEP, OCT, NOV, DEC
week EZ AlZtnt J2F MoF Alzk 2+ FIRST, SECOND, THIRD,
o| Meto| M= XIHE & FOURTH, LAST
LHe| =l
dayOfWeek EZE Aztnr 42 &MoF AlZEZF  SUN, MON, TUE, WED, THU,
o| Meto| M= XIHE F FRI, SAT
LHe| i},
=2F 7|zt
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MailboxNotFound

ErrorAvailabilityC

onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener

ationFailed
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aws lambda add-permission \
--region LAMBDA_REGION \
--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \

--action

"lambda:InvokeFunction"

EWS 27/ =

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

Ct2 Lambda @Y
ZF 7}t of
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\
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F HAIRIZE & E &= J&LICH O 2ol & 22T

&L|Ct. Ct2 2= O|A|X|= ERROR_FREE_BUSY_GENERATION_FAILEDO{ OHZ

AlSHStH
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JEQLEWS 2
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kv

042

LICFAWS CLI. O| H=E2 CAPE +
£ Amazon WorkMail 7} 24 MH|A

=

--principal availability.workmail.WM_REGION.amazonaws.com \
--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail:WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

St
=T
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BHolM x[GE fx|ofl CtE mEtOIHE FIHEFLICH
 LAMBDA_REGION - CAP Lambda7} HZ & Z|712| O|§ LICH o & E0{ us-east-1LICH
* CAP_FUNCTION_NAME - CAP Lambda & <=2/ O|§ lL|Ct.

® Note

O|= CAP Lambda &f2| O|F, E& &= UF E= A ARNY = JU&L|ch

« WM_REGION - Amazon WorkMail Z%{0| Lambda

noT'-
ﬂllﬂl
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My
Q'I_I
rr
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2
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]
i
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C
ul

(® Note
CtE 2B CAPOIM AL E == Q& LICH
- 0= SF(HX|LIot 557)
» US West (Oregon)

. STt E)

« WM_ACCOUNT_ID- =% A&l IDYLICE.

» ORGANIZATION_ID - CAP Lambdag® S &5t Z&o| IDQILICE of|E E04, =& ID:
m-934ebb9eb57145d0abcab566ca81a21f&lL|C

® Note

LAMBDA_REGION L WM_REGIONZ2 2|X 7t E&0| st A0 ot &t ELCH 21X ZHE
Z0| ZIQStX| o2 A 25 SashL|C}.

Ls1— ©oT

CAP Lambda & +& AI23l= Amazon WorkMail2| o

CAP Lambda &+ & Al83t0o{ EWS A= ZQIEE Z|Z|5l= Amazon WorkMail2| 0of|E E{H
Amazon WorkMail2 MHB2|A o Z 2|7|0|M GitHub 2IZ X|E2|2] 0| AWS MEZ o Z2|70|ME2 & X
StMI2.

CAP Lambda &+ 75 7% 1.0 103


https://github.com/aws-samples/amazon-workmail-lambda-templates/tree/master/workmail-cap-exchange

Amazon WorkMail ZE[Rt et M

Microsoft ExchangeOlA 7} 48 MH 74

EMSIE AFS X CHE 2 E 047 US/HIE 28 HE 282 Amazon WorkMail £ 2|C| &M 3l2{H
Microsoft ExchangeOlA 784 T4 S7H2 A g LCt.

2N AT O|AE MMSE{™H CHS PowerShell 3@ 2 AFS & LICE

al

$credentials = Get-Credential

& Z E0i| A Amazon WorkMail MH|A 7|0 2ot 215 S =T LICEH AHEXt O|F
Ct2 1 ZHo| =43l of & LICt. domain\username(Z&, orgname.awsapps.com

\workmail_service_account_username). 017|A orgname2 Amazon WorkMail Z%9| O|&
LIEFHLICEH REM[EH L& 2 Microsoft Exchange & Amazon WorkMail | A AH|A 7|1 A4 =

ZoAAL.

1L
2

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

REMIEH LI 2 Microsoft Docs0ll A Add-AvailabilityAddressSpaceE & XML

Microsoft Exchange A& X2 Amazon WorkMail AFEAF ZHe| O]

Microsoft Exchange Server@ Amazon WorkMail Z+2| O|HIY 2R &S 3l A& A= Amazon
WorkMail2 0FO|2ci[0|M3t F o= 7|& O|H Y FAE fXIE = U&LICH O|HY EIREES AHE35E
™ Microsoft Exchange ServerE X 29| =41 O|H| Yol CHEt 7|2 SMTP(Eh& HIY ME Z2ZEZ) M
HE X = A&LICH
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« Microsoft Exchange Server7} QIE{H S 2 O|HIYE E = JU=X| EQFLICH & HAHE 74
o g = AUSE L—|EF ME FHHE{o CHEF XEMIEH LI 2 Microsoft A A 2| Exchange Server0i A
QAR MY ELH7IE et &4l HUEH BHETIE & T M.

g =Z

Microsoft Exchange0l M 784 A& T4 7 1.0 104


https://technet.microsoft.com/en-us/library/bb124122.aspx
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/internet-mail-send-connectors?view=exchserver-2019
https://docs.microsoft.com/en-us/exchange/mail-flow/connectors/internet-mail-send-connectors?view=exchserver-2019

Amazon WorkMail

TR} OFLU A

A& Xtol| Chali OlH Y 2t & S8&t

ZElof B4 A2 X2517| Mol HIAE AL Xtof il CHS EHAIS
Ct.

ol

2458 AL,

2. Amazon WorkMail 2& 0| & d5tE AFS Aot 2 E oMY =
Ct.

27t 74 ol A=K

HX{ 225l EE Zdo| E5L

1. Amazon WorkMail2 00| Z23|0|M5lEd= AFR A} A E e MsHEFLICH RFM|SE LIS 7|&E AF=2 R}

FO|

—

mot

L

b

« <workmailuser@orgname.awsapps.com>(Xt&2 2 F7}E|H Microsoft Exchange 810| B A

EZ0Z ASH 4+ UB)

« <workmailuser@yourdomain.com>(AF& 22 FI}LE|0H 7|2 Microsoft Exchange A &)

F

il
A
o

HAl

to

REMIEE L8 2 ALEAL O|HY =4 HEIS

3. Microsoft Exchange 2| AFA{&0f| A Amazon WorkMail2| AtME S 2 2 E O|0|E{E oto|zal|o|MEt
LICH REM|8F HE = Amazon WorkMailZ 0FO|180|ME FHESHMIL.

4. 2 E O|o|E{E ofo|di 0|8t Zof= Microsoft ExchangeOll M SHE AFEXEo| AFMES A
OfE & MH™EELICH a3 CFS Amazon WorkMailg 71271 2IF SMTP A& 718 [

e

(EE HY M8 7Hs MEXHE MMELICt 0|z A 5t24H Exchange ZE| ol M CHS HAS A

SErLct.

/A Important

CHS EAlE AAME S L8 S X|ZLICH ol et EE &d3tetr| Toi HIo[E 7t

Amazon WorkMail2 00| g||o|ME|RFA=K| EQlstL|Ct &

o
2 Y 2etolgEs 0 B

£ AlSlE [l Amazon WorkMail2 $EH6HH MEtE|X| E&L|CH REMIEF LHE2 MY E2}0|
o4

1= T4 BHg FEFANL.

$0ld_mailbox = Get-Mailbox exchangeuser

Disable-Mailbox $o0ld_mailbox
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https://docs.aws.amazon.com/workmail/latest/adminguide/enable_user.html
https://docs.aws.amazon.com/workmail/latest/adminguide/enable_user.html
https://docs.aws.amazon.com/workmail/latest/adminguide/edit_user_email_addresses.html
https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html
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$new_mailuser = Enable-MailUser $old_mailbox.Identity -
ExternalEmailAddress workmailuser@orgname.awsapps.com -PrimarySmtpAddress
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AWS E2|™ 29| Lambda &0 &= FLICtH

Amazon WorkMail AWS Lambda & A|ZH5}H7|

Amazon WorkMaiI AWS Lambda 0| A AFE & A|ZFStE{HO|M HH2E WorkMail Hello World
Lambda & AWS Serverless Application Repository £ H{Z35l= Zd0| E&LICH O] &40l E
Qet BE AL AFSKHE I FHE HEto| U&LICH H B2 o & 224{™ GitHub2| amazon-
workmail-lambda-templates E|Z X|E2|& FZ M.
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://github.com/aws-samples/amazon-workmail-lambda-templates
https://github.com/aws-samples/amazon-workmail-lambda-templates
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XA Lambda 3“‘% Mot |2 MENEH 22 AWS Command Line Interface ()& At&sto &t
5ok & LICFAWS CLI. CHZ ol x| W0l M A6t TS s-E LI

mjo

__I.L

« MY_FUNCTION_NAMEE Lambda & 42| 0|22 Z HiEL|C}.

« REGIONS Amazon WorkMail AWS 2|2 E CHAIELICEH AHE 71s 8 Amazon WorkMail 2|10 =
us-east-1(01= SEHZXILIOI 58)), us-west-2(01F ME(2HIZ)) L eu-west-1(FH(0FY
HE)7F ZEELICH

« AWS_ACCOUNT_IDZ 12X}2| AWS ™ IDE HfEL|C}.
« WORKMAIL_ ORGANIZATION_IDZ Amazon WorkMail ZZX! IDE CHA|EfLICt =& H|o|x|e| =X

=&
FtEOM &2 = U&LICH

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID

WS Command Line Interface A2 MHAE AWS CLIEESHMI 2.

Amazon WorkMail 2242 Lambda gf+=& &35t x| £t M EL|Ct. O 242 allRecipients =
e 27t MHEEX] 2 AR Lambda SE 0| MEFE ZE S AKOAE HSELICH 29 22

O
°
Ct2 Lambda 40| & £ 9i&L|Ct.

TR HE AlZHER)

Amazon WorkMail0| £&6tX| 28 72 Lambda & 47} CHA| A|EE|= 7|ZHQ]L|Ct. Z8H ZH el
o| 7|Zto| B i M ElL|C}.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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22|RE 2FLHA

(@ Note
S7|4 Lambda &l& #%I2 * CHe ZZAE X|HELICH

Lambda O|H E O|O|E

Lambda & <= CI= O|HE H|O|EHE AL
= Z 2 AHofof et cHE LI

{
"summaryVersion": "2018-10-10",

"envelope": {
"mailFrom" : {

"address" "from@example.com"

}I

"recipients" : [
{ "address"
{ "address"

"recipientl@example.com" },
"recipient2@example.com" }

1,
"sender" : {

"address" "sender@example.com"

},
"subject" : "Hello From Amazon WorkMail!",
"00000000-0000-0000-0000-000000000000" ,

"messageId":
"invocationId": "000000000V00V000V0000000000000000",
"flowDirection": "INBOUND",

"truncated": false

O|HIE JSONOi|= CtZ Ci|o|E{ 7} =& EL|ct.

summaryVersion

LambdaEventDatall HE 52
£ 8t B0 ot ool EElLLCt.

envelope

O|HIY HIAIX|S| 2 = QI |C}.

CHS 227 X &

stof E2|7ELIC HIolE EAlE

Lambda &%

O1L|C}. LambdaEventData0iAl O|F &1} 5 &

o] A K|

| K| el E HE
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mailFrom

AR FA - iMoo 2 O|HIY HIAIXIE EXH AFEXS| O|HY FAULICH AERI7ECHE

Tk

=
AP%XPE “t CHE AFSXHE CHAlSH0 O|HIY HIAIX|E TI&SEF B2 mailFrom ZE£ O|H Y

= L-O - =—1—

& e AUet AERte| o|HY FAE HrEtELICH AN ARt O|HIY FAE Bre

oI'Xl s

|'-|-
DML

recipients

DE AKX oMY FAQ SEQILICH Amazon WorkMail2 g ALEH 2 X = BCCE #1&
StX| ef&LCt.

® Note
QH2E olHY 5& HEl2| B2, ol S5o= 7= &8t Amazon WorkMail Z =
ol R E Qo #=AR7F ZEELICH Lambda B ~& 2t SMTP CHEtol| CHaH & &1X}
ERE WEMoR 2 EL|T, £4A LWEofl= SMTP CH3to| = AIXt7F LEAELIC 2
£ EHQle MR 2R IR of&LICH

sender

CHE AFSXHE CHAlSto O|HIY HIAIXIE
EXHE cHilstod O|HIY HIAIXIE &S m

LLO =2

-I)I
L_
ful
o
1z}
I
rir
jul
iyl
Pl

S8t ALg Aol OlH| 2l
oF MEELICH

subject

OlHlY M=ZLct. 256K Mgts Zatg < &L

messageld

Amazon WorkMail HIA|X| £& SDK Al A| O|HIY HIA|X[L] A 2EI=X0f HHAE [ AFHR L=
18k IDYL|CH,

invocationld

DRILICE. O] IDE s Yst LambdaEventDataOI CHSH Lambda &7} & H
ol S&EEK|E ?é'—?—oﬂ_'.:_ SUSHH SXIELICH RHAIZE A X|5tD 552 L X5t Ol AFSELICE
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truncated

M= & Zol7t otLl2t Ho|2= 3 7|0 MEELICH true@l 2 HO|2E 3 7|7l 128KB MEt2

ZopetH MEtE t71 £l = &A S 50| ZEILICH

of¥
Jr
[e]]]

S7|4Al Lambda &8 S A 7|0}

S7|Al Lambda A& Q0| & E 0|H Y 58 #2/0| QHI2E = Ol RHIR2E o|HIY HIA|X|e}
ol x|5t

0|

x|
Amazon WorkMailO| &l Lambda & S &5t 8H2 7ICIE! £ oM HA|X|of CH
[m]

™ 2
5tlg $BLICH Lambda B4E &9, &HYS

A = tSet mtetole 2 2edo| MEEle =+
AMAHE Lidst= OI2] Hel# 4 7|otoi EEPEP SES grete

CIS o= 87|14 Lambda 3™ SE& Eo{ELILCH.
of tt2t CHSLCh.

0|0

=2 Lambda & $0| ALl T2 @404

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
.
"recipients": [list of strings],
"allRecipients": boolean
}
]
}

SH JSONoi= CtE3t Z2 o0& 7 ZefELICH

Y fEULICH HIST|A Lambda A& 2ol CHslf 27 &0l ghetElx| f&LCH.

ClHIR2E & 24 & oi= BOUNCE, DROP, DEFAULT, BYPASS_SPAM_CHECK %!
MOVE_TO_JUNKZ} Z&ELICH RIMEH LI 2 QIHI2E O|H Y #&] 2] EHlE T A AL,

%30{= BOUNCE, DROP 2! DEFAULT7} Z&rElL|Ct. RIMIEE Li8e of2

otRHRE FE B 9
HHE = OlHY A AHed B A Z S AAIR

ol =& 2z & 1.0135
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parameters
ZF 7+ =4 mat0|E{L|Ct. BOUNCE %9 &0l CHal BounceMessage 7| & string 20| Z & &
JSON ZX| 2 X|HELICE o] ghS HY HAIX|= ghs o|H Y HIAIXIE Mdst= ol AFSE LT
recipients
HUS sAsHof 5t O|HY Fao| SFLICH Bel =4Ikt S50 ZEE|X| 42 FLoz M
£ AMRE SHO| F£7HE 4+ A&LICEH allRecipients7F ZH401| CHEH true@! B0l O] ZEJF EQ

allRecipients
true@! 2% Lambda SH0IM CtE & 2H0| MEL|X| ot ZE ARt H 2UE MSEL

CH.

S 7|4l Lambda A8l = X|Et

rok

Amazon WorkMailoll M S 7|4 Lambda A& 2-240]| CHEH Lambda &+ S &£& e CtSot 242 A|
gto| M&ElLCt.

Lambda Bf == 15% LHO| SEst74Lt Amligt 2& =2 *{2|x|0{0F & LICH.

@ Note

NABIS AP REZE KI8T ABH AlZH 2474 S0t 7 252 MAIZELIC

« Z|CH 256KB2| Lambda &4 & 0| 3{E/L|C}.

- SEol= z|CH 10742 17 40| S LI 1071 |4 9| 2t dol= F-E EW 2r40| HE L

+ OFRHI2E Lambda &0l =|CH 500 2| = 41X}7} 51 ELICH.

- TE Xﬂ?i Skdgel _-|EHZ/':8 2402 L|C}. |42k 00| [0 2T Amazon WorkMailO| & & &t
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S7|4]| Lambda &/¥ Zfed Almj

Amazon WorkMail0| 27, 2 &l & FF= Lambda E}0lR2 2 215l Lambda &4+ £ S &8 £ Qi
= 42, Amazon WorkMail2 X| B T E AI235l01 S &S RHA|= 510 73 ng AlZt Z|Zto| &t &
ZE R M2l S22 £Lc O O o|HIY HIAIX|2| BE £=AIXIoi| A Z8 20| M E[L|

Ch. ZtM[EH LI 2 S7|A Lambda A 72 78 HE XS AL

57|Al Lambda A& 2% o
Cl2 ool MeE LEtRQI S7|Al Lambda A8 SEo| X E Ho{E L},

Example: O|H& MHIAIX|OIM X|EE =& A 7A

I

CHS ool M= olH Y HIAIR|M = MAHE KM7Hst7| /T S714 Lambda A SEC| FZ & E0
LICt.

{
"actions": [
{
"action": {
"type": "DEFAULT"
},
"allRecipients": true
},
{
"action": {
"type": "DROP"
},
"recipients": [
"drop-recipient@example.com"
]
}
]
}

Example: At At K| O|H|Y HIAIX|7F 2 & &l BhS 0|

CHS ool M= AFEXE XIE O|HY HIAIXRIZ gt st7] @/8t S7|4 Lambda A& SE S| #2& E0d
St

"actions" : [
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{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
1,
"allRecipients": true
}

Example: O|H| H|A|X|of| == &IK}F F=7¢

CHS ool M= olHIY MIAIX|of| = &IXHE F7Het7| I8 S7

rr
@)
9]
1}
[N
rr
2 -
]
o
|m
m
Ral
52
Iy
T
[ul

Ct. O|= 7 sz o|HIY HIAIX|e| Eh= AME EE
{
"actions": [
{
"action": {
"type": "DEFAULT"
I
"recipients": [
"new-recipient@example.com"
]
I
{
"action": {
"type": "DEFAULT"
I
"allRecipients": true
}
]
}

Lambda A& Z1E |8 Lambda &+ £ MAE

o
O 1 T
Lambda ElZE5/E XML,

| |

I At E £71 I E of|XMlE Amazon WorkMail

Lambda & & E2|74st= OlH Y HIAIX|S] TA 2EX0|E HHAE = A&LICH RHAME HES
£ M85t HAIXK| 2HIX M AWS Lambda EH#HE EESHAAIL.
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https://github.com/aws-samples/amazon-workmail-lambda-templates
https://github.com/aws-samples/amazon-workmail-lambda-templates
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}

£ ME75o HIAIX| 2EI=x A2 AWS Lambda

Amazon WorkMail2| O|H|
Ml oMY HIAIX|S MA| 2E
7|oi cHEt REMIEH LI

AU ES BEFE

£ AWS Lambda & & T8t * Lambdag At&35t0d
Hlxof HMAE £ Q&LICH Amazon WorkMail® Lambda A|% s}

£ Amazon WorkMail AWS Lambda & 74 B2 2 XSHMI2.

OlHIY HIAIX|2] T ='E+i
GetRawMessageContent 22
AX| D7t APIZ QS MEF
REMIE LHE

%*Hl*ﬁl'?—#“d Amazon WorkMail Message Flow API101| A
A-8ELICH & Al AF8Xt2| Lambda & 42 MY ElE o|H Y o
LICH 224 API7} Oo|HIY HIAIX|e] MA MIME 2EIx2 S&efLct
2 Amazon WorkMail APl & Z& 9| Amazon WorkMail HIA|X| E&& & X SHAM 2.

=

Io

CHS olMlE Python THEIR 73S AI 8= Lambda &+ 2 A HIAIX| 2EHIXE AM5E ¢S
Ho{FL|Ct.
® Tip

0 M HHE 2 2 Amazon WorkMail Hello World Lambda & =
Application Repository 3t= J2 2 Al2tstH 2t 2 E 2|
7t A™o| S ELICH 3™ CHE AFE AbEd|of F2F Lambda
A& LIC.

£ HHEZ AWS Serverless
AAQL HBlO| Q=

/= Lambda &£
AN
T

B 40f HIELIA 2Elg F7t+E

import boto3
import email
import os

def email_handler(event,
workmail =

context):
boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']

raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())
print(parsed_msg)

ME FQ MR Z2HXE 2A5ts AHMIEH 2 GitHub 2l amazon-workmail-lambda-templates
2| ZXIECIE HEtAAIR
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_Operations_Amazon_WorkMail_Message_Flow.html
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://github.com/aws-samples/amazon-workmail-lambda-templates

Amazon WorkMail ZE[Rt et M

® Note

Amazon WorkMail Message Flow API= & 5! O|H Y HIA|IX|of| HMASH= O[T AFSF
LICH & EE= =21 F 24 4|7t O[LHoi|BF HIA|X|of| HMAE = U&LICEH ASKS| MYt A

O| HIAIX|O Z2 e Ao 2 HA|ASHE{E Amazon WorkMailol M X|St= CIE T2 E
2 5 StLIE AFSELICHO: IMAP 5= EWS(Exchange Web Services)).

}

AWS Lambda& AI&3t04{ HIA|IX| 2EI= LHI0|E

olHe SE8 &E|stEE 57| AWS Lambda & 4+& F 48 & Amazon WorkMail HA| K|
PutRawMessageContent XS At&36t0{ & 3 O|HIY HIAIX[e| 2HIXE HO|o|EE

ZlFat= = &Ll
Ct. Amazon WorkMail& Lambda &= A|ZF5H7|0f| CHSE REM|EH LI S7|A Lambda A& =] 714

HEZ HXML. APIo| CHE REAIEH LI &2 PutRawMessageContentE& & Z35HAM(L.

(® Note

PutRawMessageContent AP0 = boto3 1.17.80| R &fL|C} == Lambda &0l HEE &=
7tg = J&Lct 2HFHE boto3 H-I"‘|° Ct2 2 E35t2{™ GitHub2| boto H|O|X|& & = 3IAIL.

AE F7tol cHer XM LI 2 AS S MEs6IES B+ 782 HESAL.

=

Ol M| H|B: "LayerArn":"arn:aws: lambda :

${AWS: :Region}:489970191081:1ayer :WorkMaillLambdalLayer:2". O| 0| Aloi M=
${AWS: :Region}2 us-east-11} Zr2 MAEt AWS BTS2 CHAIGHM 2.

® Tip
AWS Serverless Application Repository0Oil A At& Xt #H[H 2 2 Amazon WorkMail Hello World
Lambda & & HIZ5t= JAo 2 AlESH AARIOM EeE 2|AA0 HEHE ZESis
Lambda E MNSXF Ao MAEtLICH a2 CHS AFE Aol [ 2F Lambda & 4=0f HI=

g
LA 222 FIHE = A&LICH

TISBM CHE AL S 7|30t BrLic

« GetRawMessageContent APIE AI&35t0{ HE HIAIX| 2EHIXE AMELICH AIME LIB2 E AL
5t04 HIA|X| 2EIX HAM AWS Lambdag & X
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://github.com/boto/boto
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-using
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_GetRawMessageContent.html
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TR} OFLU A

- HE HAXIE #U%2T MIME 2EH=
Storage Service(S3) HZ!oi| HIA|X|E
AWS HH & ArE5tT API E &1 ST AWS 2|12 A8sH=X| &lgLct.

« Amazon WorkMailol| M & *E[st2i™ S3 HZ!ol| SHHE 24
A& LICH AFAMIEH LHE 2 Example S3 policy EHHE & ZE5HAA|

« PutRawMessageContent APIZ AF&310{ UH|0|E

& 4 Lot

=

=

o1z
=

® Note

PutRawMessageContent API= C|0|EE HIA[X|2| MIME 28IZ7| RFC &1t
RawMessageContent CIO|E &M ¢12E 7|E2 &F5t=X| =QIELICt. Amazon

HEgLICH Y 0Fx[H HH 2| Amazon Simple
2 gLt S3 !0l Amazon WorkMail 241t & &t

O R!0{oF S3 Aol KM AE

WorkMail ZZ2 2 QHI2EL|= O|HYUOo| &4 olefet EEE SFsis A2 ofLIEE
PutRawMessageContent API7} O|& HEE £ QJU&LICH o|2{et B ghetEl 27 HIAIX]

E tzstod X a2 Lol Cher XiMer LIS &g = &L

Examplei| | S3 =4

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "workmail.REGION.amazonaws.com"
},
"Action": [
"s3:GetObject",
"s3:GetObjectVexrsion"
1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "111122223333"

},
"Bool": {
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_RawMessageContent.html
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CHS

ot=

"aws:SecureTransport": "true"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/WORKMAIL_ORGANIZATION_ID/*"
}

o= Lambda & =7} Python HEt S ALE5t0{ T& Sl O|HY HIAIX[e| X=E HO0IE

WS 2oiELich

import boto3
import os

import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',

region_name=os.environ["AWS_REGION"])

s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageId=msg_id)

parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/

amazon-workmail-lambda-templates.

parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3
key = str(uuid.uuid4());
s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",

Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key

olmld
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}
content = {
's3Reference': s3_reference

}

workmail.put_raw_message_content(messageld=msg_id, content=content)

7‘._*-3- S HAIX|e|

emplates E|ZX|E 2]

Eli¥
X
9'|_|
rr
0L

T

Ho| O B2 o|A= GitHub2|l amazon-workmail-lambda-

E._i
Amazon WorkMail Message Flow API0{| CHEF M| A 2|

AWS Identity and Access Management (IAM) &2E A& 35t01 Amazon WorkMail H|A|X| & APIO]
CHet M AE ZHElefLich.

Amazon WorkMail Message Flow API= B E|lAA Y, & ©& 3¢ o|lH Y HAIX|olgh M EL
Ch X4 52 Z o|H| HIAIX|olE B&AE 1% Amazon O (ARN)O| &Lt

CtE oz & 52l o|H Y HIAIX|QE 24 El ARNS| FE2 E0{ELICH
arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

O™ oMM HE 7tsEt EE=& Chaa 2 &Lt

« Z|H™ - Amazon WorkMail Z=%|2| AWS 2| lL|C}.
« AI™ - Amazon WorkMail Z=2| AWS A IDQILIC}.

« =% - 73} 2] Amazon WorkMail ZZ! IDILIC}.
« ZAEIAE — HAIX|7t incoming AFE A ZES 2 MEE|=X| EE outgoing AFS A ZE0MH ™
SE|l=X| {2 E LtEFRLICE.

« HIAIX|ID - AFEALL| Lambda & +0i 2o 2 MEE[= 1R 8 O|HIY HA|IX| IDYLICE

CHS dlAolE & 2 +41 o|HlY HIAIXK[2t 2H24El ARNL| oA ID7F Z & ELICH

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1f23-456g-hjk71mnop8q9

IAM A2 A} ZRH 0| Resource MMM O|2{EF ARNS B|AA R AF25H04 24 S92 Amazon
WorkMail HIA|X[of| CHEF HMAE ZEIE 4+ USLICE.
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Amazon WorkMail HA|X| & dA[A0f 28 of| K| 1AM 2
CtS oA =2 |AM QIE{E|0o AWS A& of ' 2 E Amazon WorkMail =
OFZHIR2E HIA|IX|o A 27| HMA HEHE Fo{EHL|Ct

—

zlo| B E eltes U

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/*",

"Effect": "Allow"

L

of 024 Z%|0| e B2 stLt ol el =2 oz HMAE MEte =T AWS AHEUELICH 0] 7|52

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
]I
"Resource": "arn:aws:workmailmessageflow:us-
east-1:111122223333:message/organization/*",
"Effect": "Allow"
}
]
}
olHY =5 &2l
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incoming ZZ&2 2 M&E|7Lt outgoing ZE0IA MESE=X|of mer M A|X|od] CHBF HA|A Bt

o

2 2o{g = &Lt a3F A st2{™ ARNOIM 8t X} incoming B2 = outgoingE AMS & LILCE.
CIS oA M2 TRoZ2 £ AIE|E HIAIXK|of CHEF HAM|A HEHEE SoqEhL|Ct.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:us-

east-1:111122223333:message/organization/incoming/*",
"Effect": "Allow"

Cl2 of| x| =2 |AM AE{E|0f AWS HHHo] = 2= Amazon WorkMail 20| 2 & QlHI2E &l
OIRHI2E HIAIX|of A 17| L UCI0|E MM A HEHE FoiErLct.
JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"

]I

"Resource": "arn:aws:workmailmessageflow:us-

east-1:111122223333:message/*",

"Effect": "Allow"
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WEAE 4 QALICH HECE (YO R SASIEIH 25 ZAHE MEUELICH 22/R DNS B
ol 040 $t 8o SILFA SAMSHE{H HZE

A& LICH
=iz 7t 2 = Qe Y IFo| BFEo{ELICH BZEE §F o
= S=Atol 20{d&LICh

AZtsis MEHSE C}S ZH AFZHSIS DNS
C

8. M=z 1H olo|ZE M=sto] Zt B =9 §EE YUO|O|EELICH Ol S3li Amazon WorkMail
M ZHR AR HE &Helstn THRIE SHZH F =X HE =~ UA&LICH

TR A7

o ARIE 4 AUSLICH SHRIEHBK SHOIS OlHY FAR A3 7
¥

2l EE': E& AfAsHok &
THelE M7
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TXT ¥ MX BZEE pHEc{H

1. https://console.aws.amazon.com/ses/0| A Amazon SES &2 LICt.

2. EHAMFoM MR, MEHQ Eele Ate= Mg L|Ch

M = el =l cHEh & XH7F LB LT

il

3. ZOel gxtol =HQl FIF Mol M dGE THRle| ol§S YR LICH

=
4. (MEAE) ZHQZ| AlE HY(DKIM)E AtEstEdH A8 48 folgte M=o

E

5. [Verify This Domain]& MEHErLICH,

2L0| TXT L MX HZE E20| EAIELCE.

6. TXT S5 ofeHof QY= BlZE MEE CSVE Ch22E 38 MEfgfLch
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TXT @ MXBHZEE Y-8t otz DNS SEAtod| F7HEFLICE TS BH 0 M= Route 532 AFS &L

Ct. CHE DNS S2XAE A8t Qe HIZE FIH LYHE RE2E= B MSAe| dBMHE HZotA|

(@]

1. o 232l AWS Management Console st https://console.aws.amazon.com/route53/ Route 53
Z&2 gL

2. B oM ZAE ¥ (Hosted zones)= MEHEILICE O CHS &Qlsteds THIQ! 9| BiC|2
HES MefELcH

3. EHRLIDNSEIZE SFM ISP ot 7tK27|E MEiEL|CH

4. Zone IUM|M SAtE BZEE HAE R0 20{'d&LICH HIAE Xt of2of of Lt
EtefLICh.

5. EE To2 AJESIT 772 MEdELICE
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DNS MH|AE S5 TXT dlZE 2 MX HZEE &olgtL|ct.

CHQ ARE &QI5tE TXT BlZE7F DNS MH|A0] SHIE A FIHEIQA= K| & lgL|ct. o] Mxt
L o

2 MRt
Windows 2! Linux0i| A At& 7tS 8 nslookup =& AL ELICH Linuxe| B2, dige AFSE = /U&

LICE.

nslookup =T E A8 5tE2{H M AAS XS] THQIof| AMH|ASH= DNS MHE &fotof gfLict O™
C}2, O34 MHIA S 2|5t0d TXT B2 EE =QI8tL|Ct. ozt M7 ZHIQlol CHEt 7HEE | Al
MEE xZEstn U7 20 =H R0l DNS MHE 2" = A&LICt 0| HEE CHE DNS AH
2 MutsteE Ol Alztol A3 = U&Lch

nslookup= At&3t0{ TXT BlZ =7} DNS AMH[A0]| F7LER=X] &l
1. ZHQle| ol MH &7I:

a. H¥Y ZE T E(Windows) E= E{0|E(Linux)S dLIC}H.
b. CtZ BHEE aAsto] Ar& Xl HQlof ME|ASHE 2E O|F MHE LHAELICY.
example.com& EHQISZ HFELICH.

nslookup -type=NS example.com

CtS EHAI0IA 0|24EF OIF ME & stLtE FEIgf L

2. Amazon WorkMail TXT 2|2 E7} SHI2A| F7IE|Q=X| Zolsh|ct,

a. OIS HAHS MIS04 example.comE AKX EHIQISE CHAISH T ns1. name-
server.net2 1EtAH 2| O|§ MHE CHAIFLICH

nslookup -type=TXT _amazonses.example.com nsl.name-server.net

b. nslookupl| £230i ZA|El "text =" EXES AEAML. 0l Xt 0| Amazon WorkMail
Z&o| EOIE WAMX 550 Qe THQIQ| TXT gtot Yx|sH=X| &#elghLct.

O| of|oll M= 2Ol fmxgxT/icOYx4aA/bEUrDPMeax9/s3frblS+niixmgk="2I
_amazonses.example.comOi| Ci$t TXT B|ZEE F&LICH BZEE S2HE2H ol|o|EstH

FPol Ch51 242 £340| ZEELICH

_amazonses.example.com text = "fmxgxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk="

DNS MH|AZE S3 TXT HZE L MX dZ=E &lghct 7% 1.0 162
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TR} OFLU A

dig& AH&3t0{ TXT BlZ =7t DNS MH|A M| FILEIR}=X]| &l

1.
2.

E{0ld MME it
CHS HHES A™Sto] THQlof| Ciet TXT BIZEE LFFELICH example. com@

= O
&Lk

dig +short example.com txt

o o —
£ MEiStH 2 ol= TXT 2tot Ux[et=X| & lghL|ct.

nslookup2 AF&35t0{ MX B|Z =7} DNS MH|A0| FIHEIRI= K| & QlstE{ T

=
2. O ZolMXEIZET SHIEH FIHEIR=X] FQIELICH

CtS1k 2ol =M ele| o|& MHE &Lt

o
= TS 4™sto] AASKte| Qo CHet 2 E O|F AMHE LIFELICH

nslookup -type=NS example.com

-

CHS EHA0IA 0|24 OI& ME & stLtE R 2R L

CHPISZ Ht

a. CIs BHS M50 example. com2 AH&AF EHQRIS 2 CHAISIT ns1. name-

| oo = O

server.netg O| EtH[0|A AlHSt O|F M & SILIZ CHAELICH

nslookup -type=MX example.com nsl.name-server.net

ne

At

il

b. BH £240{A mail exchange = 0|5t2]
C

-

—_

ol CtZ 2t & stLtet UR[st=X]

H2do| E240f|A{ TXT 0|5t EAFE 0| Amazon WorkMail 2& 2| & Q1El e AR} S 2o ZH Q!

sto|3t
L

0= S2(HX|LIol §8) 2|8 - 10 inbound-smtp.us-east-1.amazonaws.com

Ol= M2(all2) 2/ -10 inbound-smtp.us-west-2.amazonaws.com

It

FEHOIYHE) - 10 inbound-smtp.eu-west-1.amazonaws.com

DNS MH|AZE S3 TXT HZE L MX dZ=E &lghct
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® Note

102 MX 7|2 4 #H3 = =28 LIEFLICH

digE AF&3t04 MX BllZ =7} DNS AMH|20] £7LEQIE=K| &0l

1. B0l MAE Lt
2. Chg TS M¥stod THQl| CiEt MX BlZEE LidgLic

dig +short example.com mx

3. MX O|5tel 2Xtdo| Cts gt & stLtet Ux|st=R| = elglct.
0= S8 (HXILIoF §5) 2| -10 inbound-smtp.us-east-1.amazonaws.com

0= M (2el2) 28 - 10 inbound-smtp.us-west-2.amazonaws.com

H(O}YUBHE) - 10 inbound-smtp.eu-west-1.amazonaws.com

(@ Note
102 MX 7|2 MM 5 = MEQ|E LIERHL|C

DNS MH|AE TXT 8l|ZE 0o|&0 2ZEE 5{&5HX| et&LICH

TXT BlZE O|§0iM _amazonsesE MEFstL|C}.
0

1 Hd
SYE THIQIE ofed H Feletnk} shX[BH 0|0l SUE o4 TXT BIZEE BHE + Si&LICH

DNS MH|A7t S8t O|F 22 042 7HO| TXT BT EE 585t X| &t 2 B F 7HX| A% = 5t
LHE ME5HMIR.

- (M%) DNS MHIA7} 5188 B2 TXT Bl2E0f o] gt2 Y ste HWeLIC olE Sof
Amazon Route 530{| A1 At& Xt 2| DNSE & Zlst= B¢ AHS%t= ChS3t 20| T

Eofl of2q gt2 AHE + A&LICH
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1. Route 53 &0 M & Hml 2| THIQIS & le mf &7t _amazonses TXT HIZEE
MR L
2. 2ol 23 Hm 212 =8 F EnterE
3. CHE 2™ 22 Fulstn BZE ME
o

- THelE F Her F

8 O 3t B O|§0i _amazonses7t ZEE TXTEZE
EOIBtCIS B2 E -

150
O|£0{ _amazonses7} Z&E|X| ot CtE

Amazon WorkMail 2£ 0| =02l & elo| AlmjFict e 2 o ghL|Ct.

Amazon WorkMailo|A{ DNS MH|A0| ZR8t TXTHZEE 32 £ QG&LICH DNS MHIAE E
S TXTHIZE L MX B|ZEE &9l TXT 2lZ =7} 2HIE DNS M
Holl F7HE|A= K| & lEL|Ct.

o
r
[ul
o
[l
>
1
il
1=}
FO
o

DNS ZZX7F TXT I ZE 2o TH Q! 0| F7IH&LICE.

_amazonses.example.comt Z 0| =H[Q! O|F & O[0| Z& 5t U= TXTHZEE F7I5tH |
2l 0| 0| 5 k|0{ _amazonses.example.com.example.com} Z0| & = AU&LIC

oM ZHQl Ol 552 WX|5t2{H TXT 2lZE2Q| TH Q! O|F Zof OtEEE FItstAA
DNS SZXtof|A i BIZ= O|F0| 2tT16| Hrstz/R e TXT el Z =0 o0 =H@l o
g0 AJAF S LIEFHLIC.

Amazon WorkMailoll A MX B|ZE7} ELx|stCtn 208t

71& Y Mo oto|zd|o|AME I MX B2 E= EUx| AEHE HHEFEF 4= Q)& L|C}H o1& MY
MHE 7t2|7|= ci Al Amazon WorkMail2 7I2|7| 22 MX B|ZEE UC|0|ESHMIL. EFAF o|H &
I E A& Amazon WorkMailzt 74 AlE35te AR MX HIZE7 X2 gtetEL|ct o]l 4

2 Inconsistent(E Y x|) A1 E FAISHE ELCH

AMZ Sall O|HY F4 2 &F 50k AF& 5104 Microsoft Outlook & 2 HIY 2
£ Q&LICH AHS HAMES Amazon WorkMailofl Ciet (44E |X|stT A=xZQIE
motct 24 MdEE Hol|o|EFLICH ®EFotL2t At AME
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- 1EtH - EE2I0|METF 2EZA Active Directory01| CH3H SCP(Secure Copy Protocol) X 3|8 & tL|C}.
22tol91E 7k ZoQloll 7hUE|o] 2Ix| b2 He XS ZMolA o] B E AL Euich

« 2CtH| - 22I0|METI OIS URLE REE ELH 20 E EQlgLIct olg{e AEEZRIEME
HTTPSEF AL S = l&LICH
* https://company . t1d/autodiscover/autodiscover.xml
* https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml

« 3EHA| - 22I0|YE 7} autodiscover.company.tidofl CH3H DNS £ 3|2 85l AFEXIo| O|HIY F
A0|M FEE A= XZQIEZ O|QIB GET 242 EHLch A‘IH-|7P 302 2lC|AMg BHEkstm Zit

O|1E 7} EIEHEI HTTPS = X QlEOf CHal RIS AM ™ FA| EHL|CE
Olg{Et 2 & EtHof Aluist™H EcIo|HEE PEOE +e = Qi&LICH =822 2HHY C|HO|A
E F M5t wof Cheh RIMIEH L2 =522 C|HIO|A 0| A48 HZGHAAIR

Ktol F7tstEk= HAIX|IZH E
e = U&LICH 2L stock
| f&LICH [HetA XS A4

Amazon WorkMailol EH|QIE F7}5tH A& AM DNS HIZEE S
AlEILICH o= A 5t EEFOIO._*EW As AM Z 2 MAQ| IEHAHE
Android O|H & & & L8 2 HI C|HFO|AO|ME O|248 EHA|I7F S35HX

2EHHE +52 2 dYsior & + U&LICH

CHS Y S AEsto ArEXte| THIQlol CHolf XtS A 2B AHE dEe + AU&LICH

(T &) Route 53 ! Amazon CloudFront AHS

® Note

Ct= EtAI= https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml0f| CHEF 5 A|
E te = W E MHEELICH https://company . t1d/autodiscover/autodiscover.xmloil CHEH =
EANE MAM5tE{H O 2 EHAIo] EHIRI0M autodiscover. MSFAIE AN HEL|Ct.

CloudFront2} Route 532 AFE5tH @Z 0| R1tE = U&LICH MBE|= H|&of Cist XhA et

LH2 2 Amazon CloudFront 2 2 2! Amazon Route 53 22 HHH2 & Z5HM2.

Route 53 &! CloudFrontE AI&3504 A& A4 2EHAH E &3l 5t2{H

1. autodiscover.company.t1d& SSL 21&Z ME 7t} AWS Identity and Access Management
(IAM) EE=0l 2 EFL|CH AWS Certificate Manager. AtAIEH LIE 2 IAM AFE A Q| A{H QI
S M A4 EE= AWS Certificate Manager AFHE AHEA Q| A|XEHT| EHHE HESHMIR.

2. M CloudFront HIZ £ AAI8HL|C}.
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1. https://console.aws.amazon.com/cloudfront/v4/home0{| A CloudFront 2& 2 LIC}.

2. Bt M & 0i| M Distributions(Hi )& ME4EFLIC,
3. HHE M 4d(Create Distribution)2 ME{EFLIC}
4. oM AlZt5t7|E MEHELICH
5. QE|ZI Mo CtZ 2t 2 U=t

. 227

o

S o|E - T 2ldel et =l o|F &iLICt

- 0= SE(HEXILIOF 55) - autodiscover-service.mail.us-
east-1.awsapps.com

- O/ M2 (282) - autodiscover-service.mail.us-west-2.awsapps.com

- SH((OIYME) - autodiscover-service.mail.eu-west-1.awsapps.com

- QE|IFIZZEZ HA - H5t= A Match Viewer

e

® Note

LE|T B2 & HIY FAL. 22T IDS| At 3 4t HEsHK| OtMl2.

6. 7|2 7HA| SE dHoM LIGE D7Hof CHs Tt S 2t S =g LICt
« [Viewer Protocol Policy]: HTTPSEt
* [Allowed HTTP Methods]: GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE
 [Cache Based on Selected Request Headers]: 25
« [Forward Cookies]: 25
« [Query String Forwarding and Caching]: 8= (ZH4! 71M)
* [Smooth Streaming]: OtLI2
- [Restrict Viewer Access]: OFL|2
7. Distribution Settings(H{3E 4d%d)oi| CHaH Ct& 2t MEISLICH
« [Price Class]: O|=, FHLtCt & REBH ALE

« CHA| =Rl OIS (CNAME)2| B autodiscover.company.tld === company.tldS
U2 LICE 07| M company . t1de= £ HIQ! O|& &ILICt.

« SSL Q1B M: AF& A} X|H SSL 215 M(IAMO| KE E|o] /IS
« Custom SSL Client Support(At& At X|% SSL 220[|21E X|3): All Clients(Z & Z2+0][¢

S e DTEGHE <



https://console.aws.amazon.com/cloudfront/v4/home
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Zcto|HERN S MEIEILICH O™ HTL| Android0oil M= F #Hmi S40]| Zr S5t K|
o
A

® Note
All Clients(2 & Z2}0|ME)E MEHSI= A< Default Root Object(7 |2 FE ZA)E
H|® SLICt.

+ Logging(2Z)): On(&4) E=E Off(HIZ )& MeHgtLch 7 2Zo| #AstELoh
« AH0i| AutoDiscover type2 for autodiscover.company.tldE UZigL|Ct
- HiIZ HEf: EdstEES MEELICH

8. HiZ 4 4d(Create Distribution)2 MEHEFL|C}

3. Route 53 2£0i A CloudFront HHZZ T H2l 0| 2| QB ECZIE EIRE Sl HIZEE MM
grLict.
(® Note
0|48t EtAH|0l A= example.com0i| CHEH DNS 2|2 =7} Route 530 EARIEICHD 74
BtL|C} Route 532 AF25HK| ot= 42 DNS 22Xt &2l 240 Q= MAIE WEA|
o

R

o O
. 3 &B0|CiE MEistod HLICH AT HefolAs &atolci7t Tt Mo 2 hELICH
4

FA U U2 AWS LA R EfE BHRE S MEIFLIC
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Apache & MH AlE

Ct= EtAHl= Apache & AMHE AHE 5104 hitps://autodiscover.company . t 1 d/autodiscover/
autodiscover.xml0i| CHEt ZTEA|E PtE = WS MHEBFLICE hitps://company . t 1d/autodiscover/
autodiscover.xml ZEA|E BHEE{H XIS HAM"S AXISHMI. ChE Bt Aol et ZHRIe| HFAE
U=qghct.

Apache & AMHHE AtE35l0 Rts M 2EAH E & 43l 5teH
1. SSL X|# Apache MEoi| CH3H CHS BES Al=dgrL|ct

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. Eol et CHE Apache EE2 BASELICH HHE EE = 3 Apache T2 & ZE5HA
O
* proxy
* proxy_http
* socache_shmcb
* ssl
s AMO| EHAE 4 ZX| {20l CHEF XEAIEH LIE 2 O MME AR

St=5 DNS S 2XE 78 Folls A5 HAMAEX
7l SHIE2H 2MHE EAR 2E 2 AR &7 SEEuct
1. E{OILoM Ats AM A= ZQIE0] CHEE QS E|X| E2 POST XS MAMEHLICE

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

ANEXQIET} SHIZH 7+ HE B CH2 o AloM EAIE 740} 20| 401 unauthorized M|A|
X|E grgrslioF gLict.
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$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

HTTP/1.1 401 Unauthorized

2 MX At AM HEE HIAERLICH O XML 28I=7}F 27 El request. xml T2

=

0

0z
% |0
r
Il

<?xml version="1.0" encoding="utf-8"7?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">

<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

Io

3. dEt request.xml THUS AIS5t0{ AEXQIEC QS E XS AM ¥ S EHLIC
testuser@company.tldg R&3 O|HY T4 2 CHAM5tE 72 LA Ot

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

ANEZQIET} SHIEH FEE B2 SH2 CFE X2t HIR LI

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':

<?xml version="1.0" encoding="UTF-8"7?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">

<Culture>en:us</Culture>
<User>

s A 2EH EX iE #Z11.0 170
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<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>

</User>
<Action>
<Settings>
<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {

"Service": "workmail.REGION.amazonaws.com"
},
"Action": [

"ses:*"
1,

"Resource": "arn:aws:ses:us-east-1:111122223333:identity/WORKMAIL -
DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn'": "arn:aws:workmail:us-
east-1:111122223333:0rganization/WORKMAIL_ORGANIZATION_ID"
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Amazon WorkMail C|HE 2| &5 HAM2 84E0| 27IsELICh.

Simple AD &2 &g 8473524™ Simple AD C|ZE2/2| Amazon Elastic Compute Cloud(Amazon
EC2) Windows IAEIAO|A AD 22| T & AFESHM|2. RHA[EH LH &2 AWS Directory Service # 2|
OFLHM Q| Active Directory ZH2| =7 M%x|E HZESAMR.
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<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">

<soap:Body>
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<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'>
<m:PushSubscriptionRequest>

<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />

</t:FolderIds>

<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>

</t:EventTypes>

<t:StatusFrequency>1</t:StatusFrequency>

<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>

</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>
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<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types'">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
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</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

a7 che 23 HAIKIZH 7S 280M X8 URLE MSELIC. O3S 27 MELn

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange201@_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQ@="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>
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<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/

services/2006/messages' >
<SubscriptionStatus>0K</SubscriptionStatus>

</SendNotificationResult>
</s:Body>
</s:Envelope>

ZCI0|HET FA| L HAIX| =418 75 SHAISHE{H CHS 2
SubscriptionStatus EEo 75 SiAd SE HAIXIE ™

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">

<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/

services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>

</SendNotificationResult>
</s:Body>
</s:Envelope>

golg = Amazon WorkMailO| “5tEH|E(StatusEventE2t = 2
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tusFrequency7} 10|™ StatusEventﬂ 1=20tct S E LT o] 2k2

F
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<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
<soap:Header>

<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>

<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/

types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">

<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">

<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
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<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>

</m:SendNotification>

</soap:Body>

</soap:Envelope>
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "i0S 14.3"
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m-al123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"
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aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056
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aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect DENY
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aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW
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aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO
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Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;
import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
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import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;
import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

Y coo

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUrl(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example.Net - EWS 22|38 API

using Amazon.WorkMail;
using Amazon.WorkMail.Model;

using Microsoft.Exchange.WebServices.Data;

// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3
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from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init_ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def _ _call__ (self, 1):
r.headers["Authorization"] = "Bearer " + self.token
return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth

ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:GetBucketPolicyStatus"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:axrn": "arn:aws:s3:::amzn-s3-
demo-bucket/S3-PREFIX*"

}
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otzh HiXl= 5t IAM & of IZE IAM AE| HAME HoiF LIt OfS of: AME 2EI=
LHE LHZ| MRt A O] x| A S AtSsteit WS It 0
policy.json® JSON ItUZ K& 5HAIL.

|& 0| mailbox-export-trust-

m

aws:SourceArn 2 aws:SourceAccount Z712 SA|0| A E = l&LICH 6lE E0{ &Y
St o4& 2 AF25H04 5T AWS A ™aws : SourceArn2| CHE Amazon WorkMail Z 20| M HIA|X|E
LHE LHoF 5t= AR HHM|ME AMHE = A&LIct = 7]of CHEt REMIEH LHE2 AWS IID & HA[A
| A8 HE MM AWS 22 ZH HEIAE F|18 FESAMR.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "export.workmail.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-
east-1:111122223333:0xrganization/m-a123b4c5de678fg9h0ijik21m234no56"
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aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

ofl CHEF RFMIBH LI 2 AWS Command Line Interface A2 AEHAE AWS CLIZIZSHAMIR.

of: AtMEf 2EI= LHELHZ

O Mol A 1AM 38t L A S BHE # CHS BHIE 2R 5H0d AAME 2HXAE HEUAR.
Amazon WorkMail =& ID & AF& X} ID(QUEIE| ID)7F 4040k ELICE. O] ID2}F AH& X} ID(RIEE| ID)E

Amazon WorkMail 2& 0| M EE= Amazon WorkMail APIS AI25104 HM| A 4~ Q& LIC.
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1. AWS CLI & AI83toq AbME LHELWZ| 2 &S AR LICH

aws workmail start-mailbox-export-job --organization-id m-

al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-

demo-bucket --s3-prefix S3-PREFIX

2. AWS CLI € A235t04 Amazon WorkMail ZEI0| AFME LHELHZ| 2] AEHE T LIE{—IEL|Ct.

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

F= start-mailbox-export-job B0 |5l M E 2 IDE AFE 3104 SHE AFME LHE
LHZ| Zhdo| AENT BLIEEE =& U&LICH

|>

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID
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CHE2 UEY ALME S| 23 23 oM Lict

{
"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
"startTime" : "168***380Q",
"endTime" : "168***384"

}
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