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Implicit grant and hybrid flows
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T Add optional claim T~ Add groups claim

Claim T Description Token type T4 Optional settings
email The addressable email for this user, if the user has one =]
upn An dentifier for the user that can be used with the username_hint parameter; not a durable identifier for the user and sho.. 1D Default
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B Auth
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« WICKRIO_S3_FOLDER_NAME— M|A|X| 2 U 0| X% E|l= Amazon S3 HHZ! Q| MEH 7t s £ 0|
EQlL|Ct. ol Z O|& 0= Amazon S3 HZ!0 MEE HIAIX| & ot o] 7|7t E AIELICE.
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CtS 238 B8 AF835104 Amazon S3 HA!O| IHUE XYY W ECtO|UE & A5 E AHEsH0] T}
LS CHA| E &8st =5 MEIE [ AWS KMS MIF HEE X|-FgfLich

WICKRIO_KMS_MSTRKEY_ARN - Amazon S3 HHZ!0{| K& E[7| 0| S0 E&E £29o| HIA|X| ot
o oS ChA| & E 8H5HE O AFR ElE AWS KMS OFAE] 7|2] Amazon 2|44 0| (ARN)ILILCE.
Amazon S3

« WICKRIO_KMS_REGION - OFAE{ 7|7} AWS KMS &/ x|8F AWS 2| LIC}.

Amazon SNS FX[o H|O|E E& O|HEE M&st= 5 MEjst 42, O3 23 #H+ & A&E5104
Amazon SNS M& HEE XI’“°*L—I Ch MSE OIHEN = A%, 2 & 2F &E{7F ZEELICH

« WICKRIO_SNS_TOPIC_ARN— ClO|E{ &
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Ctg &4 He-8 AH835t0{ HI0|E EZ& X|EE CloudWatcholl M&ELICH X[HE A< X|EE= 60=
otch &=L

« WICKRIO_METRICS_TYPE— CloudWatchZ X|EE ZX&sle{m™ o] 843 HH40| 72
cloudwatch® Ad&dstL|C}.
AWS WickrQ| Secrets Manager 2}
Secrets Manager2 Al-%ﬁl- {CIOIE| E&E 2 X3 5 L AWS MH|A HEE K& & £+ &Lk
Al

Secrets Manager = ¢t Aol CHEE REMIEH L8 2 Secrets Manager AHE A A o] EoF AWS
Secrets Manager & & M2 HEFAMR.

Secrets Manager 29 &5 = Ctgat 242 gf2 7HE = A&

- password—OIO[E{ EE R &35,

« s3_bucket_name— HA|X|2} T 0| H{E E|&= Amazon S3 HHZ!2| 0|&. X5t X| oto™ 7|& uf
U AEZ|TO| AFEELICH

« s3_region - HA|X|2} T YO| K% E Amazon S3 HHZ!2| AWS 2| IL|C}H.

« s3_folder_name— MA|X| & 1} 20| H{ZE E|= Amazon S3 HZ! 2| MEH 715 £ 0|§ lL|Ct. Of
£ 0|& 0= Amazon S3 HZ!of| HEE! HAIX| & mUO| 7|7} E AIELICH

« kms_master_key_arn - Amazon S3 HZ!0ll A& E|7| Hof| dIO|E E& F 2| HIAIX| mtUut
g ClA| &5 316tE Ol AF8 E|= AWS KMS OFAE] 72| ARNYILICE.

 kms_region - AWS KMS OtAE 7|7} 2|x|8 AWS 2|HLICt
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+ sns_topic_arn— O|O|E{ E& O|HIEE MEE Amazon SNS FX|2| ARNYIL|CE.

AWS MH|A 2L &7 CllO|E| EEE AFE35teE IAM HA
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Wickr Cl|O|E{ E& 21} &74 CHE AWS MH|AE AIE35tE{s ER S AE0
8t AWS Identity and Access Management (IAM) 2380} %4 =H
Manager, Amazon S3, CloudWatch, Amazon SNS Z/& A
LICt AWS KMS. Ctg 1AM E22 0|28t MH|A0f CHEt 73 2ol CHEE HMAE SHSELICEH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"secretsmanager:GetSecretValue",
"sns:Publish",
"cloudwatch:PutMetricData",
"kms : GenerateDataKey"

1,

"Resource": "*"

L

APQXPE SAEO| 0|7} HMASIEE &{25l2dE ZF HH|AQ| EX ZHHM|E Ald5l0d
x| o2 AWS MH|A0f CHEt Zds AMHE
A2, secretsmanager:GetSecretValue

sn5°Publlshkms°GenerateDataKey, 2! cloudwatch:PutMetricData 22 M7Hst= CHS
HEHg MEStAAIR.

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"
}
]
}
Amazon Elastic Compute Cloud(Amazon EC2) QIAFHAE AIE5t0{ HIO|E EE 22 ARG E 3
<, Amazon EC29| LBt~ Q1 ALEH[E A& 5= IAM "—4.%*% M5t ?|of HA Ho|E AtE5to] A

S gYsttlAl2.

Wickr LIES|3.0| Cl0|E| E&E £ A%t

Clole EZ& R A&st7| Tof| 2st= 74 Yy AdYstof &LIch O3 22 3AE0M 2

Alisipde He

o AWS MH|AO]| HMAE £~ GRE =|
25tH ELcH HAHE HAIX| ot 37|1E EXH 3

= S| S Azt BHOE MEE | of R B 2
oF BLIC RFAIEH LI 2 AWS Wickroll M CIO|E EZ& 22 Tl 7| I8t 873 H4 B8 2 x st

A2,

4 580 AWS
Z = Docker 0|0 K|
CHEt REMIBH LS

« AWS MH|A| HMAE = UH =™ Secrets Manager 29+ &5
MH[A T4 M2 HEE XMEstoF &Lct AWS MH|IAE ]
E MEHE == U&LICH Secrets Manager 22 250 MEE & /= A
2 AWS Wickr2| Secrets Manager Z{2 &= 3P A2,

CHE A40f A= CIOIE 2 Z % Docker O/0|XIE A#sts oMl BBS HoiFLICH 2 ol H ZHof
M, CHS OIlF 22 AL R KA Zto 2 HHELIC,

« compliance_1234567890_bot1} C|O|E{ E& 29| 0|&.

« passwordst HO|E{ EZ& 29| &35,

clole E& 21 &M M8& wickr/data/retention/botI} Secrets Manager £ 9+ ¢ % 9| Of

=S

« bucket-namel} HIA|IX| & 10| & E|= Amazon S3 HHZ!9| 0|E.
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« folder-name2} MIA|X| & I} O| A& E|= Amazon S3 HZ!Q| EH 0| 8.
s us-east-18 X|Hst2dE 2|lAA LS| AWS 2|M S 2 HFELIC}H o & S0 AWS KMS OtAE 7|29 2|
™ EE = Amazon S3 HHZ! 9| 2|t

arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
abababababab& MIAIX| It L mtAUS CtA| = 3t6t= Ol ASE AWS KMS OHAE] 7(9]
Amazon E|AA O|§(ARN)S 2 HiEL|CH

ot
=

ok
ok

HE M2 2 AR AWS AH|A Q18)

CHS Docker HHE2 CIOIEf E&E £ AR ELICH &%= WICKRIO_BOT_PASSWORD &4 B+~ Al
25104 X|HELICH 22 7|2 0t AEZ|UES AF25tT 0] MHEAML| AWS Wickrofl A Ci|O|E| & £
Hs5t7] @[eh B8 Ha Mol HolE 7|22k A8 5tod AlRFEFLICH

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

ot TEZTEZ 2 AF(AWS MH|A 918)

CtS Docker BHE2 HI0|H EZ& £ 2 AT LICH OB EZE RoM 2 & == HAIX|7 EAIL
A E UZTLICEH o] Bl AWS Wickro| M OB EE £ 2 F&gst7| @8 #F = MMof
Hol&El 7[22tE At8stod 7|8 T AEE|TE ASetT| AR ELICH

docker run -v /Jopt/compliance_1234567890 bot:/tmp/compliance_1234567890@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_123456789@ bot

Enter the password:****x%&xx&kx*
Re-enter the password:******xxkx&x*

-ti SMS AB5H0] RS MBS 95 TEIES W £ UBLICH E3 T Ol0IXIE AlSHE

= Al docker attach <container ID or container name> B2 Alglislo{ ¢s TETE
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7} EAL|E5 sHof EfLIC O] &+ HYH2 25 A3 EZ AMESHor &L|CH =71 o|0|X|of AZQZHE=E
Cll HIAIR|7F EAILR| ot A2 34 7|18 S2H ZE T EJ| EAIFLICH

158 HIAIX| ZtY DA Z 2 AR AWS MH|A Q18)

CIS Docker B2 213 H4-E ALE35l0{ O|O|E| EZ 28 A|RHEHLCt E8 £ AIE HIAIX| TS
1582 CHQI2 3|t = RAI8L|C}

docker run -v /Jopt/compliance_1234567890 bot:/tmp/compliance_1234567890@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \

wickr/bot-compliance-cloud:latest

22 A|E6t 1 Secrets ManagerE AF236t0d X 7| &5 & R|™HgLICH.
AZRH= Secrets ManagerE AF25t04 OB EZ& 20| 25 5 Alde 4= QIALICL OB EE £
£ AIEtE e ol ME 7} MEE|E Secrets ManagerE X|&HstE 8743 H4+E MA Sl ofF gLCt

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_1234567890@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/new-3-bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot E0 5ol UHIEHIAERZ HO|E, 1
otofl ZAIE CI2ot Z2 2ot &5 Zhol &L,

{

"password":"password"

}
22 AlZ5t Secrets Managerg& AF& 301 Amazon S3& F+ /8 &fLICtH
A& XH= Secrets Managerg AF&35t0{ AF24 SH 1 Amazon S3 HA! HEE S ARE = Ql&LiCt
o|E EZE 22 A& e = ol HE It XE El= Secrets Managerg X|H5t= &4 He-E S of
ghlct
= -

CIolE 22 74
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docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &30z UL EHIAER HO|=, O
otoll EA|EI CHE1 242 2ot &f & 74o| /&Lt

—/—L- B -2 HA

{
"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name"
}
20| =418 HAIX|[2F T2 network12345678900|& 0| X|HE £H2| bot-compliance HHZ!0]
MEELIC
2 & AIES 1 Secrets ManagerE AWS KMS AF& 3104 Amazon S3 & 4

Secrets Managerg& At&36t0{ Xt 53, Amazon S3 HZ! X AWS KMS OtAE 7| HEE &
= A&LICL CIOIE EZ& R AIZE e 0| BE I ME El= Secrets Managerg X85t &4 ¢

=& ddaiiof gLt

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &350 UHHIAER HO|=, O

otoll A CHE20t 22 2o ¢f 5 Zfol /&Lt

"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name",
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"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-

a6l7-abababababab",
"kms_region":"us-east-1"

20| £ 418 HIAIX|QF I}U2 ARN 2o 2 AldHE|E KMS 7|8 AF25to] ¢S5t E Cl=
“network1234567890"0|2t= ZC 0| /= “& #'d &7 H3loll KM EL|CH MHEH IAM 3 MHO|
UEX| EISHA AL,

ol

22 AEtstD 874 B4 2 AF25104 Amazon S3E FAIEHLIC.
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[e][]

r

BE ZARGHK| pfoe{H OIS 8 HrE A8
- WI

=
S
5104 OIO|E| 2 & & Docker O|O|X|E A|Rtel = Ql& CKRIO_BOT_NAMEEIZA H4E Al235t

Secrets ManagerE At&35t0{ CI|O|E{ & £ X4
o
04 Ci|O|E{ & R 2| O|§ 2 AsHof &LCt

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bot-compliance' \

-e WICKRIO_S3_FOLDER_NAME="'networkl1234567890' \

-e WICKRIO_S3_REGION='us-east-1' \

wickr/bot-compliance-cloud:latest

£#7 2tg AF&3hod CIOJEl B & 20| 174 £, Amazon S3 BIZIol CiEt ME, 7|2 1Y A=a|Yg
QIEt T4 HEE AYE £ YL

Wickr HIEQ|3 S| HIO|E{ E&E &2 K|

OB EZ 2ollM AE|lE AZEQo{E SIGTERM A5 E X stn HAXoz S2ELICH CHS
oflX|et 20| docker stop <container ID or container name> HEE AL&36t0{ CIO|E &
Z 2 Docker 0|O|X|0 SIGTERM HE 2 LiEILICE.

docker stop compliance_1234567890_bot

Wickr HHIEXF S| H|IO|E EE 21 7 X{2 7|

O|E EZE 2 £ 7 o|0|X|o M A¥El= AZEL|0{= /tmp/<botname>/logsC|HE{E|Q| 21 T}
Uoil &3 L|ct mU2 Z|CH 570 oYU E F|HEFLICH O B A™Astod 208 7HE = /J&LIch
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docker logs <botname>
of| A

docker logs compliance_1234567890_bot

Wickr HHE®{3 2| H|0|H E& X[E£ ! o|HIE

CHS 2 AWS Wickr OIO|E{ E& 2 5.116 T A $4XH X|2d5t= Amazon CloudWatch X|E 2}
Amazon Simple Notification Service(SNS) O[HIE IL|C}.

A

« Wickr HE /30 CH§t CloudWatch X|E

« Wickr HIE /30 C{EF Amazon SNS O|HE

Wickr U E {304 CHEF CloudWatch X|E

XEE 20|18 7tZ=oz MME|o{ HIo|E| EE &2 7] o|0|X|7} A¥El= AKX A2 =
CloudWatch AMH|A0| & E L|CE.

CHS2 ololE 2& X0l X|Hste 7|E X E L

AIE M

Messages_Rx HAIX| =41

H Al X|_Rx_Alml & 2= AE HAIRIE MElstR] & LICH

HAIX]_MEE 22 HAIX| ZhUol| HIAIRI7¢ XHE EIRA& LICH.

HAIX|_AME_Alml 22 HAIX| Zhdol| HIAIRIE MESHR| Z7E
L|Ct.

oy XMEE U gk & LICH.
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Wickr W E {30 CHEF Amazon SNS O|HE
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ickrol M OIO|E| E & £ 7451 7| |&t 843 #H42 AWS Wickr2| Secrets

Pal
x
o
"50>|
Hr
>
=
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HE = JSON EAIEZ TS ELICH ol E& £ 5.116 HTFE O]

F

Ol& 4

complianceBot Clo|EH E& R2o| AHEXt 0|F.

dataTime O|HIE T} ah M3t Mot AlZt.

ClHto|A £ 2 C|Hio|A E= QAR A CHEF M.
03] R QIAEAE AYstE 42 |8 LICH

dockerlmage 2ot gEdE =74 o|0lx|.

dockerTag T7{ o|O|x[e| E{T EE= H{TLCY.

message O|HIE HAIX| RtMIEt B2 S o|HE & &
it O|HIE ErHE FHESHAAIR.

notificationType O| Zt2 Bot Event &JLIC}H.

severity OHIES| MZI L. 7158 22 normal &

critical®lLcCt.

O|HEE #2or4™ Amazon SNS X & FSoloF & LICH O|HY =AE At&8stod 5ot < O
= OlxIet fAbet HEIE 23 E o|H[Yo| TS ELICH

-~

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",

"message": "Logged in",

"notificationType": "Bot Event",

"severity": "normal"
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OlHE &
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failedlogin

failedlogin
failedlogin
provisioning

provisioning

provisioning
failedlogin

failedlogin

rot

o &2E O|HE

OHE S8

LA SX|E AE

BotDevice Suspended

1

ChEO Z&LUch Z ARl 232l Af o|f
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ANSXHE & E + &L

AE E= 71717t DAl X =IR&E LG

config.wickr IOl H|ZHS I} FHZ2 LA
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config.wickr I'YUE 212 & Qi&LICh
210lo| 25 Auig&Lct.

M At xto|x|2t H|o|E{HI0|A 7} o0 Q&L
Ct.

O|HIE MIA|X|

WickrlOClientMain::slotAdminUserSuspend:
code(%1): reason: %2°
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OHE K3 O|HIE M|A|X|
WatchDog SwitchBoard A|AEIO| <N> 2 0|4 CHREIIE
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S3 Almj S3 HHZ!0o|| I <file-name > EX| 23Hi&
L|Ct. ##: <AWS-error >
Fallback Key MHO|M XMESt £24 7|: QIAE EEI0|HE &
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Ol o|HE = 20| ZEE W WHELICH AFZXI7} Ol BAIMOE A|ZF5HK| et 4CHH 2X|7t RIckH=
ME U = A&LICH CHE2 0| O|HIE of M|AIX|LICE

Shutting down
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0l OlHIE = CIOIE] & 20| AIRHE I MAEIH B2 £ ol0|xlel 2|4l HEHS ASY £
AgBtLICH 0] OJHIE = 20| AISHE I HY MAIELICH Of OJHEOIE AFS THs 3 A HHE
SH= versionsti Y TE7H EEEILICH THE2 0] O/HIES] B&0f CHEH ol AlRLIct
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"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
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"Statement": [
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"Effect": "Allow",
"Action": [
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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aws ec2 describe-vpc-endpoint-services --service-names com.amazonaws.your-
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--private-dns-enabled \
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--private-dns-enabled \
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--service-name com.amazonaws.your-region.wickr-calling \
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--security-group-ids sg-12345678 \
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CHS oKX= CreateAdminSession 2fdE E0{F & CloudTrail 21 50| LIEFHLICH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aInH: "<arn>ﬂ’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’
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"principalld": "<principal-id>",
IlaInll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T0Q7:53:17Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

CIH2 2 CreateNetwork g MHSE CloudTrail 21 §5 8 E0{ &£ ol A|_ILICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn": "<arn>",
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"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-10T0Q7:54:09Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "BOT_Network",

"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

CI2 2 ListNetworks 22 MAHSE CloudTrail 21 52 204 &&= o A|QILICH

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",

"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

"eventCategory": "Management"

CHZ2 UpdateNetworkdetails 22 &H35I= CloudTrail 21 52 204 F= o A|LICEH

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T22:42:587",

"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "CloudTrailTestl",
"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36

CH2 2 TagResource 22 MESHE CloudTrail 21 52 204 F& o AlLICH
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IIROlell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-03-08T23:06:0472",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"resource-arn": "<arn>",
"tags": {
"some-existing-key-3": "value 1"

1,

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

AppleWebKit/537.36
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"eventCategory": '"Management"

CtZ& ListTagsForResource 22 2 0{F = CloudTrail 21 &S 0| LIEFH of Al LTt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalld": "<access-key-id>",

llarnll: "<arn>",

"accountId": "<account-id>",

"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {

"creationDate": "2023-03-08T18:50:3772",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
.

"responseElements": {

"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",
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"eventID": "5699d5de-3c69-4fe8-b353-8ae62f249187",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"
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