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"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
1,
"tag_value": {
"@Eassign": [
"DatalLakeX",
"RetailSiteX"

}
iy

"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
I
"tag_value": {
"@@assign": [
"Architecture",
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"DevOps",
"FinanceDatalLakeX"

}
},
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
},
"tag_value": {
"@Eassign": [
"123-*"

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
1,
"tag_value": {
"@eassign": [
"eh",
"24h"
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let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {

let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
Srequired_tags[*] {

PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']

<<Tag must have a permitted value

Tag must have PropagateAtLaunch set to 'true'>>

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value == /7123-/
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}
}
AE oMo M= AutoScalingGroup Rl ZE 2lAA0 CHal| RIERIS LE{RSHCHS F 7HX|
g MEFLIcH

tags asg_automation EnvironmentId - O| 7|& 7% EfO7t EXHStD HAEE 2 S5 LHof
Zt0| 111 PropagateAtLaunch7t trueZ MM E[0] JU=X| & lgLICt

- tags_asg_costAllocation_CostCenter - O| 7| 7}l Ef 7} EXHE
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"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
},
"tag_value": {
"@eassign": [
"DatalLakeX",
"RetailSiteX"
]
},
"enforced_for": {
"@eassign": [
"ec2:instance",
"ec2:volume"

}
.
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
.
"tag_value": {
"@@assign": [
"Architecture",
"DevOps",
"FinanceDatalakeX"
]
},
"enforced_for": {
"@Eassign": [
"ec2:instance",
"ec2:volume"
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]
}
},
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
},
"tag_value": {
"@Eassign": [
"123-*"
]
.
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"
]
}
}
}

AWS Config (required_tag)

AWS Config = AWS E|A&A0| T8 Hot, Zh AL & HIHE &= Qe MU|AJLIChol M X[#st= 2l
AA 2% AWS Config £ X). EH X|H2| B required_tags #2lE AIE35t0{ §H 7|9 Ef7}
e BIAAE AMYEHSE O A E £ U&LICHrequired _tagsOlM X[ H5tE ElAA R &HX). 0|
0| X0l M 2 & Amazon EC2 QIAEIAO 7|7t U=X| HIAEE 5= U&LICH 7|7F EXSHK| &t= 4
? QIAHAE 7 0IEx-E SSELICH 0l AWS CIoudFormatlon EHZ 32 0|2, Amazon S3 H
Z! Amazon EC2 QIAEIA 9l Amazon EBS EE0|M MHstE T4 7|7t Y EX| EHIAESHE AWS
Config T+ &0l CHal AHELICH.

EF
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Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter
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tag4Key: example-inc:automation:EnvironmentId
Scope:
ComplianceResourceTypes:
- "AWS::S3::Bucket"
- "AWS::EC2::Instance"
- "AWS::EC2::Volume"
Source:
Owner: AWS
Sourceldentifier: REQUIRED_TAGS
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"Null": {

20

12
0l



"aws:RequestTag/example-inc:cost-allocation:CostCentexr": "true"
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/welcome.html
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{ { {
"Tags": [ "Tags": [ "Tags": [
{ { {
"Key": "Maintenance "Key": "Maintenance "Key": "Maintenance
Window", Window", Window",
"ResourceId": "ResourceId": "ResourceId":
"i-012345678ab9abl "i-012345678ab9%ab4 "i-012345678ab9ab7
11", 44", 77",
"ResourceType": "ResourceType": "ResourceType":
"instance", "instance", "instance",
"Value": "cron(30 23 ? "Value": "cron(30 23 ? "Value": "cron(30 23 ?
* TUE#1 *)" * TUE#2 *)" * TUE#3 *)"
. . .
{ { {
"Key": "Name", "Key": "Name", "Key": "Name",
"ResourceId": "ResourceId": "ResourceId":
"i-012345678ab9ab2 "i-012345678ab9ab5 "i-012345678ab9ab8
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"instance", "instance", "instance",
"Value": "WEBAPP" "Value": "WEBAPP" "Value": "WEBAPP"
Yy Yy Yy
{ { {
"Key": "Patch Group", "Key": "Patch Group", "Key": "Patch Group",
"Resourceld": "Resourceld": "Resourceld":
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33", 66", 99",
"ResourceType": "ResourceType": "ResourceType":
"instance", "instance", "instance",
"Value": "WEBAPP-DEV- "Value": "WEBAPP-TEST- "Value": "WEBAPP-PROD-
AL2" AL2" AL2"
} } }
] ] ]
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m x| 22 E2tst7| 26 el & Holstod M=ZH|o] Fofd e #eElgd = JU&LICH RhAlEH XIE2
AWS Systems ManagerE At&36t0{ & Eot IiX| 2 XM ZO|0] F M HX|E FESFAMR
x| M 32


https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
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https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/separated-aeo-ieo-with-cent-gov-and-partner.html
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AWS Z|AA BT XH 2 AL AWS HH A

A2 = USLICL O|ES ME CIE HHEHo R EElotH ol Hot Mo{§ X85t TIZ st Cllo[Eof
CHEE HMAE FEtetn FAIE I EE o] ZA HYE YU £ /l&LICt
DE HIECo| s BHY EES AEISIH EX7F YA = U&LICH B2 Hof =0l 23 TA|
of SLStH MBEIX|gt EH A ZRUMIE ST ER7t e AE % 71l A& ol|o[E 7t 5
e A0l FHL AL MHERTA = QI3 2 E I A H)oll= LT Mo & F 0| 2t =5t HLE BE0] e
&LICH o|= Q& Uit o= ofF ZX|E F5tX| 1 2F/stn SE&HOF st QLEX| 2ot 217}
2 M5O 2 T ASHOF & ZAotof Ciet =240| Eo{sLICH
£ 11-Olo|ef EoF & 2™ 22| Ef19| of
ALE AR Ei 7| o|lEx 2H oAl Al 2t
CIAEHE 2| example-i K| EOo| QIAMEHEE  jira, servicenow ,
nc:incident- 2dste o AA83l=  zendesk
management : INESC
escalationlog
CIAHE 2tz example-i oflAZdo|lM A2 ops-center ,dev-
nc:incident- ops, app-team
management:
escalationpath
ClolH &7 example-i 7HE &4 2 HHHA  Public, Private,
nc:data: E et ClolE 27/ Confidential ,
classification Restricted
TEEF example-i IZE2=0| MEE[=  PCI-DSS, HIPAA
nc:compliance: TE & ZHe3
framework Al

AWS 3 MAMM ME CHE XMo{E =822 #Elsts JA2 A
£&Lct OhS BAE M 2ot Mo @5 HHZ & XHS5tsto siE A
AAME F M5t JYULICH A-ED AHE L 2[AA0 EfOE M8
2o &AH FEE = Y&t

of:

ololEf 2oF 3 I ke 34


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#apply-distinct-security-controls-by-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#constrain-access-to-sensitive-data
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html#constrain-access-to-sensitive-data
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https://aws.amazon.com/about-aws/whats-new/2021/05/amazon-macie-supports-criteria-based-bucket-selection-sensitive-data-discovery-jobs/
https://aws.amazon.com/blogs/architecture/using-amazon-macie-to-validate-s3-bucket-data-classification/
https://aws.amazon.com/blogs/architecture/using-amazon-macie-to-validate-s3-bucket-data-classification/
https://aws.amazon.com/blogs/storage/simplify-your-data-lifecycle-by-using-object-tags-with-amazon-s3-lifecycle/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://aws.amazon.com/blogs/security/securing-resource-tags-used-for-authorization-using-service-control-policy-in-aws-organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://aws.amazon.com/blogs/security/configure-aws-sso-abac-for-ec2-instances-and-systems-manager-session-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://www.youtube.com/watch?v=aFdpBqmDpzM
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://wellarchitectedlabs.com/cost/100_labs/100_1_aws_account_setup/8_cost_tags/
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https://aws.amazon.com/blogs/security/how-to-automatically-tag-amazon-ec2-resources-in-response-to-api-events/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-allocation-blog-series-2-aws-generated-vs-user-defined-cost-allocation-tag/
https://aws.amazon.com/blogs/aws-cloud-financial-management/cost-tagging-and-reporting-with-aws-organizations/
https://aws.amazon.com/blogs/mt/patching-your-windows-ec2-instances-using-aws-systems-manager-patch-manager/
https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
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https://aws.amazon.com/premiumsupport/knowledge-center/iam-policy-tags-restrict/
https://aws.amazon.com/premiumsupport/knowledge-center/iam-policy-tags-restrict/
https://docs.aws.amazon.com/managedservices/latest/appguide/compute-instance-mutability-aog.html
https://www.amazon.com/dp/1250267595
https://www.amazon.com/dp/1250267595
https://github.com/aws-cloudformation/cloudformation-guard
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https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html
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