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User Profile Personal Apps
A user profile represents a single A Studio instance with a private
user within a domain, and is the EFS directory and shared
main way to reference a "person” for SageMaker Resources across
Domain the purposes of sharing, reporting, domain users.

’ ’ and other user-oriented features
A domain consists of an

associated Amazon EFS
volume; a list of authorized
users; and a variety of
security, application, policy,
and Amazon VPC
configurations.
Shared Spaces
A shared space has a communal
IDE app, shared EFS directory
along with access granted to all
users within the domain.
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LimitInstanceTypesforNotebooks",
"Effect": "Deny",
"Action": [
"sagemaker:CreateApp"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotLike": {
"sagemaker:InstanceTypes": [
"ml.c5.1large",
"ml.m5.large",
"ml.t3.medium",
"system"
]
}
}
}
]
}

T’A 0O|& 4 SageMaker Al Studio =H|Q! A8t

SageMaker Al Studio =H|I2| B CtF AMH|A HMof HHME A& sto] ECfEIE M8 HEE! IH
g Sotx| ot DHo|E Sl 1 2|AA0 HMAE £ U&LICEH VPC
{

"Version": "2012-10-17",
"Statement": [
{ "Sid": "LockDownStudioDomain",
"Effect": "Deny",
"Action": [
"sagemaker:CreateDomain"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {"sagemaker:AppNetworkAccessType":
"VpcOnly"
},
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SageMaker Studio #2| 2 Atz AWS EH A

"Null": {
"sagemaker:VpcSubnets": "true",
"sagemaker:VpcSecurityGroupIds": "true"
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sagemaker:CreateApp"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringNotLike": {
"sagemaker:ImageArns":
[
"arn:aws:sagemaker:*:*:image/{ImageName}"
]
}
}
}
]
}
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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"Version": "2012-10-17",
"Statement": [

AWS H4 4]
{

"Sid": "EnableSageMakerStudioAccessviaVPCEndpoint",
"Effect": "Allow",
"Action": [

1,

"sagemaker:CreatePresignedDomainUrl",
"Resource":

"sagemaker:DescribeUserProfile"
||*||’
"Condition": {
"ForAnyValue:StringEquals": {
"aws:sourceVpce": [
"vpce-111lbbccc",

"vpce-111bbddd"
]

SageMaker Al Studio —ES

HMAE MetE 1P HRE Xt
7|42 SageMaker Al Studio HMAE 5
SourceIP =7 7|7t CS 1AM A3 %4

{

ol
AN -

"Version": "2012-10-17",
"Statement":

: L
{

"Sid": "EnableSageMakerStudioAccess",
"Effect": "Allow",
"Action":

: L

"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"
1,
"Resource": "*",
"Condition": {
"IpAddress": {

"aws:Sourcelp"
SageMaker Al Studio =
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MAE HMBtE 1P HeIZ At
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"192.0.2.0/24",
"203.0.113.0/24"

SageMaker Al Studio AtEXt7} CHE ALEA ZE2EHO| HMASHK| Rt F
HE K|

ZEIRE AFA T2 EE M il =2 Eof SageMaker Al Studio AFZ X} O|&0f Ef2 7|7} K|
HMelo] QEX| &olgtLIClstudiouserid. B9t FA|(AFZROIH QIZAE AL L& HEh T
studiouserid 7|7t = EH2E 7tA{oF B LICHO| E{12| Ol 2 FUOIE X|HE = U2

studiouseridoi| I &tE|X| &f ).

13 CHZ SageMaker Al StudioE AlZTe M AL AL = UE gol Ol S HAE dAg Lt
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonSageMakerPresignedUrlPolicy",
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"sagemaker:ResourceTag/studiouserid": "${aws:PrincipalTag/
studiouserid}"
}
}
}
]
}
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BT X8 HE
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CllO|E{ T+&F K= SageMaker Al Studio = E |
OF &LICt “tESO ElOE MEB3sH A2 ZLEHZS 1 HIE
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™ Al ZEA}F 7ls A
OIErL|CtH Bl = AFE A}

SO M EX Z=E

12 E¥ste o =20|
ol=x| &0

""IO‘" EH:.7|' xl’HE_lo-I AT =

SageMaker Al Studio 2| AL AFX =2
Z2Zo|M Yol XtS2 2 MutELICH EfI( CLI XE S35 X|HESDK)E AIS
23efod O] 75:*—% F7tet= Qo E&LCH

A—|° 7(-|9_°|.E;||:|=| J_|-E|7(|. oL k=1

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "EnforceUserProfileTags",
"Effect":
"Action":
"Resource":

"Condition": {
"ForAnyValue:StringEquals": {

"aws:TagKeys": [

"Allow",
"sagemaker:CreateUserProfile"

"y
’

"studiouserid"
]
}
}
}
]
}
221 5t W X2 AT 22 JIE Bl4A0| B OhE WMS A8 S0 EjOE Tz MY
& LC}.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceTagsForJobs",
"Effect": "Allow",
"Action": [

sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",

]I
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"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"studiouserid"

]

SageMaker Al Studiol| FE M A

SageMaker Al Studio0lMH CES2 7|EXo 2 SAE QIAEIAC CHE RE M A HEHO| QIE
Docker ZAE{| O|L{0| A AR EIL|CH OFEHIFR|Z 7|12 AF2AIE A'E FNQlstn ZE|o|L el e 2
E MEXID Hele EAE QIAEA KpA|0|A HEHO| i AHEXHDsE CHA| OHE EL|Ct. 2k
B A4 9IHe e ZEolL XHXIZ MBHEILIC

AEXt X|’d O|0|X|E BtE = FE 0[Q|o| HEtE AL Xtol|AH ME 3504 f A%t Mool FE H
Sto2 X| ot Z2MAE A™SHK| LS 7Lt SN R AL 7ts8 WF|X|E EXIStE %)
5t= 30| EZ&LICt. O B Dockerfile LI0I A FE AFEAL7L of il AL XIE A-E O|O[X|E Bt
E & UELICH AEXE REE HMSIE FET| OfLIE ZHAH Q0| AL& X XIH ApplmageConfig 2l
UID/GID of the user is identical to the UID/GIDM|7} 4=X| = QI5HoF B LICH 2™ AFE A X% 0|0
X|E AH83to 2 AESHT| Y8t SageMaker Al 40| MM EILICH 0 & £04, DockerfileO| CHS 1}
Z 0| RE AER7} Ol AAZAHE 2l +H/E B2

ARG NB_UID="1000"
ARG NB_GID="100"

USER $NB_UID

AppImageConfig It GIDO|AM SLEt

ok
c
O
h
i
e
Id
ol

ok EfLICt KernelGatewayConfig

"KernelGatewayImageConfig": {
"FileSystemConfig": {
"DefaultUid": 1000,
"DefaultGid": 100
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sagemaker-appimageconfig.html
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}

A2 X X|Z o|O|X|ofl {2 El= UID/GID Zf2 Studio 0|0|X|2] Z2< 0/0 2! 1000/100Q/L|C}. At K}
x| o|O|x| &4 2! 2t24El AppImageConfig A&l o= 0| Github E|ZX|EEZIE & XFIAM L.

A&XI7t 0|8 Z2H5HK| E =5 CreateAppImageConfigdtzi™ SageMaker Al Studio = ES AHS
Kol Al UpdateAppImageConfig, EE= DeleteAppImageConfig &2 F 0435 x| OLAMIL.
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https://github.com/aws-samples/sagemaker-studio-custom-image-samples
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SageMaker Al Studio =H|@I2 M&5te{™ VPC HIERIT, al
VPC 2 MEHE X|HE e Ctg AMoM HYst= AASE of &

gLk

MESU Y ot 358 X|-sHok gLt
S7tE IPs 1245t0{ EE3Hof

VPC HES3 #H =

SageMaker Al Studio TH|QI0f| HAZAE T ZH VvPC MEUI2 C}S ol e s SeiA2|A =oll

2l Zt 2t E(CIDR) HRIZ Ad5H{oF LICt
« AFSA £

- MAEXE X

- N8AIE IR QAAHA R 4

« AISXE B E7d QAEHA £

- Ol HEE

SageMaker Al 2! 204 AWS MH|AE CtS1 Z2 AF2 Abailofl CHaH EF23%d | E 25 QIE{H|O|
A(ENNE T2 VPC AMEYof & dghict.

« Amazon2 SageMaker Al =H|QIENI2| EFS EfXH CH & ( SageMaker Al =H|Ql0i| AZEl MEL/It

8 FAF IP 17H)of cH & EFS FeFLCt.

-« SageMaker Al Studio= AIEXt ZE2EL E= 37 UM AFESts ZE 1R 8 QIATAO ENI

CHeHE =g LICh ChEat 22 of|7F d&Lch

« MEX ZZ2HO| 7|2 Jupyter M Y(A|AR QIARA 17H), C|O|E 1t&F 4 & 7|2 Python
(& Ctml.t3.medium QIAEANM AA)E MAst= B0 Studio= F 7He| IP F
LICt.

o AFEAF Z 2T 0| 7|2 Jupyter M H(5HLES| 'A|AR QIAEAA) Tensorflow GPU &
(2lml.g4dn.xlargeAEIA) L O|O|E 22 (CIml.m5.4xlargeAEHA)2 A™MSHE B
Studio= Ml 7He| IP FAE FUFHLICH

- TR VPC MEL/78M Pdof AR ZH vPC A= ZQIEENIO| CHEH7L = UElLICH SageMaker

AlVPC AEZQIE|Pso| B2 47HECR, S3, A Z2 &0{ AMH|A VPC A=ZQIEIPsO| B2 ~67H

CloudWatch).

- SageMaker Al & 2 M| 20| SLE VPC FHOE AlZtE[= B2 ZF &gofz= QIARATE F

7ol 1P FAIF EtL|CH

o>

VPC HES3 A= 37


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
https://docs.aws.amazon.com/sagemaker/latest/dg/train-vpc.html#train-vpc-ip
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U&LICHECR.
st OlO|E{ o8 A7 MZ CHE F 7HK| QIABA & (0d: ml.t3.medium &
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st QlCh 7 EhLICt.
0| AlLt2|20{| A SageMaker Al Studio MH|AE CHZ 1 ENIs ZH0| FI&tL|C}.
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https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html
https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html
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https://aws.amazon.com/hpc/efa/
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Customer AWS account SageMaker service AWS account

- Customer VPC

home directories SageMaker Studio

. Private subnet
Amazon EFS domain
SageMaker Studio | SageMaker
Notebook ] Studio

Users

' Internet
LT; ré{} '%} Gateway
53 bucket CloudWatch SageMaker  SageMaker APl

Logs Runtime

7|8 2 E: SageMaker Al MH|A HHEHE S8t

SageMaker Al AH|A 7 |

VPC S SMe
I 20| IZi0| VPC AEZQIEE &35

CHS Ctolo{a =D

Lok
SageMaker Service AWS account

Customer AWS account

. Customer VPC
SageMaker Studio

Domain

Amazon EF5

B rrivate subnet home directories

Elastic Network Interface SageMaker Studio SageMaker
MNotebook Studio
VPC Users
endpoints
— Internet
“ Gateway

Cloudwatch SageMaker Sage Maker API

Logs Runtime

Amazon S3

VPC & 2 E: SageMaker Al MH|A HA™HE &

VPC HE®|Z M



SageMaker Studio #2| 2 Atz AWS EH A

VPC M8 ZEE HHE EH Qo B2 7|2 QIAEAQ| 2tTEt HAE[E QlcH AKX Z2 L Hot
g2 d-guch AWS A-Eel Zt = Rlol= XAl vPC 74 & 2l -Ii DEJUE = JUELICH
VPC HEZ 7 A™oll Chgt RtMIEH LI 2 S| SageMaker Al Studio = ESE 2|F 2|AA0 244

2 HZEVPCSHMIR.

XEt ALE

- SageMaker Al Studio ZH|2I2 M5t Foe M AHEL

+ VPC HE®|Z RB(H=2 AL ME == VPC TE)

Mt AbE 41


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
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"sagemaker:CreateEndpointConfig"

1,

"Resource": "*",

"Condition": {
"Null": {

"sagemaker:VolumeKmsKey": "false"

}

}

}
]
}
B 2LIEHTE 0o A kl= S3 HA! &5 35517

2d 21 |E{22 SageMaker Al ¢l

B A 7FH2 M

SH ZLEE MH|AE AEEQIE E2Z AR5t X 2
ZES HQIFLICH SEZES DS O ASElE
gLt
{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Encryption",

"Effect": "Allow",

"Action": [
"sagemaker:CreateMonitoringSchedule",
"sagemaker:UpdateMonitoringSchedule"

1,

"Resource": "*",

"Condition": {

"Null": {
"sagemaker:VolumeKmsKey": "false",
"sagemaker:QutputKmsKey": "false"
}
}
}

EXQIEZ MEE OO|EE Z1R{5t04 S3 HZlof| X%
4%, S3 22 = 3t6HoF &hLich $4XH olof CHst 2t Ko 7|52 f
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https://www.dominodatalab.com/data-science-dictionary/model-monitoring
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainStorage",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"

[

I-J

CEES ZRs5te O AFR L= S30] XM{EHE H|o|E{E &5 5HEHLCt.

O|= SageMaker Al Studio =H|212| ArE X} 7ol ESE SR5hE Ol A8 ElE HAW XMHEE =2

=

—
OB E ¥ E3tst= MHAMLC.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainSharingS3Bucket",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain",
"sagemaker:UpdateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
SageMaker Al Studio THQI AEZ|X| 25 & =3} 45
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"sagemaker:DomainSharingOutputKmsKey": "false"
}
}
}
]
}
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E MAME £ &Lt XMISH L2 2 Amazon CloudWatch AF2 MEHME & X 5HAM|L2.

SageMaker Al= OF2H0]| Studio0l| CHEt B 20 O 58 Mg LICt/aws/sagemaker/studio. Zt
ANSAZ2E LU M2 0| 21 IF otgo TRE 20 AERS 7HX|H ME F7| 78 A3EE
o Rtxl| 23 AE 0| UELICEH o E S04 Jupyter A 40| T £ FI7| AFREJ HEE
'studio-user'2t= A2 A ZZ2 21} O|o|E &t 7{d HOo|EQo| Yo 20 AERI2 Ctg1 Z&Lch

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default/
LifecycleConfigOnStart

/aws/sagemaker/studio/<domain-id>/studio-user/KernelGateway/datascience-app

SageMaker Al7} AFE XFE CHAI5H0{ CloudWatch 0l 21 & T4 324 Training/Processing/
Transform ¢ 3 £Xtoi|A| Ct& THEH0| 2 B LICHAPIS.

"Version": "2012-10-17",
"Statement": [

£ Ar83stod 22 CloudWatch 47


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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{

"Action": [
"logs:CreatelLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
"logs:GetLogEvents",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:PutResourcePolicy",
"logs:UpdatelLogDelivery"

1,

"Resource": "*",

"Effect": "Allow"

AEXRF X AWS KMS 7|2 O|HEt 218 &5 3H5t2{H TXA{ CloudWatch ME|A 7} 7|18 &5 316t
otz :

g+ QUES 7| Mg SHslof FLIcH 20 ¢S5 AWSKMS 7|8 ddst 2 OIS =
SISIEE 7| MRS £=XsHL|C}H
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {

"ArnLike": {
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"kms:EncryptionContext:aws:logs:arn":

id:*"

HMEX| ArnEqualsE A3t &3
E(ARN)E NMSE = A&LICH o7 |MHe 2t
g = AS2 Eo{FLCH £t EF, X2l Y 2
AR S E X[ Azt Sof CHEE X EE HAIR =Sk

2ISNSE 5 Amazong F7IE FHE = J&LcH &2 U M2 AH|Xt= O

AAE 2

gLt

"Version": "2012-10-17",

"Statement": [
{

"Action": [

"cloudwatch:
"cloudwatch:
:GetMetricData",

:GetMetricStatistics",
"cloudwatch:
"cloudwatch:
"cloudwatch:

"cloudwatch
"cloudwatch

= 3tst

EI_

L|C}.

DeleteAlarms",
DescribeAlarms",

ListMetrics",
PutMetricAlarm",
PutMetricData",

"sns:ListTopics"

1,

"Resource": "*",

"Effect": "Allow",

"Condition": {

"StringlLike":

{

"cloudwatch:namespace": "aws/sagemaker/*"

"Action": [

"sns:Subscribe",
"sns:CreateTopic"

"arn:aws:logs:region:account-

4= CloudWatch 2304 CH8t EX Amazon Z|AA
A3HE 2|5l Of 9|E MB350 AHe| 2EE ZOE &
24 CIAEIA CPU L HZ2E| AFEE,

I_
S 9:!74 2fE Z=ote mf o
m]

+E|X+01|71| oF
2 7}APIsX{of

|
2t 3 3t

M
Pl
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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]I

"Resource": [

"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

1,
"Effect": "Allow"

—
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https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
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https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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https://aws.amazon.com/sagemaker/pricing/
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension
https://github.com/aws-samples/sagemaker-studio-auto-shutdown-extension/tree/main/extension-checker
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https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://sagemaker.readthedocs.io/en/stable/
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
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JupyterLab &%

SageMaker Al Studio JuypterLab 3 Notebook2 A& 5t™H #H|& &7tst= 2LE A4 JupyterLab &
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JupyterLab O|X| 32 A& st &2 7|25t EXIstE Z2EMATE 3 H £{RAEILICH bash 23
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conda init

conda activate studio

pip install jupyterlab_s3_browser

jupyter serverextension enable --py jupyterlab_s3_browser
conda deactivate

restart-jupyter-server

O™ o Z &S 2|8l JupyterLab = ES HA 11t HE 3 EF0lM &S sts =8 F7| 2
dsts Y2 Zefstod &Y ol cHet AtM[et LI 2 A X| JupyterLab & Jupyter Server S H S
HESHAIL.
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https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/extension/extension_tutorial.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-extensions
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-git-attach.html
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Conda &4

SageMaker Al Studio —E=2 Amazon2 YT+ AEE|X| ASEFSLZ AFEEfLICt O|o|E| TH& A=
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mkdir -p ~/.conda/envs

conda create --yes -p ~/.conda/envs/custom
conda activate ~/.conda/envs/custom

conda install -y ipykernel

conda config --add envs_dirs ~/.conda/envs
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https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/

SageMaker Studio #2| 2 Atz

AWS Hi A
e =
=T
O] #xof M= EHE &EIXt7F SageMaker Al Studio 2 &S HHst T HElE = UTE 2H 2,
: 2, ZLIEHE W ASA XE1 22 B9

Coel e, &tH 5 #el, HE 2l HEST 2El =
7R 2 AL E AERELICH

56



SageMaker Studio #2| 2 Atz

AWS Hi A

=
F5

HE[EHA| H|2

E 2-HE|HHAA| Hlm
Cts =@l

ZIAA ABE El2E AFE S

04 O|F 0{&lLIC}. SageMaker
Al StudioE T M2l ARN ! A
St ZEL/AHO|IAE ME

§tod ZE Z|AA0| Ef2E &t
S22 X|HELICIARN.

>
Y
ol
M
i
e
(@)
O
P
rlo

SageMaker =H|QIE H|& &
= EfJARNZE Al23504 E|HA
EY Al Studio 42 L AE
2lX| HI&2 €A BLEAE

= U&LICH

m

Zt Bl E = RHA| AHol| /{2
Sz Hoi™Ql 2laa AE|7t
A& LICH

HHOE:= M2 Ao Qlex
2 SE APIs d2|T 7tsEL
Ct.

SageMaker EHIFIES Al
Studio HAFE L AEE[X| H
9_8 7(-|_g 7:||X-Io§ *I7.|| EL|

EHEE + A&Lch

Crel THIQI Lol &4 7wt o

M2 ®0{(ABAC)

Ef2E ALE5t0d 2L AE|
7t O|Fo{&LICE AHERH=0

CHsi HEE 2lAA0| EfT K|

HE zrelstok g LICIABAC.

& LICH AWS CLI EEE
Boto3E€ &
2 LIYSDK35HH 2|7 Teto|
2lAAT LEE LI

SageMaker EHIFIES Al
Studio ZAF & H|&2 ALEXL
XS Ef2E AFE5t0q H|AtSH
OF &Lict.

SageMaker 2 E EHIHETJI &
LUsEFS =22 SRIER
T HIRIE Al Studio AEE|X|
H82 ZLIEZE =+ gL
Ct.

=S2 |32 MEE = APIs
2
=

c,|.| _'_oHEI APl &

HE|E|IAA| H|w

57



SageMaker Studio #2| 2 Atz

AWS Hi A

x

[

oz
T b Home
w Hu oM

rn |0 o

SageMaker Studio = H| 2!

N —

[

m Tlo
o NI

b
1>

- m 02
Rl AN
o0 |m M

E EFS AFE

MEX T2 L/AHOIA

2k(laC) EE= MH]
S35 o424 E|iA
(o]

o
=

o

Zle= o|= H{Zdo 2 Q5 T |9

042 B|LIE 2 & AHstEdH
Organizations2} 0424 HHE
HIElSH of =FLct

5t04 7| £ 0i[Af 4 EC2

| HHOA
=

a. users/spaces, describe the user profile/space (CLI, SDK) =

b. AHEX Z2E/AHO|AE

c. AEXtoH nRet A
2 O E&Lct

d. 7|2 A@o|Aa

3. M EHQIE BtE

4, X =24 4l

2ol

5o/ Zt M8
HomeEfsFileSystemUidofl OH & &rLCt.

RICHH UserSettings['ExecutionRole' JO| AL X Z 2 &

T T el Lol £ 7[Eh A

Ml X|0{(ABAC)

MH[A =2 AH =0
MAE™MEEE B EHE T}
OiX3| ZE BIAAE AEE

REEHUEE 5 S 9
s SUs TR JzHof AMA
g 4+ el

CHA| &-dstoF st= B2 CHS K

. SageMaker Studio(CLI, )oll AtEAI Z= 21t IS LIFELICISDK.
£ o/ UIDsoi| DHEEFLICHEFS.

Ktod| CH3H.

SageMaker Al Studio =H| Q! &#

58


https://docs.aws.amazon.com/cli/latest/reference/sagemaker/list-user-profiles.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.list_user_profiles
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
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https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
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import requests

import os

import boto3

from urllib.parse import urlparse, parse_gs
import baseb4
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https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreateApp.html#:~:text=%22ResourceSpec%22%3A%20%7B%20%0A%20%20%20%20%20%20%22InstanceType%22%3A%20%22string%22%2C%0A%20%20%20%20%20%20%22LifecycleConfigArn%22%3A%20%22string%22%2C
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-app.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_app
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import requests
from aws_requests_auth.aws_auth import AWSRequestsAuth
import json

# Config for calling AssumeRoleWithSAML

idp_arn = "arn:aws:iam::0123456789:saml-provider/MyIdentityProvider"
api_gw_role_arn = 'arn:aws:iam:: 0123456789:role/APIGWAccessRole’
studio_api_url = "abcdef.execute-api.us-east-1.amazonaws.com"
studio_api_gw_path = "https://" + studio_api_url + "/Prod "

# Every customer will need to get SAML Response from the POST call

def get_saml_response(event):
saml_response_uri = baseb4.bb4decode(event['body']).decode('ascii')
request_body = parse_qgs(saml_response_uri)
print(f"b64 saml response: {request_body['SAMLResponse'][0]1}")
return request_body['SAMLResponse'][0]

def lambda_handler(event, context):
sts = boto3.client('sts"')

# get temporary credentials
response = sts.assume_role_with_saml(
RoleArn=api_gw_role_arn,
PrincipalArn=durga_idp_azrn,
SAMLAssertion=get_saml_response(event)
)
auth = AWSRequestsAuth(aws_access_key=response['Credentials']['AccessKeyId'],
aws_secret_access_key=response[ 'Credentials']['SecretAccessKey'],
aws_host=studio_api_url,
aws_region='us-west-2"',
aws_service="'execute-api',
aws_token=response[ 'Credentials']['SessionToken'])

presigned_response = requests.post(
studio_api_gw_path,
data=saml_response_data,
auth=auth)

return presigned_response
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https://aws.amazon.com/blogs/mt/setting-up-machine-learning-environments-aws/
https://aws.amazon.com/blogs/machine-learning/configuring-amazon-sagemaker-studio-for-teams-and-groups-with-complete-resource-isolation/
https://aws.amazon.com/blogs/machine-learning/onboarding-amazon-sagemaker-studio-with-aws-sso-and-okta-universal-directory/
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-Amazon-Web-Service
https://d1.awsstatic.com/whitepapers/build-secure-enterprise-ml-platform.pdf?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/bringing-your-own-custom-container-image-to-amazon-sagemaker-studio-notebooks/
https://aws.amazon.com/blogs/machine-learning/build-custom-sagemaker-project-templates-best-practices/
https://aws.amazon.com/blogs/machine-learning/multi-account-model-deployment-with-amazon-sagemaker-pipelines/
https://aws.amazon.com/blogs/machine-learning/part-1-how-natwest-group-built-a-scalable-secure-and-sustainable-mlops-platform/
https://aws.amazon.com/blogs/machine-learning/secure-amazon-sagemaker-studio-presigned-urls-part-1-foundational-infrastructure/
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