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https://aws.amazon.com/iam/
https://aws.amazon.com/rds/
https://aws.amazon.com/dynamodb
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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HMAZ HA|KOE H{ESt= XIAMS X{o|5F £ ola| |0}

{
“Version”: “2012-10-17",
“Statement”: [

{

“Sid”: “AllowAllActionsForEC2”,

“Effect”: “Allow”,

“Action”: “ec2:*”,

“Resource”: “*”

},
{

“Sid”: “DenyStopAndTerminateWhenMFAIsNotPResent”,

“Effect”: “Deny”,

“Action”: [
“ec2:StopInstances”,
“ec2:TerminateInstances”

1,

“Resource”: “*”,
“Conditions”: {
“BoolIfExists”: {“aws:MultiFactorAuthPresent”:false}
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https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMFADelete.html
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CHE ALEXIS| B2 U8 Amazon S3 HHZ!0f| CHEH 217| & MM AT 5{&3H7HLE, fE Amazon EC2
QIAEIADE ZtE|5F HLE AKX ME oo HMAE £ Qe HEIE 28 £+ U&LCt.
Cle xaHe x4

2 £ Amazon S3 HZ!of CHEF 2 E &S 3{& 35t Amazon S37f ot ZE AWS AH]|
A0 CHEE HMAE HAMOZ HESHT| 26H AR E £ Qe W & sHLbel of LCt

“Version”: “2012-10-17",
“Statement”: [
{
“Effect”: “Allow”,
“Action”: “s3:*”,
“Resource”: [
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/elasticsearch-service/
https://aws.amazon.com/kinesis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringPolicyExamples.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html
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https://aws.amazon.com/controltower/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/inspector/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CloudWatchEvents-CrossAccountEventDelivery.html
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/systems-manager/
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https://d1.awsstatic.com/whitepapers/AWS_Securing_Data_at_Rest_with_Encryption.pdf
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ssd-instance-store.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/certificate-manager/
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https://aws.amazon.com/compliance/data-privacy/service-capabilities/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-master-key
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-data-key
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/en_us/crypto/latest/userguide/cryptography-concepts.html#define-hsm
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://aws.amazon.com/kms/
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AWS KMS2| 2 & CcMKoi| CHsl 7| & "% = IAM YA L{o| 7| HA 27 2l HEF Ro4E E &S O
Bt HMA K018 Sdll 7t sHE 7|04 HMAE = 2 OfH HHV\ 1 ZI1E ALSE £ JA=XIE A
O4E &4 Q&LICt =8t AFZXF7F XA 7] 2| QIZ 2L F|1E 7FA QM KMSOIM AFRE &% Q)&
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o & E01CtS ™MAM2 kms:ViaService 2712 AFE35l01 £ 2| (us-west-2)2| Amazon EC2 &£
= Amazon RDSO|M EH MQKP(ExampleUser) CHal EE s=ddt= d<oiBh T2 22|38 CMK
E XIME 2ol AA8E = UEE HEFLCH

{
“Version”: “2012-10-17",
“Statement”: [

{
“Effect”: “Allow”,
“Principal”: {
“AWS”: “arn:aws:iam::111122223333:user/ExampleUser”
}
“Action”: [
“kms:Encrypt*”,
“kms:Decrypt”,
”kms:ReEncrypt*”,
“kms :GenerateDataKey*”,
“kms:CreateGrant”,
“kms:ListGrants”,
“kms :DescribeKey”
1,
“Resource”: “*”,
“Condition”: {
“ForAnyValue:StringEquals”: {
“kms:ViaService”: [
“ec2.us-west-2.amazonaws.com”,
“rds.us-west-2.amazonaws.com”
]
}
}
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https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://aws.amazon.com/cloudtrail/
https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
https://aws.amazon.com/cloudhsm/
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https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-encrypt.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-ddb-client.html
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