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https://www.infrastructure.aws/
https://aws.amazon.com/s3
https://aws.amazon.com/glacier/
https://aws.amazon.com/glacier/
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/architecture/well-architected/
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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
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https://aws.amazon.com/ec2/autoscaling
https://aws.amazon.com/ec2/autoscaling
https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html
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https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

| A RE K&l =+ AWS: 2EIREA S =7 AWS Well-Architected Z 2| 29|32

Qi AWS Cloud

Route 53
Active Active

Region J_j Region

| Availability Zone

:VPC

: Availability Zone

:VPc

Front end
server

Front end
server

Front end
server

Front end
server

1
i
¥ [:] ! i :
|1 Application ! *I" . i::} Application !
1
: : Server :Auto Scaling gruup: Server :
I 1

1 1 1
' 1 |
| N —

: ! Appll;atlon i::} ! | j::} gppllcatlon !
| : enver :Auto Scaling group; erver :

Al s G i R ' i s i I '
[ ___1 DynamoDB i____| ___________ ] ___1 DynamoDB i___ | __________.
E] %.E - g 7 — S
DynamoDB DynamoDB
continuous backup DynamoDB global tables continuous backup

automatic replication

22 12- THE APO|E E|=/HE| of 7|Zix|(F AEHHIO0|0] ZS sfLto| HE| BRE HIE Moz
)

CHE AFOIE HE|Z/AE|Z0fAE YRR ETH S Of4r0l BTN AHE2 20| AlLtE]20fM Fof
Zxlo e W2 giaLich o] S Ml BT ElAEE YRR} BIH £ M HSHE WAl 5
M2 SLICh E2HTO| FoH7H WAE ETol M Hal Bt YEILIR? CHE BIT(E)0| B E E2iTg X
218 % LesLInk? ClolE| KsHol CHet ElAEE TR |ch el W 27 ofFis| RsH &I
o= E|AESHOF BFLICH E3 ClOJE| £4, AK| £ LEste} BT ClojE sl ST Az #
4 0H0HAD BT AIMS 4 MaH7 UHE| Mol S AEULICH ST Azt 7ol 022 |
5171 /3l CHE AbO|E HE|=/UE|=(EE 3 ARHHO)) M2 WAl 571 S &N} HISO| LRE B
$ Hotg SXI5T Q1K XSS 25tel7] Sloh 9N QR E WXlsh7| Yok %7t =S F|gofo FL
ct.

n 2= 2tO|E, 2 ABMHIO|7L M8 E|E ZE AWS AH|AE point-in-time G| O[E{ #4d,
ClOIE S, HE|2/HE|E E=| 2t Y, EC2 AAHAE L& # Ql=Zpt iz A F 2 ZHoE A

ot At HE|=/IHA|E A|LHE| (TS 20| E LU 2 AEHHIO])O| Z42, Amazon Route 5328 &
T A5t HEQ T ECl=lg HE|E 2Mo R Bl REE AWS Global Accelerator = U&LICH 047]

MH|A 26



o] 23 2= Al SF AWS: 2EIRE=0 Mo 5+ AWS Well-Architected Z2{| 3

Oofl M B M/E S TEFo| A2 O|z8t & MH|A 25 o{FH AL&XI7t ofH &M 2| IEXZQIER 0|8
x| M5 MHAo| Mo| #M5tEFLICE. & AWS Global Accelerator AF& 35104 ZH O Z 2|7 0[/M 2l
T | H[2 2 ANo{st= 5 Eai= Cto|dE d™ gLt Amazon Route 53&=
“”-'?'-% M2 Al X2l 2-d U X|ed Az 7|8 HAE ZE5Hod APR 7ts¢et 7|EF o] HRE
lobal Accelerator= AWS U X| MEHo| FHL(st HES sz g835tod 7tsEt
5 wal AWS LIS 243 S0l ST SETsDE & Kl Alzol EOELICH

o
1%
L
Or

o] M2tg A8t HIS 7|4 OlolE |Xl= 742 00l 7t7H2 RPOE & 43t &f LIt Amazon Aurora 2
2 Ho[E{H[0| A9} ZH2 AWS MH|AE ™M QIZEIE A8 6104 CI|O|E{H|O|A S 2tXI5| A8 E =

QA T, LdetMo 2 1% O|PHe| X[ A|Zte 2 2|0 5712 EX 2ol SXME &= U&LICH HE|
H/IA|E TEfo| Zf M7|= (&2 2ot drligtL|Ct HE|E/HE|H o] RtO|H2 2t AE|E 2o
CHEt A2 7(2tof T O|E OE!tFSOI MelEle Ealg dAlsteE JAYLIcH 24 el7|etn st 7t & 72
2N MBE AL A 1718 HAIStE [0| YR ULICH sM7|of= ChEot 22 2 7K SM0[ U

&LCt.

« M7| Z2H HER D E MTY|E B BIMoZ BB ELICE sHE 2170l Fol7| grlstHE CHE 2
Mo| M7|E 26t SZELICH Aurora 229 H|0|E{H0|AE 2™ ZH 27| M8 EXEnto|
S7|3HE XIHSIEE 2 EH M7|of| MeEfstH, EX 2[H & 5HLUHE £745104 18 O[Lfof| gi7(/2447|
Melg YE = U&LIC EF Auroras Aurora 224 Cl|O|E{H|0|A 2| X SE{AET} 7|2 2
AEO CHEt M7| Y E s-StE SQL 22 MY E = JUTE M| MY S X[HFLICH

« MI7|E2ZH MER2 MT|E JHE 712 EIFC R 2R ELICHZIME). Amazon DynamoDB =2 £
H EHO|=2 Oo|2{8t TS & d3t5tod 22 HO|E 0| HHZE 2 E 2[T™o|M 17| L MT|E HE
grLICt Amazon DynamoDB 22 H|O|E2 S A| (O|0|E Zto| ot x|=t EPOIE-I HE ZHE AME
%I-L_||:|.

- MY| B TMER2 MT| SE2 UXISHT| /5K TE[M F|(of: AFEXLID)E ZIHICE &7 2|THo| A
7|18 gggiLict ol 49 YEE oz A El Amazon S3 SXE AFEE £ o, 3| F 2™ 7t
ol SXME X|HELIC o] M2 YAlg 73 e HA AR B ZFoM SHE =8 S7I5tE &4
3l5lo4 SA|E A of ZHA| HMA Ko SF(ACLs), ZiAl Ef2 == A 20 22 SAE HE
Clo|E{ B4 ALt 2 2 x|sioF Lct &4 2|del 2! Ztof K| O0H7HE SX|E K| {8 E 7 AIE
= A&Lct =X 2oz C|o|H &4 E£= utl| O|HEZRRE E55t7| ?|s T=Fol= point-in-
time ST Z B E|0{0F B L|Ct

AWS CloudFormation = 024 AWS E|T19| AWS H/H 7o LatE|H HiEZEl Q1 ZBIE X85

= ZH248t S IL|CH AWS CloudFormation StackSetse= Y 210 2 o] #H|1& 2! 2704 A

CloudFormation 2EHE MM AUC[O|E &= A E = /U
CloudFormation & YAML EE&= JSONE Al&35t0d I EF QI

MH|A 27


https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-traffic-dial.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-for-metadata-changes.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cdk/
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https://status.aws.amazon.com/
https://console.aws.amazon.com/support/home#/case/create?issueType=technical
https://phd.aws.amazon.com/phd/home#/
https://aws.amazon.com/builders-library/implementing-health-checks/
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