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https://aws.amazon.com/console/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/blogs/security/how-to-protect-dynamic-web-applications-against-ddos-attacks-by-using-amazon-cloudfront-and-amazon-route-53/
https://aws.amazon.com/ec2/pricing/dedicated-instances/
https://aws.amazon.com/ec2/instance-types/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html#test-enhanced-networking-ena
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scaling_plan.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-proxy.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIOPS.StorageTypes.html#USER_PIOPS.Autoscaling
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html#untracked-connections
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https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/getting-started.html
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https://aws.amazon.com/blogs/architecture/a-case-study-in-global-fault-isolation/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/getting-started.html
https://aws.amazon.com/route53/pricing/
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https://en.wikipedia.org/wiki/Slowloris_(computer_security)
https://en.wikipedia.org/wiki/Slowloris_(computer_security)
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/RequestAndResponseBehaviorCustomOrigin.html#request-custom-traffic-spikes
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-scope-down-statements.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-labels.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-anonymous
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html
https://docs.aws.amazon.com/solutions/latest/security-automations-for-aws-waf/component-details.html#ip-lists-parser
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-bot-control.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-managed-protections.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html#web-acl-testing-view-sample
https://aws.amazon.com/blogs/aws/protect-web-sites-services-using-rate-based-rules-for-aws-waf/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-shield.html

AWS DDoSEH| 2|14 T Ate| AWS Hi A

AWS 22N MAE o) TRfoiol B £ CHE B8 AEe THRL ofEallolMe BEXoR o

2 71218 Metsts HULICH O] JHdS B2 B ZA2tD BT QlE{uo] = &S| o2 Blaa

£ ZH57I7hH of{REE ZHRIL OB EIAOIMO IHB NS SEZ 42 4 s SMO| MY

LICH

08 S0 ALBAIF S BlaA0 BT 45 S8Y WOE MEIX| S B QUE0IM T 24

A0 HHAY 4 HTE M. OHITIKIZ S0 WR5HK| g2 ZEL ZRESS S5 ALZ ALY
ol ofE A 0M0| HLh EFHTIS $2r5tK| DML

AWS E|AA LHE3} () BP1 BP4 BP5

UitMo = AFEXtE AWS E[AAE QB0 23| wEstX| T ofZEIFH 0[S =1 &AH

Hot 18 3l Y EQ/3 ACLs (BP5)

Amazon Virtual Private Cloud (AmazonVPC) & AI&35t Holgt 7ty HE I oM AWS E|AAE
AlETE = AWS 22t E Qe =ElHe 2 AE|E 792 T2HIMHEE &= U&Lch

Hot 3ED ACLs WERIZ= =& L AWS 2|4 201 CHEr HMAE FMofgh £ AU
LICHVPC. J2Lt 22 258 AH835HH QARA £F0M QHIR2E & otRHI2E
T AE U, HIEQZ = VPC MEU &0l M RALEH 7|52 ACLs ME¥LICHL 2
3 A8 HE F7t 2F2 gl&LICH ACLs

o |m rr
u
=
fijo
Pl
2
mek g

2
I
T
E
rir
L
|m

02 S0, Elastic Load Balancer F/0{l Amazon EC2 QIAEIAT} Qe AR QAR A KHA|
2 HHAE £ 911 IPs HZ |28t 7k sslof gfL|ct. CHAl CHA & MEYo HE
0{ S5 () o &7H 0.0.0.0/00{ CHEF HMAE 5{18st= 2o O F = (ot #2 & X)
Elastic Load Balancer IP 24 <{|2t QIAE AL SASITE & 5185t= E ot A
Load Balancer0ll Z 28t CHA £AI17| ZEof CHEE HMA HEHE2 HMBE 4= ASL

AWS Z|aA LSS () BP1 BP4 BP5 25



AWS DDoSEH| 2|14 T Ate| AWS Hi A

2 QIE{ EBIE 0| Amazon EC2 QIAEIALL XY SAE = glo s 2 S AKXV} o Z2[7i o]0 CHat
2ot o E (7 olddol I 2 OlxI717F o ofe{ ElLict

HEQIZE ACLs MAME M 518 I HE F2IS2 2F K|™HE £ Q&LICt ol= ofZ2[7H oMo CHst
Y )89 EEHE% PHAMo 2 7HEstE{= A0l REELICH o & S0 TA A=Ulol| CHEE Al
A7 HEEEIP T4 (CIDRES), Z2EZ L Y ZTEE HO|g & Ql&LICt o Z2[FH0|MH0| E
cHEZlof Bt AL El= B9 2 TCP UDP EBHElE HE5t7LL O Btoio| 7=l BtE &= &Lt o]
SME M838H AA IPs EEE 7|EF A|TLIXE 2T DDoS 342 gtstete #3212 &Y ote £+ 9
OS2 3o cHSE mf RS Lt
g EﬁPE AWS Shield Advanced 3 LEtAE IP FAE ESEl Elastz SHEE + J&LICH
DDoSE S BlAAZ SEE UetAE P FA0 CHEF SH2 B2 A B X|Z|2 2 go{ A|ZH0| o W

CHE &= Q&LICH 2Z40| B X|Z|T DDoS &o{ A|AEI2 CHA HEtAE]N P FA0 ACL Y3t HIE
I E 1 MEUl £F0| ot AWS HIE T BAHOAM XMHgrL|ct o|Z 7| 5t oq Q=2 HIS
32 g2 80| 3 A £0{5LICt. DDoS

2[5{EHS TS 2ot IET WIESITE TASHE Lol ChEt AME LSS T
L— o
= =

AZIAEl P —’F—.’.\JF & El Shield AdvancedE E% E|AAZ A3t ol CHEE RFAMISH LI 2
=

2| Zl0| LHE 0 CloudFront = AmazonE AtE5t= B2 CloudFront BIZ 0| AMBE 2 EZ|TI0| @HE

128 = QIE & 3l= 40| E&LICH VPC Edge-to-Origin 7 SHE AH835HH S 2E(Tlof ™
=H8t I CloudFront 7|& & Q| 2t F st HLE AEolg = Q&LICE. Origin AFHEAF XY 31||:_|
(0dl: X-Shared-Secret &lC|) & AIE3stod 2 E|Zlol| 2 20| EiH ZdQIX| &QlstE o =0 E

& )& LICt. CloudFront

QBT HAY SICiZ 2aITIS B sHe Yol ChEt ALME LIS S 2| 280 HA slx %71
90 o E 2|70l 2= WRiMol CHEF AMIA Mt BESAAIL.

rr

BT HMA KMEHE LIEH Origin AL AF XIH B2l 2t AHS2 2 UAMstE ME £FME F3s8t
£ Yol CHEt X|=2 Secrets ManagerE A& 301 AWS WAF Amazon CloudFront 2 2|Tl 2H2
7|‘§|.6I.E HH:H% il’i%l'lA:!A|9

WS Lambda&t 4+ & AF275104 CloudFront EC|ZI0F {5t & E o
g+ UELICH O|ZA 5t 2 o|XMQI AFEXE7 ¢ oHEZIFH|0|ME 23]
Mof| HM|AEF AWS WAF [ O|2 BFX|E CloudFront = /0] @ 2|&lIe| Eot0|

F
[m rir
>

22|zl E3 (BP1,BP5) 26


https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://docs.aws.amazon.com/waf/latest/developerguide/enable-ddos-prem.html
https://docs.aws.amazon.com/waf/latest/developerguide/enable-ddos-prem.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/add-origin-custom-headers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/blogs/security/how-to-enhance-amazon-cloudfront-origin-security-with-aws-waf-and-aws-secrets-manager/
https://aws.amazon.com/lambda/
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https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://aws.amazon.com/blogs/security/how-to-automatically-update-your-security-groups-for-amazon-cloudfront-and-aws-waf-by-using-aws-lambda/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html#managed-prefix-list
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
https://aws.amazon.com/blogs/networking-and-content-delivery/limit-access-to-your-origins-using-the-aws-managed-prefix-list-for-amazon-cloudfront/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-connection-tracking.html
https://aws.amazon.com/api-gateway/
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-setup-api-key-with-console.html
https://aws.amazon.com/api-gateway/getting-started/
https://aws.amazon.com/api-gateway/getting-started/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://aws.amazon.com/security/ddos-simulation-testing/
https://docs.aws.amazon.com/waf/latest/developerguide/health-checks-examples.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/GettingStarted.html
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Global activity detected by AWS Shield

The following is a summary of events detected by AWS Shield across all applications running on AWS. With AWS Shield Advanced,
you also receive a dashboard that's specific to your applications.

Last two weeks summary
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Largest bit rate 9897 Gbps
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https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/blogs/aws/vpc-flow-logs-log-and-view-network-traffic-flows/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/access-log-collection.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
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https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
https://aws.amazon.com/blogs/security/set-up-centralized-monitoring-for-ddos-events-and-auto-remediate-noncompliant-resources
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https://github.com/aws-samples/aws-incident-response-playbooks/blob/master/playbooks/IRP-DoS.md
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/plans/
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https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/whitepapers/latest/guidelines-for-implementing-aws-waf/guidelines-for-implementing-aws-waf.html
https://youtu.be/oURlWfLjdqE
https://youtu.be/5cfVebJ8wTo
https://youtu.be/5cfVebJ8wTo
https://youtu.be/Ftxtn5Ng_4s
https://youtu.be/d0EE1HuZSEU
https://youtu.be/3AJ68A0plfw
https://www.youtube.com/watch?v=HnoZS5jj7pk
https://www.youtube.com/watch?v=6pQ3j4IcpY8
https://www.youtube.com/watch?v=z10Db24ThIk
https://www.youtube.com/watch?v=z10Db24ThIk
https://www.youtube.com/watch?v=U-Xc3k0pmfo
https://www.youtube.com/watch?v=U-Xc3k0pmfo
https://www.youtube.com/watch?v=U-Xc3k0pmfo
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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