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* Amazon Aurora

* Amazon Aurora PostgreSQL
« OFOFE CloudFront

+ OfOFE CloudWatch

- OfOHE CloudWatch O|HIE
« O}OFE CloudWatch 21

* Amazon Comprehend

* Amazon Comprehend Medical

* Amazon Connect

» Amazon DocumentDB(MongoDB 5 &)



https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html

Amazon Web ServicesollA HIPAA E0F 2! 774

=& It A

B

AWS Hi A

Amazon DynamoDB

Amazon Elastic Block Store

Amazon Elastic Compute Cloud

Amazon Elastic Z1E{|0|4 B XA E 2]

Amazon Elastic Container Service

Amazon Elastic File System(Amazon EFS)

Amazon Elastic Kubernetes Service(Amazon EKS)
otO+E = ElastiCache BIC|AE

ol0FE OpenSearch MH|A

Amazon EMR

otOrE EventBridge

Amazon Forecast

Amazon FSx
otOFE GuardDuty
OlO}Z HealthLake

Amazon Inspector

Amazon Managed Service for Apache Flink

Amazon Data Firehose

Amazon Kinesis Streams

Amazon Kinesis Video Streams

Amazon Lex

Amazon Managed Streaming for Apache Kafka(Amazon MSK)

Amazon MQ
Amazon Neptune

AWS HE |3 g}

Amazon Pinpoint

Amazon Polly

Amazon Quantum Ledger Database(QLDB)
okOFZE QuickSight




=& It A AWS Hi X

B

Amazon Web ServicesollA HIPAA E0F 2! 774

*« Amazon RDS for MariaDB
* Amazon RDS for MySQL
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* AWS Server Migration Service
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+ AWS Shield
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Amazon API Gateway

T ZH2 Amazon AP| GatewayE AtE35t01 25 T4 744 EE (PHI) & XE2lstD & = U&Lch
Amazon AP| Gateway= ™& & ¢ 35t0] AtISS 2 HTTPS QIEXZQIEE AF&SHK|EH, 124

2 2ctol
HE FoiM JHIOIEEE A E 8ot 5T MENE = QU&LICE API Gateway= FHAIZ|X| gt 2 2 &

O|EHE MZE|E Soll ME ot Cla30l M X| E&LICEH 1242 APl GatewayE St HEH F 048 2

i AWS ME tH’Fj 4% AEY & &LICH RHME I8 2 Chs A= E& HESHAAL.

o

» Amazon API Gateway FAQ: 2ot 2! #H§t 204
A

- AP GatewayOll A REST API0{| CHEF QHA|

D742 APl Gatewayoll AZE 2 E AH[A SYE =+ &LICH B, PHIZ} Z&E 39 MH|AT} K|
a

zl 2l BAASE Lx|SIEE FA4E|0] Qlo{ok BILICH API GatewayE = MHH|A QL S86tE ghedo]
CHEH REMIEH LI 2 API GatewayOl A REST API HIME A &RFHAAIL.
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https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
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https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
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https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://aws.amazon.com/iam/partners
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-data-protection.html
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https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html%23user-pool-settings-attribute-%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%20permissions-and-scopes.html
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https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
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https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/security.encryption.ssl.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html

Amazon Web ServicesOl| A HIPAA E0t 3! 77 =5 Q{8 MA| AWS &

Amazon EBS OJAIE 5 3t= 2 WM 2l DAl 238 X|ED LR|ELICH X|Eo| YEIoIEEH =
S22 D2 Amazon EBS 2257t 7 &4 L A 2F AHEE SF5t=X| A& Yotstn AW
Hok BfLICt. Amazon EBS ¥ 5318 AM&5HH ZH EBS E80f Cid &t 28 ¥53t 717t M4E
LICH 12 oM 2 28 7|1€ & E3tets ol AHSE KMS 71§ st A MEE = A&LICH AWS
Key Management Service XtM|EH LI 2 Amazon EBS &5 318 XML

Amazon Elastic Compute Cloud

Amazon EC2E M¥ G|O|EHE & 3tetE oft] YHE X[stE HE 7tSctn A8A 74 7HsE
H#FE MHIALICH ol & S04, 242 Amazon EC2 A ==

E{HIO|A E34E LHolA XME|E mH OHZEE[AH0|M = EHE =& PHI &35t E 8IS MEiE =
A&LICH M2 A2 Java EEE NETIH Z2 oHEE|F E
04 O|O|EE & E35t5t= X/, Microsoft SQL EE= Oracle2| £ 8t C|O|E & S 3t
CH2 EFAF & SaaS (Software as a Service) 7|8t £F Mg of sg

o
g
|
!}
m°
Y
1
o

I3
L]
u
o
g
=)

ZH2 Amazon EC20{|AM A& E|= o Z 2|7 0|2 AWS KMS SDKSeF S8fstod 7| 2| L AEE|X|

AE 7tASHE £ Q&L EESH T2 AWS Marketplace IHE L 9| EFAF AZ E Q|0 £ T
FY AAR 4S8 £ (0: dm-crypt, LUKS §) & AF&5to] It =& &= MA| ClAT 253
(FDE) & At&5to{ M& HIO|EHE Y E35te = UA&LICEH

PHIE Z&35l= HESXT EC=2 ™E CIoIHE &5 st6oF &LICH QF A4 (0f: QIEH EE= 7|
Z IT #3) 2 Amazon EC2 7t EEjElo| A< nZi X|&d et ME AE EoF (TLS) EE&= IPsec
VPN (Z7H4 AP I Z2 S E& TS 433 HAHUES AH8 3ok gLICt. Amazon EC2 Q1A
EiA ZH O|O|E] 015 & <8t Amazon VPC (Virtual Private Cloud) LIE M= PHIE £& s UES

—~

=
3 EBTE L saof BLICH CHEE S| ofZEIH0IMS XIED URIFTS 2AY £ U HE 5
o558 MZoHe TLS £ VIet Z2ESS XIBLICH L E5HE KI5HA| o= ofZEalAH0lM
Z2EB0| B2 IPsec EE QIAHA 7H RAE THS ASSH0l % 25 E EIIS S5 PHIE T3
S Mg HEE £ s

Amazon Elastic Z1E{|0|L] B X|AE 2|

Amazon Elastic Container 2| X|AE 2| (Amazon ECR) & Amazon Elastic Container Service (Amazon
ECS) 2t S& £l01 ZZH0| Amazon ECSHIA A& E|= ol Z2|AH 0|2 I8 ZAHIO|L4 o|O|X|E & A
ME, A8 o pa|E = JESF gLcH 1240] = Holo A Amazon ECR E|ZX|EEIE X|HEt =
Amazon ECS= O & 2|71|0|Mod| 2{gt et o|0|X|E A4 LICt

Amazon Elastic Block Store 19


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/partners/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
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https://aws.amazon.com/elasticache/pricing/
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/SelectEngine.Uses.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/at-rest-encryption.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/ElasticMapReduce/latest/ReleaseGuide/emr-data-encryption-options.html
https://aws.amazon.com/about-aws/whats-new/2020/11/amazon-eventbridge-adds-server-side-encryption-sse-and-increases-default-quotas/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-logging-monitoring.html#eventbridge-info-in-cloudtrail
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https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/forecast/latest/dg/getting-started.html
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https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
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https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
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https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
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https://prometheus.io/
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://docs.datadoghq.com/integrations/amazon_msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
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