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Availdependency
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Business continuity

How much data can you afford to
recreate or lose?

Disaster

Recovery point (RPO)

Data loss
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« AWS Well-Architected Framework &2 =] 7184

» AWS Service Quotas(0|T9| MH|A §HE)

* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)
« AWS Limit Monitor on AWS &I &

« Amazon EC2 AMH|A 8t

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
+ Service Quotas A& AEA
* Quota Monitor for AWS

 AWS Fault Isolation Boundaries

» Availability with redundancy
* AWS for Data

- X|&EX SEolE FAUJULIMN?
o K& MEo|BF RO

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

rk!

t2d HIC| 2

« AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas
+ AWS IAM Quotas Demo

r

bed =2

* Amazon CodeGuru Reviewer
+ AWS CodeDeploy
* AWS CloudTrail
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
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* Amazon CloudWatch

» Amazon EventBridge

» Amazon DevOps Guru
« AWS Config

« AWS Trusted Advisor
« AWS CDK

« AWS Systems Manager
« AWS Marketplace
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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+ AWS Service Quotas(0|%19| MH|A 8tE)

* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)
 AWS Limit Monitor on AWS &

« Amazon EC2 MH|A BtT

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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« Service Quotas A2 AT A

* Quota Monitor for AWS

* AWS Fault Isolation Boundaries

+ Availability with redundancy
+ AWS for Data

. X|&x Sgtolat FodlLn?
- X|&X Meolgt UL ?

« APN IIEL{: £ 22| E X|HE £+ = THEL

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

rk

b4 HIC[2:

* AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas
+ AWS IAM Quotas Demo

rkt

b4 MH|A:

Amazon CodeGuru Reviewer
+ AWS CodeDeploy

+ AWS CloudTrail

* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru
* AWS Config

* AWS Trusted Advisor
+ AWS CDK

* AWS Systems Manager
* AWS Marketplace
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https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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« AWS Service Quotas(0| 2| MH|A BHE)

+ AWS Trusted Advisor Best Practice Checks (see the Service Limits section)
« AWS Limit Monitor on AWS & &

« Amazon EC2 MH|A BtT

* What is Service Quotas?

* How to Request Quota Increase

» Service endpoints and quotas
« Service Quotas AFS AHA
* Quota Monitor for AWS

« AWS Fault Isolation Boundaries

+ Availability with redundancy
+ AWS for Data

. XS5 SEolgt RUULIN?
. RISE HZolE RUALIN?

* Managing the account lifecycle in account-per-tenant SaaS environments on AWS

* Managing and monitoring API throttling in your workloads

* View AWS Trusted Advisor recommendations at scale with AWS Organizations

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas

e

ted HIC|2:

* AWS Live re:Inforce 2019 - Service Quotas

* View and Manage Quotas for AWS Services Using Service Quotas
+ AWS IAM Quotas Demo
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
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* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small

+ AWS CodeDeploy
 AWS CloudTrail
* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru
+ AWS Config

* AWS Trusted Advisor
« AWS CDK

« AWS Systems Manager
* AWS Marketplace
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https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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» AWS Service Quotas
* AWS Trusted Advisor
AWS HEM
AWS MH|AH T 0| K|
+ AWS Command Line Interface (AWS CLI)
* AWS Cloud Development Kit (AWS CDK)
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https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)

« AWS Well-Architected Framework &2
« AWS Service Quotas(0|x12| MH|A 8tE)
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
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AWS Limit Monitor on AWS & &

Amazon EC2 AMH|A $tE

What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas
Service Quotas AHS AT A

Quota Monitor for AWS

AWS Fault Isolation Boundaries

Availability with redundancy
AWS for Data
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Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas

224 H|C|2:

* AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas

AWS IAM Quotas Demo

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
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AWS CodeDeploy
AWS CloudTrail
Amazon CloudWatch
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https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
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» Amazon EventBridge

» Amazon DevOps Guru
« AWS Config

« AWS Trusted Advisor

« AWS CDK

« AWS Systems Manager
« AWS Marketplace
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://aws.amazon.com/blogs/mt/a-detailed-overview-of-trusted-advisor-organizational-dashboard/
https://catalog.workshops.aws/awscid/en-US
https://catalog.workshops.aws/awscid/en-US
https://github.com/aws-samples/case-insights-for-multi-accounts
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_auto_event_response.html
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« APN IHE 4: 74 #HE[E XY = JE GEL

« AWS Marketplace: CMDB products that help track limits
« AWS Service Quotas(0|x12| MH|A BtE)

* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)

« AWSZO| Quota Monitor £FM -AWS &8 M

* What is Service Quotas?

What is Service Quotas request templates?
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« AWS Live re:Inforce 2019 - Service Quotas

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower
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* Quota Monitor for AWS
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https://aws.amazon.com/partners/find/results/?keyword=Configuration+Management
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://github.com/aws-solutions/quota-monitor-for-aws
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* AWS Trusted Advisor Best Practice Checks (see the Service Limits section)

+ AWS Service Quotas(0|%19| MH|A 8tE)
« AWS Limit Monitor on AWS & &

« AWS Well-Architected Framework
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
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* AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas

Amazon EC2 AMH|A $tE

What is Service Quotas?

How to Request Quota Increase

Service endpoints and quotas
Service Quotas AHS MM

Quota Monitor for AWS

AWS Fault Isolation Boundaries

Availability with redundancy
AWS for Data

X|&x E80|2F FoiL|}?
X|&x Meho|zt 2odelLt?

Managing the account lifecycle in account-per-tenant SaaS environments on AWS

Managing and monitoring API throttling in your workloads

View AWS Trusted Advisor recommendations at scale with AWS Organizations

Automating Service Limit Increases and Enterprise Support with AWS Control Tower

Actions, resources, and condition keys for Service Quotas

1 H|C|2:

AWS IAM Quotas Demo

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
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AWS CodeDeploy
AWS CloudTrail
Amazon CloudWatch

Amazon EventBridge
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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* Amazon DevOps Guru
+ AWS Config

* AWS Trusted Advisor

+ AWS CDK

+ AWS Systems Manager
+ AWS Marketplace
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https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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https://aws.amazon.com/route53/what-is-dns/
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
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+ AWS Marketplace for Network Infrastructure

« EF??AWS Global Accelerator

* What is Amazon CloudFront?

* What is Amazon Route 537?

+ Elastic Load BalancingO|2F £91Q17t27?

* Network Connectivity capability - Establishing Your Cloud Foundations

+ Amazon API| GatewayEt S IL|7H?

+ What are AWS WAF, AWS Shield, and AWS Firewall Manager?

» Amazon Application Recovery ControllerZt £ IL|7}?

« DNS Foll ZX[of CHer M-S} X|H HEf 2l 7
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https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
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* AWS re:Invent 2022 - Improve performance and availability with AWS Global Accelerator

AWS re:Invent 2020: Global traffic management with Amazon Route 53

AWS re:Invent 2022 - Operating highly available Multi-AZ applications

AWS re:Invent 2022 - Dive deep on AWS networking infrastructure

AWS re:Invent 2022 - Building resilient networks
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https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US

Al AWS Well-Architected Z 2|2

0x

o
i

k>

28 x|z
AWS Direct ConnectZ Al35t0{ 2= 8|0|A HEQIE AWSH| AA5tE B E o|4o| 2z 70jAa
2| x|2t £ 0|42 AWS Direct Connect £1%|01l %= 7Y C|HIO|A0|AMH BLIE ¥ 9—| iz % A& 5t

[Im.u.
H']

0 Z|CH HE YT 5824(99.99% SLA)S E&E £ Q&L ol EEZX|& C
M 2 s x| SEHoi CiEt S =2 MBS E= og] f kol chEt 5 7He 7H 2|
Zgj|0|A 2[x|7 Bt Direct Connect | x[0ll AZ2E)E A& 35t0] =2 S R=2I(SLA 99.9%)2 &N
= AgLct o] ™2 wAI2 7 0|2 HHO|LL ClHO|A o2 It 18 SE2 Y X|5tT HA
x| o E &tststE ol == 0| ELICH Direct Connect 58 T 7= AWS Direct Connect EZZX
Aol =Z0| & += JU&Lct.

CEst 712 AWS Direct Connect ©17201| CHEt HI8 £ 2™ Ql ¥do 2 AWS Transit Gateway0l| A ZL}
= AWS Site-to-Site VPN2 124g = U&LICH O] MHEE Ar&3t™ 02 VPN E{'20{| A Equal-Cost
Multipath(ECMP) 2t 10| 7Hs3t2 2 2t VPN E{:=0| 1.25Gbps2 M|3HE|0 /L2t E |CH 50Gbps
o| MzlEo| 7Zts&Lct 3tx|E HIERIT SHE x|456tm HEXOl ¢iAE MBS sh= ol AWS
Direct Connect7t 0{715| 71 & £t~ Q| MEHO|2t= ™ol 2|50k & LICt.

4

L
~

b
0

o
O
ol

i VPNE At8sto 22IRE BEE 2
Zo| YR 2 F Il VPN EiEE giru

V r
Q40{| A ZLtO}F 5tH, O|F3HE! StE0IE AFE S0 2 IDIA EIHPOI/\ ’“OH% 4 K|St oF &Lt
8t CH ISP SHOZ QI3 VPN Q1Z20| 25| SEEE WS WX[ste{H 2=h0|A fx|0iAf Ct
2l
%

o

N

[§%2
|0

]
"

E
7
23

08 FH 02 Im ro

gF QB MH[A MSA|(ISP) 2l ofe] QIE{A AE TedgrLIct Cheeh et S QEEtE
ISP, 55| AWS AI=XZQIEof CHet E | 22|M B27t = ISPE ME{etH 44 718 40| Fob &

LICH.

CHS AWS Direct Connect 947 2/ C+3 VPN EI(EE 2| Z8h2 &
Border Gateway Protocol(BGP) 8™ Bt &E &2 73t X S L

3 ME| L THEIHME J(Hte 2 BAZ 7Ho| ECfEE RIS 2 O =l 8hL|CH EME
N2 alg s HESRT Hof &M A HERZ 71840 MH|A IS5 8 |XI6te Ol 5§35 284
Cl. Ol= CHAl ZZ2E = 7| MEdSto] HIERIT O Si=dn AME|EE A AIZILICH
-3 EHA|
« AWS 2/ 2= 7|0|A &3 7tol 7184 0| ot A4 = E LI

« HE 2 HEE Z2to|8! HE L3 7Hol 048] AWS Direct Connect 9122 EE= VPN E{Z2 A2 %

LIC}.
« 718488 =0|2{= ZB0ll= 042] Direct Connect {%|E& AL EFLICT
- 04241 AWS EIXE AI83tE A2 27l ol ol YxloIM 55 78S HELCt

REL02-BP02 E22IE9 2= 0/A #ZEo| ZElo/8l HEYZA 7td 5 A2 Z2HIXMY 42



AMEM QA AWS Well-Architected Z 2|

=S

+ 7ts3HH AWS Transit GatewayE A& 3104 VPN 24242 SE & LICE.
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AWS Direct Connect Resiliency Recommendations

* Using Redundant Site-to-Site VPN Connections to Provide Failover

* Routing policies and BGP communities

» Active/Active and Active/Passive Configurations in AWS Direct Connect

« APN IIEL{: HELZ A=l X|HE £ s L EL

+ AWS Marketplace for Network Infrastructure

+ Amazon Virtual Private Cloud Connectivity Options 2H A

« B JHs8tm oFME CHE VPC AWS WIEQT Q=g 25

* Using redundant Site-to-Site VPN connections to provide failover

» Using the Direct Connect Resiliency Toolkit to get started
« VPCAEZQIE 2l yvPC AE ZQIE MH|A(AWS PrivateLink)

« Amazon VPCEt £S1Q17}?

* What is a transit gateway?
- 0|2t F3IAL77H?AWS Site-to-Site VPN

Direct Connect H|O|E 90| AFE

re

t2d HIC[2:

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC

+ AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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+ AWS Marketplace for Network Infrastructure

« Amazon Virtual Private Cloud Connectivity Options =44
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» Single Region Multi-VPC Connectivity
» Amazon VPCEl £91917}?

« 02| IPv6AWS

* |Pv6 on reference architectures

* Amazon Elastic Kubernetes Service launches IPv6 support
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* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC (NET303)
* AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs (NET406-R1)

+ AWS re:Invent 2023: AWS Ready for what's next? Designing networks for growth and flexibility
(NET310)
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https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-backend-instances.html#set-up-ec2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=FkWOhTZSfdA
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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» Building a global network using AWS Transit Gateway Inter-Region peering
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* AWS re:Invent 2023 - AWS networking foundations

* AWS re:Invent 2023 - Advanced VPC designs and new capabilities
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* AWS Transit Gateway Workshop
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-best-design-practices.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://www.youtube.com/watch?v=8nNurTFy-h4
https://www.youtube.com/watch?v=cRdDCkbE4es
https://catalog.workshops.aws/trasitgw/en-US
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https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/aws-privatelink.html
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AWS re:Invent 2023 - Advanced VPC designs and new capabilities
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://www.youtube.com/watch?v=cRdDCkbE4es
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=xtLJgJfhPLg
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https://martinfowler.com/articles/microservice-trade-offs.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US/intro
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https://www.youtube.com/watch?v=otADkIyugzY
https://martinfowler.com/bliki/BoundedContext.html
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https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
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How to break a Monolith into Microservices

Getting Started with DDD when Surrounded by Legacy Systems

Domain-Driven Design: Tackling Complexity in the Heart of Software

Building hexagonal architectures on AWS

Decomposing monoliths into microservices

Event Storming

Messages Between Bounded Contexts

Microservices

Test-driven development
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/microservices/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/break-monolith-into-microservices.html
https://domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://www.amazon.com/gp/product/0321125215
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
https://www.martinfowler.com/articles/microservices.html
https://en.wikipedia.org/wiki/Test-driven_development
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» Behavior-driven development
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» Designing Cloud Native Microservices on AWS (from DDD/EventStormingWorkshop)
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https://en.wikipedia.org/wiki/Behavior-driven_development
https://github.com/aws-samples/designing-cloud-native-microservices-on-aws/tree/main
https://aws.amazon.com/products/databases/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/
https://docs.aws.amazon.com/apigateway/latest/developerguide/import-edge-optimized-api.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-export-api.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
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Implementing Microservices on AWS

Microservice Trade-Offs

Microservices - a definition of this new architectural term
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https://aws.amazon.com/amplify/
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/apigateway/latest/developerguide/request-response-data-mappings.html#transforming-request-response-body
https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
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« OpenAPI0i| CHEF API Gateway 2f & &4

* OpenAPI-Specification

* GraphQL: Schemas and Types

* Amazon EventBridge code bindings
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« Amazon API Gateway: OpenAPIE A& 35t0{ REST API 743

Amazon AP| Gateway to Amazon DynamoDB CRUD application using OpenAPI

Modern application integration patterns in a serverless age: APl Gateway Service Integration

Implementing header-based API Gateway versioning with Amazon CloudFront

AWS AppSync: Building a client application
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* Using OpenAPIl in AWS SAM to manage API| Gateway
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* Amazon API Gateway

*« AWS AppSync

* Amazon EventBridge
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions.html
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/learn/schema/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-code-bindings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://serverlessland.com/patterns/apigw-ddb-openapi-crud?ref=search
https://catalog.us-east-1.prod.workshops.aws/workshops/be7e1ee7-b91f-493d-93b0-8f7c5b002479/en-US/labs/asynchronous-request-response-poll/api-gateway-service-integration
https://aws.amazon.com/blogs/compute/implementing-header-based-api-gateway-versioning-with-amazon-cloudfront/
https://docs.aws.amazon.com/appsync/latest/devguide/building-a-client-app.html#aws-appsync-building-a-client-app
https://www.youtube.com/watch?v=fet3bh0QA80
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
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https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
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https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
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« Amazon Simple Queue Service 7HE A} PHLHA: Available CloudWatch metrics for Amazon SQS

» Amazon Kinesis Data Streams 7i2t X} 9FLHA: Monitoring the Amazon Kinesis Data Streams

Service with Amazon CloudWatch
« AWS X-Ray 7HE At oFLHA: AWS X-Ray concepts
* AWS Samples on GitHub: AWS Step functions Complex Orchestrator App
AWS Batch A& A AM: AWS Batch CloudWatch Container Insights

re

b4 HIC[2:

« AWS Summit SF 2022 - Full-stack observability and application monitoring with AWS (COP310)

* Amazon CloudWatch

* Amazon CloudWatch Logs()

+ AWS X-Ray
* Amazon Simple Storage Service(S3)

* Amazon Elastic File System(Amazon EFS)

* Amazon FSx for Lustre
* AWS Step Functions
« AWS Batch
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://aws.amazon.com/batch/
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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» Building Event-driven Applications with Amazon EventBridge

+ AWS re:Invent 2022 - Designing Event-Driven Integrations using Amazon EventBridge

24 HAIE AARI= CH7|E 7|8t ol Z7[RIKE I8l 7 3d5HoF 5t= Ml 7t X £ 20| U&LICt
BAFAARIS M 24 EE2[0f AR ElE CH7|Q(Amazon SQS MEHof| E4HE]), CH7| o IHIAIXI
7t TEELICH LEtRiol AlAEI= HIAIXRIE CH7|YE ELiE AARLQL CH7|PF oA HIAIXIE
AlstE AH|KEF QlELICH CH7|¥e S242 2|8 0421 Amazon SQS Aol HIA|X|E X{&HEt |
Ct.

* Basic Amazon SQS architecture

» Send Messages Between Distributed Applications with Amazon Simple Queue Service

ool 2 MH[AE & & 35tH 7iE Blo| =&dtH 28 E 7148 248 #Elst22 /K| #El 7ts
Aot Yol FYELICH EBt HE Al SE 2 HU 7E 242 EEE + U&LICH

* Implementing Microservices on AWS

» Let's Architect! Architecting microservices with containers

AWS Step FunctionsE AI3tH 24 ofE E|5'1|0|A=|o &S, ZREMAE XSS5, 00|22
MHIAE QAAED|O|MSIE S2f Bfdg &g = LiCt. 0=|E-| THEAE XNSEE HIE
F

T =
22 Q7|AED0|MstH ol EE[FH0|Me F&HEE —E—EI = U&LICH

lII)

ru°l'

» Create a Serverless Workflow with AWS Step Functions and AWS Lambda
« AWS Step Functions A|Zt35}7]

24
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Amazon EC2: Ensuring ldempotency

Amazon Builders' Library: 24 A|AEIO| =& T}HA||

The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee

Amazon EventBridgeZt £1217127?

What Is Amazon Simple Queue Service?

Break up with your monolith

Orchestrate Queue-based Microservices with AWS Step Functions and Amazon SQS

Basic Amazon SQS architecture

Queue-Based Architecture
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https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html

>
'l
0x
[50)

A AWS Well-Architected Z2{| 3

AL

e

21 HIC|2:

AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

* AWS re:Invent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda

+ AWS re:Invent 2022 - Designing event-driven integrations using Amazon EventBridge

* AWS re:Invent 2017: Elastic Load Balancing Deep Dive and Best Practices
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https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
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+ The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)
+ 100,000702] MHE RLIE{Zst= Bl 221 A|AEOf ofA|0iAM HF == Al
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* Amazon EC2: Ensuring Ildempotency

« Amazon Builders' Library: 24F A|A IO = T}

+ The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee
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AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes constant work)

+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and

Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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https://datatracker.ietf.org/doc/html/rfc9562
https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html

MEIE o4 AWS Well-Architected Z 2|2

» The Amazon Builders' Library: Making retries safe with idempotent APIs

« Amazon Builders' Library: 24F A|A IO = T}

+ The Amazon Builders' Library: Reliability, constant work, and a good cup of coffee

* Amazon Elastic Container Service: Ensuring idempotency

* How do | make my Lambda function idempotent?

Ensuring idempotency in Amazon EC2 API requests

rk
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Building Distributed Applications with Event-driven Architecture - AWS Online Tech Talks

+ AWS re:Invent 2,023 - Building next-generation applications with event-driven architecture

* AWS re:Invent 2,023 - Advanced integration patterns & trade-offs for loosely coupled systems

* AWS re:Invent 2,023 - Advanced event-driven patterns with Amazon EventBridge

* AWS re:Invent 2,018 - Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

AWS re:Invent 2,019 - Moving to event-driven architectures (SVS308)

i

bed =9

* Idempotency with AWS Lambda Powertools (Java)

» Idempotency with AWS Lambda Powertools (Python)
+ AWS Lambda Powertools GitHub I O| X|
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent
https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://docs.powertools.aws.dev/lambda/java/utilities/idempotency/
https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/
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CHE AZ 7 HEE ME8H7HLE O LI2 72 =™ E QI8 Amazon Aurora ServerlessE AFHE35HH O]
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https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
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Amazon AP| Gateway: MEZIE &2 2ol API 27 AFt

» CircuitBreaker (summarizes Circuit Breaker from “Release It!” book)

* Error Retries and Exponential Backoff in AWS

”

* Michael Nygard “Release It! Design and Deploy Production-Ready Software

» Amazon Builders' Library: 24F A|A S| O] Z8H dIX|

» Amazon Builders' Library: 212t 8t &=
2

» Amazon Builders' Library: 7H4 224 &0 0| 2! T2}
7

Amazon Builders' Library: AlZt M8t RHAIE 2 X|EHE ALSEH BT

rk

b2 HIC|2:

* Retry, backoff, and jitter: AWS re:Invent 2019: Introducing The Amazon Builders’ Library (DOP328)

REL05-BP02 27 A&t
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Hle 9% BES HANOR AL MY 4 UsLIC

« APIJIEZQIE X|gho| FRiE[X| §iHL ol E&S edot x| o 7|Edke = |KIELICH

« APIQIEXZQIETJ} 2E HIAEE|X| &tHLE A5t tE7F HIAEE|X| &F&L|C}.
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884
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Amazon API| Gateway= A’ & 2[™ &tzof 2t EE HZ! dnelE 2 736t H ALS H=EE S5l
Zoto|HEHE FHE = JU&LIC EF Amazon Simple Queue Service(Amazon SQS) &' Amazon
Kinesise 282 HIHZSId @E £ & ZF 1 M| 7t58 2o chall =2 At &

g = AGLICH OFX|Z 22 AWS WAFE AL85to HIHA MO E 2 B8 fidstie §
AHE AMEHstE S AMEte FEHE = UsLch

T2 EHA

API Gateway0ll M APIof| CHEt M|t Bt & 445t X[8H0| Z=0HE|P 429 Too Many Requests 2

FE dheter £ &LICH AWS WAFE AWS AppSync & API Gateway 1= Z QIE 9} & 74 AL 5}0q

IP TAYM &F MEtE &85 e = UELICH E3F AIARIMM HISZ| XEIE 58 £ U= < Ol
o

= =2
AXIE 7| EE= A EZol| HiR|5t04 AMH|A 2Et0|HE| CHEt SE ST & Y + U2H, 0|
= ol

HIS 7| #2|0lA-= Amazon SQSE AWS Lambda® O|HE AAZ M FAL Z|CH SA|MHEES A6
O E2 O|HE &7} KT EE &= HHO| CHE MH|AN 8 AIE 7HSEH AH SA| A" &5

FE ADSK| LS g = UAsLICH

—

API| Gateway= EZ HAo| 2™ 7312 XMB5tX|Bt APl GatewayE A E =+ gic 49 MHIAS
EZ2 HAO o LE AA FH(E|aA o EHEH ofX &XZ)S EEE =+ USLICH

- 2IHE AYE &, BAHE AP 2 A A E =ZEH API 7|0l M API Gateway A3t Bt & O|sHst
T

- EHERREH ES5tT oM IPE RHEHSHY| @81 AWS WAF &= X|§t 7 &2 API Gateway &
AWS AppSync AIEZQIEof HEEL|CH A2A AH|KIE 28 AWS AppSync APl 7|0 &= |8t
TEE FHE = A&

« AWS AppSync APIO]| &= MBHECH BE2 ABH Mof7F 2 EHA| 124stn 2o Ft 49 AWS
AppSync AIEXZQIE 2toi| API GatewayE T4 & LICt.
A H

=
* Amazon SQS CH7|€0| Lambda CH7|€ AH[AHE 2[EF EE[HZ AHE B2 Z[C SAIEE MHIA
TE SEE Y UE XC2ITF2 SESHHA CHE Lambda & 0l S DIxI=E SAIE SEE
AH[StX| et ez HYEELICH LambdadiA CH7|EE AHEE e SYE Al & 2™l TOHE

Lambda & =01 of|of &l SA|EHE HEstE Kol E&LICH

« Amazon SQS E = KinesisOll CHE 7|2 AMH[A S& 0 &7 API GatewayE AFE35t0{ 2 E I
gLt

e

k=l

Iy

* APl GatewayE At E + 9l B2 210o{d 20|22 HEIE HZ sl IZZ=0] EE HA
£ FEELICH ol MME ol X7 ZTAsto] MEE 2tolEEEIE H&LInh
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
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Amazon API Gateway: M2|E &2 25 API 27 A&

AWS WAF: Rate-based rule statement

Introducing maximum concurrency of AWS Lambda when using Amazon SQS as an event source

AWS Lambda: Z|CH S Al

zHe of A:

* The three most important AWS WAF rate-based rules

Java Bucket4j

Python token-bucket

Node token-bucket

.NET System Threading Rate Limiting

rk

t2d HIC| 2

* Implementing GraphQL API security best practices with AWS AppSync

rk

bgd =

* Amazon API Gateway

+ AWS AppSync
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
https://www.youtube.com/watch?v=1ASMLeJ_15U
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/

AN @A AWS Well-Architected Z 2|2

« Amazon SQS

« Amazon Kinesis
« AWS WAF
* Virtual Waiting Room on AWS
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
https://youtu.be/sKRdemSirDM?t=1884
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sqs/
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https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/
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https://martinfowler.com/bliki/CircuitBreaker.html
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https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
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https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html#configuration-timeout-console
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html#api-gateway-execution-service-limits-table
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
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AWS SDK: Retries and Timeouts
+ Amazon Builders' Library: AlZt M8t RHAIZ 2 X|EHE AISE e

» Amazon AP| Gateway &2 L 52 HE

« AWS Command Line Interface: Command line options

* AWS SDK for Java 2.x: Configure AP| Timeouts

* AWS Botocore using the config object and Config Reference
« AWS SDK for .NET: RHA|= & A|EF AlZH
AWS Lambda: Lambda & M 74

ZHEd of A :

» Using the circuit breaker pattern with AWS Step Functions and Amazon DynamoDB

* Martin Fowler: CircuitBreaker

ghgd =42

+ AWS SDKs

AWS Lambda

Amazon SQS

AWS Step Functions

AWS Command Line Interface
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/apigateway/latest/developerguide/limits.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html#using-the-config-object
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-function-common.html
https://aws.amazon.com/blogs/compute/using-the-circuit-breaker-pattern-with-aws-step-functions-and-amazon-dynamodb/
https://martinfowler.com/bliki/CircuitBreaker.html?ref=wellarchitected
https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/lambda/
https://aws.amazon.com/sqs/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/cli/
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https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/getting-started-with-cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/s3/
https://aws.amazon.com/dynamodb/
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https://aws.amazon.com/elasticache/
https://aws.amazon.com/efs/
https://aws.amazon.com/memorydb/
https://aws.amazon.com/memorydb/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_auto_healing_system.html
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://docs.aws.amazon.com/whitepapers/latest/best-practices-wordpress/stateless-web-tier.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
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https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
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* Any Day Can Be Prime Day: How Amazon.com Search Uses Chaos Engineering to Handle Over
84K Requests Per Second
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* AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://community.aws/posts/how-search-uses-chaos-engineering
https://community.aws/posts/how-search-uses-chaos-engineering
https://www.youtube.com/watch?v=jUSYnRztttY
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

MEIE o4 AWS Well-Architected Z 2|2

5
il

rk

ZlgfrLict. CIoudWatch01| K| EE HAIStE AWS MH|A SE 2 CloudWatch X|EE HA|St= AWS
MH

DE J|E X|EE AESID Clo|E| & AR E AmgLIct 2E MH[A0ME 7|8 X|EE M3
LICH 7|2 X2 E s&H HFAEE FH A 4 SEHN FH LA RMEY L H50| ¥IEE
of Olxl= V&S H & OlsHE &= U&LICH EFH AWS CLI EE= APIE AFE 510 eril XEE Hd
S CloudWatcholl XtA| X|EE H A = U&LICt

2E X|EE Hitstod 2 EE | Zt AWS A-IHIAOH CHSH o x|

2 AE Mol 2 YE¥e2 0lxle 2l

SotH LEo| =& MEStet
of =

EE £ QIZ2C0| e S+ Z2MHAE HolghLIct gEle ™

*EE$E+ S75ts ol 2 BAHE wEH Z2l1, ol AZe|o|MstH, EHAIE et
0i| 238 £l Recovery Time Objective(RTO)E H & &= A &LICE Amazon CloudWatch Z2 &
AME5tod XAISSIE AT EZEZE 72t S&56t1 MOo|El YZAZtol| el 7 MRS AIRFE 4= Q&L

QI 2= AEHof CHEH 23 CIO|EIE £Z5t7| QIsH 7H ERMTHM ALS WS ot= L Ct 7+
EZHMS S5t ZEE Mgt T S QU A2 43502 Q2o T EQfTio| gis
Z0|T D AES XS ™MoZ #QIE 4 QAL JHA EMTHME AFSSH TZECI HX| 2
XE 74 5 QlaLct,

| AA

REL11-BP03 2 E HS0|M 57 A3}

29

—

M:

HO

Getting started with your AWS Health Dashboard — Your account health
CloudWatch X|EE& | Al5t= AWS MH[A

Access Logs for Your Network Load Balancer

Access logs for your application load balancer
AWS Lambda0il Ci$t Amazon CloudWatch logs 4 Al A
Amazon S3 MbE{ HAMA 2

Classic Load Balancer HA|A 21 & 445}

Exporting log data to Amazon S3
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-access-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/s3/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/api-gateway/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://docs.aws.amazon.com/athena/latest/ug/querying-aws-service-logs.html
https://kubernetes.io/docs/concepts/workloads/pods/sidecar-containers/
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How Amazon CloudWatch works

Amazon Managed Prometheus

Amazon Managed Grafana

Analyzing log data with CloudWatch Logs Insights

Amazon CloudWatch Lambda Insights

Amazon CloudWatch Container Insights

Query your metrics with CloudWatch Metrics Insights
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_automate_response_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_storage_analytics.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_review_monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_architecture.html
https://docs.aws.amazon.com/prometheus/latest/userguide/what-is-Amazon-Managed-Service-Prometheus.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Lambda-Insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
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» Amazon CloudWatch Logs Insights Sample Queries
* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray

* AWS Distro for OpenTelemetry

» Searching and Filtering Log Data

» Sending Logs Directly to Amazon S3

» AWS Distro for OpenTelemetry (GitHub)

« Amazon Builders' Library:
« One Observability 23 &
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://observability.workshop.aws/
https://aws-otel.github.io/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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» CloudWatch Logs insights

« Amazon CloudWatch ZE Al
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» Setting up Amazon SNS notifications
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» CloudWatch Logs data protection

* Amazon EventBridge

Amazon Simple Notification Service
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REL06-BP03 2 & M&(AAIZH #E| L AE) 110


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
https://www.youtube.com/watch?v=MHezNcTSTbI
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
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Why you should develop a correction of error (COE)
« Amazon CloudWatch CHA|EE AL
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* Advanced Multi-AZ Resilience Patterns - Gray failures

* Amazon CloudWatch Logs Insights Sample Queries
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« Amazon Builders' Library: 2 7IA|ME 2

« Amazon CloudWatch CHA|EE Al

* AWS Observability Best Practices

* Resilience analysis framework

* Resilience Analysis Framework - Observability

» Operational Readiness Review - ORR
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_aggregation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_end_to_end.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_rca_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_game_days_resiliency.html
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/?did=ba_card&trk=ba_card
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/resilience-analysis-framework/observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

EIIEE]

vy

AWS Well-Architected

DLIEHE

83|
o
70

P3|

REL06-BP07 Al

11
o
o

o
or
<H
N

KK

ol 22l Al

=
[

P

5]

5| ZAH

QI XA

_?_I__I

ol Z&

|.

2

o4 A

N

J4

)
[N}

E
o

KK
fn

01
%0

i
2l
ol
100

4

X
A

MO MEE AFREILICEH 0| & 01 AWS Lambdag &

(@)
el

-

A
o

?.
QI ECE0|M EE AEIE

LICE.

=
=

04

ol
—

I

| —
—

ot

KIO

=& T EE|X| et&LICt Canary &=

©°

| —

S

ol 7t

e
e

L[CF.
« 7t canary = AKX AR ELIE{Z(RUM)O|

RUMO| gie™ =X 2MofM E2}0]

ol dSGELICH

| -

[

4

of rrk2t

to 22t E HOIE|ET} ot 7 RAE FHstHLE MED}

<l
K
oll

Z|x|oF £l

5t
=}

lolEE|E Q320 22t E H|o|E|E

)

=
=

LIct

—

=

q
0

=

=
=

AlZtO|

| —

—

ol A2 &

—

—

o

©

2 =M

174

—

(=)

o

A&

% SDK
E| 278 229C UlolEl2 &1

2R E H|O|EIE
ol 24 At = &le| o|H: 7H

|.

—

°

| 52 O MCH2 ZEE 4 o] 232 Ml of

-

Ko
Kk
<+
@
oF
1l

Kl

L

74

2
=

I—I__o

[©)
L

&2l X|

O] B & AFE| 7t

__AE

J..u
10

ol
wil
1[N
o

Ok
ol
d

4

2|7 0]

S

I.

<

E, O|&%o4 Hlo|

.I

ol

ofn

Of

118

=
—

=2

|
o

AEZ|K|

=
[

=3
=

i

, 71 2f ¥4 & ool 0| ATt

REL06-BPO07 Al


https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html

>
'l
0x
[50)
P

AWS Well-Architected Z 2|2

ZC70IM 2 A7t @F FXoi| ZEE|o{of FLICH MH|A =Fof 28 A2 SEof s AlA
B HsS HEsH BItE = UL E 2= F e 3 Mo 7t canary @t MM AR 2LIEE
2 EZgstod ¢4 2LI0|ME 45 81 X[9d AlztE S™HELICH

AWS X-Ray & Amazon CloudWatch OHZ 2|7|0|M 2 LIE{Z A& MHIAE AFE 3504 O Z (71 0|4

M EO0|o|5E M aliY LTS MAMMoRE mtoteh = U&ELICH X- Ray OHEE|Fo|M A 57
F&ELICH HOo|2E, &, X, MH|A, APIOIA O|& AlZtetstn ZEAE = ISH L IE =
? IAE ANAH T @40 CHaH EMEHE = A &LICH CloudWatch OHE 27| 0| 2 LIE{ & o]

Mg X|E, 21 2 ZEQ £E85tE Servicelens7t E&HE|o] Q& LICH EESF CloudWatch OHEE|
M ZLIERs AEZQIEQ APIE ZLIE RS I8t 7H4F 2! 2 ofZ2[AH 0|M EEI0|HEE
I8t AN AFS A 2LEHZE ZEELICH

m-jlnrnrmw
2

0 9
ol
_,_

EHA

-
o

Amazon S3, AWS Lambda, Amazon AP| Gateway®t Z2 X|HElE ZE 7|82 MH|A0MH AWS X-
RayE AFSELICE ol248t AWS MH|ANME ZEE QIZ B}, AWS SDK EE = AWS Management

Console2 AF&5t0] 714 E2 8 S8l X-Ray7t Ed3sHELICEH

- OfZ 2|7 0| AWS Distro for Open Telemetry 2! X-Ray =& MEIIE| =% 0o 0| MEE A SEL

Ct.

- ZzIeid do{E TR0l ChEh REMIEF LIS 2 AWS X-Ray 7HE A} C’FLH ME HEsHMR. ol2{8h o

M MM MHE ofZ2|AH 0|4 T2 322 Ho et S HTTP 2, SaL #E| 2 7|Et =2 MA
Ol AE WS RIMIS| MHEEHLICH

tod %|

ol
o

« Amazon CloudWatch Synthetic Canary % Amazon CloudWatch RUMOY| X-Ray FHE A&
S MEXt ZEI0|HENM CIRAER AWS QIZ 2L E SitsleE QY 42 & BAELICH

—_

.|
A
- Elo| B0l CHaH =2+ B E ¥ F ServiceLensE AF&3510{ £8 4l MH|A WS MBSO
EAME £ UEE Blaa HEfQ canary B2 £HE |2 E CloudWatch X|E X ZEE 74
Lict.

I

- 7|18 £ £ M0 MEDE| =& ME3dt= E R Datadog, New Relic EE= Dynatrace?t Z2 A
CotE| &M T30 ChEt X-Ray S &S EMstELICH
glAA

ZhEd T AR

- REL06-BP01 {AZEQ| ZE T4 24 ZLEHZ(AM4)
« REL11-BP01 A 2E9| ZE 74 QA E ZLIEZ5t0{ Eol Z K|

REL06-BP07 A|ARIE SF

0]
2
lo
)
In

M= & olc &4 2L 119


https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
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* Debugging with Amazon CloudWatch Synthetics and AWS X-Ray

« Amazon Builders' Library: 28 7tAISE I8t 24 AAER AHF

* Integrating AWS X-Ray with other AWS services
« AWS Distro for OpenTelemetry 2! AWS X-Ray
« Amazon CloudWatch: 7}4& B LIE{Z! AIS

« Amazon CloudWatch: CloudWatch RUM A2

+ Set up Amazon CloudWatch synthetics canary and Amazon CloudWatch alarm

+ Availability and Beyond: Understanding and Improving the Resilience of Distributed Systems on
AWS
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* AWS re:Invent 2022 - How to monitor applications across multiple accounts

* How to Monitor your AWS Applications

« Amazon CloudWatch

« Amazon Route 53
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=UxWU9mrSbmA
https://aws.amazon.com/xray/
https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
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AWS Auto Scaling: How Scaling Plans Work
« AWS Marketplace: Auto ScalingZ} &7 AL& £ e HME

« DynamoDB Auto Scaling2 AtE35t0 XIS 2 ME|IF T 2t

* Using a load balancer with an Auto Scaling group
* What Is AWS Global Accelerator?

* What Is Amazon EC2 Auto Scaling?

« O|2t 2L 77F?AWS Auto Scaling

* What is Amazon CloudFront?

* What is Amazon Route 537

+ Elastic Load BalancingO|2t £S1Q17}27?

« Network Load Balancer2t £S1Q17t2?
E =

+ Application Load BalancerZt £1017127?

 Integrating Jenkins with AWS CodeBuild and AWS CodeDeploy

Creating a four stage pipeline with AWS CodePipeline

ke

t2d HIC|2:

* Back to Basics: Deploy Your Code to Amazon EC2

* AWS Supports You | Starting Your Infrastructure as Code Solution Using AWS CloudFormation

Templates
» Streamline Your Software Release Process Using AWS CodePipeline
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/what-is-aws-auto-scaling.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html?ref=wellarchitected
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://aws.amazon.com/blogs/devops/setting-up-a-ci-cd-pipeline-by-integrating-jenkins-with-aws-codebuild-and-aws-codedeploy/
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-four-stage-pipeline.html
https://www.youtube.com/watch?v=f2wvEQ_sWS8
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=bgfx76jr7tA
https://www.youtube.com/watch?v=zMa5gTLrzmQ
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* Monitor AWS Resources Using Amazon CloudWatch Dashboards

» Create Cross Account & Cross Region CloudWatch Dashboards | Amazon Web Services
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https://www.youtube.com/watch?v=I7EFLChc07M
https://www.youtube.com/watch?v=eIUZdaqColg
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/elasticache/
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://keda.sh/
https://keda.sh/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/asg-capacity-providers.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/asg-capacity-providers.html
https://karpenter.sh
https://kubernetes.io/docs/concepts/cluster-administration/cluster-autoscaling/
https://aws.amazon.com/sqs/
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» What Is Amazon EC2 Auto Scaling?

« AWS 3% X|E!: Load testing applications

« AWS Marketplace: Auto Scalingdt 74 AFS & = U= ME

« DynamoDB Auto Scalingg AF&35t0 AISo 2 XEIF T &t
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-scheduled-scaling.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-scheduled-scaling.html
https://keda.sh/docs/latest/scalers/cron/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-predictive-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
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 Predictive Scaling for EC2, Powered by Machine Learning

» Scheduled Scaling for Amazon EC2 Auto Scaling

» Telling Stories About Little's Law
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https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html
https://brooker.co.za/blog/2018/06/20/littles-law.html
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- Distributed Load Testing on AWS: =& BHO| AFEX7F &5 &2 AlEdolM
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« Distributed Load Testing on AWS: =& BHO| AFEXH7F &5 &2 AlEdolM
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« AWS Summit ANZ 2023: Accelerate with confidence through AWS Distributed Load Testing
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https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://www.youtube.com/watch?v=4J6lVqa6Yh8
https://martinfowler.com/articles/feature-toggles.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/architecture/well-architected/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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* Automating operations with Playbooks and Runbooks
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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AWS Prescriptive Guidance: Test automation

» Continuous Delivery and Continuous Integration

+ Indicators for functional testing

* Monitoring pipelines
* Use AWS CodePipeline with AWS CodeBuild to test code and run builds
* AWS Device Farm
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_load_tested_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_resiliency_testing.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/performance-engineering-aws/test-automation.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/indicators-for-functional-testing.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-DeviceFarm.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/fis/
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» Experiment with failure using resilience testing to build recovery preparedness

» Continually assessing application resilience with AWS Resilience Hub and AWS CodePipeline

» Disaster recovery (DR) architecture on AWS, part 1: Strategies for recovery in the cloud

» Verify the resilience of your workloads using Chaos Engineering

* Principles of Chaos Engineering

Chaos Engineering $13&

e

t2d HIC[2:

* AWS re:Invent 2020: Testing Resilience using Chaos Engineering

» Improve Application Resilience with AWS Fault Injection Service

* Prepare & Protect Your Applications From Disruption With AWS Resilience Hub
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/qa.nt.6-experiment-with-failure-using-resilience-testing-to-build-recovery-preparedness.html
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/verify-the-resilience-of-your-workloads-using-chaos-engineering/
https://principlesofchaos.org/
https://disaster-recovery.workshop.aws/en/intro/concepts/chaos-engineering.html
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=N0aZZVVZiUw
https://www.youtube.com/watch?v=xa4BVl4N1Gw
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/deployment-strategies.html#in-place-deployments
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/deployment-strategies.html#in-place-deployments
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
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https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/prebaking-vs.-bootstrapping-amis.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
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» Create a pipeline with canary deployments for Amazon ECS using AWS App Mesh

¥

« 28/32 HiXZ: Blue/Green Deployments on AWS whitepaperdl ME EF/2 2 HiZ MS 7
5t7| {8t 7| oM & MEELIC.

REL08-BP04 #4744 27}

oIr

stolZplE Al250d HiZ 140


https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html

MEIE o4 AWS Well-Architected Z 2|2

. T EE M| CRIZES ZRIFLICH A LIS A5 U 2laA0f CHEE HIRHEE T4 HF
ZxE HESHML
2lAan

ZHEd 28 AR

« REL08-BP05 XIS31E &

o
i
0¥
Paal
0%
4
H

FE
i
HO

M:

ro

FAstD ZHESH i = RS 35}

* Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank

- IACFH Q=g

Implementing an alarm to automatically detect drift in AWS CloudFormation stacks

rk

b2 HIC|2:

+ AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY

AN @A AWS Well-Architected Z 2|2

. 25 HIY YAERE SoH RS0l TAIE ALELICH

. UEE Y7l s M A Z2HAE KX StaLic
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HHZ THO|Z2tQIS AHSEHSHAMR. BHE HHO|ZEtIS AR SHY o4 HEO| IS HAE U EX|E 2

M eEsto] ZREM HE M S5 D0l DO ZEHIS BRIt M A S RHiE02 By
QI LICH of7]of #Ale S8t 3l x| MTHIE (CICD) 2518 RMests ZULICH o wAIS A}

H = -
otH Ol = A& HE0| 75 L HAE HARE Z2HM gFol|Me| uixzoi o|=7(7HX| ChE

- ZCE OMMGHH MESHEE ZE Z|IZXEC dH: Gttt 22 7| JE 7182 7|2 5t &
ABRIAA FE E| ALAHE A85I0d A4 FE L AEEH QlZEl(laC) S MEELICH

o AAIEE ANYS T, HAEE A™AStH, HE OlE[HEE MMSIE T K& S8 MH[A 74:
O|E Qe e Z2MEZ MXSl24™ Getting started with AWS CodeBuild using the console2 &
ZoHHIL.

« QERILYMET| 4|2 =5 tlZo o|ESHK| o1 o E 2|7 0| HHEE RS 3Etetn ofE 2|7 0|M
Holo|EQ| SEMHE XMElstes HHE MH|A MH: AWS CodeDeploy= Amazon EC2, AWS Fargate,

AWS Lambda, 2 Z2{|0|A M 22 ChEst HF R MH[AH| CHEF AZ EQ o] HIZE AtS&HE
L|C}. o|2f8t EtAHIE 74524 Getting started with CodeDeployE & Z&HMI2.

- HHED MEFE = = ofE2|70lM L elZat HO|o|EE Il &2|lA mo|ZetelE Xt&S&tst
= XE&H MY MU|A g3 2ela ool = 2telg RtS3&tete ol =&80| E|=5 AWS CodePipeline
AME2 12{dH BEM L. AtMIE LI 2 CodePipeline AI&AME R XML,
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
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Continuous Delivery of Nested AWS CloudFormation Stacks Using AWS CodePipeline

I_

APN TtELH: XtS&tE HiZ £FMo| MHZ X|HE = U=

AWS Marketplace: Hi2Z XtS3t0ll A S = /U= ME

Automate chat messages with webhooks.

Amazon Builders' Library: HIZ & E49 ot H &

Amazon Builders' Library: X|&™M ME S S8 AM&SEHHIE

22?AWS CodePipeline

What |Is CodeDeploy?

AWS Systems Manager Patch Manager
What is Amazon SES?

What is Amazon Simple Notification Service?

b2 HIC|2:

* AWS Summit 2019: CI/CD on AWS
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html

AN @A AWS Well-Architected Z 2|2

+ REL09-BPO1 #{dsl{of sti= Z = HIO|E £ 2l & ¥ied e = AL oA CIoIE =X

+ REL09-BP02 #94 HOoF 5! & 5 5¢

« REL09-BP03 A}S2 2 Cf|O|E{ 24 4~¢l
A

| o
« REL09-BP04 ] £ Al T 2 M|AE =QI5t7| Y&l Cllo|E{e| F7|HMQl 57

1
0%

REL09-BP01 #i43loF 3t= 2= O|O|E] &2l &l 8ie] EE= AA0f| M O|O|E
==YS|

SIZE0| ABElE MH|A & BlaA o ¥ 7|SE St AFSELICH CHREE | MH|AE 213

=
ZE HO|EE e = Ue 7IsE MSELICH

2Iste MIh BTl [t ClojE 24 AEstn BRELICH 23 C+& RPOO Ife} HolE] 7
Farg £ELIDH of Molls CloE A4 Hed i CHE A 200 M ClOIEIE SHsts 7I50| E3
EILICH GIOJE{7} £ AT 7S THE F2of [Het HOIEI RPO E& RTO Lol ST i o ol &
ol 7Hs BfLICt

= |
« RPO7} HOo|E|X| et 7HLE #id 7|7t RPOOI| 25t K| 2L &LICt.
= =

K| BItstx| ek &Lt

ol = Atzi| &2lo| o|Y: ¥ido| Heeh X[He utofsth e Mg et HAHLIES FedstHL
QIF AANMOOIHE SHE = U 82 S Al CIO|EE S&stn 53 5ts dZo| & EL|ch
ol 2 Atzi7} &2E|X| 2 AR &L= Y =& =3

7 x|

2 E AWS H|0|E AE 0 = ¥ 7|52 AMBFLICE Amazon RDS 2! Amazon DynamoDB2t 22 A

HAE FIHHez AIH SF(PITR)E Ed&sts AS3tE S XIELICH et 2R AlZtez

= =2
FE Z[Cf 58 T™HK| HeteE AIHez WS SHE + UELICH B2 AWS MH|AE #HS CHE

REL09-BPO1 2Hd3ljoF ot= T & CllO|E] &l &l HiQ] EE= AA0|M O|O[E = A 145



AN @A AWS Well-Architected Z 2|2

2 EANE = JUE 7152 MBS ELICH AWS Backup AWS AMH|A T&|0fM Ci|OIE £
S3tetn AISststE 7Is2 M335te T LICH AWS Elastic Disaster Recovery& At
A £|= Recovery Point Objective(RPO)E AF& 3510 ™A M KT ZEE EALSH
EAAZEE JE2A EIFM X|SMRI HO|E E2 & RX(|E = J&LICH

ol

kI oo fob

Amazon S3& AHAl| 223 L AWS ZHE|™E Cl0|E AA Q| Bied SEMX|ZE ALSE =
EBS, Amazon RDS, Amazon DynamoDB2} Z'2 AWS AMH|A0 = 7|EXMO 2 S c'i*éa 7ls
O| LHZE |0 U&LICH METIE| B AZEQ0{E AFEE £ UY&LILCE.

2= p|0|A O|0|E{E= AWS Storage Gateway =& AWS DataSyncE AF&35104 AWS 222 =0 24
g == U&LICH Amazon S3 HHZI2 AWSO| O| TI|O|E{& A& St= Ol AFEE &= A &LICH Amazon S3
= Olo|E{ AEE|X| HI®E &£0|7| {8l Amazon Glacier === Amazon Glacier Deep Archive@t Z2
o AEE|X| AE S M3 ELICH

(=1 |
A

CtE &AM CIO|E{E 24504 LIO|E] |7 2T AIgE 5FE = UA&LICE 0o & E0{ Amazon
ElastiCache SA|& = E E&= Amazon RDS &17| =M 7|82 &50| &4E Z<2 dlo|EE& A
§t= O AF8e £ JU&LICH 0|2t 22 &AAE A& 3610{ Recovery Point Objective(RPO) 2! Recovery

|>

nt
Time Objective(RTO)E 5FE = U= 8 HHO| ERoHX| 2 = U&LC E CHE 0o 2 Amazon
EMRE Xd5t= ZL Amazon S30{| A Amazon EMREZ H|0|E{E EX|E £ = ¢ HDFS O|0|E{ A&
EO0{E W5t K| efot ELCT

18
=

o
_I_

omr e

e

B S50l d2l= AlZtE 1245t A|Z7| HHEFLICH C[O|E{& |+ 35t O
M2Fo| Z) EE= Hlo|H SA| HIFAUE S S& - |I|'E|' Fet & LCt
LHoqoF &f L|C}.

FO |
> R
N>
ro rN Ju
Jo ro mo
Uz rx
i @ Jm
N 1o mok
9 4

(]
% o2 i
O |z

o

T2 B A

1. 9320 RE Clo|E| 448 AlgELICH ClolElS ClOlE#0l4, B8, T AlAE], 22 Al
o o 2| AE2|K|9 22 03] ElAA0l KEE 4 U&LICH HlOEI7F AEE Cheret AWS At
£.9} Ol2{#t MulA Tt KB 5

e

2. Lo et ool ESELIc Clo|EHMIEDICt {3 2EQ ST 7 CI2E2 2 S0
CHet 27 At = HE2tELct o & 04, o™ Cl|o|E = i 525t =|001| 7tk RPO7} 26t
X2t o Cl|O|E= EH 5 235IH H =2 RPOL & C|o|E &4 21" = JU&Lct OtEH7HK]
Z, Olo|E{M E Dt RTO 7 AFEo| CHELICH

3. AWS EE= MEIE| MHIAE ALE504 |0 B S MBLICH AWS Backup2 AWSOI| A Ctf
8t CIOIE{ AA Q| HiS *”*"35* = e HEl™ MH|AILICE AWS Elastic Disaster Recovery0i| A

= AWS Z|Tof chet RS 3HEl 1= O|gke| Cl|o|H S M E XMEI-LICH o] AWS MH|A Q| CHE &

HHe{S AMAISHE 7|50| 7|2XMo 2 LHEHE|0o] RI&LICH AWS Marketplace®l = Ol 7|52 A

M IS0l CHEr #Hd BEAME Hoodd 2laA MEE HESHA L.

E

I'|0 rr

REL09-BPO1 2Hd3ljoF ot= T & CllO|E] &l &l HiQ] EE= AA0|M O|O[E = A 146


https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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2t?2?AWS Backup

What is AWS DataSync?

What is Volume Gateway?

APN It E L4: #4S X[ + U= THEL
AWS Marketplace: Bigd0{| At & = = A&

Amazon EBS ALHAF

0o
Q'I_I

Backing Up Amazon EFS

Backing up Amazon FSx for Windows File Server
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
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« ElastiCache for Redis &i24 2! £ &

» Creating a DB Cluster Snapshot in Neptune

« DB & dY

» Creating an EventBridge Rule That Triggers on a Schedule
+ Amazon S30|M 24 2| =X

* EFS-to-EFS AWS Backup

» Exporting Log Data to Amazon S3

« X =3 F7| ZE|

« DynamoDBO{| Cigt 2C|MHE Hie] 31 53

« DynamoDBO| ™ A|Ho 2 5+

* Working with Amazon OpenSearch Service Index Snapshots

What is AWS Elastic Disaster Recovery?

rk!

b HIC[2:

+ AWS re:Invent 2021 - Backup, disaster recovery, and ransomware protection with AWS

* AWS Backup Demo: Cross-Account and Cross-Region Backup
* AWS re:Invent 2019: Deep dive on AWS Backup, ft. Rackspace (STG341)
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
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https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/wellarchitected/latest/financial-services-industry-lens/fsisec11.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/welcome.html
https://aws.amazon.com/blogs/storage/building-cyber-resiliency-with-aws-backup-logically-air-gapped-vault/
https://aws.amazon.com/blogs/storage/validate-recovery-readiness-with-aws-backup-restore-testing/
https://aws.amazon.com/blogs/storage/improve-recovery-resilience-with-aws-backup-support-for-multi-party-approval/
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/

AMEIE A AWS Well-Architected Z2{| 3

Slofof FLICH UM YR £M2 80lsts FRE 7t ATIMoZ W HolEe e o Y Mgz
HIE 4 QlgLict

U5t AT} A F7|2 HIOlEf £A0] MRS MAsHE AHSEHE ZRMA

UHTAQI OE| THE

]
B 0
|>
M
:
9'|_|
Ral
ro
_>'+_
Lo_
jm
0%
=}
T
2
jo
Hel
o
g'l_l
Ral
el
>
r
[ul

ol 2 Atz 20| O|%): #lg XH55t5HE RPOE 7|Z02 F7|x{o 2 #elo| MAIEIH, Mg
x|l ote He ozle HiH o}

Of =2 M7 HEZX| i 2 8¢ EXl= A +&: &

T3 xIE

AWS Backup2 Ctet AWS CllO[E{ &2 0| A+S H|O|E] P S dd5t= Ol AL E = UGLICH
Eq o

¢ e :
Amazon RDS QIARA = 520tCt 70| X|EXH o2 MHE 5= S Amazon S3 A= 1520k
749| X|_/-\_7c-lo§ t|_+||c|>=-|| El L 0loOF Hio] J|Z20|MH EX AT E A E?(PITR 7 7

O|E{ 24 0| AL AWS Backup2 %|CH Bl 1AI7F HHdo=z XFESPE “—”.%.% Adie = &Lt of
cet MH|AaE 7|2 MY 7Sk MSELICh Al S72 &7 Ats HedE MSsts AWS AH[A0
& Amazon DynamoDB, Amazon RDS &! Amazon Keyspaces(Apache Cassandra&)7}

A 715 Uel &Y Aoz S3E = J&LICh CHE AWS H|0|E AEE|X| MH|A= CHFEE Z[CH El
S1AT ¢t Eez FI|M W] dH¥E s&stE 7IsE2 MBS gL

Amazon RDS 2! Amazon DynamoDB& Al |7 & Sall XI&X MY S X|@ELICH Amazon S3 H

™M E2E M35 B2 A2 2 -ELICE Amazon Data Lifecycle Manager& AH& 5104 Amazon
EBS AKXl MY, SAt & AKX E RtSsHe = U&LIC EEF Amazon EBS |2 Amazon Machine
Image(AMI) & 7[& Amazon EBS A AFO| MM, SAL ALE BE U 558 FA X Xis8te = JUsL
Ct.

AWS Elastic Disaster Recovery= &4 B E(2Z0|A E= AWS)0|M CH =7 2[H E NE-XS!
IES £=Z SXE MI3ELICH 5 Al Amazon EBS AHAE MHIAMM AHSSZE Hd 2 2t

=7 T |

=[S[=

AWS Backup2 W XI55t U 7|2 5 LEACE 2 £ QU= THEIE T2 Tt v &2 M
£ M SELIch AWS Storage GatewayE At &35t04 22t E# ofL|Zt 2 Z2|0|A 9] 042 AWS MH|

A0f 2 Cllo|E| wedg & TEststT AtS3HEFLct

REL09-BP03 At S22 H|O|E 2] £~ 152


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://youtu.be/av8DpL0uFjc
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https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/dynamodb/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regions.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
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https://aws.amazon.com/ec2/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/efs/
https://aws.amazon.com/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/sqs/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/rds/
https://aws.amazon.com/redshift/
https://aws.amazon.com/elasticache/
https://aws.amazon.com/ebs/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/cloudformation/
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https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/route53/
https://aws.amazon.com/application-recovery-controller/
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate.html
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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Resilience in Amazon EC2 Auto Scaling

Amazon EC2 Auto Scaling: Example: Distribute instances across Availability Zones

How EC2 Image Builder works

How Amazon ECS places tasks on container instances (includes Fargate)

AWS Lambdall = ¢d4d

Amazon S3: Replicating objects overview

Private image replication in Amazon ECR
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Amazon Elasticache for Redis OSS: Replication across AWS 2|7 using global datastores
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https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_ip_subnet_allocation.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_objective_defined_recovery.html
https://aws.amazon.com/about-aws/global-infrastructure
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/availability-zones.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html#arch-AutoScalingMultiAZ
https://docs.aws.amazon.com/imagebuilder/latest/userguide/how-image-builder-works.html#image-builder-distribution
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-placement.html
https://docs.aws.amazon.com/lambda/latest/dg/security-resilience.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/replication.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
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* Multi-Region keys in AWS KMS

* Amazon Route 53: Configuring DNS failover

* Amazon Application Recovery Controller (ARC) Developer Guide

 Sending and receiving Amazon EventBridge events between AWS 2|

» Creating a Multi-Region Application with AWS Services blog series

» Disaster Recovery (DR) Architecture on AWS, Part |. Strategies for Recovery in the Cloud
Disaster Recovery (DR) Architecture on AWS, Part Ill: Pilot Light and Warm Standby
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ted HIC|2:

* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

* AWS re:Invent 2019: Innovation and operation of the AWS global network infrastructure
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/Route%C2%A053/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://youtu.be/2e29I3dA8o4
https://youtu.be/UObQZ3R9_4c
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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Reliability, constant work, and a good cup of coffee

* AWS and Compartmentalization
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AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small

AWS re:Invent 2018: How AWS Minimizes the Blast Radius of Failures (ARC338)
Shuffle-sharding: AWS re:Invent 2019: Introducing The Amazon Builders’ Library (DOP328)

AWS Summit ANZ 2021 - Everything fails, all the time: Designing for resilience
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
https://youtu.be/sKRdemSirDM?t=1373
https://www.youtube.com/watch?v=wUzSeSfu1XA
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
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* Monitoring Your Auto Scaling Groups and Instances Using Amazon CloudWatch
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« Amazon CloudWatch ZE Al
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Understanding availability
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
https://aws.amazon.com/application-recovery-controller/
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» Setting RTO and RPO Targets
 Failover using Route 53 Weighted routing
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
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+ Amazon Application Recovery ControllerE A& 304 RH&l S+

« EC2 with autoscaling
« EC2 Deployments - Multi-AZ
+ ECS Deployments - Multi-AZ

+ Amazon Application Recovery ControllerE A& 304 E2fZ| Xgt

» Lambda with an Application Load Balancer and Failover

+ ACM Replication and Failover

» Parameter Store Replication and Failover

* ECR cross region replication and Failover

» Secrets manager cross region replication configuration

» Enable cross region replication for EFS and Failover

» EFS Cross Region Replication and Failover

* Networking Failover

» S3 Endpoint failover using MRAP

- S30i CHEt 324 2|1 SA MM

« AWSOIM E|™ ZF Folf ZX| & Graceful o 570 CHg x|
» Failover using multi-region global accelerator

Failover with DRS

Zhed of A:

» Disaster Recovery on AWS

» Elastic Disaster Recovery on AWS
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https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
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https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
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ok
=

« AWS Elemental MediaStore G| O|E{ Z &4 ¢!

» Building highly resilient applications using Amazon Application Recovery Controller, Part 1: Single-
Region stack

« Building highly resilient applications using Amazon Application Recovery Controller, Part 2: Multi-
Region stack

» Creating Disaster Recovery Mechanisms Using Amazon Route 53

« Amazon Application Recovery Controller2t £ IL|7}?
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» Back to Basics - Using Static Stability

» Building resilient multi-site workloads using AWS global services
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» Amazon Application Recovery Controller 2 7H

* Amazon Builders' Library: Avoiding overload in distributed systems by putting the smaller service in
control

 Building highly resilient applications using Amazon Application Recovery Controller, Part 1: Single-
Region stack

» Building highly resilient applications using Amazon Application Recovery Controller, Part 2: Multi-
Region stack
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https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
https://www.youtube.com/watch?v=gy1RITZ7N7s
https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/appendix-a---partitional-service-guidance.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://youtu.be/sKRdemSirDM?t=704
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://aws.amazon.com/blogs/mt/whats-new-in-aws-observability-at-reinvent-2022/
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/measuring-availability.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/solutions/guidance/cell-based-architecture-on-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/

AN @A AWS Well-Architected Z 2|2

D e AR

« REL12-BP01 Zd|0|S &2 AF25104 ZHolf T A}
« REL12-BP02 QIA|HE A
« REL12-BPO3 &AM Al M5 23

REL12-BP01 Z&0|S & Al&35t04 ZHoH A}

>
il
[0)

FEARIX] Sf 2 Zol AlLEE|20] LBHE|D MESHAH OIS E + JUES EClo[Sol ZAF Z= Ml
FLICH Z80|52 Fof AlLtE|20] S OlxlE 222 AlEsty| s +d=l= 0|2 "o
LICE EXM7F #IE|HLL o & A2 o] E K| 2t Z 2= M A EFAle] ATHE AFEstod CHE
HHE ZYeLIc

]
IlIIIII

(]
0

A

S

3l
Al

SH
S

M Mo n

4
ne o L

o
==

Edo|S2 MAE OSH =XIE EUHo 2 st7| /ol Br= Al =&l oF stE AP ofld ™ A&
LICE Z2llolSoll Z&E[X| 2 ol AlLt2|27t Z2EHM #F0|M L e Z2 ol EXE HM aiZ
FLICHEY). 2™ OhS Sot7tM EXE stidst7| lal FgF HAHE 4HE T 0|& AHEstod 0]
Soil M E5E FHefuch

& QIAIHE] CHS stod AL EIH 2 S5 AIHE SAsHy| s ASELICH
(o]

% = =
S ARl BE0| ThaH AFS =D, 30182 YNEO0IX| &2 olHE HSshs Ol AR

g [
J{[[

rr -

. 2XE FEEL QARE CiSss ZRMAE 2B MEjolM Y3 2C HEE AL
. OMIEE ZAE 1} 21 U X|EE £7E Ao CHet A=K o2 oA ZEES LHRILICH

. CIOIEIE ZME 4 2lg B3 92 XIE W O HEE RXIsHX| ShaLich

ol 2 A12 H2i| O/F: EAOIHE ARt ZRAAS YV 18 + Ut Balol=E
T8t 51002 QI8 OF YA 2|A5HE 4 aLich Edl0ISS XHS 5 Eeio| T
27 MEE oI el AISE I 27} BB MBS oM oM LSS ATtE B Y

REL12-BP01 Z&|0|E 2 AF23t0] ZHoff TA} 194



MEIE o4 AWS Well-Architected Z 2|2

e

-

3 7l0|=
Z00|S2 A85t0d BXME T ELICH ER0|S2 EXM ZAE <Ift EAMstE T2 MA /L
Z0 0[50 Z2MAE EASI5IE Fof &l AlLt2|0f ztE(T WEH CHEE &= A&t
Ho|S2 MME 7e2 ER8 B0l siEste HEE & 5tD, oo MM EXE = lsH,
A /IXIE TR, &M Q02 SHR(QUAEHE AF 2AM &) 5t O 28 HEQ X|ZE X
2ratioF &uict
- ZB0|S2 ZEE FHELICH ZB0|5 2 AT EER Fgsto] U2 I EE s-SH Loty
2 |XI5tD £8 ZEMAAM LletE LRE 2|45E = UELICH EQ0I52 2|2l &
QRIS AldstE O ZHRE = U CHYE BHAHE LIEHLE o] AT RIERE FMHE = U&LCH
Z00|5 €59 YR ECE HE €852 U SE5HL s™HE X JA&Lct &= AMEE 0]
HIE Ol CHE W7ol Eoi0|8 A o2 E E= HAIXKIE EAIR =& UA&LCt
+ AWS Systems ManagerE At835t0{ 28 Z2i|0|5 A& 5t

AWS Systems Manager Run Command

AWS Systems Manager Automation
AWS LambdaZt FX L2

» Amazon EventBridgeEt $217127?

« Amazon CloudWatch ZE Al

24

—

HO

M:

AWS Systems Manager Automation

AWS Systems Manager Run Command

AWS Systems ManagergE AI83t04 28 Z210|8 XH55t

Amazon CloudWatch ZE Al

Using Canaries (Amazon CloudWatch Synthetics)

Amazon EventBridgeEt £217127

AWS LambdaZt £SIL|71?

Zhed of A:

[

* Automating operations with Playbooks and Runbooks
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https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
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https://en.wikipedia.org/wiki/Five_whys
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» Why you should develop a correction of error (COE)

e

t2d HIC[2:

« Amazon’s approach to failing successfully

* AWS re:lnvent 2021 - Amazon Builders’ Library: Operational Excellence at Amazon
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https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://aws.amazon.com/builders-library/amazon-approach-to-failing-successfully/
https://www.youtube.com/watch?v=7MrD4VSLC_w
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» Distributed Load Testing on AWS
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Amazon EC2 Testing Policy
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» Distributed Load Testing on AWS (GitHub)
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_monitor_manage_limits.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://aws.amazon.com/solutions/implementations/distributed-load-testing-on-aws/
https://aws.amazon.com/what-is/application-performance-monitoring/
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https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://jmeter.apache.org/
https://k6.io/
https://github.com/tsenart/vegeta
https://github.com/rakyll/hey
https://httpd.apache.org/docs/2.4/programs/ab.html
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https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/builders-library/implementing-health-checks/
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* Principles of Chaos Engineering

» Chaos Engineering: Planning your first experiment

» Resilience Engineering: Learning to Embrace Failure

* Chaos Engineering stories
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Canary Deployment for Chaos Experiments
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* AWS re:Invent 2020: Testing resiliency using chaos engineering (ARC316)

* AWS re:Invent 2019: Improving resiliency with chaos engineering (DOP309-R1)

* AWS re:Invent 2019: Performing chaos engineering in a serverless world (CMY301)

* AWS Fault Injection Service

AWS Marketplace: Gremlin Chaos Engineering Platform

Chaos Toolkit

Chaos Mesh

Litmus
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AMEIE A AWS Well-Architected Z2{| 3

Al Clols B0l Cf 2 $AI2 # T ZRM OHES MY 4 TS FHFLICH ¢80l F B &
S Chrdt AILEIQE Of W27 BhXISh T ChSE £ BLICH Ol Qlsh ZHIT 9 S#zio] 2 &
sl

45t AT YHo| et YBEIH =942 MY Hlo|8 ARELICH Of2{8 MY Hlols HIELIA £
#o| HAMO|T ¥ EE SRR HFHLIL ZXS FH| 288 TEHOM, Z2HM 2XH Y
ME o ge sntoR thgstn, EXE Mo R Fstn, Dol Olxls WS et Fy
7t & Elof gLtk

Uubxiol obe| T

. HAE BM3HoHXIE B2 A& Rl AL

+ EIAE HB0AE HIELIA OlA ZHEHAE MOlFLICH

- HYololE AsRIE ZE B OlHB AR LEIXIE aLICH

+ 7l% Folollgt FF st Rt HIKLIA OB AIRHE EH04AIZIX| S LICH

. HY dlolold 2e

nEE ST ZE A0 BFISHK| §f&LICH
HI

. Fof EE B0l Chal B2

Ol = Abail #&lo| o|H:

. TS AZ B4 A Clolof Ele AIEHOIME OMIE S0 YT E a5tT HFLIH Ol HHL
B2 ElAEs0] ZRHM 4BolM B0t Z8ED 22HQl ThS TAIS BHELICH

C BaA A U S SR BHP0IE ChY R AAY, MHIA L TN 24 7to] BRE B440| 4
Bl B2} s Lich B ool ol2iet 3588 st susts o 80| 8 £ 2loo]
SR8 AL MHlATEHS HtoIM M CHRIXID HAI0] AHY HstHLL BT84
QUS| BHolE 4 laLict

. S 25 T4 Y Hlols I Ljof A S0l THEt AW AIZ 7125 O T80/ H 4 g
LiCk o2 S Mol ot O[S HAHE A04AIZ I} OI2fE &y X FFo M = #20] 240
CHEH Q1412 £ 0|1 HUD TEO| Of3HE S TIFLICH

- RISEQIThM W EH: HYIHel AY Clols SHE AL XI4HoR Bytsn ANsHE O T8
ol ElD 2 Watst Ayl Chulstol 4T 5 84S RAIE 4 UdL

« A= CHEH AT B4k HTRI MY HOIE S ALY BB 4#2 7Cln 576k SHof
CHet AIZITE £ 4 et

O| 284 Abei|7t =&l E|X| et

mlo
oy
40
|.|-
K]
m
rir
o
no
4>
EX!
oM
]

REL12-BP05 M7|xoz A/ oo] Z13 212



AN @A AWS Well-Architected Z 2|2

21t 2oz H Y Ho|& +dstod ZE 70| Z=HMol M AH=iCH
2 oolel Aoz 2E .E=!-°.:40| £fo4ot{OF 5tH I E OfsH & A Kf2F
ME AlLt2[od cist Ol2|

| 3
=o| MAIE CH2 S S3ts B &S A, 2
Al 7ol T TE BEE ORI

|
o SMBHE AHSSE 20 TE £5 HUS Sof ALE EHE B

=9421g X4MOR MMM G2 BES BMEET tYsts 2ol BRI ol ZR AL
AR clolol QIAOIEE HMATSR WASHT 08 AL st AlAH, Z2MA U Bl 7|5S THdsts
m= e s zolLic

NAE 74 @4 i MHIATH 07| o7 AT 4 2l AR AILIEIQ 8 R#sts o £20] &
== 7 Clol &R AIZBIOIME SHOHE FYUBLICH BIe AlATo| 221 HEE NS Blo
Eotn SHE HHIM QAE IS U 2T ZRHAE AIZHOIME £ AsLICH

AWSOME ZEHE QERE M85t ZEEHM 250 SMES R H Y Ho|§E =™&E &= UsL
Ct. O| Z2EMAE S ZE2EHM - E30 01 FALE ot e Bt HIAEE = Q&LICH CHFst
ol ALIZIRE MA37] @8l AWS Fault Injection ServiceE 248 E M L. Amazon CloudWatch
2 AWS X-RayQt 22 MH|AE AFE35t01 H Clo| 7|zt St A|AR] S22 ZLIEZELICH AWS
Systems Managerg& At&35t0{ ECi|0|5 2 &t2| & A=~&5t1 AWS Step Functions2 AF&3t0{ Bt E|
= Al Clo| I ERE AIAER|O|MELCY.

OII

EHA|
« Aol Z2a3 M3 A o =

LIC} ol2{st &S AH&stn Asiste ol =2 Ol AR A ME7HE Fro{A|ZL|Ct.
« Al o] HI:

1. A clololH SHE & =tdd |4 MHIAE ZEELICH o248t MH[AE X|#dst
£ AME Z2MA R T7|s2 225 et T ofEE LI

Illlﬂ
O:I:II
>

o
X
T
>
1
o
m

2. Al ollo|ef ofMCHE HdYstn #&d Elo] O|HE O Rofst= & EHIAZILICH AEE AlLIEIR
£ AlZolo|Mstn MHet =7 Z2 A

AE MY & XHS3 HHIAE EH[ELICEH AWS Fault
Injection Service, AWS Step Functions 2! AWS Systems Manager@t Z2 AWS AH|AE= Eol
o| cfo

FUX ST Y A 22 AlY dlolef Chet FHE KtSEstE ol =20 2 = U&LIch

REL12-BP05 M7|xoz A/ oo] Z13 213


https://aws.amazon.com/fis/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/fis/
https://aws.amazon.com/fis/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/

MEIE o4 AWS Well-Architected Z 2|2

+ N804 A% AY Clol FUol AT AlLIEIS 8 AMBILICH A, Z2HA L 7|&0| AIE
0144 OIHIEOf OfH| ¥rS st x| BHEFetT 2 M3HErLICH

. 98 = HE 2% Y Hlol7t BLIH S|S0t MAS 2D ¢e 1&g HESLICH Mol T
Q8 ¥oin 2 B VMG Ol WRE DE IS AMELICH ZA ZUHE SMsstT T
QE HZ A S FN5t0] B T} 2HE FHITE YEHELIC

2| AL

ZHEd 28 AR

SE At835to] ol ZAL

« REL12-BP01 Zd

> |2

REL12-BP04 72 A AX|L[0{EE 0|88t S¥H HAE
OPS04-BP01 S A1
A

(=]
OPS07-BP03 THS=

HE o 22X 22| Z2HA ALS

@)
0
@
@
v y)
o)
<
(@)
|-_n:
m
o
>
I

pl

Hed

—

rk

M:

HO

+ AWS GameDayEt?

rk

b2 HIC|2:

+ AWS re:Invent 2,023 - Practice like you play: How Amazon scales resilience to new heights

ZhE of A:

+ AWS Workshop - Navigate the storm: Unleashing controlled chaos for resilient systems

* Build Your Own Game Day to Support Operational Resilience

DR Z12to| AI&2 9] U 0|58 QT2 74 @48 F&E WeULICH RTO 2 RPOE 9ARE
HIZLIA @F AEof et ol2i3t SEE MHLIC YA2E Blas o
OlE{Ql 9IxI9} 7I5S TEAstod OleiE REE SF ot MS THELICH BT 54N 27 bl

sl £ 7(DR) 71E 214


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://aws.amazon.com/gameday/
https://www.youtube.com/watch?v=r3J0fEgNCLQ&t=1734s
https://catalog.us-east-1.prod.workshops.aws/workshops/eb89c4d5-7c9a-40e0-b0bc-1cde2df1cb97
https://aws.amazon.com/blogs/architecture/build-your-own-game-day-to-support-operational-resilience/

AN @A AWS Well-Architected Z 2|2

20l OfEh Msl S &M A F = WOl XLz HIZUA 7HXIE T ste ol ==0| &=

=
2 i},

7t8dnt Mol ST ZF FoH ZLIET, ofe] YRI0| HHE, XtS Foll ZR|et 22 SUer ZH AlAIE
Zlgte =z BfLICH JBL 71882 /A2 E0 7 240 =™ FI, M8l 57 M /22E
of 7Hd SAIEO| ZHE HELICH Mol S7 2| SE= 7t el Mol &l = SF7K[e| Alzh

2 A

- REL13-BP01 7} &H

- REL13-BP02 S+ =X E42
- REL13-BP03 A3 S5+ 2
« REL13-BP04 DR A}O
- REL13-BP05 A}& S+

SO} S ASHE odad 7hx| WHOR HIKLIAC WS O/ 4 aLich XM, Hols Muls BE
(345 S| Althe RUE 4 UALICH M, Fohs CloE 24, HIYBY, 7|3 ZHE RUY = 2
SLICH HOjo ChS 5T ST 3He WS oHhsiE 2 a2 ol el B2 =7 NHRTO) L =
B i A

E 57 A™HRPO)2 HoltM L. Recovery Time Objective(RTO)E AfH|A SE
518 7hs8h Z|CH X9 AlZHILICH S & 53 AI™(RPO)2 OFX|2F Cl|0|E E-_r‘ AE # 38El=

fsts MIL BE AR 7l&™ D A L HIXUA YBS J|HoE XIHE RTO Y RPOTL

. BT SEE ARl fAeLIC
. 9lolo| 27 SEE MztLIct

REL13-BP01 7}5 SE Azt L OOJE{ &4 A9l 57 S H9 215



MEIE o4 AWS Well-Architected Z 2|2

C. O|2 Q5 YT R0 ZHedt £F 0|4
L|C}

| 2Eo| 857 SEQ SEEX| e ST FSEE MEFLICH

(o]
=]
7MY RE Es 2F MAEE 18d6HK| b&LICH

Ol 2 AtE| =20 O|F: A E o CHEt RTO X RPOE MHEE M HI= e
St EY Vst =7 SEE HYELCH ol28t SEE ¥ Rols SEA HH ZHE M =

T(DR) AlEig £21% 4 gL
Ol B MBI7t HEEIR 02 B BEE 9IH £F 52

78 x|

t24 RTO & RPOE 7|Hto 2 C}QF

=
L& FEol: B2, =5
= (et BFE =+ UA&LICHRTO 2kt

eI EE HEE

RPO Zf0| AX|et CHE = /US).

Hu e

=7 AHSE

1= < 1AIZH < 6AIZt <1 120l
<108
< 2A| 2t
< 8AIZH

< 24A|2H

24\ 2t O &

R =7 OEZIA of

Zt I3 2E0iM 7tE SE AlZt H HlolE £40] HIZL|A0] O|xl= SEE ZArst ofsiELict &
g2 ditHoz 7ts EX| AlZh A Clo|E & 4oi et S7tet X2, SEe| Hefs 2= R0
= = UA&LICH ol & S0 2|0i 1A|2he] 715 EX|= G0l =

=
=
M 4 aLich Y MEH I

HHI'E}H = T AAE . ‘JI&'O—! ‘i\‘}él), %
Aol Zof £ EE M 24, ARl FHES TEE CHUE HENR LEN 4+ Qe 225
M AIZEE MAHF A Sof &Lt

REL13-BP01 7t& SE AlZ A HIOIH &4 Aol 57 SE He 216



MEIME 24 AWS Well-Architected Z 2|2

oo JEg2 EAME M OfE EES 1B{stMIL.

1. 58 = e Q&2 HIZEL|A0 O|x|7]| Hol| RIZEET AAE E7HSEHE El= AlZH2 2[CH o=
HEQIIR?

2. 32 FSHO =R QIS H|ZEL|A0 o{H BF o F&o| WofLt BLO| LIEHLILIL? AT, BE 29
3 FHE T3E 2 SRo| ¥Ere TeEL

3. HBE = e G2 HI=L|A0 O|x|7]| Mo £4AE[o{E E[HU S7E = {0k El= C|o|E 2]
&2 %|CH o= HEQIZIR?

4. £AE CIOIEIE CHE AA0IM ChAl A8 4 QILER(THY CIOlEfRIT & B2 J3Cie 9z =2 s
CIOIEE CHA| M d5tE Ol A8 &l 2E AA H|0|E{2] RPOE 11245 EAMIL.

5 0| QI ZLC7| o|EstE YIRS (CIRAERNO S S & L 784 7ICHx|E ol HEQI7t27?
e AER S50 27 Jlse naiE o Ya=C ol SEE SAE 4 2lofob HLh 0] 9
EEo|FF 7|sS2 ME = U= 7ISEHCIRAER S5 a4 Y E= 25 2edE2 1o
L|Ct.

6. O| T EC0] o|EStE HAEE(YAER)S &7 S U 718H 7|0X|l= o= HEQIIIR?
AEZ YEEC SEE ARSI ol YIRC I} XS Bo|RC O U 27 7|5 BRolo

=2

o =

8. =7 SEJH S OHE TE HF S AlZol HZEILIR? 08 S0 HY 4T AIE, AZX Of
HIE, S48 MY L AXE SA| Al7lols 27| CHE RTOZ RPOZH U + 2

A
=
| JACtH |7 SEI} J2o{et ©=Fol| o2 H B etLR?

©
>
104
I
$a
[
Bl
lo
pal
:|°|='
Jir
-
Al
1
o

|oF 4t o] W0l /ILER? o § S0 A4 X|HE

o
ALIR? O|F SFotK| X5t o{H X

O
1
L

O+ YTAEE 2 YIRS E Botste ol £20| 2 4 el ¥RS o FJtste S S 27
= (=3
=

Aol 3HH o] I AIE

REL13-BP01 7I& &E AlZF L OO|E| & & Ao 57 S & H9 217



>
'l
0x
FO
P

AWS Well-Architected Z 21| &

1213

F32Ed |H3RE=E H3RE ZHEl ZHE
28H: 7|12 B2 H2 g  |RTO RPO RTO RPO X|E
] Y32CICHRE|E A F|ch Azt ECHAERE S30K ZHE A2
[2] 45| E 5l &chstol H|olEf Opx|ato 2 ozl B2l JHsst A Hlo|E| ME o|s2 ZHE Azt
[3a] ArE2 =44 et elzst A B2 BT 2T 9l
[3b] CHRAEE| E&4 JHEH E S LR AEER B3 SE ¢l
[3a] ZHE L ER 4 YA EZ 10| i 220 M1 CHRAER 2o  3H E4M4g =R
[3b] ZHE CIRAER E4 M ZHE 2 K70 4B
YAER ZAMZ ETHTE 22 SO|AL
[31E454 CHeA 2 44 7ls0 ne} 4t 5217]
20HA: F7H B2 ZE0| HEgLH 87| 20| HELX godH Z4E
7|2 RTO/RPO 219 RTO Y RPO 22 7|2 HH 27|
[4] EEto] RE [Iv/[IN 27 Argto| 7HE ¢S OHIE G| Cist £ 3 28 13
[5] FHIERI AlZt S5 [IY/[IN 83 Abgto| FHE 2t Al7(o| cist 23 21 el
7tE B Mzt EE ol £A2 71FoR gEe W 1o Jm 2ty
[6] ECHel 0 [IY/LIN 0| J TS ALt D24 Fso| ot 48 7HS3H o RTO 2 RPO 248
H|ZL|AQ Z=E3to] Witof 0|x|= kol wtat
[7] "otoll OJA|= et [IY/LIN X|ch RTO & RPO ZE
[8] @Hol OlXle HE [IY/TIN 20|l 0jX]= Egoll 2t 2|ch RTO 3 RPO 813
LOB % =X g7 Argho| o2t o] Y32E FE9|
[9] =X AH@lel F8 [I¥Y/TIN Ao RTO U RPO 2
[10] A2At IE [IY/[IN HopAro| o| 2oj| et /o RTO U RPO 2
[11] 78I = [IY/LIN SiE ot AN E4 85 Algtoll o2t Fci RTo 2 RPO 213
7t A20l| mE e 4~11H EEo| Al$=ghH HAHst 2hs o210 2
fo SES gNE 4 E%F’r |8 ZtA|ZHSat =E3t0] Hekg gtststHL
ZHE EH ME22 HEats ool A
ZHEl RTO/RPO 7|2 RPO/RTO 3t & ZHEIEPN & o W2 2} o™
3¢
AE HOIEl HF £ Elojof| DHE! HOEl E|o] F 7HE 2 E|0 YRS F US orf2(S HHHA) =H
IAE
T3 BHA
= =] = = AN (=) = x
1. Zt QI3 22 HEstE H|ZL|A ol AHIRIe 7|& B8 Algdstm 2ro{A|ZiLCt.
= | — = = = O = | - - | — ~ O S =
2. |3 27t Z&|of O/X|= S| 2et SLEE UEIL = HF E= ASS dggLch HFo|
L = (= o A = i =) =L =
2= B, =5, 7t 30| U&LICE Z4 HFEM HIELIA SEQ T AFEE BtF5t=
RTO % RPOE M=EhLCt
S S x = = = S S =0 i -
3. Ol A M st H&E HF F SHLIE 24 2o €Y FLCH IZ2E7F HF ol oHEEl=
o — = = = | — A ; o =]
4 e AN HIE L A0 CiEt QAEE0| E241 BE £ d|o[E| &40 BEe 1243
T flol RS M. 22 2 Y220 ti#t RTO X RPO7F EEELICH
4. O|F HAH MM AHEE 2 2 2E0 O RTO X RPOE 1 2{&LICH T 2EQ HI=EL|A & 7|
A (=2 - hval— =| =| = = = = L— =
= B2 A7 SEE T8l of st=X| AHEELICH 6| & E0{ H|=L|A O 2 ARI= o 48t
hva i =| i s A A A o A o = O
SE7F LUQSEICtT HEE £ QlaLich B J1E B2 718 BlaAl 7| M Kofg 7IECE 5
i = S A A KR{= s i s A A
EE Bde = ULE sgs6lof ot FHEE = A&t

REL13-BP01 7I& &E AlZF L OO|E| & & Ao 57 S & H9

218



MEIE o4 AWS Well-Architected Z 2|2
2| AA

zhd mE AR

rO
kel
N
)
ol
=
i
o
n
10
_l
N
2
r2

=27 43

REL09-BP04 8] 2 AM U T2 MAE &
REL12-BP01 E8|0|S & AF&3t0{ Eolf ZA}

- REL13-BP02 237 2E A2 Qs MolEl 23 M2k A8
« REL13-BP03 X5l 27 732 E|IAES0 75 &0
B BA;

AWS Architecture Blog: Disaster Recovery Series
AWSOHIM I ZE XSl EF: ECHLE0|M EFZ(AWS EHA)
Managing resiliency policies with AWS Resilience Hub

APN ItEL4: Aol SF7E K| = Us I ELH
AWS Marketplace: A3l 5701 AFEE = U= A

I3

re

t2d HIC[2:

* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

» Disaster Recovery of Workloads on AWS

REL13-BP02 ST S & HdE ol Hol&l 57 = ALE

Qazco| 23 2E0| Biste Ml 2(DR) M2 HMo|FL|Ct W L =22l Cf7|(HE|=/THA|
), HE|H/HE|H S| M MEHEtL|CH

Pishs 40k 2t Qa2 o] Chaf Y2 =71 DR SEE FASHE = sHs DR H20| Hols|n 73ig]
of Y& Lich YT R E 7Ho| DR HEF 2 RALS THS 8 THEH (0] 0|0l M e Hehe B8 s

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 219


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_disaster_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/resiliency-policies.html
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://youtu.be/2e29I3dA8o4
https://www.youtube.com/watch?v=cJZw5mrxryA

pMEE 24 AWS Well-Architected Z2{| 3

| 2 Akl =r2lo| o)
. MolEl 27 M2 ASHH SEMRI 7 U EHAE HAE ASY £ el
. Holgl 27 Matg ABsHE o ztol XAl BR Ho| 2R Y22 ol ChE DR THO| #AE
L|CH.

O| ' Ated|7} &K

| S AR L EE|= Q8 £F: =2. DR M2 HE 373 HAESIX| &fe
HAHSH h M A 57 S EE S-S5 2 7ls ol Euct.
78 XA
DR XMz 7|E Qx|0|M QI ZEE AlgHe 4= iA £ ] E—‘rl MO|EO|M 3 2EE Adst
= S2of 284 QELIC 7I1E £ 27 2 X = REL13-BP01 7S SEF AlZF 2 H|0|E| &4 Ale] 2
T SE Moo =298t RTO & RPOYILILE.

StLEL] AWS 2| LHo A o] 78 Pdol| ZXI DR T2 3tAl, &=, i 2| EXnt Z2 RHsH O]
HE Al ZISHE 2t3tel ELICH FI2EE S AWS 2T A-dE = A El= EX| 8i2 o|HE
off CHEF ofl Z=XIE F3dstE W0l 27 AL 0|2t o] 2[TE MEst= DR TS MEE =+ /U&
LICtH

042{ 2™l 4% DR 7‘*5#% HAE M Chs ™E & stLHE ArSolfof BfLICH TMEf2 SE -1 HISO|

&7t5t1 RTOS RPO7ZF ZHASHE &AM 2 LER[0f QI&LITH 57 2[T2 A3 2E0 A8ElE 7|2
2|0 ot AWS 2|TiE &etLct.

OHE| = /THA| 2

| | C}= A}O|E
HHOf Ol 29 mjelad 2lo|E o7 HE|E/HE|IE

. CulE Wy - elE 2tole + CojE gojs - tiojE] 2ojz
o HIEE MHlA B ¢ MR RE ¢ MlA U G S v BO|E M|
CuBS CHlE - HlE e . BB 5545

J%17: M3 5 7(DR) M=

REL13-BP02 S S & EAMS ?la Holgl =57 T A8 220



AN @A AWS Well-Architected Z 2|2

= RPO, 24AlZ+ 0l5t2] RTO): GO[E{S OB 27 ol =T lxiol Wedgt
Lic AHSSHEl it i XSOl Ml ALS 5 AR SR (PITR)7H 7Hs 5104 ZR0f mEtAls
[ KHsH OHIE Al @13t E HE ST (RTOE B55t| ol =8
o1 | O|E{E = #5t0f BT BIF0lM MSHZ LE ST 8L
13! 21018 €161 RPO, 108 EH4 RTO): 20f H2C0) 912 M4 28 57 2lzio] 22
HIF{< 8 LIck ClOIEfS =7 270l Srjsin =7 2ok e YE UL HolEfolx 2
243 A2 2R B COIE) 2RI & Holg xIats o B2 2laAst 84 AHELIC ofEao)
M M| £ Mu{ElA HELD 2 JI8 245 WEEX ShXIP Tool ma T4 74 W ofE
B0l BE2 MM & UsLICH
2 CH7|(% £F9I RPO, B E9I RTO): #4 27 Bt A%Els 2E Jlse 2
A CHe B g KAIBLIC HIELIA ZEEIZ ALY 25| SHED A
312 HAELICH HOlE7H 27 2lFol SHIEIH ARELIC 57 Al7[7t ElE A
=& #EI5t7] SIsH AL sH AU HEILICH B CH7| LAl AU HE4S
Ol O|Z £ = HOLEILICH SHF15| HFE ZS MAl Th7| W AlOl2tD BLICH

ZtE =0
4

Edl
=

T

= o
0.,. M

H |

OII

A
X2 =
EHM

EE

I
||:|—HLI

>
nr|o°

P
r_‘.”_

CtS ZIT(CHS ALOIE) HE|E/HE|E (00 7HH2 RPO, 0Y = = RTO): {IEE7} 042{ AWS
2|0l BHEZE| T sSSMo = EgfE g XMalguct ol g ArEstE{H 2™ A oM CIoIEE
S7|3tcHof FLICH ME CHE F 7 2l7o le SHEd Z2 HZEE £ I LEE = U= B8
£ u[st7HL} X2[sHof st=o, I Yo SEE = A&LIch HolE SX= ool §7/3H0 88
StH U2 RO MHERE Bl FXITH £F Mol EH AIH S5 SM0| ZEEIX| 22 0|4

(@ Note
ulQled Blo|EQF & CH7| ZHe|

P olf= . E O 57 2I™of &8 &
o 7|2 21 Rttt SAHE S E?:.E LICH. xPOIX*O ot Usl 2t0|E Q| B2 HM FIF =R
E Flotx| gt 2HE XMElY + YXIE A OV|E SAE 8T +E2Z EBHE FA| A
Elg & Ucts MLIch Tt 2to|EE P%oPEH”" MHE 7{of &t 30{ QIZ}7} Ol
QULEE FIHZ HiZsHok & + ‘2)954 s 1I°' °4oHo|= ?JI—IEP. A %-J CH7|E AbEstEd A&
7Y ALBF 5

a
[o]
[
i
r
o
o
I
par
z 1o
o
E
E:
Pk
ﬂ
mi
OOI'
m
rr
0
A1
]IO
r
]
Py
_|
@]
$a
Py
U
@)
<o)

H|20| 2xo|T & CH7| Mo Ho|El Zd1t SAISH RPO U RTO S EE HAdsicie B2 1}
QIZd BIO|E M2 WAIZ #5t1 A EIRPO & RTO S EE MN335HE AWS Elastic Disaster
RecoveryQt Z2 Z2IRE H|O|E|E £FME 12{g &= J&Lct

REL13-BP02 57 S & Z&S ol Ho|El 5+ M ALS 221



MEIE o4 AWS Well-Architected Z 2|2

o & S04, Ot CtOlo{ R0 HIZL|AE 518 Tt
= e HI8L| A E ZEELICH HIZL|A 9|

F2Fo| RTOS HIS 7|1E2 & O BHE AIZLIC

3 & s a HIXL|A Gt ol3h |
r
oK
0f0

=

st 21| E

Recovery Time Objective(RTO) s s o

MHE[A SE |2

FERE Fedsts Y E metst| @eh WLICH ™MEF2 AwsS E[TE 7|8 ALO
ot 1 A&LICE 8Lt stLtel 2| LHOlA DR M ez 718
8<% OlH T=F & o 7HE & &5t ELict.

-

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 222


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/business-continuity-plan-bcp.html

MEIE o4 AWS Well-Architected Z 2|2

2iot7| 7HE ST e MHoIX|E /22 & S¥ste ol o B2 AlZh =20
FOFEILICH &4 Clo|E o] HdS Bt

£0{ CtE MO|E(0f: CHE AWS

1 1

|

' 1 1

| 1 1

\ ]

! 1 1

! 1 1

i ! :

’ : : P : : :

|

| EBS(EE | EBS A4 | Amazon Simple i ! | Amazen Simp[g: !

! i | Storage Service | | | Storage Service| !
__I'___'____'___a'g_\ 1 !

! [ 1

! I

l—“** Fr=res ! ! sy OO o

| | | P | | |

I RUAHA o EFSTR AIAR | AWS Backup | H | AWS Backup ! !

i i ' ' : | . :

' ' | : i i : |

| Y | oma : ! s |

- 85—y | - : R A S

1 | | i

i i : : | | : :

| RDS PIABIA | DB Agat 1Amazon Simple | i | Amazon Simple | i

H ' |Storage Service | ! | Storage Service ! \

\ | EdmMEI | ! !

=1| HHO4 O| E 2 I. |E-I| '.I
d519: (8 X = 'EI Or7 =4

O| Z=Fof CHet AFMIEH LHE 2 Disaster Recovery (DR) Architecture on AWS, Part |l: Backup and
Restore with Rapid Recovery& & Z5HAMIR.

=

=t 2tol

[m

IS 2HO|E M2 HAME 7|2 2™ 57 2|22 H0|EE SHELICH FEE el
2Ll AFR E|= 30{ B|AA T 23 2|0 B ZE| XD 7|55t AB0| £|2{H J|EF E2lAA 21 O
EF440| ofTis| HRELICH ol & 01 22! 200 ME AFE QUAHAT HHEE|X| f A& LICH

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 223


https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/

MEIE o4 AWS Well-Architected Z 2|2

=alec
@ AWS Z2t2E Route 53
15

78 gy ; 78 gy i . 78 gy i 78 gy
m- i | N
] | ! Eldstic Load Balancing ! | ! Elaktic Load Balancing
Hon T it : ' : : :
| me= ) : | “p mae : ! ! | AR
HE A Lk ! st scaling 28 ) e HE M | 1 ! | hutoScaling 28 | l <l
| i ' i | ' I
4l
: i i | i 2
. A 7 H vl i l vif e
[ ormapoa 1 B 7] amemon | H S - - il e
| e F 1 autoScaling 18 ! e AH I I ! Auto Scaling 28 ! e
i i | | ] HEE
: ) i | ' i =
: frm) | mesaay [T : | o]
! Aurora7|g l‘_ E T Eﬁ'{,la T L Aurara SHIE ! | Aurora ZHIE E !
E E E i i i Aurora SHAH i
' ' | 1 | Ak
HIE2|Y 2|H 7 =H|

(Aurora Global Database)

T3 20: TSI 2HO|E o 7|Ex

O| Z2Fol| CHet AFMIBH LHE 2 Disaster Recovery (DR) Architecture on AWS, Part Ill: Pilot Light
and Warm Standby & & Z35HAM 2.

o CH7| &ALt

ZzEM EEo SAIE0|CHE 2™
AlZtE BSELICH H22E7
o

o7 Y2 gAlos A7 1 o
- S
2 HZE|H 2 Al CH7| &40

=
ol EAHEILICH o] 2|2 @ sin =
CHE 2o 4 Al M-E|7| QLI 57+ 2[7o] st 8
2t gFLich

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 224


https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/

MEIE o4 AWS Well-Architected Z 2|2

@ Aws Z242E Route 53
E(Active) .‘@
o & - |
P 78 = 78 ue 78 ue e Ee
B~ i | v
| Cé Elagtic Load Balaneing | ' (ﬁ Elastic Load Balancing i
| | : | |
T "1:-\—= 1 r i
zu= ) B maie | ' ze= () 0 iR
s A toScaling I8 | rerer AL At L . wuto Scaling 18 =
|
M|
e
[ ! W iod
I oEaAold R | I - LookERiRol | =} g
i L I - ! puto Scaling 18 | et Al [N | ME wito Scaling 18 il '31
! KR ' [ ARy
Aurura mato|Hz| E% EHO'EIELAEH E Aurora =HE | | @ E
| ' , :
i Aurora !
| :aaéﬁzgﬁ'

HIE7| 2|H 7H =5 | Aurora JIEH>||:HE|0|I
[Aurora Global Database) : 7| =y

221 o 7| g Alo| of 7|El R

O] %A £ T 20|28 ARSI 27 BIF0IM BlAAE AT Hshok BrLICH T
% M BT AFSE 4 UEK| HQlstz{H EC2 QIAE A CHEH 82 o %2 AL M. AWS
Lambda® AFSSHE B9 Z2HIMIE SANS B4 21 250 SA| SHY FH7H SIS &
#2352 N3Y 4 UsLIH

O| Z=2Fof cHgt AFMIEH LI 2 Disaster Recovery (DR) Architecture on AWS, Part |Il: Pilot Light
and Warm Standby & & Z35HAM 2.

CtE AFO|E AE|E/HE|E

CtE ALOIE HE|EH/AE|E TEFo| Yo 2 04X E|™M SAl0 I2=2=8 4™ + U&LICH
CtE AFO|E AE|E/AE|EHE= HIZE ZE 2|™oM ECfEE ME[ELIC TZ2 DR 0/2[2] 0|F

2 0| MEFg MEig =T U&LICH Ol ME2 7I8MHE =0(|7| s £= 22 - AS X0l A %
EEXQIEE 70| 7bK47tALE HE 2l o] ALE Kt A
Qlal) AH2E £+ Q&LICH DRAMEFC R, 2327 HHZE AWS 21X &
Mo 7188 E fXIsteE ol LHX| 2|70] AFSE L
Ct. Ct= AIO|E HE|E/ME|HE= DR M & 2Y SHO|M 7t SEHSH HIELA F At
ek 2t Z<ollgk MEdstof gct.

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 225


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com/lambda/latest/dg/provisioned-concurrency.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/

>
it
0x
[50)
P

AWS Well-Architected Z 2|2

E Aws S22
Route 53
EH(Active) Erid(Active)
=
' T Y-
1 1
T I H 1
:VDC i Elastic Load Balancing |
l : i :
E K‘i/ 1
[y VTt T T =
meie {7} | | J zes
! AE M | A ling 28 ! T T U M
] ! ) v
U ML " i Mo -
=T ] P F ook ¥ 11 o230 | ; [ | ! | | WELET |H
:: A Lt ! Auto Scaling ag) e MM ' ; ! M A ! Auto Sealir yag | e M i
| : i ' : i
: ___________ ____‘. DynamoDB | B | S, ____: DynamoDB R
B X
DynamoDB : | DynamoDB
K5 ey DynamoDB 229 KT ey
0|2 AHE S| |

121 22: CHE ALO|E HE|E/HE|E o} 7| =R

O| Z=Fof cHgt AFMISH LI 2 Disaster Recovery (DR) Architecture on AWS, Part IV: Multi-site
Active/ActiveE EZ5HMIL.

AWS Elastic Disaster Recovery

&t

1]

Nl STE ¢
Recovery0ll A

IEd BIO|E = & o7 & Al ™MeFg 112 521 A< AWS Elastic Disaster
M2 M35t ook M2 HAg Mg -’F ‘2)% LI|C}. Elastic Disaster
_u_|.oIE-| E|‘O|E o| |:||£z

‘802'# Hl
Lal
o

=
[
=
[

Recovery0i M= & CH7|

O] K78t M2 YAIZ RXIE £ QU&LICE Elastic Disaster Recovery._ XSHRIOOIHH ESE &
3l 7|2 2ol =7 2T 2 HI0|EE SA[6to] & Helol RPOS 2 HRIZE £ 758 RTO

= 248 = JU&LICH CIo|EE SAste ol 223 2laAbt 57 o tx =2 ot 2t

| 2Fit FASHA| HI& O M ELIC Elastic Disaster RecoveryE AIE& [ MH|AE &OH =
| e 27 =20 AR Z AZE | HEE 2laAao B7E =MD 2AAEH O|MEHLICH

oz
> 10
Ac]
z0 0
>
rok
)
T
@)
)|'E
)
_|
@]
JHJ
b
M
el
OH
Q'I_l
_I_

(@) [[||
B m
r 2 o

>

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 226


https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/

=

0x
[50)
P

AWS Well-Architected Z2{| 3

AWS Elastic Disaster Recovery(AWS DRS) &A1 Of7 | Bl k]

clolE) M5 L Zappc B aws 2219C
awsaE T oRS
Nojue pEE 2Ea
&
AH|0|E g
=H A ajaATRHECR RTO(E) ¥ RPO(E)2
MEfED é!“';‘g'”aﬁg AJEE RO AR A

2H|01E g9 M2 (AEAFVPC)

?
55
!

AWS =H Ho[EHE 1|+~x_19_ Eg S | | I

—
| | Uihc
NI =
& g i}

7 — =R olAEA —
AWS = oflo/E= 4|:| —D

18] 23: AWS Elastic Disaster Recovery 0} 7|E %

Clole 25 & I8 F71

i
0%

2 E F2rof M ClOIE| RHshE h&taHok BLIC X149l HolE] SRlE YR R0l MHZRE 2
£ FA/6t, TI=t0] AEE COIElel b 22| £ S8 AR %7 8400 Zaislx| g2 ol o

Ol &4 = SH=2FE B3 FX|= t&LICH 57 AO|E0A SH|E Cl0[EE #edstod
SHE 2oz &8 Al HdS ddstioF gLt

Chd AWS Z|THo|M B 7+ FY(AZ) AHE

stLto| 2|0 0421 7He| AZE AtE3IE DR FRH0 M @ TEF 5 02 RLAE AF&6HH| ELICh.
MK, 23 230 M&{H 048] 7He| AZE A& 3St0] TIHEE(HA) ot 7 |HIMHE M +dsloF & LICt. Of of
7| %= Amazon EC2 QIAEIA QL Elastic Load Balancer7}t 0421 AZ0i| 2|AAE HiZ 5104 =
OSE QHEE XMEISIEE CHE AO|E HE|E/HE|E M HAIE ASELICH 8t o] o7 [H M=
7|& Amazon RDS QIAF A0 Zol7t HASHH(E= AZ RKEA|ofl ZHoH 4ty 7| QIARATL 72
RIABAR &4L|= oAl CH7| YAE EoiELCH

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 227


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts-availability-zones
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#availability-zones
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html

>
'l
0x
[50)
P

AWS Well-Architected Z2{| 3

yay

AM-EX}
8389 a 718 9 b 718 9 ¢
)
N R
& e .
CE|
Elastic Load
Balancing
"""""""""""""""""""
0 * 0
Auto Scaling & g S
EC2 QIABIA EC2 QIARIA C2 QIAEA
k_A K_A
= =
Amazon RDS Amazon RDS
(718 (ch=1)

13| 24: CHE AZ O 7|Ell %

O HA 0F7|=4%f Qlofl YR2EE AYsts O WS 2E Glo[E{o] WS Fksof BLC

TH= T

Amazon EBS £ & EF= Amazon Redshift 2 AE{Q} ZH0| £t Qdedo 2 x|gtE|= O|0|E{of| £

SQFLICH AZol 07 WAI5HE O] HIOIEIS CHE AZOH S #soF BLICH THsshohe £ 7bail
23 Zx|2 GlolE] WS CHE AWS IR0l S A of BHLict

Etel 2|™of chet & LB QI CHotel ChS AZ DR2 2 2 HlAIE, Building highly resilient

applications using Amazon Application Recovery Controller, Part 1: Single-Region stack0d| L2t !
&LICt o7|0f LtR= MEF2 2[To| &f S WAIX{H AZ Zhol| 758 & B2 A2 |XIst7| |l

- = LsL- 1

ZARILICE Of CHOHS AFSHRY QE|=/E|E Ei ME|=/TiAIE M2 BolM Mg 4 sl
ct.

(® Note

UR /I Z=o= #A ClolE &F 2F Atgo| MBEL|CH 2R stLtel AWS 2|&et
= E‘K'| O_|5_§|:o.|| AI-I F Al.ol'OI JHQ_ = =|_<|>_ _JI\_ E|7“|O| I:||7CL.| T A|-3|'O-|| x4

gfotx| otE & U&LICH S AZ HE 2 IR 2| M 2F B et™stA 258 FLICH

3. HARE E[AAE Gtstn, Yol ZX|(HY 28 8) ™ol 57 2Inol| EXiste sl 2laaol T
HE GIHELIc

—

el=z gt 2 AWS E|lAAQ0| AR ZEH 2lZ2H0d: AWS CloudFormation 5E= Hashicorp Terraform
 Z2 MEDE| EF)E AISELICH B Yo 2 ofe] AHY A 2[Tof BiE S| f/81 AWS

REL13-BP02 £7 S & HH2 /s ol 57 ™ AL 228


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volumes.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html

AMEIE A AWS Well-Architected Z2{| 3

CloudFormation StackSetsE A& & = U&LICH CFS AIO|E HE|E/HE|E L A A[CHZ| HAI ™
2Fo| A2 =7 2|10 H{ZEl Ql=Z o] ElAAE T[2 2Tl BlAaAlt Z&LCH TS 2l0[E
Ol & Ci7| YAl XM2Fo| AL HHEEIQIZ g7 T2EHMOo 2 AF2E|2{MH F 71 Zx|7F e st
CloudFormation It2tO/E L Z7HE EX|S AISstH B BHIZE5/02 HIZE ABO| M AELQ
K|, CH7| AEHQIX| AM|o{& £~ U&LIC}. Elastic Disaster RecoveryE AFE % I MH|AE OfZE[F 0]
MM Ol HEE O|AAC| oS EX|sT QAAEY O|MELCE

T —_= T

2 E DR Mo ME HIOIE 2AATFAWS BI™ LHOA MY E CHS sliiE 2ol 27 TR §
AbE|o{oF BFLICt AWS Backup O|248t 2lA A0 CHEH wHdg T, oflef & B LE{RIE 4= Q)
Y HSA HI|E MSELct ntUsd 20|E, & CH7| 24| 5 =]

2 7|82 2|9l O|0|E{E Amazon Relational Database Service(RDS) DB QIAEA EE= Amazon
DynamoDB E|0|g1 Z2 57 2|H9| o|0|E 2lAAZ SA&t ok gLict aaof ol clolH 2|4
A7 ST 2T A-ET REE XEIE EH|7t Euc

>
e}
_lTl_
ofM
>
o
[m
m 12
m
i
el
|
ox

0iq E[T0| A AWS MH[A 24 gFAlof CHaH AtA|S| 2ot 224 Creating a Multi-Region
Application with AWS Services2| O| EE21 A|2|XE & ZHMIL.

4. T3t A2 Ml O|HIE & Foll ZX|E {ls 57 2|tie FHsts WHE A-stn FFLIC
CtS ALO|E HE|E/HEIEO| B2 Fol| ZX|= Bt 2IME Heot LIHX| HE|IE 2|Tof| o|ESt=
Aot it o = o2t 212 EefEE &

< BiZig we EHI7} £lof UaLC THU Blols I & o
7| 4Al Fizto| 79 =7 A2 27 209 EC2 QIATIAS T e BlaAgt 7|t £2HE B

o dBE =2

oHioF &FLct,

FII'I

HMEfollM ClO|EH|0[A 0] 27| M&E QUARIAE T|E ei7|/AA7| QIARAR

o>
ih

diof Ol S 940| 4 Ei{of| A H|O|E{E =S¢5t alilE o|0|E{of CHSH EBS =&, RDS DB QIAE

A, DynamoDB E|O|2 S9| E[AATI MYELICH E3t QlZ2tet i I EE S 35HoF &LICH.
AWS BackupS At23t04 27 2|Zof M HIO[EIE =98 & Q&LIch XMIEH LI 2 REL09-BPO1
HHO{5HOF 6t= 2= O|O|E]| QI 2l Bieq tE= A A0f A CI|O|E{ 22X MM2 EFHE5HML. @2t &Y
T F0i= Z 8 Amazon Virtual Private Cloud(VPC), MEY 2 Hot 7 & 9Jof EC2 QIAEIAQ}N ZF
2 Z|AA MAO| Z3HE/L|CH 0|23t 22 xtojo| R RS XI=5l8 & OlAL|CH S otol

T ==
08 0| EE AAIES &Z5HMIL.

o
IEl

o8t B2 Mol O|HIE & Toll ZXIE ?lsl EciEES ChA| et Bete Y-S Z-stn FE L

Ct.

Ol XI-OH R x | 7(I-<?=-|I
o= AlztEl Hof

REL13-BP02 57 S & Z&S ol Ho|El 5+ M ALS 229


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-conditions.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/backup/
https://aws.amazon.com/rds
https://aws.amazon.com/dynamodb
https://aws.amazon.com/dynamodb
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/vpc
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/

AN @A AWS Well-Architected Z 2|2

CIOIE| S U IS E YA HHEALIC W2t $5O2 NNE Hoj ZxIE HF A
BLICH Ol ZROIE ofT5| ol x| BAIE AHS85101 25 AR HES £2&E Z HEJ} &

& LICt 8 7HX| &M Amazon Route
Lt O|&F o] AWS 2|™0|M of2q 7He| IP
&LICH =502 AIZE|E Xof =X

A=ZQIEZE 5tLt2| Route 53 TMH|Q! O|F 1 HAZEE £ Q!

E F35i2{H ECHEE S 2T Z CHA| 2t EsHE 178 ool Z2i2 APIE MZste
Amazon Application Recovery Controllerg& AF& & = JU&LICH &0 ZX|E F3E [ Cllo|& Z2
Ol B2 ALB 5t HEE Z2Q &2 mlgLICHREL11-BP04 S+ & ZHEE ZdiQlo] ot o

OlE] Bt A8 B ).

ol &M A 7|t M0 CHal XEMIS| LotEe{™ AMat =7 Ao o] MM E & ZESHMR.

 FZC WU W Alo| CHEE AR AABLICH
MU RS OHET £1PE F YTZE AU VIR BHOR SEiEE WULICH 91zt U
FACE 7| BNl Z2HIK Y HYUS YHHOR XS ASE Xt Z2 BHS I 3
& QIZPt WA WHE To|Z 2ol AR BHLICH MU ol 0f24R e ClOIE AE0| ST &
Sohe =27 BTN I YA Bt WL

Yol Zx|E gEfolME 57 2ol M Clo|E{H[0]|&7F A™E|1 S5 2ol 2|4 CIoIE{7 U
ElLICE ol SE= =7 2IMoM 7|8 eIz MS7I3t6etod =&l §EfE FHE st LI

UL AWS MH|AOME 0| Zedo| Rt52 2 0|F0{Z/L|Ct. Amazon DynamoDB 2 24 E|0|

=2 ME85le B2, 7|2 I HIo|EE AEE == A EIRIEEIT CHA| 221l & EN7| 2|
DynamoDB._ ER S 2E M7I°I MutE RINELICH Amazon Aurora Global Database S AF&
St #E[E AEE Foll x| 7|52 AM8stE B, Aurora 22 HIO|E{HI0|A QS| 7|E SA E

ZZ X7} SX[ELICH et 718 EIEOﬂ UEe 0|2 e7|/M7| QUAERATL SXE0| &l S5+
2|0 M YO|o|EE £ AlEFLICH

O| 2t40| At SSHE|X| et= B2 7|2 2T |57 29| Clo|E{Ho|A ol SXMESE H|O|EH|
O|AE CHA| & 35HoF ELICH ol 0|F9| 7|& HIO|EH|I0|A T AXNElT MMER SA[E0| S8 E|

o Tl & ST BIF0IM AL NBE £ 2= B2 0l BIHS MER VIR BlFez pes 2ol
FaL olFol 7|8 BINE BT BT R BHERH Q10| B8 2F ma2w HUit Y8 £ X
oA CloFEl IAIE +&stod 7| W BT BlMS F7IMoZ(ol: 37HYotch mAFLIC

REL13-BP02 57 S & Z&S ol Ho|El 5+ M ALS 230


https://aws.amazon.com/route53
https://aws.amazon.com/route53
https://aws.amazon.com/application-recovery-controller/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#pilot-light
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/rds/aurora/global-database/
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover

pMEE 24 AWS Well-Architected Z2{| 3

Yol = Yol 577t HeF ZE BAlE Bl ZE FHRO0| AI8Y = UE Eoio|Sol }X]
ZrZ|sHof tH F7[M 22 HESHoF &LCh

Elastic Disaster RecoveryE AtE & [ MH|AE HYUH T2 MAE AAED O|M5tD XS 5H6H
£ ol ==20| Euct XtME LHE 2 Performing a failbackS EHZESHMIR.

i

o AEo B 47

Ojo

ghzd p e AR

« the section called “REL09-BP01 ##24&li0F 5ti= = CIlO|E] &2l & ] E= AAO|AM HIOIE =
X'””

 the section called “REL11-BP04 S+

« the section called “REL13-BP01 7} S

ZEE Z02/0| ot Cl|0JE] B ALS”
7

B AlZF S COIH &4 Ale| S5 S8 Hol

Hed

—

rk

M:

HO

AWS Architecture Blog: Disaster Recovery Series
« AWSOHIM I EE MaH |7 FEHRE0HMHl S F(AWS HHA)

« 2RO ME 57 S

» Build a serverless multi-region, active-active backend solution in an hour
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 Disaster Recovery of Workloads on AWS
« AWS re:lnvent 2018: Architecture Patterns for Multi-Region Active-Active Applications (ARC209-
R2)

» Get Started with AWS Elastic Disaster Recovery | Amazon Web Services
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https://www.youtube.com/watch?v=cJZw5mrxryA
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://www.youtube.com/watch?v=GAMUCIJR5as
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2. Amazon EC2 7|8t I 2 E 9| B2 AWS Elastic Disaster RecoveryE AI&35l0{ DR M2 2[5t =
2 QUAEAE 735t AIZFELICE AWS Elastic Disaster Recoveryoﬂ Me ETE2 2282 A
e = U= 7152 MB5tod ol x| O|HIEE &FH|5t= O 0| ELICH EcfEE ZIC|=M
StX| ot EHIAE 4 E& EX O Z Elastic Disaster RecoveryS AP 5to4 QIAEAE XtF AlZtE
= JU&Lct
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+ AWS Architecture Blog: Disaster Recovery Series

« AWS Marketplace: sl S 70| AAEE = A= ME

+ AWS Elastic Disaster Recovery
« AWSOHIM @2 2E A&l 57 FetREdML SF(AWS M)

+ AWS Elastic Disaster Recovery Preparing for Failover

» The Berkeley/Stanford recovery-oriented computing project

What is AWS Fault Injection Simulator?
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t2d HIC[2:

* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications

+ AWS re:Invent 2019: Backup-and-restore and disaster-recovery solutions with AWS
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https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
http://roc.cs.berkeley.edu/
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://youtu.be/2e29I3dA8o4
https://youtu.be/7gNXfo5HZN8
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2. AEHE QZH(laC)E AFSELICH Z2HM Q=g 2l o Z2[7|0|M 7 HIER S HESHH X
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codepipeline/
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Remediating Noncompliant AWS Resources by AWS Config 7%/

+ AWS Systems Manager Automation

» AWS CloudFormation: AEH 2l 2| A A0 CHEH H|Z 2| A 243 Z K|

+ AWS CloudFormation: X% CloudFormation AEiO| EE|ZE ZI K|

+ AWS Systems Manager Automation
« AWSOIM &3 2ZE M5 S7: St E0MHo| S F(AWS HHA)

« oMol A BE| R MHE THGHEIH oE A SHoF 5HLER?AWS

+ Remediating Noncompliant AWS Resources by AWS Config 7+ %
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_aware_quotas_and_constraints.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_limits_considered.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_manage_service_limits_monitor_manage_limits.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/detect-drift-stack.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/answers/configuration-management/aws-infrastructure-configuration-management/?ref=wellarchitected
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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* AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications (ARC209-
R2)

Zhed of A:

CloudFormation 8l X|AE 2|

* Quota Monitor for AWS

* Implement automatic drift remediation for AWS CloudFormation using Amazon CloudWatch and
AWS Lambda

* AWS Architecture Blog: Disaster Recovery Series
« AWS Marketplace: X{all S 70| AEEE = U= NS
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https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://aws.amazon.com/blogs/devops/identify-regional-feature-parity-using-the-aws-cloudformation-registry/
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/blogs/mt/implement-automatic-drift-remediation-for-aws-cloudformation-using-amazon-cloudwatch-and-aws-lambda/
https://aws.amazon.com/blogs/mt/implement-automatic-drift-remediation-for-aws-cloudformation-using-amazon-cloudwatch-and-aws-lambda/
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/step-functions/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_graceful_degradation
https://aws.amazon.com/application-recovery-controller/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_playbook_resiliency
https://aws.amazon.com/disaster-recovery/faqs/#Core_concepts
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_withstand_component_failures_monitoring_health.html
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AWS Architecture Blog: Disaster Recovery Series

« AWSOHIM @2 2E A&l 57 =ML SF(AWS HHA)

* Orchestrate Disaster Recovery Automation using Amazon Route 53 ARC and AWS Step Functions
* Build AWS Systems Manager Automation runbooks using AWS CDK

+ AWS Marketplace: Products That Can Be Used for Disaster Recovery

+ AWS Systems Manager Automation

+ AWS Elastic Disaster Recovery

* Using Elastic Disaster Recovery for Failover and Failback
« AWS Elastic Disaster Recovery 2|AA

APN EL4: Misll ST & X|HE + U= HEL

r

ted HIC|2:

+ AWS re:Invent 2018: Architecture Patterns for Multi-Region Active-Active Applications (ARC209-

R2)
* AWS re:Invent 2022: AWS On Air ft. AWS Failback for AWS Elastic Disaster Recovery
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_disaster_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_config_drift.html
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/blogs/networking-and-content-delivery/orchestrate-disaster-recovery-automation-using-amazon-route-53-arc-and-aws-step-functions/
https://aws.amazon.com/blogs/mtbuild-aws-systems-manager-automation-runbooks-using-aws-cdk/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/drs/latest/userguide/failback.html
https://aws.amazon.com/disaster-recovery/resources/
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://youtu.be/Ok-vpV8b1Hs
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https://aws.amazon.com/contact-us/
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