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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
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https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
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+ AWS Management and Governance Cloud Environment Guide

» Best Practices for AWS Organizations Service Control Policies in a Multi-Account Environment

« Governance in the AWS 2} E: The Right Balance Between Agility and Safety
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AWS Management and Governance: Configuration, Compliance, and Audit - AWS Online Tech
Talks

AWS re:Inforce 2019: Governance for the Cloud Age (DEM12-R1)

AWS re:Invent 2020: Achieve compliance as code using AWS Config
AWS re:Invent 2020: Agile governance on AWS GovCloud (US)
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https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
https://aws.amazon.com/what-is/grc/
https://www.youtube.com/watch?v=79ud1ZAaoj0
https://www.youtube.com/watch?v=79ud1ZAaoj0
https://www.youtube.com/watch?v=y3WmHnavuN8
https://www.youtube.com/watch?v=m8vTwvbzOfw
https://www.youtube.com/watch?v=hv6B17eriHQ
https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/compute-optimizer/latest/ug/what-is-compute-optimizer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_test_validate_pipeline.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://aws.amazon.com/financial-services/security-compliance/compliance-center/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
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+ AWS re:Invent 2021 - Cloud compliance, assurance, and auditing
*« AWS Summit ATL 2022 - Implementing compliance, assurance, and auditing on AWS (COP202)
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https://www.youtube.com/watch?v=m8vTwvbzOfw
https://www.youtube.com/watch?v=pdrYGVgb08Y
https://www.youtube.com/watch?v=i7XrWimhqew
https://aws.amazon.com/solutions/partners/compliance-pci-fsbp-remediation/
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/plans/
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https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
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» AWS re:Inforce 2023 - A tool to help improve your threat modeling
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/compliance/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://youtu.be/CaYCsmjuiHg?si=e_CXPGqRF4WeBr1u
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AWS Account Management - Updating contact information

* AWS Organizations - Updating alternative contacts in your organization
« AWS Tagging Best Practices 2 A

» Build private and secure enterprise generative Al apps with Amazon Q Business and AWS |IAM

Identity Center

* Amazon Q Business, now generally available, helps boost workforce productivity with generative Al

« AWS 22} E Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

* AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard
AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines
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https://aws.amazon.com/q/business/connectors/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_contacts.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/aws/amazon-q-business-now-generally-available-helps-boost-workforce-productivity-with-generative-ai/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/tagging/
https://github.com/awslabs/aws-config-rules/blob/master/python/ec2_require_tags_with_valid_values.py
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https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://aws.amazon.com/organizations/
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https://aws.amazon.com/q/business/
https://aws.amazon.com/q/business/connectors/
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AWS =X - AWS 2| DevOps A 7H

« AWS g4 M - Best Practices for Tagging AWS Resources

« AWS B4 - Organizing Your AWS Environment Using Multiple Accounts

+ AWS 22} E Operations and Migrations Blog - Using Amazon Q Business to streamline your
operations

« AWS 22} E Operations & Migrations Blog - Build a Cloud Automation Practice for Operational
Excellence: Best Practices from AWS Managed Services

+ AWS 22} E Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

* AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard

AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines
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* How to automate IT Operations on AWS

* AWS re:Invent 2020 - Automate anything with AWS Systems Manager

* AWS re:Inforce 2022 - Automating patch management and compliance using AWS (NIS306)
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/blogs/mt/streamline-operations-using-amazon-q-for-business/
https://aws.amazon.com/blogs/mt/streamline-operations-using-amazon-q-for-business/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/well-architected-operational-excellence/en-US/
https://catalog.workshops.aws/tagging/
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=gL3baXQJvc0
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« AWS Systems Manager - X} S &}
« AWS Service Management Connector
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https://www.youtube.com/watch?v=xHNLNTa2xGU
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/service-management-connector/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_emp_take_action.html
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https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/two-pizza-teams.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_effective_comms.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_process_cont_imp.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_metrics_review.html
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» Untangling Your Organisational Hairball: Highly Aligned

The Living Transformation: Pragmatically approaching changes

Becoming a Future-Ready Enterprise
7 Pitfalls to Avoid When Building a CCOE

Navigating the Cloud: Key Performance Indicators for Success

e

t2d HIC[2:

+ AWS re:Invent 2023: A leader's guide to generative Al: Using history to shape the future (SEG204)

Zhed of A:

* Prosci: Primary Sponsor's Role & Importance
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https://aws.amazon.com/blogs/enterprise-strategy/untangling-your-organisational-hairball-highly-aligned/
https://aws.amazon.com/blogs/enterprise-strategy/the-living-transformation-pragmatically-approaching-changes/
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/navigating-the-cloud-key-performance-indicators-for-success/
https://youtu.be/e3snrDsct1o
https://www.prosci.com/blog/primary-sponsors-role-and-importance
https://www.amazon.jobs/content/en/our-workplace/leadership-principles
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| Measuring success : A paradox and a plan
| Letting go : Enabling autonomy in teams

| The agile enterprise
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* re:lnvent 2021 | Amazon Builders' Library: Operational Excellence at Amazon

* re:lnvent 2023 | How to not sabotage your transformation (SEG201)

* Centralize or Decentralize?
* Centralization vs. Decentralization

+ AWS
« AWS
« AWS
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
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* How do you foster a culture of continuous improvement and learning from Andon and escalation

systems?
* The Andon Cord (IT Revolution)

+ AWS DevOps Guidance | Establish clear escalation paths and encourage constructive

disagreement

rk!

F2d HIC| 2

+ Jeff Bezos on how to make decisions (& increase velocity)

» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board

* Andon Cord in LEAN Manufacturing

ZHEd of A :

» Working with escalation plans in Incident Manager



https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://itrevolution.com/articles/kata/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://www.youtube.com/watch?v=VFwCGECvq4I
https://youtu.be/TUKpxjAftnk?si=qohtCCX0q78GDzJu
https://youtu.be/HshopyQk720?si=1XJkpCSqJSpk_zE6
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://aws.amazon.com/security/security-bulletins/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
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An Inside Look at the Amazon Culture: Experimentation, Failure, and Customer Obsession

» Best practices for creating and managing sandbox accounts in AWS

» Create a Culture of Experimentation Enabled by the Cloud

» Enabling experimentation and innovation in the cloud at SulAmérica Seguros

» Experiment More, Fail Less

* Organizing Your AWS Environment Using Multiple Accounts - Sandbox OU

Using AWS AppConfig Feature Flags

e

t2d HIC[2:

AWS On Air ft. Amazon CloudWatch Evidently | AWS Events
AWS On Air San Fran Summit 2022 ft. AWS AppConfig Feature Flags integration with Jira

AWS re:Invent 2022 - A deployment is not a release: Control your launches w/feature flags

(BOA305-R)
Programmatically Create an AWS | with AWS Control Tower

Set Up a Multi-Account AWS Environment that Uses Best Practices for AWS Organizations

224 of Al

* AWS Innovation Sandbox

* End-to-end Personalization 101 for E-Commerce

rk

F2d AMH|A:

* Amazon CloudWatch Evidently
+ AWS AppConfig
* AWS Control Tower
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https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/
https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/training/
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https://aws.amazon.com/training/teams/aws-skills-guild/
https://repost.aws/
https://aws.amazon.com/repost-private/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
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AWS Whitepaper | Cloud Adoption Framework: People Perspective

* Investing in continuous learning to grow your organization's future
+ AWS Skills Guild

« AWS s 2 QI8

-+ Rl

* AWS re:Post

« AWS A|%5H7| E|4&A MIE
« AWS =21

« AWS ZEIRE AH ES

« AWS &EHA

+ The Official AWS Podcast.
* AWS Online Tech Talks

- AWS O|HE 3 JH|Lt

* AWS Well-Architected Labs

The Amazon Builders' Library

rk

b HIC|2:

* AWS re:Invent 2023 | Reskilling at the speed of cloud: Turning employees into entrepreneurs

* WS re:lnvent 2023 | Building a culture of curiosity through gamification
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https://aws.amazon.com/blogs/publicsector/investing-continuous-learning-grow-organizations-future/
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+ AWS 22} E Adoption Framework: People Perspective
* Prioritize your Employees' Skills to Drive Business Growth

» Becoming a Future-Ready Enterprise
* How Cloud-Mature Enterprises Succeed

+ OPS03-BP06

« OPS09-BP03 2 X|E
« OPS10-BP01 O|HIE,

« OPS10-BP07 O|HIE C{
OPS03-BP07 0]

Sl FAFS

il


https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_learn.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_auto_event_response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/executive-insights/content/prioritize-your-employees-skills-to-drive-business-growth/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://aws.amazon.com/blogs/mt/how-cloud-mature-enterprises-succeed/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws-observability.github.io/observability-best-practices/guides/operational/business/monitoring-for-business-outcomes/
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https://docs.aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/xray/features/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dependency_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://aws.amazon.com/about-aws/whats-new/management-and-governance/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23amazon-cloudwatch
https://aws.amazon.com/about-aws/whats-new/developer-tools/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23aws-x-ray
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« AWS Solutions Library: Application Monitoring with Amazon CloudWatch

« AWS re:lnvent 2022 - Observability best practices at Amazon
« AWS re:lnvent 2022 - Developing an observability strategy

« One Observability 3 &
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https://youtu.be/zZPzXEBW4P8
https://youtu.be/Ub3ATriFapQ
https://catalog.workshops.aws/observability
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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» Optimize applications through end user insights with Amazon CloudWatch RUM

+ AWS on Air ft. Real-User Monitoring for Amazon CloudWatch
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» One Observability ¥3 &

* Git Repository for Amazon CloudWatch RUM Web Client

* Using Amazon CloudWatch Synthetics to measure page load time
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=NMaeujY9A9Y
https://www.youtube.com/watch?v=r6wFtozsiVE
https://catalog.workshops.aws/observability/en-US/intro
https://github.com/aws-observability/aws-rum-web
https://github.com/aws-samples/amazon-cloudwatch-synthetics-page-performance
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Network-Monitoring-Sections.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/what-is-network-monitor.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://aws.amazon.com/xray/
https://aws.amazon.com/devops-guru/
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 Visibility into how internet issues impact app performance

* Introduction to Amazon DevOps Guru

* Manage resource lifecycle events at scale with AWS Health

2 of| Al:

* AWS Health Aware

» Using Tag-Based Filtering to Manage AWS Health Monitoring and Alerting at Scale
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_application_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=Kuc_SG_aBgQ
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://github.com/aws-samples/aws-health-aware/
https://aws.amazon.com/blogs/mt/using-tag-based-filtering-to-manage-health-monitoring-and-alerting-at-scale/
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https://aws.amazon.com/xray/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://www.youtube.com/watch?v=qBDBnPkZ-KI
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https://aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
https://aws.amazon.com/devops/source-control/
https://aws.amazon.com/devops/source-control/git/
https://aws.amazon.com/cloudformation/
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https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
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Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

« Shift-Left Workload, leveraging Al for Test Creation

+ Amazon Q Developer Center

10 ways to build applications faster with Amazon CodeWhisperer

Looking beyond code coverage with Amazon CodeWhisperer

Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Automated AWS CloudFormation Testing Pipeline with TaskCat and CodePipeline

Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST, and DAST
tools

I.

re

I.

rk!

Getting started with testing serverless applications

My CI/CD pipeline is my release captain

AWSOIM XI&5 S8 U XIS4T T 58 WA

1 H|C|2:

Implement an APl with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-t0)

Mastering the art of Amazon CodeWhisperer - YouTube playlist

AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS
AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development
Testing Your Infrastructure as Code with AWS CDK

2 2| AA:

+ AWS Deployment Pipeline Reference Architecture - Application

+ AWS Kubernetes DevSecOps Pipeline

I.

rkt

Run unit tests for a Node.js application from GitHub by using AWS CodeBuild

Use Serverspec for test-driven development of infrastructure code
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OP

S05-BP02 #9473 ALE E|AE A &0l

88


https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
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« Amazon Q Developer

* Amazon CodeGuru Reviewer
+ AWS CodeBuild
 AWS CodePipeline
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https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
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AWS Control Tower

+ AWS Landing Zone Accelerator
+ AWS Config

* What is AWS Config?

+ AWS AppConfig

* What is AWS CloudFormation?
« AWS JHExt EF

» AWS CodeBuild

* AWS CodePipeline

AWS CodeDeploy

i

b2 HIC|2:

+ AWS re:Invent 2022 - Proactive governance and compliance for AWS workloads

* AWS re:Invent 2020: Achieve compliance as code using AWS Config

* Manage and Deploy Application Configurations with AWS AppConfig
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
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» What is Amazon EC2 Image Builder

» Create an image pipeline using the Amazon EC2 Image Builder

» Create a container image pipeline

* AWS Systems Manager Patch Manager

. Amazon EC2 Image BuilderE A+&3t04 I} O|Z 22 ME HEE X|
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
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CI/CD for Serverless Applications on AWS

» Design with Ops in Mind
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools
https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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* Automate AWS Backups with AWS Service Catalog

AWS Service Catalog Account Factory-Enhanced

How Expedia Group built Database as a Service (DBaaS) offering using AWS Service Catalog

Maintain visibility over the use of cloud architecture patterns

Simplify sharing your AWS Service Catalog portfolios in an AWS Organizations setup

rk

b HIC[2:

+ AWS Service Catalog — Getting Started

* AWS re:Invent 2020: Manage your AWS Service Catalog portfolios like an expert

224 of A

* AWS Service Catalog Reference Architecture

» AWS Service Catalog 3 &
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+ AWS Service Catalog
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https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
https://github.com/aws-samples/aws-service-catalog-reference-architectures
https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
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» Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

» The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

+ Shift-Left Workload, leveraging Al for Test Creation

* Amazon Q Developer Center

» 10 ways to build applications faster with Amazon CodeWhisperer

* Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Agile Software Guide

* My CI/CD pipeline is my release captain

* Automate code reviews with Amazon CodeGuru Reviewer

« EHIAE 7|gF 7HY M2 LA A=

* How DevFactory builds better applications with Amazon CodeGuru

* On Pair Programming

* RENGA Inc. automates code reviews with Amazon CodeGuru
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://martinfowler.com/agile.html
https://aws.amazon.com/builders-library/cicd-pipeline/
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
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* The Art of Agile Development: Test-Driven Development

* Why code reviews matter (and actually save time!)
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t2d HIC| 2

Implement an API with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to0)

Mastering the art of Amazon CodeWhisperer - YouTube playlist

AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

re

b4 MH|A:

* Amazon Q Developer

* Amazon CodeGuru Reviewer

* Amazon CodeGuru Profiler
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http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/controltower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
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* |Instance Scheduler on AWS

 AWS CloudFormation
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» Organizing Your AWS Environment Using Multiple Accounts - Multiple organizations - Test

changes to your overall AWS environment

 AWS Control Tower Guide
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/multiple-organizations.html#test-changes-to-your-overall-aws-environment
https://catalog.workshops.aws/control-tower
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» Implementing Microservices on AWS

» Microservices - Observability
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/observability.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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* AWS re:lnvent 2022 - AWS Well-Architected best practices for DevOps on AWS
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
https://aws.amazon.com/builders-library/amazon-approach-to-high-availability-deployment/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/application-specification-files.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/#Test_deployments_in_pre-production_environments
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/testing-stages-in-continuous-integration-and-continuous-delivery.html
https://www.allthingsdistributed.com/2014/11/apollo-amazon-deployment-engine.html
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-code/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-network-connectivity-testing-with-infrastructure-deployment/
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 re:Invent 2020 | Testing software and systems at Amazon
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» Tutorial | Deploy and Amazon ECS service with a validation test
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https://www.youtube.com/watch?v=o1sc3cK9bMU
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorial-ecs-deployment-with-hooks.html
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
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* AWS Builders Library | My CI/CD pipeline is my release captain | Safe, automatic production

releases
« AWS M | AWSOAL| X|&X ST 3 XS5 TIE Aba| | HiZE B
« AWS CodeDeploy A2 AHM
+ Working with deployment configurations in AWS CodeDeploy
+ API Gateway Canary 2 Z|A HiZ MH

* Amazon ECS Deployment Types

* Fully Managed Blue/Green Deployments in Amazon Aurora and Amazon RDS

Blue/Green deployments with AWS Elastic Beanstalk

rk

b2 HIC|2:

* re:Ilnvent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

* re:lnvent 2019 | Amazon's Approach to high-availability deployment

ZhE of A:

* Try a Sample Blue/Green Deployment in AWS CodeDeploy

« 2|3 & | Building CI/CD pipelines for Lambda canary deployments using AWS CDK
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https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/?did=ba_card&trk=ba_card#Production_deployments
https://aws.amazon.com//builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://aws.amazon.com//builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://docs.aws.amazon.com/
https://aws.amazon.com/blogs/aws/new-fully-managed-blue-green-deployments-in-amazon-aurora-and-amazon-rds/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create-blue-green.html
https://catalog.workshops.aws/cdk-cicd-for-lambda-canary-deployment/en-US
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${3 & | Building your first DevOps Blue/Green pipeline with Amazon ECS

« 2|3 & | Building your first DevOps Blue/Green pipeline with Amazon EKS
- 2|3 & | EKS GitOps with ArgoCD
« /3% | CI/ICD on AWS Workshop

» Implementing cross-account CI/CD with AWS SAM for container-based Lambda functions
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https://catalog.us-east-1.prod.workshops.aws/workshops/4b59b9fb-48b6-461c-9377-907b2e33c9df/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/4eab6682-09b2-43e5-93d4-1f58fd6cff6e/en-US
https://catalog.workshops.aws/eksgitops-argocd-githubactions
https://catalog.workshops.aws/cicdonaws/en-US
https://aws.amazon.com/blogs/compute/implementing-cross-account-cicd-with-aws-sam-for-container-based-lambda/
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» Redeploy and rollback a deployment with AWS CodeDeploy

» 8 best practices when automating your deployments with AWS CloudFormation
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» Serverless Ul testing using Selenium, AWS Lambda, AWS Fargate, and AWS Developer Tools
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html
https://aws.amazon.com/blogs/infrastructure-and-automation/best-practices-automating-deployments-with-aws-cloudformation/
https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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https://aws.amazon.com/training/
https://aws.amazon.com/events/
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://aws.amazon.com/events/
https://aws.amazon.com/training/
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/appendix-b-example-orr-questions.html
https://console.aws.amazon.com/wellarchiected/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html

P eAMOA AWS Well-Architected Z2| 9|3

Ho

.0"
.

ORRAMIAZAEE Astn BM LIS 7|SELICH &tet 2|71 HEE 32 A 2ot M-
g o A&LICH 23 ZX(7F B 5 BHA Atof ClsiMe =2l 20 O|§ F7tet AR ™

of £&erL|Ct.
6. A|ZH0| X|Lt= S0 ORR M AZIAEN B Atd| L @7 AMEHE Al F7HEFLICE

-

Enterprise SupportE O|238t= X[ T2 7|& A HEKtolAH 2 &H| MAE| HAE 2388 2F
g = UA&LICH 0| {2 &2 XA ORR MAEZAEE JHL5tD| e CHEFE JHE 2hd ML

THAR NY & 5. XM ORR AEIE T AsE{EH ZYTIo| = it ofaE ARt 2| ¢
O| EerLIch =% TAl|e| oj7dg ot MIAE|AEE 75 A UO|o|EsHof &fLICH.
2lAA

OPS01-BP03 7HH'cIA @7 ALE HIt - HHidA @7 AF82 ORR AT 22 E0] 0f e gL
Ct.

« OPS01-BP04 8 & 27 A8 It - 18 £ 27T MEO|ORRAMIZIAEN ZHE= B2
L &Lt O Qofe Heo| 22 HA YL

- OPS03-BP07 Efofl 4% 2
+ OPS06-BP01 #40| MH5tx| Rt B0 Ciet A& & - EHo|Lt EXZE HE2 I22EE
0

AlEtst7| ol +~Zlalof B LICH.

« SEC01-BPO3 Mo 53 utef 2 AHE - HOM Mo SEE=E - ORRRT MY E s O =2

ol Euct.

« REL13-BP01 7= &EF AlZF 2 H|O|E| 24 Ale] 57 =& Ho| - Aal 57 #H=2 "tE &8t ORR
ST A lLCt

+ COST02-BP01 =% @7 Atghof h2f &3 74 - H|E 22| M2 ORR M A ZAE Z&SHE
Zio| E&LICH

Fed

—

ke

M:

MO

 AWS Control Tower - Guardrails in AWS Control Tower
« AWS Well-Architected Tool - Custom Lenses

* Operational Readiness Review Template by Adrian Hornsby
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https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79
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» AWS Supports You | Building an Effective Operational Readiness Review (ORR)

Zhed of A:

« Sample Operational Readiness Review (ORR) Lens

e

Fed MH[A:

AWS Config
AWS Control Tower

» AWS Security Hub CSPM
 AWS Well-Architected Tool
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://www.youtube.com/watch?v=Keo6zWMQqS8
https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html

@AM oA AWS Well-Architected Z &3

E[D X3 YO|o|EELICH o|§ S0f, TS 2 Sl &2 oilE&E
B F7] oHIE Soi 528 Aol Cigt AWS Health O|[HEE =2 L—|E'|E<':'3|'

o =M WAL £

=)
1, MYstn, ofol CHEE

- T2 MOl ZHEHAE 2t2 37| I5H 7ol o|E &L Ct
- MIAZLAE QIO HE MEE S22 tiZFfLIC

- S ZZMAE BIH oft] Ho| =~ X|E ALE st B AR AntTt CHELICH

- HS0| AAH HE MY LRSS} ST/ EX| AT S SLICH

ol =& Atz 2f&lof o|™

- & Mol 2F YHEO| HAFLIC

- Aol YEE YAoR R ELIC

- ME22 BHO0| 2] S el AlEE = &Lt

- HEZ KtSEsl] Arde EY = UsLC

ol 2 At2{|7} HEIEX| 8fE2 32 &= ?I™H & ST

3 |3

HE2 X0l I o ek ofe] 7HX| HElY = U&LICH Z[AFH BAE HAE EAME FEE|0{0F
LI HsteE Jt7t BEfotAH BAIZ[0{ {oqok ELICH Rt &+ Wt A 7= FAetH 7|5

al
= =
ok LICH @F M2l W 2 L Al oflaZBolMofl cHE REMIE XIE S MBS ELICH HS ARK

=
Yot HS S S 2IRl0] 71|A|°*L—IEP HES -E— i3tetE CHE ER0| A2 == 5tof &2
d =

BHAE HE2 Z 20| d=s#hol et XH&S3k=|0{oF & LICE AWS Systems Manager Automationzt
22 MH|IAE AFE5t0] YR EIAEE I ZECof CHal AdE = Ue AISEE HEre = JUsLU

Ct. olz{et At S3HE OIHIE M| CHSSt0 ™S HIZE |XIE Bt 2Y BEHE &Y
AWS Systems Manager Automation2 Xt S3t TS S ECt &H e = Ue ERIE AZE C|At
OI_| 7=|o‘|E X-".n.oH__lEI-

D78 AbE|
AnyCompany Retail2 2 ZEQ|0{E€ HiZ5t= S O|O|EH|0|A AF|0F LHIO|EE &Kok & LICt
22t 2Y9 &2 Clo|EHH 0|4 2| Blnt &2{5tod O|2{Et HE AIEE S22 HiESH7| 98 &

OPS07-BP03 HE 2 Algst Mal +3 125


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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# Runbook Title

## Runbook Info

| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |

| === - | === - | === - | === - | === - | === - | === - |

| RUNGQL1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps
1. Step one
2. Step two
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» Achieving Operational Excellence using automated playbook and runbook
» AWS Systems Manager: 15 =%

» Migration playbook for AWS large migrations - Task 4: Improving your migration runbooks

+ Use AWS Systems Manager Automation runbooks to resolve operational tasks

224 H|C|2:

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response

* How to automate IT Operations on AWS | Amazon Web Services

* Integrate Scripts into AWS Systems Manager

224 of Al

Well-Architected Labs: Automating operations with Playbooks and Runbooks

+ AWS E21 | A|Z: Build a Cloud Automation Practice for Operational Excellence: Best Practices
from AWS Managed Services

« AWS Systems Manager: At &} A|9d
A
= A

« AWS Systems Manager: |4 A FE E8 S5

* Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake

* Gitlab - Runbooks

* Rubix - A Python library for building runbooks in Jupyter Notebooks
+ BA WCE A8to] ALSXE XIT BE My
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |

| RUN@GQL1 | What is this playbook for? What incident is it used for? | Tools |
Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps
1. Step one
2. Step two
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» Achieving Operational Excellence using automated playbook and runbook

« AWS Systems Manager: &5 =%

+ Use AWS Systems Manager Automation runbooks to resolve operational tasks

r

ted HIC|2:

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)

+ AWS Systems Manager Incident Manager - AWS Virtual Workshops

* Integrate Scripts into AWS Systems Manager

ZHe of A:

AWS Customer Playbook Framework

+ AWS Systems Manager: X} S &} A|¢d

* Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake

* Rubix — A Python library for building runbooks in Jupyter Notebooks

EM LUHE MEsHod AZR X HSE 4

r

P24 AMH|A:

+ AWS Systems Manager Automation

+ AWS Systems Manager Incident Manager
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
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https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://www.youtube.com/watch?v=2s2xcwm8QrM
https://www.youtube.com/watch?v=ErWRBLFkjGI
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://catalog.workshops.aws/observability/en-US/intro
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https://www.docs.aws.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html#xray-console-servicemap-view
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_service_map.html
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» Exploring Trace Data with X-Ray Analytics
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_tracing.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://catalog.workshops.aws/observability/en-US/intro
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https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://health.aws.amazon.com/health/status
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» Create Cross Account & Cross Region CloudWatch Dashboards

« AWS re:Invent 2021 - Gain enterprise visibility with AWS £ 2} E operation dashboards)
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» One Observability 3 &

» Application Monitoring with Amazon CloudWatch

+ AWS Health Events Intelligence Dashboards and Insights

* Visualize AWS Health events using Amazon Managed Grafana
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
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https://dora.dev/guides/dora-metrics-four-keys/

@AM oA AWS Well-Architected Z &3

- EM7LEE f22EE /K| #EE flof Eo 2Y 'Hol MEEURELICH CHE H3z2Ee HE
SM = o 8 MBSl X| ek&LICH MEkM B2 EXME siidst e
AlZtE oliErLIch aeiLt O|§ EAMEtsteE RIZE7E 7] ME o 2 Y

ol 2 A2l 22lo| OfF: T2 E DLIEYS S3H OHEIMHOIM U MulAo| HE4E 2olstof DL
=18 22 0l 2R K01 HAZE LHITE AOIIM Uil BRI B 27 A s
ol The! QINOISE RIS + SlEUI, B HEIE B + Rl AIEE BEo| oleiE Hlol 28
M2 58D HIELIA SEO Do WIIELICH XIEE S8 XIH 2HE ZX AL Mula 4
Z SEO|M HoiLts BAb7L WAkt AIMS Therer 4 gLt

T3 xIE

HIZUA Bl & olsizt ARt et dEE HH MH|A0| MEtHel =5 & A LC Chest 2 YR
AP} ROIQIX| 22| T ofi Bxofl KE & YEX| AHELICH O|F ALS3tod 0243 2% SEE
g £ e A HI XE(KP)E HAQAAEUSIMR. of7[0llE D2 BET, J|5 TARE H
Zh RIS AlZh, B2 =X sld Al HIE 28480| 23 E = l&LICt

KPIE HIB 2= 0|28t SEE 718 & 8rPE = = XEF IO[E £A8 MESFMNR I BHET
= S Oi7| £= SE Alzh B EE He M7|El 2X 80 22 ogEt x|2e =8 d + /UG

Ch. HHEZ AlZH2 BIAE S 20 28 Azt FI16H0F 5he HHZ  £E AHE o &Y = UsU
Ch CHEEr R 22Xl A2 F AMZHEE i 22X )2 EoiF = SHE Sal SE S0l EHR

e Quick - KPI Al
« Amazon CloudWatch X|E Al
« CHAIEE &

« How to track your cost optimization KPIs with KPI Dashboard

AWS DevOps Guidance

ZhE of A:

FH
¥
Py
3
i)
0

OPS09-BP01 X EE =38 o2& = _


https://docs.aws.amazon.com/quicksight/latest/user/kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/devops-guidance.html
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» Monitor the performance of your software delivery using native AWS monitoring and observability

tools

» Balance deployment speed and stability with DORA metrics

» Example MLOps operational metrics in the financial services industry

» How to track your cost optimization KPIs with the KPI Dashboard
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https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/3b7f3d77-c6ef-44b2-aa29-d2719b8be897/en-US
https://aws.amazon.com/blogs/devops/balance-deployment-speed-and-stability-with-dora-metrics/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-unlock-value-data-financial-services/operational-metrics.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_measure_ops_goals_kpis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
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Zhed of A:

» Data Operations

» How to track your cost optimization KPIs with KPI Dashboard

» The Importance of Key Performance Indicators (KPIs) for Large-Scale Cloud Migrations
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https://aws.amazon.com/solutions/app-development/data-operations
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
https://aws.amazon.com/blogs/mt/the-importance-of-key-performance-indicators-kpis-for-large-scale-cloud-migrations/
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/config/
https://aws.amazon.com/systems-manager/features/#OpsCenter
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
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https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/aws-countdown/
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* AWS Security Incident Response Guide

AWS Incident Detection and Response

AWS Cloud Adoption Framework: Operations Perspective - Incident and problem management

Incident Management in the Age of DevOps and SRE

PagerDuty - What is Incident Management?

rk
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* Top incident response tips from AWS

* AWS re:Invent 2022 - The Amazon Builders' Library: 25 yrs of Amazon operational excellence

* AWS re:Invent 2022 - AWS Incident Detection and Response (SUP201)

 Introducing Incident Manager from AWS Systems Manager

e of A

AWS Proactive Services — Incident Management /3 &

* How to Automate Incident Response with PagerDuty and AWS Systems Manager Incident
Manager

* Engage Incident Responders with the On-Call Schedules in AWS Systems Manager Incident
Manager

» Improve the Visibility and Collaboration during Incident Handling in AWS Systems Manager
Incident Manager

+ Incident reports and service requests in AMS
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
https://www.pagerduty.com/resources/learn/what-is-incident-management/
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=DSRhgBd_gtw
https://www.youtube.com/watch?v=IbSgM4IP9IE
https://www.youtube.com/watch?v=I6lScgh4qds
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/managedservices/latest/userguide/support-experience.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://aws.amazon.com/systems-manager/features/incident-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/chat.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/runbooks.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

P eAMOA AWS Well-Architected Z 2|43

Ho

» Setting up AWS Systems Manager Incident Manager

» Preparing for incidents in Incident Manager
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» Top incident response tips from AWS

* re:lnvent 2,023 | Manage resource lifecycle events at scale with AWS Health

ZhE of A:

+ AWS £/3 & - AWS Systems Manager Incident Manager - Automate incident response to security
events
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https://docs.aws.amazon.com/incident-manager/latest/userguide/setting-up.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-response.html
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://catalog.workshops.aws/automate-incident-response/en-US/settingupim/onboarding
https://catalog.workshops.aws/automate-incident-response/en-US/settingupim/onboarding
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https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
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 Atlassian - Understanding incident severity levels

» IT Process Map - Checklist Incident Priority
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https://www.atlassian.com/incident-management/kpis/severity-levels
https://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com//incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com//incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-on-call-schedule-create.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
https://docs.aws.amazon.com//incident-manager/latest/userguide/tutorials-runbooks.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
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AWS Systems Manager Incident Manager Escalation Plans

» Working with on-call schedules in Incident Manager

R ek =]

+ Temporary elevated access management with AWS IAM |dentity Center

+ Atlassian - Escalation policies for effective incident management
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https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-manager-on-call-schedule.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/security/temporary-elevated-access-management-with-iam-identity-center/
https://www.atlassian.com/incident-management/on-call/escalation-policies
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» Atlassian - Incident communication best practices

 Atlassian - How to write a good status update

» PagerDuty - A Guide to Incident Communications
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https://www.atlassian.com/incident-management/incident-communication
https://www.atlassian.com/blog/statuspage/how-to-write-a-good-status-update
https://www.pagerduty.com/resources/learn/a-guide-to-incident-communications/
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« Atlassian - Create your own incident communication plan: Incident templates
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* AWS Health Dashboard
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https://www.youtube.com/watch?v=ZROVn6-K2qU
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://health.aws.amazon.com/health/home
https://health.aws.amazon.com/health/home
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US/aws-native/dashboards
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/autoscaling/
https://codecatalyst.aws/explore
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* Using Systems Manager Automation runbooks with Incident Manager

» Creating incidents in Incident Manager

* AWS Service Quotas

* Monitor resource usage and send notifications when approaching quotas
* AWS Auto Scaling

* What is Amazon CodeCatalyst?

« Amazon CloudWatch Z2 AtS

+ Amazon CloudWatch Z2 &4 AL

» Remediating Noncompliant Resources with AWS Config 1%l

» Creating metrics from log events using filters

AWS Systems Manager State Manager

e

ted HIC|2:

» Create Automation Runbooks with AWS Systems Manager

* How to automate IT Operations on AWS
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://www.youtube.com/watch?v=fQ_KahCPBeU
https://www.youtube.com/watch?v=GuWj_mlyTug
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* AWS Security Hub CSPM automation rules

+ Start your software project fast with Amazon CodeCatalyst blueprints

ZHe of A:

* Amazon CodeCatalyst Tutorial: Creating a project with the Modern three-tier web application

blueprint
» One Observability 3 &

» Respond to incidents using Incident Manager

OPS10-BP07 O[HIE CHE XI55} 180


https://www.youtube.com/watch?v=XaMfO_MERH8
https://www.youtube.com/watch?v=rp7roaoPzFE
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US
https://catalog.workshops.aws/getting-started-with-com/en-US/operations-management/incident-manager
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https://aws.amazon.com/blogs/mt/customize-well-architected-reviews-using-custom-lenses-and-the-aws-well-architected-tool/
https://aws.amazon.com/blogs/architecture/implementing-the-aws-well-architected-custom-lens-lifecycle-in-your-organization/
https://youtu.be/UXtZCoE9qfQ?si=OPATCOY2YAwiF2TS
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/analysis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/iteration.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-working-with-OpsItems.html
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» 7 Pitfalls to Avoid When Building a CCOE

» Atlassian Team Playbook - Retrospectives

* Email Definitions: Feedback Loops

» Establishing Feedback Loops Based on the AWS Well-Architected Framework Review

» IBM Garage Methodology - Hold a retrospective
* Investopedia — The PDCS Cycle

* Maximizing Developer Effectiveness by Tim Cochran

* Operations Readiness Reviews (ORR) Whitepaper - Iteration
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https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://www.atlassian.com/team-playbook/plays/retrospective
https://aws.amazon.com/blogs/messaging-and-targeting/email-definitions-feedback-loops/
https://aws.amazon.com/blogs/architecture/establishing-feedback-loops-based-on-the-aws-well-architected-framework-review/
https://www.ibm.com/garage/method/practices/learn/practice_retrospective_analysis/
https://www.investopedia.com/terms/p/pdca-cycle.asp
https://martinfowler.com/articles/developer-effectiveness.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/iteration.html
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https://wiki.en.it-processmaps.com/index.php/ITIL_CSI_-_Continual_Service_Improvement
https://www.mckinsey.com/capabilities/operations/our-insights/when-toyota-met-e-commerce-lean-at-amazon
https://www.youtube.com/watch?v=zz_VImJRZ3U
https://github.com/riggraz/astuto
https://aws.amazon.com/solutions/implementations/qnabot-on-aws/
https://github.com/getfider/fider
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
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https://www.atlassian.com/itsm/knowledge-management
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https://aws.amazon.com/new/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://www.wellarchitectedlabs.com/cloud-intelligence-dashboards/
https://aws.amazon.com/compliance/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-operational-health.html
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https://aws.amazon.com/athena/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/quicksight/
https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/compliance-latest-news/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/glue/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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https://aws.amazon.com/executive-insights/content/the-imperatives-of-customer-centric-innovation/
https://aws.amazon.com/blogs/enterprise-strategy/digital-transformation-hype-or-a-strategic-necessity/
https://youtu.be/jaehZYBNG0Y?si=UNEaLZsXDrxcBgYo
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_neg_team_agreements.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
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