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Site-to-Site VPN 7|
AWS Site-to-Site VPNZ0|M X[ El= 7|S2 Ct3 Z&LCh

» IKEv2(Internet Key Exchange version 2)

« NAT &3]
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AWS Site-to-Site VPN 212 Z 2[5t T2 HO|EQ 0| SME HEFAM L.

« 1~65535 H 22| 14 HO|EQ0|(CGW)2| B 2HIO|E ASN. RtA|8t HE = AWS Site-to-Site
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« AWS Command Line Interface(AWS CLI) - Amazon VPCE Z &t Z#|StAWSAMH| A0 CHEH
HE MB350 Windows, macOS & Linux0 M X|#4E LICHAWS Site-to-Site VPNEHE2 2
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« Site-to-Site VPN BHES Z 8 6t0{ AL 758t EC2 BYH S/2 EC2 BHE X E FXsHMR.

H2IE E X = Site-to-Site VPN B { 2 EC2 WY M EE FESHK| et&LCt
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
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https://aws.amazon.com/vpn/pricing/#AWS_Site-to-Site_VPN_and_Accelerated_Site-to-Site_VPN_Connection_Pricing
https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/global-accelerator/pricing/
https://aws.amazon.com/global-accelerator/pricing/
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ZAAR.
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VPN @1Z2& EoiEL|CH
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)

~
1 4 Y
Instance |i| .(/_FB
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ole! HO|EQ0|E & Ql6t24%d Amazon VPC 2£ 2] 714 m2told! Ho|E Qo] HO|K|ofA] ME HE
£ H 7L} describe-vpn-gateways AWS CLI &2 AL ELCt

® Note
74 Z2Lo|E! 70| E Q0| Site-to-Site VPN 91301 IPv6E K|35t K| et &LICH IPv6e X|240]
ZIodt 42 VPN 94Z20{ M4 HO|EQ 0| EE= Cloud WANS A2 &HLC}.

Transit Gateway

& HOIEQO|= VPCe 2ZH0|A HERKIE 43 sl O AIEE &= e ™S e CH
XEMIEH LI 2 Amazon VPC M& HOIEROIE EFHAAIL. TS HO|IES 0|2 @1 ZE Site-to-Site

VPN 214 dd& + A&Lich

CtS Ctoloa 2 M& HOIES0|E M85t 2Z80[& HERXALE od] VPC 22| VPN 1ZEE
Ho{ELICH & Ho|EH ool vPC 44 3712t VPN 244 1717t /d&LictH

Region

On-premises network

i I
—f—
VPM connection M)
Custpmer
gateway

HO|E®| 0|2 Site-to-Site VPN 142 VPN E'd LY(LHE IP F4)0M IPv4 EE= IPve EEfEE
U&LICEH £t & HOIEQOl= 2/F B IP 404 CH5l IPve L8 K[RELICH RHA
AWS Site-to-Site VPNOIM 2| IPv4 & IPve ECHE B2 BT SHAAIL.

A
=

A2

ok

2tol8! HOo|EQoloM F& HO|ESO|Z Site-to-Site VPN 21222 CHAN HO|E Q) O]
L|C}. XEAM|EH 2 E = the section called “VPN @129 CHAF ZH|O|E Q0] %" & x5}

o> |k
> My

A |
T AR

Transit Gateway 6


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-gateways.html
https://docs.aws.amazon.com/vpc/latest/tgw/
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124 Ho|E/O] ClHO|A

T4 HO|E O] C|HFO|AE Site-to-Site VPN 4ZAE flall 2 Fof AX|El 22| C|HIO|A EE &
Z E9of OHZ2|H 0| MYLICE. Site-to-Site VPN B2 X st & CIHIO|AE T BLICH RhAMIEH
HE = AWS Site-to-Site VPN 112 H|0|E9J0| C[HtO|AE HESHMAIL.

_I_

7|2xo = 174 Ho|EQO| C|Hto|AE= EEEE 481 IKE(Internet Key Exchange) &4 Z 2k
AE A|E5t0q Site-to-Site VPN 122 2[8F E{d2 E Alsof &LICt O CHAIAWS 7t IKE B4 Z2
MAE AlEHSlof 8t 242 X|H ST E Site-to-Site VPN (A2 74 E £ QlaLICH XEASH LIS
AWS Site-to-Site VPN E{'d Al S BHHE HXSHAlA2.

QIR B IP A0 IPv6E AI25tE B2 12 HO|EQ| 0| CIHIO|AE IPv6 T4 X|™HE X|stD
IPv6 AEXQIEZ |Psec BH{AE MME £ Qlo{oF gLCt.

1724 HOo|E% O]

o2 7olES0lE 2204 HESZ 0 12 AHO0|E 0] ClHtolA
£ 2|42 Lk 12 A O|ES OIS M8 mf CldtolAof ChEt &
8e 2.

the section called “112 H{|O|ER 0| SM” Tt T4 A

On-premises network

LIEFLHE= AWS 0f| A A A45¢
MZ&L|ct AWS. REAM|SH LK

F Y Customer
—t gateway —
u device

Custpmer
gateway

Site-to-Site VPN 21Z40{|X{ Amazon VPCE AF235t2{H AF2 X EE= HERT #E2X7F HE HER3
oM 2 HO|ERO| CIHIO|A E= o E2|AHO|M L F+445HoF & LICEH Site-to-Site VPN 422 M
St AFS RO A 2t 74 HET MBS EH YEtHMo 2 HEQT #ElXt7t o] 82 s-ELICt
T HOIES Ol 7 At & T dof CHEt RFMIEF LI 2 AWS Site-to-Site VPN 174 H|0|E9 0| C|

HtO|A EFHE EZsHMAI2.

174 AH|o|E9|0| C|HFO|A 7
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IPve .2 H|O|E 0]

IPv6 2|5 E{'d IPQ} &7 AH2E 1174 70|EQ0|E MAE [l IPv4 F=A CH
Ch AWS 22| 2£ EE= AWS CLIE AF835104 IPve 12 7{{O|EQ0|E M

Ojo

AWS CLIE At&35t0q IPve L2 HO|ES0|E Hdsted™ Chs BB S AFSELICH

aws ec2 create-customer-gateway --Ipv6-address 2001:0db8:85a3:0000:0000:83a2e:0370:7334
--bgp-asn 65051 --type ipsec.l --region us-west-1

IPvé FAE 12 7H[O|ES O] ClHIO|A Q| QIE{ Bt E0| 7k Bt R & B IPv6 4040k B LICEH

IPv6 VPN ¢1Z

Site-to-Site VPN VPN @142 C}& IPve & X[ ELICE

« IPv4 LHE THZ/0| QlE IPv4 QI8 Efd - 714 Z2tolE! HO|ES0l(VGW), Transit Gateway(TGW)
2! Cloud WANOIA X El= 7|2 IPv4 VPN 7|5 LICH.
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« CreateCustomerGateway(Amazon EC2 2| API)

+ create-customer-gateway(AWS CLI)

IPv6 2 H[O|E 9]0 4 of|A:

aws ec2 create-customer-gateway --ipv6-address
2001:0db8:8523:0000:0000:8a2e:0370:7334 --bgp-asn 65051 --type ipsec.l --region us-
west-1

* New-EC2CustomerGateway(AWS Tools for Windows PowerShell)
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« CreateVpnGateway(Amazon EC2 # 2| API)

+ create-vpn-gateway(AWS CLI)

* New-EC2VpnGateway(AWS Tools for Windows PowerShell)
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« AttachVpnGateway(Amazon EC2 # 2| API)

« attach-vpn-gateway(AWS CLI)

+ Add-EC2VpnGateway(AWS Tools for Windows PowerShell)
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« EnableVgwRoutePropagation(Amazon EC2 2| API)

* enable-vgw-route-propagation(AWS CLI)
« Enable-EC2VgwRoutePropagation(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/enable-vgw-route-propagation.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Enable-EC2VgwRoutePropagation.html
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« DisableVgwRoutePropagation(Amazon EC2 # 2| API)

» disable-vgw-route-propagation(AWS CLI)
» Disable-EC2VgwRoutePropagation(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DisableVgwRoutePropagation.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/disable-vgw-route-propagation.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Disable-EC2VgwRoutePropagation.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-routing-overview
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html#working-with-security-group-rules
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« CreateVpnConnection(Amazon EC2 #Z| API)

« create-vpn-connection(AWS CLI)

IPv6 2|2 E{E IP2} IPv6 LHE E{'E IPE AFE5t04 VPN Q1AE st oAl

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

IPv6 2|2 E{'d IP2t IPv4 LIS E{'D IPE AFE 35104 VPN A S A/d5t= oAl

aws ec2 create-vpn-connection --type ipsec.l --transit-gateway-id

tgw-12312312312312312 --customer-gateway-id cgw-001122334455aabbc --options
OutsideIPAddressType=IPv6,TunnelInsideIpVersion=ipv4,TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

* New-EC2VpnConnection(AWS Tools for Windows PowerShell)



https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpnConnection.html
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+ GetVpnConnectionDeviceTypes(Amazon EC2 API)

« GetVpnConnectionDeviceSampleConfiguration(Amazon EC2 # 2| API)
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» get-vpn-connection-device-types (AWS CLI)
» get-vpn-connection-device-sample-configuration (AWS CLI)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/get-vpn-connection-device-types.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/get-vpn-connection-device-sample-configuration.html
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Z X |Psec E{'d Futof 4% 7HEH UEHEQ1 93 0| miZIQILIC}. Site-to-Site VPN 1446
M4 BRIMTU) AH26H= 1406HI0|E Q| %|C MI2HHE 37| (MSS)E X|248HLC.
DEE2 6 27|17 oSSt E 2 olgdet x[CHatS 25K 28 = J&LICH =2

2 ALY 64
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Yxlsto] 2o 58 ULl A8dte FAHMRU gnelEE 7[gtez MTU A MSSE HH

0| E&LICH

I
rr i

ZZEE YRSt 2o 52 HH5EE MTUMSSE MHSHMIS.

jul
il

EE AF2535t0

-

st dm SHALdTE  NATFLAH  MTU MSS(IPv4) MSS(IPv6-in-
El& & g IPv4)
AES-GCM-16  sl{d A& @1 disabled 1446 1406 1386
AES-GCM-16  sl{d A& @ enabled 1438 1398 1378
AES-CBC SHA1/SHA2  disabled 1438 1398 1378

-256
AES-CBC SHA1/SHA2  enabled 1422 1382 1362

-256
AES-CBC SHA2-384 disabled 1422 1382 1362
AES-CBC SHA2-384 enabled 1422 1382 1362
AES-CBC SHA2-512 disabled 1422 1382 1362
AES-CBC SHA2-512 enabled 1406 1366 1346
@ Note

AES-GCM ¢ 2|&E2 ¥=5tet QI5E B F X822 MTUN Y& Olxl= 1R 25 &

12lE M= ZMo| gi&Lich

IKE . ID H|&tAd5t

U 117 AHO|ERO| CIHHOlAE Efd AT AITH sHLHO| 1B Hot HZ0| ERISHE S she ™
S X|BLICH O] A2 ALS5HE VPN Tlof Zholl 26H| ArEH7t YxIsHR| oS 4 LIk 12 7
olEgo0] ClutolA T} 0] MBI X|Hsts B HIZAssts 20| E&LICH

2 A 65
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AWS Site-to-Site VPN 112 7[O|E 0| C|HIO| A0 CHEF &St 7

=
ad

T HO|EO| ClHIO|AE A=XZQIEN| HAZESHE IPsec IR AEZQIEZ AISY 11 |
7k QJo{oF EFL|Ct. AWS Site-to-Site VPN AWS 2 1124 HO|E|| 0| C|HIO|A AtO|of &St 0]
? IPsec EI'dE HEstc{™ CHS EO| 20| HE|ofok FLICH AWSE Q| IP FAE T4 T
&Lt

RlH2 E(QUE{ A0l A)

221 73 It

AAP Tunnel1l 2|5 IP
CH& 1P 1724 Ho|E 0|
ZI2EE UDP

HE ZE 500

CHe =4 500

AAP Tunnel2 2|5 IP
CH& 1P 1724 Ho|E 0|
ZI2EE UDP

HE ZE 500

CHA ZE 500

U= 7313

AAP Tunnel1l 2|5 IP
CH& 1P 1724 Ho|E 0|
ZI2EE IP 50(ESP)
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Q21 74 14

o o
o M
e
Im

[[h]
il
41 K
2 m
O
N

Tunnel2 2|8 IP
12 Ho|E o]

IP 50(ESP)

124 7[O|E O]
Tunnel1l 2|8 IP
UDP
500

500

124 7[O|E O]
Tunnel2 2|8 IP
UDP
500

500

12 Ho|E o]
Tunnell 2|8 IP

IP 50(ESP)
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&2 73| 04

AA P 1724 0| ES O]
CHaN IP Tunnel2 2|8 IP
Z2EZ IP 50(ESP)

T2 1,12,01 2 028 At835101 IKE 2! E TEE & UELICH 72113, 14, 03 & 045 AL835t01 &
ZetEl HERIS ECiEE 28T IPsec Tl WEE + JU&LIC
® Note

C|HtO|AO| A NAT-T(NAT =2|)E AtE3st= 8
AWS Site-to-Site VPN HEZQIE =g

UE|= | HQISHAIA|L.

ZE 4500°2| UDP ECiEIE HEL3 %}
Ql=x| &olgtL|C}. C|HIO|A T} NAT-TE

AWS Site-to-Site VPN .24 7[O0|ESJ 0| C|HtO|A0f CHEF M &l S
MM Iy

VPN 24 g A3t Flol= Amazon VPC 2&0IM AWS-M3 MEZ 74
APIE MEE F7t SM0| Fo{ZILICE RIMIEH HE = 6B 78 Y O
XX glLE

(=] =
O|X|o M HHM et Bt SH el &3 HEEs ME 782l zip HUS CIREEY =& U&L

o ol 12 AHO|ESO| ClHO|A & Fdst= O At
2 HEI7F 2 E[o] Ql&LICH o[28h ClHo[AH 7/ T2 AWSTE|AEE
o

0o
ok
n 4>
30
rr
> <
v}
pd
%
Iy
e

r

5t 4 QLICH S5 12 A 0|ES0| CIHIOIA T 220i gig 7P Uk T4 IYUS CH2 2 = 5o
AlEtE = &LICH
/A Important

T8 I o AlY #0|H ol F Site-to-Site VPN 212 MH I 25| URISHX| i + U
&LICH CHE 29| AWS 2|TollM AES128, SHA1 X Diffie-Hellman & 2, AWS GovCloud E|
Tl M AES128, SHA2 X Diffie-Hellman & 142| Site-to-Site VPN 24201 CHE 2|4 @7

Mg E XIEELICH 8 Q15 E flol AT SR 7€ XIGELICH F7F 208 21 2|F, Diffie-

MA Ol =X I 2El 1A 0f 68
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Hellman 1&

CH.

® Note

Olz43t ClHIO|AEY 1A mpele AWS ol A Z|CHEt
AE= MEHELULCH 74
of d=fsliof &

CIS EoE IKEV2E XS E YO|O|EL|o{CIREEE
EE0| Lo} &
%? _|:|=| OI-OEI: J.Il

Cisco Meraki
Cisco Systems
Cisco Systems

Fortinet

Juniper Networks

Juniper Networks

Mikrotik

A Ol
_I_AAII=I

Palo Alto Networks

5 2 IPve EBHEIE 8

Tl

LICH

LICH 2| Al &=

5| F=7F otde FIHE o HlL|Ct. o]

of EX7H LAt BL

MK
£
i

UTM

Gaia

MX Al2|=

ASA 5500 Al2|=

CSRv AMI

Fortigate 40 O|4F A|2|=

J-Series 2t E
SRX 2t EH
RouterOS

PA A=

St4H ol A T4

MESELCh ol M Bl A
tRIHE EHe

=
Fas
T

A Ol
TAI\II_

30t gLl

Tg £

oA 7+ mtd S Z & s C|Hto|A&

T4 Ho|EQIo] C|HFO|A0) CHEF 74 w0l IKEv2 X[ T
D= o

oA 74 mo

AT E S0

AOS 3.2 0|4

AOS 2.1 0|4
R80.10 0|4t

15.12 0|4} (WebUI)
ASA 9.7 0|4 VTI
|0S 12.4 O| 4
FortiOS 6.4.4 O|4F (GUI)
JunOS 9.5 0|4t
JunOS 11.0 O|4
6.44.3

PANOS 7.0 O|&f
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3= A - LZEL|0]
SonicWall NSA, TZ 0S 6.5

Sophos Sophos &3t v19 O|&f
Strongswan Ubuntu 16.04 Stronswan 5.5.1 0|4
Yamaha RTX 2hE Rev.10.01.16 0|4

AWS Site-to-Site VPN 124 HO|E|O| C|HIO|A0] CHE CIRZEE 7S El
MM g8 74 oy

Site-to-Site VPN 212 43 2H24El Zfo| U= ME 74 LS Ct2Z=52{™ Amazon VPC 2&,
AWS B-EE = Amazon EC2 APIE AFSEFLICH RhAIEH L = He
HESHMAIR.

oo
ro
»
[l
X
.y
0x
_rT:l
ne
iul
10
Hu
I
n
o

Site-to-Site VPN 244 #40of s ste= 2t2 Z&6HX| e 1 2t RE S «I8t LEHAel o x| T4 Tt
L2 CIREEE £ U&LICH static-routing-examples.zip
Ol ;U2 LR T 40 XtE| EAIRL 22 MSELICH o|§ E01, CtE 2 AFSELICEH

« VPN HZ ID, 224 HO|E O] ID L 7t&F Z2}0|E! HOIERIO| ID Kl A| Zf

EYIP FA AWS HIE X QIE(AWS_ENDPOINT_1 2 AWS_ENDPOINT_2)2| Rt2| Z A|Xt
O|E®{o| ClHIO|A Q| RIELH! B} El 75 Q|F QIE{HO|A(your-cgw-ip-address)Ql IP
CHet

- 1A

F20f RtE| AR LI
- D2l S&E 7] 2kel Ri2] 2 AR (OI2] SR/E 7))
« IPFA LHF 2| E{'dod| CHEH oi| A &f

« MTU A% 9| of|A| ZtdLC}.

(® Note
ME 7Mool MSE MTU M2 oMl ¢ luct. A& &= 2/Xo| MTU gt B st
£ 4ol CHai A= AWS Site-to-Site VPN LZH HO|E Q|| O| C|HFO|A S| 2 Al MM &t
Z3tM
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samples/static-routing-examples.zip
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o2 2| ZAIRF 2E2 MBS ste [ 2oz CHE 22| AWS 2|0l A AES128, SHA1 &! Diffie-
Hellman 1& 2, AWS GovCloud 2|70l A AES128, SHA2 ! Diffie-Hellman L& 14 2| Site-to-Site
VPN @470 CHet =4 @F AFEE XI™ELICt =8t 2152 flall 0|2l SRE Z|E XIFELICH F71
Hot &7 2| &, Diffie-Hellman &, Z2t0|8! Q1M X IPve EEHEE EE5tE{M oA 4 WUS
=745t of °*L—|EP

Ct2 Clolo{a2 124 Ho|E9 o] ClHto|A0] -TLME Cieet 74 @401 CHet 7HR E NS ELICEH
07|0fl= B QIE{HO|A IP =404 CHEF oA gto| Z & ELC.
Internet-facing interface
IP address: Your CGW public IP
IKE _ _
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.205.153 Remote IP: 72.21.209.225 IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel
Internal-facing interface
IP: Your local network address

Customer gateway device

AWS Site-to-Site VPN 124 HO|EQ|0| C|H}O| A0 CHEF HAX Bl L& 74

OS2 AL A QB H 0| A (A& 7tSE E9)E AH85to L2 AH[O|ESO| ClHO|AE FddtE
K| od| M| A RF LI

pind

7t

Check Point

CH= 2 Gaia 29 A|A 2 Check Point SmartDashboardE At26t04 1124 71|0|E-?-4|0| ClHio|A
(R77.10 0|42 Al#E= Check Point Security Gateway C|HFO|A QI BAR)E T MH5HE BHAHIY

il
o
fu
n
N
olr
ro
0X
2
o
o
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1
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ne
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L|C}. Check Point Support Center2| Check Point Security Gateway IPsec VPN to Amazon Web
Services VPC Z2ME FExE = A&LICH

Eld QB 0|AE FstEdH

| BHAIE VPN B e MY
ole] Zzlo[8(LHR) IP FAE
Tunnel #1 CHHol XSE HEE ASEUCH F Hmf B2 Mdsttd™ #+4 Tt 9| IPSec
Tunnel #2 BRI MSE 22 A

1. Check Point Security Gateway C|HIO|A 9| Gaia ZEHE iLCt.

2. [Network Interfaces], [Add], [VPN tunnel]& ME{&FL|C}.

3. COHE &xtolM ChEn 2ol d-e Fdstn 7+ dE 2tzstH [OK]E MEFLICH

* [VPN Tunnel ID]oA| 27 2| 2t U=ILICHOA: 1).

« [Peer]oll B2l 1 0| =2d&FLICHOil: AWS_VPC_Tunnel_1 EEE
AWS_VPC_Tunnel_2).

« Numbered7} MEHE|0] QE=KX| & QI3 Local AddressOll 743 T 2| CGW Tunnel IPO]
XEEIP FAE YT LICH: 169.254. 44.234).

+ [Remote Address]oll 4 Z+2O| VGW Tunnel IPO| XIHE IP FAE Q24FLICHOI:
169.254.44,233).

o
MZsts 2L & v E4u° 3B 78 Bl IPsec
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https://support.checkpoint.com/results/sk/sk100726
https://support.checkpoint.com/results/sk/sk100726
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Type: *® VPN-Tunnel
Enabie [¥]
Comment

VPH Tunnel

Vi Tunnel D; 1

Fe
W
Peer AWS_VPC_Tunmel_1

VPH Tunnel Type

@ Numbered

Unnumibsred
Local Address 169 . 254 . 44 234

Remole Address: 169 254 44 213

4. SSHE €& &

AlSHSH0q clish2 2438},

oH-

ot HlO|ES{olof A LICE 7|20l ot BE M BstE B2

clish BH2
5. B 10l CHall Chs BES A>dgo/ct
set interface vpntl mtu 1436
E'd 20 CHall CFS @S AeLIct
set interface vpnt2 mtu 1436
6. T mUe|IPSec Tunnel #2 EFR0| XMSE HEZ O BHAHE BH55t0 F Hm| BH{ES
HEfLch
Rix4 7

S 28 75

ol EHAl0M= B QIE{m|o|A

g S E2iTe HAY 4 UTS 2 & o] 3
5 Z2E XIMELICH F Al Bl & SR Eidol X7t S

EAMZHYRIH G 7|8 HA 27 2t e
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=t
=

RIX| #QI5t7| 2I8 Check Point HIO|E S0 =

H%I-l_||:|._

£ & pingstod E{L0| 2t S
MEHE
M &

AWS Site-to-Site VPN
Ch E{o| CHE &

A5tslof &Llct
Gaia EZE0i A [IPv4 Static Routes], [Add]E
MEYIo| CIDRE X|HELICHOI: 10.28.13.0/24)
AE Q245 (0l 169.254. 44.233)

= A =
[Add Gateway], [IP Address]E ME{EHL|C}H
83504

ol VGW Tunnel IPOY| X|HE IP F
IPSec Tunnel #2 gt2 A

> w0 b

= Pe] | 0|
X|EgLct.
ol=

fl12
Hef LIk,
AN —

. [Ping]2 =4

6. A US| VGW Tunnel IP MlMoj
of CHaH 3EAH L 4EHAIE BtEELICH M =2 28 X|HELICt
10.28.13.0:24

Destinabion.
Neod Hop Type: Nermal
El Mormak Accept and forward packets
Reject: Drop packets, and send wireachable messages
Black Hole: Drop packets, but don send unreachable messages

(@]

Rianic o
Local Scope:
Comment

Add Gatey
Ping:
Add Gateway = | Ean Dbzt
189,254 44 233
2

169.254 44.5

| Save || Cance

5 B

AE{o| CHE T 2ol Cial {2 EHAIE grs &L
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M UHESRIZ A E HolstedH

Ol EXO1ATE 748 Z2fol AOISRlolof T 2|(91%) Ip F48 xIBatos 2 VPN Eflof che
HE93 ZixIE AAELICH LHSol of LIESIZ Z4AE VPN RLIEIE /8t 914 Alol=gol2
27b8fLICH VPN SHIQI0| XbE| EAIRF 982 sHe Bl I8 AAshok BLICt

1. Check Point SmartDashboard& 3L|C}.

2. [Groups]oilM ZHEIAE HIFE Y1 [Groups], [Simple Group]2 MEHEILICE Zf HEL T 24|
ofl SYet IES AEE = UsLICH

3. [Network Objects]0llA ZARIAE M|+ & Y1(0tRA 2LEZ HE Z2l) [New], [Interoperable
Device] & MEHEILICE

4. O|&ol E'dof X|Het o|F S =T LICHOd: AWS_VPC_Tunnel_1 E£&=
AWS_VPC_Tunnel_2).

5. [IPv4 Address]oll 74 mtof XS E 7He Z2tols! HO|ER0[e| |F IP FAE UIELIC
(0d: 54.84.169.196). ¥ E XMt CH3t & XHE E&LICH

Interoperable Device -AWS_VPC_Tunnel 1 [ .
m Inbereperalde Devics - Gerwsral Propesiies
Topakogy
&l IFSac VPN Machine
Hame AWS_VPL_Tunnel_1 Color: | Beack
Pyl Addewas: | 54 B4 165156 Rassha o Flarma L‘_‘{rm Address

Py Addesis

Comment

Pesducis

[ Corfigre Sarvan

6. SmartDashboardi| A HO|EQ)| 0| £ ¥ Fte|n 2| Foi|AM [Topology]E M= LICEH
7. QEHO|A FEE 7HX{LE{H [Get Topology] &

8. VPN THQI B0l £502 HolE Mestn 2B Aol AAIEH Bl Ehe 1
SsLict. sfolg MeferLich

ri

H%I-|_||_‘_|.-

]I

U
mo
A2k
o
x
rx

(® Note
T+ 8%t 7|& VPN EHQIE |X|E = J&LICt 3HX[BF £5| VPN EH|QI0| RIS 22
IME 42 M2 VPN 140 AR E|HL MZ25 = SAE 9 HE T 7 S

VPN ZH[Ql0| M MAE|X| o k= X| & RISt A AL,

CFeEC Jts8 g ated 74 iy 75
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9. T oAl IPSec Tunnel #2 HHH0| MSE 2= o HAE gHFstod & Hml HESLIZ
A E SH-geLct.

(® Note
SRAEIS AS5HE ZR EE2X|E BT QIETO|AE S2{AE QETOAZ §

ofgfLICt 1 E &

e
2
Ral
0
i
%
4
>
M
>
()
o
r
ful

VPN Z{FLIE|, IKE & IPsec M2 MAdstm 7AIstE{H

O| EtA A= Check Point H[O|ES|O|olM Zf E{'o| HIEST A= 28 J7Is8 Cl
E 718 VPN HRFLIEIE MMELICt IKE(Internet Key Exchange) %! IPsec ™ #4348 = Q)
&Lk

S
>

1. HO|ES)o| £MoiAf ZHE| 2] & Q| [IPSec VPN]S MEHEILICE
2. [Communities], [New], [Star Community]S MEiEL|C}.

3. FRUElo| OI&S xIH8t CtS(0dl: AWS_VPN_Star) ZHE| 2| ol A [Center Gateways]&
MERETLCH

4. [Add]E MEHSI T o HO|ERO| EE= EB{AEE HO|EHO| S50i FIHELCY.

5. ZFtElD 2| EoilA Satellite Gateways(?4d HO|E|0]), F7HE MEA5ID O|Fo]| MMEH 435
28 7ts# C|HO|A(AWS_VPC_Tunnel_1 & AWS_VPC_Tunnel_2)E %04 HO|ES0| =
ol F7HEct.

6. ZHElT 2| Z0lM [Encryption]2 MEHEILICE [Encryption Method] EH-#04| A [IKEv1 only] & 4
EHBILICE. [Encryption Suite] £H-#0i| A [Custom], [Custom Encryption]S AME4ELICEH

7. CHSt &xtolM CHEo Zol 258 488 75D FHE 2=t [OKIE MEELICH
« IKE 2o AA(1EHA|) 4
» [Perform key exchange encryption with]: AES-128
 [Perform data integrity with]: SHA-1
* IPsec 20t A4 (2EHAH)) &4
» [Perform IPsec data encryption with]: AES-128
 [Perform data integrity with]: SHA-1

CFeEC Jts8 g ated 74 iy 76
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8. ZHE|Z 2| F oM [Tunnel Management]& MEAEFLICE. [Set Permanent Tunnels], [On all
tunnels in the community]& ME{EFLICE [VPN Tunnel Sharing] E-#0i A [One VPN tunnel
per Gateway pair]& MEHEFLIC}H.

9. Zte|m2| Z0lM [Advanced Settings]E& & & 5t [Shared Secret]2 MEHELIC.
o

o
10. 33 Hm E{' 0| 1|0 O] & MBSt WElS MENS O, 7 oo XIHE A B8 7I1E
IPSec Tunnel #1 EHof 238t
11. 5 W E{' 22| 1|o{ O|§ & MEstT HES MENSH OIS, 7+ ol X|[HE A 28 7|18
o S

IPSec Tunnel #2 EHlof @IEdEL|Ct.

Star Commumnity Properties - AWS_VPN_Star |l-
é o Shusre] Sl
Center Gabeways
LA e w
Satelte Gatwwmys 2 Use orly Sharnd Siacest for ol il ey
Erecrpplion
m
!M HWH Each Extemal memiber wil harve te folowryg
3 *‘-‘-:""':*5 —sang seoret with al meral members 0 T comEUNy

VPH Fioutrg
MEF [Mullgés Erir
Excluced Services
| Srawed Secret
[
e Mode

gl
7310
|

E &
g5
B

Corced

Ojo

12. 04713| Advanced Settings 7}HEl| 2|01 A Advanced VPN Properties& MEH{5I 1 CHE 1 20|

o
442 T3 £ 7o 25T Folg ML
o IKE(1EHAI):

+ Use Diffie-Hellman group: Group 2

* [Renegotiate IKE security associations every] 480 [minutes]
* IPsec(2EtA):

« [Use Perfect Forward Secrecy] 1&4

+ Use Diffie-Hellman group: Group 2

* [Renegotiate IPsec security associations every] 3600 [seconds]
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O| HAHMME VPCe 24 HERA Ztol|l SAIS 5i8ste U3ty 7 U 4T U 722 AS
oto YA E FIELICE I3 OS2 Ho|EH oo A S Mx[gfLCt

FL|CH FHE| 2] &Hodl M

1I°I'

1. SmartDashboard0{| A H|O| E || 0[0d| CHE [Global Properties] & AEH
[VPN]S & %351 [Advanced]S ME{EFLIC.

2. [Enable VPN Directional Match in VPN Column]2 &6t 1 #H4Z3 LI & X ZH &Lt

3. SmartDashboard0i| A [Firewall]& MEHStT CFE 212 AFE5t01 HAE MM e LCt

« e Z2EZE Sofl VPC MEUIO| 2 HERZ S SMUE = UZS s{&FLIC
- U Z2EEE SHEZ UEX{IIVPC MEL D SAE = JES F{SELIC

4. VPN Qo] dof cHt ZHHAE HFE YT [Edit Cell|2 MEHEILICH

5. [VPN Match Conditions] CH3t 4 XFoi| A [Match traffic in this direction only]S ME{EFL|C} Z2HZ}
of CHH [Add]E MEHStof CHEat 22 WEF x| #3228 Mystn MYS FE5tH [OK]E M
EHSFLICE.

« internal_clear > VPN Z{TL|E[(O|T0i| ATt VPN & HRLIE], of:
AWS_VPN_Star)
* VPN HFLIE| > VPN HFLIE]|
« VPN HRLIE| > internal_clear
6. SmartDashboard0l A [Policy], [Install]& &g L|C}.

7. CHst & XtolA HO|EHOIE MEHSt T [OK]E MEisto] S ARIFFLICH

tunnel_keepalive_method &4 & #H335l24™

Check Point H|0|E9J|0|= DPD(Dead Peer Detection)E AI&35104 IKE 20| 75 SX|Zl= Alzt
2 AlE = et ¥F E'doll Cis DPDE F44524% AWS VPN HFLIE|0AM BT+ B2
M5Hok & LICHBEHA & Z).

7I2Mo 2 VPN HO|EH 0|2 tunnel_keepalive_| method & M2 tunnel_testZ AYHEL

Ct. ZI% dpdZ #Z@sH o &L|Ct EFAF VPN HO|EQ|O|E & 5t0o1 DPD 2LIE{Z20| 223 VPN
FRLIE|S] Zt VPN HIO|EQO]E= tunnel_keepalive_method 822 FAJ5H0F &HLICH S
gt Hlo|E<o|of CHal| CtHE RELIER HFHLIEES 8 &= eigLch

GuiDBedit =Tt E AF&35104 tunnel_keepalive_method £4& AUO|0|EE £ U&LICH
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1.

© N o o

10.
11.
12.
13.

14.

KEA

Check Point SmartDashboard& Q11 [Security Management Server], [Domain Management
Server]& MEHEFLICE

[File], [Database Revision Control...]|2 MEi5t T HZEE HH AHAFS MEFLIC
SmartDashboard, SmartView Tracker £ SmartView Monitor S 2 & SmartConsole & & ©&
LIC}.

GuiBDedit =& A|EELICH XHM[EF HE = Check Point Support Center2| Check Point
Database Tool 2ME & X 5HAIAIL.

[Security Management Server], [Domain Management Server]& ME{EFL|CH
2122 M EF &0l M [Table], [Network Objects], [network_objects]& MEHEL|C}.
% A E ol M 224 El [Security Gateway], [Cluster] ZH&|E MEHEFL|CH

CTRL+FE& FZ27HL} [Search] HF& Ar&3t0{ CF2 tunnel_keepalive_methodE&

o
>
=
9'I_I

ot2HZ EollM tunnel_keepalive_methodofl CHEH ZAHIAE HIFE Qo TE.. .S MEHE
LICt dpdE MEHSH CHS &olg MEfstL|C}

AWS VPN ZHRLIE|of| Z&El 2t HOo|Eolof CHaH 7~9CEHAHIE BtS & LICE.
[File], [Save All|2 MEHEILIC.
GuiDBedit =& E&LICH

Check Point SmartDashboard& Q11 [Security Management Server], [Domain Management
Server]& MEHEFLICE

224 El [Security Gateway], [Cluster] Z4&l|ofl A4S Mx|EFL|C}.

8t M2 = Check Point Support Center@| New VPN features in R77.10 EME HZSHAAIL.
TCP MSS 2™ Z 2 &g3}sto{™

TCP MSS 232 TCP WZ|X[Q| z2|ci M[OME 3 7|E S45t04 ! =Z2tstE Y X LICEH

1.

B

Ct= CIHE 2|2 O|S & LICt C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\

GuiDBEdit.exe I} E Al$#504 Check Point Database Tool& L|C}.

[Table], [Global Properties], [properties] =S MEiSfL|C}.

fw_clamp_tcp_mssOil CHEH [Edit]& MEHELICE 22 trueR Q51 [OK]E MEIELICE
AEHE = Ql5tE{
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HE7RES WHE T F0M CHS BHES AAsto B HEHE &e = J&Lich
vpn tunnelutil

CHE ol ZAIZlE S40|M 12 MEISI0{ IKE 122 2fQlst T 28 ME510] IPsec 1A S &I
LICF.

Check Point Smart Tracker LogE AF&3t0{ @122 S5l mZ0|
Ch ol& S0{CtE 21& VPCE 0|85t MZ0| Eid 12 Sal| MEEIQD &35tk
Hi|ct

ogmo

Product B Security Action 2 Encrypt
GalewayManagement Rule 4
Date 4Nov2015 Current Rule Number 4-Standard
Time G420 Rule Hame -
Humber 21254 User —
Type E Log '
Origin cPgW-907695 woe ]
' Rule UID {0AA18015-FF7E-4650-BOCE-
e e
Source B Management_PC Community AWS_VPN_Star
{192.168.1.116) Encryption Scheme [ IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 « PFS
Sanvice - Methods (group 2)
Protocol 8 icmp VPN Peer Gateway  AWS_VPRC_Tunnel_1
54,84,169.196
Interface [= eth0 :ﬂ"ﬂ" ;
Subproduct i |
Source Port e
VPN Fealure VPN
Product Family 2] Metwork
Policy Name Standard Information senice_id icmp-profo
Date Tue Nov 03 11:33:45 2015 e e
Policy ICNP Type: 8
Policy Management  cpgw-907695 ICNP Code: 0

SonicWALL
CtE ARH= SonicOS #2| QIE{H0|AE AFE 3= SonicWALL C|HHO|A0|AM VPN Ef'EE 746t
= 4 S 2oiE L.

—_

£

)

Ll
[
o
al
0x

1. SonicWALL SonicOS & 2| QIE{H 0|AE L|C},
2. 21z Zol A [VPN], [Settings]E MEHEL PN PoliciesOilA Add...& ME4EHLICH,

=
3. General 82| VPN H&o| M CtE HEE =dghLICt.

]
<
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o

=Colse gY oed 78 By _

oIr



AWS Site-to-Site VPN Add a permission2|

- HM 2% B CIE{H O|AE MEHSIAMAIL.
« Authentication Method: IKE using Preshared SecretS ME{EFL|C}.

=H
« Name: VPN E3o| o|§ & HELICH 71 utol MSE VPN ID2| O|§E A8 A
YL

« IPsec Primary Gateway Name or Address: 741 T+ lof| M3 = 7t4 Z2to|8! Ho|Ef 0|2
IP =48 =gfLIchod: 72.21.209.193).

« IPsec Secondary Gateway Name or Address: 7|&2Z(2 2 SLIC}

 Shared Secret: 4 It MBS E A S8 7|€ =248 & Confirm Shared Secret0d| Ct
Al =238hLct.

* Local IKE ID: 24 HO|EQ|0|2] IPv4 =AE I=FLICHSonicWALL C|HFO[A),
« Peer IKE ID: 7t&f Z2t0O[E! HIO|ER0|2] IPv4 FLE =IFLICEH
4. Network B0 CIS HEE =grLCt.
» Local NetworksOl| A Any address& ME{EILICH 24 HER{F 0 2 EX7H st X
2 Yx[st7| ?I5H o] M2 HEFLICH

« Remote Networks0llA{ Choose a destination network from listS AMEHSHL|CH AWSO A
\/pCO| CIDRE A 7H7;1|E AHA—|oI-|__||_—_|.

5. Xgh Rl ChE SEE gL

« Exchange: Main ModeZ& ME{EfL|CH.

« DH Group: Diffie-Hellman ZZE01| Cist Zft2 23etLICHod: 2).
« Encryption: AES-128 &&= AES-256
Authentication: SHA1 EE&= SHA256

« Life Time: 288002 248fL|Ct.

» IKE (Phase 2) Proposaldil M Ct& 2fdE =3 g L|Ct.
« Protocol: ESPE MEHSHL|C}.
« Encryption: AES-128 EE = AES-2562 MEHEFL|CH
« Authentication: SHA1 EE= SHA2562 MEdELICH.

Enable Perfect Forward Secrecy & 12t MEiSt = Diffie-Hellman 21&& ME=gfLICH.

« Life Time: 36002 /23gtL|Ct.

OR2EE 7tsd X etee 74 ot 81
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/A Important
20154 108 O|~of 7t Z2to[H! HO|ES|0|E e A<, 5 B 250l CHSH
Diffie-Hellman 15 2, AES-128 2! SHA1E K| &Hof gL|Ct.

6. Advanced Bl0IM CIS HEE Q=dFLICE.

« Enable Keep AliveS ME4EILICEH

- Dead Peer Detection Intervalof|l CHall 602 2I24FLICHO[Zd2 SonicWALL C|HFO[A 7} =
S8 4 9l A AZtRILICH.

« Failure Trigger Leveloi| CH3H 38 I=248rL|Ct,

« VPN Policy bound to0| CH3l Interface X12 MEAEILICE O|AE HEE! IP FTA0 YEt™O
2 X’8El= QIE{H o[ A LT},

7. =g MEHRFL|CE Settings H|O|X|0| A E{'20f| CHEF Enable EQIEH2 7|22 MEHFHOF &
LIct. =44 & Ejgo] 7HE AEele EELIC

HI

Cisco C|H}O|A: =7} H

UE Cisco ASAE HE|H/AEHHIO| 2 EDF X|EFLIC} O|H Cisco ASAE A2 E e HE|E E{'HO0|
St o 8 JHEE UE £ USLICH 3 Ul {2 A8 E 4 Qlom™ CHE AEHHIO| E{'do| &5t E L

. Ol SRS ASE M B4 B 5 SfLIE B3 VPCol eiZElof lofof BLIC

OII

Cisco ASA 9.7.1 0|4 A2 HE|E/HE|E BES X|HELICE O|H Cisco ASAE AIEE [HE S A
of & B{dE & dste = U&LICEH O|H SEMHE AR e &4 BdE & 5tLEE S8l vPCol 244

o4 {00k ErLICt
Cisco C|HFO|A 9| B CtEE o sloF &fLICH.

- Q|f QIE{HO|AE FELICH

« Crypto ISAKMP Policy Sequence 37} 1R 8tX| &olgtL|Ct

« Crypto List Policy Sequence #1% 7} 13 8HX| &QIgrL|C}.

- Crypto IPsec Transform Set?} Crypto ISAKMP Policy Sequence?}t C|HFO|A 0| 2 MHEICIE RE
IPsec E{'d1t Lx|5t=X| & lgrL|Ct

o« SLA ZL|EZ HE 7} 1 REHX| &QIstL|Ct.
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ZE i BeEe 7Y

- 1 Ho|E]O| C|HIO|A Lt 2H LI ELIT AtO[oA EBfEE O|Sst
gLt

rr
rin

AWS Site-to-Site VPN 1124 7|O|E | O| C|HtO|AO] CHE CIREE JtsE
sSY e 74 ot

rok

AWS D*E*% EE'.: Amazon EC2 API% AMBELCH REMIE &2 6B #d e 2= B

Site-to-Site VPN 244 # 4o s st= 2t S Z &6t o X RS I8t dErxel of|x 74 1ot
|2 CIREEE =5 QU&LICHdynamic-routing-examples.zip
Ol U2 LR FHA0| Kt2] EAIXL 22 MEFLICH o|& E01, CtE 2 AFSELICEH

Z D, 1Z8 HO|EQ|0| ID &! 7t4F ZE0|E! HO|ESO| ID od| Al Zf

o
.
o)

) IP =4 AWS AEZ QIE(AWS_ENDPOINT_1 X AWS_ENDPOINT_2)2| At2| & A|Rt

=
_b'|_
O|E®{o| ClHIO|A 2| RIEH! Bt El 75 Q|F QIE{H0|A(your-cgw-ip-address)Q| IP
CHEF Rt2[ EA|RFL(CH.

g K
>

- 02| 2E 7] 2tel Ri2l EAIXF (OI2] SRE ZI)
« IP =4 LR 9| B0 CHEE od| Al L.

« MTU Ao of|A| ZfLIC}.

(® Note
ME ol MBE MTU M2 of MY LIt &&o e &(X oI MTU 2t A5t
= b0 | CH3H A= AWS Site-to-Site VPN 112 H|0|E 90| C|HtO|A O] B Atei| MM &
=M

oI A2 K2l EAIR 2k 2 MBste R 2oz CHE 22| AWS Z2|T0od| A AES128, SHA1T & Diffie-
Hellman Z1& 2, AWS GovCloud 2|10l A AES128, SHA2 Z! Diffie-Hellman L& 14 2| Site-to-Site
VPN 480 CHEt 2|4 @7 AHEE XIFgLIct £ 215 fls Izl SR/E 718 RI™gE L F7t
Hot ot 18|&, Diffie-Hellman 12, Z2to|d! Q15 AM 2! IPve ERHZIS &85t 2{H of|xl| A Tt
T=5Hof o.=,+|,||:+_

[l

tRRE 7tsE 84 #4 hd 83
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CHS Ctoloia2 12 Ho|E% o] ClHtO| 20 —T“‘*E CHEeh 79 @40 OiE R E MSELICH
0i7|0fl= E{d QIE{HO|A IP FA0] CHE oA gfol =& ELIct.

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device

AWS Virtual Private Network 124 H|O|E|O| C|HIO|A 0 CHE 8™ 2l E +4

OS2 AL A QEH 0| &AL 7HSE B9)E AH8stod L AH[O|ES O ClHIO|AE T dstE H 7t
K| Od| M| A RFILICE.

Check Point

CHH2 2 Gaia ¥ & 2! Check Point SmartDashboardE AF&304 R77.10 0|4 & A5l = Check
Point Security Gateway C|HIO|AE -_r“és'ﬁ} EtA|2ILIC}. Check Point Support Center| Amazon
Web Services (AWS) VPN BGP EME &#E& 4 &Lt

E'd QB O|AE F g5t

X Hm EHAlE VPN Efd g ddstn Z o s T2 AHo|E o] ! 7te ZEto|8! Ho|ES
olo| ZEto|Y(LHF) IP FAE MBste AULich & Hm BEfdE ddsied™ 7144 Tt e| IPSec
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o
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n
N
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Tunnel #1 B0l ASE HEE AIEELICH F H B2 S Hdste{™ £ I o] IPSec
Tunnel #2 EHO|| M3 E 242 AFSELICE

1. SSHE S35l 2o HOo|ESolof A LIC 7|20| ot ME A83E AR clish BHE
AlSH5H0q clishE ¥4 8L},

ol

(=)
2. LCIS BWYg Asslod 12 AHo|ERIO| ASN(ZZ Ho|EH 0|7} MAE mH XMESE ASN AWS)

set as 65000

3. T ool IPSec Tunnel #1 EH{dof X2 E HEE AF235H04 3 BHml| E{'Hof CHE B €
EHO|AE MEFLICH o T O|§2 XIEFLICHO: AWS_VPC_Tunnel_1).

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

N
iJ

M ool IPSec Tunnel #2 EHHM| MSE HEZR 0| HH S BH=35104 F Hmf E{L2 o
MELICH E{ol & O|F 2 RIEELICHOd: AWS_VPC_Tunnel_2).

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

5 7t =Z2to|8! HO|ES 0] ASNS AL CY.

set bgp external remote-as 7224 on

M ool IPSec Tunnel #1 EHHOl MBE HEE AF83tod & wim| E{ ol CHE BGPE

set bgp external remote-as 7224 peer 169.254.44.233 on
set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

M ool IPSec Tunnel #2 EHO| MBE HEE AH835t0o4 F Hm| E{ ol CiEt BGPE

Ce2c 758 85 74 otel 8
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set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

save config

dstedH

ol

BGP &

mjo

JHCHE, AWSTH B8t 2 & 71T S 5185t= BGP YA g BELIC 2 kg 12 7
O|EQIO|E T45t0d AWSE 2Z H2E Z13fLict

1. Gaia WebUIO| A [Advanced Routing], [Inbound Route Filters]& MEHELICtH [Add]E ME4SH
T [Add BGP Policy (Based on AS)]|& MEHEL|C}.

2. Add BGP Policy(BGP &2t F£7}H9o| & tim EE=0{ A 5122t 1024 Ato|2Q| gf& MENSI T F &
M ZEof 7te Z2tol|H! HO|ESo]l ASNS I=dgFLICHodl: 7224).

3. XM¥S MEfghLict

24 EzE deledH

Ct22 24 Qe olA ZE2EE Hf=E5HY| @8 THAQLICH EXM F2 E= SMeRYE ZEE
=22 ol U2 B2t Z2 et AA0| B2 MuiZE = U&LICE RHMEF HE = Gaia
Advanced Routing R77 Versions Administration Guide B2 & ZsIAAIL

-

Gaia WebUI0i| A [Advanced Routing], [Routing Redistribution] ME4%tL|C}. Add
Redistribution Frome MEHS 1 InterfaceE AEHEFLICT

2. To Protocol0f| M 7t&t Z2to[H! H[O|EX O] ASNS MEARFLICHOA: 7224).
3. [Interface]lA LIS QIE{H[O|AE MEAFIL|CH K& 2 MEHFFLICEH

M HERZ HHE Heolste{™

P FAE X|'¥stod ZF VPN E{'=of| CHet Ll

O Ok, 7He Z2tol8! AHo|Effolof HEE|(LlF)
Ef|3 AAE ddefLict LHEol o HELI A E VPN HRLIEIE 2T ?1d HOo|ES|ol=
FIHELCh VPN mHIQI9| Rt 2| EAIX} A S st Bl 35T A dstiof &L

1. Check Point SmartDashboardS 3L|C}.

ZC 58 54 74 1Y 86


https://sc1.checkpoint.com/documents/R77/CP_R77_Gaia_Advanced_Routing_WebAdminGuide/html_frameset.htm
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2. [Groups]olM ZHEIAE HFE ¥ [Groups], [Simple Group]& ME{ELICH ZF HIEQX T ZHA|
of st IS MEE = JU&LIt
3. [Network Objects]0llA ZARIAE M|+ & Y1(0tRA 2LEZ HE Z2]) [New], [Interoperable
Device] & MEAEILICE
4. O|Foi 1&tH oM Efdod| X|'det O|F S =T LICHO: AWS_VPC_Tunnel_1 E£&
AWS_VPC_Tunnel_2).
5. [IPv4 Address]ofl 7+ I ol XS E 7t Z2t0|E8! HO|EHO|e] QI IP FAE Q=ELICH
(0d: 54.84.169.196). ¥ E M5t CH3t & XHE E&LICH
Interoperable Device -AWS_VPC_Tunnel_1 [ =
::m Inlereperable Device - General Propesies
B "C:r: AWS_WVPC_Tunnel_1 Color- ([l Beack
Pvd Acdrmas: | 5404 165,136 Fasahe for Flarms Donawmec Address
[ Corfigre Sarvan
6. 2% Ftef|lm 2| ZollM [choose TopologylE& MEHEHLICE.
7. VPN EIHIOI CtRolM =522 Ho|E MElStT 2B A oM st Bl B I8 S FotM M
EHSrLICE & Qlg MEfgrL|Ct
8. T mo|IPSec Tunnel #2 EFEO| MSE HEZ o BHAHE gFH=stod F Bl HERX=Z
A E HMHELICH
9. HO|IEQO| HELZ A2 0|535+0{ HO|EHO| E= E2{AEH ZXME Y1 [Topology]E M
EHefLICH.
10. VPN EH[Q! PO =522 Ho|E MEHet T 2B Aol M M8t Bl Ehe 2&S Aot
EHSFLICEH =helg MEfshL|Ct
(@ Note
Tdet 7|1& VPN EHRIE |X[E = JU&LICH 5Kt £6] VPN =HIQI0| At S22
o ME 22 MZ2 VPN G20 AFE AU M3 ElE 34E Y HEF I Y
VPN EHQIof| A MAE|X| A=K EHRISHMAIL.
ezc tss 54 748 1Y 87
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® Note
ZBIAEIE ABSHE 29 EE2X|E BT EH0lAE FRIAH QE{HolAZ |
(o]

olgfLict T

—_

VPN AR LIE|, IKE ! IPsec MM E MAMST 2 M5le{H

17 CH3, Check Point HIO|EQ{0|0 M Z Efe| HIESIT AM|(2E 28 7Hs5E ClHIO|A)E F
7+e VPN HRFLIE|IE MG ELICH IKE(Internet Key Exchange) & IPsec MHE 71 8E 4+ Q&L

Ct.

1. HO|ERIO0| £MolA 7tE| 2| F 2| [IPSec VPN]Z2 MEHELICE.

2. [Communities], [New], [Star Community]E E4&}L[C}.

3. FHFLIE|of 0| € X|H$ CHS(0ofl: AWS_VPN_Star) 7+l 2| 20l M [Center Gateways] &
AERSHL[CY.

4. [Add]E MEHSI T &0 HO|EQIO| EE= EE{AEE HO|EQ| 0| S Fo0i FItEhLCt.

5. FtE|n 2| Z0lM Satellite Gateways, AddE MEHSI T 0ol M8t 45 28 7§ ClHHO|

A (AWS_VPC_Tunnel_1 2! AWS_VPC_Tunnel_2)E %0 HO|EHO| S0 =
6. ZHeEll2| oA [Encryption]2 MEHEFLICE [Encryption Method] EH#0{| A [IKEv1 for IPv4

and IKEv2 for IPv6]E ME{EFLICE. [Encryption Suite] EH¥40| A [Custom], [Custom Encryption]
= MEfgrL|ct

® Note
IKEv1 7|5 2| ZA2 IKEV1 for IPv4 and IKEV2 for IPv6 M2 MEHSHOF & L|C}.

Ad

S |7 TS st gelg MetsLic

fjo
ol

74

ok
il

7. CH3t ZRHoiA Ch3 3t 2ol e 535t

« IKE 22t AZA(1EH) &4:
 [Perform key exchange encryption with]: AES-128
 [Perform data integrity with]: SHA-1

* IPsec 20 A (2EHA|) £4:
 [Perform IPsec data encryption with]: AES-128
 [Perform data integrity with]: SHA-1

OQ2RE7tsd 84 74 ot 88
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8. ZHE|Z 2| F oM [Tunnel Management]& MEAEFLICE. [Set Permanent Tunnels], [On all
tunnels in the community]& ME{EFLICE [VPN Tunnel Sharing] E-#0i A [One VPN tunnel
per Gateway pair]& MEHEFLIC}H.

9. Zte|m2| Z0lM [Advanced Settings]E& & & 5t [Shared Secret]2 MEHELIC.
o

o
10. 33 Hm E{' 0| 1|0 O] & MBSt WElS MENS O, 7 oo XIHE A B8 7I1E
IPSec Tunnel #1 EHof 238t
11. 5 W E{' 22| 1|o{ O|§ & MEstT HES MENSH OIS, 7+ ol X|[HE A 28 7|18
o S

IPSec Tunnel #2 EHlof @IEdEL|Ct.

Star Commumnity Properties - AWS_VPN_Star |l-
é o Shusre] Sl
Center Gabeways
LA e w
Satelte Gatwwmys 2 Use orly Sharnd Siacest for ol il ey
Erecrpplion
m
!M HWH Each Extemal memiber wil harve te folowryg
3 *‘-‘-:""':*5 —sang seoret with al meral members 0 T comEUNy

VPH Fioutrg
MEF [Mullgés Erir
Excluced Services
| Srawed Secret
[
e Mode

gl
7310
|

E &
g5
B

Corced

Ojo

12. 04713| Advanced Settings 7}HEl| 2|01 A Advanced VPN Properties& MEH{5I 1 CHE 1 20|

o
442 T3 £ 7o 25T Folg ML
o IKE(1EHAI):

» Use Diffie-Hellman group: Group 2 (1024 bit)

* [Renegotiate IKE security associations every] 480 [minutes]
* IPsec(2EtA):

« [Use Perfect Forward Secrecy] 1&4

» Use Diffie-Hellman group: Group 2 (1024 bit)

* [Renegotiate IPsec security associations every] 3600 [seconds]
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O# kg, VPCet 2 HESIS tholl S48 51836t Lot & H &8 x| 7AE AL 5t0d
Y T o a2 ohE AHo|EL ool HAS dRIFLICH

1. SmartDashboard0{| A H|O| E || 0[0d| CHE [Global Properties] & AEH
[VPN]S & %351 [Advanced]S ME{EFLIC.

WF
C
]
Ak
.}
|_
]
o
2
x

2. [Enable VPN Directional Match in VPN Column]2 148} 11 [OK] & MEH S LT}

3. SmartDashboard0i| A [Firewall]& MEHStT CFE 212 AFE5t01 HAE MM e LCt

« e Z2EZE Sofl VPC MEUIO| 2 HERZ S SMUE = UZS s{&FLIC
- U Z2EEE SHEZ UEX{IIVPC MEL D SAE = JES F{SELIC

4. VPN Qo] dof cHt ZHHAE HFE YT [Edit Cell|2 MEHEILICH

5. [VPN Match Conditions] CH3t 4 XFoi| A [Match traffic in this direction only]S ME{EFL|C} Z2HZ}
ol CHall 2712 MEHSIO IS T ZHS HHSF Qx| T2IS AAdslT A 22 simd 20|12 A

=HEFL|CH.
« internal_clear > VPN Z{TL|E[(O|T0i| ATt VPN & HRLIE], of:
AWS_VPN_Star)
* VPN HFLIE| > VPN HFLIE]|
« VPN HRLIE| > internal_clear
6. SmartDashboard0l A [Policy], [Install]& &g L|C}.

7. CHst & XtolA HO|EHOIE MEHSt T [OK]E MEisto] S ARIFFLICH

tunnel_keepalive_method &4 & #H335l24™

Check Point H|0|E9J|0|= DPD(Dead Peer Detection)E AI&35104 IKE 20| 75 SX|Zl= Alzt
2 AlE = et ¥F E'doll Cis DPDE F44524% AWS VPN HFLIE|0AM BT+ B2
A5l ok gfLict.

7I2Mo 2 VPN HO|EH 0|2 tunnel_keepalive_| method & M2 tunnel_testZ AYHEL

Ct. ZI% dpdZ #Z@sH o &L|Ct EFAF VPN HO|EQ|O|E & 5t0o1 DPD 2LIE{Z20| 223 VPN
FRLIE|S] Zt VPN HIO|EQO]E= tunnel_keepalive_method 822 FAJ5H0F &HLICH S
gt Hlo|E<o|of CHal| CtHE RELIER HFHLIEES 8 &= eigLch

GuiDBedit =Tt E AF&35104 tunnel_keepalive_method £4& AUO|0|EE £ U&LICH

Cfe=C Jlsd 55 74 1y 90
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1.

© N o o

10.
11.
12.
13.

14.

Check Point SmartDashboard& Q11 [Security Management Server], [Domain Management
Server|E MEHEILICH

[File], [Database Revision Control...]2 MEiS T BHEE HH AHAFES Mg
SmartDashboard, SmartView Tracker 2! SmartView Monitor & 2 & SmartConsole &2 E&
L|C}.

GuiBDedit =& A|EELICH XHM[EF HE = Check Point Support Center2| Check Point
Database Tool EME & E5HAAIL.

[Security Management Server], [Domain Management Server]& E4gHL|C}.
2122 M EF &0l M [Table], [Network Objects], [network_objects]& MEHEL|C}.
QEZ A Hol|M 22El [Security Gateway], [Cluster] ZHX|E MEHEFL|C}

CTRL+F& +Z7{L} [Search] HIf+& At&50{ CHS tunnel_keepalive_method& AME

oleiZ &oiM tunnel_keepalive_methodof CHEE ZHEIAE MFE Q1 [Edit...]E MEHE
L|Ct. dpd, =l MENFHLIC

AWS VPN Z{FLIE|of| =& &l Zt Ho|EQ| 0|0 CHaH 7~9CEHHE Et=&tL|Ct.
[File], [Save All|& ME4EFLICH,
GuiDBedit =& E&LICH

Check Point SmartDashboard& Q11 [Security Management Server], [Domain Management
Server]& MEHEFLICE

224 El [Security Gateway], [Cluster] Z4&l|ofl A4S Mx|EFL|C}.

AtAMIEH HE = Check Point Support Center2| New VPN features in R77.10 EME & Z3HMAIL.

TCP MSs 2={E S g%ttt

TCP MSS 2 E2 TCP W7|X|2e| 2|cH MOHE 2 7|E F4504 A =4 5E EX[ELCH

1.

B

Ct= CIEE 2|2 o|S&LCH C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\

GuiDBEdit.exe It & A&3104 Check Point Database ToolE2 iLILC}.
[Table], [Global Properties], [properties]E MERSHL|CY

fw_clamp_tcp_mssOil CH3H [Edit|2 MEARFLICH 22 trueZ HE5tn =08 MEiFLICEH

OQ2RE7tsd 84 74 ot 91


https://support.checkpoint.com/results/sk/sk13009
https://support.checkpoint.com/results/sk/sk13009
https://support.checkpoint.com/results/sk/sk97746
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HE7RES WHE T F0M CHS BHES AAsto B HEHE &e = J&Lich
vpn tunnelutil

CtE ol ZAIZlE S40|M 12 MEISt0{ IKE 122 2 Qlst T 28 ME510] IPsec R1EE &I
LICF.

Check Point Smart Tracker LogE At&35t0{ @122 &3l IZ 0|
Ct oE E0{CtE 2= VPCE 0|85t A0 EHE 12 Sall ME LU T Y S 3tHE
HL|Ct

ogmo

Product B Securily Action 2 Encrypt
GalewayManagement Rule 4
Date SNv2015 Current Rule Number 4-Standard
Time 0:42:01 Rule Name _
Mumber 21254 User —
Type E Log '
Origin cpgw-907695 woe ]
' Rule UID {0AA18015-FF7B-4650-BOCE-
Tane SS6SEB5CFOA
Source B Managemeni_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [ IKE
Destination 0 10281328 Data Encryption ESP: AES-128 + SHA1 « PFS
Samvice - Methods (group 2)
Proiocol 8 jcmp VPN Peer Gateway  AWS_VPC_Tunnel L
54,84 169,196
Interface [= ath0 :'ﬂ‘-"F ;
Subproduct i
Source Port e
VPN Feature VPN
Product Family 12 Metwork
Policy Hame Standard Information senvice_id icmp-profo
Date Tue Nov 03 11:33:45 2015 e
Policy ICNP Type: 8
Policy Management  cpgw-907605 ICMP Code: 0

SonicWALL

SonicOS 2| QIE{H| 0| AE AF2 5109 SonicWALL CIHIO|AE FAIE = Ql&LCH E{d L AJ0] CH
&F XEMIEE LHE 2 AWS Site-to-Site VPN 1128 7{{O|E9J|0| C|HIO|A 0] CHEF H™ & 74 Bt

2 HEFMAR.

| @lE{mo|A 2= Cldto|A0i CHa BGPE TFEE = el&LICh 1 CHdlol BGPEtE MMof M
Al 74 ol MSE BEE XIRS ALSoHor gfLCh.

o

ZC ts8 55 74 1 %2
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Cisco C|HO|A: FT7F H

0
H

UL Cisco ASAE HE|Z/AENHIO| ZE0F X|4EFLICH 0| Cisco ASAE AIEE e HE|E E{'H0|
St eHoj| 8 70T Qe & U&LICH & H| E{dE AI2E 4+ Qo™ CHE AEHHIO| E{' 0| E s EIL
F OlH S=ME AEE e &4 E'd & 5tLIE 3l vPCol| 232 Z|oq Qlo{of & LICt.

0Il

Cisco ASA 9.7.1 O|&F HH 2 HE|E/HE|E REE X|HELICE O|H Cisco ASAE AISE e SA
of & E{de &dste = U&LICH o|H S5HEE2 A2 = &4 Bd & stLHE S35l VPColl 914
Z|0q QJoqoF EL|Ct.

Cisco C|HIO|A 9| B CH5E +sloF & LIC

- 2|F QIE{H|0|AE FELICt

« Crypto ISAKMP Policy Sequence #1137} T R8tx| &QlgL|ct.

« Crypto List Policy Sequence #1& 7} 13 8HX| &QIgrL|C}.

« Crypto IPsec Transform Set2} Crypto ISAKMP Policy Sequence?} C|HIO|AM| +HEICHE 2 E
IPsec E{'d1t Yx|St=X| & lgfL|Ct

« SLA ZLIE& HES 7} 1R8HK| &QlEL|Ct.
74 |-

- D74 AHO|EQO| Cluto|Aa %t 2H HELT MO|oA EBIEE O|Ssl= ZE IR 2IREE 74
Lch.

Juniper C|H}FO|A: F7} HE

Cte EE = Juniper J-Series & SRX 1124 H|0|EQ|0| C|HtO|A Q| 74 md of| A|oi| M F Lt

+ 2|F QUE{HO|AE ge-0/0/0.022 X|IZELICH

- B QIE{H|O|A IDE st0.1 Y sto. 28t gFL|ct

)
- U3 3 QlE{m|ojA | 2ot ‘2;'04% AlESLICHTE HE = 712 "untrust" QL E ALS).
A E 7

|2 "trust" BHE AFE).

Windows Server& AWS Site-to-Site VPN 11.ZH HO|E Q0| C|H} O]
AR FY
Windows ServerE Aldist= MBHE VPC2| 12 HO|EO| CIHIO|AZ FAE £ Q

EMAE AH83t0{ VPCO| EC2 QIARA = HE O] M0l A Windows Serverg &
MR = Windows Server 2012 R2 0| % H{Zof sHE &LCt.

>—
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LS

« Windows QIAEA M

« 1EHA: VPN @12 MM 2l vpC 7
« 2EHA|: VPN ¢4Z40| M m CIRZE

« 3EtA|: Windows Server 743

o ATHAH|: VPN E{E M

« 5EA: &S SE AHO|EQOl HX| EHSt

- 6EtAH: VPN 42 HAE

Windows @IAEIA 1A

Windows AMIO|A{ AlSH

ra
m
O
N
ro

A 0| A Windows Serverg& 735l A<, ctS1 ZHo| &Lct,
« OIAEIAO| HE/CHA EQlS HIZEMHatErLCHH

1. https://console.aws.amazon.com/ec2/M| A Amazon EC2 2&& ¥ L|C}.

2. Windows QIAEAE MEHFE CHZ [Actions], [Networking], [Change source/destination check] &
MEHSLICE. [Stop]2 MEHSt CHS [Save]E MEHELICEH

3. [Network adapters] ==& & &L|C}

o
4. HER{T o{HEE MENSt T (QIARA o] 2} Amazon Elastic l:|| 3 o{HE] E= Intel
82599 Virtual Function® == &), Ct& S 2 [Actions], [Properties]& 4 gfL[CH.

5. [Advanced] B{0{| A [IPv4 Checksum Offload], [TCP Checksum Offload (IPv4)] & [UDP
Checksum Offload (IPv4)] &2 H[&d3stEt O [OK]E ME g LICE.

Sehst T QIAEIA QL Q4748 |Ct RFAIEH LHR 2 Amazon EC2 AHR AH

I _I_—I—% o |_
MojM EF2dXd |p = AE FESIMIR. O] —’F—.ﬁf ZH HO|EQO|E BtE I ERSIEE 7S F4
Al2.
o QAEIAO|HOI O F HEI0|M O} RHIR2E IPsec ECHEIS HESI=X| EQIELICH 7|2XMoZ2 &
ot aE2 BE ol 2E ERiLS S ELICE xRt +ﬂléﬂw%ﬂ%5ﬁ”0%ﬁ**

1:
(o))
o
o
2
:=
i
=
(72}
)
o
m
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—__
I
o J

IPEZEEZ50,IPZEEEZ 51 2 UD
BF=o0{0F ErLCh.

Windows QIAEd

I>
1
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©
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
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Windows QIAEIA T} 2|8t U E R3O CIDR HIE Xo{ELICHod: 172.31.0.0/16).
12t VPN 44 e 2 vPC 74

t2d®d S Zhol stk ElLct.

o

VPCOI A VPN @122 Aind

1. Virtual private gatewayE 2435t0{ VPCOi| 42 LI|Ct. RtA[EH LHE2 7t4 Z2t0o[E! H 0| ES O]
MH S HTSHAAIR.

2. VPN 2141t M 1124 HO|E90|E Bt&E LlEP 174 Hlo|EQ0|e] B, Windows Server2| I{&E 2]
IP FAE XIHELICt VPN 20| B2, 1 2t &S MEIEt CHZ Windows ServerZt 2| x|t Ll
E2/3 2| CIDR He|E =dFLIchod: 172.31.0.0/16). REMIEH LI 2 5EHAH: VPN 9473 A B

VPN @142 MMs Floll= VPCE #4501 VPN d4E S8t 412 g -dstehLct.
VPC 7

* Windows Server®t S48 QIAHAS A|Ef5t7| 2fs VPCOIM Z2to|s! MESE BHELICHOA
HE BR). AME L8 2 VPCUHIM MESI BIET|E H R StAMIR.

(® Note

Zatols! M

By olE Ho|EH o]z et EEIX| &= MEHILICE o]l MELIS| 2t
2ol tisiM= Cts &

& E=o0il d¥xlof U&LICH

» VPN dZ0f| CHE 2t & E|0|2 YO|0|E:
- Zato| MEY ol 2t ElO|20 THe =
E2{3(CIDR HP)E Y FLZ st= B2
BMoetE Elo|E0 B2 7t & 2128

2to|d! HO|E 0|7} CHAMO| L Windows Server2| U
E FJtgtict REMIEH LH2 2 Amazon VPC At A
Elo|20| M BZE K72 XM,

0%
mo
Uik
0%
lgj
110|-

Ch. RbAIEE LHE2 (7F4 ZELo|8! Al

FL
A RSHA A2,

- 7t&h Zzetole! AHo|ES ool CiEr 2t &
X =

0
s
0
Yon
gL
L
nio

O|E<o]) 2t & EIO|E0lAM Bt E T P2 £
- VPC2 HER{3 AlO| S22 5185t QARHAS| Eot OFS BtELIC
- HER32| QlHI2= RDP &= SSH HAM|AE &5t &S FIIHELICL 0|& S8 HES
30 VPCo| QIAEIAO HAAY £ U&LICE o E E01 HIERXZ S| HAFE{7t VPCE| Linux
QUAEAN HMHASIEF 5185247 SSH F&of CHal HES LHER/Z 2| CIDR B2
172.31.0.0/16)2 AHer QHIRE &8 HMELICH AFME LHE 2 Amazon VPC ALE HH

MeolvpCol Eot I 52 HESHML.

1EA: VPN 44 44 2 vPC 74 95


https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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« HELZ Q| QHIRE ICMP HMAE &5t &2 F7HELICH o|F A 38 Windows Server
0oilM VPCO| QIAEIAE pingdt0d VPN 914 E EHIAEE £+ Ql&LICH

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC E2&& LI}
2. M Z 0| M Site-to-Site VPN 21Z3(Site-to-Site VPN Connections)2 MBI L|C},
3. VPN ZZS EEt & FHORECE MEELICH
4. BZUNE [Microsoft], Z2HZE 2 [Windows Server], AZEQ|0{= [2012 R2]E MEHSH £ CIRZ
CE MEiErLICH IHYE AL MEE = J&LoH
T8 mhdol= oS o Xe fASH HE MM0| 2 E|o] U&LICH o] HE= ZF E{dof CHal &F B4
H

& B EAIELCH

vgw-1la2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

VPN & BHE [ 224 H[o|ES ool CHal X|E 8t IP FAQL(CH

Remote Tunnel Endpoint

Endpoint 1
VPN 422 2tE I 1 2B =2 X[HE IP ™S AL VPCO| AMASHY| @8 VPN AZEE AHE
SIS S E HESI S IP FA/LICH

N
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https://console.aws.amazon.com/vpc/
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Endpoint 2

7t4 Z2to|8! Ho|E ool 4ZE VPCo| IP F4 HQ|(CIDR £, 0i: 10.0.0.0/16).

Preshared key

Local Tunnel Endpoint Z! Remote Tunnel Endpoint Z'IPsec VPN 214& +&5lE O
ANZE AMH SF 7.

VPN Zo| LR E F B2 B2F FH5t= Q0| E&LICH ZF EH'E2 VPN 242 2| Amazon &0 ¥
= ite-to-Site VPN Concentrator0i| @A Z2EL|Ct. & Hof| 3tLe| E{ Bt A £ X[BF & |4l B
AR ASe R F i B0l A ELICH o248t E{d o|F &2 C|Hto|A ol
X{0| 7} 2 A2 HAMS & olA | |Ch. B tHof stLbe| E{'dBt AFR E|2 2 Amazon VPC 2
o= E{d stLivt &S SX|E W2 EAL|H, Ol HoXMeI HY0|22 EE| ZX[E FE HR7

H&LICH

N
il
02
(@)

P el
JP) N w
13
0z
ﬂl?k

T m+>

F 7Hel Bfdo| T & HEfol A ClHtO|A FHof7} Y lstE B AWS VPN 20| 2 & Lol 7hef =
2to|! Ho|EQfolel F il Eid = AtS2 = Fof ZX|ELICH &3] 12 AH[O|ES O] C|HIO|AE T
gl F 7Hel EfdE F-st= 20| S &L

7t EE}OIH' 7ol E<io]oi| EHEF JH7| -?-’rII J-fEIE AWS %*E.*L—I F ol #%| 2&

e Bt VPN e F W EIIZ XS Sl ZHELIC

Ct2 28t 4 1t Aof| A IKE(Internet Key Exchange) %! IPsec SA(Security Associations) 221 F7}
HEE Folg &= JaLct

MainModeSecMethods: DHGroup2-AES128-SHAl

MainModeKeyLifetime: 480min, @sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SAS| &5 3| al oI5 o2& LICt Ol VPN 24Z22| £ M 0|MH, Windows Server
IPsec VPN @1Z49| 7|2 MH0|7|x FLct.

1
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MainModeKeyLifetime
IKE SA 7| =& F7|ILICt. 0]Z30]| VPN 49| £H A% 0|, Windows Server IPsec VPN ¢4
Zo| 7|2 MH™o|7|x &uct.

QuickModeSecMethods
IPsec SAS| &t 535t A 215 ¢ 2|EQILICH Ol= VPN 49| 3 M 0|, Windows Server
IPsec VPN @1Z29| 7|2 M™o|7|x &hLc}.

QuickModePFS

IPsec Ml4401l CHEH OFAE] 7| PFS(Perfect Forward Secrecy)E AFE35HE Zd0| E&LICH.

3EHAH|: Windows Server +43

VPN E{d 2 M5t 7|0f & A, Windows Serveroi 2t E! L 2174 HAM| A
alioF EfLICH Ol S A ALEAtE LIERZ | 2lAaA0 HMAE = A&LICH

BHRE W 7 HAA MHlA M| Y

1. Windows Serveroll 221 918FL|C},
2. [Start] HIF2 0|5 3}04 [Server Manager]& MEEFL|C}

3. BIRE I M7 AMA MHlA ML

a. [Manage] I+ 0ilA{ [Add Roles and Features]E MEHELICH.

b. [Before You Begin] HO|X|0{| A M7} MAX @7 ME S SFst=X| 2 e F [Next]E =4
ghlct.

c. [Role-based or feature-based installation] S ME{ S+ CHS [Next]S ME4EFLICY.

d. [Select a server from the server pool]Z} Windows ServerE ME{SH C}S [Next] S MEHEFLICE.

e. SE=0i A [Network Policy and Access Services]2 MEHEFLICH EAIZ|E CHEF A XHol M [Add
Features]& MEi5I0{ O] W&ol R 7152 =flgLIct.

f. SYUs S=olM 2H AMA, CHEe MBI
g. [Select features] H O|X|0{| Al [Next]& MEHELIC.
h. [Network Policy and Access Services] H O| X|0{| A [Next]S MEHEFLICE.

[Remote Access] H O X|0{| A [Next]E MEHEILICH CtF M| O|X|0i| A [DirectAccess and VPN
(RAS)|2 MEHEILICE EAIZ|= CHSF 4 XH0l M [Add Features]& 41EH5104 O] 38 MHH|AO|
ZIQE 7|s2 ERIFLICH SUSt SF0{ A [Routing]Zt [Next]& Xz 2 MEAEFL|C

3EA|: Windows Server /4 98
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j.  [Web Server Role (I1S)] HO|X|0f| A [Next]E MEARFLIC} 7|2 MEHE OCHE F 10 [Next]E
MERFL|CE.

k. MXIE MEAFLICH M7t 22 E|H[H7](Close)| & MEELICE.

otee 2 4 HMA MHE Fdste{H

1. OCHAIEE=0{ M [Notifications](Ze otO|Z)E MEASfLICH HIE & FEE 2= 5t7| fI8 2ol U
0{0F gFL|C}. [Open the Getting Started Wizard] @328 MEfEFL

2. [Deploy VPN only]& ME{FFL|C}.

3. Routing and Remote Access(Z2t2 2 & &7 AAM|A) CHEt &R0 AMEH OIS
Configure and Enable Routing and Remote Access(Bt& & ¥ BMA T4 U M3}
|2 MENSFLICH

[Routing and Remote Access Server Setup Wizard]2| 33 | 0| X|0| A [Next]E MEHEFL|C}.
T HO|X|olM AR} XIHE 7, TS S MEiEhLCt

LAN 2te €, oh, 22 8 Mg

N -

[Routing and Remote Access] CH&t & At7F LIELFH [Start service] & AEHEFLICY.

4CHAH|: VPN E{g M

VPN /g FHSIe{HCIREEs 7 nl ol Z&E netsh AT EEE ASE 2T 1,
Windows Server AF& X} CIE{H|O|AE AIS 5t WHE JU&LICEH
/A Important

IPsec M|4A401| CHEH OFAE] 7| PFS(Perfect Forward Secrecy)2 AF&35tE 20| &L

Ct netsh A ZEEE AT S MEHS M PFSE & Mstst= utetolE 7 =& E LIcH
(gmpfs=dhgroup2). Windows AtE At QIE{H|O|AE ALE35H PFSE &3t == &Lt
Ol HHES AE5tod EMstatof & LCt.

=4
« M 1:netsh AT EE AH
« =44 2: Windows Server AHE X} QIE{H[O|A AIE
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2M 1: netsh A3 Z|E AlSH

CIRZ2C 8t T4 120l A netsh AT ZIEE SASH & 448 WA|&LICH CIS2 oK A3 EQIL
CF.

netsh advfirewall consec add rule Name="vgw-1la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel #
LocalTunnelEndpoint=Windows_Server Private_IP_address *
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix "
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearQut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name: &% 0|&(vgw-1a2b3c4d Tunnel 1)) ¥stE OIESE HIE £ U&LICH
LocalTunnelEndpoint: HIE 23 0{| A% El Windows Serverl| Zz0[8! IP FAE l24&FL|CH

Endpoint1: Windows Server7} #4E HE?/3 2| CIDR 28 L|CH0d: 172.31.0.0/16). O| Z2t2
S ECER FaLch

Endpoint2: VPC EE= VPC MEW | CIDR E5LICHO0{: 10.0.0.0/16). O| gtE EMLZSE(ME |
&LCt.

Ct. (Ol A& AtEsHH ':c'i'

E A L
.) O] VPN 29| = Hm VPN E{d2 A
= £ gt ghLct.

Windows Server2| &3 E%
2Z oA HIAEES MEHSO]
H

Hu
>
I>

Mot 24 ol M £

xHOS
1

OFx|2d Windows &3t 24 EHo 2 o|s & LCH

mo

netsh IL}2+O|E{0i] CHSF XFMIBH 2 = Microsoft TechNet Library2| Netsh AdvFirewall Consec H& &

HESM L.

=M 2: Windows Server AF2 A QIE{H| O|A A2

Windows Server AF& X} CIE{H|O|AE AFSSHAE VPN EHHdg AdYE &= U&LICH.

/A Important
Windows Server A& Xt QIE{H| O|AE AtE 5104 OFAE] 7| PFS(Perfect Forward Secrecy)&
g M3le =5 G&LICH ObAE 7| PFS(Perfect Forward Secrecy) & A35t0i| MHE CHEZ HH
£ A&35t0o{ PFSE & d3lshof gfLct.
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xHod
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- VPN E{do| Hot 7 &l 24
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. Eid 74 2ol

« OFAE{ 7| PFS(Perfect Forward Secrecy) & A5}

« Windows &3}8d 3144

VPN Efido] 2ot 75| 74
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VPN Efido] Hot 7]

1. =

M

—

2. [Connection Security Rules], [Action], [New Rule]2 xI&i|2 MENEHL|CH

XHE Q11 [Tools]E MEHSH CHZ, [Windows Defender Firewall with Advanced Security]
L|C

mn >

oo

o

—_

3. [New Connection Security Rule] OF8AF2| [Rule Type] HO|X|0f|A [Tunnel] & [Next]& ®t&H|Z M
EHSFLICE.

4. E{d £& 10| X|2| What type of tunnel would you like to create(X43& E{d &)l AL X K|
M FdE MENEFLICE Would you like to exempt IPsec-protected connections from this tunnel(O|
E'0i M IPsec 22 1AE XI5t A& LITHIAM 7[&22t2 MEHEI CHE No. Send all network
traffic that matches this connection security rule through the tunnel(0tL|2. 0| 214 £ ot 7|1}
Uxete 2E HER3 EAHEE HIE S S LICHE I02 510, Ct& S MEIgLICH

2
5. Requirements & 0| X|0f A Require authentication for inbound connectionsE& &4 L|C}. Do not
establish tunnels for outbound connections & NextE 2|2 ME4EFL|C},

6. [Tunnel Endpoints] H O|X|2| [Which computers are in Endpoint 1]l A [Add]E AMEHE}
L|Ct. Windows Server 1174 HO|E%||0| C|HIO|A F{of /= HERZ 2| CIDR HL|(A:
172.31.0.0/16)E =5t =202 MEHRFLICEH B2lol 12 HO|ES| o] ClHtO|A L IP AT}
ZaE 5= &Lt

7. [What is the local tunnel endpoint (closest to computer in Endpoint 1)]01| A [Edit]& AME4gFL|C}.
[IPv4 address] Z=0i Windows Server2| Z2}0|E! IP FAE Q248 C} S [OK]E MEHSHLICE

8. [What is the remote tunnel endpoint (closest to computers in Endpoint 2)]0| A [Edit]E MEHE
LICt. [IPv4 address | 2E9| 7+ mtQof|A E{2 101 CHEt 7+4F EtO|8! HIO|EQ0|2] IP F+4
(Remote Tunnel Endpoint & ZX)E 245t [OK]E MEHEFLICE

4AEHA|: VPN E{d M- 101
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/A Important

Ei'el 20f T3 O] Z2HIAS ¥HE s 2 Efid 20| A= EQIES

9. [Which computers are in Endpoint 2]0| A [Add]& ME4ELICE. [This IP address or subnet field] 0]

H=22 olzds}
=212 H 1=

VPC2| CIDR CtS [OK]E MEfgfLCH.

/A Important

CHEE & RFof| A [Which computers are in Endpoint 2]7} Lt 2 [ X| A E

AEE =+ U&LICH

CHHZ 2628 £ [Next]2 ME4SEH0F AHof

e
Tunnel Endpoints

Speciy the endpoirds for the IPsec tunnel defined by this e

Mew Connection Security Rule Wizard

Which computers are in Endpoint 17

Steps:
s R Tone 17231.0.0716 A
Turnel Type
Requiremernts
Turnel Endpoints
wihertieston Mathe What is the local tunnel endpoint (ciosest to compulers in Endpoint 1)7
@ Profile .
I |Pv4 address: |172.3' 13136 [ Edit._ ]
@ Name )
|PvE address: |
[] Apply IPsec unnel autharzation as specified on the IPsec Seftings
tab of Windows Frewal with Advanced Security Properties.
What is the remote tunnel endpoint (closest to computers
in Endpoint 2)?
IPvdaddress: (54 240 204 89 ' Edt..
IPvE address |
‘Which compulers are in Endpoint 27
10.0.0.0416 [ Add ]
[ <Back || Net> |[ Caxcel

10. MH0| 25 SHIZ2HA XIHEREX| &Qlst £ CSS MEIEFLICH

11. Authentication Method(2!& &'H) H|O|X[o|M T2 E MEAStT

12. [First authentication methods]o|A{ [Add]E MEHEtLICT.

afjok gfLiCt. ol

4AEHA|: VPN E{d M-
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13. DI2] BRE 718 H=4stn 74 Ul A ] 71 2he US $ Holg Mg

/A Important

E{'d 20f CHall o] Z=M|AE =8 F2 B 29| AIX 7 7|& M=islof gfLICH.

g
mjo
x
Jm
ﬂ
Pa
ro
~foi
(o)
2
mjn
rx
Jm
o
rC
[ul

14. [First authentication is optional] &
15. CtSS =4 EfLICh

16. T2 E | O|X[|of A Ml 7He| &2l TRl HIS7, SWE 25 MEgLICH CtE8 MEiE L
Ct.
17. [O|&(Name)] H|O|X|0{ M 242 =] O|F(0d: VPN to Tunnel 1) =48t & [OtE!(Finish)]2

QI B8 B st T 1hof A Efd 29) HlOJE{E RIEHLIC

ol ntgE

e
HU
[e][]

P

2
<

PN 23201 Ciall 2712] i ol g &lLCt.

0z
o
o

Bl 7

Felsted™ ChE S8 &L

ot

B 7

1. Mu{ #Z|XFE Y1 [Tools], [Windows Firewall with Advanced Security], [Connection Security
Rules]& &2 ME{EFLIC.

2. & E{dol CHall CtS At S FolgLh

« AHE0|YesZ MHH
« [Endpoint 1]2 HIEX3 2| CIDR EE IL|C}.
. [Endpoint 2]= VPC2o| CIDR & QlL|C}.

« QI& EE7t Require inbound and clear outboundZ EEH

- OIF WE0| CustomZ MM E
« AEZOQIE 1 ZEJ} AnyE HXE
. dlEEQIE =

r

|K

Hu
L
m T
o

3. X Hm FEIZ MESET [Properties]& MEHELICH
4. QIE ol ol AFEXRE XS MEAETLICH & H 215 ol Efdof CHel 7+ mpdol 2
HHE MA S& 717F Z& /o] U=X| &l Chg & Qlg MEIELIC.
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5 1= HolM ZHQl, Zatoly! W HE=I0| 2F MEz|o] YEX| &

(@)
6. [IPsec tunneling]0i A [Customize] & MEHEILICE. IPsec E{'EO| CtZ 1t 20| AHE|0of U=XK| & el
51 [OK]E& ME4Et CHS [OK]E CHA| MEHGLO] CHE A RHE B &LICh.

« [Use IPsec tunneling]O| ME{E|o{ Ql&LIC}
« [Local tunnel endpoint (closest to Endpoint 1)]0l Windows ServerQ| IP A7 L& k[0 U&L
Ct. 024 HO|EQ0| C|HO|A T} EC2 QIARAQI B QIAEIA S| ZEtO[E! IP FAT} ELICH
« [Remote tunnel endpoint (closest to Endpoint 2)]01l 31 E{'=9| 7t& Z2}0[H! HO|ES0] IP
FA7t ZeE|o] Y&Lich
7. 5 Hm ol S48 uct. o] E{'ol CHal @l 4~7EHE gt=ELICt.

OFAE] 7| PFS(Perfect Forward Secrecy) & 433}

£ AE35104 OtAE| 7| PFS(Perfect Forward Secrecy)E & A38He = Q& LICH AM X QIE{ T

AL&3tod 0] 7|sE EdEtE + &L

OFAE] 7| PFS(Perfect Forward Secrecy)E& & 433} 5l24

1. Windows ServerOfl M Ml HE ZE T E FE LCH

=
2. OIS BHE UHAFLICE 047|M rule_name2 X Wi 14 2|2 M3 e O|§2 = HiELICH

o

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

mjo
OH
rok
o

3. 5 Hm E{do CH3H 2EHAHIE ErEELICt O] olE rule_name2 5 M 012 #=I2 A

EoZ HfEL|C}H

Windows &3t 74

MEo| Hot 738 et F 7H4 Z2to[8! HO|ES0IE A8 Y = UEF 7|2 IPsec dHE 7+

gFLICH.

Windows 382 T dste4H™

1. MH{ Z2|XHE @1 [Tools]& MEHE LS, [Windows Defender Firewall with Advanced Security]
E MEHSt T [Properties]& A48 LICH.

2. [IPsec Settings] 2| [IPsec exemptions]0| A [Exempt ICMP from IPsec]O| [No (default)]2!X| 2
QIBFLICE. [IPsec tunnel authorization] Ol [None]@!X| & QI&fLIC}.
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10.

[IPsec defaults]0i| A [Customize]E ME4EFLICH.

[Key exchange (Main Mode)]ol| A [Advanced]2} [Customize]E Atei| 2 MEHEHLICE

Customize Advanced Key Exchange Settings 2| Security methodsHA & #Hmf &= ofl CHal CHS
o 22 7|22fol AEEIREX] EHlEL

* Integrity: SHA-1

» Encryption: AES-CBC 128

» Key exchange algorithm: Diffie-Hellman Group 2

* [Key lifetimes]ol A [Minutes] 7} 4800| 1 [Sessions]7} @Q!X| & QIEtL|Ct

Ol 42 7d w9l 5 &=oi siiSELCt.

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

[Key exchange options]0i| Al [Use Diffie-Hellman for enhanced security]2+ [OK] & &2 2 MEE
L|C}.

[Data protection (Quick Mode)]o|A{ [Advanced]2t [Customize] & &2 2 AMEHEILICY,

[Require encryption for all connection security rules that use these settings]& ME{EFLIC}

[Data integrity and encryption ]0il M CtS 7|22t 2 | XIELICH

* Protocol: ESP

* Integrity: SHA-1

* Encryption: AES-CBC 128
- Lifetime: 60&

0%t

ol gt2 74 mede| ot g 5ol s & LIch

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

HPIZ HEISH0f Psco WH NS X/ LIS HAI2 BOI ¥ H0IE Al HEisfol 282 X

4AEHA|: VPN E{d M-
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5EHA: s SE HOIEH o]l HX| &3t

= O
O|M| HO|EQO|0] At8E == iz B Ol A XIS TCPE FELICt O|& 2I3H HKLM
\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters BIX|AEE| 7| =™&LIC} &
CHHE2 25 228 Foi o] BHAHE s&slok 5tH, SIXIAER| 7|8 HEE Fole MHE CHA| B &
sHioF &fL|C}.

ol

S St Ho|ESol Z4XIE EYststedH O & LICH

—

Windows Servero A @23 TEZ E £ = PowerShell MM A|ZHSHD regeditE 1245104 B[ X|A
Eg| HEVIE AdeLIct

2. [HKEY_LOCAL_MACHINE], [SYSTEM], [CurrentControlSet], [Services], [Tcpip] ! [Parameters]
E Xl 2 sfEeoct

[Edit] HI+70{ A [New]2F [DWORD (32-bit) Value]E #tei| 2 MESSFL|CEH

O|& 2 & [EnableDeadGWDetect]& I238tL|C}.

EnableDeadGWDetectE MBSt HE HF0l|lM =EHE MEATILICH

[Value data]od| [1]2 &8t &+

[
BIXIAEE BEYIE 20 MHE CHAl RFLIC

N o o b~ ow

B
Q'I_l
x
FO

XEM|IEH HE = Microsoft TechNet Library2| EnableDeadGWDetectE %t

6CHA: VPN @1 HIAE

gHl27| & 53510 U EX| E|AESE{M™ VPCE QIAE
AE A|EHEE & Windows ServerOf| A QIAEIA
Eci=lo| MHET VPN E{'€0] 7

HL
i
jo
O
o
=
[l

ping B0 AlufstH CtZ

« VPCO| QUIAEIAO] CHE ICMPE {835t EOoF 18 #2I0| FME|0] Y=XK| &IEL|CH Windows
Server7t EC2 QIAEAQI AL HOt 1 & 9| 0} RHIRE #2|0| IPsec ECEE 3{&5t=X| =QIE
LICH REAIEH L2 Windows QIAEIA A BRI

« ping2 +HSE QIAEHA S 2 XA 7t ICMPO| SEFIEE 7 E[o] QYU=EX| &QlstLct
Amazon Linux AMI & 3tLIE AFo 5t= Zd0| EZ&LICH

o
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+ ping2 T&5t=E AAE AT Windows QIAEIAQCI AL i QIAE A0 2172504 Windows & 5}Ed

7t
of 2IHI2 E ICMPv4E & d&&fLCt.

Trﬁ
o
0x
in
B

+ VPC EE= MEUIO| 2tRE HO|EO| &
VPN 44 MM 2l vpC 2 oS é*zéréAlg.

« 14 7O|EQIO| C|HFO|ATFEC2 QIARAQRI B QUAEAO| 2

AE A

st XEMI8E LH2 2 Windows QIAEIA A B2 & XS4

A= K| FHUErLICH REMIEH LI 2 1B

QIS HIZ G&t3Ho{ok

o i
-4
0%
1

Amazon VPC £& 2| [VPN Connections] H O|X|0| A VPN @12 S MEHEFLICEH & il E{'20| A &

T oM, F A Efge TAIElo] YURIBH 3 MY Efo| BEEIY| MIHKIE AL EIX eaLIC o
5518 B SRISHAT Ch4 AlZo] 2R £ st

AWS Site-to-Site VPN 2.Z{ HO|E{||0| C|HIO|A EA| s 2

D HO|EQO| ClHIO|A EXMIE SHAE e Xx&tE M2 WA MA835l= XHo| S &L
MmOl XM F FAHUME 242 SX 2IRE/(BGP &435tE)ol CHal| A E ClHto|A 9 %
(BGP & 835tE|X| et F)oll s +AE ClHO|AE MAEE [ EXIE 257 23t LEHEEl
£ FMZ#tct 8 FAE Cisco, Juniper 2! Yamaha 24 70| E 90| C|d}O|A0f CHSF C|H}O|A
=X siZd 7to|=LC},

ct. of
2t g
sEE

o| MMo| &2 2|0f|= AWS Site-to-Site VPN 21 MM A5t VPN 292 EXNIE slidst= o 2
E20| 2 £ &Lct AEIEO| HAE X|EI2 AWS Site-to-Site VPN 2422 E|AE MME & X 5HA|
.

FA

 Border Gateway ZZEZ A8 Al AWS Site-to-Site VPN 912 EA| 514
+ Border Gateway L2 EZ0| §{= AWS Site-to-Site VPN 212 EA| 52
- Cisco ASA 124 7[0|E || 0| C|H}0|A 2| AWS Site-to-Site VPN 217 2| sHZ
+ Cisco I0S 1124 HO|EQ O] C|HIO|A 22| AWS Site-to-Site VPN 2142 =X sHZ2

+ Border Gateway ZZ2E Z0| @& Cisco I0S 24 H|0|E|O| C|H}0|A 22| AWS Site-to-Site VPN
o4 2x| s

« Juniper JunOS 11 Z# #|O|E¢Jl0| C|H}O|A 2} O] AWS Site-to-Site VPN 21 2X| i Z
« Juniper ScreenOS 117 70| E 9| 0| C|HtO|A 2} 2] AWS Site-to-Site VPN 214 E X siZ&
« Yamaha 124 HO|E 9| 0| C|HtO|A2F2| AWS Site-to-Site VPN 212 =X 5HZ

1724 HolE9 ol ClHtolA X s Z 107
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FtElas

« Amazon VPC L3

Border Gateway Z2E Z A& A| AWS Site-to-Site VPN 212 EX| sHZ

CtS clolo{a 1t & o= BGP(Border Gateway Protocol)E AF2 3= 74 7|0|E 90| C|HIO|A 9
=M a2 It et X|Fo| Ltet [U&LICH £ ClHo|Ao| Ll 7|52 EMslste W0l E&L
Ch. ME HE = HOIERO| ClHIO|A S Aol EolstA AL,

BGPE At23tE ClHIO|A 108
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. Start |

" Does an IKE

i - Review your IKE
: rity A iation M i .
— Secu zxi:ts';} cation ° configuration
N
Yeas
' .
- Does an IPsec Review your IPsec
m .~ Security Association Mo - your
- exist? configuration
I
Yeas
Y
e . Are the correct . ) N Review your firewall
m “._firewall rules set up? - configuration
7
Yes
v
e s there |P Review tunnel
. connectivity via the Mo TSR E U
o tunnel? ' to ensure the proper IP
~ ' ' address is configured
Y
Yes
¥
m s the BGP No Review your BGP
- peering active? ' configuration
I
Yas
Y
Ao Use the AWS
BGPE AN23l= ElH% e gateway- Wanagement Console 109
B Mo = to attach the virtual
VEC? private gateway to the

VPC
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IKE

IPsec

el

BGP

IKE 22 21Z20| EXMst=X[ F gLt
IKE 2oF AA2 IPsec £ 212 HH| ArE &= 7| metol]l 22 EhLCh

OtF & IKE £ AL EXsIX| B E B2 IKE 78 H8g dESHUAI. 774 Tt
ol EAIE ZAxH 2538, 21F, PFS(perfect-forward-secrecy) & 2= TtetO|EHE T
gstioF BfLct.

IKE 22t o440| EX5t= B2 ‘IPsec’ £ O|S&LICt.
IPsec E 0+ @1Z4(SA)0| EXNst=X| & QIEFLICEH

IPsec SAE E{& AIM|LICH. 124 7|0|ERO| C|HIO|AE F2|3+0q IPsec SAZ}
A AEHQIXK| EQIStLICH T AHo|EQo] Mo EAIE JAAH g53, 25,
m]

PFS(perfect-forward-secrecy) & 2= m}2t0|E{E FA35H0F LI
IPsec SA7| 1o ™ IPsec 82 HEFLICH

IPsec SA7| = A< 'BHHE'E O|SELICt.

T# Wit 72/0| ARElo] QK| HOIFLICHTA S22 AWS Site-to-Site
VPN 1124 0| 9]0| ClHto|A0f ChE et R 5| &%) A&Elo] o™ ¢o 2 0f
seafLict

Efdol Zt Aol=0ol= 7 mtof X Elof Rl A 22 IP FA7t gLt 7hy
ZZto|S! HOo|EH 0| F4A= BGP QI Bt RE FAZ AISEls FAQLICH 12 7
!

Qo] C|HtO|A 0| A O] FAE pingdtod IP EEHEO| SHIE ¥ 53 X = El=X]
Ping0l Almlist™H E{'d QIE{H 0|A T HE HESH0] SHIE IP FATF FEE[0] UEXK]

Ping0ll 425 ‘BGP'Z 0|S &HLCt.

ok

BGP Z|o{& AMMo| d SEiQIX| & elgLct.

[l
0
0

Zf Bf'dodl Ciali Ch& 2 s~ ELICH

BGPE M&3dt= ClH

folA 110
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« 1724 HO|EQO| C|HFO|AM|M BGP HEN7F Active =& Established QIX| &
o

IZFLICt BGP Z|o{Z o] #dstx|edH oF 30% 7HE d& = U&LCH

=22 T AAHE
- 14 Ho|E]O| C|HtO|AT} 7hH&h ZEfo[S! HO[ES]0lof 7|2 B £(0.0.0.0/0)& &
|=X| & lgfLct.

n

Ef'20| o] &Efoil UX| 2B BGP 7 &S AESIAAIR.

o= H

BGP Z|o{Z o] MY LM MFALE s4leto] Y 2|1 B0l SHIEZH FEELICH F
E{'d 25 O| &Ejofof &fLICH.

Border Gateway ZZ E 20| ¢i= AWS Site-to-Site VPN 912 £ sHZ

g Clolo{2 2T} E ol = BGP(Border Gateway Protocol)E AFE3HX| ot= 124 Ho|E0] C|H}O|
o F

—
=X sias 2l
X

Ut xIZJ0| Lt} Y LICt 3t ClutolA0| ClH VIS #AEHsts Zo|

&l
&LICH A5 2 & HolEH o] ClutolA S= YAl E2lst & AIL.

o> 0

BGPE AL&3tx| ef= ClHFO|A 1
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC

BGPE AlSorXl o= CIBIOIA
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IKE

P

IKE 22t 20| EXNst=X| = lgfLct,
IKE 20t 242 IPsec 20 2 AHol|l ArSE|l= 7| neto] ER#
OtF & IKE £ AL EXsIX| B E B2 IKE 78 H8g dESHUAI. 774 Tt
ol EAIE ZAxH 2538, 21F, PFS(perfect-forward-secrecy) & 2= TtetO|EHE T
gstioF BfLct.
IKE 2¢t 21d0| ExHst= B2 ‘IPsec’ 2 O|SELICH
sec E0oF AZ(SA)0| EXfst=X| FIrL|Ct
174 Ho|EL 0| C|HIO|AE R 2|5t0d IPsec SAZ}
A HOIESO] F ol ZAIE WY &=E&t 2E,
2 nz2to|eE Fdsiof gLt

IPsec

el

IPsec SAE E{& XA LICT.
LICH 1

stO| st
Zh
ol

8 AECIX] =elE
PFS(perfect-forward-secrecy) %
IPsec SA7} 9io™ |Psec A2 HEELICE

IPsec SA7| = A< 'BHHE'E O|SELICt.
LIt &sted pElo| M™EHE|0] U=X| =HRIFLICH+& =82 AWS Site-to-Site
VPN 124 7H[O|EO| C|HIO|A 0| CHEF &h5ted #&] & X)) MHE|0] lem ¢o 2 Of
Sgict
EEE S8 IP HA40| J=X| &elgLict
ElEo| Zt Ato|Eo= 7+ meol X|™E|o] = Wt 22 1P AT U&LCH 7Ha
Zoto|8! HOIEQO| FAE BGP QY BIRE FAZE AL FTAQULICH T2 A
O|E%|o| C|HFO|AO|A O] FAE pingdtod IP EEHEI0| 2HIZ 55 2 S E|=X|
= OIgFLC}.
Ping0ll Almist™ B CIE{H|0|A +&82 ZHAESI0 SHIE IP FATF 7+ EE|0] /U&=
§F°|§.FL,II:}
PingO| 833lH '"H™M Z2'2 O|S & LICt.
MM ZE2  ZF o] cHell Ol =3 ghuCh
- B{gd2 C}2 22 5= VPC CIDRO| 1% ZZ2E FIIFHEX| &elgtLct

N
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« 7t Ztole! AHOo|EQ oo LHE HEXIZ EEH
7| 2|80, Amazon VPC Z2&£0|M 1 B2 E F7I3H

% CtA| EFRESHE S X|AlS

E{'20| O] &Ef7I ot B CIHIO|A FEE HESIHAAIL.

F Ed 25 o] SEiQX| ol 25 2tz &l L

Cisco ASA 1.2 7|0|E Q0| C[H}O|A 29| AWS Site-to-Site VPN 244 =Xl

sii&

Cisco 1124 #0|=R0| Clbt0|£0| ¢Z 2HE HZE T IKE, IPsec X 2t SIS D245 AAI. O
B Qoio| BAIE Ol & MEE ST 4 RUXIEH (ST A=Ko| B of2Holl Q) IKERE] Alxs

M QIZ2 get7te Zdo| E&LLCH.

/A Important
UE Cisco ASAE HE|L/AEHHIO| R ETF X|HEFLICH O|&H Cisco ASAE A E [MHE

SHE|H E{'ZOo| &t Hoi 8t 74Tt RIS = 5&'% LICt X #Hml e S AL " 5= 918 F=20f
OF CH2 AEHHIO| B O] & g3tE LICH ARMHIO| B AL XIS 20 mhelol| CHS 2F
=S G MAIZ £ e, FAISHE ElLICH Rejecting IPSec tunnel: no matching

= = T AT

crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

CIS HEE AIEELICH SHole IKE7F 2HI2 £ EE 12 HOo|EQ 0| CIHFO|A T} EAIEILICE.

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type : L2L Role : initiator

Cisco ASA 114
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AWS Site-to-Site VPN
State : MM_ACTIVE

Rekey : no
eF 7 ol LI ZAQILICH state 242

=
Qi7LL I CHE AEfol H20| YUCHs e

BE F0

=
SFE20
=0

ol X|HE &4 HOIERO|L] sxc 2t0| =
MM_ACTIVEO|D status= ACTIVEO{Of §fL|C}.

OFRtSS LIEFRILICE

IKE7} EHIZ T EEIX| pIRASES
5|5t

£ 23 HAIXIE &3t

Al
=

-
o

)

02

0424
oo

mjo
fjo

Ct

rr

2715401 28 s lsHA

LICt.

router# term mon
router# debug crypto isakmp

IPsec
I H 0= IPsec7t HIZ £ HE 124 H|O|ES| O] ClHO|A 7 EA|EIL|CH

jul
ojo
q
I
o
>
()
o
A
1

ciscoasa# show crypto ipsec sa

172.25.50.101

interface: outside
Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
(0.0.0.0/0.0.0.0/0/0)

local ident (addr/mask/prot/port):
(vpc_subnet/subnet_mask/0/0)

remote ident (addr/mask/prot/port):
current_peer: integ-ppel

0, #pkts digest: 0

#pkts encaps: 0, #pkts encrypt:
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
@, #pre-frag failures: @, #fragments created: 0

#pre-frag successes: 0,
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

0, #recv errors: 0

#send errors:
172.25.50.101, remote crypto endpt.: AWS_ENDPOINT_1

local crypto endpt.:

ipsec overhead 74, media mtu 1500

path mtu 1500,
115
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current outbound spi: 6D9F8D3B
current inbound spi : 48B456A6

inbound esp sas:
spi: Ox48B456A6 (1219778214)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: Ox6D9F8D3B (1839172923)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Zt E'd QIE{H|0|A 0] CHEH inbound esp sas Z! outbound esp sas7t 25 LIEFL}OF EFLIC} O]
= SA7F LIEE| 1 (0f: spi: @x48B456A6) IPsec’t SHIZ A E|0] IS S 7HHE ol o} 7| L|Ct.

Cisco ASAO{| A IPsec2 SO|22 EZfEH(Z = 3telofst= EeiH)0| & E Foi|B LIEHE LICH IPsec
B SLA ZLEE F4dt= W0l E&LICH SLA ELIE = 2 ESfEE

2 g4 Y 4EI2 RX|5t

A& ELHo] IPsecE &' H#EE RRIFLICH

Lot CHS ping BYEE AFE35101 IPsec7t 42 A&SIT &9 ABORE O|SSIEE ZAE == UE
L|CF.

ping ec2 _instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Cisco ASA 116



AWS Site-to-Site VPN

Add a permission2|

Ping statistics for 10.0.0.4:

Packets: Sent = 3, Received = 3, Lost

®@ (0% loss),

Approximate round trip times in milliseconds:

Minimum = O@ms, Maximum = @ms, Average = 0ms
FItHel EX A2 fIsiME ChE WHEE AL85tod CIHZ S 43t et
router# debug crypto ipsec
CIHZE HIg d3tstcd{H Chs BHES AFSELICH
router# no debug crypto ipsec
o
E'do| CtE & BTH2 pingerLICt 0|7d0| 2t S5t= A< IPsec2 A 5HOF & LICt PingO| & &3t K|
fo™ MA|A SES &6t 0| IPsec HHEE FESHAAIL.
QIARIAO| HZE 4 Qe H2 O2 HEE ol AR
1. dMA S50l IEE Yot ALE ECEE 8t S FEElo] U=X| = lgfLct
CtE HEES AL8stod ele + &Lt
ciscoasa# show run crypto
crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac
crypto map VPN_crypto_map_name 1 match address access-list-name
crypto map VPN_crypto_map_name 1 set pfs
crypto map VPN_crypto_map_name 1 set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2
crypto map VPN_crypto_map_name 1 set transform-set transform-amzn
crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600
2. LIS BBS MEst0d AMA S5 gelgoich

ciscoasa# show run access-list

access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask
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AWS Site-to-Site VPN
3. O AUMA ==0| HEHsHx| 2OISHLICH CHS o A] AUMA 2= 0 M= VPC MEL 10.0.0.0/160]
CHE 2 LIS Ecl=EE s LICH

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. Cisco ASA C|HIO|AOM BE FXE A&3510{ Amazon 2t <E{0 EE =X = QI
AWS_ENDPOINT_1/AWS_ENDPOINT_2).

Jtet 1 4= & #elst, §4 QAR

AN — ;

Amazon 2t E{0ll == 3t Amazon VPC 2&0IAM F7}8
of CHEF 2ot OE X =QIstMAIR
5 AtMIE 22X A HE=E FH2 AESHAAIR
E'd QIE{H O|A HI2A
E'Z0| 7S & JAAH £ 0|X[Et EEHZ0| M2 5 2X| f= < EHE QIEI0|AE HIR2AHIEY
3t 2 CHA| &3t stH BF o142 X7t sHZAE &= U&LICH Cisco ASANM E'E QIE{H| O|AE HER
Ast2{H CHEE s-AFLICH
1. CtE&2 A->ELICH
ciscoasa# conf t
ciscoasa(config)# interface tunnel X (where X is your tunnel ID)
ciscoasa(config-if)# shutdown
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# end
= ot E EHE MEE = ULt
ciscoasa# conf t ; interface tunnel X ; shutdown ; no shutdown ; end
40| OtA| MHEIR=X], EEiZ0| M2 527 J=X| =l
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Cisco 10S 1124 70| E9)|0| C|HIO|A Q9| AWS Site-to-Site VPN 242 E Al
G PE

Cisco 74 H0|E{ 0] C|HtO|A 0| 24 EXME AT MW= IKE, IPsec, Ei'd & BGP2| | 7kX| AHY
£ 1ost Al 0|F FA9o| EXME ofH =MZE AT & JUKXIEH (LIEXZ A={of BH ofzfod|
£) IKERE AlEteliA f/2 et7te ZJol E&LIT

S BEE AMEELICH SHol= IKE7H 2Hlz 7 EE 124 Ho|E9|O| C|HtO|A7F F AIEILICH

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst SrC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 @ ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE

E{dol X|HE 24 HOoIERO|C| src 20| & E £0| 8 7H o4 LIEFL ZAQILICH stateE
QM_IDLEO|1 status= ACTIVEO4OF & LICt. & F0| 7Lt EE CIE AElo| =0 QCH= A2 IKE
7t SHIZ FHEX| A4S S LIEFHLICE

£7bQI 2R TS A O VS MNHstol T FHE MB3He 23 HAIKIE BAEE

LICE.

router# term mon
router# debug crypto isakmp

ClHZ S HIg dstetcddH CHs B

n
jo
>
oo
o
-
o

Cle HYES AFELICH S 0|= IPsec7t €HIE #—AEl 124 7|0|E Q0| C|HIO|A T} E AIEIL|C}

router# show crypto ipsec sa

interface: Tunnell
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Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: @, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi: @Ox6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

Cisco I0S 120



AWS Site-to-Site VPN

Add a permission2|

outbound pcp sas:

interface:

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

Tunnel?2

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.193 port
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 26, #pkts encrypt:
decaps: 24, #pkts decrypt:

500

26, #pkts digest: 26
24, #pkts verify: 24

compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts
not decompressed: @, #pkt
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193

compr. failed: 0
s decompress failed: 0

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

0OxF59A3FF6(4120526838)

replay window size: 128

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

replay window size: 128
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outbound ah sas:

outbound pcp sas:

Zt B QIE{m|0|A 0] CHEH inbound esp sas Z! outbound esp sas7t 25 LIEFL}OF EFLICH SA
7t LIEE| 1 (0d: spi: @xF95D2F3C) Status?t ACTIVEEtD 7HE35I ™, IPsec/7t 2HIEZ 78 E A

F71MQl 2Xl si2E fleiMe chs BB S AH8stod ClHZ S E-=HELict

rr

router# no debug crypto ipsec

S
M Zo st usied F=2lo| (e X| &elghL|ct XFM|IEH LIE 2 AWS Site-to-Site VPN 1124 7| 0| E S|
O| C|HFO|A0f CHEt Ersled H & BHE R XFHAAIL.

e 20| SHiz dYE{ e s BEez EX siidS ASELICH

router# show intexrfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
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Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

line protocolO| 7t& FQIX| &QIELICtH E{d HE IP =&, HE QEHo|A 2 cHaol 2+ 1P
ZFAQHo| 17 Ho|EQ O] CIHIO|A, QIE{H|O|A & P FA Q|8 9| 7tAF = 2tolE! Ho|E S oo CH
gt E{d M0 Ux|SH= K| #QIBILICE Tunnel protection via IPSec7t EXHGH=EX| EQIEL|
Ch &% B QIE{HO|AM 25 HHES MAFLICH EXME sHZstciH #4848 AESHD 12 A0
E9|o| ClHto|Ao0f CHEt E2IM 12 E HHE LT

ESt 169.254.255.12 714 Z2tO|E! HO|EH OIS LHE IP AR HH = CHS HHEE AFSE L
Ct.

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

570e| =4 E 7} LIEFLOE B LICE.

KHMIEE 28 2 HEE T EE AESHAAIR.

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000
BGP table version is 8, main routing table version 8
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2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

T o™ etRE7F 25 Ltdz|o{oF & L|Ct. ZHZtoll CHSH State/PfxRcd 2t0| 12 E A|k|o{oF & LICEH

I
ro
el

BGP I|0{20| 7tSE|H 124 Ho|E o] ClHFO[A T} VPCOH| 7|2 E2(0.0.0.0/0)E &El=X]
LICF.

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1
3 ol T, 7+AF Z 20|l Aol EololM vPCol i st HFAE 2rofof B LICH.

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20
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rr
mjo

KiMet 2| o2 % 7

Border Gateway ZZE Z0] ¢
AWS Site-to-Site VPN ¢

—_

o1 2

Cisco 1172 7|0|E9{ 0| C|H}O[A 2 ME
24t A A2, O|H FAHo| EXl= ofH &MEE

IKERE] AlZFSl M 22 SEl7t= [Ool £&

o

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst Src state
174.78.144.73 205.251.233.121 QM_IDLE
174.78.144.73 205.251.233.122 QM_IDLE

E{dol X|4El ¥4 HOo|ES0le] sxc 2f0l &£

QM_IDLEO|T statusE= ACTIVEO4Of €L|Ct.

7t 2HtZ FEEX| G ASS LHEFHLICEH

1= Cisco |10S 174

Eoll= IKE7 SHIZ A= T

7 o|E/|O] C|HtO| A2t

2 =X &

IKE, IPsec &! E{'o| M| 7IX| AFEEE 10

UE)

[ =
= UX|EH (HELZ AE40| B of2Ho

i

sit2

Ek=1g

==
45t
==

LICE.

24 H[O|ES{ 0l ElHtOIATH & AIEILICEH

conn-id slot status
2001 ® ACTIVE
2002 ©® ACTIVE

LIC}. stateE

[ o
ACHE A2

SHE|

2fEl £0| 8 7H ol LiEHE A

= 0| Q7L £ CHE 4B =0 IKE

=
o

3t

20 HAIXIE gd3t

F7tHel ZX sHAE fIsHMe Ot BYHE Al-lsiod Ttk WEE M3 s5te 2l
L|C}.

router# term mon

router# debug crypto isakmp

CIHZ S HIgd3tsiei™ ChS B E AFSELCH

L|Ct. SEoll= IPsec/t 2HIEZ FMHE T

1 Ho|E9O| ClHtOo|ATE EAIELICH

BGPE AFE35tX| &L= Cisco 10S
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router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:
=
—
g mief o 7|t

|.7C-IO

0l CHS BEE MEstod CIHZ S &d3terLict.

rr

SER

fjo

HZ

(o][]

A

P
d
A

router# debug crypto ipsec

router# no debug crypto ipsec

SA7F LIEE|T(0: spi: Ox48B456A6) &Y EH7F ACTIVEO|H IPsec/t SHIE FHE|0 USE
5

==
M, 2 E &t FE|o| U] =HelgLct XM LHE 2 AWS Site-to-Site VPN 1124 H[0|E <]
O| C|HFO[AOf CHEF &5tEd & EHRlE FHZTSHAAIR
2ated 20| S2HIE MEE[0{ e Ol BHo R 2 sHE2 HSghLct
router# show interfaces tunl
Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 205.251.233.121
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
128
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Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

oIl Z2EZ0| 7t8 FQUK| QgL EHE HE IP F4, #E QIEHo|A & 40| ZZHIP =4
Q|f o] 17 Ho|EH 0| C|HIO|A, QIE{H|O|A L IP FA Q& o] 714 mztol8! AHo|E S olol CHEF E
A 0t Ux|5H= K| ZQIELICH Tunnel protection through IPSec7t EX5H=X| & QIErL
Ct. &% E{d QIE{HO|ANM 25 HHS A-ELICH EXE siidstti™ 282 dEStT 12 Ao
Eglo| ClHto|Ao0l| CHEF 2 2IM oid S MAFLICH

LS 169.254.249.182 7t ZEIO|E! HIO|EQO|2| LR IP FAZ HF = CHS HE2 MEE =
o
router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

router# sh ip route static

1.0.0.0/8 is variably subnetted
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S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

T BHde 25 S48 VPC CIDRO| CHet 1% A2 7} EXNE S &rQlsof gLICt EX|SHK| etom CHS
o ol nd A2 E FIILCH

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

SLA 2L|E{Z F¢l

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes?| Z{2 SLA ZLIE{7} 33X 2 MHEE|U=K| LIEFLICE

RHMIEE 28 iE HEE FEE AEsHAAIR.
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Juniper JunOS 1124 7|0|E Q0| C|HIO|A2F2| AWS Site-to-Site VPN 14
=X &
Junlpeu_ Ho|EQOo| ClHtOo|A 2| A EXIE SHAE e IKE, IPsec, Ei'E & BGPL| | 7t X[ A

o

AE) IKEFHE AlF&iM fl12 S2t7hs Aol E&LCH

IKE

0424
[=X=)

A-BELICH SEolE IKE7L SHtZz T+ dE 12 H0|ES| 0] ClHtO|A T} EAIELICEH

mo

Ct

0jo
mjo

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 UP b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

Efdol X|EE #A HolESole] #A F HE?:. | £0] & 74
UPO|oqoF BfLICH &=0| gi7HLt &= CHE 4 EH(0: DOWN) el & =0| RiCh= X2
K| ef%AS S LIEFLICH

O|& LIEFS ZdILICH State7t
IKE7} S2HI2 F+M g

7hxiQl
21 CHg, of2) WS M504 st CILiZ HIAIKIS &30 _;HEH—IEF.

user@router> monitor start kmd
ol% sAEOIM CHE WUOR M 21 TS HAE £ QL

scp username@router.hostname:/var/log/kmd

IPsec
CIS B2 AISELICH S20olE IPsec7t SHIE A=l 1124 70| EQ|0| C|HFO|A 7} I A|EL|CE.

user@router> show security ipsec security-associations

Total active tunnels: 2
ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys

2 TRISHAIAIL. O3 Yolo| BRI Of £MZE ST 4 UKIE (LI A=0| B ofafof

A sl 2 fIsHM= oA 724 TtUoM HYst=E iz IKE FH SMS st MAL.
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<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0

>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0

<131074 72.21.209.193 500 ESP:aes-128/shal dd16c453 300/ unlim - 0

>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0
£5|, (¢4 Hol|E oo L 5t=) HOIEHO| FAY F & 0|4 LIEILIOF BLICH ZF & AlZF 22
o HHH 715 (< >)= S F2oll CHEt EHTo| WS LiEbALICH S0l bt s EaT(<, 7t
A Z2to[8! HOo|ES oA 24 HO|E® 0| C|HIO|ARZ 2= E2fZ)1t o} RHIR2E ECfE(">")0|
HHo| 22 E Al LIC.
FIHMQ ZX A2 fIsiME IKE £ M2 &M AI(REAMIEH LIE 2 IKEO| CHEF o|Te| E
ES

EHLd
M, st wheted 7 E 0| QIEX| &5 &l LICH #& S8 2 AWS Site-to-Site VPN 278 H0|E

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Security: ZoneO| HIEX|, Local FA7I 12 HO|ES|O| C|HIO|A B LI F40 YXIGHE
x| =elgt|ct.

CIE2 2, 169.254.255.12

7tef zetol8! Hlo|EQole| LIF IP AR HHF = O BWHE ALS
guct A= otgiol EAIE SEI

¢ 2 L& 0|o{oF ErLCt.

user@router> ping 169.254.255.1 size 1382 do-not-fragment
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PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

KtMEE 2X e 2 HEE FHE AESHAAIR.

mjo

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 1 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]
#Active/Received/Accepted/Damped. ..
169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0
169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0
F7tHQl ZX| sHZAZ ?I6H, 169.254.255.12 7t&f ZE2IO|E! HO|EL0|e] LHR IP FAE HHFF =
CtE BHEE ALS gL

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
State: Established Flags: <ImportEval Sync>
Last Event: RecvKeepAlive

Type: External
Last State: OpenConfirm
Last Error: None

Export: [ EXPORT-DEFAULT ]
Options: <Preference HoldTime PeerAS LocalAS Refresh>

Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1
Keepalive Interval: 10
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast

Local ID: 10.50.0.10
Peer index: 0

Active Holdtime:

30

Juniper JunOS
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NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer:
Stale routes from peer are kept for:
Restart time requested by this peer:
NLRI that peer supports restart for:
NLRI that restart is negotiated for:
NLRI of received end-of-rib markers:
NLRI of all end-of-rib markers sent:

120
300
120
inet-unicast
inet-unicast
inet-unicast
inet-unicast

Peer supports 4 byte AS extension (peer-as 7224)

Table inet.® Bit: 10000

RIB State: BGP restart is complete

Send state: in sync

Active prefixes: 1

Received prefixes: 1

Accepted prefixes: 1

Suppressed due to damping: 0

Advertised prefixes: 1
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0
Output messages: Total 26 Updates 1 Refreshes 0

Output Queuel[Q]: ©

Octets 505
Octets 582

Ol Received prefixes®t Advertised prefixes7t 2tz 10i L@ z|o{of gHL|C} 0|2

Table inet.@ Bt Lioi QJo{of & L|CT.

State7} Established7} otl AR EX|E

State 2 Last ErrorE EQISHAAIL.

BGP I|o{&l0| 7}= & 1
LIC}.

gt

rr

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
AS path

Prefix Nexthop
* 0.0.0.0/0 Self

3 SrolE, 7Ha Z2Hol8! HIO|EQ0|olAM VPCOl sHE 5t = TS AE grotof & LCt.

MED Lclpref
I

user@router> show route receive-protocol bgp 169.254.255.1

ol 28t Abgfol cHet MF HEE Last

Z4 7|o|E9 0| ClHFO|A T} VPCO| 7|2 ZHZ(0.0.0.0/0) LEl=X| &l
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inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

Juniper ScreenOS 112 HO|E 90| C|H}O|A QLS| AWS Site-to-Site VPN ¢
42X siZ&
Juniper ScreenOS 7|8t 128 H|O|E9| O] C|HtO|A | 42 EXNIE SHEE M= IKE, IPsec, E{'E &

BGPO| L 7HX| AtgHS TEASHAIAIR. Ol Yoiol BRI ol & M2 E a7 4 XIS (WEHZ
A=40] B of2Hof 25) IKERE] AlStahM 912 SEt7Hs 2ol T4 LICH

S BEE AMEELICH SHol= IKE7H 2Hlz 7 EE 124 Ho|E9| 0| C|HFO|A7F F AIEILICH

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002<  72.21.209.225 500 esp:al28/shal 8004lca4 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0

E{gol X|HE 3 Ho|EQolo| HA FATI =& E
A/-,SPIE= 00000000 O|2|2| 164040k EL|Ct. C}
£ LIEFHLICH

| 8 7H ol&f LIEHE ZdILIct Sta 2
MEHO| =2 IKE7I SHIZ T/ EE[R

I gy
>
r

50
o
o

FI1MQ 22X si2g M e ol 74 mtollM HESt= CHZ IKE £ SMHE EdEstAA2.

UEX| &5 &QlgfLICt 72 S 2 AWS Site-to-Site VPN 124 H|0|E

AL

Yt 720 SHZ dHE(0] (W OE BBz X 2 S A& e

ssg5-serial-> get interface tunnel.l
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AWS Site-to-Site VPN
Interface tunnel.l:
number 20, if_info 1768, if_index 1, mode route

description tunnel.l
vr trust-vr

link ready

vsys Root,

*ip 169.254.255.2/30

zone Trust,
admin mtu 1500, operating mtu 1500, default mtu 1500
*manage ip 169.254.255.2

route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP)

tunnel-id VPN

ping disabled, telnet disabled, SSH disabled, SNMP disabled

pmtu-v4 disabled
web disabled, ident-reset disabled, SSL disabled
OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps
H HO|EQO| ClutolA EHE LHE FAH UX|SH=X] &l
=EEWY

al
Zatoly! Ho|lERolol LIF IP FAZ HHRE OHS

gl
CIE22,169.254.255.18 7+4
gLiCt ZAot= otehol EAIE S

ssgb-serial-> ping 169.254.255.1

link:ready7t LIEILE=X], IP AT
ot Zr2 L& olo{ok grLct,

Ct
=

A2,

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds
=

Type escape sequence to abort
Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

HEst

mjo

4 REE 7y

KEAMIEH 2K sl Z

=2
S

136
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BGP

ssg5-serial-> get vrouter trust-vr protocol bgp neighborx

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

= BGP I|0{o| AEf= 25 ESTABLISHZE E A|Z|0{0F 5t0H, O|= 7H4F Z2}0|E! H O|EQOlof CHEt
BGP @Z0| &M &Eligt= o|0|lLCt.

FItHel EX siEE ?lsH, 169.254.255.12 7H4f ZE2t0[S] HO[ES 0|2 LR IP FAZ HHF E
CHS B>¥E ASELICH

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:

Route refresh: advertised and received

Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
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update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

I

BGP I|0{&0| 7S E|T 17 HO|EQ 0| C|HtO|A T} VPCO| 7|& ZZ(0.0.0.0/0)E LElE=X| &l
LICt. O] HE 2 ScreenOS K% 6.2.0 0| &0l MZELIC}

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

71 ol =, 7HAF Z2toE! Ho|E 0|0l VPCOl| iS5t ZFALE glolof gfLCH o] H&E2
ScreenOS H{7 6.2.0 O|4fof| 4 =|L|C}.

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 1IGP 7224
Total IPv4 routes received: 1

Yamaha 11728 H|O|E 90| C|HIO|A 2} 2| AWS Site-to-Site VPN ¢4 £ A | 5l
74

[ IKE, IPsec, i 2! BGP2| | 7FX| Al

Yamaha .2 #|0|=9)0| Cltto|A 0| H XIS s
#e TE{st AR, O wodo| BXIE ofE £MRZE HEY 4 UKIEH (MEHYZ A{0| B of 2o
Qls) IKERE] AlstsiA] 912 g27he 2ol 2Lt
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(@ Note
IKEQ| 2EtAI|M AL El proxy ID A2 Yamaha EHRE{MAM 7|EX o2 AFE SXIELICH
O|2 Ql&l Site-to-Site VPN 21Z85t= o 2|7t %* %E* £ A&LICH 22 E{0l proxy ID7t
THE|X| et B Yamaha7l 2HI2H MHE = AT E AWSHISE oA 74 otedg &=
StMI2.

ChS BES AdeLict SEols IKE7I SHlz FEE 124 Ho|E9|o| ClHtO|ATF E AIEILICH

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1i:2 s:1 r:1

E{dol X|4El ¥4 HO|E0l2| remote-id £f0] B &l £0| LIEtE RULICH B HEE HEf
SA)E MR Ltge & J&LIch

Q'I_l
2
m
o
2
my

HaE RIiMeE OHE BB S d™sto TH HEE MSst= DEBUG =& 21 HA|

# syslog debug on
# ipsec ike log message-info payload-info key-info

[T

230 7|58 =S FlAcit{H Chs BE S A-dg/ct

# no ipsec ike log
# no syslog debug on

ClS HWHEES A™AELICH SEHOE IPsec7t 2HIZ 7 EE 124 H|O|E9 0] C|HtO|ATF EAIELICH

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s
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Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %% %% (confidential) k% %% %% %% %%

Zt B{'d QIE{H|0|A0i CHEH receive sas 2! send sas7t 25 LIEFLIOF B LICE

# syslog debug on
# ipsec ike log message-info payload-info key-info

T

CIHZE HIg d3tstt{™ CFE B> e AL
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# no ipsec ike log
# no syslog debug on

124 AHO|EO|

# show status tunnel 1

TUNNEL[1]:
Description:

Interface type: IPsec

Current status is Online.

from 2011/08/15 18:19:45.

5 hours 7 minutes 58 seconds connection.
(IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
(IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

Received:

Transmitted:

A

=
E

st0|
—

>

2telo| Interface typeOl IPsec@!X|
atioF EfLICH 0{7|M 2XIE sHZEsted™ +

o

Al
=

current statu

us
O|A0AM B H2

q

(=]
—
SH
oo S

7t
HA =
k=2 M
= o=

# show status bgp neighborx

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link

BGP version 0, remote router ID 0.0.0.0

BGP state Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds

Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0

Last reset never

Yamaha
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Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

CIM BIRE7I 25 LtdE|o{oF & L|CtH Z2F2Hofl CHEH BGP state 20| Active2 E A|E|0{0F L

—
T =

Ct.

mo

BGP m|0{2l0| 7S &3 174 7o|E 0| CIHFO|A7F VPCH| 71& Z=2(0.0.0.0/0)8 LE|=X| & ¢
LIct.

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route
Network Next Hop Metric LocPrf Path

* default 0.0.0.0 0 IGP
T o], 7HAF Z2Fo|E! HIo|Eo|olA VPCO SHE ate S AFE gholof ghL|Ch.

# show ip route

Destination Gateway Interface Kind Additional Info.
default IRk BRI Rt P RIRIES LAN3 (DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124

AWS Site-to-Site VPN 2! eero S

AWS Site-to-Site VPN eero®} 215l04 Z2l0| 22| 3 Ho 2 74 ALO|EQ} AWS ZHof| 2ot o4
£ ZtEst o WE|sHH d-HE = UEE #&Lch
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0| &2 ML eero| WiFi HMA ZQIEQ} HE Q|3 HO|EQ0|E &25lo{ 2Z odZAS MZ gLt
eerol| 7|0|E 90| 0{Z2} 0|1 A2} Site-to-Site VPNS AF2SIH 122 22| H Ho
2ls 28t ZX| HO|EQ0|Q Z 0| AWSOHA SAEIL|= O Z 2|7 0|4d0f HM|AE = Q

g 4= QI&LICH 0|2 &6l mZHS 4=l 7o AFO|Eo|M HZ AFO|E A 7t
HEEE = AHUERL ME X|AE % & 7l=R0t HEE MEE 2ot eis
Z

=
&2 M2 2|0 50074 #1Z ALRAO| U1 2 AR

R C M |
Dok nY o
> o

2

o
e
-
n

« Transit Gateway £ = Cloud WANO{| @1Z3El VPN 4202t AFE & &= Ql&LICH 7HA Z2tolE! A o]
E9|o| HAZol= X|HEIXK| et&LICt

« 5Gbps E{2 X|E|X| &t &LICt.
« Site-to-Site VPN Concentrator= K| E|X| ot & L|C}.

- Site-to-Site VPN S F 20| &= HELIX| E&LICH
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XFQIAWS Site-to-Site VPN

Amazon VPC & E=AWS CLIE Ar&35t0q Site-to-Site VPN Z|&A BT 22 S-E = JUaL
Ct.

=

+ AWS Site-to-Site VPN Concentrator 2444 2! 22|

« AWS Site-to-Site VPNQIZ A4

+ AWS Site-to-Site VPN A3 HAE

« AWS Site-to-Site VPN 912 2! H0|E90| AT A

« AWS Site-to-Site VPN 24Z42| CH4 HO|EQ0| =8

+ AWS Site-to-Site VPN 914 &M =8

« AWS Site-to-Site VPN Eid M +H

» AWS Site-to-Site VPN @1749| ™ ZHZ HZ

 AWS Site-to-Site VPN 24Z42| 12§ H|O|EQ||0| #473

« AWS Site-to-Site VPN 917201 CH3H &4 El X174 5 WA

+ AWS Site-to-Site VPN E{d AEZQIE QIS A WA

+ AWS Site-to-Site VPNE AtE 8t Z2}0[5! IP Direct Connect

AWS Site-to-Site VPN Concentrator 2843 4l ztZ|

ol

Site-to-Site VPN ConcentratorsE AFE3IH 2 ALO|E0f| A 0421 VPN 42 E EHA|
ooz Y ESA 2|7t 7hsELICEH

g=

ok

!

rk

A

Site-to-Site VPN Concentrators& 448t & Amazon VPC & 2| Site-to-Site VPN Concentrators 7|
= HO|X|o M O|& E1 ZE|E = U&LICE O] CHA|EE0= AWSE 273 ALO|E Zho| Bt oA S
Zr2|5tE 25 &4 VPN Concentrator7t Z Al LIC.

BN

« AWS Site-to-Site VPN &5 7| M4

« AWS Site-to-Site VPN Concentrator Ef1 £ 2|

- AWS Site-to-Site VPN EE 7| Alx]

VPN Concentrator 2443 2! zt2| 144
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AWS Site-to-Site VPN RIS 7| M Ad

Amazon VPC 2&, APIs EEEE AF23}04 ConcentratorE 2438t L|CH AWS CLI. ConcentratorE 244
57| 2ofl HA{| Concentrator@t @1Z4e <& 7 0|EQ0|E MAdsHoF BFLICt & HO|EL| 0] AAdof
CHEE REMIEH LI &2 Amazon VPC AWS Transit Gateway 9FLiA{ S| & HO|EQ0| HH S FHEHA
(@}

2£ 2 A&75l04 Site-to-Site VPN Concentrator 214

AWS 2| 248 A8 35104 Site-to-Site VPN ConcentratorE 2A5l240 CtS B AIE HSL|Ct.
242 ME35}0q Site-to-Site VPN ConcentratorE A 44sl2{ ™

https://console.aws.amazon.com/vpc/0l M Amazon VPC 2& 2 LICt
&f M 20| M Site-to-Site VPN ConcentratorsE AMEHEFL|C}
Site-to-Site VPN Concentrator 2432 MEdEFL|C},

1
2
3
4. (ME4 ALE) O Ef10d| Site-to-Site VPN Concentrator2| O|& & QI24&FL|C}.
5
6

ME HO|ERO|oAM 7|&E TS HOIEQO|E MEdELICEH

(MEH ALE) Site-to-Site VPN Concentratorg A6t 1 F4d6t= Ol =&0| &l= Ef2 & F7tgL
Ct.

a. MERE|d 715 Medst|ct

b. 710l B2 7[(0d: Name)E I ErLICE.

c. Ztoll Ei2 Zk(odl: Production-VPN-Concentrator)2 I23gLICH.
d. O|™ HtHE gr=sto o et Ef2E FIHELICH

7. Site-to-Site VPN Concentrator 24432 AMENSHL|C},

M % Site-to-Site VPN Concentrator= Z2H|X{dE|= S¢F pending &E{7t ELICH &H|7t £[™
AEf7} 2 ¥4 Zavailablek| I Site-to-Site VPN ConcentratorE AF& 3= VPN @172 MM E A|ZHE

T A&LCt
CLIE AF235}0q Site-to-Site VPN Concentrator 2443

CLIE A& 75l0d Site-to-Site VPN ConcentratorE A4435l7| Xoi CtS 0| U&=

r
ﬂ
,Ia.
r
]

« AWS H™H9| 7|E Transit Gateway
- Site-to-Site VPN ConcentratorE 2+35t7| 98t 25t IAM HEt
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« Concentrator& 93Z25t24= Transit Gateway2| IDRILICF.

CtS oAl M= XIHE S 7 o|EQ0]oi CHE Site-to-Site VPN ConcentratorE 244 &FLICt.

aws ec2 create-vpn-concentrator --transit-gateway-id tgw-123456789

CtE2 d3%e 8EH& Eo{ELct
{
"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef@",
"State": "pending",
"TransitGatewayId": "tgw-123456789",
"CreationTime": "2025-09-29T17:26:31.000Z",
"Tags": []
}
}

APIE Al 35}04 Site-to-Site VPN Concentrator 2444

CreateVpnConcentrators APIZ A& 3109 Site-to-Site VPN ConcentratorE A48 & Ql&LICH
CreateVpnConcentrators

API= CtZ 7| m2t0/HE S & Lch
TransitGatewayId

Site-to-Site VPN ConcentratorE 24Z4& Transit Gateway2| ID2IL|C}.

TagSpecification

ZlaA FA Al ZAXNE 2|5l Site-to-Site VPN Concentratorol] =gt EN2 LTt

CHS oMol A= Transit Gatewayoll 22 El Site-to-Site VPN ConcentratorE M35l WS E0iE
L|C}.

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...
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Action=CreateVpnConcentrator

&Version=2016-11-15
&TransitGatewayId=tgw-0123456789abcdef0
&TagSpecification.l.ResourceType=vpn-concentrator
&TagSpecification.1.Tag.1l.Key=Name
&TagSpecification.l.Tag.1l.Value=MyVpnConcentrator

A
S

Ct.

OK

Mo 2 MET|HAPIE MZ MAE Site-to-Site VPN Concentratorol| CHEH A& HE & gt

%

L

<?xml version="1.0" encoding="UTF-8"?>
<CreateVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<state>pending</state>
<transitGatewayId>tgw-0123456789abcdef@</transitGatewayId>
<creationTime>2024-01-15T10:30:00.000Z</creationTime>
<tagSet>
<item>
<key>Name</key>
<value>MyVpnConcentrator</value>
</item>
</tagSet>
</vpnConcentrator>
</CreateVpnConcentratorResponse>

AWS Site-to-Site VPN Concentrator E{1 22|

AtE35lo %, &4, HI8 ME == T &lof| MErst 7|EF 7| &0 W2} Site-to-Site VPN ConcentratorE
EFE = U&LICH
Z&2 Ar&3tod Ef 2|

AWSZE| 242 A2 35104 Site-to-Site VPN Concentrator0d CHet Ef 2 E F7}st7HLE ANE £ &

Site-to-Site VPN Concentrator0ll Ef1 & ZF7}5t24H

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC 2& 2 dL|C}.

2. EfM 2oj| M Site-to-Site VPN ConcentratorsE AE4 8 L|C}.
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Ef1E X|XE Site-to-Site VPN ConcentratorE MEHEHL|C},

3

4

5 g 2

6. MERE|T F7IE M=dgLICH
7. Zlol E{2 7|(0d: Environment)E I23&FL|C}
8. Ztoll Ei2 Zt(ol: Production)S QI238rL|Ct.
9. HHZAANE MES MEIELIC

Site-to-Site VPN Concentrator0i| M Ef21E AHX||6tE{H™

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt
=F M ZHoi| M Site-to-Site VPN Concentrators& A1EHEHL|CH.
E}2E X 7{E Site-to-Site VPN ConcentratorE e g L|C}.

1
2
3
4. EjO RS MEHEfLICH
5
6
7

Ef &t2|E MEdELCt.
N|7{e zt ef 70 CHaH AM|I7HE MEdsHL|C}.
H474 AbEH K{A&HS MEHSH |C}

CLIE AF835to{ B e

E ME83lo{ ElaE FIt, =™ E= MHE = U&LICFAWS CLI.
Bl =7t
CtS of| A|o| M= Site-to-Site VPN Concentratoroll Ej1E& F 7} &FL|Ct.

aws ec2 create-tags --resources vcn-0123456789abcdef@® --tags
Key=Environment,Value=Production Key=Team,Value=NetworkOps

O| HH2 M3 Al &g ut&tsl x| ek&Lich
Ef 27|

Ct2 of|X|of M= Site-to-Site VPN Concentratorl| Ef1E A4238fL|C}.

aws ec2 describe-tags --filters '"Name=resource-id,Values=vcn-0123456789abcdef0"
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{
"Tags": [
{
"Key": "Environment",
"ResourcelId": "vcn-0123456789abcdef0",
"ResourceType": "vpn-concentrator",
"Value": "Production"
I
{
"Key": "Team",
"ResourcelId": "vcn-0123456789%abcdef0",
"ResourceType": "vpn-concentrator",
"Value": "NetworkOps"
}
]
}
EHZ XA

CtS ol Alol M Site-to-Site VPN Concentrator0il A Ef1E A 7{&L|Ct.

aws ec2 delete-tags --resources vcn-0123456789abcdef@ --tags Key=Environment Key=Team
ol W2 MB Al B2 prerstxl oot
APIE AL&3dto B 22|

Amazon EC2 AP| 2212 Al25lod Z2 e 2 Alo 2 Site-to-Site VPN Concentrator Ef1E 22|

8 4 QlaLich
CreateTags

CreateTags XS ArE5t0od Bl E F7tet7HLE UO|O|ERLICH

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateTags
&Resourceld.l=vcn-0123456789abcdef®
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&Tag.l.Key=Environment
&Tag.l.Value=Production
&Tag.2.Key=Team
&Tag.2.Value=NetworkOps
&Version=2016-11-15

Ct

0jo

SEro| dherEiLIC,

<?xml version="1.0" encoding="UTF-8"7?>

<CreateTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<return>true</return>

</CreateTagsResponse>

DescribeTags

DescribeTags & UE AtE5to] EfOE Mgt

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DescribeTags
&Filter.1.Name=resource-id
&Filter.1.Value.1l=vcn-0123456789abcdef0
&Version=2016-11-15

ct

0jo

SEo| gretELch

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<tagSet>
<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
<key>Environment</key>
<value>Production</value>
</item>
<item>
<resourceld>vcn-0123456789abcdef@</resourceld>
<resourceType>vpn-concentrator</resourceType>
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<key>Team</key>
<value>NetworkOps</value>
</item>
</tagSet>
</DescribeTagsResponse>

DeleteTags

DeleteTags &S Ar&3sto{ E{E A|7{ELICH.

POST / HTTP/1.1
Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteTags
&Resourceld.l=vcn-0123456789abcdef0
&Tag.1l.Key=Environment
&Tag.2.Key=Team

&Version=2016-11-15

Cts 8ol ghratELict

1jo

<?xml version="1.0" encoding="UTF-8"7?>

<DeleteTagsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<return>true</return>

</DeleteTagsResponse>

AWS Site-to-Site VPN &S 7| AfA|

Site-to-Site VPN Concentrator7} . 0|4 ZIQ5tX| ote A
C}. Site-to-Site VPN ConcentratorE AFXl|5tH siE VPN Concentrator?} ¢4
2 MN7HEILC}.

A=A
Site-to-Site VPN ConcentratorE AfA|5t7| Hof| CIS & &l Lct

« Site-to-Site VPN Concentrator2t 14 El 2 E VPN ¢3Z20]| A A EL|C}.

- Site-to-Site VPN Concentrator()& &rA|st= Ol 28 Mol A&
Clec2:DeleteVpnConcentrator.
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2 &2 A2 35104 Site-to-Site VPN Concentrator 4+ K|

Site-to-Site VPN ConcentratorsS AfA|5te{H™

1. https://console.aws.amazon.com/vpc/H| A Amazon VPC 2&2 dL|C}.
2. &AM 2of| A Site-to-Site ConcentratorsS ME4EIL|CE

3. 4fA|E Site-to-Site VPN ConcentratorS ME{ErLIC}

4. =S MEHSH CHS Site-to-Site VPN Concentrator 41 A& MEEFLICH,
5. EOlCHst AXolM deleteS 245104 AMKIE & QIELICt

6. AIXE MEIELCE

CLIZ Al-23}0d Site-to-Site VPN Concentrator At A]|

delete-vpn-concentrator A2 A& 35104 Site-to-Site VPN Concentrators A M| gFL|Ct. A
Mlvpn-concentrator-id3atedgio| 2 &Lct

Ct2 of A|of M= Site-to-Site VPN ConcentratorS A& ghL|C},

aws ec2 delete-vpn-concentrator --vpn-concentrator-id vcn-0123456789abcdef®

CtE SEol BretELict
{
"VpnConcentrator": {
"VpnConcentratorId": "vcn-0123456789abcdef@",
"State": "deleting",
"Message": "The Site-to-Site VPN Concentrator vcn-0123456789abcdef@® is being
deleted and will be removed from your account."
}
}

APIZE Al-25}04 Site-to-Site VPN Concentrator AfA|

DeleteVpnConcentrator & AI&3l04 Site-to-Site VPN Concentrators &M A gL|CH, &
AMVpnConcentratorIdstzd®o| T &L},

Ct2 ofl A|oflAHE Site-to-Site VPN ConcentratorE At gtL|C}

POST / HTTP/1.1

VPN ZIE 7| At Al 152


https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN Add a permission2|

Host: ec2.region.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=DeleteVpnConcentrator
&VpnConcentratorId=vcn-0123456789abcdef®
&Version=2016-11-15

ct Eol gretELCt

=

i)
010

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteVpnConcentratorResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConcentrator>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>

<state>deleting</state>
<message>The Site-to-Site VPN Concentrator vcn-0123456789abcdef@ is being

deleted and will be removed from your account.</message>
</vpnConcentrator>
</DeleteVpnConcentratorResponse>

AWS Site-to-Site VPNQ1Z3 A Ad

& HO|EQ|0| EEE Cloud WAN 22 HEQ|30] 2435t = Site-to-Site VPN Q122 At
L A&ELICH FHEA S 2E IPv4 2 IPve ZT2EEE X|&6t0{ MEHA O 2 Sijte-to-Site VPN
ConcentratorE AF&35t0{ 0421 ¥ AIO|EE H|E X2 d4dE &+ &L|Ct.

A& 5104 VPN 917 At

S
- =

|0

P

u

H

rH
o

£ ALE5to{ VPN S d4

https://console.aws.amazon.com/vpc/0ll A Amazon VPC & JLICt.

EF A 01| A Site-to-Site VPN 91722 ME4EFL|C.

VPN 14 d'dg MEfgrLict

(M4 ALE) OF Eff0l| 42| Ol 2 LU=FLICH Ol H| 6T Name 712+ X[ & gt 2 Ef 7t
MAME LI

A

5. CHY HOIES 0| REM CHE & otLtE MEIELICH

« 7te Z2toll AHO|ED O] - 7|E 7He Z2to|! HO|ESOIE M=istod M 74 Z 20l |0
E9fo| VPN dZ22 ddgfLict
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« TS HOIEQO| - 7|E & HO|ESO|E MEYSI0f M S HO|ELI0| VPN 122 HME
LICH & HO|E| 0| Mo CHEt RkMIEF LI& 2 Amazon VPC Transit Gateway 2| Transit
GatewayE & Z3HAA|I2.

« Site-to-Site VPN Concentrator - 7| & Site-to-Site VPN ConcentratorE At &35t7{L} M Site-to-
Site VPN Concentrator 2122 2435104 A Site-to-Site VPN Concentrator 122 M AI8HL|C}.
CtS & 5tLIE MEfSFLICE.

« 7|& - 7|Z ConcentratorE® A2 35109 Al Site-to-Site VPN Concentrator VPN 122 MAISHL|
Ct.
« {7t - Site-to-Site VPN Concentratorl| MEHX 0|2 =2st OIS 14 ™S HO|ES 0]

g MEfgfLICH

o HAEE|X|[AE - AEAEIX| 2 VPN "E"% H245t04 L} S0l Network Manager 2& &= API
£ &3l Cloud WANZ} o448 &= Q| VPN 21Z 2! Cloud WANO{| CHEF XEAM|EF LIE 2
Cloud WAN AWSALE MEM2| AWS Cloud WANZ2| Site-to-site VPN Q122 & XFHMIR.

14 HO|ESOlo|M Ct5 & StLtE - ELICH

lI|>

w

- M 12§ HO|EQO|E M dsteiH ME BHET|E MEE
o IP FA0 IPv4 EE= IPv6 A E =g LICt
o (MEH ALE) 213 M ARNOIA Z2tO[H! RQIB M| ARNS MEHEILICH RIS A 7[Et CIEE A8
st 82)
- BGP ASNO{| 24 7{|0|E 1|0|9.| BGP(Border Gateway Protocol) ASN(AIE A|AR #H35)S
UELICH XtMEH L2 T2 AHO|EQ0| M EHHE HERSMAIR.

2t el S Mol SH(BGP LR) EE Hxg Mg

® Note

ConcentratorsE Al235t= 222 E WAN VPN ©3Z 2! VPN 9142 BGP 2t EloH x|
grLICE olg{st o1 f¥ols H™ 20| X|HE|X| ef&L|Ct

M 37 7| AEBIX|HM E&E EE£= Secrets Managers MEAEFLICH 7|E MEH2 E& QL
o

- 14
Ct.AWS Secrets ManagerAt &0 23t RtA[E LIS 2 2ot B2 FHESHA
B LHE IP HT0|M IPv4 EE= IPv6E MESEFLICEH

(ME ALY 7hE Ed3tol Cholf #QlEtE MEistod 7t& S ALS AEELICE RHMIE LI 2 715
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-s2s-vpn-attachment.html

AWS Site-to-Site VPN Add a permission2|

11.
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 IPv4 - 2Z IPv4 L-IIE-?—JEL CIDROIA VPN E{d2 S&l| SAIE 4 = 12 Ho|EQo|(R=g
Ol4) £9| IPv4 CIDR 2§ X|IFELICH 7 IPv4 HIEQI3 CIDROIM VPN EILE 8351l &

AE = UEAWSE Q| CIDR HPYE MEIEILICH 5 EEQ| 7|84/2 0.0.0.0/0]LICt.

AA -

* IPv6 - 2Z IPv6 L|E2{3 CIDROA VPN E{'dE Sall S4E = U= 22 Ho|Efo|(2=z
Ol£) 2| IPv6 CIDR P& X|HELICH 34 IPv6 HIES A CIDROA VPN E{'2E Sdll S
Algt 4 SIAWSS 2] CIDR H9IE Mg, 7 Bl Jl=zte ::/0Lich.

T AR

QR IP F4 REO| AL Ok &M BolM stLHE M=gLich

- HEE] IPv4 - (7|22h) 2IF EIE IPO IPv4 FAE AFSELICH

» Z2to|8!IPv4 - ZEtO|H! HIES{T LHOlM AHEE Z2to|Y! IPv4 FAE ASELICH
4

. IPv6 - 2|8 E{d IPO]| IPv6 TAE AFEFLICE O] 4
ATFIPV6 A X|IHE X|sHofF ghLCt.

(® Note
QEIPFA FEOZ IPvEE MEHSIE B2 IPv6 TAE 11724 HO|ESO|E AMAd5HoF &
L|C}.

« LH2 E{'d IPv4 40/ 169.254.0.0/16 HLI0|M 27(/30 IPv4 CIDR E5& XIEFLICH

- B iR IP ol IPv6E X|HEt B2 LR B IPv6 42| £d00o: : /8 HI0AM /126 IPv6
CIDR E5& X|HgELct.

« IKE AFX 38 7|(PSK) IKEv1 EEE IKEv2 H{X0| x| E LICH

- ol 12 SME HASIE{H Ed S HES MEELICH RHMEH L8 2 VPN B SM EF

o (ME4 AR B #3 201 chell &8 E ME5t0] IPsec S X DPD Z2EZ MA|X|of

o (MESAE) E{D AEZQIE £08 TJ|0fM 7{7|E MEHSt0 AEZQIE W YA o1&
Ch B AIEZQIE = F7|of CHEt Rt LIS 2 E{E JIEZQIE = F7| AMg FX 5

ZEE AE5t0{ VPN 2 dd 155



AWS Site-to-Site VPN Add a permission2|

14, (MEH AFE) E{d 2 M MEstT o)™ B0l et 5 8HM) E{g e AMAstLct.

15. VPN @174 Ml MetstL|c},

CLI EE= APIE AF273104 AWS Site-to-Site VPN A& HO|EQ| 0| @12 AiAd
CLIZ AFE735104 Transit Gateway0il CH8H VPN 94 A4

create-vpn-connection @& AF&5t 1 --transit-gateway-id SMoi CHEF & HO|ERO] ID
E XI™ELct

CHS ool M= IPve 2|5 B IPs & IPv6 LIF E{'E IPs

aws ec2 create-vpn-connection \

--type ipsec.l \

--transit-gateway-id tgw-12312312312312312 \

--customer-gateway-id cgw-001122334455aabbc \

--options

OutsideIPAddressType=Ipv6,TunnelInsideIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

SE oA:

~

"VpnConnection": {

"VpnConnectionId": "vpn-0@abcdefl1234567890",

"State": "pending",

"CustomerGatewayId": "cgw-001122334455aabbc",

"Type": "ipsec.1",

"TransitGatewayId": "tgw-12312312312312312",

"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false,
"QutsideIPAddressType": "Ipv6e",
"TunnelInsideIpVersion": "ipvé6"
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APIE AFZ 35104 Transit Gateway0ll CHSH VPN @47 A4

Amazon EC2 APIE AF&7510{ VPN 14 MEE &= U&LICE o] MMolM= APIE AI&35t0d &
2 M AR AMIE AZEHLCt.

APIE AL&3dt01 VPN A& W dst7| Mo CtZ ol J=X| E gLt

S Ho|EH ol 4 X ME Tt
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- 2Z7 0l ClHio|A MF HE=Z FEE 12 Ho[EH 0
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CHS oMol = CreateVpnConnection APl 22 AF235104 VPN Q148 MM
L|CF.

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&TransitGatewayId=tgw-12345678901234567
&CustomerGatewayId=cgw-12345678901234567
&Options.StaticRoutesOnly=false
&Version=2016-11-15

O] Mol M= XI'HEl & HOo|EH 0|t 728 Ho|ER O] 7tol| S 2t E/(BGP)2 AF&3t04 VPN
o = = o f I i

APl SE0| 4&5tH VPN 24 MF HE 7t ghetELCH

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>7a62c49f-347e-4fc4-9331-6e8eEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-1a2b3c4d5e6f78901</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayld>
<type>ipsec.l</type>
<transitGatewayId>tgw-12345678901234567</transitGatewayId>
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<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>
</CreateVpnConnectionResponse>

SEOl= VPN A4 ID, oM &fEf & 74 MF EEIH ZEELICH AWS7L VPN EIdE Z2H|X{'ds|
= S UE2 XMB0l|l "ER 3" &Ef7F FLlch

CLI EE= APIE AF235104 AWS Site-to-Site VPN Cloud WAN 172 Al A

ot Hxtof et 2= 80| A2F AWS Cloud WAN 7H0]| Site-to-Site VPN 9422 MM sk £~ Ql&L|Ct.
XEMIEH LH2 2 AWS Cloud WAN AFR A MO Cloud WAN S| Site-to-site VPN
AWS

CLIE AF23510q4 Cloud WANO] CHEF VPN 4723 A Ad

create-vpn-connection @S AF&3504 L} S 01 Cloud WAN 228 HER30i ¢4Z2E VPN HZEE A
MefLct o|Z A 5t ALK et2 VPN 24Z20| M- x|0{ LIS 0of Network Manager &2

£ 53l Cloud WANZ} 4738t 4= Q& L|CH.

>
i
rr
>
3

MH =7
Cloud WAN VPN ¢1Z3g MM37| ™o 2ol Q=X golghct.

« customer-gateway-id- 2Zdi0|A VPN C|HIO|AE LtEIHL = 7|& 124 HO|ES0] Elaa
(cgw-xxxxxxxxx)edLICH.
» Cloud WAN 22 HEQ|3 - Cloud WAN 22 HIEQI E 4450 MM UELI MIHE
A8tiok gfLch.
- BGP T+ - 22 E WAN VPN 91Z0f= BGP 2t &0 I L5t MX BIREI2 X|YMEX| obaL
Ct. &M m2t0|E{StaticRoutesOnly=falset|HE A H Ct

O] BH2 Chaf HOIESO|IE XIHFR N ¢iZ
L+ = 0f| Network Manager 2& == APIE &3l Cloud
StaticRoutesOnly=false M2 M 2}R&I0| X
21 BGP I 22 g3t gfuct.
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https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-s2s-vpn-attachment.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
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aws ec2 create-vpn-connection \

-~

--type ipsec.l \

--customer-gateway-id cgw-0123456789abcdef@ \

--options StaticRoutesOnly=false

"VpnConnection": {
"VpnConnectionId": "vpn-Q@abcdefl1234567890",

"State": "pending",

"CustomerGatewayId": "cgw-0123456789abcdef@",

"Type": "ipsec.1",
"Category": "VPN",

"Routes": [],

"Options": {
"StaticRoutesOnly": false
}

}

}

VPN 912 &S 4%t F Network Manager 2& = create-site-to-site-vpn-attachment

273504 Cloud WAN 228 HEQTo| AZE = US

APIZE Al235}04 VPN Cloud WAN €472 A Ad

EC2 APIE A}

2 VPN 0142 M4/d3t= CreateVpnConnection API

23504 Cloud WAN S 2[5t VPN 42 Mgt
ZE0|xZ

Cloud WAN 224 HE|Z 2t AZY - J&LICH

APl 22 4 HO|ESI0|E X|H5HX| &t VPN @14 E 4d5t04 Cloud WAN S
Ef2 SL|Ct. 24222 Cloud WAN VPN @1Z30] Z 8t BGP 2t

Elxl Lé% O

Ct2 oMol M= Cloud WAN VPN @122 MAdsty| QB HTTP £

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded
Authorization: AWS4-HMAC-SHA256 Credential=...

Action=CreateVpnConnection

LICH o470l =

£ EoiELICH

= o4Z4g|X| oF

= =

2 VPN 9iZd2

#H|7t 2 44
gfLCH.
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&Type=ipsec.1
&CustomerGatewayId=cgw-0123456789abcdef@
&Options.StaticRoutesOnly=false
&Version=2016-11-15

API= VPN A MR HEI 2 & E 83ol SEH 2 vrEte Lo MSol=7F VPN E{E2 AWS 2
HIX{Est= St 24Z0| pendin O| &rEjoi M HEN7F 2 BdZElLICtavailable.

(o]
oﬁr
m
N
m J
kl

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/
doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnection>
<vpnConnectionId>vpn-0@abcdef1234567890</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-0123456789abcdef@</customerGatewayld>
<type>ipsec.1l</type>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
<vgwTelemetry/>
<routes/>
</vpnConnection>
</CreateVpnConnectionResponse>

T

T2 YEE MSgLct

rlo

APl SE2 st Z

« vpnConnectionld - Cloud WANO{| @1Z23t= O AtHEE VPN 422 17 A|9%}(0d:
vpn-0abcdef1234567890)IL|C}.

- &EH- AWS7} VPN E{'d2 Z2H|X{'Fst= St M0l "EF "2 Ctg HAZAE &H|7t /T "M
Jts"e 2 HMEHELICH

- category - Cloud WAN S &0l 24gf 8t AZE(|X| &2 VPN @1Z/E LHEIHL = "VPN"E EA[ELCY.

- staticRoutesOnly - "false"2 4473504 Cloud WAN VPN 21Z20] 2§t BGP 2t &S & 435
Ct.

r

VPN @1Z40| "AF8 7hs" AEfol =& 3™ Network Manager CreateSiteToSiteVpnAttachment
APIE At&3t7HLE AWS 2&2 S35l Cloud WAN 22 LIEQ30f HAZFE = U&LICt
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CLI === APIE AL&3104 AWS Site-to-Site VPN Concentrator 9173 44

CLIE A2 73}04 Site-to-Site VPN Concentrator 2172 244

Site-to-Site VPN ConcentratorE M8t F0i= #4723 AO|E0i M Site-to-Site VPN ConcentratorZ 7H

3 VPN 442 A™sHoF gLt 2t ¥ ALO|E o= Site-to-Site VPN Concentrator IDE & & 3t= Xt
A VPN e4Z20| 2R LICt Ol S5l o42d ™4 ALO|E 7} ZH ALO|Eof| CH5H o E ot E{dE R K|
S5l AM S8t Site-to-Site VPN Concentrator QI Z2IE 3R & £ &L}

Site-to-Site VPN ConcentratorE Al235t0{ VPN 4222 A%sled8 VPN 448 MAs ) MS

Ho|E<j 0| CH Al Site-to-Site VPN ConcentratorE X|&gLICH CHS 01|X1|0+|A‘|'_ Site-to-Site VPN
ConcentratorE A8304 VPN Q122 MAd&rL|ct.

aws ec2 create-vpn-connection \

--type ipsec.l \

--customer-gateway-id cgw-123456789 \
--vpn-concentrator-id vcn-0123456789abcdef0

T

T

SHEo| d3stH chso| et ELct

)

"VpnConnection": {
"VpnConnectionId": "vpn-0@abcdefl1234567890",
"State": "pending",
"CustomerGatewayId": "cgw-123456789",
"Type": "ipsec.1",
"VpnConcentratorId": "vcn-0123456789abcdef0",
"Category": "VPN",
"Routes": [],
"Options": {
"StaticRoutesOnly": false
}

APIZE A& 3}04 Site-to-Site VPN Concentrator 2122 A A

Amazon EC2 APIE A2 35}04 Site-to-Site VPN ConcentratorE AF25HE VPN Q122 MAMsh £~ Qls
LICt. o] AMMoiME Site-to-Site VPN Concentrator2t2| VPN 9122 MAd5t7| @8t & 2 & M A|

X| N E MBELICt

CLI 2= APIZ AF23504 VPN Concentrator 9173 244 161
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APIE AL 36l04 Site-to-Site VPN Concentrator?t VPN @12 MM S17| Mol CtS & s=&alof &FL|C}.

« Site-to-Site VPN Concentrator 241 &l A2 Tl
- ¥4 AO|E0of CHall = HE 1 HO|EH O]
« AIO|EQ} AWS 7t9| IPsec EBIEIZ2 §{25tE HERT +4M

CtZ oMo A= CreateVpnConnection APl 243t 87/ Site-to-Site VPN ConcentratorE A& 5t
0 VPN 21Z2& dddste YHE HoiELCt

POST / HTTP/1.1
Host: ec2.us-east-1.amazonaws.com
Content-Type: application/x-www-form-urlencoded

Action=CreateVpnConnection

&Type=ipsec.1
&VpnConcentratorId=vcn-0123456789abcdef®
&CustomerGatewayId=cgw-12345678901234567
&0Options.StaticRoutesOnly=false
&Version=2016-11-15

0| oMol M= KX =l Site-to-Site VPN Concentrator@t 1178 0| E 0| ZHofl VPN 9422 AiAdshL|

C}. Site-to-Site VPN Concentrator= AWS SH IE ZQIE &2 522 042 HZ AO|EVI SY E
SAM SIHE Sl HAAE + U&LICH

API 20| A& 35lH™ Site-to-Site VPN Concentrator £ 2} 74 VPN 912 M5 ZE 7} vtetElL|Ct

<?xml version="1.0" encoding="UTF-8"7?>
<CreateVpnConnectionResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>8b73d60f-458f-5gc5-a442-7f9fEXAMPLE</requestId>
<vpnConnection>
<vpnConnectionId>vpn-9z8y7x6w5v4u32109</vpnConnectionId>
<state>pending</state>
<customerGatewayId>cgw-12345678901234567</customerGatewayld>
<type>ipsec.1l</type>
<vpnConcentratorId>vcn-0123456789abcdef@</vpnConcentratorId>
<category>VPN</category>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
</options>
</vpnConnection>

CLI 2= APIZ AF23504 VPN Concentrator 9173 244 162
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</CreateVpnConnectionResponse>

Stholl= VPN 242 ID7 Z& E|H ™& HO|ES 0] ID CHAl Site-to-Site VPN Concentrator IDE & X
BtL|C} o] HAS S5l oA A}OIE = S8l Site-to-Site VPN Concentrator0il @3Z4E! CHE AO|EQ}
S4lE = Q2B 2 hub-and-spoke U EX T EEZX|7} & MsHELICE.

AWS Site-to-Site VPN®IZ £ 7|
2£8 AE35t04 VPN 44 E 7|

AWS Management Console2 AF&3t0{ VPN 42 2 M| HMEE = = &LICt 0| Saf & &
EH, EI'd ofE & 78 MR HEE ZLIEHZE = JUe AlAd™ QEHo|AE MBFLIC

ZEE2 ALE50{ VPN QIS EidH

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC &2 L|Ct
2. ErM Xof M Site-to-Site VPN 21Z(Site-to-Site VPN Connections)2 ME{EFL|C}
3. VPN ZAZ MEfstoi OS2 Z&E ME HEE SLich

- 4 ME) & 2EY

- B MR HE U AEY

- B2 HE

- T metolE

CLIE At&3st0o{ VPN 244 E7|

AWS CLIE AI235t0{ VPN 1201 CHEH M HEE T2 a2 WA= 2|5tn dME &= UsL
Cl o] ¢S AIE5IH RIss, A3 28 U DILIEZ =72e| S8 0| 7ts8Lict.

&40 AWS HE 2! Z|™Me| 2 E VPN 2 #2I5ted™ ot2k0|E] 10| describe-vpn-
connections W AlgstL|Ct L EX VPN 20 CHet M5 MEE Ee{H VPN @12 IDE
atolof gLt

S VPN o] CHEt MR HEE HAMste{H 44 IDE mtet0|E 2 X|EELch oS dxdoMHE §
X X =E
=

o o
A VPN @430 CHsh MFE HE
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https://console.aws.amazon.com/vpc/
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aws ec2 describe-vpn-connections --vpn-connection-ids vpn-123456789Qabcdef®

SHoE Bid B4, 22T MR HE U HA MEIE Zerstod VPN 4Z00f CHE ZHHOI MET X
gLt

State - VPN 4Z32| #xH & Ef
TunnelOptions - Zf E{o| 74 &I AEY
OutsideIpAddress - VPN E{do| HEZ! |P T4

Routes - 21Z40] CHEt IR E HE

F2 HA MR HEE HoiF = ofdl 8 LHE:

{
"VpnConnections": [
{
"VpnConnectionId": "vpn-1234567890abcdef@",
"State": "available",
"CustomerGatewayId": "cgw-1234567890abcdef@",
"Type": "ipsec.1l",
"Options": {
"StaticRoutesOnly": false,
"TunnelOptions": [
{
"QutsideIpAddress": "203.0.113.12",
"TunnelInsideCidr": "169.254.10.0/30",
"PreSharedKey": "example_key_1234567890abcdef@",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
},
{
"QutsideIpAddress": "203.0.113.34",
"TunnelInsideCidr": "169.254.11.0/30",
"PreSharedKey": "example_key_0987654321fedcba®",
"PhasellLifetimeSeconds": 28800,
"Phase2LifetimeSeconds": 3600
}
]
}
}
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APIE Al873104 VPN 242 E 7|

Amazon EC2 MHIA0| & APIE &80 VPN 947 HEE ZMSLICH 0| M2 HAIS AISR |
& OHBEIFHOIN U Z2 Y wAlo| S0l CHEH RoisS IohstELICH

DescribeVpnConnections APl 242 3tLt O|2he VPN 40| CHEt ME HEE F2letn ¢

LICE 44 ID, Bl £= V|E SEEZ LUHE HEslo ZntE &8 + A&LICH

CHE2 B VPN 4Z00f CHt NI =8 MBste 230l oLt

POST / HTTP/1.1

Host: ec2.us-east-1.amazonaws.com

Content-Type: application/x-www-form-urlencoded

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20230101/us-east-1/ec2/
aws4_request, SignedHeaders=host;x-amz-date, Signature=example_signature

Action=DescribeVpnConnections
&VpnConnectionId.1l=vpn-1234567890abcdef®
&Version=2016-11-15

010
i}
ro
g|=|
on
<
v

Aol cHet M7 HEE et

<?xml version="1.0" encoding="UTF-8"7?>
<DescribeVpnConnectionsResponse xmlns="http://ec2.amazonaws.com/doc/2016-11-15/">
<requestId>12345678-1234-1234-1234-123456789012</requestId>
<vpnConnectionSet>
<item>
<vpnConnectionId>vpn-1234567890abcdef@</vpnConnectionId>
<state>available</state>
<customerGatewayId>cgw-1234567890abcdef@</customerGatewayld>
<type>ipsec.l</type>
<options>
<staticRoutesOnly>false</staticRoutesOnly>
<tunnelOptionSet>
<item>
<outsideIpAddress>203.0.113.12</outsideIpAddress>
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<tunnelInsideCidr>169.254.10.0/30</tunnelInsideCidr>
<preSharedKey>example_key_1234567890abcdef@</preSharedKey>

</item>

<item>
<outsideIpAddress>203.0.113.34</outsideIpAddress>
<tunnelInsideCidr>169.254.11.0/30</tunnellnsideCidr>
<preSharedKey>example_key_0987654321fedcba@</preSharedKey>

</item>

</tunnelOptionSet>
</options>
</item>
</vpnConnectionSet>
</DescribeVpnConnectionsResponse>

AWS Site-to-Site VPN 214 EHAE

AWS Site-to-Site VPN 2142 MH5t10 12 7|O|ERO|E 78t & CIABAE A|E5t 1D QIAEA

=
£ pingsto{ A2 EHAEE £ Q&LIC.

Alztet7| Toll CH2 2 2elstalAlL.

+ ping LN SE 5= AMIE AFSELICE Amazon Linux AMI & StLHE A8 5= XW0| E&LICH.
- CIAEIAO| CiEt EEiElg EEASHE VPC HIERIT ACL EE= 2ot OES F/85t04 QUHIRE
% O} RHI2E ICMP ESfEE {8 & UL 28H QA-ATIL ping QEE S¢IE + USLICH
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_I_

2]

« Windows Serverg Al¥5t= QIAEHAE AIE5te B QAARHAN HAZA
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1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 2£& LCt.
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https://console.aws.amazon.com/ec2/

AWS Site-to-Site VPN Add a permission2|

2. CHAIEEO|M QIAEIA A|EFES MEHEHL|CT
=
=

3. (M AHY) o|F0l QIABIAE HHSE OlFS UMELICH

H /-

4. OfZz|7io|M & OS o|0|X|(Amazon Machine Image)ll A HiFE A|ZHS MEHEE CHS QIARA 9|
248 MXE =gt

5. 7| Hoq o|§oiM Z|&E 7| Ho{E MEHSIHLE M O|F 2 MM FLICEH

6. UHEI MHoM 7|&E 2ot OF MEHS MEHE OIS T8 2ot a5 2 MEighL|Ct

7. 9% (Summary) 0| QIAEA A& (Launch instance)& ME4EFLICEH

8. CQIAEATZL AME|H Z ol IP FA(0d: 10.0.0.4)2 7}XSLICH Amazon EC2 2&01 FA7}
CIARA ME HEO| UEZ FE AIEILICEH

FO|A FHof Qe HIET o HEE{o|A QIAEIAO| ZElO|H! 1P FAS} &
I

ping 10.0.0.4
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CHS I fAFELICH

rlo

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

El'd ol x|E E|lAESH7| fla 2 Ho|EQ 0| ClHto|AM| U= ElD B %HJ% LUAMo 2
H|gh&stsh CHS o] EHA|IE BtEE &= U&LICH VPN @142 AWS S0iME B2 HIgdste
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FAZ ping HHE %‘%*%w# 40| AZo|M 2™HE AIE.*éh_ e £ QEX| Eolsh £~ Q
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= ol CHEt REMIEE LHE 2 Amazon EC2 AHE B M 2| Linux 2IAE
%HHIR Windows 2IAE A0 @1Zst= &0l CHEh RtAM[EH L& 2 Amazon EC2
Ol A

AEAO A XSS

AWS Site-to-Site VPN 9122 2! HO|E Q0] AtK]|

AWS Site-to-Site VPN 21Z40|  O|& ZR5IX| gtom AXNE 4+ U&LICH Site-to-Site VPN Q14 &
APAN|ISHE Site-to-Site VPN 4231} ¢4Z2FE 178 7|0|ES||0| EE= 7+ Z2to[H! H|o|ESo|= MM =
Xl ot&LCH 12 7Ho|EO| & 7}AF Z2to|H! HO|EHNO|7F I O|& 5| of2 AL s HlO]

EQ|0|& AfXE = AU&LICH
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Tasks

« AWS Site-to-Site VPN 9123 AfK]|

« AWS Site-to-Site VPN .2 HO|E Q0| AfA]|

« AWS Site-to-Site VPNO{ A 714 = 2t0|8! HO|EQ|0| E2| &l AHK|

AWS Site-to-Site VPN 9128 AtA|

Site-to-Site VPN 2142 AKX £0{= deleted & EHE EA| S EA|I7 RXIE £ &F0| AIS522
N7HZEIL|C}.

ZE£E Ar85t0{ VPN 12 E A Y
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1. https://console.aws.amazon.com/vpc/0| A Amazon VPC 2&& L|C}.

Ef M ZH0i| M Site-to-Site VPN 914 MEHEHLICY.

VPN 442 MEHSt T 2], VPN A4 AFX|E &t = MEfgfL(ch

A w0 D

=01 HIAIX|7H LIEFLIE delete® 2243t T+ ALRIE M=iBfLICH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/vpc/
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HUF = APIE ALS S0 VPN 917 ARt W

« DeleteVpnConnection(Amazon EC2 # 2| API)
* delete-vpn-connection(AWS CLI)
* Remove-EC2VpnConnection(AWS Tools for Windows PowerShell)

AWS Site-to-Site VPN 11 Z8 H|O|E<{| 0] A %]

T HO|EQO|7F . O|& ZR5tK| o AXE £ QU&LICEH Site-to-Site VPN 21301 AFR S
A

T HO|ESO|l= A&

1. EfM EolM 12 Ho|EH0|S MENFHLICE.
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=
T4 7o|ESo|E MEistD XHed, T2 HO|EQ|0| MK xtal|2 MEHErL|CH
o

3. EQIHAIX|IZt LIEILIT deleteS RS CHS ATKIE MEHEFLICH
WHE = APIE M350 T2 HO|ELOIE AtMIste WY

« DeleteCustomerGateway(Amazon EC2 #Z| API)

+ delete-customer-gateway(AWS CLI)

* Remove-EC2CustomerGateway(AWS Tools for Windows PowerShell)

AWS Site-to-Site VPNOI| A 714t ZEI0[E! HO|EQ|0| E2| L ALK
VPColl 7H4 Z2to|H H|o|ER|0|7+ O 014 LR sHX| ofo ™ 0|F VPCOIA E2IE 4 &L
Z&2 AL83t0d 7H4 Zato|s! AHlO|EQ0|E Balste WY

EFAH 2ol Al 7+ Z2tolE! HO|E0|E MEHEFLC.
7ha = 2tolE! HO|E Q0| MEHSL T [Actions]?t [Detach from VPC]E &2 2 MEHErL|CH
2tO[E! HO|EQo] 22§ MEiFLCt
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Qx| to™ o|E AHME £ JU&LICH of % VPCOi
R&LIch 7t ZE2to|8! HO|EQOIE AfAEt Fol=
deleted éIEHE HAl S EAIPL fX|E & 50| AHS2= MHELICH
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-customer-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2CustomerGateway.html
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ZEE Ar8sto{ 7t Z2tolS! HOo|EH0IE AfAlst= &Y
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=

2. 7t Z2tole! AHO|ES0|E MBSt %, Theh ZEtolE! Ho|ES) o] AXIE

3. QA MAIX|Z LIEILIEH deleteS 2T CHS ATME =4 LICEH

BEE = APIE MEstod 7Hy ZEto|] Ho|EH0lE EElste &Y

« DetachVpnGateway(Amazon EC2 # 2| API)
 detach-vpn-gateway(AWS CLI)
* Dismount-EC2VpnGateway(AWS Tools for Windows PowerShell)
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« DeleteVpnGateway(Amazon EC2 #Z| API)
 delete-vpn-gateway(AWS CLI)
* Remove-EC2VpnGateway(AWS Tools for Windows PowerShell)

AWS Site-to-Site VPN 21Z22| CHA HO|EQI0| =™
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» modify-vpn-connection-options(AWS CLI)

« ModifyVpnConnectionOptions(Amazon EC2 # 2| API)
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+ CreateVpnConnectionRoute(Amazon EC2 2| API)

 create-vpn-connection-route(AWS CLI)

* New-EC2VpnConnectionRoute(AWS Tools for Windows PowerShell)
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« DeleteVpnConnectionRoute(Amazon EC2 # 2| API)

+ delete-vpn-connection-route(AWS CLI)

* Remove-EC2VpnConnectionRoute(AWS Tools for Windows PowerShell)
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
]I
"Resource": ["*"]
}
]
}
AWS Site-to-Site VPN 2420 25t 2o A M 2l M

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomexrGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"
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1,

"Resource": [

myn

]
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/

AWSServiceRoleForVPCS2SVPNInternal",
"Condition": {
"StringlLike": {
"iam:AWSSexviceName":"s2svpn.amazonaws.com"
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"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762580429641,

"timestamp": "2025-11-08 05:40:29.6417",
"type": "BGPStatus",
"status": "UP",

"message": {
"details": "AWS-side peer BGP session state has changed from OpenConfirm to
Established with neighbor 169.254.50.85"

Eld BGP 212 21 Al of 221



AWS Site-to-Site VPN

}

Add a permission2|

"resource_id": "vpn-1234abcd_1.2.3.4",
"event_timestamp": 1762579573243,
"timestamp": "2025-11-08 05:26:13.243Z",
"type": "RouteStatus",
"status": "UPDATED",
"message": {

"prefix": "172.31.0.0/16",

"asPath": "64512",

"localPref": 100,

"med": 100,

"nextHopIp": "169.254.50.85",

"weight": 32768,

"details": "DENIED due to: as-path contains our own AS"

CloudWatch Logs0i| H|Al5t7| {3t IAM 2 F ArE

E" 7|s0| MCcHE
AstCle #sto| =
AWS MH|AOM 2

oN nw JH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries"

]I

"Resource": [
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myn

]I
"Effect": "Allow",
"Sid": "S2SVPNLogging"
},
{
"Sid": "S2SVPNLoggingCWL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"
]I
"Resource": [

g

1,
"Effect": "Allow"
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« DescribeVpnConnections(Amazon EC2 2| API)

* describe-vpn-connections(AWS CLI)
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« CreateVpnConnection(Amazon EC2 #Z| API)

* create-vpn-connection(AWS CLI)
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+ ModifyVpnTunnelOptions(Amazon EC2 # 2| API)

« modify-vpn-tunnel-options (AWS CLI)
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« ModifyVpnTunnelOptions(Amazon EC2 # 2| API)
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» modify-vpn-tunnel-options (AWS CLI)
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