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2. EFM Eof M [Security Groups]& ME4 g LICH.

3. QHI2E #EIg MEfgLc

4, TEISES HAEFLICH AATClient VPN 20t D& #2I0| U= A2 & HES MEistD
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Client VPN 91= ZQIE 0f 91735}

.|

o
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« Active Directory Q15 (AFE A} 7|8h
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T st ok ELICH 3tLES| Active Directory MEHE AFE 3510 AFBXIE QB E = U&LICEH Active
Dlrectory S&roll chst REAMIEH LHE 2 AWS Directory Service 2| OHHME HEFAML.

Client VPN AWS 2|3 Microsoft AD = AD Connector0il CH3H & 445l 49 HE| WE| Q15
(MFAYS X|2BHLICH MFAT Sa“gsri_l 742 2210|MEE Client VPN A= Z QIE0ff HZE mf AR
Xt O|&, &5 & MFA ZEE l245HoF & LICH. MFA &M 3tof CHst AFAIEH LHE 2 AWS Directory
Service 22| et 2] AWS # E|E Microsoft AD| CHEt HE| TE] Q15 & 443t 2 AD ConnectorOi|
Ciet HE| HE] 015 24518 AT SIMR.

Active Directory0ll Al ALR XIS} 1ES TAd5l7| I8t T2 U 7l AISX 9 18 STz oalg
HEHAALR.

o| &% 215 AWS Client VPN

ArS QIB0f| ME Client VPNO| QIS ME Al25104 22I0|HE QL Mb 7ol @152 £&tigtL]Ct.
21E 7|ZH(CA)ol et C|X|E ZEl 2| ID 3B M LIC A |I1E

Client VPN QIE ZOQIE 0] @1Zd5t2dD A|E5t= Z2}0|¢EE QIE &L}, 5Lt ME QIS A
StLE O|AFo| E2I0|HE 9IS A &l 7|E AAd3HoF & L|CH.

MH 215 MHE AWS Certificate Manager (ACM)0ll dZ =311 Client VPN A=EEZQIEE M8t mf X|
HatioF gLct M QIS AME ACMA FZ2EE [ QI1F 7|#HCA) T x|x4°+ |1:+_ =
CAZt MH 1B A2 CA%t CHE B 2EI0|ME B MHE ACMH| Y2 =317k 5t E LT ACMO|
CHEE REAMIEH LI &2 AWS Certificate Manager AHE ABEME &AM L.

Client VPN I=E ZQIE o 9448t 2+ = EfoloiEoﬂ
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O] 2 Z2t0|HE ABATH M IS Ha s 7
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AWS Client VPNO{| At E|= QB MHE HZ 2| A
Internet X.509 HHE 2| 7| QIZ g} QIEAM &l OIF 1 —Hxl (CRL) Egg% -’,,_S_J,:gH

(@ Note
Client VPN IE Z QIE = 1024H|E 2! 2048H|E RSA 7| 27|8t X|ELICH =8 E2I0|HE
QIEMo| M= Z=of CN 40| lo{of ghLct.
Client VPN MH|A0|M AL Q1 QIZEM7I ACM AHS 1 X|E Sal| AUC|o|EZ|7LE M 2B M
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_mfa.html
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24| O| E £|T Client VPN AMH|A 7} Client VPN RIEZQIEE A QIS ME KIS AC|O|E &L
Ct. Ol ZICH 5A|ZH0| A& = U AISSHE ZZ M AQIL|CH

Xtod
= e

- of CHEt &5 215 &35 AWS Client VPN
« AWS Client VPNO{| CHEF B Q15 M ZH Al

o CHEH &5 215 &3 AWS Client VPN
Linux/MacOS EE £ Windows2| Client VPNOIAM &5 Q15 &M35ts £ Ql&LCt.
Linux/macOS

Ct= Mxto A= OpenVPN easy-rsagE At&304 A{tH 2! 22I0|HE QB Mt 7|8 HME O3,
MH Q1B M2t 7|1& ACMO| A2 EFLICH REAMIBH LHE 2 Easy-RSA 3 Quickstart READMEE & &
StAAIR.

M & 2E0|ME QB A2t 7|& 450 ACMO| U= E=5te4H

1. OpenVPN easy-rsa CIZX|ECIE 24 HAFE0| SA|5t1 easy-rsa/easyrsa3 EHZ 0]
SotAAIR.

$ git clone https://github.com/OpenVPN/easy-rsa.git

$ cd easy-rsa/easyrsa3

2. M PKI&ZEE AL

$ ./easyrsa init-pki

3. MCARIE 7|ghE destedd o] BEE ddietn EA|El= HAIXKIE WhELICH

$ ./easyrsa build-ca nopass

4. MH 2BM 4 7|E MMELICEH

$ ./easyrsa --san=DNS:server build-server-full server nopass
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https://github.com/OpenVPN/easy-rsa/blob/v3.0.6/README.quickstart.md
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5.

$ ./easyrsa build-client-full clientl.domain.tld nopass

SEH0IRIE QB Mo} 717t LR S 2t Bet0IHE(2IS ALS RNl CH3H 0] BHHE Mzl
sh= g 4 gLt

ME Q1EM U 7| 22T 22H0j01E ABM U 7IB ALK XIF BCiol SAS £ ST B
2 oS #Lict

CISM &l 7|82 SASHY| Mo mkdir HHEE ALE35H04 AF2 X X|H EHE THELICH CHS o
MoME & C|HE2|o| AF2AF XY EC{E oS Lo}

$ mkdir ~/custom_folder/

$ cp pki/ca.crt ~/custom_folder/

$ cp pki/issued/server.crt ~/custom_folder/

$ cp pki/private/server.key ~/custom_folder/

$ cp pki/issued/clientl.domain.tld.crt ~/custom_folder

$ cp pki/private/clientl.domain.tld.key ~/custom_folder/
$ cd ~/custom_folder/

MH CIZ M 2 7|2t EEI0|MHE 215 M LU 7|2 ACMO| A2 E=EFLIC}. Client VPN AIEZQIE
E MAMsiede 2| SUst 2|1™ol| Y= =8Hof gfL|CH CFS HW22 AWS CLI E A2 5t0d
CIBEME UEREFILICE CHA ACM E£ 2 AF83510{ IS ME Y Z =524 AWS Certificate
k=3 =
o [«=)

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

$ aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

ZE2I0|UE QABME H=EA| ACMO| HE2=5X] ghot ELICH A ElJ 22H0|UE AUS A7t
SYE 215 7I1#(CA)l cleh LZE E2, Client VPN A= ZQIEE WS M M X Zet
o|0_§ D50l T3 A ©15 A ARNE ALSE 4 RALICH PloIA B EAOIME S
g CAE Ar83t0d 7 7Hx| IS ME 2F d & &Lt T2t &g s 2o E2t0IHUE ¢
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html
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Windows

Ao M= Easy-RSA 3.x A ZE Q01§ HR[ot 0| AZE0{E AtE 501 M & Z2t0]

x4
=
B Met 71§ A dELict

Im nlo

;
o
M 2 20| E QB At 7|E 4435101 ACMOf| Y2 =524

1. EasyRSA Z!2|A(EasyRSA releases) HO|X|E Q11 AHE S 2l Windows H™ 0| si{E 5t = ZIP

U CIRECE & &8 FUO
2. WP EZETEE W EasyRSA-3.x EC7F FEE {IxIZ o|SELICH
3. CI= BHS A0 EasyRSA 3 Mg iLCt.

C:\Program Files\EasyRSA-3.x> .\EasyRSA-Start.bat

4. M PKI 42 AIZHEFLICEH

5. MCA(RIE 7|ghE destedd o] BHE Aot EAEl= HAIXKIE WELICH

# ./easyrsa --san=DNS:server build-server-full server nopass

\,
My

2HO|ME QI M & 7|& gLt
# ./easyrsa build-client-full clientl.domain.tld nopass
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# exit
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https://github.com/OpenVPN/easy-rsa/releases
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10.

ABM A 7IE FAtst7| ol mkdir BEE AFEstod AL A XY EHE BFSLICH CHS of

NolME C:\ EBO|E0]| AF8 AL X|H ECE THELICH

C:\Program Files\EasyRSA-3.x> mkdir C:\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\ca.crt C:\custom folder

C:\Program Files\EasyRSA-3.x> copy pkil\issued\server.crt C:\custom_folder
C:\Program Files\EasyRSA-3.x> copy pki\private\server.key C:\custom folder
C:\Program Files\EasyRSA-3.x> copy pkilissued\clientl.domain.tld.crt C:
\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\private\clientl.domain.tld.key C:
\custom_folder

C:\Program Files\EasyRSA-3.x> cd C:\custom_folder

Mi QIZM 2 7l9t S2t0IIE Q1B M U 718 ACMol HEE

gfL|Ct. Client VPN Q=
E*”*HE# 2|da SUst 2|™ol| = E=SHof ELCH ChS HE 2 AWS CLI E AFE

IE

5t04

SME UZEFLICH CHA ACM 2£ 2 AF235H04 IS ME YZE352{H AWS Certificate

Manager M8 HdEAMO| RIS M 7ML 7|8 & Z oM.

aws acm import-certificate \
--certificate fileb://server.crt \
--private-key fileb://server.key \
--certificate-chain fileb://ca.crt

aws acm import-certificate \
--certificate fileb://clientl.domain.tld.crt \
--private-key fileb://clientl.domain.tld.key \
--certificate-chain fileb://ca.crt

CHOIMHE QIZME BIEA| ACMOY| A2 E3LX| efote FLICh M ElJ ZZI0|ME 2T
Z|2HCA)oll oI5l L= E B, Client VPN AIEZQIEE MM M &
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AWS Client VPNO| CHEF ME{ IS A ZA Al

Brz El Client VPN M QB ME ALt CHA| 7HXE = AU&LICH A8 &2l OpenVPN easy-rsa
eHTof| 2k ARz SErELICH REMIEE LHE 2 Easy- RSA 3ABEM AL I FA HAHME EZSHA
(@]

Mi QIZME BAIsteiw

1. O & stLHE s~ gct
«  Easy-RSA HH™ 3.1.x

. OIZA ZHAl mdad

ol MEES AAELIc

fjo

$ ./easyrsa renew server nopass
« Easy-RSA {71 3.2.x
a. o= BHZ A™AELICH

$ ./easyrsa expire server

b. A @I& Aol HBEELICH

$ ./easyrsa --san=DNS:server sign-req server server

2. MEXXIE ECE U= M IS o470l SAEH OHS oiiY ECIZ O|SELICH

$ mkdir ~/custom_folder2

$ cp pki/ca.crt ~/custom_folder2/

$ cp pki/issued/server.crt ~/custom_folder2/
$ cp pki/private/server.key ~/custom_folder2/
$ cd ~/custom_folder2/

3. M oeg ACMeZ 7FX{ZLICt. Client VPN QIE ZQIEQ} S5t 2|0 M 7HX{etoF & L|Ct.

$ aws acm import-certificate \
--certificate fileb://server.crt \
--private-key fileb://server.key \
--certificate-chain fileb://ca.crt \
--certificate-arn
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901
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https://github.com/OpenVPN/easy-rsa/blob/master/doc/EasyRSA-Renew-and-Revoke.md
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Single Sign-On — SAML 2.0 7|gt H|Hzi[0|M 215 — Client VPN

AWS Client VPN = Client VPN 2= X QI E0i CH3H Security Assertion Markup Language 2.0(SAML
2.0)2 AH8 8t ID HH2o|MS XI%% LICH SAML 2.0 X|¥stE At 3 SZRHIP)E AHESHod
S USA ASA AHE 3B HMHE = JU&LCH O CHS SAML 7[gh i85 152 AE3IES
Client VPN QIEZQIEE ’ééP_T’_ IdPet Y £ U&LICH JH CHS A8XE 5L EEA RHF
ZHES ALE50q Client VPN =2 QI Eof AZA8LICH

A

« 0f CHEt SAML & A3l AWS Client VPN

- QIZ QI ER
+ SAML 7|8t A5 QIFoll ChEt 2F A ol T2{ A
« SAML 7|8} |dP =AM 2|lAaA

g

o CHEt SAML &rA45F AWS Client VPN

aLC

£ 0|Sstod 74

ME MulA 2

Ct& BHAE 2235104 Client VPNO CHEt Single Sign-Onoil SAMLE & A5te =
Client VPN QIS Z QIEof CHaH AT MH|A ZEHS A58t ZR M= MH|IA
oo AWS XS ZEI0|MEE 7HKHRLESF AFE XY Al X|A[EFLICH REAIEH U

ofl CHEF AWS Client VPN 2 AM|A EHHE B ESHAAIL.

ro nT zo

z
HE

IS sh2{El Ch2 S S Hao BrLICk

[e]]]

SAML 7|8t IdP7} Client VPN QIEZQIEO| M &S

1. AME4SH |dPOIA SAML 7|8 e MAdstodet &7 AL sHHLE 7| & 42 AWS Client VPNAHS &
LICH

2. |dPE FM5l04 o AlR| ZHE MAELICH AWSE|AA CHEE REAIEE LHE2 2 SAML 7Bt IdP F*

=]
M ElAA BHE FHES

3. A2 ZO0l|dPOIM ZRIE IdPE A HGt= 995 HEH|O|E EME MAstD 28 C}.

>
0o

i
C
n

Ol MHE XML 2EM= AWS 9 IdP ZHo| AlF| &HH2 MAst= o

4. Client VPN A=EZQIEQ} S8t AWS #HZH0il IAM SAML At3 5 S ZXE MMEhL|Ct.

AL

IAM SAML At73 3 S ZXH= IdPUIM MM E HEHHOIE EME AFE 504 AE AWS ZHH E 2
&t ZEIO| IdPE HolFrLICt RHAIEH LI 2 1AM AHE MO IAM SAML At74 5 ZZ A M
A2 BZSHAIL. LSol IdPoMH & 742 YUHIO|ESt= B¢ M HIEIH|OIE EAME M85t
IAM SAML X3 58 SZAE YClo|EFLICE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
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® Note
IAM SAML At 5 SZXE ALE5H7| {6l IAM &2 Hde et elaLIct

5. Client VPN CIEE MMELICH
5 0152 Q&8 Qo Z K|l MAISH IAM SAML AtZd 5 Z 2 X2 K|t REAISt
ME= AWS Client VPNRIE ZQIE MAS EXFHAIAIQ

6. ZCio|dE M S LHEL T AFEXFo A BHE & LICH %Al TS| AWS A= EEI0|HEE
CIREC sl 0| 22I0|1EE AI235t01 M 1S 2511 Client VPN QI=E ZQlEof 24335t
T8 ARl A K[A[EFLICH

P& Q3 E=

ClS CHOJo{a B2 SAML 7[8t HAE 2B 2 AFE 3= Client VPN AIEEZQIEO| CHE Q1B QI I EZS
o| I E X|Z¢gLICt. Client VPN QIEZQIEE MM 1 A4S I IAM SAML A}Z24 5% Z 2 X2
X|&&hct
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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a3

un

L+ 1]

Client VPN endpoint

v SAML identity provider in 1AM

N "
|dp LR N

www.example.com/idp-app

User name ‘manha.rivera ‘

vt [ |

1. Ar&Xh= C|HFO|A MM AWS XS E 2EI0|HEE Y1 Client VPN HIEZQIEO| CHE ¢1ZAE Al
xrstL|ct
= | .

2. Client VPN QIE ZQIE = |AM SAML A4 5 SZX0| MZE HEE 7|22 |dP URL & 2I&
QAE ECI0|HEZ CHA| EHL|Ct.

3. AWS M3 E ZCI0|HE T} AF2 R} CIHFO|AOIA M EEIR K] &2 LICH EEtX{7} IdPoll 23
&t 2301 Wo|X|§ EAIELICH

4. AH2X7F 221 H|o|X|of|l XtZE ZSHE 246t H IdP7} MBEE SAML 0{AAME SEI0|HEZ CHA|
L

5. AWS N3 El 2EI0|¢HE = SAML 0{HdME Client VPN A EZQIER & EHLICT

6. Client VPN HIEZQIE = o{dMo| R 542 HAAStT ALERtof CHEt HMAE F{E5HHLE HEE
LICH

Single sign-on(SAML 2.0 7|gt ¢i& QI
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SAML 7|dt 215 QIS0 CHEF @7 AFE & T A

CHE2 SAML 7I4t 945 QIZof CHE @7 AFg W 3 ArgelLict

« SAML 7|2t IdPOilM AL At 5 S Fdst7| fIet €T X HAH2 MEA S I8 ST B
2 HEAAR.

- SAML o{MdM L SE MHo| 2 FfLct

« AWS Client VPN = SAML 0{AM0il M "AudienceRestriction" 2 "NotBefore and NotOnOrAfter" &=
A8k X[ EhLCH

- SAML 8E0f CHal X|3El= %I 27|= 128KBILICEH.

- AWS Client VPN = MEE 2185 22 M3 5tX| f&LICH.

« SAML Bt 2022 X[HE[X| E&LICH AHEX= AWS NS E Z2t0|AE oA 42
0 20t25tHLE A2 SEY = JUELIC

« Client VPN RIEZQIE=

« Multi-Factor Authentication(MFA)2 |dPI| A &3t E ml X|HELICH

- AF8Xt= AWS MBE! 22t0|UEE AM&35104 Client VPN A= ZQIE of dZ3HoF & L|Ct,
1.2.0 O|& S A3l ok ELICH REMIEH LIE 2 AWS A= El 2EI0|HEE AFE350 A4S
o

L.

« |dP 215 & X| 3= HElR X2 & Apple Safari, Google Chrome, Microsoft Edge, Mozilla Firefox
SO| &Lt

- AWS N3 El Z2t0|¢EE= SAML 82 sl Ar&Xt2| C|HtO|A 0| TCP ZE 350012 0 &L
Ct.

« 1AM SAML Xt4 ZH SZAtof Cist
AEXRtAH 1S EM7t Lt AL
25104 IAM SAML Xt 5H ZZX}of
2 IAM AF2 MEHAM | AWS CloudTrail2 AFE2510 IAM 2 AWS STS & 228 2 Z5HAI2.

« AWS Client VPN £ HTTP ZIC|2EM HIRIE S S3l IdPo| AuthN @& ELICt kA IdPE
HTTP ZIC|2M HioIEl 2 K|l oF 5tod IdPL2| HIEFE| OB E Aol QJo{oF &FLct.

« SAML 0{AM90| ZF2 NameID &40 O|HIY F4 SHAIZ ALS5HoF g LICH.

o %|CH AF2 X} O|E(NameID) Z0|E 1024HIO|EILICEH AF2 XL O|E0| H ZI @2 HEELICH

+ Client VPN MH|AOMM AL QI 215 M7t ACM AtE n M E Sall (YOIO|EE|IHLE M IBME
S22 71Xt Y0 E E7LE IAM Identity Center0dl CHEH HIEFE|O|E] YCI0IEE S3 %HIOIEEI
™ Client VPN AMH|A7} Client VPN AIEXZQIEE M Q1B ME XS UC|O|EFLICE Ol= ZICH 5A]
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"connection-id": <connection ID>,
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"endpoint-id": <client VPN endpoint ID>,
"common-name": <cert-common-name>,

"username": <user identifier>,

"platform": <0S platform>,

"platform-version": <0S version>,

"public-ip": <public IP address>,
"client-openvpn-version": <client OpenVPN version>,
"aws-client-version": <AWS client version>,
"groups": <group identifier>,

"schema-version": "v3"
}
connection-id - Client VPN A= X QIE0of CHEr E2}0|E Q22| IDYLICE.
endpoint-id - Client VPN A= X QIE O| IDQIL|C}.
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"allow": boolean,
"error-msg-on-denied-connection": "",
"posture-compliance-statuses": [],
"schema-version": "v3"

« allow- ElLct M HZE HEEX| HEEX|E HEtH= F2(true | false)&LICH
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Error establishing connection. Please contact your administrator.
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« client-connect-handler-service-error - 812 AL S0i MH|A & QF 7} L& LICH
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TR} OFLU A

HAA 21 =2 7|-gt moqol CHE JSON &4 BLOB

"connection-log-type": "connection-attempt",
"connection-attempt-status": "successful",

"connection-reset-status": "NA",

"connection-attempt-failure-reason": "NA",
"connection-id": "cvpn-connection-abcl23abcl23abcl2",
"client-vpn-endpoint-id": "cvpn-endpoint-aaalllbbb222ccc33",

"transport-protocol": "udp",

"connection-start-time": "2020-03-26 20:37:15",
"connection-last-update-time": "2020-03-26 20:37:15",

"client-ip": "10.0.1.2",
"common-name": "clientl",
"device-type": "mac",
"device-ip": "98.247.202.82",
"port": "50096",

"ingress-bytes": "0",
"egress-bytes": "Q",
"ingress-packets": "0Q",
"egress-packets": "0Q",
"connection-end-time": "NA",
"username": "joe"

}

A 20 F=ol= oS 717F £ E[o] [U&LICH

- connection-log-type - & 2 S| &Y

connection-reset).
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« connection-attempt-failure-reason - 9173 Almjo| QIQILICHEHE 3lE B2).
« connection-id - @349/ IDYLIC}.

« client-vpn-endpoint-id - 21Z20| £+&E Client VPN QIEZQIE O] IDRIL|C}.
 transport-protocol - 120 AASE M& Z2EZQILICE

« connection-start-time - @1Z49| A|ZF A|ZHIL|CE.

« connection-last-update-time - 24Z2| OtX|Y YH|O|E A[ZFILICE (O] 2t2 2EI0M X7
Mo Z dolo|EELICt)

 client-ip - Client VPN 2l=Z QIE0f CHEt 20| E IPv4 CIDR HP0M EF E[= EEI0[¢ME

Ol IP FAQILIC.
« common-name - 215 M 7| RQIE 0l AL E[= 215 Mol Uit o|F LC.
* device-type - 2|3 AHEXI7t AZ0]| AH&St= ClHO|A o] R LICE
« device-ip - C|HIO|A QS| HEE! IP FALICEH
« port- 4o X E HE QL|C}.

 ingress-bytes - @1Z80f CHEt = 2I(QIHFRE) HIO|E £=LIC} (O] Z2t2 EO0M HI7(|Me 2
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Cllo|EELICH)

- egress-packets - ¢1Z30] CHEt SAI(OFRHIR2E) THZ! +~ILICH (O] Zt2 2O H7|HMe 2
ool EELICH)

« connection-end-time - 29| F & A|ZtRILICH (24Z0| ot & ZEI™ F0|7HL 1A A|= 7t ATf
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O
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6. Server certificate ARN(ME 215 A ARN)0Y| Ao AL & TLS 15 A2l ARNS X[ FLct.
Z22I0[HEE M QB ME AL&35t0{ ZQE Client VPN JIEZQIEE QIS FLICH
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MH{ 215 ME Client VPN YIE ZQIEE MAdetE 2| 2|AWS Certificate Manager(ACM)
off Rlo{ok FLICt IBEME ACME A& 36t0o] ZZH|X'JstHL ACMRE 7t E =+ /U&
LCt.

ACMO]| RQIZME Z2H|X{'dst7Ll 7}X{ 2= H 7= AWS Certificate ManagerAt& A&
Mol AWS Certificate Manager@!E MHE & x5HAMI2.

86


https://docs.aws.amazon.com/acm/latest/userguide/gs.html

AWS Client VPN 22|RE 2FLHA
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10.
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CH.
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CH.
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(MEH AtEh) EctolEof CHEt M Z MH[A EE URLE M-5teiH AT Mu|A X #dst
(Enable self-service portal)& ZiLIC}.
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Client VPN AIEZQIEE d et = COISS +slod FIS 225t SEt0[UET HAE = U

£ Lok

* Client VPN A= ZQIEO| X7| HEi= pending-associateQlIL|Ct & Hm CHA L EQIZE o4
8 0|% 02t 22t0|A4E 7} Client VPN YIEZQIEOf 32T &= QU&LICH.

« HESIZo| AMAY = = ZEI0IHUEE X|Hoted{H Her F04 HEIE dEgLCH

« Z2I0|E0| HYZ & Client VPN QIEZQIE A1 el C}RECE 5
E

. Z2}o|HEHAWSHNIZE Z20|9
235109 Client VPN = Z QIE0of o4

g AZFAAR,

i
&£ = CHE OpenVPN 7|8t 2210|HE o EE|FH0|ME At
A5t K|A|ELICH REAIEH LIE 2 AWS Client VPNALE A&

> 0

E AF23504 Client VPN QIEZOIEE MAI5E{THAWS CLI

create-client-vpn-endpoint W& Al etL|C}.

IPv4 M= ZQIE AHAd o A|:

aws ec2 create-client-vpn-endpoint \

--client-cidr-block "172.31.0.0/16" \

--server-certificate-arn arn:aws:acm:ap-south-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:ap-
south-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false

IPv6 IEZQIE MA oA

aws ec2 create-client-vpn-endpoint \

--endpoint-ip-address-type "ipv6" \

--traffic-ip-address-type "ipv6" \

--server-certificate-arn arn:aws:acm:ap-south-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:ap-
south-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false
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aws ec2 create-client-vpn-endpoint \

--endpoint-ip-address-type "dual-stack" \

--traffic-ip-address-type "dual-stack" \

--client-cidr-block "172.31.0.0/16" \

--server-certificate-arn arn:aws:acm:ap-south-1:123456789012:certificate/
alb2c3d4-5678-90ab-cdef-11111EXAMPLE \

--authentication-options Type=certificate-
authentication,MutualAuthentication={ClientRootCertificateChainArn=arn:aws:acm:ap-
south-1:123456789012:certificate/alb2c3d4-5678-90ab-cdef-22222EXAMPLE} \

--connection-log-options Enabled=false
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4. MN=F HE, HAI- HES3 0._74, Hot 7= M Hof 75 F9E Ho/E, 917 U BT HS AR

Client VPN 2= ZQIE & H2{BH(AWS CLI)

describe-client-vpn-endpoints W& AF&grL|CH.
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Amazon VPC 2& == AWS CLIE AI25104 Client VPN QIEZQIEE £3E £ QI&LICH £X&
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o
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SM2 IPv4 A= ZQIEO]B AAE = U&LICEH

6. ECiEIPFA R BRIIEIPUAERZQIEE FU ABOR & 4+ Q&LICH Ol M
2 IPv4 AEZQIEN T ALSE &= Q&L Ct

7. Server certificate ARN(AH{ 215 A ARN)O| MHEHO| A AL & TLS QB A{2| ARNS X|HELICH
ZCI0[HEE MH QB ME AL&35t0{ HZAE Client VPN JIEZQIEE IS FLICH
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342 DNS AMH{ IPv6 1 2! DNS AMH IPv6 2

CC= '— l=o-| /\EH Oill:;\tOIE o|
&LICt. VPC DNS AHE A8
Server 2 IP address(DNS AME{ 2 IP FA)0f IP FAE XY

FolIghLict
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(® Note
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13. VPN XEO| ZF< VPN ZE

14. Scto|HEof st M= MH|A ZTE URL
service portal)E& ZL|C}.

15. M| Xﬂ?_ AlZH(Session timeout hours)0l| M AHE 7t 8 S MM H5t=
h2 MENSIHLE 7|22 24 A7t 2 MHEE 4EE SLCt

16. MM HMBt Az 2= Al 44 A0 A Z[CH MM AlZto]]l 22 e I AME SEEX| 02 E M
LICH O] SME MEdSHH MM A[ZHO| Z0tet AR ALKV IEZQIEN =522 CHA| 44
SHoF BrLC 2= K| 2t 2T Client VPNO| AHFS2 2 CHA| 9482 A= §FLCH.
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17. 22l0|AME Z QI HiL{ & 4d3t(Enable client login banner)E 747{Lt ZL|Ct E2+0|HE 29I
HIL1S AF26t24T VPN MlM0o| MXE i AWS ME S2t0|HE Q| HiL{ol EAIE HAEE 2|24
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18. EC2I0|21E VPN A= EZQIE £ (Modify Client VPN endpoint)S ME{EL|C}.

AWS CLIZ Al235}0q Client VPN QIE ZQIEE %4524 H

aws ec2 modify-client-vpn-endpoint \
--client-vpn-endpoint-id cvpn-endpoint-123456789123abcde \
--endpoint-ip-address-type "dual-stack" \
--traffic-ip-address-type "dual-stack" \
--client-cidr-block "172.31.0.0/16"

AWS Client VPN QIE ZQIE ALK
CEQIEE AX|5tE{H MA| D CHA UEIT S 947 siAlsHok B LIt Client VPN
A A

AN=XZQIEE AX|5HH &EH7I deletingRZ HMEtE| SC0|UETLH 0|4 siiE A=EQIEof A

=& E= & A835t0{ Client VPN =2 ZQIEE MXe 4= &LICIAWS CLI

Client VPN AIEZQIEE MX|5l2{H(E L)

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC &2 iLIC}.
A

C
2. B Eof M Client VPN Q= X 21 E (Client VPN Endpoints)& ME{EFL|C}.
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3. &HK|E Client VPN QIEXZQIEE MEASILICE I",D_Q,l(Achons) Z2l0|21E VPN IEZQIE AFX|
(Delete Client VPN endpoint

4. EQIZ0] deleteE 2dstC

- ~

=
=
= A X|(Delete)& MEHEHLICY.

Client VPN Q= X QIE 2 AMX| 524 H(AWS CLI)

delete-client-vpn-endpoint @22 A gtLIC}
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M Client VPN QIEXQIE &= 7|Z Client VPN =2 Q| stnHAZ =20 A
ME AEY = UA&LICH ¢4 2= Client VPN HIEZQIEOf CHEF 23 O[HIE A[BHAE HoiEL
Ch 2 222 gdstslH 20 OE0M 210 AEZ|O| 0|22 XIHE £ QaLlch 21 AERIS
X|&5tX| ot 2™ Client VPN AMH|A0M At 22 20 AERIS MM LICH JHCHS 4 222
ZCi0|HE HZA F, 2CI0|HE A4 AIK(HS = M), 44 Al el A=z elES] Z20|H

E Sz ANzhe 7|ISELich

AIEESEZ| Zod| Al oil CloudWatch Logs 2 & 0| l0o{oF g L|Ct. XHAIEH LHE 2 Amazon
CIoudWatch Logs At HBM| 20 OF5 L =20 AEZ] 5UE TS AIR. CloudWatch Logs

0|2 Al 2Z0| BEtEILICE RHAIEH LHE 2 Amazon CloudWatch 222 X 5HMIL.

Client VPN 992 2= Amazon VPC & &£

rr

AWS CLIE At83dtod WHdE + U&LICH

Tasks

« M AWS Client VPN YIEZQIE0f CHEF 48 2 &3}

« 7|Z AWS Client VPN 1= ZQIEof Cit odd 22 &35l

« AWS Client VPN @34 21 27|

- AWS Client VPN 932 2Z 117|

M AWS Client VPN AIE X QIE0f CHEH 12 24 &5}

24 Tt WUES A50f Al Client VPN AIC EOIES MAE 0 017 222 HAI5E & Qe
=
242 A85H04 M Client VPN A= ZQIE0f 947 222 B 45524 H

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC 2& 2 L|C}.
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2. EM ztoM 20| E VPN A= Z QIE (Client VPN Endpoints)E MEisH C}S E2H0|HE VPN

= Z QIE A (Create Client VPN endpoint)2 ME{EL|CT.

3. Connection Logging(23Zd £2Z) Mol T=e M7t x| SMHE 2= & LICH o[2{8t 440 CHEt &t
MEt LH82 AWS Client VPNRUIEZQIE ME S F XML,

4. A4 EZ(Connection logging)ollA 20| E ¢dZ40] CHEt 21 MF EE ALE(Enable log
details on client connections)2 A& gL|C}.

5. CloudWatch Logs 211 & O|&(CloudWatch Logs log group name)0i|A{ CloudWatch Logs 21
JE9| o|§S MEEfLICEH

6. (M= AE) CloudWatch Logs 21 AE 2! 0|&(CloudWatch Logs log stream name) 0| A
CloudWatch Logs 21 AEZ|9| O|§ & ME4FLICEH

7. Z2clOo|HE VPNA=EZQIE MM(Create Client VPN endpoint)S MEHEFL|C}.

2 0

£ ALE35tod M Client VPN AIEZQIEof CHEl A4 2Z S &d3tsted™ AWS CLI

create-client-vpn-endpoint @& & AF& 5t --connection-log-options It2tO|E{E X|EFLICH
Cg oxet 20| JSON BAlo2 44 21 HEE XY += JU&Lct

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionlLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"
}
7|& AWS Client VPN QIE ZQIEof CHE o1 2 &3}

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 L|Ct
2. ErAM Xof M Client VPN Q1= Z Q1 E (Client VPN Endpoints)& MEEFL|C}
3. Client VPN QIE ZQIEE MEAS} T EHQi(Actions)2 AMEH3 OIS Z210|E VPN = ZQIE £

H(Modify Client VPN endpoint)2 AMEHEFL|C},
4. 917 EZ(Connection logging)olAl E2t0|1E dZ0] CHEF 2T MR HE A& (Enable log
details on client connections)2 A& &fLICt

5. CloudWatch Logs 21 & O|&(CloudWatch Logs log group name)0i| A CloudWatch Logs 21
JE9| O|§S MEELICE
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6. (MEH AtE) CloudWatch Logs 21 AE&| 0|&(CloudWatch Logs log stream name) 0| A
CloudWatch Logs 21 AEZ|9| O|§& ME4FLICEH

7. Z-20|21E VPN =X QIE =7 (Modify Client VPN endpoint)= MEE!L|C},

E AE35t0{ 7|Z Client VPN QIEZQIEof CHEt o128 22 &A4515H2{T AWS CLI

modify-client-vpn-endpoint B2 A& 3t --connection-log-options TtEtO|EE X gfLICY.
CHZ olAet 20| JSON HAlo2 ¢4 20 HEE X|HE &= l&Lct

=2 T AAHEH

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}
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=52 M85t 2 208 EodH

1.  https://console.aws.amazon.com/cloudwatch/0{| A CloudWatch 2&& L|C}.

2. ErM 3ofM Log groups(21 1 8)2 MEisIT €A 27t & E 20 058 MEfshLCH
3. Client VPN QIEZQIEof CHEt 20 AERIZ MEAELIC
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Et A BHIZ (Timestamp) Foll= 242 AlztO| ofL|2t 212 27} CloudWatch Logsoi 7|
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|Ct
2. EM Zof M Client VPN 2= Z QIE(Client VPN Endpoints)E& MEiEHL|CH
3. Client VPN QIE ZQIEE MENS} T EHQi(Actions)2 MEHSH C}S Z20|91E VPN QIEZQIE £

(Modify Client VPN endpoint)2 MEEFL|C}

4. Z EZ(Connection logging)oilA| E2t0|1E 140l CHet 20 MIF HE &
details on client connections)& & L|C}.

5. Zclo|ME VPN A=Z2IE £+ (Modify Client VPN endpoint)& MEHEFLICEH

F(Enable log
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AWS CLIE At83dto 4 2ZE 11

modify-client-vpn-endpoint @& & AF838l 1 --connection-log-options L2tO|E{E X|&ELICEH
Enabled7} falseZ MA™EE|0{ YU=X| =HQIFLICE

AWS Client VPN QIEZQIE A Tl LHE LY 7|

AWS Client VPN IE ZQIE E(AFZ XN 7 Client VPN A= Z QIE 2t o] VPN ¢4
MYE5t= ol AF83t= T . L2 CHREE(LHELHZ])5H04 VPNO| HA|A S OF 5=
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SAet Zeto|dE ZElo[8! 7|E FItaljof &L CH HEE F7Iet Ot Z, 2EI0|MUE = .ovpn TS
OpenVPN ZC0|HE A Z EQ0{2 7IXZ 5= U&LICH

/A Important
Z2Z0[HE 215 M 2 Z2t0|E Z2to[t! 9| HE utdol FII5HX| fo™ 45 QIS A
23l04 2I&5st= 2EH0|E T} Client VPN YIE Z QIEof Q4% 4= Qi&LICH.
7|12% 22 OpenVPN Z2I0|1E 744 9| "remote-random-hostname" S 24U 7= DNSE &
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« AWS Client VPN 2CI0|HE M mll LHE L 7|

. 4% Q152 9I8 AWS Client VPN 220I91E QIZM U 7| HE 7t

AWS Client VPN 22I0|E 7/ 1t LHE L} 7|
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& IE= AWS CLIE AF25104 Client VPN 22} 0|HE A2 LHEH £ Q)& LICt
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https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 LICt
2. B Fof M Client VPN 1= Z 21E (Client VPN Endpoints)& e LT}

3. Zzo|HE 2ME CIR2EEE Client VPN QIE ZQIEE MEHSE T Download Client
Configuration(Z2t0|AUE T4 CIR2EE)S MEIFLICH

Z220[HE TS LHELHEAH(AWS CLI)

= ot o|§E RIFgLICH

M
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ol

export-client-vpn-client-configuration W22 AF

$ aws ec2 export-client-vpn-client-configuration --client-vpn-endpoint-id endpoint_id
--output text>config_filename.ovpn
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(24 1) 2cto|HE 215 M X F|E Client VPN JIEXZQIE T4
A

ot &7 Ecto|HEo] HiZEL

|'0|' O_L

Ct. 0| 32 7 mtol eI & 7|o] BRE X|IHE IEP. St BlAE WET|E AHE5t01 74
I UE Er Y ZREH ChE 2 FIHELICH /path/E E2t0|HE QS M & 79| {2 HiEL
Chelxl= A=EXQIE0] A5t = EEI0[HEE 7|ESE &),

cert /path/clientl.domain.tld.crt

key /path/clientl.domain.tld.key
(M 2) +4 ntdof <cert></cert> Ei1 AO|0f| 22t0|ME CIB M| LIS F7t5t1D <key></
key> Ei1 AtOloi Zz2t0o|8! Z7|o| LI F7tELICt. o] SME MEASIH 7 mt ARt 20| E0f

Hi 2 ElL|CE

Client VPN IS QI 0l 4748 2k ALS Aol CH3H W0l BEtoliE QIBM U 7I8 M3t Ze 2
AHZ Rtoll THaH Ol ElE greerLict

CtE2 220|E 1B M & 7|1& Z&stE Client VPN T4 T F4{2| of JL{ct
client
dev tun
proto udp

remote cvpn-endpoint-0@01labcabcabcabcl.prod.clientvpn.eu-west-2.amazonaws.com 443
remote-random-hostname

resolv-retry infinite

nobind

remote-cert-tls server

cipher AES-256-GCM

verb 3

<ca>
Contents of CA
</ca>

<cert>
Contents of client certificate (.crt) file
</cert>

<key>
Contents of private key (.key) file
</key>

reneg-sec 0

o
fo
ro
oM
o
H
i
iy
u
ko)
2
Im
ro
(o)
x
=)
N
02
HI
o
=l

99



AWS Client VPN 22|RE 2FLHA

AWS Client VPN B £
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aLIC 2128 ElolB ol 2 2t Ele W= E2E0| MEE/E SIFIE ZHELIC 2 Clont VPN
A= ZOIE Bt E0| Mt £04 FAIS TAIstod T LWIESIZ0l UMAE 4 e S2H0|HEE X|

Yol oF &fLICt.

gulg 4t sie vPCo CHEt 2t &lo| RS 2 £ Client VPN
ElLICt mo{2E VPC, 2= 80Aa HEQT, 2H HEXF(E
CIOIMEJ M2 SAIE = UEE) E= QEU N 22 FI7t HER/Fof CHEt HMAE B 4352
Client VPN QIEZQIEO| ZIRE! EH|O|E20| BRE 822 FI}6H0F g LCt.

Client VPN A EZQIE0f VPC2| M
A= ZOlEO| 2} REl H|O|E0o| =7}

® Note

04i2{ MEYIEZ Client VPN Q= £ Ol
o{2!El VPC, Amazon S3 EE= Q! | CH O |
CHEF 228 MAMslof gfLiCt AT ZF HMEYlo= gt A2 £lErol QIo{oF gFLICt.
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EHA 3

« AWS Client VPN QIEZQIE 2t M
« AWS Client VPN QIEZQIE gt & 27|
« AWS Client VPN QIE ZQIE Bt &l ALK

AWS Client VPN 9IEZQIE B} RE! M

Client VPN AEZQIE 2t E S 4 M Oy LIERZ 2| EcfEO0| ofEH MY E K| XIFELICH
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EF M Z0of| M Client VPN ?JEEO.JE(CIient VPN Endpoints)& ME{gFL|C},

Bt B2 £71E Client VPN A= ZQIEE MEHS T 212 E! E|0|E(Route table)2 MEHSH CIS

AZ MM(Create route)2 MEHE! LI C}.
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AWS Client VPN QIEZQIE g} RE! ALK

=SSO = FI}ek Client VPN 2t EEH AKX = JU&LICH MEUE Client VPN AIEZQIE O] AZE
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M RIS 2 FI7HE 2tRE2 AXE = gigLct.
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L= E A235104 Client VPN IEZQIEO|M ZEZE ALK|E £ S LICFAWS CLI
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https://console.aws.amazon.com/vpc/0| A Amazon VPC 2&2 L
Ef M 20 M Client VPN @Il = % QIE(Client VPN Endpoints) S 41EH
Mg Client VPN A= ZQIEE MEHS 1 2t &l E|0|E (Route table)S MEHEFL|C
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delete-client-vpn-route WS AISEL|CH

AWS Client VPN CHAF HES3

CHA HEQIT = VPC tol MEdielL|ct E2I0|HE7F 4735109 VPN HAS MY
Client VPN AIEXZQIE 0 5tLt O|& 2| CHA HIEXHZ 7} QI0{0F B LICE.
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Tdotn HAAE VPCE HESN ok gfLICH RHMIEH LI 2 AWS

Client VPN HIEZQIE 0| MEHE 45t HAEE MELIO| Z2H|X'JE|l= VPCL| 24 FZ27t &
EQo|L =

SO Z Client VPN 2= 2 QI
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EHM HES|F7t dZE F ZE VPCO| CIDRE F7t5t HLt M7HE M Ot 2 & SHLHE
Hetod Client VPN =X QIE 2t RE H 0|22 24 B2 E r|o|EsHof g L|Ct
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« CHA LW E /30 M Client VPN IEZQIEE E2|8F C}2 Client VPN IEZQIE
E|30 ¢dZ2&rL|Ct.

. 508 ZAEE FII5I7HLE Client VPN MIEZQIE 2}RE! E|o|E0|MH BAEZE A|7HEHL|C}.

Client VPN A= ZOIEof & #Hml| HEL 2 947361H Client VPN Y= Z QIE o] ArE{7} pending-
associateOlAM availableZ FEtx|1 Z2}0|1E 7} VPN ¢ E% E-|xO-I%EI- = QA Eluch,

Tasks

. CHA I EQTE AWS Client VPN = ZQIE 9} 917

o O|CHA HERXFo 2ot 1 & ™M& AWS Client VPN

« AWS Client VPN CH4 HIE (T 27|

« AWS Client VPN 9IEZQIE 0| CHAF HIER T 212 SHA|
CHA HIEQI3E AWS Client VPN AIEZQIE 9} 944

Amazon VPC 2& = AWS CLIE At835t0q 5tLt 0|4 ol Cief HIERI(MEH)E Client VPN 2=
ZOIEQ HAAE = ULSLICE CHY HER/IE Client VPN QJIZZQIEN| 21Z4517| Tol LF AES
SXGME. CHY HERT MH QF AIEE(E) XM,
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. EM ZHof| M Client VPN 1= Z QI E(Client VPN Endpoints)E A1&H

3. e UEXHIE HZEE Client VPN AEXQIEE MEIS D CH HE T 23Z4(Target network
associations), CH& | E 23 24 Z(Associate target network =
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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aws cloudwatch list-metrics --namespace "AWS/ClientVPN"
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority
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Clients can’t access
peered VPC/53/the
internet.

Does the
endpaoint
have the required
authorization
rules?

Mo Add the required authorization
rules. For more information, see
Step 1.

Does the
endpaint’s security
group have a 0.0.0.0/0
‘egress all’
rule?

Add an outbound rule that
allows “all traffic’ to 0.0.0.0/0 to
the Client VPN endpoint’s
security group.

Check that you have provided a
DMS server for the Client VPN
endpoint. For more information,
see Step 2.

Can you resolve
the DNS name?

Check that your associated
subnets are properly configured.
For more infoarmation, see
Step 3.

Can you ping
a public IP
address?

Check the M55 config in the
.ovpn endpoint configuration
file. For mare information, see
Step 4.

Can you ping
an IP address with a
payload larger than
1400 bytes?

220U ETH B2 EW/PC, Amazon S3 L= QUE{LI0| HMAE = IS 143
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 Windows

C:\> ping 8.8.8.8 -1 1480 -f

* Linux

$ ping -s 1480 8.8.8.8 -M do

1400HO|EELC 2 HO[ZEE AI85I04 IP FAE Pinge =+ 9l 8 #ste HAE HETIE

A&735104 Client VPN AEZQIE ovpn 74 TS ¥ OIS E FIHEHLICH
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O|ziof= EctOo|AEE Client VPNO| d3H2o = (AY £ AUUKX|EF O|X= OpenVPN 7| Z2t0]
HEJI {42 A I CHE 2F & ofLtE BrEtefL

TLS Error: TLS key negotiation failed to occur within 6@ seconds (check your network
connectivity)
TLS Error: TLS handshake failed

Connection failed because of a TLS handshake error. Contact your IT administrator.

9

A% 2l A5t ZEI0|ME QIBM ¥ A SE2 7HX2 B2 SC0|UE QUSM FL S5
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$ openssl crl -in path_to_crl_pem_file -noout -nextupdate
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https://github.com/OpenVPN/easy-rsa
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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aws cloudwatch get-metric-statistics \
--namespace AWS/ClientVPN \
--metric-name ActiveConnectionsCount \
--dimensions Name=Endpoint,Value=cvpn-endpoint-id \
--start-time start-time \
--end-time end-time \
--period 300 \
--statistics Average
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aws cloudwatch get-metric-statistics \
--namespace AWS/ClientVPN \
--metric-name AuthenticationFailures \
--dimensions Name=Endpoint,Value=cvpn-endpoint-id \
--start-time start-time \
--end-time end-time \
--period 300 \
--statistics Sum
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