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2IE Holg & 7|2 Mu 28 HIO|I22 AFSFELICH CHE 2 us-west-2 2|0 M2| create-
transit-gateway 2% 0IAIE Eo{FLICE &0l F7t optionsO|(7) MEELICH &M ™
Eet £ Qe SM 558 L E35l0d create-transit-gateway B0l CHE XEAM|[EF HE = create-
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transit-gateway & & =&

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2
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"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef@",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "pending",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"
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O| H22 IDE E & 5104 M Transit GatewayOll CHEt HE E gHEHEFLICH £
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Transit GatewayE M4 [Mf, pending & Ef7} ELICH dEfE= AISSE EF SHM ALE 752
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Transit Gateway IDQ} ZE| SME AI&35l0{ describe-transit-gatweways BHES ASELICH

filters M2 Name=state 2! Values=available 42 AFSELICI O] B Transit Gateway

O AEN7}F AFR 7S Bt AENQIX| EHQISHE 2 ZHMBIL|CH AFR 7HS 8 AFEJQl 42 SCH2 ngiate":
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aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890abcdef® \
--filters Name=state,Values=available

ZIgi5t 7| Toi| Transit Gateway & Ei7} pendingdM available(2)Z2 HZAE w7t x| 7|CHRILICH
CH2 SE0IAM StateOl(7}) available(2)2 HZEELICH

"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890@abcdef@",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "available",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

.
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]
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Transit GatewayE AI& & 4= U E/™, create-transit-gateway-vpc-attachment2(8) Al
835t0 ZH VPCO CHiEt oA M
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create-transit-vpc attachment B0l CHEt RtA|IEH HE = create-transit-gateway-vpc-
attachment& & =& LICH.

CHe o AlollAE ZF VPCO CHaH B0l 5 AgELIc

5 Hm VvPCo| B, 3 Ml vpe_id 2 subnet-ids2(E) AF&35t0{ CI2 2 A-MEHLICH

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef0
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"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890@abcdef@",

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"
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L|Ct.

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef01234567890

Ol B CHEH ST Al HBHQI AU BoiF

122 %Xl pending & E{RIL|C}.

{

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890@abcdef@",
"VpcId": "vpc-abcdefl1234567890",

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcba"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"
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aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef®

Ch
=

ct

1jo
0lo
o

5 HAZA BF aqvailable HEfES EoiELICEH

"TransitGatewayVpcAttachments": [
{

"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-1234567890@abcdef0",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "available",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcha"

1,
"CreationTime": "2025-06-23T18:42:56+00:00",
"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
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"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

I
"Tags": []

5EHA|: Transit Gateway2t VPC 22| 2t & F7}

Zt vPCco| 2t &l Eflojgo BREE 7445109 create-route BZO0{E transit-gateway-idet
(2t) &7H At&3t0q Transit GatewayE &35l CHE VPCE EcfEg MESIMAIL. CHS oAl M= 2
2t g Ho|Eoi cHal| B0l F ¥ AHELICH o= ddstei= 24 vPC B20| CHEt route-
table-id, destination-cidr-block, transit-gateway-idO|(7}) Z&ElLIC}.

create-route HZI0| CHEE XEM|8H L 2 create-routeE & X 5HA|2.

3 #im VPCol 2t S BlolZ ol Chal oS TS ARErLICH

aws ec2 create-route \
--route-table-id rtb-1234567890abcdef® \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

= ¢ vPCel 2t & El|lo|Eoi CHell Ctg BE S A-dFLICt ol 2= & H
route-table-id % destination-cidr-block& (&) AF &LIC}. 3t X|TH
Ok AFSSE D U7 ME, SUSH transit-gateway-idOl(7h) AFS EILICH

W VPCoteE CHE
Ct Transit Gateway

aws ec2 create-route \
--route-table-id rtb-abcdef1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

SH2 Z4 Z=ol ciell trueZ(E) EretstH, Z27F YIRS S LIEHELICH

)

"Return": true
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AELICH HX, ZE AZ@S A Alslof gLt
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1. delete-transit-gateway-vpc-attachment @HE AI&3t0{ VPC 42 A LICEH
delete-transit-gateway-vpc-attachment B0l CHEt XtA|IEH LHE 2 delete-transit-
gateway-vpc-¢1Z2E T M 2.

X Hm eddo| <
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aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

% il VPC Aol CHEF AfM| SE 2 CHE 8 gheteLich

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef@",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

& | 947301 CH5H delete-transit-gateway-vpc-attachment S A&ErL|CH

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-abcdef1234567890

= Hm VPC Q17301 CHEH MK SE 2 Ctg 2 ¢
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The response returns:

{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}
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aws ec2 delete-transit-gateway \
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"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef@",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",
"State": "deleting",
"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

I
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

7EHA|: Transit Gateway 242 2! Transit Gateway A A| 49


https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway

Amazon VPC AWS & Ho|EH O]

742
=21

Transit GatewayE M3 MO 2 MH35tD, F VPCE MZAIMCMH, O Ato|Q| 2tRBE 7 dsta, 4

g Eol&LICt o] ZHEHSH oMol HE AWS Transit Gateway 2| 7| 7|52 EoiELICH 2=8|0|
AHEQFHZATE M 12 2IRE 74 730 22 o E& 3 AlLE2|20] CHSi A= AWS Transit

CC
Gateways 7t 0|=& & Z&LICE

[
T

50


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway A7 2% Arz|

CH2 2 Transit Gateway Ad7|oi| CHEH =& Abed|JL|Ch.

« ZI Transit Gateway VPC 917Z201| CH3H tl='E°| MEHZ AL ELICH MERSEE 22 CIDR(04: /28)
2 M83t0{ EC2 2|AAE ft TAE O BIO| SHHGMR. HEo| MEUIE AIE5tE R OIS
T = A&Lo
« Transit Gateway AHE 0t 1A E QIHIRE 4 O 2HI2E HESIS ACLE Hl& ¥of ELCH.

- EpiE 580 et HEXZ ACLE Y3 Z2E MEYo o

- UE3 ACL 5tLHE BtE0{ Transit Gateway0l| 1A E 2 &
H2E &E ZFoA HERI ACLE Ho{ ELIC

- HER{Z dHof o424 VPC 2t & H|0|E(0d: 024 NAT HIO|EH|0|E Sall ECHEHE 2t E 5t
7t &% VPC)O| ER Bt AR E Melstn set VPC 2t S HIO|2 & Transit Gatewayol| 244 ._|
2E MU AZFLICH

- Border Gateway Protocol(BGP) Site-to-Site VPN 122 ALS & LICH A2 28t 12 Ho|EL 0|
ClHtO|A E= WEtHo| CtE "EE X|Hste 82 0| 7|52 %“ééﬂﬂ |Ct.

- Direct Connect HO|E®||0| 242 & BGP Site-to-Site VPN ¢4
Ct.

« Transit GatewayE At&5t7| €5l VPC |00 oto|as|o|4e i, VPC |02 Dt Transit
Gateway 7ol MTU =717t X5t x| &t 2FH HICHE EE{=lof CHsH L8 miZlo| 4fxE = AU&LICt
37| 2LxZ & ME mfZlo| AXNE|X| =5 F VPCE SA[of Al|o|EFLICEH

+ Transit Gateway= 7|EXMO 2 178 M0|2 2 1718E2 sl F7I Transit Gateway7t R 5t K|

= ot&Lct

« A4 024 Transit Gateway 2} E|0[2 0| 22 e IHE AN 2|5t™ Transit Gateway 2t 2 E| O]
£ +E HA[etatof Lct.

- =42 fdll Mal SFE I 2 2Tl B Transit GatewayE At & LICEH

- Transit Gateway 0121 7H7} Q= HiZ Q| B Z' Transit GatewayOl| CH3H T8 Xt A|AR HS
(ASN)E AFE5t= XWo| Z&LICH 21T L] {2 AAEE £ JU&LICH ApAM|EH LHE 2 Building a
global network using AWS Transit Gateway Inter-Region peering=2 & Z5tM[2.

51


https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway =4

]
o
i
[l
=0
ok
o
o |-0||
tob
> F
o
40 [llo
ik
X O
Yo
9,|_- Il
rl-J
r
o
II
_L
2
[l
=0
ok
Pal
=
rok J
— I
:=

A

+ 3% Transit Gateway

+ Transit Gateway2| AWS & HO|E O]

« AWS Transit Gateway 2| Amazon VPC 917

+ AWS Transit Gateway W E {3 &+ 4

« AWS Site-to-Site VPN AWS Transit Gateway2| 914

« AWS Transit Gateway2| VPN Concentrator 9173

+ AWS Transit Gateway 2| Direct Connect 7| O|E20|0 Transit Gateway Attachment
+ AWS Transit Gateway 2| Transit Gateway IL|0{2 944

+ AWS Transit Gateway0ll A 474 &! 9473 1|04

+ Transit Gateway2| AWS & HO|E9|0| 2t E HIO|&

» AWS Transit Gateway L Transit Gateway =4 E|0|&
« AWS Transit Gateway 2| HE|FHAE

. ROIE HIS BT

37 Transit Gateway

rr

AWS Resource Access Manager(RAM)E At&35t04 A[™ 7+ E= = %] Ztof vPC 40| CHEr & A

O|ERIOIE B2/ E + U&LICH AWS Organizations. RAME &43lst 1 2|AAE T X1t BR6H0F &
LIC} REAM[EH LI 2 AWS RAM AFE MH MO A AWS OrganizationsS(£) AFE510{ =27 AL S #
ZML.

T A

Transit GatewayE 3R/ = CHE AFE 2 TE{tMR.

& HOIEHOIE AR8H S U AWS H|Z0d AWS Site-to-Site VPN 2432 445l oF gFL|Ct.

S5 & Transit Gateway 52


https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

Amazon VPC AWS & Ho|EH O]

+ Direct Connect H|O|ER| 0|0 CHEF HZE2 TS HO|ESO| 2122 AFE S Direct Connect 0| E
2o|et Sest AWS H X0 !7{L} Direct Connect 7|O|E| 0|2t CIE H|Zol RIS 4= A&LCt.

7|2Mo 2 M8XH= AWS RAM EIAAE MdstHLE = Mol gigLch AHSKtoA 2lAA M

MoEeE o U Y 2 5{25t0iH 5 BlAaA L AP 2YUS AI8E HEHE Fo{steE 1AM HHY

2 MMsfof grLict O3 ChS Y HEto| 8 IAM AF8 XL £ 80l ol{8t Hag odZAE L

Ct.

2lAA ARADCHE HHs sdE = Jauot

- ClAaA ZRE MMHE = JsLUch

. ElAA BRE HOO|EE £ U&LICH

- 2lAaA ZRE = = UsUT

- Hatol AHo| 378 EIAAE ZE ElAaA FR ZEX 2 £ JU&LC

« Mot BEIAAE BR SO O FHE ZE BlAA FR0 AX 2 £ U&LICH HEe B8 52
Hot FRE 8 4 QCHH ool 3R ElAA0 F7F HMAE £ UEX| &QlE 2 QlaLct

- 2lAaA ZRE MXE = JsUT

- 2 E Transit Gateway, Transit Gateway Attachment &! Transit Gateway 2t & E|O|E APIE A
grulct

3RElE 2lAaAo Ciel CHE &S s-8E = UL

- 2lAaA B3R ZONE £HtHL HEE = JU&LICt

- 2l&A ZRE 2 = UsUT

- HHAIISE SR EIAAE E = U&UCh

- T5tet 2|l AAE SR B ZE B FHo FSEE & = U&LICH Hstet 2ot FH7F SRE 2
LAQ EAA SRE E = UA&UIO

« DescribeTransitGateways APIE A&& = Ql&LICH

VPCO|AM ¢1Z28 M U MHF= API(0: CreateTransitGatewayVpcAttachment &
DescribeTransitGatewayVpcAttachments)E A& 4 U&LICEH

Elas SRE LHE & A&LICH

Transit Gateway7} 3% E|™ Transit Gateway 222 E|0|E E= Transit Gateway 2H2 2 E|0|Z ™

o
ot 3l odghg M, - Es AXE = elgaLich

Transit Gateway 35 53



Amazon VPC AWS & Ho|EH O]

Transit GatewayS M43 [Mf Transit Gateway= ZIH0| OHEE|H CHE A-oHE HEQI 7+ ¥Aof
M ‘ddELICE Transit Gateway2t @14 7HA|7F ME CHE HHof| Rl ERolle 7t8 Y IDE A
50 718 VR E 1 RstD XHHMo =2 AHEELICH o|§ S04 use1-az12 us-east-1

H 2 & AWS A ™ol 38t Ix[of oHEELCt.

Transit Gateway =% Al

35 2R X7t Transit GatewayE 35 shAlsHH O #3l0| MEELICH

Transit Gateway Attachment= 7l& 2 S &FL|CH
]

22 A™H2 Transit GatewayE A

=
. Transit Gateway 27Xt & 3F ARA

& AHOIES 0|7t CHE AWS AIED SR} siAZHLE & HOoIEH 07t SR ElE AWS AHO0| =%
M MHEIE B TS HOIEH O RiAME B K| et&Lch

9 MEyY

IEP

XEMIEE LHZ 2 Amazon VPC A AHEMO| CHE A1 VPC S 736178 & ESHAIL.

Transit Gateway2| AWS ™ 7|0|E 9] 0

Transit GatewayE AF23tH VPCQI VPN 122 HZASt D F 2™ 7Ho| ECfElE elelE &

Ct. M& Ho|EQOl= MZ2 &&E35tH AWS H I AWS RAM & A&35tod & HIO|ES0|E CHE A

I ZRE 4 AGLICh TS HO|E0IE CHES BRE = A
= A

O|ESOlof AZEY =+ UELICE F HHL| ALEX

Transit GatewayOl| Al HE[FHAEE #4355t CHE THIQIT HAZAE VPC 128 Sl HEIFHAE &
A0M HEPHAE O & HHE HE|FHAE ECfEE E'd = = Transit Gateway HE|FHAE O
RlE ddg £ JU&Lct

m

Zt VPC EE£ VPN 422 B et HO|21 AZELICH sliE 2t T EO|E2 oiE 2l4aA 4
ol g

oM E0ie= Eef=lof Chet ctS &E ZHELIC Transit Gateway LS 0| 2t 2! E0|E2 IPv4 &

Transit Gateway 35 Al 54


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html

Amazon VPC AWS & Ho|EH O]

= IPv6 CIDR %! CH&Hol| CHEl 25 S ELICH CHA2 VPC & VPN AZARILICH Transit Gateway0i| A
VPCE 435t 7{Lt VPN A2 M5 Transit Gateway2| 7|2 2t & E|O|E2t HAZAE LICH.

Transit Gateway LS 0i| &7t 2t & E|O|E2 d4435tT VPC EE= VPN 9142 O| 2t *E E|O|2 2 H

B =+ U&LCH OIE %oH HEXHNIE MEste = A&LICH o & Sof, 7Y VPCE 2t E H|olE
otLtet 21dstn Z2HM VPCE CHE 2t E|O|21 HAE & U&LICH 0|8 Sl 7I& UERHA
oM 7ty 2t A * = (VRF)I RALSF Transit Gateway LIF 2| A2|E HERIE HHE = U&
LICH

Transit Gateway= @12 E VPC2 VPN 944 7to| 8™ &l H™ gt &g X|§ELct. ZF edZof CHal
et M E #4356t AL HIEG8e = A&LICE VPN Concentrator 2142 BGP(SM) et 2Bt

K| ELICH Transit Gateway IL|013 A2 HX 2t BB X|#HELICH Transit Gateway 2t & E O]
20| ZZE 1o HAZAZ JI2|7|™ m|o{=El Transit Gateway 7tQ| EZ{=IE Bt EE £ Ql&LICH

MEHR O 2 5tLl 0|4 9| IPv4 EE= IPv6 CIDR 2§ 2 Transit Gateway 2t @12 & &= U&LICEH Transit
Gateway Connect 21Z01 CHEt Transit Gateway Connect TLIO-I% MYl CIDR ES0M IP FAE
KIEgLct 169.254.0.0/16 9| LHo| FA VPC 472 L 2ZF0lA HEZ S F49 HilE
HRAE Mt ZE HER EE ZEl0o|8! IP F4 HRIE ¥EE =+ J&LICH IPv4 X IPv6 CIDR =
Sof cHet XtMIE LI 2 Amazon VPC AFE MBEMO| IP T4 XIHE B ZFHMAIL.

EiA3

« Transit Gateway0ol|l A AWS F& 70| E Qo] M4

« Transit GatewayOll Al AWS Transit Gateway HE 27|
« Transit Gateway0ll Al AWS Transit Gateway Ef 1 £ 2|
+ Transit Gateway0ll A AWS T& HO|E9)o| &8

» AWS Resource Access Manager

r 2& 2 A835t04 AWS Transit Gateway 2|24 Z|/ &
« AWS Transit Gateway L &7 9174 ==t

« Transit Gateway0llA{ AWS & HO|EQ) 0] A A
+ AWS Transit Gateway0i| CHEF F

Transit Gateway0llA AWS & 7|0|EH0]| MM

Transit GatewayE 44 & [} 7|2 Transit Gateway 2t & EHO|E2 BtE01 7|2 o1& 2t HIO|E
ot 7|2 Mot 2R E HIOIEZ AFEILICE 7|8 Transit Gateway 2t & EHO|22 MMHSHX| LS M
EHSt AR LISo| My = UaLict Z2 2 228 E|O|ZSof CHEF AtMIEH LHE2 277 EHHE X
M.

0

Transit Gateway 24 55


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html

Amazon VPC AWS & Ho|EH O]

@ Note

& AHOIESOloM 58 XS EHE5te{T HO|ES0|E dY
AHELICH ™S HOIEH0IE HEE & A8 7HsSE &Eli7F &M 0|& +785}0d
S k=]

o
FAISHEE 4= Q& LICH KEMIBH LI the section called “Y 535 K| TS R ESHAA|

mlOII

k=]
=
o
—_—r

2£ 8 A835t0q Transit Gateway 244

—

) w0 b

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 LICtH

Ef M &0 M Transit GatewayS MEHEFLICEH

Transit Gateway 4432 MEHEL|CE

(MEH ALE) O|& Ef104| Transit Gateway2| O|§2 =g LICt. O|F EHE AL& St HO|EH O]
SE0|M EH HOIEROIE &AH AlgEe = = F7t5t™ 7|7t o|§0| /=

=22 T AA

B 2T SUS 2t 7HE Bl MAELICH

>
r
o
i
]
LI
il

(ME ALE) AHo Transit Gatewayoll CHEF MHE 248 LICH.

Amazon & Autonomous System Number(ASN)2| ZZS 7|2 ASNE AISSEE 7|22t iz
T 7{Lt Transit Gateway& Z 205! ASNS /=g LICt. O|= BGP(Border Gateway Protocol) All
M AWS & 2| ASNO|o{of B L|Ct,

16H|E ASN2| B HR|= 64512~655342L|C}.
32H|E ASNQ| AL H|E 4200000000~4294967294 &1L |C}.

CHE 2™ B Z 7| Qe B2 ZF Transit Gateway0ll 138 ASNE AI236HE 20| E4LICH
Transit Gateway| @1Z2E! CHE VPCo| QIAEA MM R 2| I I{=2! IPv4 DN

=
=

S 0
Zeto|l IPv4 FAE ERISHT| 8l VPCT7H HR e B2 DNS X[#oiM of SMS =T

ot & X XIple 8= 0| 7|52 #/93t6t0q Transit Gatewayoll & E V
Zguch 2ot JF Fxol cHet AFMIEH LHE 2 the section called “2¢F & & X"

o mt I-II

VPN E{d 7+0il ECMP(Equal Cost Multipath) 2t & X|240| 228 Z< VPN ECMP X|#0{ A O
SME MEELICH HA0M S CIDRE S1ste B s EeHE2 0|28t CIDR Ztol &
S5t A 24HELICH

|I'I]I

2

g4 M3t

rr

A2 L2{TI BGP ASN, AS-path?t Z2 BGP &2 Satiof &Lct.

Transit Gateway 24 56


https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

@ Note
ECMPE AlE235lcdH S 2 REIS AIZ5tE VPN 422 M AdsHof &huct MA gt &l
£ A3t VPN 9122 ECMPE X|®5HX| of&LCt.

10. Transit Gateway2| 7|& 2t & E|O|E20]
™ 7|2 2tE 0|2 A0 o] S M2 MEHFLICE

11. Transit Gateway AttachmentZ Transit Gateway2| 7|2 IR & EHO|EZ RIS 2 Mu}slig{™H 7|
2 2t 2 E|O|Z TutoM o] SMES MEIFLICE.

12. (M= A Transit GatewayE HE[FHAE ECiEHO| 2t REZ AtEstdt HEFHAE K|S M

13. (M= ALY RE A
N

|’d dE RS2z #EotciH S} U4 A4S +=0iM 0| SMHS MEELICH

14. (M= AFE) Transit Gateway CIDR € 501 M Transit Gateway0i| CH3H 3tL} O| & Q| IPv4 EE= IPv6
CIDR €52 X|&gfLch.

—

IPv42| B2 37| /24 0| 2| CIDR E5(0: /23 EE= /22) EE= IPv62| B 37| /64 0|4 2| CIDR
£5(0i: /63 L= /62)2 X|HE &= U&LICH 169.254.0.0/16 HP| LHe| A VPC HAZE H 2
dlOla HEZ ol FA ARl HAE MLttt ZE HER = ZEto|H IP FA HRAE A

g & A&LCH

ol

Y |k

® Note
Transit Gateway CIDR £ = 2 Connect(GRE) 2172 &£ PrivatelP VPNs M35l 49

A& EILIC}. Transit Gateway= O] H|0i A Tunnel = X Q1 E (GRE/PrivatelP VPN)O|
IPE &Y.
15. Transit Gateway 42 MEHFHL|C},

E AM83tod TS HOo|ES0|E 4 st AWS CLI

create-transit-gateway @& AFSELICH

Transit Gateway 24 57


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway.html

Amazon VPC AWS & Ho|EH O]

Transit Gateway0ll A AWS Transit Gateway B & 27|

Transit Gateway& OFF 7L} ELIC}

Z& 2 A&5t0q Transit Gateway 27|

-_—

https://console.aws.amazon.com/vpc/Hl Al Amazon VPC 2& 2 Lt

=
=t M Z o M Transit GatewayE MEELIC} Transit Gateway M5 HE = 1| 0[X|2] 70| E 0]
S5 otz{oll EAIFLICH

A

AWS CLIE At83t0q Transit Gateway 27|

describe-transit-gateways @22 AFEELICEH

Transit GatewayOlA{ AWS Transit Gateway Eij 1 £t

2|AAO EfOE FII6HH 8%, ARA E= 2 EN 22 J7|EC2 Bl E F M5t AlMEE = U&EL
2 t. Ei 7|= Transit Gateway®2 2 11331 oF
grLICE Transit GatewayOd o|0| HAZAE 7|& S8 EN2E F7I5HH Ef29| 2L 0| UOIO|EELICH XA

[l

Z &2 A&35t0q Transit Gateway0| Ef 1 F 7t

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt
Ef A &0 M Transit GatewayS MEHEFLICEH
Ei2E FItsHHLE HEE Transit GatewayS ME4ELICEH

0| x| o2z ol M B RS MEfEFLICH

Bl 2tel§ =gt
MZ2 B3 F7HE MEELCH
o

=
s B9l 7|t 2f2 U=FLICH

© N o g ~ w N

Transit Gateway0ll A AWS & HO|EQO| =7

30

Transit Gateway0ll CiEF 4 SM2 £ = U&LICE Transit GatewayE +=E# [, 7|E Transit
Gateway Attachment= AMH|A SHE Z3X| et &LICEH

Transit Gateway 27| 58


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

€l Transit Gateway= T8 & = gi&LICH

IP &4 & stLt2tE $XH Connect I|0{0f AA E|l= A2 Transit Gateway2| CIDR 52 MHE =
A& L.

(® Note
2= 3 X|'°.:40| F3HEl TS AHO|ERIOl= 2LIE E
VPCs EE= & 53} Mo{7} & d3t=[X| f2 VPCsoi| o
gt Mo{7t 2= VPCse= ¥ &35} X|o| &dstEl ME
= XEMIEH LI 2 the section called “&f 5 3} K| 24l Ad

Mg DooM &35 AMo{7t UE
35t £~ Q)& LICH Enforce ZEQ| &5
HO|EQoloiTt @A E £~ U&LICH.

=

A RSHMI2.

m\OII
m\l rlr

ok

ﬂIIO i

Transit Gateway &3

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 LICt

FAf 20| M Transit Gateways& ME{ S LICH,
& Transit GatewayS MEHEL|C}.
XtQ4 Transit Gateway =& MEHEIL|C}.

of et SME ™31 Transit Gateway =82 MEISHLICEH

o & 0 bdh =
1

5]
kO

£ ME875lod & HO|EQ0|E +=X5tE{H AWS CLI

modify-transit-gateway & & At &FLICH.

AWS Resource Access Manager 2& 2 A& 3104 AWS Transit Gateway E|
AAZ _<|;>I_ _J'\_EI-

Elas SR F7HEH SiF 2las SR 7hstets =07 S ELICH SF 2lAA0] HM A
o HX] 2las SRE +Esfof &LICH

ElAaA S/ 5

1. https://console.aws.amazon.com/ram/ AWS RAM 2& 2 L|Ct.

2. EMEM LA SRE, Elad SRE HEELICH

3. glaA IRE MEFELICH

4. Blas BR 42 MELL

2las 3% &8 59



https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway.html
https://console.aws.amazon.com/ram/

Amazon VPC AWS & Ho|EH O]

5. 3% Transit GatewayE 22{™ Amazon VPC 2 & 0{ A Transit Gateways H O|X|& iL|C}.

AWS Transit Gateway LH 3R] 12 =&

Transit GatewayE d&8e [Mf 3F A& A& == 7|s
Console EE= AWS CLIZ 0|&¢6t0{ &t HXH(SR) o

o A
L —

https://console.aws.amazon.com/vpc/0 A Amazon VPC 2& & LICt
=t M 2toj| M Transit Gateway AttachmentS ME{EFL|CH

20| E&F &2l Transit Gateway AttachmentS ME{EFL|C},

X

Xt Transit Gateway Attachment =22 MENEHL|CH

0N~
1
d

AWS CLIZ(E) AF235l0 29 478 &2

accept-transit-gateway-vpc-attachment B S AFEtLICH.

Transit GatewayOl A AWS T1& HO|ERO] AFA]|

7|& 1Z40| Q= Transit Gateway= A A& 4= QA& LIC}H Transit GatewayE AFA|St2dE HA 2 E A
Z2 AfAIsHof gt

=& 2 AME350q Transit Gateway 4 K|

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC &2 iLICH.

2. AMK|E Transit GatewayS MEHEFL|CH

3. E ¢, Transit Gateway A K& MEARILICEH deleteE U5t AX|E MEHSI0{ ATXE EQIE L

Ct.

E AME35lo1 TS HOIEQIOIE AFAIsHE{Ed AWS CLI

delete-transit-gateway BWH S AL &FL|C}

AWS Transit Gateway0| CHEH &F 5 35l x|

of 33t Mo1E AME5tH VPCOHIM EBfE 589 APNS) =
encryption-in-transitg M&& = U&LICt VPC 23535t XMo{7t M8 2EQI A< alig VPCL| ZE Et

OH

DR 60


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway.html

Amazon VPC AWS & Ho|EH O]

295 | E 3 QIE{HO|A(ENI)E AWS Nitro 23 3} X|24 QIAEI AT HZASHE 2 KSHEIH XS 5
ClOIEHE & 3t5t= AWS AMH|AE 2t 531 Ao 24 VPCOof| 1Z8E = AU&LICH VPC & Z 3 Ao
of CHet RtMIEH L& 20| HBME XA L.

ok

rob

& HolEH ol ¢33 x| & VPC & 53t Aoq

Cs Zte| Eci=of Cia &

o

Transit Gateway2| &f 23} X|HE ALE5tH Transit Gatewayol| 12 E V
& 3 encryption-in-transitE M8 £ Q&LICt VPC 7to| ERfEE 25 5+5H24™ modify-transit-
gateway BHEE ALE5t0q Transit Gatewayoll M & 23t X|HE =522 M3talof &LICH VPCs
g3tk 2 E EefE 0| Transit GatewayE &all 2A M ZE(ML| ei3)ol /= VPCs ZHo|
100% L= 3tE 238 SoELct 253 Mo{7t 7K UX| et HLE =3t g3
GatewayE S35 ZLIER 2E0]| = VPCsE AZAE £ U&LICE O] AlLL2|20ME Transit
Gateway7t M8 ZEM|M A™E|X| ot = VPCL| Transit Gateway M4 X| ECfEE S S35t S
SEELCH O 2oz M8 ZEo| M A->E[X| &= VPCOIM EBHEIO| ME = IARHA et B
et&LICEH

i

& HO|ER|0ofBt FIHE = o 7|E TS HO|ES0IE ddste s¢t
Ct. Transit Gateway7t 2 &3t x| &3} S EHE BT Transit Gateway
7t x| et&LICt oto|aB|o|M2 EeHE ol AN E[X| ot HEstD &
(=)
= )

2380 = s T
BELICH ==t X|HE FIHSH TS S HOIEHO0IE +Hste BHE MME HZstMHQTransit

& HOIES Ol 528 X|pE EdEstr| ol e HlstM L.

- M& HOo|EH 0|0 Connect 21Z20]| Q& LICEH

- ™S HOo|EQOlo Zo{E AZA0| iF

« & HolEH 0|0 Network Firewall 24Z20] gi&LICH.

« & HolEH o]0l VPN Concentrator 21Z30| i&LICH

- ™S HOIEQOlo £t OF HATF M3t k|o] UX| et &LCH.

- ™S HO|EQOlol HE|FHAE 7|50| E43tE|0] UX| b &LICH
2f S 3t x| 3 el

& HO|ESOl= g H 3538 &Ei & stLIE 7HE = U&LICH

61

e}
fol
lgl_
A
i


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-encryption-controls.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway.html

AWS T™& 7H0|E 0|

Amazon VPC

- 293t - S AO|EQOI7I =3 X[HE 55t SLIC ol ZEMAE 2R 5= O =[CY
1420o| A= = JU&LICh

« enabled - Z1& HO|[EQO|0M & =3 X[ O] EH35t|o] U&LICH 2 =8 Mo{7t HEE VPC A
Hg MaE 4 gt

Transit Gateway 9173 %/
ME HOolEHNOlof & =3t x|0| &detE A2 Chg A4 #3lo| M EL|CH
« M& HOo|EQO| 53 AE|VI &dst E= HIEHSHEH 2531 KMo M EE= ME ZET} ol
Direct Connect 214, VPN @14 2/ VPC 142 Mde = &L|ct
« M4 HOIEQ0| &53 MEf7F HMEEH BE 253} Mo{ 2E04 A VPC, Direct Connect 173,
VPN @12 L VPC ¢1Z2E MAMEr £~ &Lt
« M& HOolEQo| 53 AENTI HIZE MM 535 Mof7F HEE A VPC HAZAS MME 4= 9f
LIC}.
- 44 04 mo{d 4 Eot O F &X LU HEIFHAE J|s2 & 535 XM K|HE|X| et &LICEH

AWS Transit Gateway 2| Amazon VPC 214

& 7Ho|ES0]of CHEH Amazon Virtual Private Cloud (VPC) (442 A8 3HH 3tLt O
Ho =2 EefEg et E = U&LICH VPCE Transit GatewayOl| 2145t = Gl
7| ?I3H Transit Gatewayoll M AL & 2t 718 QA o| MELIE StLE X|H3HofF §
Transit Gateway E2fZl 0| ZIQIX 3l & =

Buiol 2B HO|Sol CHY MEHE JI2I17I= MHE 271 74 &

S|
o| CtE MEU /Y= 2liaro EEE £ A&LICH

Of

Om

« VPCE Transit Gateway0 1%

=
£ Transit Gateway0oll =& = gi&LICt

o>

| ZLolp SUB 7+ G U

62

VPC 14



Amazon VPC AWS & Ho|EH O]

® Note
Transit Gateway AttachmentO| /= 7+8 ¥ LHo| M EEfE2 40 HAAE §H MHEY
O A2+ Transit Gateway 2 TEHELICH MEU 2t E| 0|20 Transit GatewayZ 7= ct
LEI0| U= B2, Transit Gateway 7t L8 7+& Q9| MEUlof| 422 7+X|1 1, o
72 Mediol 2t E Eolgol Eci=lol o|=Fl VPC LH CHA ol CHEH &3t 2R El0| Z & g
o Q2 Pt EBHEO| Transit GatewayZ MEH

« Transit Gateway= Amazon Route 530 A Z2}0|E8! S ARl PFdZ ALE5t0 MY E HAZAE VPC
O AFE Xt X|% DNS O|&0f CHEF DNS =212 X|&5tX| b &LICH & HOo|ESolof HdZ2E 2E
248 Amazon Route 53 2! AWS Transit

VPCsofl CHE =209 ZA-” HHo| 0|F #ele 7743
GatewayE AIE 8t 5l0[EE|E SEIRE2 Y ES A DNS #E|E M EHA 2.

- Transit Gateway= CIDRO| S &t VPC EE= H?| LS| CIDRO| @12 E VPCLe| CIDRZ} AX[= &
? VPC 7+o| 2t 82 R[5t x| f&LCt VPCE Transit Gateway01| 145t sl CIDRO| o|O|
Transit Gateway| @1Z2E! CtE VPC2| CIDRIt S35t x|l 42 MZE HAZE vPCel F27t
Transit Gateway 222 E|0[E2 2 MUt E|X| & &LICt.

« 24 FAof| & Fst= VPC MEU| CHaiMHe HAZEE e = el&LIct chal E’* A
O &2 78 YAE &3l Transit Gateway0l| Q14 = UL S HEX/IE #HE
Mgt LI Transit Gatewayoll 2EZ @3 MEH 014

§ I
N
mjo
k]
B
Q'I_l
x
kO

- IPv6 ME MEU'Z A8 35109 Transit Gateway AttachmentE 448 & Q& LIC} Transit Gateway
Attachment MEYH2 IPv4 AT X[5H0F ELICt

« Transit Gateway0d| 5L} O|&f2| VPC @14 mt 0| 2{0{of SHE Transit GatewayE 22 & E|0[=0f

Fte = A&

VPC ¢1Z201 CHEl 2R & El|0|E @7 At

Transit Gateway VPC 24Z20| MCHE 2 S5te{td £ 2t & H 0|2 #+0| ERELICt

Sl 2t &l Ef|O|€: Transit Gateway Attachment@t A Z2El MEUI0{ & Transit GatewayS
{010 5t= VPC LHe| 2 & CHafoi CHet 2t El E|o|& & =0 Qlo{of §fLICH 097|
L QlE{L Ho|EQ0], NAT HO|EQ0|, 22| VPC A=EXZQIER T5l= AR}

om e
% rr st
oy |

L
oo x

H
- L E_
[n}

[0 |
Hu S
juf]
40

2 E|O|=: Transit GatewayE &35l & &l5l|of 5t= 2[AAE X8 sl HEHR
EeiZlZ 2|5l Transit GatewayE 7t2|7|= B2 & 7tX|22 {0{ofF §f LIC}.

oo
o> > I

I o

VPC 2470 CliEt 2t & EIO|Z2 2F AHE 53

0%k


https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-dns-management-of-hybrid-cloud-with-amazon-route-53-and-aws-transit-gateway/
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-dns-management-of-hybrid-cloud-with-amazon-route-53-and-aws-transit-gateway/
https://docs.aws.amazon.com/vpc/latest/userguide/Extend_VPCs.html#connect-local-zone-tgw

Amazon VPC AWS & Ho|EH O]

- 2Z VPC E2{Z: Transit Gateway Attachment= S 8t VPC Li2| MEU 7t SAIE XIS 2 &
M3tstR| f&LICH E&E VPC 2t 7#30| MEE|H, VPC U S22 /5 2t Ho|Eo 2&

2t E/(VPC CIDR)O| $0{of gHLiCt.

® Note
SYE 7t B LHoM AZEIX| ot 2 MEUo| B2 ko] Qlo{E EEHE 5 &2 4
StE|X| of&LICt Transit Gateway Attachment®t Q12 E £ MHELITOH Transit Gateway Eci

|
| Xlol/g_—rl. x|7(-| ojdste ol' s O|/\L|L—_|_.

]|
ﬁp— [y — | /| 22 T AR HEH

A2 Q0| ARE HEE CHESH EHAIE HEILICH ZF EHAME FE &= e E 7HK| ZX[7H
£ F=7|71 Z< [ VPC 24Z22 Amazon Virtual Private Cloud Console I} API EEE= HZIE

!

toloia ol M= B AE FE0ILE S/ U4 RS &2 e LA A" 780l 440

VPC 914 =& F7| 64



Amazon VPC AWS & Ho|EH O]

g Available

-.__‘

| ‘ Modifying }—‘Hnllingbad(

r " y "

Failing ‘ Deleting ‘

- 4

g o
ra Ty

No longer
visible

4

CH7| &: VPC 24Z20] CHEE @ 0| A|ZHE|o] Z2H|XM 'Y Z2MA SL|CH O] BHA0AM 422 Al
iS5t 7L} availableZ O|S & £ Q& LICE

A F: VPC 2ol CiEh 2ol A7t M2 SULICE o] EFAlMM VPC 22 failed= OIS
gfLCt.

Aml: VPC 420l CiE 20| AmRH&LICH o] HEfolMdE AXE £ gi&LIc Amigh vPC 24
2 2Al1ZE S EAIE =of At2HEL/CH

A& 71S: VPC Q10| AF8 7ts3tH, EEBHE0| VPCe & HIO|EQ 0| Ztol M&E = J&LICt
O| EtAHIMAM 2342 modifying EE= deleting2 Z O|S & &= U&LICH.

ALKl VPC @4Z0| AMIE| T Q)& LICt O] A0l A @12 deletedZE 0|5 E 4= )
%

AH: available VPC 4ZA0| A X R &LICH O HE{oME VPC AZE
VPC 22 2A[ZH SeF EA[E 0 Ab2tEILICH

r
fl

=8 B:VPC HZA9 £482 sHstete R¥2 ME&LICE o] EHAM @322 available &
s A
Ea

o
= rolling back2 2 O|&E

VPC od =8 57| 65



Amazon VPC AWS & Ho|EH O]

« EM B VPCHZE QHES &R E = Qo AlA”NM HEE W8S A™ F|ATLICE of BEHAof
M AL availableZ 0|5& £ Ql&LiCt
CtZ Clolo{a o HE 37 12 A8 ==0| sHA|Tlo] U= Xt AHE -0 AZo| TI-E = U
= dEfE Eo{FLICt

Pending

AETIEL] [
acceptance

-

‘ Modifying }—‘Holling back

v ) L 4 L _/

‘ Deleting ‘

Rejecting Failing

- 4
- .

o

/
/
No longer
visible
- =2 {7 5: VPC 912 @&0| &2 7|Ct2[1 UA&LICH o] BAHM AZA=2 pending,
rejecting EE= deleting2Z O|S & = U&LICH

« HE &:VPC A9 HEII XMEIZ|D JU&LICE O] HHOIM A2 rejectedE O|SE = U&E
L|C}.

+ 74%:pending acceptance VPC 21Z0| HREE[&LICH O Efoi|ME VPC HZEE =
ARELICH VPC A2 2A|ZF St EAIE Fof Ab2tEILICH

02t
e

A
T

o CH7| &: VPC 94Z20| 2 E|iom Z2H|MY Z2MA SQLC} o] EHA oM o423 AlmHst ALt
availableZ O|B& £ Ql&LIC.

- Alm F: VPC o440 CHE 2 o| Muli7t #2| ZLICE O] BHAAM VPC 122 failedZ 0|S
g LICH

VPC od =8 57| 66



Amazon VPC AWS & Ho|EH O]

« Almf: VPC @430 CHEl ™ol A& LIt o] AEfjoMeE ATXE = gi&L|Ch AlufEt vPC 244
2 o2A|Zt S0t E A=l Zof AF2FEIL|CH.

« A& 7ts: VPC Q10| A8 7Is35tH, EBiZ 0| VPCet M& HO|EH O] ZHo|l ME&E &= YUELICH
O| EtAHIIAM 2142 modifying E= deleting2 Z 0|85 & £ U&LICH.

« AA: VPC 20| A=l U&LICH O] EtA0M 2122 deletedE O|SE == JU&LICH
40 |.

« A available & pending acceptance VPC @1Z0| A M| A& LICE O AEfoiMHE VPC
Hag =de = ol&LICH VPC A2 2AI2E S EAIE Fof At2tELICH

- &% B:VPC HZo £ sHslels 282 MERELICH ol HAHMIM 2182 available E
£ rolling back2Z 0|S& = Q&LICt

0%

=
o

- EY S VPCUHZE QES &I2d & QoM AAHM HEE LSS A& FAgLICH o] ErA o
o= |

O{EClo|HA R

VPCOIM AE} K& UESQT 0{Z2t0|HAE FAIE AZlo|gtH, (A8
7t @ x|et vPC @140l o{E2to[dA =2
Gateway7t &40 CHe 7to| EEiE 5
& = UELIcH 8 g Yol MEL HAZ0| UE ER TranS|t Gateway_ VPC°| zE 7P ‘E.'
O EffEE TEE + U&LICH {Z210|HA BEE VPC 12 ME X|HE[X|EH HEQIT 58
2 VPC, VPN, Connect @122 EZ & 35t04 CIE Transit Gateway Attachment FEHME 2 = Y&
Ct. o{Z2t0|HA EE= CHE AWS 2|T7Ho 240 T4 0| U= HESIT S&0ME ZSELIC
o{E EP0|°V\ SBEE XS0 gMslstx| D B0 644 M2 HESH HH3tsle 32 HES
1

F
CHE 718 dYez MEHE + U&LICH 2&, BHE L= APIE AF85t04 0{ZEt0|A

0:?:

1Zdg MAME o ofEatoldA
gMetE 9)% L|Ct. 0|Eé' 1 OF':'" AWS Tran3|t

l]IrlI In

AWS Transit Gateway2| 0{Z2}0|21A RE= 0{EZ2I0|HA ZE VPCE S5l Z2E AHE M 44
U CHY 7t P9 E 1 {5to{ EEHE 2t E : Al = IN
AZtg ELIct S&2 &Y 7 1 EciE mfEof et FEtELCH OS2 oAl AlLt2| L ct

ALIE|2 1: 0{ZE}0|UA VPCE S 718 G L) ECiE 2t T

Eff=Zo| AA 718 B us-east-1a0i|M CHE 718 B us-east-1aE £ 211, us-east-1a2t us-
east-1b ZF0f 0{Z2}0|MA 2E VPC ¢1Z40]| = 82, Transit Gateway= 0{Z 20|14 VPC LH
Ol us-east-1a0i M L E{Z QIE{H|O|AE MEAEFLICE O] 718 VU2 AALCHY 7t EBNE 5 &
™A 7|12k s | K[ELICH.

O0{ZZlo|A 2E 67



Amazon VPC AWS & Ho|EH O]

ALIZ|2 2: 0{EEt0|1A VPCE S8 7t8 I 7F EcfE et E

jL]

EZfEHO| &AA 78 B us-east-1a0i| A CH 7t B us-east-1bE S 210, us-east-1a2t us-
east-1b ZF0f 0{Z2}0|21A 2E VPC HZO| U= AL, Transit Gateway= &
AH835lod 0{Z 20| VPC LHO| us-east-1a EE &= us-east-1b & LIS MEHEHL
o = T3 S Lzt AH AHSELICtH

rlo
ol
I

>

ILI2|2 3: 7t& S C|O|E] gio] o{ZEt0|A VPCE St ECiE Bt

Z0| A 748 BN us-east-1a0i M 748 B HEI}F gl= CHaH(of: /B HIRE EZE)S 2
, us-east-1a2} us-east-1b 2 F0f 0{ZE20|1A 2 E VPC 21Z0| /= B2, Transit Gateway
2tO|21A VPC LHQ| us-east-1a0i| A U ERX T QIE{HO|AE MEHFILIC.

rr ok |m
n &
K

(@)

III|I=I

]

ALIEIR 4: &4 EE THE 3 O E 718 BH0| 01F20[¢A VPCE ST EBiE B2

EDf=O| AA 718 BN us-east-1a0i| A CHA 718 YA us-east-1b2 211, us-east-1¢c & us-
east-1d2} ZH0| CFHE 7+8 Yol o{Z2I0|21A 2 E VPC HZA0| /e B2, Transit Gatewaye 55
Al LD E|EE AHE35H04 0{ZEHO|HA VPC LHO| us-east-1¢c EE £ us-east-1d & SHLFE MEHEHLICH

I'IO Pl

MEHEI 71 FHS 5 & Y S0 2ot e|H| AR ELICH
(® Note
O{Z2t0|1A B E = VPC AN MEE X|HELICH o{E2t0|dA VPC @121} iZE EIRE

E|o|Eoil CHsl 2t ._EUF %*o* stE[o] Q=X] FHelstH L.

SOt OE AE

o
rot

0| 7|2 AtE35tH SLUEt Transit Gateway0l A2 E VPC Zto| QIARA 7F ERi=lof CHEF Eot O &
el 2 XMo{E 7taste = U&LICt QHIRE a0 HEt 2ot O 2 o5 &g &+ J&Lct of
HRE 2ot 7= 2ot OF A E XK et&LCH 2ot OF & X M5t t= ArS B
E =7 HI82 i&LICt

Hot 38 X X2 Transit Gateway2t Transit Gateway VPC 244 5ol CHa 748 = /oM,
Transit Gateway 2t si'e VPC @42 T 50f CHsH & A3t E Z<olot 25 Fict
Rgt AL

VPC 2140|M 2ot 08 HZXE AMEE M Ch3 M AL o] MESELICH

Hot I8 H=X 68

Iju



Amazon VPC AWS & Ho|EH O]

Transit Gateway I|0{1Z A4 Ztoll= 2o 08 A7t X[EX| S &LICH & VPCE SYE Transit
GatewayOll @14 Z|0{ Qlo{of ErL|Ct.

78 ¥ use1-az32| VPC QiZ0l= Eot OF FHATF X[HEIX| ef&LCh

Hot 1F & X & PrivateLink QIEZQIE0f CHaH K| E|X| SE&LICH CHOt2 2 |IP CIDR 7|8 E ot
TEE A8E RE HYELICH

EFS QIE{H|O|A0] CHEt 18 ZE &4l Eot & 7#3/0| VPCH| k[0 e & Eot I8 &X

= Elastic File System (EFS)0{| CH5H & S&L|CH.

Transit GatewayE &8t 2Z QY 49| B, us-east-1-atl-2a, us-east-1-dfw-2a, us-east-1-
iah-2a, us-west-2-lax-1a, us-west-2-lax-1b, us-east-1-mia-2a, us-east-1-chi-2a ! us-west-2-phx-2a
ot Z2 24 Jdetk xX[HELICH

X|HEIX| fE 24 ¥, AWS Outpost & AWS Wavelength Zonedll HESIVPCs 917 =& 0{A{0|
7|52 H|& %iPéPE /:' | Z&LICt
HAAM VPC7t U= B¢ S HO|ER0IE &8l &= dt= 2ot I&2 AWS Gateway Load

4 ST
Balancer EE&= AWS Network Firewallol A & S35t X| &t &L Ct.

EfA=

AWS Transit Gateway Lif VPC 9173 MM

AWS Transit Gateway0ll A VPC 914 =™
AWS Transit Gateway L} VPC 94
AWS Transit Gateway L VPC 91Z £ 7|
AWS Transit Gateway L VPC 91Z AM K|

m

i3 &

(Al

AWS Transit Gateway L§ VPC ¢ MM

Z£E2 AL835to{ VPC dE dd

1.
2.
3.

ol

h24H

https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 LICtH
Ef M 2H0i| M Transit Gateway AttachmentS ME4EFL|CH

Transit Gateway Attachment 443 MEHEHL|C.

VPC 91 44 69


https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

11.

12.

(MEH AR O|F Efl10i Transit Gateway Attachment2|

0
Transit gateway IDH|A 2420 AL & Transit Gateway S ME4E
2 5t= Transit GatewayE ME{SHH ElLICH

A4 fEoMH VPCE MEHEFLICE.
DNS X|#, IPv6 X|#, 0{ZE}0|HA BE X[l &85 o{F & MEHFFLILCE.

%
L
r
i
rOI-

t Transit GatewayL}

O{ZZI0|HA BE MEH Al AAQL CHA 7Ho| EZIE S E2 sliY S &9 ™A 7|7+ St vPC
Zof Chall S YUt 718 9 S AFSELICt

Security Group Referencing X| 22 &85t x| 04F & MEHELICE. Transit Gateway0l| 21Z2E
VPCHM 2ot OEE & X5ted™ 0| 7|52 St gLIcH 2ot OF & Zof CHer AtAIEH LHE2
the section called “£20t 1§ & =X

IPv6 K|S &3t E x| MEHFHLICY.

VPC IDM|A Transit Gateway0ll 91738 VPCE MEHEILICY.

Ol VPCOllE X0 stLto| MELI0| A x[o] R{0{oF &Lt

ME DM EBHEE 2R EI6H7] 2I5H Transit GatewayOll A AFS & ZF 718 2424od| CHaH Lt
o MELIZ MEdSLICE StLt o4 ol MEUIS MEAEoF BLICE 7t PdT AU 5t 7HoH M
ESE £~ Q& LCH.

Transit Gateway Attachment 24& MEdEFL|C},

AWS CLIE At&3d10{ VPC @172 4

AWS Transit GatewayO|A VPC 242 +=H

R A e

&8 AL83sto{ VPC 212 +=H

https://console.aws.amazon.com/vpc/H|A Amazon VPC 2&2 L|Ct
&F M & ol M Transit Gateway AttachmentE MEEFL|CH,
VPC ¢S MEHSE CFS E Y, Transit Gateway Attachment =52 MEHEFL|C

=,
S & otLHE g4 £= HIggagoct

« DNS X|&d
. IPv6 K|
¢ 0{ZZl0|A 2 E X|H

VPC 14 =7 70


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]
]

5. AddoiM MEL!

24 F7hs 7L AT %7} s RS MEY D Po s Holgte
=L A

=
3
| A 8FL|Ct.

(® Note
VPC 917 Mg F7tet 7Lt £ 851 iZ40] £ AEfofl ol St ClolE] EzfZo]
e & + AGLICH

6. Transit Gatewayoll 1Z2E VPCOHAM 20 I 5 S & E5te{H 2ot
Hot 05 &txof CHEt XM LI 2 the section called “E ot I & & Zx"2 & X 5HA|

(® Note
7|Z Transit GatewayOl| CH8F 2ot O & XX E H|gtHEl6tH 2 E VPC 420 M HIE S
SHElLICE.
7. Transit Gateway Attachment =% & MESHL|CT.
E AI83sto{ VPC S +=Hsted™ AWS CLI

modify-transit-gateway-vpc-attachment &2 AFS&L|C}

AWS Transit Gateway L VPC @1Z Ei1 =%

Z£2 M85lo{ vPC AZ Bl =™

=
S
(7]
o
(@)
-}
(7]
o
D
Q)
=
w
Q)
3
Q)
N
@)
>
(@]
(@)
3
<
O
Q
[=3
x
>
3
Q
N
O
>
<
)
O
rH
p>
mo
e
r
[ul

AN w N
<
U
@)
Ty

N
1L
0
z
m
= i
ok
jul
0
2
Q
m
s el
IJ
L
|m
rx
]
o
-
o

VPC 4 Ef

rr
i
1l
fu
o
1
02
I
1
30
I
r
[ul

VPC A Ef1 =7 71


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway Lif VPC 2122 E 7|

Z£E Ar83sto{ VPC 44 £ 7|

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}

EF M 20j| M Transit Gateway AttachmentE MEfEFL|CH

% oj i VPCE F&LICH 0|730] VPC HZYLICt

A 0 N

= 0

A b
>

HL H0

AWS CLIE At&3dtod VPC A4 27|

describe-transit-gateway-vpc-attachments &2 AMS&L|C}

AWS Transit Gateway L{ VPC ©1Z Atx|

2£&8 AE35H04 VPC 294 AMA|

-

https://console.aws.amazon.com/vpc/0ll A Amazon VPC £ & L}

EF M 2H0i| M Transit Gateway AttachmentE ME{EFL|CH

VPC A& S MEHEfLICEH

294 Transit Gateway Attachment At XM MENEHL|CH

o &~ 0N

AWS CLIE Al835l04 VPC 244 At

delete-transit-gateway-vpc-attachment &S AFS & L|CH

AWS Transit Gateway 22t 1 & QIHIR2E 2 UO|0|E

& HolEQo|et AAE QH2E Eot OF #EE AEL =
A8t LE BHPE E= APIE AI8Sto EoF O & 728 UH0|EE +~ JU&LICH EoF OF &=x

CH8E REAIEE LI 2 the section called “E9F 18 X8 XM 2.

fu]
>
3
Q
N
O
>
<
U
@)
T

>
fjo

o
=)=

T

S
=

fjo

At&sto] Eot O & 138 Yool EstedH

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC &2 dL|C}.

<

PC o4

M

27| 72


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-vpc-attachments.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

4. TEIS Rl DA £IIE M 08 9% L2532 U ZE HE XIFELID £4(2
HHe = T2)oll T HolESolol HZBE vPCH 2ot 180 IDE YFLIC

(® Note
& HOIESOlof AZE VPCL| 2ot O &2 RS2 = EA|X(X| k&L CH

5. 7IE w22 HEstHAM sliE g (ol 22 EE dE)S HEF LI
6. TES AMKXstdH & Aol AXE M= LIC
7. TEA XS MHEELUC

HHES AL8sto QHI2E 722 YO|o|EstedH

« authorize-security-group-ingress(AWS CLI)

» Grant-EC2SecurityGrouplngress(AWS Tools for Windows PowerShell)

Revoke-EC2SecurityGrouplngress(AWS Tools for Windows PowerShell)

 revoke-security-group-ingress(AWS CLI)

AWS Transit Gateway & Z &l Hot O & AlH
2{stol H ot 180 SUS Transit Gatewayoll HZE VPC Li ot 18 0| FEoIA HZET AL

olH
2ol5te{H, Ot B & stLIE AFSSHAIR.

» describe-security-group-references(AWS CLI)

+ Get-EC2SecurityGroupReference(AWS Tools for Windows PowerShell)

£ £ AWS Transit Gateway 22t I8 =] &K

QT 2ot 18 FAIR SUS H% HOIE0lof T SYUEH VPC E VPCOIAM AKIE Hot 1
g2 AZsts RAYLCH 2ot 18 FE0| P22 £l T FA2 2ot AB0IM AS22 M
EIX| S&LIC WEtM FAIE £S522 MsHok BrLic

oll
i

Amazon VPC 2& &2 AI835t0o{ VPCOl| Lt & Eot 08 =2 E1 AXNE = USLICH

FxdE oo 1 A8 73


https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html

Amazon VPC AWS & Ho|EH O]

TAIZ 23 AE| s

2ot

all
fok
Iju

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt,
EF M % 0f| M Security groupsE MEHEHLICE
Ztd(Actions), 2EHEl 72! #2l(Manage stale rules)E ME4EML|C}

1
2
3
4. VPCOIM 22iEl #2{0| /= VPCE ME{EFLICH
5
6

e

Zl(Edit)2 MEdstL|Ct.

| o]

e AX|(Delete) HE S MEHSILICE #4Z AME O|2] 2 7|(Preview changes),
1% (Save rules)2 MERFLICY.

S U
L
> o

* describe-stale-security-groups(AWS CLI)
» Get-EC2StaleSecurityGroup(AWS Tools for Windows PowerShell)

% 0l = revoke-security-group-ingress &&= revoke-security-group-
egress BHE ALE5to] Y A AXE = UA&LICH

=S|

VPC dZ0f Aufsi&L(ct

N

. Transit Gateway 7} available &E§7} ob£lL|CH.

VPC 914 24 a4 74


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html

Amazon VPC AWS & Ho|EH O]

iolofl s she S BUS SHAIL.

A-E ROl H MH|A 4 A S
IAM AFE DB AL MH|A 44

AL

-_—

A= SHHE Heto| A= x| HUFLICH RHME 82
2 HZstMR. AFSXo| A #HEro| FoiE[H VPC AZEE

2. VPC dAE =502 MMErLICt RIMIEH LIS 2 the section called “VPC 9143 MAl" EHE & X

| 2HIEX

EtolgtL|Ct. REMIEH LI 2 the section called “Transit

i

ok Ojo
E]
rot
o

[ |
4. Transit Gateway?} available &EHQIX| & QIEFL|Ct XFM|BH LIE 2 the section called “Transit
Gateway 27" &2 & T M.

AWS Transit Gateway HE 3 &+ 014

HEZ g4 AZHS M35t0q Transit GatewayE AWS Network Firewallofl Z1% 04748 &~ Ql&LICEH
Ol AAIVPCE MMs5tD orE|gh 2o Mg gloiELCH.

BstE A4S AL 5t AWSO|(7h ERFt 2 E Z|AAE HIORIRENWM AASSE T2H|MI5tD
ZE|grLch M 22 Transit Gateway AttachmentO| A0, 7HdE et A= ZQIEE EA|Z[X| oF

&LICH Ol Y B A HERXT EeH HAAI 73 Z2MAE 7hAFELIC

g3l o142 AF& 37| Toll, HX{ AWS Network FirewallOlA @122 A AJ5HoF &FL|C o1EE M

5t= EtAl= AWS Network Firewall 72 Xt 7+O| = 9] AWS Network Firewall 22| A|Z5H7 |8 &R 5H4
Al &h3ledo| MAE|H Transit Gateway 2£ 2| 42 MMoi|M ST HAES 2 + AU&LICH 22
HES3 &+ 30t &H LHEE L

=

« AWS Transit Gateway HIEQ|3 & 014 = L= HE

« AWS Transit Gateway W E 3 &+ HZ £ 7|

« AWS Transit Gateway HIE |3 &+ 0142 S5l ECHE 2t E

AWS Transit Gateway U E|3 &+ 12 & L= HE

Amazon VPC 2& 0|L} AWS Network Firewall CLI EE& API% A2 5104 Network Firewall 122 =&
&t & HOIESO| HERA & A4S A5 HL HEE £ U&LICt Transit Gateway 2| AR At

FECEEENE 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html

Amazon VPC AWS & Ho|EH O]

o

O|2 CtE Aol M Transit GatewayOll CHEH &3l 4742 MAMSH A2 A g £ HLU HE

oHioF &FL|ct,

Network Firewall CLIE At&35t04 HE R & ¢ZE2 +E5t7{Lt 7HE5t2{™H AWS Network
Firewall APl £ Z= 9| AcceptNetworkFirewallTransitGatewayAttachment &&=
RejectNetworkFirewallTransitGatewayAttachment APIE =fQI5tA|2.

242 MBS0 LIEST B4 9 23 £= A

I

Amazon VPC 2& 2 At&310q Transit Gateway U E {3 &+ HAZE S =35t HLE HEFLICH

ZE£2 AL8%to{ HESIT &+ AAE 85t 7Lt 77 5l 24T

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}
2. ErM Zrof| M Transit GatewayE ME{EFLICEH

3. Transit Gateway AttachmentS A1E48HL|C}.

4. = HF I MEIQ HERZ &g+ 80| U HdES MEFLICH

5. HUS MEH CIF 18 & £= 1E HEE MEiFLC

6. EQICHst AXtoiM 2 £E= HE E MENFLIC

AWS Transit Gateway U E 3 & 014 27|

Amazon VPC 2& £ & 2
Network Firewall @122 E1 HEQTI EEZX|E Ao 2 EFE £ Qe

Network Manager 2& 2 AtE5t04 HER{T &+ 42 27|

Network Manager 2£& AI&35t0{ U EQT &4+ HAZEE 8 &= Y&LICH

Network Manager0| A & &t84 142 Hp{H

1. https://console.aws.amazon.com/networkmanager/nome/ Network Manager 2&2
2. OFZ 229 EQT 7} ¢i= B2 Network Managerol M 22 HERZE MMFHL
3. Network Manager0il Transit GatewayE SS & L|C}.

4. ZR2YH UHEIoIM AZ0| /IRE 2 2H HESIE MEFLICH

HESIZ 8+ 92 271 76


https://docs.aws.amazon.com/network-firewall/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/Welcome.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/networkmanager/home

Amazon VPC AWS & Ho|EH O]

5. EM Zof|M Transit GatewayS ME4EHL|CE
6. 9Z4E E24= Transit GatewayE ME{EFLICY.

7. EZEX| EE E7|E MEHEFLICE. Network Firewall 120 = HE /3 &% 0l0|20| EAIE/L

Ct.
8. 5 Yate Aol chEt MR HEE E{H EEZX| 270 M Transit Gateway s MEHSH CHS
HEQ|T &< S Meish|ct

Network Manager 2&2 43t ¢4 4El, 21Z2E Transit Gateway, 78 ¥ & &3t AZo] CH
g AtMEt HEE M3 E Lt

Amazon VPC 2& 2 AtE5t0{ HERT &+ ¢4 E7|
VPC 2£ & AL875}09 Transit Gateway Attachment &8 S5& &QlgfL|Ct.
VPC 2£ & AI8304 Transit Gateway Attachment R 82 24

« VPC ®1Z2 E7[Z(E) &EstMIL.

H ECiE ctRE

ol

AWS Transit Gateway HEX3 &+ 442 &

=}
HEXZ g+ 22 M85 %, Amazon VPC 2& E= CLIE AF835t0{ ECHE0| &3S Sall A
ME|EE ME5H7| I8 Transit Gateway 2H2 & ElO|E & AC IOIEoHOF grLIC}. Transit Gateway cF
LElE|o|8 S YUHIOIESHE EtAIE Transit Gateway 22 E! E|0|E 21Z20{M EQISHAIL.

1. https://console.aws.amazon.com/vpc/0|A Amazon VPC 2&& iL|C}.
&M 2o M Transit GatewayE MEHEFL|CH
Transit Gateway 2t 2 E|O|E22 MEHEHLIC.

+3E B2 Holge Mes,

oY, HM d=2 dde wfaciz MEELCH

CIDRO{| ZZ22| CH4 CIDR EE& ¢2dgfL|Ct.

o o b~ w0 N

Transit Gateway HE {3 &+ 442 Sl Eci= ot & 7


https://console.aws.amazon.com/vpc/

Amazon VPC

AWS T™& 7H0|E 0|

7. AANM UHESZ &+ AAS MEHELICE o & S01 EF AWS Network Firewall TFA 5= 9|

® Note
KA A2 0b x| =L

oA 2t & El0|22| CIDR 251 Yx|st= EBfZ0| HALE Q5 Yty idz S E
o= MEELUOL

CLI E£= APIE AF835t04 HERA &+ HEE Sa ECiE 2r 298

HYE L= APIE A2 3510 Transit Gateway HIE QI3 &4 12 IR EIELICH
HWHE L= APIE AFE5t0] LIERXT &+ 42 S5 ECiE S 2t Y52 ™

« create-transit-gateway-route2(E) AFSErLICEH

& S0 HIERT &=t AZEE 2t ste 20| e &= UA&LICH

aws ec2 create-transit-gateway-route \

--transit-gateway-route-table-id tgw-rtb-0123456789abcdef® \
--destination-cidr-block 0.0.0.0/0 \

--transit-gateway-attachment-id tgw-attach-0123456789abcdef0

0H AR, £ 32 dhetetLct
{
"Route": {

"DestinationCidrBlock": "0.0.0.0/0",
"TransitGatewayAttachments": [

{
"ResourceId": "network-firewall",
"TransitGatewayAttachmentId": "tgw-attach-0123456789abcdef0",
"ResourceType": "network-function"
}
1,
"Type": "static",
"State": "active"

Transit Gateway HE {3 &+ 442 Sl Eci= ot & 78


https://docs.aws.amazon.com/cli/latest/reference/create-transit-gateway-route/create-transit-gateway-route.html

AWS T™& 7H0|E 0|

Amazon VPC
}

}

O|Xl 2t & HIO|E2| CIDR E51 Yx|5t= ECZ0| HAE <l st HEE MEE = 25 Of

Mo 2 MYFELICH

AWS Site-to-Site VPN AWS Transit Gateway2| 14
Site-to-Site VPN 21242 AWS Transit Gateway 2| T1& | 0|E 9| 0|0l 425104 VPCset 2= 2f|0]A Ll
EQTE HAE = UsLIct 8 U MM Z29 IPv4 U IPv67t 25 X|BHELIC
QLT AMNE
« Transit GatewayOll VPN 214 E Q1Z452i™H S C|HtO|A @ F A O] = VPN 24 0| EL| 0]
E X|sHoF ELICt. Site-to-Site VPN Q1A S g5t7| Toi 12 HO|EQI0| 2F At S HESH0]
HO|ES 0|7t 2HIEH HHEEIRA=X| &QIFLICH oAl HOIEHO| T8 TS Z&aH 0l 27 At
&rof| 25l RhMIEt HE = AWS Site-to-Site VPN AHE M A 2] Site-to-Site VPN 1124 HO|E 90| C|
HHO|A QF AR 2 & ZSHMIR.
« M% VPNO| 2 MK Transit Gateway 2t & E0|E0] & FAZ T F7tsloF gLICH VPN 2122
CHE o 2 St= Transit Gateway 2t & E|O|Z 2| % ZE = Site-to-Site VPNO{| 2|51 TEZ E[X|
St&LICH BGP 7|8 VPNE2 AL E [ o| = 5HX| &f 2 Ol RHIRE ECiE 80| 5{&E = U7
EelLict H™ VPNe| A< Transit Gateway 2t 2 El|0|20i| H™M Z2E FItELICHE™M 22 M
=

5t04 Z1& 7IO|ESO| Site-to-Site VPN 43S i, 8ol =

Amazon VPC & FF= AWS CLIE At
U&LLCt.

EfAZT
AFA|

= ANE =
« AWS Transit Gateway0il VPNO{| CHEF Transit Gateway Attachment 2443
« AWS Transit Gateway Lif VPN 9174 £ 7|

« AWS Transit Gateway L§ VPN 94Z

<
T
z
2
My


https://docs.aws.amazon.com/vpn/latest/s2svpn/CGRequirements.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/CGRequirements.html

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway0ll VPNO| CiE Transit Gateway Attachment 2444

=
[

>
mo
>
0

ol
ivd
<
U
Z
Y
0z
0%

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt,
EF M 2oj| M Transit Gateway AttachmentE ME{EFL|CH
Transit Gateway Attachment 242 MEdFL|C},

Transit gateway IDO|A @1Z20|| A& & Transit GatewayE &4

Meier 4 Lo,

> w DD

FLICEH A8 Transit Gateway S

ok

(@)]
ro
N
o M
o

0l A VPNE MEHEHL|CT.
6. 17 HO|EQ Ol CtS

& StLtE s>ELICH
« Z|IE 2 HO|EHOIE AtBstedH 7|ES MEE CHS AL8E HO|ES0|E M= LI

174 HO|EL 0|7k NAT-T(NAT traversal)& X|

FJ‘S
u ok
rr

NAT(Network Address Translation) C|

HHO|A Fofl & F5HE B NAT ClHIo|A S| HER! IP FAE AE38t1 UDP ZE 4500 R+
£ Sixlst= 5 Yats &S YL

+ T AHO|EHI0IE AdstE{T ME BHETIE MEAS OHS IP FA0f CHel M HE P T
A0 F

oS SMoM 8 E= YHMg MEIgFLC XHAM[E LHE 2 AWS Site-to-Site VPN AS A
M O] Site-to-Site VPN 2R E! SM2 FXSHAM2.
7. EHd S0l Hdoll AL E CIDR {2t A 7|2 eladst|ct AFMISH LI Site-to-Site
VPN Of7|ElR{8 & X 5tM 2.

<

7&*

OH
=)

8. Transit Gateway Attachment 432 ME{StL|CI

E A875to{ VPN 442 MA52{THAWS CLI

create-vpn-connection E& 2 AL ELICEH

AWS Transit Gateway Lif VPN 2122 E 7|

Z£2 AL85to{ VPN @122 EeiH

-

https://console.aws.amazon.com/vpc/H|A Amazon VPC &2 dL|Ct
Ef M &0l M Transit Gateway AttachmentE ME{EFL|CH,

2lAA S8 dolA VPN & &LICH 0|Zd0] VPN 44 lL|C}.

w N

VPNOI| CH$t Transit Gateway Attachment 2444 80


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNRoutingTypes.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/site-site-architectures.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/site-site-architectures.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

4. MR HEE EHU EIOE FIte AZES MEELICH

AWS CLIE AtE3t04 VPN 12 27|

describe-transit-gateway-attachments & & AFS&LICH.

AWS Transit Gateway LH VPN ©1Z Arx||

2£&8 AHE35H04 VPN 244 AMA|

-

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 LICtH

2. EFM 3of M Transit Gateway AttachmentS MESFL|C}.

3. VPN QiZAg MEdFFL|Ct

4. VPN @9 2|a~A IDE MBS0 VPN 244 H|O|X|2 o|SELCH
5. EY, Mg MEFLCH

6. &l HAIX|Z} LIELE K& MEdgtct

AWS CLIE At&35t04 VPN 12 & AFK|stE{H

delete-vpn-connection A& A& L|Ct.

AWS Transit Gateway2| VPN Concentrator 212

AWS Site-to-Site VPN Concentrator= £4F QIE{Z2}0|=2| C}&
7| ILICt. VPN Concentrator= 2571 0|4 0| #42 A}OIE = ?_?é‘ﬁHOF st _T'_7—'101|71| MefstH AWS,
2t AFO|E0l= &2 CHO4Z (100Mbps O/2H0|

VPN Concentrator 5 Al

VPN ZI&E 7| & Ho|ESolof Bt HAZAZ E A|Z|X|BF 042 Site-to-Site VPN 2122 S AE
OIAL_||:|.
AAEH -

ﬂ|°T"

A
o

Concentrator0l = 2 E VPN ¢140| Epfj=l2 5UE M& HOo|EHNo| ¢ide Sall eIREEIEZ
CiA4El 2R E AIO|E0] LEHE 22 M3 Sl Hot 7 =xlg Mg& I&LICH Concentratore & |
OlESo| Bt E Elo|Z T et PCs, 7|EF VPN 9474 2 w02l o173}

Z2 7|5t A4 Zho| EefE 5 &2 Mofg =+ U&LICH

o
il
i
2
o
I
Paal
o
|m
o

VPN 947 Afx| 81


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-attachments.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-connection.html

Amazon VPC AWS & Ho|EH O]

VPN Concentrator2| 0|%]

- H|E %|X3}: 042 XMCHAE VPN Z S B 1S H0|ER| 0| @dZ0f S&stod HI8S MAFLICH
£35] 748 Ato|Eoi| A VPN 12 80| HR5HK| o2 d2o 8Lt

o HASHE 22l JHE VPN 1A Ko X ELIERIE |XISHHM S& ¢ZEE S8l odt] 214 AlO|E
Mz ge|gct

- UZE IR Y B TS HO|EQ|0| 2t E HIO|E A2 Sall HHEE ZE ALO|Eo0 2t e
Mg MEELIC

- E% 7tsE of 7IEA: Bt ConcentratorE AFE35t04 ZICH 1007H2| 3723 AIO|EE AZAst D HE
HO|ESIo|E Z|CH 57H2| ConcentratorE X|¢4ELIC}H

. EZ VPN 7|5: ZH VPN 912 EZ Site-to-Site VPN @123} S U3t Hoh DLIEIR U 2R E J|s
2 X|HELIcH

QT MY L AE A

« BGP 2t &t sl VPN Concentrator= BGP(S™) 2t &I X|HEfLICH EX 222 AR Al
K| =lx] eh& L,
- D4 HO|ESIO] F AtE: ZF BZ AlO|Eol= BGP EtREE X|Hst= 12 Ho|EH o7t e

LICI. Concentrator0flA{ VPN @14& A3H7| Tofl AWS Site-to-Site VPN AF AMEMO| Site-to-
Site VPN 128 H|O|E9||O| C|H}O|A @F ALEHOIAM 1124 HO|EQI0] LF AIEE HAESIAMIR.
- 85 18 A EE 712 Z VPN 2442 2[CH 100Mbps CHEF2 2 MAE[A}&LICH CHEE 2F
V (@]

LS
ANEE £0l2dH EE TS HOIEHO| VPN AZEE At&stE W0l E&LICH

AWS VPC 2£& = AWS CLIE AF23104 VPN Concentrator 9412 S M4, &0l F
LIC}. Concentrator2| 7H VPN @122 EZ& VPN ¢1Z2 APIs 2! 22 QIE{m|0|A

ElAZT

« AWS Transit Gateway0i|A<{ VPN Concentrator @174 A4

(=)
« AWS Transit Gateway0llA VPN Concentrator 12 27|
« AWS Transit Gateway0llA VPN Concentrator 212 &M

AWS Transit GatewayO|A{ VPN Concentrator 2122 44

[

NN

VPN Concentrator2| 0| 82


https://docs.aws.amazon.com/vpn/latest/s2svpn/CGRequirements.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/CGRequirements.html

Amazon VPC AWS & Ho|EH O]

P

« AEol 7[& & HolES 0|7} Rlo{ok FrLCH.

o

Z4&2 A235H04 VPN Concentrator 122 MM 6te{™

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt,

=F M &0l M Site-to-Site VPN ConcentratorsE A4 &FL|C}

Site-to-Site VPN Concentrator 24432 MEdEFL|C},

(A4 ALE) OF EH10il Site-to-Site VPN Concentrator2| Ol & 2 LIC.
& Ho|ERO|oM Z|E TS HO|ESO|E B ELICH

(MEH AFEH B2 E F7beted™ M BN F7HE MEfstn Zt ej1o| 7|9t Z2t2 I gL ch.

N o o bk~ w b

Site-to-Site VPN Concentrator 2443 AMEHSHL_|C}

VPN Concentrator 9132 MAI5tH EI_/.\_é F&0| VPN ConcentratorO| 11 & 7| 4E{7} Pending®! ¢4
74 220f EAIELICH 94Ho| = FERZE M8 7hs 22 HZELICE 2/ CHZ 0| Concentrator
0| M Site-to-Site VPN 214 MEE &= U&LICH

E A23104 VPN Concentrator 2422 443542484 AWS CLI

create-vpn-concentrator B AFgrL|C}.

242 A23H04 VPN Concentrator0| A VPN 9422 MAI5tE{™

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}
Ef M Z0i| M Site-to-Site VPN 2142 MEHEILIC.

VPN 42 d&dS MEHELICH

CHA HO|E 0| R& 01l A Site-to-Site VPN ConcentratorS AMEHEFL|CE.

Site-to-Site VPN Concentrator0| M VPN @12 & & VPN ConcentratorE MEHSFLICEH

2

14 HO|ESOlo|M Ct5 & StLtE - LICH

« ZIE I HOIEHOIE Ar8stedH 7[&ES MEE O S A EE HO|EH0|E MEHEfLICH

128 HO|E 0|7t BGP 2t &S XI5t

. 24 7 O|EQ|0|E M35tz ME BHETIE MEHEILICE IP F40| 2 AHO|EO|
HPOIAOI HY HEZR IP FAE Q=L BGP ASNO| .24 70| E9)|0|2] BGP(Border
Gateway Protocol) ASN(Xt2 A|AE] #H3)S I=4FLICt

VPN Concentrator @124 24 83


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-concentrator.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

T4 HO|ELO|7F NAT-T(NAT traversal)% X|¢Hst= N T(Network Address Translation) C|
H=2 P

HFO|A Flof| & F5t= Z< NAT C|HtO|A S| HEE AtE35t1 UDP ZE 4500 A&
Mt L3t #28 =YLt

Mol 3¢ SX(BGP ER)0| At52 2 MEELICE. VPN Concentrator= BGPE AH& &t

=
S 2t e X[ e cH
8. A B3R 7| AEEIX|I0|M Standard EE& Secrets ManagerS ME{EHLICH
9. EHACHH¥ZO| AR EFO| AtS2E ME4ELICE VPN Concentrator= £ & E'd CHAZ 0 x| &

10. IP A L E{=ol| M IPv4 EE= IPve S AMEHSH |C},
A

11. (MEH AMED) 7143t #45tE MEISHo VPN Bl Hs S JHMELCt

12. (MEH AHE) 22 IPv4 U E QI3 CIDRO| IPv4 CIDR H9IE M-S & LIct

13. (ME4 ALE 4 IPv4 HIE QI3 CIDRO] IPv4 CIDR HIE M3 &fLict

14. QIR IP T4 RYoM HEZ! IPv4 EEE IPv6 TAE MEIE £ QlaLCh

15. (MEH AL B SMO B EEIPFTA R UMM SR 719t 22 B dHg 748 & Q)
&L|Ct. AtM[EF LHE 2 AWS Site-to-Site VPN AF& M A Q| Site-to-Site VPN Ot 7 |EI % E & = 5}
N

16. (M= AE) B2 & FTtsted® M B F7HE M=stn 2 e o] 7|9t gt 2 X|IEgE L
( )

VPN 21242 Transit Gateway ID @2| VPN Concentrator ID2} Z=7| & Ei7} Pending?! VPN 42 55§
off LFEHELICE VPN 20| EH|=|H HEf7} A8 7ts2 2 HEFELIC

£ A873104 VPN Concentratoroil A VPN @128 AAd5l2424 AWS CLI

create-vpn-connection WS AF& 3l --vpn-concentrator-id It2tO|E{E A& 310 VPN
Concentrator IDE K| &fLIC}H.

AWS Transit Gateway™| A VPN Concentrator 212 27|
Z&2 A&35t0{ VPN Concentrator 9122 H 4™

1. https://console.aws.amazon.com/vpc/H A Amazon VPC 2&& LI}

2. ErM Xof| M Transit Gateway AttachmentS MENEHL|CH.

VPN Concentrator 22 £ 7| 84


https://docs.aws.amazon.com/vpn/latest/s2svpn/site-site-architectures.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

3. glAaA & Lo VPN Concentratorg & &LICH CHS2 VPN Concentrator @172 1L|C}.
4. Mg SEE = A4S MEFLICH

0

F4&£ 2 AM235104 VPN Concentratorof| A VPN @122 Ee{H

-_—

https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 LICt

2. EfA 2oj| A Site-to-Site VPN 21722 MEHSFL|CH.

3. VPN YZ S5 0i A Transit Gateway ID €01l VPN Concentrator IDE EA|5tE Q34 AL
Cl. Ct2 2 VPN Concentratoroi A S AEIE|= VPN 24222l L|Ct.

4. VPN Q12 MEiSto ME HEE FLICh.

£ AM£73504 VPN Concentrator @122 2248 AWS CLI

describe-vpn-concentrator W& & A& 3104 VPN Concentrator M|§& HE & 2 7{L} describe-transit-
gateway-attachments BEE Z|l4aA Foi| CHet EE 2 & A& LIChvpn-concentrator.

£ A83104 VPN Concentrator0i A VPN @128 E2484 AWS CLI

describe-vpn-connections & & vpn-concentrator-idoi Cist EE{Qt & AH8 St
Concentrator?t ©1Z4El VPN @142 =Lt

AWS Transit Gateway0| A VPN Concentrator 212 &r x|
NS e

« Concentrator 2122 Atx||5l248H HX{ VPN Concentrator] 2= VPN 91222 AfA|sHof & L|Ct.
[m]

| =]
« VPN Concentrator & ¢1Z2E! VPN 42| M7HE 1243t 5§ 2t 8 #+42 UOo|EF =X =l
L|Ct.

F4&2 A235H04 VPN Concentratorof| Al VPN @122 AMX|5ted™

-

https://console.aws.amazon.com/vpc/0ll A Amazon VPC £ & 3L}
=F M &0l M Site-to-Site VPN 9122 ME4FHLICY.

Transit Gateway ID 201X VPN Concentrator IDE %0} VPN Concentrator?t 24Z2E VPN 9122
£ AlgEgrL|ct

w N

VPN Concentrator 2122 AHA|| 85


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-concentrator.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-attachments.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-attachments.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

5. Aol AXIE MEfsrLC)
6. =0l MAIXIZ} LIEFLIE ALRIE MEfgtLCH

7. VPN &&E7I2t HZE Zt VPN 4Z0d| Ciall 4~6EH & gHSErLICEH.

Z&2 A35H04 VPN Concentrator 122 AHX||StE{™

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC E2&& L|C}.
2. EM Zrof| M Transit Gateway AttachmentZS ME{EFL|CH.

3. AIXME VPN Concentrator 2122 MEHEFLICE Of Concentratoret @4ZAE! VPN @1Z0| gi=X| =l
5t

4

=
Rl
Ral
|
I
m
I
rl:l
1>

FMIE MEiRfLICH

_,_
m

VPN Concentrator @132 AtA| & A

2 E Hr dE = A&Lch

HE MEtE| DA™l MHELCH ol Z2EMAE 22 35H= O

E AM273104 VPN Concentratoroll A VPN 912

fjo

ArA|sted4 AWS CLI

VPN && 7|2t HAZEl ZF VPN 237301 CHaH delete-vpn-connection BE S AFE & LICH.

E A23104 VPN Concentrator 2422 AtA|5t2424 AWS CLI

2 E VPN @4Z40| AKX El £ delete-vpn-concentrator &S AFE & LICE

AWS Transit Gateway2| Direct Connect 0| E.9{ 0|01 Transit
Gateway Attachment

™ME 7H4 QIE{HO|AE AFE 5104 Transit GatewayE Direct Connect H|O|E9)|0]0i| @12 &rLIC}. O] F
M2 AIEstH OhSa 22 0|™o| /&Lt g2 & = |&uct

olst 2|dof 9= 0424 VPC EE= VPNOY CHEE Bt o442 ata|ghuct,

=
o
o 2 0AHMHAWSE, AWSHM 2Z20/AR HFAIE SZELICH

CHZ CHo|o{2R0{| M= Direct Connect HIO|ES|0|E AP 3104 2 & VPCOHIM AL E £ Q= Direct
Connect 21301 CHSF Bt HAAS OtE = 9 g HoiFL|C)

Direct Connect 0| E9J|0|0f| Transit Gateway Attachment 86


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpn-concentrator.html

Amazon VPC AWS & Ho|EH O]

)
-

vrcc \
C\ Transit Gateway ¢ Transit Virtual Direct Connect
£ Y

iati Interf; i i
Association nterface Direct annect Conneclion Customer network
\\l// location

Transit Gateway

Transit Gateway.
Direct Connect 7| 0| E 90|
Direct Connect |O|E9J0|2} Transit Gateway2| 212

Direct Connect HO|EQ0]0] AZLE|= TS 7H4 QIE{mo|A

Transit GatewayE O|& &t Direct Connect H|O|E 0] T 4o Z+&t AtA|IEH LI 2 AWS Direct
Connect AH2 MM 9| Transit Gateway AttachmentE X ZE3FHA Q.

AWS Transit Gateway2| Transit Gateway I|0{2! 244

2/ W 2 2| 7t Transit GatewayE 25 I|0{26t11 & ALO[0fA IPv4 & IPv6 E

HEE S
2zl 2t eg 4 QleLict ol 51248 Transit GatewayOl A T/0{2 HZS AMAI5HT Transit
3ol 2 £ s

GatewayZ K| 3l oF & LICt Z|0] Transit GatewayE= FI5H2| Aol Q7L CHE A
O| A XoilM CHE HH Q| Transit GatewayZ I|0{Z! HAAS e £ &LICH

Ijo3 o @2 MMt o= Zl0o] Transit Gateway2| &R AH(=2t A} Transit Gateway2t L= )
25 ok & LICH Transit Gateway 7+0i| EEZ S 2t 2 6t24™ Transit Gateway I|0{& ¢4
ZE 7telZ|= Transit Gateway 2t & E|0|S 0l X B2 & FIHELICH

ol

A2 it 7|58 E85tdH 22 2| m|o{ZEl Transit Gatewayoll TR 8t ASNE A& 3st= 20|

oy ook
> ok
r
n

mo{d i 87


https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-transit-gateways.html

Amazon VPC AWS & Ho|EH O]

Transit Gateway L|0{&2 C}E 2|7 2| Amazon Route 53 Resolver2 Ab&3+04 Transit Gateway TL|01
2 H4Z40| &FZof U= VPCOIM HER] £ ZE0|H! IPv4 DNS SAE 0|§2 Z2l0|Y! IPv4 F
EQlstE W2 X|YSHR| &t &LICH Route 53 Resolver0l| CHEH AFA|8H LI 2 Amazon Route 53 7H
4t XF OFLHA 2| Route 53 ResolverEt FOIR171272 B R ESHMIS.

Huo

2™ ZF Hlo|EH o] /o122 VPC I[o{2nt SUS LIERT QlZEtE ASEL
2 c|I™ Zholl oS E M 7ty WER R HAIE0 M AES-256 & 5 5HE AtEstod &
AWS?| 22|X X0 HLE HolLis HESZ Z3E SUE oz 221X A
3tE AL8stod ef 3 SHEILICH Aoz EfE2 AWSe| E22(H Ao HelE 5o
30iM o|& L EtELICH SUet 2T Lo EBfE2 AWSe| E 2/ Ko &<
3 23 & S0 Mol S 2[H A5 & EEHELICH

Ct ek Ei =
sHELICH EeiE
0| A AES-256 &
L= HES=Z 3
SioiLtE HESH

}ol- ro

Transit Gateway L|012 A2 E X|&5t= 2I1T1of Ciet AfM[EH LI 2 AWS Transit Gateways FAQE
A ESIMQ.

SEQIAWS 2| 1184 AtE

ZEQ| 2|™ AAHE =od Transit GatewayE I|0{21& = U&LICH O|248t 2|0 CHEt HE e S EQI
gheHof CHaAME AWS 2| 22|18 HESHMIR. 0248t 2|0l A Transit Gateway I|0{Z!
M CH2 AFEHE 1e4EhLct

- I|o{E A2 = e AHo| sl Eldiez SEQISICIHE SEQI E[Mez T|o{dE + /U&LICH
A

o =
- S SEQI Efet 2710l AWSE I|0{- HZEE = E A8 oS A8 CIo|HE SRELICH

+ Transit Gateway ID
- 2™ IE
- Transit Gateway AttachmentE A A|5tH 92| H"H O|O|E{7} A M| ELICH

o« [MEtM 21 g SEOoHRSHZ| ol Transit Gateway I|012 AZAE AFX|st= 740 E&LICH Zo{E

1732 AW|sHR| f OB EBHTO| ST HAS S Hls M Ef 20| A YN + AsLIC
1732 AWSHK| oS ZP CHAl SEQIST HAS AME & AsLIcH
e OIlH}XA

282 O 2 Transit Gatewayoll= Y AIX X|2 20| UA&LICH SEQI BHE X[Lt= Transit
Gateway I|0{Z! 442 AI25tH SEQISIK| o2 2IME & stod HAS 25t 2IMM 2
Of gf Mgl 4= Q& LICH KM LHE 2 AWS Transit Gateway =2 HZESHMI2.

0

ElAZT

« AWS Transit Gateway L I|o{2 9174 MM

Ol AWS 2| 12{ At 88


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/transit-gateway/faqs/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/transit-gateway/pricing/

Amazon VPC AWS & Ho|EH O]

« AWS Transit Gateway L I|0o{2) 912 QLHEE & E= HE
« AWS Transit GatewayE AFE35101 T1& #H|0|EQ|0| 2t RS HIO|Z2 0| B2 F7¢
« AWS Transit Gateway L II|0{3 9173 AFx||

AWS Transit Gateway L I|0{2 2173 M

AlEF5t7| ol Q12" Transit Gateway 2| ID7t 4= X| & IELIC}. Transit Gateway7t CHE AWS A1
=

ofl QE 72 Transit Gateway 2% Xte| AWS AH ID7F Q{ofok EFL|C} T|o{R HZAS MAIsH & 42t

Xt Transit Gateway2| AR K7t 912 M2 2 e HE Sl of hLct.

ZE2 AI835to{ mjo{d HAZE MY

1. https://console.aws.amazon.com/vpc/0|A Amazon VPC 2& & L|C}.

2. EtM Xof| M Transit Gateway AttachmentS AMEHEHL|CH.

3. Transit Gateway Attachment 2432 ME4SHL|CE

4. Transit gateway IDOIX 24201 AF& & Transit GatewayE MEHEILICEH ARt Transit Gateway S
MEHEE &~ QI&LICEH AFE R 3R ElE Transit GatewayE L|0{2101 AL & & & LICH.

5 4 f0iA m|ofd dZAS MENELICE

6. MEiXMo= odZdof CHEt O|F EH & U=IELICH.

7. AEAMCHE & stLE - E LIt

=H
« Transit Gateway?} CF2 AWS 7=||7é§01| U= B2 7IEF A™ES MEIELICH HE DO AWS A1
IDE =23gfLict.
8. ZIT™|M Transit Gateway7} Q|x|8t 2|FS ME{EFL|CH
9. Transit Gateway(=2 X0l 242 E Transit Gateway2| IDE =3gFLICt

10. Transit Gateway Attachment A4 AMEHEHL|C}.

AWS CLIE Ar83dto] Z|o{E A2 4d

create-transit-gateway-peering-attachment W& & AL &L}

AWS Transit Gateway L IZ[0{& 9428 ¥ E & = HF

Transit Gateway L|0{12 24Z20| MHE|M XSS 2 pendingAcceptance A EIE M E|H, 2 E|7
Lt HEE MR F718# 22 o] 4EHE | XIFLICH T|o12 HAS #5t5t24H, F Transit Gateway

Toid o1E 44 89


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-peering-attachment.html

Amazon VPC AWS & Ho|EH O]

7t SUst A™ol UHELE £2F X} Transit Gateway 2| AR X7} o3 o442 @HE £=HalofF &LICt
22X} Transit Gateway 7t /= EIX2| T|o{2! 44 @S fEgtLCt =&

PN
A2, =Xl Transit GatewayZl 9x|8t 2| Q™S 7HE 8l oF g LCt

2. EFM 3of M Transit Gateway AttachmentS ME4SFL|C}.

3. #2 E7] FQl Transit Gateway I|0{& S MENBILICT.
4. A, Transit Gateway Attachment ~2H2 MEHEHL|CY,

5

Transit Gateway 2t & E|O|Z20i| HX B2 & FItErLICH RtAIEH L& 2 the section called “H
M AR Mot HEEHA L.

o

L

ZE£E MEsI0{ Ilo{E 64 2™ HF

=
S
@
o
(@)
>
()]
o
o
Q)
s
&
Q)
3
Q
N
(@)
S
(@]
(@)
3
<
O
Q
(=3
x
>
3
QO
N
@)
=)
<
U
@)
rH
I8
mjo
9
r
[ul

M &0l M Transit Gateway AttachmentZ ME{EFL|CH.
=]

2t 27 FQl Transit Gateway I|0{2 @12

A WON
4 o

o =
Z}Q4 Transit Gateway Attachment 745 & MENEIL|CH.

AWS CLIE AI835t04 I|0{& HA4E =8 E= HE

accept-transit-gateway-peering-attachment %! reject-transit-gateway-peering-attachment @82 A&
st L| l:|-
= .

AWS Transit GatewayE AtE35t04 & HO|EQ O] 2} & H|O|E0| B=

7t

&l5l24d™ Transit Gateway I|o{2 914E 712|7|=

1|0 2E Transit Gateway 7toll EE{ =2 g}
A foF & LICE =2t X} Transit Gateway2| AR A=
F

Transit Gateway 2t & E|O|E0i| M* F=
Transit Gateway2| 2t & EH|O|E 0| H™ 3

rH
N

Eny
=

jo

MEstol HY Bz dd

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC 2&& iL|C}H.

2. B Eol|M Transit Gateway 2t & EHIO|22 ME{EFL|C

Transit Gateway 2t & E|0|E0| B&E F7} 90


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-transit-gateway-peering-attachment.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-transit-gateway-peering-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC

AWS T™& 7H0|E 0|

5. H™M Z= dd mHo|x|of Z2& e CIDR 52 U ELICL of & S04 L[0] Transit

E A8stod X et ddstti™H AWS CLI

create-transit-gateway-route &2 AM2EFL|C}

/A Important
2 eEle Maist £
HAZE[o] U

, Transit Gateway I|0{12! 422 00| Transit Gateway 2+ & E|O|E 1t
o{of ELICt. AFMIEH LHE 2 the section called “Transit Gateway 2t & E|0|E ©

AWS Transit Gateway L I|0{&! 2173 ALK

Transit Gateway L|0{12 A2 E AKE = UELICH Transit Gateway2| A7 A7 1A S AFA||

&LCh.

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}
2. EM Zof| M Transit Gateway AttachmentZS ME{EFLICH.

3. Transit Gateway I|0{3 HZ2E MEAEILICE

4. E Transit Gateway Attachment 4 X|E MEHEHL|CT

5. deleteE =it CI3 AINE ME=AEFLICH

AWS CLIE Al35l04 Zm|o{! o4 AtA]|

delete-transit-gateway-peering-attachment @& 2 AFSELICH

A O
TI\I\I

T

91


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-route.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-peering-attachment.html

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway0i| A 2423 3! 44 1[0

—

ransit Gateway 2t ME T}E| 7} 4+ 0]
&LICH Connect 42 1 M52

Border Gateway Protocol(BGP)

Transit Gateway Connect 2422 245104 VPCO{|A{ &= Sl
Z 20|44 (0: SD-WAN 0{Z2t0|dA) Zhof @AE HHE
I8t Uit Bt HES(GRE) B Z2E 2T 88X Z
£ K| & LICH Connect 294€ MAd8t & Connect 217301| StL} 0|4t 2| GRE E{'d(Transit Gateway
Connect I|0{2t 1T &2 A A5t0d Transit Gateway & AE THE| 0{Z20|HAE Q1748 £ Q&L
Ct. GRE E{'22 83l & BGP M2 MHsto{ 2t*E HEE mEHehLIct

o e 30

/A Important
Transit Gateway Connect I|0{= AWSE 2|3 QIZEIE =5t F 7H2| BGP I|o{& MM
2 FEELICE 5 72| BGP I|o{& M2 2t E &l E54d& AMS3stod stLte| BGP I
O

{3 M4do] £AE[oiE EtRE Aol IES LICH & BGP MMM =4
£l 2t HE = X|EE Connect Z|0{0fl CHaH S+ ElLICt 2712 BGP Z|o{& M2 3 &
| 2el, R M8, st=fo Yazlole & wAet 242 2ZE AWS QI ZEt ez
2fLICH Connect I|0{7} 5 EE ?lalil T+ HE HE 7L BGP I|o{E Al ¢iol
? AWS QlzE 2 Foil 4Z0| YAMez &4E £ &LICH Connect I|040]]
A

88E K|

qn
o
@
o U
E
o
o
x
g
fjo
H
4n
-
X
_'|_|
Ir
Y
o
O
>
C
_lTI_
o
Mk
u
o
5
I
o
k=
x
k1
N

124 Connect IL|0{E F448t A2 ZF Connect I|0{0|A 5 BGP I|0{2 MME 2 F
40| E&LICH

N

Connect @120 HE 7|& VPC EEE Direct Connect 122 7|2 & HFHLIELE AFZEFLICE O]
E ™& odZ40|2tn & LCt. Transit Gateways= A E IHE| 0{Z 20| A0 M Y %|5HE GR
Connect ¢1Z40| EBZlo 2 Ald#dsh|C} L8t AA EE= CHA ME T 222 GRE T2l

E ZE HIE ME Ao ERfEoRE XEIFLICH

B m
oo
9'|_|
A
o

(® Note
Direct Connect 2142 T™& HIFLIESE AHE5tE{™ X Direct Connect® AWS Transit
Gateway®t S¢&fsliok gfL|C} o] E8F2 MAIstE EHAIE Integrate SD-WAN devices with
AWS Transit Gateway and Direct Connect® & X 35HM|2.

Connect I|0{

0x
0]
B>
Hu
o
4u
2
A
C
[l

Connect I|0{(GRE E{d)= Ct31t Z2 +

Connect 242 2! Connect 1|01 92


https://aws.amazon.com/blogs/networking-and-content-delivery/integrate-sd-wan-devices-with-aws-transit-gateway-and-aws-direct-connect/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrate-sd-wan-devices-with-aws-transit-gateway-and-aws-direct-connect/

Amazon VPC AWS & Ho|EH O]

LH= CIDR EE(BGP F&)

BGP Tlo{Zof AFZlE LHE IP FAQILICH IPv42| 169.254.0.0/16 ¥#42|0l A /29 CIDR £8
X|&3aloF gfLCH MEHX o 2 |Pv62| £d0O: : /8 H0lA /125 CIDR EE & XIHE £+ &L
Ct. CHS CIDR 252 o E|o] ALSE = gi&LICH.

+ 169.254.0.0/29
+ 169.254.1.0/29
+ 169.254.2.0/29
+ 169.254.3.0/29
+ 169.254.4.0/29
+ 169.254.5.0/29
+ 169.254.169.248/29

O{Z2I0|IA 0 A IPv4 Q| 2| & EHR
LHE CIDR 20| fd00::/12521 A 0
H FAE Aok T LICH

X

F4E BGP IP FA2 FY&H0F FLICH IPveS AHEE
ZCt0[A 0| B QIE{H| 0|20 M O] #2(fd00::1)2)

BGP FA & Transit Gateway2| 2 & E{'dollM 1-g3Hof g L|ct.

IO IP =&

Connect I|0{2] 0{ZE}0|HA Hof QY= I|0] IP FA(GRE QI IP FAMQULICE ZE IP FAT
2 = A&LICH IP FAE IPv4 £ IPve LAY 5= UX|P Transit Gateway TA% SYUEHIP F

Z mj2|o{ok gLict.

Transit Gateway &4

Connect I|0{2] Transit Gateway &0 Q= I|01 IP FA(GRE 2|5 IP FA)ULICEH IP FAE
Transit Gateway CIDR £ 50| M K| £|0{0}F 3t Transit Gateway2| Connect 122 7t 1754
OfF tLIC} IP FAE X|HEHX| 8t 2™ Transit Gateway CIDR ES0{|A AFE 7458 & ¥l =4
E ArS .

Transit GatewayE 45t 7{Lt =2 & [}l Transit Gateway CIDR £ & F7I& £ &L|CH.

T
-4
>
m
o
A
<)
ok
r
al

IP FAE IPv4 £ IPv6 FAY = UX|EF I|of IP FAH SYUF

Connect |04 93



Amazon VPC AWS & Ho|EH O]

BGP I|0{&& Transit Gateway Connect= IPv6 RLIFTHAE & BGP M|M2 A7H5t2{™ IPv4 | LIFH
AE FA X|H0| 228 Multiprotocol BGP(MP-BGP) Bt X|-°r_45 L—|EF GRE 2[F IP F40{ = IPv4 &

IPv6 FAE 25 AFSE = Ql&LICt

CtZ ofod M= VPCL| Transit Gateway 2 0{Z 20|14 72| Connect PAEE £ 04 ELICH.

iEs] VPC C
172.31.0.0M16
Ew] VPC A
10.0.0.0M16 '
Appliance
_____________ -_———- Peer IP: 172{31.1.11
Peer BGP IP{169.254.6.1
VPC B
f 172.31.1.0/24
1010016 = Transit gateway address: pe /
192.0.2.1
* Transit gateway BGP 1Ps:
169.254.6.2, 169.254.0.3
cHolof2® 74 94 L
VPC 244
S Connect 44

GRE E{'€(Connect Z|04)

€--> BGP I|0{&l A4

O|™ oo ME 7|&E VPC A ZE (TS 27)0f Connect 4Z20| M AEILICH Connect 212301 Connect
Ijo{7} Mo VPCO| 0{ZCt0|dA N CHE HAAE M EILICH Transit Gateway TAE
192.0.2.10|1 BGP 49| Q= 169.254.6.0/29LICH #42(169.254.6.1)2] & Himj IP F

2= 0{ZE+0|AA0 A I|0{ BGP IP FAE FEELICH

s

EffEEZ Transit

ogt
ol
rr

VPC Co| MEHY! 2} &l Ef|0|Z2 0= Transit Gateway CIDR E§2 2
Gateway £ MY E|H 5t= B2t U&LICH

Connect I|0q 94



Amazon VPC AWS & Ho|EH O]

Oy F4 i
172.31.0.0/16 24
192.0.2.0/24 tgw-id

QT A A I A

CHE2

Connect @140{ CHEF @ 7 AtE 2 2] AP IL|Ct.

Connect 2122 X|Hst= 2o CHEE REMIEH LIE 2 AWS Transit Gateway FAQE & Z5HA|.

rir
lu
2
H
o
®
2
m

ME mE| 0{Z2t0|AA = Connect @12 A& 3104 Transit Gateway2t =1 &
Eidg S En 2= 5 F4sHoF gLlct.

S5 72 Yool X e elo| BGPE A8 = TAdahol BLic

CtEot 242 R82| BGP7t X[ HE LICH

ME mE| o{Z2to|Hd

- 2|2 BGP(eBGP): Transit Gateway® CtE A& A|AE| /U= 2HRE{0| A5 = O AHSEL
Ct. eBGPE AIE3lE B TTL(Time-to-Live) 20| 2Q! ebgp-multihopS 433l oF & LICEH

- LHE BGP(iBGP): Transit Gateway2t &8t Xt2 A|AHE0| = EHRE{o ¢Adst= Ol AHSE
LICt Z27t eBGP I|0{0{| M A|ZE|0{ next-hop-self§ T35l 0F 5t= @< 7t OfL|™ Transit
GatewayE iBGP I|0{(ME= ZIE| 0{Z2t0|HA)0IMH B2 E MxISHX| et&LICH ME THE| o{Z2}

O|AA 7} IBGP I|o{3 2 &3l X3 35t= A20i= ASNO| Qlo{of & LCH.

- MP-BGP(BGPE L[}&E Z2EZ QAHM): IPv4 U IPv6 T4 IUz|e 22 0] Z2EE 8F
2 X|§stE ol AFSELICH,
7|# BGP Y44 | X| AlZtMEH2 10% 0|2 7|2 Ci7| Eto|HE= 30&= Lt

IPv6 BGP I|0{&2 X|HE|X| o2 IPv4 7|8 BGP Z|o{&gt X|HEILICE IPve 5 A= MP-BGP

E AF835104 IPv4 BGP I|0{2l2 3l wEHELct.

BFD(Bidirectional Detection)= K| Z|X| ot &L|CH

BGP2| H& ™2l R A|ZFO| X|HEIXK| et & LICt

Transit Gateway I|0{E 24d&r ff m|o{ ASN HEE X|H5HX| t2™ XIS 2 Z Transit Gateway

ASN 3 7 MEHE[LIC} &, 0{Z2I0|HAL}l Transit Gateway7t iIBGPE +=¥35l= SYUEH AIE AlA

= otoll 24040k g LICt.

5 71| Connect Z|0{7} Q= AL BGP AS-PATH E4& AFE3HE Connect I|0{7} 7|2 BZ7} E

L|Ct.

T A L I M 95


https://aws.amazon.com/transit-gateway/faqs/

Amazon VPC AWS & Ho|EH O]

02 0{ZEt0|iA ZtollM S7t CHE ZE(ECMP) 2tREE AFE %}E#‘:H BGP AS-PATH &40|

Z 2 Transit Gatewayol|l SUst HFALE LEI= 5 0{EEI0[HAE F 8l oF & LICt Transit
Gateway7} A& 7t58t 2E ECMP ZE & MEH52{™ AS-PATH & Autonomous System
Number(ASN)7} & x|5H0F &FLIC}. Transit Gateway= & &8t Connect 21Z22| Connect IL|01 A}

O| E= = YUBt Transit Gateway2| Connect 122 ALO[o| A ECMPE AL E == U &LICE Transit
Gateway= T I|0{7} MH5t= 5= BGP L|0{1& AtO|o| ECMPE AL & = i&LICH.
Connect 42 AF235tH 22 80| 7|2 M2 2 Transit Gateway 2HE! Eflo|20f Mu}tE L|CH
M d2 = X|HER| &L

GRE 3&l{(24HI0|E) 2! Q| |P &{|C{(20H}0|E) 2LH{GIEE WM Q|5 QIE{H0|A MTUEL} =&
GRE E{d MTUE FE& LIt ol & S0{ 2|F 2IE{H0[A MTUZt 15008 0|E Q1 B2 THZ! =215}
£ 4 x|5l24™H GRE E{'2 MTUZ 1456H}0|E(1500~24~20 = 1456)2 A& grL|C}.

ElAZT

AWS Transit Gateway LH Connect 212 4

AWS Transit Gateway LH Connect 212 M
AWS Transit Gateway i Connect IL|0{ 244
AWS Transit Gateway0i| A Connect 212 2!
AWS Transit Gateway0i| A Connect 2122 2!
AWS Transit Gateway LH Connect I|04 &

AWS Transit Gateway LH Connect @122 At

onnect I|0{ E7|

C
Connect I|0{ Ef1 =™

F

Pl

Pl

:I:
0X

Connect 142 MAMSte{M 7|& A4S M& 2 E X|I™Ha&lof &L|Ct VPC 214 & &= Direct Connect

2242 AE35H04 Connect 2472 MAd

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& & LICt
EF M 2H0i| M Transit Gateway AttachmentS ME{EFL|CH

Transit Gateway Attachment 24 ME{EFL|C}

(M4 ALE) O EffT0l 22| O|F EfIE XIFELICt

Transit gateway IDO|A @42 0| ALEE Transit GatewayE ME{ELICEH

213 R 0d M ConnectE MEHEHLICH

Connect 42 M 96


https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

P

7. & AZE DM 7|E AZE (TS dZ)e IDE MEfEfLICH
.l

8. Transit Gateway Attachment 24& MENSHL|CH

AWS CLIZ (&) A+&310{ Connect 21 M

create-transit-gateway-connect W2 AbgrLICH

AWS Transit Gateway Lil Connect IL|04 44

7|& Connect 21201 CHEF Connect I|0{(GRE E'E)E M && = A&LICt AIESH7| Ho Transit
Gateway CIDR 282 T =X| &g LICt Transit GatewayE 45t 7L =& W Transit
Gateway CIDR ES5& Fd& = JU&LICH

Connect Z|0{& ‘Y EE [ Connect T[012] 0{ZE0|AUA FH0IA GRE 2|F IP FAE x|l of
Ct.

mo

L

Z& 2 A&E75t0{ Connect I|0{E 4d5tE{TH

https://console.aws.amazon.com/vpc/H|A Amazon VPC 2&2 dL|Ct
Ef M & ol M Transit Gateway AttachmentE MEEFL|C},

1
2
3. Connect 342 MEHSI T £, Connect I|0] M2 MEAEL|C
4
5

(ME4 AtE) O|F Ef 104 Connect Z|0{2] O|& EHIE K| & LICH
(MEH AL Transit Gateway GRE F 401 Transit Gateway2| GRE 2|8 IP FAE X|HELICH 7|
22O 2 Transit Gateway CIDR =201 M AFE 7hs 8 & Wl 471 AASELICH

6. I|0{ GRE F40 Connect IZ[0{2| 0{Z 20| A Fof CHEF GRE 2|F IP FAE RI™FLICH

7. BGP LHE CIDR £ 5 IPv40i BGP I|0{&0] Argil“ LHE IPv4 F 40| HRIE X|HgLcH
169.254.0.0/16 H2{0A /29 CIDR E§2 X|H& Lt

8. ({MEH AtE) BGP LHE CIDR E5 IPv60i BGP 1L|01E'01I ML= LHE IPve A0 HRE X|H
grLICH £doo: : /8 BR(0lAM /125 CIDR ES2 K|H gLt

9. (MEH ALE) I|0{ ASNOY| 0{Z2}0|1A 9| Border Gateway Protocol(BGP) Autonomous System
Number(ASN)% KEELICH HETo| 82 E 7|&E ASN2 ASE = &Lt sHE ASNO| §f
£ B0l 64512-65534(16H|E ASN) 5= £ 4200000000-4294967294(32H|E. ASN) 8¢9 =
2tO[E! ASN2 A8 E == A& LICt

7|22t Transit Gateway2t & ASNILIC}. I|o{ ASNZ Transit Gateway ASN(eBGP)zt C}
2| FMst= B2 TTL(Time-to-Live) 2(0| 22! ebgp-multihop= T+ 35HoF & LICt.
10. Connect I|0{ M4d& MEHTFL|CH

Connect II|0{ A4 97


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-connect.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

AWS CLIZ(E) A& 35104 Connect Z|0{ 244

create-transit-gateway-connect-peer BE S AIS&LIC

AWS Transit Gateway0il A Connect 2122 2! Connect I|0{ £7|

Connect 2172 2! Connect I|0{E FL|C}.
248 AME35H0q Connect 242 2! Connect I|0{& HE{H

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &8 iLIC}.
£ M & of| M Transit Gateway AttachmentS MEHEHL|CE

Connect 934& ME4SHLIC}H

0D

©1Z49| Connect IZ|0{E E 248 Connect I|0{ EiE MEHSHL_|C}.

£ A&3104 Connect 212 ! Connect I|0{& E2484 AWS CLI

describe-transit-gateway-connects ! describe-transit-gateway-connect-peers &2 AL &LICEH

AWS Transit Gateway0| A Connect 214 &! Connect Z|04 Ef1 &7
Connect @1Z9| E{O & =HE =+ U&Lct

242 AH235104 Connect 2 Bl £

-_—

https://console.aws.amazon.com/vpc/0ll A Amazon VPC &2 LlC}.
& M 20| M Transit Gateway AttachmentE ME4EFL|C}

Connect S MEiEF CFS 2, Bl 2HE2|§ M= LT
7

ﬁ’
Bl E F7tstcd™ M BT FIHE M=ot

B2 E X|7{sted™ M7HE MEHEfLICH

o o b~ w0 N

MY S MEgLc

Connect I|0{2| B E +HE &+ A&LICH
Z£ S M&35t0{ Connect |01 1 & s 5tE{H

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2& 2 L|C}.

Connect ¢4Z2 & Connect I|0{ £ 7| 98


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-connect-peer.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-connects.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-connect-peers.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

Ef M % 0f| M Transit Gateway AttachmentS ME{EHL|C}

Connect 2142 MEHSH CIZ Connect I|01E ME4EHLICE

Connect I|0{E MEHSH O} &Y, EfT B E(E MEIFILICE

E{2E F7IstedH M Ef2 FIHE MEISIT 7| 0|1 H 7| gf2 RIGEE LI

B2 E AN7H{sted™ MHE MEfEL

N o o kN
]

£ M£E75104 Connect 2122 2! Connect I|0{ E{1E %3524 AWS CLI

create-tags 2! delete-tags 2 AL ELICH

AWS Transit Gateway L Connect IL|0{ &K

Connect I|0{7} I O|& &2 3t

bal

| X ™ AME + UA&LICH

Z &2 AL&3610{ Connect IZ|0{E AIA|5tE{H

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ & LICt
EF M 2oi| M Transit Gateway AttachmentE ME{EFL|CH

Connect @12 MEHSLCI.

> 0D

Connect I|0{ B{0{|A Connect I|0{E MEISI T 2], Connect Z|0{ A A& MEAEILICE

AWS CLIZ(E) A&3t04 Connect peer 2t K|

delete-transit-gateway-connect-peer HH 2 AL &fLICH

AWS Transit Gateway L Connect 2122 4K

Connect 10| I 0|4 LR5tX| AoM AXE = JU&L|ct HX{ 42| Connect I|0{1E At Ki|5HOF
gLict
=] .

2&8 AME35H0q Connect 242 AKX

-

https://console.aws.amazon.com/vpc/HlA Amazon VPC &2 dL|Ct
Ef M % 0f| M Transit Gateway AttachmentE ME{§HL|C}

Connect 914 ME4SH CH2 Y, Transit Gateway Attachment A& ME4EFL|CE

@ n

Connect I|0{ AfA]| 99


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-connect-peer.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

4. deleteE UE CIZ AXME MEHELICE

Transit Gateway 2t 2 E|O|& 2 A& 3104 Transit Gateway Attachment2| 2t &2 7 ELICH 2}
L2 EO|E2 UEST EcfZ0| VPCe VPN 7t Bt REIE|= W2 X|AlISte 720 Z&E H 0]
EQlLIct Elo|E 2| Z ZEo= EBTE MEsteis CHa ol IP T4 HR{7t Z & /o] U&LICH.

Transit Gateway 2t &! E|0|20{ M E Transit Gateway AttachmentE A& 4= Q
VPN, VPN Concentrator, Direct Connect |0|E Q) 0|, Z|0{2! ! Connect P1ZE2
AE B2 olz{#t oAl st B2 = AZM M CHA Transit Gateway 2t & El|O|E 2 MutELICH A
A2 oz et E E|o|= o MutE = JA&LICt

Mstn

ZEZ

o2 |
mo rok

et EO|E2E AF8stod
Ol | 2k

o
A= HESRZ SHol &Y

mor
oY oy
I° 0%

1=

=
(=1

EiA3
+ Transit Gateway0ll A AWS Transit Gateway 2t & E|O|
« Transit GatewayE AI&35t0{ AWS T& | 0|EQ0| 2t
+ Transit Gatewayo| A AWS Transit Gateway 2t & E|O|
« AWS Transit GatewaydlA & HO[ES 0| 2t & HOo|Eof CH
« AWS Transit Gateway2| T1& H|O|EQ||0| 2t E H|o|Eof CHe 2t Hu} 245}
« AWS Transit Gateway L} ZZ M1} H|& M3}

« AWS Transit Gateway L} &% Z=Z

+ AWS Transit Gateway L x| ZZ A
« AWS Transit Gateway L} &% Z&4=2

« AWS Transit Gateway L Amazon S3Z 2+ & El|0|& LIELI7|

mr |om |
i
i
HL
N

o
2
N
AL
Ll
B

[=] =
« AWS Transit GatewayH| A 2t & El|0|2 HFA S8 #ZTE MM,

» AWS Transit Gateway L 5 A =S8 & x =

Transit Gateway 2t &! Ell0|2 100


https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-connect.html

Amazon VPC AWS & Ho|EH O]

« AWS Transit Gateway L 5 Al S5 & X oMK

Transit GatewayOllA{ AWS Transit Gateway 2t & E| 0|2 MM

Z& 2 A83t0q Transit Gateway 2t & E|0|g M

-_—

https://console.aws.amazon.com/vpc/0 A Amazon VPC & & LICt

2. ErA Zof M Transit Gateway 2H< & E|O|2& ME4EIL|CE.

3. Transit Gateway 2t & E|O|2 MdS MEHFLICH

4. (ME4 ALE) OIF Ef10d| Transit Gateway 2t & E|O|=22| O|§2 =g LICt. Ef 7| ‘O|§’0l
= Ef 27t M ELICH 07| M Ef T 22 KIZE o| & L.

5. Transit Gateway IDO{|M 2} &} E|0|E0il CHEF Transit GatewayE MEAEFL|CH

6. Transit Gateway 2t % EH|O|E& M2 MEHFFLICEH

AWS CLIZ(E) A& 35l04 Transit Gateway 2+ & Ef|0|& MM

jo

create-transit-gateway-route-table &2 AL LICE.

1I°I'

Transit GatewayE AL&3t0{ AWS M& 7|0|E9|0| 2 & HIO|E E7|

2£2 A830q Transit Gateway 2+ & El0|E £ 7|

=
S
w
o
O
-}
wn
3
D
Q)
s
w
Q
3
Q)
N
O
>
(@]
(@)
3
<
O
Q
=3
x
>
3
Q
N
O
=)
<
U
O
rH
Mk
jo
1A%
r
[ul

N

FAH &0 M Transit Gateway 2H<* & E|O|E

-y
3. (AdE—”. Abgh) 53 2te S ol EE ElolE FEe ¥ ORI T Weo OlF, FI9IE EE A

i - o

il m

20| HQIEHS MEs7ALE IDE Mestod T 917, TE, FE W efof CHEt M=

£ AM83t04 M& Ho|ESo| 2t & EIO|ES E2{™H AWS CLI

describe-transit-gateway-route-tables @& AL EtLICH.

E ME35l01 & HOo|ESo| 2t E E|o|E2| AR E Ei{™H AWS CLI

search-transit-gateway-routes &S AL &L

Transit Gateway 2t & El|O|8 M4 101


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-route-table.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateway-route-tables.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/search-transit-gateway-routes.html

Amazon VPC AWS & Ho|EH O]

E A83stod & HolES ol et EHo|E2| 2t T MuE 224 AWS CLI

get-transit-gateway-route-table-propagations @& AFS&LICH.

E A835t04 & Ho|ES|o| 2t & HIO|E2| ¢1ZZE EE{™H AWS CLI

get-transit-gateway-route-table-associations W& 2 AFSEHLICH

Transit GatewayOllA{ AWS Transit Gateway 2t & E|0|2 @14

Transit Gateway 2t & E{|0|201| Transit Gateway AttachmentE Q1738 = Ql&LICH

2£ 2 AM835H0q Transit Gateway 2H2 & E|0|8 44

-

https://console.aws.amazon.com/vpc/H|A Amazon VPC 2&2 L|Ct
Ef M X 0of| M Transit Gateway 22 & E|o|2& MEISFLICE.

et Elo|=22 MEfErLICH

(e)] (@) ] SN w N
El
o
Ral
lo
ol
T
=)
x
Y
11
mjo
rz
gl
o
r
_ITI_

AWS CLIZ A& 3l0q Transit Gateway 2+ & Ef|o|g @14

associate-transit-gateway-route-table &2 AFSgLIC}

AWS Transit GatewayOll A & 70| ES O] 2t & E|0|E 0 CHE 42 4t
|

2 £ 2 ME830q Transit Gateway 2HE! E|0|E£ 2| A4 SHA

N

https://console.aws.amazon.com/vpc/HlA Amazon VPC &2 L|CH
&M 20| M Transit Gateway 2H2 & E|0|2 & MEHEHLIC.

ot 2 EIO|ES MEMFFLICH

Ho| x| 2| 5tEHol| A

73
=
SHAg HdE MEstn

o bk~ 0N

Transit Gateway 2t & El|0|8 ¢4Z 102


https://docs.aws.amazon.com/cli/latest/reference/ec2/get-transit-gateway-route-table-propagations.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/get-transit-gateway-route-table-associations.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-transit-gateway-route-table.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

6. =l HIAIX|7} LIEFLIE 9473 AFRIIE MEASHLICE

E M83tod TE Ho|ES ol 2t E ElolE 2| A E sHAIste{™ AWS CLI

disassociate-transit-gateway-route-table &2 AIgLIC}

AWS Transit Gateway2| T1& HO|E9| 0| 2t & E|o|= 0l CHEt 2t S ™
u} gdst

[e]l]

Az MulE Al

jn

tof 14| A2 E et E Elo|= ol FItErct.
Transit Gateway Attachment 2t &! E|o|E0i ZZ Hu}

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ & iL|C}H.
EF M 2oj| M Transit Gateway 22 2! E|0|2 & MEHEHLICY.

Mo dde et HolES MEFLICH

D O A WDN
pa}
(o]
de
gl
=]
p
=
X
0]
x
m
=
o
r
[ul

£ MEstod 2t MU E #4Estedt AWS CLI

enable-transit-gateway-route-table-propagation &2 At &LICI,

AWS Transit Gateway L} AZ ™u} H|&Md35}

22 El 0|2 o470 Mut B2 2 F|7HsH|C}.

FAd
o

rH

sy
=

o

A&

o
-

04

ox

2 Mo} H|

Htok

P

ol

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LIC}.

2. B Fo| M Transit Gateway 2t & EHIO|=2 2 MEIFFLICH
3. TEOHE AfX|E 2t B ElolE S MEELICH

4. T O|x|o| 5tEtof|AM Mut B4 MESHL|C}

5. QiAS ME4SH OIS MO AK|IS MEEHLICE

6. =0l HA|X|7} LIEFLFH M} AFK|E MEHSHL|C}

Z=Z Mt g3t 103


https://docs.aws.amazon.com/cli/latest/reference/ec2/disassociate-transit-gateway-route-table.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/enable-transit-gateway-route-table-propagation.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS ™& HO|EY

ol

FAd
o

P

ol

AWS CLIE At835t0o{ Z= 7ot H]

ok

=

disable-transit-gateway-route-table-propagation @& AI& & LILC}.

AWS Transit Gateway L} 2™ ZZ MM

VPC, VPN EE = Transit Gateway |02 2420 CHEt HA Z2 & MLt sHE A2t Lx|ste=

EDfEE AKXt =2E G2E Mgt

VPN HZE 42 2 dt= Transit Gateway 2t & EHIO|2 2| H™ F 2 & Site-to-Site VPN 7|&
**'E-IE'EIXI of&LICH O|Z A 3t BGP-7|8 VPNE AFSE [ Q| 5tX| &2 O RHIBE EEH‘_%

ol °'|25| AA|=||—|E|'

|o|
O

ZE2 M85t M FE MY

1. https://console.aws.amazon.com/vpc/0l M Amazon VPC 2&2 dLCt

2. M ol M Transit Gateway 2t & E|O|E 8 MEHEL|CH

3. ZAE2E MME CIRE Ho|IES MEIEMLICY.

4. MY, Y Bz dgS MEFELIC

5. MM Z2 dd mlo|x|of 2tREES HHY CIDR 252 LU™e I3 S MEiFLIC
6. JZof Ciet AES MEELIC

7. BH ER dds MElgLc

L2 AME5t0{ 2aE A2 MA

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|C}.

=AM EHol| M Transit Gateway 222 E|O|ES MEHEFLICEH

2 dde et HolE2 ME{ELICH

2
3
4. Actions, 8™ Z2 82 MESFLICEH
5
6

AWS CLIE AI83dtod §X F=2 = S3& J2E st

create-transit-gateway-route &S AL ELICH

Y E2 4 104


https://docs.aws.amazon.com/cli/latest/reference/ec2/disable-transit-gateway-route-table-propagation.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-route.html

AWS T™& 7H0|E 0|

Amazon VPC

1 Z42 A

XX
S ™

AWS Transit Gateway LH

LICt.

F

S
=

AKX

M 8 BRE

=
=

Transit Gateway 2} & E O]

https://console.aws.amazon.com/vpc/Hl Al Amazon VPC 2& 2 Lt

EF A ZFof| M Transit Gateway 2 E! E 0]

1.

2.

F

LICE.

F

S
=

delete-transit-gateway-route WS AL

A

=

1 74
o

x1x
(= e

AWS Transit Gateway LH

Transit Gateway ct

2 HH 7|

oju

https://console.aws.amazon.com/vpc/H| A Amazon VPC

1.

FLCE.

EHS
= |

al

21 0{ M Transit Gateway 2t & E|O|E & 4

EFAH X
[ == R |
cF< & E|o]

2.

5ted

PSS

=
=

3.

S|
=

LICE.

|.

__OH_
il
<]
fn

H

_l

BE HT|

Transit Gateway &

£ oixg

X H ol EH o

5

Ct20l A 2t e E|olE 2

2 HH 7|

T,

1z

Kl
0

4

504

0l0

At

ol

AWS CLI

12 A LI

04
[=X=]

replace-transit-gateway-route

105


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-route.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-transit-gateway-route.html

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway L Amazon S3Z 22 &! El|0|E LHE L7

Transit Gateway 2t & E|0|22| 2t &S Amazon S3 HZISZ LHEH = Q&LICH 2IRER
JSON 1} 9| X|HEl Amazon S3 H{Zlofl HEELICH.

Z2& 8 A835t0q Transit Gateway 2+ & E|O|E LHELH7|

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2& 2 L|C}.
2. EtM Xof|M Transit Gateway 2t & El|l0|E 2 ME{SHL|CE
3. LHEH Z=27} ZetE 2t HO|2 S MENFLICH
4. Y FE LHELHZ|E MHEHELICY.
5. ZBE WELZ| Ho|x|oiA S3 HZ! o|Foi Chsll S3 HZ!e| o|F S U=TLct
6. UWENH Z2E ZEZstc{w mo|x|e| EH MMM EE| ot2to|E{E XI-ELIct
7. BE WHEUWZIE MElgLC
LHE H B2 0f| HAM|ASHE{H https://console.aws.amazon.com/s3/0 M Amazon S3 2&2 ¥ XY
Bt HZIS 2 o|SELICt ot o|§0l= AWS A ID, AWS 2|, EI & EHO|E ID & EFUARIZ T}
ZeELCH g MElSt D CHREEE MEIFLICH CHS2 VPC 140 CiEt & 74e| Mut B2
HE Z &3 JSON mhlo| o lL|Ct.
{
"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
Il: :/0"
]
}
1,
"routes": [
{

"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [

{
"resourceld": "vpc-0123456abcd123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”
"resourceType": "vpc"

}
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1,
"type": "propagated",
"state": "active"

.
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{
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"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"
}
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aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-domain tgw-
mcast-domain-000fb24d04EXAMPLE

{
"MulticastGroups": [
{
"GroupIpAddress": "224.0.1.0",
"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",
"ResourceId": "vpc-0065acced4EXAMPLE",
"ResourceType": "vpc",
"NetworkInterfaceId": "eni-03847706T6EXAMPLE",
"MemberType": "igmp"
}
]
}
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4. VPC HZ2g gtsL|Ct. RHMIEH LI 2 the section called “VPC 912 MAl" B2 B XRSHAAIL.
5. IGMP X|HE 5l 7+ MHE HEIFHAE T HIQIE BrSL|Ct XHMIEH LI the section called
“IGMP HE|FHAE T H|Ql MM EHdE IR FHAAIL.
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sudo sysctl net.ipv4.conf.eth@.force_igmp_version=2
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« --transit-gateway-id- HHMZ & M& Ho|EQ ol IDRILICEH

ME4 mt2k0[E:

+ --middle-box-attachment-ids - %o O|EARE FIIE ™S HOo|ESO| 44 ID X|&A

A85tod Y XS Hdsted™ AWS CLI

jn

1. create-transit-gateway-metering-policy @& 2 A&5t0] MEHX O|F8A IAZE M F YA
M ABH|CH
oo™ .

jo

aws ec2 create-transit-gateway-metering-policy \
--transit-gateway-id tgw-07a5946195a67dc47 \
--middle-box-attachment-ids \
tgw-attach-0123456789abcdef0 \
tgw-attach-0abcl23def456789a \
--tag-specifications \
'"[{ "ResourceType": "transit-gateway-metering-policy", \
"Tags": [ { "Key": "Env", "Value": "Prod" } 1 }1'

Ol BB2 MBE DISHA HZ U Bl1E MB350 XIHE K% AO|=R0loll HEt &7 &

fjo

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef0",
"tgw-attach-0abcl23def456789a"],

"State": "pending",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z",
"Tags": [{"Key": "Env","Value": "Prod"}]
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« --transit-gateway-metering-policy-id- #X& & 20| |DLIC}.
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aws ec2 describe-transit-gateway-metering-policies
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aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--add-middle-box-attachment-ids tgw-attach-0123456789abcdefl \
--remove-middle-box-attachment-ids tgw-attach-@abcl23def456789a
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"TransitGatewayMeteringPolicyId":

"TransitGatewayId":

["tgw-attach-0123456789abcdef",
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aws ec2 describe-transit-gateway-metering-policies
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aws ec2 delete-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da?
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Amazon VPC AWS & Ho|EH O]

{

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-042d444564d4b2da7",
"TransitGatewayId": "tgw-07a5946195a67dc47",
"MiddleboxAttachmentIds": ["tgw-attach-0123456789abcdef@",
"tgw-attach-0123456789abcdefl"],

"State": "deleting",
"UpdateEffectiveAt": "2025-11-05T21:00:00.000Z"
}
}
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--transit-gateway-metering-policy-id- &=5&
« --policy-rule-number - 87| =ME ZA™sts 17 H35(1~32,766)

« --metered-account - X|Z 2! & (source-attachment-owner/ destination-attachment-owner/
transit-gateway-owner)
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--source-transit-gateway-attachment-id- 244 M& HO|ES|0| ¢4Z2| ID
X

AL
--source-transit-gateway-attachment-type - A& & HO|EH 0] 9129 REILICH
--source-cidr-block - #=/0| £ A CIDR 5 lLICH

« --source-port-range - T2/9| AA ZE HQ|QL|C}.

« --destination-transit-gateway-attachment-id - CH& T& HO|E9 0] 9129 IDYIL
Ct.

« --destination-transit-gateway-attachment-type - CH& & HO|EH 0] 9129 &
L|CtH

« --destination-cidr-block - #2l2| CH4 CIDR 2EQlL|C}
« --destination-port-range - 7#=lo| CHA ZE HQ{QIL|C}

--protocol - FRO ZEEZ HE
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A A45HE{E AWS CLI

1. create-transit-gateway-metering-policy-entry @& Z Al&3t0{ VPC ECHEIE §H 5 HHo =R
SIS Elsts Al XA S22 A |CE

aws ec2 create-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-042d444564d4b2da7 \
--policy-rule-number 100 \
--destination-transit-gateway-attachment-type vpc \
--metered-account destination-attachment-owner
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{
"TransitGatewayMeteringPolicyEntry": {
"MeteredAccount": "destination-attachment-owner",
"MeteringPolicyRule": {
"DestinationTransitGatewayAttachmentType": "vpc"
1,
"PolicyRuleNumber": 100,
"State": "available",
"UpdateEffectiveAt": "2025-11-06T02:00:00.000Z"
}
}
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(MEH AL get-transit-gateway-metering-policy-entries HEE AFS

aws ec2 get-transit-gateway-metering-policy-entries \

--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg
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2. delete-transit-gateway-metering-policy-entry @& 2 Al835t0{ HM 52 AX|5to] =52 g+
Mo 2 AN|7{EL|Ct.

aws ec2 delete-transit-gateway-metering-policy-entry \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--policy-rule-number 100

ol Wae HMo|A XIHE H22 UTHoZ MHELICH ofFolo] H#21 UL Ezje
LIHX| &S0l CHa FA| MBI HLE 7|2 HH S& o= SotdLct
3. B2 S0/ H3Ho=E AXNE|HCHE £ BtetEL(ct
{
"TransitGatewayMeteringPolicyEntry": [
{
"PolicyRuleNumber": 100,
"MeteredAccount": "destination-attachment-owner",
"UpdateEffectiveAt": "2024-01-01T01:00:00+00:00",
"state": "deleted",
"MeteringPolicyRule": {
"DestinationTransitGatewayAttachmentType": "vpc"
}
}
}
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modify-transit-gateway-metering-policy &2 A8 3504 M5 a2 FI7HELICE
AZS7| Mol ctEot 22 <4 otetolE7F Jd=X] = el ot

e --transit-gateway-metering-policy-id-7|& & E&9|ID

« --add-middle-box-attachment-ids - &H0i| F7}& 5Lt O|& 0| ME mlY IDs(HE Tt F
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AWS CLIE A-&3tod 7|& HHol OIS A A4S FItstcdH

1. CFS o Aol M modify-transit-gateway-metering-policy= 7|1& &% M2Hoi| 4| 7He| O|SEtA 42
2 F7tste ol ArSELICH BE2 3 A2 ®MAHSHR| &t X|HE 244 IDs 7| & S50l F7¢
%I-L_||:|.
= .

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \
--add-middle-box-attachment-ids tgw-attach-0bdc681c211bf71f3 tgw-

attach-0987654321fedcba® tgw-attach-0456789012345abcd tgw-attach-0fedcba®987654321

2. CFZ odl SEOIA JSON 2 O|A| Ul 7He| O|E8fA HH0| 2F X
dE2 BEoiELCh

o

= ofoilo|= &l A 7

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",
"TransitGatewayId": "tgw-Qecec6433f4bfeb55a",
"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcba®",
"tgw-attach-0456789012345abcd",
"tgw-attach-0fedcba®987654321"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z2"
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https://console.aws.amazon.com/vpc/

AWS T™& 7H0|E 0|

Amazon VPC

AWS CLIE Ar83t04 7|& HAoi M O|E8rA HAZES M 7H5ted™

1. CFS oAl A modify-transit-gateway-metering-policy= 7|& &4 HAol|M F 71e| EH D|S4t
A AZAE M7Hste ol ArSELCt ol BB 2 LIHX| @42 |XISHHEM X[HEl 474 IDsEF &7
Lok,
=

aws ec2 modify-transit-gateway-metering-policy \
--transit-gateway-metering-policy-id tgw-mp-0123456789abcdefg \

--remove-middle-box-attachment-ids tgw-attach-0456789012345abcd tgw-
attach-0fedcba®987654321

otok

| ME Tt o] MHET LIHX| MF zhdo] o35 &4

d T

rH

2. Chg ofxl S0l M JSON EiE %|
AEHQ HHIO|EE B T2 2o

I 0

L|Ct.

"TransitGatewayMeteringPolicy": {
"TransitGatewayMeteringPolicyId": "tgw-mp-0123456789abcdefg",

"TransitGatewayId": "tgw-Qecec6433f4bfeb55a",

"MiddleBoxAttachmentIds": [
"tgw-attach-0bdc681c211bf71f3",
"tgw-attach-0987654321fedcba"

1,

"State": "available",

"UpdateEffectiveAt": "2024-09-05T16:00:00.000Z2"
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Zc MEH EHZ
tgw-id Egi=0| 7|Z El= Transit Gateway2| IDRILICEH 6
Parquet C|O|E| f&: At
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tcp-flags Ct= TCP Zcia2| H|E OtA 3 gt: 3
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pkt-src-aws- AN P FAT7F MH|AO CHE AR B0 CHEH IP T4 B2 5
service 9| 5t 2| &g ol&LICt. srcaddr AWS 7S 8 Zk: AMAZON |
AMAZON_APPFLOW | AMAZON_CONNECT | API_GATEW
AY | CHIME_MEETINGS | CHIME_VOICECONNECTOR |
CLOUD9 | CLOUDFRONT | CODEBUILD | DYNAMODB | EBS |
EC2 | EC2_INSTANCE_CONNECT | GLOBALACCELERATOR
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- mazon EC2 APl & X2

>F”

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowLogs"
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"Resource": "*"
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CloudWatch Logs0ll 222 212 HAI5H7] {8 1AM &

S & 219 2ZE IAM & 0f= CloudWatch Logs2| X|HE 21 280 38 23 E HAIE HEH0|

24010k EFLICH IAM & 201 &sf{ok gfLICH AWS A H.

IAM &0l 1T 1AM KMol 2|43 CHTH 22 HEto| L& Elofof FLICH
JSON
{

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream"”,
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelogStreams"

1,

"Resource":

myn

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"

Y,

"Action": "sts:AssumeRole"
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= EME2EE RIA2 25517 2604 aws : SourceAccount 2! aws:SourceArn =71
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o el =

ZIEM) ZHECOS 5§ 238 BFE = HHE HUM0|EE + AU&LICH

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

IAM AFE RV} ©iEhg TEE 4 2l Bt

i ALBRIAA Y 58 22 HAZE IAM A& o CHEt iam:PassRole Z@40| A& ®EHO| QL0
OF fLict.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xrole/flow-log-role-name"
}
]
}
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 create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

CHE AWS CLI tMo M= T HOIER0| HEE ARiste 2 & 208 gLl 58 21
£ IAM & my-flow-logsE A& 3+0{ H™H 1234567891010 Af publishFlowLogsEt 3t=
CloudWatch Logs LH 21 2§22 MEE/L|CH

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1la2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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https://console.aws.amazon.com/cloudwatch/
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/
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bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
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fjo

AEstEE HdYstn AMlZtE 58§ 21
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Hive S8t 28t

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

UOo|E2 & 2D, 2| X Hd M A AlzhE 7|gtez gLch ot o|§2 o

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

0|2 £04, C}= 2 June 20, 2018, 16:20 UTCO]| us-east-1 2|T12| 2|A A0 CHEH AWS H| &
1234567890120 M MHet & 210 Cist 21 ut | o & Eof ELICH ZFE A|ZH0| 16:20:0001|
XM 16:24:59 AlO|@l 28 2O dlZ =7 malof| =&EL|Ct.

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.1log.gz
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JSON

"Version":"2012-10-17",
"Statement": [
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AWS T™& 7H0|E 0|

"Effect": "Allow",

[
"logs:CreatelLogDelivery”,

"Action":
"logs:DeleteLogDelivery"

myn

1,
AFAERO| siiE HZ! O
tof CHE 2l

"Resource":
}
1
Amazon S3 H{Zlo| 2 Z 10 CHet HEt
7222 2 Amazon S3 HZ! 1t B{Zlo]| 2 & E A= HIS7HLICH B3
otof X{ZH=l ZHR|of HMAE £ A&LICH Tt HE! AQAE HMA HAMS xHAIG
L AFE RO H HMA HELE £048 £+ UELICH
S8 238 MMstE AR HEIE ARStD Y =0l CHE PutBucketPolicy &
GetBucketPolicy MEHS AQEH 749 O} M2 ST HZlof RFE 02 HZSLICH ol M2 2 &t
S MM Y2 el Aol FIHELICH
OHX| oM HE! AKXV O HAME w2l F7I6tn 58 21 H/-EXS| AWS AIH ID X|H E&=
58 23 Mol AlmiEtLict RFMIEH LH& 2 Amazon Simple Storage Service AFHE ME MOl H{Z! &
S HTSMR.
JSON

"Version":"2012-10-17",
[
"Sid": "AWSLogDeliveryWrite",

"Statement":
{
"Effect": "Allow",
"Sexvice": "delivery.logs.amazonaws.com"

"Principal": {

},
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::bucket_name/*",

"Condition": {
"StringEquals": {
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html

2ol

Amazon VPC AWS & AHolE
"s3:x-amz-acl": "bucket-ownexr-full-control",
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}I
{
"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"s3:GetBucketAcl"”
1,
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"
}
}
}

my-s3-arnoil X|4& ARN2 Hive 58 S3 MFALE AL&8t=X| o{F0of et CHELICH

- 7|8 HFA

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*

- Hive £t S3 S At

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*
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® Note
S3HZ! 7|2 AIEFIH HZ! =& 7|2 A835104 &5 3}, GenerateDataKey &/ = 53} £ 40|
AWS KMS CHEF @2 £0{ AWS Key Management Service (AWS KMS) 278 H
T AGLICH dAHYO| HEA =& 7|1E EE5te T4 T2 AWS KMS API 28 & Zeish7H

L AWS KMS 7| ‘Z&lof| CHet HMAE HBstX| ef&LICH

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html

Amazon VPC AWS & Ho|EH O]

"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"
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Amazon S30{| CHEF AWS Transit Gateway 58 21 AA HH A& MM
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"Principal": {
"Service": "delivery.logs.amazonaws.com"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://console.aws.amazon.com/iam/
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https://console.aws.amazon.com/vpc/
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 create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

— o
log-format IEtO/EHE 58 2O HIZEQ| AFEAF XIH HAIS RIFELICH.

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.aws.amazon.com/s3/
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing/
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::111122223333:role/mySouxrceRole”,
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "delivery.logs.amazonaws.com"

},
"StringlLike": {
"iam:AssociatedResourceARN": [

"arn:aws:ec2:us-east-1l:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

]
}
}
}I
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

]I

"Resource": "*"
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{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::111122223333:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"

},
"Action": "sts:AssumeRole"

]

CHA A
CHA A& ol A AWSLogDeliveryFirehoseCrossAccountRoleZ A|AtSHE O|E 22
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JSON

{
"Version":"2012-10-17",
[
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"Statement":

{
"Effect": "Allow",
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"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

L
e

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/mySourceRole"
},
"Action": "sts:AssumeRole"
}
]
}
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"Service":
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3. Ct=: B8t Chs: HEE MEELICH

4. AWSLogDeliveryFirehoseCrossAccountRoleZ A|Zt5tE A 0|E 2 248t ChS ol 21 A4
Mg MEdErL|CH
- .

6. g dMS MEHFLICE
7. AMEE = e AdEE| A AL X AE HM S MEIELICH AFSAF XIH A= HEoi| M
23 ™M& MH|IAE X|Hs= 222 "Principal": {3}, S CHAIELICt CtS & MEigtLICEH

"Principal": {

"AWS": "arn:aws:iam::source-account:role/mySourceRole"
.
8. Tet F7} Ho[X|ofM O HAte| R E 0l et Aol EQlEtg MElEH = ClE S MEIE L
C}.
9. g 0|2 ™St MEiMo =2 MHEZ NS FLIC
10. & M4 (Create role)S MEHEILICY.
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K| Zlg Lt XtMIEt HE = Amazon Data Firehose0ll & 232 # XM L. Amazon VPC &
= AWS CLIE AI835104 Firehose 38 Z & A& &= Ql&LICH

Z &2 A8350q Firehosedll HlA|SH= Transit Gateway 58 218 M45t= W

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC &2 ¥LC}.

2. EtM Xof| M Transit Gateway, Transit Gateway AttachmentS ME{EFL|C}

3. &tLt 0|4 9| Transit Gateway &2 Transit Gateway Attachment2| & QIEHS MENFHL|CE

4. Y, 58 21 ddgS MEiFLCH

5. CH&ol| Firehose T1& AARICE MES MEAETLICEH
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9. 58 21 MME MEIELICI
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+ create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

CHE AWS CLI XM= S HOIERIO| HEE st 58 E1E K|HEl Firehose T& AE

EIOE X-I_/-\_°|.'— =§ E:% é',“gih_ll:}_

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1a2b3c4d \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream

Eh:. AWS CLI oﬂﬂlOﬂHE ME HO|EQ 0] MEE ZAstD AA AKX CHE Firehose T1& AEE]
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aws ec2 create-flow-logs \

--resource-type TransitGateway \

--resource-ids gw-1a2b3c4d \

--log-destination-type kinesis-data-firehose \

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
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APls EE = CLIZ AHE735+04 AWS Transit Gateway 58 211 M4 gl
=
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« --traffic-typec 7|2X2E Es EE 7} ofHLICH Transit Gateway El4&A R&of 0| 2t A

235t @7 7F gHEHEILICE o] M8t Transit Gateway ElAA &2 M E L|C.

— LTr
--max-aggregation-interval®| 7|22} 2l 602 Transit Gateway 2|44 FE | RUSHA &
|z gL O 22 MY st ot @77 ghEtELICE o] AMBH2 Transit Gateway 244
Fofgt MEELIC.

« --resource-type2 F 7tX| M2 EZlAA & TransitGateway &

TransitGatewayAttachmentZE X|&4&fLC}.
e HEE MYSHX| o2 B2 Transit Gateway 2|4AA 0| CHEt ZE 2

« --log-format2 Z& & € of
O EEeE ZEELICE Ol Transit Gateway SlAA ol B M E|L|CH

+ create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

SE 23 MY

+ describe-flow-logs(AWS CLI)
* Get-EC2FlowLog(AWS Tools for Windows PowerShell)

E 2832 E Q2 O|HE)

ok

+ get-log-events(AWS CLI)
* Get-CWLLogEvent(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.aws.amazon.com/cli/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html
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 delete-flow-logs(AWS CLI)

* Remove-EC2FlowLog(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway S & 21 |2 = &AM

CloudWatch Logs 2& & AF235104 CloudWatch Logs0ll HAIE 58 2O B|ZEE HAME £ Q&L
Ch X[ZE ZEE ME835I0d EER EO I EE EHEZE = JUELICHL 5§ 2O 8|ZEs SHoE

2.
CloudWatch Logs Z& 2 AI85t0{ & RO |2 EE HAM5tE{H

1. https://console.aws.amazon.com/cloudwatch/H| A CloudWatch 2&& L|C}.

0. 1% EM HolM 2IE M CHE, 20 OB S MEEfLCH

3. EEEJtEEEI BRI O82 MEHELICE Z Transit Gatewayl| 20 AEZ S 50| ZAIEL

n

>.
= =

> Of
<

M

0

Kl

o

rr

My

0

S ME 2O AERS MEISLICE E=2 2O 08 4

2l Transit GatewayE 211 QU
E2 @MELICH 23 I &0 Transit Gateway7t BE7{L} ME43H A2
o

1EHSIod MA| 22 1
i tt2F AlzZto| ChA A

=
IE{ofl C} 2 2xt¥e ol2dstLic

0 1= m
40 mo 4

=)

Kl

o
o

X rE
Ml

07IME 28 B2 BZET 7|2 A ALSECt

|
oo |m
r
n

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

£ X|gsto] Eeoi et HEE s-ELICH OE o AloME &Y #HE IP FAE 7|

i
[

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.aws.amazon.com/cloudwatch/
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tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

CtS o Al= Transit Gateway ID tgw-123abc456bca, CH4 ZE HIO|E =8 7|£E2 2 ZEEEH
L|CF.

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]
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Example0i: CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-11-15T05:25:50Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {

"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable"

.
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}
}

},
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {
"tagSet": {
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"item": {
"value": "my-tgw",
Ilkeyll: IlNamell

},
"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fcbh",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@bo0da",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel@b0da"
},
"state": "pending",
"ownerId": 123456789012

I

"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"stack"
]
}
}
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
Transit Gateway 2 & E|0]& =]

CHS oMol MHE AFERE7F £ Transit Gateway(tgw-11223344556677889)01 CH3H A B Transit
Gateway I8 E|O|E S MHstD AME = UL S FLCH E3 AL A= 2 E Transit Gateway ct
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L& HO|E20 M 2tRE 2 M35t n HE &= UX|2 network=new-york-office Ef27} QU=
of CHaH M B 7t S & LCt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"
1,
"Resource": [
"arn:aws:ec2:us-east-1:123456789012:transit-gateway/
tgw-11223344556677889",
"arn:aws:ec2:*:*:transit-gateway-route-table/*"

},
{
"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

s
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