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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
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https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/privatelink-managing-clusters.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-network.html#backup-privatelink
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https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/acm/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
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com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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Amazon CloudWatch Logs com.amazonaws.region.logs
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com.amazonaws.region.codestar-connections.api
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
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https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
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AWS Control Tower com.amazonaws.region.controltower

com.amazonaws.region.controltower-fips

AWS Data Exchange com.amazonaws.region.dataexchange

AWS Data Exports aws.api.region.bcm-data-exports
com.amazonaws.region.bcm-pricing-calculator

Amazon Data Firehose com.amazonaws.region.kinesis-firehose
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https://docs.aws.amazon.com/controltower/latest/userguide/networking-privatelink.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/ebs/latest/userguide/dlm-vpc-endpoints.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/deadline-cloud/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-security-vpc-endpoints-privatelink.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
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com.amazonaws.region.ebs-fips
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com.amazonaws.region.ecs-telemetry

com.amazonaws.region.eks
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-private-link.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS MH[A

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Elastic Load Balancing

Amazon Elastic VMware Service

Amazon ElastiCache

AWS Elemental MediaConnect

AWS Elemental MediaConvert

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless
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com.amazonaws.region.eks-auth
com.amazonaws.region.eks-fips
com.amazonaws.region.eks-proxy
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticbeanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.evs
com.amazonaws.region.evs-fips
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips
com.amazonaws.region.mediaconnect
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/installing-agent-blocked.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
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AWS 2|3 AEXF HAIE &8 com.amazonaws.region.social-messaging

com.amazonaws.region.social-messaging-fips

AWS Entity Resolution com.amazonaws.region.entityresolution

com.amazonaws.region.entityresolution-fips

Amazon EventBridge com.amazonaws.region.events

com.amazonaws.region.events-fips
com.amazonaws.region.pipes
com.amazonaws.region.pipes-data
com.amazonaws.region.pipes-fips
com.amazonaws.region.schemas

Amazon EventBridge Scheduler com.amazonaws.region.scheduler

AWS Fault Injection Service com.amazonaws.region.fis

com.amazonaws.region.fis-fips

Amazon FinSpace com.amazonaws.region.finspace
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AWS Firewall Manager com.amazonaws.region.fms

com.amazonaws.region.fms-fips
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/social-messaging/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
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https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/location/latest/developerguide/privatelink-interface-endpoints.html
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https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
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https://docs.aws.amazon.com/msk/latest/developerguide/privatelink-vpc-endpoints.html
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https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
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https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/connect-to-amazonmq.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/osis-access-apis-using-privatelink.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
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https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/vpc-interface-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/vpc-interface-endpoints.html
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https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/pi-vpc-interface-endpoints.html
https://docs.aws.amazon.com//ebs/latest/userguide/rbin-vpcendpoints.html
https://docs.aws.amazon.com/redshift/latest/mgmt/security-network-isolation.html#security-private-link
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
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https://docs.aws.amazon.com/ram/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/ARG/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/s3-outposts/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
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com.amazonaws.region.ssm-sap-fips

AWS Sl HESIT 9 com.amazonaws.region.tnb

Amazon Textract com.amazonaws.region.textract

com.amazonaws.region.textract-fips

Amazon Timestream com.amazonaws.region.timestream.ingest-cel 1

com.amazonaws.region.timestream.query-cel L

Amazon Timestream for InfluxDB com.amazonaws.region.timestream-influxdb

com.amazonaws.region.timestream-influxdb-fips

Amazon Transcribe com.amazonaws.region.transcribe

com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribestreaming-fips

Amazon Transcribe Medical com.amazonaws.region.transcribe

com.amazonaws.region.transcribestreaming
AWS Transfer for SFTP com.amazonaws.region.transfer

com.amazonaws.region.transfer.server

AWS Transform com.amazonaws.region.transform

AWS Transform AF& Xl x| com.amazonaws.region.transform-custom
Amazon Translate com.amazonaws.region.translate

AWS Trusted Advisor com.amazonaws.region.trustedadvisor
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https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
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https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
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AWS MH[A

AWS AFS X} 2l

Amazon Verified Permissions

Amazon VPC Lattice

AWS WAFV2

AWS Well-Architected Tool

Amazon WorkMail

Amazon WorkSpaces

Amazon WorkSpaces Secure

Browser

WorkSpaces streaming

Amazon WorkSpaces Thin Client

AWS X-Ray

Amazon Managed Service for
Apache Flink

MH|A ol
com.amazonaws.region.notifications
com.amazonaws.region.notifications-contacts

com.amazonaws.region.verifiedpermissions

com.amazonaws.region.verifiedpermissions-fips

com.amazonaws.region.vpc-lattice
com.amazonaws.region.wafv2
com.amazonaws.region.wafv2-fips
com.amazonaws.region.wellarchitected
com.amazonaws.region.workmail
com.amazonaws.region.workmailmessageflow
com.amazonaws.region.workspaces
com.amazonaws.region.workspaces-web
com.amazonaws.region.workspaces-web-fips
com.amazonaws.region.highlander
com.amazonaws.region.thinclient.api
com.amazonaws.region.xray
com.amazonaws.region.kinesisanalytics

com.amazonaws.region.kinesisanalytics-fips
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https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/private-link.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/private-link.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/creating-streaming-vpc-endpoints.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
https://docs.aws.amazon.com//managed-flink/latest/java/vpc-internet.html
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A2 7t 8 AWS MHH|A 0|2 E 7|

describe-vpc-endpoint-services @@ E AI&304 VPC HEZQIEE X|Hst= AMH|A O|IEE & = U
=

CtE oMol XIEE 20| QIE{H0|A A=EEZQIEE AWS AMH|A X[HSI=E EAIELICH O
--query M2 £ 2 AMH[A O|§2 2 A[BHELICH

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

CtE2 oA E2LIch MA £332 EA|Z[X] et&LCH

api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-l.emr-service-cell@l",
"aws.api.us-east-1.freetier",

"

aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.qbusiness",

"'com.amazonaws.us-east-1.xray"

MH|A 0|E0]| 9/28 describe-vpc-endpoint-services WS Al&35l04 Zf Q= x dH| A0 CHBt
ME HEE g & l&Lct
ClS ofl= X|A&E 217 2] Amazon CloudWatch @/E{T|O| CEEZQIEO CHEt MEE EAIELIC

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

£2990| of = CtS 1 Z&LICH VpcEndpointPolicySupportede ANEZQIE HAHO| X|HEI=X]
{2 & LIEIHLICH SupportedIpAddressTypese X[HEl= IP T4 RS LIEFHLICH

A2 753 AWS MH|A 0| E 7| 29


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring.us-east-1.api.aws"
1,
{
"PrivateDnsName": "monitoring-fips.us-east-1.amazonaws.com"
},
{
"PrivateDnsName": "monitoring-fips.us-east-1.api.aws"
} 1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

"ipve",

"ipv4"
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}

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

]
}
A= ZOIE BA X|2 H7)|

MHIATL AIEZQIE HAME K| 5t=X| = Ql6t24™ describe-vpc-endpoint-services BE S &6
VpcEndpointPolicySupported@| gt2 &QIgLICt 7ts8 242 truelt falseLIC

K= 2|0 A X|HE MH|ATF HIEZQIE XIH
212 VpcEndpointPolicySupported?| Zt2 2 A|gtefLICt
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aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

CHE2 oMl 3Lt

True

ChE XM E XIEE EIToM A=EXQIE HHME AWS AH|A XSS LIFRLICE O] --
query SM2 £ MH|A O|F2 2 MEtefLICH Windows BE ZEZEE AHE36tod 0| BHE 4
AHetedH | EAE S FIQ A2MBEE MHstD & US EAE M 222 HEELCH

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true’ ].ServiceName'

ke

CHE2 oAl 2 LIch A 232 EAIEX| &L

"api.aws.us-east-1l.cassandra-streams",
aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-l.emr-service-cellQ@l",
aws.api.us-east-1.freetier",
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"aws.api.us-east-1.kendra-ranking",

'com.amazonaws.us-east-1.xray"

CHS dlAoM = X EE 2T A=EZQIE HHMS
=5

Mgst i 22| SRY YTl MBS EE MAHSND

aws ec2 describe-vpc-endpoint-services \

X| 48X AWS MH|A ot
--query M2 £3 2 MH|A O|§2 2 AMIFHELICt Windows & ﬁiﬁE%

= oda =
= -1

--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported=="

CtE2 oAl &

com.
com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

HALICH A £

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

us-east-1.

CEK=2
1

EAEIX| ef&LICH

appmesh-envoy-management",

apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",

transfer.server"

IPv6 X|¢d E 7|

AWS AH|A0] CHEH IPV6 X|RE E

HpdH AWS IPVvBE X|25tE MHH|A

£ Lidst|ct. of
A8 35to{ O] HHE
EXE M A2 2 BHFEFL|Ct
false ].ServiceName'
describe-

vpc-endpoint-services Y&
E=AD

aws ec2 describe-vpc-endpoint-services \

A& 35Hod X|HE 20| M IPv6E S3l
=T U&LICH O] --query SM2 E2E MH|A 0|E2Z A|EHE

S HzstMe. oE
UM AE = AWS MHIA UE
L{ct.

--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon

Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

CHE2 ol ELCH MA £22 EAIEIX] &L
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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"api.aws.us-east-1l.cassandra-streams",
"aws.api.us-east-1.bcm-data-exports",
"aws.api.us-east-1.freetier",
"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",
"aws.api.us-east-1l.resource-explorer-2",
"aws.api.us-east-1l.resource-explorer-2-fips",
"aws.sagemaker.us-east-1.experiments",
"aws.sagemaker.us-east-1.partner-app",
""com.amazonaws.iam",
""com.amazonaws.us-east-1.access-analyzer",
"com.amazonaws.us-east-1.account",
"com.amazonaws.us-east-1.xray"
]
w21 g-d3hE AWS MH|A
CS2 TAF 21X AWS AMH|A SEHEILICH AWS PrivateLink. 2 E{H|O|A A= 2 QIEE MAISt0q &}
A VPCOlA A% S0 Zx{& CHE AWS 2I1T2] 0f243H AMHIA0 HIZHE H7E 4 gl
AWS MH|A oM I3 & ME5tH MH|A MEME 2 = JU&LICH AMH|A 0|F doll= 2/EH 0]
A A xQIEE MME M X|Hst= MH|A O|F0| ZEE LICH.
AWS MH|A MH|A 0|2
Amazon S3 com.amazonaws.region.s3
AWS ldentity and Access com.amazonaws.iam
Management (IAM)
Amazon ECR com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
AWS Key Management Service com.amazonaws.region.kms
com.amazonaws.region.kms-fips
Amazon ECS com.amazonaws.region.ecs
o 2| ZA45HE AWS MH|A 53


https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
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AWS MH|A MH|A O|F

AWS Lambda com.amazonaws.region.lambda
Amazon Data Firehose com.amazonaws.region.kinesis-firehose
Amazon Managed Service for com.amazonaws.region.kinesisanalytics
Apache Flink

com.amazonaws.region.kinesisanalytics-fips

Amazon Route 53 com.amazonaws.route53

A2 758 AWS AH|A O|1E 27|

describe-vpc-endpoint-services BEE AF& 3504 2|™ 7+ K| MHIAE & = U&LICH

CtE oMo M= us-east-1 21| AL A7} QIE{H|O|A AREXZQIEE S8 X|HE (us-west-2)
MH|A 2|T0f| M AT = AWS MH|A U=E EAIFLICE O] --query SM2 £ MHIA O|F
o= Mgt

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--service-region us-west-2 \
--query ServiceNames

CtE2 oAl E23LIch A €332 EAZ[X] et&Lch

[
"com.amazonaws.us-west-2.ecr.api",
""com.amazonaws.us-west-2.ecr.dkr",
"com.amazonaws.us-west-2.ecs",
""com.amazonaws.us-west-2.ecs-fips",
""com.amazonaws.us-west-2.s3"

]
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
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CIE 2|™ AWS MH|A 2|0 CHEt QIE{H|O|A RIEZQIE MY

&2 A8 50f QIE{H0lA A= ZQIE S MAdsE{Ed VPC IS ZQIE M4 MMS BESHML.

rH

CLIO|| A create-vpc-endpoint B2 S AFE 5104 CHE Z|T12| AWS MH|A of CHEF VPC JIEZRIEE
MAdsh 2 QlaLICH O oMo ME2| VPCus-west-20{ A 2] Amazon S301| CHEF QIE{H|O|A Q=
EZQIEE MdeLIClus-east-1.

aws ec2 create-vpc-endpoint \
--vpc-id vpc-id \
--service-name com.amazonaws.us-west-2.s3 \
--vpc-endpoint-type Interface \
--subnet-ids subnet-id-1 subnet-id-2 \
--region us-east-1 \
--service-region us-west-2

QIE{H|O|A VPC EZQIEE AWS AH|A AF251040] HA|A

PIE{H|O|A VPC AEZQIEE 4504 092{& AWS PrivateLink Z & 5104 7|8t MHH|A0]| Q1A =
U&LICH AWS MH[A. 7HL = the section called “7H'2" and AWS AMH[AMMAZ(E) FESHAL.
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https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
https://aws.amazon.com/privatelink/pricing/#Interface_Endpoint_pricing
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« New-EC2VpcEndpoint(Windows PowerShell& T )
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« modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& &)
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« New-EC2Tag % Remove-EC2Tag(Windows PowerShell& T )
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« create-vpc-endpoint-connection-notification(AWS CLI)

« New-EC2VpcEndpointConnectionNotification(Windows PowerShell& T )
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource'": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
}
}
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "vpce.amazonaws.com"
}I
"Action": [

"kms : GenerateDataKey*",

"kms :Decrypt"
]I

"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint/endpoint-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"
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aws:sourceVpce 271 7|E Al2510{ EH A= Z QI E0f CHEF HMAE HMEHste B! WS MMHE
% oleLch ohe M xIME HolEo| A= ZOIE I} AFREIR| e B XIHE TS AFR 504
X|EE HZA ol CHE HMAE HFELICH o] H22 AWS Management Console2 S35l XIHE &

£ A&Estod X|IEE HAlo Cieh HMAE REFEICH

HF

Hoil folstM 2.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1la2b3c4d"
}
}
}
]
}

Example0i: §7& VPCO{| CHEF HAM|A A|E

aws:sourceVpc =71 7|1E AI35t0{ EH Vv PCOH CHEF HMAE MEHsE HE HAME MME = &

LICt. O] M2 22 VPCO 02 A= ZQIE T} 714 |0 QJE AR FEFLICE CHE ¥ 30|
XHE VPCHM AIZTE|X| et = Bt XIHE B2 AF835t0d XI™HE B{Zlof CHEF HMAE 7S LICH.

0| H=42 AWS Management Console2 S3ll X|HE 22 AFE504 X|HE HZof CHEF HMAE

AEFEICHE Mol R2l5HAMI2.

JSON
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}

Example0i: S IP &4 H{of CHEt HAMA x| Ft

aws:VpcSourcelp 274 7
o
=

4 7|18 AL85to] B IP F4 Helof CHE HA
g & A&LICH O YA

PFA0M AIREIX| ot= B R 5|
Zloi| CHEt HMAE HESHL|CH o] M AWS Management Console2 & i
o X|'dEl !0l CHEE HMAE R EHCHE Mo R2lSHMIL.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:: :bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSouxcelp": "172.31.0.0/16"
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}

Exampledd: £72| HHZlof CHEr HAM|A Bt AWS HH

s3:ResourceAccount 2712 AF25l041 EX AWS A& 2| S3 H{Zlo] CHet HMAE N|eHsl= 23K
2 MME £ Ql&LICH S M X|HE AWS Ao ARSHK| St 8 X|HE 248 AI88H S3

o
I:HZJOH CHsh CHA|AZ JE 3t |},

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account"”,
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}
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Cl. 2t E Ho|g o A2 SlA5tHE B E EHO| 20 AEEZQIE EIRE 0| RS2 2 M7HELICE.
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2. EMFMA=ZRAEES MEHFFLICE
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4. Ed(Actions), 2t
5. Eof et 2k
6 <

o2&l B0l +=’E(Modify route tables)= AEHELICE.

» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(Windows PowerShell& T )

x|
(A

VPC AIEXZQIE

12
&

HO|ES|o| A=EZQIEN| CHSt A EEZQIE 3H Amazon S3

ofl Chet HMAE Fofg 4 UaLICH A= | MBI
2 MT 23 4 ABLICH 712 HHIME DE HMAE HSHLICH RAE LSS dcmols

1912 A AL -

182 TZIstod VPCOIM A=z Qle S
IE 7C-I7'<H% O-IH'O'E%EI- 7o=|_<'3_ I:L7=| A'.%I-

H=| 0%

L.— O 1 = o

0z ¥&
2o
m

fjo

T
Mg
fjo

At

ol
ol

o Q= ZQIE XJ%H Y73

-

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 LICtH

EfM 2o M AEZQIES MENSHLICH
HO|EQOo| AEZQIEE MENSHL|C}.
Z}o4(Actions), = &tZ|(Manage policy)S ME4ELICT

= M A(Full Access)E ME4SIO] M| et MA HMAE & st7HLE ALEAF X|H

o & w0 DN

2= of C
(Custom)2 MEAStT ALEXF X|H HR S AZELICH

6. XS MEfELICH

CFH=2 2 Amazon S30i M ASHY| 8t A=EZQIE HAO| o IL|C}.
Example0i: £ B{Z!0f| CHEF HM|A A

£ S3 tHZlof| CHa B HHAE W
S3 HZIE AF8SHE CHEO| Qe 75'—?—01| FE8Lct

Amazon S30 CiEt AEZQIE 80


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
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JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:: :bucket_name",
"arn:aws:s3:: :bucket_name/*"

Example0i: §73 IAM 3o CHEF HAM|A A

S IAM Aol ChEt AHAE MISHsHe HAS MAE & YBLICH aws:PrincipalATn ALE 3t

o (=
Hot FA|of M A HEHS £ 043l oF & LICEH

(@)
o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
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"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xo0le/role_name"

Example0i: §7% A& 2| Ar&Xtod| CHet BAMA ABt
S A™ol Chet HMHAE XMEtste Mg dHE = A&t

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-callexrs-from-specific-account”,
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

HO|EQO| FIEXZOIE ALK

HOIEH O] A=EXQIE MES OtR|H A=
AXlstH MEU B2 E|o|E0M =X

Z2tO|E! DNS7I g 82txlof o™ HO|ESO| A=ZRIEE AXE - gi&LIch
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Z£2 A85lo HO|EQo| A= ZQIE AbX|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. EHAMFOMA=ZQIEE MEAFLIC

3. 7OIEf|o| A=EEQEE MEAEILICE

4. ZEA(Actions), VPC AIEXZQIE F7<1I(Delete VPC endpoints)& &tz 2 MEfEFL|C
5. EHOIMHAIX|7} EAIZI™ deleteE =4EHLICH.

6. AfME ME4ELICH

WHEEZ AE5tod HO|EQ 0| A=ZQIE AfK|st7|

 delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& &)

Amazon DynamoDBO{| CHet HO|ES0| A EZRIE

VPCO|A HO|ES 0| VPC A EXQIEE AIE35104 Amazon DynamoDBOi| HMAE = Ql&LICH O]
EQo|AEXZQIEE M8t & VPCO|AM DynamoDBE M&E k= ECHEol CHaH sliiE A=EEZQIEE

et EO|Eo| ez FIHe & Q&L
HOIEH ol A=xRIE M0l == FIH 222 HWELICH

DynamoDBE H|O|E 0] A= ZQIE L} CIE{H 0]A °*|':i°._|E§ D= X|ELCH Ho|ESo] A=
ZRIEE ME3IH VPC QIE{H! HO|EQ|O] EE= NAT C|HFO|AE AFESHR| 81 7} HIE @i0| VPC
0{ A DynamoDBO| HMAE = Ql&LICH 2Lt HO|E< O] °1|E_JT£°._|EE 2xhoA HERXZ, ot
E Aws 2™ TL|0-|E'5| VPCs EEt H& HO|EHO|E S&t HMAE 518 stK| f&LICH Ol Al

LIZ|0oME=E F7H HIEE KIEE & A E £ U= QEHO|A A= ZQIEE AFESHofF BLIC RHAl
gt LI 2 Amazon DynamoDB WXt 7H0|= 2| DynamoDB& VPC QIE X QIE RS HEFHAM L.
LHE

- 12 AHE
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. 7{O|EQ0o| AEZQIE ALK

k= Ny
« 7HOIESRO|A=XQIEE Y VEZQEE dIer 2T MEF AEE 4 &LICH DynamoDB
Elo|Ext SYUE 2|0l M Ho|ESo| A=z EE HdstoF FLICt.

« Amazon DNS MHHE AFE 52 A< VPCO| CH3l DNS SAE O|§ S/ DNS =0l 25 &Y
of &FL|C} EE8 XIA| DNS MEHHE A2 3= 39 DynamoDBO1| CHEt @ 20| AWSHIM | X| & 2|5t
=P FAE S2HE2A &9lg|o{of gfL|C}.

- HOIEQO| A=EXZQIEE S5l DynamoDBOi| HA|ASH= QAT AOC| Hot T FOf CHEF HEI2
DynamoDBO{| A O|S5t= EEiEHE 51&3H0F & LICt. 2o IF %0 A DynamoDB HF At 5

2o/ IDE #ZE % UL

mlm II

- HO|EQ0| A=EZQEE S35 DynamoDBO| HAMASHE QAEA S| MELo] CHEF W E R/ ACL

2 DynamoDBM|M O|S5tE E EH‘i!% 5 25HoF ELICH HEQIT ACL H2Io| HFAI FER X
& = giX|2t DynamoDB2| 5 Al S50 M DynamoDB2| IP 4 HR|E 7IX2 &= U&LICH

« AWS CloudTrail & AF&35t0{ DynamoDB %S E%;P_ 4% 21 o= MH|A AH[RFVPC

ol U= EC2 QIAEIAS| O[B! IP A} AEZQIEE Sdll +-E ZE o CHEt HO|ES

Ol A=xZQIEQl D7} ZEELICE.

F

« HO|EQ0| JEZQIEE |Pv4 EB|E!OF X|&EFL|C}.

- S MELo| U QUARIAQ| }HE IPv4 FAE HEZ! IPv4 FL0M VPCL| ZE0|S! IPv4 F
A2 HEELICHL JEZQIEE HERI 2tRE S AT stT W2 TCP 1ZE #&LTH HEE
IPv4 FAE AFEE 0|1 A2 CHA| AIZHE|X| e &LICEH (2t HO|ESO| REEZQIEE M5t
Hit e e 523 22 AR = Q0| E&LICH e HZE0| Zo{E Ff L2Z E Q0]
0 Al DynamoDBOi| AtS 2 = CtA| P18 E = U=X| HIAESAMIR

- AEZQIE AR VPC LF 2 =3E = gi&LICH VPN 4, VPC |03 4, TS HO|ES
O| EE= VPC 4Z 9| HtCHZ Direct Connect 0fl /Y= 2|44 = HOIESO| AEXRIEE AL 5104

DynamoDB&t & &l &= gi&L|Ct
C
o

- AEHo| 7|82 g2 2|HYE HO|IEQ0| A =EXQIE 207H0|H =X JtsELICH 8 VPCE HO]
EQo| d=ExZQIEE 255702 A|gHE L|C}.

HOIESO| A=ZRIE 4

Ct& Axtol (2t DynamoDBOi| 44st= HO|EHO| A=EZQIEE Y/ HELCH

m
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
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Z£S MEs0{ HO|EH 0] A=EZQIE Hdst7]

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. B FMA=ZRIEE MEAEL|CH

3. d=xQIE S MENFLIC.

4. MH|A ¥F(Service category)lA AWS MH|AE MEHBILICY,

5. MH|IA0M f& = HO|EQO| ZE{E F7}5t1 com.amazonaws.region.dynamodbE ME4EFL|
Ct.

o

VPCOIM AIEEZQIEE MM VPCE MEAEILICE

7. ZIE E|0|Z2(Route tables)ol A ¢

A= ZOIE O |A—| Al.Qal- EI.OEI |_:_.||o|
&kle EefEE 7t2l7|= 2t ol 2

£ MEfgfLIcH Mz ™
ANEXZQCIE HER3 IEHo|A RAtS2

2 FI7HELIC.

1= (Policy)lM 2 E OHA‘II/\(FuII access)E ME4SI0{ VPC AEEZQIEE S8 ZE B|AA0 LY
DE Hot FAo ZE HY2 HAEFLICE E= AFE A X|%H(Custom)2 MEHGI0{ VPC QIE X
EE Sdll 2|20 Chet 3edg +3st7| 28 2oF FAlof et HEtg HMoists vPC =
RIE Mg dZdgLct

r

9. (M= ALY BT E FUtetedH M Bl F=7HE MBSt T BfT 7|9t e 2fS URIELICH
24

BHEES AE5t0d HO|EQ 0| A=ZQIE HE5T

+ create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(Windows PowerShell& T )

IAM H2 = AtE 504 HA|A Ki[od

£ A&35t0{ DynamoDB E{|0|E 0] HAM|AE = U= IAM 2t =& K|ofst=
O

Example0i: £ A= ZQIE0f CHEF KM A X[

aws:sourceVpce 271 7|& AL25104 §H VPC HEZQIE o CHEF HMAE XNBtet= HAMS HAdst
£ Ql&LICH ChS M2 X|HE VPC AEZQIEE AI835HX| &tE 722 H X 2| DynamoDB Ef|0|E0
CHet HMAE HREELICE O] oAM= sHE AFE AtEiof HRst AMAE 585t WM B U
o 7HEELC

l_l
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpce
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint”,
"Effect": "Deny",
"Principal": "*",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:us-east-1:111111111111:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1l1laa22bb"
}
}
}
]
}

Example0i: §H IAM L& o HH A E

S IAM A S A B3 ANAE 5ISSHE S MM £ UBLICH OHS HAS XIME 1AM S

=
off HM|A HEHS Fo4ELICH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Allow-access-from-specific-IAM-role",

"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*",

"Condition": {

"ArnEquals": {
"aws:PrincipalAxrn": "arn:aws:iam::111122223333:xo0le/role_name"
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}

M ARl HMADH RS HMS N £ USLICH O+ BAS KT AH ASTHof AA|

{
"Version":"2012-10-17",
"Statement": [
{
"sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}

et e E|o|E A4

AA0|SR10| ASZISS SUE 212 HOIEE WA £ USLICL LY o= R e i
HIAZ MSEIE EMTE 7tEl7)E BBl A= Zole HESI QIEfmolAd (S22 F7HEL

Ch 2t E ElolE2o| HZAE alixstH 2t HO|Z0M A=EXQIE BtREI0| AIS2E & |7-|5'L—IEP
ZE£2 AL83stod 22T Elol= Zst7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ & iL|C}H.

2. HMEFOMA=ZZQIEE ME4FILICH
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3. HolE{o|d=xQIEE MEffLICH

4. ZE(Actions), 2t & E| 0|8 ZtE2l(Manage route tables)E *t&| 2 ME4EFL|CY,
5. Eoimzt 2t H 0|82 E MEISHHLE MEH FATHL|CH

6. ct<E Elo|2 =™ (Modify route tables)2 MEEFL|C}.

BHES ArS5toqd 2t EIO|E 2dZ&5t7|

» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(Windows PowerShell& T )

VPC A= ZQIE HA HE

HOo|ESo| A=EZPIEN CHEF FNEZQIE HAMZ HEIS0{ VPCH M A=EEZQRIEE S8l DynamoDB
off CHEt HMHAE Mo{E = UELICH JEEQIE HAMS UL|O|EE A2 HE ALE 0| HEE[ZHX|
HE YL 228 = AsUo 7|2 HMoHE ZE HMAE HSELICH AHMEH LI82 I=EZRIE
S EHEg HESHMAIR

ZEE AE5I0{ A= ZQIE HH HY

1. https://console.aws.amazon.com/vpc/0il X Amazon VPC 2&2 LICt.

2. EHMFM A=ZOIES MENEHLICE

3. ZOIEQO| A=EXQIEE MEAFIL|CE

4. ZEQ(Actions), H& tZ|(Manage policy)E MEHELICE

5. ZE HMA(Full Access)E MESH0] MH|A0] CHEH M| HMAE SHESHL AFHERF X|H
(Custom)2 ME4SI T ALS AL X|H HHME gLt

6. MES MEELICH

BHEES AE5t0d HO|EQ 0| EZQIE 75T

« modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(Windows PowerShell& =)

C}2 2 DynamoDBO| HA|AS7| @8t AEZQIE &AM o| of L},

m
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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ExampleOi|A: ¢47| T8 HMA &

HMAE 17| TE HMAZ KBt HHME HHY = JU&LICH CHS EZ2 DynamoDB E|O|ES
QHstn dHE £+ JUe HetES FofgLct
{
"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

}
]
}

Example0i: £’ E|O|= 0| CHEF HM|A X[

£ 7 DynamoDB H|O|20| CHEt HAM|AE HMFtste HAMS MMHE = ULt O HA2 X|YE
DynamoDB HE|O|E 01| CHEt HMAE &S LICt.

"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"
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}

HO|IEQO| AEZOIE ALK

HO|EQ0| AEZQIE AHR S OFX|

™M ol= 5 4~ QI&LICH HOIEQ 0| A=x0lE
APA|SHEH MEU 2 E! E|0|E 0] M A= E QI

222 A8s0f AO|ES0| A= ERIE AR

https://console.aws.amazon.com/vpc/H| A Amazon VPC &2 L|Ct

St Zo M AEZQIEE MEFHLCE,

HO|EQo| AEZQIES MEHSHL|CY.

ZtQ{(Actions), VPC QIEZQIE WI(DeIete VPC endpoints)& Atz 2 AMEFLICE.
FOI HIAIRI7F EAIE|Td deleteE U=AFLICEH

P E AMEYErLICH

ok

2

12

WHEEZ AE5tod HO|EQ 0| A=ZQIE ArX|8t7|

 delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& &)

m
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https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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AWS PrivateLinkE & ¢t SaaS A& M A

AWS PrivateLink& AF2 35l SaaS ME0i HIZS7HE HM[ASI0d sHE XMES AHA| VPCOA Al&st=

AMEH o|8e == JU&LCh

LiS
e 2

. QIE{H0|A A= Z Ol

m
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0z

e

AWS MarketplaceE &3l AWS PrivateLink 7|8t2| SaaS M&ES M, 70§ L ZZH|XHLE &=
LICH XEAIEH LI 2 AWS PrivateLinkE AF& 3104 SaaS OfZ 2|71 0|Mof| OFF A HIZIHZE HMA
xI-X °|.A-|| Q.

AWS I EL{E S3H AWS PrivateLink 7|8t SaaS MES &2 T U&LICH REMEH LIS AWS
PrivateLink ItEL{E & X 3IM|2.

ChS CHolo{232 VPC AEXRIE

£ A83t04 SaaS M E 0l HZst= YHE HoiELICH MH|IA S
At HEZQIE MH[AE ddstT ToH A=ZQIE AH|A0 CHEF HAM|A HEFE FOIF L
CH MH[A AH|XFE VPCL| HEU! siLE O[4I A= X QIE MH|A Zho| A E DY ste IEm 0|4

VPC QIEZQIEE MAstL|Ct.



https://aws.amazon.com/marketplace/solutions/privatelink/
https://aws.amazon.com/privatelink/partners/
https://aws.amazon.com/privatelink/partners/
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. Reqgion

YPC endpoint Metwork Load
Balancer

OIE{I|O|A QA= ZQIE AHA]
CHS Mxtof 2l SaaS ME0f| 45t= QIE{HO|A VPC AEEZQIEE MHEHLICt.
ST ALE

I E L4 MH|£0f CHEt QIE{H 0|A A= 22Ol

Im

AAMEL7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

EfAH 2H0j| A QIS ZOIE = MENSHL|C)H.

= 71 o

ANEZQIE dds MEiFrLICH

> w0

AWS Marketplace| A MH|AE FOiEF AL CtE2 =g LCH

a. |8olM AWS Marketplace MH|AE MEHEFL|C
b. O MHIAE MEHEFL|CE.

5. AWS Service Ready X|H0| /= MH|IAE #+ 58 B CIE2 s™&FLICH

a. S 8oiM PrivateLink Ready TtEL{ MH|AE MEAEHL|CH
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Gateway Load Balancerg& Al&35t01 L E |3 7t&f o{E2t0|dA EXo EEHEE E4HE = UEL
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
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FAFE):

1. Egf=o| RIE{Y HO|EY0|E S5l MH|A AH|RF VPCE So{ZtLct.
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3. 2ot o{ZEIO|HAE ST HALE 2?I5H EEi 20| Gateway Load Balancer2 & ELICEH
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2 Elol8 T dof et EiEo| Qe HO|ES0|2 M&E LI
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off HMAE = UA&LICH

Gateway Load Balancer IEZQIE 7} IPv4E X|¢ote R A=xQIE HIE-?—.IEL QIE{H|O|AE IPV4
FAE Z&LICH Gateway Load Balancer IEZQIE T IPv6E X|ste A2 HEEQIE I—'||E
3 IEHOo|AE IPve FLAE #&LICEH QIEXQIE HERT QIEHH0|AL| IPve T4 QIEHAIZ

S5 GTE 4+ iaLI ASZOIE LEYD QIEHOIAR IPv6 TAE AR50 MHstE B
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ClE MH|A O|HIE O CHEH L E] 27| EHHE B RSHAAIR.

2E&£2 A835H04 8 M +=H3517|

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC

2. EHMFMA=ZQRIE MH[AE MEAEFLICY.
3. A=xEQIE MHIAE ME4EFLICE
4., ZE(Actions), AEZQIE £ MY 5
L|CH.
5. Acceptance required(=2f EQ)E MEHSIHLE MEH FAFHLICH
6. HHE AE MES MEIELICH
BHES AS5tod £ dH L]

» modify-vpc-endpoint-service-configuration(AWS CLI)

Z(Modify endpoint acceptance setting) 2 X2l 2 MENE

« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& T )

2&2 ME5to] HE @ B E= HESH7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2 EtAM XM AIEEZQIE AMH|AS MEHEHL|CEH.

3. QEXQIE MHIAE MEHEHLICT

4. QAM=XZQIE AZ(Endpoint connections) B0 AIEZQIE 1Z4E MEAFFL|CY,

5. 914 QHEE £E5t2{™ & (Actions), EXZQCIE HAZA 2% $=2F(Accept endpoint connection
request)= At 2 MEHEILICE 2 Q1 HIA|X[7} LIEILE™ acceptE 24T CHE 2l (Accept)2
MERSEL[CH
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6. 94 2HE HESE{™ & (Actions), AEZQIE HAZA 2% 72 (Reject endpoint connection
request)& Azl 2 MEAELICH = QI HIAIX|7} LI} rejectE 28t CFHS 7R (Reject) & M
EHerLCt

BHUES ME5to] A QY & E= HESH7|

« accept-vpc-endpoint-connections & reject-vpc-endpoint-connections(AWS CLI)

« Approve-EC2EndpointConnection EE= Deny-EC2EndpointConnection(Windows PowerShell& =
™)

EC WHMo| CHE 718 HAYE FH3l6tH, =X QIE MH|A HO|X|e] 2= WHM Bo s 78
doqo| EAIELICE 3HX|EF O 718 FUR2 A= 2 QIE MH|AN RIS 2 EMH3LE|X| St M, AWS
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2= WMol M 7H8 B0l AZZQIE MHIA0M AL E FHI7 ElZI7HA| Z 2ol 2 4 UL
Ch. RHS S TS AL B0I2HH, A 7H8 YoI2 A QI MulAoIA EAIEHSEY| Fof Ci7| AlZt
242 MSstof A= EQIE Mul2of Chet 2= WalM 2alst7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 LIC}.

EfM ZHo|| M IEZQIE MH|AE MEASHL|CE.
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JS.*o*(Actions), 2E WHM @44 == 294 dl{Al(Associate or disassociate load balancers)E &4

ZQIE MH[A TS Eeoi et HEELICH oA
« EZCUHME A=EZQIE AMH|2A0f AstedH &lgtE MEfFLICH
2
H

EZQIE MH[A0|M 34 sliA|sted™ & elgte| MElS FAFLICH 22
MEdE[o] R{oqok BfLICt.
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» modify-vpc-endpoint-service-configuration(AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& )

ZF 20| 2=

H
MH|AQS| IDE A o+04 HS SE5HH FHLICh
Z2lolH! DNS 0|2 i

Z3ho|4! DNS Ol8 8 A= ZQIE AulAo] HZBY 4 aLich Z2to|% DNS 0|8 912
DNS MEHoIA E0010f it 828 2IFl0|= a0k BHLICH, AHIA AHIKI7F Z2H0IS DNS
S8 4+ oMM MulA ZTRTL AHIKIS] THIQI A9 AFAIS ZWaHoF BHLICH APAIEH L

OlE Pl HHeig BESIAIR.

FLE£2 M50 A EZQIE MH|A Z2L0|E! DNS 0| £X5}7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC & & iL|C}.

2. EMFOIMA=ZQIE MH|IAE MEFHLICE.

3. QI=EQIE AHIAE MEHSHLICH

4. ZE(Actions), Z2}0|8! DNS 0|& 4= (Modify private DNS name)2 X+l 2 ME4EHLICE

5. ZZ}o|8! DNS 0|&& MH|A0f 917 (Associate a private DNS name with the service)S MEHE T
ZZtO|5! DNS O|§2 = gfLct
- ZHQI 0|0z ABXIE AFS3SHoF BLICH
- ZHQIO|F0l ALUEFIEE AEE = U&LICHO: * . myexampleservice. com)

6. WHEAE MES MEHELICH

7. ZEtO[Z! DNS O|§2 &Ql & Ef7} verified(2 Q1E) Q! B MH|A AH|RIZL ALSE = U&LICH
2Ol HEf7} HEE[= 42 M 912 0| HE XS 7|E Hdd2 d&g s ux| etauct
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BHES ALEstod Q=X QIE MH[A ZELO|E! DNS O|F +=7d5t7|

» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& T )

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt

EfM ZHol M IEZQIE MH|AS MENSH|CY,
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2
3. QEXZQIE MHIAE MEHEFL|CE.
4

Actions(&d), Verify domain ownership for private DNS name(Z2+0[5! DNS 0| of ciet =2l
AR T EHRNZ A2 MEIELICE

5. =l MAIX[7} LIEFLITHE verifyE /245t CFS & Ql(Verify)2 MEHEILICEH
BHEZ2 AS5to{ TH QI =Rl A|ZHE7|

« start-vpc-endpoint-service-private-dns-verification(AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification(Windows PowerShell& T )
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KIEIE IP 54 S8 £H

A= EOIE MulA0M X|HSHE IP E4 RS HAY & aLich

AEZQIE MHIANM IPve LHE e = AT E 5248 Y Network Load Balancer7l & A
EHIP A Q32 AFR35HoF BFLICH CHAMO| M IPve ECHEIS X|HE o= QiaL|ch AIME Lige

Network Load Balancer Al AMEMO| IP T4 3L R X5HAML.
ZE2 AME50] X|HEl=E IP T4 Y =617

https://console.aws.amazon.com/vpc/H|A Amazon VPC 2&2 dL|Ct

ELAH X0 M HIEZQIE MH|AS MEAEHL|C}.

1

2

3. VPCAUE=EZQIE MHIAE MENEL|C}
4

Z}Q4(Actions), Modify supported IP address types(X|HElE IP T4 8 )2 xtall2 Mg
L|C}.

5. Supported IP address types(X|HEl= IP FA )M CIS & SHLIE s&igHLICH

. IPva M- IPv4 88 2SS A= EQIE MHIAS BAS LI
« IPv6 %4 - IPv6 QM 2SS A= QIE MHIAS BASFLID
+ IPv4 U IPv6 AEH - IPv4 U 1PV QS 2T 2T A= ZIE Mu|AS HAsHELI

HE ALY MY S HEE L

o
O

HHEES A8t X[HEE IP FL R 617

» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(Windows PowerShell& =)

EflT 22

2laAof B2 E X|FetE X0 @ 7o et 2[AAE AlEsHL EF/ste Ol 8 =+ JU&LICH

Z£ 2 M3sll AE=xQIE MH|A0f CHEF B 2HE(SH7]
1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &8 iLIC}H.
2. EHAMFO|MA=ZRIE MUIAE MEHFFL|CE.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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3. VPCYUEXQIE MHIAE MEHEILIC
2, Ef I EIE MENELICEH
Z7+e 2t efoi cHal A EHT F=7H(Add new tag)E MEHSH T Ef 7|9F E T gt 2 =T LICH

M7HstedH Ef T 7| & 2f 2B /= M7H(Remove)E ME4FFLICE.

EtAM XM RJIEEZQIE AMH|AS MEHEHL|CEH.
VPC AEZQIE MH|AE MEHEH OIS A= X OIE 9474(Endpoint connections) B2 MEHELICE

=
S Zr(Actions), EH1 2 2|(Manage tags)E M= LT}

2
3
4
5. F7tg Z {10l ciai AH B2 F=THAdd new tag)E MEHSHD EfT (9 BT gL IBIgrLICt
6 M7 sted™H el 7| & 2t LEFH | /U= XM7H(Remove)E MEHEILICH

7

ZE£S MEdl A=ZQIE MH|A HErof CiEr BT #HE|5HT

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& & LICt

ELAM X oM AEZQIE MHIAE MEHSHLICY.

i
I

o
VPC AEZQIE MH|AE MEHE CtE 2ot X 51&(Allow principals) B2 ME S LICY.
PIEIRIE MEHE CHS 2 d(Actions), EH1 & 2|(Manage tags)E ME4EFLICEH
Z7+e ZH efaoi CH3H AH EHT F=7HAdd new tag)E MEHSH T Bl 7|9 ENT Z2fS U=4ELict

M7HstedH e 1 7| & 2 RLEZ | /= M7H(Remove)E ME4ELICE.

N o o bk~ W Db

HIES AI8stod Bia F7} EE= M7HSHT

« create-tags & delete-tags(AWS CLI)

« New-EC2Tag & Remove-EC2Tag(Windows PowerShell& L)
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ME|o] Ql&LICt el 2 HAS UEZ HEZ! T MR DNS M| TXT HIZEE F7}6H0F &L

Ct.

4

T H2lel DNS ol TXT BlZ =71 UCh= 20| &z M A/ H #elo| 2= ELCH

HZEE F7tet 20= Amazon VPC 2£2 ALE5H0{ Q! &l T2 MAC| HEIE &HlE = U
&LICH B Zo M A= ZQIE MH|AE MEHSHL|CH =X QIE MHIAE MENS T Details(ME X
2) 4ol M Domain verification status(= HI Q1 2 Q1 AHEl) 9| 2
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A2 E 2 O 7|CHFCH 3tHE ME DEILICH 2 B HA ZZNAE =522 AFE
&LIC} Actions(ZFd), Verify domain ownership for private D 0
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ZZlo|H! DNS 0|
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&0l A Ef 7} failed(AIH) 2 B the section called “T M2 QI EX| sHZ2” MME FEXFHAML.

OlF Y 2t 7t 27|
TXT B 2= A3l |§ ot Zt2 NS ELCt 0 & £04 AWS Management Console0i| A O] HE
A8 £ Ql&LICH AEZQIE MHIAE MEHS T AEZQIE MH|A Q| Details(MlF HE) E4of|
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A‘l Domain verification name( H| 2!
L|C}. CHS describe-vpc-endpoint-service-configurations AWS CLI B E AL2 35104 X|HEl
E MH|A9| Z2t0o[5! DNS O|F o CHet WEE AME = U&LICH

2l 0|&) & Domain verification value(=H|Q1 = Q1 ZhH)E = QlFt
ZE|l o= xZ ol

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

£20| of= CtS Z&LICH Value L Name2 TXT HIZEE MEE I AASELICEH
[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]
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nslookup -type=TXT
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3. OlF Et7lol &0l text = ChSol BXFUO| TXT 2k0 k|5t X| &olgtLiCt
07| oMo M= BlZE7t SHIE HAIE B2 £330 CtZ0| Z & Euct.
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« create-vpc-endpoint-connection-notification(AWS CLI)

« New-EC2VpcEndpointConnectionNotification(Windows PowerShell& T )
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com

},
"Action": "SNS:Publish",
"Resource'": "arn:aws:sns:us-east-1:111111111111:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
}I
"StringEquals": {
"aws:SourceAccount": "111111111111"

e

7| &Y %7}

o5 5HE SNS FXIE A8 3HE B KMS 7ofl CHE 2|44 BA2 AWS KMS API 2ig 55 AWS
PrivateLink 5} 7| 2I8HE AlZ[aHoF & LICt CI=2 2 oAl 7| A4 QL|C}
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https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://repost.aws/knowledge-center/sns-edit-topic-access-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "vpce.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111111111111:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:us-east-1:111111111111:vpc-
endpoint-service/service-id"
},
"StringEquals": {
"aws:SourceAccount": "111111111111"
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2. EM Ao A= ZOIE MHH|AS MESSH |C}.

3. A=EQIE MH|AES MENELICE.

4. =(Actions), Y= ZQIE AtK|(Delete Endpoint)S &t 2 MEAEHL|CE
5. QI HAIXI7t LIEILIE deletes RUZAE CHS ATKMIE MEHENLICH

HHES AE6t0 A=ZQIE MH|A AK|&t7

* delete-vpc-endpoint-service-configurations(AWS CLI)

« Remove-EC2EndpointServiceConfiguration(Windows PowerShell& &)
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Amazon Virtual Private Cloud AWS PrivateLink

2|AA VPC QEZQIE(E|AA JC EQIE)E AFR6HTH CHE VPCO| VPC ZIAAO HIZTHE AAMA
g £ QI&LICE BlAA AEZQIEE AI26IH O|O|E{H|0|A, Amazon EC2 QIAEIA OfE 2|7 0|M
A=XZOIE, CMHQl O|F CHe, == OHE VPCO| Z2tolH! MEUIO|Lt 2 8|0jA BFo JUe =L
UE IP FALQH ZE2 VPC BlAA0 HISHE G HMAE = JU&LICH 2lAA A=XQIETL §F
o™ vPcol RE{L! HO|EQ0|E F7}8F7H{LE AWS PrivateLink QIE{H O|A = 2 Q1E 2l Network

Load Balancerg AI&35104 2|AA0| HMASHOF & LICH E|AA JEXZOIENE ZE WHMII EHS
StX| fea 2 AFEXI7FVPC ZlAA BT HMHAE = USLICH VPC ElAAE ElAA FHOZ
EANEH, 2lAA T8 2AA HOo|EQ0|eF A= L]Ct.

o
iy

ClAA AEXZQIEE AFR5104 BlAAN HMHASH, E|AA VPC UHEEZQIET T2 H|X'IEl Alzt

CHR(2 @ 20| T ELC £t 2lAA0 HMAE M XM2|E Ho|HZE(GB He)Hz 2F0| 2utE

LICH REAIEH LI 2 AWS PrivateLink 2 28 HXSHAA2. 2lAA T B|AA HO|ESO|E S35l

2lAA HHNAE EM35tH, 2lAA HOIEY 0|7 M2l HIo|EZH(GB EHel)oll et 2F 0| E+E
P

LICt KtMISH LI Amazon VPC Lattice 2 22 X ZESHAAIL.

LiS
- e
- DNS ZAE 0|8
- DNS =l
« Z2}0|H! DNS
I

e
RpAlol AHol U Blas EE OHE AYM SRS ElaLof HHAE = JUELICH E|AL00 A
MAstEd® 2[Aa4 VPC A= ZQIEE Y HsHok 5tH, 0|& Sall VPC L AELID} 2[4 A ZH I E X

e 133


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html#loadbalancer
https://aws.amazon.com/privatelink/pricing/
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Ct= describe-vpc-endpoint-associations BEE AtE St ElaA AEZQIEO[DNS S 2 & Qe

= A&Lch

aws ec2 describe-vpc-endpoint-associations --vpc-endpoint-id vpce-123456789abcdefgh --
query 'VpcEndpointAssociations[*].*'

CtE2 Z2t0|%! DNS7t & 43HEl Amazon RDS Ci|O|E{H|0|A 8 B|AA AEZQIE Q| o Al E2{QL
Ct. 2 i DNS O|§2 7I& DNS O|FLICt 5 Hmi DNS O|§2 &% Z2to[W 24 B9
AN=EZQIER HER AJA=ZQIE CHE RYE A=ZQIE LEL|F ClE{mo|Ao| Z2t0o| IP F4
2 Folghuot
[
[

"vpce-rsc-asc-abcdl1234abcd",
"vpce-123456789abcdefgh",
"Accessible",

{
"DnsName": "vpce-1234567890abcdefg-

snra-1234567890abcdefg.rcfg-abcdefghl23456789.4232ccc.vpc-lattice-rsc.us-

east-1.on.aws",
"HostedZonelId": "ABCDEFGH123456789000"

}I
{

"DnsName": "database-5-test.cluster-ro-example.us-

east-1.rds.amazonaws.com",
"HostedZoneId": "A1B2CD3E4F5G6H8I91234"

Iy

"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/

rcfg-1234567890abcdefg",
"arn:aws:vpc-lattice:us-east-1:111122223333:resourceconfiguration/

rcfg-1234567890xyz"
]
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https://console.aws.amazon.com/vpc/
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« create-vpc-endpoint(AWS CLI)
« New-EC2VpcEndpoint(Windows PowerShell& &)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
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+ delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& &)
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» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )
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https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html

Amazon Virtual Private Cloud AWS PrivateLink

B Zito|d Y HIED 9HS S8Y 4 UBLICH BlaA THL EHTS 245 2laa A

O|Ef{olet AZELICE

LHE

- 2AAFH R

« ZlAA HOIESO|

o BlAA FZXo| AKX XIH =M@l 0|F
o 2lAA AHIRO| AFEA XY EHIQI Ol
- MHA HESRT AR A8 XY ZHQI OIF
. BlAA KO

« IZEE

- ZE H9

o ZIAA HAA

o MHIA HERT 8o HZ

« MHIA HERI 8F

- E S5l 2laA FH 3/ AWS RAM

« ZLE{Z

« VPC Lattice0ll M E[aA 74 44

+ VPC Lattice 2laA TS I8t 014 #E

Blas Y2 04X RYO| US = UALICH MECOHE RE2 CHLE SFO 2|4AE EdsHE O

AHEEUCH ChEnt 22 ol A&

- B EaA FEIPFELEE TH OE SEHMCE SRE & /UGLH

« O Blas FE et Elas FHE 28 SRUMCR IRE & UsLH

- ot ElAaA FH OE Blas FHO Y. IP FA EE ZHQ OIS UEHLICH SEXMoZ
SRY T CH IS YFEN SRE = JU&GLCH AFEH IEM FIH6HHL 2 E0AM A7
g = UELICH FItstH slid T80l HMAE £ e ZE MEO| AHS2E HMAE = U7 EH
LIct.

+ ARN Z|AA 74 AWS AMH|A0| ols Z2H|IMHI L= RIHEE 2lAA SEE LIEFHLICH of| &
£™ Amazon RDS H|O|E{H|O|A LI} 312 2lAA FH2 AWSHIM AES 22 2tE|EHL|CH

|0

Blas 7E Y 140



Amazon Virtual Private Cloud AWS PrivateLink

2|24 H0|E9 0]

ElAaA T2 BlAaA HO|EQ 0| AZAELICE ElAA HOIESOlE Y ElAAT7) QIx[E VPCE

Eolee dY XH J&E 2 ot= BN HEXI IEHHO|AENNS| EELICH oftd 2|lAA FHE
SE 2laA AHO|ES ool 42 &= U&LICt CHE VPC == Ao EE0|UE T AHE X VPCO|
U= BlAA HAMASH SE 2ZlAAE EBEIO| 11 VPC LS| 2|AA HO|EQOl0A 2EHE S0
QE WXEH AgLct

clAA SR AEX XE =HIQ! 0lF

2lAA S2XE 2lAA AH[XIL 2lAA TP HMASHE O A8 E = example.comUES} 2
=

2l 0 HEA 2/ S0/l O/8E U < Sl LiCt. NEX XY S0j2l 0lBE 2ok 3
SR AR L =HOIst AL EFAF 2 AWS THQIY £ UALICH 244 BIRE Bl44 T4 A

&35tod FHA| F2{AE I Kafka F2{AE], TLS 7|8t of ZE[AH0|M EE= T|EF AWS EI*’*% SRE =+
A&LICH

Elas 4 SEXtols ChE 1ed AFE0

0¥

MEE L

« Elaa FHols AFSAE XY ZHlof stLtEr

L

=2
=
« BlAA FEO MAER X EH Q! 0|§2 HEE &+ l&LICH
« AEXXIHEH EHQ 01§22 2 2l&aA T4 AH[Ro|H EA|FLICH

 VPC Lattice2| =H|2! O|F &HQl ZEMHAE ALE5t04 ALEA X[H EHIQ! 0|2 &g &= UsL
Ch. REAISH LE 2 EHE & Z 54 Al https://docs.aws.amazon.com/vpe-lattice/latest/ug/create-
and-verify.html.

02L
I
i
bl
ol

I
8FL—|'-'-P Olg st 2
&gLICH 280l 1 ‘E
VPC LatticeE 2|4
ob& 1 |Ch

| 9| 2lAA FHO| AR MY & 2lAaA FHUHM 28
| 2| AA Mol OE &
T

o
EHI°|0| NE B2 3P$-|01| EHEF A8 XIE ZHQ! ol&

O|

E
_>,|_
1o
<
U
@)
=3
x
ol
)
H1
I:I
ro
o
ojn
[=3
]
rok
Fol
[>
om
02
12
[0
|
HU
o
Rl
oC 30
Q'I_l
A

2laA AHIXZE AR A XIE ZHIQ! 0|& 0] UE Elas Fol| cHEt AZE S & g3l st VPC Lattice
7t VPCOll M Route 53 ZE2I0[2] AR FHE e[t F 518E + U&LICH ElAL AH|RHE VPC

-
| 4
Lattice7t ZE2}O[S! EAR JFAUE HEE + ULSF 518 = lof CHa| MESHE SM40| JU&LICH

B[4 AlO[ESO] e


https://docs.aws.amazon.com/vpc-lattice/latest/ug/create-and-verify.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/create-and-verify.html

Amazon Virtual Private Cloud AWS PrivateLink

A HEQZ A=EZQIE EE= MH|A HESRT VPC HAS
H private-dns-enabled It2tOE{E AHE = UELI
FH A HIXH= DNS M2 A& 35104 VPC Lattice7t Z 20
|48 4 Q& LICH AH|AF= CF2 = 20|H! DNS 7|2 MX =of

2lAA AH|KME 2lAA AEXZQIE MH
E5l 2lAA FAdof CHst 942

Cl. private-dns-enabled It}

0
4l S AT Qoig BElY THRIS X

M MEE o l&LCH

]]olI =

ALL_DOMAINS

VPC Lattice= 2= AEA X['8 THQ! O|F0f Z2t0o|H EAE YRS Z2H|MHIELICH
VERIFIED_DOMAINS_ONLY

VPC Lattice= S= A7t ALEAF X|H EHQl O|F S & QlEh Aol ZEto[ 3AT F¥S 22
HIM 'S grLIct,

VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS

VPC Lattice= &QIE 2 E AF8A XIH =HIQ! 0|F & BlAA AHIRZ X[H5H= 7[EF ZH|

2l o|&of CHall Z=z2to|! EAR FAg T2 H|XMIFLICH 2[aA AH|RFE private DNS

specified domains ItZtO|E{0f| =H|Ql O|FE X[HELICY.
SPECIFIED_DOMAINS_ONLY

VPC LatticeE Z|AA AH|XRF7} X|&8F T 0@l O|Fof CHal| Z2l0olE! S ARl P¥dg =2 H|X{HE
LICt 2lAA AH|RHE private DNS specified domains It2HO|E{0f EHIQ! OIS XIYE
L|C}.

Z2to|H! DNSE &#493t5t™ VPC Lattice= 2lAA 780 AZAE AL XL XIH =HIQ! O|F o
CHEE Z=eto|H! 3 AR P2 VPCoH| MEgfLct 7|2XMo2 Z2t0|8! DNS 7|2 dEH2 2
MHEELICIVERIFIED_DOMAINS_ONLY. &, El&A SZX7F AL A X EHIQ! O|§ S &2l
gt Z20Bt Zeto|t! ZAR FAHo| HMELICH Z2H0[8! DNS 7|2 -2 ALL_DOMAINS
= 2 M™35HH SPECIFIED_DOMAINS_ONLY VPC Lattice= AFEAF X' = HIQ! O|E 9|
2ol AEfof ztAgl0] Z2to|8l AR Fdg MELICH X|IHE =Helof Cis Z 20|
HI S AR o] MMHEIH VPCOHAM siE EHQISZ 7= ZE EZ= 0| VPC LatticeE &
af 2t =ELICH o248t Ar& Xt X' =@l O|Fofl CiEt EEfZl0| VPC LatticeE S1tst
= <02k ALL_DOMAINSVERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS, EE&
SPECIFIED_DOMAINS_ONLY 7|2 MM & At&st= XWo| E& L

EI_.__ AH|Xl= Z2tOolHI DNS 7|2 M™HE 2 M5t 20| Z&LICHVERIFIED_DOMAINS_ONLY
0|2 E35l AH|XH= VPC LatticeTt 2|AA AH|AF HEO| #0IEl =HQlof ZE0O|E! SAEI Qoig =

EHIH ISt 5{8sto] 2o BHE &

et
1
30
o>
C
o

2lAA AH[XS| AHE AL XIH EHIQl OlF 142



Amazon Virtual Private Cloud AWS PrivateLink

Z2tol8! DNS X|™E ZHIQloM EHQIE MEiSHY| 5] 2lAA AH IXP ot 2 ™MytstE =HQl o]
&2 Ymy.example.comdt HLIQt Z2 AUEFIEE AIEE = U&LICH* . example. com.

Elas T AH|XFO A= CHE 18 At o] MEELCH

- Zto[S! DNS #d3} meti|EEs HEE + &Lt

« VPCOIA =Z2}0|E! ?./\%'% A5tE{™H MH|A HERT SlAA HZE0|AM Z2I0|E! DNSE #4435}
SHOF ELICH BlAA THo| AR MHIA HERT ElAA @4Z49| Z20|8! DNS &M35t AEl= M|
AHEQIAEZQIE FF= MHH|IA HER3 VPC 94282 —2t0|H! DNS 43} AEE XK o|&t
L|C}.

MH|A HERZ AR ASR XIE ZHQ! ol

MHIA HEST BlAA 94Z9| ZEto|8! DNS X £442 MH|A HENT A= ZQIE I MH|A
E2{3 vPC &2 Z2t0|! DNS X|H &8 G olgfLct.

5
= 42 VPC LatticeE MH|A HERT AEZQIE = MH|A HELT VPCs ¢3Z0iM Z2t0[H!
DNS7} #Mstx|o] UEHEIE MH|A HERT 7} 1ZEE VPCHIAM SHE 2lAA T Mo Cieh Z=z2tolE!
SAERIQodg m 2 H|X{SHK| gt&LCH

MHIA HEQZ ALK MHIA HEQA 2lAA 91242 MAdstn Z2lo|d! DNSE 243515t K| o
_|

ARN £309| Z|AA FA0| A2 =ZFl0|H! DNS E2a = trueO|D Y438 £ Qi&LICH.

BlAA ZMOM BIAAE C}S W = 5tLF2 AlHE 2 Qla Lt

« Amazon 2|&A O[&(ARN) 7|&: AWS MH|AMM Z2H|XEStE X[HEE B
ARNS Z Al#dgh £ QAL X|HE|E 2|AAE Amazon RDS G| O|E{H| 0| A 8
AMAE = Us SHAEO| CHE Elas FE2 dEE = slaLch

%

==

=
AR

. THQI 0|2 CHAIO 2 Aldd. Zyixdo 2 &HQI8t &
O|F0| VPC 2|F 2| IPE 7tE2[7|& B, VPC LHof

-« IP FAE Al Pv42| F2 10.0.0.0/8, 100.64.0.0/10, 172.16.0.0/12, 192.168.0.0/16 | LHS| =
2hol IPE XIHGRfLICH IPv62| @< VPC LHC| IPE XIEE LICH HER IP= X|EIX| eE&LICt

£ tHel ol xIEE + A&LIct =2

ol
NAT HO|ESO|7} Rlo{oF BfLICH.

MHIA HEZ ARK| AFEAL XIH Z=HIQ! 0| 143



Amazon Virtual Private Cloud AWS PrivateLink

IZEE

Blaa FEE Yde W 2|AAT X|HY Z2EZE Holg + &LICH HRiE TCP Z2E 2T X|

ELCH

ZE H
BlAas THE YHE M 2YS +HE ZEE YHolE £+ QlaLct O E ZEo CHE 2210|AUE o
MaE $8=IX| eh&LcH
B4 A M| A
E VPC HEZQIEE ABSHHLE MHIA HERHIE Sdll 2lad FHS Y HMAE = QY

ol
=

AHIXPEH, KO VPCHM 8L HAE L] ElAA 7 0[Lt CHE Ao AWS RAME &
2lAA LMo CHet HHAS 443518 = U&LCt

Ok m> k>
o C

rHT_.__>.i

2la 4 TAdoll ZIE AHAA

AWS PrivateLink VPCOIlM ElAA R39| VPC AEXZQIE (E|AA A= ZQIE)E M504 VPCO
MElAA FHO| HIZIHE AMAE = JELICH ElAaA AEZQIEE Mdst= SEol CHEH Rt
gt LHE 2 AWS PrivateLinkAt& B XMLl VPC 2[AA HMAE FESHAML.
- MHIA HESIZE S8 ElAas T4 ANA
ElAA THEE MH|A HEL|F0 99251 VPCE MHIA HEQIZH| 2dZ2E 5= QlaLict ¢ZS
Sl E= MH|A HESR3 VPC ?i_ CIEE AF23l0{ VPCE AWS PrivateLink AH|A HEQ3
of e1Z@g = JU&LICH.

MH|A HES3 odZ0] CHEt REAIEH LI 2 VPC Lattice MH|A HEQIT3 o442 2|2 2 Z5HM.

MHIA HIERS VPC A=ZIEof CHEF REAEH LIS S AWS PrivateLink A& AEAMO| AH|A L
EQ|g HMHAE HZFAL.

VPCOIlA| Z2}0|8! DNS7F 2AI5HE 742 S U 2|44 TA0] Chal| 2lAA A= ZQIEQ AMH|A L
EQ5 = HZQIES SAlof AAds 4 QiaL]c
MH|A HESQ3 S30to| 44

Account-B2} Z2 AH|X} A1} EI/\/\ Mg 2RSE B Account AWS RAM-BE EZ|AA VPC
AEZQIE FF= MH|A HERIE Sl 2lAA M40 2 HMAE = USLICH

ZIZ2EZR 144


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-resources.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-service-networks.html

Amazon Virtual Private Cloud AWS PrivateLink

MHIA LEIE S 2142 TAI0l AM A2, Account-B7t 1T El44 TAS MHlA HE °4
30 dZ2stoF ELICH MH|A HEQTE HE 7Hol S/ + JU&LICt matAM Account-BE (BlA
TA0| AZAE RFAIO| MH|A HE LI E Account-C2t & 5509 Account-COHIM T ST EI/\AOH oH
MAE = JU&Lct

O[2{8t MO|M SR E YXIste{H, Elas FHE HAHE 7t SR7E 7158 MH|A HERZ 0l FIHE &=
LS Xge + AUGLICH 0] 4 E ot Account-BE aliE 2|4AE S22 OHE HED S/ &
Lt 3/ 7ts8t MU|A HER{Z0o| F7HE £ igLct.

MH|A HESR &

Account-B2} ZH2 CIE 7 2lAA TS 2R E ] Account AWS RAM-BE CI2 M| 7HX| & S

1l
SILIZ Z|AAO| HMAE

. BlAA SEO|VPC A EZQIE AMS(EIAA VPC AHEZQIE),

o
« MH|A HESI3 89 VPC AEZRIE AZ(MH|A HES|IT VPC A=EZRIE).
A

MH|IA HE 43 1ZAE ANESlE B2 4 2lAA0= AWS A L BIREIE £ Qi
129.224.0.0/17 EE 9| MEUT |P7} EEEILICt O|= VPC Lattice7t EBJE! 2 VPC Lattice U E$

3E Sl HHI/\E EP%’-%'%*E MBS |8 HFA SEN EHEZ MEELICLO|FIPEF
VPC CIE EolE0] &

MHIA HERT VPC AEEQIEQ MH|A HIEQT VPC IZE M83tE B2, Blas 782
Account-B2| MH|A HER|30i ZE E[o{0F FLICH MHIA HEXHI= AHE 72t |7t 7ts& U
Ct. [F2kAM Account-BE (ElAA T8 ZEEH AF4lo] MH|A HESITE Account-C2t 3 55104
Account-CHME 2|AA0 HMAE = JA&LICt 0|28t MO|x SRE YWXIGHEH, 2ol 74
Ol H’E 7t 3R] 7ts8 MHIA U ESIF0| FIHEIX| A& K™Y &= UgLct ol M2 stH
Account-B= g 2|AAE SREHLE SR 7IS8 MH|A HER{Z 0| FIHE = gi&LICh.

E Saff 2lAA 78 37 AWS RAM

ElAA FMH29 EEELICH AWS Resource Access Manager. AWS RAME S35l 2lAA TS CHE
AYL SRE = U&LICH BlAA FH2 AWS A-ED SR5HH Y AHe| ECt0[AHET} ElAA0
HISHE HMAE 4= A&LICH AL TH2 AWS RAMO| E|4A SRE AB5t0] SRE = &
L|CF.

AWS RAM Z2&& AE5t0 FIHE ElAaA SR, AMAE = UsE S| Bl ElALE SHE
AWS HHEHE 8 $ U&LICH RHAMIE LI& 2 AWS RAM A8 MEMO| SRES ElAAE FHESIML

MHIX HESIZ 98 145


https://docs.aws.amazon.com/vpc-lattice/latest/ug/security-groups.html#managed-prefix-list
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html

Amazon Virtual Private Cloud

AWS PrivateLink

2laa TAD SYs AT CHE VPCOIM BlA20 HMASHH Blas THE ZRY W27} o

&L|CH AWS RAM.

DLHE

Elas FEUM ZLEHE 208 g45te = J&LUCH 238 ©8

VPC Lattice0Ol M 2|44 T4 4
Elas FEE dEEuoh
AWS Management Console

ZE£E MEst0{ ElAaa 7 ddst7]

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC 2&2 LICH.

2. &AM 2 o| PrivateLink & Lattice0ll M 2lAA TS MEAFHLICEH

3. claa 7o ddg MEELC

4. AWS AHE LM TRt O|F S UHTLICH ElAA FH0| WHE o= 0| 0|2 HEE
& l&Lch

5. 78 RYUMEU EE= ot 2laA8 Elad B 52 2lad D88 BlaA IES M

gLt

6. O|%of st

2la2 HO|ES0IE MEstHLE M2 M43t

7. (M AE) ALEAL X|E EHQl 0|§ 2 YR{stEiH ThE & StLIE S LI
- BYRdoglas 7E0[R E S ALSA XM TRl o|§ & e + &Lt 2
24 AH|AHEO| ZHQ) OI& S Ar835t0d 2la4 F &0 HMAE = U&LICH
- R¥I=E HstelolElaa 7Y OI e B2 UM IE Blas T80 28 T2l
X|gsfor BLIcH CHE 2 2 39l 2|44 Fdole & THQlel e =H Qe AP%XP x|
Y nelol (g = laLct
8. (M= Atg) =2l IDE YEfLIC
Coiel ol&2 #elsttis B2 52 IDE MS¥LICH 0IF &4l 2laA &H[R= AH8RLTE
Lol ol 276t IS & = /A&
9. Ol 2laa FHoR LIEHH B|AA0| AMEXE MEELICH
10. Bl&AE SRE ZE HIE MEFLIC
1. A4 d8ollM ol 2|22 FHE SR 7tsE MHlA HIESZ e Ad¥ = UEX| 08 E X
x5

2UEE

146


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

12. Blad 7d SR O] ElaA0] HHAY + Qe 2o FHE AlEste Elas SRE M
=HEFLICH
& ZLIEZ0IM ZlAA HMHA 29 ME CHA S E4515104 2lAA A 27t

13. (M= AL

=H
QN SHE ZLIHTE + U&LICH

24T A B FTHE MEst 1 BiT 7|9 BfT ghE U=ELICH

ol

o
14. (ME ALEh) EHOE F7¢
15. Elad M g MEFL(CH
AWS CLI

CHS create-resource-configuration W2 B B|AA TS MMEIT 0|F AFEAF XY = Q!

O|Ft 1@ LICtexample. com.

aws vpc-lattice create-resource-configuration \
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aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
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create-service-network-resource-association WS AL SLICH.
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fol o

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
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--vpc-id vpc-111122223333aabbc \

--subnet-ids subnet-001laabbcc2233445 \

--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333 :resourceconfiguration/rcfg-07129f3acded87625 \

--private-dns-enabled \

--private-dns-preferences VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS \

--private-domains-set example.com, example.org
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpc-endpoint.html
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/quotas.html
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-resource-gateway.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-resource-gateway.html
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared.html
https://aws.amazon.com/vpc/lattice/pricing/
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-associations.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-shared-invitations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html#service-network-vpc-endpoint-associations
https://console.aws.amazon.com/vpc/
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« create-vpc-endpoint(AWS CLI)
« New-EC2VpcEndpoint(Windows PowerShell& &)
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+ delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(Windows PowerShell& =)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoints.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )

s://console.aws.amazon.com/vpc/HlA Amazon VPC 2& & JLCt.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Virtual Private Cloud AWS PrivateLink

IAM £ AWS PrivateLink X|-&
A Ay o

Sl glaA ol

A TH F[(MHIAH) o

ACL otL|2

ABAC(&* 9| Ef) of

Al Eot 91T ol

AE{E] #Het ol

MH|A o5&t otL|R

MH|A 48 g ofL|R

AWS PrivateLink & 7|Elo| M CHEE 9| IAM 7|58 AWS MH|A AIS5HE 2 E 712 xo =2 ot

24 IAM AFR MEAMO| AWS IAMS 2 Ei5t= MH|AE & Z5HM 2.

112!

of CHet Atd 5 7|8t A AWS PrivateLink

IDO]| @1Z3E &~ Q= JSON M8t 23 2 A

ID 7|8t HAS |AM AL X AFEX O FeE Y 22 SEL T
QlL|Ct. olg{st A2 AL} L 2d8to] o{EH 2|A ALl o{iH 70| A oftH ErdS £8list £ Ql=X]|
= AMo{gfLiCt X4 5 7|HF HAMES MM E YHE LolEE{™ IAM AFHE MBMOAM 7724 2H2|E
Moz AF2AF K| IAM Het Zo|E FXSIMIL.

IAM ID 7|[gF %4
Ll Fal=PNES

- L=

AE5tH B E|7HLE HR E[E & 2lAAE ofLlet 2d0] & &L HEF
R t. JSON A0 ALEE = U= ZE 240 CHH LotEE{T IAM A

& HdEBAL||IAM JSON EA 24 HEE HEotM 2.

of CHEr At3 &4 7|t 22 of| X[ AWS PrivateLink

XF2Z3 AWS PrivateLink & 7|dF H2H0| o & HedH MME XM 01 CHst RH79 S8 7|HF Z=H
of| Xl AWS PrivateLink.

SEZ

0l

F e 54 165


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"

}
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc/*",
"arn:aws:ec2:us-east-1:111111111111:secuxity-group/*",
"arn:aws:ec2:us-east-1:111111111111:subnet/*",
"arn:aws:ec2:us-east-1:111111111111:xoute-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
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"ec2:VpceServiceOwner": [
"amazon"

VPC QIE X QIE A‘“:”ﬁO‘” EH%H X|7é'>|%EI- 40l £E|'0|9\| DNS O|E X‘”O-l

VPC HEXZQIE MH|ALI HAZAE ZEIO|E!DNS O|EE 7|EeZ2 £™H s MM J7tsst vPC dlEX
QlE MH|AE ec2:VpceServicePrivateDnsName =71 7|2 AF235t0{ Mo{g £+ &LICt CHS
oMol M= X E Z2H0[8! DNS O|§0f VPC RIEXZQIE MH|AE e = U= HErE Ro{E L
Ct. Ol oM E ArEste{™ 2|17, A ID & Z2t0[5! DNS 0| 2 CHAlISHoF & LICH.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointSexrviceConfiguration"
]I
"Resource": [
"arn:aws:ec2:us-east-1:111111111111:vpc-endpoint-sexrvice/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"
]
}
}
}
]
}
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VPC A= ZQIE Mu|Aof CHal XI&E 4 AUE MHlA 0|& Fo

7122 MM 758t VPC A=EZQIEE ec2:VpceServiceName
LICt CtE oMo M= XIEE ME|A O|§0f VPC AEZRIEE M

S & e HEtE Fo{FLICH O oM E ArEstedH 2|, 7 ID & AH|A O|F S CHA|sHoF 2L

VPC QIEXZQIE MH|A O|EE
2 7€ AHE35tod AMoe = (&
A o

Ct.

JSON

"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource":

"arn:
"arn:
"arn:
"arn:

"Effect":

1,

aws
aws
aws
aws

tec2:
tec2:
tec2:
tec2:

us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111
us-east-1:111111111111

"Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource":
"arn:aws:ec2:us-east-1:111111111111

"Condition": {
"StringEquals": {
"ec2:VpceSexviceName": [

"com.amazonaws.111111111111

tvpc/*",
:security-group/*",
:subnet/*",
:route-table/*"

:vpc-endpoint/*"

.s3"

VPC IEZQIE MH|A0 CHaH X|&E 4 2l= MH|A 0|2 Ao
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A= ZQIE HAMS AR50 VPC = Z I of CHEH M A Ko

AEXQIE HM2 A= XQIEE AFESH0{0]] BMAE &= U AWS EOF F=X|E X|o{5l7| 25 VPC
A= ZQIEO] 1A5H= E|AA 7|HF AL |CF AWS MH|A.

A= X QIE MAM2 D 7|8t HEHo|L} 2lAA 7| A S KA 0|5t HL CHA|SHK| et &LCt of & £ 0
OlE{H|O|A AEZQIEE AI25}04 Amazon S30f| HAZESHE A<, Amazon S3 HZ! MHEHZ AL 5104
EMA=ZQIELF EX VPCL| HHZ!of| CHEF HBHIAE NMo{E == UYU&LICH

LH

« 1od AE

- J|EJEXQIE A

0

=)
1o
C
[ul
I

|

i
ro

- of CHBt = z o
2 e AWS MH|A = JUELICH HXMEXR| A EZQIE HAZ A0 EY = U&LICH A=x22l
E YMZ H4stX| gto™ 7|2 =X QIE HAOo| 4@ ELICt

« REJAMERQIE YHME AWS MH|A X|HstE A2 ottt 7t AIEZQIE YA Z X| 25t K|
AWS MH|A ot= A2 MH|AS| R E A= ZQIEof CHEH M| HMAS {2 eLCt RIMIEH LIRS
the section called “AEZQIE MM x| E7| BHHE HZF AL

« AWS AH|A 0|2/ AIEZQIE MH|AE 8t VPC AEZQIEE MMFIH A= ZOIEO] CiEH ™

A HM| & HEHo| S ELICH

- UEFIE BRH EE ?) e A A7 GARE AlAR A AIERHO:
aws:PrincipalAccount EEE aws:SourceVpc)E X5 MY HEHAE 7|9 S AISE
i&Lch.

o EAE R HMIIE A Y e Z ALEFIE R Aol £|4 67H| 1% EALE AFE St o &
L|C}

- BlAAEE X 240 ARNE X|HE e ARNS| A 220 AM ID £ HUETFIE BAIE
Zete & UK E O ZEE = Q&L
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_Numeric
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
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. ACEQIE HMS CIOIEY ZP WH AR O] MBEINA| ¥ B HE HE 4 aLich

—

712 A= QIE MM S35 IS T oI of CHEH A AL FHEto| HoiELICH

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}

of CHet A= X QIE HAO| of = MME AWS MH|AF X 3HMIRthe section called “S & E|l= AMHH|A.
7

FO| X HMh & Ztoi| CHEF AWS PrivateLink AdE A 2137t Z & E|0] U&LICH AWS MH[A, 7t ¢
CXQIE HHMZ AWS MH|A X|HetE B i dBAol= oA A=ZQIE HEo| ZF (o] U&
LICE.

HO|EQo| IEZQCIE Q| HOF =X

HO|EQO| AEZQIENM Principal 24 & *2 MH3Hof gLt 2ot =XE X|Hste{H
aws:PrincipalArn =7 7|E AL EtLICH.

"Condition": {
"StringEquals": {

"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"
}
}
CHS SAS 2 QERE X|HetH AHe ZE ASAH A HE 0| ot AWS HE FE ALER ofAH|2
MM A Hero| Fo{E LI

"AWS": "account_id"
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HOolEH ol d=xQEof CHEt A=ZQIE HAO| of = Ll S HESHAIR.

« Amazon S30] CH§t AIEXZQIE

ZO
« DynamoDBO]| CHt IEZQIE

2} AWS AMH|A0] CHEt =z 2l

che it E mug o
g ze H_s g0l M E[7I7H K| & % HE 28 4 sl

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC 2& 2 dL|C}.

2. EHAMFMA=EQIEE MEHFFL|CH

3. VPCRIEZQIEE MEAFIL|CE

4. ZEQ(Actions), H& &tZ|(Manage policy)E MEHELICE

5. EE HUMA(Full Access)E EHSI0{ AMH[AO| CHEH MM HMAE SHESHHLE AE R XH
(Custom)2 MEASHT AFS AL XY HAME HAZELICH

6. XS MEfEL|Ct

HHE A85t0{ A=EZQIE HA HH0|ES T

» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(Windows PowerShell& T )

AWS o CHEF 2t21= 221 AWS PrivateLink

Ik AWS. AWS L+a|§;' HMS AL
=
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192
ok
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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£ ELICH AWS AWS MH[A = M7 AIREE|HLE Z7|&E MH[A0 A APl EFH S AIEE &= UAH =
AWS 22|13 Hig o0l EE 7Is 0| =&LCt

ol

REAIE LI 2 1AM AF2 R} 7H0|E o] AWS 2|3 A=K

fx

fjo
ik

Al

AWS PrivateLink AWS 22|33 X&Hof CHst Ld|o|E

O| MH|AZ} O|Eq{8F 43 A&t S F£ZX4517| A|ZHSH AWS PrivateLink O| £ £ E{2| AWS & 2|3 %4
UOlo|Eoi CHEr ME HEE ELICH o] HO|X|2]| #4A AEol CHE AHS L 2IS Brog{fd AWS

PrivateLink &A1 7|2 I O|X|0|A RSS I|E& 7 55IM 2.

7

nx

H Date

AWS PrivateLink 0|AM 843 Lf  AWS PrivateLink 7F AWS &2 20214 3% 1Y
22 FX AE & MAMof cist HE LI =X

= AMEA&LICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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ol CH&t CloudWatch X|E AWS PrivatelLink

AWS PrivateLink = QE{H0|A A= X QIE Gateway Load Balancer IEZQIE L A= ZOIE A
0] CHEF E|0|E{ ZQIEZE Amazon CloudWatchOll HIA|EFLICH CloudWatchE AH&3tH 0|24

E{ @40 CHEF SHE HEE AlAHE lo|E MEZ AME = laLct olzEt SHE xEetn &
LicH X[ EE ZUERE HeE MZ5tH ool 24 AlZHo] [MHE H40o| 2t2 LIEFHLICH Z
Ol ZRIEo|= AT EtUAR I oF H7 TH{(MEE A7t U&LICH.

XEE AS5t0od A|lARIO| A THE =™ LT UK EE = JU&LICH o & §01 CloudWatch 3
HE ddstod X|HE XEE ZLEHTEY & UM, X|£7 618 HIE tofHtcty ¢tFE[= F* &
A(of: O|HY FAZE AT ME)E AIZE = JU&LICH

X EE ZE QEmo|A =X QIE Gateway Load Balancer = ZQIE L A= ZQIE MHH|AO|
CHal HIAIELICE TJedLt HIO|EQO| IEZQIEL WA [ HMAE AHSSt= AEZQIE MH|A
AH[RMOAIE HIAEIX| et&LICH Z|2Ho 2= F71 H|& 9i0] 12 7+ E 22 CloudWatchof X|EE
AWS PrivateLink T1& & L|CH.

KM LI 2 Amazon CloudWatch Al AHEHME EHZSHMIL.

LHE
- A EQIE X|E I X}
- AEFQIE MH|A X|E L R}

« CloudWatch X|E 27|
- 7|2 MEElE Contributor Insights 731 AFHE

o= xOlE X|E 4l %<

AWS/PrivatelLinkEndpoints WA HO|A0 = QIEHO|A AEZQIEQ Gateway Load
Balancer AI=EZQIEof CHet CtEZ0 22 X|EI7F Z-ELICEH

XE sl
ActiveConnections SAl &M A £=lL|ct 07]|oE SYN_SENT 2! ESTABLISHED 4
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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INE:3

BytesProcessed

NewConnections

SH: 7t R8%t 4= Average, Maximum & Minimum®!L|C}H.

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

A=EZQIEQ MEZQOIE MH|A ZHof| T EHE HIO|E £ 2 teFo
2 EAHEL|C 0|Zde A=EZQIE AQKo|H HTE|= HIO|IE £¢
LICH HTEAMoll= GB BHIZ 0] Zfo| EAIELICE

=2 RIETHE 7|zt S EBfEE s AIR&LICH

k-l
N
i
2
In
Hel

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

SH4: 7t’E 8 8%t S4HE= Average, Sum, Maximum & Minimum®!L|

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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XE ME
PacketsDropped ?ﬂEEO.JEOﬂH Abxet miZlo| = lLICt o] X|E&= 2 &

A—lHI/\ﬂ HI’S S S LEHd = /&L

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived ANEZIENM +=AIE RST WZlo| =L|CH &7}+8t gt A=xE QI
E MH|A7} HIEA U LIERH &= Q&LCt.

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

olz{st x| £ E EHE{RSIE{H O RIS ALSSHMIR.
At HE
Endpoint Type A=xXQIE RPY(Interface |GatewayLoadBalancer )2 7|&EL

2 X|E Clo|EIS TejELic

Service Name MH|A 0|2 7|ZE2Z X|E O|o|E{E mE{&lgtL|C}.

Subnet Id MEYg 71202 X|E O|o|E{E ZEe{&lghLc}.

179

re
in
I
ro
im
k]
b
s
2
rio



Amazon Virtual Private Cloud AWS PrivateLink

N MH
VPC Endpoint Id VPC AEZQIEE J|Z2Z X|E H|O|E{E TE{RIEtL]C}.

VPC Id VPCE 7|&2 2 X|E H|0|E{E TE{RIEgL|Ct.

AWS/PrivatelLinkServices HIRIAHO|AN = AEEZQIE MH|AQS|CHS X|E7} ZEELICH
NE: =l
ActiveCon ZCI0|MENM AEEZQIEE 1150 CHatof O|2= & 49| =|C|
nections FQlL|Ct &718t g2 2= YW Mol cHA& S FIH6loF &2 LEHE =
&L|Ct
BN 7]&: AEXQIE MH|AN GIZE AEEZQIETE 7|72t S E|
o2 MaesiaLct
=2 -O AAH-H

e Service Id

* Az, Service Id

Load Balancer Arn, Service Id
e Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BytesProcessed AEZQIE MH|AQL AEZQIE ZHof FEFOZ WEHEl HIO|EQ| =2l
L|Ct.
Bn 7|&: A=EZQIE MH|A0 ALE JA=XQIETHE 7|2t SO EC|
g ME&LIc
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NE: 3 =L
EH 7|
* Service Id
* Az, Service Id
* Load Balancer Arn, Service Id
* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id
EndpointsCount A= ZQIE MH|A0 HZAE A= EQIES| =Lt
21 7|&: 58 7|7t S¢F 00| ot ghol &L Ct.
SH: 7t 8%t SH = Average 2! Maximum@lL|CH.
EHIIE
* Service Id

NewConnections ZCI0|MENM A=EXZQIEE S1t504 CHatof O]

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Azrn, Service Id
* Service Id,VPC Endpoint Id
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XE

RstPacketsSent

Az

Load Balancer
Arn

Service Id

VPC Endpoint Id

A O

=

A= ZQIE MH|ATI AEZQIERZ ME 8 RST T3l o] £=QlL|Ct. 718t
22 HIEA Ml ciao| U2 LHEHE &= l&LCt

B 7|&: AdEXQIE MH|AM HdZE AEEXZQIETE 7(72F S EY
g MEM&LIc

Service Id

Az, Service Id

Load Balancer Arn, Service Id
Az, Load Balancer Arn, Service Id

Service Id, VPC Endpoint Id

CtE A2 AFSStMIR.
A O
= O

CloudWatch X| & E 7|

I+ AWS CLI Z0| Amazon VPC 2%, CloudWatch 2& EE=E AF235104 0|248t CloudWatch X|
(o]

CloudWatch X|& 27|
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Amazon VPC £ AF85lod X|E B 7|

CloudWatch £ & AI83t0{ X|E & EHi2{H

1. https://console.aws.amazon.com/cloudwatch/0{| A CloudWatch 2&& L|C}.

=AY B0l M XIEE M=istic

AWS/PrivateLinkEndpoints WA H O|AE MEHEFL|CH,

AWS/PrivateLinkServices LA O|AE MEHSEHL|CE

> W DN

E A835to X|EE E24™ AWS CLI

CtZ list-metrics BEE A& 5104 QUE{H|O|A AEZQIE I Gateway Load Balancer QIEZ QI E0f| CH
i AHE 7tsE X EE LHFELICEH

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
CtZ list-metrics @2 AFE504 AIEZQIE MH|A0| CHH AHE 7tS 8 XIEE LEEFLICH

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

7|2 M3 Ek|E= Contributor Insights 72! AHE

AWS PrivateLink = X|HEl= 2t X|E0| 71E 2 7|o4At AIEXQIEE &= O] E80| £l 2=
ZQIE MH|Ao0 CHEt 7| HI-‘- Contributor Insights &2 A3 & LICt XtA[EH LHE 2 Amazon
CloudWatch AF& A A Q| Contributor Insights AlME 2t R EHAM|2.

AWS PrivateLink £ CI& 722 M3%&L|Ct.

 VpcEndpointService-ActiveConnectionsByEndpointId-vl - &4 ¢ £E J7|E2=Z 2
CEEQIEQ| &2|E miZLICh.

7|2 ®MBE|E Contributor Insights 72| AHS 183


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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« VpcEndpointService-BytesByEndpointId-vl - XZ|E HIO|EQ| 8 7|EL R AEXQIE
o| =2|& ofdLICt.

. VchndpointService—NewConnectionsByEndpointId—vl -MAE 8 7|EcE AdExQ
Eo = gzt

. VchndpointService—RstPacketsByEndpointId—vl -AEXOIER MEEIRST WiZlo|
E 7|Zcz Ad=xQlEQ| =22 oHZL|CH.

7|2 NS A A85tE{H HY 738 gdstshior #Lct #3l8 gdstst™ 7|04At ClO|E =&
O| A[ZHEILICE. Contributor Insights 2 201 CHEt XHAIBH LI& 2 Amazon CloudWatch 22 MM &
Z3tM

Contributor InsightsE& AF& 324 CHS 2| T8to| Qlo{ofF &rLCt.

« cloudwatch:DeleteInsightRules — Contributor Insights 7+=!2 A A ELICH,
« cloudwatch:DisableInsightRules - Contributor Insights 7212 H|& A48} &fLIC}
« cloudwatch:GetInsightRuleReport — CIO|E{E 7}X{SL|C}.

 cloudwatch:ListManagedInsightRules — At& 7}S 8 Contributor Insights 218 Lt A& L
Ct.

 cloudwatch:PutManagedInsightRules — Contributor Insights T+ &I2 & 43t &FL|C}.

Xtod
= e

0X
o

« Contributor Insights T+ %/

« Contributor Insights %/

| (e

x|
0z
LOL

« Contributor Insights 7%

Contributor Insights TH2] &A1&}

Ct& &Axtol 2t AWS Management Console E2=& AWS PrivateLink At&5t7| @/8F 7|2 M =
2 g43stErLIct AWS CLI.

=& 2 AWS PrivateLink At&3+0401| CHEt Contributor Insights T+ %!2 & 45} 52{H

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}

2. ErM oA A= ZQOIE MHIAS MEHSH |}

=
A= ZQIE MHIAE MEHSHL|CE.

—

w
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https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/
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4. Contributor Insights B10{|A & 438}(Enable)& MEAEILICE
I.E

5. (ME{AY) 7IBMez ZE 20| g dstELct §H =B gdstetedH gdsstk| ok
™ O

i
rx
m
=
g'l_-
r
1
ot
O

=2 MEISE CHS 2 (Actions), T+=! H|E 43} (Disable rule =H 3 . &Rl HIAIX|ZF LEELE
™ H[EMHSHE MEfELICE.

£ AWS PrivateLink At-& 30401 CHEF Contributor Insights T#2!2 & 45} 5t2{24 AWS CLI

1. CHSI 20| list-managed-insight-rules W& & AF& 504 AFR
INES

resource-arn MM A EEXZQIE HH|AL| ARNS

ﬁ

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

= A

fjo
o

2. list-managed-insight-rules B™ £240{ A TemplateName HEQo| HEZ! 0|&
LICt ChE2 o E=2f of L.
"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"
WS ALS5H0d FAIS FASHELICH ASEQIE M|

3. Ct31+ Z0| put-managed-insight-rules BHE 2
AO| HZE 0|1 ARNZ X|H5HofF g LCt.

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-
vl,ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

Contributor Insights T2 H|& A48}

AWS PrivateLink AKX EX|0f CHEH 712 MS &2 HIgEsHE = U&LICH 732 HIgd3E5tHE 7|
04X} Cl|Oo|E| =%&l0| S X|ZIX|ZF 7|&E 7|04} ClO|E{= 150| ButE m7hR| E2HElL|CH #3512 HIE

M3l st &, CtA| 24315104 7|04k} CIO|E =& CHA| A|ZHEE = U&LICH.
AWS PrivateLink 22 AF&0 CH$t Contributor Insights T#212 H|& 443t 5l24H

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 iLIC}.

2. EfM oM QIEZQIE AH|AS MEAEHL|C}

3. AE=ZQIE MHIAE MEHEfLICEH
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-managed-insight-rules.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/put-managed-insight-rules.html
https://console.aws.amazon.com/vpc/
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4. Contributor Insights Bi0iA 25 H|E M3} (Disable all)& ME{S] ZE F2/2 H|&ESHErL|Ct &=
= Tt &l(Rules) HE S & &al H|EH3t5tei= &2 MEIEH F 2 (Actions), 3] HIE &8}

(Disable rule)& ME4EL|CH

5. =l HA|X|7} LIEIHLT™ HIZ ESHE MHEHETLICY.

£ AWS PrivateLink A& 30401 CHEl Contributor Insights T+2!2 HI&E A3}5t248H AWS CLI

disable-insight-rules @& Al 3l =!IS HIE GsHELICH.

Contributor Insights 2! AFA]|

CHZ ™xtof 2k AWS Management Console 5= AWS PrivateLink AF& 01| CHEH 7|2 XS F3IE 4
MELCH AWS CLI. T#2I2 AMAI5HE 7|04At HIo|E =& 0| BEE[T 7|& 7|04Xt HIOIE{ 7t AFA|EL
Ct.

=& 2 AWS PrivateLink A& 30401 CHEl Contributor Insights T+ %2 AFA|5t2{™

https://console.aws.amazon.com/cloudwatch/0l| A CloudWatch 2&& L|C}.
Et A Zoi M 2IAFO|E (Insights)E MEHEH CHS, Contributor InsightsE ME{EHL|CY.
TtE{(Rules) 2 S & &t =S MEAELICE
ZQd(Actions), TH=! 4t K|(Delete rule)& MEHEHLIC,

O

QI HAIX[ZF LIEHLEH ATK|E AMEYEELICH

o ~ w0 bh =

£ AWS PrivateLink At-& 30401 CHEF Contributor Insights T#&!2 AFAl| 52424 AWS CLI

delete-insight-rules &2 A& 3t0{ #&I2 AXA|FELICH
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