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https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcPeeringConnection.html
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 accept-vpc-peering-connection(AWS CLI)

» Approve-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
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* reject-vpc-peering-connection(AWS CLI)

* Deny-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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https://console.aws.amazon.com/vpc/
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- create-route 2! replace-route(AWS CLI)

« New-EC2Route 2! Set-EC2Route(AWS Tools for Windows PowerShell)
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html
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« authorize-security-group-ingress 2! revoke-security-group-ingress(AWS CLI)

« Grant-EC2SecurityGrouplngress 2! Revoke-EC2SecurityGrouplngress(AWS Tools for Windows
PowerShell)
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aws ec2 authorize-security-group-ingress --group-id sg-aaaallll --protocol tcp --
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
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- authorize-security-group-egress %! revoke-security-group-egress(AWS CLI)

« Grant-EC2SecurityGroupEgress & Revoke-EC2SecurityGroupEgress(AWS Tools for Windows
PowerShell)
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» describe-security-group-references(AWS CLI)
» Get-EC2SecurityGroupReference(AWS Tools for Windows PowerShell)

CHS oflel 8E2 Eot I8 sg-bbbb22227F VPC o 9t I & vpc-aaaaaaaadld #EED QS
2 LIEHLCE.

aws ec2 describe-security-group-references --group-id sg-bbbb2222

{
"SecurityGroupsReferenceSet": [
{
"ReferencingVpcId": "vpc-aaaaaaaa",
"GroupId": "sg-bbbb2222",
"VpcPeeringConnectionId": "pcx-b@4deed9"
}
]
}
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https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html
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* describe-stale-security-groups(AWS CLI)
+ Get-EC2StaleSecurityGroup(AWS Tools for Windows PowerShell)

CHS ool M= VPC A (vpc-aaaaaaaa)?t VPC B7F Z|o42IE[QF 1, VPC Z|o{Z! @4Z20] ALK ZIR

&LICH VPC AS| 29t O & sg-aaaallll® VPC BQ| sg-bbbb2222E & =& LICt VPCO CH3H
describe-stale-security-groups BHES MA5IH, 8H2 EQt IF sg-aaaallllol sg-
bbbb2222& X35t F& SSH #2I0| USS LIEFLICEH

aws ec2 describe-stale-security-groups --vpc-id vpc-aaaaaaaa

"StaleSecurityGroupSet": [
{
"VpcId": "vpc-aaaaaaaa",
"StaleIpPermissionsEgress": [],
"GroupName": "Accessl",
"StaleIpPermissions": [
{
"ToPort": 22,



https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
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"FromPort": 22,
"UserIdGroupPairs": [

{
"VpcId": "vpc-bbbbbbbb",
"PeeringStatus": "deleted",
"UserId": "123456789101",
"GroupName": "Prodl",
"VpcPeeringConnectionId": "pcx-b@4deed9",
"GroupId": "sg-bbbb2222"
}
iF
"IpProtocol": "tcp"
}
1,
"GroupId": "sg-aaaallll",
"Description": "Reference remote SG"
}
]
}
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https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/vpc/latest/userguide/AmazonDNS-concepts.html#vpc-dns-support
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» modify-vpc-peering-connection-options(AWS CLI)

+ Edit-EC2VpcPeeringConnectionOption(AWS Tools for Windows PowerShell)
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« describe-vpc-peering-connections(AWS CLI)

+ Get-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-peering-connection-options.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcPeeringConnectionOption.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnection.html
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 JLICt.
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+ delete-vpc-peering-connection(AWS CLI)

* Remove-EC2VpcPeeringConnection(AWS Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcPeeringConnection.html
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https://docs.aws.amazon.com/vpc/latest/reachability/
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&3l Purpose=Peering2 £ Ef7} X|HEl Vpcg Ar=3t0d VPC Im|o{2! 947
sHo| AFERFof|H| 2o EILICH & | MHES =7 Fl(ec2:ResourceTag)S
st o
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"Version'":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*",
"Condition": {
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"StringEquals": {

"ec2:ResourceTag/Purpose": "Peering"

}
}
},
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peexring-connection/*"
}
]
}
CtE2ot 242 ZAMg Sl XI-E 2[x1e| VPCE A& 6o VPC Lo AE ddst= Hetol X|HEl
AWS HHEHo| AEXRH Foix|X|EF, I|o{R AAE +E6tE VPCII &§H AHEHLe| £ vPCl E<0f
SHE = LICE.
JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*"
}I
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peering-

connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc'": "arn:aws:ec2:us-

east-1:111122223333:vpc/vpc-1234567890abcdefo"
}
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CE20 22 M2 S5 5§ AWS A™HO| VPC I|0{3 o1 Qg £25t= HEto| AF Kol A £
OEILICH Ol= AFEAE7L & = gi= H™H el VPC I|o13 128 S &5t x| 3tH| 5t= ol =2 0|
ELch MEEo|ME ec2:RequesterVpc =7 7|8 AHE35104 0|E ME&rL|C
JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": "ec2:AcceptVpcPeeringConnection",

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peering-connection/*",

"Condition": {

"ArnEquals": {
"ec2:RequesterVpc": "arn:aws:ec2:us-east-1:111122223333:vpc/*"

}
}I
{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*"

22 YMg &8l VPCOH Purpose=Peering Ef17} QIo™ VPC |03 M2 s&5i= H
80| At Xt H| Fo4E L.

"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
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"Action": "ec2:AcceptVpcPeeringConnection",

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peexring-connection/*"
},
{

"Effect": "Allow",

"Action": "ec2:AcceptVpcPeeringConnection",

"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"

st Aol e XIHE VPCE M85l B2 E A eldt VPC 1|0
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DeleteVpcPeeringConnection",
"Resource": "arn:aws:ec2:us-east-1:123456789012:vpc-peexring-

connection/*",
"Condition": {
"ArnNotEquals": {

"ec2:AccepterVpc'": "arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-1234567890abcdefo",

"ec2:RequesterVpc": "arn:aws:ec2:us-
east-1:123456789012:vpc/vpc-0abcdef1234567890"

}
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}

e
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o
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I
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DescribeVpcPeeringConnections",
"Resource": "*"

}I

{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcPeeringConnection”,
"ec2:AcceptVpcPeeringConnection™

]I

"Resource": "arn:aws:ec2:%:111122223333:vpc/*"
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},
{
"Effect": "Allow",
"Action": "ec2:*VpcPeeringConnection",
"Resource": "arn:aws:ec2:*:111122223333:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:*:111122223333:vpc/*",
"ec2:RequesterVpc": "arn:aws:ec2:%:111122223333:vpc/*"
}
}
}

ol Al: 2&2 AS36t04 VPC I|o{3 44 &

Amazon VPC 2&0{M VPC Z|o{3 1ZAE Eo{T™ ALS Ko A
ec2:DescribeVpcPeeringConnections &2 ALSE 0| QlofoF BFLICH m|o{ 472 M
J‘HIOIJ(IE A5t AF2 X0l H| ec2:DescribeVpcs 2 AL & #Ho| Qlo{of &rL|C} VPCE
o MEHEHE HEto| 0|2 E6l 2 0{ELICH ec2:DescribeVpcPeeringConnectionsE A Q|
E ec2:*PeeringConnection X0l 2|lAA =F HEHE2 ME& = U&LICH

mﬁ

Ct2a 22 H3g S35l VPC I|043& @442 £ 1 Create VPC Peering Connection(VPC L[0! &4
M) st 4 XHE AH86t01 & QA VPCEH ALE5tE VPC I|013 ¢4 st HEHE ALS
KHol|H| Soq&tLICt AFEXRI7| CHE Q™A VPCE VPC I|0{2 A4S MA5iedn 6t 3ol Alujgt
L|C}.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [
"ec2:DescribeVpcPeexringConnections", "ec2:DescribeVpcs"
1,
"Resource": "*"
},
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{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": [
"arn:aws:ec2:*:*:vpc/vpc-1234567890abcdef0o",
"arn:aws:ec2:*:*:vpc-peering-connection/*"
]
}
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