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$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"

"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
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"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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MZ ICE BHAESHEH

use std::time: :Duration;
use std::thread::sleep;
use aws_config: :BehaviorVersion;
use aws_sdk_verifiedpermissions::Client;
use aws_sdk_verifiedpermissions::{
operation::{
create_policy::CreatePolicyOutput,
create_policy_store::CreatePolicyStoreOutput,
is_authorized: :IsAuthorizedOutput,
put_schema: :PutSchemaOutput,
},
types::{
ActionIdentifier, EntityIdentifier, PolicyDefinition, SchemaDefinition,
StaticPolicyDefinition, ValidationSettings
},
i

//Function that creates a policy store in the client that's passed
async fn create_policy_store(client: &Client, valid_settings: &ValidationSettings)-
> CreatePolicyStoreOQutput {
let policy_store =
client.create_policy_store().validation_settings(valid_settings.clone()).send().await;
return policy_store.unwrap();

//Function that adds a schema to the policy store in the client
async fn put_schema(client: &Client, ps_id: &str, schema: &str) -> PutSchemaOutput
{
let schema =
client.put_schema().definition(SchemaDefinition: :CedarJson(schema.to_string())).policy_stc
return schema.unwrap();

//Function that creates a policy in the policy store in the client
async fn create_policy(client: &Client, ps_id: &str,
policy_definition:&PolicyDefinition) -> CreatePolicyOutput {
let create_policy =
client.create_policy().definition(policy_definition.clone()).policy_store_id(ps_id).send()

£
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return create_policy.unwrap();

//Function that tests the authorization request to the policy store in the client
async fn authorize(client: &Client, ps_id: &str, principal: &EntityIdentifier,
action: &ActionIdentifier, resource: &EntityIdentifier) -> IsAuthorizedOutput {
let is_auth =
client.is_authorized().principal(principal.to_owned()).action(action.to_owned()).resource(
return is_auth.unwrap();

#[::tokio::main]
async fn main() -> Result<(), aws_sdk_verifiedpermissions::Error> {

//Set up SDK client
let config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let client aws_sdk_verifiedpermissions::Client: :new(&config);

//Create a policy store
let valid_settings = ValidationSettings::builder()
.mode({aws_sdk_verifiedpermissions::types::ValidationMode: :Strict
D)
.build()
.unwrap();
let policy_store = create_policy_store(&client, &valid_settings).await;
println!(
"Created Policy store with ID: {:?}",
policy_store.policy_store_id

);

//Add schema to policy store
let schema= r#"{
"PhotoFlash": {
"actions": {
"ViewPhoto": {
"appliesTo": {
"context": {
"type": "Record",
"attributes": {}

I

"principalTypes": [
"User"

1,

"resourceTypes": [
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"Photo"
]
},
"memberOf": []
}
I
"entityTypes": {

"Photo": {
"memberO0fTypes": [],
"shape": {

"type": "Record",
"attributes": {
"IsPrivate": {
"type": "Boolean"
}
}
}

I

"User": {
"memberOfTypes": [],
"shape": {

"attributes": {3},
"type": "Record"
}
}
}

}
}U#;
let put_schema = put_schema(&client, &policy_store.policy_store_id,
schema).await;
println!(
"Created Schema with Namespace: {:?}",
put_schema.namespaces

);

//Create policy
let policy_text = r#"

permit (

principal in PhotoFlash::User::"alice",

action == PhotoFlash::Action::"ViewPhoto",

resource == PhotoFlash::Photo::"VacationPhoto94. jpg"
);
e

RustE Al25l0q &2 AE 04 A 30



Amazon Verified Permissions Add a permission2|

let policy_definition =
PolicyDefinition::Static(StaticPolicyDefinition::builder().statement(policy_text).build().
let policy = create_policy(&client, &policy_store.policy_store_id,
&policy_definition).await;
println!(
"Created Policy with ID: {:?}",
policy.policy_id
);

//Break to make sure the resources are created before testing authorization
sleep(Duration::new(2, 0));

//Test authorization
let principal=
EntityIdentifier::builder().entity_id("alice").entity_type("PhotoFlash::User").build().unw
let action =

ActionIdentifier::builder().action_type("PhotoFlash::Action").action_id("ViewPhoto").build
let resource =
EntityIdentifier::builder().entity_id("VacationPhoto94.jpg").entity_type("PhotoFlash: :Phot
let auth = authorize(&client, &policy_store.policy_store_id, &principal,
&action, &resource).await;
println!(
"Decision: {:?}",
auth.decision
);
println!(
"Policy ID: {:?}",
auth.determining_policies
);
0k(())
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E AA|StEdE HA AE 0] IDPSEXAMPLEabcdefgl1111112 HH &= delete-policy-store 2]
2 A835t0d MM AE0{E AXE + UsLIch

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

},
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{3}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{3}3}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]1}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\": {\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes
\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes
\": {33333}

-
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}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {
"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::
\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}
I
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

iy
"DependsOn": [

"MyExamplePolicyStore"

I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
},
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"
I
"PrincipalEntityType": "PetStore::User"
I
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"DependsOn": [
"MyExamplePolicyStore"
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AWS Management Console
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AWS CLI
MM T A A
E AMA|stE{E EH AE 0] IDPSEXAMPLEabcdefgl1111112 HH = delete-policy-store
A2 ALB5to HA AEO0{E AMKIE 4= QU&LICH.

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefg111111
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rlo
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(® Note
O HAH AE oo CHaH AFA| & X7 # A3 El F9 A update-policy-store HS
ASt T ArK| Y X|E HIE A StsHoF & LICE.

aws verifiedpermissions update-policy-store \
--deletion-protection "DISABLED" \
--policy-store-id PSEXAMPLEabcdefgl11111
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O|Z(ARN)O| &L
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MM AEO| HEY S MIE M M AE0| HE 0|§2 XI'HELICH. Amazon Verified Permissions=
M AE0{ 3 ARNS MAEL|C

# Alias ARN
arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/example-policy-
store
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= O
MM AE0| HEY O|F0= & MFAZF E&LICHpolicy-store-alias/.

# Alias name
policy-store-alias/example-policy-store

A AE 0| HEI2 CloudTrail 2 4! 7|E} £240| UHIEHAER EAIZE £ Ql&LICH XA AE 0] &
=|
o

= 7|
O|§oll 7| = Bl YEE &K OIMI2.

B AE0| WA U AT B ARols SYUS AWS AIK L 2Hof Safjof BLICH M AEo0]
22 SUS AWS A U 2/Ho| ZE A AE0{9t 7Y £ YsLIC

0 & £0{0| ListPolicyStoreAliases £Z2 example-policy-store Hi AE0{ ¥E0|
policyStoreld 822 EA|E[= HE S| otLto| CHA HM AE0{Q 12|01 UFE EoiELICH

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-alias/

example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
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"state": "Active"
}
o HEFE St W™ AE0{0of AZE = U&LICH
olE E0ie xample policy-store & example-policy-store-2E3S SUSt HM AE 042}
AZde = U&Loh

[
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
3,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

Y™ AE 0] HE2 AWS AE & 2o M n7aloF B LICH
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$ aws verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/example-policy-store \
--policy-store-id PSEXAMPLEabcdefgl111111

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00"

GetPolicyStoreAlias 2 UE AlEsto] HA AE 0] HEof CHEt HEE HAMslod & HAM A&
Eof HEO| CHEt M2 HEE 7H K7L AWS HH & 2|l B E HAM AE0{ WA LIPS =
ListPolicyStoreAliases 2 7tX{2 = U&LICH

M8 AE 0] WA 727
GetPolicyStoreAlias U AtE50 (IAE MM AE0{IDE Z&5t01 S MM AE0{ HEY

of CHer MIE A E 48t |C}
AWS CLI

YA AEof HEol CHE ME HEE HM5tE{H

GetPolicyStoreAlias Xf1g Al
=

AEE A0 Walg HME £ JaLch ofg oAl AE ol
20| 0 MM AS0{ HAO| Al &

A3tL|Ctexample-policy-store.

$ aws verifiedpermissions get-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-store-

alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",
"state": "Active"
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M AR EE LI

ListPolicyStoreAliases g Ar83t0 AWS AH U 2T 2 E HXM AE0{ HES LI
LICE filter IEIO|E{E AHE5I01 &7 MM AE0{2t (A HAM AE 0 HED LG = U&L
Ch.
AWS CLI
DE WM AE| HWEHS LIY5tE{™
ListPolicyStoreAliases &2 AtE5t0] HE AE 0| HE S LHGY = JU&LICt CHF oMo M=
us-west-2 2710 A 123456789012 AWS H|I™H 7} AREt ZE MM AE0] A LIYP§L|Ct
$ aws verifiedpermissions list-policy-store-aliases
{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-3",
"policyStorelId": "PSEXAMPLEabcdefg222222",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-3",
"createdAt": "2024-01-17T14:45:00.000000+00:00",

"state": "Active"
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AL
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oYM AE0|O WM AEO| HAS LIPS

filter ItEI0|EE AHE5t0 E YA AE 042t AAE HE L LAFLICH

$ aws verifiedpermissions list-policy-store-aliases \
--filter '{"policyStoreld": "PSEXAMPLEabcdefgl111111"}"'

{
"policyStoreAliases": [
{
"aliasName": "policy-store-alias/example-policy-store",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store",
"createdAt": "2024-01-15T12:30:00.000000+00:00",

"state": "Active"
1,
{
"aliasName": "policy-store-alias/example-policy-store-2",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"aliasArn": "arn:aws:verifiedpermissions:us-west-2:123456789012:policy-

store-alias/example-policy-store-2",
"createdAt": "2024-01-16T09:15:00.000000+00:00",
"state": "Active"

YA AE 0 HE S AfKstH Y™ AE0{ HE 0|2 24A|7F St ol =|Ho| 7[ZF S MALS S =

DeletePolicyStoreAlias 212 AI&3t04 H2 AE 0] WAIE AMK[E = U&LICH O H Al M=
%

O|§0| 2 H™M AE0{ HEZ MXA|ELICtexample-policy-store.
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$ aws verifiedpermissions delete-policy-store-alias \
--alias-name policy-store-alias/example-policy-store

AP| 2404 A1 Amazon Verified Permissions 2% AE0{ BI&l Al

IsAuthorized, IsAuthorizedWithToken, GetPolicyStore@t Z+2 policyStoreld It2t0|E{E +2t 5t
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MM AE0{ HEE policyStoreld ItEtOE g2 E AHE3l= B2 policy-store-
alias/ MSAIE Z & sl o gLICt 0 & E047t policy-store-alias/example-
policy-storeOtl& At & L|Cltexample-policy-store.
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C}2 IsAuthorized W2 0|§0| @l M2 AE0f HElexample-policy-storeS AF&50{ 234
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AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/example-policy-store \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23

(® Note
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oA 2 AE 0] HE AFE AWS 2|

HEO| 7HE ZEEt & B st 042 AWS EIHM M™> = o ZE2[FH oMol M AFE St AL
Ch 0l & S0{ Z 2[Tol| Mz CHE X AE0{E MEst= 22 ol E2(70/440]| /UE = U&LICH

* us-east-10|M=8 AFE5tE{T & LICIPSEXAMPLEabcdefgl11111.
« eu-west-10|M =& AFS5tE{ & LICIPSEXAMPLEabcdefg222222.

2t BIol M CHE BITIOl ORZEIFIOIMS MAIsHHLE AT = A9I%| 22 AFG3tod 2t BlFof &8t
B A A 0{E MEE £ QLT TR 2 BIN0IM SUS HA AS0f HE O|§oE M A
Sof HAS MAsE 20| B HaLICH BA AE0 B 0|8 WARKE TEE LI

AWS CLI

$ aws --region us-east-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefgl11111

$ aws --region eu-west-1 verifiedpermissions create-policy-store-alias \
--alias-name policy-store-alias/my-app \
--policy-store-id PSEXAMPLEabcdefg222222

QB O ol HM AR0| WS ABHLICH TS} 2t 2INol A AMEH HM As0] Hale
ST EiTlol BT MM AE0iE HASLIC
AWS CLI

$ aws verifiedpermissions is-authorized \
--policy-store-id policy-store-alias/my-app \
--principal entityType=User,entityId=alice \
--action actionType=Action,actionId=view \
--resource entityType=Photo,entityId=photol23
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AixH A E 04 23&l0f CHEH M| A Ao

verifiedpermissions:CreatePolicyStoreAlias

L
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MR AE0] HAS MM Hot FrIE HM AR Y
Heto| TRErLIC

2 A E HM AE0| 250 CHEH CHS

« verifiedpermissions:CreatePolicyStoreAlias &3 AE0{ HEof CHEr YILiCt E3 A
E0{ 1AM HEIS MAME 4 Ql= Hot TA|of (4ZAEl A=

AN —m = o

_=1L=— O 1

CHS o X X2 22 Resource 49| E3 XA AE 0

oflo| H&tE MSEfLICt,

LA XIMELICH Tt ofe] BA A
|.

E0{ HE ARNsS LIdst AL 2 WM AR 0] HE IiEHS XIHE = A& LT sample*". &
oF FA7F AWS HHE L 2T HAM AE0| HE S HHE = "*" JULZ = Resource 22 X[H
# 45 ol
{

"Sid": "IAMPolicyForCreateAlias",

"Effect": "Allow",

"Action": "verifiedpermissions:CreatePolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/

example-policy-store"

}

« verifiedpermissions:CreatePolicyStoreAlias Q1Z2%E X2 AEofoi CHEt &lL|C}. o] H

2 IAM H2H0d| M XS 3HoF & LICEH

o T

{
"Sid": "PolicyStorePermissionForAlias",
"Effect": "Allow",
"Action": "verifiedpermissions:CreatePolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
OHA|A A|of
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verifiedpermissions:GetPolicyStoreAlias

O 11—

EXM MHA AE0| HEIN CHEF M MEE 7}X{cdH EoF FH|of| Al IAM = o| A4=H A E 0] E4El0]|
CH8t verifiedpermissions:GetPolicyStoreAlias T80l Q/0{0F & LICEH

CHS oAl G2 22 2ot FAHO|AH EH HM AE0{ HEE JIX{S 5 e HES Fo{FrLich

"Sid": "IAMPolicyForGetAlias",
"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

verifiedpermissions:ListPolicyStoreAliases

AWS HHE A 2|0l H2 AE0{ HEE Lidsteds 2o FA[oi A 1AM ZAtod| CH et

verifiedpermissions:ListPolicyStoreAliases #et0| Qlo{ok L|Ct O] HA2 EF FAH
AEO{EE HM AZ0| EE Z|lAAL #E0| Qoo 2 HAMO| BlAaA Q4 ZE2 00F Ef LI+

0E E04CIS IAM H=2Y
shoc AWS AH.

HO

S 2ot FalofHlo] BE MM AR WHS LIGY £ 2l HEte Rof

"Sid": "IAMPolicyForListingAliases",
"Effect": "Allow",

"Action": "verifiedpermissions:ListPolicyStoreAliases",
"Resource": "*"

verifiedpermissions:DeletePolicyStoreAlias

A AE0f HWAS AXISHHT Hot FAoIH B AFof HHol ChE HEE T,
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Amazon Verified Permissions Add a permission2|

Hot =Rl Y2 AE0{ EE0f| CHEF verifiedpermissions:DeletePolicyStoreAlias © 8t
P

Ol WRBHLIC HA AE0] IAM HAS ARE 4 s 2ot FAof HFE FMojo| Hete MBELI

I

CtS oA A E2 Resource 40| HM AE 0] AEF S X[EELICH 22 Lt o] HHY

A
S ARNs 2 Ltdst7 LISt 22 M AE0{ HE IEHE X|HE & U&LICH sample*". 2o FA|7t
AWS HE A 2|0 HH AE0{ HYE AAE & "+ ULF Resource 2t 2 X|HE = A&
LICE.
{

"Sid": "IAMPolicyForDeleteAlias",
"Effect": "Allow",

"Action": "verifiedpermissions:DeletePolicyStoreAlias",
"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

}

% AE 0] HAS AFSHod policyStoreld BEE Y02 $3sts B E 5ol M T
AEOIE HE 4 UG

x|
L|Ct. o|=Z A 5t Amazon Verified Permissions= 232 AE 04 23/ of
verifiedpermissions:GetPolicyStoreAlias CHEH #HEHE F045tm QIZAE

3 LHEE A £QIgLIC.

0 ¥ AE0{ HE 2 AE5t0{ IsAuthorized 22 s¥sts AR ESt FAM=Ois =
5t
=

« verifiedpermissions:GetPolicyStoreAlias &= AEo0f HAlof CHEt HEt
x A

« verifiedpermissions:IsAuthorized Qi1Z3%E! %4

CHS oflxll W2 & Y™ AE0{ HE S IsAuthorized AHE35I0{E S &Y £ U= TEHE RoiF
LICF.

"Sid": "IAMPolicyForAliasUsage",
"Effect": "Allow",
"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
example-policy-store"

UM AE0] B3 Hat Mt
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},
{
"Sid": "IAMPolicyForPolicyStoreOperation",
"Effect": "Allow",
"Action": "verifiedpermissions:IsAuthorized",
"Resource": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}

Hot FH7F ALY = e EM AE0{ BEE MEhstedH

Of

verifiedpermissions:GetPolicyStoreAlias H&t2 A& LICt 0 & E0{ CHS Y2 2o

ZR7F 2 AEtsl= HElS Mot BE MM AE0]| BRI AFRSIEE 5128 LICIRestricted.

{

"Sid": "IAMPolicyForAliasAllow",

"Effect": "Allow",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/*"
},
{

"Sid": "IAMPolicyForAliasDeny",

"Effect": "Deny",

"Action": "verifiedpermissions:GetPolicyStoreAlias",

"Resource": "arn:aws:verifiedpermissions:us-east-1:123456789012:policy-store-alias/
Restricted*"
}

UM AE0] B3 Hat Mt

56



Amazon Verified Permissions Add a permission2|

Amazon Verified Permissions & AE0{ A 7|0}
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HZ 27 0|M0]| X|Hst= AEE| FEe| X2t ofEE|7H0l4d0| Het F0q
£ QlE Edg MO8t ZdelL|Ct. Verified Permissions?t Cedar7l AZ|0FE *{2|5l=
Hp{H MMe 2R sHM A 7|0F X8,

KEMIEH L& 2 Cedar HA 2101 & X 710|=2| Cedar £7|0F BAE HZ AL,

(® Note
Verified PermissionsOllA A 7|02 AF5HE 742 MEH AFEO|X|Bt Z2EHM AT EQo{ols
AZ|O0HE AHBSHE Aol E4LICH M| Mg M8 il Verified Permissionse= A 7[0S AFR
5tod Y| LU ZZHMM B ZEl= AEE|IQ 482 ZHE5104 A|IAR S0 EB2 & = UE
MM LY QElot A8 WKIE = UsLicH M a2 gdsisiH ZE M HAMo| AF|ofE

=35l oF &L|Ct.

AWS Management Console

A7|0HE ddstedH

2. 2l%of QI A Fol M A7|0HE MELICH

Al B 1
3. 270 & MEFLIC
AWS CLI
AWS CLIE AL835t09 Mf 27|08 MESHHLE 7|E A7|0HE EHo{A4E{H

CHS ollxet fAHEF AWS CLI BEE Adlistod HH MY A E dEe =+ U&LIcH

CS0t Z2 Cedar 2H!
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o
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N
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"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
"principalTypes": [ "Employee" ]
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}
}
},
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}

MX{ JSONZ &t & EXAILEE o|AaFA 0|Z 6t ool SHE CIO|E{ & cedarJsons 45t ofF &
LICH CHS oMol A= JSON A 7|02| O|AFHO|ZE HME ZEHSHE schema. json THY

i8S ASELICH

® Note
ol A= 7%5%% flal E2dtE MEIEIRELICH BHOo| ntdg grotE0(g{H MA| ot
£ g £of =4stjok gfLict

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo

\Il:
inci : [\"Employee\"1}}},\"entityTypes\": {\"Employee\": {\"shape\":

{\"principalTypes\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String

\"1}},
\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"namespaces": [
"MySampleNamespace"
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1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",

"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"

AWS SDKs
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Amazon Verified Permissions 2% 245 D E £Ad35}

Verified PermissionsOilA B A8 REE M504 WM AE0{9| A7|0t0] CHEH A HE LIS
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1. Verified Permissions 2&& L|C}t. H2 AE0{E MEIEFLICEH
2. MHEg MEMELICH
3. HMAZ 2= MMM =HE MENFLICE
4. CIS 3 5tLIE sdEELICH
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AWS CLI
MM AEO0{O A5 ZEE MHSIE{H

UpdatePolicyStore 242 A28t ValidationSettings OH7H B0 CHE Zt S X|ZH5lo M AE

ool A5 ZEE HEY & JU&LICH

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
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--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"validationSettings": {

"Mode": "OFF"

}

}
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Amazon Verified Permissions 2324
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$ aws verifiedpermissions get-policy \
--policy-id name/example-policy \
--policy-store-id PSEXAMPLEabcdefgl11111
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1123456789012 :policy/PSEXAMPLEabcdefgl11111/

I.

"2023-05-16T20:33:01.730817+00:00",

of| CH
"PSEXAMPLEabcdefgl111111",

H

x
~

"2023-05-16T20:33:01.730817+00:00",

"SPEXAMPLEabcdefgl111111",
"STATIC"

"policyStoreId":

g A
"policyType":

xhoq
=

=

"arn:aws:verifiedpermissions:

--definition "{ \"static\": { \"Description\": \"MyTestPolicy\", \"Statement\"
SPEXAMPLEabcdefgl11111",

\"pexrmit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

\

--policy-store-id PSEXAMPLEabcdefgl11111

"createdDate":
"lastUpdatedDate":

$ aws verifiedpermissions create-policy \
"policyId":

"Arn'":

10. MIF HE Mol H
{

CreatePolic

AWS CLI
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HAS MAE [ Mo Z HM 0182 XIBY £ LT ol BH
ofl CHaH TR3H0k 8 T AF7} 2010k B LIChname/. 444 ID CHAI O|& &

$ aws verifiedpermissions create-policy \

--definition "{ \"static\": { \"Statement\": \"permit(principal, action,

resource in Album::\\\"public_folder\\\");\"}}" \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy

{
"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyType": "STATIC",
"resource": {
"entityId": "public_folder",
"entityType": "Album"
}
}
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M8 AE0{0| CHE MDY} 0|0| AT 018 S KN
Aehlct

j= =)

Amazon Verified Permissions Z3%4 X4 &4 1{ %]

M A0 7IE HH HAS HAY £ eIt HH HMY M Yool
7 k=2
=

o MHMo|M HZ5t= action.
V.

N
09.'1

(0d: when, unless).

M ConflictException 2

s

2

UA&LIct =l
mazon Verified

67



ol

5]

Add a permission2|

to CHAl 4

5]

AKX

R{RHS
o=

IL|C}Horbid.

o| Hgrel
Z 3= principal.

=
RO M FHESH= resource.

x

LICH.
o

-

F

=

S

AWS Management Console

Amazon Verified Permissions

;

ol
X S I
K0 = o8
R B & R
__o“_ o _ - _|I
) w5 ko
0 o 2K
K —
. IEI __OHH —_
T T1 Ko ___w_
= o 4
. ol o
oob W
J o %0 ﬁm 3!
v ¥z o
) .H._ 6 o o] £
W1 ol o w5
E= o_=._ L r0 = <
@ op 60 MRS
pa Mﬂ Kl T o1 i e
m T < K0 2 O
- olo T< = Kl
(@) Ir__l _An_ Oz m ._m_.u_
WD < o
[ITe)
<l o H g oK
F .3 U W S %
HO m o m I._AI _._._._ _I__Aw
e o | o
= ol _._.__L © X1 o_=._ @ =
o ol = ™ 0 __Aﬂ =_._o
gp o Hool KOl Zo
Bhagy . dlw
_ |1O (@) =) .H ™
a W o s Wl &
T I | e
o KOOI R g T X84
5 X 8 X n X 2ED
g X 2w 3 S
gl k0 k0 X H il .mo
Slign WS F mﬁoa__t
S KRR SR ©
> ol Bl R0 o RO
- N ™o < To)

R4 RH
[ R |
68

.l

1x
o

x

I.

S
[l

I.

C
—

oMol M= 2t

(=)

=

Lict ct

LIC}.
g A
O| MM E definition.txt IIYUE Al
"static": {

UpdatePolic

AWS CLI


https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html

Amazon Verified Permissions

Add a permission2|

"description":
vacationFolder Album",
"statement":
resource in Album::\"vacationFolder\" );"

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl111111

"createdDate": "2023-06-12T20:33:37.382907+00:00",
"2023-06-12T20:33:37.382907+00:00",

"lastUpdatedDate":

"policyId": "SPEXAMPLEabcdefgl11111",

"policyStoreId": "PSEXAMPLEabcdefgl11111",

"policyType": "STATIC",

"principal": {
"entityId":
"entityType": "UserGroup"

"janeFriends",

3,

"resource": {
"entityId": "vacationFolder",
"entityType": "Album"

S MEsHL LololEE £ 9
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=
=|%| e&LICt OIS

$ aws verifiedpermissions update-policy \
--policy-id SPEXAMPLEabcdefg111111 \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition file://definition.txt \
--name name/example-policy

"createdDate":

"permit(principal in UserGroup::\"janeFriends\",

S A7 2040 °*L—|EPname/.
£ X|7{5te{™

"2023-06-12T20:33:37.382907+00:00",

"Grant everyone of janeFriends UserGroup access to the

action,
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"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {

"entityId": "janeFriends",

"entityType": "UserGroup"

1,
"resource": {
"entityId": "vacationFolder",
"entityType": "Album"
}
}
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"context": {
"contextMap": {
"AccountCodes": {

"set": [

{

"long": 111122223333
1,
{

"long": 444455556666
},
{

"long": 123456789012
}
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]

.
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore: :User"
}
.
"MfaAuthorized": {
"boolean": true
},
"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
.
"Country": {
"string": "United States of America"
},
"SSL": {
"boolean": true
}
}
.
"RequestedOrderCount": {
"long": 4
},
"UserAgent": {
"string": "My UserAgent 1.12"
}
}
}
Tt 204 ZHEIAEO| IO Y4
B2
HFOIL42| true EE= false 2 ILICE O] o A0 truel| 2 22 10| F& E7|E %5}t
7| Holl HE| HE| 9152 - S S MfaAuthenticated LIEFRLICH.
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N
EAE FQ " Lo EX, A EE= 7|ZAULICH O] oMo A UserAgent EAtE2 10| =&
H7|1& 3¥s5t= ol A8t Het X E LIEHL(CH

Long
Y ol oo M=0| 20| Do It H FE S 47HE ELE QS Hix|o| YR US
RequestedOrderCount L}EHELICY.

HIzE=
54 ZSAULICH 2 HHEAE|M O[2Et £4 &8 Medslior &fLict 27|07t Ues A AE 0

o= A7|Otodo] AE{E|2t NE{E| Q] £440| T B |o{of & L|Ct. O] 0 A|0f| A NetworkInfo E+I_=.i_
ol AFZAIo| &l 1P, ECI0|HETI A™EE sHE 1P| X|2I1X 2I%|, HE& & g5 3tof cist H
7F ZEHELICH

Entityldentifier
%O entities A0 MAE JHA| I &0 CHEt FZEULICE O] oo M= ZI2TtH ALE XL
FE2 2”& LICBob.

EstiH 2%
Ci|O| E5H{ Ok

centities™E AE0{ A7|OF &

of| M| DigitalPetStore @04 A{0| oA ZARAEE H|
° FLCH

XX4 M2H2 Customer Role - Get Order MHo 2

112 I>
]I°|' 0>II

oll
—__

Bl TAE WM EE HHAE SN2 T
O X
-l

et Hod HHAEE 25l = £ DigitalPetStore =X
#* 20l = DigitalPetStore7} 0§ SEFst M MHE A7} obLLICH MBS E HEIAEE X|5H7| 254 Of
g2 ZEE|X| et&LICt o] HEIAE HEHZ of x| Mt 0 2HS
7
=

m7lsledm MA AE0{Q HE Fof FO| £ LICH AMA EE HEJ HEAEQ]
HEIA E o MlE Amazon Cognito HAM|A EZ O1Z L OIDC HMHA EE OIE S 2 ZAML2.

Schema
M AE0{ A7|0H0] S YHIOIEE XS sto M HAE S48 X|ELICH C+ST}

actions Z'0| GetOrderd|ME d|0|EELICE.

"GetOrder": {
"memberOf": [],
"appliesTo": {

"resourceTypes": [
"Order"
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1,
"context": {
"type": "Record",
"attributes": {
"AccountCodes": {
"type": "Set",
"required": true,
"element": {

"type": "Long"
}
},
"approvedBy": {
"name": "User",

"required": true,
"type": "Entity"
iy
"MfaAuthorized": {

"type": "Boolean",

"required": true

1,
"NetworkInfo": {

"type": "NetworkInfo",

"required": true

iy

"RequestedOrderCount": {

"type": "Long",
"required": true
}I
"UserAgent": {
"required": true,
"type": "String"

}
}I
"principalTypes": [
"User"

J

.,.
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X HElAENetworkInfoOlM 2= record C|O|E Al =
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"commonTypes": {
"NetworkInfo": {
"attributes": {
"IPAddress": {
"type": "String",
"required": true

3,
"SSL": {
"required": true,
"type": "Boolean"
3,
"Country": {
"required": true,
"type": "String"
}
1,
"type": "Record"
}
3,
Policy
ChS WM MTE 2 HHAE 2A0M SF8H0k st TS MBBILICH 12 AF - T2 JHK
97l MBI B 7IE WA WS v|HoR B o] MM KMol 23S st 2ot T

permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource

) when {
principal == resource.owner &&
context.AccountCodes.contains(111122223333) &&
context.approvedBy in DigitalPetStore::Role::"Employee" &&
context.MfaAuthorized == true &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.NetworkInfo.SSL == true &&
context.RequestedOrderCount <= 4 &&
context.UserAgent like "*My UserAgent*"

};
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"principal": {

"entityType": "DigitalPetStore:

"entityId": "Alice"
},

"action": {

"actionType": "DigitalPetStore:

"actionId": "GetOrder"

}I

"resource": {

"entityType": "DigitalPetStore::

"entityId": "1234"
},
"context": {
"contextMap": {
"AccountCodes": {
"set": [
{"long": 111122223333},
{"long": 444455556666},
{"long": 123456789012}

]

I
"approvedBy": {

:User",

:Action",

Order",

Ol entities £

25 Z|0{0F User-Agent &LICIMy UserAgent.

{040k StH, IP FAE 2 AR

2 Bob 7t& AFE

ol Verified Permissions APl 2] IsAuthorized 0|
g0 4""'% MBE = UESLICEH entities MOIHEN|= HE 0| 2 AFH2XIBob2!2| 9
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}I

"entities": {

"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
},
"MfaAuthorized": {
"boolean": true
.
"NetworkInfo": {
"record": {
"Country": {"string": "United States of America"},
"IPAddress": {"string": "192.0.2.178"},
"SSL": {"boolean": true}

}
1,
"RequestedOrderCount":{
"long": 4
1,

"UserAgent": {
"string": "My UserAgent 1.12"

"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{

"identifier": {
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"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
.
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Employee"

]
},
{
"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
.
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

}
1,
"parents": []
}
]
1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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CHE S EJ7|HE AI235t0{ E2 &M & X

CHS KoM= CHEZ E7|HE AEcto EE £d82 HZole Mg ddste d8E EoiEL

Ct.

Verified Permissions2| S| M EZ £ ALE5t= EHol| CHet REAIEH LI 2 A 7|0tof| Amazon
Cognito E2 OE 2 A7|0tof OIDC EZ HEE HEGHAMR.
permit (
principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "aliceeexample.com" &&
context["ip-address"] like "192.0.2.*"
};
T o = A R
HEI|HE MEstoi HSE HZ

CHS XM= ™ E7|HE AL85t0d S HE Hxdte SME ddsts BHE 2oiFLICh

Verified Permissions2| HAMo|M EE £4E ALE35t 2oi CHEt XEMIEH LHE 2 A 7|0H0 Amazon
C

Cognito E2 OfE 2 A 7|00 OID

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"
};
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permit (
principal in MyCorp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource

) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

};
OIDCID EZ &§d& Bttt

C}S CiMOIAIE % BEE AA5H04 OIDC 22 X0 ID E2 4492 Aot
Verified Permissions2| MMM EE SMHE Ar& st Lof CHet REAIEH LH& 2 Amazon Cognito
%

o= - O K=
EZg A7|oto O4E 2 OIDC EZ2 A 7|00 OHE S & ZXSHMIR2.

permit (
principal in MyCorp::UserGroup::"MyOIDCProvider|MyUserGroup",
action,
resource

) when {

principal.email_verified == true && principal.email == "aliceeexample.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"

};
Amazon Cognito HAM[A EZ £H4E grAFLICH

CtS MM E HA &X dMA EE SHE Y5 Y E 2 0{ELICH Amazon Cognito.
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2oi CHEt XEMIEH LHE 2 A 7|0H0 Amazon

Verified Permissions2| Ao EE £ E AI25t
Cognito E2 OfZ! 2! A7|ojtof OIDC EZ Of

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};
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OIDC YMA EZ M4 drdshL|Ct.

CHS X0l M= OIDC S2 A2 AMA EE Hd2 HEste HHE ddste Y-S 2oiFLICH

Verified Permissions2| HHMo|MH EE &2 AFESt= Eol ciet AFAIEH LHE 2 A 7|0Hoi| Amazon
Cognito EZ OHE 2 A 7|00 OIDC EZ HE S & ESHA2.
permit(
principal,
action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"],
resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
¥

OIDC HMA EZ 448 HrdsfL|ch, 83



Amazon Verified Permissions Add a permission2|

21 047 &

M|k

Amazon Verified Permissions 2% ElZ 21 gl &

AH
31

Verified PermissionsOll M MM HIZSI2 principal resource®E= = CHO| CHEF RF2| EAIRFIE Q)
= mmelLIc M HEt ol QBB XM O ABE 4 HALICH BE R0 2

(=2t
C|)_=|7=| Xc;IiH% )él)-lAc;IgHol: 3I-|_||_—_|._ X-Ii_l-ll E-IIEEI% Al.g

1
o
I3
u
0
0
Hu
Ir

2o
Q'I_l
n
2
0

2

op OO
I3
pu
mjo |
N
0
Hu
o

2 e

Lok r
0
I
I
>

S 13 mjo

@)
D
o
o
0x rir

(S RS b

L

rII
0

lo
rs
o
Ojo
hvd
u

mo
rot
HC |
e
1 -|)| i

|m ON >

ElLICE RtM[EH LIE 2 Cedar EA 210 & x 70|= 2]

jn]
0
12
(=)
e
02

2 o

12 ik
ME

> o

>
.
>
o
b
=
m

MEiMoz
E 04 LYo A

25t 7E

QELICH B HES 0|52 A &

]
)

Q'I_I

0O ol
et

1

<2 K
n

ML o

name/. policyTemplateId ZI2tO/EHE

Hal MM EZS 0|F2 ME8E = /A&Lct
olicyTemplates Bt&tEfLICH CHE oAM=
IS M3t |ClGetPolicyTemplate.

oK
=]
ke
-n
> 03
25
u I
Cn

k1O
fu 40
[ St po

O
m

A
o

ist

o g

o

2z
oo
T

u

b=

I?

2

> x

oo 0

o o *

2 m o
0% Mo g S yu

>

$ aws verifiedpermissions get-policy-template \
--policy-template-id name/example-policy-template \
--policy-store-id PSEXAMPLEabcdefgl111111

0 & So{Cts WM HES2 M HEZIZ A8ste 2ot T4 L 2[AA0 CHEt ReadEdit, &
Comment H&HE MSEHLICEH
permit(
principal == ?principal,
action in [Action::"Read", Action::"Edit", Action::"Comment"],
resource == ?resource
);
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"view",
:"VacationPhoto94. jpg"

"VacationAccess"
principal in ?principal,
action == Action:
resource == Photo:

permit(

);
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$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"
}
MM MBS 0|82 AHSSod WA HESIS MAs BT
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$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-06-12T20:47:42.804511+00:00",
"lastUpdatedDate": "2023-06-12T20:47:42.804511+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl111111",
"policyTemplateId": "PTEXAMPLEabcdefgl11111"

}
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{
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgl11111",
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
}
}
}

£3ol= HER0M 7KL= ElaAL Ho| Ui 7HX = 2ot T4 2|AA EF ®
ALt

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T718:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "PhotoFlash::User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "PhotoFlash::Photo"
}
}
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
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resource in ?resource)
when {

principal has department && principal.department == "research"

};

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefg111111

{ "createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
}
M HES 0| 0|§2 Yd|o|EstEdH
M ESlg oro|EF o MM HE 3 0|8 ML YololES 4 YaLch olge
M AEO] LHe| 2E YA RZ 2ol CHall T RSO0k 8tH ST AL7E E010F & LICtname/. OO0 E
R0l 0|F EEE Z&6tX| o™ 7|E 0|2 HALIX| A &LICE 0|2 MHstedH Bl Xt
=2 dEELct

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl11111 \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--name name/example-policy-template

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}
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PhotoFlash O/ A]|
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(® Note
Cedar 2 Ho{o| M= AEE|IE in AHA|Z2 ZHFEHLICH 2t principal in
User::"Alice"& principal == User::"Alice"@} Z'&LICH.

permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",

resource in PhotoFlash::Photo::"VacationPhoto94. jpg"
);

CHS OiRIolME BA HES AL st BB 17 MM MAsE WS BoIELIDH HE A8
u]

A U YT HIZIH ZR AZION CHEH RIBHE AM|A HEHS SodFtLICH

permit (

principal in PhotoFlash::User::"Alice",

action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);

Che ofdolAlE MM HESIg AH8slE |

M|k

5 3! 7 MM MAGHE WHS HoiELD 31T 18
9 74 AFEITH HIBIH SR AEION CHE RIBHEl HAIA FEHE Soi3fLIC

Ly

permit (
principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",

resource in PhotoFlash::Photo::"VacationPhoto94. jpg"
);
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permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action::"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);
CHS WA= EM RHIESIE ALS5te BHIZES 48 HAE MdEsteE &S BEo{ELICH I+ a8
2! 7HEd AR HISIH S5 AFEIOf CHEE A HMA HEFS Foi-FLIct

permit (

principal in PhotoFlash: :UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action::"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
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forbid(

principal == PhotoFlash::User::"Bob",

action,

resource in PhotoFlash::Account::"Alice-account"

);

DigitalPetStore oA

DigitalPetStore ME H& AEo{ofz= HH RES/0| L& k(o] UX| &t &LICH DigitalPetStore ME
M AE0{E BHE £ 21%0| BH 4 Foll M HMS Meisto] M AEofof ZHE MM 2 4 UsL
Ct.
TinyToDo oA
CtS oA %5 ALSRH0A| 7HE AS R & 2Hd S 5o CHEt AMA HEHE Ro{sts X HE
32 ASsts HET 17 MMS MAMsHE YHS oL

permit (

principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-

east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo::Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

DigitalPetStore 0| | 92
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);

Che ofRlolAs THE AL R W &Yl SSof CHEt BEI7| ML HEHS Rofsts HMHES A8
She HES 17 HAS MASHE WHg BoiELI

permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);
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permit(
principal,
action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
;

CHE oMol M= Cognito ALEAF E2| ALEXIRI Eot FHE HRste HHME dYsts YHE HoiE
A

LICt 2ot =& IDE AIE FELICH <userpool-id>|<sub>".

permit(

principal == ExampleCo::User::"us-east-1_example|alb2c3d4-5678-90ab-cdef-
EXAMPLE11111",
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action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"

);
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il Mg UEle HMg HEEtLICH RFMISH LI 2 Amazon
Verified Permissions % A MM EHHE IS AL,

O|M| Xt4 BF A4 E ddstn, A7|0HE HO|O|Estn, HAE dde=

IsAuthorizedWithTokenE AF23510q Verified Permissions7} & £0{ AME U2 S

Ct. XFMI8E LH2 2 Amazon Verified Permissions APl & & 9tLHA{ 2] IsAuthorizedWithToken2 & =X
SHMI2.

AWS CLI

Amazon Cognito At8At & At ZH AAE M5tE{™

CreateldentitySource & AFE5t0{ X3 5H AAE Mg

Amazon Cognito AFEAF BOIA QBT A2 B0l HMAE 4+ AU A2 B ié% ML

Ct.

1. create-identity-source BHEO| --configuration It2tO[E{0| A AFEE Amazon
Cognito AFE X Z0| CHEH CHE ME HEJF 28 E config. txt TS MAMFLICH

"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",

"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {

"groupEntityType": "MyCorp::UserGroup"
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2. LIS P M504 Amazon Cognito A3 SH AAE MMEHLICEH

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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https://console.aws.amazon.com/verifiedpermissions/
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A BE A4 Hof Qs BICIQ HES MEi3 OHS X171 BT A4 AXIE MEisto] A2 5T 4
AE MHE 4 UBLICH HAE MRbof delete® U CHE K12 BT A4 AKIE ME5t0d
A7 BE A4 MRS SHoIsCH

AWS CLI

Xt24 Amazon Cognito 8 AAE 0|0 E5t2{™

AH0|EE £ Q&LICH TS ofl Aol A
74 ZH AAE AM|o|EELICE.

UpdateldentitySource 2 AFE35t04 At &
£ CHE Amazon Cognito AFE X £E22 AT

1. update-identity-source BHEO| --configuration It2tOIE{HM ALEE Amazon
AMS

Cognito At& Xt E0i| CHE Ot ME HE7H Z& El config. txt TtUS AMFLICH

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-

west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i19j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp: :UserGroup"

[

2. CI3 BHES 4504 Amazon Cognito Xt23 BH AAE OO/ EFLIC.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}

(® Note
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdateIdentitySource.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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https://openid.net/developers/certified-openid-connect-implementations/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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UAIE 23|

A-EXtel &-82 ot X2k AL
ol dich AA ZaY

Cldepartment.

: FEX7E U= Amazon Cognito £ 8 A st MM Aol 82 EEL
Ctprincipal["cognito:username"]. A& 22&&cognito:groups20| F#2l0i CHEH 0d| Q| IL
C}. Verified Permissions=0| 29| LY ot
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Amazon Cognito AFHE X}

Z0°[ID EZ X0 thEh RtMIEF L& 2 Amazon Cognito 7 R} SHLHAM 2|
ID EZ MEE FXSHML.

CtZ ollAl ID EZ0i= Ul 7tX| &2 £40| 2 l&LICt 047]0d= Amazon Cognito§73 2
cognito:username, AHS X K| 221 ¢
LAl U7t Z&ELICHenant.

ustom:employmentStoreCode, & 22 email,

"sub": "91leb4550-XXX",

"cognito:groups": [
"Store-Owner-Role",
"Customer"

1,

"email_verified": true,

"clearance": "confidential",

iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",

"event_id": "@ed5ad5c-7182-4ecf-XXX",

"token_use": "id",

"auth_time": 1687885407,

"department": "engineering",

"exp": 1687889006,

"iat": 1687885407,

"tenant": "xl1llapp-tenant-1",

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
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"User": {
"shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
},
"custom:employmentStoreCode": {
"type": "String",
"required": false

1,

"email": {
"type": "String"

1,

"tenant": {
"type": "String",
"required": true

}

}
}
}
ol 27|0tol| CHEH AS & M of|dl= MMHE & X 5HM 2 Amazon Cognito ID EZ2 42 HFISHLCH.,
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LICH HMA EES HE 7|8 HAHA X1|01(RBAC) A8steE HEF Fo o RE&LICH I8 |
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Amazon Cognito HMA EZ 0= Het Fool AEE + Ue 2ol U&LICH
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Amazon Cognito HMA EZO| R& ol
client_id

OIDC 22| EALX}Loi| CHEF 22t0|1E off Z2|FH| 0| Mol IDRILICH E2H0|P1E IDE AF& 5104
Verified Permissions= T8t £0{ 7H0| H&M AE 010 F{EE ZCI0IHUENM 2 ZJCIX| =elgt

= A&Lct. M2M(Machmemachlne-to—machlne) et 20{0iMH 2 A|AR2 ZEI0|ME Eok ¢f
ZE QYE &t ZEI0|UE DL HRIE HE 0ol 5HE MIBFLICH
scope

EZ ERXo| HMA HEHS LIEHH = OAuth 2.0 B9 IL|Ct.

cognito:groups

AtERtel 1 & HHALICH g 7[8t HM|A Xo{(RBAC)E 7IH2 = &
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Cldepartment. HAMA E
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x SAFSEXR|BE tenant EE=QF 20| EFE S Blo{L
£ MN&X}F X|H5HH AWS HTEAMof H|& 0| F7HELCE.

Amazon Cognito AFE At £ MA|A EF 7= 0f CHEF XEM[EF LHE 2 Amazon Cognito 7HEE R} OFLY
Mol HMA EZ ASE XML,

Amazon Cognito M| A E 22 Verified Permissions0oll M & [ ZAEIAE ZHx|of o= &L ct
context.token.attribute_name2 AtE5t0] HMA EZO| HHE FZE = JU&LICHL OIS H
MA EZ HAMol= client_id & scope 20| 25 ZEELICH

"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
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https://datatracker.ietf.org/doc/html/rfc6749#section-3.3
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html
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"cognito:groups": [
"Store-Owner-Role",
"Customer"

1,

iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",

"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda909cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",

"scope": "MyAPI/mydata.write",

"auth_time": 1688092966,

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

Cl2 o= Verified Permissions A 7|00 HAM|A EZ ofH|o] &4
7|0F HEo CHEF REMIEH LI 2 HA AE0{ A7|0F HEZ(E) &

- =H 2 =
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"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
1,
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

},

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
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"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

1,
"client_id": {
"type": "String"

1y
"type": "Record"

Ol A7|Otol CHal HEE HA of|Ml= MM FHZE M 2Amazon Cognito HA|A EZ £4 2 BHEFE
LICE..

Amazon Cognito 2ECS 2 #2& S0l CHst CHA 7|

Verified Permissions 7t A|ZfEl A|&0] cognito:groupset &2 Amazon Cognito E& 2

o HEEE A7|0ts . 2XHE HAE TR 7|52 AESIEE S ECE FE2E 2XtdE2
custom:store BHEFELICE O] FAIZ2 M E7(|Holzt & I,II:}. 0|2 So{o CHEt & =7} A=of
cognito:groups principal.cognito.groups F7IEIRA&LICE O] Al A& F%%E* = UK
OtOHZ S E7|HoE A7(Ofe WAME YWESH= 40| E&LICH O] Ao M=of CHEt & =7t H3Hof
Z gHEILICE. Verified Permissions & £ 01 A
2 E7|ME A8 LCH

cognito:groups principal["cognito:groups"]
A% Z ID EZ20] s iS22 WHE A7|0ts CHE

A7 B A A0 CH3H Amazon Cognito S22 HEE A 7|0} & HMo|M M E7|HE A& AISE
= UA&LICH OHE Rl OIDC IdPO| CH3H 7|0t : EEE HAo| = CHE FXXE7L ot EXtet &
HHEEIIHE MEE = &LiCh

& £/l Chet A7|0Hs CHS oiFI9H 20| : FHRIEIQ| ZF IAHAE cognito EE custom X7
20| sl g=o= SHELIC

"CognitoUser": {
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"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

},
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

I
"email": {

"type": "String"
},

"tenant": {
"type": "String",
"required": true
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MAH2 oldtMo 2ol ZH2 Aol AF|Ol £ S HE & LClprincipal.username. EE Z2¥ 0|
Eo| UEIS £/ QUE :, .EEQ L2 =X} ol CHEE 9| EXI2| AL Verified Permissions=
principal.cognito:username E=2 Z2 X g2 7 & BAE £ gl&LICtcontext. ip-
address. CHA CHE & ET|HO = O|2{t Z712| BAIE context["ip-address"]ZtZt
principal["cognito:username"] &= A2 X|Hslof gLICt H&E EA_&= 2 olFof
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"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
I
"custom:employmentStoreCode": {
"type": "String",
"required": true,
I
"email": {
"type": "String",
"required": false
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"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
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"type": "String"

}
}
I
"principalTypes": [
"User"
]
}
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O| oAM= JWT.12 A& 35t04 O Z 2|71 0| M0 M Verified PermissionsE £ &35t WS Eo{FLICtH
async function authorizeUsingJwtToken(jwtToken) {

const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;
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function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteltem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application needs to use the claim that
represents the user-id
}
};

return [entityItem];
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permit(
principal in MyCorp: :UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"

) when {
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principal.jobClassification == "Confidential" &&
!(principal.location like "SatelliteOffice*")
};
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CreateldentitySource 22 AtE5t04 At 5H LA E MEE = JU&LICH O F oMo M=
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1. create-identity-source 29| --configuration m}ZtO|E{0{A{ AFEE OIDC IdPO|
CHEH CHS MIE HE7F 28 El config. txt THUS MAELICH

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

},

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

2. Ch3 BHS AAt0 0IDC A1 E BH AL E HEFLICH

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "User" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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AWS CLI

OIDC A4 8 ~AE UO|0|EstE{H

UpdateldentitySource S At&504 At 5H LA E UO|OIEE™ = U&LICH CHS 0d Alod| A
L
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1. update-identity-source @&l --configuration Z}ZtO|E{0|A AFRE OIDC IdPO]|
CHEH CHS MIE HE7F 28 El config. txt THUS MAELICH

{
"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
1,
1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"
}
}
}

2. L= BHES HASto 0OIDC A1 Y AL E UO|O|EFFLICH

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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LICH Xt 58 A A0 CHE A 7|0 Qi0| MM AEO{E M= FR API LEE AI85t0{ M E
AE{E|Qt UX[Gt= A7|O0] S2X &2 FII6HoF &LC JH CHE 24 E22| £42 AL&6t
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
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A7|oto] ID EZ OfZE!

Verified PermissionsE= ID E& SIS AL}
Ol £-Ho 2 XMEELICH ID EE2 &/ 7|8t Ak
Ct. Verified Permissions7t R HAIE 7|Hto2 2
AAO|ID EES MEASHLICE
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o| 0|E 4l |§’ ag |:HI|:|.|AI et ME S AIZ2X}
A X0{(ABAC) M3t £0{ ZEO|M 7tE RS L
AA0 CHE HMAE EMSIE S Sl2{H X4 5H

OI

OIDC 32Xt2| ID E& & Amazon Cognito ID E&2 & dnt 7{o| SUFLICH xto|H2 EdY
off JA&LICH IdPE E & OIDC £8 & M3 stHU AER XIH A7|0HE 7HE == U&LICH Verified
Permissions &0 M M H3 AE0{E HME M oA ID EES AFE35I0{ OIDC AtE 8H AAE

-l O O l-—
FIstHL EE2 28U E AR &0l =522 olEE &= U&LICEH Verified Permissions= 1dP2|
&8 AF|0E QAISHK| 252 20| HEE A3 3Hok Ct.

Elf
L

]IOI' 0

KEM|EH L 2 Verified Permissions &2 AE 0] M EHHE B ERSHAAIL.
CI=22 OIDC At B AAT e 8™ AE0{9| A7|OF M| M LICE.
"User": {
"shape": {

"type": "Record",
"attributes": {
"email": {
"type": "String"
},
"email_verified": {
"type": "Boolean"

.
"name": {
"type": "String",
"required": true
.

"phone_number": {
"type": "String"
1,
"phone_number_verified": {
"type": "Boolean"

Ol A7|otof CHall HEE HH ofldll= MMHE HESMHMLOIDC ID E2 £S48 grFgfLct.
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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Verified Permissions= 1& 2o 0|2|o| HMA EZ SoiS 2o M8 E= HEHAE £40

2 ®M2|ELct 22 " A 2 1dPe| HMA EZo|= APl M A CHEF MET ZEE £ Q&
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Q|2 OIDC 222 CHREE o MM A EZ 2 Amazon Cognito UAMA EZ T
grLict. OIDC HMA EE 2 Verified Permissionsofl M2 E [ ZAEAE
context.token.attribute_names AtE35t0 HMA EZQ| €2
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"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"

1,

iss": "https://auth.example.com",
"client_id": "lexample23456789",

"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",

"exp": 1688096566,

"iat": 1688092966,

"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

C}2 ofl= Verified Permissions 2 7|0401| HA|A E2 0f M| Q] &4
1 %H

=
710 B0l CHEH REAIEH LIS S &8 A0l A7 HES(E) HESML.

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
},
"resourceTypes": [
"Application”
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1,
"principalTypes": [
"User"

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

}I

"client_id": {
"type": "String"

I
"type": "Record"
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K74 B5H AA0| AT|OHs A BH AAE 718 M £ stE AE{E| Aol mhat ZEtELICH &
7 B5Y AAE siLto| 2HAUS AR AIEE| &0l BHZstD stLtol 2BIYS I8 EE| RHo
DN 3 Lich o243t E{E| HE X174 BY A Ao SAlQL|C} o] 214 HEE AF85to] g
7|8 HA|A MO(RBAC) BHOIAM S& AL XH L AFS AL T UY 4 Qle S& T80l it Het
20{ ZUS $HstE MBS MY £ YaLch AT|oo] E2 SHYS FohetH M AE0{o| H
8t 20{ M7} HEELICH ID E29| AHBAF S40llE £ 7|H AAA K0{(ABAC) HEH Rofof 7|
{8 & Qe AFS KOl CHEH MEJF YA LICH HMA EZ 0| HEAE S4olle BRIl F7t HMA
Mol MEE MBE 4+ UK 7+ A7|0F 50| LR F OAuth 2.0 HRI9 Ze HET} &L

Verified Permissions & 2| API Gateway &7 3 A3 5 3ZA & et M M2 A 70t ID
=2 BriuE gewn BMs 22 Se2i8l Seols axl Han. A7l 8 2& S
EZ 222 F7t5t2{™ JSON ZEN M AF|0HE HEIS T commonTypes &2 F715H0F & L

Ch AEMIEE L2 ML EZ OiE BHHE BESAAIR.

OIDC & Zdil¥2 ot A2 x[2gfLct

1. 30| iz EXIY: "groups": "MyGroup"
2. 3o = AEEI FE: "groups": "MyGroupl MyGroup2 MyGroup3".Z EXI¥E2 25
Ct.

3. JSON(&EZ #&) 55 "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]
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https://docs.cedarpolicy.com/schema/json-schema.html#schema-commonTypes
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@ Note
Verified Permissions= 28o 2 2E 1§ 2
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M74gtLICt. 0o & S04 2l= O|& 2l I&&2 My Group CHEEL|CHMyGroup.
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PermissionsE principal.cognito:username £t Z2 =7 k2 -_rLE'- -E-&'.%* T RE
L|Ctcontext.ip-address. CHAI CHE S E7|Ho 2 olgd8t Z740| @A context["ip-
address"]ZZ principal["cognito:username"] E Hafof &Lct HE
A_= 2 ol§oll RES EXt0|HO| LT ALl CHEt R YE B=Rt7t ob il of | IL|Ct.

Ol R3o 2ot x| £dof Ciet F 2 oflx| A7|o0t= CtS1 Z&LCh

shape": {
"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
1,
"custom:employmentStoreCode": {
"type": "String",
"required": true,
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"email": {
"type": "String",
"required": false

Ol R HHAE ol Ofgh #& oA A7|0t= ChEot Z&LCh

"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"

}
}
.
"principalTypes": [
"User"
]
}
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CHE A E|T UEX] 2elstE +4 SM0| U&LICH 0| AE 2 IsAuthorizedwithToken ElJ
BatchIsAuthorizedWithToken APl Q& X{2|& [ erMEFL|Ct SE2 IDeF HMA EZ,
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Z0|E ID= OHEEIFH0|MO| ArE St Rt 23 B SZAt QAT AL HAATE AEXIILCE 0
lexample23456789. Ci&f 22t 22 HMA EZQ| oL El A= TAMKF E= CHaf ot AZEE URL &
2lLICthttps://mytoken.example.com. HMHA EZS AISE I aud 222 4 CH D &
7=IEIL_||:|.

= k- .

OIDC ID EZ0i=2t Z2 2ct0|HE ID7F Z&E aud 2d0| U&LICH example23456789. IDs

OIDC A& EZ0=2 22 EE2| te URLO| Z&E aud 2ol https://
myapplication.example.comzt@} Z2 Z2t0|1E ID7} Z&El client_id Soi¥0| AU&L
Ctlexample23456789. IDs

HMAEOIE MY i HM AE0{7I EEQ| L& AE5te Ol Ar835t= CHa A3 4/ 2 StLt 0|
o el=4ghL|Ct.
« ID EZ - Verified Permissions= aud 22| Z22t0|¢E ID & stLt O|& 0| CHa AS 2o U]

I5t04 22t0|HE IDsE ZHSEHLCt.

O

« MHAHA EZ - Verified PermissionsE aud 23 2| URLO| CHAF HSB 7t L x|sHE=K| §*°|3P04 CH
SLICH aud 28Il¥0| el B cid = client_id 282

C}. ]

— =
X174 5% B30I Eolstol BHHE LI A 2 Alg HolsHlR.

JWTs CHEt 22I0|E & H§tH Fod

HE AEO| XAZd BH AAE AME6HK| o1 of Z2|7H0|M0of A JSON ¢ E 12|15t s 2
B2 Verified Permissions0oll & & = U&LICH JSON & EZUWT)HM 7HA| £48E =& 5104
Verified Permissions2 7 & 2418 = gLt

O| olXMl= JWT.12 ALE35l04 o Z 2| 0| M0f| A Verified PermissionsE £ &35t &S Ho{ELICH
async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

let principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
let resourceEntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
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entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
let action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
let entities = {
entitylList: [],
I
entities.entitylList.push(...getUserEntitiesFromToken(payload));
let policyStorelId = "PSEXAMPLEabcdefgl111111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;

function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp', 'jti', 'iss'];
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
retuzrn;
}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
18
1}
attributes[key] = {
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set: attibuteItem,
13

} else if (typeof value === 'string') {

attributes[key] = {
string: value,

}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {

attributes[key] = {
boolean: value,

1)

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",

entityId: payload["sub"], // the application needs to use the claim that

represents the user-id
}

I

return [entityItem];

}

' 0| ZE o|AlE aws-jwt-verify 2HO|2E{2IE AF& 350 OIDC & IdP7F MEEH JWTE
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https://github.com/awslabs/aws-jwt-verify
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Amazon Verified Permissions £ &}

Amazon Verified Permissions E&f2 Al25tH _=.'_E O ZYUKTHE DH A E E|ASHSHTHA Of
Zc|70|MolM MESHE HEF £0{E F3HE &= UELICE o|xE S &= ol Z2|70| 4 E Verified
Permissions2} HESIH @145t OIS0 78 249 REEZE|IE M3EL|CH.

Verified Permissions= A CI& Z (XA E X|HELICH

« Node.js OHZ 2|7 0|4 & Express.js

Express2t Amazon Verified Permissions & &

Verified Permissions Express & &2 Express.js OHZ 2|7 0|M0|MH HEt 20{E F35= O
Hb M2 EAlg MSELcH o Sl 7|E EPOE' HEHE UK T MEStE HEH &
g 9|

0 M2 Al235t0{ API Q=X s AaLch S22 ™2 72 M1, HolE Mo
ot @S Gotst, s2E AERE HEE EI_/.:/*OH HMAE +~ AEF oto] Het Fof HALE &t

o=z XMa|grct.
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ol FRIoIAE M AE0] MARE| M8 Rof OIE9I0] T8 L HIAE0] 0|2 7|74 X| Express S8
S MEste W OHIELICH O BIE maM 3= HAS 2|4 85 M A Express Of Z 2|7 0| Mof
225t H5t Rof KlojE FIbe 4 Lt

0| A Mol M Ct2 GitHubZ|Z X|E 2|7} & X E/L|C}.

« cedar-policy/authorization-for-expressjs - Express.js& Cedar ™8 £ 04 O|& 904

- verifiedpermissions/authorization-clients-js - JavaScript0il Ci#t Verified Permissions T8t £04 22}
OloiE

- verifiedpermissions/examples/express-petstore - Express.js O/ S/ 01E AFEEH 734 oi K|

A =

Express S & T2dst7| ™ol Ct&& ZF0{of BfLICH.

« Verified PermissionsOfl M AE £ Qe AWS H|H

» Node.js & npm Mx|H

« Express.js OZ 2|70 M
OpenlD Connect(OIDC) At 53 3= Xk(0dl: Amazon Cognito)
AWS CLI MHMst Hetez FHF

A4 %S

=
(=) =0o

=

1A HA AE 0 Y
AWS CLICHS € ME5t0{ WM AE0{E MEFLIcH
aws verifiedpermissions create-policy-store --validation-settings "mode=STRICT"
@ Note
£ BHoIM ALBE 4 Q== Sol BHEHEl MM AE0] IDE XA ELICH
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https://github.com/cedar-policy/authorization-for-expressjs
https://github.com/verifiedpermissions/authorization-clients-js
https://github.com/verifiedpermissions/examples/tree/main/express-petstore
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://nodejs.org/
https://docs.npmjs.com/
https://expressjs.com/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html
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npm i --save @verifiedpermissions/authorization-clients-js
npm i --save @cedar-policy/authorization-for-expressjs

Mt 2o 74
1CtA|: Cedar 2 7|0 MM Ol dZ2 =

A7|0h= ofE 2|7 0|M2| AIEE| R ALK 7L =-E = U= BYS
CHEF M3t 2o{ 2 S HolgfLIct A7|0te| HIYAHO|AE Holste KO
YourNamespace2 AF & LICH. AF|0FE Verified Permissions 2324 A E 04{0]

E|HLt =HE|H ME|ATF AF7|Okof| CHEH HME RIS 2 ASE L c

XE 35104 o Z 2|7 o] Mo
0 L|C}. o] oAM=
7E=|g|.|:|=| x-IxHo| 7<7|_

@cedar-policy/authorization-for-expressjs I7|X|= OHEZE|FH 0|A 9] OpenAP| AL S
M35t Cedar A7|0HE e = UGLICH E5| B2 A= AHFol| 2 FLICH.

OpenAPIl AL 0| Q1 E 73 express-openapi-generator I 7| X[ 2| tF 2 X|&iofl [t 2} OpenAPI A S
Mg = JA&Loh

OpenAPI AF2FOll A A7|0FE AiAdstL|C}

npx @cedar-policy/authorization-for-expressjs generate-schema --api-spec schemas/
openapi.json --namespace YourNamespace --mapping-type SimpleRest

O ChZol AASE Cedar 27|0k2| FAIE X|IHELICH AWS CLI. ZEe 8t §7% 4 of CiEt AHAl

gt LI 2 MME X StMEM AE0{ AF|OH AF|0F BAIE X[YH5te Ol 80| 2R 8%
verifiedperm|SS|ons/exampIes GitHubZ|XZ X|EElprepare-cedar-schema.shol 2= AJ &I EJ}
A&LICH CHS 2 v2.cedarschema. forAVP. json T+ 0 M Verified Permissions 24{0| A7|0IE
=5t= sE A3 R Eo] CHet =& ol A LCt.

[V

./scripts/prepare-cedar-schema.sh v2.cedarschema.json v2.cedarschema.forAVP. json

40| X|IHE A7|0IE HM AE0{0| YEESITE HAM AE0{ IDpolicy-store-id&E HFELIC.

aws verifiedpermissions put-schema \
--definition file://v2.cedarschema.forAVP.json \
--policy-store-id policy-store-id
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https://docs.cedarpolicy.com/overview/terminology.html#term-namespaces
https://swagger.io/specification/
https://github.com/nklisch/express-openapi-generator
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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2EHA|: HE Fof HA Y

HE0| TME|R| f2 B Cedars ZE HEH 20{ 282 HRELICH Express 2293 S8
O|Tiof MAE A7|0LE J|BFSZ ofi&| HAS MA50{0| ZRZMAS REAERMSHE O £20| &
Lct.

Z2 oM OfEE|FH0lMol Mol BE S ALBSHE ZP TEH QT ak(aaC) TTE AL S04 M A
C

HHst= Aol E&LICH RHMIEH LHE 2 2 AWS CloudFormation EHEHE FESHA AL,

HMEZ Cedar HH 4!

npx @cedar-policy/authorization-for-expressjs generate-policies --schema
v2.cedarschema. json

4

>

ol

T84 /policies CIEEZ[0] ME Y20 HHELICH 37 CHS A Ataflof ket ol

AMER XIEE & AU&LICH oA:

12
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r
0

// Defines permitted administrator user group actions

permit (
principal in YourNamespace: :UserGroup::'"<userPoolId>|administrator",
action,
resource

);

// Defines permitted employee user group actions
permit (
principal in YourNamespace: :UserGroup::"<userPoolId>|employee",
action in
[YourNamespace: :Action::"GET /resources",
YourNamespace: :Action: :"POST /resources",
YourNamespace: :Action::"GET /resources/{resourcelId}",
YourNamespace: :Action: :"PUT /resources/{resourceId}"],

resource
);
ot EH AHEE Yol HAIZ XIMELICH AWS CLI. ER3t 33*' off CHEF XFMIBH LI 2 AWS CLI &
Z 9| create-policyE HESHMR. E& F4] x[Hof E.:. Ol € ='—|— verifiedpermissions/examples

GitHubZ|Z X|E Z2lconvert_cedar_policies.shol 2t A3 BEJ} U&LICH OS2 Y 23
ZEo| Chgt &Lt

./scripts/convert_cedar_policies.sh
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https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-policy.html
https://github.com/verifiedpermissions/examples/tree/main/express-petstore/start/scripts
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&Alo| X|HE M2 E Verified Permissionstl 42 =509 policy_1.jsonE X2 mjlo| ZHz 4l of
EOZE U I E MM AE0{IDpolicy-store-idZ HbELIC.

aws verifiedpermissions create-policy \
--definition file://policies/json/policy 1.json \
--policy-store-id policy-store-id

ICtA: A}3 BB S2A HZE

O 2 Verified Permissions T8t 204Xl O|E90{= AFEXA HEE 71X 27| ?la API 29| H
—=|'— i oiIE-I Lfoll M3 E JSON & EZJIWT)S & LICt Verified Permissions= T8t £0{ L&
M £8sle WA oo EE28 ASE £ &Lt

lientIdCt21 identity-source-configuration.txt Z2 O]

userPoolArn ZE AF235104 ¢
g MAMeHLICE

EOo||ID AA 7 ol

{
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:region:account:userpool/pool-id",
"clientIds": ["client-id"],
"groupConfiguration": {
"groupEntityType": "YourNamespace: :UserGroup"
}
}
}

CH2 AWS CLI BE 2 Halistod Rt 8H 24 E MHEstnE H™M AE0{IDpolicy-store-id&E
H 2 LCt.

aws verifiedpermissions create-identity-source \
--configuration file://identity-source-configuration.txt \
--policy-store-id policy-store-id \
--principal-entity-type YourNamespace: :User

Oh

et §o{ Oj=9of 7

HE 2o O|SY0{E ZESIEE Express OHZZ|AH 0|MHME Ud|o|EELICE. O] A ME Al E &
EZE MSBSX|BH HMA EEE ABE = JAELICE REMIEH L& 2 2| authorization-for-expressjs &
& Z 5t M2 GitHub.
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const { ExpressAuthorizationMiddleware } = require('e@cedar-policy/authorization-for-
expressjs');

const { AVPAuthorizationEngine } = require('everifiedpermissions/authorization-
clients');

const avpAuthorizationEngine = new AVPAuthorizationEngine({
policyStoreIld: 'policy-store-id',
callType: 'identityToken'

});
const expressAuthorization = new ExpressAuthorizationMiddleware({
schema: {
type: 'jsonString',
schema: fs.readFileSync(path.join(__dirname, '../v4.cedarschema.json'),
'utf8'),
.

authorizationEngine: avpAuthorizationEngine,
principalConfiguration: { type: 'identityToken' },
skippedEndpoints: [],
logger: {

debug: (s) => console.log(s),

log: (s) => console.log(s),

1)

// Add the middleware to your Express application
app.use(expressAuthorization.middleware);
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorizedWithToken.html
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_BatchIsAuthorized.html
https://docs.aws.amazon.com/general/latest/gr/verifiedpermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://console.aws.amazon.com/verifiedpermissions/
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html#API_IsAuthorized_Examples
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40| Verified PermissionsE AFE35l04 L E &2l5t= W

1. B ALSXbol| CHEt HEE =& ELCH et o =2 AKX ME HE= JWT E= E MM
FFet 22 QB E MM ME HEo MBS ELICH o] AHEXt H|0|E = HE AE0{of HAZE
Amazon Cognito ID &A EE= CHE OpenlD Connect(OIDC) 32 A0 HIRE = U&LICH

2. MEXII AMAsteds Elasol Ciet HEE s AELICH LMoz ALSXI7F ol M RHikE
2L olfof st =S MEstH ol Z2|7 o]0l 2[4 20 CHEF HE7E Al L

4. AMNEXR7F ALt 2dof CHa EoF &, Z, 2|AA L AEE|E AFE S04 Verified Permissions
of CHgt ek 2o @S MMSHLICE Verified PermissionsE M2 AE0{Q| MRS J|EF02 @

o

Verified Permissions APl 212 AWS SDKs. 101| Verified Permissions& EZ & 5l242d AMEHEH ¢10{9
AWS SDKE Y miZ7|x|of S&EFLICt.

o T

KEMIS| 2 olE T AWS SDKs. Amazon Web Services

CtS2 AWS SDKs.

« AWS SDK for .NET

« AWS SDK for C++

 AWS SDK for Go

 AWS SDK for Java

« AWS SDK for JavaScript
« AWS SDK for PHP

« AWS SDK for Python (Boto)
« AWS SDK for Ruby
« AWS SDK for Rust

O Z 2|70t SE 143


https://aws.amazon.com/tools/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/VerifiedPermissions/NVerifiedPermissions.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-verifiedpermissions/html/class_aws_1_1_verified_permissions_1_1_verified_permissions_client.html
https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/verifiedpermissions
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/verifiedpermissions/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/verifiedpermissions/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://docs.rs/aws-sdk-verifiedpermissions/latest/aws_sdk_verifiedpermissions/
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oil CHt CHZ AWS SDK for JavaScript OlA|& Amazon Verified Permissions 2!

3! Amazon CognitoE At

23t MEst=l Mt 204 72tA 510 IsAuthorized HIZELICE.

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo.'"VacatlonPhoto94 jpg""',

// whenever our policy references attributes of the entity,
// isAuthorized needs an entity argument that provides
// those attributes
entities: {
entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
3,
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
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https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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* kms:Encrypt

* kms:GenerateDataKeyWithoutPlaintext
* kms:DescribeKey

* kms:ReEncryptTo

* kms:ReEncryptFrom

* kms:Decrypt

ChE2 oA 7] E& Lot

"Sid": "Enable AVP to use the KMS key for encrypting project J.A.K. policy
resources",

"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"

I

"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"

15
"Resource": "*"
}
AA HEIAE O3]
LA HEAE = X|HE 7]0f CHSH AWS KMS 22 sdstEdl AT dtes &4 SEXH| Ciet HE
E M3&ct o|Z2H 5tH™ Cl|o|E &40 ZHEIAEE HIQITSH0] S 3HEl HIO|EHS| 8 E= 28
2 X[ = JA&LIct
DHR AAHUAEE OHS 7| WY MY 22 7| WMo £t ZHo2 B 4 AaLiT
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable this account full access to this key",
InEZ I
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
},
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"StringlLike": {

]
=
e
o
ot
N

151



Amazon Verified Permissions Add a permission2|

"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"

-

O 7| HH2 A A HZO|0| AWS KMS 7|7} /= HE1 S et B2 Verified Permissions7t At
EXE H*._|8P04 AWS KMS Z£8 = UL F &HEFLICE CMK Z|ol gt AWS CloudTrail Z At
2EIE Folg mf olg{et 4= =2l 0 C Z=7d 7]of Cist REMIEE L2
aws:SourceArn EE= aws:SourceAccount =27 7

3t
=

Ot 53 HAELS 255t 274 ZALE QI8 %71 915 CIOIEIE Zatsts 71-3t Mol MEULICH
GlOlE] 933t Q&0 255 HHYASE ToislH o35 HAAET} 953518 Ol 0|E{0] AWS KMS
Of$ 3t WAC 2 HHITIEILICH CIOIEIE SHS52i™ SUS 23 HHYAES HErsfob BrLICH

Amazon Verified Permissions&= & 53 UM SLEF AWS KMS &5 3t ZHEIAEE Al 5HH
Verified Permissions7t AFE XIS CHAIGI0] S 3H/558 TE2MHMASE AWS KMS &€ 1 21 LHof|
M AWS CloudTrail £QI8H 4= Ql&L|CH 72X O 2 Verified Permissions= ElAA S &5 548k i Cf

—
Sot €2 dE3t HAHEAE 7[-gf Ho1E ASELICH

{
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"

}
EE§F Amazon Verified PermissionsE AF25tH ¢ $8l/2 538 TZ M A Sof Z&sleds F7F HEHH
OlE{ol YR Z AHSRH RIT 225 HHMAES £I48 4 YSLICH 5, 7| HR0| o2} oiFlet Z2
g2 foist= ol o ME3HE = J&LCh

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
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},
"Action": "kms:*",
"Resource": "*"
I
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
"Effect": "Allow",
"Principal": {

"Service": "verifiedpermissions.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt"
1,
"Resource": "*",

"Condition": {
"StringlLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"

-

O] 7| A2 A5 3t HEHAE WMoi 7|7} Z7E[o] U1 Zto| FAIE 2D 7|-gf o
Olarn:aws:verifiedpermissions::111122223333:policy-store/*T Z & E|04
aws:verifiedpermissions: policy-store-arn%‘t A2 Verified Permissions7t A& XHE CH

21510 AWS KMS 3 £8 &= UL S S LICH policy_owner": "Tim". AbE X} XM &334
HAEE M™M= W2 the section called “& S 3FEl 243 Z{E A MM MME XM L.
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® Note
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kms:ViaService 0|3l

kms:ViaService Z71 7|= AWS KMS 7| At& 2 X|HE AWS MH|A 9| o2 MEH&LICE o]l &
A 7l ME HMA MMFAS)MI2E M ELICE of CHEF REMIEH LI& 2 AWS KMS 7HEE R OFLEA{ 9]
kms:ViaServiceE kms:ViaService® XstM|2.

& So{Ct5

40
|
b
2
u

oSk |%d 7|2 kms:ViaService 71 7|2 AF835t04 2 0|E CHAlSH

9' 2 o = —
of 0|2 SE(HX|L|ol 55) 2|T 2] Amazon Verified PermissionslA 2 £ Z<0i2H x| E 2o
E MESEE 5{E & LICIBrentRole.

"Sid": "Enable AVP to encrypt/decrypt resources using credentials of BrentRole",
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/BrentRole"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:DescribeKey"
1,
"Resource": "*"
"Condition": {
"StringEquals": {
"kms:ViaService": [

4

"verifiedpermissions.us-east-1.amazonaws.com"
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}

O|= Verified Permissions7t 23/ 5 iS5 2 {dH AL AFE AWS KMS CHAISH040] @ Z&
Verified Permissions7t A3 S, Hst L M|MH SMHE MYE £ U S sl o ZRELICH FAS 2
Holl T8t RFAIEH LIS2 1AM AHS MBAO| ME M4 MM

A AWS KMS 7| &34

O|™ MIMOo| 7 dE 7|82 2 Amazon Verified Permissions7} & 58/ 3530l CMKE A5 E &
&5t= oA 7| EAL|Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable this account full access to this key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Enable AVP to retrieve this key's metadata",
"Effect": "Allow",
"Principal": {
"Service": "verifiedpermissions.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"StringlLike": {
"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-
store/*"
}
}
},
{
"Sid": "Enable AVP to encrypt/decrypt resources utilizing this key",
InEZ TR ] 155
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"Effect"
"Princip
"Ser
I
"Action":
"kms:
"kms:
"kms:
"kms:
"kms:
1,
"Resourc
"Conditi
"Str

"arn:aws:verifiedpe

store/*"

iy
"Str

"Sid": "
BrentRole",
"Effect"
"Princip
"AWS
I
"Action"
"kms
"kms
"kms
"kms
"kms
"kms

1,

: "Allow",
al": {
vice": "verifiedpermissions.amazonaws.com"

[
Decrypt",
ReEncryptTo",
ReEncryptFrom",
Encrypt",
GenerateDataKeyWithoutPlaintext"

ell: Il*ll’

on": {

inglLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
rmissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim",

"aws:SourceArn": "arn:aws:verifiedpermissions::111122223333:policy-

ingEquals": {
"aws:SourceAccount": "111122223333"

Enable AVP to encrypt/decrypt resources using credentials of

: "Allow",
al": {
": "arn:aws:iam::111122223333:role/BrentRole"

: [

:Decrypt",
:GenerateDataKeyWithoutPlaintext",
:Encrypt",

:ReEncryptFrom",

:ReEncryptTo",

:DescribeKey"

"Resource": "*",
"Condition": {
"StringEquals": {

"kms:ViaService": [

]
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"verifiedpermissions.us-east-1.amazonaws.com"

1,
"StringLike": {
"kms:EncryptionContext:aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/*",
"kms:EncryptionContext:policy_owner": "Tim"

/A Warning
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{

"Version": "2012-10-17",
"Statement": [

{
"Action": "verifiedpermissions:CreatePolicyStore",
"Resource": "*",
"Effect": "Allow"

},
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{
"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
(® Note
2 A5 5E HM AE{E HM(Get L List* M)t AX|SH7| flal F7t HEH0| HR5tK]
Dz e[y 7lelanct

KMS 2} Verified Permissions 22 H0{&L|

"Version": "2012-10-17",
"Statement": [

{
"Action": "verifiedpermissions:*",
"Resource": "*",
"Effect": "Allow"
I
{
"Action": [
"kms:Decrypt"
1,
"Resource": "*",
"Effect": "Allow"
}
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]

CH IAM Ao 2 TS |AM OfE HAMo| T+ S F7tetvIS sh ELICt

{
"Version": "2012-10-17",
"Statement": [
{

"Action": "verifiedpermissions:*",

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncryptTo",
"kms:ReEncryptFrom",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"

1,

"Resource": "*",

"Effect": "Allow"

}
]
}
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£ (0dl: IsAuthorized, BatchlsAuthorized, IsAuthorizedWithToken §)2 124

. E': "'rL._4°._+ Ho{d™¥ &
ZZMA0 MBSEE AFEELICE

MMSH7| Mol AFE 1 22|13 7| &210d Amazon Verified Permissions 7}
t2517| |5t xS 7| K42 20| MEIE o] QI=X| EOIS|Ct BQ 5t "'L._-|°._*

the section called “Amazon Verified Permissions0il CHgF AWS KMS 7| Al M8t Hof” MM 3
(@]

oII
-

A& AWS CLI:

aws verifiedpermissions create-policy-store --region us-east-1 --encryption-settings
file://encrypted.json --validation-settings "{\"mode\": \"OFF\"}"

encrypted.jsone CHS1 Z&LICt

"kmsEncryptionSettings": {
"key": "arn:aws:kms:us-east-1:111122223333:key/12345678-90ab-cdef-ghij-
klmnopqgrstuv",
"encryptionContext": {
"<ENCRYPTION_CONTEXT_KEY_1>": "<ENCRYPTION_CONTEXT_VALUE_1>",
"<ENCRYPTION_CONTEXT_KEY_2>": "<ENCRYPTION_CONTEXT_VALUE_2>",

[

E 172 22|18 7| ARNkey2 2 HH* 1 2! <ENCRYPTION_CONTEXT_KEY>
<ENCRYPTION_CONTEXT_VALUE> H0{& ®35l= encryptionContext 7|-Zt HO{2 HIELIC} 7|-
2t Ho{E FII5tX| etog{MHE &A7s| M2 encryptionContext = UA&LICEH

/A Important
MR XIH ¢ &3 HAEHAEO| 7|-Zt Ho{aws:verifiedpermissions:policy-store-
arnE EZESIX| OtMAR. Ol RS2 2 FIE|H HEE AHSAL X[H =23 HEAE F|-2f
Ho{o| YR AR HE 2R/ 7 LAlELICH
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® Note
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CloudTrail. Verified PermissionsE AWS KMS 3501 CHEF 2t @& o|l= 455 HEIAEQ AFR
7| ARN(EQ! 14 2™ 7))ol & ufeto|E{of| Z&EL|Ct

0f| CHEH AWS CloudTrail 21 & =9| 0lGenerateDatakeyWithoutPlaintext:
"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
I
"eventTime": "2025-09-28T16:51:0472",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqrstuvwx",

"encryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",
"policy_store_editor": "Janus"
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_Operations.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys-adding-permission.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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}I

}I

of CH&t AWS CloudTrail 21 & =9| ofDecrypt:

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "verifiedpermissions.amazonaws.com"
},
"eventTime": "2025-09-28T16:53:217",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqrstuvwx",

"encryptionContext": {

"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012",

"policy_store_owner": "Elias"

}I

of CH&t AWS CloudTrail 21 & 59| 0{ReEncrypt:

{

"eventVersion": "1.11",

"userIdentity": {
"type": "AWSService",
"invokedBy": "verifiedpermissions.amazonaws.com"

},

"eventTime": "2025-09-28T16:51:042",

"eventSource": "kms.amazonaws.com",
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"eventName": "ReEncrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",

"requestParameters": {
"sourceKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-
mnopqrstuvwx",
"destinationEncryptionContext": {
"aws:verifiedpermissions:policy-store-arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
1,
"sourceEncryptionAlgorithm": "SYMMETRIC_DEFAULT",
"destinationKeyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-
ijkl1-4567-mnopqrstuvwx",
"sourceEncryptionContext": {
"aws:verifiedpermissions:policy_store_arn":
"arn:aws:verifiedpermissions::111122223333:policy-store/PSt123456789012"
I
"destinationEncryptionAlgorithm": "SYMMETRIC_DEFAULT",

}I

23 g=0i= Amazon Verified Permissions2| 29 F&| invokedBy &= 4!
requestParameters Mol L& encryptionContext/sourceEncryptionContext/
destinationEncryptionContextO| Z & EL|C}

ofl CH8t AWS CloudTrail 21 &5 2| 0DescribeKey:

{
"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",
"invokedBy": "verifiedpermissions.amazonaws.com"
.
"eventTime": "2025-09-28T16:51:02Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "verifiedpermissions.amazonaws.com",
"userAgent": "verifiedpermissions.amazonaws.com",
"requestParameters": {
InEZ TR ] 163



Amazon Verified Permissions Add a permission2|

"keyId": "arn:aws:kms:us-east-1:111122223333:key/abcdefgh-0123-ijkl-4567-

mnopqgrstuvwx"
1,
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-events.html
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https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/policy-stores.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/logging-monitoring.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-examples.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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"Action": [
"verifiedpermissions:CreatePolicy"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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AWS ZF2|& A4 AmazonVerifiedPermissionsFullAccess

AmazonVerifiedPermissionsFullAccess 2|3 X2 Verified Permissions0il CHEF A&l SHA|
X

£ HEHE F 04 LICt. Amazon CognitoZ |8 A} 5H AAE E5tE{™H AmazonCognitoReadOnly
120 Z2 HE of MAME dZAslof FLCH.

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:CreatePolicyStore",
"verifiedpermissions:ListPolicyStores"
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"Resource": "*"
}I
{
"Sid": "PolicyStorelLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:*"
]I
"Resource": [
"arn:aws:verifiedpermissions::*:policy-store/*"
]
}

AWS 2|3 HA: AmazonVerifiedPermissionsReadOnlyAccess

AmazonVerifiedPermissionsReadOnlyAccess #2Z|& MAH2 Verified Permissions0il CHE 17|
M HM|A HEtS FoigLct

o

17

2 HeH £04 # 2| APIs IsAuthorized L& E &304 Amazon Verified Permissions2| 2 &
dof CHEr MAM|A HEHE Eo{&LICIIsAuthorizedWithToken.

I'lIOO

|7C-I
|

2

(® Note

BatchIsAuthorized 2!0i CHEF HM|A BatchIsAuthorizedWithToken ™2

IsAuthorizedwWithTokenZtZt IsAuthorized 2o CHEF HAA HEHO| Ho{E I RIS S
2 2o{FLCt.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AccountLevelPermissions",
"Effect": "Allow",
"Action": [
"verifiedpermissions:ListPolicyStores"
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1,
"Resource": "*"
},
{
"Sid": "PolicyStorelLevelPermissions",

"Effect": "Allow",

"Action": [
"verifiedpermissions:GetIdentitySource"”,
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
"verifiedpermissions:GetPolicyTemplate”,
"verifiedpermissions:GetSchema",
"verifiedpermissions:IsAuthorized",
"verifiedpermissions:IsAuthorizedWithToken",
"verifiedpermissions:ListIdentitySources",
"verifiedpermissions:ListPolicies",
"verifiedpermissions:ListPolicyTemplates"

]I

"Resouxce": [

"arn:aws:verifiedpermissions::*:policy-store/*"

AWS 22| H2ol CHEt Verified Permissions G| 0| E

O| MH|AZ} O|qE A AL E FX5H7| A|ZHSE 0| F Verified Permissions 2|
oilo|Eof CHet MIE HEE gLICt o] Ho|x|e| 473 Atetof CHE RIS L 2
Permissions 2A] 7|2 10| X|0{| A RSS I|EE T 55HM2.

AW
£t 9E4 0 Verified

HZ == Date
AmazonVerifiedPermissionsFu Verified Permissions= 20243 10 11
lIAccess — A Zd=H Verified Permissions0i| Ci 8t 7

A HMHAE s{8ste M G

g F7ti&L
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At

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
verifiedpermissions:GetWidget on resource: my-example-widget
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0| A%, verifiedpermissions:GetWidget B UE AtE5t0d my-example-widget 2|2A0] H
MAg = UTE 5 mateojackson AHS AL HEE UO|O|EsHoF & LICH.

T 20| 2R3t B2 AWS EEIXtoH 2olstMR. ZElRle 22l Xt ZHE AMSEH AR LICH

iam:PassRole2 &5t 5 QIS L|X| &S
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et #0{ APl 3&0| A2 AN 22 8E 24 F additionalEventData CHalof Z&HEL
ClresponseElements.
=AM

* |sAuthorized
» BatchlsAuthorized

» CreatePolicyStore

 ListPolicyStores

» DeletePolicyStore

* PutSchema
* GetSchema

* CreatePolicyTemplate

* DeletePolicyTemplate

+ CreatePolicy

» GetPolicy
» CreateldentitySource

» GetldentitySource

+ ListldentitySources

» DeleteldentitySource

® Note
CIOIE Z2to[H AL oo M 5 EHETL +BEIRSLICH

IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
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},

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data"
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BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I
"eventTime": "2023-11-20T23:02:33Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
3,
{

"principal": {
"entityType": "PhotoFlash
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash
"actionId": "DeletePhoto"
1,

::User",

::Action",
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"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

1,
"policyStoreId": "PSEXAMPLEabcdefgl11111"

iy

"responseElements": null,

"additionalEventData": {
"results": [

{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
1,
"decision": "ALLOW"
1,
{

"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"

iy

"action": {

"actionType": "PhotoFlash::Action",

"actionId": "DeletePhoto"
1,

"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"

}I

"decision": "DENY"
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}

},

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"

}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},

"eventTime": "2023-05-22T07:43:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {

+

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"validationSettings": {

"mode": "OFF"

}
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"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",

arn":
PSEXAMPLEabcdefgl111111",
"createdDate": "2023-05-22T07:43:33.9627947",
"lastUpdatedDate": "2023-05-22T07:43:33.962794Z"
},
"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "bb6bedaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69
"requestParameters": {
"maxResults": 10
b

"responseElements": null,

"requestID": "5ef238db-9f87-4f37-ab7b-6cf@ba5df891",
"eventID": "bQ430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"arn:aws:verifiedpermissions::123456789012:policy-store/

.@",
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"eventCategory": "Management"

DeletePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-22T07:43:327",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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PutSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-16T12:58:5772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
.
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.5134427",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
.
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfod",
"eventID": "7cd@c677-733f-4602-bc@®3-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

@Il’
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GetSchema

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-05-25T01:12:0772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@Ob3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-16T13:00:247",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.444404Z",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
},
"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",
"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-25T01:11:48Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
I
"responsekElements": null,
"requestID": "5ff0@f22e-6bbd-4b85-a400-4fb74aa@5dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:42:30Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

.0",
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GetPolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-05-22T07:43:297",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

4

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgll11111"
1,
"responseElements": null,
"requestID": "23022a9%e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::123456789012
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

CreateldentitySource

"eventVersion": "1.08",

:policy-store/
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"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-19TQ1:27:44Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
},
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
I
"responseElements": {
"createdDate": "2023-07-14T15:05:01.599534Z",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.599534Z",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl3a4ldc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
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"eventCategory": "Management"

GetldentitySource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
b
"eventTime": "2023-05-24T19:55:31Z2",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
b
"responseElements": null,
"requestID": "7a6ecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9a427",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1)
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
.
"eventTime": "2023-05-24T20:05:32Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
1,
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T19:55:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responsekElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorizedWithToken.html
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https://docs.cedarpolicy.com/overview/terminology.html#authorization
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https://docs.cedarpolicy.com/overview/terminology.html#policy-template
https://docs.cedarpolicy.com/overview/terminology.html#schema
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Cedar 334 Verified Permissions 234!
attrs Attributes
parents Parents

Example- 55

CHS oMol MHE 7HA S & 0| Z+Z Cedar 2! Verified Permissions2 E 3 L= &2 Eo{&L|C}.

Cedar
[
{
"number": 1
1,
{
"sentence": "Here is an example sentence"
3,
{
"Question": false
}
]

Verified Permissions

{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
I
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
},

QIE{E| &4 226
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{
"Record": {
"question": {
"Boolean": false
}
}
}

Example- 2 Ty}

CtS ol KMol M= Cedar &! Verified Permissions2| ™8t 504 Q-0 HES W75t &l 7Hx 2
Aol o{E A X|HEl=X| EoiFELICE

Cedar
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
.
"parents": [
{
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
},
{
"uid": {
"type": "PhotoApp::Photo",
ANEE| F4| 227
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"id": "vacationPhoto. jpg"
I
"attrs": {
"private": false,
"account": {
"_entity": {
"type": "PhotoApp::Account",
"id": "ahmad"

}I

"parents": []

"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"

I

"attrs": {3,

"parents": []

"Uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"

I
"attrs": {3,
"parents": []

Verified Permissions

[
{

"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"

.

"Attributes": {
"age": {

"Long": 25
.
ANEE| F4| 228
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"name": {
"String": "alice"
},
"userId": {
"String": "123456789012"
}
},
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
I
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
I
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
},
"Attributes": {
"private": {
"Boolean": false
},
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
"EntityId": "ahmad"
}
}
I
"Parents": []
I
{
"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
},
"Parents": []
},
{
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"Identifier": {
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"

1,

"Parents": []

[
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"policyStoreId": "ABCDEFG12345678abcdefg",

"arn": "arn:aws:verifiedpermissions::111122223333:policy-store/
ABCDEFG12345678abcdefg",

"validationSettings": {

"mode": "STRICT"

.

"createdDate": "2025-06-03T13:09:47.752255+00:00",

"lastUpdatedDate": "2025-06-03T13:09:47.752255+00:00",

"deletionProtection": "ENABLED",

"cedarVersion": "CEDAR_2"

}
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