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4. template.yaml7} Z&E EHE JL|C}.

AWS Exploreroi| 2|7 F 7t 9


https://marketplace.visualstudio.com/items?itemName=ms-vscode.csharp

ol
nx
0%
x

AWS VS Code& =T 7|E A

Node.js EA|Ql 7

1. AWS Toolkit for VS Code7} & x|Elo] /=X| &QIGHAML.
2. AWS SAM OHZZ|AH 0| E LG7HLE MZE MMM

—_=
3. template.yamlO| Z&E EHE L|ct.

(® Note
A FE("target": "code"7t ZEEl A|EF F4)0i M TypeScript Lambda & <& C|
HZ oPE=|':"| TypeScript ALt U2 E MAX O Z = package. json Z2ZME | Mx|5t
M.

Python |2l 4

1. AWS VS Code2 =T 7|E7} Mx|E|o] UYEX| EQISIAIL.

2. Python extension for Visual Studio Code2 Mx|gfLICt & & T2 332 MX|5H VS Code2
Python OHZZ|7|0|ME CIHZE = U&LICH

AL Mz dE5HAIL.

3. AWS SAM o EZzZ|#H 0|

AMe o
=
4. template.yamlO| Z&E EHE L|CH.

5. OHEZZ|7o|lM REOM E{OIEE ¥ python -m venv ./.venvE A&#35t0{ virtualenvE
TEHAMLR.

® Note

virtualenv A|AEIE §F #HOF 2 A5HH ElL|CH

ILFE AS5t04 virtualenvE &438F&HLCt.

ol

6. C}

0jo

3
» Bash shell: ./.venv/Scripts/activate

« PowerShell: ./.venv/Scripts/Activate.psl

Java EAQl A

r_r
M
|'O
ol
E
<o)

1. AWS Toolkit for VS Code7} A x|E[0] /U=

Node.js E |2 4 10


https://marketplace.visualstudio.com/items?itemName=ms-python.python

02

x

AWS VS Code& =T 7|E g M

2. Java E%

3. JavaC|lHH & 2032 AXELCH & Z=233E HX[SH VS CodeZ Java OHEE|7
OldE CIHZY & A&LICH
4. AWS SAM o ZE[7H 0]

template.yamlO| Z & E ECE LICH.

o X2 #4357

1. AWS VS Code& =7 7|E7} Hx|Zlo] U=X| EHQISHM L.
2. Golambda &£ C|HZ35t24H Go 1.14 O|2&F0lo{oF & L|Ct.
.|

3. Go extension2 %

(® Note
Go1.15+ HEIE C|tHZ 524 B 0.25.0 0|4 0lo{oF & LICt.

4. command palette2 Go =7 & MxI5HAI2.

a. command palette0llA Go: Install/Update ToolsS MEAEFL|CE.
b. 3 2fA0A dlv L goplsE MEAEFL|C
5. AWS SAM OfEZ2|7|0|ME LHLt M= HEstA 2.

=
6. template.yamlO| Z&E ECEE JLct.

S AE

S ¢l

A5 AWS SAM OfE EIA[0144S AL ClbZIE 4 aLic

fjo

Z2 Java 112 AX|ELICH S8 22O E MX|SHH VS CodeZ Java HTE
AN
=

Go A2l #3517


https://marketplace.visualstudio.com/items?itemName=redhat.java
https://marketplace.visualstudio.com/items?itemName=vscjava.vscode-java-debug
https://marketplace.visualstudio.com/items?itemName=golang.Go
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/toolkit-navigation.html#command-locations

AWS VS Code& =T 7|E

A8 HEBM

of CHEt @15 L SHAH|A AWS Toolkit for Visual Studio Code

AlEESE7| AWS fall 2 IS E 7t A& LICH AWS Toolkit for Visual Studio Code. ZL2dLt

S A=

CHE 29| AWS ElAaA = AWS HAHEE S35 2HE|E/LICH 2 & AWS Toolkit for Visual Studio Code A
HIA 2 7]50i HAMASHEAE AWS IAM Identity Center, , AWS Builder ID EE£ |IAM A4 SHE AFE
5to{ @1&aHoF g LICt

OhE FHole 24 &4 3 R0 ciet 7ML HF SE27F 23 E|o] Q&L

7|& R4 3BE AE5t0 AWS ol Mol 21AstE Yol CHEF AEA|EH LI 20| A8 B A Llof 44
=
=

Z X AWS Toolkit for Visual Studio Code 3}M|2..

« AWS IAM ldentity Center

- AWS IAM Xt 5

- JHEXHE AWS Builder ID

- AR RNH BHZZMA AE

o HMATL 7ISSIEE YslE 1l H0|ES0] YOI0|E

AWS IAM Identity Center

AWS IAM Identity Center = AWS HH Q15 #2lste ol HEE

AZE9 0] e 7|E(SDK)E IAM Identity Center
oF =7 & X oL 2] IAM Identity Center 15 AlM

AWS =3 F|EE QI& 38t 7|Z IAM Identity Center XtZ3 ZH1}
20| AH8 MEA2| FXjof IS AWS B EFHAIL.

AWS IAM A}74 &

AWS 2Zof XMFHE HMA 7|E S AWS AH2Z 1AM At B

AWS =7 7|EE 2155t1 7|&E AWS IAM At73 S0 HAAS =
MH M| Connect to AWS topic2 HZEFHAML.

|= 22 Ab2d| ILCh.

Mrist= dheHof chsk XFAM|BH K| &2 AWS SDKs

AdstE Sol CHEr REAIEH LIS

4 0| =
O

Aol CHEE RHMIEE LI 2 0] ALS

IAM Identity Center


https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html

AWS VS Code& =T 7|E Ab AT A

CHS MMM ENM AWS AHe 2 2IBSIES IAM At 3HE MY ste e B LICHAWS
Toolkit for Visual Studio Code.

/A Important
AWS HHEHOZ CIESEE IAM AHE SHE MAHSH7| Tof| CHE AL ol Rol5HM2.
« CHE AWS AHIA(0f: AWS CLI)E S 1AM xrﬁ S oln| ¥BE Ber HY KA 3
H=2 AWS Toolkit for Visual Studio Code At fX|5}04 VS CodeOll A AF2EF 4= QI
£ ghLct.

- AWS 0| M= IAM Identity Center Q152 AHEE W2 HEELICH AWS IAM 25 Atd|od| CH
FREMIEE LHE 2 AWS AtZ3 B D AN A ZE[ AFS MBEMO| IAML| E o B Afa| AlM

HEsHM L.

rob

O M E WX|5tE{MH S+ S AZEQ o] 7 EE= AX| CO|EHZE ZHE [ IAM At
X2 215 5HX| OFMIL. CHAIAWS IAM Identity Center AF& AH A 2| What is IAM Identity
Center?2t 22 ID M3 Xte| HHa 0|2 A &Lt

O HT o

IAM AFS K| A A

AWS H KXo 2 215 AWS Toolkit for Visual Studio Code stEZE2E M
OFHHMO| E 7| At ZEE AFE5H04 21E FA|0A 1EHA: IAM AFHS
Q7| gtE3HoF EL|Ct AWS SDKs

Mot Hx{SDK X E7 &%
A 4444 812

£
e A 2EHA: HMA F| 7HA

® Note
AWS SDK & =7 &= LMol 3B A S 2ot oI5 mted ?='.'|3|0|EE MES AbEL|CE,
3CHHE 22 351HE of2loil the section called “HIM 3] Xt4 &
Visual Studio Code” Q=0lM XtZd ZHE AWS Toolkit for Visual Studio Code AHS 2 Z ZH K|
grLct.
3EAHE 2425 K| ot2 7 of2Holl the section called “OIAM 2§ A7 S 1l AMAI AWS
Toolkit for Visual Studio Code” =0l MHEl credentials file CHEE MH5= T2 A
A Z2 AWS Toolkit for Visual Studio Code 2HLHEfLIC}.

OE
IlI_
0=
0%
>
=
in|»
_|
o)
o
=,
)
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https://docs.aws.amazon.com//IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html

AWS VS Code& =T 7|E Ab AT A

oM 38 At3 &Y mtal MM AWS Toolkit for Visual Studio Code

HEo| et S| FE MU LU SR AESH OU AEN] FH LU XHE FH HEQULICFAWS . &
{ FM al Hot 2150 CHEt XEMIEH LI 2AWS Command Line Interface AFR A A{ 2| Where are
xF
= -

configuration settings stored?(T+& MM o{C|of| MHEELI?) MME

ZotMI2

> w0

Edll 37 Atd &Y ot MA AWS Toolkit for Visual Studio Code
Shift+Command+P (Ctxl+Shift+P Windows)E £ ¥ ZdEE Y¥LICt
ZHAM Zicof AWS: Add a New ConnectionS &l24&fL|Ct.
AWS: Add a New Connection2 MEHEI04 AWS Toolkit 219! IS L|C}.
AWS Toolkit 220! TN M IAM X123 SHS MEHS O} 2, HlE HES MEHSto] HlE RIS
Ct.
M3E Z=of AWS H’HSecret Key2| Access Key, 2! Profile NameZ 2% CtZ A%
HES MBSt Z2EE 74 I F7tstn =+ 7IEE AWS A'Hoi| 427 LICt.
Plz0| t2 |1 24Z30| MA M Toolkit AWS EFAH 7|7} 4C|0|EE|o{ AWS MH|A Ll E|AAE
EAIRLCH
(@ Note
O|d2 [Profile_Name]l| & 27 =Z QIsH ¢150| Alulst of| Al LICH

[Profile_Name]
xaws_access_key_id= AKIAI44QHS8DHBEXAMPLE
xaws_secret_access_key= wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

ol

—

Ct

0jo
rlo
ol

SFRE HHE 21 HAIXIS| of Lct

2022-11-02 22:01:54 [ERROR]: Profile [Profile_Name] is not a valid Credential
Profile: not supported by the Toolkit

2022-11-02 22:01:54 [WARN]: Shared Credentials Profile [Profile_Name] is not
valid. It will not be used by the toolkit.

oM 37 A4 5 nt M4 AWS Toolkit for Visual Studio Code 14


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-where
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-where

AWS VS Code& =T 7|E A

A Y Z2L £}

0o
1z
0%
x

+d ntdof| o2 Xt BEE FIHE = U&LICH F7F 5248 Command PaletteE &1 AWS
Toolkit Create Credentials Profile2 ME4GIM|IQ. O™ A4 & mtalo| FZIL|Ct CHS od[eF Z 0] O]
HO| X[l 33 Hmlf Z 2 E of 2ol M Z2EE FIIE £+ U&LICH.

lII>

Amazon Web Services Credentials File used by AWS CLI, SDKs, and tools
This file was created by the AWS Toolkit for Visual Studio Code extension.

Your AWS credentials are represented by access keys associated with IAM users.
For information about how to create and manage AWS access keys for a user, see:
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

#
#
#
#
#
#
#
# This credential file can store multiple access keys by placing each one in a

# named "profile". For information about how to change the access keys in a

# profile or to add a new profile with a different access key, see:

# https://docs.aws.amazon.com/cli/latest/userguide/cli-config-files.html

#

[Profilel_Name]

# The access key and secret key pair identify your account and grant access to AWS.
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

# Treat your secret key like a password. Never share your secret key with anyone. Do

# not post it in online forums, or store it in a source control system. If your secret
# key is ever disclosed, immediately use IAM to delete the access key and secret key

# and create a new key pair. Then, update this file with the replacement key details.
aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

[Profile2_Name]

aws_access_key_id = AKIAI44QH8DHBEXAMPLE

aws_secret_access_key = je7MtGbCIwBF/2ZpSUtk/h3yCo8nvbEXAMPLEKEY

it XFE2 AWS Builder ID

AWS Builder IDE &7 AWS AMH|A0] ME4 AFEO|7HLE B E T AWS HI™HLICH. AWS Builder ID
O1F Yo CHE REMIEH LIE2 AWS 210! AH8 MHA{ 2] AWS Builder IDE 2101 TS =5t
M.

AWS =7 7|EE 215351 7|& AWS Builder ID2F 445t BieHof CHSE REAISH LI 2 O] AFE M
Mol AWSOi| 244 FHE HZFHM 2.

>
I
o
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W
N
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https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html

AWS VS Code& =T 7|E A

QE XA SH IZNA A2

0o
1z
0%
x

£ = AWSSHo{0| M 2 X|H5HKR| ot A4 5 = 2 M A0 AWS Toolkit for Visual Studio Code
CHHE 78 E == U&LCtshared config file.

Ad Z3H Z2 M A0 shared config file CHEt =82 AWS Toolkit for Visual Studio Code & &2
=of cHall S YELICH AWS Command Line Interface. 2IF £ 0t Q158 MASHE wedol et KEA|IEH
LH& 2AWS Command Line Interface AH& A X 2| Sourcing credentials with an external process(2|
H Tz MNARZ HOF QIS _/I\_AI) SFE2 XS AAL.

L= =-O

UM AT} THSSHE S Wt W H0|=9 0| Yool

E
i
u
>

[ Ry = (=} E_?_IA_:'% |'o °|'0:| EX-I AWS I:|:|-||0,_I EEt URL O"E;‘T’;
she < AWS Toolkit for Visual Studio Code & Amazon QE S&ll AFEE £+ U ZE MH|A 2 7|
A5te{H ChE A=EZQIE T 5{E E|0{0F B LICt.

>

WS Toolkit for Visual Studio Code IEXZQIE

Ct=2 2 §{25lof 5= AWS Toolkit for Visual Studio Code EH =z QIE 4l

it

iz S5

https://idetoolkits.amazonwebservices.com/endpoints.json

ol
|>
_r_-g

https://idetoolkits-hostedfiles.amazonaws.com/Notifications/VSCode/startup/1l.x.json
https://idetoolkits-hostedfiles.amazonaws.com/Notifications/VSCode/emergency/1.x.json

£ 7|0k X[ &

https://raw.githubusercontent.com/aws/serverless-application-model/main/samtranslator/
schema/schema. json
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sourcing-external.html

AWS VS Code& =T 7|E A
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oEI

https://api.github.com/repos/devfile/api/releases/latest

https://raw.githubusercontent.com/devfile/api/${devfileSchemaVersion}/schemas/latest/
devfile.json

cSharpSamDebug x| AT EE

https://aka.ms/getvsdbgpsl
https://aka.ms/getvsdbgsh

Amazon Q E{aQI A= ZQIE

Ct

0jo
rlo
ol

18 2= 0| Z7}340f 5H= Amazon Q EHILIE A= EQIE U FHEQLICH

https://idetoolkits-hostedfiles.amazonaws.com/* (Plugin for configs)
https://idetoolkits.amazonwebservices.com/* (Plugin for endpoints)
https://aws-toolkit-language-servers.amazonaws.com/* (Language Server Process)
https://client-telemetry.us-east-1.amazonaws.com/ (Telemetry)
https://cognito-identity.us-east-1.amazonaws.com (Telemetry)
https://aws-language-servers.us-east-1.amazonaws.com (Language Server Process)

Amazon Q Developer A EXZQIE

Ct

mjo
rlo
ol

1& S50l F7t3H0k = Amazon Q Developers AEZQIE B FHZQIL|CE

https://codewhisperer.us-east-1.amazonaws.com (Inline,Chat, QSDA,...)
https://q.us-east-1.amazonaws.com (Inline,Chat, QSDA....)
https://desktop-release.codewhisperer.us-east-1.amazonaws.com/ (Download url for CLI.)
https://specs.q.us-east-1.amazonaws.com (Url for autocomplete specs used by CLI)

* aws-language-servers.us-east-1.amazonaws.com (Local Workspace context)

22 5{83l0F 5= Amazon Q ZE HEHE A=EZQIE A 2 X S5,

Amazon Q EB{1QI AEXQIE
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security_iam_manage-access-
with-policies.html
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[Directory ID or alias].awsapps.com
* oidc.[Region].amazonaws.com

* . sso.[Region].amazonaws.com

* .sso-portal.[Region].amazonaws.com
* . aws.dev

* awsstatic.com
*.console.aws.a2z.com
*.SS0.amazonaws.com

AE 5B A= ZIE
CtS S5 0l= AWS IAM Identity Center 2! AWS Builder IDQF ZH0| Atd S}t gHHiEl AEZQIET}
ZE Eloi J&LICt.

AWS |IAM Identity Center

IAM Identity Center0fl 2238 A=z OIEof CHEF RFMIEH LIS AWS IAM Identity Center AFE A4 A
9| IAM Identity Center &

AIE{Z 2} 0| = |IAM Identity Center

https://[Center directox id].awsapps.com/start (should be permitted to initiate auth)
https://us-east-1.signin.aws (for facilitating authentication, assuming IAM Identity
Center is in IAD)

https://oidc.(us-east-1).amazonaws.com
https://log.sso-portal.eu-west-1.amazonaws.com.
https://portal.sso.eu-west-1.amazonaws.com



https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center.html

AWS VS Code& =T 7|E A

0o
1z

02
x

AWS 2 ID

https://view.awsapps.com/start (must be blocked to disable individual tier)

https://codewhisperer.us-east-1.amazonaws.com and g.us-east-1.amazonaws.com (should be
permitted)

i
#7 5
CHE2 5183lok st 4 SHE A= 2 IEQLICE

https://telemetry.aws-language-servers.us-east-1.amazonaws.com/
https://client-telemetry.us-east-1.amazonaws.com

o2k

P

[

=

rlo

A=EZQIE

It

2 S5

idetoolkits-hostedfiles.amazonaws.com.
cognito-identity.us-east-1.amazonaws.com.
amazonwebservices.gallery.vsassets.io.
eu-west-1.prod.pr.analytics.console.aws.a2z.com.
prod.pa.cdn.uis.awsstatic.com.
portal.sso.eu-west-1.amazonaws.com.
log.sso-portal.eu-west-1.amazonaws.com.
prod.assets.shortbread.aws.dev.
prod.tools.shortbread.aws.dev.
prod.log.shortbread. aws.dev.
a.b.cdn.console.awsstatic.com.
assets.sso-portal.eu-west-1.amazonaws.com.
oidc.eu-west-1.amazonaws.com.
aws-toolkit-language-servers.amazonaws.com.
aws-language-servers.us-east-1.amazonaws.com.
idetoolkits.amazonwebservices.com.
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AWS VS Code& ET 7|E Ab AT A

AWS MH[A & =5 &

AWS Toolkit for Visual Studio Code & AF23l2 VS CodeOlAM 2 AWS MH|A, EF Ll E|AAE
ME8E £ Q&LICH CFE2 2 Z VS Code& Toolkit MH[A 2! SHE 7|50l CHEE MHEM SEQLICH A
HIAE MEHSH SHE MH|A QS| 7|5, A & 2 7| 7|5 AFR &EHof CHEr RFMIEH LIS = el

|

. AlE 7S BHY
= (= o 1 -

« AWS Ef A 7[04 M AWS MH|A EF]

« AWS EXA

» VS Code& Amazon CodeCatalyst

+ Amazon API| GatewayZ AI&i5} 7|

« AWS App Runner 2 74 A& AWS Toolkit for Visual Studio Code
+ AWS Application Builder

* AWS Infrastructure Composer
« AWSCDK VS I E
« AWS CloudFormation A Ef &}¢d

« AWS Toolkit for Visual Studio Code& A& 304 CloudWatch Logs &4

* Amazon DocumentDB

* Amazon Elastic Compute Cloud

» Amazon Elastic Container Registry MH|A AFZ

« Amazon Elastic Container Service &4

» Amazon EventBridge & &4

+ AWS IAM Access Analyzer

« 0l AWS loTE E2AWS Toolkit for Visual Studio Code
« AWS Lambda &=

+ Toolkit for VS Code 2| Amazon Redshift

+ Amazon S3 ¢4

« VS Code& Amazon SageMaker Unified Studio

« MHE[A ol E2|7H0]M A1
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 Systems Manager At &3t ABHMHZ &

AWS Step Functions

Threat Composer &4

2lAA EHY

Al 7|5 =Hod
= S T H
A 7158 Sdll 34 £ Al ™ AWS Toolkit for Visual Studio Code 7|50 O|2| HBMAE 4= USL
Ct.
/A Warning

A3 7152 A& HIAES T UO0|EStEZE AFRA 2X|7} 94
AWS Toolkit for Visual Studio Code0i|A 04 ¢i0| A XE £=E ¢

VS Code IDE A 2| AWS =7 7|E Aol A EH AWS MH|A0| CHEF Y 7SS 2E3E =
A&LICH.

1. VS Code AWS MHg =
2. M oM BES Z 2B OIS AWSE R F|EE MENSH|C}

3. AWS: EF0M EA| ™ HMAST A2 Ay 7|52l ElEh2 MEishL|C AY 7[s2 118{H
o4 &Ho|2tS A{EH

AWS ErA7|0d A AWS AMH|A EHed

AWS EFAM7 0| A= AWS Toolkit for Visual Studio CodeE AF2E [ ZHQdst &~ Ql= 252 AWS A{H]|
AE E £+ QU&Lc

2 MME VS Code AWS EfM7|of| HMAST AFHESHE BEdof CHE HEE NI ELICt o7 ME
MEX} AAEI0| VS Code =7 ZIE7} x| & M E|o{ QCkD 74 EFL|Ct.

FO| AL

- TR IIEJ EHEZA M
AWS 0}0|2 & AMEHSIH AWS E.*#ﬂ% % = MﬁL—IEP.
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of:

®) File Edit Selection View Go Run Temminal Help

p AWS
1

~ EXPLORER

ol
nx
02
x

~ Europe (Ireland)
AP| Gateway
App Runner
CloudFormation
ECR
Lambda

Jo!
5
N

53

Schemas

Step Functions
Systerns Manager

>
>
>
>
>
» CloudWatch Logs
>
>
>
>
>

More resources

- §H 7|s0l= S AWS HEHO| 2 FFLCt o & 04, AWS A 2| AWS Lambda 7|52 & 215t
oM 215 L AM A Fdet AtE ZHo| (A% 817| & Lambda HEHO| Z & E[0{0F & LICtH
Zt 7|0l 2t Mol CHEt RtAEH LIS 2 Chg =M E & ZsHMIR.

« AWS EfM7|0of| HFE EA|IZ|X| &F= AWS AH|A Q) AF
|
A

A% Estede B2 F7F El&2A(More
resources)E 0|& 3504 QIE{H|O|A0] FIHE &= Q=

3 AN
=8 JHO| 2|AA oM MEHE = & LICEH

Oo|E E04, At8 7tS¢t 2lAaA RE A AWS Toolkit:CodeArtifact::RepositoryE MEAE = &
LICE O] BlAA RS F7I 2lAA(More resources)0ll F7H8H &, ElAA 52 &&s51H 178

S40 §48 7HEl Che Bt CodeArtifact ZIZX|EEIE BtEE Elas S852 8 £+ YaLich £§#
JSON BAO| HESIOR glaA0 £41 S48 UBE 4 oM, 0| XTYsto Aws 22t2E
oM M 2IAAE BHE £ &L|CH

AWS 2 M

AWS Toolkit for Visual Studio Code= AWS SAM templatesOil CH3ll AWS Serverless Application
Model JSON Schema& X|#5t01 VS CodedlM &% Ho|, RIS 2t L HAES g5tsto] HER &
o EE2 HME L AWS EME ZE AWS SAM 2 CloudFormation 2|A&AE K| EFLICEH REA|EH
L8 2 Ctg ol Z|aAE HASMER.

« JSON A 7|0toi| CHEF RFM|EH LHE 2 JSON A 7|0F JSON-Schema.org & AFO|EE FZSHMIR.

« AWS SAM I Z3lof| CHEt REAIEH LHE 2 AWS Serverless Application Model 7Het R} LI M 2| AWS
SAM HZ3 7% FHE XM K.

AWS 2 A 22


https://json-schema.org/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-specification-template-anatomy.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-specification-template-anatomy.html
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WithCognitoMultipleUserPoolsAuthorizerAnyMethod:
Type: Api
Pr
RestApild

Identifier of a RestApi resource, which must contain an operation with the given path
and method. Typically, this is set to reference an AWS::Serverless::Api resource defined
in this template.
With ¢ you don't define this property, AWS SAM creates a default AWS::Serverless::Api
TY resource using a generated OpenApli document. That resource contains a union of all
Pr paths and methods defined by Api events in the same template that do not specify a
RestApild .
This cannot reference an AWS::Serverless::Api resource defined in another template.
Type: String
Required: No
AWS CloudFormation compatibility: This property is unique to AWS SAM and doesn't

With have an AWS CloudFormation equivalent.

Ty
pr Source: schema.json

RestApild: !Ref MyApi
Path: /any/lambdatoken

Method: any
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/sam-specification-template-anatomy.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-deploying.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-deploying.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/serverless-apps-run-debug-config-ref.html
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/serverless-apps-run-debug-config-ref.html
https://github.com/dotnet/vscode-csharp/issues/2771
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DockerfileO| A Tt & X XE MHE £ ChSE - ELICH

1. VS Code0i A El Dockerfileg 3LIC}.

2. Ct2 o|Ml2e| Li 2 Dockerfileoll £ AFEFLICEH

110|-
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Example Dockerfile O|O|X| & Z !

FROM ubuntu:18.04

# Install dependencies
RUN apt-get update && \
apt-get -y install apache2

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo '. /etc/apache2/envvars' > /root/run_apache.sh && \

echo 'mkdir -p /var/run/apache2' >> /root/run_apache.sh && \

echo 'mkdir -p /var/lock/apache2' >> /root/run_apache.sh && \

echo '/usr/sbin/apache2 -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh
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docker images --filter reference=hello-world
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aws ecr get-login-password --region region | docker login --username AWS --
password-stdin AWS_account_id.dkr.ecr.region.amazonaws.com

/A Important

0| B0l M region} AWS_account_id 25 AWS H/Ho| &= HEZ 40| 0| E5H
OF & LCt.

O|0|X|E 2|ZX|E2|0f Ef X|& Ll FEA|
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SIZE

hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. Docker tag BE2 AH&35toqd o|0|X|ofl Ef2E XIHELICEH

docker tag hello-world:latest AWS_account_id.dkr.ecr.region.amazonaws.com/hello-
world:latest

3. Docker push BE2 AF&3to4 Ef7t XI'HEl O|O|XIE E|ZX|EE|0od FAlRLICt
docker push AWS_account_id.dkr.ecr.region.amazonaws.com/hello-world:latest

ExampleZ 3 of:

The push refers to a repository [AWS_account_id.dkr.ecr.region.amazonaws.com/hello-

world] (len: 1)

€9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest:
sha256:215d7e4121b30157d8839e81c4e0912606fcal®5775bb0636b95aed25f52c89b size: 6774

P

EN27} XM= o|0|X|7} E|ZX|EE|0| MEXoZ HE = E|H AWS EFMT| HlFofl EAIEL|CEH
Amazon ECRO{IA 0O|0|X| 7}X{2 7|

«  Docker tag BHEo| 2Z QIAEAR O|O|X|E 7IXE = U&LICH
docker pull AWS_account_id.dkr.ecr.region.amazonaws.com/hello-world:latest

ExampleZ 3 of:
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The push refers to a repository [AWS_account_id.dkr.ecr.region.amazonaws.com/hello-

world] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest:
sha256:215d7e4121b30157d8839e81c4e0912606fcald5775bb0636b95aed25f52¢c89b size: 6774

Amazon ECR Z|Z X|E2|0|A o|0O| x| AFA]|

LICH.
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4. o et AZE O|0|XKIE 25 AfX|5HE{H Delete Tag...& =4 B LICH

AWS CLIZ At235}t0q o|O| K| AFA|

- AWS ecr batch-delete-image BE 2 At&35t0{ EZ|ZX|EE|M O|O|X|E MANE +=Z A&LICtH

AWS ecr batch-delete-image \
--repository-name hello-world \
--image-ids imageTag=latest

ExampleZ 3 0f:

"failures": [],
"imageIds": [
{

"imageTag": "latest",
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"imageDigest":
"sha256:215d7e4121b30157d8839e81c4e0912606fcal®5775bb0636b95aed25f52¢c89b"
}
]
}
Amazon ECR QIAEIAO|AM E|EXIEZ| &K

VS CodeOilA EIZX|EEIE A MetE G2 F 7FRIQLICH X Hl BH2 AWS EMT|E AHEsts
ZJLCH.

1. AWS EM7of M ECR M

=
=
2. HHAE(DISA QER BIE 22) Wi E Ul AME BIEXIE RIS MeELc

w
x

EHSt 2| Z X|E 2|0l M Delete Repository... 442 MEHELICH

AWS CLIO| M Amazon ECR 2|Z X|E 2| AHA|

AWS ecr delete-repository BEE AtE35104 E[ZX|EZIE AXE = JU&LICEH

(@ Note

ZIgMez, o|0|x|7t £0{ = ElZX|EElE AME = ei&LICt ot X8 --force EE2i
2 MXE = JaLch

AWS ecr delete-repository \
--repository-name hello-world \
--force

ExampleZ 3 of:

"failures": [],
"imagelIds": [

{
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"imageTag": "latest",
"imageDigest":
"sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636b95aed25f52¢c89b"
}
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1. dockerfileZ Ot L|C|.
2. dockerfileOf A O|O|X|E LE=EFLICE.
3. M| SIZX|ECIE MAMEELICt.

4. o|0|x|E 2lZXx|Eelol B x| I FA[EfLICH

7|& Amazon ECR ZIZ X|E2|0{ A{ AWS App Runner AMH|A A4
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AWS Toolkit for Visual Studio Code Amazon Elastic Container Service(Amazon ECS)E& & X|H
BILIC} VS Code £ 7 F|E= &HQd Zdo| Al 1} ZH2 Amazon ECS &2 2Hod2 x|EhL|ct.
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« Amazon ECS & 9| u} o] IntelliSense AFE

« 9| Amazon Elastic Container Service Exec AWS Toolkit for Visual Studio Code

Amazon ECS 2121 M o| mf o] IntelliSense AFHE

Amazon Elastic Container Service (Amazon ECS)E& A& 3™ Amazon Elastic Container Service 7H
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1. Amazon ECS %] o|of CHEt JSON mtUe MAErLIC mlY O|E2 201 ecs-task-
def.jsonO| Qlo{of EL|Ct. o O|& 2ol EXHE FIIsHE ElLICH

O|E0| my-ecs-task-def.jsonQ! I}US AMAIstL|C}
o

2. VS Code HEZ|0|M ot
_|

=
E F7le ZdxH 22X} c"E Y2IstLct Ch2at H% 8t A ¥ E2lE IntelliSense CHEH A
o

{} my-ecs-task-defjson @

temp > test

ontainerDefinitions The number of CPU units used by the task. It can

e be expressed as an integer using CPU units, for
placementConstraints example 1024, or as a string using vCPUs, for
proxyConfiguration example 1 vCPU or 1 vcpu, in a task definition.
requiresCompatibilities String values are converted to an integer indicating

the CPU units when the task definition is
registered. Task-level CPU and memory
parameters are ignored for Windows containers.
We recommend specifying container-level
resources for Windows containers. If you are using
the EC2 launch type. this field 15 optional.

Sunnnrtad values are hatweaean 128 CPLI uinits

A
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PROBLEMS 4 OUTPUT DEBUG CONSOLE TERMINAL PORTS Filter (e.g. text, **/*ts, **/node_modules/**)

v I testyaml (4
SECURITY_WARNING: The modified permissions grant new access compared to your existing policy. - Resource name: CFNUserGroup, Policy name: CFNUsers - New acc... [Ln 1, Col 1]
SECURITY_WARNING: The modified permissions grant new access compared to your existing policy. - Resource name: CFNAdminGroup, Policy name: CFNAdmins - New ... [Ln 1, Col 1]
/\ WARNING: MISSING_VERSION - We recommend that you specify the Version element to help you with debugging permission issues. Resource name: CFNUserGroup, Poli... [Ln 1, Col 1]
/\ WARNING: MISSING_VERSION - We recommend that you specify the Version element to help you with debugging permission issues. Resource name: CFNAdminGroup, P... [Ln 1, Col 1]
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docker run -d --name localstack_main \
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>> -p 4566:4566 \
>> -v /var/run/docker.sock:/var/run/docker.sock \
>> localstack/localstack

Windows:

docker run -d --name localstack_main °

>> -p 4566:4566 °

>> -v /var/run/docker.sock:/var/run/docker.sock °
>> localstack/localstack
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~/.aws/credentials

[localstack]

aws_access_key_id = test

aws_secret_access_key = test

~/.aws/config

[profile localstack]

region = us-east-1

output = json

endpoint_url = http://localhost:4566 [default localstack endpoint]
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"Statement": [

{
"Effect": "Allow",

"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:GetLayerVersion",
"lambda:UpdateFunctionConfiguration",
"lambda:InvokeFunction",
"lambda:PublishVersion",
"lambda:DeleteFunction",
"iot:0penTunnel",
"iot:RotateTunnelAccessToken",
"iot:ListTunnels"

1,

"Resource": "*"
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"configurations": [
{
"type": "aws-sam",
"request": "direct-invoke",
"name": "my-example:HelloWorldFunction",
"invokeTarget": {
"target": "template",
"templatePath": "template.yaml",
"logicalld": "HelloWorldFunction"
},
"lambda": {
"payload": {3},
"environmentVariables": {}
}
}
]
}
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{
"type": "aws-sam",
"request": "direct-invoke",
"name": "my-example:app.lambda_handler (python3.7)",
"invokeTarget": {
"target": "code",
"projectRoot": "hello_world",
"lambdaHandler": "app.lambda_handler"
},
"lambda": {
"runtime": "python3.7",
"payload": {3,
"environmentVariables": {}
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« "RuntimeError: Container does not exist" & 7} 2r s L|C}.

« Error: "docker.errors.APIError: 500 Server Error ... Z H|0|E 2|0|Eo] EEZH&LICH”

* Error: "500 Server Error: Mounting C:\Users\..."
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sam.localArguments A|& 4Ol £40] --config-file 2I+=E F4350f SAM CLI
x+od

samconfig.toml2| | x|& X|I'H&LICt. o & =01 samconfig.toml T+ 0| 24 S7to| 42| o Ut

™
"sam": {
"localArguments": ["--config-file", "${workspaceFolder}/samconfig.toml"],
2 sz 162


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-config.html

0o
1z
0%
x

AWS VS Code& =T 7|E A

}

"RuntimeError: Container does not exist" 27 7} 2 stL|Cl.

A|AE0f| Docker Z4E[O|L C|A 3 S7t0| SE6HX| &t 2 B sam build FHO| 0| LFE E AL

Ct. A|AEIO| Al 7158t KB Z7H0| 1~2GBEIH YHET| A|ZHE| 7| ™Hoi| A|AR HE B 7| 75 RFK|
rAHEIE X2l B0 sam build7t AIiE = U&LICH REMIEH LIE 2 GitHub issue® XML

Error: "docker.errors.APIError: 500 Server Error ... = H|0|E 2|0 EN EE3&LICH”

W

Docker Hube X ALEXI2| @3S AMSHELICH A|AEIO| 2|0/Eo| =2 35HH Dockere= A& E|X| oF
1 VS Codel| OUTPUT E 7|0l Ct2 2/ 7t LIEFL L|C},

docker.errors.APIError: 500 Server Error: Internal Server Error ("toomanyrequests: You
have

reached your pull rate limit. You may increase the limit by authenticating and
upgrading:

https://www.docker.com/increase-rate-limit")
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Error: "500 Server Error: Mounting C:\Users\..."
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Fetching lambci/lambda:nodejsl@.x Docker container image......

2019-07-12 13:36:58 Mounting C:\Users\<username>\AppData\Local\Temp\ ... as /var/
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Traceback (most recent call last):

requests.exceptions.HTTPError: 500 Server Error: Internal Server Error ...
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ssm:ListDocuments",
"ssm:ListDocumentVexrsions",
"ssm:DescribeDocument",
"ssm:GetDocument",
"ssm:CreateDocument",
"ssm:UpdateDocument",
"ssm:UpdateDocumentDefaultVersion",
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"Resource": "*"
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HelloWorldStateMachine.asl.json X m -
HelloWorldStateMachine.asl.json
" . A X
HelloWorldStateMachine.asljson  ((EZSID' () code 1 2 Return to Default Editor State query language
€ Undo  Redo @ Zoomin @ Zoom out @ Center For workflows configured to use
JSONata, all states must use the
JSONata query language.
Workflow yienguag

—

Q Search ] <
When JSONPath is selected at the

top level, you can set individual

Actions Flow Patterns info g
The top level state machine properties for this wo  states to JSONPath or JSONata.
— Later, you can choose to convert
| Pass state
MOST POPULAR 5 CJ,D Set Variables and State Output JSONPath states to JSONata. You

can always edit ASL code directly to
AWS Lambda
N rvole

| S%, I Mot world Example? Startat
Amazon SNS 's Hello World Example? The state that is the starting point of the workflow.
| (vic e

NJ Amazon ECS Transforming data
RunTask | @ Wait state Comment - optional
Walt for X Seconds A human-readable description of the state machine.
AWS Step Function
g::‘: StartExecution
Parallel state
o | fh Execute in Parallel ‘

v StartJobRun

State machine query language | info
JSONata set the state machine and state-level

query language.

iL

ool s FeloWorldEample % [ Set Variables and State Output Learn more [

i

AHello World example that demonstrates vario
Language, and showcases data flow and transfa
expressions. This example consists solely of flow

— H TimeoutSeconds - optional

Y
HTTPS APIS Iy | Passstate | co e o s svtasTimao |
€ Format Execution Start Date C  snapshot Execution Elapsed Time
HTTP Endpoint Updated l
[ 2 catnrTes Apis
pd 1
COMPUTE Q [Cotenm]

-

|, | Passstate
| G2 et checkpoint

[E] Amazon Data Lifecycle Manager >

[E] Amazon eBs >
GLiiiiiiiiigeiiiiiiiiiit iiiiiiiiiigiiiiiiiiiiy
Fail state Succeed state
[E] Amazonec2 > | 3 Failthe Execution | ©  Summarize the Execution
Eﬁ AWS EC2 Instance Connect » - /

[El Elastic inference » W
A & B JEf HAE ME
Workflow Studio E|AE & Ef UI0IA & EH THAIQ| 7THHE A EHE EHIAEE = U&LICH 047(0ll= & El
=
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o A
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Test state X
Test a state in isolation using the TestState API to ensure that it works correctly. Learn more [A
Test input Arguments & Output State definition Basic Advanced
Execution role Task state request
Testing a state requires an execu}\on role. Enter an IAM role A,RN,‘ select an existing IAM role from the list, or learn how to Request that will be sent to the Task state.
Ere:;enj;ewlAM role with permissions for an eptimized service integration . ] @ 1 Start a test to view the output.
¥ Definition substitutions
Enter values for any definition substitutions.
Key Value
${topic} [ arn:aws:sns:ca-central-1:652323157371:mySnsTi ] Task state response
p received from the Task state.
v State input - optional 1 Start a test to view the output.
Enter input values for this state
1 {
"key": "value"
}
State output
) Output that will be passed to the next state.
Must be in valid JSON format. 1 Start a test to view the output.
¥ Variables - optional
Enter values for any variables referenced.
1 {
"variableName": “value"
} Variables
Variables at end of test.
1 Start a test to view the output.
Must be in valid JSON format. )
Start test
|_D Copy TestState APl response
S =l
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=29 2 Workflow StudioE HIE &8t 0| 2| Workflow Studio &7| Adl4dof LIGFE WHE §
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"workbench.editorAssociations": {

// Use all the following overrides or a specific one for a
certain file type

"* asl.json": "default",

"* asl.yaml": "default",

"* asl.yml": "default"

}
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Ct= =M= AWS Toolkit for Visual Studio CodeM| A Threat Composer® & dst= &S AHEE L
Ct.

=H
« Toolkitol A Threat Composer %4

Toolkitol A Threat Composer &4

o
ok

Threat Composerg At& 3t VS CodeO|A 2% Threat Composer 9|3 ZES M4, ol 2l HE
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ChZ MM ﬂt T T 7|E 9| AWS Toolkit for Visual Studio Code 2! AWS A{H|A ZEfQdof CHEH LUEHESQ
=M s HEIt ZE o] J&Lch §6| AWS =7 F|EQ| SAM 24| sHZAL T E EXME=0| AL
MBML| MHEIA ol E2|7H0|Md =X sHE S B ESHML.

S|

- EM &iZE 24 A
- Z20Y S FE UM HE 5 QIS

« SAM json £ 7|0}: template.yam| Tt LM AF|0LE #HE

]
£0
mjo

22X sHZE 2 AL

CF= 2 AWS Toolkit for Visual Studio Code &A| s Al HE E|= 28 AFS|QLICH off 7|0{3l= & &
off CHEF XtAM|IBH LI 2 AWS Toolkit for Visual Studio Code GitHub 2|%Z X|E 2|2| Contributing to AWS
Toolkit for Visual Studio Code FA|E AWS Toolkit for Visual Studio CodeZ Z5tAMI 2.

- ETIME
AH
o

U7 ™o EXMu 27 E MY FLich
HEZzZMA o Z Bl 48 A 2F HAIXIE &HAIS| 7|F8l ELICt

. 7(|-| MR
« AWS FJIECIHO 28 £&ELICL AWS =3 F|E ClHHa 28 &&= &eof ci st xpA|IEt
S 8 I A HEM FAol e AWS 2O E 3= B MR E FZFHAMIL.

OHZE &, de4T &F M2 &QI5tHLE AWS Toolkit for Visual Studio Code GitHub Z|Z X|E 2|
22X MMof M SHAEZIX| 282 AWS Toolkit for Visual Studio Code EX|E E 1 8HL|Ct.

® Note
Ctg MAtoM= AWS EF Z|IE C|HO 208 E= ¢S MBELICE Amazon Q Debug
238 g0l ZZMAE SUFIH, VS Code HH HAHEWM Amazon Q: 21 E7|E M

grol
={3hChe FofEH k|7t laLict

AWS Toolkit for Visual Studio Code C|HH1 238 &£ 4

L=
i
Im
i

1. VS Code0OlA{ Cmd + Shift + P EEE= Ctrl + Shift + P (Windows)E =2 EH
oL | @]

-1
24D HAM LS of AWS View LogsE =FLiCt

0

=M HZE 2 Arz| 184

F


https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/serverless-apps-troubleshooting.html
https://github.com/aws/aws-toolkit-vscode/blob/master/CONTRIBUTING.md
https://github.com/aws/aws-toolkit-vscode/blob/master/CONTRIBUTING.md
https://github.com/aws/aws-toolkit-vscode/issues

AWS VS Code& =+ 7|E AE HEM

2. AWS 21 E7|E ME1504 VS Code E{O|'E £21 0olM AWS EF 9|§ EIE Lot

VS Code E{0'd £33 #0fM 7|0{ ot0|Z H|FE & &5tT CIHIE MEH

7101 otO|Z M|+ & CtA| &5t 7|22 HHE MEfgLICE

Cmd + Shift + PEEE Ctrl + Shift + P (Windows)E =0 3 ZAEE CIA| Y1 E

Reload WindowE ZA%t CtZ LR & CHA| ZEEE MESELICH

6. VS Code CtA| 2= 2 VS Code E{O'd £33 F0of YO[O|EE AWS EF Z|IECIHO 27t &
AL,

110|-
E

=

o bk~ ©
L

ok K=]
T Hj [=]

fjo

T oM 3t

IS
Hu
jEL
ne
|0

(® Note
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MEHSIEH AWS £ Z|E 230 X7} QI HIA|X|7} EAIELICProfile name could
not be nd

in shared credentials file.

Cl22 AWS £ 7|E 20| A{0] 27 9| 0d lL|C}.

2023-08-08 18:20:45 [ERROR]: _aws.auth.reauthenticate: Error: Unable to

authenticate connection
-> CredentialsProviderError: Profile vscode-prod-readonly could not be found

in shared credentials file.
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