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tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"
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3.

- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded25b"

namespace: "amf"

HF7|F3 L2 2E AMNEXXH

u
Im

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS

properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"
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SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode

properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
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- SampleENIOQ1
- SampleENIQ2

NSD o

CIES2 PEE 92 Ho{F = NSD =ZHILICH AWS MH|A. HIER 3 & = Kubernetes B
1.270| AX|E Amazon EKS 22HAE{0]| HZ E[L|CI. o EZ2|AH0|ME MEUE Subnet01Z} Subnet02

?=1L|EP 33 CHE Amazon Machine Image(AMI), QIAEIA R AU XIE 37| =M FHE AL 3504

7loldel = O5E Holg + /U&Lich

m

E
tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role:
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

"arn:aws:iam: :${AWS::TNB: :AccountId}:role/SampleClusterRole"

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role:
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"

"arn:aws:iam: :${AWS: :TNB: :AccountId}:role/SampleNodeRole"

scaling:
properties:
desired_size: 3
min_size: 2
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max_size: 6
requirements:

cluster: SampleNFEKS
subnets:

- Subnet0l
network_interfaces:

- ENIO1

- ENIQ2
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https://console.aws.amazon.com/tnb/
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AWS CLI
E A83stod & m7|X|E d-gstt{™H AWS CLI

1. create-sol-function-package &2 AFE35t04 A & I 7|X|E MEL|ct.

aws tnb create-sol-function-package

2. put-sol-function-package-content &2 A+&35t0{ &4 mf7| x| 2

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-freebgc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

1. https://console.aws.amazon.com/tnb/ AWS TNB 2& & LCt.

2. EMZoM s mF|XIE MEELICH

3. HAMEES MEstod &+ W7|XIE H&LICH

AWS CLI
£ Ar835tod & IF|X|E B2 AWS CLI

=

1. list-sol-function-packages B&EE At&35t0{ & = I 7|X|E Lt&gLCt.

aws tnb list-sol-function-packages

2. get-sol-function-package HWHE AI&3+04 & 4= TH7|X|0fl CHEF M|E



https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-function-package.html
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https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-function-packages.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package.html
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aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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get-sol-function-package-content HEZ AI&3t04 &+ I7|X|E CIREE

aws tnb get-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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AWS CLI
E A83stod & m7|X|E AfXstE{™H AWS CLI

1. update-sol-function-package WHEE AI&3t04 &+ {7 |X|E HIE GSHELICH

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---
operational-state DISABLED

2. delete-sol-function-package BB E AtE5t0{ &= WF|X|E AFA|ELICY.

aws tnb delete-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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aws tnb create-sol-network-package

2. put-sol-network-package-content @& 2 AI&304 HIEL|T T{7|X| 2
4| A

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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aws tnb list-sol-network-packages

2. get-sol-network-package WS AF235104 WERT TF7|X|of CHEt M2 HEE 2 + &L

Ct.
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aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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-«  get-sol-network-package-content BEE At&5t0 HERF {7 |X[E CtRE=FLICH

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \
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--accept "application/zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. delete-sol-network-package BEE AtE35t0{ HIEL|3 {F|X|E AFA|EfLICY.

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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1. instantiate-sol-network-instance @& & A& 35104 HERXT QIAEHAE QCIAEASZIEFL|CE.

aws tnb instantiate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
additional-params-for-ns "{\"parami\": \"valuelI\", \"param2\": \"value2\"}"
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properties:
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properties:
ami_id:
"ami-1231230LD "

HololEE &+ U= uetolE

37

Jr ©

EKSNM
dNoc
po1l:

pIC

kuk

|ll.

EKS
nage
01:

con



AWS SAHEL T g

ol 2tO|E

of: O

)

con

pIC

amj]

an
3NEV

dolo|EE + U= metolE

38



AWS SAHEL T g

0o
1z

02
x

ol 2tO|E

Amazon EKS «=E 11 &

-

AbEol et =
tst7ALE M7HE =

oY

o> o

T mo om

i o
d

$0

e
S N

>

O m mn[m i
Lo

lal

5 2

o

> I

Pl

pA

oo |
NE R
I d

b Mo [

i l> Imr Copge BN
e
o
gh
2
2
[n}
o
m
el
1
z

of: O

Free5GCEKSNode01:
type: tosca.nod

es.AWS.Compute. EKS

ManagedNode

scaling:
properties:

desired_size:

min_size:
max_size:

Free5GCEKSNode02 :
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

ManagedNode

scaling:
properties:

desired_size:

min_size:
max_size:

Free5GCEKSNode03 :
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

SelfManagedNode

scaling:
properties:

desired_size:

min_size:
max_size:
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vnfds:
- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2
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™ PostCreateHook *
Avnf3.SampleVNF3 7} &l
SELct

of: O

vnfds:
- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace: " vnf2"

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster: EKSCluster
vnfs:
- vnfl.SampleVNF1
- vnf2.Samp
LeVNF2 // Removed
during update
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£3 HE3 842 Yool |
vnfds:
7| ™ot 2ol =8 F7| fdS - descriptor_id:
A5 24H pre_update "43c012fa-2616-41a8-
32} post_update F3IE a833-0dfd4c5a049e "
VNFDeployment TE=o0f F Zamesl?aie: ',Idvmcl"
- descriptor_id:
Jhe 4 Lot o
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
=
O| M|l M= PreUpdate T o
Hook 7} AOO|EE|Z| Tof
vnfl.SampleVNF1 7} At
[ vnfl.SampleVNF1 7t SampleVNF1HelmDeploy:
AT O|A vnf1oll uuid Cf type: tosca.nod
5 oCIO|EEl 2 FAIS £ es.AWS.Deployment.
i =T = L VNFDeployment
I 7|x|2 ¥d|o|EEl Foi7t requirements:
AlPostUpdateHook &L cluster: EKSCluster
C}. vnfs:
- vnfl.SampleVNF1
- vnf2.Samp
LeVNF2
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AWS S4l HER=Z &2 ALE MEAM
ut2tO|E =L of: O o4l:
O
=
MR HIEHI0IM MaXE FTtst Free5GCSubnetol : Free
AFRIBF A& OlA Ll )
T MAME = AeLch HER #Deleted Subnet bnet
2 AXI5H7] Mo HELZ 9| type: tosca.nod #Ne
2|AAN|M HEYIE AF25HK| es.AWS.Networking. Suk
SrEX| &Qlghch subnet
properties: tyf
type: "PUBLIC" tos
availability_zone: es./
{ get_input: subnet_01 two1
_az } Subr
cidr_block:
{ get_input: subnet_01 pIc
_cidr_block } S:
requirements:
route_table:
Free5GCRouteTable
vpc: Free5GCVPC tyr
IIPL
ave
ity
{
suk
_az
cic
k:
{ c
suk
_cic
ck ]
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2 ME3SHX| et=X| EelghL

CH.

of: O

Free5GCSecurityGro
up0l : #Deleted Security
Group
type: tosca.nod
es.AWS.Networking.
SecurityGroup
properties:
description:
"SecurityGroup for
Free5GC cluster"
name: "Free5GCS
ecurityGroup@l"
tags:

- "Name=Fre
e5GCEKSAdditionals
ecurityGroup"

requirements:
vpc: Free5GCVPC

Free5GCSecurityGro
upEgressRule01
#Deleted Security Group
Egress Node
type: tosca.nod
es.AWS.Networking.
SecurityGroupEgres
sRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description:
"Egress Rule for
free5GC cluster"
cidr_ip : "172.10.1
0.1/24"
requirements:
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security_group:
Free5GCSecurityGro
up0l

Free5GCSecurityGro
upIngressRule0l

#Deleted Security Group

Ingress Node
type: tosca.nod
es.AWS.Networking.
SecurityGroupIngre
ssRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description:
"Ingress Rule for
free5GC cluster"
cidr_ip: "172.10.1
0.1/24"
requirements:
security_group:
Free5GCSecurityGro
up0l
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e lE -IELOﬂA'I ENIs #7}, +38 Free5GCENIQ1: #Modified Free
type: tosca.nod #Mc
es.AWS.Networking.ENI ENI

properties:
device_index: 2 tyf
requirements: tos
subnet: Free5GCEN es./
ISubnetol twoz
security_groups: ENI

- Free5GCSe
curityGroup0Ql pIc
s:
Free5GCENIQ2:

#Modified ENI
type: tosca.nod

es.AWS.Networking.ENI de\
properties: dex:
device_index: 3 2

source_dest_check:

true rec
requirements: nts:
subnet: Free5GCEN
ISubnetol
Free5GCENI®4 : #Deleted suk
ENI ISut

type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 4

source_dest_check: sec
true grot
requirements:
subnet: Free5GCEN
ISubnetol
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Z£2 ME5I0{ HERR QAHAE AO[0|EStE{H

1. https://console.aws.amazon.com/tnb/ AWS TNB & & L|C}.

2. HMEFMUHERXIE M=FLICH

BHSILICH HIERT QUARAO| MAENT| Instantiated £ @ B2
E YOlo|EE == l&LICtupdated.

A QZEto| HERIZ MF & & otetn|E S 51 &7 QIAEA AYH|0|E o o|X[7F LHE
| C
= .

5. MUES®3 I|7|X|E MEHEL|CT.

M HERZ mi7|x|e| ot2t0|E= YololEE mt2t0lE Aol EAIELICH

HERZ QIAHA AHH0|E 71


https://console.aws.amazon.com/tnb/

AWS ¢l HES{3 4 A8 YA

6. MEH™MOo=Z AdM|o|EE miztOlH | ZhetOolE Z2f2 Yolo|ERLICH HOo|EE =
= O2t0|E 2 S52 MM XM Yol EE 4= 9= nt2tO|E
7. HES3 HOo|EE MEdSHLICE
AWS TNBE= RLE2 S5t X E A[2rgfLCt. HfE AEf H|O|X|7} LtEFEf LT},
8. MZ 1l Ol0|E2 AH2510d HER T QIAEAO| HiE HEIE FMFLICH HiE = MMof
MZAES M2 132 g/8ststo] ZF 2rdo| Tl &2 FME =k &L
HiZ AEf7} 2 HZEE|™H CompletedH E LT QIAE AT} YO0|EELICH
9. » A& AulstH HEXHT CIAEHAE UH|0IEE QH5H7| Mt S U 4 EHQ!
Instantiated EE& 2 | X|ELICIUpdated.
o UOo|EN AmlstH HEXZ CIARHA HEf7I 2 EA|ELICIUpdate failed. Alufst Zt
Aol ciet @3 & MEfSto] o|f & = elgLct.
« UOo|Eo MEB5tH HIERT QAR A ArEjof7} EAIE/LICIUpdated.
AWS CLI
CLIE At&35t0{ HIERIA QIAHA AO|0|E

update-sol-network-instance @& UPDATE_NS CIO|E &1 &7 AF2310 HIERT QIAE

A E Uolo|EELICE.

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"*np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"parami\": \"valuelI\"}}"

HEQ3 QIAEHAE HE @edg ot FL|Ct

Console

Z£2 MEsI0{ HERIZ QAHAE HiEiH

@ nhp o=

https://console.aws.amazon.com/tnb/ AWS TNB 2& & LIC}.

S B0 M HIEQT QIARIAE ME3L
AME 2 ALE5H0] HERT QIAHAE F&LICEH
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https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/
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AWS CLI
E ME350d HER3 QIAHAE E24MH AWS CLI

1. list-sol-network-instances @HE AI&5t04 HER T QUARAE LIQAgLICE.

aws tnb list-sol-network-instances

2. get-sol-network-instance WHEE Al&35t0{ S HE LT QAR A CHEt ME HEE SL
Ct.

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

AWS TNBO|M HERX T QIARA ZF I AMK||

HESQ3 QIAEHAE AMX|5tE{™ QUAEA I S 2 AEJo{0F §FL|C}.

https://console.aws.amazon.com/tnb/ AWS TNB 2& & LIC}.

S Zo M UEXHIE MEigtLICt

1
2

3. HESQ3 QIAEAO|IDE MEHSL|C

4. FTEE MEAFLICH

5. QI MAIX|7t LIEILIEH IDE =dst Ot SR E MEHEFLICE.
6. HEST QIAEIAO| MENE FX5tE{H M2 D AIFHLIC}

7 E:

(MEH ALE HEQT QIAE

AWS CLI
E ME35I0{ HEYXT AUAEHAE SF 51 AA|5HE{24 AWS CLI

1. terminate-sol-network-instance @@ & AIE35I0{ HERT QIABHAE FFFLICH

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$%

2. (MEH AR delete-sol-network-instance WEE A& 3610 HIEQ|T QIARHAE AMK|FELICEH

Ok
fu
4
1z
z
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https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-instances.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/terminate-sol-network-instance.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-instance.html

AWS S¢l HER3 g A MEA
aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$
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HESIT 5ee HEYD AATA QIAHAS EE S29} 20| HEHI0 2 HEE DE Frefel

« AWSTNBUESQZ & H7

A

—_

- AWSTNB HERI &Y F

AWS TNB HUIE L3 =4 EH 7|

HIE9IT BT BRI BlAT, ST EfA D0l HEHE HIRE HEXD S MR HEES 2 4 g
Lict,

Console

ZE£E AI85to{ HES T Hye EedH

1. https://console.aws.amazon.com/tnb/ AWS TNB & & LiC}.
2. EHAMFOM UESRT QAAHAE MERFFL|CE,
3. AMFE S A5t HESRT QIAEAE &L Ct
4. HHE BoiM HIEXHT E s MEHFFL|CE
AWS CLI

£ ME835lod HER3A Ee Ee{8H AWS CLI

1. list-sol-network-operations BHEE AIE301 Z & HERI YS LILGEY &= A&LICH

aws tnb list-sol-network-operations

2. get-sol-network-operation BEE AFE5t0{ HIER{I 2ol CHEL ME HEE & + JU&LCh

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$
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https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-operations.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-operation.html
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AWS TNB HE?{3 2] F 4

Console
=2&£2 ME5to{ HERZ &YS FA5tE{H
https://console.aws.amazon.com/tnb/ AWS TNB & & iL|C}.

M YoM HERIZE MEdELICE

1
2
3. HE3O|IDE ME{5lo{ ME HE H0|X|E L|C}.
4
5

HiZ B0l M LHIER T 2fedS MEHEfLICH
I.

JA
2

FAE MEfRFLICH

AWS CLI
E M85l HEYT s FA5E{E AWS CLI

cancel-sol-network-operation BHEE AF&3510] 2E HESZ &YE FAE = J&LICh

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f@-9]{17}$
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https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html
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AWS TNBO{| CHEF TOSCA & =

TOSCA(Topology and Orchestration Specification for Cloud Applications)= CSP7| Z2t<

= 7lgt g
MHIAS| EER R, ST 74 R4, B U OIS BElsts Z2HAE MU O ALsHE Hix
T2QULIC CSPE TOSCA HE X0l M A2 &|5, 942 XIH Ztol | Y3, 38|m 2sE U 2ot

| =
o e Yag MESHLICH 23 ChS CSPs ®IZ2/2 AWS TNBO| 42 =310 AWS 7HE QFd0q| A
55le 5G U EXIE MYt Ol 2Rt 2lAAE s ErLct.

« VNFD H! E-Il-u- EI

. HEQT MH|A MHR HZ3!

M|k

e 38 L

VNFD ElZ 2!
7HA HE Q3 &4+ MTEXHVNFD) ”RIZ3!I2 MolghLct

=
—

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

Ei§x| -II% =1
node_templates

TOSCA AWS L EQLICH 7t58t = E& Ch&d Z &L

VNFD HIZ2! 77
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« AWS.VNF
 AWS. Artifacts.Helm

AWS.VNF

AWS 7+ [ E Q|3 84 (VNF) = EE A o|3tLct.

;1

MO

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String
descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

A
o

g

descriptor_id

MEXLo| UUIDY!LICE.

I
1

= 048 of

0%

: String

=l

e [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{4}-[a-f0-9]{12}

descriptor_version
VNFDQ| tH L},
L5 o7 of

F: String

E: ~[0-91{1,51\\.[0-91{1,51\\.[0-91{1,5}.*

descriptor_name

MERLO| o] & ALIC.

AWS.VNF
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{&: String

provider

VNFD2| & &XFIL|C}.

e
1

&5 047 of

: String

=0
o

QT ALY
helm

ZiEf|o|LA ofE|HE & H2|5t= Helm CIHE{Z|ILICE. AWS. Artifacts.HelmOd| CHEH & &= &L|Ct

o A

SampleVNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"
descriptor_name: "Test VNF Template"
provider: "Operator"

requirements:
helm: SampleHelm

AWS . Artifacts.Helm
AWS Helm ==& HolgtLC}.

Te

tosca.nodes.AWS.Artifacts.Helm:

AWS Artifacts.Helm
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properties:
implementation: String

Ad
o

g

implementation

CSAR I 7|X| LHof| X} E HelmO| =& El 2Z C|E 2|/L|Ct.

]

= g5 045 0f

F&: String

oi A
SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

HESIZ MEIA HHA HES
HES|Z MHlA AHRHNSD) HEX S HolgfLct.
7

tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String

description: "Sample parameter description”

default: "DefaultSampleValue"
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node_templates:
SampleNodel: tosca.nodes.AWS.NS

HolEl mhetolE AFS

VPC =E9| CIDR % 1 22 mEt0HE S342
{ get_input: input-parameter-name } T
S S8 NSD & E3 oM ohetO|EHE RHAFS SR

CHS olMoM = ThEt0/HE Helstn Ar8ste e EoiELICH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClustexNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD 7} 27|

descriptor_id

MEAHXIo| UUIDRILCY.

Ho|# oi2tolE A8
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IHEd: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{12}

namespace

EZ2X YES
node_templates

7ts8t TOSCA AWS - E= Ct=21F 264 L Ct
« AWS.NS
« AWS.Compute.EKS

+ AWS.Compute.EKS.AuthRole

+ AWS.Compute.EKSManagedNode

+ AWS.Compute.EKSSelfManagedNode

+ AWS.Compute.PlacementGroup

+ AWS.Compute.UserData

* AWS.Networking.SecurityGroup

* AWS.Networking.SecurityGroupEgressRule

* AWS.Networking.SecurityGrouplngressRule

* AWS.Resource.lmport

* AWS.Networking.ENI
 AWS.HookExecution

+ AWS.Networking.InternetGateway
+ AWS.Networking.RouteTable
* AWS.Networking.Subnet

+ AWS.Deployment.VNFDeployment
* AWS.Networking.VPC

2l
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» AWS.Networking.NATGateway
» AWS.Networking.Route

AWS.NS

AWS HE /3 MH|A(NS) =EE Xo|gtL|C}.

;1

HO

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String

descriptor_name: String

Ad
o

g

descriptor_id

MERto| UUIDILLCE.

[l
1>

&= 0{F: of

o

: String

=l

IE: [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}

descriptor_version

NSD2o| B{ZlL|C}.

[l
1>

&= 047 0

o

: String

=l

E
i

A

descriptor_name
MEHZLO| o| & LCt.

= 047 o

:AL0-91{1,51\\. [0-91{1,5}\\. [0-9]{1,5}.*

AWS.NS
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AE HEM
F&: String
of
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
descriptor_version: "1.0.0"

descriptor_name: "Test NS Template"

AWS.Compute.EKS

Kubernetes HH& Z! Kubernetes Z1IEE Z2i2l0| NFsoi| Z 28t AWS E|AAE

=4 I -=

mZ&tLlch Multus Z4EI0|] HE |3 QIE{H|0|A(CNI) Z2{10l0| & A5 &

QIE{HO|AE ¥ st 12 WE LT 742 Kubernetes 7|EF HEQ|3

40l MBE £ UALICH BRAH A= EQIE HM A9 SHAES| MEHE X|FE LI

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

7ls

AWS.Compute.EKS
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multus

MEH AFEE. Multus Z4E( O[] HIE 3 IE{H|O|A(CNI) ALE 2 Holste 4Lt

ﬂllo
bel
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o
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o

multusE Z&EA|IZ B enabled X multus_role &4

enabled

7|2 Multus 7|5 0| &d3tE[o] A =X| 04F & LIEHALICH

e
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0
0%
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multus_role

Multus HIE |3 QIE{m|0|A 2| 3stelL|Ct.

e
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&5 047 0of
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: String

=l

ebs_csi

Amazon EKS Z2{AE{0f| & %|E Amazon EBS CSI(Container Storage Interface) E2+0|H{E 9|5}
= &gt

o]l E8{12lg & M35t5t04 AWS Outposts AWS 2Z ¥ £ =0{| M Amazon EKS XA #2[d ==
E A2&LIct AWS 2|, REMIEE LH8 2 Amazon EKS AFE A& A0 M Amazon Elastic Block Store
CSI E2t0[HE F XM L.

enabled

7|2 Amazon EBS CSI E2}0|H7| Mx|E|0o{ /I =X| o{FE LIEFHLICE

version
Amazon EBS CSI| E2I0|H F7} 7|s2| HHILICH {2 DescribeAddonVersions &
H0f| M HFet=El A = 5HLFF Y x|8HoF BFLCH RFMIEH LI 2 Amazon EKS AP| & X 9]
DescribeAddonVersionsE& & X 5HM| 2.
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version

Z2{AE{2 Kubernetes HHZ1. AWS Telco Network Builder= Kubernetes {71 1.25~1.322 x| &t
LIC}.

7Hs 8t Zt: PRIVATE | PUBLIC | ALL

cluster_role
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ip_family
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o

7|8 2k IPva

T A
subnets

AWS Networking.Subnet .= E IL|C},
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SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.26"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve6"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:
properties:
enabled: true

::AccountId}:role/SampleRole"

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
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enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet@l
- SampleSubnet2

AWS.Compute.EKS.AuthRole

AuthRole2 AFE XL} IAM &€ A& 3104 Amazon EKS E2{AE aws-auth ConfigMap0i| AHAMA
g = UL S Amazon EKS EHAE0| IAM H& & FI7HE = UH 8l ELIct

e
—

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: Strlng
groups: List
requ1rements:
clusters: List
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o

1>

role_mappings

Amazon EKS 28{AE| aws-auth ConfigMap0oll E7}alofF 3t IAM H&E 2 Holsl= OHE S5
Lct.
arn

arnol Mo|El «d&rof &E & Kubernetes 18 &lL|C}.
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clusters

AWS.Compute.EKS == IL|LC}.

e
1

015 of

0%

2=
= =

=)

IpS|

EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:
role_mappings:
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:
clusters:
- Free5GCEKS1
- Free5GCEKS2

AWS.Compute.EKSManagedNode

AWS TNBE= EKS #2/d =E OE2

X|¢43+04 Amazon EKS Kubernetes 2 2HAEE h:':(Amazon
EC2 QIAEIA)O| Z2H|x{d U £F F7|

2| E AFSEELICH EKS == O 2 dM5te{™ CHS

AMIQ| ID EE= AMI R8E MB350 E8{AH 2 YR == 2] Amazon Machine Image(AMI)E &4
grLct.

« SSH HMAE 2|3t Amazon EC2 7| I|0{9} - E O =0 =X &AM ANZ&HL|Ct.
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tosca.nodes.AWS.Compute.EKSManagedNode:

capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List

key_pair: String

root_volume_encryption: Boolean
root_volume_encryption_key_arn: String

root_volume_size: Integer

scaling:

properties:

desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String

tags: List
kubernetes_version: String

requirements:
cluster: String
subnets: List
network_interfaces: List
security_groups: List
placement_group: String
user_data: String
labels: List

715
compute
Amazon EKS Z2|8 L& I &2°| AR E IEt0|EHE Holste £4(0: Amazon EC2 QIAFA R
2l Amazon EC2 QIAEIA AMNRILICEH
90
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ami_type

Amazon EKS X|& AMI S L|Ct.
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= 048 of
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: String

=l

7ts8t 2k AL2_x86_64 | AL2_x86_64_GPU | AL2_ARM_64 | | AL2023_x86_64 |
AL2023_ARM_64 | AL2023_x86_64_NVIDIA | AL2023_x86_64_NEURON | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id

AMI2| IDIL|CE.

(@ Note
HZ2lof ami_type X ami_id7} 25 X|HE Z2 AWS TNBE ami_id ZtBF AL &t04
£ MAMErL|CIEKSManagedNode.

instance_types

OIAEIAO| 3 7|QL|LC}.

7Y 55
key_pair
SSH AMAE &d3tstr| 8t EC2 7| ‘& LICE.
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root_volume_encryption
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Amazon EBS £ E 250 Cii3] Amazon EBS ¥ 3355 &448t&fLICt o] &40 A&l K|
AWS TNBE 7|2X0 2 Amazon EBS £E 25 &5 35l8fL|Ct.

root_volume_encryption_key_arn

AWS KMS key. AWS TNB2| ARNS 2t 7| ARN, CHS 2|F 7| ARN L 235 ARNS X|248L|C},
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@ Note
« root_volume_encryption7} false®! AR E EZ&SIX| OFAA|
Lroot_volume_encryption_key_arn.
« AWS TNBE Amazon EBS x| AMIC| R E
. AMIS] RE 2E0| 0|0 255t B2 RE
TNBroot_volume_encryption_key_arn&
- AMIS| RE S 50| Y3 3tE[X| 2 2 AWS TNBE

root_volume_encryption_key_arnE Al835t0{ RE EF2 L35 3HErLICH

1]
™
o
ol
s el
1o
C
Amt

£ 235 K| t2™ root_volume_encryption_key_arn AWS TNBEO|M XME35HE
7|18 7|12 ME835lod RE 282 o538 AWS Key Management Service EHLICH.
- AWS TNBE & Z3HEl AMIE S 3535}5t K| ef&LICH

GiBs.
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scaling

node_role

Amazon EC2 QUAEIAOf AZAE IAM & | ARNRILICEH
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rnetes_version

Managed Node 1 & ©| Kubernetes 1. AWS TNBE Kubernetes HH™ 1.25~1.328 X[ ErL|C}.
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27

22 1{stMI 2.

kubernetes_version E=8 X|™H&LICtami_id. & Ct X|'H5HX| OtMI 2.

= AWS.Compute.EKSManagedNode HHZ & C & 7L} ZH0}OF kubernetes_version &LICH

AWS.Compute.EKSManagedNode HHZ 1t HT Ztoll= M| 7+ X[ 70| CHE == U& L
Ctkubernetes_version.

kubernetes_version EE& ami_idE& X|H35tX| &2 AWS TNBE

AWS . Compute.EKSManagedNode HHT Q| Z[Al AMIE AFE 5048 MAEHLICEH
EKSManagedNode

AbE

cluster

AWS.Compute.EKS == QlL|C}.
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subnets

AWS Networking.Subnet .= E IL|C},
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network_interfaces

AWS Networking.ENI .= E IL|C}. Ll
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node_role &430{|A ENIQ} B#AEl Het=2 &L Ct

Zi4 0f8: ofL2
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security_groups

AWS Networking.SecurityGroup .= = IL|C}.
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placement_group

tosca.nodes. AWS.Compute.PlacementGroup ‘== &lL|C}.
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048: ot

Kt
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user_data

tosca.nodes.AWS.Compute.UserData i': ’E.* ULICH AFEXCIO|H AT EE #Eld tE O
E0ilA Al El Amazon EC2 QIAE A M ELICH AH8XF XIH AHEXL CIOIEE M™ste ol

QF HEtE L= a=0o MEE node role01| ZFI7HerLIC.
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SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"

key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:

node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"

tags:
- "Name=SampleVPC"
- "Environment=Testing"
kubernetes_version:
- "1.30"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet

AWS.Compute.EKSManagedNode
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network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@1"
- "samplelLabelName@@2=samplelLabelValue@02"

AWS.Compute.EKSSelfManagedNode

AWS TNBE= Amazon EKS At 22|18 = EZ X|$504 Amazon EKS Kubernetes 2t AE{0]| CHE!
- E(Amazon EC2 RIARA)O| Z2H|X'H X £=T 7| 22|E RS LICH Amazon EKS = E 1
E2 ddsloiH S s ELct

« AMIQ| ID & §ILtE A3 3504 2 E{AE 2R == 9| Amazon Machine Image(AMI)E MEHEHLICH.
« SSH HMAE 2|8t Amazon EC2 7| H|0{E MIS¢EL|C}.

« & 50| Amazon EKS Z2{AEet A E|0{ JE=X| = lFfLct.

| A

- MEfMo=z HONOF, & 2ol H HiX| A5 S =& a5 ¢8FLIc
=
=

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String

root_volume_size: Integer

scaling:
properties:
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desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List
security_groups: List
placement_group: String
user_data: String
labels: List

7ls

compute

Amazon EKS A 228 -=o| ZHFE nZlo|E{E Holsts £ 4(0d: Amazon EC2 QIAEA K%

2! Amazon EC2 QIAEA AMI)QIL|LC}.

ami_id
CIAEAE A|ZtSHE O AFR El= AMI IDRILICH AWS TNBE= IMDSV2E & &5t QUAEAE X|
4stLCH REMIEH LI IMDS A EH 2 & ESHAIAIL.

(® Note
O| AMI IDE UCIO|EE = U&LICIEKSSelfManagedNode. AMIS| Amazon EKS HHT
2 Amazon EKS Z2{AE HAD SUst7LE Z|CH 270 BT O|BHo|oqoF &FLICH o|§ =04
Amazon EKS ZAE{ B{Z10] 1.312] Z<L Amazon EKS AMI EHAE 1.31, 1.30 EE= 1.29
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root_volume_encryption

Amazon EBS £ E 2 &0 Cialf Amazon EBS & 535 & M358 LICt o]l 40| MBEIX| gfomH
AWS TNBE 7|E2X o2 Amazon EBS RE 288 ¢ 35358}

root_volume_encryption_key_arn

AWS KMS key. AWS TNBS| ARNE &t 7| ARN, C+HE 2|7 7| ARN 2 893! ARNS X|48tLct.

Note

)

« root_volume_encryption7| false@! AL E Z&5HX| OFAA]
Lroot_volume_encryption_key_arn.

« AWS TNBE= Amazon EBS X[ AMICS| RE &

- AMIS| RE E&0|o|0| ¢33E E? FE =
TNBroot_volume_encryption_key_arn&& E &3t oF g L|C}.

- AMIS| RE E&0| #3535 E|X| &I 2 2 AWS TNBE

root_volume_encryption_key_arnE At85t0{ RE EE2 L3 5HELICH
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E X &35tK| t2™ root_volume_encryption_key_arn AWS TNBE= AWS
Managed Services £ At&35t01 RE &2 ¥ E&terLICt
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scaling
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£ = I L} %A 2! #cH Amazon EC2 °._|
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node_role
Amazon EC2 QIAEIA O AZAE IAM & o] ARNILICE.
Zi4 8= 045 o

F&: String

2lAaA0] HZAY B Ct Ef O 2lAA0M dEt QAR A0 MutEL|C

ST A
cluster

AWS.Compute.EKS = ElL|C}.

]

= &3 0{7: of
_IQI_%=|

23: String

subnets

AWS Networking.Subnet .= E 2|L|C}.

network_interfaces

AWS.Networking.ENI .= E]LICH HE .| IE-|u1|o|/\9+ MEUo| S5t 7} Qiodoa AR
01 U=X| EQISIMIR. O K| otom QIAEIASIZ} AlTisrL|Ct.
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placement_group

tosca.nodes. AWS.Compute.PlacementGroup == &lL|C}.
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SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:

node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"

tags:

- "Name=SampleVPC"

- "Environment=Testing"

requirements:

cluster: SampleEKSCluster
subnets:

- SampleSubnet
network_interfaces:

- SampleNetworkInterface0l

- SampleNetworkInterface2
security_groups:

- SampleSecurityGroupQl

- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:

AWS.Compute.EKSSelfManagedNode
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- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute.PlacementGroup

PlacementGroup ‘==& Amazon EC2 RIAEAE HiX[5H7| @[8F CHEFeh MEFE K| EhLct

M Amazon EC2 QIAEAE A|ZH5EH Amazon EC2 MH|AE RE QIAEATL 7|2 =90 o]
BEME|CE 5to 45 o 7ol /-2 R|ASELICH % ELEE QLT ANEE SFst7| flat vixl O
E2 M85t0d &= o|EXN QARA JEO| HfX|of| IEE & = U&LICH

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List
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7bs 8t Zf: CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK
« CLUSTER - QIAEIAE 718 ¥ otof| ME Z2H5HAH ZeL|Ct o] TEF2 3 2
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ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute.UserData

AWS TNBE Network Service Descriptor(NSD)2| UserData .= E& &3l AF& X+ XI5 AL XL CIO|EH 2
Amazon EC2 QIAEIA A|EES X|EFLICH AFRAF K| AFR X} CI|O|E{0l| CHEF RFM|BH LHE 2 Amazon
EC2 At HBMO| ALSAL OO & M AT BIEE HXFIAML.
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tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

2 M
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implementation

A7 HlOlEf 2321 Folo| ATH BRYLICH HAI2
Lict
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&= 047 0f
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: String

Jo

content_type

A%t HIO[E AT BIES| 2H X RYEALICH
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ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData

./scripts/script_name.sh0{0f &

AWS.Compute.UserData
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properties:
content_type: "text/x-shellscript"
implementation: '"./scripts/customUserData.sh"
AWS.Networking.SecurityGroup
AWS TNBE E9F I&& X|5t04 Amazon EKS Kubernetes 2E{AE = E I 50| A4 = &=
Amazon EC2 E9ot I &9| Z2H|X 'S RIS &t LC.
e
tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: String
name: String
tags: List
requirements:
vpc: String
2 M
o
description
Hot JEof cHet dHRULICH Z[CH 255K2| EXALE AHE6tod 152 HTE = U&LICH 0{7]of
= EAHA~Z H a~z), ZRH0~9), B A SH 7[5 (_-/(#.@[0+=&{}!$") Bt ABE & USLICH

(0%, @+=&:{}1$*) Bt AL2E 4 iaLch.
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: String
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SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
"Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.SecurityGroupEgressRule

AWS TNB= 292t O & &4l #E2 X[§5t0] .Networking AWS. SecurltyGroupoﬂ HE@E = U
Amazon EC2 29t O & &4l 2o Z2H|X{dS RISt LICH B, &4 ERiZlo| iAo
destination_security_group/destination_prefix_listE A3 3H0F & LIC}.

T2
—

AWS .Networking.SecurityGroupEgressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
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description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String

requirements:
security_group: String

destination_security_group: String

a2 A
-1 o
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R BEXd
cidr_ipvé
&4l E2i=|o| A2 IPve T4 HQICIDR HA) LT CH4 2ot 18

(destination_security_group &= destination_prefix_list) == CIDR &<
(cidr_ip =& cidr_ipv6)E X|&aHok gLiCt.
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from_port
ZZEZO0|TCP EE= UDPQ! B2 X E HR[o| AIZtLICH ZEEZ0| ICMP & ICMPv6Q! &
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ip_protocol
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SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS.Networking.SecurityGrouplngressRule

AWS TNBE E9t O & 4 732 X|35t04 .Networking AWS.SecurityGroup0ll @148E + U=
Amazon EC2 2ot O & 4l #E|o| Z2H|XMEE XSS HELICH &, =4 EB|Eo| AAZ ¢
source_security_group/source_prefix_list2 M 33H0k & L|C}.
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AWS .Networking.SecurityGroupIngressRule
properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String

AWS.Networking.SecurityGrouplngressRule
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source_security_group: String

cidr_ipv6

Al Epzlol AL IPve =4 -?-|(C|DR o=|AI)OI|__||:|. AAHOEOE
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30

source_security_group

=4 EBfEol 5{8E 22
L of: ot
7Y EXY

O| F7IE|= Eot 22 9| IDQILICE.

S LICE 12 AF85
X3t HLE tep, udp, icmp, EE = icmpv6 OIQIOI ME
10| ZE ZE

of Eei 0| 1S ELICt. tep, udp,

= H-IO|

Ct.

A eLch ZE He

Lol |t Z2EZ0| ICMP EE= ICMPv6R! B
LIEFLICH 2 & ICMP/ICMPV6 & =

| st

AWS.Networking.SecurityGrouplngressRule

113



AWS S& HESZ L

0o
1z

02
x

of| A

SampleSecurityGroupIngressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import
Ct=S AWS E|&AE AWS TNBE 7tX{2 = & LCt.

« VPC

>
[
»E

. 2}

. ol

om

| H|o|&

Al 70| E9{ 0

Qo

"

. H =
—_l =

2

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String
resource_id: String
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resource_type
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resource_id
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SampleImportedVPC:
type: tosca.nodes.AWS.Resource.Import
properties:
resource_type: "tosca.nodes.AWS.Networking.VPC"
resource_id: "vpc-123456"
AWS.Networking.ENI
HEL3 QE{H0|A = VPCOHIM 7t HIESIT 7IEE LIEHLE =2 HERZ 748 24U

HERF CIEHIO|AME HEHE J|HO 2 A& L= 822 IP FA47+ & ELICH Amazon EC2
CIAEAE MEY| {28 & U ESZ CIEH0|AE 2423 7{Lt, Amazon EC2 QIAEAM M HE
3 QE{H OIAE EElstn sHE MEYO| CHE Amazon EC2 QIAEIAO| CHA| ¢42E &= J&LICEH
CIHIO|A QIHIAE 442 =Mo] [ E ¥ %x|E LIEFHLIC.
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tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List
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device_index

Clutol& RIFA = 0L CH 7ok B LICH.
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subnet
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security_groups
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SampleENI:
type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup2

AWS.HookExecution

[m]

o>
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-

|CH.

-
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tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

77|38 A8otH Qlzat W U EYT QA AS o YR

AWS.HookExecution
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AWS.HookDefinition.Bash ‘= E &lL|C}.
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: String
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vpc

AWS Networking.VPC = E QIL|C}.

[
als

= 048 of
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=l

lps|

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript
vpc: SampleVPC

AWS .Networking.InternetGateway
AWS QIE{ HO|EQo| = EE HolFfLict

Te

tosca.nodes.AWS.Networking.InternetGateway:
capabilities:

routing:

AWS.Networking.InternetGateway
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properties:
dest_cidr: String
ipv6_dest_cidr: String

properties:

tags: List
egress_only: Boolean

requirements:

vpc: String
route_table: String

715
routing
VPC LHO| B} R & oAAE Ho|ste £ 4 ULICH dest_cidr &£ ipv6_dest_cidr £ & tLIE

IZskslof gL},

dest_cidr
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egress_only
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vpc
AWS Networking.VPC = EQIL|C}.
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: String

route_table
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Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:

type: tosca.nodes.AWS.Networking.InternetGateway

AWS.Networking.InternetGateway

120



AWS SAHER3 2 At dEAM
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC
AWS .Networking.RouteTable
2 El E|o|2ol= VPC EE= HO|EQ 0] LHe] MELIM HE 43 EeiZo| MEE= /xIE 2™

ot= 2t EO0IEtE A METH £

Te

tosca.nodes.AWS.Networking.RouteTable:

properties:

tags: List
requirements:

vpc: String
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: String
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WS .Networking.VPC == lL|LC}.

£ VPC2}t 48510k & LICt.

AWS.Networking.RouteTable
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SampleRouteTable:

type: tosca.nodes.AWS.Networking.RouteTable

properties:
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS.Networking.Subnet
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MEUlg VPC
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tosca.nodes.AWS.Networking.Subnet:
properties:

type: String
availability_zone: String

cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String
tags: List

requirements:
vpc: String
route_table: String
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: String
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AWS.Networking.VPC == QlL|C}.
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SampleSubnet@1l:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1a"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"
outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:

AWS.Networking.Subnet
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vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-west-2b"
cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca00:
requirements:

route_table: SampleRouteTable
vpc: SampleVPC

AWS.Deployment.VNFDeployment

B Qlmal 3 0B
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tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment:
cluster: String
List
interfaces:
Hook:

pre_create:
post_create:

String

vnfs:

String
String
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deployment

AWS .Deployment.VNFDeployment .= = L|C}.
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AWS.Deployment.VNFDeployment
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post_create
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SampleHelmDeploy:

type: tosca.nodes.AWS.Deployment.VNFDeployment

requirements:

|LICH.

AWS.Deployment.VNFDeployment
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deployment:

cluster:

SampleHelmDeploy?2
SampleEKS

vnfs:
- vnf.SampleVNF
interfaces:
Hook:

pre_create: SampleHook

AWS.Networking.VPC
Virtual Private Cloud(VPC)0i| CHE+ CIDR 52 K|35l of

Te

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

Ad
o

g

cidr_block
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F: String

ipv6_cidr_block
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dns_support
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SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

AWS.Networking.NATGateway

MEUg Sl HER| = Z 0|8 NAT HIOIES0] —EE ™ol £ &LIct HER! Ho|E|o|
o| A2 BN Ip 2 IDE MB5HR| 2™ AWS TNBE AHHofl Bt |pE st Ol HOIE

tosca.nodes.AWS.Networking.NATGateway:
requirements:
subnet: String
internet_gateway: String

properties:
type: String

eip_allocation_id: String
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tags: List

. String

internet_gateway

AWS Networking.InternetGateway .= = & &= IL|C}.

e g5 o8 of
F&: String
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type

HO|EH 0|7t HEEQIX| otL|H 20| RIX|E LIEHALICE.

£&: String
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Free5GCNatGateway@1:
type: tosca.nodes.AWS.Networking.NATGateway
requirements:
subnet: Free5GCSubnet®l
internet_gateway: Free5GCIGW
properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

CHe 2R B2 NAT HOIESolof CHY 2|AA 2 HFst T i 2tRE 2 HZE 2t E Ho|g0o F
Jtote Bt Y =& Holg & A&LICH

=

—

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String
route_table: String
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dest_cidr_blocks
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nat_gateway

AWS .Networking. NATGateway ===

route_table

AWS .Networking.RouteTable =

[l
ala

= 045

0%

: String

Jo

oi A

Free5GCRoute:

=t
[

Zeluct.

type: tosca.nodes.AWS.Networking.Route

properties:

dest_cidr_blocks:
- 0.0.0.0/0
- 10.0.0.0/28

requirements:

nat_gateway: Free5GCNatGatewayQ1l

route_table:

AWS.Store.SSMParameters

AWS TNBE S3ll SSM 1tZtO|EE
H AWS TNB HIEQ|3 QIAEA |
0424 QUAEIAE QIAEASIE

?.

MO

tosca.nodes.AWS.Store.SSMParameters

properties:
parameters:

Free5GCRouteTable
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name: String
value: String

tags: List
&4
ut2tolE
name

ssm &490| O|FLICt. CtS BAIZ2 A LICH ~[a-2zA-Z0-9]+[a-zA-Z0-9\-\_]*[a-zA-
Z20-91+$%

Zp mt2tolE{e| o|&2 256K+ O|EFo|o{of & LIC.

{&: String
value
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SampleSSM
type: tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
- name: "Namel"
value: "Valuel"
- name: "EKS_VERSION"
value: "${SampleEKS.properties.version}"
- name: "VPC_ID"
value: "${SampleVPC.id}
- name: "REGION"
value: "${AWS::Region}
tags:
- "tagKey=tagValue"
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* AWS.HookDefinition.Bash

AWS .HookDefinition.Bash
o{l A an AWS HookDefinition2 % 2|gfL|Ctbash.
=2

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String
environment_variables: List
execution_role: String

s A
-1 o

implementation

=3 Hol|o| M A2 L|CH @AI2 | /hooks/script_name.sh040F EfLIC}.
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environment_variables

M7 A IjEi 0l envName=envValue &7 Al
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0-9]1+\.(name|id|arn)\1}$
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envName=envValue Z}0O| C}& 7|&ES SF5HoF gLIC}.
. SH2 ALRSHK| & LT
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- envName2 EXAHA-Z E= a-2)
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« CODEBUILD
« TNB
« HOME
« AWS
« envNameZ} envValueO|= ®st= =2 EXHA~Z EE= a~z), =Xt (0~9) & S &XRH(-, )E

MNEE + &L
H

P2t d 84522 envName=envValue)= 128X} O|2tO[o{0F B L|C}.

J\l

O Al: A123-45xYz=Example_789

AWS.HookDefinition.Bash 134



AWS S¢ HES{3 g A8 MEAM
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F: String
of| K|
SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable02=value02"
execution_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleHookPermission"
AWS.HookDefinition.Bash 135
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sts:GetCallerIdentity"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "AssumeRole"
},
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"Action": [
"tnb:*"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBPolicy"

"Action": [
"jam:AddRoleToInstanceProfile",
"iam:CreateInstanceProfile"”,
"jam:DeleteInstanceProfile”,
"iam:GetInstanceProfile",
"jam:RemoveRoleFromInstanceProfile"”,
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

}I

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
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"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",
"ec2:DeleteLaunchTemplateVersions",
"ec2:DescribelLaunchTemplates"”,
"ec2:DescribeLaunchTemplateVersions",
"ec2:DeleteLaunchTemplate",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:DescribeTags",
"ec2:GetLaunchTemplateData",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances",
"ec2:AssociateRouteTable",
"ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",
"ec2:CreateNetworkInterface",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:CreateSubnet"”,

"ec2:CreateTags",

"ec2:CreateVpc",
"ec2:DeleteIntexrnetGateway",
"ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet"”,

"ec2:DeleteTags",

"ec2:DeleteVpc",
"ec2:DetachNetworkInterface",
"ec2:DescribelInstances",
"ec2:DescribelnternetGateways",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroupRules”,
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"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DetachInternetGateway",
"ec2:DisassociateRouteTable",
"ec2:ModifySecurityGroupRules",
"ec2:ModifySubnetAttribute",
"ec2:ModifyVpcAttribute"”,
"ec2:AllocateAddress",
"ec2:AssignIpv6Addresses",
"ec2:AssociateAddress",
"ec2:AssociateNatGatewayAddress",
"ec2:AssociateVpcCidrBlock",
"ec2:CreateEgressOnlyInternetGateway",
"ec2:CreateNatGateway",
"ec2:DeleteEgressOnlyInternetGateway",
"ec2:DeleteNatGateway",
"ec2:DescribeAddresses",
"ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeNatGateways",
"ec2:DisassociateAddress",
"ec2:DisassociateNatGatewayAddress",
"ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribelImages",
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterClustex",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies"

]I
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBAccessComputePexrms"
}I
{
"Resource": "*",
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
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"Condition": {
"StringEquals": {

"jam:PassedToService": [
"ec2.amazonaws.com",
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com",
"events.amazonaws.com",
"autoscaling.amazonaws.com",
"codebuild.amazonaws.com"

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsFoxProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:GetObject",
"eks:DescribeNodegroup",
"eks:DeleteNodegroup",
"eks:AssociateldentityProviderConfig",
"eks:CreateNodegroup",
"eks:DeleteCluster",
"eks:DeregisterCluster",
"eks:UpdateAddon",
"eks:UpdateClusterVexrsion",
"eks:UpdateNodegroupConfig",
"eks:UpdateNodegroupVersion",
"eks:DescribeUpdate”,
"eks:UntagResouxce",
"eks:DescribeCluster",
"eks:ListNodegroups",
"eks:CreateAddon",
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"eks:DeleteAddon",

"eks:DescribeAddon",
"eks:DescribeAddonVersions",
"s3:PutObject"”,
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResouxces",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"cloudformation:UpdateStack"”,
"cloudformation:UpdateTerminationProtection”,
"ssm:PutParameter",

"ssm:GetParameters",

"ssm:GetParameter",
"ssm:DeleteParametex",
"ssm:AddTagsToResouxce",
"ssm:ListTagsForResource",
"ssm:RemoveTagsFromResource"

1,

"Resource": [
"arn:aws:events:*:*:rule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:clustex/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*",
"arn:aws:ssm:*:*:parametexr/tnb/*"

]I

"Effect": "Allow",

"Sid": "TNBAccessInfraResouxrcePerms"

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

},

"Sid": "ImageAMISSMPerms",
"Effect": "Allow",
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"Action": [
"ssm:GetParameters"

1,

"Resource": [
"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

]
}I
{
"Action": [
"tag:GetResources"
]I
"Resource": "*",
"Effect": "Allow",
"Sid": "TaggingPolicy"
}I
{
"Action": [
"outposts:GetOutpost"
]I
"Resource": "*",
"Effect": "Allow",
"Sid": "OutpostPolicy"
}
]
}
Cte T == AWS TNB MH|A 12| HA g Ho{EL|Ct
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}I
{
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"Effect": "Allow",
"Principal": {

"Service": "events.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}I
{
"Effect": "Allow",
"Principal": {
"Sexvice": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}I
{
"Effect": "Allow",
"Principal": {
"Sexvice": "tnb.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

AWS Amazon EKS EHAE{S| TNB AMH|A &

NSDO X Amazon EKS B|AAE M8 = cluster_role £42 X350 Amazon EKS 224
EIE d45t= ol AASE Q&S xIHELict

CH2 oMo M= Amazon EKS 2 AE| 20 CHEt AWS TNB AMH|A st MASHE AWS
CloudFormation Bl &2/ Eo{&LIC}.

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
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Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

AWS CloudFormation HI£%!/2 AFE5t= IAM & of CHt XFAM|SH LHE 2 AWS CloudFormation AFHZ
MBEMO|CIE MME EXSHMIR.

AWS Amazon EKS == 1 E0i CH§t TNB MH|A 4&

>
>
i
>
x

NSDO{| A Amazon EKS = E JE 2 g M= node_role &4E A3 35104 Amazon EKS

o
LE O5S ddste ol ASE HE S xIEELICH

CtE oMol M= Amazon EKS o= & HAof CiEh AWS TNB MH|A A& s ddste
CloudFormation &l £&!2 E0{&L|C}.
AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
ID 7|8k 2424 of Al 156
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- ec2.amazonaws.com
Action:
"sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

AWS CloudFormation EHIZ2!2 AIE35t= IAM & of CHEr REAIEH LI& 2 AWS CloudFormation AFHE
MEMO| CIS MME HZSHML2.

AWS Multus©0i| CHEF TNB AMH|A 238t

NSDO{| A Amazon EKS B|AAE MASIT HiEZ EHIESI0| AR 2 MultusE EH2|5t2{H™
multus_role &4 & XM335t04 Multus 2 2|0l A& A& g X|&&HoF gfLct
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CtS Mol M E Multus 2o CHEF AWS TNB MH|A Ag S HHSt= CloudFormation EE5!2 2
o4& LICH.

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreatelLogGroup"
- "logs:CreateLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
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- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"

- "ec2:DeleteNetworkInterface"

- "ec2:CreateTags"

- "ec2:DetachNetworkInterface"

Resource: "*"

= IAM 23&hof CHst XEAM|SH LHE 2 AWS CloudFormation AFHR

yu
fjo
>..
[o][]

AWS CloudFormation & =3
MEMO| CIS MME HZTSHML2.

« AWS::IAM::Role

. A EZE e

NSD E= HERF &+ WFX[o|M =8B F7| F3& AI8dts 82, 8 F7| =2 & A7 ¢
Bt 2742 BHE 4 9l AulA odFo| TeshLict
(® Note

oMM E =& F7| F3 HAH0f CHEt AWS TNB MH|A & & MM SH= CloudFormation Bl E

HoiE LIt

CtS
sig
AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
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Path: /
ManagedPolicyAzrns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

AWS CloudFormation
MyAol g MMg

« AWS::IAM::Role

Edl
=

A 21 AEH

® A=

12

M|kl

A-SXE7E RH&

O] oAM= IAM AL RE7H

NS WS WS

— ==
Z2pHel wAl

O Z0|

=]
=]
=

[

ol 1%

EZ218 ME5= IAM 2 &of Cist XFA|EH LHE 2 AWS CloudFormation AFHS
IR SHMI2.

B HEE B+ UES 58

KFAO| AFE L IDO|| AAE Qlztel L 223 HAMg 2 = ULEE 535l
HoiEL|Ct o] HAollE E2£0iAM EEE AWS CLI EE= AWS APIE AF235}0d
g 2FE £ Qe HEto| ZEELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
ID 7|8k 2424 of Al
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

k=2

0| Z<, Mary7| iam:PassRole®f =2 +=H
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",

arn":
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
"userName": "example"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-02T01:42:39Z2",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
1,
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

"arn:aws:sts::111222333444:assumed-role/example/user",
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"recipientAccountId":
"eventCategory":

"111222333444",
"Management"
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