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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [ "tag:*" ],

"Resource": [
"arn:aws:ec2:us-east-1:444455556666:*",
"arn:aws:s3:::amzn-s3-demo-bucket2"

]
}
]
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [ "tag:*" ],

"Resource": [
"arn:aws:ec2:us-east-1:123456789012:instance:*",
"arn:aws:s3:::amzn-s3-demo-bucket3"

]

}
]
}
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}
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https://docs.aws.amazon.com//general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awstageditor.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_controlling.html
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https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/index.html#cli-aws-resourcegroupstaggingapi
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L|CF.
aws:TagKeys Q™o BT 7|E HRoi M XI&Et 7[2F | EfLct.
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L|Ct.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "TagCustomerManagedPolicies",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:TagPolicy"
]I
"Resource": "arn:aws:iam::123456789012:policy/*",
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"Condition": {
"StringEquals": {"aws:RequestTag/Owner": "${aws:PrincipalTag/
Ownex}"}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"ec2:StopInstances"
]I
"Resource": [
"arn:aws:iam::123456789012:instance/*"
1,
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
}
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* tag:GetResources - HFE B0 HME EotX| e 2lAaA ST 8]E 7S UL
Lt 2

- tag:TagResources — E{1E F7}5}7 OFEE{H MH|AHE #HEHo|
ZigtLict o & 01, Amazon Elastic Compute CIoud (Amazon ECZ)9_I 2laA0l Ef2E XIS
£ ec2:CreateTagsOll CHEH Heto| = &FLICH

 tag:UnTagResources - Ef1& AN7HELICH E8F EfOE M 7{5tE{™ MH|AS HEto| 2 gL
Ct. o & =01, Amazon EC20{| A 2|AA O] E{E SHAISE21™ ec2:DeleteTagsoll CHEF Mo E
QELct

CHZ of| XMl AWS Identity and Access Management (IAM) M2 Aol Eja Y 48 HIite = QU
£ W2 M3 glct.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EvaluateAccountCompliance",
"Effect": "Allow",
"Action": [
"organizations:DescribeEffectivePolicy",
"tag:GetResources",
"tag:TagResources",
"tag:UnTagResouxces"
]I
"Resource": "*"
}
]
}
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. tag:GetComplianceSummary - Z& L} 2E AHolMH FHE &
SLch

« tag:StartReportCreation-7t% %29 #d & T7I 24 E TUE LHEHLICEH =& HX|
o| 8 E= 48Alztotct BHIHELICEH

« s3:GetBucketAcl - #HE & E1AM
A LICE

« s3:GetObject - MH|A A% Amazon S3 HZI|MH #H
 s3:PutObject - X|HEl Amazon S3 HZ!of| #H &=

==(ACL)2

B I M7t ME &= Amazon S3 HZ!0| SSE-KMSE S35l & 3HEl A< slie HZlod| Cist
kms:GenerateDataKey H&HT l0{ofF & L|C}.
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« bucket_name - Amazon S3 H{Z! 0|&

« organization_id-Z%&9|ID

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "EvaluateAccountCompliance",
"Effect": "Allow",
"Action": [

"organizations:DescribeEffectivePolicy",
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"tag:StartReportCreation"”,
"tag:DescribeReportCreation”,
"tag:GetComplianceSummary",
"s3:ListAllMyBuckets"

1,
"Resource": "*"
},
{
"Sid": "GetBucketAclForReportDelivery",
"Effect": "Allow",
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
}I
{
"Sid": "GetObjectFoxReportDelivery",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::*/tag-policy-compliance-reports/*",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
}
}
},
{
"Sid": "PutObjectFoxReportDelivery",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/AwsTagPolicies/organization_id/
xn
"Condition": {
"StringEquals": {
"aws:CalledVialast": "tagpolicies.tag.amazonaws.com"
},
"StringlLike": {
"s3:x-amz-copy-source'": "*/tag-policy-compliance-reports/*"
}
}
}
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of MM At ETME XMESHOF BLICH BT M2 X 3£ IDo| AHF 3B AE5toi #H &
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StartReportCreation APIZ EMXMo 2 3 &5l Ol A ElE T ID7F S U HHof| &5t
B2 0| Ab& AtE|odl F7F Amazon S3 HHZ! HAo| 2R 5HK| L& LICH.

StartReportCreation APIE EHMO R 5 &5l= O AH8 L= ID2 HAZEE A 0| Amazon S3 H
g ARE AED O E 32 O s HA g HZlol| dZsHoF BLICH ZF ## ###E ALEXLS HE
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« bucket_name - Amazon S3 H{Z! 0|&

« organization_id- Z%&9|ID

- identity_ARN-StartReportCreation APIE MO R 3 &5t= Ol A8 El= IAM D2
ARN

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "CrossAccountTagPolicyACL",
"Effect": "Allow",
"Principal": {
"AWS": "identity_ ARN"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
}I
{
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"Sid": "CrossAccountTagPolicyBucketDelivery",
"Effect": "Allow",

"Principal": {
"AWS": "identity_ ARN"

3},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::

: tbucket_name/AwsTagPolicies/organization_id/
* 1
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* organizations:DescribeEffectivePolicy

* tag:GetResources
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* aws resourcegroupstaggingapi get-resources

* aws resourcegroupstaggingapi tag-resources

* aws resourcegroupstaggingapi untag-resources

OlM Ef2 HME A5t ™A HRI= AWS Organizations AFHE AHAMO|0| A EfT HAH AL S
AWS CLI AWS CLIZEIZ=StA| 2.

» AWS Resource Groups Tagging API:

» GetResources

» TagResources

» UntagResources
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https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/get-resources.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/tag-resources.html
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organizations:DescribeEffectivePolicy

tag:GetComplianceSummary

* tag:StartReportCreation

* tag:DescribeReportCreation
* s3:ListAllMyBuckets

* s3:GetBucketAcl

* s3:GetObject

* s3:PutObject
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/using-search-query-examples.html#example-1
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-policies-orgs.html#tag-policies-permissions-org
https://console.aws.amazon.com/resource-groups/tag-policies/
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 AWS Command Line Interface AWS CLlI):

* aws resourcegroupstaggingapi start-report-creation

» aws resourcegroupstaggingapi describe-report-creation

* aws resourcegroupstaggingapi get-compliance-summary

OlM Ef 2 HME A5t ™A HRI= AWS Organizations AFHE MHAMO|0| A Ef1 HAH AL S
C

AWS CLI AWS

LIZtZSHMIR.

« AWS API:
» StartReportCreation

» DescribeReportCreation

» GetComplianceSummary
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https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/start-report-creation.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/describe-report-creation.html
https://docs.aws.amazon.com//cli/latest/reference/resourcegroupstaggingapi/get-compliance-summary.html
https://docs.aws.amazon.com//organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com//organizations/latest/userguide/tag-policy-cli.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_StartReportCreation.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_DescribeReportCreation.html
https://docs.aws.amazon.com//resourcegroupstagging/latest/APIReference/API_GetComplianceSummary.html
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% 0

"version": "Q",
"id": "bddcfld6-0251-35al-aab@-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
"account": "123456789012",
"time": "2018-09-18T20:41:387",
"region": "us-east-1",
"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"
1,
"detail": {
"changed-tag-keys": [
"a-new-key",
"an-updated-key",
"a-deleted-key"
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/index.html

AWS 2|42 3 e HET|o Bj2 XY A

0o
1z
0%
x

1,

"tags": {
"a-new-key": "tag-value-on-new-key-just-added",
"an-updated-key": "tag-value-was-just-changed",
"an-unchanged-key": "tag-value-still-the-same"

1,

"service": "ec2",

"resource-type": "instance",

"version": 3,

}
}
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// Set the following line to specify which Region's instances you want to monitor
// Only instances in this Region are succesfully stopped on a match

const RegionToMonitor = "us-east-1"

// Specify the instance ARNs to check.

// This limits the function for safety to avoid the tutorial shutting down all
instances in account

// The first ARN is a "dummy" that matches the test event you create in Step 3.

// Replace the second ARN with one that matches a real instance that you want to
monitor and that you can

// safely stop

const InstancelList = [
"i-0000000aaaaaaaaaa'",
"i-05db4466d02744F07"

15

// The tag key name and value that marks a "valid" instance. Instances in the
previous list that
// do NOT have the following tag key and value are stopped by this function

const ValidKeyName = "valid-key";
const ValidKeyValue = "valid-value";

// Load and configure the AWS SDK

const AWS = require('aws-sdk');

// Set the AWS Region

AWS.config.update({region: RegionToMonitor});

// Create EC2 service object.

const ec2 = new AWS.EC2({apiVersion: '2016-11-15'});

exports.handler = (event, context, callback) => {
// Retrieve the details of the reported event.

var detail = event.detail;
var tags = detail["tags"];
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var service = detail["service"];

var resourceType = detail["resource-type"];

var resource = event.resources[0];

var resourceSplit = resource.split("/");

var instanceld = resourceSplit[resourceSplit.length - 1];

// If this event is not for an EC2 resource, then do nothing.

if (!(service === "ec2")) {
console.log("Event not for correct service -- no action (", service, ")" );
retuzrn;

}

// If this event is not about an instance, then do nothing.

if (!(resourceType === "instance")) {
console.log("Event not for correct resource type -- no action (", resourceType,

"))
retuzrn;

}

// CAUTION - Removing the following 'if' statement causes the function to run

against

// every EC2 instance in the specified Region in the calling AWS ##.

// If you do this and an instance is not tagged with the approved tag

key

// and value, this function stops that instance.

// If this event is not for the ARN of an instance in our include list, then do
nothing.
if (InstancelList.indexOf(instanceId)<0) {

console.log("Event not for one of the monitored instances -- no action (",
resource, ")");

retuzrn;

console.log("Tags changed on monitored EC2 instance (",instanceld,")");

// Check attached tags for expected tag key and value pair

if ( tags.hasOwnProperty(ValidKeyName) && tags[ValidKeyName] == "valid-value"){
// Required tags ARE present
console.log("The instance has the required tag key and value -- no action");
callback(null, "no action");
return;

}
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// Required tags NOT present

console.log("This instance is missing the required tag key or value -- attempting
to stop the instance");

var params = {
Instancelds: [instanceld],
DryRun: true

};

// call EC2 to stop the selected instances
ec2.stopInstances(params, function(err, data) {
if (err && err.code === 'DryRunOperation') {
// dryrun succeeded, so proceed with "real" stop operation
params.DryRun = false;
ec2.stopInstances(params, function(err, data) {
if (err) {
console.log("Failed to stop instance");
callback(err, "fail");
} else if (data) {
console.log("Successfully stopped instance", data.StoppingInstances);
callback(null, "Success");
}
1);
} else {
console.log("Dryrun attempt failed");
callback(err);
}
1)
};
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "ec2:StoplInstances"”,
"Resource": "*"

},
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https://console.aws.amazon.com/iamv2/home#/roles/details/lambda_basic_execution
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_ec2_instance-securitygroup.html
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{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "VisualEditor2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:123456789012:1o0g-group:/aws/
lambda/AutoEC2Texrmination:*"

}
1
}
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{
"version": "Q",
"id": "bddcfld6-0251-35al-aab0-adclfb47cllc",
"detail-type": "Tag Change on Resource",
"source": "aws.tag",
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"account": "123456789012",

"time": "2018-09-18T20:41:3872",

"region": "us-east-1",

"resources": [
"arn:aws:ec2:us-east-1:123456789012:instance/i-0000000aaaaaaaaaa"

1,
"detail": {
"changed-tag-keys": [
"valid-key"
1,
"tags": {
"valid-key": "NOT-valid-value"
},
"service": "ec2",
"resource-type": "instance",

"version": 3

"errorType": "InvalidInstanceID.NotFound",
"errorMessage": "The instance ID 'i-0000000aaaaaaaaaa' does not exist",

&4 20| M8 A1 Holl 9= HEE S Lambda 3 40IM EC2 QATIA FX|E MExo
2 NEZHSS Y 4 USLICH SIS =0l M Mol AAHAE FXI57| I8 DryRun 5
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START RequestId: 390c1f8d-0d9b-4b4s4-b087-8de64479abss Version: $LATEST
2022-11-307T20:17:30.427Z 390c1f8d-0d9b-4b44-b087-8de64479abks INFO

Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StartInstances.html#API_StartInstances_RequestParameters
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2022-11-30T20:17:30.427Z 390c1f8d-0d9b-4b44-b@87-8deb64479absb4k INFO This
instance is missing the required tag key or value -- attempting to stop the
instance
2022-11-30T20:17:31.206Z 390c1f8d-0d9b-4b44-b087-8de64479abb4 INFO Dryrun
attempt failed
2022-11-30T20:17:31.207Z 390c1f8d-0d9b-4b44-b087-8de64479abss ERROR Invoke
Error {"errorType":"InvalidInstanceID.NotFound", "errorMessage":"The instance
ID 'i-0000000aaaaaaaaaa’ does not
exist","code":"InvalidInstanceID.NotFound", "message":"The instance ID
'i-0000000aaaaaaaaaa’ does not
exist","time":"2022-11-30T20:17:31.205Z","requestId":"a5192c3b-142d-4cec-
bdbc-685a9b7c7abf", "statusCode":400, "retryable":false, "retryDelay":36.87870631147607, "stack
["InvalidInstanceID.NotFound: The instance ID 'i-0000000aaaaaaaaaa’ does
not exist"," at Request.extractError (/var/runtime/node_modules/aws-sdk/
lib/services/ec2.js:50:35)"," at Request.calllListeners (/var/runtime/
node_modules/aws-sdk/lib/sequential_executor.js:106:20)"," at Request.emit
(/var/runtime/node_modules/aws-sdk/lib/sequential_executor.js:78:10)"," at
Request.emit (/var/runtime/node_modules/aws-sdk/lib/request.js:686:14)"," at
Request.transition (/var/runtime/node_modules/aws-sdk/lib/request.js:22:10)","
at AcceptorStateMachine.runTo (/var/runtime/node_modules/aws-sdk/lib/

state_machine.js:14:12)"," at /var/runtime/node_modules/aws-sdk/1lib/
state_machine.js:26:10"," at Request.<anonymous> (/var/runtime/node_modules/aws-
sdk/1lib/request.js:38:9)"," at Request.<anonymous> (/var/runtime/node_modules/
aws-sdk/lib/request.js:688:12)"," at Request.calllisteners (/var/runtime/

node_modules/aws-sdk/1lib/sequential_executor.js:116:18)"]1}
END RequestId: 390c1f8d-0d9b-4b44-b@87-8de64479abs4
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START RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 Version: $LATEST
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2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86¢c4 INFO Tags
changed on monitored EC2 instance ( i-000000Q@aaaaaaaaaa )
2022-12-01T23:24:12.2447 53631a49-2b54-42fe-bf61-85b9e91e86c4 INFO The
instance has the required tag key and value -- no action

END RequestId: 53631a49-2b54-42fe-bf61-85b9e91e86¢c4
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{
"source": [
"aws.tag"
1,
"detail-type": [
"Tag Change on Resource"
1,
"detail": {
"service": [
"ec2"
1,
"resource-type": [
"instance"
]
}
}
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https://console.aws.amazon.com/ec2/v2/home#Instances:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#adding-or-deleting-tags
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2022-11-30T12:03:57.544-08:00 START RequestId: b5befd18-2c41-43c8-
a320-3a4b2317cdac Version: $LATEST

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO Tags changed on monitored EC2 instance ( arn:aws:ec2:us-
west-2:123456789012:instance/1-1234567890abcdefd )

2022-11-30T12:03:57.548-08:00 2022-11-30T20:03:57.548Z b5befd18-2c41-43c8-
a320-3a4b2317cdac INFO This instance is missing the required tag key or value --

attempting to stop the instance
2022-11-30T12:03:58.488-08:00 2022-11-30T20:03:58.488Z b5befd18-2c41-43c8-

a320-3a4b2317cdac INFO Successfully stopped instance [ { CurrentState: { Code: 64,
Name: 'stopping' }, Instanceld: 'i-1234567890abcdef®', PreviousState: { Code: 16,

Name: 'running' } } ]
2022-11-30T12:03:58.546-08:00 END RequestId: b5befd18-2c41-43c8-

a320-3a4b2317cdac
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_tageditor.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_tageditor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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https://docs.aws.amazon.com//IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com//STS/latest/APIReference/API_AssumeRole.html
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"tag:GetResources",
"tag:TagResources",
"tag:UntagResouxrces",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

1,

"Resource":
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

iam:ListUsers"

1,

"Resource": "*"
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups:us-
east-1:111122223333:gxoup/group_name"
}I
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups:us-

east-1:111122223333:gxroup/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}

O| HME HEo| ArEXoAH HZEY =+ JU&LICH Bl 7|7t projectO| EfT 20| alpha@l AHE
X7t Elas JES EedH Y 2180 E project=alpha Ei2E X|'dsHoF gfLICH I X| o™
AERHE AMATH HREELICH =2 7] project2(S) U 7| O|F 0| HAERE FE6HX| &4 7]
j ' project 252t URIELICH XtAEH LIE 2 IAM AL A DB A2| IAM JSON A4

=H & %1 1.0 69
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tag:GetTagKeys T80| Qi A0l LAFLICH.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tag:GetTagKeys on resource: arn:aws:resource-groups::us-west-2:123456789012:resource-
type/my-test-resource
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ok
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661372702",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661372702",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-24T20:25:03Z",
"mfaAuthenticated": "false"

iy
"eventTime": "2022-08-24T20:27:1472",
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https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventSource": "tagging.amazonaws.com",
"eventName": "TagResources",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.65",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resourcegroupstaggingapi.tag-resources",
"requestParameters": {
"resourceARNList": [
"arn:aws:events:us-east-1:123456789012:rule/SecretsManagerMonitorRule"
1,
"tags": {
"owner": "alice"

iy

"responseElements": {
"failedResourcesMap": {3}
},
"requestID": "8f9ea891-4125-460c-802f-26c11EXAMPLE",
"eventID": "b2c9322a-aad7-424b-8f0b-423daEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"tagging.us-east-1.amazonaws.com"
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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