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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/aws-myApplications.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://console.aws.amazon.com/
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https://s3.amazonaws.com/solutions-reference/workload-discovery-on-aws/latest/workload-discovery-on-aws.template
https://console.aws.amazon.com/cloudformation/home?
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https://aws-solutions.github.io/workload-discovery-on-aws/workload-discovery-on-aws/2.0/index.html
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/prerequisites.html#verify-your-aws-config-details-in-your-account
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-api-cli
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
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https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/import-a-region.html#deploy-the-aws-cloudformation-templates
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-cpu-memory-error.html
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/supported-resources-1.html
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/import-a-region.html#deploy-the-aws-cloudformation-templates
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https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
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$ aws cloudformation delete-stack --stack-name <customer-defined-stack-name>
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/stop-task-console-v2.html
https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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https://github.com/aws-solutions/workload-discovery-on-aws
https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetAuthorizers.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetResources.html
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AWS::ApiGateway::Method SDK getMethod
AWS::Cognito::UserPool SDK describeUserPool
AWS::ECS::Task SDK describe-tasks
AWS::EKS::Nodegroup SDK describeNodegroup
AWS::DynamoDB::Stream SDK describeStream
AWS::IAM::AWSManag SDK getAccountAuthorizationDeta
edPolicy ils
AWS::ElasticLoadBalancingV2  SDK describeTargetGroups
::TargetGroup
AWS::EC2::Spot SDK describeSpotinstanceRequest
S
AWS::EC2::SpotFleet SDK describeSpotFleetRequests
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https://docs.aws.amazon.com/apigateway/latest/api/API_GetMethod.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPool.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_streams_DescribeStream.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountAuthorizationDetails.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotInstanceRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotInstanceRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotFleetRequests.html
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s3:ReplicateObject

s3:ReplicateDelete

s3:ReplicateTags
s3:0bjectOwnerOverrideToBucketOwner
s3:ListBucket
s3:GetReplicationConfiguration
s3:GetObjectVersionForReplication
s3:GetObjectVersionAcl
s3:GetObjectVersionTagging
s3:GetObjectRetention

s3:GetObjectLegalHold
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https://console.aws.amazon.com/iam
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of| =7}8loF &rLct.
{

"Version":"2012-10-17",

IIIdII:IIII’

"Statement": [

{

"Sid":"Set permissions for objects"
"Effect":"Allow",
"Principal”:{
"AWS":"arn-of-role-selected-in-replication-setup-in-source-account"
.
"Action":["s3:ReplicateObject",
"s3:ReplicateDelete"],
"s3:0bjectOwnerOverrideToBucketOwner",
"Resource":"arn:aws:s3:::destination-bucket-name/*"

},
{
"Sid":"Set permissions on bucket",
"Effect":"Allow",
"Principal":{
"AWS":"arn-of-role-selected-in-replication-setup-in-source-account"
},

"Action":["s3:GetBucketVersioning",
"s3:PutBucketVersioning"],
"Resource":"arn:aws:s3:::destination-bucket-name
.
{

"Sid": "Stmtl1335892150622",
"Effect": "Allow",
"Principal": {
"Service": "billingreports.amazonaws.com"
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},
"Action": [
"s3:GetBucketAcl",
"s3:GetBucketPolicy"
1,
"Resource": "arn:aws:s3:::destination-bucket-name"
},
{
"Sid": "Stmt1335892526596",
"Effect": "Allow",
"Principal": {
"Service": "billingreports.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::destination-bucket-name/*"
}
]
}
AWS API
AT ZHo| dBEI CHE £FME 7|E VPCO| HiZ5t= B9 Z2to|H! MEUHN|M Chg MH|A0] <4
MlAag £ QlofofF gLICt
API| Gateway
» GetAuthorizers

Getlntegration

GetMethod

» GetResources

GetRestApis

Cognito

» DescribeUserPool
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https://docs.aws.amazon.com/apigateway/latest/api/API_GetAuthorizers.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetIntegration.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetMethod.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetResources.html
https://docs.aws.amazon.com/apigateway/latest/api/API_GetRestApis.html
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/API_DescribeUserPool.html
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BatchGetAggregateResourceConfig

DescribeConfigurationAggregators

ListAggregateDiscoveredResources

SelectAggregateResourceConfig

DynamoDB Streams

* DescribeStream

Amazon EC2

« Describelnstances

» DescribeSpotFleetRequests

» DescribeSpotinstanceRequests

» DescribeTransitGatewayAttachments

Amazon Elastic Load Balancer

DescribelLoadBalancers

Describelisteners

DescribeTargetGroups

DescribeTargetHealth

Amazon Elastic Kubernetes AH|A

» DescribeNodegroup

» ListNodegroups

IAM

* GetAccountAuthorizationDetails
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https://docs.aws.amazon.com/config/latest/APIReference/API_BatchGetAggregateResourceConfig.html
https://docs.aws.amazon.com/config/latest/APIReference/API_DescribeConfigurationAggregators.html
https://docs.aws.amazon.com/config/latest/APIReference/API_ListAggregateDiscoveredResources.html
https://docs.aws.amazon.com/config/latest/APIReference/API_SelectAggregateResourceConfig.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_streams_DescribeStream.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotFleetRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSpotInstanceRequests.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGatewayAttachments.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeLoadBalancers.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeListeners.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetGroups.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_DescribeTargetHealth.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_ListNodegroups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_Operations.html
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» ListPolicies

Lambda

* GetFunction

» GetFunctionConfiguration

» ListEventSourceMappings

OpenSearch Service

* DescribeDomains

* ListDomainNames

Organizations

ListAccounts

ListAccountsForParent

ListOrganizationalUnitsForParent
ListRoots

Amazon Simple Notification Service

 ListSubscriptions

Amazon Security Token Service

* AssumeRole

Lambda
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListPolicies.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunction.html
https://docs.aws.amazon.com/lambda/latest/dg/API_GetFunctionConfiguration.html
https://docs.aws.amazon.com/lambda/latest/dg/API_ListEventSourceMappings.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_DescribeDomains.html
https://docs.aws.amazon.com/opensearch-service/latest/APIReference/API_ListDomainNames.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccounts.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListAccountsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListOrganizationalUnitsForParent.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListRoots.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_ListSubscriptions.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_AssumeRole.html
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Mappings:
Solution:
Metrics:
CollectAnonymizedUsageMetrics: 'true'
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https://aws.amazon.com/privacy/
https://solutions-reference.s3.amazonaws.com/workload-discovery-on-aws/latest/workload-discovery-on-aws.template
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Solution:
Metrics:
CollectAnonymizedUsageMetrics: 'false'
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https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/solutions/latest/workload-discovery-on-aws/automated-deployment.html
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https://github.com/aws-solutions/workload-discovery-on-aws/blob/main/CHANGELOG.md
https://github.com/aws-solutions/workload-discovery-on-aws/blob/main/CHANGELOG.md
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https://www.apache.org/licenses/LICENSE-2.0
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