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H|&[USD]
~$2.90
~$2.30

~$1.26

~$4.32

5.00 USD
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AWS MH|A NGl H|&[USD]
AWS WAF 72 4 4.00 USD
AWS WAF 2% 1008+ 0.60 USD
A 0f2 ~$20.38
oAl 3: 518 LU HEE IP MEoO| CHEH IP E& &3}
AWS MH|A NG b= H|&[USD]
Amazon DynamoDB 1K 47| 2 1MB C|O|E{ 2AEE2| ~$0.00
N
AWS Lambda 128MB: Lambda A& 17§2| ~$0.01
%.*#, 2K 2& 2 " 50022
= 7|zt

512MB: Lambda AlgHE
17, 7t £ & 2K 2 WH 500
2= 7|7t

Amazon CloudWatch 2K O[HIE ~$0.00
AWS WAF &l ACL 1 5.00 USD
AWS WAF T3] 2 2.00 USD
WAS WAF 27 1002t 0.60 USD
sHA| O & ~$7.61

CloudWatch 219| H|& &4

Lambda®l Z0|0| &FMoi AFE ElE 2E AWS MH|AE CloudWatch 218 MAEL|Ct o|g{8t 2
Jolle =0 FaHELCt HIEE &0lgdH 28 AK|5HHLE E85t= [0l E&LICEH 21 017+0|

CloudWatch 210/ HIE =5 24


https://aws.amazon.com/cloudwatch/pricing/
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H ME HE &= Amazon CloudWatch Logs AFHE MM 9| Amazon S32 21 HIO|E{ LHE L7 |E &
Z35tM L2 Amazon CloudWatch.

M| Al Athena 21 THME AT S MEEt ZHR0| 2 5M
AWS WAF EE = O Z 2|7 0] M| A C g

24 = ZH
gt OlO|E{e] & E 7IZEc 2 RF0| RutELICE ol ERM2 21 514 -?4E|01| MPEIHE‘:'% X &35toq4 HIZ
2 2ASELICH 7|BEMoZ £&F M2 oHEEIF0|1M HMA 2T E 2 Amazon S3 X0 E&
HEMH FEE O|SELCH HES EEE =& JUX|o 55F E:L AEZ|X[of EH°._F 0| FotE L
Ch. Ol £F M2 &Y O ES ME5I0 T ECE BEsH 22| HMAL HIES 2F EHEGHEE +
g = et ME H|I8 745 A L2 Athenall H|& 7482 & ZSHMIR. XHHI°F LI Amazon
Athena =2 XML

Athenal| 0i A H|E

HTTP AMH|A Foll EX|, A7HH & =
I 7E M7 388 A8ste 89
7|2le s20tch AHEImH x| 442 +°| HIOIEiE ekt o
of ZtEIM'EE X850 HI S Z[A3HE LICt WAF Block Period
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l2tOlE{e| Zte w7 sthod
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® Tip
2 CloudFront 21 H| 7#|AHo| ofelL|C}.
o 2 ZF CloudFront &5 2 2F 500HI0|E 2| H|O|E{E MAE 4= &LICt

ofl 1

J
o

Ct=
™
20l 1208+ 74| CloudFront 2% 2{&50| = E< CIO|E7t LatE S 2 =FEICtD 7t
S5t 4A|ZHE 200K(1208H6) S 0| LA LICH HIES AlMte m A Eci= S e
SHAI2.

[500 bytes of data] * [200K hits per four hours] = [an average 100 MB
(0.0001TB) data scanned per query]

Athena= A7t O|O|E{2| TBY 5.00 USDE A+ &FLICEH

[0.0001 TB] * [$5] = [$0.0005 per query scan]

Athena #Z|= 5= 0tCH A E|H, AlZHE 123 A>EELICH

[12 runs] * [24 hours] = [288 runs per dayl

[$0.0005 per query scan] * [288 runs per day] * [30 days] = [$4.32
per month]

> o
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
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&AM HIE2 ol ZE|7 o] EBiE miEo] et Eet&lLICE AHA|EH LIE 2 Amazon Athena

Las FTsAML.
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AWS QlZ2lof A|ARIS Y5t HOot il AL XL AWST EEEFLICEH O] =
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A 2EH2 Ho{ELICH AWSTH EAE 2L AMA|, 7t st AE, ME|A 28 Al-do| 22|13 2ot =8
Bt QAE 2Y, el Mofst7| ELICEH AWS Eotof CHEt AEMIEH LI 2 AWS 222 E &
orE XM

IAM 3%

IAM &2 ALE5HEH AWS 22 E2| MH[A L ALEXHO|H| MIESHE HAMA, 2 2l Hetg 28
= U&LICH O &F M2 x4 HES 7HE IAM HE 2 ME3HH, O[2{8t &2 £F Mol 2laA0
Left MEtE oot

Cll Ol

Amazon S3 H{Z! & DynamoDB E|O|2 0| M& E 2 & C[0|H=E M&E Al ¥ E5E AFEELICt
FirehoseE &3dll & Q! O|0|E{ T &S 3HE L|C}.

B3 Jls

¢ ofZ2|FH o] M2 Chrst 2o FFEHLICE ol28t 240lE FAME 46 HLE MEHE A5}
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0| £F M2 CloudFormation2 A& 3}0 =l
WAF T&& F4d5t04 Ct2at 22 UEHAQl S A AFEHELICH

. AWS BEIE 721 -0 BEIE MulAE YEHEQI OfE BIAH01M £ EE J|E x| ot Ea)T
off CHet 25 & MBELICH O] & MolE AWS 2213 IP BT 75 I8, AWS 22/ 7|F 73

.ol & = %

O5 Y AWS #HE™ ALS AtellE 73 OF0| ZeELICH 2[cH & ACL 8F EHel(wCu) &7t
x| € ACLO| CH3l 5t} o|Ato| 77 ES
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https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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AWS WAFE 7H8 | Create PuttE = Update 4ol CHEF API S &0 CHH AWS B|IHEZ A™YE =
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(@ Note

out-of-box MBS £€F M2 AWS Firewall ManagerE K|35t x| 2t &LICH Firewall Manager2|
TEIZ A8StE{H &4 T o AAXF X[HE ME5t= W0l E&LICH

2 ACL ETfz=l 2Z

M AEHS MAMEIT JEZQIEE 2 MM AL

Ol= S2(HX|L|ot =8) 0[2|2| AWS Z|Tio
2 d-™stior C loudFrontE.*L—lEFyes - AWS WAF rate

HTTP MH|A Zof & X| #Md3lE no E=

based rule.

CIE& & SM(yes - AWS Lambda log parser % yes - Amazon Athena log parser)2 2

£ AWS AX| 270|MoMH M-E[= B ACLAUIM AWS WAF 218 &/d&tsliof st 0|= S5 (HX
LIol §8) R0 XX et&Lct B ACL Egf= 2Zof CHEh XHM[EF LI& 2 AWS WAF 7HEr
At CHHME B ZSHMIL.

Y FE 240 Cir ooy % E|

AWS WAFE & 28 7d 2490 22, 6lH E= F 7|0l gt 27| =t 2= HALE X|2shx| &
gLICH Ol3E 2 78 %%é 3 StLHE dMSte 73 28 R W O S 4 8 5tUHE M
501 AWS WAFOI| 0|28t RE o2 e HUS X|AE = laLict

HHEZ 124 AFE 28


https://aws.amazon.com/firewall-manager
https://github.com/aws-solutions/aws-waf-security-automations
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
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« yes (AL - 72 AAL ZIE0 2 2™ FMH QA E HAXoZ HAELICH AWS WAFE 37| A|
g LHO| = ™ 74 24 EZHIXE AAMELICH &R Mol AL = 7|28 St

- yes - MATCH- & Q¥ 73 20 x5t W2 MEIFLICH AWS WAFE THEIo| HAL 7|&
off 2t BItstK| %I'_ ol 7= &2 MBELICH Block 20| U= 20| B2 Tol #+4

AR Q O7<-|o XI-L__

_,_

o|-
I_I
._l_

© yes - NO_MATCH- & 2% Taio| A 71Z ol Wat Botstxl ohm 78 23t YxlsHR| e %
2 #|ZFLICH AWS WAFE URI3HX| 9= 7AITH OHETHRIZ 8 ACLO| LIR| 7518 AFS 3
of 2 2ol CHEr ZAHE A& ELICH

AEMIE LI 2 AWS WAFOIAM THCH & @3 24 24 XE[E & XA L.

£ Mg SUsHAY 2l 2|™of 042 H HiEE £+ U&LICH ZF HiZ ol TR & CloudFormation A EY
O|& 1 Amazon S3 HHZ! O|E & AF83HoF & LICH 2 1 HiZ o= F7} 20| &MstH AHEHE, 2l
ME AWS WAF &t&rafo| Mg ElLcH

"Effect": "Allow",

"Action": [
"wafv2:CreateWebACL",
"wafv2:UpdateWebACL",
"wafv2:DeleteWebACL",
"wafv2:GetWebACL",
"wafv2:ListWebACLs",
"wafv2:CreateIPSet",
"wafv2:UpdateIPSet",
"wafv2:DeletelIPSet",
"wafv2:GetIPSet",
"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"wafv2:PutLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration",

o] £F M HiZ 29


https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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"wafv2:ListWebACLs",
"wafv2:ListIPSets",
"wafv2:ListTagsForResource"

1,

"Resource":

"arn:aws:

"arn:aws:

arn:aws

« Lambda #&t

"Effect": "A

"Action": [
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:

1,

"Resource":

- Firehose T8t

"Effect": "A

"Action": [
"firehos
"firehos
"firehos
"firehos
"firehos
"firehos

arn:aws:

[
wafv2:*:*:regional/webacl/*",
wafv2:*:*:regional/ipset/*",
wafv2: :global/webacl/*",
:wafv2: :global/ipset/*"

*
.o
*

*
.o
*

1low",

CreateFunction",
DeleteFunction",
GetFunction",
InvokeFunction",
UpdateFunctionCode",
UpdateFunctionConfiguration",
AddPermission",
RemovePermission"

"arn:aws:lambda:*:*:function:*"

1low",

e:CreateDeliveryStream",
e:DeleteDeliveryStream",
e:DescribeDeliveryStream",
e:StartDeliveryStreamEncryption",
e:StopDeliveryStreamEncryption",
e:UpdateDestination"

30
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]I

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

of

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucketPolicy",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetObject",
"s3:PutBucketAcl",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutEncryptionConfiguration”,
"s3:PutObject",
"s3:PutBucketTagging",
"s3:PutLifecycleConfiguration”,
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:PutBucketlLogging",
"s3:GetBucketlLogging"

1,

"Resource": "arn:aws:s3:::*

« Athena ™8t

"Effect": "Allow",

"Action": [
"athena:CreateWorkGroup",
"athena:DeleteWorkGroup",

HHEZE QI8 Z(4 A HEHME ALY) 31
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"athena:GetWorkGroup",
"athena:UpdateWorkGroup",
"athena:StartQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQueryExecution

]I

"Resource": "arn:aws:athena:*:*:workgroup/WAF*"

[a

« Glue M8t

"Effect": "Allow",

"Action": [

"glue:CreateDatabase",
"glue:DeleteDatabase",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:DeleteTable",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*/*",
"arn:aws:glue:*:*:userDefinedFunction/*"

* CloudWatch Logs T8t

"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",

32
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"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

CreatelLogStream",

PutLogEvents",

DeletelogGroup",

DeletelLogStream",

PutRetentionPolicy",

DescribelogGroups"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/*",
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:*:log-group:/aws/kinesisfirehose/*"

+ CloudWatch M8t

{

"Effect": "Allow",

"Action": [
"cloudwatch:DeleteDashboards",
"cloudwatch:GetDashboard",
"cloudwatch:ListDashboards",
"cloudwatch:PutDashboard",
"cloudwatch:PutMetricData"

1,

"Resource": "*"

}
. SNS M3t
{

"Effect": "Allow",

"Action": [

"sns:CreateTopic",
"sns:DeleteTopic",
"sns:Subscribe",
"sns:Unsubscribe",
"sns:SetTopicAttributes"”

1,

"Resource": "arn:aws:sns:*:*:*"
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}

« DynamoDB &t

"Effect": "Allow",

"Action": [
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem"

1,

"Resource": "arn:aws:dynamodb:*:*:table/*"

« CloudFormation ™t

{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",
"cloudformation:ListStacks"

1,

"Resource": "arn:aws:cloudformation:*:*:stack/*/*"

}

- Service Catalog & BIX|[AEZ| HEt

"Effect": "Allow",

"Action": [
"servicecatalog:CreateApplication",
"servicecatalog:DeleteApplication",

HHEZE QI8 Z(4 A HEHME ALY) 34
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"servicecatalog:GetApplication",
"servicecatalog:TagResource",
"servicecatalog:CreateAttributeGroup",
"servicecatalog:DeleteAttributeGroup",
"servicecatalog:GetAttributeGroup",
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup",
"servicecatalog:AssociateResource",
"servicecatalog:DisassociateResource"

1,

"Resource": "arn:aws:servicecatalog:*:*:*"

« X-Ray T8t

{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords"

1,

"Resource": "*"

}
- |IAM T8t
{

"Effect": "Allow",
"Action": [

iam:AttachRolePolicy",
"iam:CreatePolicy",

jam:CreateRole",

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DetachRolePolicy",

iam:GetRole",

iam:GetRolePolicy",
"iam:ListRoles",
"iam:PassRole",

iam:PutRolePolicy"

HHEZE QI8 Z(4 A HEHME ALY) 35
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]I

"Resource": "arn:aws:iam::*:role/*"

« EventBridge T8t

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:RemoveTargets",
"events:DescribeRule",
"events:EnableRule",
"events:ListRules",
"events:PutRule",
"events:DeleteRule",
"events:ListEventSources",
"events:DescribeEventSource",
"events:ActivateEventSource",
"events:DeactivateEventSource"

]I

"Resource": "arn:aws:events:*:*:rule/*"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-creating-console.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DownloadDistS3AndCustomOrigins.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-values-specify.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based-aggregation-options.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratelimitheader.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratelimitheader.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratebasedstatement.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
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https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
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https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/cloudfront/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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https://console.aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/cli/latest/reference/wafv2/get-ip-set.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/update-ip-set.html
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https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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https://docs.aws.amazon.com/waf/latest/developerguide/
https://console.aws.amazon.com/wafv2/
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https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-create-rule
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https://aws.amazon.com/premiumsupport/plans/business-plus/
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https://github.com/aws-solutions/aws-waf-security-automations
https://github.com/aws-solutions/aws-waf-security-automations/blob/main/README.md
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https://console.aws.amazon.com/cloudformation/home
https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
https://aws.amazon.com/blogs/security/how-to-prevent-hotlinking-by-using-aws-waf-amazon-cloudfront-and-referer-checking/
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https://github.com/aws-solutions/aws-waf-security-automations/blob/main/CHANGELOG.md
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