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https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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AWSQ| xt& Hot & T3 LM

+ Security Control2 2023 22 232 0{| HIA|El AWS Security Hub2| &8 Mo{ ZAF ZAnt 7|so &
%|5t= Edlo|= Lt

/A Important
Security HubOlA E&F Alo] ZAF 210t} EMSHE AR £2F Mol EMstalof 3t Yt
Zoilo[s Lt

« Center for Internet Security(CIS) Amazon Web Services Foundations Hlx|0F3, {7 1.2.0, 2018
52 18 HAl

« Center for Internet Security(CIS) Amazon Web Services Foundations HIx|0F3, ™ 1.4.0, 2022'A
112 9 HAl

« Center for Internet Security(CIS) Amazon Web Services Foundations Hlx|0F3, {7 3.0.0, 2024
58 13 H Al

« AWS Foundational Security Best Practices(FSBP) %1 1.0.0, 2021'A 32 &3,
« Payment Card Industry Data Security Standards(PCI-DSS) EHZ1 3.2.1, 2018\ 52 &,
- O S8 EE 7|5 AFA(NIST) %1 5.0.0, 20234 113 L&,

£ M09 CloudFormation AB{E HIZ 3t £ ZE0|S 2 FA| AL E £ UaLICH flol LIZE 2ot &
= |
[

£t CloudWatch Logs 1§21 SO0111-ASRO1| CHEt AWS 29| Xt& 2ot 8H. ol 2a0l= &
SMo| 22X siZ LU 2EIE /T £F Mol XiMEH 2EZ 0| Z k(o] U&LICH

£ F M2 Amazon Simple Notification Service(Amazon SNS) &X|& At&sto] EX| siid 2o E Al
gfLICE o] &=X[of Ciet 52 A 8sto £FMO| V|52 HEE & J&LICH Mg S0 OlHY &

=
22 BT X EIZIE HHI0|EE + /U&LICH

S00111-ASR_Topic — A El 22X siZAnt 2tEE LEAel HE U @ 7 HAIX|IE EUi= ol AFS

Elulct

+ SO0111-ASR_Alarm_Topic - % M
EMO| o dCHE 2 S3HR| §EE S

o| g2 & otLt7t EE|IHE M 0| ¥El= ol MEEIH, ol
LHEH LT,

o
02
Of
hu
oN


https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
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MH|A: = 3| E|o{ 22 [USD]

Amazon S3 I Elo] Qs %= 50TB= OH& GBE 0.023
usSDgILCE.

PUT, COPY, POST, LIST 2%
1,00074% 0.005 USD.

1,000 GET, SELECT %! 7|Ef
ZE 23T 0.0004 USD.

Amazon AP| Gateway A& Z 12711 Sek 194t 7Y AMe 324 3,3008F 742| API
O| REST APl 2 &. S E0f CHal wiek HE 3.50

ok

HZX 3.1.08E{0| £F Mofl= 2535 2Y HI2 2 70% HA 5= KMS FHA! £[X3t7F L EHE[0]
L|CF.

- S3HZ! 7|: S3 ¥ &35 £ of|l CHEt KMS GenerateDataKey £ & # 4

-+ SQS HIO|E 7| MALE: HIAIX| ¥ E5HE I8 602 FHA| 7|2t

- Secrets Manager 7 4&): Lambda & 2| 52 TTL

A K2 E2 2| X[ Al

2
oY
o
Al
ok
ﬂ
i
lgﬂ
rr
bl
0]
o
Pl
9.'—'
o
o
o
ol
m|o
£
g'l_l
3
x
w
w
Mo
02
$a

Q= HA(EE)
ofl Al 1: OH& 300742| 2 A 51

HE 1074, 21T 174

« account/Region/monthd Al 314 307

» account/Region/month'd *{2|E! Security Hub Z=At 21+ 50074
. °JI Ul H|2I'M$|'|=|

. Bod 21 HiE st
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https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/api-gateway/pricing/

T oA

- &Y & H[& 14.70 USD

MH|A:

Systems Manager Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 2%

AWS Lambda - 7|Zt

AWS Step Functions

7+

EHA: ~4EA * 28 2 300
71 *0.002 USD = 2.40 USD
7|1zt 10= * Xl siZ 30074 *
0.00003 USD = 0.09 USD

HT 7tsE MHIAE AFE St
x' (o] X=1

GBY 0.50 USD

22X 2 3004 * QA 774 =
2% 210074

$0.20/1,000,000 28 = 2EY
$0.0000002

(512MB M2 2)

4,000ms * 300742| =X &1Z *
0.0000000083 USD = 0.00996
usD

449ms * 5,0007H2| =AF A1 *
$0.0000000083 = $.0186

AFEf & 1971 * 2K sHZ
30074 = 5,700

$0.025 * (5,700/1,000) AEH &
2t =$0.14

fo

AL=]

Ml
nE
kO
il

[USD]

2.49 USD

$0

<0.01 USD

$0.00142

0.029 USD

0.14 USD

2 olA(HE)

21



AWSQ| xt& Eot SE

T2 LA

MH|A:
Amazon EventBridge T2

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

7+

4
A

rot

o
=

-

j1{6]
i)

20| CH

1170 * A= 1074 * 2| 174 *

$1=%10

(30070 =74 At * - 27H) +
(5,00071 ZA} Z3t * 23 47H)

= 2% 20,6007H

KMS 7i&) AH&: 20,600 * 0.30
=6,180712| 2F

27 10,0007HE 0.03 USD "
0.03 USD * (6,180/10,000) =
0.02USD

$2.00 * 1,000,000 47| & 2+
7] =$2.00

(ZAH 21t H|0[=) 15MB * A
1074 * 21 174 = 150MB

(71= E0|2) 10MB * A 10
70 * 2/ 170 = 100MB

GB/& 0.25 USD * 0.25GB =
0.0625 USD

$0.40 * 1,000,000 7 =
$0.40

$0.50 * (600 / 1,000,000 &)

= $0.0003

28 © 2 USD]

10.02 USD

2.0625 USD

0.40 USD

0.0003 USD

2 olA(HE)
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AWSQ| xts Eok S

T2 LA

MH|A: 74 HEH 2 F[USD]

Amazon CloudWatch - X| & (FHME X|E HIEESHE) 2.10 USD

$0.30 * 7 AL X X|H X|E =
$2.10

$0.01 * (300 & X|E AP| &
Z /1,000) = $0.003

Amazon CloudWatch - CHA|E  $3.00 * CHA|E = 174 = $3.00 3.00 USD

|

Amazon CloudWatch - 3£ (FHME X|E HIEE3sHE) 0.40 USD
$0.10 * A= 47l = $0.40

Amazon CloudWatch - X-Ray A s{Z 30074 * & 774=  0.0355 USD
FH Lambda & 2,100

ZA A3 50007 * 2 171 =
Lambda 7t 3£ 5,0007H

EB{0|AE 0.000005 USD *
E{0|A 7,10071 = 0.0355
UsD

mok

Al 14.70 USD

ol Al 2: OHE 300742 EA| sHZ (| Ul EMd35HE)

« AH’E 1074, 21 174
» account/Region/month® Al 12 307

- account/Region/monthd *{2|E! Security Hub Z Al Z1}t 5,0007H

. <l

=
. ZtQd 27 H|EAEHE
. 28 & H|8 36.35 USD

2 olA(HE)
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AWSQ| xts Eok S

T oA

MH|A:

Systems Manager Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 2%&

AWS Lambda - 7|Zt

AWS Step Functions

Amazon EventBridge T+ %!

7+

EHA: ~4EA * 28 2 300
71 *0.002 USD = 2.40 USD

712t 10= * 2 s1Z2 30074 *
0.00003 USD = 0.09 USD

HT 7tsE HHIAE AHE st

x' o=

GBY 0.50 USD

2 sz
(o= 2,1007H
A Z1 500074 * 2% 1
2% 500074

$0.20/1,000,000 28 = 2EY
$0.0000002

(512MB M2 2)

4,000ms * 300742| =X a1Z *
0.0000000083 USD = 0.00996
usD

449ms * 5,0007H2| =A} A1 *
$0.0000000083 = $.0186

AEH FEH 197 *
30074 = 5,700

=X sl 2

$0.025 * (5,700/1,000) A EH &
2t =$0.14

CHst 92 o

]]|0

o

F

$0

<0.01 USD

$0.00142

0.029 USD

0.14 USD

$0

2 olA(HE)
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AWSQ| xt& Eot SE

T2 LA

MH|A:

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - X|E

7+

1170 * A= 1074 * 2| 174 *
$1=%10

(30070 =74 At * - 27H) +
(5,00071 ZAF A3t * 23 47H)
= 2% 20,6007H

278 10,0007 0.03 USD "
0.03 USD * (20,600/10,000) =
0.06 USD

$2.00 * 1,000,000 &17| & A
7] =$2.00

(Z=AF 21} El|olE) 15MB * A|
1070 * 217 171 = 150MB

(7|% =lo|Z) 10MB * A['H 10
74 * 2/ 174 = 100MB

GB/& 0.25 USD * 0.25GB =
0.0625 USD

$0.40 * 1,000,000 R =
$0.40

$0.50 * (600 / 1,000,000 &)
= $0.0003

(ZHME x| HIZ g=HE)

$0.30 * 7 AFE A} X|H X[E =
$2.10

$0.01 * (300 % X|E API &
£ /1,000) = $0.003

28 © =USD]

10.06 USD

2.0625 USD

0.40 USD

0.0003 USD

2.10 USD

2 olA(HE)
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AWSS| RS 2ot S5 T8 oHUA
MH|A: 74 HEH 2 F[USD]
Amazon CloudWatch - CHA|E  $3.00 * CHA|2 = 171 = $3.00 3.00 USD
—

Amazon CloudWatch - 2= (PHME X|E HIEHEHE) 0.40 USD
$0.10 * ZE 474 = $0.40
Amazon CloudWatch - X-Ray XM sZ2 3004 * M 71 = $0.0355
EfolA Lambda 7t & 2,100
ZA 21 5,00070 * 28 171 =
Lambda 7t £& 5,00074
Ed|o|AT 0.000005 USD *
Eflo|A 7,1007H = 0.0355
uSD
Amazon Cognito (Essentials E|01) $0
78 AEXE 500
Amazon CloudFront 2Z|TIeZ 2™ H0|[H ME&  0.1125USD

(GBE) = 0.020 USD

QlE|A2 R BIT ool T
(GBE) = 0.085 USD

OP

SE HTTP HAMEO CHEE
A 22(10,0007H) = 0.0075
usSD

2 olA(HE)
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AWSQ| xts Eok S

T2 LA

MH|A:

Amazon S3

AWS WAF

Amazon AP| Gateway

mo

Hl

74
(Ul 3AE])

GBY 0.023 USD * 0.002GB =
0.000046 USD

(7I1& LHELWZ]) GBE 0.023
USD * 0.50GB = 0.0125 USD

GET 2% 1,0007iE 0.0004
usSD

# ACL 17 = Oi& 5.00 USD

770 =+ 7#2 1.00 USD =
7.00 USD

S0t REST API E £ 3.50
usD

oAl 3: O 3,000712| 2| sHZ

- A% 10074, 217 174

- account/Region/month'd EA| 314 307

- account/Region/monthd & 2|l Security Hub Z Al Z

« AUl HIEASHE
. Xtod 2 H|EMEHE

- 9 F H|& 106.40 USD

MH|A:

Systems Manager Automation

41t 50074

7+

EHA: ~4EHAH * 2 siZ2 3,000
714 *0.002 USD = 24.00 USD

28 © 2 USD]

0.0125 USD

12 USD

3.50 USD

36.35 USD

10

Al

kO
il

[USD]

Ml
Ml

24.90 USD

2 olA(HE)
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AWSQ| xts Eok S

T2 LA

MH|A:

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 2%&

AWS Lambda - 7|Zt

AWS Step Functions

Amazon EventBridge T+ %!

7+

7|zt 10% * 3,000742| =X sH
Z * 0.00003 USD = 0.90 USD

N

T 7tsE HHIAE AL st

0

A

ol-.-
0jo

GBE 0.50 USD

BA HZE 3,000 * 2™ 774 =
2% 21004

Z A 23 50,00074 * 2% 174
= %4 50,0007H4

o

.20 USD/1,000,000742| 23
L&ET 0.0000002 USD

(512MB M2 2)

4,000ms * 3,000742| =X 5H
Z * 0.0000000083 USD =
0.0996 USD

449ms * 50,0007H2| = AL At
* $0.0000000083 = $0.186
AFEf 8 1971 * 22Xl sHZ
3,0007H = 57,000

$0.025 * (57,000/1,000) ArE{
et =$1.425

]]|0

Aol het 23 o

F

28 © 2 USD]

$0

<0.01 USD

0.01 USD

0.29 USD

1.425 USD

$0

2 olA(HE)
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AWSQ| xt& Eot SE

T2 LA

MH|A:

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

7+

71170 * A& 10074 * 2= 174
*$1=9$100

(AP| 2 2t 35}/= 5 5}

~—

(3,0007H =7 At * 7% 27H)
+(50,0007H =AM A1} * &
7H) = 2% 206,0007H

KMS 7H& AFE: 206,000 *
0.30 = 61,8007H2| 24

278 10,0007 0.03 USD "
0.03 USD * (61,800/10,000) =
0.185 USD

$2.00 * 1,000,000 &17| & 2
7] =$2.00

(ZAL A1} Ef0]=) 15MB
* H|% 10070 * 21 171 =
1,500MB

(7|2 Eflol2) 10MB * AHIK
1007H * 2|1 17 = 1,000MB

GB/2 0.25 USD * 2.5GB =
0.625 USD

$0.40 * 1,000,000 2% =
$0.40

$0.50 * 1,000,000 &2l =
$0.50

248 © Z[USD]

100.185 USD

2.625 USD

0.40 USD

0.50 USD

2 olA(HE)
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AWSQ| xts Eok S

T2 LA

MH|A:

Amazon CloudWatch - X| &

Amazon CloudWatch - CHA|E

|

Amazon CloudWatch - A&

Amazon CloudWatch - X-Ray

=33

mok

Hl

7+
(FHME X|E HIEAEHE)

$0.30 * 7 A2 X} X|& K| E =
$2.10

$0.01 * (3000 / 1,000) & X|E
APl 214 5 & = $0.03

$3.00 * CHA|2= 17H = $3.00

$0.10 * & 474 = $0.40

=Xl & 3,000 *
Lambda 24 & 2,100

ZA Z1 50,0007 * 2% 174
= Lambda 7t &£ 50,0007H

E{0|AE 0.000005 USD *
E|0|A 52,1007l = 0.2605
UsD

oAl 4: o4 30,000712| A A

H’E 1,0007H, 2/ 1074

» account/Region/month® Al 12 307

- account/Region/monthd *{2|E! Security Hub Z=A} Z

. 2l Ul HlEAstE
. xtod 2 H|EASHE

- 3 H|E & 7,360.00 USD

741} 5007H

QM7=

28 © 2 USD]

2.13 USD

3.00 USD

0.40 USD

0.2605 USD

106.40 USD

2 olA(HE)
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AWSQ| xt& Eot SE

T oA

MH|A:

Systems Manager Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 2%

AWS Lambda - 7|Zt

AWS Step Functions

7+

T2l ~4EH7A * 30,000242] 2
A sHZ * 0.002 USD = 240.00
usSD

7|zt 10% * 30,000742| EA|
8112 * 0.00003 USD = 9.00
usSD

7 7ts8t MHIAE AFE S
x' o=

GBY 0.50 USD

=X sHZ 30,0004 * 23 74
2% 210,000

Z Al ZZ231 5,000,00074 * %
17§ = % 5,000,00074

$0.20/1,000,000 28 = 2EY

$0.0000002
(512MB M2 2)

4,000ms * 30,000712] Z ]|
&2 * 0.0000000083 USD =
0.996 USD

449ms * 5,000,000712| = A}
Z 1 * 0.0000000083 USD =
18.63 USD

HEf 2t 1971 * EX| A
30,0007 = 570,000

$0.025 * (570,000/1,000) ArEH
et =$14.25

' 2Z[USD]

249.00 USD

$0

<0.01 USD

1.042 USD

19.63 USD

14.25 USD

2 olA(HE)
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AWSO| Xt Eot & T3 LM
A= 7He 2 2 3[USD]
Amazon EventBridge T % TR CiEt 22 g $0

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

(Z1171) 1 USD * A 1,00074
* 2|21 1074 = 10,000 USD

(APl % ¢t 5 5/= 5 5}

(30,0007 474 AbEH* @3 2
7H) + (5,000,0007H Z=AF Z} *
23 47H) = 23 20,060,00074

KMS 744 AFE: 20,060,000 *
0.30=6,018,00072] &

2% 10,0004 0.03 USD
" 0.03 USD * (6,018,000 /
10,000) = 18.05 USD

$2.00 * (247] L A 7|
10,000,000/1,000,000) =
$20.00

(ZA+ Z1t El|0]2) 15MB *
H% 100074 * 2| 1071 =
150GB

(7|5 El|0|&) 10MB * 100074
A& * 107l 2/% = 100GB

GB/& 0.25 USD * 250GB =
62.50 USD

0.40 USD * (2% 5,060,000
74/1,000,00074) = 2.024 USD

$0.000005 * 1,000,000 L& =
$0.50

10,018.05 USD

82.50 USD

2.024 USD

0.50 USD

2 olA(HE)
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AWSQ| xt& Eot SE

T2 LA

MH|A:

Amazon CloudWatch - X| &

Amazon CloudWatch - CHA|E

|

Amazon CloudWatch - A&

Amazon CloudWatch - X-Ray

=33

mok

Hl

7HE
(HME X E HIEH3HE)

$0.30 * 7 AL X X|H X|E =
$2.10

$0.01 * (30,000 / 1,000) & X|
E API Z& =$0.30

$3.00 * CHA|2= 17H = $3.00

(PHME X E HIEE5tHE)
$0.10 * ZE 47l = $0.40

=X sHZ 30,0004 * 23 74
= Lambda 7t £& 210,000
d

ZAF A3} 5,000,0007H * 2
% 170 = Lambda 72t &
5,000,0007H4

E|o|AE 0.000005 USD *
E|o|A 5,210,0007H = 26.05
usD

ofl Al 5: OH& 30,000712] EA| sHZA(R Ul EMH3HE)

- 7% 1,0007H, 2|1 1074

+ account/Region/month

M 52 304

- account/Region/monthd & 2|l Security Hub Z A} Z1} 50071

28 © 2 USD]

2.40 USD

3.00 USD

0.40 USD

26.05 USD

7,360.00 USD

2 olA(HE)
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T oA

- & H|& & 7,380.10 USD
MH|A:

Systems Manager Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 2 &

AWS Lambda - 7|Zt

AWS Step Functions

7+

T2l ~4EH7A * 30,000242] 2
Al 812 * 0.002 USD = 240.00
usSD

7|zt 10% * 30,000742| EA|
8112 * 0.00003 USD = 9.00
usSD

HT 7tsE HHIAE AL st

x' o=

Ls [

GBE 0.50 USD

=X sHZ 30,0004 * 23 74
= 2% 210,0007d

ZAE
17H =

1} 5,000,00070 * &
2% 5,000,0007H

$0.20/1,000,000 28 = 2EY

$0.0000002
(512MB M2 2)

4,000ms * 30,000712| Z]|
812 * 0.0000000083 USD =
0.996 USD

449ms * 5,000,000712| = A}
Z 1 * 0.0000000083 USD =
18.63 USD

HEf 2t 1974 * EX| sHE
30,0007 = 570,000

248 © Z[USD]

249.00 USD

$0

<0.01 USD

1.042 USD

19.63 USD

14.25 USD

2 olA(HE)
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AWSQ| xt& Eot SE

T2 LA

MH|A:

Amazon EventBridge T+ %!

AWS Key Management
Service

Amazon DynamoDB

Amazon SQS

7+

$0.025 * (570,000/1,000) & EH
Mgt =$14.25

ol et 23 ¢i8

(Z1174) 1 USD * A4 1,0007H
* 2|21 1074 = 10,000 USD

ok
ol

(APl 2% &5 351/=2

b

(30,0007 =& AtEh * 2 2
7H) + (5,000,00071 Z=A} Zat *
2 47H) = 2% 20,060,0007H

KMS 714} A+&: 20,060,000 *
0.30=6,018,00072] &

2% 10,00071% 0.03 USD
" 0.03 USD * (6,018,000 /
10,000) = 18.05 USD

$2.00 * (247] L A 7|
10,000,000/1,000,000) =
$20.00

(Z=AF 221 Ef0]2) 15MB *
AHE 1,0007H * 21 1074 =
150GB

(7|% El|0|&) 10MB * 100074
A& * 107 2|% = 100GB

GB/& 0.25 USD * 250GB =
62.50 USD

0.40 USD * (2% 5,060,000
74/1,000,0007d) = 2.024 USD

28 © 2 USD]

$0

10,018.05 USD

82.50 USD

2.024 USD

2 olA(HE)
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AWSQ| xts Eok S

T2 LA

MH|A:

Amazon SNS

Amazon CloudWatch - X| &

Amazon CloudWatch - CHA|E

=

Amazon CloudWatch - A&

Amazon CloudWatch - X-Ray
Efola

Amazon Cognito

7+

$0.000005 * 1,000,000 & &l =
$0.50

(FHME x| E HIEH5tHE)

$0.30 * 7 AL A K| X

$2.10

$0.01 * (30,000 / 1,000) & X|
EAP| 2 35 =$0.30

$3.00 * CHA|E= 171 = $3.00

(HAE X & "I E3HE)
$0.10 * = 47l = $0.40

2x siZ 30,0004 * & 774
= Lambda Zt% 5% 210,000
e

ZAF A3} 5,000,00070 * 2
% 17l = Lambda Zt%
5,000,0007H4

_— O
2=

Er|o|AE 0.000005 USD *
E|o|A 5,210,0007H = 26.05
usD

(Essentials E|04)

2E #2d AL8XE5,0008

28 © 2 USD]

0.50 USD

2.40 USD

3.00 USD

0.40 USD

26.05 USD

$0

2 olA(HE)
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AWSQ| xts Eok S

T2 LA

MH|A:

Amazon CloudFront

Amazon S3

AWS WAF

Amazon API Gateway

il

Hl

/A Important

KMS 7| | H|& AWS Key Management Service (KMS)&= &7 A4St x| 17124

7+ 28 © 2 USD]

QE|TICZE 2™ IO M& 0.1125 USD
(GBY) = 0.020 USD

CIE{HIC 2 2|™ Cl|lolE] &
(GBZ) = 0.085 USD

OP

ZE HTTP HAEO CHEt 2
X 23(10,0007HE) = 0.0075
uUsD

(Ul 3 AE)) 4.30 USD

GBY 0.023 USD * 0.002GB =
0.000046 USD

(7I1& LHEUWZ]) GBE 0.023
USD * 100GB = 2.30 USD

GET 2% 1,0007HE $0.0004 *
2% 5,0007H = $2.00

2 ACL 17H = OH& 5.00 USD 12 USD

774 &+ 7#2Y 1.00 USD =
7.00 USD

2HOF REST APl & & 3.50 3.50 USD
usSD

7,380.10 USD

7|1 ofd &t H RIS 2 WA ELICh ZF o= @zt 7| 1.00 USDL| H|E o agrL|Ct,

2 olA(HE)

37



AWSO| RS ot S5 TH UM

o & £0{ Bt 2|T0i 1,000702] AHZH0| U= F< 247+ 1,000 USD(A 17H x 7| 1,0007H4 x
1.00 USD)7t F7I2 gl gfL|Ct.

MEIX 7|sof Cigt &7t HIE
Ol MM0fMi=0| &T MO Meix] 7|55 T} BT %71 HISS MHEHLIC

&&=l CloudWatch X| &

ZE|XF ABE HiEZE [ EnableEnhancedCloudWatchMetrics Ik2FO|E{0 yes CHEHE MEHSIH & F
Me zt Mlo] IDoi| CHsH AF=2AE XA R|E 2709t BE 171E MAMEtLICH HI&2 £X6t 4E A|oq IDs
2o k2t EetELICh o EolMeE HIE 432 A-st7| It ol 96712 ME Ct

RE -Ect 7--gELct

I:i

MH|A: 96IDs 7} * 2 = 19272 At
A XA X|E

m.*e
I:o
oy

[USD]

Amazon CloudWatch - X| & $0.30 * 192 A2 A X|H X |E 57.60 USD
= $57.60

Amazon CloudWatch - & $0.10 * 96 B = $9.60 9.60 USD

mot

| 67.20 USD

CloudTrail 24 21

A 20 752 gAststs 24 U AlMoIM 2R M2 ZE MY HE| OHEE 2YUsHE
CloudTrail X MAI3tL|C}. Lambda & $= 22 M1 #t240| Qi= O|HIEE TEASLICH &, &
FMI B0 gle OHE = 0475 FHo|M X E| T Lambda & +=0M MEIE22 HIE2 AHHE |
& 2| O|HE £of gt&d0| Rl&LICt

CI2 EolME Aol M oi& 150,000742] 22| O|HIEE 71AEHL|Ct AKX HI H Aol AKX 2
OlHE &sof et EatEILCH

MEX 7150l ChEt 7t HIE 38



AWSO| RS ot S5 TH UM

MH|A: 7H4 29 2 2[USD]
AWS CloudTrail 150,000 * 2.00 USD/100,000 3.00 USD

USD = 3.00 USD
Lambda 150,000 * 0.2 * 0.125 = 0.0925 USD

3,750GB-=

3,750 * 0.0000166667 USD =
0.0625 USD H#E AlZF HIE

0.15*0.20 USD = 0.03 USD
2% HIS

$0.0625 + $0.03 = & Lambda

HIS $0.0952
A HH A’EE 3.09 USD
H O}
-4 -
AWS QlZ Etol| A|ARIS WESHH 2ot M 2 AAEXIet AWSTL 2EELICE AWSE SAE 2Y #]
M, 7tgst AE H MH|IAT 2YElE Al SEM 2ots ZE 78 248 29, ¢l E Aoist
D20/ % 22 29 FEHS SLCH Aws 2otol Cigh REMIEH LIS 2 AWS ZEteE 22 |

L ESINEY
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy - )

Jira Z/E 344

Jira AEHE HiZ 8t £ Lambda & 0{|A JIRA_FIELDS_MAPPING &tZ3 HE AMZX5104 Jira E|
- X

Z ZE E AR X|HE &= U&LICH 0| JSON EAME 2 7|& Jira EIZ & 21 2|5t Jira
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\|
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information
InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com

ServiceNowTableName
Enter the name of your ServiceNow Table where tickets should be created.
l incident

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: API_Key.
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.
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Specify StackSet details

StackSet name
StackSet name

asr-member-roles-stackset

Must contain only letters, numbers, and hyphens. Must start with a letter.

StackSet description - optional
You can use the description to identify the stack set's purpose or other important information.

StackSet description
ASR Member Roles StackSet

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Namespace

Choose a unique namespace to be added as a suffix to remediation IAM role names. The same namespace should be used in the Member Roles and Member stacks. This string should be unique for each solution deployment, but does not

need to be changed during stack updates.

myasrdeployment

SecHubAdminAccount
Admin account number

123456789012
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Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen
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. CIS 3.1-3.14 2| s Zof At & CloudWatch Logs 12| 0|28 X|&gtLIct. CloudTrall 218
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b. Jira QIAE A0 URIE MS&LICH
c. E|IZE ELHfdE Jira ZENMEO| T 2ME F|E K|2&LICH
d. Secrets Manager0i| A Jira Username & Z&st= M 7|-2f 2ot A5 E AT L
CtPassword.
® Note
MEXl O|§2 EUsername, APl 7|E 2 X|35t04 &5 CHAl Jira API 7| B AFSSIES
MEfg &= Ql&LICtPassword.
e. O| 2ot ¢t5 O] ARNS ABH0|| 20 2 FIHEHLICY
“AEH O|F Jira ZEME HE 9} Jira API At 3E2 XS ELCt.
Specify stack details
Provide a stack name
Stack name
[ ASR-JiraBlueprintStack ]
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.
Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.
Jira Project Information
InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net
[ https://my-jira-instance.example.com ]
JiraProjectKey
The key of your Jira project where tickets will be created.
[ )
Jira API Credentials
SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.
[ I ]
Cancel Next
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Jira 2€E 4.

Jira E|Z HE ALSAF X|Hol CHer REMIEE LHE 2 StackSet HZ 0EFA|2| Jira HE 74 MMES
2 xEAM Q.

2]
. ServiceNow /AR AO[ URIE XS & LICH.

. ServiceNow E|O|E O|§ 2 =gfLICt.

ZMst{= HolE2 =HE = e T™EH0| U= API 7|E ServiceNow0l| 2448t

7|8 A83t04 Secrets Manager0il A £0t &5 & M5t Hot 2t ARNS AE0 CHE /=4

S Z API_Key ME%fLICH

AEH 0| ServiceNow ZZME HE 9} ServiceNow API At 5 M S ELct.
Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

| incident )

ServiceNow API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

[ —— )
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https://console.aws.amazon.com/cloudformation/home
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Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack
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Customizations for AWS Control Tower(CfCT) 7t0|=&= Z|At & T ZHE 2|3 AWS Control Tower 2t
A2 AKX X5t & Ested= HEIRl DevOps ME7H S& AT EQ|of 7 Zhol S|AF IT Q1= 8t
O7|HE S A|AR] S AIMXIE 918 [Tt 0| 7t0|=E&= CIfCT AFE At XI™H THZ|XIE AHE 504
AWS Control Tower 32 ALS AL X|H5tD &35t WHol cHet HEE M3 ELICH

HHE AlZEH: 2F 302

Control Tower(CT) H{ X 80



AWSQ| xt& Hot & T2 LA

0| &8 M2 HHE 57| 70 AWS Control Tower Zt2|XIE |8t £ MOIX| EQlghL|Ct.

AWS Control Tower 2& == APIsE At85t0{ 2iE 22 HHE

M
g
|
Ll
ki
iul
X
U
Il
=
0

AWS Control TowerE A|ZH5t2484 AWS Control Tower A|ZH5H7 |2 2 ESHM 2.

=|
o

2

M

£ M-S K| Hote S YotEAH OIS S BRStMR. S & MEX XIE

X
oo
A
fijo
>

|%fet D HiZ st 21E £ HiE 710[= 5 &AM,

C

HZ 7

to

CtS EfAlol| tteto| £F 42 AWSOol| B Z & LCH.

1EH7A|: S3 HZ! 2E 3 HfE

® Note
S3 HHZ! 748 - ADMIN M ILICH O] A= Y3ld M HHOI2ER 2|5 ALt dts
M= e ElLch S3 HZI2 A WS CloudFormation &1Z2! &
Lambda ZEE E&5t0{ HiZ i Z7[X|E MEELICE o|2{et El&A = CfCt EE= StackSetE
At &35to4 b = FL[C.

U)
Py
mlo
>
0%
Q'I_l
rr T
o
M
X0}
ok
> 0

1.S3 HHZ! A

HHE T7|X|& XM stn RS ste ol A8 E S3 HAIS MREFLIDH

ME = 81


https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
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export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

2. 848 dd

AWS | 0i| M asr-staging-reference %! asr-staging-us-east-11} Z2 O|E2 2 F 7Ho| HA!S M3t
LICH (&= BHZ!ol= CloudFormation EE X0 XME | 2[™ HZA!0l= Lambda 2= HED 22 Cf
£ ZE RHtol MEELUCH) HE2 ¢35t E(0{0F 5t H HEE! HMAE S{E5HX| 2fotok gfLict.

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
aws s3 mb s3://$ASSET_BUCKET_NAME/
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AlgH 74X IDOY| CHE PutObject T8t Z &5t S $TEMPLATE_BUCKET_NAME S3 HHZ! &g o
Clo[EgfLCt ol £ == U= TEto| U= A H™E Ll IAM 2dghofo| HetE & gLt o M
M2 AHS T BE ARl B AA5HR| ghotE FLiCt

{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,

"Condition": {

"StringEquals": {
"aws:PrincipalOrgID": "org-id"

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::template-bucket-name/*",
"arn:aws:s3:::template-bucket-name"

1,
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::account-id:role/iam-role-name"
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« AWS CLI v2

« pipZt = Python 3.11 O] 4
AWS CDK 2.171.1 0| &}
« npm2 A& 3HE Node.js 20 Of 4

- LHE E2{32l0| /U= Poetry v2

« Git SA|& https://github.com/aws-solutions/automated-security-response-on-aws.git

Ol

A &4 ZCH01 npm HR|E AN =X] FlELCH

>

SHNE 2IZX|EEQ| HHE Z YoM build-s3-dist.sh A&i5t0d HHZ!2| £ E 0|&(0d: mybucket)

grojjo| Met2 FEELICH 2t 2[™ RHF HZ)(0d]: asr-staging-us-east-1, asr-staging-eu-west-1
2

L

o 2l 21 A (0dl: v1.0.0)2 MEFLICH GitHubOlAM CHR 2 E8 (M GitHub: v1.0.0, 2 E:

v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. 8301 I 7| X[ HixZ

cd deployment
aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/

$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control
aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control
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region: us-east-1 #<HOME_REGION_NAME>
version: 2021-03-15

# Control Tower Custom CloudFormation Resources
resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:
- parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"
- parameter_key: TicketGenFunctionName
parameter_value: ""
- parameter_key: ShouldDeployWebUI
"yes
- parameter_key: AdminUserEmail
parameter_value: "<YOUR EMAIL ADDRESS>"
- parameter_key: LoadSCAdminStack
parameter_value: "yes"
- parameter_key: LoadCIS12@AdminStack

parameter_value:

parameter_value: "no
- parameter_key: LoadCIS300AdminStack

parameter_value:
- parameter_key: UseCloudWatchMetrics
parameter_value: "yes"
- parameter_key: LoadNIST80053AdminStack

no

parameter_value: '"no
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https://docs.aws.amazon.com/controltower/latest/userguide/cfcn-byo-customizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/aws-cloudformation-template.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
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- parameter_key: LoadCIS14@AdminStack
parameter_value: "no"
- parameter_key: ReuseOrchestratorLogGroup
parameter_value: "yes"
- parameter_key: LoadPCI321AdminStack
parameter_value: "no"
- parameter_key: RemediationFailureAlarmThreshold
parameter_value: "5"
- parameter_key: LoadAFSBPAdminStack
parameter_value: "no"
- parameter_key: EnableEnhancedCloudWatchMetrics
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
regions:
- <REGION_NAME>

- name: <ROLE MEMBER STACK NAME>
resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>
resource_file: s3://<MEMBER TEMPLATE BUCKET path>
parameters:
- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: LoadCIS12@MemberStack
parameter_value: "no
- parameter_key: LoadNIST80053MemberStack
parameter_value: "
- parameter_key: Namespace
parameter_value: <NAMESPACE>
- parameter_key: CreateS3BucketForRedshiftAuditlLogging

no

2EH7|: AWS Control Tower0dl HiZ AEH 6
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parameter_value:
- parameter_key: LoadAFSBPMemberStack
parameter_value: "
- parameter_key: LoadSCMemberStack
parameter_value: "yes"
- parameter_key: LoadPCI321MemberStack
parameter_value: "no
- parameter_key: LoadCIS14@MemberStack
parameter_value: "
- parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "
- parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
- parameter_key: LoadCIS30@0MemberStack
parameter_value: "
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

no

no
n
n

no

no

no
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https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
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CloudWatch 7|s0i= Ul 7} X| CloudFormation BlZ 2! ml2tO|E{7} ! &LIC}. CloudWatch

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms
Create CloudWatch Alarms for gathered metrics

(e )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20.

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o >

1. UseCloudWatchMetrics -0| 22 2 MHstH 28 X|EE =T yes = A2 CloudWatch CHA|
HC B ddstod o3t X|EE = = &
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2. UseCloudWatchAlarms - £F M 9|
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Period override 1 hour (auto)

ASR iation-Metrics-D dv | th 3h 12h 1d  3d  Tw  Custom Local timezone ¥ H ¢ | v ‘@‘ Actions v F
State Machine Executions : Remediation Outcomes : Remediation Failures by Type Remediation Failures by Type i
Count.

120 263 This widget displays the frequency of different remediation outcomes.

MO Rmediations started 3= 1066 for 1 datapoints within 1440 minut... /\ If there s an increase in NOREMEDIATION results, this indicates that
remediations are being attempted for remediations not currently Included

. a2 In ASR. You should verify that this Is not caused by a modified automatic

04 /\ remediation rule.

—~
NOREMEDIATION >= 1 for 1 datapints within 1440 minutes (1)

7 —_— 2 T—— .

23 28 12717 12719
1213 125 1217 12019 1213 12715 2 271 ou aEm TACTVE @ on
@ Remediations started @ FAILURE @ SUCCESS @ STANDARDNOTENABLED
Remediation Scheduling Queue Length ® ¢ Maximum Remediation Delay Remediation Scheduling Widgets :
Count: Seconds These widgets are related to scheduling of remediations.
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue Length represents the number of triggered remediations that
o050 2600 are walting to be scheduled.
The maximum delay is how far out, in seconds, that the scheduling Lambda
N o . has scheduled a remediation for execution.
1213 1215 127 12019 23 215 27 219
® Queue Length @ Delay

Runbook Assume Role Fallures ¢ Runbook Assume Role Failures i

P This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may Indicate that ASR is attempting to remediate on a spoke account
2 that does not have ASR Installed.
| __Runbook Assume Role Failures >= 1 for 1 ints within 1440 ...
1213 12115 12417 12119

@ Runbook Assume Rale Failures
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1. Amazon CloudWatch - 32 - 2 & A2 2 O|S&LIC
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2 J\JC-Ig|.E = 7dH E A{EHS} |_—_|._<=> Atod | I K|S A{EHSH) ||_—_|.
. T o _ O1L-= - 1= [== R B — | —_H= — 1 .
CloudWatch x | Cloudwatch > Alarms
Favorites and recents R Alarms (3) [ Hide Auto Scaling alarms Create alarm
Dashboards Q. ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Any actions ... ¥ 1 fo]
AASR-Remediation-Metrics-
Dashboard [ Name v | state v | Last state update v | Conditions | Actions v
v Alarms o 17 L] NOREMEDIATION >= 1 for 1 datapoints within 1
Ac@1m O [0  ASR-NoRemediation @ok 2023-12-25 15:36:25 g or 1 datapoints within © Actions enabled
In alarm d
Runbook A Role Fail =1for 1
All alarms 1 ASR-RunbookAssumeRoleFailure ©@ok 2023-12-22 18:27:56 unbook Assume Role Fallures == 1 for © Actions enabled
SEETHIROTCIEEE s datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
[m} ASR-StateMachineExecutions @ ok 2023-12-15 16:47:41 1 hour @Aﬂ\ar\s enabled
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

v Metrics

-
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CloudwWatch > Alarms > ASR-StateMachi

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

neExecutions > Edit

Specify metric and conditions - optional

Metric

Graph
This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Step 4 - optional Count Namespace
Preview and create 1.000 AWS/States
’ 1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next
= = | = = = A S
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State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v -
Count
090 emediations started »= 1000 for 1 datapoints within 1440 minutes (1,600
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
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Security Hub #Z|X} 72500111 -ASR2| CloudWatch Logs 1 &0f
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Orchestrator Step Functions= AWS Security Hub 2t 2|Xt A& 2| S00111-ASR-0rchestrator
CloudWatch Logs I 29| 2E A HMEE 7ISELICI 0] 23 & Step Functions@| Zt QIAEA
off CHEH AEf HEHE 7|85t AN FHQILICH Step Functions A&E 5tLIC| 20 AEZ|0| UEL
CH.

£ 2338 25 AWS KMS T2 Za|Xt 7|(CMK)S AH235t04 & 3 3t={LCt.

CH2 24X 812 ME = S00111-ASR 211 152 AF2$LIct o] 212 AWS Systems Manager
Automation &, A&S3} A% 21, Step Function 2& 2! Lambda 218 A&3t0{ X HZ2F L
Ct.

=X 6H7='0| AnistH ChS I AR HIAIX|7L 2E, Mo & Mol CHE 23 2E B0 S00111-
ASRO|l 2 ZELIC} of: CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

CHE HIAIRIE F71 MR HEE MSELICH ol 282 2o F I Mo{E @[t ASR A= AolA 7}
X2 JAYLct. of: ASR-CIS_1.2.0_2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :
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{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.
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https://console.aws.amazon.com/securityhub/home
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PutS3BucketPolicyDeny AlIf

£z Ao4: AWS FSBP v1.0.0 S3.6, NIST.800-53.r5 CA-9(1), NIST.800-53.r5 CM-2
A g 277t = PutS3BucketPolicyDeny:

Unable to create an explicit deny statement for {bucket_name}.
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ChS Aol k2 AWS Management Console2 AFE 3504 £2FME M HE LIC.

V1.0.0-V1.2.1
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v1.3.00 M= Service Catalog7} { 0|4 AF E|X| SF&LICEH

1. AWS CloudFormation &0 212135t Security Hub 7|2 H&E2Z o|S&rLCt.
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18 ZF =27} "/Solutions/SO0111/<standard_name>/<standard_version>/
O/E{2] Zt2 "No"2 A&t |c}.

FMo| A ulol CHEt HAM|A:

ZEIRE AZ0| BZEIH HHZ S0 MB3 OlHIY FASE AHSSHod 8 Ul 21218 4 2l YA
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QIUE BEIRHE ALSAF ACH HOIXIE AHE S04 £ 7 A RHE ZIHH04 2 Uloll AAM|A
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the section called

SNS &l o

2 siZol AlFElE F2

"severity": "INFO",
"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance."

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

SNS & of 105
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"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
2x ol M3 Be
{
"severity": "INFO",
"message'": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

~

"severity": "ERROR",

"00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"message":

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",
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"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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o
ct.
H7tet A

M HZS £7He 4 UBLICH T HA SM2 RN Sls BFELICH

O| M|l M= ElastiCache.27}+ CH2 Security Hub &0l & |04 Q& LIt

- AFSBP
NIST.800-53.r5 SI-2
NIST.800-53.r5 SI-2(2)
NIST.800-53.r5 SI-2(4)
NIST.800-53.r5 SI-2(5)
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=x{o2 ASRS AFSBP 2! NIST.800-538 20|28t #3522 SC Qlol= ol2{#t Zao/= o)

Modify

+ source/lib/remediation-runbook-stack.ts

* source/playbooks/AFSBP/lib/[standard name]_remediations.ts

+ source/playbooks/NIST80053/lib/control_runbooks-construct.ts
 source/playbooks/NIST80053/lib/[standard name]_remediations.ts
« source/playbooks/SC/lib/control_runbooks-construct.ts

+ source/playbooks/SC/lib/sc_remediations.ts

+ source/test/regex_registry.ts

Add

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
 source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

(® Note

Aol CHal =48 0| &2 LIHX| #HE AHg 1t x[st= & ZE EAEO0| E + U&LICH

* source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
+ source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

oo EHA

1. M sid bS8 YLt
2. EE H=S dg¥Un
3. Zt ZIEE M52 Elo|Sn SHELICH
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4 2% IAM HE MY U 23 S S
5. £Hel BlA E Ym0l

1874 Xl a8 HS 4

Ol EME BlAAE £H3lE Ol AFHBE|/E SSM EMQULICE 047]0l= +HES AstE ™
Bto| & IAM 2382l AutomationAssumeRole It2tO|E{7} &t E|o{of &rL|Ct MY
EX HE AYMHE dMHE M 7|&E IS HXEsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yamlZ &L]|LC}.

PE M A™YME source/remediation_runbooks/ C|EE{2|0f| F7t3H0F & L|C}.

ZHEE HE2 X|HE E£2| Ay HIO|EE 7 & EM5t1 MAMHe 24 2 HE S AEst= Zoo]
54 HFQLIC} SC, AFSBP 2! NIST80053 Z&i0|5 01 ElastiCache.2 =8 AIEE FII5t22 242t

= P
of CHall Mf ZAEE HSS ddsHoF &LICH ChE mo| H-ELcH

 source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
+ source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
* source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example

Olz48t ol 0|52 S235tH <PLAYBOOK_NAME>_<CONTROL.ID>.ts/yam| & 4|& [T} 2}oF &L
Ct.

ASRO| &2 E2|0|52 TypeScripte| 1aC Mo HEE X[Hst= v, CHE E2i0|5 2 ®Al YAMLE
Zhgshof gLict ZF ER0|52| 7|E =E AHE 2 X2 FZ5tM L. o] oMo M= 1aCE A5t
SC Zd{o|52 CtELCt.

0|20 M| ZHEE THE 2 ControlRunbookDocumentE %5t 24| s|Z2 HE0| 0|1}
Ux|St= 2ciAE WHELHoF EiLCt ol A& A THE AA|I2.

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
..props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',
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scope: RemediationScope.REGIONAL,

resourceIdRegex: <Regex>,

resourceIdName: 'ClusterId’,

updateDescription: new StringFormat('Automatic minor version upgrades enabled for

cluster %s.', [
StringVariable.of( Parselnput.ClusterId’),
D,
18
}
}
securityControlIde= Security Hub2| S8 Ao E7[of Eo|&l CHE F7Isted= =4l sHZoi CH

st xdlof IDYLICE.
remediationName= 2A s HS = 2
scopet $H3E{E BlAAS HRZE MAMo 2 EXl5t=
EFLICH.

resourceldRegex= IEHOEHE 2A| 2 A™MMO| ME5tEdisE 2lAA IDE X 5HE O A
Il Aot stute| 20 Z{x{sHof 5t CHE 2 & OE2 LA E|X| efotof Lt TA|
ARNZ T stE{TH0| HEE dEFect

resourceIldName=E AF&35+04 X E 2|4 A IDO] CHE AH5HE{= O|§O
MHresourceIdRegex, Ol= &4l 82 A&l 2|4 ID utztO|E o|Fat
updateDescriptione X 20| 43 3tH Security Huboll A ZAF Znto| "&t 1 M Mof| &g
stz BRI Lc

u

AE HtglcreateControlRunbooksteE Bt &4+ T LHE L{of &fL|C},

Zefaol M QIARAE
o| 4 Chs1t Zd&Lch

ElastiCache.2,2

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

017|M controlId= & &2l Ecio|Sxt AAE 2ot E&Fof HolE Ao IDLICH

Security Hub ZAEE0f 2% siZ HSoll MEst2i= TetolE7t U}e d< oS HM=o XH ol
Z7}15t0o4 MY E £ Q&LICH - getExtraSteps: Security Huboll A ZAEE0f CHE 7 34E! 2+ mh2lo
E{o| 7|22t S ™olgct,
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® Note
Security Hub2| Z+ mt2tO|E{ o= 7|2 2L 0| Foix|o{ok & L[Ct.

 getInputParamsStepOutput: X0 MM Q| GetinputParams TH7H|0of CHEF £248 & o|FfLIC.

=
 ZF £240{|& name, outputType 27} Q& LICtselector. £ getExtraSteps HIME R{Z2lof
AMEE 0 5 UsH MEHT|selector0d0F & LICH

- getRemediationParams: GetinputParams Et7| £240i M 7tX2 A 2 A& Aol M E ot
2tO|EE HolgLict

0 € 224™ source/playbooks/SC/ssmdocs/SC_DynamoDB.1.ts It Z O|S & LICt.

3EA: 2 HEE #HSE Eolo|S1 S

O™ A0 et 2t ZHEE S0 Cial o|x HAZE Edo|=2| lze Heolet Sehatiok &Lch.
Zt ZEE ©S5ol sl ote| EHAIE WELICH

/A Important

HA| AZEE IaC CHAI A YAMLE AFS3H04 Ko ABME MAE HS C}g MMoR 7
LAEILICE

ME MEE HEE HS8 02 O30 20| /<playbook_name>/control_runbooks-
construct.ts 7FX 2 7|0l M:

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';

'ElastiCache.2': elasticache_2.createControlRunbook,
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ot2fet <playbook_name>\_remediations.ts Z0|2| A 12 S=of Zdlo|5¥ ANo{IDE
ZFItghct

{ control: 'ElastiCache.2', versionAdded: '2.3.0' 1},

versionAdded ZE= £FMo| x4l H{TH0[ooF ELICH =HE FIIstH HESR 37| Mt 2l
st 42 & =&LClversionAdded. 2| ZF ECi[0|5 M AEof| & & EX| silE 8 =HE =

l&LICtsolution_env.sh.

A4THH: =E 1AM g dH A - HS S
Zt 2HE o AHME MHStE Ol 2R MR X1 HEtol A RHAl 1AM dE o] /i&L
Ch B8 1E A e 22X 2 A-—ME £F 42| CloudFormation B & 3!0i| F7}5t24H

= =S 2=

RunbookFactory.createRemediationRunbook HMEZE = &35HoF & LICH.

oM remediation-runook-stack.tsZ =22 RemediationRunbookStack ZeiA0| Xtxl| =2
C E50| Y&LICH g Z= E52 ElastiCache.2 28| sl S I8 M IAM 28 44 L 22X iz

2% S32 BoiELIC

Y EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
const inlinePolicy = new Policy(props.roleStack, ‘“ASR-Remediation-Policy-
${remediationName});

const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionld,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: “${remediationRoleNameBase}${remediationName}",
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RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

5EHA!: H 2| E|AE AOIo|E

ol ElAEE YO|o|Estn ddst= Zd0| E&LICH

i
fo

=
Rl
Pl
:|°|—_'

N

EES

MX{ source/test/regex_registry.ts TtU0| Af H4l(otE FIHE|X| et F)E F7t5H0F &L
Ch O] U2 £FMo| Al Mol| =& E 2t M Mt Alof CHEt HIAEE MEFLICH ElastiCache EX|
A ABEE A2 EIAESHE O AH8E|= addElastiCacheClusterTestCases 48
o2 E0{ EZ{&LICt.

OX|4 o2 Zf AEHO| ALHAFS AC|O|ESHOF B LICH ARMA2 ASR QIZEIo| HE AIY S FHst=
Cil AL8 Zl= ™ 22l CloudFormation BZ 3! 9|]L|Ct. deployment CIEE{Z|0lM TS B
S A#stod O|2{3t AR TS Ar|o|EF 4 st
./run-unit-tests.sh update
SE 3l HiZSH=E

OIFI M 73 A S HHE S ZHI7H EIMALICH A H7 A ES AR 0] 27442
40f CHEH XIZIS of2f WE U HHE MM oIS ELICH

M Z3 o8 F7t

GitHub E|ZX|E 2|0l AWS £F 4 Z8{0[F L HiZ AA FEO| XS HOF OIS S CH2Z =8 LCH

AWS CloudFormation 2|2 A= AWS CDK 743 A0 MMEH 2|AA0E A E280|2E M5t
I FMHS=E O ARE £ Ue Ed0|I8s HIZ3 =7 T8 Lo J&LICH Z2ME MY 4l Z20|

2 AM2X X|Zof CHEt XEMIE LI2 2 GitHub2] README.md ItY 2 2 X 5HMIL.
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https://github.com/aws-solutions/automated-security-response-on-aws/tree/main
https://aws.amazon.com/cdk/
https://github.com/aws-solutions/automated-security-response-on-aws/blob/main/README.md#custom-playbooks
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AWS Systems Manager Parameter Store

AWSO| A& Eot 8E2

LICt chE metolEeE

Ol&

/Solutions/S00111/
CMK_REMEDIATION_ARN

/Solutions/S00111/
CMK_ARN

/Solutions/S00111/
SNS_Topic_ARN

/Solutions/S00111/
SNS_Topic_Config.1

/Solutions/S00111/
version

/Solutions/S00111 /<##
# # ##>I<##>1EY

/Solutions/S00111 /<##
## # 2>/ 0|8

/Solutions/S00111 /<##
#H # > |<#i>|<###> M OH

x|
o

4

FSBP Al i€ <I35H dlo|
EE &35 355t AWS KMS 7|

ASRO| C|O|E{E &= 35lst=
Cll At2e AWS KMS 7|

AWS Config Cl|O[E0f CHEt
SNS A

&2 M i

enabled

String

String

24 ool X{E 2 251l AWS Systems Manager Parameter StoreE A&}
Parameter Store0l| X{ZHE|L|C}.

A&

A el dete =2
CloudTrail 232 &2
Ol &= 3}

nELRE

&R ClolE| o8

Config.1 24| &

EFEO| & E

{2 E LPEP‘-”I—lEP O|l&
4 74

o> o H1J ro my

Hot EFEO| B olg Lot

of: CIS, AFSBP, PCI

et ZIEEO|CIE ZEEL S
Uet EX HZEE M8BsteE B
< Oo|2{gh met0lE= ChA| Of
T2 sdELIC
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(off= ot AHE

/ASR/Filters/Accou e, M| == HlEdst 2™ AssE 24 siae @

ntFilterMode 3l AE ID EE& S22 Ao
ghict.

/ASR/Filters/Accou LE2 FE S Al IDs &8 MOl Xts EAl atiES

ntFilters = E{2I5HoF 3= AWS ™ IDs

/ASR/Filters/OUFil e, M| E&= H|gdst 2™ KIsstE 2X sHEe ¢
terMode 3l =% EtQ{(OUs) HE{RE &
2 AMo{ErLCt
/ASR/Filters/OUFil ZECHR DO &ER FEE L£FMO| XS =HE ZEHI
ters SE slloF 5t OUs S =& lL|Ct
/ASR/Filters/TagFi % Me Ee HIE NS 2™ ASEE 25 sHEE 2
lterMode il 2lAA Bl TEE SEE
|o{&fL|Ct
/ASR/Filters/TagFi HEE FEE ElAA B0 7] EFMO| XS =HS EEHE
lters S£ lof st= EIAA E O 7| 22
lL|ct

[e] Ot &2 Amazon SNS FA| SO0111-ASR_Topic2 MA&tLICt o] FAl= X sHZ
T o &of Cigt UClo|EE A AlISHE Ol AFSElLICE CHE 20| FXE MEEl= M 7| 7tsE ¢ &

Remediation queued for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

Remediation failed for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

Amazon SNS FA| - A 52 T &4 188
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[.replaceable] <control_ID>" remediation was successfully invoke via AWS Systems
Manager in account [.replaceable] <account_ID>"

22 HIA|IX|LICH 257 ¢io| Xl sHZA0| R LIRSS LIEFLX|EE H3 Xl 22X a2 et 215
E|IAE= AWS Config AAt 2/E= =5 AS LI

oM

SNS =A| 7= EH

>
3
Q)
N
O
-}
wn
P
wn
-LJ
mE
m
0x
12

. JSON HE7|of H2g F7tgfLct.

» (@) SN w N
=
0 >
C A
M
Ao
0E

{
"finding": {
"account": [
"11111111111211",
1222222222222"
]
}

°oF TEY
{
"severity": ["ERROR"]
}

ZEES 7|Zoz TEY

SNS FA 75 el =


https://docs.aws.amazon.com/sns/latest/dg/sns-subscription-filter-policies.html
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{

"finding": {

"standard_control": ["S3.9","S3.6"]
}

}

Amazon SNS Al - CloudWatch B

W

0| £2 M2 Amazon SNS FX|S AAI3HL|CIS00111-ASR_Alarm_Topic. O FAls AE g2ig A
| A

ALARM #EHE MetE|= 2 E G20 CHEt ME HEJIo| FHMZE HESE LI

Config ZAF Z21tof CHEF HE A|E

WS Config ZAt Aot E 7[Bto 2 HSE AR e = JU&LICH O|F A 5ted

1. &=™35t2{= AWS Config 2! O|§ 2 3t&LICH Ol= AWS Config &&= Security Hub7}+O| 7+ &]0d| CH
off MMStE A Aot &2 = UA&LICt

2. AWS Systems Manager IiZt0/Ef AE0{2 0|S5t0 mtt0|E HAS MESHLICE.

Mo
jul
i) n
A
my
S
02£
§
A
02
m
2
[=)
ok
r
Il

{

"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

}

1. RunbookName2 & ZE
2 2AAED0|E{7t0| 3&
AEHOEE 7/2Xo2 7 o4

2. O] Zt40| ME E|H Security Huboll /= "ASRZ =" A& X} X[ Y E A& 5104 Config HAE

.l

= 1O
g & A&LICH

O|HO| Config &2 +=ME f Alk|l= A MLICH. RunbookRole

S MME M 2 YUY A ALICH TS W=7t oLind, HIS £ 27
x4
o
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0¥

22| st HHo 2 AWS Security Hub ZAF A1}
A

1 CHEF HMAE 2IYe = U&LICH

>
-
3

S
g
mjo
>..

& t€st= Ol & UI7H 256X §t&LCH = =8 A&O0
2A 22 7435t 7HLE AWS Security Hub CSPM 2£2
Y

ERsx| A F 2 RS E
E X
83to] EX| sHES AR = U&LICH

A0l
g8sto{ ASRZ EX &2 AFS A XIH &

&2 MOo| Y UIE AH835tedH B E|At A4S HHZ & I} ShouldDeployWebUI ItZtO|E{E

=1 o

&2 M| ¢ AF2 X} QIE{H| 0| A= Amazon S30|A HX M £ AE!ISE T Amazon CloudFrontoi| A HY
st B Ho|X| E of Z2[FH| 0| LICH EEFHo| £F 442 API GatewayE At&E5H0{ REST APIE
HiZ 5t04 2 UIol M 24 K| EFLICH

ZE|RE AEHO| HHZ E|H £ F M| Lambda & 71 Zt2lxF AXol e &2F MM X|steE ZE
AWS Security Hub ZAF Z21}E DynamoDBZ ZE=317| A|RHEFLICEH O] 0| 2tZ &
HHEZ & EventBridge %! EHE201 & Ul M A|E Z1t7t Security Hubt 7{2| AlA[ZHS
C}.

Hu @

i3 £€F MO Lambda &7 E2|7E|0q & Ulol EA|El AWS Security Hub ZAF A E MHE =
DynamoDB E|O|2& MZ 1 ZlL|Ct o= A 5t 2eiE dlo|E{7F HElx|1 DynamoDB Ei| 0|2 O] up-
to-date RX|ELICE O| Z7|ES O AF = E AHF MG E F5t2iH £F M2 Hi =& 2Tt
St 2|™o| #ElxF AlHol S00111-ASR-SynchronizationFindingsLambdaWeeklyRule Q!
£ 2l= EventBridge T &l2 =M &LICH
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2l 174 21 sHZ3 AlSH
I Ol A AIx{ =2 ° 74 AlS
aws o
= °
Automated Security < Home > Findings
Response on AWS _— .
Findings to Remediate (50+) Actions ¥
View Security Hub findings across all member accounts that are supported for in Security Response on AWS.
Remediate | @ search Findings o)
Findings @ Show suppressed findings
Execution Histo
i ) - o Remediation i Security Hub Finding
()| Finding Type Finding Title e Resource Type Severity Oretaten Tho L
Access Control . securty- Oct 23, 2025, 10:19 AM Security
0 SorolDynamoppss  DYnamoDB tables shouid be tagged @ Not Started AwsDynamoDbTable Low oot Hb D2
Invite Users
 securty- Oct 23, 2025, 10:19 AM Security
View Users 0 oolDynamoppss  DYnamoDB tables shouid bo tagged @ Not Started AwsDynamoDbTable Low oor T
 securty- Oct 23, 2025, 10:19 AM Security
) DynamoDB tables should be tagged Not Started AwsDynamoDbTabl Low
Documentation [ ~ control/DynamoDB.5 ynamobB taples should be tagge O ot starte wsbynamobblable EDT Hub [
security- VPC default security groups should not Oct 23, 2025, 10:19 AM Security
) Not Started AwsEc2SecurityG HiGH
~ controlEC2.2 allow inbound or outbound traffic O Not Starte WeEczSecurityGroup EDT Hub [
security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low e
— control/S3.13 Lifecycle configurations © Not Starte WweS3Bucket o EDT Hub [2
security- 3 general purpose buckets shouid have Oct 23, 2025, 10:18 AM Security
Not Started Ay 3Bucket Low T
' control/$3.13 Lifecycle configurations © Not Starta WsS3Bucke © EDT Hub [2
— security- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
Not Started o
L controvsaa Lifecycle configurations O Not Starte AwsS3Bucket Low EDT Hub [2
. securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
L controvsaa Lifecycle configurations O Not Started AwsS3Bucket Low EDT Hub [2
- securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low Securty
: control/$3.13 Lifecycle configurations O Not Starte weSIBucket EDT Hub [2
 securty- 3 general purpose buckets should have Oct 23, 2025, 10:18 AM Security
) Not Started AwsS3Bucket Low
~ control/s3.13 Lifecycle configurations © Not Starte i EDT Hub [2

F_

Z A Ao I O[X[of| M 2 E|Rt EE= 2T BEIRE AERE £F MM X|H5te ZE AWS Security
Hub ZAF AT E £ 5 U&LICH 0{7|0l= Security Hub 7|8 #Hl™Hol 2 2 2El Security Hub B |
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EAELICH £RM0lM x|Hets 2t S5 EodH E00|5 MdE HZsHHL

& 28X AR XHE ZCHol BolE Ch HMAE 4
QlesLICH Bt GIZIE AFol BlA A0l ChafMEH 2
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Ho|X|of M SHE
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® Note
AM Fol RIS 2 MAUX|= 22 M8 7tSE Clo|E e ZE MOl S8 2 LIEtLHR| i &LCt.

Ls |H

Zt AM 7| Z o Cholf MeHEl k2 XY 7FxebM ulol EA|E Ci| ol {2k LIEHHLICE,
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