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$ aws securitylake create-data-lake \
--configurations '[{"encryptionConfiguration"
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration"
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
:"us-

{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us
{"expiration":{"days":365},"transitions"

east-2","lifecycleConfiguration"
[{"days":60,"storageClass" :"ONEZONE_IA"}1}3}1"' \
--meta-store-manager-xrole-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylLakeMetaStoreManager
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":103}3}]1"' \

--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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https://docs.aws.amazon.com//security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/AWSServiceRoleForSecurityLakeResourceManagement.html#create-slr
https://docs.aws.amazon.com/security-lake/latest/userguide/AWSServiceRoleForSecurityLakeResourceManagement.html#create-slr
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'
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$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"
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$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"

Security LakeOlM 2 2| +4

EY 2Id2 Lt ol¢ el 7]of E[He| HIO|EHE SEELICH EHEME XEsIHEIU AE &+
T AEE Edte ol 20| 2 = U&Lich
Amazon S32| Mgt 2 2ls| 12 2Z|¥ 7|(CMK) & =3t 2|17 Cllo|E] 2l|o[=Z oM S3 ZHEI™E &E

9| %
stEl(7|2 &3 2|™ dlolH ellolzz o] SX= XIHEX| &L

ERETSERS 28


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowReadS3ReplicationSetting",
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"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration”,
"s3:GetObjectVersionForReplication"”,
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl”,
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount”: [
"Lf{bucketOwnerAccountId}}"

}
},
{
"Sid": "AllowS3Replication"”,

"Action": [
"s3:ReplicateObject"”,
"s3:ReplicateDelete"”,
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount”: [
"{f{bucketOwnerAccountId}}"
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
AWS Key Management Service (AWS KMS)2| 28 2| 7|E A
E ¢= 35t B Oole S| HRo| Mt ool Ctg Het
{
"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
ice": [

"kms:ViaService":
s3.{sourceRegionl}.amazonaws.com

n
"s3.{sourceRegion2}.amazonaws.com"

L

835104 Security Lake CilO|E{ 2|O]
= 0{5H of & L|Ct.
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iF
"kms:EncryptionContext:aws:s3:arn"
aws-security-data-lake-{sourceRegionl}*"

"arn:aws:s3:::
"arn:aws:s3:::

}I

o

aws-security-data-lake-{sourceRegion2}*"
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"Resource": [

"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

Sl

"s3.{destinationRegionl}.amazonaws.com",

"kms:EncryptionContext:aws:s3:arn": [

"{destinationRegionKmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {
"kms:ViaService"
1,
"arn:aws:s3:::
]
}
.
"Resource": [
]
}
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":3653}}}]1"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleAxrn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]"
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
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"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,
"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
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Security LakeOll M VPC 58§ 28 LA R FI}5HH Security Lake= SA|VPC 5§ 2O & &5t
7| AEtELIcH S2Mo|n B5E 58§ 21 AEZE &3l Amazon VPCHM 2H VPC 58 B8
At Ect,

Security Lake= VPC & 218 #2|5t7Lt Amazon VPC T80 Y&2 FX| et&LIct 58 E
£ #r2lstedT Amazon VPC MH[A 2£E AE6HoF B LICH XEA[EH LHE 2 Amazon VPC 7HE At ©f
LMol 58 2O2 ZUg FHEFAMR.

CtE =52 Security Lake7t VPC & 238 OCSFZ Ht&tst= &HEdol CHe o & =of CHEt
GitHub 2| ZX|E2| 23 E XS EL|Ct.

VPC £ & E1& GitHub OCSF Z|Z X|EZ]

AWS WAF Security Lake2| 21

Security LakeO|HE 23 AA AWS WAF 2 F7}351H Security Lakes SA| 23 £EI€ AIFFELICH
AWS WAF = %|F ALEXL7L of Z22I70|M0l| ELi= & @S ZLEZStT 2 =oi Cigt 2

HA|A S
| =

Mojst= ol AHSE = = & ol E2|7 0| EatHeLIct =2ZE HEol=7t E|laAZ2 FE AWS E

REE AWS WAF &2 AlZh, 30| OiEh M7 HE, 20| Yilst= 2ol Cigh M5F HE7F 28

ElL|CH

Security LakeE SZ/X0I 2 AWS WAF 21 AEZ|2 AWS WAF S&ljolM 27 215 AF2 8L
Ct. o] ZE2MAE F7} M™H0| R sR| ¢ HLE 7|2 AWS WAF A0 PE2 FX| AT E MA
A& LICH Security Lake 215 2 ACL(E M A Ko SE) LMol AWS WAF 5{& 6= O|0|E
Bk A5 L|CH Security Lake A7 2| 2 ACLO| CHSH ClIO[EH 2571 #MetEl Z¢ MEE ClolEH= &
ACL Ao et =™ E|HLE AR LICH AWS WAF & AL835t04 OHEZ|AHIO|M E|AAE B35 6l

Aol CHEt REMIEH LHE 2 AWS WAF 7HEF R} SHLHA 2| AWS WAF %515 A2 HASHMIR.

FIF

/A Important
Amazon CloudFront HHEE Z|AA QO E M5t AR 0|2 SE(HK|L|oF 2E8)E AMEY
5+04 Security LakeA 22H 23 & =& AWS

AWS WAF 271 17


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-data-protection-and-logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html

Amazon Security Lake Add a permission2|

AWS WAF 21= OCSF v1.1.00{ MEt X| I EILICH Security Lake7} AWS WAF 21 O|HIEZ OCSF
2 M7stste ol CHEt REAIEH LI 2 AWS WAF 218 GitHub OCSF 2|Z X|E 2|(v1.1.0)2] O
|

EHEE HxotMR.

UM A s MESt T CHS EA ol (2t Security Lake 24 AWS MH|A 2 7|2XMo2 X|HEES
Aol 2|Fol| cHEt AAE MHE = &L AAE X745 Security Lake= X|
sid 220(M ClolE = ZlE kot FSXH= o 0|y 22| M CIO[EHE Al
g 4 QiaLICh 8t X|BF S AHE Security Lake7t &7 Hofl AA A £Z/8t CIO|E{E H& AIRE
LIcH 222 M 7|2H2 2 X|HElE AWS MH|A & X7HE e of XIHE ASE =+ &L
Ct. P% P X1 A M7Hol| CHEF REMIEH LHE 2 Security Lake2| AFERE K| AANM CIOIH =E&

4> oo
20 1l
11|> 1

SHAY B0 M AAE MEABHLICH

Ol £A0M OIOIH =& & Bttsttis 2™ £= 2IES MEHELICH Security Lake= 14
Bt 2IMol ZE HHolM AAZRE HIOIE1E £EstE g SHHELICt

API

T2y HAlo2 AA AWS MH|A 2E W|7H5tE{™ Security Lake AP12]

DeleteAwsLogSource 242 A& R LICH. AWS Command Line Interface (AWS CLNE AI835te
A2 delete-aws-log-source BHES A ELICH sourceName & regions It2t0|E{7F 2L
Ct MEfXoZ A7 HLE §% accounts EEE % 2 A|8He £ Ql&LICtsourceVersion.

/A Important
4ol m2tO|E{E ME3HK| &t 2™ Security Lakes F2HE mi2t0|E{7} A MEE #ZE
St 7PEEf LI of & 04 accounts WELOIEHE & |g—%+x| pfom R E|of TA| AHH
x

|5tof| BH2d0| XML =L|C}.

]I

CHS oAM= XIHE A 2l 2|0 VPC & 28 AAE NHEHLCE

AA AWS MH[A 2 A|H 48


https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts='["123456789012",
"111122223333"]"',regions="["us-east-1", "us-east-2"]',sourceVersion="2.0"

CtE ol Alo M= XIEE A™ & 2[00 A Route 538 LA 2 M{ELICH

$ aws securitylake delete-aws-log-source \
--souxrces souxrceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"

29| oM< Linux, macOS = Unix82 2 ZOHE|0] /oM, 71542 £0|7| 9/ eaaiAl)
£ & EXHE AL g LCE

Security Lake2| AtE X} X[ AA0|A C[O|EH =&

Amazon Security Lake= EtAF AFE AL X AA0M 22 O|HIEE =&E = JU&LICE Security
Lake AFE AL | AAE EOF 279 O|HIEE Amazon Security Lake2 &3 EFAF MH|A QL
Ct. HIOIEIE ELH7| ol AL A K| AAE 29 O|HIEE OCSF(Open Cybersecurity Schema
Framework) 2 B4&t5t 1 THE[M'E, Parquet T 4], M| 27| L S T AL E Z & e Security
Lakel| &4 T AEE SF8HoF & LICH

Security Lake= ZF AF&XF X AA0f CHEH CHS € XM 2l& L ct

« Amazon S3 HHZl2o| AA 0| IR ZF A}

o
pal

St
« MK XIH AATLEIOE Bo|=20 HIOIEHE £ = UTE 5185t= Y& 2 AWS Identity and
Access Management (IAM)0f| 244 8FL|Ct. O] &0l CHEF HEt ZAIE Ele AWS #2188 HAo 9

3l M ELICtAmazonSecuritylakePermissionsBoundary.

o &AL Security LakeOll A= ZHA|E F498H= AWS Lake Formation El|O|2 2 A FLICH

o
« XA CIO|HE 28E AWS Glue A EHE HHEELICE 3 E2{= HIO|E AWS Glue Data Catalog
E AMSLICH E3F M £AA CIOIHE RSS2 AMStD A7|0F HolE FEELICH

(® Note
Aol z|ch 507H2] AtE AL X E 2 AAE FIHE £+ &L

NEA XIE 2201 CI0IE =& 49
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[ Che 7 AFEHS S0k BLICH Ol2{Et 27 A
om Azl 22 BM AL Aol IFS 01E 4 UL

Securlty LakeOl| At} X|H AAE F7H5]
2 555X ZotH dso| IS 0|E += U0

LICE.

>

Ab of2lof Q= S3 ZHx| ME 2 Security Lakeoi| G| O]
7t ZEE HEO| B 1R OCSF (FHYE AtO|H
é;’“]'- .u.E-|| UH3) O|HE ZFeiAE ZtZt HE o] HE 22 XS5l ok & LICt Security Lakes
At X" £47 83 HAS| x|HE 2

>l T o

J> 0|:o ro i o>

o2

%
- MER XIH AA0|M =EIE Z S3 A= Apache Parquet It A
A X

« A7|0} - Parquet &4 Z4A| LH2 7—.F FLof SYUEt OCSF O|HE Zef

1l
Security Lake= Parquet H{ 1.x & 2.x§ X[ g LCt. O[o|&f HO|X| 27|= 1MB (HIZ )2 A|
shaloF BHLICH & 2 & 37|= 256MB (2=)E ‘x| ofotof BHLICH Parquet ZHA| LY &= o] AL

zstandard7t M= EL|Ct
- IEEIMY - A= 217, AWS HH, eventDay 2 IHE[MEsHoF BHLICH ZiA|oll= &S AH7F Eofof &
LICtsource location/region=region/accountId=accountID/eventDay=yyyyMMdd/.
. Z4H) 37| U £ - Security Lake 2 MSE UL O|HIE L 5E0IM 1UTK| BE wiloz H
S3f0F BLICH THO| 256MBE O[4F AHF TS B + YBLICH M L 27 27 Age
2| 452 I8l Security LakeE Z|XM3tot= WULICH AFSAF K| H A4 2T AIEE WEX| pfoH
Security Lake Hs0l &2 O/F = A&LICH

« Y& - Parquet 49| Z} 24| LHo{AM CI|O|E{ #{2| HI& & E£0|7| @lsl HZ=E AlzhE= sl of

(o]}

OCSF & =7 E AH85t04 Ar& %} X[H AA TR R E[=X| #QIFLICIOCSF Schema. At
Xt X|IH AA 90| B2 Security Lake= OCSF B 1.3 O|5tE K| ELICH

Security LakeOl M AL XL X|H AAE wEst7| 218 LEIME 2F AHY

E8M0l OlolE M2l & #H2IE 0|5 H 5t2d™ Security LakeOll AR AF X[ AAE FIHE [ IHE|
2N U IT| F AES SFaHok FLct.

AHH = LA IR, AWS EIF, AWS H-HEmE=E Z&stof 2 LICt.
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https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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- IIE|M O|o|H Bz ol E4A2 &Lt

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

oAl HHZ! 0|0 = ME LE|M2 &lLICtaws-security-data-lake-us-west-2-1lake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/.

S S52 S3 2= mtE|Mof A4S ElE mieto|EeE et

Security Lake7t AF& Xt K| &4 O|O|E{E A& 5t= Amazon S3 HHZ! 2| O|F &JLCt.

source-location— S3 H{Z!o] /= AL Rt X[ £ A 9| HF AL Security Lakes= X|HE &4

O| 2E S3 A E o]l HF AL of2oll MEHStH HF A= Y 240 TRELICH

« region- HIO|E{7t YEEE|= AWS 2| CHAL|Ct. o
Virginia)& Ar&35tod O|=F SR(HX[Lot 58) 2|Te
= 5o gfLCt.

£ £0{US East (N.
Security Lake HZ!0]| C|O|E{E 2

+ accountId- AA TE[MQ| EJI:' =7} ##E AWS AHE IDYLICH 2|F AXn g
HE HIZEQ B external E=9 €2 EAE2 A8 St AWSXKO| E&L
Clexternal_externalAccountId. O| O|& X CHRE AMEU5H 2|5 A ™ IDs 0| X|'HO|
CHE ID Ze| A|ARIM X #EI5tE AWS H™E IDs £ 2|5 HH IDset S=5tK| A& 2
SotX| &t H & = A& LT

- eventDay - B|ZEQ| UTC EtARZ 28X} EXIYE() Al AlZte 2 FEIL|ICHYYYYMMDD.
HZE7 O|HE EtJARMIof CHE A|ZICHE XIM5tE 30| THE|M 7|9 EF AR ZE UTC

2 HgrsljoF ZLich

Security LakeOll M AL XF X[ AAE 71617 It A =7

ofr

MEXt X £AAE FIIE M Security Lake= #&0| C|O|E 2l|o|3.2| 2HIE <|X[of CIIOIE{E £
T UL E §{85t= IAM g2 HMELCH HE 0|§2 A2 [ELICH AmazonSecuritylake-
Provider-{name of the custom source}-{region}0i{7|M regiont= AFEX} X|'d AAE
ZF7tst= AWS 2| LICH Security Lake= C|O|E] 240|301 CHEF HMAE 5ot HAMS AF
of 94Z4stLIct 174 |3 AWS KMS 7|2 HIO|E] 20|38 Y5358t B2 Security Lake E o3ghof
kms:Decrypt & kms:GenerateDataKey T™30| Q= MM T 4ZAFLICE O A& o HE BH =

Bh= AWS 2213 2o ofsi MHELICAmazonSecuritylakePermissionsBoundary.

|
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» Security Lake HHZ! 2| X|0of| CHEF A 7| HMAE 5{Est= IAM 38 HHE(API & AWS CLITE EHA)

Pal
00
Pl
>
0
b
>
i
i
d
o

7] Tof CtS X YUE s HEo| A=K] gt

et = Ql5tE{™ IAME2 AP 5104 IAM A4 S Hof @1ZE IAM
|. (o)

|
= —
o Yol HEE MEA X|H AAE FIIEHT| flal s&E =

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

* iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

S AP A X|H AL 229 O|HEE £+=%£|510{ 2HFE AWS Glue H|O|E{H|O|A

o|z{8t 2tde 3l A
&35t Amazon S30f K& E 4= Ql&LCt

ot Hlolgz ™

clolE{ glola el M & 253510l AWS KMS 7|1E AF83tE Z9 , kms:DescribekKey 3!
kms:CreateGrantOl CHet HetE EREL|Ctkms: GenerateDatakKey.

/A Important
Security Lake Z&& AE35t0{ AR} X|H 24 E FII6lEs B OIS BHE AUF I 2
Zlget = Q& LICkSecurity LakeOll AL R X|Z AA F7}. Security Lake 2&2 ZHASHE Al

RERF RIS 248 2715 98 Nd 27 A 52
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& ZRMAE MBS, LR DE IAM SHES ML S CHAI 7|Z 988 A8 H

LIct.
Security Lake API &= AWS CLI € AP 5104 AFERE X AAE FIt6leie B CHS A
£ 7% T804 Security Lake H{Z! QIX[01 CHEF M 7| HM|AE 5|85t 1AM e M5t

LIct.
Security Lake HHZ! Q| x|0| CHEE A7 | HMAE 518 5t= IAM 38 (APl 2 AWS

CLITE THA|)

Security Lake APIZ AF23t7{LE ALl K| AAE AWS CLI F£7}H5HE ZBR0| IAM bE g F7 +%+04
MRt XI’H &4 HIO|E{E I 261 C|O|E{0i| M THE[ME AlE AWS Glue H&t

A Ol=
—_e= 1=22 T AN -
22 889 dbol=se o B

LIC}. Ol2{8F mtE[442 C|0|E & st Ti|Oo|E ZHE 2 20{ A E[O]

QerLct
O IAM H& g Ho|st ol 248 o] Amazon ElAA O|S(ARN)O| Qlo{0F AL A} X|H AAE F7}HE
&= l&Lct

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS #Z|& HMg HAZH
afiofF &fLCt,

LZIQft HEtE 04524t AA8XF X1 AA0| A CIO|E{ T2 AWS Glue 3 E24 841 AWS Glue
Data Catalog0llAM El|O0|2 2 H&/MEIOIEE = UL T AFol Cts Qletel HAMS st m Z&atof

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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QIF IDE VIHIo R HEeE e = U=E AWS A ALE5H0{E 5{E5tE{™ CHE 4= HAZ ¢
Azt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
& A KMS 7| =3

AR R AAE FIlstedE 2I71e| S3 HAlo| 1 s 2 4S5t E A o
of CHS MAH T @44 AWS KMS keydH OF EHL|CH.

"Effect": "Allow",
"Action": [

"kms:GenerateDataKey"

"kms:Decrypt"
1,
"Condition": {

"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

iy

"Resource": [

AMEXRH XY £AE FItst7| /gt AT 2F AHE 54
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"{{ARN of customer managed key}}"
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2. HO|X| LB 4T AWS 2| MEHT|E A8 5104 AFEAL X|H AAE e 2™ S M=)
ghlct.

3. EMEFOMAISA XH LA E MEHEHCHE AFER X &4 BHET

4. AMEXX|H A4 ME HE MMM AFSX X[H £AA0| ™ S
ghLICh 37 ChS AF8RF K| AA T} Security Lake2 T1&E O|OlE
O|HE ZeiAE MEAELICE

5. AWS H X O|o|E| A7| HEt0| 9= AL olo|E| dlo|3 0|l 29 OHEE 7|28 AF2X}F K|
M AAOAWS HE ID X 2| IDE YA ELICH.

6. AH[A HAMAS AL M MH|A A" S BHE0{ AFE Sl 74LE Security LakeOll AWS GlueE 7t
S Edte HetE Boists 7|E MH|A 2 AISstAAR.

7. ‘MM(Create)S ME4EFLICE.

API

2O HAlo = ASA X[H AAE F7H5HE4H Security Lake AP12]
CreateCustomLogSource H U2 AL SHAAIL. AFZ A X|H AAE HM5HEdE AWS 2|7 0dl A
ztod2 AR EHLICH AWS Command Line Interface (AWS CLI)E AF23HE 2 create-custom-
log-source BWHS AErLICH,

QFE Al X|HEl=E TetOEE AFEstod AF8 A X8 &40 714 MY

fjo

X|H3I AL,

* sourceName - £249| O0|§& X|HELICt O|F2 2|™ 17 2folo{of &rLICh.

[t
« eventClasses - 5tLt 0|4 2| OCSF O|HIE ZFEHAE X|H50 AAT} Security Lake2 &
& ol RS MYEELICH Security Lakedl A AA 2 K| E|= OCSF O|HE ZEiA |52
Open Cybersecurity Schema Framework(OCSF)& & Z35HM 2.

=
=
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://schema.ocsf.io/classes?extensions
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« sourceVersion- MEHXMO Z 72 X|HGt0d 2O &S AIEXF X|H AA H|O|E{e] EXH B
O Z Mgte &= U&LICH

« crawlerConfiguration- AEHE FE57| 25H A48 IAM 23& O] Amazon 2|4 A Of

(ARN)2 AWS Glue X|EELICH IAM &2 HM5t= RHM[E BAIE AASRE XIE &4
5t7| @eF A RS2 B EFHAMIL.

- providerIdentity - 247} O|O|E{ 2f|o|=0ll 22} O|HEE M= O AFEE AWS IDS} Q|
£ IDE X|I'dgLct.

- [>
S O

=
T

CHE oAl E ALEAE XIH A48 RIEE BT XHE 23 S2A A 23 £A2 F74
gtLict. o] MlM|E Linux, macOS & Unix82 2 EAl0| X|HEIH, 7548 &0|7| {I6 Haey
Al(\) E & EXHE AASELICH

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName'"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

ol M AR K| AA HIO|E| YO|0|E §X| AWS Glue
Security LakeOl| At& Xt X|H £AAE

He AFSAE K™ AA0f st O
S

7} 5+ Security Lake7F AWS Glue A E8{E€ MEELICH 3 &
|E{ 2XE& Z™H5 T AWS Glue HIO|E{ ZIEf 21 E E|0|E 2 R

3 -I)|'

|2 AA AF|OFE |4l AE2 S X|5t1 Athena ! 7|E}F 72|

SEHE +S2Z A0 AASX} S
= RE A0 3 ojolE ERoM CHE

MEI20IM #El 7158 KXI8
W7 A B ShLivH SIS B9 2 ERIE M
- CIOIE| MEolE A ZI49] 20| BHLt 014 U LICH
+ COlEf ME Q| Yol struct CIOIE RE0| 2= Lol 3Lt Ol4rol M TEJt Y& LIC

I Ec] Aol cHet X|&E2 AWS Glue 7HE A QFHLHAM O] AWS Glue A E 2 M2 HZESHAMIR.

Security LakeE A&l 7|1E I E{E AtA|stHLE YUOIO|EE 4= Q& LICH AP A R|& AAE AKX
ot= AR LISol| 22 0|2 AH8XF X[H AAE OHE AH=o|etH HdAE I8 E AXleteE WOl &

&Lt
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https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com//security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
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K| E|= OCSF O|HE ZejA

OCSF(Open Cybersecurity Schema Framework) O|HIE EEA = AL X} X|H AA T} Security Lake
E ST OolH RS HFELC X[#El= O/HE oA S§2 Ch3a Z&Lch

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
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SECURITY_FINDING,
SMB_ACTIVITY,

SSH_ACTIVITY,

USER_ACCESS,

USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,

USER_QUERY,
USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

Security LakeOl| A AFE R X[ A A AFE|

AAO0|M Security LakeZ C|O|EI1E O 0|4 ELHX| otoBiT AL X|H AAE AKISHHIR. AAE
M 7452 Security Lake= XIHE 2T L AHO| siE 240 Clo|E =& & SHétn FSAt= o
Ol #Eo| M LIO|EE MEE £ ei&LICt sHX|EF S Xt= Security LakeZt M[7{ oi| &AM
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Z|3t CIOIE{2 H& ARE 2 YUALICH O] XIEIS AKX XX AAS XHst= OO AFRE £ 9l
Lich 7|28o 2 x|HE|= M 7ol CHat REMISH LI 2 MME AWS MH|ARHZ 51 M| 2 Security Lake
AWS AH|A oilM H[O[E] =&,

Security LakeOll A AFE R} X[ AAE AKX E [ E Security Lake 22 QI8 20| 2t AAE AAQ &
HIgHAstaior gLICh SE S HIZ At stx| oM 24 50| Amazon S32 218 A& HMad 4
AA = L’l E'l-
Console
1. Security Lake & & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
2. HO|X| 2LEF ¥l AWS Z|T MEAT[E AE5I0] ALE At X|H LA E MHE EIHE M
g LCh.
oA ol M ALBRE XIH AAE MEqELCH
E Meqgc

o
4. MHE MR X8 22
==
S =

MK X AL

API

z2aefY LAl R AFZRE K| AAE AMK|SHE{T Security Lake API2)
DeleteCustomLogSource 242 AF&SHAAI2. AWS Command Line Interface (AWS CL)E AL

§t= 4% delete-custom-log-source WS AT LICH AASR X[H AAE AX|5tE4= AWS E|
M X[ M 2P S ALS AR,

273 Al sourceName IIZtO|E{E AFE5H0{ ATNME AFE R X|H AA 9| O|BE KM E LICt. &

rr

MNEX} X2 AAQ| O|EE X|H5tT sourceVersion II2HO|E{E AF26104 AKX HYE AF2 AL
X AAO| EH M CO|E{R2 Bt X|§He = & LLCt.

CHS o Alol M= Security LakeO| M AFE XA X|1H 23 AAE APX|EHLICEH

O| of|Ml= Linux, macOS EE&= Unix& 2 2 dA|0| X|HE|H, 7582 =0[|7| 2l #&efAl(\) &

P

A& EXHE AEELICH

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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Security Lake2| T+ S X} &2

Amazon Security Lake Tt S AH= Security Lake2| 212} O|HIEE AFSELICH HIE S 25D FA
e BN A D AL E EF5HE{H 5RO H AAER E||0|E-|01| Hé._f HMIA TEHES XS 3t ok &

LICE AA0) CHEt REMIBH LHE 2 Security Lakel| AA ZE| MME R X FHAML.
Security Lake= F S/ 2| #5A HMHAE K|HELICE.

« CIO|E{ HMA Amazon Security Lake2| &A H|O|E{0f CHE TIO|E HMA HEHO| UsE FEXE
CIOIE{7t S3 HZ!| 7|1 E &40 M Z4A[of CHEE RIS H&LICH 7|[2XMo R 2EX= KA
O| MB5t= HTTPS A=EZQIEE Sall M ZiA|ol CHEH & ElE 2r&LICH Amazon Simple Queue
Service(Amazon SQS) CH7 &2 E5t0 # =Kol A A ZiA|of CHEF 2 &2 B2 == U&LCH

o FHO| HMA - 2| HMA HEHO| JUE FSAE Securlty Lake7t =& 35t= CIOIEHE HEIE = UE
LICt. O|248t +5 A= Amazon Athenall 22 AMH|AE AF& 3104 S3 BHHZ! 2] AWS Lake Formation
Elo|€& =X 2|ghct.

TEXE A5XHE MHE I AWS EI"1 *"E”EFOI EAFES l:'||0||5-|01|':'F °”k||’\éa = U&GLICH TEX0A|AH|
0424 2|7 2| CI|O|E{o]| CHEE MM A HEHS Fodstei™H F =] o o2 X|™

&t CHE 210l M sl 21T E”OIE'IE HI%%PE% g —1‘- i’J%LlEP. %‘?.!.' 2|7 & 7]od 2[Fof CHEt

REAMIEH LI 2 Security LakeOll M 2|7 22|12 HZESHAAIL.

/A Important

Security LakeOA T SAE FIHE = U= ZICf A4 = 107HULICH AAF AR X
AWS A 0| Zefd o= Q&L

=
« Security Lake Tt =A}2| CI|O[E H{A|A #E|
- TEXE 9FH Hel HAA e

Security Lake -5 Xt 2| Cl|O[E{ HAM[A 2 E|

Amazon Security Lake2| & & Cl|O|E{of CHEt CI|O|E HA[A HBHO| = TS A= CIO|E{ 7t S3 HZ
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A= ZQIEE S5 A ZHA|of CHEt &322 & LICH Amazon Simple Queue Service(Amazon SQS)
H =

CH7|8E E-stod SRt AH M 2o CHet RIS e s U&LICH

ZH&| 7} Security Lake CIOIE] o320l 7|S | LS AFof|H AA 2| M Amazon S3 Zi&|of| CHEH &
20| M&ELCH 254 75 HEZQIEE &3l =& Amazon Simple Queue Service (Amazon
SQS) CH7 @S E3/5t04 S3 Aol 2] AMASHT M 2ol CHEt RIS BE = U&LICH ol 7
£ Q&2 CreateSubscriber AP12| T}2}0O|E{ accessTypesOilA S32 AlEL|C}

A
« Security Lake0l M HIO|E{ AAM|A FHEHO| U= FERE BH5H7| e AP =
« Security Lake0ll M CIO|E{ M A HEHO| Q= SR M

« Security Lake0ll M Ci|O|E{ #+=5At C0|E
» Security Lake0i| M HIO|E{ T+ 5 Xt &

=

Security LakeOllA{ ClIO|E{ HM|A HEHO| Qe FSAIE MH57|
E¥a

Security LakeOllA] CIO|E{ AAM|A HEHE JIE FSRIE MASE{H HX CFS AP 27 2tE5Hok

HEH2 OISR IAMS AHS5H04 1AM IDOY Q1738 IAM RS HESHIAIR. 121 OF 3T ™
o 22 ClolE] H 0|20l A GIOIE7H 7ISE m FS Ao Aok s T+ (B T

T8 + s Heto| EELICH

* iam:CreateRole

+ iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

+ lakeformation:GrantPermissions
« lakeformation:ListPermissions
« lakeformation:RegisterResource

e lakeformation:RevokePermissions
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 ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare

ol 55 oz ChE HYe +dY +~ U= HEto| ERELIch

 events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule

* events:ListApiDestinations
* events:ListConnections

* events:PutRule

e events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sqgs:DeleteQueue

* sqs:GetQueueAttributes

* sgs:GetQueuelrl

sqs:SetQueueAttributes

TEXe| 2|8 ID 7IXH7|

g d4dsted™H £ =Xt AWS A ID 2|of 2| IDT 7HX{Qtof ELICH 2|F IDE FSA7H A
35t 07 AYEXLICEH Security Lake= 48 LEXt IAM A& ol 2| IDE F7tefLICH 2% ID
= Security Lake Z2&0M T SAE dGE M, API EE= AWS CLIE S35l ArS gLt

Q|5 IDsOi| CHEH REAMIEF LHE 2 1AM ALE B | AWS Z[|A A0 CHEF AM[A HEHS ELALO| FOo{E

4|8t
[} 2|F IDE AI8dtE YHE HZsHMLR.

/A Important
Security Lake Z2& 2 AtE5t04 25X E FII5te{s < OFg BHE {51 Securit
LakeOll A CIO|E{ HAMA FHEHO| U= TSR M HEo=E FI-SIH & L—|EP Securlty Lake
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AZFZZMAE XMB5tH, ZRst ZE |AM P2 MAMSHHLE AF2 XL CHA

Security Lake APl &= AWS CLI £ At838to{ 1S &}
#5104 EventBridge API CHE 2 S &3l=

EventBridge API CHA 2 S &3H= IAM A& MA(API & AWS CLIME EHA))

APl EE=& &3l Security LakeE At&3t= B AWS Identity and Access Management (IAM)0|
g HTTPS ICZQIER Z4X| S &S E'd = A= HEHS Amazon

MAPICHA S &5l SHIE
o4

EventBridge0ll £045l= &2 AWS CLIAY EF L|C}.

IAM &g Ho|st o= & 9| Amazon 2|44 O|E(ARN)O| QlofoF S XIE MASHLICEH 75
X7+ Amazon Simple Queue Service (Amazon SQS) CH7 |2 A CI|O|E{ & Z &5 7L AWS Lake

Formationol|l M C[O|E{& &Y F2|stE A<0l= 0| IAM A& 0| 2R35HX| f&LICH Ol 3/ 2| OO
Ef HMA i (HMA ) of CHEF RHME HE = 2 SAE Q8 #HE| HMA ZEI2 FESYUAL.
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rlo
fjo

IAM &hof edd&hLct.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:us-east-1:123456789012:api-destination/
AmazonSecuritylLake*/*"
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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MMSHLICH(EE MESHE 28] YRl B2 Amazon SQS CH7Z [P0 O|HIEE E3/F £~ QIS). 0]

/| o o
|é=| x-l;‘:HQE _I?I_Eil

g2 2l= AWS # = L|CtAmazonSecuritylakePermissionsBoundary.

Security Lake0{| A C|O|E{ HM|A HEHO| e EA A

1
32
rr
ol
In
Pl
Mm

_I.
ok
=
[u]
>
=
w

S ML W B SHLE M=i5to] HRQ| ClolEfol M AT
X

& (https://console.aws.amazon.com/securitylake/)2 LIC

—_

1. Security Lake 2& -

2. HOIX| 2LEZ &Hol AWsS 2|1 MEY7|E At8sto] FSAE dUE 2lHe MEFL/CH
3. EMEFM FSAE MEIELICH

4. TS HOIRINIM TS 4S8 MErLIc
5

=
TSR AR HEE oW PSR 0BT MY (M AEHS YB LI

2|2 2 MBS O 2 KtS 22 M AWS 2| X|H +=-HE + el&Lich
6. 211 L O|HIE AAO| AR TEXIH AHS HEtO| 2048 AAS MEHBHLICH
7. OIO|E] HMA golAM S3E =50 TS Atoi CHEF ClIO|E HMAE M ELICH

8. =X X Yol 2SAte| AWS A DS 2|F IDE l=dgtL|ct

clo[Elol HMAE & /e T=AF BHE7I 64


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com//security-lake/latest/userguide/prereqs-creating-subscriber.html#subscriber-external-id

Amazon Security Lake Add a permission2|

9. (M= AIEH 2B IR HEIM TSIV 2R 22U s E2E £ U= Amazon SQS L
El

7|82 Security LakeO|A M5t = 5t24H SQS CH7|F S MEHSHAIAIL. Security Lake 7t
EventBridgeE S5 HTTPS QIEZQIER A RIZ HILHE S sleiH 75 AEXZQIEE MEG
AR

a. TS A=EQEE Q=ABILICH http://example.comS S =& AEZQIE 3§40 of
£ Ch3at Z &Lt MEX o 2 HTTPS 7| O|& X HTTPS 7| /2 M3 e =& U&Lict

b. MH|A HMAS] FALR M IAM &S M5t 7HLE EventBridgedll API CHe 2 ZHHMo 2
SESD M SRS SHIE AEZQIERZ MEE £ Qe HES Bo{sE 7IE IAM Y
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10. (M M) Bi0lE FSAOAH 2 E Ef2E 50707FK| U=FFLICH
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E{ 1= Ho|5tod §H R 2| AWS Z|AA0| EEE + = BoIELICH Z Ei O E= EY
a7\t MEfX el T Zfo =2 FHELICH Ef 38 ALSStH Chst WAoo 2 B[AAE AH F
F 9 o2[E £ U&LICH RFMEH LI 2 Security Lake ElAA BT XHE XSHAAIL
11. MM(Create)2 ME4ELICI
API
Zz2J2)Y wAlo 2 H[o|E{of M A = U= FSAHE BHEE{™ Security Lake API2]

CreateSubscriber 242 AIE5tAA|2. AWS Command Line Interface (AWS CLI)E A3t &

L create-subscriber B AldistL|Ct.

LA ole48t mt2tO|EE AHE5t04 F5Atof CHal| CHE ™S XI-FELCt

sourcesQ| B TEAT HMAE = U 4 LAE X|IHSMAIL.
« 9| 4R FAEX}IIF A4 O|O|E{0]] HAMA
subscriberIdentityX|&gtL|C}.

« 0JM S Xt2| O|EE subscriber-nameX|&gL|Ct

 accessTypesOM S3E X|&&LICt.
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CHE Al E A4 0| XIHE 25X Rt ol Chall BA AWS 2T 2] Tl o[ o] HM|AE =~
AWS U= -T‘EXP% S ggrLIcH

$ aws securitylake create-subscriber \
--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \

--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribexr-name subscriber name \
--access-types S3

of% 2.
CHE Al AS A RIE A4 0l KIFE TSR X2 i Chal S4&H AWS 2I%12] B olEfof
UNAE % 9= TSAE MagztLIct

$ aws securitylake create-subscriber \
--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \

--sources [{"customLogSource": {"sourceName'": custom-source-name,

"sourceVersion": 2.0}}]1 \
--subscriber-name subscriber name
--access-types 53

2?12 oAM= Linux, macOS EE= Unix@2 2 EBE[0] RIS, 7I=M4E £0|7| 2|5 sHaeiAl()

£ & EXE AFSELICH

(MEH AR S XHE BHE £ CreateSubscriberNotification XS AF&3501 S AH7F M ASHE
£ sted= &40 Clo|E 2lo|=30i M CllO[E{7t 7|52 M FS5Xtof|H El= WS XI-EE Lot

AWS Command Line Interface (AWS CLI)& At8&35t= 4 create-subscriber-notification &2

7|18 L YHHTTPS A= ZQIE)S R 2|5t Amazon SQS CH7 | P E M Ad5tE{H™
sqsNotificationConfiguration It2tO|E] ZtE KIHSHAI2.

« HTTPSQAEXZQIEE S8t LREZ MS5t= B httpsNotificationConfiguration Zt2t
O/E 2t2 xIEsMAI.

- targetRoleArn ZE0{& EventBridge API CH& 2 7tH 2 &517| @&l 48 1AM 48t o
ARNZ x| Lict

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \
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--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

£ 71X{224™ Security Lake APICQ]| ListSubscribers 1€ subscriberIDAFEELICH AWS
Command Line Interface (AWS CLI)& At&3t= 3<% list-subscriber 3@ & A& gfLCt

$ aws securitylake list-subscribers

O|% 0l S| A&l ged(Amazon SQS CH7|Q == HTTPS YIE ZQIE)E #3524
UpdateSubscriberNotification 24& A&35t7{LIE AFE35t= @S update-subscriber-notification B&
2 AWS CLIA B LICH Security Lake 2&2 AFE5t0{ 2 & Y2 HEAY = JU&LICH F5At
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M

CHS oMo M= CreateSubscriberNotification Zr4oi CHet JSON X &4lo| o|HIE &l
Ho{EL|C}t.

fjo

{
"source": "aws.s3",
"time": "2021-11-12T00:00:00Z2",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"
1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
3,
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
b,
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}
}
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$ aws securitylake update-subscriber --subscriber-id subscriber ID
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$ aws securitylake list-subscribers
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-subscriber-notification.html
https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum.html
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://console.aws.amazon.com/securitylake/
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https://docs.aws.amazon.com//security-lake/latest/userguide/prereqs-creating-subscriber.html#subscriber-external-id
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber.html
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-terms-and-concepts.html#term-resource-share
https://docs.aws.amazon.com/lake-formation/latest/dg/accepting-ram-invite.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareInvitations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_AcceptResourceShareInvitation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-resource-link-database.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-resource-link-database.html
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https://docs.aws.amazon.com/glue/latest/webapi/API_CreateDatabase.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://console.aws.amazon.com/securitylake/
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CH8H SELECT H8h2 HodaloF B L|C} EE 8t Security LakeOlA T2 S AHE M A&l oF CIO|E{E R2IE
UELICH 2| HMA HEto| U= LSALE TtE = Yo CHEE REMIE L2 S RE I8t #E|

MM A 2EIE HZESHAIL,

HE MH8 AH835toqd o|olE |

o

Amazon S3 =% F7| MH2 O|0|E{7} EE L= 7|zt F&
ol ¥&2 O|ZLICt. Security Laked M E& MY 748 4
of A1t &g o| SR E|X| &2 ool o ZE M7t XI™HEZ

Ol 2 Zoi CHEH RtMIEF LIE2 MM E HZstHe+E F7|

O|x|H, ol= #HelE = U
F2lof Alzt 7|8t ZE
ok & LIC}. Security Lake2| O

(o][]

I.

2 Ho M

o

CHS Mo 22| ofxlof=0| 2 A|E 20iF 7] time_dt®le eventDay EEE2F 22 AlzZh 7|8
ZE{7t L8 Elo] A&LICH

« AWSAA B 1(OCSF 1.0.0-rc.2)0d| CHEt Security Lake 2|
« AWSAA H{T 2(OCSF 1.1.0)0i| CHEF Security Lake #E]

AWSA A H{Z 1(OCSF 1.0.0-rc.2)0d| CH St Security Lake # 2l

CHZ MM M= Security LakeOll M CIO|E{E F2letE &0l Ch X2 S MBS TAWSAA HH
oM 7|22 X[HE/l=AWSA A CHEH & 74K HE| oM E ZEELICH olzdet #El= §H- 9
O|EE AMStEE MAZIUELICIAWS [T, O] o A ME us-east-1 (0I= SF (HX[L|ot S7)
ArEgLIct 8 oAl #ElE ZICH 25702 2|2 EE BHetsh= LIMIT 25 TZH2t0|E{E AFSELCE. 0]
I 2t0|E & =5t HLE Hote CHE ZHEE &= JU&LICH O B2 o|& 2248 Amazon Security Lake
OCSF #Z| GitHub CIHE{E[E H XSt MAI.

| LN

|

o

CHS F2IoE eventDay & ALE8to] 22|17} T HE EZE A Lol J=X| =elsts Alzh 7|8 2E
7t ZEHEILICEH XFMIE LI 2 Querying data with retention settings EHHE2 XS AAIL.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
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0 € E0{600| x|t EIIOIEW} DFE._' 42 FElo= Bt=E Cl|o[Eol| HMASHK| RSt St Al

ZF Mefol g k|ook gfLICt 60 EE 7|zt B A2l ChE HE ZEELICH

WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
AND cast(date_format(current_date, '%Y%m%d') AS varchar)

0| 22 Amazon S32} Apache Iceberg 7t2| CIO|E EE= AlZt 52 WX|5t7| 2[5l 59U (60 Ot =)

el

Security Lake CIO|E{E #{2[& = O|0|E{7| /= Lake Formation E|O|E 2| O|§ & Z & al{oF &L

Ct.

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

230 24 E|o|E2of LerHel Zf2 ChEnt Z &L

« cloud_trail_mgmt_1_0 -AWS CloudTrailZ2| O|HE

« lambda_execution_1_0— LambdaO0il Ci&t CloudTrail Cl|O|E{ O|HIE
« s3_data_1_0— S30i| CHEt CloudTrail C|O|E{ O|HIE

« route53_1_0 - Amazon Route 53 Resolver #2Z| 21

« sh_findings_1_0 -AWS Security Hub CSPMZ A} ZA1}

« vpc_flow_1_0 - Amazon Virtual Private Cloud(VPC) &8 21

Jor

0i: us-east-1 2[Fsh_findings_1_02| E|0|=20] = 2 E Security Hub CSPM = A Z21}

2 AAE0|E 81
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

ol O|E{tH oA B[

Security Lake HIO|E{E #{2[& = C|0|E{& F2|5ted= OIO|E{H|0|A E[T 2| O|F 2 affoF & L
Ct. 34X Security LakeE AI& & &= U= OIOIEHIO|A E|H Q| MA S5 2 Amazon Securlty Lake ¢l

CEQIEE XA,

of: AA IPLJAWS CloudTrail&s LY

CH2 OlAlE us-east-1 DB_Region®| cloud_trail_mgmt_1_0 E|O|E0{ 20230301 (20231 3¢
1) O|&F 0| Z7|ZE AAIP192.0.2.12| 2E CloudTrail &2 LA gfLICt

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

LIMIT 25
FE|M St
CiOIEE 2&stH & A7t AZM5t= HIOIE QS &2 MEtstod 52 EMAIZ|D HIES2 HEE =
A&LICE Security Lake= e ventDay, region ¥ accountid TtEtO/EHE S35 TEIMES 7L

Ct. eventDay ZIE[M2 &4 YYYYMMDDE At ELICEH

CHE 2 eventDay THE|ME AR 3 ofl &l FEIQLICH

0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

clolE{HolA 2T 82


https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDayO CHEt 3&2t2 CtE0t Z&LCh

|2 11 SO AR OlHE

b

> cast(date_format(current_timestamp - INTERVAL '1l' year, '%Y%m%d%H') as
varchar)

Kl 1748 S0t 23t ojHl=

— —

> cast(date_format(current_timestamp - INTERVAL 'l' month, '%Y%m%d%H')
as varchar)

K| 30 Sef st o|HE

—

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

Kl 1242 S el o|HE

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

K|t 527 Yl O|HE

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7~14% Toil LAE OJHE

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

S 2R EE 0l50f WatsHs OfHE

>= '20230301'

FH

of: 202314 3 1Y &= 0|F A4 IP192.0.2.12| 2 E CloudTrail 5 S50
cloud_trail_mgmt_1_00 Lt} Q& LICH

TtE|M b 83
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: 2|2 30 82 £A 1P 192.0.2.12| 2 E CloudTrail 50| & cloud_trail_mgmt_1_00] L}

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

ORDER BY time desc

LIMIT 25

CloudTrail Cl|O|E{0| CHEF Security Lake 2| of| K

AWS CloudTraill=0lA AIE X} &8 L API AF2EE FMELICFAWS MH|A. 5 K= CloudTrail O

O|E{E ZElstoi g R HEE &ad &= ULt
CHS 2AWSA A H{F 101 CHE CloudTrail GIO|E{2| & 7HX| ofl &l 2 2IRJLCt

K|t 72AWS MH|AS Qo CHEE B Al

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,

CloudTrail CllO[E{o]l CHEH # 2] 84
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"%Y%m

'%SY%m%d

Amazon Security Lake
src_endpoint.ip,
http_request.user_agent
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25
AAIP192.0.2.12 2 E CloudTraill €58 55

|7}

x| 2 7
SELECT
api.request.uid,
time,
api.service.name,
api.operation,
' %Y%m
' %Y%m%d

cloud.region,
actor.user.uuid,
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

src_endpoint.ip,

http_request.user_agent
FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
AND src_endpoint.ip = '127.0.0.1."'
ORDER BY time desc
LIMIT 25
Xt 747t0| 2 E IAM B8 S5
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
' %Y%m
' %Y%ms%d
85

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)

CloudTrail Gl O|E{oi| CHEH # 2|
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AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25
KLt 7 SO xt74 5H AIDACKCEVSQ6C2EXAMPLEO| AL El QIARA
SELECT

actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K| 747 MlOf$t CloudTraill Sl ZE 52

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 3§417| 22| 2104 CHEt Security Lake # 2| oA
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=
= A= Route 53 Resolver #H 2| 21 & #{2|5t04 CI S %%ﬂol X*b'% s&E £ UEL
CIS2AWSAA A 10f CHEF Route 53 a{A17| 22| 229| HH 71 X| of| A 2 2| L|Ct.

Z|2 77t CloudTrailol A EH A8t DNS & 2| 2
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SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

Kt 72 S0 s3.amazonaws.com@t Lx|5l= DNS #z| E2

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

K|t 7 Sot HZEX| &£ 2 DNS #HEl 55

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,

Route 53 siA47| 2| 220 Chst 2| 87
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answers

FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0

WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Rt 72 50+192.0.2.10{ SiZ=I DNS &2 =

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub CSPM ZE Al Z21}0i| CHEF Security Lake # 2| 04/ Al

Security Hub CSPM22| 2ot A Eljof| Ciet T2 QI HI7|EAWSKH|SSHH 20 LA & L 2 At
g 7|IEC R dg #elst= ol T 20| ELCh Security Hub CSPM2 £t ZAtof| CHE AL ZAxt
E ddst EtAL MH|AZRE ZAL ZHE s 4AIE LI

CtZ & Security Hub CSPM Z A} A1t o| &4 7+ X| of| M| {2 LCt.

K|t 72d7to| AIZFE 71 MEDIUMO| AR AHE22 ZTAF Z1t

SELECT
time,
finding,
severity

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi

Security Hub CSPM Z A+ Z1tol| it 22| 88
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND severity_id >= 3

AND state_id =1
ORDER BY time DESC
LIMIT 25

K|k 7dztol E5E A Znt

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

Rt 7dzte| 2E HE @ ZAN At

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

2|A&ATF Amazon S3 HHZIQ! A< ZAF At (Alzh AME 818)

SELECT *

Security Hub CSPM Z A+ Z1tol| it 22| 89
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) B<=7t 1 (AlZh AMEt i) ECt =2 ZAH 21}

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)

LIMIT 25
ARl F % 9l - E T (CVE) CVE-0000-00002 Ux|5t= A Aot (AlZt MEH g1S)
SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

x|t 7 SO Security Hub CSPMOIAM ZAF 2 E ELHE ME £

SELECT
metadata.product.feature.name,
count(*)

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC

LIMIT 25

0%

A
e

o

g alas 9

Xk 7dzkol =AL Autof £

SELECT
count(*),
resource.type

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,
%H') as varchar)

GROUP BY resource.type

LIMIT 25

'%Y%m
' %Y%m%d

Rl 7dzhol AR AtofA LE2 F|efet I 7| x|

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null

LIMIT 25

Rt 7d St HAEE ZA A

SELECT

finding.uid,
finding.created_time,
finding.first_seen_time,
finding.last_seen_time,
finding.modified_time,
finding.title,
state
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

Amazon VPC £ & Z210{ Ci#t Security Lake # 2| oA

Amazon Virtual Private Cloud(VPC)= VPCO| HE 3 RE{H O|A0M L0 O|S = IP
of Chet M8 HEE S Eich.

Ezf=

CtE2AWSAA HT 10] T3t Amazon VPC & 29| & 7+ X| of[ x| H2[LICE

K|k 7€AWS E|TS 2 £ 2| EE

Amazon VPC 5 & 210 CiEr 2| 91
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"%Y%m

' %Y%m%d

Amazon Security Lake
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

e 22
S ==

Htol

AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
' %Y%Sm

%H') as varchar)

LIMIT 25
|12 77 AAIP192.0.2.1 2 AA ZE 229
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
' %Y%mSsd

b

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
= 22

AND src_endpoint.port

LIMIT 25
Rt 7d7tol R e IP T4
SELECT
COUNT(DISTINCT dst_endpoint.ip)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
il
il

HSH EEH

LIMIT 25
(SR
'%SY%m%d

SELECT *

K|t 72 S2t2] 198.51.100.0/24 04| A E 4
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
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AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"
LIMIT 25

K|t 77to| B E HTTPS EfE

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d

%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K7€ SO XE 4432 Fote AZEo I +E& 7|Ec=z HHELICHL

SELECT
traffic.packets,
dst_endpoint.ip

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443

GROUP BY

traffic.packets,
dst_endpoint.ip

ORDER BY traffic.packets DESC

LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=
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SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND (
src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

jLs]

Xt 7dzte| 2 E QHI2E Eci

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

Kt 7dZto| 2 E OfRHI2E E|

H

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'

LIMIT 25

A7t HREE 2

rn

Ezf

H

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWSAA H{™ 2(OCSF 1.1.0)01 CHBF Security Lake 2

ChE MMl M= Security LakeOl A CIOIE{E #EIsHE Yol ChEt XIE S MBSt TAWSAA HE 2
oM 7|E2xo 2 X|REI=AWSAAO CHEH B4 74K| 22| K= Z a8t} 0|28t HEl= EXo| O
O|EHE AMSI= T MAHZIRESLICIAWS 2|, O oAM= us-east-1 (O] S5 (HX|LIOt S5)=2
ABHLICH =3 of| K| 2= =|CH 25710 HIZEE HHErst= LIMIT 25 Di2H0|E{E AFREH|CH O

2t O/ & =5 HLE Hote CHE ZHE = AU&LICH O B2 0o & E24™ Amazon Security Lake

OCSF # 2| GitHub C|HE{Z| & &=t AMAIL.

Security Lake7tAWS Lake FormationHl|O|E{H|O|A S E|0|E0i| K& 5t = HIO|EE HEIF = A&

MEste
Ct. Security Lake &, APl E=AWS CLIOIAM EtAL F5AE dEE = U&LICH BHAF 5 X H= K|

Mgt AA 0| M Lake Formation Cl|O|E{ & #H2|& == U&LICH

Lake Formation ClolE 2ilo|3 #2|Xt= ClolE & #2lst= IAM IDO| 221 C|O|E{tH| 0| A & E0|= o
CHSH SELECT ®8tE foddl{oF ELICH =3t Security LakelA S AHE Ml oF DIOIEIE #EIE &
A&LICH 22| °”A'||é Tl e FEXAHE BtE= WHol| CHEr XEMEH LHE 2 5 AHE 2 Al
CHM|A ZHE|E A ESHAAIR.

CtE #2l0l= eventDayE A& 3dtod #E[7t FFEE EZE M LHoll /=X & lst= Alzh 7|8 EE

7} =EELICE REMIBH LI 2 Querying data with retention settings EHH S 2 XA A2
0|€ £0{60Y0| x|t HIO|E{7} B2 E B2 F 2ol B2 E CIO|E{of| HMASIR| REHES 5t Al

ZF Mool & E|ojok FLICH 60U E& 7|7he| B¢ #{2lol Chs ME e erLict
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WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

O] 22 Amazon S32 Apache Iceberg 7t2| HIO|E{ EE= AlZt 322 W X|5t7| 251 59(60 ot =)
2 A SELich

2 AN ol

Security Lake HIO|E{E #{2[& = OIO|E{7t /= Lake Formation EIO|E2| O|§ & Z&falioF &L
Ct.

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

230 24 E|o|E2o] LerHQl Zf2 ChEnt Z &L

« cloud_trail_mgmt_2_0 -AWS CloudTrail& 2| O|HIE

« lambda_execution_2_0— LambdaO0il CHt CloudTrail G O|E{ O|HIE

* s3_data_2_0— S30i CHEt CloudTrail H|O|E{ O[HIE

« route53_2_0 - Amazon Route 53 Resolver #HZ| 21

« sh_findings_2_0 -AWS Security Hub CSPMZ A} Z1}

« vpc_flow_2_0 - Amazon Virtual Private Cloud(VPC) & 21

« eks_audit_2_0 - Amazon Elastic Kubernetes Service(Amazon EKS) ZAt 21

e waf_2_0-AWS WAFv2 21

0d|: us-east-1 2|Xsh_findings_2_02| E|0|=0i /= 2 E Security Hub CSPM Z Al Z1}

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

2 AAHOI2 96



Amazon Security Lake Add a permission2|

ol O|E{H| Ol A 2|

Security Lake HIO|E{& #EI& = CIO|E{E F2l5t2i= CIOIE{H|0|A 22| O|§ 2 Z &fsHok &L
Ct. $4%H Security LakeE AFEE £ U= OIO|E{H|O|A E[M 2| A = F/ 2 Amazon Security Lake @l
CEOIEES A X 5LAIAID.

of: &AA IPO|A Amazon Virtual Private Cloud &5 L+

CtS MM E us-west-22] vpe_flow_2_0 EOIE 0| 20230301 (2023# 3# 1#) ### ### ##
IP 192.0.2.1°| 2E Amazon VPC & &2 LIQ&LICIDB_Region.

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc

LIMIT 25
FE[M &t
ClOIEIS B &siH 2 #2l7t AZste 0Bl &g MEtelo] 458 B4A7|D HI8S WY 4

7
A&LICH TE|ME Security Lake 1.0+ Security Lake 2.00i M 2FZF CH2 | 2SS & LICH Security Lake
£ O|X| time_dt, regionXE S8l LEIM'ES Fed&LICtaccountid. B Security Lake 1.02
eventDay region® accountid It2tO|EE S8t TWEIMHEE FHF&LICH

0

F{Eltime_dtE S30{AM Mt THE[MEE NS 2 Y/ H5tH Athenal| ZE AlZh 7|EF H=QF OHEH7EX]
2 F2|g = A&Lch

CtE2 20234 38 12 O|F TIE|ME time_dt ALE5tod 28 HE|ISte oilA| 2{2[LICH

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dtoll CHEt S&2t2 Crs1 2 &Lt
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22 11 S0t WA OjHE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
K|t 171e SoF gdst ojHE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
K|t 30 S Ll o[HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '30' DAY
K|t 12A12F Sot et o|HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
x|tk 57 Y ast ol

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7~14Y ™o &4 O[HIE

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

S3 W EE OlF0f WAsts oHE

WHERE time_dt >= TIMESTAMP '2023-03-01'

ofl: 202314 3% 1Y FE= 0|F AA [P 192.0.2.12 2E CloudTraill 25 20|
cloud_trail_mgmt_1_00 Lt} Q& LICH

FH

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: Z|2 30 S92 AA 1P 192.0.2.1°8| 2 E CloudTrail 50| & cloud_trail_mgmt_1_00i L}

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake #H& ot 22|

Observablesi= O|Xl| Security Lake 2.00{| M AFEE = U= MER 7|sLICt. & J7ts8t ZA|= ol
HIE O] 042 YUx|oIM & 7AE #Ed WEE L E6teE T8 ALt #HE
TE

£ Olo|E ME ™A £2 &2 22F QIAIO|EE

oA JHS B LHo A S QA E 2|50 IO|E| MIEE £% AF2X} 0|2, 2|AA UIDs, IPs, silA| &
7IEHIOC 98 e 22 #5o2 XEHE 4 UsLich

Ol &% 7ttt HiEE ALE5t04 IP gL '172.01.02.03'0| Z&E VPC & % Route53 EHIO|E0MH =
& Felsts oA A2l ct

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),

b as
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip')
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SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail Cl|O|E{0| CHEF Security Lake 2| oA

AWS CloudTraill= 0 Al X} &8 L API AF2ZE FMELICFAWS MH|A. 25 XH= CloudTrail O

O|E{E Z2|5t0d LIS R&o HEE &8 4+ UsLCH
CIS2AWSAA BT 29| CloudTrail Cl|O|E{o]| CHEF 2 74 X| of| A 2L},

Kt 72UAWS MH|AS Q| CHEE FE Al

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

b

|2 797 AA 1P 192.0.2.12| 2 CloudTraill €8 55

SELECT
api.request.uid,
time_dt,

api.service.name,
api.operation,
cloud.region,
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actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

Xct7d7to| ZE IAMES S5

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

K|t 72 S0 X174 5 AIDACKCEVSQ6C2EXAMPLEO| AFE El QUIAEA

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K|t 747 MOt CloudTrall IZE S5

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP

ORDER BY time DESC

LIMIT 25

Route 53 Resolver # 2| 219| 2| oA

Amazon Route 53 Resolver # 2| 21 & ototE VPC L 2|A A0 A NS =
£ A= Route 53 Resolver #HE| 23 {2|5t0{ CI2 R&o| MEE 3—.*%%* = UsL

CIS2AWSA A H{Z 29| Route 53 reesolver # 2| 220 CHeF & 7HX| of| A 22| L|Ct.

%|2 727t CloudTrailol A &t A8 DNS 2| 28

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

K| 72 59 s3.amazonaws . com?t L x|5t= DNS 2| =

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
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LIMIT 25
Xt 7 SOt SHEEIX| ot2 DNS #HE|l =5
SELECT
time_dt,

src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,

rcode,

answers

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY

AND CURRENT_TIMESTAMP

LIMIT 25

N

74 502t 192.0.2.10f SHZE DNS #HEl =5

SELECT

time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,

rcode,

answer.rdata

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1"

AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub CSPM22| £ oF AElof Ciet ZZXQI E7|EAWSK|ZS S 2O UH EF L 2 At
HE 7|ECE #E2 &elst= o ==20| ELC Security Hub CSPM2 =20t Ao CHEF ZAF 21t

| &
E 4t EtA MH[AZRE A AOHE s AIFfLcH

S2AWSAA HA 29| Security Hub CSPM ZAF Zztbof CHE 32 71X| ofl A # 2l LCH.
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K|t 72d7to| AIZFE 71 MEDIUMO| AR {22 Z=AF Z1t

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

Rl 7dzte| S5E ZA A

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

K|k 7dztol 2 E HE o ZA At

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25
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2| A A7} Amazon S3 QI A ZAF A (AlZH AIEH 912)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) 47} 1 (AlZt M8+ Qi8) ECt =2 ZAF 21}

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

QlHFRAO|
EBl- 1L

B

|okA Tl .t & (CVE) CVE-0000-00002 U %|5H= XA ZA3H (A2 MIFH 91)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

X[t 7 S0t Security Hub CSPMOIAM =AM ATHE ELHE MZ 4

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

Rt 7dzhe| ZAL Aotoll ZFHE 2|laa 7

o2

A
e

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

K|k 74zho| ZAF Aol M LE2 F|efeh o 7| K|

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25
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Amazon VPC 5 & 2101 Cigt Security Lake #H 2| oA

1

Amazon Virtual Private Cloud(VPC)E VPC2| HIE |3 QIE{H 0| A0 X Z oM O|S3HE IP ECH
of CHEt M2 HEE M3 ELIct.

CSSAWSAA H{F 29| Amazon VPC & 2701 cHet 22 7k K| of| A 2 2|lLCt.

j:l

K|t 72AWS 2SS EHO| E)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

ok

e 22
S | =

|2 7LUZF AA1IP192.0.2.1 L AA ZTE 229]

b

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_ lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

Kb 7dztol R Ched IP F4 =

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Kt 7 S90t0] 198.51.100.0/240| A ek A8t Egf =l

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"
LIMIT 25

K|t 77Eo| B E HTTPS Ef=E

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

SELECT
traffic.packets,
dst_endpoint.ip

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
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src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (

src_endpoint.ip = '192.0.2.2'

AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

K|k 7dzto| 2 E QHI2E EcHE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

Rt 7dzte| 2 E ofRHI2E Ech

I

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

Ej

I

Rt 7zt HREE 2

rin

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND action = 'Denied'
LIMIT 25

Amazon EKS Zt At 2304 CHEF Security Lake # 2| 0| |

Amazon EKS 211 £X HEE Z7||9] 852 Amazon EKS Z1IEE
LogsZ &7 ZtAF U ZIEt 208 MSELICE o|lz8t 238 Sall 2AEE €H ES5tn AE
(o]

= UELICEH FSAE EKS 28 #FElstod OHg Rl YEE &8 + U&LITH

CIS2AWSAA HHZX 20i CHEF Amazon EKS ZAF 212| H 74X of| A & 2[LCt.

bl

Rt 7 S £H URLA TiEH 2

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"
LIMIT 25

Rt 74 S9'10.0.97.167'0 2% AC|0|E

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

K|t 7 S0t BI|AA 'kube-controller-manager'2t 2+ #

i
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%
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0lo
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SELECT
activity_name,
time_dt,
api.request,
api.response,
resource.name

FROM

"amazon_security_lake_glue_db_us_east_1".

UNNEST(resources) AS t(resource)

"amazon_security_lake_table_us_east_1_eks_audit_2_0",

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'

LIMIT 25

AWS WAF v2 2101 Ci#t Security Lake #H 2| oK

AWS WAF= %|E AFRKX}F7F o Z 2|7 0]Ad0] EL
Moiste Ol AF8E = = ¢ oiEZ2|7{o|Md &
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S 8 e8e TUEST SHX i HMAE
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C=22AWSA A H{A 29|AWS WAF v2 210 CHEt & 71 X| of|Al| 2|},

Rt 72 S0t EX AA PO K HA|

SELECT
time_dt,
activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
http_request.http_headers
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '100.123.123.123"'
AND activity_name = 'Post'
LIMIT 25

K|t 72 S0t ghsled 23 MANAGED RULE_GROUPI &

SELECT
time_dt,
activity_name,

i
Q'I_l
rr
FO
0
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src_endpoint.
http_request.
http_request.
http_request.
firewall_rule

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

ip,

url.path,
url.hostname,
http_method,
.uid,

type,
condition,
match_location,
match_details,
rate_limit

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

Klct 79 S0t

— —

SELECT

time_dt,
activity_name,

3= 7 Z/o| REGEXSt YR[ete

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule
firewall_rule.
firewall_rule.

uid,
type,
condition,

.match_location,

match_details,
rate_limit

FROM

"amazon_security_

."amazon_security_lake_table_us_east_1_waf_2_0"

lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall rule.condition = 'REGEX'

LIMIT 25

Xt 7 SOtAWS WAFTH A2 E2|HEFAWSAL

SELECT
time_dt,

activity_name,

action,

RYEIIKR7| HE
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src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

et 7ed s¢t =71HE JESHEIAWSAHE S0l CHel 2 71X 27|

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
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Console
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

HE M YoolE
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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Security Lake2| Open Cybersecurity Schema
Framework(OCSF)
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The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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The OCSF source identification for AWS log sources (Version 2) are listed
in the following table.
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https://partners.amazonaws.com/search/partners/
https://aws.amazon.com/marketplace
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
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https://support.aquasec.com/support/solutions/articles/16000151820-amazon-security-lake-integration
https://campus.barracuda.com/product/emailprotection/doc/98214513/integrate-amazon-security-lake-with-email-protection/
https://www.boozallen.com/s/solution/booz-allen-s-amazon-web-services-premier-partnership.html
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https://www.chaossearch.io/platform/integrations/amazon-security-lake
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https://github.com/CiscoSecurity/fp-05-firepower-cli/tree/ocsf
https://claroty.com/resources/integration-briefs/claroty-xdome-and-amazon-security-lake
https://www.cmdsolutions.com.au/service/security/
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https://docs.contrastsecurity.com/en/aws-security-lake.html
https://docs.cribl.io/search/set-up-amazon-security-lake/
https://docs.cribl.io/stream/usecase-security-lake/
https://github.com/CrowdStrike/aws-security-lake
https://marketplace.crowdstrike.com/listings/amazon-security-lake-data-connector
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https://cyberark-customers.force.com/mplace/s/#a352J000001I8I1QAK-a392J000001pB1lQAE
https://cloud-fastener.com/en/#securityLake
https://app.cp-us01-prod01-aws.databahn.app/help/docs/highway/destinations/amazon-web-services/aws-security-lake
https://customerportal.darktrace.com/product-guides/main/aws-security-lake-alerts-intro
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https://docs.datadoghq.com/integrations/amazon_security_lake
https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html
https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
https://dxc.com/us/en/about-us/partner-ecosystem/aws
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https://eviden.com/solutions/digital-security/managed-security-services/managed-detection-and-response/
https://forums.extrahop.com/t/aws-security-lake
https://falco.org/blog/falco-aws-security-lake/
https://docs.fortinet.com/document/fortigate-cnf/latest/administration-guide/248370
https://www.gigamon.com/content/dam/resource-library/english/deployment-guide/gigamon-amazon-security-lake-integration-quick-start-guide.pdf
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https://aws.amazon.com/marketplace/pp/prodview-5dm5aecyvpn2i
https://www.htcd.com/post/secdataops-with-aws-security-lake
https://www.ibm.com/docs/en/dsm?topic=aac-configuring-amazon-aws-cloudtrail-log-source-that-uses-amazon-security-lake
https://www.ibm.com/docs/en/cloud-paks/cp-security/1.10?topic=connectors-amazon-athena
https://www.infosys.com/services/cloud-cobalt/offerings/managed-security-services.html
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https://insbuilt.com/en/security-lake-eng/
https://www.kyndryl.com/us/en/about-us/news/2022/11/kyndryl-aws-data-security
https://docs.lacework.com/onboarding/amazon-security-lake
https://laminar-docs.s3.us-east-2.amazonaws.com/security_lake_manual/Laminar+Integration+with+Amazon+Security+Lake+c67638221f6e476d8d2c36aee447864c.html
https://www.megazone.com/us/amazon_security_lake/
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https://docs.monad.security/output/security-lake/
https://www.netscout.com/resources/amazon-data-lake
https://docs.netskope.com/en/netskope-help/integrations-439794/netskope-cloud-exchange/log-shipper-module/configure-3rd-party-log-shipper-plugins/amazon-security-lake-v1-1-0-plugin-for-log-shipper/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-security-lake-monitoring-integration/
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https://www.okta.com/blog/2022/11/an-automated-approach-to-convert-okta-system-logs-into-open-cybersecurity-schema/
https://github.com/okta/okta-ocsf-syslog
https://docs.orcasecurity.io/v1/docs/integrating-amazon-security-lake
https://docs.prismacloud.io/en/enterprise-edition/content-collections/administration/configure-external-integrations-on-prisma-cloud/integrate-prisma-cloud-with-amazon-security-lake
https://xsoar.pan.dev/docs/reference/integrations/aws-security-lake/
https://docs.panther.com/data-onboarding/supported-logs/aws/security-lake
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https://github.com/pingone-davinci/pingone-amazon-security-lake/blob/main/README.md
https://www.pwc.com/us/en/services/alliances/amazon-web-services/fusion-center.html
https://docs.query.ai/docs/amazon-security-lake#overview
https://docs.rapid7.com/insightidr/aws-security-lake/
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https://help.tanium.com/bundle/aws-integration/page/AWS-Integration/Introduction.htm
https://aws.amazon.com/partners/tataconsultancyservices/
https://www.tegocyber.com/product/amazon/aws-technical
https://explained.tines.com
https://torq.io/blog/secops-pipelines-aws/
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https://www.trellix.com/en-us/assets/docs/trellix-helix-amazon-security-lake-instructions.pdf
https://cloudone.trendmicro.com/docs/integrations/aws-security-lake/
https://www.uptycs.com/partners/aws
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https://support.vectra.ai/s/article/KB-VS-1621
https://docs.vmware.com/en/CloudHealth-Secure-State/services/chss-getting-started/GUID-integrations-s3.html
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https://aws.amazon.com/compliance/services-in-scope/

Amazon Security Lake Add a permission2|

Security Lake2| ID &! M|A EHE

AWS Identity and Access Management (IAM)£ & 2|XF7F AWS 2lA A0 CHE HMAE CHHEHA A
o5t Ol =2 0| AWS MH|A E|= QILICH IAM ZE2|XH= 57 ACM ElAAE AI8SIES 21551
(23QIE) Mol Roix|=X| (HEt UF)E MOo{=LICE IAM2 F7I H|& ¢i0| AHEE = AWS AH|

A Qe Yok

=X

e [ é,l-

- IDE S8t 215

o MAMS AL 3H0{ HAMA 2|

« Security Lake2t IAMS| & & HH Al
H

o —1
- Security Lake2| A4 5& 7|8t A of A

[ |
« AWS Security Lake0l| CHet 223 =Y

« Security LakeOll AH|A 9473 A&t Al

CH&f

AWS Identity and Access Management (IAM)E AL& 3= W2 Agof et CHE LI

o MHIA AF8RL - 7|S0i| HMAE 5= Qe B BE|Rto|A HEt 2 (F Z=Amazon Security Lake At
7=| 7<|:|=| |:|| oHA-”/\ —'?—X| |.|7=|)

o MH|A BE|R} - AL A HMA A U HEE & KM E (Security Lake2t IAMS] &S B A & X)
x

« 1AM ZHE|R} - AMAE Zhelstr| 218 HA Zf (Security Lake2| At74 SF 7[8F 2 of| K| & x)

H X AME5tod0l| 2a0l5tE WRQLICH AWS HX FE AL} IAM
M st £+lslo{ Q1&3HoF & L|Ct.

AWS IAM Identity Center (IAM Identity Center), Single Sign-On /5 EE & Google/Facebook At &
Hot 22 X4 BE LA Xt BHE AMAE5to{ HHHO|M AtF FHoE 201" £ /U&LICH
239l5HE ghHol et REAMISH LIS 2 AWS 2391 AFE ME M2 AWS HZofl 23015t giEd Al

ID & SHAA EE| 151


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": {
"AWS': A
},
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifiex}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-
identifier}"
]I
"Condition": {
"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",
"Effect": "Allow",
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"Principal": {
"Sexvice": "securitylake.amazonaws.com"

},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-

identifiex}/*",

"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-

identifier}"
]I
"Condition": {
"StringEquals": {
"aws :SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
},
"ArnLike": {
"aws:SourceArn'": "arn:aws:securitylake:us-
east-1:111122223333:*"
}
}
}
]
}
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* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

« iam:PassRole

« lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministratox",
"securitylake:DeregistexrDatalLakeDelegatedAdministrator"

]I

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}
of: AFEXI7I B E 7t 2 FEXE HEY = UEF 518
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JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwnexr",
"Effect": "Allow",
"Action": "securitylake:GetSubscribex",
"Resource": "arn:aws:securitylake:*:*:subscxribex/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}

"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
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"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
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"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}I
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPexrmissions",
"lakeformation:ListPermissions",
"lakeformation:ListResouxces",
"lakeformation:RegisterResource"”,
"lakeformation:RevokePermissions"

1,

"Resource": "*"

"Sid": "AllowIamActionsViaSecuritylLakeConsole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/
AWSServiceRoleFoxSecuritylLakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylLakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringLikeIfExists": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"
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"Sid": "AllowGlueActionsViaConsole",

"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetTables"

]I

"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"

1
}

Console

1. Security Lake & (https://console.aws.amazon.com/securitylake/)2 &3 L|C}.
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$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

E A83t0{ AWSServiceRoleForSecuritylakeResourceManagement A{H|A 9374 &2
MAdst i Eflo|2 HIEIHIOIE|E &t 2|6t lo|E{oil M| A 24 Security Lake Glue G| O|E{H|
0|4 9| 2= E|0|20i| Lake Formation Efl 0] 4Z #$HALTER, DESCRIBE)E 04510k AWS
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CLIEILICE 2| 9| Glue E| 0|2 0] 0| Security Lake &43}9| S3 HHZ!E & Z5t= B2 Security
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$ aws lakeformation grant-permissions --region {region} --principal
DataLakePrincipalldentifier={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \

--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName":
"amazon_security_lake_glue_db_{region}", "TableWildcard": {} } }'

CtS Mo M= G& ARNS| 22 HoiELICH 2T LX(ISHEE e ARNS HEISHOF &L
Ct.
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-

role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

CreateServiceLinkedRole API 2&E 2 A& =& JU&LICH 2H|MHE AwSServiceNameZE X|
MgfLIClresource-management.securitylake.amazonaws . com.

AwSServiceRoleForSecuritylLakeResourceManagement & =
KMS 2 Z2|E 7[(CMK)E A &8t B MH|A AZA A 0| CMKIt /e 22| s3 H{Zlof &
S5HE X E AWS 7|S S TS 585l ofF LICH AWS KMS 2£0AM CMK7t 4= AWS E2|T19]

KMS Z|oi| Ct& HXE FIHELIch KMS 7| A g HEst= Lol CHE REMIEF LIS 2 AWS Key

| o= T

Management Service 7HEF X} @HLHA{ Q| O 7| ZA S AWS KMS EHESHAIR.

{
"Sid": "Allow SLR",
"Effect": "Allow",
"Principal": {
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-
management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylLakeResourceManagement"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

15
"Resource": "*",
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"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
1,
"StringLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}
}
1,
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,

"Resource": "*"
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
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"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action": [
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
I
"webIdFederationData": {
I

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*"
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner":
"${aws:username}"}
}
}
]
}
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
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$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=0Owner,value=
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=
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Security Lake —E—% It = Security Lake APIE At&3+0{ Amazon Security Lake 2l&A 0| Ef (Ef 7|
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CtZ BHAof 2t Security Lake 2&2 AFE35104 2|4 EfOE AEELICH
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1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
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Sto F=EXHE ddet 2lg MEIFELICH Eolls M 2I™el 7|E FSAHeE LI FELch

Ef1 AMol= 3K 2|AA0] ST E RE Ef7} LFPELICH,
API
2O HAlo R J|E BAAS| EfOE HMSt T HESHE{™ Security Lake API2]

ListTagsForResource 242 AL tAAIR. 2 HM|M resourceArn ItEtO|EE AF& 50 ElAaA
9| Amazon ZlAA O|E(ARN)S X|&ghL|c,

AWS Command Line Interface (AWS CLI)E& At&3t= B list-tags-for-resource @2 A™5tD
resource-arn ItZtO/EHE AFE5104 2|40 ARNZ K| ELICEH oiA:

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

Aol ool arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abe 7|&
TS Xte| ARNEILICE.

-

PN

At40| M35t Security Lake 7t tags HiES HHEHENLICH HHQEO| ZF = =XH 2|AA0 EF
= Ef2 (B2 7|2t B gt 2F)E KI™EELICH oiA:
{
"tags": [
{
"key": "Environment",
"value": "Cloud"
3,
{

"key": "CostCenter",
"value": "12345"
I,
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{

"key": "Owner",

"value":

047|M Environment, CostCenter, Owner= Z|AA| 2 E Ej 7|QLIC}H CloudE
Environment Ef1 7|0fl @dZ2E! Ef1 ZtILICE 12345E CostCenter Ef2 7|of| GAZAE EH1 2L
ILICt Owner Ef1 7|oi|l AZAE! E 1 Zf0| Qi&LICH
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O|&o| Ef2E A A|5HE{TH Security Lake APIC|
UntagResource 22 AFEEILICH 230l resourceArn IiEtO|EE AFS
XI™HELICH tagKeysTEIOIEE AFS

oto i E MHE
otod M7Hg Ef2 9

Ef 718 X|IHEtLICh oded Ef2E MHSed™ MHE 2t Ef29] tagKeys THEtOIE{QF QI+ E A
HME&)ZE FE3510d FIIELICI—0A: tagKeys=keyl&tagKeys=key2. EIAAMM S Ef
1 ZHEN 7] MN)E MHE e Ef 28 MHsHE CHAl Ef 2 E HEISIMIS.

AWS Command Line Interface (AWS CLI)E& AL

A0 M StLt o|Ato| E{1E XM HEHLICEH resource-arn ItEtO|E{0= EH2E XA

ARNS X|HgLICH tag-keysItEIOIE{E AMS
of Ct= HHE2

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-

X ™HE =X M Environment E{T (B2 7|2t BN gf 25)E A

= 72 untag-resource HHE S AgH5lod 2|4
& glaso

5o M7AHE el efa 7|E RIHELICH & &
g Lct.

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tag-keys Environment

037|M resource-arn2 Ef1E NMHE T SX2| ARNS XX
J9| e 7Lt

2|AA0M ofe] B2 & M|7H{sEd™, ZF £t 7|& tag-keys TtetOE{L] @

A

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-

15t 1, Environmente= NI7{& Ej

2l4 2 27t

LICE. o

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tag-keys Environment Owner
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US ABE £ UELICH E A3t B2 list-data-lake-exceptions BES AWS CLIA & L|C}.
regions It2t0|E{2| BR us-east-1 O|=F SFR(HX[|L|ot 25) 2Tt 22 st ool 2™ =

E XIMstod sl 2Tl F&E2 Dixl= 2XME &l = UELICH regions TtEHO/EE ZF o|-X|
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$ aws securitylake list-data-lake-exceptions \
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--regions "us-east-1" "eu-west-3"

Security Lake AFE At H 22X E= 2LFE & 2|2{H Security Lake API2]
CreateDatalakeExceptionSubscription & AFEELICtH AFEXt= O|H2, Amazon Simple Queue
Service(Amazon SQS) CH7 [P ZE T4, AWS Lambda &4+ 2 T™& £= VB X|HElE Z2EZE S
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$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms

of Q| F=o0f CHEt MF HEE 224 GetDataLakeExceptionSubscription & AtE
ofl 2] 5 & UO|0|E3HE{T UpdateDatal akeExceptionSubscription 22 AFEE 4= & LICH o 2
T5E MAstT 23S SXIStE{H DeleteDatalakeExceptionSubscription 2Hd& AL E = &L
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