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2. 2&0{ M Security Hub CSPM AH|A T O|X|2 O|S&fLCt.

3. SES MEFLICHO: Wiz.I0 AFS).

e Security Hub CSPM > Summary

Security Hub CSPM <

Summary
Controls

Security standards

Insights
Findings

Integrations
N

¥ Management
Automations

Custom actions

¥ Settings
General
Regions
Configuration New

Usage

What's new L7

Security Hub 12 Public preview

Summary ifo

K| #lgfLct.

‘ Choose a filter set v | | Q Filter data

[ Workflow status = NEW | X] [ Workflow status = NOTIFIED | )(] [ Record state = ACTIVE | X]

( Clear filters

v Introducing the new AWS Security Hub - public preview

Try Security Hub [%

# Security standards info

The new Security Hub is your unified cloud security solution that prioritizes critical issues and helps you respond

Track your cloud security posture with a summary security score and standard security scores. This widget

always shows complete, unfiltered data.

Security score

55%

288 of 524 controls passed

Standard Passed

CIS AWS Foundations Benchmark v3.0.0 13

nAinec ..z 91

Failed Score A

23 35%
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Integrations

Accept findings from other AWS services or from third-party integrations. You can also send findings from Security Hub CSPM to some integrations.

| Q wiz

X | 1 match

wIZ

Wiz Security: Wiz Security

Description

Wiz continuously analyzes configurations, vulnerabilities, networks, 1AM,
secrets, and more across accounts, users, and workloads to discover the
critical issues that represent the actual risk.

Type of integration
Sends findings to Security Hub CSPM

Categories

Cloud Security Posture Management, Third-Party Risk Assessment, Multi-
Cloud Management

How to activate this integration

1. Purchase a subscription to this product: Purchase [2
2. Follow the integration's configuration instructions: Configure [4

3. Choose Accept findings

Status

Accept findings

(© Not accepting findings

@ Note
HAIX|7} LIEILIH A™H £ 75 HEE
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AWS Security Incident Response Get started with AWS Security
Security incident response and recovery T
for your accounts and workloads

alerts

= Sxreaenline s iy

g up
Pricing (USD)
How it works Tiar e
Tisr 1 (Frst 30 - $1254) $7.000
Automated monitoring and triaging of security findings Streamline incident response
Allow the carvica 1 ically datect, assess, and soealatn ¥ Scalla and execute incidant recponsa withi :':;_:';NM! G 5007
sk by granting i ecpired permissions for pros tve ncident t el -manay espnse with ser
response or effidently oo Tier 3 (et § 250k - ~
stakaholdors. $300k) I R
24/7 Incident response support Manitor, track, and improve :'_:';‘ {Nest $500% 150R%
Service provices: round-the-clock sooess to the AWS Customes inddent ] CTIprenesve dashbosed allows YOu to KTk kl’! secunty incident 3
Aesponse Team {CIRT) Tier & =) 0504
in| olo Ini | |. H | (=3 EHS | |.
2. ZE| A™oM KIUE HEIXIZ 2o =7 A™EE MEdgrLCE.
» Security Reference Architecture
O|OIE n | |. AMOd
M |:||_| |_|'E'—X EOA-I
(®) Set up central membership Set up central membership account
accouni
v What is the purpose of the central membership account?
r'/_\")
5o e T
by
=
Centralized account location Manage membership
Create, manage, and acoess active and nespbved security (ases Madify and change membership onfigurations induding permissions, contacts, and mare
Central membership account
s recarnmended that you align youw AWS Security Incident Resporse central scoount (o the same administrator aLoount you le=d Bl 1 a5 Aamacon GuardDu y Hul

O Use delpgatad Adminstiator 3000t - Saommandad

Delegated administrator i

Azcaant 1D

l-.ll! AT T

-
pu
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Step 1

® setupcenval membersnipacont. DEfine membership details e

Step 2
(8) Define membership details Membership region i

Your membership and cases will all be stored in this region. The region cannot be changed after signup.
Step 3
Permissions for proactive response Region selection

Selecting a different ragion in the dropdown will refresh page and take you to sign up in that region.
Step 4 A

v

Review service permissions | US East (M. Virginia)

Ste
Review and sign up
Associate accounts e
Associated accounts will receive comprehensive security coverage, including proactive response and AWS-managed incident response. Account associations automatically sync with your AWS Organization
as accounts are added to or removed from your organization or organizational units (OUs). You can modify association settings at any time after signup.

Associate part of your AWS Organization

O Assomatc entire AWS Cquanlzatuom
elect OUs after completing signup

All accounts from your AWS Organization

Membership name
Give your membership a name for easier reference and management.

Name

| Demo Security Incident Response

Membership contacts i
These contacts are required to create your membership and will automatically be included as part of your Incident Response Team. They will be added to any case by default and receive notifications as

cases are updated. These contacts will also receive a monthly report (PDF) for important service metrics.

Primary contact

Mame

| Kyle Shields |

Job title

| sOC Commander |

Email

| ksg@amazon com |

O| H O] X[l M= AWS BHZF 01| A
Responseoﬂ Het2 Foiste WY S
7PX| -rr?J et 2o 7|52 & 9stE = U&LICH o[z 7|82 M2 S7X0|H 2ot e+
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3. 7tE MHEsto] 7|sS Ed3tetMl2.

Step 1

Set up central membership account

Step 2

Define membership details

Step3
Permissions for proactive response

Step d

Review service permissions

teview and sign up

Step 1
Set up central membership account

Step 2
Define membership details

step 3
Permissions for proactive response

Step 4

Review service permissions

Step 5

(®) Review and sign up

0| 7|S& AWS Organizations L SiE El= 2 E HH HI™Hol M AMHIA

Review service permissions

Enable Security Incident Response
The following permissions are enabled by default when you sign up for AWS Security Incident Response.

By setting up AWS Security Incident Response, expect the following:

» Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the organizational units (OUs) and their accounts within your AWS Organizations infrastructure

to create the service membership.

o View permission details

= Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for
incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTraill events.

/% Configuration settings for data sources

Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services

congoles or APls.

Review and sign up

Step 1: Set up central membership account

Step 2: Define membership details

Central membership account

Account type
Use delegated administrator account

Membership details

Region
US East (N. Virginia)

Associated accounts

Accounts
Associate entire AWS Organization

Membership contacts

Name
Matt Meck

Kyle Shields

Membership tags

Jub title

Incident Response Lead

50C Commander

Value

No tags

Delegated administrator

Name
Demao Security Incident Response

v Email
mm@armazon.com

ks@amazon.com
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e AWS Security Incident Response » Incident Response Tearn [c]
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
Cases
¥ Configurg notifications and Teammates (10/10) Edit Delete Add

permissions

You can specify up to 10 members in your Incident Response Team. Additional members can be added for individual cases.
Incident Response Team

. (]| Nam A | Jobtitle v | Email v
¥ Manage membership
i [ Brian Boyd Network Analyst Lead brianb@anycompany.com
] Chris Beck Blue Team Lead chrisb@anycompany.com
Settings
(] David Buckendorf Incident Response Manager davidb@anycompany.com
Documentation [2 [J  John Bheuler SOC Commander johnb@anycompany.com
Amazon GuardDuty [2 (] Jordan Schroff SOC Operations Manager jordans@anycompany.com
AWS Security Hub (2 (] KylePrime Detection Lead wearekyle@anycompany.com
@ Note
El |: PN | | _|AI HHE = —|. -I = |.O (o} | | .|E | ISI=El & Ol A | |. |
|=|0'||_—7F——|EE- I=I,I=IE—_’|—_I'__,MDR EL—,EETE JXL—O oo il:lETAAI:IL’E z
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AWS X|& AFE|

AWS Security Incident Response= Z %] 0| Security Incident Response 2IX|L|0{Q} 27 AFe = U
TS l¢h el 22l 22 MSELIC THS Atzllol ChEt KB glo] 158 SLOE Saff 20 ZA
2 QIAHEE X|ELICH AWS KIElE Abel A MBEME & ZEsHML

W i

Ated 22l Z=HE Soll Z AR 2 IAM M E F715104 2IF SALKIOIH| AtE| 7HAESE FoiE = U&E
LICH TE, H& & == & ME7tol chsl ol2{8h &M A8 = LICH

1. Security Incident Response Abzi| ZE0IM At E 3Lt

e AWS Security Incident Response 3 Cases

AWS Security Incident < Cases (19) Create case
Response
1 ]
Dashboard
'] Last updated Resolver Title Type Status Created at
Cases
7375520993 23 hours age Self CIRT - Proactive Case - Possible threat actor on a malicious Known Domain Security Incident 3 days ago

¥ Configure notifications and

permissions 0512611769 5 days ago self Jira Test Case - SHOWCASE INTEGRATION - On-Going Security Incident 2months ago

Incident Response Team

2monthsago  Self Active Incident [2025-7-15] Test Case - Jira Security Incident 2 months ago
* Manage membership
Proactive response 2monthsago  Self CIRT - Proactive Case - Customer Servers Compramised (CrowdStrike Finding) Security Incident 2 months ago
Accounts
Settings 2 months ago Self Active Incident [2025-7-14] - Integration Test with Jira Security Incident 2 months ago
2monthsago  Self Active Incident [2025-7-14] - TEST EVENTBRIGE INTEGRATION WITH SNSLIRA Security Incident 2 months ago
Documentation [3
8052833544 2monthsaga Self Active Incident [2025-7-14] - TEST TO EVENTBRIDGE INTEGRATION Security Incident 2 months ago
Amazon GuardDuty [3
AWS Security Hub [3 6026929273 2 months ago Self CIRT - Reactive Case - Customer Website Compromised Seeurity Ineident 2 months ago
1483356434 2 months ago Self CIRT - Proactive Case - Customer Access Keys compromised Security Incident 2 months ago
2. TSt EH AEH
CON =gy NS —— R RS |
AWS Security Incident < 0928191969 ( Edit ) ( Actions w ) ( CJ Gethelpfrom AWS )
Response
Dashboard ¥ Overview
Cates Resolver am Start date estimate Status  Info
Self I5) arnawssecurity-irus-east-1:854725506385:cas 2025-07-15 8
¥ Configure notifications and £/0928191969
permissions Name Incident start date (actual) Actions
kit CIRT - Proactive Case - Customer Servers Compromised Created at - -
neeer [CrowdStrike Finding) 2025-D7-14T11:08:03-07:00
v Manage membership Last updated
2 months ago
Proactive response Security Incident
Accounts
Settings
Details Communications Permissions Attachments Tags Case activities
Doa on [3
Watchers (3/30) it ([ Add
Amazen GuardDuty [ (5/30) N
s ety b Watchers will receive notifications related to this case. All members of your Incident Response Team will alsa receive these notificatians.
Q Search 1
Name v | Jobtitle v | Email a
Jon “Application” Doe Lead Application Architect spplicationSME@anycompany.com
Legal Tesm Corparate Lawyer legalteam@sznycompany.com
Dur MSSP Vendor MSSP Vendor msspiendor@mssp.com
» Incident response team (10) ( Gotoinddent Response Team )

All members of your Incident Response Team il also receive notifications for this case

AWS |3 Atz % March 27, 2026 15
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Details Communications Permissions Attachments Tags Case activities
- N
Watchers (3/30) info Remove | (_ Add )
Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.
| Q Search | 1
Name v Job title v Email A
Jon "Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
Qur MSSP Vendor MSSP Vendor msspVendor@mssp.com
. P
» Incident response team (10) {_ Go to Incident Response Team |

All members of your Incident Response Team will also receive notifications for this case.

o . o ~ 7 - ~
Template case permission policy (_[2 Gotoiam ) { TD Copy to clipboard )

Use this sample policy in IAM to define permissions for this case.

{
"Version": “2012-18-17",
"Statement™: [
{
"sid": “SecurityIncidentResponseCaseReadAccess”,

CaseAttachmentDownloadurl”,

@ Note
Zt Aol = 58 Ate|o2h HMA HEFE F0oq5t0{ Z|4 HEHE RXIste 02 AT IAM E
o] ZEELICH o] Mg = Abstod Ew MDR THEL{ & S XA Elo] 1AM o E&=
EXtolH 2 204 Eo{ 7[od= & = lLICt

GuardDuty Z A} Za}t & dx| %]

AWS Security Incident Response= CrowdStrike, FortinetCNAPP(Lacework), Trend Micro2| 2 &
Amazon GuardDuty Z=AF 212t AWS Security Hub CSPM ZAF ZHE A0 =& & 2/ 5t 0|
of CHE&LICE Rts 27 7|82 R &4 @F AE0| ER35HX| et&Lct o MH|A = GuardDuty
2! Security Hub CSPMOIM s Z=AF ZAtol| CHEF M| 2 AHS 22 722 HMELICH Amazon
GuardDuty 2& 92| 'ZAt Z3b ol o[2{8t &g EHL =™ gLt

g M3l GuardDuty A& 722 HESZ{H CfS BHHE 2t =2 8ot

-_—

. Amazon GuardDuty 2£& L|C}.

ZA ZAnHE MEHEFLICE

A

3. EFA &0 M 4R Al MEMELICH I8 T HOIX|olE H B0l CHEt 2E 4R 7A S50
AlELict

b
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4. A HMYE AESHHL HE5E{H 72l MElE O S 2 HiFoll M U 73 YOIo|EE A=Y
grLct.
@® Note
SIEM 7|&& At8stE X2 AlzZto] x|ofl 2l GuardDuty ZAF A1t 2&0| I A ZHAs

01 Security Incident Response AH|A 2} SIEM 40| 25 JHMELICEH

Amazon EventBridge

Amazon EventBridge= 20t CIAHE CHS 2 {|Ft O[HE 7|8t ot 7|BIXE X|HIEE AtE| S0
Ct2AE R MH|A(SNS, Lambda, SQS, Step-Functions) L= 2|5 £+ (Jira, ServiceNow, Teams,
Slack, PagerDuty)& E2|7HE £ Ql&LiCh

EventBridge T+ %! 7t 4d "

1. Amazon EventBridge0i| 1Al A

2. A EECHROIAM Fale MedELCH

e/\mazu[ entBridge > Rules © 6

a
Amazon EventBridge < Rules
Arule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with the rule. A rule can be associated with one or more targets.
Dashboard
¥ Developer resources Select event bus
L
e Event bus
sandbox Select or enter event bus name
Quick starts
| default v
¥ Buses
Event buses Updated
Rules
Rules on default event bus (166) @ Delete Enable Edit CloudFormation Template ¥ Create rila
Global endpoints
Archives | Q Find rules | | Anystatus v | 12 3 4> @&
Replays —
[ Name a | status v | Type % | Eventbus v | ARN v | Description v |

Amazon EventBridge & March 27, 2026 17
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e Amazon EventBridge > Rules > Create rule
a

Amazon EventBridge < S5
(@ Define rule detail
Dashboard
Step2

¥ Developer resources Build event pattemn

Learn
Step3
Sandba Select target(s)
Quick starts.
Simp & ptiool
¥ Buses Configure tags

Event buses Updated

Rules Review and create

Global endpoints
Archives
Replays

¥ Pipes
Pipes

¥ Scheduler
Schedules

Schedule groups

¥ Integration

6. AWS MHIAR AJEST EELCIR

Event pattern into

Creation method

Define rule detail i

Rule detail
Name
SecuritylncidentResponse-DemoRule
Maximum of 64 characters consisting of numbers, lower/upper case letters, -_

Description - optional

SecuritylncidentResponse-DemoRule

Event bus  Info

Select the event bus this rule applies to, either the default event bus or a custam or partner event bus.

default

@D Enable the rule on the selected event bus

Rule type | info

Schedule

Arule that runs

at runs when an event matches the defi ent pattern. EventBridge sends the event to the

\ © Rule with an event pattern

Ml 0llAM AWS Security Incident Response&

) Use schema © Use pattern form () Custom pattern (JSON editor)
Use an Amazon EventBridge schema to generate the event Use a template provided by EventBridge to create an event Write an event pattern in JSOM.
pattern pattern
[ Q, security X ]

Amazon Security Lake

Event pattern

[ AWS Security Incident Response

] Event pattern, or filter to match the events

Security Hub

AWS Security Incident Response ‘

Security Token Service (STS)

| Setect a service provider a |
OHE RE EECIR20M HHE HPE O|HE = API 21H 5 &8 MEigfLICH
£ 0|2l O|HEE Z&SIES HEHE #5222 HEY + U&LICH
CHE S MEELICE
Event pattern i
Creation method \ )

() Use schema
Use an Amazon EventBridge schema to generate the event patterm.

© Use pattern form
Use a template provided by EventBridge to create an event pattern.

_) Custom pattern (JSON editor)
Write an event pattern in JSON.

Event source
AWS service or EventBridge partner as source

Event pattern
Event pattamn, or filter to match the events

AWS services

1{

"source": ["aws.security-ir"],

AWS service
The name of the AWS service as the event source

3 “"detail-type": [“"Case Created"]
4}

AWS Security Incident Response

Event type
The type of events as the source of the matching pattern

| Case Created

[0 Copy {8} Test pattern

Amazon EventBridge
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® Note
O[HIEof CH&H StLt Ol&te
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mazon Simple Notification Service, AWS Lambda, SSM &=
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EventBridge & M|72| TItEL] O|HIE £ AMAM THEL] S HEHS & Qe &= USLICH MAE 7ts
8t It EL{Z = Atlassian(Jira), DataDog, New Relic, PagerDuty, Symantec, Zendesk S 0| Q& LILC}.

e Amazon EventBridge > Partner event sources (0] [c]

a
Amazon EventBridge ¢ Partner event sources

Dashboard

(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up"

¥ Developer resources

Learn
Sandbox Amazon EventBridge partners (60)
Quick starts | Q search partners
¥ Buses
Event buses Updated
Rules . =3 -
Sa es ur:e
clobatendpoints '“ Adobe stripe @ Salesforce riow
Archives
Replays
Adobe is changing the world through digital experiences. Our Stripe s a finandial infrastructure platform for businesses. Stream salesforce events directly to Amazon EventBridge. ‘Amazon AppFlow enables streaming of Salesforce events
¥ Pipes game-changing innovations are redefining the possibilities of Millions of companies—from the world's largest enterprises to Analyse events originating from Salesforce instance, with directly to Amazon EventBridge. The connector will allow
Pines digital experiences. We connect content and data and introduce the most ambitious startups—use Stripe to accept payments, targets such as Amazon Lambda, Amazen SQS, Amazon SNS, developers and teams to route, process, and analyze events
i
P new technologies that democratise creativity, shape the next. grow their revenue, and accelerate new business opportunities. and others. originating from their Salesforce instance, with targets such ...
¥ Scheduler
Schedules Learn more (" setup ) Learn more ( setup ) Learn more ( setup ) Learn more (" setup )

Schedule groups

¥ Integration

Partner event sources Apptrail utlan '.’" AuthO

API destinations

Connections
¥ Schema registry Security teams on AWS use Apptral to build realtime
detections-as-code using Python, correlate across events &
alerts, and hunt threats by quickly narrowing on 10Cs at

petabyte scale.

Built by a data team for data teams, Atlan is the active
metadata platform for modern data teams. Atlan creates a
single source of truth by acting as a collaborative workspace for
data teams and bringing context back into the tools where...

AUthO, the identity platform for application builders, provides
developers and enterprises with the building blocks they need
to secure their applications.

Consume authentication and authorization events emitted by
Authress to trigger custom actions or integrate with your
existing SIEM (Security Information and Event Management)
system.
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IAMZ At& 304 AWS Organizations 22| HH0o|A{ O] H& 2 Mde = A&LCt.

MH|A ¢4 dstg Ol = HI-H-I(_E__/é\_)

1. AWS Organizations 22| #|&o 22218t |C}.
2. AWS CloudShell Z0i HMIASHLE ot LIS Z CLIE Sal| A™o| HMAELICH

3. CLIBH aws iam create-service-linked-role --aws-service-name
"triage.security-ir.amazonaws.com" --no-cli-pager2 AFSELICH.
4, (ME4 ALE) HRAO| A SSH=X| &0l5tei™H H™ aws iam get-role --role-name

AWSServiceRoleForSecurityIncidentResponse_TriageS AELICEH
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/about-managed-policy-reference.html
https://docs.aws.amazon.com/security-ir/latest/APIReference/API_IncidentResponder.html#securityir-Type-IncidentResponder-communicationPreferences

AWS Security Incident Response AFE A A

Communications

Select communication type

Case acknowledged Case comment added
Case assignee updated || Case comment updated

Case attachment scan failed Case created

Case attachment scan succeeded Case entitlement updated

<]

Case attachment uploaded Case owner updated

(<< < < <)

(<]

Case attachment URL uploaded Case pending customer action reminder

Case break glass Case updated
Notifications about cases, such as new case creations, new case
Case closed updates, and case elosure

Case updated to service managed

(<]

Case update case status
Deregister delegated administrator
Disable AWS service access

Membership cancelled

oo

Membership created

<]

Membership updated
Notifications about changes to membership, such as membership account updates and cancellations.

<]

Register delegated administrator
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4, '

AWS Security Incident < @ 1teammate successfully updated.
Response
Dashboard Incident Response Team i

Cases
v Canfigure notifications and v Set up your Incident Response Team
permissions

Incident Response Team 9
v Manage membership
Accounts

Settings

Documentation 2 Add members and grant permissions Receive email notifications by default
Amazon GuardDuty 2

AWS Securlty Hub 2 Configure your team by adding key stakeholders from within and outside your organization. This can include stakeholders  Team memb any case that default. can be removed before
Y such as legal, or 3rd party securlty creating the case. otified for any
Teammates (2/10) Edit Delete Add

You can specify up to 10 members In your Incident Response Team. Additional members can be added for Individual cases.

Name a | Jobtitie v | emai v | communications

« Case updated
« Case acknowledged
John Security Engineer John@security-engineer.com « Case status updated
« Case comment added
Show more (+1

« Case created
« Case updated
sarah Security Manager sarah@security-manager.com « Case acknowledged
« Case status updated
show more (+12)
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https://docs.aws.amazon.com/security-ir/latest/userguide/security-ir-organizations.html
https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html#securityhub-orgs-setup-overviews
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html#securityhub-orgs-setup-overviews
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integration-enable.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-crowdstrike-falcon
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-lacework
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-trend-micro
https://docs.aws.amazon.com/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
https://docs.aws.amazon.com/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_working-with-findings.html
https://docs.aws.amazon.com/guardduty/latest/ug/findings_managing.html

AWS Security Incident Response AH& AHAM
1, Ot 7|&# AWS Security Hub CSPM ZA} Z1t 2 7(0iM ZAF 217 MHELICH 2/ 0l AL
A7t FE0[HL o e|= g Sat 20| QICkm ZHEHE[TH AARI2 A Auto] HZ2E Fotstn

I3 EZ2 ME|E SUPPRESSEDZ O|0|E & L|C},

BEM ASEE 2R

toh

AWS Security Incident Response= 20t ZAt AT E XIS 2 EFREFLICH BERf ZEMAMNME =
A A1 Ho|2E, AWS AMH|A HIEHHOIE, AWS 22 2 2 LIE{2 Cl|0|E{(0dl: AWS CloudTrail &
VPC 58 Z1), AWS {3 QIHZ|™MA a2 AWS & 2= |0|A o] cHst HEAEE XNE357]
I MEX7E ZCHE Y HEIAEE T35 042 24 0| OI|O|E{E 244501 B X|E # 50| o4 K

AWS Security Incident Response ¢IX|L|0{22 AWS & H ot CIAIHE CHSol| CHEt ME X|Alg #F
I YA 2L 2EY 2ot ME7F RIQJLICH X S8tE 2R E Soll 50| o tl=X| =HelE

o =
2i= B AWS Security Incident Response 2IX|L|0{2/0| £045t04 EOF TAIE $+EBIL
HubOll A O|HIE 7} = ZIZ|= Z42 AWS Security Incident Response A X|L|0{Z10| ZA}7}
= W27} 22 TAF Zatof A AIELICE.

AWS Security Incident Response I X[L|0{&2 F7} MH|A HEIHO|E & 23 eI-EE[HAE BA5
o, 2tE0| I ZAF A L ZALO|M U2 CIAIOIEE AESHH, QAIEE T8 ©ME X|A8 ME3Ft
o M| 2ot ZALE s-ELICE AE| 7|2 MY (A2 & Z)o w2t AWS Security Incident Response

A x[L|o1—Z 2 AWS Security Incident Response & 2| Security Incident Response AMZ[E Sl =&

O| QIATHE CHE EIE H0dA[7 B X|E €SO0l &=l sliE &S0l AWSOi|A] & E Ated|o| CHE
CHS Heho| A=K &l = A&LICH

747 LI7ilo]4

AWS Security Incident Response Security Incident Response AFHHIE S35 QIAIEE CHS &It $=
5tod EoF ZAF Sofl HEE A3 LIt 042 AWS Security Incident Response 21 X|L[0{2] T 43
ZME X[HE = UAFLICH HRLUZO|MHl= EoF ZAF Mol CiEt &el = 2 3

= —- 1 =
M, 20 TN 22 ofEIE B, o4 Els ¥5 2Ol oF, ZA WN TR ZEE 4 s

AWS Security Incident Response7t MA|X o2 QIAIHE 8 & F0{A|Z|™ AWS Security
Incident Response HEH & 0| M Atef|7t S E|T O|F S8 2E =& AH'Hod| cHet 77 L7 o|M
2 &t ZoM Y ESEELIC olzdet AElole AMSoll [MAA At2lret 22 HFAZE ZEE(H,
O = AF= AWS Security Incident Response0il 2|3l A|IZHEl g5 ele AMEELICt QAIEHE CHE &

DLEE o A & March 27, 2026 35


https://docs.aws.amazon.com/security-ir/latest/userguide/responding-to-an-aws-generated-case.html
https://docs.aws.amazon.com/security-ir/latest/userguide/responding-to-an-aws-generated-case.html

AWS Security Incident Response AHS A A

AWS Security Incident Responsel| E1t= AL XIQLO| HYS Sall FAETI HS 2O 2 DL
2| EHoF AWS B Z 2o 2 o|o{ &L,

ZA Ao HdH0|E
AWS Security Incident Response= &4 & 27 Ao [t ZAF Z0HE CHE Ao =2 #alguct

MHl& =7

HHE MH|A g ZF0| 518 =™ AWS Security Incident Responset= Amazon GuardDuty 4X]| 75! &£
£ AWS Security Hub CSPM At S8} # %2 HiZ 3524 A[ZELICH O[28t 7312 el HEt U=

2S5 98 L AAK: &AA IP FA, ASN, ID RIER EE 2lAaA) URIstE EF ZAF ZTHE AR
g LICH. AWS Security Hub CSPM &2 10712 2ME)E HIZ (22 ERP B2 AHA Holkl=

TESZ o28 AtSEE MEY &~ A&LICH

o8t g Ao 2 AWS Security Incident Response= AWS B E0M 0| & El= S&2 7|8t 2 & K|
AAE ZHELICH QIACHE S B2 0248 73] MEQ| =7of CHE &S Yo g
Ox4 A
4L O

Al AL Of0|ME

Al 7|8t ZAF ol O|ME = 1174 2! AWS Security Incident Response 21X|L|012} 324510 2ot ZALE
MESHH X 2IRFLICt TZ40] AWS K| 3 Ated|E 4433t Security Incident Response £ 042t S Alof|
OO|MET} AtSo 2 M35t E|0] 312 AlZHS HEMAM 32 A|ZtS 2 BSFLICH

17 o AZg|o|Ad ol AWS Security Incident Responsed| 2|5l MM Z == AFE Ko 2o|5H
Security Incident Response At2i|7} HME = U&LICH AHER2 AWS X[ At 7F A |74 T AL 0|0
ME7} ARH52 2 EE|HELICH 24, APl EEE Amazon EventBridge S22 Sl ZE AlEIE &t2lE

= U&LICH

ESoX0]

0

DLEE o A {7 March 27, 2026 36


https://docs.aws.amazon.com/guardduty/latest/ug/findings_suppression-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automation-rules.html

AWS Security Incident Response AHS A A

. HY T - TS SR} BT oloIETE S stof Al 7lEt S 8Het O ME x|Ag B A
gLk
= -

OH

« X= &7{ £% - AWS CloudTrail, IAM, Amazon EC2, Cost ExplorerE AI52 2 #Z|5t0i £5 2
2M2 M HECt

« AtQ104 QIE{H|O|A - AWS 21 Ao CHEH ME X|A0] 2R TS Ui 2102 Eot EXME MY
gt
- SE ST M - TAF RHol|A 22 2 O[LHol| ZAF 2 9F0| MSE Lt
« MA| LA 7HsA - ZE of|o|ME Q0| AWSServiceRoleForSupport &€ 2| AWS CloudTrail
of 2 4ELICH
/A Important
O 7|52 AWS X|& Atelol ot MBS EILICH RFAl| 2213 AtellollsE Al ZAF 7150] Z& K| of
&L|Ct.
KHE= HF A
1T O O T

Al ZM OO|ME = AWS K| Eot A& EAME M FX8tEl T EEE WELICH

ZARFEE

1. A2l MM - 71 ZH0]| Security Incident Response 2£0A 20t 2134 2X|E MYt AWS X[& Al
B E doggict

2. HY M3t
« Security Incident Response 21 X|L|0{7} Abed|od| & o{FHL|Ct.
« 0|2t SA[O] Al O|HMET} ZAF /I EEE AIZFEILICE.

0

0

3. HEIAEN Y= EZ(ME ME) -0|MET Cheo 5 MR HEE +=85t7| fls #Astste
HAES & = UBsLICH
- JES = AWS HAHE ID
o ZHE IAM {EFRHALERE, Q& M A F))
- 5§ 2lAA AEINS3 HZ!, EC2 QIAEA ARN)
- oA R EE9| 7|7h
4. 37 =% - ol o|ME7I AWS LIO|E| AAE RIS Z 3 2|FLCt.
« AWS CloudTrail - QIA|HEQI HAHEEI API 2 & L &S

EEEEIEI & March 27, 2026 37



AWS Security Incident Response AFH& A

« 1AM - AFS AL S odgh HEH YA HE UM RHE BF A
« Amazon EC2 QIAEIA AP| - ZHEHE Z2 HAFE 2lAA0 CiEt HE
« Cost Explorer - HI'H&XQI 2|AA AH|of CHEH HI LA™ K| E
5. 244 U A gtetA ook - o O ME 7L 02 MH|AMIM =EIFt S7{o| A& EHE mtetstT, iHS
A5t D, O|HIE of Et2I2tRlE T 'LIC.
6. Lo MM - G4 2 oto] of|O|ME T} AL Bofl ZE MR ZAF 242 MBELICt
® Note
E e ME AP ILCt 102 o|Liol EHH0| MBS EIX| to™ RSS2 AL AlZHEL
Ct. <ol et S8 D271 o|0| MBS E[o4 AUCtHH o 0|HET HEY ALY EE2 2 2t ds|
LHE = A&LICt
ZA AT HA A
Al2Mg 2= W2 o3 Z24&Luct
1. Security Incident Response 2 &0 A g A2l 2 O|&S & LCt.
2. ZM E{S MEdErL|Ct
3. ZTAH AL Erletel, AEAET X E TAL S HESLO
Al ZA OO|ME Q20| AHS 22 AtE|o] HRLIZO|M Mo MEOZ HA|IE22 CHE Ata| A
O|EQ} &7 &M HEE = J&LICH

&t

al
= [

=~

NEEVPNCE

SEEPUES

Al ZAL Of|O|ME = AWSServiceRoleForSupport AMH|A 44 4
NS,

MABLICH 0] d8to e S 2F|of TS oy M Mt

=L —_O = =

5

=2
o{e
[= -

ofo|MEJ}
O|EHE 10|
AWSServiceRole

2 E %2{0| AWS CloudTrailoll Z2ZE|E 2 TAF S0f HMA
FH ZEAFE 4= Q)& LI AWS CloudTrail 210 A o|2{sh &t
ForSupportd| #{&ELICtH

=st

§

O|l Flr

At

2
P
!

Al 7|8t TAF 7152 AF25H7| Mol Cl22 &02l5HM|I2.

]
1>
Mz
oz

5104 AWS Z2|A A0 N

o
B

ZLH

o

At

W

B{7Z March 27, 2026 38



AWS Security Incident Response AHS A A

« AWS Security Incident Response & 43}& - AWS Organizations 22| AHE Sl MHIAE 43|
afiof &FLCt.

« AWS X[ At2ll & - Al ZAFE AWS X[ 2 AR2|(REA| 22l At M Ql)olBF AL E = JU&LICH
E

« AWSServiceRoleForSupport - O] MH|A @14 AE 2 XSS 2 ME|H T AL 0f| 0|
HetE MBS gl

Zest Mt
AWS K¢ AL E A5t T A ZAntol| HMASHE{H IAM 2{EFRFO|A| CHS ot 22 HEto| 2 e
C}.
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"security-ir:CreateCase",
"security-ir:GetCase",
"security-ir:ListCases",
"security-ir:UpdateCase"

1,

"Resource": "*"

}
]
}

ZAHOO|IME AL
Al ZALOO|TMEE AWS X AHHIE MME ) AHS2 2 EASHELIC

&

02
ot
jo

-l

Al ZAF Z PLEESE gy

I

1. AWS Security Incident Response 2&0{ M AFHIE dLICt
2. ZAL R4S MEdELIC

. ZNHEH(RIE B E= MEE)E B
4 2

. ZA 2R E|H AR AT Ef

DLEE o A {7 March 27, 2026 39



AWS Security Incident Response AHS A A

Al ZAOO|MEE 2 E30| 2 HO|EHE ALEstX| Bte M 12 C|O|EE ME IE|2F 7 5HX]
k&Lt

Ae

AWS Security Incident Response= O[HHEE Z & st7| 2o ArSAtet G2 LICH EoF AL ZA1tof
CHE 5o AlHo M MMM AE| 5fHdE ot HIAE FEY & UA&LICH E3F X[2E[= A2
oM dBEF CHE SSM EAE AL8510d 21 == ME THE| 2HAXIRL B=stod ZHE[E e

= A&LCH

Ju D
x

/A Important

AWS Security Incident Response= 7|2Xo 2 2| 7|s2 #4356 x| §f&LICh
MA™M He| 7Ise goststed™ obhs F BHAIZE 2o

1. IAM &S AL 5104 HHIAOI LIt HEtE 2o{EL|Ct. %'R?_F S MMsl=E AWS
CloudFormation StackSets 242 Saf A™&E £ o =
O MME £ U&LICH

2. AMYE = & MAo|M AE| 7|2 dEE Holstod MAl|x HE| 2 dof| HetE Foig
LICH A" =& 7|2 dd82 =& & 7|2 dd2 tiAELct o] 242 AWS X[H ALz
(71&: Security Incident Response AMH|A/Z|EHE M 415104 QI&LICE A2 7t
gt Ag| 7|2 d¥e ot Z&Lch

- 52 LR(7|24): MBHHEE BAM HEt £0q gl0| E[AAE MMM E AZ|SHX| &t&
L|Ct.
- I T HE &4 F Ao 2 HRIFE ElaA0] s MK HEIE s> ELICH
« O|A &5 Z42|: AWS Security Incident Response I X|L|0{ZI0|A =&t BAM S J|Hto
2 &4 7t580| & ElaAE MAMXMo 2 Ae|gL .
A2 oA AY
Ag|o| MR BRER2 AAHR BE, HEIAM 2laA AZ|, HMA RE E= MM ZE 0422}
22 oAt Z™ULICE olg{Et 2™ 2 o|HEE AZ|sti= 0l2| AEE Mefnt M7 (S M o 4

DLEE o A %1 March 27, 2026 40


https://docs.aws.amazon.com/security-ir/latest/userguide/supported-containment-actions.html
https://docs.aws.amazon.com/security-ir/latest/userguide/supported-containment-actions.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html

AWS Security Incident Response AH& AHAM
QIZILICE. AWS Security Incident Response= ZA2| M2 AMEstn, A Yes d2lH, s

=
sig mEsln SolEt Solnt 2RME s WS ohiELC

<

X§El=E 4e 2y

AWS Security Incident Response= X|HE[= A2 ZX[IE AFSALE CHalsto] At IS 2 41455

A FIst D 1 AR AAER B Fol| MR IIHE UE &= U= AlZtE E04ELICt 0] 7|
S2 M85tH AlHEE |% 12 C{ W2 2t8l5t T A FES 2[Ast6tH et 2ot EfMIE &
ste &= JU&Lct -F-_'-&.' ol glaao] et ChFE H2| FM0| JU&LICH X[El= He| 22 ofel

AWSSupport-ContainEC2Instance AZ| AAS&l= EC2 QIAH A 7t HE QT AEZ|E =5t
0 QIAEIAE OCHZ A3 MEIZ SXISHKIE MMZ2R2 UEQZ 52022 HEl6t1 VPC LIE &

Q|F Elaset SilstX| Rt F TLICH

/A Important
Hot OF HEoR Qs 7|&Eo FHMEI A2 ZRLX| e, ME2 2ot aF 1 0| SSM
= Mol ol5f & F EcfEEr s0txo 2 XHEEICHE Mol R2lStMIR. AHAIEH LI 2 MH|A 7|
& 7}10|E9| source containment AlMoi| M & QIE 4= Q& LIt

IAM 42|
AWSSupport-ContainIAMPrincipal Az2| AIS3t= IAM AL X EE= A ghol| CHEr 7td% HIE S
3 A28 stod AAS At EE= HE 2 IAMO| ICHE F X2 A LHe| 2lAALt SAISHR| RHES

Ae|gfLc.

S3 Ag|
AWSSupport-ContainS3Resource AZ| AIS38t= S3 HZ! 2| 7t9x AZ|E s+~ stof A E HA
ofl IHE £ 10 HMA HHME +=736t04 Amazon S3 HA EE= A E AZIFLICH

22| M g

AWS Security Incident Response= 98 =& Helol| ¥= 2 £2 O|HE FHoi et A2 M2
DRt & HEFLICH O/HE & oAt AH| =F0| El= B 7|E 2 EAst6HM . Te{stof &

7|z thant 24Uk

At

A0 Al

PN S

= -

I

o

>

ENEEEEIY 7™ March 27, 2026 41


https://docs.aws.amazon.com/security-ir/latest/userguide/source-containment.html

AWS Security Incident Response AH& AHAM
c EHUTK QT A BE
« AMH|A AL E7HO: HIE% A, o8 AR H MBEl= MHIA)

Al

o
-
o
9.'—'
rr
jnl|
mkl
r&l
Rl
=]
$a
i)
>
>

mymp
U Hdu oam ogm
x 1o 1

‘_0 |:0||

Mo

x

2

4

[

1

L]

wa

>

i

L]

g
N

Hot Mo MEFLICH OB fIHe ¥F 1 2ot £l Ae| MEfg Holstn 7Y Alzte &
Hat & ola |t
=2 T AAHE

CHA|XY 43| X2 gt Al

HiL- O —1

AWS Security Incident Response= El4&A 0 et B7| & 7| M2 Zéstes BANM Hz &
C =

Mg S3 225oIT BTNl HEIE BEY WS ML

Z{g| §zt

[ |
AWS Security Incident Response= 2.0 O|HE S| 1| & motg = QILER?

. 20 BE BlAAAER, AL, a|¢A)§ ALt

- J%X| pfo™ AHEE 2[AA0f CHSH CHS EA|

m|m
o@
Q'I_l
rir
»
H
ok
o
on
2
b
>
el
r
o

- JEHCHH JEE L e 2L E AeFCH

- JZX| of2 B AlaE A7A A 2ElRet HRstod EXME Aelste ol 228 £ ZXIE 2F
gLt

TS Y= ZE ClaAT T2 EX| ohe A2 FE FE[E[o] QILtR?

« JZCHH CHE BAZ AS TI->eoct

- JFX| oM g L ElALE HE Helstod B A2l 2rzst o|HIET H ofd oflaH-

ENEEEEIY & March 27, 2026 42



AWS Security Incident Response AHS A A

ZRAA AIE2 S 3tE[0] QHHEE 2[R0 MY E[LIR7?

- JFCOHH OFS BAZ 7S T->ELICH

- J%X| pfom ZRA O|0|X|E & E3He Chg HHer fIX[0] MEsto] LM ALE, &4 A HE
=
=

(® Note
AWS Security Incident Response= XAt 7|2 MHEo 2 FHE Foigt Het HelE 7
045}t 7| @5 E 4 AWS CloudFormation StackSet7} HIZ El £0i Zd2| 22 AsshL|ct

=1 %4

- =

=™ EHAMHE o] AA|, &4 FE ASK HE M7, 2 F oty 2tet § YES de ZE A,
BlAA QI QIARAE AEHE D SH 7250 873 Txol 2 UsH S W e XM8t= ZWo| SELCH
=™ 2 S0 BEHAXM M2 YA M85t 22X E EHAlel RME=LIE RKI™ste Wol 7t E&L
Ch Z7| Ao SXM2 &F O|HEE YX|sH7| {IcH 7Ix|7t £2 #HE AHE S M50 TEtxel =
o2 WEAH(HEWM % F) Zststs JULICH O|F EHAME Ql=Zat ¢4d So| & 7|l #Hstot
AE|ZZlo|=ol 2ot %|CHEE R XI5H7| 218t X|&EQl 2Hdol| S E =+ ULt Z Atelle 1 R5t
™ AWS Security Incident Response ¢ X|L|0{= = D240} $=45l04 EFt =X|E HWotgrLct

DLEE o A 7 March 27, 2026 43


https://repost.aws/knowledge-center/get-aws-technical-support

AWS Security Incident Response AHS A A

- HYEE AAEIE MER2 QIARALL E|AAZ WA|Slo ZYHE =2 SESIs

ol
Rl
=

B
o

5t 7|

=

AWS Security Incident Response= A|ARIZ My S S5tD, A|IARIO| MOHE 2 Sst=X]
Eolstn, &% RAet O[HEE WX|57| 2/5] Fofdeg siAste ol =20| &= XIES M3
AWS Security Incident Response= A|AE] S|70i| 2HMOI = F0| &|X| t&LICH £ T4 AE2

S Z4&Lch

. PE2 W AAHO0| 212 T 7ol CHHIH HAI7H MR E|T ZEEIULIR?
 AARIS ZREMoR S5t O THsE Bl ofE | EILtR?
. BTE AAHE HAE, BUEY, #Olste ol ofE T8 AT HIeI7tL?

AWS Security Incident Response= 112 B0t A B 7Ho| Hot # 50| SEE F O|HE 2 A
SELCH

OHed 2ol AWS Security Incident Response MH|AE O|HYUE S35 2 1 ZHo| 7 &
HOME ®Mastc BETAME ol AEE x| EE AL 35104 PDF 8Alo 2 MEE|L|CH Dz

Organizationsd stLto| 2 MHE &HA ELICt

M
N

=l

AR X E
o MMEI A
« X4 0|5 U=
o A2 ZE: AWS X, RHA| X[

@ m
Jdo
4>

OR

Y

o
0=

HE At Lt

S
o
N 9 >
aiu
°
i

- AWS X[, XHA| 2213

>
e
I

>

HI
rC
o
Om
|'>-I
>

7 March 27, 2026 44



o
aT

5 7tx]

—

—

WNEE

4

o

S

=

i
[

1 AtE| EE= Kb

—

o

|LICF.
I AWS X|

©

AE

4

Y

=

o

AWS K|, RHAf| |
HZE Arad| =~ iL(ct

INE
4 2k
0|5
HOol OIAIEHER O|0X|= =8 AL =QLIC}.

—

I

o
A0
= o.
A0
= o.

. At

Q

AWS Security Incident Response A& AH

- Ot7}O|EHEl AL A1t

« oAZB0|MEl ZAL

AWS Security Incident Response

« OF7}O|EEl Z AL

Cases

A& LICH.

&
Toll
<0
<0

F

)

H

O At E

X
o

B{7T March 27, 2026 45

Cases



AWS Security Incident Response AHS A A

AWS K| Apgd| Ao

2&, APl

CC
X3 AL E
XHe e

)>
=
%
O

ommand Line InterfaceE &3 AWS Security Incident Response0| CHEF AWS

= &LIcH AWS K| AtE|& AH&3tH Security Incident Response 21 X|L{0{2]
L

=13
=

/A Important
ClZ2/AlZE0lM At = 90 Foi S=ELIC

(® Note

AWS Security Incident Response 2IX|L|0{= 158 O|LHOf| At2d|loll SEEILICEH CHS AlZt2
AWS Security Incident Response IX|L|0{2| & Eiml| CHS A[ZFRILICE Of Z[Zk LHol| =7| &

Hof cH83st7| IsH 2|42 Chstzl&LICt ol i Al 2 =4 CiSolle M ElX| et&LCt
(® Note
g ot QIAIEE 2l A OE ofL|2} AWS Security Incident Response 7|0 CHEH 22|12
fIHM T AWS K| ALHIE dEe & QJ&LICH 0170l E GuardDuty A =, L& EF 7
M MM CHE HZEE U 2ot EfM|of CHEr UBHA QI X|&lol| CHEF 20| Z & ELICt. ol
gt S™ol| Cisi M= ZAF 2 Eo| Atel| a2 MEdFLCE
AWS Security Incident Response0i| & 2|30 3t= 3

Zieof el Chst §X 22 AWS Security Incident Responsed| 22|18 = QI&LICH OIS EoAME
ChEE AlLtE|20F ZF AlLtE|20] MBSt Bo| W s A EhLct.

e =

AlLtEl2 AEslioF 3t ER S AlZt INENEE-

g 2ot QAEHE EZMQI QAEE 8 XY 158K B Y 2ot QIAEHE
U AH[ATL HRB7IZ Hob 8H)
IAGHETL Y HstE E2

ZA CIX|El Eot QINEHEYF Qo 158 MM  ZALZ 29
HQAIHE CHE ZAtel 2 8H)

Cases B{7T March 27, 2026 46


https://docs.aws.amazon.com/security-ir/latest/userguide/create-an-aws-supported-case.html
https://docs.aws.amazon.com/security-ir/latest/userguide/create-an-aws-supported-case.html

AWS Security Incident Response AHS A A

AlLtE|2 At E35HoF st B2 S AlZh At S
244 4l 2%} = eloi| cHEt x|
Ol ZQst F2
=9 ol okLY Amazon GuardDuty ZAF 2, 158 Hm|  ZAHE E9
A &, LB BR 7, M =4=))
MHCHS T EZ E= AWS
Security Incident Response 7|
%J_'—|' EI-EI:'EI_I o||:||-7t-lo| |=!o|- E—H
Mol chEt RE0| /= B2
222 24 AWS Security Incident x| H=lof AWS Support Atzi|

Response0i| et 22 T2 [Mt2t CHE
M ol 7|2 2X[7t 24t
a2

\O

l)od| CHaH AWS Security Incident Response ¢l

DE AWS X8 AHR|(2HA EHOt QIAHES AL &2
.ol 8H AlZt2 =7| 2ololt MEEH £&5 TS

XlLlol= A i CHE Al 158 O|LHof| CHS &LIC
o= MELIX| ef&LICH

CtZ Al = 2& AFE S CHELICH

1. AWS Management Console2 AWS Security Incident Response0| 21 QI5tA| L.
2. M| g MEELICH

3. AWSE S8t Atdl side MEisrL|Ct.

a. 2§ £ CQIAEE: o] RE2 713 QAUAEE OIS I A MH[AE f{8F AL

b. ZAF 2 F9|: Security Incident Response ¢IX|L|0{7} QIA|HE CHE ZAtS| 21 244 L 2k} =
RloM K| = JUe QUXIE AWS 2ot CIAIEHE o 0| RYS ASELICH £8 o] REE A

&75l04 GuardDuty ZAF 21}, K| 72 L2 2/ MM 8 KT EZ L AWS Security
Incident Response 7SIt 2tZ1El UEHE{Q1 EH ot EfA| Q-E-Oﬂ CHE EolE & = U&LICH
o

5. Ofl & AR ZWE QIAITE S| JHE 7| X E SM 2 AEBLICH oS S0i, HIEATQ S32 A
S AL B 2ot g2lg XS erre meuoh

Cases B{T March 27, 2026 47


https://docs.aws.amazon.com/security-ir/latest/userguide/create-an-aws-supported-case.html
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case

AWS Security Incident Response At AH

]|
—<

FL|CH

35
S H

KtMEt ©EBE A

|.

S
[

7. Aredloi| cH

A E A

|

a. 04

<
110<

_||_
T

_||_
[ITe)
N

-

ofl

i
L]

funl

ol

-

c. F7HAtEle] ¥ S HLIR?

e. O] At 2|

7HErLCH.

__A_l

<0

F

IDE StLt Of
LICE.

4

0

AWS H|
2& &7t

St=
b
(=)

f. Atll Helol &

F

S
=

Abe| M5

A{EH XA
R

al

8.

o
5

—

Algds
=

c. Ol AtE|o| R EZE

oo A
==

t2dE ot

5

P

%7

LICH 7HRIS

F

=
=

7t

gt
=]

LICH.

I.

=
=

7t

K-
mjn
4
K-
oll

a. o|0|

X7

I.

S
[l

24 siE 7Helod| o

)

d. 7H2lE A7

LICH

F

S
=

DE JHRIE Atailol =Tt

oi K|
= -

5hoq L}t

LICH.

i
0%

<+
ol

F

A

F

<r

ROEETY

[ITe)
il
<
11

H

_l

st XM 7H

H

il
<]
ol
ol

_|

o4z 7H

10 Ak2H|0f] M =Y

oju

t2dH o

G

a. {1 & F7}

Ct.

L

F

olgd4s
=

Eiol o|&S

=
—

c. 7|0

te4dm EH2 9| K| 7

M7H35

e. E{1

—

2 Ared| 71 A E[H AWS Security Incident Response 1 X|L|0{2} QIA|

AWS K|

LICE.

HI
o H

1 A& ddste

o
i

Al ZALE AWS X|

1. console.aws.amazon.com/0{ A AWS Security Incident Response &2 0{A| 2.

B{7T March 27, 2026 48

Cases


https://console.aws.amazon.com/

AWS Security Incident Response AHS A A

2. B ol M AtEE MEiRFLICH

3. At ddS MEfELCH

4. A& FE0IA AWS x| Ate{|E =i ETL|CH

5. MF, IAEHE A i, QTS 2= AWS A IDE Z et At M2 HEE MSELict
6. 2o O|HE ME MMofM QAT E ol CHEF ZMIEH dEE MSELIct

7. BEE L= AWS MH|A, 2T I 7(EF 2HE MIF HEof oiEt F7H Y2 E MSEL

8. Atzfl W dS MEELICH

At 44 = Security Incident Response 21 X|L|{0{2} Al OfO|THE 2F SA|of 2 A4S A[ZFELICE.

ZA Q92 AWS MAE Al 7SS ALS 50 MAEILICH ALBRHE ST HASOIM Al 44 HE
Age Bolstn, MuE 4S HLAES PHel D, ZA U0E SEMoR HEs D, 2 Hot 7
Mol Chet 918 252 KX Bl Mol st

RHA| 22l Abe dd

&, APl EE&= AWS Command Line Interface& &3ll AWS Security Incident Response0| CHEF XHA]|
&g MMHE 4+ A&LICEH o] R 9| Atll= AWS Security Incident Response 2IX|L[0{1E 04 A|
| et&LCt CFg o Aloll M= 2& AH82 CHELUICH

—

. https://console.aws.amazon.com/security-ir/& AWS Security Incident Response &all AWS
Management Console0ll 21 Q18FL|C},

2. Create Case(At2| d4)S MEARFLICY.

3. XA QIAHE CHES Bk &7H Ate siES HEghLICE

== |
4. & Al EE QAHEL| 7HE 7| K& EM 2 AEELICH 6lE S04, HIEE M S5 A
= SEAHL 2Ed 2ot RS MS EfS e

Cases B{7& March 27, 2026 49


https://console.aws.amazon.com/

LICE.

F

=
=

H

E
=1

A
(L

.l

tedeE HAE 2ol MHE

&
LICH

F

e =3
o -

IDE &
2 M3

=2 o

F2424 Aol M A 7A
AOd

AWS 7|

O

N iy

|.

&LICH
—

S

=
=

o

7
b. AHEE AN H

7. Aredloi| cH

5. AtEilel XM=& el A

AWS Security Incident Response At AH

6. At 2]

ciotMl2.

o

A4

X7

I

—

=

LICH

F

=

S

7t
7Helof| CH

FLCH
CH
)

=

=

7t

.l
24

A = dne?
(o]

Abed| Al

CH
F

=

4

0

H

ii. T7F AR FEE HLIR?

v. O] Ab2d|2]

c. O| Atzidlel
d. 7H2lE X7

a. ol

.l

LICt. o] 7HelES MEdSt o K| 7

F

S
=

DE JHRIE Azl =Tt

L{CH

oi K|
= -

B{7& March 27, 2026 50

24 C

o

P

%7

Ct.

L

F

LICt {2 &

olgds
= e =

F

te4dm Ef2 9| K| 7

pe|

F

B9l Ol 2
A7

—

—

= =20

10 Ab2d|of| A1=4

b. 7|0]
d. Eil1




AWS Security Incident Response AHS A A

AWS Security Incident Response 21 X|L|0{2} 9| =}

HOot QIAIEE AFRE 21 & AWS Security Incident Response Y X|L|0{7} QIAIEHE &S A|ZFEHL
Ch. Ol MMoi Mz ZAF B0 &= AFE D Bl 20O 2 3dste WS MBEELICH

AWS Security Incident Response I X|L[0{0f|H| of| & E|= AtE

ful
gk
onl
rn
i
olo

AWS K| ALEH|E 4™ Security Incident Response ¢ X|L|0{7} CIA|EHE O EEEIL

SHAs 38 s LIch

o AElOIM A28 =7 ™

« B AWS MH|A 2 2 2ot TAF ALt 24

HL
oY
m

r

- HotQIAHE O| H| I HEF AlH
- 0 M= AL OIS A= TR
S EFIEFRI: AWS Security Incident Response I X[L|0{Q| &l Ated| £Qlo CHEE MH|A =& =
E(SLO)= 158 O|LfLct. =7| Hot EFYetRl2 Ated| Azt ot SE o et CHE = A& LT
AWS Security Incident Response 1X|L|0{7} FUU 7|& 5 O|Lfof| SEHO[LI S22 HEE K|

25t Atell7F SZEELICE
TAKIERE

AWS Security Incident Response 21 X|L|0{= NIST 800-61r2 Z&i| &3 ofl &t ete L X3HE QIAIH
E 8 Z2MAE MELICH ZA B0 Ct3at 22 BHHE ol &g = U&LICh

1. 27| 25 - Security Incident Response Y X[L|0{7F AtE| MF HEE AEStD CIAHE HRIE =
QI

2. & Al - Security Incident Response 21X|L|047} 232 EM35t1, 213 X|EE AlHEsiH, 282 |42l
= metg

3. 2| - Security Incident Response 1 X|L|0{7} QIA|HE o] F&F2 A|stet= &Hele Hatst

4. M7 & =7 - Security Incident Response 2 X|L|0{7} 2[&E MHstD He 2HE S2st= O
EE2 8

5. QIAHE A& HE - Security Incident Response I X|L|0{7} &% CIAIEHEE W K|5t7| 250 ZA
Zu A HE MEES ASH

Ol248t EtA| H&| 0l M Security Incident Response 2IX|L|0{E= Alel| FCIO|EE Sl AL KFoi| Al Z[ 4]

HEE M3stn F7H HE EE =X|E ¥ + JU&LCh

Cases B March 27, 2026 51



AWS Security Incident Response AHS A A

rr

Security Incident Response ¢ X|L|0{7} @& = = HE

EE 20Mo 2 ZTASHY| f/8H AWS Security Incident Response QIX|L|0{E CIS S M3t T

m
noe
u
ro
=
I

2
HL
ro
Pal
rl'l
[m
$a
ro
z
HH
S
2
Ral
rr
by
o
rE
|m
i
0jo
om
Ral
o
Rl
il

- HMA HE -Gy g : =
HA| A #47 ALE

Security Incident Response 2 X[L|o{= Zt HE It ER et 0|R 2t Ol HE 7 TALO| o{EHAH =Z 0| &
=X| AHEgLCH.

7T L7 0| 2 AbE|

« 5™ | S: Security Incident Response A X|L|0{9] HE Q%o ZHA|CHS
- XA HE XS 2t2d-go| HASHK| g2 FRol: ™A HE M3

/A Important
AWS Security Incident Response 2IX|L|0{7} FYU 7|&E 5 O|LHof| S8 HE o Ch
gt 8E 2 UX| Z5tH Atz ZZ0| ZIMELICH A 7hsE M HETJH UM A& CHA| &4

I_
= U&LICH

Cases B{7& March 27, 2026 52



AWS Security Incident Response AHS A A

TN

AWS Security Incident Response Y X[L[0{7} ZALE F=L 5t X[EF o= 2] E o= S ELICH AFSXRL
= OS2 +8g Mol UA&LICH

- HME QFof chal HAlof CiS

« AWS & Z0M HEEZ|= d2 L EX a2 2 -3

« Security Incident Response 21 X|L|0{7} AFE X
M35t A2)
- o ek Ly

=
= T =
« QIAIEE THS 49| U FEHEO| CHEH HIELIA OA 23 42

it
)
>
Q'I_l
i
P
2
i
ﬂ
9'|_|
H
Jhu
r
r°l-

Eo{(MA™ CHS

jo

AWS Security Incident Response YIX|L|0{= HME X
st o2 Rx| &Elstn CH8 = x| CHSt 2T Z2HE LH2le WS AFSAHLC.

A =

i

7} Security Incident Response 2IX|L|04 X|l0| 2L 3tX| &

- A2l BRE FHF

ol

A& SE35H7| o] Security Incident Response IX|L|0{= ZAF Ao, =&t ZX| L ot EfME
IHMSE7| 2t HE AEE 29F5to MSELICH.

NEELTEES)

Ral
rio

o] R8st 7L M AtEIE Q7{Lt AWS Supportol 228 &= Ql&LCt.
AWSO{| A M8 Alad|of CHE

AWS Security Incident Response= H|'H0|L} 2|AA0 FE S & =+ U= AL 0]
Lt grotof & [ o} RHI2E L ZI0|Lt AtE|E e = U&LICE o= |

OB 2R YIEZE FAEHE TR WL

o|g{8t &=l AWS Security Incident Response &0 S AL [MAIX ALgl] 7 & 2 Security
Incident Response A2 EA|EILICEH O|2{8t AHEE E 1 #Elsit{H Cl 2 BHHIE 22 5HM2.

- Security Incident Response & & (https://console.aws.amazon.com/security-ir/)2 3L|Ct.

Cases B{7& March 27, 2026 53



AWS Security Incident Response AHS A& A
o ALE[E MEHELICE

o A A HFAZE 22 ARIE 2 'St ZE Ar|7F 2 Lo

Zeof et olefet A& YOolESt D, si@st 1, CHA| & == QU&LICE o|2et At S5l AWS
oA = b

Security Incident Response &1} X S5to{ MM 2o BEXME 22X

Abe| 2tE|

- A &S
o Ab| EH7|

Abe &Elf #H3

AelE ChS el & st Lot

- MEE: AtEle| 27| dEfLICt o] SEio] AtgllE 2EXI7F MERIX|R ot %] 2 S0o| ofLCt.

x|
- BXI 2 EM: o]l HEl= QIATHE CHS BT AT Ateflof CHer 2 g AEIS
Aol Hiole =%, ofHE E7, o 7[gt A& Y& flgt

I

gl
1z

£8o|
pARS

» 24X, 2, 57 0| HE{oM QAHE THE BE X7 M7HE fI8H F7HA{ 2 L oy
2 2852 AEELICH AAEE S HEA7H HIZLIA 1™ EM & F7F ZR(ol CHEF HY
MEE MBELICH MH[A0 CHE SEQI 752 EY3tEt 39 AWS QAHE T8 BEAE I
g 2= AlEel sSM ZME AE| ZRIE +™sts ol 2§ FELICH

« QIAEHE ALZ #S: o] HEfoM 7|2 2o O|HETL AB|E|A&LICH O|X A2 HIZLA 28
2350 HASR F|E2E ZdQLICh Abgof CHEH s 7|7 AWSOIM XIRIEIE AR 2% 2l 2=
el 2Ao| MIELIcH

Ate 22| 7 March 27, 2026 54



AWS Security Incident Response AHS A A
. 7T Y320/ 21 MEfQlLcH Z2E HEl0] AlZlE ol HREIUS S LIEHLICH 52
A= OHA @ = gile B = O HEfE TEHSHY| Mol 2 & 20| 2 E[RA=X] & QISHMIL.

/M Ef HOlo|EE MEfSto] A = EI- AtE| 2l Atel| HEHE e LICH AWS X|3 AtEe] F
AWS Security Incident Response 21 X|L|0{7} O] &EHE A ELICH

HAd

\d

|I:|7=|
[ )

Ol

o>
ul

A 22l Alzlo] 2 QIAHE CHE BlO| AWSH 222 QYE £ U&LICH AWSO| x| BHT|E
MEHSEO{ O Abedlof CHEt SHAXIE AWSE B4 L|Ct. A|'E1|7|' AWS X|Ho 2 UH|O|EE|TH 2EH7}
NE&E oz HZAELICE AWS Security Incident Response ¢ X|L|0{E 7|&E Atel| 7|2 AIEE = U
&LICH AWSS| X|H2 RHESIH CHA| XHAl| Zt2[Ee 2 HAE = eigLUch

gy s
Atg|& & 2l5H= AWS Security Incident Response 1 X|L|0{7} LT BICZEE £ X|E 2HE &= U
&Lct.

« QAIEE CHE EHYRI7L Atgflof AMAE £~ = HEHHS 2F

o
o AtZioll cHet F7F HE MI 23

AEIE BRY T EINS Mol S B
. AR HIM HE 2F

Atgd HE

Atel M HEE HEse{H HES MEfgLc

AWS X|3 Atz & XA 22 Ao B¢

AEI7 SEE £ ChS Atell MR SEE HEg = s

+ Title

o AdOH
= o

At el EH& March 27, 2026 55



AWS Security Incident Response AH& A A

AWS x| Atg|e| F<ofgh:

F7t HEE HEE = UsLIC

- QU RE:
- M HotQIAHE: O] RE2 712 QAIHE T8 x| L MH|AE 28 ZdLICt
« XA ZAHE &3l AWS Security Incident Response A X[L|047} & 2ot O|HES| 277 EM 312

Ab 2 Rlof M X|HE = JUe QIX|E 2ot QIAHEO | CHEt X|HE B2 = USLICH

« =Y AR Of At2d|ol CHEH ®F MSE AR IR ECH MM X EE B2 ZF O| HEE HEF L
Ch MY Zeo M2 B X|E X EQ 2HE FIFME HEE =5 HL HFLIZo|M Bof M
F7tstE WE DML,

Of
>

AWS Security Incident Response 2 X[L[0{= At2| 2] Al S 2 EAM3Est7| Hlol HE
Q& LICt 0484 AWS Security Incident Response Y X|L[0{7} & Alof| Ab2d|oi| CH3EH =4 &
OlE2 HRUZOIM 2 LHolM AWS CHS EHEAZE EA|FLICH

3t

f

I Bol= A2l ol CHal X BIS W BE 40l LhEEILICH A7t SHE x| S50l M
Holg Zotstm MAHE 4 AUsLICH

(@ Note
7HE Atzflof ME ZICH 30E 2 OIoH#74|XPE Zete o QU&LICt ol2{8h olai kA Ktod| H| Atz
& HMA HES FofsteiH F7F HEt FH0| HRILCH
Z&0i M Abedof CHet HMA Het XS
AWS Management Console0| A Atzd|ofl CHEF HMAE NS 57| 2IaH IAM HEH 2 HZ2I2 SALs)

1 O] HEtE ALERH EEE dgof Fohe = JU&LICH
AERHEE ol IAM HA F7}:

1. 1AM Het HEE S A LICH
2. IAM(https://console.aws.amazon.com/iam/)& ¥3L|C}.
3. M HOM AR EEE HE S MEELICH

At el EH& March 27, 2026 56


https://console.aws.amazon.com/iam/

AWS Security Incident Response AHS A A

4. ArEXLE Ag S MEYStod MF HE H0[XIE FLC.

5 T ol HEt FIHE MEAELICH

6. HH A g MENFL|Ct

7. &8t AWS Security Incident Response 22|38 MAHg MEisHL|C}

8. WA FIIE MEHFLICH

A= el

RQIANTE T8 B At CHE QUAITE TS FE A7 RHA| 2 2™ A2l E ZAMtete ol =80 &l ™

2 g Ateol FIHE = A& LCH

(® Note

AWS X|H ALE[E MEISHH AWSO|M HE IS = = i&gLIct M3 8t= AR L7 0|M 7|
=2 A8% gl I /L Alell MHE S5 AWS K| Alziof CHEt 2 E M2 HEE S |f&lof

HAFEoIAM Atellofl =7t otds MEiste{H Y= =& MEHEfLICH

Bl E sl 2l4A0] CHEt HIEHDIO[EE Eatet7| s Atio] 23 E + e MEH
A
H

o=

|o|E lL|ct.
HALEhS 2 FHEELICH EfIE ME5t0d 2lAA0 ChE HEHS AM U ISt

1. M22 Bl F7tE 2
2. 7|0z e 2| 0| &2 UHEFLICH

3. ¢foll= Bi 2t =ELIch

Bl E M7Hsted™ Ef2 2| M7H SMHS MEFLICH

Ate 22| & March 27, 2026 57


https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html

AWS Security Incident Response AHS A A

A2l 23

HAL FHE2 D E At & 30f CHet HAME Azt BZEE M3 ELICH 8 O|HE = S0 S
e YEE NSt HAMRI M A E mhefstE Ol =& 0| LT At BE 2] AlZh AASXA &
m]

AWS X|H Atzi[e] B2 7H0[A ME HE HO|X[oM A2l ZZEE MES6t0] o{H A EHOMHE ALEIE

B BEEY = USLICH LetHo 2 Al G756 BAL7| Mol 32 &H| =t=2 AEf7t Eulct
S & &H| =7t of il CHE AEHOIM ALEHE S7toll A5t 8 AWS Security Incident Response
AXIL[0{7} O] AWS K| Atzdlof| CHEt 2fd2 SESEE e LICH

Ok

)|

QATHE S Blo| CHE EHE A2l 32 Atll M7 EE mHo]X|ol M X /Al SES MEELICH

(® Note
‘B I 2 MBI AlRT BT S 4 U1 Atzloll Cisf #3274 ol gige
LHEF L

AbEi7L d75 SEE —.—01IE CHAl 2 &~ Ql&gLIcH ZE HEE V| ME2Z MIELILH A2 &
ZEX| =S MEHE ST HWelx| #elstele HAIXIZE ZAIELICH

CloudFormation StackSets &4

/A Important
AWS Security Incident ResponseE 7|2Xo 2 AZ| 7|52 &5t k| ok&Lct olg{st 4
2| ZX|E AMeHs24Td AWS Identity and Access Management Q&2 AF235104 AMH|A0 E2
&t B2 Fo{alof &LICt CloudFormation StackSets& HiZ 5to HHY &= =& Tk o
2 ol Y& S IWHMo 2 MHE = USLICE StackSets7t LR Bt &S MMELICH

>I

MH[A BE[E HES 2 StackSetE HA5t= Lol cHet #X &

FQ

INESIT
2 MEHMO| MH|A 22|13 M2 2 CloudFormation StackSet A2 2 X 5HMIL.

Ct= 2 AWSSecuritylncidentResponseContainment 2!
AWSSecuritylncidentResponseContainmentExecution 23&f2 AMd3517| {8t &IZ 2Lt

CloudFormation StackSets % &4 B{7Z March 27, 2026 58


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-orgs-associate-stackset-with-org.html

AWS Security Incident Response AHS A& A

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },

'Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:ExternallId': !Sub
"${AWS: :AccountId}' } },

1,
{
'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
.
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’',
'"Action': ['ssm:StartAutomationExecution'],

'Resource':

L

1Sub '"arn:${AWS::Partition}:ssm:*:*:automation-definition/

AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub '"arn:${AWS::Partition}:ssm:*:*:automation-definition/

AWSSupport-ContainS3Resource: $DEFAULT',
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1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
I
{
'Effect': 'Allow’,
'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},

{
'Effect': 'Allow',

'"Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },

},
1,
}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
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'Action':

L

iam:AttachRolePolicy',
iam:AttachUserPolicy',
jam:DeactivateMFADevice',
'iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
iam:DeleteUserPolicy',
iam:GetLoginProfile',
'iam:GetPolicy',
'iam:GetRole’,
iam:GetRolePolicy',
iam:GetUser',
'iam:GetUserPolicy',

iam:ListAccessKeys',
iam:ListAttachedRolePolicies',
jam:ListAttachedUserPolicies’',
iam:ListMfaDevices',
jam:ListPolicies’',
iam:ListRolePolicies’',

jam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy’',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
iam:TagRole"',
'iam:TagUser',
'iam:UntagMFADevice',
iam:UntagPolicy',
iam:UntagRole',
'iam:UntagUser’',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',
1,
'Resource': '*',
1,
{
'Sid': 'AllowOrglListAccounts',
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'Effect': 'Allow',

"Action': 'organizations:ListAccounts',
'Resource': '*',
I
{
'Sid': 'AllowSSOContainment',
'Effect': 'Allow',
'Action':
[
'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
'sso:DeleteInlinePolicyFromPermissionSet"’,
'sso:GetInlinePolicyForPermissionSet',
'sso:ListAccountAssignments’',
'sso:ListInstances’,
'sso:ListPermissionSets’,
'sso:ListPermissionSetsProvisionedToAccount',
'sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
'sso:UntagResource’,
1,
'Resource': '*',
},
{

'Sid': 'AllowSSORead',

'Effect': 'Allow’,

'Action': ['sso-directory:SearchUsers', 'sso-

directory:DescribeUser'],
'Resource': '*',
I
{

'Sid': 'AllowS3Read',

'Effect': 'Allow',

'Action':

[

's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl’,
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
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's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy',

]I

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’,

'Action':

[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',

'Effect': 'Allow’',

"Action':

[

'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
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'autoscaling:UpdateAutoScalingGroup',

1,
'Resource': '*',
I
{
'Sid': 'AllowEC2Containment',
'Effect': 'Allow',
'Action':

[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:CreateImage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’,
'ec2:CreateTags’',
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’,
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',
I
{
'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,
'Resource': '*',
},
{

'Sid': 'AllowSSMActions',

'Effect':

'Allow',
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'Action': ['ssm:DescribeAutomationExecutions'],

'Resource': '*',
I
15
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{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQQ000000000000000:user",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x**",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:ro0le/Admin",
"accountId": "123412341234",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenl12345679",
"resolverType": "Self",
"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email": "xE*",
"name'": "x**",
"jobTitle": "=x*=*"
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}
1,
"membershipId": "m-rlabcdabcd",
"title": M"xEEM,
"impactedAwsRegions": [

{

"region": "ap-southeast-1"

}

1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress'": "***",
"userAgent": "browser"

},
"responseElements": {
"caseld": "0000000001"
I
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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--service-principal security-

ir.amazonaws.com

2| El Security Incident Response 22X A& S X|H€st= O 2R
st

S

AWS Organizations0i| CH3H ¢/ ZH2|XHE A& 3504 AWS Security Incident Response HlE{Al2 M
St 5 MEHE 4= QI&LICH O|z{Et HEto| Roic|= WAof CHEF RHAIEH LI 2 CHE AWS MH|AQ}

- 12 T AAHE

27l AWS Organizations AFFE2 & Z5HM 2.
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® Note

AWS Security Incident Response= A4 2! Zt2|E ?I5H 2&£2 A8
Organizations2| &IZ| #HE XSS E &M
EnableAWSServiceAccess APIE A& 3104

O|E =82 & #d3statof gLICt.

q
[o
ml"

[ AW
gtgfLiCt CLISDKE M &3t 42
security-ir.amazonaws.com2 AESIESE

w

AWS Organizations & 2|At2 M ZZlof| CHal 2 El Security Incident Response 22X AHE %|
M5t7| Toll AWS Security Incident Response 249l security-ir:CreateMembership &!
sH 5t

security-ir:UpdateMembershipE T&& & U=X| =QISHM L. |2t HYES Sl AWS
o] 99|

Security Incident Response& At&35t0{ = & 9| 2| El Security Incident Response & 2|Xt H XS X|

HEg = Jauct Edt =&of cigt HEE AMst= ol ==20| El= AWS Organizations 28 =&
g = JULE s Estok gLct.

Ol2{8t Het2 Fo45t24m A 2| AWS Identity and Access Management(IAM) H2of CHS LIS =
stsl M2

= O

"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

AWS Organizations £ 2| H"H2 ¢/ Security Incident Response #2|XI AMS 2 X|'H5t2{™
Aol IAM Q] CreateServiceLinkedRoleO| L gfLICt HEt F=IHE Xléogf 7| Hofl AWS
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Organizations@} &74 AWS Security Incident ResponseE AFE & [ 1124 AFEH & BE A
LIct

oo
fjo

Hd4E

o

AWS Organizations & 2| A& 2/E Security Incident Response # Z|At AH2 2 X|H35H2dH IAM
Mol S B2 F7I8t11 1111222233332 AWS Organizations 22| A& 2| AWS H’E IDE Hi &
LiCt.

{

"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws:iam::111122223333:ro0le/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "security-ir.amazonaws.com"
}
}
}

AWS Security Incident ResponseE I8t &1 #2lxH X|H

O MMof M= AWS Security Incident Response Z 20 AM {2 2 E2|XHE X5t THHE dBEL
Ct.

AWS Z=Z|o| #E|XIZ M I E! Security Incident Response # 21X A& Q| 25 g Alof CHal AL T

o4 AFE 2 HEY M S ook g Lct H&3t7| Toll (Rl Security Incident Response £ 2[AF A1
2 X|™stes ol 2 HEt7t A=X| EolstA L.

M3 o= HMA S MEISHo ZElof CHEF @I El Security Incident Response 2 2[AF A™E S X[H
]

1. Security Incident Response 2 & (https://console.aws.amazon.com/security-ir/)= 3L|C}.

2 3°015t24™H AWS Organizations ZX|9| & 2| A}4 SHE AFEELICEH
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2. HO|X| 2% HEF ZME|0] U= AWS 2| MEIT|E AL 5Ho = E| 9| | El Security

Incident Response Z2|XF AHEE XY

3. A orHAE e AYE 2elRE A™

ol 2lTE MEELICH

I- !
S T HAIS MAISAS.

API/CLI
|50

EHE AL 304 CreateMembership= A E

T
inl

. = o219 AWS H™Ho| XtH B
8g = JA&LCH TS A

IF = AWS Command Line InterfaceE AIE& = QU
Security Incident Response #2|At A& 2 X|™HgtL|Ct CHS2 E”'I:l-l

88 4 9l= SXY SMULICH

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",

"managementAccountId":

"stringstring",
"delegatedAdministrators": [
"stringstring"
]
.

"membershipAccountsConfigurations

{
"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
]
1,

"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"

}
1,

"internalIldentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [

{
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"featureName": "RuleForwarding",
"isEnabled": true

2| El Security Incident Response & 2|AF A& 0l A AWS Security Incident Response7|' g
MSHE|X| ot ™ ofiH A & 4= Qi&LICH of & &35t K| A ACHHE ME X|™HE (=
Security Incident Response H2|At A0l A AWS Security Incident ResponseE & 433}35 of

gL

=

AWS Security Incident Response0i| CHEF =% EF2{(OU)2| I Al
=

AWS Security Incident Response2(=) 708 =% Et2|{(OU)oi| CHEt M4 M E He|E X[HEfLCt.
HNMEX| EH OUE Z&E 8 HEHAS YO 0|EE = A&LICt 5t oul| HAX™ES E & 504 AEH

gF OU LHe| 2 E A Hol= HEH4lo| HEELICH

gt ol 2|0 5712 ouol UHIO|EE MEE + AU&LICt 571 0|42
2

Iy st &
OUE HZ35le{H 2 E AO|0|EY F 2= E 7R 570 oue| Hix|2 448 HE S 2 &Lt

Console

—

Security Incident Response & & (https://console.aws.amazon.com/security-ir/) 2 3LIC}.

Z79I15t24™H AWS Organizations Z%|0| 22| A} ZHE AFSEFLIC}.
HHA 22> AHe 2 o|sELCt

oD O AWON
P
A
M
Hdo
[e)
c
x
jul
< Mo J

OUE %|CH 571 MEHEFLICH OUE S A|0f F7}6HHLF MAHE 2 giaLct.

@ Note
MENSH OU ofell 2 & AHI"™E1t 6t ou7t AZELICt
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8.

® Note
OUE 57 o|& #HAE5tE{H 2= OU7t AZE W7FK| 5THAH2F 6EHH E EhSELCH

AWS ZE| Lol M OUE ¥dd5t= YEdol CHEF XEMISH LHE 2 AWS Organizations2(E) AHE 35101 =
ChRl(ou) #E|E B AFHA L.

it
P &

AWS Security Incident Response0 B F7}

AWS Organizations2t AWS Security Incident Response HH A2 UCHY 2tAJLICH =& E= X%

Ehe{(ou)ofl H"Ho| F7HE[7ALE M7HEIH olzet #4E L& 0] AWS Security Incident Response HH
2o| M cHar AH o B FLICH.

M Alofl AI™EE F7HsHed™H AWS Organizations2 2= L) A1 2| S8 & §HLLE 2 A2.

AN EX| "ol OUE F7He =& JU&LICH =& Er2{(OU)o| HHA #E[E A A tA 2.

AWS Security Incident Response0il A HB{ X|

HH AWM AEE MHsEAH ZEo|M B AXE MHsHHLE, MEI8H oU Q8 2 HIHE 0I5 36
L, B Aol M OUZ &I745te ElLict.

HEH MM HES AM7H5EAE XM HEH A A7 MRHE [MEMR.

HEE OU 2IF 2 0|S3t2d™ AWS Organizations£(§) AHE5t0{ AHE £ HRI(OV)E 0|5 E=
FEQOU 7ol 0|S MAHE MELCH
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Amazon EventBridge

Amazon EventBridgeZ AF23tH AWS Security Incident Response Atz & HIH{ A0} Z24El O[HE
of cH8stn, ZLIEZSI D, LAAEY O|ME = U&LICE 0248 O|HIEE FE|(5tLt 0|4 of CHatof
CHEH TotR AlLtE|22| BR)S Sall et st HL mo|=(FaE e, 25 U Het 7|sS 2 &E

ZQIE £ ZOIE 580 BP)E S8 ety + ULt

Security Incident Response2t EtAF =7 70| S &2 M35t HLE M8 At 7|EF AWS =7 E A

O OO
E5to1 2Me Ol0|EE EAHE &= A&LICH o & &04 Security Incident Response0l A AFT10| Ab2|
£ MAMétE < EventBridge AHSEHE AL25101 Ol AIKIoI A LEIZE AIAEHIE EE|IHE £

&LICH EE8F o8] AWS BHE S #2|5HE A2 Amazon EventBridge S &2 AFE 38 A AWS Security
|

)
Incident Response HIEHAS ZLIE{RI5t0{ ZE 40| 2238t Hot EMIE RXISIES & = U&L
Ct.

XEMIEH LI What is Amazon EventBridge?& & Z35HM2.

ITSM S& 2 E?:. 504 AWS Security Incident Response®t2| Amazon EventBridge & & 01 CH
0]

WS°| MZ2 7|s Ho|x|of A AWS Security Incident Response, ITSM
.°=. IME AZMR.

LiS

« Amazon EventBridgeE AH-& 3504 Security Incident Response O|HIE 2|

« AWS Security Incident Response O|HE Al

« AF&M: Membership Updated O|HIEof CH 8t Amazon Simple Notification Service & & T

—

Of

Amazon EventBridgeE At&35t0{ Security Incident Response O|H!
E ztg|

Amazon EventBridge= O[HEE A&5t04 OHE 20| 78 LA E MZE HZEsHE AMHEIA MH|A
2,8y 7tst oHE F|Hr of ZE|F0|IME O EH /Y & A&LICH O[HE F|E ot Z|H X E O]
HEE LHELHT ool SEato &7 & Ste =&stH A E AZEQ o] AIARIE FF5t= AE
LLICt O|HIE= ElAALt BHE 0| HEHE LIEHLICH
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s drAle ch2a ZraLch.

Br2 AWS MH|AQ}F OHEF7FK| 2 Security Incident Response._ O|HIEE M45t0{ EventBridge 7|2
O|HE HAZRE MEELICH (AWS H ™M 7|2 O|HE HAE RSS2 ZE=H|X'JELICL) O[HE
HAE= O|HEE 415104 07H o4 2| SMX| £= ol HMESt= 2FREULICH O[HE Ao CH
ol X|Het 22 o|HET =AME I O|HEE BItefLIch 2 #3]2 o|HET #%/o| O|HIE m{E 1t
Ux[St=X| 4R E &I LICt O|HIET UXISHH O|HE HAE= OHEE X|HE CHaof|H H&E
LICH

Amazon EventBridge

1
Source _“H’_ Default event bus Targets

A Y, NI n -@- Amazon Web Services
mazon S ~\ even
S5 SOt e [ { Sem}? = ©—

Web Service .
t
rule | { patcern } 7 @ -@ HTTPS endpoints

event

EventBridge &2 AF&3+04 Security Incident Response O|HIE XS

EventBridge 7|& O|HIE H{A 7} Security Incident Response O|HEE CHA S Z M&ES TS 5te{H
HEl2 MASHoF BFLCH ZF FElos OHIE HAOM 2AIEl 2t O| HE 9 2% |3|'E EventBridge IH
Z1o| & Elof /&LICH O|HIE O|o|E{7t X' El O|HIE mi&d 1t YU x|5TH EventBridge= s O[HE

g 7alolCidoz Eein

O|HIE H{A F=| Mol cHst T X2l X|22 Amazon EventBridge AFHFE A M 9| Creating rules
that react to events& & X 5HM2.

Zt o|HE ME2 OEE X

oo

&= JSON 24~ fL|ct.

- O|HIEE M&5E MH|IAE AlHEHE source $4QILICEH Security Incident Response O|HIE 9]
B AAE "aws.security-ir"LICtH

o (MEH ALE): UR|IAIZ O|HIE POl HIYS E 3 6t= detail-type SLICH

o (MEH ALED): YR|A|Z CHE O|HIE H|O|E{E Z &5t detail SLICH
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AWS Security Incident Response AH& AHAM
o & £04, Ct3 O[HIE TEH2 X|HE AWS 7=||""01| CHEt 2 E Case Updated by AWS Security
Incident Response Service O|HIEQ} &x|EL|CH.

"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:002",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

O|HIE ZHdoi| CHEH AtAIEF LHE 2 EventBridge AFE MHAMO| O|HIE THEIE HZSHAIL.

Security Incident Response O[HE ME HE &%

AWS MHl2 0] BE O Eo OJHIE 0] £A01 AWS AMH|A, O[HIE 7} AT Alzt O[HIET} a8
B AH U BT ST 22 olHEo| thE HIEICIOIEIS Z3shs 28 = Fgtol &Lt ol

et Zcof cHEt Z2lE Amazon EventBridge AFH Al O[HIE = 2 X E XM,

£t Zt O|HIEN| = SHE &§7d O|HIES #EE HIO|EHE E&5te detail HEVL U&LICH CHE &
Z &= CHEEF Security Incident Response O|HIE | CHEE M2 HE ZEE Ho|ghL|ct

EventBridgeE AM& 3104 Security Incident Response O|HEE MBSt 1 Z2|E HE CHS AHEE2 o
o £= X0l &Lt

« Security Incident Responsel| 2 & O|HIE0f CHEF source EE+& "aws.security-ir"2 HHE
L|Ct.

- detail-type EEE= O|HE ¥ XIHFLICH.

0 & 04 "Case Updated"LIC}
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 detail HEE oiY &7 O|HES 24E OI0|EE ZEEfLICH

Security Incident Response O|HIE 9t Ux|st= 7=l E355t= O|HE IS Fd5te Yol ol
&t XkMIEt LI 2 Amazon EventBridge AH8 A A 2| Event patterns& & = 35HAM| 2.

O|HIE ! EventBridge7t O|HIE E %{2|5t= WiHofl CHEr RFAMIEH LIRS Amazon EventBridge AHZ A
B Mol EventBridge O|HEE &AM

&8 EE: 2 E AWS Security Incident Response O|HIE 0= 0|28t & Amazon EventBridge 2=

« version: EventBridge O|HE & A] T
- id: O|HEQ| T} AR}

- detail-type: AFEH 0| 212 = U= O|HE R 4B

- source: Security Incident Response O|HIE S| AL & 4 ‘aws.security-ir
« A O|HIET} gh st AWS H[E IDYILICE.

« Bl - O|HIET} &gt A[FH2| ISO 8601 Et AR Z QIL|C.

o ZlAA: BIAATERHSHE AWS 2L}
* resources: Y& Er= 2|AA S| ARNO| ZEHEl HiY

- caseld: Atg|le| T ASEXH(ALZ O|HIER ST

« membershipld: HIHHAO| 115 AR (B4 O[HIE Dt 5|

- updatedBy: YCIO|EE =& AFRH(AtE] & ME YO|0|E O|HIED 5
AH AL

« createdBy: AIE{E|E H-GFF AR (At2]| & D U o|HER 5

S RIXt Zk: updatedBy 2! createdBy EEOo|E CHZ20| Z8E £ U&LICH

« AWS Responder: AWS E ¢t TS B2 A7} +35t= 2
« security-ir.amazonaws.com: MHIAMM XSS 2 +&8dt= &

* Account ID: LZ40| =~&5t= (04 “111122223333")

2lAA ARN Zt: AWS Security Incident Response ElAA = CH2 ARN EAl2 AL & LICH
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« A& arn:aws:security-ir:{region}:{account-id}:case/{case-id}

o HIHAl: arn:aws:security-ir:{region}:{account-id}:membership/{membership-
id}

Abe OIHIE

AWS TS EHE A7 et ARz

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseIld": "1234567890",
"createdBy": "AWS Responder"

[

MH[ATH et Ate|

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,

"detail": {
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"caselId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

LIRS b N

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS TS S A7F LH|0|EEH Atz

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,

"detail": {
"caseId": "1234567890",
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"updatedBy": "AWS Responder"

AWS 11 Z40| dO|0|E 8t AbEH|

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response AMH|A 7} 4H|0|E 8 At

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
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}

7
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X
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"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-15T14:22:0072",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890"

Abe] d38 olHE

AWS CHE HERH7H et At 4

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
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}

10| M3t ARl A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS Security Incident Response AH|A 7} 45t Abed| A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

:case/1234567890"

:case/1234567890"

B{7Z March 27, 2026 89



AWS Security Incident Response AHS A& A

}

TZHO| UCl|0|EFF Abed| A4

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS Security Incident Response AMH|A 7} 24H|0|E 8t Al AT

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

:case/1234567890"

:case/1234567890"
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AWS CHE EHEA7H -G8 Aba| A

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
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"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"
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"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

}

}

F| g Hed

{

"version": "Q@",

"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:592",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,

"detail": {
"membershipId": "m-1234567890abcdef@"

:membership/

:membership/
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"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-07-01T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-123456s7890abcdef0"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"

AWS Security Incident Response O|HIE AL

Ol2{8t O|HIE S} UR|A|F| T RHS5HE X142 E2|745HE EventBridge 212 MAJ%

7EX| A+ ARE|TH of2fol| of Al =lo{ A& LT

2 E AWS Security Incident Response O|HIE 9} 2 %|:
"source": ["aws.security-ir"]
Atg| o|HIEDE UX|:

"source": ["aws.security-ir"],
"detail-type": [

AWS Security Incident Response O|HIE ALS
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"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",
"Case Comment Updated"

AWS CHE HEAt7H HO[O|EFF At LI

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

£ Ateflof CHer o|HE UX|:

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

Xt& AM: Membership Updated O|HHIE0{ CHEt Amazon Simple
Notification Service & & ™&

0| Ak& Mol M= F+ 50| Membership Updated #EN7} El& O|HIE B Z4X{5l= Amazon
EventBridge O|HIE 28 T LICt

A =

Ol ‘t&MolME HiEHA0| 58 #51 &4 AWS A Ho| {Uct 7HEg Lt

—

At& M: Membership Updated OHIEO] CiEF Amazon Simple Notification Service & & T

Ok
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« Xt&A: Amazon SNS FA| M8 2 5

. RH&M: OHIE FAI S=

s AEM: R HAE

« CHA| 7%= Security Incident Response AFel IHI0|E

Kt&A: Amazon SNS FA| M ol 1=
B XANEME 25 M O|HE #2lo| O|HE CHASZ AFR2E Amazon SNS TANE F448HL|Ct.
Amazon SNS £XA|E M5tz

1. https://console.aws.amazon.com/sns/v3/home0| A Amazon SNS &2 L|Ct.

ZHM(Topics), A 44 (Create topic)2 * &2 MEAEFL|CY,
KM EES MEIFLICH
Z=HX| O|&0{ MembershipUpdated(2)E =5t FX| M2 MEHFLICH

MembershipUpdated &t 715 2 MEASLICE

I 2 E Z(Protocol)0| A O|H|(Email)2 MEHELIC.

N o o k~ w b

A= Z QIE (Endpoint) ol $4XH M| A HEHO| Q= O|HIY FAE =5t D 715 M4 (Create
subscription)2 ME4FLICEH

8. O|HY HHEE &elstn 75 2l o|H Y HIAIXIE ZICHRILICH HAIRIE s4letH 5 &l
(Confirm subscription)2 ME4EFL|C},

A&EM. OlHIE & S5
CZ 22 Membership Updated O|HIERF ZiX{5t= O|HIE =8 SSFLICH
EventBridge 22 §55t24™

1. https://console.aws.amazon.com/events/0ll A Amazon EventBridge 2&2 3LIC}.

=AY B0 M FAIS MEtstLICt
A Mag MestL

2
3.
4

Aol Csl O|§ 2t dBE U stAIR.
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® Note
TER2 SUS 270 SUE O|HE HAO|CHE A3t SYUE O|§S 7HE = gisL
Ct.

5. O[HE H{AO0|A O] 21t 9188 O|HE HAE MEHFILICEH O FEI0| Xp&I9]| AHHo M B o5t
= O|HIEQt UX[StEF St24% AWS 7|2 O|HIE B A (default event bus)E MEHELICH 7% 9
AWS MH|ATL O|HIEE £245tH g4 HHo| 7|2 o|HE HAZ O|SELICH

® Note
AWS Organizations HH &2 448t AWS Security Incident Response =& 92! & 2IX}

Al’dol M ol & -ddaloF gfLICH.

& F8(Rule type)ol M O|HIE I{EO| 4= T =l(Rule with an event pattern)= 2843 &f L|Ct.
% A—|EH%I-|__||:|._

© © N ©

10. C5 O|HIE mHE HAE FHof 04 d&LICH

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

ol AEE MHIA B0 YEl0|E &L +HE RE o|HE 9 YxIsHS EventBridge HES
K Ol#HLIC}. O|HIE THEtoll T8t XFAIEH LIS-S Amazon EventBridge AHE AT Aol A OJHIE o
OHIE T HESAS.

11. CtS2 M=4gLICH
12. CHA RS 0IM AWSAHIAE MESEHLICE
13. CHAF MEHO A SNS FXE MEist T, FX|ofl CHalHl MembershipUpdatedE A1E88HL|CE.

14. (M= AR FIH AHoM Ot & s~F LI
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a. X0 o|HIE Z[Zk(Maximum age of event)0d| 12(00:01)04| A 24 A[7H(24:00) AtO|2] ZfS &=
Lok,
b. RHA|Z(Retry attempts)0i| 001 A 185 ALO[S| =AIE =T LICt
c. HHE 28 x| Ci7|¥(Dead-letter queue)llA EF Amazon SQS CH7 | S HHE 25t
HX|CH7|EE MEEXIE MEHELICH O|HIET! CHato M3 Mo 2 MELIX| A2 B9
EventBridge= O| 731t YX[et= O|HEE biE 23 WX| CH7|¥=E EHLICt Ctg & st
LIE s==—iEL(C.
HE 28t \X| Oi7|¥8E ME5HX| et2edH giS(None)S MEAEfLIC.
A AWS HH 0| DLQ(Dead Letter Queue) 2 AL E Amazon SQS CHZ [ M
Bl (Select an Amazon SQS queue in the current account to use as the dead-letter
queue)S M5t SECIROIM AHSE Cf7| QS MetEtLic
- CHE AWS HEoilAM HiE R WX 7 |P=E AL E Amazon SQS CH7|E MEiE M
BNt CH32, AFSE CH7|¥ 2] ARNS L=FLICH HIAIXIE EE = /U= EventBridge T
B2 Roiate BlAA JIU HAMS Cf|Yol HZsHof FLICH KHAIEH B2 = Amazon
EventBridge AF2 A AMQ| DLQ(Dead Letter Queue)o| CHEH M3 £0{E & E M.

C

2

15. Cta8 MEdgLIC

16. (M= At =lol Cial Stut ol&f ol Ef 18 =2ASHMIL. RHMIEH 2 = Amazon EventBridge At
8 MHMO| Amazon EventBridge Ef 18 & X 5HAM2.

17. CtaS MEHELICH

18. MRl MR MEE HESIT 72 MMe MeEdst |t

Ja

T2l2 E|AE 3§24 AWS Security Incident Response HE{ &/0i] CHEH AC|0|EE MESIM L. F2I0|
F

SHIE FEEUCIH H 2 F0f O|HE HAETL T FE O|HY HAIXIE =417 ALCH
CHA| T+ 21: Security Incident Response AH2| {C|0|E

ddstcdH ChE1 20| BdEstod o] At ME &

[m
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L

2E A Yoo|EE 2 LIE RS o|HIE 7&!
=

FLCH.

o

1. Xt&M: Amazon SNS F£A| &4 2 2 50|M CaseUpdatesE FM O|E2 2 AFSELICH
2. At&M: O|HE 72| SZ0AM JSON HE7|0M CFHS THEIS AFSEHLICH
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AWS Security Incident Response AFE A A

"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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AccessDeniedException

AWS 2| X2t ¥12451049 AWS Security Incident Response /& ZH2IXF EE &= HIEH A H/Holl M IAM
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InternalServerException

QEE Melote S x| Tet @77 AR ELICH H B =0l THA| A=A, EX7F XIS E]
™ X0l At E MEEfLict
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ThrottlingException
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AWS Security Incident Response= 124 23 7|2 K|S K| t&LICH
QIEHERT ECi=E 7l HE ES
MU|aet 2z g|0/A Z20[1E X ofEE|7H[0|M 7He| EeHE

Z2tol8! HER AL AWS Atool & 42 EM0| U&LICH
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https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
https://aws.amazon.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-workshops/
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://aws.amazon.com/solutions/implementations/automated-forensics-orchestrator-for-amazon-ec2/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
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https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/submit-containment-preferences.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/define-containment-preferences.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
https://docs.aws.amazon.com/security-ir/latest/userguide/what-to-expect-from-aws-sir-engineers.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-best-practices.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cshell-examples.html
https://docs.aws.amazon.com/security-ir/latest/userguide/raci-matrix.html
https://docs.aws.amazon.com/security-ir/latest/userguide/define-containment-preferences.html
https://docs.aws.amazon.com/security-ir/latest/userguide/post-deploy.html
https://docs.aws.amazon.com/security-ir/latest/userguide/post-deploy.html
https://docs.aws.amazon.com/security-ir/latest/userguide/monitoring-and-investigation.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
https://docs.aws.amazon.com/security-ir/latest/userguide/contain.html
https://docs.aws.amazon.com/security-ir/latest/userguide/ai-investigative-agent.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com//security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-preferences.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-preferences.html
https://docs.aws.amazon.com/security-ir/latest/userguide/communication-preferences.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/onboarding-guide.html
https://docs.aws.amazon.com/security-ir/latest/userguide/onboarding-guide.html
https://docs.aws.amazon.com/security-ir/latest/userguide/onboarding-guide.html
https://docs.aws.amazon.com/security-ir/latest/userguide/deploy-configure.html
https://docs.aws.amazon.com/security-ir/latest/userguide/deploy-configure.html
https://docs.aws.amazon.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://docs.aws.amazon.com/security-ir/latest/userguide/post-deploy.html
https://docs.aws.amazon.com/security-ir/latest/userguide/post-deploy.html
https://docs.aws.amazon.com/security-ir/latest/userguide/support-case.html
https://docs.aws.amazon.com/security-ir/latest/userguide/guard-duty.html
https://docs.aws.amazon.com/security-ir/latest/userguide/amazon-eventbridge.html
https://docs.aws.amazon.com/security-ir/latest/userguide/integrations-external-tooling.html
https://docs.aws.amazon.com/security-ir/latest/userguide/external-tooling.html
https://docs.aws.amazon.com/security-ir/latest/userguide/appendix.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/compliance-validation.html
https://docs.aws.amazon.com/security-ir/latest/userguide/visibility-and-alerting.html
https://docs.aws.amazon.com/security-ir/latest/userguide/cancel-membership.html
https://docs.aws.amazon.com/security-ir/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
https://docs.aws.amazon.com/security-ir/latest/userguide/managing-membership-with-ou.html
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https://docs.aws.amazon.com/general/latest/gr/securityir.html
https://docs.aws.amazon.com/general/latest/gr/securityir.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/cases.html
https://docs.aws.amazon.com/security-ir/latest/userguide/introduction.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/responding-to-an-aws-generated-case.html
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
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