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https://aws.amazon.com/tools/#sdk
http://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_secrets_manager.html
https://docs.aws.amazon.com/sdk-for-go/api/service/secretsmanager/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/SecretsManager.html
https://sdk.amazonaws.com/kotlin/api/latest/secretsmanager/index.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/SecretsManager/NSecretsManagerModel.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/namespace-Aws.SecretsManager.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/secretsmanager.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SecretsManager.html
https://crates.io/crates/aws-sdk-secretsmanager
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/smr/index.html
https://awslabs.github.io/aws-sdk-swift/reference/0.x/AWSSecretsManager/Home
https://docs.aws.amazon.com/secretsmanager/latest/apireference/Welcome.html
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#dual-stack-endpoints
https://docs.aws.amazon.com/general/latest/gr/rande.html#dual-stack-endpoints
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/security-scans.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",
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"Condition": {
"Bool": {
"secretsmanager:BlockPublicPolicy": "true"
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https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-found-types
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gLICE o] RAEMUMHE ' ol stLte| Hot &t & g2 AME £ Qe TEHD 20450, Hot &b 5
O| ElAA MAME AlE3510{ HEHS F o4& L|Ct CHE WEdS E24M the section called “CHS EHA[” Al

SERETVIE:

1EFH|: o b5 A1
Ml HHAE 7[E0| StE I Y E B ot &6 3 & Secrets Manager2 S ALst=
AWS Z|AAQ} BEAEl AR BlAASN SUS BI™H| MEELICH 3FX| ko

Al 2ot &5 7t
2 AlZhol 7+ B2 el™ol ME gL

™ AL Ab2d|ofl CHsH x|

Hol of 5(2&) AN
- A=\L-= o o
1. https://console.aws.amazon.com/secretsmanager/0ll A Secrets Manager 2 &2 &3 L|C}.
2. Store a new secret(A| 20+ ef S X{ZhH)S MENEFLICEH
3. Hot s 2% MEH(Choose secret type) HO| X0 M CIES S =& ELICH
a. Hotts RYUMCIE R Eot S E MEASLCE
b. EotdSE 7|/2t & (Keylvalue pairs) EE= L Bl AE (Plaintext) 2 {28 LICH COHS2 &

7t X| of| Al &Lt

API key
71/2f oz U=:
ClientID: my_client_id

ClientSecret : wialrXUtnFEMI/K7MDENG/bPxRTiCYEXAMPLEKEY

18 2ot 2tz 4y


https://console.aws.amazon.com/secretsmanager/
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OAuth token

dt HAEZ Q[

AKIAI44QH8DHBEXAMPLE
Digital certificate

olH
=

m
>
[m
u

o

o

Private key

Qut HAEZ Q3

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----

c. &3 7|(Encryption key)0ll M aws/secretsmanagerE ME45}0{ Secrets Managerd| CH3H
AWS ZZ|¥E 7| E AHEELICE O] 7|E AFE85t= Ol E= HI82 gi&LICH |E Eo{THE
AWS A oM 2o arsof HAASH| fsH AtA| D28 #EIE 7|1E MAEE =& U&LICH
T EEI™E 7| AHE HIEoi CHEF XFMIE LHE 2 713 MY E HASHA L.

I
I o
O
0
(0]
0
ol
AL
i

MEH(Choose secret type) H|O|X|[0| M CtE 2 =& LIC.

a. AHO| ZFEl Secret name(2 2 &% 0|8)1 Description(AE)2 l24grL|ct
b. EZlAA HBHResource permissions)oilA 8t T R|(Edit permissions)2 MEHEHL|C}

RoleToRetrieveSecretAtRuntimeO| EOt &S & ZHME £~ QI & §l= CIS HAEg £
{2 £ xX{ZH(Save)S MEHEL|C}

JSON

"Version":"2012-10-17",
"Statement": [
{

1EA: 2ot of 5 Y 19




AWS Secrets Manager Add a permission2|

"Effect": "Allow",
"Principal": {

"AWS":
"arn:aws:iam::111122223333:r0le/RoleToRetrieveSecretAtRuntime"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

c. HO|X| 5tZHol A CHZ(Next)S MEHEFLICE.
5. 1A FM(Configure rotation) H O|X|0f| A |

=
=
6. HE(Review) HO|X[ofM EHOF &5 MF HEE HEFH & XY (Store)S MEELICH

7t HFE A IAM & RoleToRetrieveSecretAtRuntimeE +sto{ EoF E & AME = QY
Ch RRMIEF LHE2 1AM AFE 2 HBHAWS APDE2 I ZSHMIR

% CHE Secrets Managero| M A& 5te ME ZEE AHE85104 Secrets Manageroil A 20 5 & A
MSIEE IEE YOlo|EgLIC.

ME I 37
1. https://console.aws.amazon.com/secretsmanager/0ll A Secrets Manager 2&& JL|C}.
2. Hot et 5 (Secrets) HO|X|o|A E0F S & MEHFILICY.
3. OfBHZE A3 E5t0{ ME F=(Sample code)Z O|SELICH T2 10{E MENSH OIS I =
g SMELLCH
OHEZ 2 |91|O|A=|01IA-I St I E Bt &S E MHstD T E 222 2od&Lct 2 E ool et 2
E XZto| & E= HMEN &2 FII6HoF & = JU&LICH

St FAYE Hot of 5 CHA Eot &S & A& sto] of Z2|70|M0| o §CHE 2 Sst=X| E|AEE L

2CHA|: 2 E AM|o|E 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
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3EHA 2ot ¢f

=

ol
2
[n]
[}
m

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 JL|C}.

N

o 2 % (Secrets)E MEISH Ol 2ot A5 & MEARILICEH

o

of of & A5 A E (Secret details) H O| x|l A ol2iE AT =510 2ot &5 Zt ZM(Retrieve
secret value)2 MEHE O} T E(Edit)S MENEFLICE.

4. Hotofs E UO|O|E & Ch& X E(Save)S MEHEILICH

ICHS, M 2ot 2t 5 2 ofZ 2|7 0| MH0| | A CHE RS 5t=X| E|IAESLICEH
Ct= EHA|

FEHMSE ZEE BEot &S E MAHE Fol= ChS0 242 3 7tX| ofO|C|0{E 1243l € == U&
LI|CF.

- Java & Python OHZZ|7|0|M0i| M st= ZEE 2ot S E F28{™H Amazon CodeGuru
ReviewerE At&3st= 20| E&LICEH

. Hot 5 E JHAISH0 S S HMSHT HISS MUY 4 UBLICH RIME HEE Hot o3 ke
7| Mg AESML

« 0424 E[T0lAM HM|AsHE EHOF & Z 0| 2 X[ AlZhE I MstT| floll 2o ZE SHste R

Teds EML. RiME 82 TS 21 57| BHee &Rt AAL.

o O] XFEMOUIME RoleToRetrieveSecretAtRuntime0l E0F &5 ZtS 7Z4AHEr Heto Hoi3lg
LICE 4&tof F7} HeH(of: 2o f S of CHEt HEIDIO|E{E 71/ 7{Lt 2ot &f S S & E7|)2 F o]
5t24™ the section called “B|AA 7| 242" MM S XML

O| BlAA MAM2 AI23510{ RoleToRetrieveSecretAtRuntimeod ™
H

- O] AtEMOIME 2ot &5 A
52 2045t CHE 2 the section called “ID 7|EF A MM g 2= 5tA

g Foi&aLch H

(@)

- .

3E 2of o5 JH0lE 21


https://console.aws.amazon.com/secretsmanager/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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= -~ (=]

stEZ T E HO|EH|0|A X3 EBE E 0| AWS Secrets
Manager

o Ut HIAE H|O|E{H|0|A Eot 21E HEIL Qe 82 2ot 215 HWHE E Secrets Manager=
0|5 Chg FAI LA sHE 20| ELICH ot Q15 HEE Secrets Manager® O|S8tH I=8 2
E ZE ALK EQH QB HEE £ £ U= EXMIE iZEULC 22 = FET} Secrets Manager
ofl M B B0t Q15 HEE My EULICH 2ot o3 8 mAlstH & 37t Aolol=E ohe #Hx
o| st IYE & F Tt FAE|0{H O|d RE5tK| 2EAH ELICH

Amazon RDS, Amazon Redshift, Amazon DocumentDB G| O|E{H|0|A 2| ZZL, O| H|O|X|of| M| A|El Bt
HE ME5tod ot I E Eot 91F HE E Secrets Manager2 O|SELICH CHE f&o| ot Q1B

ME gl 2 2ot 2k 5 0f CHSHAM = the section called “st= I E HoF oF 5 CHA| » MM & ZSHA

| = o
2 Ar8sto 2ot & & of Cieh HetE #ElsteE 2ol E&LICH

« ol HotFE atE|stE A XHMI8H HE = the section called “Secrets Manager 2 2| X}
e AME FXSHMR. Ol &S Ar85to 2ot o & M5t wmAELICtH

- TEIY A 20 Q15 HEE MEE & U= UE. Ol At EMAUHME
RoleToRetrieveSecretAtRuntimeS AMEELICH. ZE7t Ol &g +=lsto] Eot S E A
ghct.

EtA:

« 1EHA: 2ot ot MM

- 2B 3 E Ydo|E

« 3EHA!: 2o ofs Wi

« Ct5 B
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R Hm EAE 7I1EL| 5
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H O} OF 5 AHAd
- A= OO
1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2&2 JLICt.
2. Store a new secret(A| 20+ eF S X{ZhH)S MEHEFLICEH
3. EHoters 2% MEH(Choose secret type) H O|X|0I| M CHS S =~ EHLICEH
a. Hot s | (Secret type)oll M A& & C|O|E{HO|A Eot 915 HE RS MEAgFLCH
« Amazon RDS Ci|O|E{H|O|A
« Amazon DocumentDB H|O|E{tH[ O] A
 Amazon Redshift G| O|E{ 90{5} A
- CIE f8o 2ot & 5of chal M= st I E 2ok 2f 5 CHAE & ZSHMIR.
b. EotelE HEO|M CIO|EHO|A0 CHEt 7|EL| StE ZEE EHot 215 HEE =gt
c. 53} F|(Encryption key)0ll A aws/secretsmanagerg E435t04 Secrets Manager0i| CH3H
AWS Z2Z|¥ 7| E AEELICE O] 7|& A85t= Ol E= HI&2 gi&LICH & Eo{THE
AWS H oM 2o rsof HAASHT| 2fH AHA| 02 2" 7|18 M8E =& UA&LCh
T EZ|I™E 7| AL HIEoi CHEF AFMIE LHE 2 713 MY E HASHA L.
d. OIO|E{H|O|A A Tl O|E{H|O| A(Database) & MEAESLICY.
e. CtES MEAELICE.
4. HOot M (Configure secret) HO|X|0|M CFRE =& ELICH
a. MNHO| ZEE Secret name(E2t &5 0|F )1 Description(d™H)2 =g LICH
b. 2l&A MEH(Resource permissions)0i| A T8t T E|(Edit permissions)2 ME g LICH
RoleToRetrieveSecretAtRuntimeO| 20t &S & ZHAME = QL8 st=CIS HME
042S & X{ZH(Save)S MEHELICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:x0le/RoleToRetrieveSecretAtRuntime"
},
1EA: 2ot of 5 Y 23


https://console.aws.amazon.com/secretsmanager/
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"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

c. T O|X| stEFOIM TS (Next)S AMEHEFLICE.

5. 1A F(Configure rotation) H O|X|0{| A X|F2 WA E 7H ELICt LIEo| 74| ElLICH CIE S
MERSFLICH

6. ZHE(Review) HO|X|0{|M 2O &t 5 ME MEE AESH & X{&(Store)= MEHEL|C}.
2CHA|- I E Adh|o|E

FE Al IAM @& RoleToRetrieveSecretAtRuntime® +=5t04 EoF ¢t & ZHME 4 Q)
I} REAISH LIS 2 IAM &2 TEHAWS APNS I Z5HAMIS.

N
rr'I

% CHE Secrets Manager0| M X35t HE I EE A& 510{ Secrets Managerdi M 2ot 25 & A
M3IEZ I 2 oH0|ESLICH

ME IE FT
1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 JL|C}.
2. HOoF et3(Secrets) I O|X[|0l| M 20 & & & MEHFHLICY,

3. Ol2HZ A3 E35l0o MZ F=(Sample code)Z O|SErLIC}H Q10{E MEHSI CIS T = TZHE SA}
%I-L||:_|.
= .

OHZC|AHO|MUM StE T YE Eot 0lEs MEE MMt ZE XZHE 20L& LCH T E 10{of o}

ot Z= 2ol g &

IYE Hor 2lE HE CHi 2ot 4 F & AEstod o Z 2|7 0|M0| ol CHz X SsHEX| EHAE

OFx|ef BHAlE 2ot S E TA|Glod 3t IYE 2o Q15 HEE F|ASE HALICH nxeE FI71x
oz EHot A5 E UO|O|ESte Z2MAQLICH 2ot 4 E WA|5tH 2o 252 HIO|E{H|o|A 2
FolM 2ot Q15 HE 7} UO|O|EELICH Secrets Manager= AFSAF7F AHEH LMol h2F 2o F S
E XAsSo= uAE = JU&LC.

2CHA|: 2 E AM|o|E 24
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oA MEo| YR = Lambda A & 47} Secrets Manager®} CllO[E{H|O|A 0| 25 HMAE £ T
£ sle JUct RHs AHE MM Secrets Manager7t G| O|E{H|O| A0 CHE HIE QT HMA H
3t2 Z == Of|o|E{H 0|A %t S U VPCOI Lambda | &S MAIStL|C}H B8 Lambda m&l| &
&£ Secrets ManagerE £ £5104 2ot &t E UC|O|EE &= Q040 & LICt Lambdad| A Secrets
ManagerZ2| 3£ 0| AWS QI Z2tE S10{LEX| &f =5 VPCO| M Secrets Manager AI=EXZQIEE dd

5t= 20| E&LCt. X|E2 the section called “VPC Y= X QIE(AWS PrivateLink)” MM g & X 5tA|

2.

w747

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 ¥ L|C}.

2. Eot A5 (Secrets) HO|X[0| A 20t ef & MEAEFLICY.

3. Hot s ME HE (Secret details) H 0| X|2| W&l 7 4d(Rotation configuration) AAM0{ M w | H
S

Zl(Edit rotation)= MEHEFLICE.

mo
4%
0

o
-
[ul

4. Edit rotation configuration(Z A 74 T ZE!) CHSF A XM CHS

a. Automatic rotation(AtS L&) ZILICE.

b. I*| Y (Rotation schedule)dlA UTC E& A|ZHCHZE YHES =48It

c. WHAAMNIE XYY M 2ot A7t WM EH ste{d 2ot ASE XMHEE I H Al I&|(Rotate
immediately when the secret is stored)& MEHEL|C}.

d. 1A & <(Rotation function)0lA Af Lambda &% 44J(Create a new Lambda function)&
MERSt T M Br=o] O|F S YU ELICE Secrets Managerdll M &= O|§2| A& 220
"SecretsManager"& F7}+&fLIC}H

e. A HolM B ALSAHE MEHBHLICH

ot &f 5 (Secrets) & MEASH CIE Eot S & MEHFLICY.
=]

b oF

w
ro
oo
Fol
=
4
>
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HL
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s
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=
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Hot b % 7ho| HELIRe M W7 S8 JWLICH 2ot ¢f
o

CloudWatch LogsOlAM A & ~& =150 u EX|

3EHA|: 2ok et S WA 25
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wHE 2ok f s = o EE|F0|H0| 6| ZE A Set=X| Bl AERLICH

CHS B

Aol ot ZTE 2o 45 & MAHE Foil= Ot 242 E 74| ofolC|od el &2 = U&

LICF.

- Eot A3 E Yoo 52 MMstn HISS HAY & JU&LICH RHME SE= 2o &5 7t
7l MMHE HZshM L.

- CHE uA ™S Mg = U&LICH RHMIEH LI 2 the section called “IA| L& EFHE RSk
Al

-

- Java & Python OHZ2|70| M0l stE ZEE 20
Reviewerg At&3t= Zd0| EZ&LICH

ot £ 3o P48 Amazon CodeGuru

off CHE CHA AFE AF A A% AWS Secrets Manager

0| At& Mol M= HIOIE{H| O] A Rt ZHo| ZeHEl Hok 5 of CHaH CHR AL A WAE HdYst= &
HE otFLICt CHA AFXF I A= Secrets Manager7t AF&XHE S8 CHS YOOI EEl= AFE AL
ol xtH4 5FE thAlstE LA HEFULICH o MEF2 2ot &5 0| 171890l EeEt 3¢ MEsi=
70| Z&LICH CHA| AL8 A & & ol YOl|o|EE|= St CHE AL& ol A| Tl O|E{H|of 204 THEF 24RY
A BHO| 7| HE LT REMIEH LIE 2 the section called “CHA| AFE AP BHHEE HESAAIL.

CHA AFSAF WA E d™EstedH Chs T 7o 2ot of 37 He gLt

- WAstedE A4 ZFol e E Ho & E 171t
o

« ZE[R A ZFo| U F Hm & E o

O| AFEXRI= 3 Ml AF2XIE S5t 31 H| AR XIS 45 & HAE HEHo| U&LICEH O] AHE
Mo M= Amazon RDSOA ZEIXF AR XIE 251 O] FZ E MES TS ELICH Amazon RDSE

22X &5 nA T 2aEEuct REMEE L2 2 the section called “Z 2|3 mA|” B EXRSHA A
o

—_—

Ol Rt&Mal X BEE2 AFAAQl - E 8 MAMste JULICH Ol A& MolME A 2Alg HoiF 7| 2
&l Amazon RDS MySQL HIO|E{H|0|& MM E AEELICH 22t 2|8l HIo|EHIolAE HIR2E 2
Ll HMAE HMEHSHE VPCH UELICH QIEHE S5l 2Z4 HFE{0 M |0|E{H| 0|20 E=|6I-E:i
T4 Bastion HostE AFS & LICH 0|2 CO|E{H|0|A0| AT = /JUX|E QIE{H S 2R E{ 9| SSH
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T §83l= VPC MHLICH O] Rk& A2l Bastion HostE Amazon EC2 QIAEIAO|H, QAR AO| H
ot IES CHE Rl @S RIEHELICE.

A& ME OHE S0l RIaMolM Bl4AE HElsHs 20l B4L BHZ0IM ElAAE A

S ot x| OtM( 2.

ful
|K
HU
10
[

Secrets Manager &= AWS Lambda .":.*—’FS &5to{ 2ot &t 5 0 C|O|EH|O[AE YO|O|EE L
C}. Lambda &% AF2 H|20] CHE XEM|S LH2 7178 2% MME 2 X SHAR2.

Kt

FI
o

o NI =

L]
—

EtAH|: Amazon RDS Hi|O|E{H|O|A AFR A} M
M

+ 27 AR XHZ SOl CHt Hot o e

74
o 3EHA|: MX|E EOt &5 HAE
X

AEM M ZH2 2 AWS HHof Cist 22| Heto| 2 e ot 2 HM d™Ho| M= 2 EHAH ol o
o MZ CHE A#g 2 Ar&5t= XWo| 7t E& Lt 04I% £01 Clo|E{H|o|A EHE|Xt B0 2
2 Amazon RDS Cl|O|EH|O|A & A5t HIERI #E[X HEH0| U= 82 VvPC L Eot OES
MEELUCH Rt EBAHMME S8 RHE S-S HlE AH85t= [0l E&LICH

$0
rir
o
u
ol
8

ZZEM E0| HEtE M-S wof chst REM[EH LH® 2 the section called “@15 & M| A K|

Ol XAt& XM E olstisted™ ChZ 0| 2R ErLict

>
2
P
i

A: Amazon VPC

o AP =74 B: Amazon EC2 QIAEIA
« AP =74 C: Amazon RDS ClO|E{H|O[A &I 2H2|At At 5B {8t Secrets Manager &%
« M XA D: 24 HFE7IEC2 QIAEHAO| KL T E 58
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MM =74 A: Amazon VPC

0| EtH|0 = Amazon RDS H|O|E{H| 0| A2} Amazon EC2 QUIAEIA S A|EtE £ Q= VPCE A%
LICt LHE EHAHIM= HAFEE AH835t04 QIEH! S S5l Bastionof| @128 CF& Cl|O|E{H| 0| A0 @14
StH El=2 2 VPCOM Li7t= EBiEE §{&38Hof & LICt O|& I3l Amazon VPC= VPCO| QIE{! A
O|EQ|0|E st VPC 2IF 2 &dl= EiEE QIEY HOo|EQO0|Z ELHE S 2t E E|o|=0f

BEE FIHELICHL

VPC LHO{| M Secrets Manager YIEZQIE 2t Amazon RDS YIEZQIEE MMEILIC LIS EHAH oA
s mA|E %6 H Secrets Manager7t Gl O|E{H| O] A0f| HA|AE £~ QIEE VPC LH0I| Lambda
g8 MgLIch E£5 Lambda A & £ Secrets Manager & £&35t0{ &2 & AC|0|ES
Amazon RDSE 3 £7504 O|O|E{HIO|A 914 HE E JtX{ZLICt VPC LHo| A= ZQIEE M 5HH
Lambda & =0i| A Secrets Manager &' Amazon RDSZ2| &£ 0| AWS QI ZZIE Bio{LIX| A5 &
£ A&LICH CHal vPC LHe| I X RIE 2 Bt BIELCH.

VPCE MA5te{™

1. https://console.aws.amazon.com/vpc/HlA Amazon VPC 2& & LI}

2. VPC dds MEigfL|CH

3. Create VPC(VPC %) H|O|X[|0{| M VPC S MEAELICH.

4. Name tag auto-generation(O|& Ef 1 Xt & 44d)9| Auto-generate(Xt S ‘)0l M
SecretsManagerTutorialS Q/23&fL|C}.

5. DNS options(DNS &44)0{ A Enable DNS hostnames %! Enable DNS resolution2 25
MEASL|CE.

6. VPC dds MEiFfL|CH

t24H

ol

VPC LH0f| Secrets Manager IEZQIEE MM

1. Amazon VPC £ 9| Endpoints(¢I = Z 21 E)0{| A Create Endpoint(IEZQIE M E MEHFL]
Ct.

SecretsManagerTutorialEndpointE Q/=248lLIC}
3. Services(AH|A)0IM secretsmanagerE 225t04 S5 2 ZEHI T CHS AWS 2|T0]
M Secrets Manager YIE ZQIEE MEASILICE 0 & So01 0|= SE(HK|LIOF E8)0i|A

=
com.amazonaws.us-east-1.secretsmanagerS MEHEFL|CH

4. VPCO| vpc**** (SecretsManagerTutorial)ZE MEHEILICH

r

MHEE=A 28
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5. MEUY(Subnets)0l| 7+& Qd(Availability Zones)
ID(Subnet ID)E MEHEHLICY,

mjo
H
n
x
gl
ok
iul
0jo
N
N
=]
jul
ol

Zag MEy

IP address type(IP &4 R&)0|AM IPv4E MEIELICEH
H ot 71 & (Security groups)ollAM 7|2 Hot 258 MEfSHL|CE.
2 (Policy)0llA Full accessS MEHEL|CE.

A= ZQIE MM(Create endpoint)S ME4EHLICH.

© © N ©

VPC L0l Amazon RDS QIEZQIEE MAI5tE{H

1. Amazon VPC £ 2| Endpoints(¢! = EZ 21 E)0{ A Create Endpoint(IEZQIE MAHE MENFL]
Ct.
2. Endpoint settings(?i'EEO_'E A7)0l Name(O|S)0ll RDSTutorialEndpointE 24§ Ct.

l=dslo] S 52 ZE{d 8 CtS AWS 2|0l Amazon RDS
.0& E04 0|7 SR (HXILIOF S5)0AM com. amazonaws . us-

4. VPCO|| vpc**** (SecretsManagerTutorial)ZE MEHEILICH

o

MEUYI(Subnets)0l| 78 ¥ (Availability Zones)2 25 MENSH CFS ZHZtol| CHEH Z&HE MEU
ID(Subnet ID)& MEHEFLICY.

IP address type(IP T4 |F8)0IM IPv4E MEHFILICE.
H ot 1 & (Security groups)ollAM 7|2 Hot 258 MEfSHL|CE.

M2 (Policy)lA Full accessE ME4EFLICY.

of

© © N O

M
Hel

QlE MAd(Create endpoint)S MEHEFL|CH

MM =74 B: Amazon EC2 @IAEAA

LIS EHIAM Ad35tH= Amazon RDS C|O|E{HO|A = VPCH UH EI2 2 07[0]| K| A SHE{HH
Bastion Host7} E 2 &L|C}. Bastion Hoste= VPCO| T UX|TH LIS EHAH0|AH SSHE AF835t0i 24 &
FE{7} Bastion Hostol| 448E &= =& Eot IS FHELICH

Bastion Host0l| CH{8t EC2 QIAEIAE MM 5E{H

1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & LI}

2. QAEIA(Instances)E MEHSH O} QIAEA A|ZH(Launch Instances)2 MEHEHLIC.

MNHE=A 29
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3. Name and tags(0|& %! Eil1) ot2i 2| Name(O|&)0il SecretsManagerTutorialInstance=S
USFAM L.

4. Application and OS Images(0HZ2|70|Ad & OS 0|0|X|)0il A 7|2t Amazon Linux 2 AMI
(HMV) Kernel 5.102 & X|ELICH

5. Instance type(QIAEIA R&E)0IMH 7|27t t2.microE | X|ELICH

6. Key pair(Z| H0{)0ll A Create key pair(7| H0{ 24)E ME4SHL|CI
Create key pair(7| H|0{ 44) CHS} & Xt0i| A Key pair name(Z| H|0{ O|F)o|
SecretsManagerTutorialKeyPairE /24Tt CI= Create key pair(7| H 0] M)E MEHFHL
Ct.
7| Ho{7} RA S22 CIRZEFLCH

7. Network settings(UIE3Z M0l M Edit(HE)E MEstD OS2 =& LICH

a. VPCO| vpc-**** SecretsManagerTutorialZ ME4ELIC}.
b. HE2 IP A& &Y (Auto-assign Public IP)0|A Enable2 MEHEILICE
Firewall('& 3+29)0ll M Select existing security group(7|& £ 1 & MeE)g MEfstL|C}

c
d. Common security groups(&Et 2o 1&)0| M defaultE MEHEILICE
O

MZ Z74 C: Amazon RDS |O|E{H|0|A & #t2|A} Xt EHE ?|eh Secrets Manager

O| EtAH[o| M= Amazon RDS MySQL H|O|E{H[O|AE 245t Amazon RDS7t 2|4t At 3 &
zete ASE MHESESE FAHELICH 22{™ Amazon RDSOIA EE|AF &S o] IXE KIs2
FLICH RtAE L8 2 #Eld uA EHHg HESHMAIR.

CllO|E{H|O| A 24 TItH ol &t o 2 0| EHA|0| M A8t Bastion HostE K| & LICH
Amazon RDSO{| A CO|E{H|O| AL} CIAEAA T} ME UM AS £ QIEE HOF 122 MK
74 ZHEE|C 04798 & QI = OIAEIAQ| GIZE Hot 720 F&IS bt

ZHElxF X3 5P 0| Z & El Secrets Manager & £ & A2 35104 Amazon RDS HO|E{H|O|AE M43t
24

1. Amazon RDS ££0{M Create database(Cl|O|E{H|O|A M A)E MEHEFL|C}

2. Engine options(¢I &l M) MM 9| Engine type(RI ! F&)0I A MySQLS MEEFLICE

A = 30
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3. Templates(REX!) MMM Free tierE MEAFILICE

4. Settings(&™) MMM CtE2 s&FLICH

a. DB instance identifier(DB QIAEIA AE4X})0f| SecretsManagexTutorialS 24FLICEH
b. A 5H MH|M OIAE RHE 5H 22|E AWS Secrets Manager ME48HL|CH

5. Connectivity(21Z24d)2| Computer resource(ZFE 2[4 £)0{| A Connect to an EC2 computer
resource(EC2 AFE] 2laA0] HAZA)E MEHS CFZ EC2 Instance(EC2 QIAEA)0| M
SecretsManagerTutorialInstanceE ME{&rL|C}

6. ClOIEHo|A HedS MEfghL|ct.

MM ZX7AD: 2Z HAFE{7I EC2 QIAEHAN HAAESEE 52

O EBHAIME AP =74 BO A MAY8H EC2 QIAEIAE A5 t0 24 HEE{7} sHE QIAEI A0 o
748 £ Iz 2 #Lict oA 52T HFE{Q| IP TATJ SSHE 138 4 QIE & st FElg 2 E
5 == Amazon RDS7 A =74 cofl 718t 2ot &8 TZsHof &fLict o 7 a% At 22
ZEE(HM IP TAR AME)JL QIE{A S S35 SSHE AR 5104 Bastion Hostol| 94238t = /& LICt.
22 ZHEE{7} EC2 QIAEIAN HASEE 5|25 2{H

—

https://console.aws.amazon.com/ec2/0{| A Amazon EC2 £

HC me
o o
2

L

o

2. EC2 QIAEA SecretsManagerTutoriallnstance 2| Security(
OE)0|AM sg-*** (ec2-rds-X)E MEHEFL|CE.

o) B0l Q= Security groups(= 2t

3. Input rules(2 =)0l M Edit inbound rules(2!Ht 2

4. Addrule(+& F7hH2 MEiStD FEol| CHal CHS 2 s=>FLICH

N
=
>
e
A
(M
x
]
o
-
[ul

a. Type(F&)HAM SSHS MEdEFLICE

b. Source type(AA R&)0l| My IPE MEHEHLICH

1EtA|: Amazon RDS G| O|E{H|O|A A X} M

0Il

HA 2ot 5ol Xt BHE MY ALSXIL HRELICH ABKE ddsteiH 2zt it 52
2 Amazon RDS H|O|E{t| 0|20 2 QI8 LICH ZtASHE 2I3H xr*\HmIH“ Cl| o|Eft| O] A0f CHEH
A HEE 7L MBRE YMELICH Z2EHM B FolM ol YEHHO|X| foa2 A4 HEH Y

(== 20| E&LCH

P k=1
=
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ol O|E{H[O|A0f 4ZA5tEd™ MySQL 22I0|HE =7 E AFSELICE O] Rk& Aol M= GUI 7|8 o E
2710|421 MySQL WorkbenchE AFE & LICH MySQL Workbench& A x|3524H MySQL Workbench
[:|._8_ ECE XML,

|3 Amazon

o

Cilo|E{Ho|A0f 2435t 4 MySQL WorkbenchOll M @33 28 & MMELICH 7 HE
EC2 % Amazon RDS2| &8 ME 7| € shL|ct.

MySQL Workbench0i| A C|O|E{H|O|A 1A S 445l E2{H

1. MySQL Workbench0| A MySQL 2424 (MySQL Connections) 2

o4
2. M 29 MZ(Setup New Connection) CH&l & X0l M CIS S &g LICH

a. 917 0|&(Connection Name)0ll SecretsManagerTutorialS Q/=48lLICH.

mlm
_I_
gL
o
r
[u]

b. 94Z @& (Connection Method)0l A Standaxd TCP/IP over SSH

c. It2tO|E{(Parameters) BiOIM CtS 2 =T LICEH

i. SSH ZAE O0|&(SSH Hostname)0ll Amazon EC2 QIAEAO| HEE! P TAE Q248

L|Ct.
RIAEA SecretsManagerTutorialinstanceE 41845101 Amazon EC2 Z2&0M IP FAE
&2 = U&LICH Public IPv4 DNS of2Hof| IP FAE SAFEFLICE.

i. SSH AF2X} O|&(SSH Username)0ll ec2-userE l238fL|C}.

iii. SSH 7|ItY(SSH Keyfile)ol| A O|F AFM =AM Ct2EE8 7| m|of oH
SecretsManagerTutorialKeyPair.pem2& ME{EFL|C}.

olad
=

o

L

jn

iv. MySQL ZAE 0|&(MySQL Hostname)oll Amazon RDS YIEZQIE FA

ClO|E{H| 0| A RIAEAA secretsmanagertutorialdbE AMEH5104 Amazon RDS 2£0{ A 2l
AE &8 $ Q&LICH A= ZQIE (Endpoint) OF2Ho| FAE SAMELICEH

v. ALEXl 0| (Username)oll adming /248tL|C}.

1. Amazon RDS £<£ 0 A H|O|E{H|O|AZ O|S & L|Ct.

2. Configuration(Tt4d) £49| Master Credentials ARN(OFAE{ A2 52 ARN)0| A Manage in

Secrets Manager(Secrets Manager0il A #2()E MEiELICE
1E7: Amazon RDS H|O|E{H|O|A AFE A} 44 32
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Secrets Manager 2£ 0| QG &/L|Ct.

2ts M5 HE 50| X|0ll M Retrieve secret value(E ot & & 2t ZHA)E MEHEHL|CY.

w
HL
e

4. 237} Secret value( = gf) AlMoi| EAIELICH

ClO|E{H|O|A AFSRIE MAdte{H

1. MySQL Workbench0ll M SecretsManagerTutorial 2342 MEHEHL|C}.

—

2. ot5olM HMsH alg|kt &5 E Qladst|C}.

|

3. MySQL Workbench®| Query(FZl) ZHollM OIS B3 (Z s 45 2§
Execute(A&)E MEHEILICH 1A &4 = SELECTE AI835l04 UO|0|EE Hot &5 E E|AES
22, appuserdl= Z[AFH SHE HEHO| do{ofF EFLICH.

CREATE DATABASE myDB;

CREATE USER 'appuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'appuser'e'%';

E3(Output) FollM Bo| MT# Hg 2 £ aLich

- A

DCHA: A2 K KF 74 I TH04| CHEH BIOF of & A

Hu
14
il
24
2
o

CHE o=, WE AR AL RISl A1 BT MY sHe Hot 458 MABrLICH 0|Z40] A3 2
2ot s QLich S IS AT CHRI ALSAE M2 LIEHHZ® & S AL ALl 25 8 W
0| Qs WT Ol £ ALS} Ot 2B E MBI

—

https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 L|Ct.

Store a new secret(A 2ot &t 5 X{ZH)S MEHFHLIC.

3. HOot S 9% MEH(Choose secret type) HO|X|0M CHS 2 s&ELICEH

o))
i
0
o

fok

7 &(Secret type) | A{ Amazon RDS G| O|E{H|0|A 0 CHEH X}Z3 & H(Credentials
for Amazon RDS database)2 AEHEIL|CH.

b. X4 ZH(Credentials)HlA ALE X} 0| appuser2t MySQL WorkbenchE A& 35104 4438t
CllO|E{H|O| A AFR RO CHEH Ql=dst ot & Qladst|C}.

= N i W

c. OlO|E{H|O|A(Database)™| M secretsmanagertutorialdb& ME4EHLICE.
d. CtSS MEfghLICH
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4. Hotets F4(Configure secret) H O|X|0| A E2F 2t F O|F (Secret name)o|
SecretsManagerTutorialAppuserE /248t & C}Z(Next)S MEHEILICY.

5. 1| F4d(Configure rotation) HO|X|o| M CtS 2 & & LICt

a. Automatic rotation(Xt& L&) ZILICt.
b. x| 2% (Rotation schedule)ollA (Days): 2%, 7|ZH(Duration): 2he| Y S M&stLICT
& Al I (Rotate immediately) S ME4EHLICEH
c. 1*| g <(Rotation function)oll A Ww*|| & 4 244d(Create a rotation function)S MEiS CtZ &
% 0|&0] tutorial-alternating-users-rotation2 2i%fL|C}
d. A TEFol|l M CHA| AL AHE MEfEE O ZtElX 2ot 015 HE 250l M o] kF
& MOl AM M4t O|O|E{H|O| A 2] O|& secretsmanagertutorial2 X &35t=
MHO| =(0d: Secret associated with primary RDS DB instance:

arn:aws:rds:Region:AccountId:db:secretsmanagertutorial) rds!cluster...2t=
MEASHLCE.

o
il
lo
o
Ol
M
>

=
e. CISS ME{ELICH

6. ZAE(Review) H|O|X[|0f| A A|Zt(Store)S MEHEFLICE

Secrets Manager 22t &% M| HE HO|X[2 SotZfLict. HO|X| & Etol M mA| T4 &FEl

E &olg £+ &LICH Secrets Manager= CloudFormation2 AF23104 Lambda A & &
Lambda & +& Al-st= A= Aot 22 2|44 E Mg LTt CloudFormationO| = E[TH HY
L7} 2ot &f & mR| 0i 2FEl(Secret scheduled for rotation) 2 2 B ZAEILICH & Hml w7} &=
ZIA&LCt.
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1. https://console.aws.amazon.com/secretsmanager/0| A Secrets Manager &2 3LI|LCt.

2. HOot of5(Secrets)E MEHSHCH2 EOF &f % SecretsManagerTutorialAppuserE MEHENL |
Ct.

3. Hot s MF HE(Secret details) HO|X|E of2E2 A3 &5t Eot A5 gL ZHM(Retrieve
secret value)= ME{EFLICE

4. 7|/2k(Key/value) El|O| 20| A password0i| CHEt 2ot &t 3 Zk(Secret value)2 SAHELICH

A mAME 2ot of 5 H|

[>

E 34


https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager Add a permission2|

X4 5EE HAESE™

rim
ror

o2 22

Ct

0jo

1. MySQL Workbench0i| A SecretsManagerTutorial @14€ OIRA 2EZ H o

4 HZ|(Edit Connection)2 ME4EL|CT

2. AMH 9978 #2|(Manage Server Connections) CH&F A X0l A AFE X} 0|5 (Username)Of|
appuserE &%t CtF E7|(Close)& MEAFLICEH

3. MySQL WorkbenchZ &0} 7} A SecretsManagerTutorial @122 MEHEFL|C}

4. SSH 7 ¥7|(Open SSH Connection) CH3 & XFof| M &% (Password)ol| 2ot @t 2 0f| A 245t
A E B0 OIS &QIOK)S MEAFFLICE.

X724 ZHo| 858 A2 MySQL Workbench7} Ci|O|E{#| 0| A 9| C|Xt Q! H|O|X|of| QZIL|C}.

23 nHM7t SSFS S LIEtHLICH 2o 3 o Xt ZFHO0| UH|0|E X} H Tl O|E{H|
2 O = o
T o

CHE x| 22l single user rotation(EH Y AFEAF &) AlTSiE{E B 2laa HEIE HAUF T
the section called “Ete Al A 1 A|"2 O|S&hL|C}.

X o™ HAM 0| Fotr|X| =5 ot QIEUol| AMAY -~ = EC2 UAHAE XA
ot7| st O] Ak& AollM Y8t CHE EI_/.\_ﬁQP O A™E ZHE AMELICH

« Amazon RDS Cl|O|E{H|O|A QIAEIA XFM|EH LI 2 Amazon RDS AHE AHA{ Q| DB QIAEIA Al
ME ZxsAMIR.

« Amazon EC2 21A KM LI 2 Amazon EC2 AIE MEMO| CIAEA S2E R X5HA|

= 2
« Secrets Manager 29 & $ SecretsManagerTutorialAppuser X|&2 the section called “= ¢t
As AX| MME XML,

- Secrets Manager QIEZQIE . At M|EH LIE2AWS PrivateLink A& AMo| VPC AIEXZQIE AX|E &
ZEHMIR.

« VPC U= EZQIE XIA|EH LI 2AWS PrivateLink AEA 2| VPC AMK|E X 5HAML.

ChS B

« OHEC|FO| Mo EoF &f S & HMetE LHES otELct

« CtE T Lol cHst ot

I
r
|
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off CHBt EF AL AF A A% AWS Secrets Manager

O X*t& Mol M= CllO|E{H[O|A X123 ZHO| 2ot El ot s of CHal B AASA THME MHst= Y
g dotgLIch B AFS X T A= Secrets Manager?7t £+ &5 4l I:-IIOIE-IH{IOI& DR AP R}
| Xt24 ZHES UO|0|EstE WA M2FIL|CH KFAIE LI 2 the section called “EH AL X} EHRlS
FRSHAMAIL.

1o [T

ikl
2 >+ m
o

AHEME OHEl 0= AAEMAM 2IAAE HElsHe Aol EELICH Z2EHM S E0M E|[AAE A
23 X| OtM| 2.

Secrets Manager I A= AWS Lambda & +=& Al&35t0{ £¢F 259t C|O|E{H0|AE MO EE L
Ct. Lambda & AMS H| S0l CHEt AHAIEF LIS 2 7123 B MME B ZSHMIR.

=
=

>

.

ror

r

- M EH
1EtAH|: Amazon RDS Cl|O|E{H|O| A ALK} A4

(=]
« 2EH7: CllolE{HOl& AEX At SHol| CHer 2o o 5 M

AHEM A ZHS 2 AWS Hl™Hol CHEt 2tE| HEto| 2 et 22 =M d™HoME 2 BHAof o
i MZ CHE HE S MEste W0l 7t E&LICH 0| § S0 HlOIE-|H1IO|ﬁ | R} HEHO| Q= 4t
2 Amazon RDS O|O|E{H|0|AE MAslT HIEQT |kt Hto| Qle g2 vPCc 2 Het OES
MYELICH RtaM BAHUME SYE A1 BHE HE M85t W0l E4L

o

Z2EM B EolM Hete M st Wedol chet REMISH L8 2 the section called “Q1F 2 M A K|

t& Mol AP 2742 the section called “CHA| AFS A W A" ILICH &R M R& M7t LM 2|4
HMels x| Okl 2. o] Ak& ME oFEl £0i= Amazon RDS Cl|O|E{H| 0| A2} Secrets Manager & ¢t

> ©
mu >

B ALS R wA| 36
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1

257t A X BEE AELICE ClO|EHI0|A ALSEXLe| At ZFO| &l & #Hmf S UKIE
Ol ‘t&MolME alie = E AS S| eE&LICH

et BE|RF AHE SHEE AFE 504 | O|E{HIO| A0 A4S =S MySQL Workbencholl 2|04 /&
L|CF.

1EtA: Amazon RDS G| O|E{H|O|A ALK} M

x| 2Ot 50| A BHS MY AR LRLICH ASRHE MAdstE{d ¢ 50| KT E Bl
At A4 53OS 2 Amazon RDS Cl|O|E{H|O|A 0| 2O RIELICEH ZHASHE I3 A& MM = CIO|EH|
Ol20f CHEH RF HEHS 7HE) ASAHE MABLICL ZRTM BH0lM o= YdHHolx| oo A
Alg mas 2ol EaLc

1. Amazon RDS 2£0{ A Cl[O|E{H[0|A R O|S&L|Ct.

2. Configuration(74d) 19| Master Credentials ARN(OFAE{ A}24 & ARN)0{| A Manage in
Secrets Manager(Secrets ManagerOf| A #2()& ME4EFL[CEH

Secrets Manager 2£ 0| QG &!L|Ct.
Hotors M5 HE H 0|X|of M Retrieve secret value(2. 2 &3 gt ZHM)E MEdsL|Ct

4. 437} Secret value(Z = gf) Mol EAIELICH

CIOIE{H|O| A ALSAHE M stedH

oz a7

=) o

—

ror

Ct

rim
0jo

1. MySQL Workbench0il A SecretsManagerTutorial 91Z2E ORA QEZ H
4 T Z|(Edit Connection)2 ME4EtL|CT

2. AMH{ o4& Er2|(Manage Server Connections) CHEt &f X0l M AFE Xt O| & (Username)0ll adminE
2dst CHS = 7|(Close)& ME4ELICEH

3. MySQL WorkbenchZ &0} 7} A SecretsManagerTutorial 9122 MEHEFL|Ct

4. S0 G E[xt dEE T LICH

5. MySQL Workbench@| Query(#H2|) &M Ct& B (H2e &= £8H2 L=T CHS
Execute(& )& MEHEILICE WA & 4= SELECTE AHE5t0 YO|O|EE Eot ¢t 5 E E|AES
S 2, dbusexrd= Z|A8 T FHEHO| RUo{oF EFLCH.

CREATE USER 'dbuser'@'%' IDENTIFIED BY 'EXAMPLE-PASSWORD';
GRANT SELECT ON myDB . * TO 'dbuser'@e'%';
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2CHA|: C|O|E{HIO| A AFE R} AIZd S o CHEH 2oF &F 5 MM

|0
Hu
>

et AHE XS] AHA
. Secrets Manager=

=
2 ohF = &Lt A7t

> C U
oy

o

—_

o Mim mju

o = on 1
ek o kl (0]
;_ 2

> o
0> no o of

r
n

—

https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 ¥ LIC}.

Store a new secret(A 2ot &t 3 X{E)S MEHFHL|CE.

3. EHot s |3 ME4(Choose secret type) H O|X|04| M CHZ

mjo

&gt
a. HEOot s 2%(Secret type)oll A Amazon RDS Hi|O|E{H|O|A0f| CHEF X} 74 & (Credentials
for Amazon RDS database)S MEHEFL|CH
b. XtZ4 5E(Credentials)0l| A AL Xt O|F dbuser2 MySQL Workbench& A+& 35104 244t
Ol O|E{H[O|A AFEXIol| CHEH =det 2= & =T ct
c. OlO|E{H|O|A(Database)™| M secretsmanagertutorialdbS ME4EHLICE.
d. CtES MEfghLCt
4. Bt ets F4(Configure secret) H O|X|0f| A 20+ &t F O|F(Secret name)o|
SecretsManagerTutorialDbuserE /238 & C}S(Next)= MEIEILICE

5. 1A FM(Configure rotation) HO|X|0|M CtS 2 =& & LICE

a. Automatic rotation(XHS L&) ZL|C}.
1A LX(Rotation schedule)ollAM (Days): 22, 7|ZF(Duration): 2h2| Y& S M&IstL|C
& Al | (Rotate immediately) S ME4EHLICEH
c. 1A & =(Rotation function)0f| Al m*| & <= 444d(Create a rotation function)S =3t Ct5
%= 0|80 tutorial-single-usexr-rotation2 /2d&fL|C}
WA MEFM B AHSKHE MEIELICE

CHS S MEfghLICH

oo

»
on ® 2

E (Review) H|O| X|0{| A A|Zf(Store)=2 MEHEILICE.

Secrets Manager 22+ &% M2 HE HO|X|2 SotZfL|ct. HO|X| Bt mA| T4 &FEl
E 2Qlg £ l&LInt Secrets Manager= CloudFormationg AH&3t0{ Lambda A &+ &

Lambda &+ & ASIE AS detn A2 2AAE MMEILICH CloudFormationO| 22 &|74 HY

2CHA|: CllO|E{HIO| A AFZRE Rt ZHof| CHEt Eot & M

2 EE SS 38
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L7t 2ot ef & mR| 0i 2FEl(Secret scheduled for rotation) 2 2 B ZEELICH & Hml |7} 2=
E|R&LCH

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 JL|C}.

2. HOotot5 (Secrets)E MEHSHCHS EOF &f % SecretsManagerTutorialDbuserS MEHEIL
Ct.

3. Hot s MEF HE(Secret details) HO|X|E of2iE AT EstT Eot &5 Zf ZHM(Retrieve

o
secret value)2 MEHEHLICEH

4. 7|/Z2f(Key/value) E|O|E 0| A passwordoi| CHEH 2Ot & 5 Zf(Secret value)2 = AR LICE.

A4 5HE E|lAESE{H
1. MySQL Workbench0i| A SecretsManagerTutorial @13€ OIRA QEXZ HESZE &8t C}2 A

74 T Z(Edit Connection)= ME4EFL|C}.

2. MH{ @1 Et2l(Manage Server Connections) CHS} & Aol A AH& Xt O|& (Username)O]|
dbuserE& ¢/238t Ct= E7I|(Close)& MEHEILICY.

3. MySQL WorkbenchZ &0} 7} A SecretsManagerTutorial @122 MEHEHL|C}

4. SSH 21722 2¥7|(Open SSH Connection) CH&l 4 Xtof M &f = (Password)ol| 20t & of| A 2245t

=
B8 oIS O} HOUOK)S M B LITY

=

X724 ZHo| 858 AL MySQL Workbench7} Ci|O|E{#|0| A 2| C|XtQ! H|O|X|of| QZIL|C}.

A 222 UX|5tE{™ O] RIS MM MAMst &S & AKX EFLICH X|El the section called “E 2t
ots
| e i

S
2
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o>
X
i
X
ra
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u
>
>
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u
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24 the section called “4EHA|: E|AA HEPE B XM 2.
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CHS B A

« OHZE[7o|Mo M EoF & Z E HAMSte YHS dotELICH 2o &S 7127
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API key
70112t Ho{=2 f=:
ClientID: my_client_id

ClientSecret : wJialrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
OAuth token

AKIAI44QH8DHBEXAMPLE

Digital certificate

---- BEGIN PRIVATE KEY ----
EXAMPLE
---- END PRIVATE KEY ----
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Example JSON I} Q| ClO|E{H|O|A RtZH SHoZ Hok ¢t pHE 7|

CHS create-secret (A||MHE Tt XA SHE AIE35H0 A|Z =S M LICH RIAEH LIES
AWS CLI AFHE A XMo| ol met0|Ef EEE AWS CLI #ZFHAM2

Secrets Managerd M 2t 2 & WHME = U st24Td JSONO| EeF 2 5 9| JSON T Z=off L x[3H
OF fL|Ct.

aws secretsmanager create-secret \
--name MyTestSecret \
--secret-string file://mycreds.json

mycreds.json2| ZEIX:

{
"engine": "mysql",
"username": "saanvis",
"password": "EXAMPLE-PASSWORD",
"host": "my-database-endpoint.us-west-2.rds.amazonaws.com",
"dbname": "myDatabase",
"port": "3306"
}

Example 20t 2t 5 Mo

CS create-secret A|GIME F 79| 7|-gt o2 E

e
nQ
ol
i
=]
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-
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aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}'

Example 20t 2t 5 Mo

aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string '{"user":"diegor", "password":"EXAMPLE-PASSWORD"}' \

--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag", "Value":
"SecondValue"}]'

AWS CLI 44
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Secrets Manager 292t &t S 0{l= O A7} QULIR?

Secrets Manager0lA Eot ot = Hot of & HE Hot et s Zf Al 2ok ot of CHE HIEHHIO|EZ F
MELICH 2ot &5 Zf2 EXY E= O[Z A

0= BA T T

0f2] EXIY 2t B Hot o S0l X{&5l2{E JSON HAE EXIPS 73 Wo = AR

P

[e]]]
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»
o
O
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{
"host" : "ProdServer-01.databases.example.com",
"port" : "'8888",
"username" : "administrator",
"password" : "EXAMPLE-PASSWORD",
"dbname" : "MyDatabase",
"engine" ¢ "mysql"

}
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410 Amazon 2|44 O|&(ARN):

arn:aws:secretsmanager:<Region>:<AccountId>:secret:SecretName-6RandomCharacters
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| credential3 ‘ credential? ‘

AWSPENDING AWSCURRENT - AWS PRE\HD

credential10 credential® ‘ credential®

credentiald ‘ credentials ‘ ‘ credentiald ‘
credential? ‘ credential 1 ‘

AWS Secrets Manager 22t 25 0| JSON &
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JSON 7| 0|&2 CH/AEAE FEFLICH

=X

« Amazon RDS 2! Aurora A}lZ23 &

« Amazon Redshift A}Z4 &

« Amazon Redshift Serverless X}Z3d &3

« Amazon DocumentDB X}Zd &

« Amazon Timestream for InfluxDB £t &5 X

———_ (9

« Amazon ElastiCache X}Z3d &

« Active Directory X} 74 &

Secrets Manager0i| M A&
E|- I.__-| |:|I-':> 9|/7|- M = 7|.%
Ct

T B4 BESS AISSHER C1BT 22 JSON FEE AL EL
Bt 7l RlesLich. ol S04 CHE 20| =R Blo|EfHl 0|20 hEt @17
<EEEHE

DB2

Amazon RDS Db2 QIAEAA O] B2 AIXI7| RFAIo| A S E HAE
2 2R RHE 5HE MB35Hok g Lict

{
"engine": "db2",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<ARN of the elevated secret>",

"dbInstanceldentifier": <optional: ID of the instance. Alternately, use

dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use

dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MariaDB

Amazon RDS 2! Aurora AtZ4 & 48
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"engine": "mariadb",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"port": <TCP port number. If not specified, defaults to 3306>,

"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

MySQL
{
"engine": "mysql",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 3306>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Oracle
{
"engine": "oracle",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name>",
"port": <TCP port number. If not specified, defaults to 1521>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “## ###”.>",

Amazon RDS 2! Aurora AtZ4 & 49
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"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",

"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Postgres
{
"engine": "postgres",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to 'postgres'>",
"port": <TCP port number. If not specified, defaults to 5432>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster. Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

SQLServer
{
"engine": "sqlserver",
"host": "<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to 'master'>",
"port": <TCP port number. If not specified, defaults to 1433>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section

called “## ###”.>",
"dbInstanceldentifier": <optional: ID of the instance. Alternately, use
dbClusterIdentifier. Required for configuring rotation in the console.>",
"dbClusterIdentifier": <optional: ID of the cluster.Alternately, use
dbInstanceldentifier. Required for configuring rotation in the console.>"

}

Amazon RDS 2! Aurora AtZ4 & 50
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Amazon Redshift X}Z3 &

Secrets Manager0i| M XS
Ch B2 7)/2t &2 F7¢
He ? Ct

wiH B HESS ASste{H S 242 JSON 72 E AFSE L
2 .o|E S0{ CtE 2™ el SHE olo|E{Ho]A0i CHEF 44

HA =
zae + A&

{
"engine": "redshift",
"host": '"<instance host name/resolvable DNS name>",
"username": "<username>",
"password": "<password>",
"dbname": '"<database name. If not specified, defaults to None>",
"dbClusterIdentifier": "<optional: database ID. Required for configuring rotation in

the console.>"
"port": <optional: TCP port number. If not specified, defaults to 5439>

"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>"
}
: =
Amazon Redshift Serverless X}Z3 &3

Secrets Managerdl M M3 5t= oA & HES2 AE52{M OHS 0 22 JSON 72X E AFSEL
Ch. Cf Bt 713t W2 £7h8 4+ &Ltk o8 So{ CHE 2IMo| SRIE olo|E{HolAof Tt 472
2B T8+ sl
{

"engine": "redshift",

"host": "<instance host name/resolvable DNS name>",

"username": "<username>",

"password": "<password>",

"dbname": '"<database name. If not specified, defaults to None>",

"namespaceName": "<optional: namespace name, Required for configuring rotation in the

console.> "
"port": <optional: TCP port number. If not specified, defaults to 5439>
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>"

}

Amazon Redshift Xt74 53 51
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Amazon DocumentDB AtZ3d &

Secrets Managerdl M M3 35t= oAl g HESS AE52{M O 22 JSON 72X E AFSEL
Ch 2 72t 42 F7HE £ U&LICH o|§ S0 CHE 22| SxI2 olo|EHIo| A0 CHEF 1A
HEE ZEte = /J&Lct
{
"engine": "mongo",
"host": "<instance host name/resolvable DNS name>",
"username": '"<username>",
"password": "<password>",
"dbname": "<database name. If not specified, defaults to None>",
"port": <TCP port number. If not specified, defaults to 27017>,
"ssl": <true|false. If not specified, defaults to false>,
"masterarn": "<optional: ARN of the elevated secret. Required for the the section
called “## ###”.>",
"dbClusterIdentifier": "<optional: database cluster ID. Alternately, use
dbinstanceldentifier. Required for configuring rotation in the console.>"
"dbInstanceldentifier": "<optional: database instance ID. Alternately, use

dbClusterIdentifier. Required for configuring rotation in the console.>"

}

Amazon Timestream for InfluxDB E¢ &5 3= X

Timestream E.0F ¢ A stedE B the section called “Amazon Timestream for InfluxDB” L&

H=2E
HESE AISE = UA&LICH

KtMIEH LHE 2 Amazon Timestream 70t X} LA 2] How Amazon Timestream for InfluxDB uses
secrets MME EXFHMR.

x| HESIS AF252{H Timestream 29 &5 7} SHIE JSON X2 £|0{ lo{oF &rL|Ct. REA|EH
LH& 2 Amazon Timestream ZHE XF QLA 2| What's in the secret A4 % HESIM2.

Amazon ElastiCache X}73 &

ofr

CHE oMol M= ElastiCache At 5 MY st= Eoh 52| JSON +Z & Ho{ELICH

"password": "<password>",
"username": '"<username>"
"user_arn": "ARN of the Amazon EC2 user"

Amazon DocumentDB A} 5 52
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}

XM B L& 2 Amazon ElastiCache AFE MY MOl ALE XS] &S Xt& WA E FESIAMSL.

Active Directory AtZ3 &

AWS Directory Service = 20 &t 3 & AL835}04 Active Directory At24 ZB 2 ME & LICH RHAIEH LK

&2 AWS Directory Service 2| 7} 0| = 2| Seamlessly join an Amazon EC2 Linux instance to your
Managed AD Active Directory MME X 35HMQ. $HESH = H Q! _7F_°._|§ AE35tE{H CHE odlX[Q] 7|
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Active Directory 20t & 5 & W H|5t2{™ Active Directory W&l Bl Z

Active Directory credential

"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"

{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": "<username>",
"awsSeamlessDomainPassword": "<password>"
}
2ot &f 5 & keytabO| Z & El 20t &3 o B AFESt= B<0|= keytab £02F &5 ARNS E &
glct
{
"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"awsSeamlessDomainUsername": '"<username>",
"awsSeamlessDomainPassword": "<password>",
"directoryServiceSecretVersion": 1,
"schemaVersion": "1.0",

"keytabArns": [
"<ARN of child keytab secret 1>,
"<ARN of child keytab secret 2>,

Active Directory Xt &&H 53


https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
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"<ARN of child keytab secret 3>,

1,
"lastModifiedDateTime": "2021-07-19 17:06:58"

Active Directory keytab

keytab It S AL& 3504 Amazon EC22| Active Directory |%0]| 215 5t= #Edol CHEH LIS
Deploying and configuring Active Directory authentication with SQL Server 2017 on Amazon Linux
2 2ME HESMS.

"awsSeamlessDomainDirectoryId": "d-12345abcé6e",
"schemaVersion": "1.0",
"name": "< name>",
"principals": [
"aduser@MY.EXAMPLE.COM",
"MSSQLSvc/test:1433@MY.EXAMPLE.COM"
1,
"keytabContents": '"<keytab>",
"parentSecretArn": "<ARN of parent secret>",
"lastModifiedDateTime": "2021-07-19 17:06:58"
"version": 1
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£ AE35lo{ EoF &5 2| AWS Secrets Manager

|

» AWS Secrets Manager 20t &% Zf AOI0O|E

=
+ Secrets ManagerE AF&35t04 &f 5 Mo

. Hot 8 Ol HHoE Y

* AWS Secrets Manager

H o
- !
H o
- !

* AWS Secrets Manager
. oM 2o o

}OI'

37| AWS Secrets Manager

+ AWS Secrets Manager 29t ¢t ArA]|

» AWS Secrets Manager 29 &f & =S¢

- O|M Eot &5 EiT X|'d AWS Secrets Manager

AWS Secrets Manager 29t &5 7} AO|0|E

2&, CLI £& SDKE AS3sto] ot of 5 212 Ad0|EE £ laLict 2ot ¢f 5 Zhg Yolo|E3
™ Secrets Manager= AH|O|E 2|08 AWSCURRENTZ(E) AS5to] ot 25 o M TS M EE

LICt Blo|g AWSPREVIOUSO|(7F) AUE O HHO= A& AMAE = J&LICH XA BolEE F
7+e =5 Q&L REMIBH L8 2 Secrets Manager HA{E 2 HZEFHM2

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 QL|Ct

2. Hotets SR 2ot s E MEdgFLICH

3. Eotots AR HE Ho|x|o| JHE ol Qs Eot of s Zh MMojA 2ot o5zt S M3
CtS HE S dEEL o

o

H
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o
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clolE
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B dlof| BHEE UstH BB 7[F0| HMALAL REEIE|7F B mi2t0(E ol AMAE 2
£ F. the section called “E Al &304 AWS Secrets Manager 29+ & 5 & AWS CLI X

| A&
gE mol 2/ e E(8) st L.

Ct2 put-secret-valueMH= F 71| 7|-2f o2 M HTo| Hot &t S & OhEL|Ct

- (9

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \

--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"

CHZ put-secret-value2(=) AEX X|H AH|O|F Bi|o[E0| U= M HHS MEELICH M
EHZ0i&= MyLabel 2 AWSCURRENT &i|O|£ 0| {{&L|C}.

aws secretsmanager put-secret-value \
--secret-id MyTestSecret \

--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--version-stages "MylLabel"

AWS SDK

1020iCt & H o4 X|EH X2 Z PutSecretValue £ UpdateSecret2 E&6IX| ot 0| £
&LICt PutSecretValue EE= UpdateSecret2 ££35l0{ 2ot &3 72 0| O|E 3™ Secrets
Manager= M HHZo| ot efr 5 £ MAgrL|Ct Secrets Manager= 1007HE &= 0| 2 f 20|
0| X|™HE|X| ef2 HHE M 7HSER|TE 24 AlZF O|LHof| MAE M2 X|7435H K| et &L|Ch 1082 0lcH &
H o|a Eot &t S 7t 2 YOOI E 5+ Secrets Managerd| M M 7H{stE HEELCH H B2 HTO| MK

—_ —_ LS —
T EOHohE WA BTl e B

0“I m

Hot s ZI% 2]0| 0| E 6 24T UpdateSecr t EEE PutSecretValue2(E) AFHE3IMI2. REA|IE
A
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Secrets ManagerE AF2350{ &3 MY

Secrets ManagerZ AF235tE YEHH QI I{EI2 Secrets ManagerdlA & & A48t C}Z, OlO|E{HIO|
A EE MHAM Y EEE A85HE RJULICH ChSo 22 HAMEE AL&35t04 0|8 s=&8E =

A& LICH.

« CloudFormation - EFHE & X6t & A|2CloudFormation.

=
« AWS CLI - &2 & X5t AlRget-random-password.

« AWS SDKs- EHlE & X5t A|2GetRandomPassword.

Hotot3E oM KXoz 2w

AWS CLIE At83H Eot &5 Aol AZE B0|E2 0|55t ot AEE O TS E K|EE &
U&LICH Secrets Manager7t 2ot &t 5 0| HTE ME S iHof CHet L
o|_|- 'o:||-§_ H-|7<‘|” MIA=|° x|-7<°|.k||o

=
2 2 the section called “&

C}S update-secret-version-stage O{X|0AH= AWSCURRENT AE|O|& ti0|€& Ol HH

ol Hot k5 2 O|SELICtH Ol 83l EoF ¢S E O HHMS 2 T|E&ILICH o] MOl IDE &2
£4™ Secrets Manager £ 0| list-secret-version-idsE AFE38IHLE TS &QlEtLCt

Ol of| Aol A AWSCURRENT gi0]2 0] = T2 a1b2c3d4-5678-90ab-cdef-EXAMPLE111110]
1, AWSPREVIOUS &|0|£0]| Q& HT2 a1b2c3d4-5678-90ab-cdef-EXAMPLE222222lL|C}. 0] of
Mol A= AWSCURRENT |0[&2 BT 111110{|A 222222 O|S & LICt. AWSCURRENT 2|0|= 0|
0| M7HEIEZ, update-secret-version-stage= AWSPREVIOUS Bflo|€& alig HH
(11111)22 AH52 2 0|S&Lct I A, AWSCURRENT 2! AWSPREVIOUS HZT0| M2 m&l|E
L|Ct.

aws secretsmanager update-secret-version-stage \
--secret-id MyTestSecret \
--version-stage AWSCURRENT \
--move-to-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE22222 \
--remove-from-version-id alb2c3d4-5678-90ab-cdef-EXAMPLE11111

AWS Secrets Manager 20 &5 0| 2t S35 7| 44

Secrets Manager= AWS KMS 7|2t ClIO|E{ 7|1& A8t S5 A S3HE AI85to 4 HEot 5 22 &
SELCH Zt 2ot &S of| A8 E KMS 7|8 MElE &= U&LICH & A8SHHLE T2 HE[™E 71§ A

ol
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g AWS 2|8 7| aws/secretsmanagers A&LICtH CHE 22| B2 aws/secretsmanager AHE S ™
35t 0|8 ME3te Ol E= HIE2 Ql&LICH CHEAM 2ot & 5 0f| HA|ASHOF AWS H|ZH 8t HLE
DASHHL 7| HAE MEE = UL ST KA KMS 7|8 AHE5t2{HE AFSELICt T2 2E|™ 7). the

|oi| CHEt FBH0[(7h) QLo{ok Bt 1z 22| 7| AL H|Eoil CHEt RhAllEH LA

oo
g'l_-

HototSof Cis 253l 7|18 HAE &= USLICH & S0 CHE A oA EoF 2F 5 0f HAM|A S
= E2 A AWS ZEIE 7|2 AH83t0o 2o 57 & S 5HEl aws/secretsmanager 3 2 ME
&+ U&LIC o 7El™ 7|

® Tip
E DA ste{H AWS KMS A5 7| IAE At2ste 178 22| 7|17d0| ZE& LIt RHAIEH L
2 AWS KMS 7| X|E & ZX5HMS.

&tz 3t 7|& ¥4 5™ Secrets ManagerZt M|l 7|2 AWSCURRENT, AWSPENDING, AWSPREVIOUS
HAE CHA| & 5tefL|ch 2ot 57t & 7= RAE YXISH7| I8l Secrets Manager= 2 & 7|&
HXE 0| 7|2 LE5EfLICH &, 0|™ 7| == M 7|& At&3104 AWSCURRENT, AWSPENDING,

AWSPREVIOUS HEIE |55 35te = U&LICH O™ F|oi CHEt kms:Decrypt HEH0| iz B2, &=

SP 5’|E ?'i""oF‘:'" Secrets Managere= 20t &5 S 5353515104 0| CHA| ¢S 5HE &= Qi&LCH.
Al =8 E[X| et &LICEH

o 2
kol

AWSCURRENT7I M| &t 235 7|20t S 53leh = QTS 5t2iH M 7|2 A HHTO| 2ot &S & MM et
Ct. 27 ChS, AWSCURRENT 20+ &S HHME 535 35t5te{™ A 7|of CHE HEto| Qlo{of gct.

O™ &5 35 7|8 H|EAd35tH AWSCURRENT, AWSPENDING 2! AWSPREVIOUSZ(E) MQ|8t &t 5 H
¥ Ct. 2lo|20| X[HE CIE Eot &t S 0] H& HMASIE = B the section
) AHE3to] M 25 7|2 SHE TS CHA| 2 atjof & LICH.

2. 2o ets S=oii 2ot s MeEL
3. 2O ors AF M HO|KQ Het s MR M MMolM TS ME & 58 7| S
MetstLct

2ot fsof CHEr 253 7| 8 58


https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://console.aws.amazon.com/secretsmanager/

AWS Secrets Manager

AWS CLI

Add a permission2|

Hot ot 5 o] of
AWSPREVIOUS

{70 7% A
M2 ChA| MAl

mlo }ol-
mlm

3} 7|& HEE O3 O™ & 535t 7|E HIE 36t E AWSCURRENT, AWSPENDING &
) L|C}. Bf|o|E0| R|H=EICIE Hot of s
2(E) AH83tod M 2235t 7|2 ST H

== —_
ok
r
[u]

Hot et =of et =35t 7| BB (AWS CLI)

-_—

Ctg update-secret HIAIOME AR gt2 Y3 35t6te= O AHEElE KMS 7|1& HHI0|EE L
Ch KMS 7|= 2ot et 59t S8t 2o Rlo{of & Lict.

aws secretsmanager update-secret \
--secret-id MyTestSecret \

--kms-key-id arn:aws:kms:us-west-2:123456789012:key/EXAMPLE1-90@ab-cdef-fedc-
ba987EXAMPLE

2. (M= AHE) SR RIS BOIZ0] Qi Hot % E HEO| 9
51245 ST B{ZIS CHA| BHEO{OF BLICH

rr

82 M 7|& Ar83stoq ChA| &= 5t

4
S

L|C}.

¢

|1l

o
&
i

O

0

12 UetH B 7[5 0| HMAE[HAL REZIE|7t B mizt0|Eol| UMAE 2
the section called “E AF&30{ AWS Secrets Manager 29t & $ & AWS CLI X
22 (B) HESHMIR.

0
>

A

>

1o 1]

-

02t n% 0F
(@)

ok
=

net

Hol

I.

ok

o
2
jike]

ol 2t 7S LIt

aws secretsmanager get-secret-value \
--secret-id MyTestSecret \
--version-stage MyCustomLabel

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"
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AWS Secrets Manager 2ot &3 =%

2ot S E BHE Aol el EoF ef 37} M

= El_l E A
Ch CHE AMH|A0M dEet Eot 5o 2 TOHE A-IHIé A&3to 4 (2 & ?QHIOIE%U-ILP imes ko)

Hot s #ElxtE A-HSHY| 25 2o &3 o|§2 HEE = U&LICH CHE MU|A0M #E[Stes
Hot ets = sl MH|A Q| ID7F MF AR E&LICH EE=0|AM describe-secret@ AWS CLIZE & CHS
Z= & dEgLICtowningService. AtMIEF LIE2 CHE MH[AOM 2ot EoF &S B ®X
SHAAIL.
Elste 2o & 5of CHall MF, 2laas 7[gh HM 2535 7 ElO8 =8 = A&Lch d=3t&
Hotots 22 HAE =L UX|B TN E AL oP04 A 5HS s 2ot 45 22 U0l Est
= W0| E&LICH A E 5™ Secrets Manager2| 2ot 25 o H|O|E{H|O|A EE= AMH|AQ| Rt &
Ho| 25 Holo|EELICH O|E A otH ZEI0|UETL 2ot &f 5 Zf2 T W &4 2 52 &4
ST MNEE 7IMRESE Eot 257 RIS 2 STISHELICH XA LI82 2ot of s WA EHeg &
ZotAAR.
Secrets Manager= 22 & £H& [ CloudTrail 21 &5 MM LICH KA LI 2 the section
called “E AFE35l04 21 AWS CloudTrail ” EHHE B RSHAAIL.
Hot 3 (E24)E Holo|EstE{H
1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2£& L|C}.
2. Hotets SEo|M 2ot S E MEFFLCH
3. Hot s MEF HE Ho|X[oM CHE & & StLIE =T LICH.
Hot 59| O|F0|Lt ARN2 HZAE = QiCt= W2 fREsMR.
- AMHZ2 UCO|o|EStE{™ 2ot &f 5 M HE (Secrets details) AlM0{ A ZFd(Actions)2 MEH
3t & MY WZE|(Edit description)2 AMEHEHLICH.
« 2353 7|2 YUo|o|EFHE{M the section called “E Ot &S0 CHEH 55 7| HAS(E) &E
SHAlL.
- HEiO& Yolo|EstEd™ BT "ol M BT HES MEHEFLICE the section called “ 20 2F 5
Ei X" E(E) HEsHM L.
- Hot s Zt2 UO|0|EStE{HM the section called “E 0t 25 7t YH0|E"S(E) HZETIAR
- Hototsof Cigt HEtE YO(0|ESEH 7He BolM HEk WEIS MEIEILICE. the section
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. 2ot otz 0| THE Yolol=steiH m oM DA HES MBLICH 2ot ot THS(E)
X

A E MR
. Hot A8 e BIFoE BN sEH OHE BiT S5 MM AEFHAL
. Hototzol BRIR0| s B2 S0l CHE ¢ 55 7|18 WY 4 AaLICH SR HolM
=0f CiEt 2T HES HEIE T2 Nt ol 225 7| HEE S he
o o ”O

- Hot S E OHE MH[A0M ZE|SHES HEste{H 5
OfoF BfLICH CHE MH[AOA BfElst= EoF S 2(8) B ERStMIL.

AWS CLI
Example 29t &t 5 A AHI0|E

CH2 update-secret Of0fME EoF 2t 5 of Cist M E A O|EELICEH

aws secretsmanager update-secret \
--secret-id MyTestSecret \
--description "This is a new description for the secret."

AWS SDK

1020iCH 5  O|4 X|&HX 2 Z PutSecretValue EEE UpdateSecretS 5&36HK| ot
&LICH PutSecretValue & UpdateSecret2 &350 2o &5 72 ACo|E
Manager= M HZo| 2ot &t 3 & MM LICt Secrets Manager= 1007H& 'H= HTO| U2 [EH =([o]
£0| X|IYE[X| ot 2 HHE M 7HSHR[EE 24 AlZk O|LHol| M El T2 M7 X| e &LIct 10=20tCt
B o|A ot of 5 ZHE drl|0|E 5 Secrets Managerol| A AM7{5HE HAMECH B2 BT 0| M|
I Eotots HM e R ZEStA Eolct

I
2

I
OII

Hot et & ¢O|0|E5t2{™ UpdateSecret £& ReplicateSecretToRegions%(%) A&t A
e H& 2 the section called “AWS SDKs” EHHE XA AL,

Pl
=
rot
by

oM 2Ot & & & 7| AWS Secrets Manager

ZIE{ glo| 2ot ¢t S & HME AL, Secrets Manager= 20 &% 0|8, MH, el 7| & Ef gf9| 7|
SIEE LX[AZLCH EE gie AM2 WAEKXE FE6HK| e 3, /, |, = #1 Z2 &= 2%t
E FAlstn Attt E2XHEF ALSELICH EE glo] A2 [ Secrets Managers AM EAIEE 24
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5tod E7l o] Ero{ =2 BB ELICE CHEAIOM ARKRE, EXMIM AR, EE= TAHEXM 2F-H2
2 Cto{E Hito| FEELICE o€ S04 credsDatabase#892E Z4AH Clo{2 2d5lH 0|2, MH,
El 7| & 242 =E creds, Database, 8925 ZHMSL|CT.

|IOIl

Secrets Managere 22 E LIQ@E I CloudTrail 21 &5 M4

MAMSHLICEH REMIEH LI 2 the section
called “E AF23t0{ 21 AWS CloudTrail ” EHE &I ZSHAA|2.

Secrets Manager= 2| MH[AO|H MEHSH 2| LHF o Eot ef 5ot gtekE L[t

2 Zef

ZIEE M83HK| &£ 2 B2 Secrets Managere 2M EXAIYES HHO{2 L5, 2 E S40lM L x5t

=2 AMELICE o]l AME2 CH/AERKE #+&236HK| et&LICH o & £0{ My_SecretE ZAA3IH 0|
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, A EE= Ef 20 my EE= secretO|2t= EHo{7F Z & El 2ot o & 9F & x|5HA| ElL|CH

Hot et 5 O|§o| A2 221 LX|5tD CHARKHE FEELICE 0 & S0{ 0|F(Name): Datac
DatabaseSecretO|2t= EoF &f & E Hth5HX|Tt databaseSecret &= MyDatag BFEtSHR|=
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Hot ot dFo| Frofet Ux|et CHAERIE FESHK| ek&LICH 0§ S0{ -dY(Description): My
Description E9 &3 E Cts MY UX|A|ZILCY.

* My Description

* my description

* My basic description

* Description of my secret
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QIF MH|A0M EtE[etE EoF A5 E H&LICHAWS. 6| EH Ch31 Z&Lcth
+ 1Password

* Akeyless

» CyberArk

» HashiCorp
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AT MH|A

CHAEXHE 782 40| 22| MH|A ID HF AL AR 221 2 X|FHLICH,
ME A7 my-serv 2 my-service®@l AMH|A0AM BEISHE 2o &5 9 AUx|E
2 CHE MH|A0M #ElSHs B0 &5 EHHE BT AAL.

=
]
min
o

{, my-ser2(£)
|CH REAMIEH LIS
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B2 7|9 AI’S.* FE U

EHIL af

ghLICt o & S0 E|2 Zk(Tag value): Prod= Ej
H

E} T Zhol A2 R0t UX(5t D CHAE AL
= HHEH5HR|BF Ef 2 Zf prod == 1 Prod7b &

71 Production ! Prod10| Z& =

E 2ot & = ghghst x| ef&Lict
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CIS list-secrets MA|MIMHE A™Ho| e EoF &5 SEE 7FX{SLICE.

aws secretsmanager list-secrets

M

Exampled| ol 2ot &t & S8 THZ

CS list-secrets O|A|IME HTH0A] O|E0f Test7t e EHOF &5 EE 8 7t SLICt O|E 9]
ZIEZI2 CHAEXIE L E2¢8HLCt

aws secretsmanager list-secrets \
--filters Key="name",6Values="Test"

ExampleCt2 AWS MH|AOM BE|5HE 2o &5 37|

CtZ list-secrets OAl= MH[AOM BE|StE 2ot &3 S 52 7IXSLICt IDE MH|AE XY
gfLich xtAMst L8 T2 MH[A0M BElstE 20t &3 BHalg BHEsHA AL,
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aws secretsmanager list-secrets \
--filters Key="owning-service",Values="<service ID prefix>"

AWS SDK

1y

AWS SDKs & 5ILIE AF2510{ ot S E o p{HE AFELICH istSecrets. AHM|EH LIS
the section called “AWS SDKs” EHH 2 & X 5HAA|2.
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AWS Secrets Manager 2 9F 2t 3 01| MM A= AlZ

A3 E AKX 5EdH secretsmanager:ListSecrets 2 secretsmanager:DeleteSecret
Of 2{o{oF &L|Ct.

B H
o ro

Secrets Manager= 22 E AMX|E I CloudTrail 21 52 MM LICH XFAEH LI 2 the section
called “E AF&3t0{ 21 AWS CloudTrail > EHHE & X 3HA AL,

2ot et s (2&)E AfAlste{™

1. https://console.aws.amazon.com/secretsmanager/H| Al Secrets Manager 2& 2 iL|C}.

2. oot SZoiM AR 2ot ot 8 MeEhct
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3. Eot A5 MEF HE (Secret details) AMof M 2 d(Actions)S MEAEH & HoF 2t 5 AFK|(Delete

4. BototE AL BX| 2 4K of2f(Disable secret and schedule deletion) CH&l & XFof| A CHZ| 7|2t
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aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--recovery-window-in-days 7
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Example 20t &5 FA| AFx||

= delete-secret Al &7 7|2t Q10| SA| 2ot &S E AMXN|ELICE Olg{&t Eot s = S+

CHS
g & glgLch

aws secretsmanager delete-secret \
--secret-id MyTestSecret \
--force-delete-without-recovery

Example= K& E0ot &f s ArK|

Ct= remove-regions-from-replication O A0 M= eu-west-32| SH| 2ot &5 & ArA|IF L
Ct. CHE 2|™o SXE 7|2 A3 RE AA|stedH HA SHMES A X[ CHS delete-secret2 &

aws secretsmanager remove-regions-from-replication \
--secret-id MyTestSecret \
--remove-replica-regions eu-west-3
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Hot et B MX|52{H DeleteSecret HHES AIELICH
AN|5t24™ UpdateSecretVersionStage HHE AIEELICH &
StopReplicationToReplica WHEE AFSELICE RHAMIEH LIS th
ChdS At x5t AN,

AWS Secrets Manager 2ot &t & 52
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24™M secretsmanager:ListSecrets &
secretsmanager:RestoreSecret ™ |

24010k ErL|Ct.
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Secrets Manager= 22 E & [ CloudTrail 21 52 MMELICH RFAME LI 2 the section
called “E A83t0{ 2 AWS CloudTrail ” EHHE & ESHAIL.
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Hot et & M&F HE (Secret details) H O|X[0f| A 4F K| F[Z~(Cancel deletion)E AME4EFL|C
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4. ot &t % AMK| F[4A(Cancel secret deletion) CHEl 2 AFOf| A AF K| &[4~ (Cancel deletion)E AEH S
L|CH.
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C}S restore-secret O A|0|AME O|Fof &HK||7} | HEI EoF &S E SIEhLICH

aws secretsmanager restore-secret \
--secret-id MyTestSecret

AWS SDK

MRS EAIE 2ot &5 E 5521 RestoreSecret WHE AFSELICE XFAIEH LIS 2 the
section called “AWS SDKs” EHHE E XA,
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ol 20t &5 Ei X[ AWS Secrets Manager

oMz EHIE AF835t04 2o &5 of HIEIH|OIEE &Y AWS Secrets Managerge &= A& LICH Ef
= 2ot &5 of Cisl Molste 71-2F WRlLICH Ef 2= AWS EAAE ZtElstn X HEE =& &t o
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Secrets Manager= 20| E{1E X|™5tHLE E{2E SHAE [ CloudTrail 21 &5 HMELICt
XtMIEt L& 2 the section called “& AF&3t0{ 2 AWS CloudTrail ” B g FESHMAIL.
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ZE AWS 2|AANM 2= Eja R|HE MHE AF2ELCH 28 Alele El K| 2 E] AFE|
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* Project: Project name

* Owner: Name

* Purpose: Load testing
 Application: Application name
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® Note
K3 HIE O BASEIX| ofs Z, el FILt 3ol Bi MIB XS B A RHE £
UELICH REMIEH LIS BT A2 Ol5f EHelg R ZstAlAlR

Hot et s oM Ef 2 & N 7H5HE{H™

1. Hoh s MF HE Ho|x|olM e B MBS ChF, M7sted= B 22| X7 oto|2 &
SHEFLICH.
2. XM¥ES M=sto KMHE HlstHLE Al FAE MEHSto] FAELICH

£ Ar835tod EoF &f 5o Ef 1 K| AWS CLI

AWS CLI ol A|
Example 29+ &t 5 0of Ef F7}

ClS tag-resource A/ ME 7t 22 Z EfOE 45t WS HoiELICH

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags Key=FirstTag,Value=FirstValue

Example 29+ 2t 3 0f 0424 Ei2 F7}

Ct= tag-resource Al E F 71| 7|-gt EHOE Eot &5 of eAZrLICt

aws secretsmanager tag-resource \
--secret-id MyTestSecret \
--tags '[{"Key": "FirstTag", "Value": "FirstValue"}, {"Key": "SecondTag",

"Value": "SecondValue"}]'
Example 22t 2t S 0flA Ef 2 A7

CHZ untag-resource A0 E Eot &S 0iA F 74Ol EHTE AN7AEILICH 2 Ef29| 7|2} 240
25 NM7HEL|CH

aws secretsmanager untag-resource \
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--secret-id MyTestSecret \
--tag-keys '[ "FirstTag", "SecondTag"]'

Secrets Manger APIE AF&3lo{ EoF et S of E{1 X
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Secrets Manager APIE AF835IH EHE F7t, =3 L MAHE &= U&LICH oA = Chs dEME &
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« UntagResource: 29t et S 0flAM Ef 2 X7
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arn:aws:secretsmanager:Region2:123456789012:secret:MySecret-alb2c3
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=72 713t 8 g FItE = &Lt

7|8 2ot & Soi CHEF A E 7™ Secrets Manager7} 7|2 2|2 EoF & S & WAl|st 1 Af 20k ¢
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Secrets Manager= &5 & SX|& | CloudTrail 21 &5 MAgrLICt RFMEH LI 2 the section
called “E AF&3t04 21 AWS CloudTrail ” EHdE & Z5HAIAL.

Hot A3 E O E B[z SHlstedH(ZEE)

1.  https://console.aws.amazon.com/secretsmanager/0l| A Secrets Manager 2& 2 L|Ct.
2. Hotots S50 2o A5 E MEfEFL|CH
3. Hotots ME HE Ho|x[e SX &iol MM CtE & stLUHE =& ELIct
-  Hotots 7l SXEX| 2 B 29 &t S SX|(Replicate secret)E MEAEFL|CY.
- Hotets 7l SXE ol 2ot &3 SX|(Replicate secret) MM A 2| FT7HAd

a. AWS Z|T(Region)oi M E ot &t & SX|5tDA 5t= 2™ MEHFLICH
)

b. (ME ALE) &S 3} 7|(Encryption key)olA 20+ 2t S & 2t S 3518 KMS 7|8 MEAEILICE 7|
7t Ex2 2I1zoi {lofof B LIC.

c. (MEHAME CHE 2™ F7betedd O 22 2|7 £7HAdd more regions)S AMEAEHLICEH,
d. =x|(Replicate)S ME4ELICE

o ot S MIE 7"'_‘?'_ | 0| X|= EOP’*L—lEF Hot ots =X|(Replicate Secret) MMM 2 [T

AWS CLI
ExampleCtE BTS2 Hot of S S

Ct= replicate-secret-to-regions O A|0M= eu-west-32 2 EHot &t 5 & SAELICH SX&2
2 AWS 22|18 7| 2 &3 3HE LICtaws/secretsmanager.

aws secretsmanager replicate-secret-to-regions \
--secret-id MyTestSecret \
--add-replica-regions Region=eu-west-3

=X

fo

Example 20t &5 MM

CHE HAIIME eu-west-32 2 Eot A5 & MMt F SXELICH SME2 2 =S LICHAWS
ZH2|E 7| aws/secretsmanager.
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aws secretsmanager create-secret \
--name MyTestSecret \
--description "My test secret created with the CLI." \
--secret-string "{\"user\":\"diegor\",\"password\":\"EXAMPLE-PASSWORD\"}"
--add-replica-regions Region=eu-west-3

AWS SDK

Hot 3 & SX|stedH RepllcateSecretToReglons THE ASELICH RtM[E LIE2 the
section called “AWS SDKs” EHHE & X 5HAA|2.
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Secrets Manager= 2% 2| &2 22 [Mf CloudTrail 21 &35 2 Qg LICt XFAEH LI the
23 AWS CloudTrail ” EHHE HEHAAIL.

SHE 2o 458 sHsEHER)

https://console.aws.amazon.com/secretsmanager/H| A Secrets Manager 2 &0 23218 L|C}.
SANE 2[Hez o|sE Lt

1

2

3. HOot &5 (Secrets) HO|XIHAM SA| 2ot ¢t & MEAFHLICE

4. =X 2ot &5 MF HE Ho[X|oMq & A 2ot &5 2 & Z(Promote to standalone
secret)2 MEAEFLICY,
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5. EAMEZS S&Y 2o &3 2 5Z4(Promote replica to standalone secret) CHS & ALol| M 2™ S
21248t OIS S X2 5 Z(Promote replica)2 MEHEHLICEH
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C}g stop-replication-to-replica (Ao M= S g=2t 7|2 &5 7to| F3E A7
gLICH =AM 2ot s = SXE 2Tl 7|2 2ot A5 2 sAELUO =X 27 Lol M stop-
replication-to-replicaZ HHMoZ 5 &5loF &LICt

aws secretsmanager stop-replication-to-replica \
--secret-id MyTestSecret

AWS SDK
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O| BH2 HIEA| SX& 22 &3 2o M &350k B LICt REAMIBH LHE 2 the section called “AWS
=

AWS Secrets Manager SAl| & x|

Hot &5 = ReplicateSecretToRegions& At83t04 SAME &= 1, CreateSecret&
A835t0] et R SHE = U2 ALK} '='8F A& SHlste 4 Yxlete{H
AddReplicaRegions It2t0|E{7} L& El 242 R

=2 ALE5tH =2 2™ FII6HR| = &et
cHo| HE o x| E R EStMIR.

9| Condition

} R4XH
o T
|CF. P g e ZUE2 of

Example=SA| & & x|

CHS HH oMo E SHE 2IE FIH6HK| e 2E &2 5185t W2 EoiELict oA
5t AF& X7t ReplicateSecretToRegions 2! CreateSecretE S5l 2ot &5 E SAE +
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JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"Null": {
"secretsmanager:AddReplicaRegions": "true"
}
}
}

ExampleS& Z|Tol|pt SX| Het 518
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otzfel HA2 CIZ &Y S 2F 5185t S EoiELICH
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+ OIF & FjLictel 2|XofBt ot ot =x

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ReplicateSecretToRegions"

1,

"Resource": "*",

"Condition": {

"ForAllValues:StringLike": {
"secretsmanager:AddReplicaRegions": [
"us-*",
"ca-*"
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}
}
1
}

AWS Secrets Manager SX| 24 s4Z

20151247 C}2 3 oiLtE £8Y 4 lauch

« DescribeSecret API 24 5 &

« AWS CloudTrail O|HE HE

ok
i

- A8 £ e 2ot &4 E HT0| §is B2, Secrets Manager= SAE 2IToA siE 2ot ¢t

2 SME 2ot &5 HT™O| U= B, A8 X7t RemoveRegionsFromReplication
2 MN83H BAHoZ MHE w7tx| SAE 2ol Zotb Ud&LC.

Chg Mol A SXI7H ATfshe ¥ 7hx| Yetaiol plolg ML
MEHSH 2[Tof| S et olF 2l 2o =Tt U&LItt

Ol EXME slidstci™H SHE S SFE 0|F 2o F & Holg &+ U&LICH SHE RHA|T
CHS =X ZHAI CHet & RHoil M Ho{MmT|E MEHEFL

ful

SHME 2t=st7] /s KMS 7|0l A8E = U= #HEro| &Lt

Secrets Manager= S M2 2|2l M KMS 7|& AFE35t04 CHA| &
Sguch 7|8 2ol &35 7|0 CHE kms :Decrypt T8H0| @4
Ct. aws/secretsmanager O|2|9| KMS 7|& At&35t0 =S X|E Eot &f
kms:GenerateDataKey & kms:Encrypt7t ER & LICt. the section called “KMS 7|0 CHt H

28 HEsAL.

=X A sH4 78
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KMS 7|7} HIZAEHE|Q7HLE 3H2 £ 91

7|2 2|do| &5 3 7|7t HIEMEE|7{LE AKIEl 3L Secrets Manage r= 2ot S E SHE = el
LICh 2ot et 5 of HIZ ML AXIEl =38 7|8 ALE5tod 2 3HEl ALS A X Bi|0[2 T 0|
UE E2R, Y53 7|12 HES B0z 0| L7 7| LrMe S?A'%L—IEP. Secrets Manager7} 532
S5t= Yol Cheh XFMIBH LI 2 the section called “E0F /5 55t A 555 2(8) & ZHA
Q. 0| EX|Z 5HZ5t24™ Secrets ManagerZt 34X &3} 7|2 AF25t0 25565 S 2o 2F 5 H
Mg ChA| MAdstEd ElLICH REMISH LHE2 Eo e Sof Clist ¢t 535} 7| HAZ X sMe. 2 s
SHME CHAl A= LCt

aws secretsmanager put-secret-value \
--secret-id testDescriptionUpdate \
--secret-string "SecretValue" \
--version-stages "MyCustomlLabel"
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fjo
utok

HX| &
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L|C}

LOL
ol

95t Yol CHEE XFMIBH LIS 2 AWS HIK B2l &% 7t0|=0] AWS BIF EHE|8 & X
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OlM EQF & & 7HX{ 27| AWS Secrets Manager

Secrets Manager= &5 £ A% [ CloudTrail 21 &S MMEHLICH KFMIEH LI& 2 the section
called “E At83t0{ 2 AWS CloudTrail ” EHH2 B ESAA|2.

C

ISE2 AF8stod 2oF 25 2f2 AME & &L
o

=
JavaE AF&3510q Secrets Manager 20t & & Zf 71X 27|

Python2 AL 3104 Secrets Manager 29 &% 7t 71X 7|

NETZ Ar&35t04 Secrets Manager 20 &S 2t 7HK 27|

GoE A&7310q Secrets Manager 29t &t 5 2 71X 27|

RustE A2 35104 Secrets Manager 29+ &f & 7t 7K 27|

Amazon Elastic Kubernetes Serviced| Al AWS Secrets Manager 22t 23 ALE

AWS Lambda & =0l A AWS Secrets Manager 20F &3 AL&

AWS Secrets Manager 0| O|ME A

C++ AWS SDKE AI-8 735109 Secrets Manager 29+ @t S 7t 7tX{ 27|

JavaScript AWS SDKE A& 35104 Secrets Manager 20t &5 2t 7IX 27|

Kotlin AWS SDKE A2 73104 Secrets Manager 20+ &t 2t 71X{2 7|
PHP AWS SDKE A}-83}04 Secrets Manager 29+ &t Zf 71 X{2 7|
Ruby AWS SDKE A& 35}04 Secrets Manager 20t &t 5 Zf 7t 27|

E AN&35tod Eot &5 ZF 7FK{2 7| AWS CLI

AWS Z£E AME3t0od Eo &5 2 7127

0{| A AWS Secrets Manager 29t &t 3 ALE AWS Batch

CloudFormation 2|A~ A0 A AWS Secrets Manager 20F &/ & 7tX{ 27|
GitHub 40l A AWS Secrets Manager 2o &f & A&

GitLab AWS Secrets Manager 0| A AFHZ

0{ M AWS Secrets Manager 20 2 & AFE AWS loT Greengrass

Parameter Store0| A AWS Secrets Manager 29+ &t AIE
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Javag AF235l0q Secrets Manager 29t &5 Zf 71X 27|

OHZ 2|7 0| M0l A GetSecretValue EE= SDKBatchGetSecretValueE $&5t0{ Eot S E A
AME £~ QI&LICH AWS SDKs 124Lt 2CI0|HE & FHAES AF25H04 HoF &t & 212 FHASH=E 40|
Z4SLICH Eor &3 FHAR S E EMA|7|1 HIES HAELICH

Hot et S ol X4 3HE ALE5t04 OIO|E{H|O|A 0| HAAStE = &
Secrets Manager SQL Connection EEIO|HHE AI8E + /U&
A2 AH83tEE, Secrets Manager APl 217 3 & H|82 £¢
=

- 2t0|ME & 721} B JavaE ALE5H0{ Secrets Manager 20+ &3 gt 71X 27|

« AWS Secrets Manager 20t 2t 5 2| Xt4 51} 274 JDBCE AH&35t04 SQL Ci|O|E{H|O|A0f 1A

« Java AWS SDKE A}2735}104 Secrets Manager 20 &t 5 Zt 71X 27|

ZCto|ME & AT &7 JavaE A& 5104 Secrets Manager 20 &F 5 7/

gl i Secret Manager Java 7|8 &) T+ QA E ALE5t0od LIS AL E
A& LICH 9H’<‘>'5._| _‘?'_O._F 24 EE HAMSH= 0] Secret Managerdi| A A st= X
HIE0| 452z FHAIE AIBStH HIEE EY =

L—IEP. A E AME = A ZE LH2 2O 2435 IIXR7|E(E) XML,

T
n
» 0
)
Q
D
73
=
Q
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@
>
3
i
Fol
M
9'|_|
I'II'
E
r|r

EL|X| 2t Z)0I2 2, FHAl|M 2ot 25 E m|Z|slof st= B 7t
S7t AMELCH 7IBMo 2 A= 2ot 4 E & oAz M=z .Tl"‘
oM 2Ot ASE ME TX[= F7|& F-stn 2o &S HMol| AZstod o B2 7Is

HZt SN EIH FHA = THHIR| = ElE Z Xz MEstX| ef&LICH FHA| FFRA0l= FHAl F &=t
HE[X| E&LICH FHAl F2I2 FHAl REAo SHE —'|:—EH Hotg Z&tstHLE Eetol ZHE HFX|
A&LICH FHAM &= L E3tet 242 FIt Eoto| 28t B9 M3 E QEmola X Fo4 HMHEE

ALE3tMIR.

3 —

« Java 8 O|4&F 7Hdl Bt ILIC} Oracle & AFO|E Q| Java SE CI2ZEE B XGHMIR.
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
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AA AEE CIRZ L3524 GitHubQ| Secrets Manager Java 7|8t FH Al 2EI0|HE 7 QAE X

StMI2.

fij
il

z2ME 2N 2AE FII524™ Maven pom.xml I 0 CHS dependencyE Z & &FLICH Maven

o=y
ofl CHBt RFA[EH L2 Apache Maven Project & AFO|E Q| A|Ef OFLHAME R ESHMIL.

<dependency>
<groupId>com.amazonaws.secretsmanager</groupId>
<artifactId>aws-secretsmanager-caching-java</artifactId>
<version>1.0.2</version>

</dependency>

b

—

MK

(@]
Il

rok
rot

+ secretsmanager:DescribeSecret

» secretsmanager:GetSecretValue

REMIEE LIS 2 BB AHE BB AT SHAAIL.

HlHEHA
» SecretCache

» SecretCacheConfiguration

» SecretCacheHook

S ZE ofMolM=E EoF &5 EXArEE AMSHE Lambda & +& E0iELICH O] GiA=E &+ BE
ol 2[F 0| FHA|E QUAEHAS StE 2 MBS [FEEZ Lambda &+ & CHA| E&5t= E? APIE Al
& S EStX| ef&L

package com.amazonaws.secretsmanager.caching.examples;
import com.amazonaws.services.lambda.runtime.Context;
import com.amazonaws.services.lambda.runtime.RequestHandler;

import com.amazonaws.services.lambda.runtime.lLambdalogger;

import com.amazonaws.secretsmanager.caching.SecretCache;
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https://github.com/aws/aws-secretsmanager-caching-java
https://maven.apache.org/guides/getting-started/index.html
https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
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public class SampleClass implements RequestHandler<String, String> {
private final SecretCache cache = new SecretCache();

@Override public String handleRequest(String secretId, Context context) {
final String secret = cache.getSecretString(secretld);

// Use the secret, return success;

SecretCache

Secret Manageroil M Q8 2ot &t 5 of CHEt 2 HIZ 2| FHAl. the section called “getSecretString” &
= the section called “getSecretBinary”& At&3t0{ FHA|0I|A £ ot &5 & ZHMErL|Ct MM KO the
section called “SecretCacheConfiguration” ZH&{|0f| A& 5104 FHA| M HE FHE + U&LICH

oM E Z &St REAIEH LI 2 the section called “2EI0|HE & F{AIS AIE 8t Java’S B ESHAMIL.

Constructors

public SecretCache()

SecretCache Zi&{|of CHEF 7|2 MAMR}
public SecretCache(AWSSecretsManagerClientBuilder builder)
M3 E AwWSSecretsManagerClientBuilder2 4438t Secrets Manager 22I0|HEE A8 5t

o M FHAIE e LICt O] W HRIE ALE3l0{ Secrets Manager 22I0|AEE AHE A X|HEf L

CHol: EH I L= AEXZQIEE AISSIEF AFS X X|H).

public SecretCache(AWSSecretsManager client)

M33E AwSSecretsManagerClientE AFE5H04 M 20t 2t S FHAIE M EFLICH O] MHXIE
At &3t04 Secrets Manager Z2t0|EE AFE X X|IHELICHH: EH 2| E= QEEZQIEE A

5t 5 AEXE X[H).

public SecretCache(SecretCacheConfiguration config)

M3E the section called “SecretCacheConfiguration”& AF&3+04 A E0oF &f 5 i
AlE MMELICE
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClientBuilder.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerClient.html
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HME

getSecretString
public String getSecretString(final String secretld)

Secrets Manager0il M EXtQE =2 oF ¢t

ol

E AMFLICt String= BHEHERLICH
getSecretBinary

public ByteBuffer getSecretBinary(final String secretId)
Secrets Managerof|A O|Fl £t &t 5 & MBI LICH ByteBuffers EHEHEFLICH
refreshNow

public boolean refreshNow(final String secretId) throws
InterruptedException

FHAIE ZANZ MZ DEILICH @7 QI0| M2 T EI0| 2R L= B true
falseZ BHEtEFLILCE.

i
e
o
Q'I_l
k]
I
o
Ral
52
|0
e

close

public void close()

FHAIE E&LICH

SecretCacheConfiguration

FHAE 2ot et S of CHEr =ICH ZHAl 27| & | K| AIZHTTL)Z Z2 the section called “SecretCache”0f|
CHEF FHA| 72 S M.
MRt

public SecretCacheConfiguration
SecretCacheConfiguration Z4&|0f CHE 7|2 HAA}
HME

getClient

public AWSSecretsManager getClient()

ZEH0IE & NS A8 T Java 5


https://docs.oracle.com/javase/7/docs/api/java/lang/String.html?is-external=true
https://docs.oracle.com/javase/7/docs/api/java/nio/ByteBuffer.html
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FHAI7F EHot &t 5 E ZHME AWSSecretsManagerClientE gHetghL|CEH

setClient
public void setClient(AWSSecretsManager client)

FHAI7F Hot &t 5 & ZHME AWSSecretsManagerClientE A& gHLICEH

getCacheHook
public SecretCacheHook getCacheHook()

FHA| MO|0|EE 245t Ol AF2 E|= the section called “SecretCacheHook” QIE{H O|AE BHEFEFL|
Ct.

setCacheHook
public void setCacheHook(SecretCacheHook cacheHook)

FHA| LOO|EE 24735l = O| A2 E|= the section called “SecretCacheHook” QIE{H| O|A S AdZXdEHL|
Ct.

getMaxCacheSize

public int getMaxCacheSize()

Z[CH FHAl 271 retErLIch 1282 2o &= 1,024 74 L
setMaxCacheSize

public void setMaxCacheSize(int maxCacheSize)
Z|cH FHAl 2718 DEELICH 7|22t2 EoF &% 1,024 70 L
getCacheltemTTL

public long getCacheItemTTL()

NS E & Sol CHEH TTLS 22l B2 ErEtefuch FHAE 2ot b3 71 O TTLE 5t FHA|I=
AWSSecretsManagerClientOA 2ot S Of A AHE S AMEILICH 7|22t2 HE|X T2 1A
Zheduct.

TTL O|F0f EoF &f 57}

= Lo FHAI7F Bt &S E ST|Ao2 MZ DEILCH S7|A M2 TE 0|
AlTHSIH FHA|= Qe E 2ot &5 & Hhetg
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setCacheltemTTL
public void setCacheltemTTL(long cacheItemTTL)

N E EFof cHet TTLS YE|x T2 - LICH FHaE 2ot & 57t o TTLE Z1H6tH FHAl=
AWSSecretsManagerClientO|A £ ot S ol M AFE 2 AMELICH 7|22t2 UElX T2 1A
ZhdLct.

getVersionStage
public String getVersionStage()

FHAlE HOot ot & o] BT HhEtstL|Ct RIM|BH LIRS EoF &5 HTE HX5HAMIL. 7|
"AWSCURRENT" /L|C}.

ri
;l:._\'l_
rlo

setVersionStage

public void setVersionStage(String versionStage)

FHAIE Hot ot s ol HElg MUELICH RME LIS 20 o3 Mg HEMR. 7

"AWSCURRENT" Q/L|C}.

M
E¥
rlo

SecretCacheConfiguration withClient
public SecretCacheConfiguration withClient(AWSSecretsManager client)

Hot ot E Z{MEh AWSSecretsManagerClientE MHEEILICH M MEHoZ HO|0|EE
SecretCacheConfiguration Z{XE gtE-&hLICt.

SecretCacheConfiguration withCacheHook

public SecretCacheConfiguration withCacheHook(SecretCacheHook cacheHook)

Pl HIZE| FHAIE 2125t = O AAS K= QIEH0|AE HHELICH M dHo 2 H|o|EH
SecretCacheConfiguration Z{XIE BtE-&rLICH

SecretCacheConfiguration withMaxCacheSize
public SecretCacheConfiguration withMaxCacheSize(int maxCacheSize)

Z|CH FHAl 27|18 AHEELICH M Mo 2 MO|0|EE SecretCacheConfiguration ZHA|E Htet
st|CH
= .
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SecretCacheConfiguration withCacheltemTTL

public SecretCacheConfiguration withCacheItemTTL(long cacheItemTTL)

ol

INSE EFol cHet TTLE ZLE|x B2 MYELch FH4E 2ot 2371 O TTLE =5t FHAI=
AWSSecretsManagerClientOA 2ot &S of Af AHE S AMELICH 7|222 HE|IZ TR(2 1A
Zreluch M MHo 2 UOI0|EEl SecretCacheConfiguration Z4A|E gHetetL|CH.

SecretCacheConfiguration withVersionStage

public SecretCacheConfiguration withVersionStage(String versionStage)

FHEE 2oF &S ol HHME MYELICH RHME LIE2 2oF &S HTE A RStMe. M d8ez o

CIO|EEl SecretCacheConfiguration Z4&|E BHEHErLICY.

SecretCacheHook

FHAl0| K& Sl 2ot & S of CHE 22 =& 5t7| 2[5l the section called “SecretCache”ol| A& K|
= QIE{mo|A.

put
Object put(final Object o)

FHAlol K& e A

1]
i
T
e}

LICt.

FHAl0 K |

1]
e
i
o

LICH.

Al=t

Object get(final Object cachedObject)
HAE 20N ZHE FE LI

ol

AWS Secrets Manager 2.2 &
SQL Cl|O|E{H| 0| A0 @14

O| X3 5B &7 JDBCE AtE36t0d

Java O & 2|7 0| M| = Secrets Manager SQL Connection E2t0|HHE A& 3104 Secrets Manager
of & E A}4 3H2Z MySQL, PostgreSQL, Oracle, MSSQLServer, Db2, Redshift G| O|E{H| O] A 0]
e &+ Ql&LIcH Zt EBLo|HE 7|£ JDBC =210|HE EiE S22 JDBC 3 & AH8 35104 Cl|o|E]

H Ol A0l AMAE  UELICEH 2Lt HAZEE [T ALS X 0|1 &2 & TEstE CHA EoF & 5 9
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e

IDE M3 g LICt EEIO|HHE= Secrets Managerg & s
Hot olE HEE AL835t0o{ ClO|E{H|o| A0l AT L 2told =

O|EE{E[E AFE35tod At BHE 7HASIEE T+ A= Secret Managerdi CHet & 0| E2&tX|
Sf&LICH 7|1BXMo 2 FHAlE OHAIZEH, O22|n 2o &5 71 mA|E moict M2 TRELICH FHAIE
A33t24™ the section called “SecretCacheConfiguration” M2 XML

=]
-
=

|.

Ct 3

rn §
In

GItHUbO'"A-l E% E}.&’_EEEF ‘)IK‘ /\Agl—ll-—-l'
Secrets Manager SQL Connection E2I0|HHE AF23l24H:

- OHZ2|7|0|M0]| Java 8 O|4F0O|o{of & L|Ct.
- Hotots =t @A & 5tLH00{0F FLICH:

« O & JSON #ZEO| H|O|E{H[0|A EoF 2&F S HAIZ =015t 24™ Secrets Manager 2£ 0| 2
ot ts & &olstm Eot &f 5 gt ZM(Retrieve secret value)2 MEENLICEH =0 M get-secret-
&

- A==

5t
valueE AWS CLI
« Amazon RDS ZZ|& ot /5. 0| RHo| ZZof A= ¢ids MHE M A=EZQIER ZE
£ x[gsloF gfLch.
« Amazon Redshift ZH 23 EoF S lL|Ct o] f¥o| ZZ ol tisiMs ¢S e M A=z 0l
E Y ZEE X|™sf{of gLCt.

r

CIO|E{H|IO|A 7} CHE BIXo B2 EX|tl= B CIE 2lro &=
MME M 2| IEZQIE Al ZEE K|™ELICE 2| 917

74
&5t 7{LE, SSM Parameter Store It2F0|E{0]| K& SH7{LE, T = F 4401 I-I’é*%a* = UG L—IEF.

Z2MEO E2I0|HE F7t5t2{™ Maven 2 E It pom. xm10| E2FO[HHO| CHEF CHS SSHHEE F
74grLICH REMIBE LH& 2 Maven Central Repository ¥ AFO|E 9| Secrets Manager SQL Connection
LibraryE & Z5tML.

<dependency>
<groupId>com.amazonaws.secretsmanager</groupld>
<artifactId>aws-secretsmanager-jdbc</artifactId>
<version>1.0.12</version>

</dependency>
EotolHeE 7|2 At E 5 324 Al A8 ELICH Amazon EKSOIM EEIOIHE A™st= B2
MH[A HE dg cHal A 5l =9o| Hot 91F HEE 7HXE = UELICH O A E X Elete{H
Gradle == Maven Z2ZME 1} 0{ com.amazonaws:aws-java-sdk-sts HM 12 & =52

Z st L.
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https://github.com/aws/aws-secretsmanager-jdbc
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https://search.maven.org/artifact/com.amazonaws.secretsmanager/aws-secretsmanager-jdbc
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials.html
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secretsmanager.properties Zt0{ X AWS PrivateLink DNS ¢IE ZQIE URL & 2|ME M5t
GELSR

drivers.vpcEndpointUrl = endpoint URL
drivers.vpcEndpointRegion = endpoint region

7182 218 RiE2l5t2{™ AWS_SECRET_JDBC_REGION &4 #+E M AL
secretsmanager.properties IS CtS1 20| HESIHIL.

drivers.region = region

M

Qs

—

rot
rot

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

REMIEH LHE 2 THE 21X EHelg FRSHAAIR.

o Al:
« C|O|E{H|O|AOf CHEF @12 M7

—
« X QlE Il ZTEE X|XM5t0{ 4 MK

- c3p0 917 EUS AS 3o 917 MF
- c3p0 1 E22 AR50 AEEOIE U R E X|HE 53 17 ME

ClO|E{H[ O] A0 CHEF @42 M

CIS oAl E EoF 45 0| XtZd 5 2l 044 MEE AI25t04 Cl|O|E{H|0|A0f CHEH @12 AXSH
= ¢HEg Ho{ELICH 20| MHE|MH JDBC &S AFE5H04 T|O|E{HO| A0 HAMAE 4= Q&L
Ch. RFM|EF LIRS Java MHAM € AFO|E 2| JDBC BasicsE X 35HM| 2.

MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver" ).newInstance

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";
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https://docs.oracle.com/javase/tutorial/jdbc/basics/index.html
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// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

PostgreSQL

// Load the JIDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver" ).newIns

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( "com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret
Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
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Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" ).newInstance()

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver" ).newInsta

// Retrieve the connection info from the secret using the secret ARN
String URL = "secretId";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
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conn = DriverManager.getConnection(URL, info);
AcxZQlE U XEE X|H5t0{ 91 &%
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ghlct
10| Y™ JDBC ZES AFE35+04 O|O|E{H|O| A0 HMAE o= A&LICH REAEH LI 2 Java
MM 2 AIO|E 2| JDBC BasicsE 2 X sHAMI2.
MySQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql

.AWSSecretsManagerMySQLDriver" ).newInstance

// Set the endpoint and port. You can also retrieve it from a key/value pair in the

secret.

String URL = "jdbc-secretsmanager:mysql://example.com:3306";

// Populate the user property with the secret ARN to retrieve user and password from

the secret
Properties info =
info.put( "user",

new Properties( );
"secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL,

info);
PostgreSQL

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql

.AWSSecretsManagerPostgreSQLDriver" ).newlns
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o
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// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:postgresql://example.com:5432/database";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Oracle

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver" ).newInstanc

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

MSSQLServer

// Load the JDBC driver
Class.forName( '"com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver" ).newln

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.
String URL = "jdbc-secretsmanager:sqlserver://example.com:1433";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );

info.put( "user", "secretId" );
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// Establish the connection
conn = DriverManager.getConnection(URL, info);

Db2

// Load the JDBC driver
Class.forName( '"com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver" )

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:db2://example.com:50000";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);

Redshift

// Load the JDBC driver
Class.forName( "com.amazonaws.com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriy

// Set the endpoint and port. You can also retrieve it from a key/value pair in the
secret.

String URL = "jdbc-secretsmanager:redshift://example.com:5439";

// Populate the user property with the secret ARN to retrieve user and password from
the secret

Properties info = new Properties( );
info.put( "user", "secretId" );

// Establish the connection
conn = DriverManager.getConnection(URL, info);
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3 IDE l=i5}0

Hd 22 FEYLICL O Chg E0M AZE HAsto CHE HIO|EH| 0| A 4ZA D}
SYotH MEE + U&L

Ct. XEAIEH LI S Java B M ¢ AIO|E Q| JDBC BasicsE 2 X 5HAM|IL.
c3p00od| CHEF REAIEH LI &2 Machinery For Change 2 AO|E Q| c3p0g FHZEFHM L.

MySQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=secretId

PostgreSQL

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=secretId

Oracle

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=secretId

MSSQLServer

c3p0.user=secretld
c3p@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=secretId

Db2

c3p0@.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=secretId

Redshift

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=secretId
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c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMySQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:mysql://example.com:3306

PostgreSQL

c3p0.user=secretId
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerPostgreSQLDriver
c3p0.jdbcUrl=jdbc-secretsmanager:postgresql://example.com:5432/database

Oracle

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerOracleDriver
c3p0.jdbcUrl=jdbc-secretsmanager:oracle:thin:@example.com:1521/0RCL

MSSQLServer

c3p0.user=secretlId
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerMSSQLServerDriver
c3p0.jdbcUrl=jdbc-secretsmanager:sqlserver://example.com:1433
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Db2

c3p0.user=secretld
c3p0@.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerDb2Driver
c3p0.jdbcUrl=jdbc-secretsmanager:db2://example.com:50000

Redshift

c3p0.user=secretld
c3p0.driverClass=com.amazonaws.secretsmanager.sql.AWSSecretsManagerRedshiftDriver
c3p0.jdbcUrl=jdbc-secretsmanager:redshift://example.com:5439

Java AWS SDKE A8 304 Secrets Manager 20t &5 7t 71X 27|

OZ 2| 0| M0l M GetSecretValue = SDKBatchGetSecretValueE $£36l0i EQt Y5 E A
AMEF £~ QIS LICH AWS SDKs Z12{Lt 22I0|E & FHAIS A5t EoF &5 72 FHalstE 0|

E&LICH Hot ots Al £ 2 SFAA|F|T HIRS MLt

- Hot ot S of o|O|E{HIO|A Xt BHE K& st= B, Secrets Manager SQL 942 E2LO|HHE AFS
&tod Hot ot 5 o] X174 Z ™o 2 of|o|E{1f|o|A0f 4 ZAErLICt
. C}2 "ot otz © ZIEF A T QAE AFRSHHLE

o O
&9| 42 Secrets Manager Java 7|
£ BatchGetSecretValueE& AF&5t0{ SDKE 2 3= LICH

CIS T E o A|l= GetSecretValuel| AFE HEdE Hoqd ELC}.

il
=

0]

8t MBt:secretsmanager:GetSecretValue

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.secretsmanager.SecretsManagerClient;

import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueRequest;
import software.amazon.awssdk.services.secretsmanager.model.GetSecretValueResponse;
import software.amazon.awssdk.services.secretsmanager.model.SecretsManagerException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
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* We recommend that you cache your secret values by using client-side caching.

* Caching secrets improves speed and reduces your costs. For more information,
* see the following documentation topic:
*
* https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
*/
public class GetSecretValue {
public static void main(String[] args) {
final String usage = """

Usage:
<secretName>\s

Where:
secretName - The name of the secret (for example, tutorials/
MyFirstSecret).\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String secretName = args[0];

Region region = Region.US_EAST_1;

SecretsManagerClient secretsClient = SecretsManagerClient.builder()
.region(region)
.build();

getValue(secretsClient, secretName);
secretsClient.close();

public static void getValue(SecretsManagerClient secretsClient, String secretName)

try {
GetSecretValueRequest valueRequest = GetSecretValueRequest.builder()
.secretId(secretName)
.build();

GetSecretValueResponse valueResponse =
secretsClient.getSecretValue(valueRequest);
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String secret valueResponse.secretString();

System.out.println(secret);

} catch (SecretsManagerException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}
}

}
Python2 AH& 35104 Secrets Manager 29+ &t & 7t 7tX{ 27

OHZ 2|7 0| M0l A GetSecretValue == SDKBatchGetSecretValueE 3 £35t0{ Eot A5 E 4
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Ol #8 248 A Estcd™ Ch50| LT

« Python 3.6 O|4f
+ botocore 1.12 0|4&. AWS SDK for Python Z! Botocore& & X 3}

x
kO

+ setuptools_scm 3.2 O| 4}, https://pypi.org/project/setuptools-scm/2 & Z5HM L.

AA FEE CIREESH24™ GitHub2| Secrets Manager Python 7|gF 7 Al 2EI0|Q1E 24 QA E 3t
AoHMIR.
T QAE MX[Sio{H OHE A S AFSELICH

$ pip install aws-secretsmanager-caching

[z}

(@]
i

rot
o
rot

* secretsmanager:DescribeSecret

* secretsmanager:GetSecretValue

AEMIEH LIRS HEh 2 X CHelg RS AIL.
HHHA

» SecretCache

SecretCacheConfig

SecretCacheHook

@InjectSecretString

@InjectKeywordedSecretString

Example 20t &t 5 7444

CHS oAM= mysecretOl2tE 2ot 5ol CHE EoF &3 212 7= Y E 2o &Lt

import botocore
import botocore.session
from aws_secretsmanager_caching import SecretCache, SecretCacheConfig

client = botocore.session.get_session().create_client('secretsmanager')
cache_config = SecretCacheConfig()
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cache = SecretCache( config = cache_config, client = client)

secret = cache.get_secret_string('mysecret')

SecretCache

Secret Managero| Al AMEl & 5 of CHEF @1 M2 2| FHA. the section called “get_secret_string” &
the section called “get_secret_binary"& Al&3t04 FHA|0| A 2ot & E E HMELICH HMX2| the
section called “SecretCacheConfig” ZH&|0| A& 504 FHA| MHE FHE = U&LICt

o= AA EH

O M E Z&§t AtMIEH LHE 2 the section called “EEI0|HE & F & Z ALE 8t Python’2 & EAFHAIL.

[=]

cache = SecretCache(

config = the section called “SecretCacheConfig”,
client = client

A& 75 HMEE COHE3F Z &Lt

» get_secret_string

» get_secret_binary

get_secret_string

response = cache.get_secret_string(
secret_id='string',
version_stage='string' )

Parameters
« secret_id(EZAt) [E] EoF A Z 9| ARN O|E.
« version_stage(ZAtYE) AMstiis 2ot FE o HA. AtAEH I8 2 Eot & s HEHE X
M. 7|22 'AWSCURRENT L C},
Hhet Bl
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get_secret_binary

response = cache.get_secret_binary(
secret_id='string',
version_stage='string'

Parameters

« secret_id(2XtQ) [EF] 2o 59| ARN O|E.

Folr
T
2
fjo
nat
P

=
- version_stage(2AtY) AM3le{= Bt &3 9| HM. XHM|E LIS Eot &5
StMIR. 7822 '"AWSCURRENT &L
HkEt EFR

Baseb4Z QA E BEXY

SecretCacheConfig
FHAE 2ot et s of CHEt Z|CH FHA| 27| & R X| A[ZHTTL)2H 22 the section called “SecretCache”o|
CHEt ZHAl 7+ S M

Parameters

max_cache_size (int)

ZICH FHAl 271, 71222 2ot &% 102470 LCH.
exception_retry_delay_base (int)

of @7} it £ @HE MAITSHY| Toll 71 AlZh(x). 7I22t2 1-Lch
exception_retry_growth_factor (int)pur

AIfet QE MAIT ZFe| CHZ| AlZhE Albtst=E ol A8 S EF A, 7I=2dt2 2Lt

exception_retry_delay_max (int)

AmEh 273 Atolof CHZ | =|CH AlZh(XE). 7|22t 2 3600 LT,
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default_version_stage (str)

NS 2ot 3ol HA. XMt L2 EoF &f 5 TS & XstM. 7[222

' AWSCURRENT ' &!L|C}.

secret_refresh_interval (int)
HYE 2ot &5 HEE ME IX(= St th7[E AZh(Z). 7|22t 2 3600LICt.
secret_cache_hook (SecretCacheHook)

SecretCacheHook F4& ZciA S| 8. 7|24t NoneILIC}.

SecretCacheHook
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FZ7| |3l the section called “SecretCache”0f 242 E|

response = hook.put(
obj='secret_object'

Parameters
+ obj (ZH) - [E4] 2ot 9% F= HOH Q4SS TateHE HA.
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2 7L

response = hook.get(
obj='secret_object'

Parameters
+ obj(ZA) [B4] ot ofs wi Hot o3 B TEsHE 2.

g

2|

@InjectSecretString

} the section called “SecretCache”
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from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectSecretString ( 'mysecret' , cache )
def function_to_be_decorated( argl, arg2, arg3):

@InjectKeywordedSecretString

O| CIZ OB & Hmlel &= Hm| QI =2 2o &5 ID 2R the section called “SecretCache”2
(8) ZIchEf LI LM K| Q1= SR E & o] ni2t0/E{E 2ot &6 39| JSON 7|2 oiEELICH 2ot
ot50l= JSON X o| 2EXtd0o| £ & E|o{oF &HL|Ct,

O| JSONO| Z & &l Hot f 5 o FL:

"username": "saanvi",
"password": "EXAMPLE-PASSWORD"
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CHS ool ME 29 &5 0iM usernamed} passwordoll CHEH JSON Zf2 FE5HE &2 HoiFL|
Ct.

from aws_secretsmanager_caching import SecretCache
from aws_secretsmanager_caching import InjectKeywordedSecretString,
InjectSecretString

cache = SecretCache()

@InjectKeywordedSecretString ( secret_id = 'mysecret' , cache = cache
func_username = 'username' , func_password = 'password' )
def function_to_be_decorated( func_username, func_password):

print( 'Do something with the func_username and func_password parameters')

4

Python AWS SDKE& At &3t04 Secrets Manager = ¢ &f
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O Z 2|710|AM0{| M GetSecretValue EEE SDKBatchGetSecretValueE® 5&5t0{ HOt 452 A
MEH 4~ Ql&LICH AWS SDKs 12{Lt E210|01E & ?H*'o AE35to{ Hot &5 gf2 | AStE WOl
E4&LICH 2ot 2t s FHAIR ST E E4 A7 HISS MAELICH
Python OfZ 2|7|0| 2| B2 Secrets Manager Python 7|EF 7H& 724 QA&
get_secret_value EEE batch_get_secret_valueZ Al235l0{ SDKE 2 S &8tLCt

CHE ZE o AIE GetSecretValuel| AHS YHHE Hod FLIC
LIt Mehsecretsmanager:GetSecretValue

Purpose

Shows how to use the AWS SDK for Python (Boto3) with AWS
Secrets Manager to get a specific of secrets that match a
specified name

import boto3
import logging

from get_secret_value import GetSecretWrapper

# Configure logging
logging.basicConfig(level=1logging.INFO)
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def run_scenario(secret_name):

Retrieve a secret from AWS Secrets Manager.

:param secret_name: Name of the secret to retrieve.
:type secret_name: str
try:
# Validate secret_name
if not secret_name:
raise ValueError("Secret name must be provided.")
# Retrieve the secret by name
client = boto3.client("secretsmanager")
wrapper = GetSecretWrapper(client)
secret = wrapper.get_secret(secret_name)
# Note: Secrets should not be logged.
return secret
except Exception as e:
logging.error(f"Error retrieving secret: {e}")
raise

class GetSecretWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def get_secret(self, secret_name):
Retrieve individual secrets from AWS Secrets Manager using the get_secret_value
API.
This function assumes the stack mentioned in the source code README has been
successfully deployed.
This stack includes 7 secrets, all of which have names beginning with
"mySecret".

:param secret_name: The name of the secret fetched.
:type secret_name: str
try:
get_secret_value_response = self.client.get_secret_value(
SecretIld=secret_name
)

logging.info("Secret retrieved successfully.")
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return get_secret_value_response["SecretString"]

except self.client.exceptions.ResourceNotFoundException:
msg = f"The requested secret {secret_name} was not found."
logger.info(msg)
return msg

except Exception as e:
logger.error(f"An unknown error occurred: {str(e)}.")
raise
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class BatchGetSecretsWrapper:
def __init_ (self, secretsmanager_client):
self.client = secretsmanager_client

def batch_get_secrets(self, filter_name):

Retrieve multiple secrets from AWS Secrets Manager using the
batch_get_secret_value API.
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This function assumes the stack mentioned in the source code README has been

successfully deployed.
This stack includes 7 secrets, all of which have names beginning with

"mySecret".

:param filter_name: The full or partial name of secrets to be fetched.

:type filter_name: str
try:
secrets = []
response = self.client.batch_get_secret_value(
Filters=[{"Key": "name", "Values": [f"{filter_namel}"]1}]
)
for secret in response["SecretValues"]:
secrets.append(json.loads(secret["SecretString"]))

if secrets:
logger.info("Secrets retrieved successfully.")

else:
logger.info("Zero secrets returned without error.")

return secrets
except self.client.exceptions.ResourceNotFoundException:
msg = f"One or more requested secrets were not found with filter:
{filter_namel}"
logger.info(msg)
return msg

except Exception as e:
logger.error(f"An unknown error occurred:\n{str(e)}.")

raise
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<ItemGroup>
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<PackageReference Include="AWSSDK.SecretsManager.Caching" Version="1.0.6" /

>

</ItemGroup>

#
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* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

REMIEH LHE 2 TE & X Eelg HRSHAAIR.

HlHHA

» SecretsManagerCache

» SecretCacheConfiguration

* |SecretCacheHook

Example 20t 2t 5 7444

ChE ZE oMo M= MySecretOlEt= O|&2| E¢t 4 & HAMSl= HAMEE 20

using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{
public class CachingExample
{
private const string MySecretName ="MySecret";
private SecretsManagerCache cache = new SecretsManagerCache();
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext
context)
{
string MySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
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AWS Secrets Manager

}

Example TTL(Time To Live) ZHA| M2 1 & 7|zt 714
Hot S E MG TTL 7HA| M2 1 E 7(ZHE 24 A7t

oMo HE MySecretOl|etsE E9

S 3=
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using Amazon.SecretsManager.Extensions.Caching;

namespace LambdaExample

{

public class CachingExample

{
private const string MySecretName = "MySecret";
private static SecretCacheConfiguration cacheConfiguration = new

SecretCacheConfiguration

{
CacheItemTTL = 86400000

= new

Iy

private SecretsManagerCache cache

SecretsManagerCache(cacheConfiguration);
public async Task<Response> FunctionHandlerAsync(string input, ILambdaContext

context)
{
string mySecret = await cache.GetSecretString(MySecretName);
// Use the secret, return success
}
}
}
SecretsManagerCache
o3 0f CHBH 1 M2 2] FHAl. the section called “GetSecretString” &
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Constructors
public SecretsManagerCache()

SecretsManagerCache Z4&f|of CHEl 7|2 MK}

- OO
public SecretsManagerCache(IAmazonSecretsManager secretsManager)
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secretsManager
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public SecretsManagerCache(SecretCacheConfiguration config)
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FHAIOl CHBF 72 HEE Z &8t the section called “SecretCacheConfiguration”.

public SecretsManagerCache(IAmazonSecretsManager secretsManager,
SecretCacheConfiguration config)
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FHAIOl CHBF 72 HE & Z &8t the section called “SecretCacheConfiguration”.
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HME

GetSecretString
public async Task<String> GetSecretString(String secretId)
Secrets Managero| A 2X1Q4 20t e & M L|CY.

ut2to|E

GetSecretBinary
public async Task<byte[]> GetSecretBinary(String secretId)
Secrets Manager0l|l A O|Fl £oF & & ZHMFHL|CY.

g ull=

RefreshNowAsync
public async Task<bool> RefreshNowAsync(String secretId)

Secrets ManagerOll A 20t &S Zt2 QST HAE ME2E FHAIE YOIO|EFLICE 7|E FHA| &=
Ol iz B M Al &F 2 Bt M2 130|838 42 trueE BHEHEILICH
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secretld

GetCachedSecret

public SecretCacheltem GetCachedSecret(string secretlId)
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SecretCacheConfiguration
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CacheltemTTL
public uint CachelItemTTL { get; set; }

QlZ|& EHRIZ2 =l FHA| 5o CHs TTL. 7|22t 2 3600000ms EE= 1A|ZHIL|CH %|CHZES
4294967295msO|H <F 49.7 4 L|C}.

MaxCacheSize

public ushort MaxCacheSize { get; set; }

Z|ch FHAl 271, 71282 Eo &5 1,024 70 L|Ct %|SHZL2 65,535 Lt
VersionStage

public string VersionStage { get; set; }
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CacheHook
public ISecretCacheHook CacheHook { get; set; }

the section called “ISecretCacheHook”.

ISecretCacheHook
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1
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ok

T{eh:secretsmanager:GetSecretValue

using System;
using System.IO;
using System.Threading.Tasks;
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using Amazon.SecretsManager;

using Amazon.SecretsManager.Model;

/// <summary>
/// This example uses the Amazon Web Service Secrets Manager to retrieve
/// the secret value for the provided secret name.

/// </summary>
public class GetSecretValue

{

/17
/17
/17
/17
/17

<summary>

The main method initializes the necessary values and then calls
the GetSecretAsync and DecodeString methods to get the decoded
secret value for the secret named in secretName.

</summary>

public static async Task Main()

{

/17
/17
/17
/17
/17
/17

string secretName = "<<{{MySecretName}}>>";
string secret;

IAmazonSecretsManager client = new AmazonSecretsManagerClient();

var response = await GetSecretAsync(client, secretName);

if (response is not null)

{
secret = DecodeString(response);
if (!string.IsNullOrEmpty(secret))
{
Console.WriteLine($"The decoded secret value is: {secret}.");
}
else
{
Console.WriteLine("No secret value was returned.");
}
}
<summary>
Retrieves the secret value given the name of the secret to
retrieve.
</summary>

<param name='"client">The client object used to retrieve the secret
value for the given secret name.</param>

SDK for .NET
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/// <param name="secretName'">The name of the secret value to retrieve.</param>
/// <returns>The GetSecretValueReponse object returned by
/// GetSecretValueAsync.</returns>
public static async Task<GetSecretValueResponse> GetSecretAsync(
IAmazonSecretsManager client,
string secretName)

GetSecretValueRequest request = new GetSecretValueRequest()
{
SecretId = secretName,
VersionStage = "AWSCURRENT", // VersionStage defaults to AWSCURRENT if
unspecified.

};
GetSecretValueResponse response = null;

// For the sake of simplicity, this example handles only the most
// general SecretsManager exception.
try
{
response = await client.GetSecretValueAsync(request);

}

catch (AmazonSecretsManagerException e)

{

Console.WriteLine($"Error: {e.Messagel}");

return response;

/// <summary>
/// Decodes the secret returned by the call to GetSecretValueAsync and
/// returns it to the calling program.
/// </summary>
/// <param name="response">A GetSecretValueResponse object containing
/// the requested secret value returned by GetSecretValueAsync.</param>
/// <returns>A string representing the decoded secret value.</returns>
public static string DecodeString(GetSecretValueResponse response)
{
// Decrypts secret using the associated AWS Key Management Service
// Customer Master Key (CMK.) Depending on whether the secret is a
// string or binary value, one of these fields will be populated.
if (response.SecretString is not null)

{
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var secret = response.SecretString;
return secret;

}

else if (response.SecretBinary is not null)

{
var memoryStream = response.SecretBinary;
StreamReader reader = new StreamReader(memoryStream);
string decodedBinarySecret =
System.Text.Encoding.UTF8.GetString(Convert.FromBase64String(reader.ReadToEnd()));
return decodedBinarySecret;

}

else

{

return string.Empty;
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+ type Cache
» type CacheConfig

» type CacheHook

package main

import (
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-secretsmanager-caching-go/secretcache"
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var (
secretCache, _ = secretcache.New()

func HandleRequest(secretId string) string {
result, _ := secretCache.GetSecretString(secretId)

// Use the secret, return success

}

func main() {
lambda. Start( HandleRequest)

type Cache
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// Create a custom secretsmanager client
client := getCustomClient()

// Create a custom CacheConfig struct

config := secretcache. CacheConfig{
MaxCacheSize: secretcache.DefaultMaxCacheSize + 10,
VersionStage: secretcache.DefaultVersionStage,
CacheltemTTL: secretcache.DefaultCacheIltemTTL,

// Instantiate the cache
cache, _ := secretcache.New(

func( c *secretcache.Cache) { c. CacheConfig = config },

func( c¢ *secretcache.Cache) { c. Client = client },
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HME

New
func New(optFns ...func(*Cache)) (*Cache, error)
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GetSecretString
func (c *Cache) GetSecretString(secretId string) (string, error)
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GetSecretStringWithStage

func (c *Cache) GetSecretStringWithStage(secretld string, versionStage
string) (string, error)
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GetSecretBinary

func (c *Cache) GetSecretBinary(secretId string) ([]byte, error) {
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GetSecretBinaryWithStage

func (c *Cache) GetSecretBinaryWithStage(secretId string, versionStage
string) ([]byte, error)
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type CacheConfig
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type CacheConfig struct {

// The maximum cache size. The default is 1024 secrets.
MaxCacheSize int

// The TTL of a cache item in nanoseconds. The default is

// 3.6e10712 ns or 1 hour.

CachelItemTTL int64

// The version of secrets that you want to cache. The default
// is "AWSCURRENT".

VersionStage string

// Used to hook in-memory cache updates.
Hook CacheHook

type CacheHook
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Put

Put(data interface{}) interface{}
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Get

Get(data interface{}) interface{}
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Ct2 ZE oAM= Secrets Manager 20t &3 2t 71K YHES Eo{F LIt

L8t MBt:secretsmanager:GetSecretValue

// Use this code snippet in your app.

// If you need more information about configurations or implementing the sample code,
visit the AWS docs:

// https://aws.github.io/aws-sdk-go-v2/docs/getting-started/

import (
"context"
Illogll

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/secretsmanager"

)

func main() {
secretName := "<<{{MySecretName}}>>"
region := "<<{{MyRegionName}}>>"

config, err := config.LoadDefaultConfig(context.TODO(), config.WithRegion(region))
if err !'= nil {

log.Fatal(err)
}

// Create Secrets Manager client
svc := secretsmanager.NewFromConfig(config)

input := &secretsmanager.GetSecretValueInput{
SecretId: aws.String(secretName),
VersionStage: aws.String("AWSCURRENT"), // VersionStage defaults to AWSCURRENT if
unspecified

}

result, err := svc.GetSecretValue(context.TODO(), input)
if err !'= nil {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
log.Fatal(err.Error())
}
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// Decrypts secret using the associated KMS key.
var secretString string = *result.SecretString

// Your code goes here.

}
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% of x|CH = LICH

- ttl- 2o &5 dEfE MZ TEsHok 87| ™ K| FHAIE FF0| RESICI D 23 El= 7L

Ct.

WAl FEoll= FHAl 22317+ EBEIX| of&LICH FHAl TEHS Al RHA0l EHE S0, Hote 73
Sh7{LE Hotoll xS PEx| ofaLich FHAIOIM = 25 sle 22 X7} Hoto| e # AL MEE
S22 AR 5I0{ FHAIE £ HsIMS.
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7o QAE M835t24™ tokioZt ZEE 2021 7Y 23 0| RlofoF FLCt XbAIEH LIS 2 Rust
22 2101 & AFO|EO| M AlZE}

Rus
St71E ’E. M.

[n

£ CIR 2 E3H24™ GitHub2l Secrets Manager Rust 7|EF 7HA! 2E10|HE 74 2 A8 X

M
ik

o by
= |y

FO fu

cargo add aws_secretsmanager_caching

o3t

—

Bk
rot
rot

* secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

Example 20t 2t 5 7444

CHS ool M= MyTestete 2o & Z 0l CHEE 2o &f 5 22 7IMQ= U E 2o ELCH

use aws_secretsmanager_caching::SecretsManagerCachingClient;
use std::num::NonZeroUsize;
use std::time: :Duration;

let client = match SecretsManagerCachingClient: :default(
NonZeroUsize: :new(10@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
};

let secret_string = match client.get_secret_value("MyTest", None, None).await {
Ok(s) => s.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),

};

// Your code here
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ExampleAtSAF X 71 & AHEXL X8 EEI0|UEE ALE S0 FHA| QIARIAS

CtE oo M= FHAIE 798t CHE, MyTestels 2ot 30 st 2ot &5 72 7HMee WHE 2
0§ FLICH.

let config = aws_config::load_defaults(BehaviorVersion::latest())
.await
.into_builder()
.region(Region::from_static("us-west-2"))
.build();

let asm_builder = aws_sdk_secretsmanager::config::Builder::from(&config);

let client = match SecretsManagerCachingClient::from_builder(
asm_builder,
NonZeroUsize: :new(1@).unwrap(),
Duration::from_secs(60),

)
.await
{
Ok(c) => c,
Err(_) => panic!("Handle this error"),
I

let secret_string = client
.get_secret_value("MyTest", None, None)

.await
{
Ok(c) => c.secret_string.unwrap(),
Err(_) => panic!("Handle this error"),
I

// Your code here

Rust AWS SDKE A2 35104 Secrets Manager 20+ % Zf 712 7|

OZ 2|H 0| M0l M GetSecretValue EE= SDKBatchGetSecretValueE $E6l0i EQH S E A
Afsl £ Ql&LICH AWS SDKs 2Lt 22t0|ME & HM° AME3tod Hok &5 g2 FH4stE 2ol
ZESLICH Bot &S FA2 ST E FAA|F7|T HIS M EhL|Ct.
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Rust O Z 2|71|0|M 9| Z2L Secrets Manager Go 7|8t FHA 4 @ AE ALS
IE = BatchGetSecretValueE At&35t0{ SDKE 2% S &&LIC.

7L} GetSecretValue

o|-

CH2 Z = A0l HE Secrets Manager 29 &5 212 7IXE &g EoiELICH

|
=

kO

8t MBt:secretsmanager:GetSecretValue

async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())

Amazon Elastic Kubernetes Service0l A1 AWS Secrets Manager =2
oF ot AL

AWS Secrets Manager (ASCP)2| £ 9ot ¢t 3 & Amazon EKS Z =0 EIRIEl Tt UZ & Al5l24H
Kubernetes AWS £t &t AE0{CSI E2I0|HO| Eot &5 9l M ZZKAE AIRE £ Ql&LCt.
ASCP= Amazon EC2 = E O &2 A& 35t= Amazon Elastic Kubernetes Service 1.17 O &0l A{ &
BHLICE AWS Fargate =& 1 &2 X|HE|X| St&LICH ASCPE AFE 3t Secrets Manager = 2t

E M&E LU 22|18t £ Amazon EKSOHIM A¥E|= QI3 2EE Sal slie AME ¢+ Q&L
S0l JSON 849 o] 7|/Zt 40| Z& |0 /= B Amazon EKSOIAM ERHE Z|/2t ‘&2
= A&LICH ASCP= JMESPath &2 AM835tod Eot ef 50| 7|-3f &2 1=~4EI°E* T UA&LIC
£ It2t0|e AEof It0|EHZE . B S ELICH ASCP= Amazon EKSE A&t = 7HX| ¢
MBerIct & Hm M2 2 A2 IRSAMHIA AHXof CHEH IAM Qg E AL 8fLct F &
A2 Pod IdentityE AFSELICH ZF M2 S Aloll= O|-Dt AFE Abal7t /&Lt

ol
(@)

-

=
o
=
8

=
ot ¢

% H

{EH 5t

SCP

é oM
2 ox - .
M >
oz M0

IRSA(MH|A 7H|Hof| CHEH IAM 238hHE AL 5= ASCP

MH|A Aol ch8t IAM 29&H(IRSA)O| Q= ASCPE AI236tHo| E0oF &t 5 & Amazon EKS ZE0
AWS Secrets Manager ItUE EAHE 4= JU&LICH O] ™2 &r4lo| ME st <
- Hot kS E Zoof IHUZ EfXHSHoF St B2

st e B2

« Amazon EC2 = E 150 A Amazon EKS HH7 1.17 O|A& S At
o o1

- JSON E4 ot 50l & 7I-2t ¥& AMstcds 4

\|
40

Amazon EKS 127


https://docs.rs/releases/search?query=aws-sdk-secretsmanager

AWS Secrets Manager Add a permission2|

KEMIEH LI 2 the section called “IRSA for Amazon EKS2} ASCP E & EHl2 &I X 5HAAIL.

Pod IdentityE AFE3t= ASCP

EKS Pod IdentityE A& 3= ASCP

Pod IdentityE At 3t= ASCP W2 EotZ Z'3l5t 1, Amazon EKSO|A ZtEHO[E{ AMA 2zt
A5teL|Ct ol M2 wAlo| 88 3%
+ ZE £EOIM O MESHE HE 227 Lo
« Amazon EKS 71 1.24 0|42 At&3t1 U&LCt
- d5 U =Fd IS HE L
KEMIEH L& 2 the section called “Pod Identity for Amazon EKSQF ASCP S&” Bt g HZTsHAA2

SHE 2 g4 dE

u

ok

IRSAE ALE5t= ASCP2} Pod IdentityE AtE5t= ASCP S0ilM Z2Ee M e

A

« Amazon EKS H{%: Pod Identity2| 23 Amazon EKS 1.24 0|4 0| 223t Bt CSI EEI0|HE
Amazon EKS 1.17 O|& & AtSFLICH

- HOt 23 AtE: Pod Identitye ZE &AM O MIEEHE Mo{7} 7HsErLICH
S: Pod ldentitye= Et™MO 2 O 2 B E0MH H L2 A

o =
- SEH: Pod Identity= EH = 2| MH|A A 0| K| 2fot MO ZtASHELICEH

A
02
ot

2T A U Amazon EKS B0 743 HEE wg MBI

0

ASCP for Amazon EKS Ad x|

O| MMoi M= Amazon EKS& AWS Eot &t 5 Tl 1 S ZALE Mx|steE &S MHEELICH ASCP
E A& 3tH Secrets Manager2| 0+ &5 9t9| mt2t0|E{& Amazon EKS Z E 2| AWS Systems
Manager Tt 2 EAHE = U&LICEH

NS e

« Amazon EKS E2AFH]
« Pod Identity EHZ 1.24 0|4
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 IRSA BT 1.17 0|4
« AWS CLI Mx%| 2 A&
« Amazon EKS 2 HAE{0| kubectl Ax| & 74
« Helm(EH7 3.0 0|4})

ASCP Mx| 4l L4

ASCPE secrets-store-csi-provider-aws 2|Z X|E 2|2| GitHubO|AM MBS ElLICt SB|ZX|E2|of= 2ot
&5 & MstD g7 I8 oAl YAML T = Z§HE|0] QU&LICH.

rlo

th

()

Mx| oo M, FIPS QIEZQIEE AI25IE ASCP% TEE = UELICHLAEEZQIE S5
12

Z otk

jo
]]>|'

section called “Secrets Manager QIEZQIE” MM

ASCPE EKS £} 7|52 2 AMx|5te{H

1. Mxleksctl(Mx| x|E)
2. CIs BH2 ’é‘%ﬁm 718 FHo 2 FIt 7|lsE Ax|gLICt

eksctl create addon --cluster <your_cluster> --name aws-secrets-store-csi-driver-
provider

FIt7|s€ F8stcdH oAl Ch S AR BES AdFLich

aws eks create-addon --cluster-name <your_cluster> --addon-name aws-secrets-store-
csi-driver-provider --configuration-values 'file://path/to/config.yaml’

T T2 YAML EE= JSON I Y = U&LICH F7H 7|52 4 A7|0HE EE{H:

rl

Al
=

0jo
0F
oy
o

9

=
o

HHE 7|5l ELICH

b

=71 7|

02
2|_|
oIr

a. C}

aws eks describe-addon-versions --addon-name aws-secrets-store-csi-driver-
provider

b. CS %‘%‘% Asto] £ 7|5l 78 £7|0HE st E o B AH o HEe
=

aws eks describe-addon-configuration --addon-name aws-secrets-store-csi-driver-
provider --addon-version <version>
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https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/charts/secrets-store-csi-driver-provider-aws/values.yaml
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AWS Secrets Manager
H

T
It

Helm& Al&310{ ASCPE Mx|5tE &
1. ZlEX|EZI7} 2 XEE 712|712 U=X] &Ql5tE4M helm repo update.E AFEEHLICH
2. AEE Mx[guct ChS2 helm install B&3o| of LCt.

helm install -n kube-system secrets-provider-aws aws-secrets-manager/secrets-store-

csi-driver-provider-aws

FIPSAEZQIEE AIE5I2{H OIS EciaE FI7IELICH --set

a.
useFipsEndpoint=true

b. AREYS TAHM S BAHIE FIHELICH --set-json
'k8sThrottlingParams={"qps": "number of queries per second",
"burst": "number of queries per second"}

c. Secrets Store CSI E2t0|H{7} E2{AE{0f 0|0 Mx|z|of Q= B Eef(--set

secrets-store-csi-driver.install=false)& F7|&LIC}. O] ECHOE AIE5HH
ef&LCt

Secrets Store CSI| DriverE & &350 2 Mx|5lK|

2| ZX[E2[0MH YAMLE AF85t0{ MR[StE WY

BHES ALSELICH

0jo

. C}

helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secrets-
store-csi-driver/charts
helm install -n kube-system csi-secrets-store secrets-store-csi-driver/secrets-

store-csi-driver
kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-

provider-aws/main/deployment/aws-provider-installer.yaml

FO|

—

ot

Mx

K
Al
W
ro
1o
x
pall
i
o
o
ol
W
2
ins
Ojo

EKS E8{AHE, Secrets Store CSI E2}0|8{ &! ASCP
ELCt.

1. EKS Z{AFE] &0l

eksctl get cluster --name clusterName
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AWS Secrets Manager

O| HHE A3
2. Secrets Store CSI E2}

kubectl get pods -n kube-system -1 app=secrets-store-csi-driver

B A™Y Fel 2

csi-secrets-store-secrets-store-csi-driver-xxx2t Zto| o|E1}
=7t EAIE At

O]

3. ASCP E3{a¢l ™x| #el

YAML installation

$ kubectl get pods -n kube-system -1 app=csi-secrets-store-provider-aws

E29 of Al
NAME READY STATUS RESTARTS AGE
1/1 Running 0 2m

csi-secrets-store-provider-aws-12345

Helm installation

$ kubectl get pods -n kube-system -1 app=secrets-store-csi-driver-provider-aws

E3 0| Al:

READY STATUS RESTARTS

NAME

AGE

secrets-provider-aws-secrets-store-csi-driver-provider-67890 1/1

Running ] 2m

ZE7JtRunning 4ENE EAIE ZALICH

W M £ DE 20| SHI2A| MHEH OF o
M7t waste 2X7L Qs S8 ZEo| 218 HQlstod 2XE sidsHor & % et
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=X o2

1. 82 M#stol ASCP B3Ate| 21 el

kubectl logs -n kube-system -1 app=csi-secrets-store-provider-aws

2. kube-system HJAHO|AWM RE ZEO| AEHE & OIEL|CI
kubectl -n kube-system get pods

kubectl -n kube-system logs pod/PODID

CSI E2tO|HH 2! ASCPet #HEEl B E ZE &= 'Running' 4 E{0{0F g LICt.
3. CSI C2bo|H X o,

kubectl get csidriver secrets-store.csi.k8s.io -o yaml

O| BEE AMEstH HX[E CSI =2toleHofl CiEh HE Tt ghgtz(o{ok ghL|ct.

« Amazon EKSO| A Pod Identity AtHE
« GitHub2|AWS Secrets Store CSI E2}0|H

Amazon EKS2 ZC A4 S} &7 AWS 2ot et 5 gl A4 Z X} CS|
ALE

Amazon Elastic Kubernetes Service& Pod Identity Agent2F AWS Secrets and Configuration Provider
O| &2 Amazon EKSOM A™E[= o EE(71| 0| Mof| CHet et El 2ot 7HASHE T4 & 4 &
Hsg M3 ELICH Pod Identity= Secrets Manager0ll A 2ot &5 & ZHMEE7{LI AWS Systems
Manager I} 2t0|E{ AE0{0{|A m2tO|E{E ZHME [ Amazon EKSOf| CHEH IAM @15 & ZtA SIS LICH

Amazon EKS Pod Identity= Amazon EKS 2IE{HH|0
Kubernetes OHZ Z|7]|0|M 2| IAM HEHE T A GHE

IAE S35l Teho| MME|T & 5{& 50
=z MA
Zt A8t Amazon EKS2 IAM AMH|A ZHof AMEte =

| X4
ENAE 7tA3l5tH, O|E S8l B BHH =7t
L7t ei&LICE Pod IdentityE AFS S AE
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M2 AUHIO|ESHK| 2t 0] EBHAE MM B 1AM AE S AFSE &= 1, 238 MM ENT 7t K|
Helof O MEEE M A Ko7 7HSELICH O M2 EhAl2 g zhof| Het HAE HAEE = /U
T2 slo MA HE|E 7tASE 8ot ofL|2l YR|Ste Ef2E J|Eto 2 AWS EBlAA| CHEE HAMAES
ggststo Eokg ZEHgiLct.

S A

1. Pod Identity= ZE0{ IAM &2 &2 &Lct.
2. ASCPE0| &

S
3. M3H0| H0{El ZHR ASCPE QAE Hot ot 5 2 ZHAMsl0d ZEO|M AFSE £ QIE = §hct

m|o
9,_
m||u
ol_>l
o
r
[l
>
=

KEMIEH LI 2 Amazon EKS A2 ABE A 2| Amazon EKS Pod Identity 2f S &4l O|GHE R ZEHAMI2.

AN E=A

/A Important
Pod Identity= 22t = 2| Amazon EKSO|AEH X|#HELICH Amazon EKS Anywhere, Red Hat
OpenShift Service on AWS, Amazon EC2 QIAEIA Of Z4&| & 2|3 Kubernetes £ A E{0f| A

£ KIHEX| ef& LT

« Amazon EKS Z2{AE(HZ™ 1.24 0|4})
« & E3 AWS CLI 2! Amazon EKS 22{AE{0f MM A kubectl
« 2700l CHEE HMIA AWS HE (mxH AY HHAE)

Amazon EKS Pod Identity Agent A4 X|

2 {AE{0M Pod IdentityE AFE 3248 Amazon EKS Pod Identity Agent &7} 7|58 A x| oF &L
Ct.

Pod Identity Agent A x|

- E2{AEO0] Pod Identity Agent £7t 7|2 M XIELICE

eksctl create addon \
--name eks-pod-identity-agent \
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--cluster clusterName \
--region region

Pod IdentityE A& 35t= ASCP M7

1. EZE7} HMASHOF 5H= 2Ot 2501 secretsmanager:GetSecretValu
secretsmanager:DescribeSecret M2 £0{5l= Tt HM2 ég'ﬂl-—llih M oK =

the section called “0f: 7Hd Hot S E 2|1 MEHE £ = HEPE FZT5IML2.

2. Pod Identityo]l CH&t Amazon EKS MH[A Eot FA[7F ZE = Ue 1AM g 4!

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pods.eks.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"

L

IAM %3 %=H

fjo

Jgfoll AZELICH

aws iam attach-role-policy \
--role-name MY_ROLE \
--policy-arn POLICY_ARN

3. Pod Identity 422 MAIELICH 0l Al= Amazon EKS AFE MM 9| Pod Identity 9373 A8
M.

fjo
i

4., EZCof EIAfE 2ot &5 & X|™HSl= SecretProviderClassE MAgLICTH
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kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleSecretProviderClass-PodIdentity.yaml

IRSAS} Pod Identity AFO|0lAM SecretProviderClasso| £ x0|M ME4 u}zto|E
usePodIdentityLICt. Q& M2 YA A™stes MEIA HEQL|C X[™5tX| gt 7[&#

Mo 2 IRSA(MHIA Aol CHEt IAM 3EHE At & LICt

EKS Pod IdentityE At&5te{t CtF gt & StLEE AL ELICH "true", "True", "TRUE",
||t||, ||T||.
RSAE BA|IMOoZ AI235t2{M gf2 "false", "False", "FALSE", "f", or "F'Z M

=
5. EHOFASE /mnt/secrets-stored EfXiSlE ZTEE HYZ EHLIC

kubectl apply -f https://raw.githubusercontent.com/aws/secrets-store-csi-driver-
provider-aws/main/examples/ExampleDeployment-PodIdentity.yaml

6. ZZlo|8l Amazon EKS 2E{AEE AI88tE A 2 {AE7}F 9= VPCOH| AWS STS =%
QIEZt Ae=X| ElELICH A=EZQIE Mo CHEF XEA[EH LHE 2 AWS Identity and Access
Management A& A Q| QIE{H0|A VPC HIEZQIE MMZ A ZFAML.

Hot ofs B el
Hot ot 37t Mohz BAEIREX] geletedH ohg BE S A-dELc

kubectl exec -it $(kubectl get pods | awk '/pod-identity-deployment/{print $1}' | head
-1) -- cat /mnt/secrets-store/MySecret

Amazon EKS EE0i Secrets Manager 20+ @t 50| CHEH HM| A HEHS M= B

1. ELCJ} HMASOF 5t= EoF & 501 secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret H3t2 F£0{5t= e M2 MYLICH HA oilX=

==
the section called “0f: 7] Eot &t S E o] MHE = Ql= HEPE F X SIHAM2.

2. HOot STl ol R Qe AL Secrets Manageroll M EoF ¢t S £ MAdshL|CH
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#Ef o|Lfoll CHEH @3 HIAIX| 2l

1. CIS HHE AE50{ ZE 0|8 S5 2 7IMHSLICE 7|2 HYAHOIAE AIESHK| b= A<l
= -n NAMESPACEE A2&tL|Ct.

kubectl get pods

2. EXCE MYHEFHY| -r|°|'| ClS B0l PODIDO| O EHAIM 3t2 TEQO| T E IDE AFSEHLICH
712 HYAHOIAE AME5IK| &te BAR0E -n NAMESPACEE AtE&fL|Ct.

kubectl describe pod/PODID

ASCPO{ CHEt 2 7 E & 2l5te{H™

. Z X 230 M XA
prowder-aws XLCO

FHEE 3op{M S H&o|M PoDIDO| CHEY csi-secrets-store-

_ﬁ

kubectl -n kube-system get pods
kubectl -n kube-system logs pod/PODID

MHI|A H"Hof| CHEH IAM & (IRSA) 2 B 7H AWS EoF &t S 2l 4 S ZF A}
CSI ALS

=X

« N ZHA

« HMA Mo{ H™

- EfRHE 2Ot of 5 mbot
- 2 &

MM ZE=HA

« Amazon EKS ZZ{AE{(HT 1.17 0| 4f)
« £ E3l AWS CLI 2! Amazon EKS Z2{AE{0d| HAM|A kubectl
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MM Aol M7

r

ASCP+£ Amazon EKS Pod IdentityE ZAM5t 1 IAM 3&of Cist At ZHS wEHELIC 1AM 2o
M IAM d&tol CHet Hete MAELICH ASCP7FIAM Q&2 718 Z2, ASCPE AEXH7HH
gt2 Fo{3t Hot f S0 Ciet M A HetE 7HX{ZLICt CHE ZIE|Io|H= IAM 2381t AZS5HK| Bl=

BH 2Ot oF S 0f| HAM|AE 4~ QA& LICH

Amazon EKS Z E0{ Secrets Manager 20t & S0 CiEF HM|A HEHS 20odst= &

1. ZETI HMASGHOF 5t EOF &5 0] secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret #HEtE F£045t= HEt HMES ddgLICH A ofxl=
the section called “0i|: 75 2ot S & i1 HBE = = He'E FHE M.

2. OIX Qe A2 E{AEof CHBt IAM OpenlID Connect(OIDC) 22 XS MAEHLICH RFAIEH LIS
2 Amazon EKS A& A M Q| Create an IAM OIDC provider for your cluster Al/ME & X 5HA| 2.

3. MHIA AHEE IAM g8 dMH5tm HAME dZgLICH AtAIEH LHE 2 Amazon EKS AHE A&
M 2| Create an IAM role for a service account MM FH XML,

4. Z2tol8! Amazon EKS 2E{AEE AI8stE B9 2EHAET (= VPCOH| AWS STS = x
QIEZt Ae=X| EHIELICH A=EZQIE Mol CHE REA[EH LHE 2 AWS Identity and Access

Management At& PO QIE{H|O[A VPC AEZQIE MMZ FZHML.

myu

F oS mfor
ASCP7} Amazon EKSO{| I} A|AEIO| Il Z Ef RSt EOt &t 5 E = Ql5tE{™ the section called
“SecretProviderClass” YAML I}l & MAELICH SecretProviderClasse EAE EoF 2F5 9} Of
E Efxiet e 0|2 LtQstL|Ct. 0| SecretProviderClassE X 8= Amazon EKS ZEQt S
st YA O|A0| 2lo{oF & L|Ct.

Hot ot s =2 mlelz Efxy

CtS XI&ME oA YAML Y ExampleSecretProviderClass.yaml 2! ExampleDeployment.yam|&
ArEsto{ 2ot S & R B Rt WS Eo{ELIC

Amazon EKSOf| E¢t &t 5 & EFR}st= 2y
1. EZCO0 SecretProviderClass ME:

kubectl apply -f ExampleSecretProviderClass.yaml

2. X LC H{x:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleSecretProviderClass-IRSA.yaml
https://github.com/aws/secrets-store-csi-driver-provider-aws/blob/main/examples/ExampleDeployment-IRSA.yaml
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kubectl apply -f ExampleDeployment.yaml

3. ASCP7} mpdE EFR{EfLCh.

ZAE||o|L{of| CHEH @ = H|A|X| &l

EE MHES7| el oS BE0|M podIdol Ol EAHM 32 ZTEO| X E IDE AFSELICH
7|12 HAHO|AE AHESHX| 2= BR0I= -n nameSpaceE& AHSErLICEH

kubectl describe pod/podId

ASCPO] CHEt @ /7 & = Qlsted™

- 32X EO0IM XHME HEE ElsieiH, ot BEIM podIdo csi-secrets-store-provider-
aws ZEO| IDE AFSELICEH

kubectl -n kube-system get pods
kubectl -n kube-system logs Pod/podId

« SecretProviderClass CRD Ax| 08 &0l

kubectl get crd secretproviderclasses.secrets-store.csi.x-k8s.io

O| BH0IM SecretProviderClass AL A X E|lAaA Holof 28 HETJ| BHEz(o{ok gL
Ct.
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AWS Secrets Manager
«  SecretProviderClass Zi&l|7} MAME|R=X| &QIErL|C}

kubectl get secretproviderclass SecretProviderClassName -o yaml

=i ZE oA

0|:|

AWS EoF &4 E 3

ASCP Q15 4l M| A X{|o{ o Al

01| Amazon EKS Pod Identity AH|A (pods.eks.amazonaws.com)7t &3
St 1AM HAY:

=25t MM B2 E

OI'_I_—l 'I

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "pods.eks.amazonaws.com"

},
"Action": [
"sts:AssumeRole",

"sts:TagSession"

SecretProviderClass

o HIHELICH oAl the

-

oo

™

0

YAMLE AlE235l0{ ASCPE S35l Amazon EKSO]| Ef X5l =
section called “SecretProviderClass Al2” MME 2 X 5HAM

SecretProviderClass YAML /=&

apiVersion: secrets-store.csi.x-k8s.io/vl

kind: SecretProviderClass
139

ASCP of|A|



AWS Secrets Manager Add a permission2|

metadata:
name: name
spec:
provider: aws
parameters:
region:
failoverRegion:
pathTranslation:
usePodIdentity:
preferredAddressType:
objects:

ietole Eeols B ™o ME HE 23!
2|

(M= AHE) 20oF &5 AWS 2|T of lL|ct. o] H#EE AI85tX
M ElME =E[FLICH ol =3l E
2HAE0] 2[TE MEsts R0l F&LCH

Est failoverRegion2(8) XIHstE B ASCPE F B 250 Eot ofE AME ATF

LIC T 217 & stL7E o 2 S0{ 215 2xofl il 4xx L/ E BHetstE 2 ASCP

T ERHSHR| §E& LIt regiond M 2ot 57t HF Mo 2 HME|HASCPE T &5 22 H

MELICH regiondMeE 2ot &7 MBHo 2 AME|X| 2t failoverRegiondM M3 %o
7

=]
2 AME|E B9 ASCPE aliiE &5 2f2 B RiELICH

failoverRegion

(MEH ALEH) Ol ZEE X 86 49 ASCPE region 2 O] ZEof Ho|El 2|0l 2ok ¢

ZE AMEe{D AISELICH F 21 & StLE7E ol & 01 21F 2|0l CHEH 4xx LFE BHetst

S 79 ASCPE O 93T EASHA| LALICH regionol A HOt @57 MBHo R HME

M ASCPE e &5 2t S EFRHEILICH regionOME EQH 2371 MZXMoZ HME|X| et
failoverRegionOiA 4 AME|= R ASCPE sliiY &3 22 EAHELICt o] 2= A

OH
Al
[0
bl Hu

T o
8 dHoloe OhE 2™ Of ZX| MME HESM L.

Hr
o
o9
oz

pathTranslation

(4154 AbgH) Amazon EKS2| T OI&ofl Linuxe] &2iAl()2 2 B2 78 27t Z#E B9
' Chel CHA EXFILICH ASCPE ZE T8 2X7 ZE8E BA US M4E £ g
SCPE ZZ TE 2AE 08 BX2 tAELIL ol IEE A8sX| ot B9

()OI=22 o & E0{ My/Path/Secret2 My_Path_Secret2 2 EHELIC}.

Wy > Ml
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= At CHME L X[6t21H False EAtE S =dghLC.

usePodldentity

(M=4 AHE) Q1B M2 WAIS ZMBLICH RITSHK| O™ VIR MO R IRSA(MHEIA Aol Chat

« EKS Pod IdentityE AtE3tcd™ CtZ 2t & StLEE AFS & LICH "true"", "True", "TRUE", "t"

L— nTn
E="T".

« IRSAE HA|MOZ AF5tE2dH™ CHS 2 & SkLE

||.F|| EEE n F"“=.

jn

MEFLICE "false", "False", "FALSE",

preferredAddressType

o

Lich 2

FAl

ME4 ALE) Pod Identity Agent IEZQIE S4lof AL E 7|2 BHEIP T4 REE XI™
E = EKS Pod Identity 7|52 AFEE MHEF B &1 MH|A Aol IAM HE 2 AL E
ELich g2 tAZXHE FESHK| &LICH R &S OIS Z&LICH

—~

ok
rr

« "ipv4", "IPv4"" EE= "IPV4" - Pod Identity Agent IPv4 RIEZQIE ZX|| AL

"ipv6", "IPv6" EE= "IPV6" - Pod Identity Agent IPv6 RIEZQIE Z KX AIE

I
o X|HER|AS-AS A=ZQIE MEH AR IPv4 AEZQIEE WA ALt IPv4 AT Al IPv6

A=ZQIEZ EUH

ZH|
SAHE 2ot &5 0| YAML MRAE Z & ote EAMEQLICE YAML CHE & EAtYE &= THo|Z(|) &
XHE ArEste Zol E&LCH
objectName
L AP ALICH 7HX2 2ot 22 9| 0|F 2 XI™HELICt Secrets Manager?| Z< ut2t0|E{ 2
SecretIdZ EQot & 59| £l=8t 0|8 EE= ™A ARNY = U&LICH SSM Parameter Store 2|
A<, O|= meto|E{e| NameO|rd mt2tO|E{ 2| O|F E= ™A ARNY = U&LCt

objectType
objectName2 2 Secrets Manager ARNZ ALE35HX| ot= <ol 2L
secretsmanager £ = ssmparameter LIC}.

objectAlias

(ME4 ALE) Amazon EKS ZE0f Ql= Eot ts ol mtd O|F ILICH o] HEE X|HSHX| k2
A% objectNameO| It O|F 22 LIEHELICH
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html#API_GetSecretValue_RequestParameters
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameter.html#API_GetParameter_RequestParameters
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filePermission

25 E B ot HEF S XIHste 4xt2| 8Tl AL ULICH Ol HEE K
.l

£ oiflo|E gt wolct A IDE o E S
A

AT 0| AF8ElLICE failoverRegionS
EE= 7|8 objectVersion2(E) LtEFHLICEH

o
ol

{n]

Hu

i

03

Q'I_l

A

Oh—

e oy
r

n

N

objectVersionLabel

—

MEALE) T ol EEYLICE 7|2 HHE 7HE 2|2 HT AWSCURRENT LT REAIEH LY
&2 the section called “2 0 2 5 HT" EHAE HZsH&lA|2. failoverRegionS (&) Z& st
£ 42 o| Z=E= 7|E objectVersionLabel2(E) LIEFRLIC.
jmesPath
(M= AE) Amazon EKSOfl B AHE ool CHEt 2oF 50| 7| MLIct o] HEE A8 5HE
T EoF of 5 20l JSON ZEA|oofof ELICt o] E=& ME3tE B2 path X objectAlias
ot¢l HEE ZFsHoF BfLct.
2
Hob of 3 Zhol JSONO U= 712t ‘4ol 7ILICt HEof sto|Z0| 23 E B2 &2 M
EE A835to{ 5t0|EE O|AFAH 0| ME|ELICE 0f: path: '"hyphenated-path"'

objectAlias

Amazon EKS Z =0 EfXiE ot o|§QlL|ct. EE

EE A835t04 5t0|EE o|AA O] M2 LICE
alias"'

of sto|Zo| Z&E B H2 W=

0i: objectAlias: '"hyphenated-

I

filePermission

(M= AbEH) 2Ot Ot B & EERNE Th Wt
XIS 5Hx| Lo 49| 24

failoverObiject

(ME4 AL O| HEE X|H5tE B9 ASCP= 7|2 objectNamed| X|HE ot &5 0f

failoverObject objectName 5t EEO| X|HE Eot S E ZF HM5HE

O - L1

ot § 5 SHLI7} oI S0 Q1F 2H| Thal 4xx 2 FE BB ZP ASCPE Of= YE T B

ASCP of|A|

142



AWS Secrets Manager Add a permission2|

MatX| et &LICE 71&# objectNameOMd 2ot &t 37t MZ o2 ZHME|MH ASCPE= aliE &
A O HME|X| 2t FoH =X|
objectNameONA‘I HNIMOoR HAME|= B ASCP= alig &5 72 ERHELICE O] EHEE

55l B EE objectAliasT Z&SHOF EILICH O] ZE AFS o of|= CHE EoF o

X
2 BEAELICE 712 objectNamedMHE EoF &7 HEH

22 gol T3] Mg HEHML,
QUHtro = Ao Zx| 57 EX|E0| ofl B 0| LEE AIEELICH EXMES K™=
HHofl CHEt o= CHS 2In 2ot &5 Zof ZX| MME HESMR
objectName
o ZX| ¢E2| 0|F = TA| ARNRILICH ARNS AtEste 4 ARNS| 2[FH0| ZEE
failoverRegion®t(1t) & x|5Hok ErL|Ct

objectVersion

=
o

=
7tE =&l ™ol AHSE LI

=
—

| H™ IDRILICE. 7|2 objectVersion2h(@t) Lx|5HoF &FLICH 2 oF
E dolo|EE motct HA IDE AClo|EsHok stE 2 HESHK| A &LICH 7[2XMe =

(ME AL Ao EEIQILICH 78 HM2 7HE 2|2 ™ AWSCURRENTQILICH REA|EH
t F

=
Ol
rlo
0
@
wn
@
Q
o
>
e
Q
5}
o
I
0O
nQ
0
H:_
>
o
mo ©
ik
BT
ol
>
>
to

Amazon EKS ZE0f 2ot &t & EFRHSI7| I8 7|2 SecretProviderClass &8 2 MM LICH
Pod Identity

S 28t Amazon EKS 22{AE{0|A 22t f & A2 3l= SecretProviderClass:

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets-manager
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
usePodIdentity: "true"

ASCP of|A|
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IRSA

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: deployment-aws-secrets
spec:

provider: aws

parameters:

objects: |
- objectName: "MySecret"
objectType: "secretsmanager"

SecretProviderClass A2

0f: O|& EE= ARNCE E ot of 5 EFRY

il

O| Mo ME Ml 7HX| REe Hot A5 & EstE S EodELICH

- ™A ARNOY| 2|3 X
- O|E2ZE X|HE Eot &f &

- HoFAF O

am
0
T
Al

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:

name: aws-secrets
spec:

provider: aws

parameters:

objects: |

objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret2-

d4e5f6"
- objectName: "MySecret3"
objectType: "secretsmanager"
- objectName: "MySecrets"
objectType: "secretsmanager"
objectVersionLabel: "AWSCURRENT"

ASCP o | 144



AWS Secrets Manager

Add a permission2|

of: 2o S 0| M Z|/gt A EFRH

o2

Ol ofldl= JSON

A EQHAS M EH FI-

A

apiVersion: secrets-store.csi.x-k8s.io/vl

kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |

- objectName: "arn:aws:secretsmanager:us-east-2:777788889999:secret:MySecret-

alb2c3"
jmesPath:
- path: username
objectAlias: dbusername
- path: password
objectAlias: dbpassword

apiVersion: secrets-store.csi.x-k8s.io/vl

kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
objects: |
- objectName: "mySecret"
objectType: "secretsmanager"
filePermission: "0600"
jmesPath:
- path: username
objectAlias: dbusername
filePermission: "0400"

of: ol =X 7 oflA|

o| oMo = B0t 5 of CHet Zof x| T

=

HAMstE gHE EoiELC

ASCP of|A|
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CtE 2l 2o of & ol =X

o
ro
Pl
ofn
0%
2
P
i
4
0%
0L
Iz
jo
HL

Ol oi&lofME o2 2ol SHE 2ok & =0

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |
- objectName: "MySecret"

H o} of
—r

OF of & 2 Eolf =X

ol

Ct

ri

rin

ol oMol A (=Rl 0] obi) T}

apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: aws-secrets
spec:
provider: aws
parameters:
region: us-east-1
failoverRegion: us-east-2
objects: |

- objectName: "arn:aws:secretsmanager:us-east-1:777788889999:secret:MySecret-

alb2c3"
objectAlias: "MyMountedSecret"
failoverObject:
- objectName: "arn:aws:secretsmanager:us-
east-2:777788889999:secret:MyFailoverSecret-d4e5f6"

Ey ) e P
Amazon EKSO|A{ ASCP AF&0{ CHEE REA|EH LI 2 CFHR 2IAAE & ESHAIS.

« Amazon EKSO{ A Pod Identity AFHS

o4& LICt.

Hot s 20| o =X 74 YHE EoiELICH

ASCP of|A|
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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- AWS EoF &5 I H S=XAIE

« GitHub2|AWS Secrets Store CSI E2}0|H

AWS Lambda &0l M AWS Secrets Manager 29t &t 5 AIE

AWS Lambda £ AMHE Z2H|X{dst7HL} 2t2|8tK| of QE% ™y = e MElA HRE
MH|AQIL|C}. o] 7|52l Parameter Storee 743 E||0|E'| el E 2§ I et HE
X AE2|X|E AWS Systems Managerﬂl"‘“"’llﬁ} AWS TtZt0/E 2 2ot &t 3 Lambda =& 2 AFS

5t04 SDKE A8 35HX| &t L Lambda & 0{ A AWS Secrets Manager _._°._F ot 4l mtgt0|E AE0
zZtOlE & AMS F FHAIE &= Q&LIct o] &% 75 AFSol| Ci$t REMIEH LI 2 Lambda 7HEE R} ¢
O|=2| Lambda & 0| A Secrets Manager 2ot &5 Al S R XFHAMI2.

LambdaO{| A Secrets Manager 292t &5 Al

Lambda 7H&t X} 7FO|E &= Lambda & 40l M Secrets Manager 22t & 3 & AL23tE &dof Cist S8
MOl X|&E 2 M3 gL Alzstz{H Chg 2 s stM .

1. Lambda &0l M Secrets Manager 29+ 2t 3 AF2 9| EtAE XH&ME WHELICH 047]0l= CHS LK
0| Z& |0 A&t

- M3 3= #HELR(Python, Node.js, Java)2 2 Lambda &+ A4
IZt0/E{ & 2o Lambda E &S HEL =2 F7}

« AWS I

e Fdste B3 e, Al 2 & ErdorR Aol Chsl 2ot Lot
Aed A

VPCOI M Secrets Manager 2! Lambda AFHZ

Lambda &7 VPCOIAM AYE ZR, &% 0| Secrets ManagerE Mo ZE $EE = U5 VPC
A= ZQIEE Mddtof LI AFMIEH LI 2 the section called “VPC I E X Q| E(AWS PrivateLink)”
EHHE HESHAAL.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating_ascp_csi.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html
https://docs.aws.amazon.com/lambda/latest/dg/with-secrets-manager.html
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AWS 1iZt0[E ! 2ot & S Lambda & & ALS

O| &% 7[52 Secrets Manager =22t &f £ 2 Parameter Store Lt2t0|EHE 25
O| &% 7|50{ M Parameter Store TtEtO|E{E ALESt= 2hEHoi| CHEE REAIEH L
Manager At MOl Lambda & 501X Parameter Store It2t0|E| AF& 2

At = &Lt
&2 AWS Systems
FRSHMIR.

_=

o

Systems Manager dEAMol= CHZ0| Z&HELICt

(@)

| &% 7|'50| Parameter Store2t 2t S 5t= g Alof CHEF REAIEH A=
« Lambda g0 =% 7| F7+ & X|&
. BE 7S M2 o5t B o

- TiEtOJE] HAS QUF ME HY

« XIYEIS DE of 7|t U 2IToll CHEH 25 ARNS| TH 25

AWS Secrets Manager |0|™E AL

Secrets Manager Agent X S g} Al

AWS Secrets Manager 00| ME = ZHF & 8- Z 0 M Secrets Manager2| 20t &5 & At835t= WS
E&Estste ol =20 El= 22t0[HE & HTTP MEIAYULICH CHS AMH|AQL BITA| A8 E = &L
Ct.

« AWS Lambda

* Amazon Elastic Container Service

* Amazon Elastic Kubernetes Service:

» - Amazon Elastic Compute Cloud

Secrets Manager Agent= 20t & £ & HIEZ (0l 7tX{et 7H&)5tE 2, o Z (71| 0|42 Secrets
Manager0ll 1% 5 £35IX| &L 1= localhostol| A 29 &t 5 & 72 4= QU&LICH Secrets Manager
Q = Ao, +dE2 27t ELICH

/A Important
Secrets Manager (0| E = #ZH 2| AWS At ZHE ME5l0{ Secrets Managerg =& &
LICH 3t M & 28 X (SSRF)ZEFH E3 7|52 HM35lod 2ok f 59| ohxlidE ¢
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https://docs.aws.amazon.com/systems-manager/latest/userguide/ps-integration-lambda-extensions.html
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L|Ct. Secrets Manager AgentE 72X 2 ZAE %X ML-KEM 7| B &2 %M 7| m &t
HtAlo 2 AF2EHL|CEH

Secrets Manager Agent 7H4! O|3H

Secrets Manager Agent= 21 22| FHA[& AtE3tH, Secrets Manager Agent7t RHA|ZFE|H FHA[7}
Z7|SHEILICEH FHA|E 2ot &5 Zt2 O 8 7|IEe 2 F7|HMa 2 AAIEL[C

i

® Note

Secrets Manager Agentoll= FHA| &3t 7|S0| gi&LCt. BHef FHA| &= 0| Bt= (7| o]
Hot ot 3 71 WX|E|™, Secrets Manager Agent= 2o El 2ot &F 5 72 BHete = &L
C.

Secrets Manager Agent= GetSecretValuel| SEHIt SUst FAlo=2 HOt &5 ZtS HHEtErLICH
Hot o5 Zf2 FHAloAM L E5HE|R| eh& Lt

=H

- Secrets Manager Agent 1=

« Secrets Manager Agent A %|

- Secrets Manager AgentE AI&304 E ot of & Z4AH

« refreshNow I}t2}0O|E{ O|3H

« Secrets Manager Agent 743

'AnjH-{7|o

Hu
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Hr
e
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i
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oo
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Secrets Manager Agent 2=

AlEst7| Mol 23 &0| R= E& MY =7 H Rust =7 7F AR|Elof QEX| FHlghL/ct

@ Note
macOSOA fips 7|SE & d=3tsto] o O|MEE LEstcdH ®XH CH5 s Y&o| E#
LICE.

« xcrun --show-sdk-path A&9o| ZntZ M E SDKROOTEH=E B4 Hs-E MMELICEH

RPM-based systems

RPM 7 |8F A|AHEIO M BElESHE B

1. ZIEZX|E2|o MBE install ATIZEE AMalstLICH
ATREE AIZF Al £%9| SSRF E2 2 M43t £ 0|2 /var/run/awssmatoken T+ of|
KEerL|ct Mx| AT ZIEJ} MASt= awssmatokenreader IE0M EEE 2 £+ UL
L|C}.

2. OHEZZ|AHO|MOo| EE Tt 2 = U F 5t2iH of E (70| A™SI = ALEXRF AEE
awssmatokenreader 1 &0 F7}35H0F & LICH 0 & £0{ CIS usermod WHE AIESI0{ E
2 oeg olg £ e HEt=2 ol Z2|7 0| Mof| B o{E £~ &LICH 047|M <APP_USER>E

OH%EIﬂIOITA_‘l% A™dStE ALSAF IDRILICH
sudo usermod -aG awssmatokenreader <APP_USER>
e =5 MR
AL20231} &2 RPM 7[Eh A|ABIGME 7HY =7 2 &S AR[ELICH

sudo yum -y groupinstall "Development Tools"
3. Rust A%
Rust B M 2| Rust & x| X|&of et Ax[gfLich

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-

screen instructions

Secrets Manager Agent 21 E 150


https://www.rust-lang.org/tools/install
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AWS Secrets Manager
. "$HOME/.cargo/env"

4. Ofo|ME &=

cargo build B2 A& 3l Secrets Manager AgentE &

cargo build --release

target/release/aws_secretsmanager_agentOiA &

Debian-based systems

Debian 7|2t A|AEIO|A HES= &

1. g =7 Mx|
Ubuntu2t Z2 Debian 7|8+ A|AEIO|ME build-essential THZ|X|E A X|EFLICE.

sudo apt install build-essential

2. Rust dx|
Rust A& AM2| Rust A x| X|&lof et Ax[EFLict.

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh # Follow the on-
screen instructions
. "$HOME/.cargo/env"

3. ofo|™E dE=

cargo build B2 2 A3l Secrets Manager AgentE &= 8L|C}.

cargo build --release

target/release/aws_secretsmanager_ agentoﬂkl
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https://www.rust-lang.org/tools/install
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Windows

Microsoft Windows A A 2| Windows& Rust 7HeF 274 A& x|&lof 2t 7He 488 M-

cargo build B2 & AL 3l Secrets Manager AgentE &= gHL|C}.
cargo build --release

target/release/aws_secretsmanager_agent. exeOl M A

Cross-compile natively

JleroR @t HItYsts W
1. LA HTY £7 Ml

sF A
ANEE =+ U

Ubuntu@t ZH 0| mingw-w64 TH7|X| &
7 AMQelS MRIFLICH.

# Install the cross compile tool chain
sudo add-apt-repository universe
sudo apt install -y mingw-w64
2. Rust Y= CHe F7¢
Windows GNU gl= CHANES M x|EFLC}.
rustup target add x86_64-pc-windows-gnu
3. WindowsEL 2 4

Windows&2 £ Of|0|MEE W Rt HupUgL|Ct.

cargo build --release --target x86_64-pc-windows-gnu
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https://learn.microsoft.com/en-us/windows/dev-environment/rust/setup
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target/x86_64-pc-windows-gnu/release/aws_secretsmanager_agent.exe0iA
A oS 2 = A&Lich
Cross compile with Rust cross
Rust crossE At&5t0{ WAt At Ust= B

AMAEOIM R Aol =727 7|2 Mo 2 MBEX| fE AR Rust AZA ZZHMEE AISE £
A&LICH KEMIBH LI& 2 https://github.com/cross-rs/crossE & ZE5HMIR.

/A Important
dlc #ZolE= 32GB C|A3 S7t2 HEELICH

1. Docker A%
Dockerg Mx| & FAgHLICH

# Install and start docker

sudo yum -y install docker

sudo systemctl start docker

sudo systemctl enable docker # Make docker start after reboot

2. Docker M8t T4

Docker 20| AFSAHE F7HELICE.

# Give ourselves permission to run the docker images without sudo
sudo usermod -aG docker $USER
newgrp docker

3. WindowsE&2C =2 4=

crossE MX|5tD A nlde L=EgLct

# Install cross and cross compile the executable
cargo install cross
cross build --release --target x86_64-pc-windows-gnu
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Secrets Manager Agent A x|

CtE HX SM4 S0l ASE EFE etE3S MEgLo
Amazon EC2
Amazon EC20{| Secrets Manager AgentE A x|5t= &

1. FHCIMEEIR 05

T4 CIEal2 WL

cd aws_secretsmanager_agent/configuration

N
M
>

| AT 2IE Al
ElZX|EZo MZBE install AT EES AldstLICt

ZEEE AlEF Al R52| SSRF EE22 /g8t & 0|8 /var/run/awssmatoke
gtoict Mx| A3 2 EJ} MMSHE awssmatokenreader IE0M EEE

fjo 3

3. OiEc|FolMd HEh 4

O ZZ|7|o|Mo| AE|= AF8 A A E awssmatokenreader &0 F7HEHLICH.
sudo usermod -aG awssmatokenreader APP_USER
APP_USERE OHEE|7|0|MO| Al E|l= AFEXL IDE HHH =g LICt

Container Sidecar

Dockerg& AI&35}+04 Secrets Manager AgentE O Z 2|71 0|1t & 7A| AFO|E7F ZAE||0|H2 Al e
= A&Lct. o|Z H| 5t o & 2[AH 0|42 Secrets Manager Agent7P M3steE 2Z HTTP ME{of

MEQHASE HME = &LICH Dockerod| CHEt AFAIEH LI 2 Docker ©BEME HZESHA L.
Secrets Manager Agent2| AtO|=7} Z4E|O[L{ & dd5t= Y

1. O{|0|™E Dockerfile 2444

Secrets Manager Agent AFO|=7} Z4E{|O|L4& Dockerfile2 A& LICtH
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# Use the latest Debian image as the base
FROM debian:latest

# Set the working directory inside the container
WORKDIR /app

# Copy the Secrets Manager Agent binary to the container
COPY secrets-manager-agent .

# Install any necessary dependencies
RUN apt-get update && apt-get install -y ca-certificates

# Set the entry point to run the Secrets Manager Agent binary
ENTRYPOINT ["./secrets-manager-agent"]

2. OHZZ|7 0| Dockerfile 24

ZCI0|HE ofZ2|FH 0| Dockerfiles ML}

3. Docker Compose I} A4

= Z4EO|HE 37 UWIEX A QE{HO|AZ AlZSI7| /8 Docker Compose IS AL
C}.

/A Important
OHZ 2|70|40| Secrets Manager (O|MEE AIE = U2E{H AWS At ZH 1t
SSRF EZ2& Z =35l of g L|CH Amazon EKS & Amazon ECSQ| AL C
ZotM2.
« Amazon EKS AHE MEAMO| A AMA 2 E|

« Amazon ECS 70t A} 7}O|E 2] Amazon ECS &HQd [AM @&t

version: '3'
services:
client-application:
container_name: client-application
build:
context:
dockerfile: Dockerfile.client
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command: tail -f /dev/null # Keep the container running

secrets-manager-agent:
container_name: secrets-manager-agent
build:
context:
dockerfile: Dockerfile.agent
network_mode: "container:client-application" # Attach to the client-
application container's network
depends_on:
- client-application

4. OO|ME HIO|LAE| FAF

Dockerfiles & Docker Compose It 0| Z & &l 58t C|RE 2|0l secrets-manager-

agent HO|L4Z|E S AFELICH.
5. ZiEo|{ HE o A

=

Docker ComposeE At&3t04 ZAE|O|L4E YEstn A~ LCt

docker-compose up --build

6. LCIS EHA|

0

O|X|| Secrets Manager AgentE& At &35t01 Z2t0|1E ZHE/|O[L{0l| M Eot FZ & 7t 2 =
of 5

=
=
&LICH KEAIBH LIS 2 the section called “Secrets Manager AgentE A& 35}04 £ ot
Chelg X sHAAR.

Lambda

Secrets Manager AgentE Lambda &2 2 mf7| &g 5 Ql&LICct 3™ O}, Lambda g0l A
S2E FJI8H F Lambda & =0l M Secrets Manager Agentg& XMoo 2 S E5t0{ Eot AEE
7tME + A&LICh

Ct= XI&0| M= https://github.com/aws/aws-secretsmanager-agentl| X AT & E secrets-
manager-agent-extension.sh& AF&35}0{ Secrets Manager Agent& Lambda & o2 MX|
O EM MyTestEle 2o 4 EFE 71X WHE HoiELCh
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Secrets Manager Agent& Lambda & &2 4

1.

3.

=N AH A

P

HI
o H

o
rir

OHO|ME HE m7|E

Secrets Manager Agent ZE I{7|X|o| REO|M Ctg BHES AAFLICH

AWS_ACCOUNT_ID=AWS_ACCOUNT_ID
LAMBDA_ARN=LAMBDA_ARN

# Build the release binary
cargo build --release --target=x86_64-unknown-linux-gnu

# Copy the release binary into the “bin" folder

mkdir -p ./bin

cp ./target/x86_64-unknown-linux-gnu/release/aws_secretsmanager_agent ./bin/
secrets-manager-agent

# Copy the “secrets-manager-agent-extension.sh’ example script into the
“extensions® folder.

mkdir -p ./extensions

cp aws_secretsmanager_agent/examples/example-lambda-extension/secrets-manager-

agent-extension.sh ./extensions

# Zip the extension shell script and the binary
zip secrets-manager-agent-extension.zip bin/* extensions/*

# Publish the layer version
LAYER_VERSION_ARN=$(aws lambda publish-layer-version \
--layer-name secrets-manager-agent-extension \
--zip-file "fileb://secrets-manager-agent-extension.zip" | jq -r
'.LayerVersionArn')

SSRF EZ 74

of0|MEQ| 7|2 4= SSRF EEE O|2| d™HE AWS SESSION_TOKEN
EE = AWS_CONTAINER_AUTHORIZATION_TOKEN &4 o MME ZH(FEAE
SnapStart7} & +d3tEl Lambda & 0| APRE')OE INES AE-| 18fLICt. EE= Lambda
B0l AM 2ol Zt2 2 AWS_TOKEN &7 Bd~E Zo|8 4= QloH, OI a9 F
+HCI M M ELICH AWS_TOKEN &7 H4ZE A2 35| HotH, gt
%

lambda:UpdateFunctionConfiguration Z&& S5l s

A
Msor

o

L

HEE ol AZ
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HS &€ Lambda &%0i ¢4 LICt.

# Attach the layer version to the Lambda function
aws lambda update-function-configuration \
--function-name $LAMBDA_ARN \
--layers "$LAYER_VERSION_ARN"

4. g4 3E ools

Lambda & =7} http://localhost:2773/secretsmanager/get?

secretId= MyTestZ SESEE IEE YOO|ESt T, 278 &l X-Aws-codes-
Secrets-TokenolE 20|A M&st SSRF E& Zf2 o 2ot &5 E 7IX{SLICH o E 2|
Aol ZEof| RHA|= 2E|2 7345104 Lambda =& 0| 7|3 & S5 X022 8% = UL
5 sfof fLict.

Secrets Manager AgentE At&35t04 EQF &f & Z4 MM

% O|& == ARNZ | mt2t0|EHE A& 8to EZH Secrets
Manager Agnet 1= ZQIEE FEFLICE 7|22 2 Secrets Manager Agent= =2 & % 9
AWSCURRENT & 7tXZLICt CtE HTE 7HX{2E{™ versionStage EE = versionld Zt2tO|EE Al
L.

Hotots 2 J1x{Qp{H, HEok o

- A

/A Important
Secrets Manager AgentE 23 5t24™H 2t 28 o| YR 2 SSRF EZ 3l X-Aws-
Parameters-Secrets-Token2 E & 5HOF & L|C}. Secrets Manager Agent= 0| 3l 7+
QA7LE, ¥R E SSRF EZ0| HE 8t LICE. the section called “F4 S4970f Q=
SSRF 3l O|§ 2 AtEXt XY

s 3

=T -

rot

Secrets Manager MIO|ME &= X3 AWS 5 SZAF #2182 AF& 35t AW S SDK for Rust& AFE &L
Ch. Ol248F IAM A4 B O IDE Secrets Manager Agent7 20+ &t 5 & M= O] 2o st HEHS

=4 =L
RS
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» secretsmanager:DescribeSecret

+ secretsmanager:GetSecretValue

Hetof CHst XEAIBE LH2 2 the section called “THeh 2 & MM & X SHAL.

/A Important
Hot et s 72 Secrets Manager AgentZ 7tX{ 2™, HAFE #4 L SSRF EZ 0| HMAE =
U= ZE A&XI7} Secrets Manager Agent FHA|0ll A £ 9+ 2t 5 o °—'1A‘|I_§ -1“— A& Lt Rt
HMIBt LI 2 the section called “E 0t 124 A& EHIS Bt X5 AA|L.

L oAl

curl
Example0 - curl& At&3t04 2ot &% 71X{27|

CHZ curl o|A|0flAHE Secrets Manager Agentofl A 20t 2t S
oAM= mt ol 2= SSRFE 7|82 2 §t0d, SSRF= Mx| 23 EEo| HEELICH

AN -

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\

'http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID' \\

echo

Python
Exampled] - Python2 AF&35l0 2ot &3 71X 7|

ClS Python M| A|0{| A= Secrets Manager AgentollA 20t &5 7
O| oMl= meoi U= SSRFE 7[HI S E 5, SSRF= A X| éELE.'EOH MEELCEH

AR —

import requests
import json

# Function that fetches the secret from Secrets Manager Agent for the provided

secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID"
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# Get the SSRF token from the token file

with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {

"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:

# Return the secret value

return response.text
else:

# Handle error cases

raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:
# Handle network errors
raise Exception(f"Error: {el}")

refreshNow I}2t0|E{ O|3H
Secrets Manager Agent= 20t &85 Zf2 Q1 HIZ 2| FHA|0| K& St FI(|Mo =2
© 2 0| A2 TTL(Time to Live)O| B2 El & Hot o5 2 o &s mjf ehMstm, T
LICH &t X|BF O] &hAl2 Hok of 57} FHA| BHZ Mol XM 2 F

—

etAI7E A& LIt

o| 8tAIE sl Zd3t7| 23l Secrets Manager Agent= URLOY refreshNowEl
O| IEtO|EE ALE3tH FHAIE F Aot SA| 2ot &5 22 AAlsto 4 A HE

O -
A& LICH.

rr
K
faf]
n

7|82 S&(refreshNow OJAIS)

- TTLO| H2E WIHR| FHAIE 2t S ALS
. TTL(7IE 300%) OlF0lig ot % 24l
. TTL BH2 Hofl ok 237t RASH QB 2t WY £ S
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refreshNow=true At& A| S&f
- FHAIE T3] 23
« Secrets ManagerOi| A %Al E0t ¢t 5 Zf2 =X 71K48

« JHAIE =4l g2t 2 HOIo|ESt T TTL R

/A Important

refreshNow?2] 7|E 2 falseULICH true2 M 35tH Secrets Manager Agent 7/ It
off XIHE TTLE FAlStD Secrets Manageroll APl E&& +=&gtL|C}

curl

Exampled] - curl2 At&5t04 20t &f s Zx| A4l

o O -

CHS curl M0l M E Secrets Manager AgentOll A EoF & 5 ZI% ZHNEZE dilstes HHE E0iE
LICt o] olAlE mhol Q= SSRFE 7|82 2 3tH, SSRFE M| A3 R Eof K& ELICH

curl -v -H \\
"X-Aws-Parameters-Secrets-Token: $(/var/run/awssmatoken)" \\

"http://localhost:2773/secretsmanager/get?secretId=YOUR_SECRET_ID&refreshNow=true' \
\

echo

Python

Example0i - Python2 At&3t04 £0F &5 Z A A4l

4 A o O -

CHZ Python A0l M= Secrets Manager AgentolA E0t &F S Zf2 71XE Y S Eof

n—l—l:l

O| (Nl= ZHUof Q= SSRFE 7|HIO 2 5lH, SSRF= M| AT EEo| ME=L|CH

import requests
import json
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AWS Secrets Manager Add a permission2|

# Function that fetches the secret from Secrets Manager Agent for the provided
secret id.
def get_secret():
# Construct the URL for the GET request
url = f"http://localhost:2773/secretsmanager/get?
secretId=YOUR_SECRET_ID&refreshNow=true"

# Get the SSRF token from the token file
with open('/var/run/awssmatoken') as fp:
token = fp.read()

headers = {
"X-Aws-Parameters-Secrets-Token": token.strip()

try:
# Send the GET request with headers
response = requests.get(url, headers=headers)

# Check if the request was successful
if response.status_code == 200:
# Return the secret value
return response.text
else:
# Handle error cases
raise Exception(f"Status code {response.status_code} - {response.text}")

except Exception as e:

# Handle network errors
raise Exception(f"Error: {el}")

Secrets Manager Agent 7

—_

Secrets Manager Agentl| 712 ¥E5tEdH TOML 74 g MYt OHg ./

aws_secretsmanager_agent --config config.toml2 ZHXOZ
TS
log_level

Secrets Manager Agent: DEBUG, INFO, WARN, ERROR EE= NONEO| CHall 230 En k= Al
2 YHEo| =&LICt 7242 INFORILICEH
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log_to_file
238 It E = stdout/stderr2 £ K| 0% (true EE= false)E AHEELICE 7282
trueL|C}

http_port
2L HTTP MO ZEZ, L E HP|= 1024~65535LIC} 7|24t 2773 ]LICH.
region

LE| AL AWS E[HLICH 2[H0] X[HE|X] 22 B2 Secrets Manager Agent7t SDKO1| A
212 A-EgrLICt AFAMIEH LIE 2 AWS SDK for Rust 7HEE At 7FO[= Q| Specify your credentials
and default Region MMZ & X 35HML.

ttl_seconds
FHAIE =9 TTL(XZ B9 Z, #2?l= 0~3600LICtH 7|&22F2 300LICH 02 FHAl0| iS22 Lt
EFL[CE.

cache_size

FHAIO HEE = e Bt &= o] Z|CH 72, = 1~1000LICt. 7|22t 1000 L|Ct.
ssrf_headers

Secrets Manager Agent7t SSRF EZ0| J=X| &Qlst= ] O|F SFYLICEH 72242 X-Aws-

Parameters-Secrets-Token, X-Vault-Token’ & L|C}.

ssrf_env_variables

Secrets Manager Agent7t &=XIM o 2 2 Q1g SSRF EZ &4 = 0|§ SELCt &4
#H0l= E2 EE= AWS_TOKEN=file:///var/run/awssmatoken0ii{ e} 20| EZ m}
o cHst =7t e E = U&LICt 7[22L2 "AWS_TOKEN, AWS_SESSION_TOKEN,
AWS_CONTAINER_AUTHORIZATION_TOKEN"ILI|LC}.

path_prefix
2H0| Bz 7|g HERIX| 047 & ZAHstE Ol A== URI HFALILICEH Z[22f2 v/ Lt

max_conn

Secrets Manager Agent7 31&3t= HTTP 22t0|ME Q| 2L 14 =2, H = 1~1000Q L|C}.
7|22k 800 LCt.
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MEX 7|5

Secrets Manager Agent= cargo build01| --features Eci3E HEsto ME™ 7|5 Z 5l
do g = UASLICH AL 7H5E 7IS2 thant Z&Lch

dc 7|

olr

prefer-post-quantum

X25519MLKEM768 L T12|1&E S 71& @M £2|0| 7| & A 12|E 02 MAHSHLICH 7|2Moz2 =
A& 7ts5HKR|BE I$HO§ M E| K= o4& LICH X25519MLKEM7682 §t0|EE|E, ZTAE X}
Hot 7| mE & n2|&Lct.

fips

HO|TMENM ALEstE & E MEZE FIPS 62 =30 AHE SIS AMBHefLC.

22
Ed2Z

Secrets Manager Agent= 27 & 2Z It (logs/secrets_manager_agent.log)O|L}
log_to_file 74 B0 2} stdout/stderr2 7|F &L|C}. OfZ 2|71 0|410]| Secrets Manager
AgentE E£35l0{ 2ot FEE 71X M s £ F0| 24 20| EA|FELIC CloudTrail E10{=
E A= ef&LICt.

23 |
Secrets Manager Agent= It 0| 10MBO| =& 5tH M 21 0t S M5t & 574l 21 ot
2 ME o

AWS AH|A 2Z
Z & Secrets Manager, CloudTrail &= &= CloudWatchZ 0|S 3t X| &8 &LIC}H Secrets Manager
Agentoil M 20t &S & 71X QEt= LB 2 o|2st 230 EA|E|X| 2f&LIC} Secrets Manager

Agent7t & E 7tX{27| 2|5 Secrets ManagerE EYMOZ S E5IH sl EE2 aws-
secrets-manager-agent7t Z&El ALE X} ofO|HE EXIE T &7 CloudTrailoll 7| Z-E LICt

I'-|[I

the section called “7t4 SM'0|MH 24 SMHE 7+ + U&LICH

MEHZY 7|5 164
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HOF Teqd At

Mz =l

OO|ME ot 7|ElRX o] B, &2 EHIQI2 H0|ME A= ZQIE & SSRF EZ0| BMAE = U=

RO 2, Ch7ll MA EAEQILICEH S8 2o EHMIE | X|5H24™ Secrets Manager Agent2| &I Z]
T M2 Secrets Manager A3 Z3H0| M3 &l= T H I Lx|soF &L|Ct o & &01 Amazon
EC20i| M Secrets Manager Agent2| &1Z| =M@ Amazon EC201| CHEF HE 2 MEE E< A4
SHo| =i Qlat S ELct.

/A Important
Secrets Manager At £EO0| o Z 2|7 0|40l & 74 = of o]
= ot Q1A o Z2|F| 0|2 2101 AWS SDKs EE= i £F M A
KEMEH LIE2 20O &5 7R TI|E B ESAL.

C++ AWS SDKE AIE73510q Secrets Manager 22t &5 Zf 71X 2
7|

C++ OfZ 2|7 0| o] B GetSecretValue B = BatchGetSecretValueES AI235t0{ SDKE 2% &
ghuict
= .

ClS I E of|XMol M= Secrets Manager 22t &% 2t 71K = €S EoiE LIt

il
=

kO

Bt MEhsecretsmanager:GetSecretValue

//! Retrieve an AWS Secrets Manager encrypted secret.
/%
\param secretID: The ID for the secret.
\return bool: Function succeeded.
*/
bool AwsDoc::SecretsManager::getSecretValue(const Aws::String &secretlID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SecretsManager: :SecretsManagerClient
secretsManagerClient(clientConfiguration);

Aws: :SecretsManager: :Model: :GetSecretValueRequest request;

Hot nad Ak 165


https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/goto/SdkForCpp/secretsmanager-2017-10-17/GetSecretValue
https://docs.aws.amazon.com/goto/SdkForCpp/secretsmanager-2017-10-17/BatchGetSecretValue

AWS Secrets Manager Add a permission2|

request.SetSecretId(secretID);

Aws: :SecretsManager: :Model: :GetSecretValueOutcome getSecretValueOutcome =
secretsManagerClient.GetSecretValue(
request);
if (getSecretValueOutcome.IsSuccess()) {

std::cout << "Secret is:
<< getSecretValueOutcome.GetResult().GetSecretString() << std::endl;

}
else {
std::cerr << "Failed with Error: " << getSecretValueOutcome.GetError()
<< std::endl;
}

return getSecretValueOutcome.IsSuccess();

JavaScript AWS SDKE At &35t0{ Secrets Manager 20t &5 2t 7t
XM 7|
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import {
GetSecretValueCommand,
SecretsManagerClient,

} from "eaws-sdk/client-secrets-manager";

export const getSecretValue = async (secretName = "SECRET_NAME") => {

const client = new SecretsManagerClient();
const response = await client.send(

new GetSecretValueCommand({

SecretId: secretName,

b,
I
console.log(response);

/7 A
//  ‘'$metadata’': {
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// httpStatusCode: 200,

// requestId: '584eb612-f8b0-48c9-855e-6d246461b604",
// extendedRequestId: undefined,

// cfId: undefined,

// attempts: 1,

// totalRetryDelay: 0

// Y,

// ARN: 'arn:aws:secretsmanager:us-east-1:XXXXXXXXXxxx:secret:binary-
secret-3873048-xxxxxx"',

//  CreatedDate: 2023-08-08T19:29:51.294Z,

// Name: 'binary-secret-3873048',

// SecretBinary: Uint8Array(11l) [

// 98, 105, 110, 97, 114,
// 121, 32, 100, 97, 116,
// 97

/71,

// VersionId: '712083f4-0d26-415e-8044-16735142cd6a’,
// VersionStages: [ 'AWSCURRENT' ]
// %

if (response.SecretString) {
return response.SecretString;

if (response.SecretBinary) {
return response.SecretBinary;
}
I

Kotlin AWS SDKE A& 3104 Secrets Manager 29t &5 7t 7t X2
7|

Kotlin O & 2|71 0| 2| AL GetSecretValue EE= BatchGetSecretValueE AF235l0{ SDKE &M 5 &
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suspend fun getValue(secretName: String?) {
val valueRequest =
GetSecretValueRequest {
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secretId = secretName

SecretsManagerClient.fromEnvironment { region = "us-east-1" }.use { secretsClient -

val response = secretsClient.getSecretValue(valueRequest)
val secret = response.secretString
println("The secret value is $secret")

PHP AWS SDKE AF235}04 Secrets Manager 29+ &5 7t 7X@
7|

2|AH|0|Mo| B GetSecretValue BE= BatchGetSecretValueE AF2350{ SDKE &
LIC}.

PH

x4
=

I% M

for O
i 2

M

0jo

P

AE ofAMol = Secrets Manager 22t & = Zf2 7HX= Y E EoiELCt

Kl

Q% Met:secretsmanager:GetSecretValue

<?php

/**
* Use this code snippet in your app.
*

* If you need more information about configurations or implementing the sample
code, visit the AWS docs:

* https://aws.amazon.com/developer/language/php/

*/

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

/**
* This code expects that you have AWS credentials set up per:
* https://<<{{DocsDomain}}>>/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

// Create a Secrets Manager Client
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$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => '<<{{MyRegionName}}>>",

1)

$secret_name = '<<{{MySecretName}}>>"';

try {
$result = $client->getSecretValue([
'SecretId' => $secret_name,
1);
} catch (AwsException $e) {
// For a list of exceptions thrown, see
// https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/
API_GetSecretValue.html
throw $e;

// Decrypts secret using the associated KMS key.
$secret = $result['SecretString'];

// Your code goes here

Ruby AWS SDKE AF235}04 Secrets Manager 20 &5 Zf 7IX4 <2

Ruby OHZ Z|70|M Q| ZHRget_secret_value EEE batch_get_secret_valueZE AF&304 SDK
E XY s &8t

Ct2 ZE oMol M= Secrets Manager 20t &3 212 71X YHES Eo{F LIt

Lt Mehsecretsmanager:GetSecretValue

# Use this code snippet in your app.

# If you need more information about configurations or implementing the sample code,
visit the AWS docs:

# https://aws.amazon.com/developer/language/ruby/

require 'aws-sdk-secretsmanager'

def get_secret
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SecretsManager/Client.html#get_secret_value-instance_method
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SecretsManager/Client.html#batch_get_secret_value-instance_method
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client = Aws::SecretsManager::Client.new(region: '<<{{MyRegionName}}>>"')

begin
get_secret_value_response
'<<{{MySecretName}}>>")
rescue StandardError => e
# For a list of exceptions thrown, see
# https://<<{{DocsDomain}}>>/secretsmanager/latest/apireference/

= client.get_secret_value(secret_id:

API_GetSecretValue.html
raise e
end

secret = get_secret_value_response.secret_string
# Your code goes here.
end

CtZ get-secret-value ool M= R 2ot &5 2t 7HXASLICH.

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
ExampleO|T 2ot ef & 7t Z4M

CtZ get-secret-value ofloi M= O|T Eot &5 ZHE 7S LICH.

aws secretsmanager get-secret-value \
--secret-id MyTestSecret
--version-stage AWSPREVIOQUS

E MN85l0d Yo 2 HOoF S I8 71XK{2 7| AWS CLI

* secretsmanager:BatchGetSecretValue
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https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-secret-value.html
https://docs.aws.amazon.com//cli/latest/reference/secretsmanager/get-secret-value.html
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- ZJME 2t Hot oF 5 0i CHEH secretsmanager:GetSecretValue #&H0| Qlofok &L|CH

=
- ZEE AM83l= B secretsmanager:ListSecretsT Qlo{oF g L|C}.

ek A o Al = the section called “0f; 20t &5 ZF 1S UEH Moz ZAME £ Qe HEh MME
7"|'_7F_6|-k| o

/A Important

Z4A =0 7 =0jA e Hot of & = 7 A4t

2 BatchGetSecretValues EOt &5 Zt2 HtEtS

ExampleO|S'H2 LIGE Eot f s T 50| HoF &% gfS AME LI

Ct= batch-get-secret-value Alol M= TR 2ot &5 242 7HXASLICEH

aws secretsmanager batch-get-secret-value \
--secret-id-list MySecretl MySecret2 MySecret3

ExampleZE{2 ME4SH H0ot of

ok

a

I

o| Hot ¢t

ok

le:% Z4 AHSH L—l |:|._

Ct= batch-get-secret-value A[0| M= Ef2 7t "Test"?l 2Ot 50| Ot &5 72 7HX{SL
Ct.

aws secretsmanager batch-get-secret-value \
--filters Key="tag-key",Values="Test"

>
=
wm
rH
>
fjo

At

ol
(o]

lod 2ot ot S Zt 71X{L 7]
SOk ot s B HAS2H(E )
1.

https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 JL|C}.

2. Hotots oM AME Hot 958 MEFLIC
3. Hotehs g

2t (Secret value) MMof| A £ ot 2t 5 7} 74 M(Retrieve secret value)2 ME4EL|C.

Secrets Manager= 2.0t & 3 O $4&f HHZ1(AWSCURRENT) 2 EA[EfLICEH 2ot &S o[ CHE H
Z(lAWSPREVIOUS: AFE AL XM i|0|= 0] X|H &l HH)2 2 2{™ the section called “AWS
CLI'Z(2) AFR3HMIS.
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0{l A AWS Secrets Manager 22 &t S A& AWS Batch

AWS Batch £ AF23IH|M HIX| AFE {IZEE AMME = UELICIAWS ECHRE. E AHS5HH
R1Z+ 8t CIl0|E{& AWS Secrets Manager 20+ &5 off X{ &8t ChS 2Fd Holol| M & =350 2edof 2l

et HIoIEE FUE AWS Batchs U&LICH REAMIEH L& 2 Secrets ManagerE AtE3l 21Z & O Of
EH xEe &xstMe

CloudFormation 2|AA0|A AWS Secrets Manager 29+ &5 71

@)

£ AM838™ CHE CloudFormation ElAA0|M AFSE HOt oF 5 2 748 CloudFormations A& L
Cl. LEtXQl A|LIE|2 = K] Secrets Manageroil A A5t ¢t 2 Hot &t 5 & A8 M O|O|E{H| O]

AE ZEHOE ASE Hot 250l AHEX O|F 1 AE & AMELICH B AF85to{ 2ot S E
A A5t Yol CHEN REMIEH LHE 2 MM E CloudFormation® &= 5t M| 2 CloudFormation.

CloudFormation I Z3/0| M 2ot ¢S E AMSIE{H S™ X E AISELICH ARES MUE S|
AxE= HOotofr s ZH2 CloudFormation EIAAR 7IXQE 2 Hot ofs MEE st 3l T It 9f
&LICH CHAL O|EO|LF ARNS AFE35lod HOot S E FXELICH ZE 2lAA Mo Hor k50l &
MEXTE ANSE 5 U&LICEH AWS: :CloudFormation: : Init2H(@) Z2 ElAA HEHHOIEHS &
OLA S0 SHEAZTE MEE = ¢U&LICH O|FH 5tH Z2&0f 2ot &5 Zfo| EAIZZ| M2 YLICEH
2ot etsof CHet 8™ &= mfH2 Ctg0 Z&Ltt
{{resolve:secretsmanager:secret-id:SecretString:json-key:version-stage:version-id}}

secret-id

Hot ot 50| O|F == ARNRILICH AWS HHo| Hot et 5 of HAM|ASHE{HE Eot &t 5 O|F 2 ALS

& & Ql&LICH CHE AWS A5l Hot et 5 o HAM|ASHE{T EOF 2F 5 O] ARNS AFS &L}
json-key(A1EH)

ZME IR S 22 2R 712k Hofel 7| olE LT & XIHsHK| of o BT T ot ot % =

AEE json-key CloudFormation A4 LICt. O] MOHEO| = 28 EAH(:)7t ZEEX| 42 =

A& Lt

version-stage(A1E)

AtEsteie 2ot gfs0

ot % O] HHTQILICE Secrets Manager= 11X ZEMA £F CHE HMES X5
£ Ol AE|0|& Bllo|82 AF8 & LIC} version-stage2 AI&3tE B version-idE
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X| OtMIL. version-stage & version-idE XIY5HX| &2 B 7|27 2 AWSCURRENT H
MLICt Ol MOHE = 28 2XH: )7t ZEEIX| &f2 = U&suct

version-id(A1EH)
M5 1A st HoF ot 5 o] Ao CHE 1 AlHRIRILICH version-idE X|&HE AL
| &

version-stage2 X|H3lX| OtMIL. version-stage ==& version-id& X|H3stK a3
7|2 2t2 AWSCURRENT HHEILICE Ol MIHEO|= 28 EXH(:)7t ZEEIX| b2 = U&LICH

REME LIB 2 SX & X E AFE35104 Secrets Manager 20 &5 x|& MME & X FHAM2.

® Note
HESZAIE %|T 2t 2 AFE5t0] 8X FE(\)E MYstK| OtMAIR.= olEet #XE A
&t CloudFormation &= Qi B 2 ZlAA QB 7} ubMshL|Ct
GitHub Z40{| A AWS Secrets Manager 22t &t 5 ALS

GitHub R0l A| £ 212 8 MBSH2I Gittub HIUS ABSfofollAf 20 28 T AWS
Secrets Manager 51 GitHub /3 Z Z 01| A DP ZEEE HEE FT
of CHet REMISH LI 2 GitHub 2A12] GitHub 2] 0[5 E & = 5hA|

GitHub Et&0l| 2eF & E & FItstH GitHub Q| CHE 2 E B A MM 2t S E AIZE = U&E
Cl Ay

LIC}. GitHub Erdof| CH3H & oF Zk3to| x|&lof| (et 873 LHoflA] Hot 257} &R AR E|E 248 x|
stMl2

HOM of 5 7to| M| EXIUS #H74 M4 Zto 2 ML 2XHU0| JSONQ! 42 JSONS 72 &
A5104 ZH JSON 7|-Zt “ofl CHEH 7Hed BH73 B4 2 ARIs & Q& LIC 2ok 25 Z4o| 0|FI40l B
Ol &toig £3lslH Hot of 3 Zto| 2XIYER ke L)

HIOF OF S0l A AUAIEl 3174 BA 2 Hpdod | 2212 HM Q. XHAIEH LIRS GitHub 2AM 2| ClH 1
27 2 AM5EE HEHML

HOH of S0l A AAIEl 374 A S AR 52T GitHub MM 27 A2 &R 5HM|S.

NS Ve

O 42 At&35t2{™ HX] configure-aws-credentials EHHE AL&3t0{ X}4 AWS EH2
AWS E|T GitHub Bt Z0|MHE A5l oF & LICH GitHub OIDC S3=2XHE ALE5t0{ dE 2 &Y
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/dynamic-references.html#dynamic-references-secretsmanager
https://docs.github.com/en/actions/learn-github-actions/environment-variables
https://docs.github.com/en/actions/learn-github-actions/understanding-github-actions
https://docs.github.com/en/actions/security-guides/security-hardening-for-github-actions
https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/enabling-debug-logging
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S U3HEAH GitHub 42 I8t AWS 2ot 91 Zhed 40| XIS MEML. J2iH £ Ho| e &
(o] = AN
-T- =

x
9152 ASE 4+ 212D 2 Secrets Manager /520 &7+ M4 7|8 K HK| ot ELICH

—
HYolM Tr= 1AM A2 ChSa 242 HEho| {040k grLch.

« AMSIEdE EoF &5 0i Cit GetSecretValue
« DE HOt oS0 CHEt ListSecrets
A

teh) 2o &5 71 2 &5 8HE KMS key B Decryptl| 2 2|8 7I.

KM B L2 2 the section called “@15 2! HM|A XN0{” BHHE HZFHAAIL.

- name: Step name
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
secretldl
ENV_VAR_NAME, secretId?
name-transformation: (Optional) uppercase|lowercase|[none
parse-json-secrets: (Optional) true[false

Parameters

secret-ids

MRS Hot 95 ID Yol B W4 0|82 U O3 4

, secretIdE E9 &35 secretIdoiA ENV_VAR 10

o
_1 =
B4 H 0|E2 LB, =AH LEZ THE £ aLch

[aT]
-

°
T
I
2

Il
o
4 ol

rr
(F HC i
oY ™ mpn
40 o @
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https://github.com/aws-actions/configure-aws-credentials
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283501 ARKE AT S BHE FMHSHLE, noneS 835104 EXIO| CHARKIE BHZASIX]
OITE & & &+ U&LICH 7|&224t2 uppercaseILICt.

parse-json-secrets

(MES AL 7|B Mo 2 O] ZoiM= Bt W gf2 B0 & S Zfo| A JSON XM E M- E
LICt JSONOI| 4= 2z 7|-2t ‘& of 38 HE HM5tEi™ parse-json-secretsE trueE M
Mok,

JSONOIM “name” & “Name”Zt Z 0| CHARXHE FESIE 7|8 M85t B2 O oM e=
O|§ S=0| YUMELIct 0] B2 parse-json-secretsE falseZ AHE35I1 JSON 2ot ¢f

Ue Bz & EMELICHL

Fob 01>|

= A

23 #He olF K|

ol ofal M El 2 E o 0|2 SHE Heo| 2ot 25 o SUsHA XI™HELICH &F H

s 2ot S 2L 0| XIH 7 A0l H HAStEE, U slsiH 2o &% 0|§0] 5

2T Aretof &A| gHEtEILICE 0 & S0{ 0| A YUE sAstH AEAVL CHEALE HEHELICH

Hot 50/ JSONE T & EME B2, &3 He 0|Bos Bt &= 0|§2 JSON 7| O|F(o:

MYSECRET_KEYNAME)O| 25 Z & E|LICH ARKIE HEHSIX| 2 E 22 TAE = QlaLct

T gd #Heo| 0|F0| Z ot 2ol AulistAH ELIct olzEt B2, &d Heo| A Y 0|E2

o2 X|-sHof gLct.

O|§0| ZEE += /U= B9l

« O|E0| ‘MySecret'@l 20t 2t & 2} ‘mysecret’@l 2ot &t 3= & Cl ‘MYSECRET O|2t= &4 #H7t
Ect.

« O|& 0| ‘Secret_keyname’'@! £ 0+ 2t 5 9} ‘keyname’Ol2t= 7|7+ L& El ‘Secret’ O|2tH= JSON 7+ &
24 ¢&5= & Ot ‘'SECRET_KEYNAME'O|2t= B4 #H4=7} ELict.

A4 XA
=0

ok

£ Ql&L|Ch 21242 ENV_VAR_NAMEO|Z}

ol
i
mo

CHS ot Z o] E&E XIgstod &4 B4 0|

S e MAELICH

secret-ids: |
ENV_VAR_NAME, secretId2
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AWS Secrets Manager
H| &%
- =2 O
« parse-json-secrets: trueE MAUEStD Pl HES =T O3 €lEQ 2o &3 IDE =g
A2, 0| Yo 2 Qe 3 Ho| 0|F2 7+ & 24 E JSON 7|2t SLtH| X|'FE LCt. g O
goll= 20t &t = O|§0| ZEE|X| t&LCt
Hot ef5 ol R=8HJSONO| X E[0] UX| A2 B2 A2 stLtel 2t E HeE st a, #3 H
+o| 0|2 E¢ot &= ol SUSHA RIHFLICEH
* parse-json-secrets: falseE Mt Pl EIS AUE OS2 AES 2ot 243 IDE LUHE
82, 0| 22 &3 o 0|2 HEE XIHeHK| b2 JAMH XIHgct
CtE oxl= gl HEE Eo{ELICh.
,secret2
od| |
Example 1 0|& 2 ARNSZ HOot &35 71x{27|
E Y ARNSE AlHE Hot et S of CHE &3 B8 AAMFLICH.

CHS oldoM= ol A

Get secrets by name and by ARN
aws-actions/aws-secretsmanager-get-secrets@v2

SECRET_ALIAS_1,test/secret

- name:
uses:
with:
secret-ids: |

exampleSecretName
arn:aws:secretsmanager:us-east-2:123456789012:secret:testl-alb2c3
0/test/secret
/prod/example/secret
SECRET_ALIAS_2,arn:aws:secretsmanager:us-east-2:123456789012:secret:test2-alb2c3

,secret?

secretValuel

EXAMPLESECRETNAME :
TEST1: secretValue?2
secretValue3

_@ _TEST_SECRET:
_PROD_EXAMPLE_SECRET:
SECRET_ALIAS_1: secretValue5

secretValue4
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AWS Secrets Manager
SECRET_ALIAS_2: secretValue6
SECRET2: secretValue7
Example 2 HSFAIE Al&ltstE ZE Eot &35 71K 27|

CtS oMo MHE beta2 AlESHE OIS 7tEI ZE B0t &S of Ciet &4 B8 Mgt
- name: Get Secret Names by Prefix

uses: 2
with:

secret-ids: |

beta* # Retrieves all secrets that start with 'beta

MAE B

BETASECRETNAME: secretValuel

BETATEST: secretValue2

BETA_NEWSECRET: secretValue3

Example 3 E2F 2 5 0{A JSON 7+ & £ 4
CtZ oAM= 2ot 250 |A JSONE T+ & 2244504 23 HeE gLt
- name: Get Secrets by Name and by ARN
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: |
test/secret
,secret2
parse-json-secrets: true
test/secret Eot &t3 0| Hot ¢t 5 Zf2 Chgnt &Lt
"USGI"

{
'api_user":
api_key": "key",

"config": {
"active": "true"
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secret2 Hot S o| HOF &F S Z2 CtZ1F Z&LICH

{
"myusername": "alejandro_rosalez",
"mypassword": "EXAMPLE_PASSWORD"
}
MAE B B

TEST_SECRET_API_USER: "user"
TEST_SECRET_API_KEY: '"key"
TEST_SECRET_CONFIG_ACTIVE: "true"
MYUSERNAME: "alejandro_rosalez"
MYPASSWORD: "EXAMPLE_PASSWORD"

O 47bX| A2 XF AL

il

ExampleZtd = O

CHS KoM= AE X} OIS A8 sto] 28 H+E e

- name: Get secrets
uses: aws-actions/aws-secretsmanager-get-secrets@v2
with:
secret-ids: exampleSecretName
name-transformation: lowercase

AH A E|

M El 28

A
o =TT .

ok

examplesecretname: secretValue

GitLab AWS Secrets Manager 0lA A

AWS Secrets Manager = GitLabZ} S E/LIC}. Secrets Manager 22t & 5 £ & &73}04 GitLab At
A BB E5E £ U2m, 0|4 GitLabdll StEZ LY LRIt & LICH CHAL, GitLab Runner=
GitLab CI/CD TtO|Z 2} 2l0i| A o EE|7i[0|440] 2t S A=ME I Secrets Manager0i| A 0|2 2 ¢t
2= E 7t SLct

O] E& & AF835t24™ IAM 2! IAM 2380l OpenlD Connect(OIDC) A2 & = Z Xk AWS Identity and
Access Management & 4 gfL|Ct. 0|& &3 GitLab Runner7} Secrets Manager 29+ % 0f Al
A8 = &LICt GitLab CI/CD % OIDCO]| CHEt REAMIEH LHE 2 GitLab AEME EZ5HA 2.
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https://docs.gitlab.com/ci/cloud_services/aws/
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e AL

HIZ7H GitLab QIAEIAE AFE3HE AR, O] Secrets Manager S8 7152 AHE £ gi&LICH 0| &
2 HIZ 7 QIAEA CHEF GitLab EME FHZESHAMIL.

MH =
Secrets ManagerE GitLabzt S&35t2iH CHZ AI™ EH| BHHE 2t =35{oF & LCt
1. AWS Secrets Manager 29+ &% M4

GitLab 2r40{| M 7tX{2 Secrets Manager 20t &t 3 & Mdat{oF & LICt O|ZHA st A3 &
HEZ GitLab HH o] StEITE L7t A&LICH GitLab ItO|Z 2RI FHE [EH Secrets
Manager 20t &5 ID7} EELICH XFMIEH LHE 2 AWS Secrets Manager 20 & & 24 MM

H— oo
£ MM,

2. 1AM Z&0i A GitLab2 OIDC SZAE H™H

L

O] EtAHloHE= IAM 2£04 M GitLab2 OIDC 32 A2 SS&LICH REAMIEH LIE 2 OpenlD
Connect(OIDC) Xt 5 S=ZAt d4 L GitLab HBME XML,

OIDC S=AE dYE W= OhE 782 AASELICH

provider URLZ GitLab QIAEIAZ MHELICH 0| & §0{ gitlab.example.com®L|

audience BE= audE sts.amazonaws.com2 = AMEIL|CT
.|

IAM 32 ol od 52 M3l ofF BFLICH O] &2 GitLabO| AWS Security Token Service (STS)E
Soll FEELICH RHMIEH LHE 2 AEXE X A= HAZ AE5t0{ g M FXSHMR.

« Trusted entity type= Web identityS = AZFLICH.
+ GroupZ your GitLab groupZ AHErLICH

« Identity providerE& 2EtH0|M AFE S Wt SUS S 2R URL(GitLab QIARHA)E
ML

* AudienceE 2EHAHI0IM AL At SUeF Cid oz MYELICH
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https://docs.gitlab.com/ci/cloud_services/aws/#configure-a-non-public-gitlab-instance
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.gitlab.com/ci/cloud_services/aws/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-custom.html
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AWS Secrets Manager
b. r 2 GitLab7t HE 2 HI st 5 oi&st= A= FAo| of LIt M=z HHol= AWS A
&, GitLab URL & = 2HME ZA=Z 7} LtdZ|o{0oF gFL|CH
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated":
provider/gitlab.example.com"
},
"Condition": {
"StringEquals": {
"gitlab.example.com:aud": [
"sts.amazon.com"

1

"arn:aws:iam::111122223333:0idc-

},
"StringLike": {
"gitlab.example.com:sub": [
"project_path:mygroup/project-*:ref_type:branch-*:ref:main*"

IE 8 GitLabO| AWS Secrets Manageri M A = QLT 518 35t= IAM HH L 4510
g = UELICH ARME LIS 2 IAM A M8 S HASHA

LICH o HAE Az Aol =7t & U
2.
{

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-

east-1:111122223333:secret:your-secret"
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https://docs.gitlab.com/user/project/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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GitLab AWS Secrets Manager 1} £ &t

Aol At HAHE 2= Ft F, GitLab=2 T435104 Secrets ManagerE &35l A4 SH2 B3 & = U&
L|C}.

Secrets Managerg& At&3t7| 9|8l GitLab Z}O[Z 221 T4

GitLab CI/CD 7+ 12l Ct& HE 2 o|Oo|E 3l of & L|Ct.

. STSE MME EZOo| iy
* Secrets Manager £ 0oF &f 5.

* GitLab TtO|Z2}Rl0 M 2t S MAE [ GitLab Runner?t EE & IAM 24E.
- ot fS I ME AWS 2T £l i,

L

GitLab2 Secrets Manager0i| A 2t 25 & 7tx{Qt A ol O] 242 MEELICH o] mol B=
= I Al Cl/CD 8442 fALSt CI/CD Bd=0d A& ELC}.

CHE 2 GitLab CI/ICD 74 Tt ol YAML I of Al Lt

variables:
AWS_REGION: us-east-1
AWS_ROLE_ARN: 'arn:aws:iam::111122223333:role/gitlab-role'
job:
id_tokens:
AWS_ID_TOKEN:
aud: 'sts.amazonaws.com'
secrets:
DATABASE_PASSWORD:
aws_secrets_manager:
secret_id: "arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-name"

2
i
o

AEMIEH L& 2 Secrets Manager S8 AN ZaMlR.

HE A2 GitLabol M OIDC £ HE HAEE £ USLICH RHMIEH LI 2 OIDC 74 E|AEof CHE
GitLab MHME FHZFHMIL2.
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https://docs.gitlab.com/ci/variables/#use-file-type-cicd-variables
https://docs.gitlab.com/ci/secrets/aws_secrets_manager/
https://docs.gitlab.com/ci/cloud_services/aws/#test-the-oidc-configuration
https://docs.gitlab.com/ci/cloud_services/aws/#test-the-oidc-configuration
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=X 2

chge Secrels Manager & GitLabTt SEE [ wAtg 4 ol= UEHHol 2X|E siZste ol Z20|

2 7 A&t
GitLab ZHO|Z 2} QI £t&d 2K

GitLab IIO|Z 2RI EXI7} st A, LIS AHE S EQISHAI2.
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Aurora AFFE MM Q| Amazon Aurora 2! AWS Secrets Manager2 AF28t &5 22|12 HESIMR.

« Amazon ECS Service Connect= AWS Private Certificate Authority TLS 215 Mol CHEH 2213 W&
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E 223 TLSE & Z5HAMI2.
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aws secretsmanager rotate-secret \
--secret-id MySecret \
--rotation-rules \
"{\"ScheduleExpression\": \"cron(® 16 1,15 * ? *)\", \"Duration\": \"2h\"}"
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aws secretsmanager rotate-secret \
--secret-id SampleSecret \
--external-secret-rotation-role-arn arn:aws:iam::123412341234:1r0le/xyz \
--rotation-rules AutomaticallyAfterDays=1 \
--external-secret-rotation-metadata
"[{"Key":"apiVersion", "Value":"v65.0"}]"'
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}
m}2k0|E:

o BtA - A Bl create_secret, set_secret, test_secret, E= finish_secret. AFA|Et
LI 2 the section called “1L & g =0| 4EH7|” B2 B ESHAAIL.
 Secretld - A& 2ot 2F S of ARNILICE.
+ ClientRequestToken - A HHTO| ot &t S of CHEt Tf AHEXIQILICEH O] Zt2 HEMHE &
ote ol == 0| Euct XHAIEH LIS AWS Secrets Manager API & & 9| PutSecretValue:
ClientRequestToken2 & E5HM 2.
+ RotationToken - 9| AAE LIEIHHE 18 AlERIQIL|CH CFHE HZ ol A Lambd
2 o
S

= a
UE A E= WA AHE 3[Fof| ol 2ot & WA

O| % Secrets Manager= 1Al E2E AL&5t01 1AM S 9 L1

A EtA7F A5t Secrets Manager= M| WA ZZMAE 048] | CHA| A|Z&FLICEH

|

« Amazon Aurora, Amazon Redshift &= Amazon DocumentDB 20t &5 XIS wil| MH
H|O|E{H|O| A 7} OF=l AWS Secrets Manager 29+ 2t 3 0f CHEF AHE Wil M
E A835to4 Als WA M AWS CLI

« Lambda &+ oAl M=F

Lambda oA &%

=
A

M|k

AWS Secrets Manager 1 & &4 &l

Lambda B2 T 188


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html#SecretsManager-PutSecretValue-request-ClientRequestToken
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1. https://console.aws.amazon.com/secretsmanager/0i| A Secrets Manager 2& 2 3L|LCt.
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2. Lambda0i Z|AA 7|8t &= Al 9| X|&lo] [2F aws : sourceAccount 274 F7}&HL|C).

"Condition": {
"StringEquals": {
"AWS :SourceAccount": "123456789012"

iy
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2. kms:EncryptionContext:SecretARN =712 F7Iste{ g ek A ol X|&E =

—_ 1=
M.

"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
.
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- ElZ3! 0|8: SecretsManagerinfluxDBRotationMultiUser
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« &4 FAE: hitps://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerinfluxDBRotationMultiUser/lambda_function.py
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- ElEZZ8! 0|&: SecretsManagerElasticacheUserRotation
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« &N FAE: hitps://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerElasticacheUserRotation/lambda_function.py
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+ 0|4 SecretString 71 Z: the section called “Active Directory AtZ4 S

« &A FAE: https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py

Active Directory keytab

« B EZ3! 0|&: SecretsManagerActiveDirectoryAndKeytabRotationSingleUser

« 0d|&f SecretString 7 Z: the section called “Active Directory XtZ3 &

« &N FAE: hitps://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/

SecretsManagerActiveDirectoryAndKeytabRotationSingleUser/lambda_function.py
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2! O|&: SecretsManagerRotationTemplate
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I https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/
SecretsManagerRotationTemplate/lambda_function.py

off CHet Lambda WA &= A& e 3t AWS Secrets Manager

the section called “Lambda & =2 W *|"2| AL, Secrets Manager?} Lambda & +=& At&3504 E¢t

&2 & WAotH Lambda= IAM A% e S HE ot sid A9 EBE Lambda &+ A= MSE
S =

= = -
LICE ZtS A E dYste Sol oiEr X2 oS ddE HxstMe.

o O|O|E{H|O|A EOoF &5 XIS I
AR =

- HIClo[E{H|0|

« XS wA[(AWS CLI)

CtZ od o] if Lambda & &4~ AlISH od5tof CHfEt
T HEt A2 0474524 AWS Lambda AlEH dgt2

(IPNE

oA Het 213


https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/tree/master/SecretsManagerActiveDirectoryRotationSingleUser/lambda_function.py
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AWS Secrets Manager Add a permission2|

« Lambda WA g Al detof CHEF A

. 174 3a|E 7|0 CHEt AR A

. CHR ALSRE TZoil CHEH 4% M

Lambda & & 4 A& ol CHer HHY

CHS oAl HHolME nA| g7t Che HYE oA & JUXS s1SELICH

- M &EE WL

« OIO|E{H|O|A EE= MH|ATFVPCOHIAM AR A2 Ee 72 dHEHSML. VPCOIAM 2[A A0
HMASES Lambda & A2 XML,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

]I

"Resource'": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdEf"
},
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

]I

"Resource": "*"

}I
{

"Action": [
"ec2:CreateNetworkInterface",
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"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkIntexface"

1,

"Resource": "*",
"Effect": "Allow"

AWS 2l 7| aws/secretsmanager 0[|2|9| KMS 7|& A&35t0{ 2ot S E 558 B2
Lambda A& A& ol 7| At HEtE F0{5{oF & LICt SecretARN &= A
M= 7Sl AHS2 MEHE = U2 A & dE2 IANE HEdte g3 9
& = UELICH O WAl E &7 KMS 7|8 0|835t0 HIYS SHSE = U s A g o
= Ct.

Jte MARE 2o EL

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "SecretARN"
}
}
}
DA AEE 7|2 dE3E o dE0l A 7SS ASste{H O o2t £ 2 BHEES FIhstod A
H g0l ASE NS H 5EstMR
{

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:DescribeKey",
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"kms:GenerateDataKey"
1,
"Resource": "KMSKeyARN",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": [
"arnl",
"arn2"

[a

CHA| AFE X T=foi| CHer H3 dF

CHA| AF2RF mAf| F2Foi| CHEE XFAM|EH LI 2 the section called “Lambda & £ WAl M2 MME & X
SHMI2.

A2, CHA| AFS A MEFS M-‘a%h—l Amazon
gF4=7} Amazon RDSOA{ 27| & APIZ
Mg =& &L AWS 22|13 M3

Amazon RDS E0 215 MEJI ZHE &=
RDSOIM I AHE A} &f S & 2t2|8tCHH WA

]

S ESESE 5{185HoF CIO|EHo|A Q| 14
AmazonRDSReadOnlyAccessE 91Z43t=

CHE ORI MROIME 347} CHS SHeig £ 8Y 4 TS 5B ELICH

- THRM Eot A5 oM EHot QIE S HMEL
Manager?7t A€l 2ot 2t 5 o| Hot 015 & A|0|Est= O AAHSELICEH

- M &3 & dMEct

« OIO|E{HIO|A EE= MH|ATEVPCOHIM Akl B2 EHe F4E MM, RHA[EH LHE2 VPC
o| g|AA0 HMASHES Lambda &+ 7 43(Configuring a Lambda function to access resources

ina VPC)E HZE3HAM L.

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"

1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:us-

east-1:123456789012:secret:secretName-AbCdET"
}I
{

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd"

1,

"Resource": "*"

},
{

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DescribeNetworkInterfaces",
"ec2:DetachNetworkInterface"

]I

"Resource": "*",

"Effect": "Allow"

}
]
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£ VPCOHM A&iz|= Z VPC LIl M Secrets Manager A
O #Z&LICt Je{H VPCIt HEE B[ JERXQIEZ ME
2 glc|EME = JA&LICH RHMIEH &2 VPC IEZRIE

Lambda &7} QIE{lo]| HAM|AE £~
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HA
74
A
! E
(AWS PrivateLink) B2 & XM AR.

L= VPCO| NAT AOIEQIO] EE&= QIE{H! HO|ES|0|E F7}5+04 Lambda &+ E Sall H{EE!
Secrets Manager QIEZQIE0f| HM|AE = UEE FL|CE T2 VPCO|M EEfE0| HEE] =X
ClEO| Z&E £ &LIC O|Z7| 5t HO|IEQolof CHEH IP FA7F HEE! QIE{UIMH SHE &
= Ao Z VPCII H B2 ol =& FLICt
“createSecret” 0| % 5 Qi=
CH2 2 createSecret O|F 0l A7 SX|E = U= EFMLLICEH
VPC HIER/3 ACL2 HTTPS EBliE &AlI2 #{85FK| &f&LCt.

KEMIEE LI 2 Amazon VPC AHE MEMO| HERIT ACLE AF&3504 MEUlol CHEF EEHE A

x
Lambda B 5= A|EF AlZF 740 LT HotM s +de + gi&Lch

REMIEE LHE 2 AWS Lambda 7HZ At 7HO|E 9| Lambda &~ 54 T 8& HESHMR.

Secrets Manager VPC I=EZQIE = &2 El Eot 150l M VPC CIDR $=4
KEMIEH L& 2 Amazon VPC A8 B AC| Hot O F S AtE5t0q 2[4 A0 Cier ECfE XMo{E &
Z5HMIR.

Secrets Manager VPC AIEZQIE HAMo| M= LambdadiMd VPC AEZQIEE AIE5tE HWE 51836t
x| et&LIch.
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L “KMSOi| CHet HMATH A E[X| eE&LICH”
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def lambda_handler(event, context):
"""Secrets Manager Rotation Template

This is a template for creating an AWS Secrets Manager rotation lambda
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Args:

event (dict): Lambda dictionary of event parameters. These keys must
include the following:

- SecretId: The secret ARN or identifier

- ClientRequestToken: The ClientRequestToken of the secret version
- Step: The rotation step (one of createSecret, setSecret, testSecret,
or finishSecret)

- RotationToken: the rotation token to put as parameter for

PutSecretValue call

context (LambdaContext): The Lambda runtime information

Raises:

ResourceNotFoundException: If the secret with the specified arn and stage
does not exist

ValueError: If the secret is not properly configured for rotation

KeyError: If the event parameters do not contain the expected keys

arn = event['SecretId']

token = event['ClientRequestToken']
step = event['Step']

# Add the rotation token

rotation_token = event['RotationToken']

# Setup the client
service_client = boto3.client('secretsmanager’,

endpoint_url=os.environ['SECRETS_MANAGER_ENDPOINT'])

# Make sure the version is staged correctly
metadata = service_client.describe_secret(SecretId=arn)
if not metadata['RotationEnabled']:

logger.error("Secret %s is not enabled for rotation"

raise ValueError("Secret %s is not enabled for rotation" % arn)

versions = metadatal'VersionIdsToStages']
if token not in versions:

logger.error("Secret version %s has no stage for rotation of secret %s." %

(token, arn))
raise ValueError("Secret version %s has no stage for rotation of secret

%s." % (token, arn))

if "AWSCURRENT" in versions[token]:

[J
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logger.info("Secret version %s already set as AWSCURRENT for secret %s." %
(token, arn))
return
elif "AWSPENDING" not in versions[token]:
logger.error("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
raise ValueError("Secret version %s not set as AWSPENDING for rotation of
secret %s." % (token, arn))
# Use rotation_token
if step == '"createSecret":
create_secret(service_client, arn, token, rotation_token)

elif step == "setSecret":
set_secret(service_client, arn, token)

elif step == "testSecret":
test_secret(service_client, arn, token)

elif step == "finishSecret":
finish_secret(service_client, arn, token)

else:

raise ValueError("Invalid step parameter")

3. create_secret IE W

rotation_token It2tO|E{E +235t10 AE ST create_secret & =HELICH

# Add rotation_token to the function
def create_secret(service_client, arn, token, rotation_token):
"""Create the secret

This method first checks for the existence of a secret for the passed in token. If
one does not exist, it will generate a

new secret and put it with the passed in token.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier

token (string): The ClientRequestToken associated with the secret version
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rotation_token (string): the rotation token to put as parameter for PutSecretValue
call

Raises:
ResourceNotFoundException: If the secret with the specified arn and stage does not
exist

# Make sure the current secret exists
service_client.get_secret_value(SecretId=arn, VersionStage="AWSCURRENT")

# Now try to get the secret version, if that fails, put a new secret

try:

service_client.get_secret_value(SecretId=arn, VersionId=token,
VersionStage="AWSPENDING")

logger.info("createSecret: Successfully retrieved secret for %s." % arn)

except service_client.exceptions.ResourceNotFoundException:

# Get exclude characters from environment variable

exclude_characters = os.environ['EXCLUDE_CHARACTERS'] if 'EXCLUDE_CHARACTERS' in
os.environ else '/@"\'\\'

# Generate a random password

passwd = service_client.get_random_password(ExcludeCharacters=exclude_characters)

# Put the secret, using rotation_token
service_client.put_secret_value(SecretId=arn, ClientRequestToken=token,
SecretString=passwd[ 'RandomPassword'], VersionStages=['AWSPENDING'],
RotationToken=rotation_token)

logger.info("createSecret: Successfully put secret for ARN %s and version %s." %
(arn, token))
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https://docs.aws.amazon.com/appflow/latest/userguide/data-protection.html#encryption-rest
https://docs.aws.amazon.com/appsync/latest/devguide/tutorial-rds-resolvers.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com/athena/latest/ug/connect-to-a-data-source.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com//AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-private-registry.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/firehose/latest/dev/using-secrets-manager.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
https://docs.aws.amazon.com/datasync/latest/userguide/location-credentials.html
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https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/datazone/latest/userguide/create-redshift-data-source-new-glue-connection-username.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/associate-key-lag.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_seamlessly_join_linux_instance.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/docdb-secrets-manager.html
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/single-container-docker-configuration.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/pull-through-cache-creating-rule.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-tutorial.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-app-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-envvar-secrets-manager.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/secrets-logconfig.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/tutorial-wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/private-auth.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-connect-tls.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/User-Secrets-Manager.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.aws.amazon.com/elemental-live/latest/ug/setting-up-live-as-contribution-encoder-for-mediaconnect-how-it-works-at-runtime.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/encryption-static-key.html
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https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/kantar-watermarking.html
https://docs.aws.amazon.com/medialive/latest/ug/device-iam-for-medialive.html
https://docs.aws.amazon.com/mediapackage/latest/ug/setting-up-create-trust-rel-policy-cdn.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
https://docs.aws.amazon.com/mediatailor/latest/ug/channel-assembly-access-configuration-access-configuring.html
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/storing-sensitive-data.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-git-repo-add.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/emr/latest/EMR-Serverless-UserGuide/secrets-manager.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-api-destinations.html
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CRYPTOGRAPHIC_HASH BilA|Z| Et7H4|Z AWS Glue DataBrew M&&LICH 538 7|2 ME5H7| 28l
DataBrew 7|= E©ot 2 E% A&3leE A< DataBrew= databrew HFAI7I 2 28 EoH A4S E
MgLIcH & | 2 DataBrew AFHE 20l ZTEELICH &35

15l = 32 DataBrews= AwsGlueDataBrew HSF A7}
LIt 2ot etsof et 2 Z 0| R EuLch

I L°£
Mo
Hr i
Q

of
I_ (=
Hol 7|2 of 5 2 A

AWS Glue StudioO|MHE ArE3st= 2 AWS Secrets Manager

AWS Glue Studio = ETL(XS, 48t @l 20) xhoi2 217 M4l Al 9 @L|E{=IE 2 9l= 1y

Il QlIE{H 0| A IL|CE AWS Glue. AWS Glue Studio0l| M Elasticsearch Spark Connectorg& 433} 04
Amazon OpenSearch ServiceE F&, ™, MAY(ETL) 24| CIOIE{ AEO{Z AIEE = U&LICH
OpenSearch 22{AE{0l| 1251 7| 2I5H Secrets ManagertlAd 20t &S & AL & &= Q&LICH RbA|
8t LI 2 AWS Glue 7H& R} 7+0|= 9| Xt & M: Elasticsearch® AWS Glue HEIE ALE 2 R ZSHMIQ.

0| & AWS IoT SiteWise AtE 3= 28 AWS Secrets Manager

AWS IoT SiteWise = CHt 2 4t ZH[GM HIOIEHE =%, 2T, BM U ALSE = U= #HE™
MH[AQILICEH AWS IoT SiteWise 2&2 AF&5t0{ HO|EQ0|E M8 = U&Lct a3 o3 Aol
E9|olof 1A= CIo|H &, 24 M &= 4] ZHIE FI7IELICH 240 150/ 2 4 &
OF &t 5 E Al25t04 QIS EFLIC AFMIBH LIS AWS loT SiteWise AR MHA Q| Cl|0|E{ AA 915 2

Amazon Kendra2| At& 4] AWS Secrets Manager

Ea

Amazon Kendrae AF2 K7L X

Aol xE|l & 12 AM LT 2|ES AEstod xR 3HEIX| 8f 2 HIolE
oF 73 CIO|E & AME =0 IS 2l Z

A MH[A Lt

A
i
Jhu
[o][]
M

g HlolEHo|A L] X EHE 3 et ot A5 E X|H5t0{ Cllo|E{H|o| A0 KEHE EME 2=
g & A&LICH RHAIEH LIE 2 Amazon Kendra AHE B MLl H|O[E{H|O|A CIO[H A4 ALEE F
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/managing-file-shares.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/migrate-file-share-config-to-fsx.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_DECRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.DETERMINISTIC_ENCRYPT.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.CRYPTOGRAPHIC_HASH.html
https://docs.aws.amazon.com/glue/latest/ug/tutorial-elastisearch-connector.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-source-authentication-ggv2.html
https://docs.aws.amazon.com/kendra/latest/dg/data-source-database.html

AWS Secrets Manager Add a permission2|

Amazon Kinesis Video Streams2| AF& & A AWS Secrets Manager

Amazon Kinesis Video StreamsE& At&35t0{ nZHo| 2 Z pj|0|A IP ZtHIEto| 4Z sk, ZHHI2H S| HIC|
RE EHE =3 Y MESHH, H7I1Zt ME, Ml & 24 ME|IE @l6H HIC|IRE 2EI*EE 2EZ|Y
g = A&LICH IP F7tH|2to| M OI|C|o{& =38tstn Y= =5t24H Kinesis Video Streams Edge Agent
= AWS IoT GreengrassOil HiZ &fL|Ct. 7tHIEt2 AEE|QZ|E O|Cc|of ol HMASHE o 2t
HOot OIF XMEE Secrets Manager 29 &5 0f X{ZgrL|Ct RFMIEH LI 2 Amazon Kinesis Video
Streams 7H& A} 7F0|=04| A AWS loT Greengrass™| Amazon Kinesis Video Streams Edge Agent Hi

E HZXsthle.

|

o & AWS Launch Wizard At&3t= 28] AWS Secrets Manager

AWS Launch Wizard Active Directory& = AWS 222 = o Z2|710|M 2 AIHIE XM E35t0{ EE=
AWS 222t 2= |0|A0M M Active Directory Q1 Z 28 M™HSHHLE 7|E Ql=Z2tof| THIQ HE
EHE Ftote YRS etliste AMHIAJLICH

AWS Launch Wizard 0= =HQl ZAEE2{E Active Directory0ll ZQI5+7| 2|3l Secrets Manager
of THQl 2t2|xt Xtd ZHE FIHatoF &Lk XMIEH LIE 2 AWS Launch Wizard A& AEA9]
Active DirectoryE /8t AWS Launch Wizard A8 & Z3sIH .

Amazon Lookout for Metrics2| A& &A1 AWS Secrets Manager

Amazon Lookout for Metrics= Cl|O|E{0{| A O|&t & &1 2 &2 §HeI2 metstod Al&5HAH =XIE F 6
= MH|ALICE Amazon Redshift &= Amazon RDSE Lookout for Metrics Z X|7|2| H|O|E{ &+ E o

2 AIEE £ U&LICH ol #ES 745t Ol HIO|E{H|ojA €571 T & E Hot S E AISE
£= Q& L|CH AEMIEH LH2 2 Amazon Lookout for Metrics 7H2t At 7FO|E 2| Lookout for Metrics 2} & 7|
Amazon RDS AFE 4 Lookout for Metrics@t 74 Amazon Redshift AFHE & X SHM|2.

Amazon Managed Grafana2| A& 4] AWS Secrets Manager

Amazon Managed Grafana= 01

Zt3tsle Ol AF2E 4= Qe 2tF 22|& ol 2ok ol|o|E] AlZHEE MH|AQILCEH Amazon Redshlftg E||

OlE{ AA R AFE3HE A E9F AWS Secrets Manager & 2 & A2 310 Amazon Redshift A3 &
A

£ M3&E 5 U&LICH RHMIEH LHE 2 Amazon Managed Grafana AFH& A A Q| Amazon Redshift 7
M MME HAESHMR.
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/gs-edge-gg.html
https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-setting-up.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-rds.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-redshift.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html
https://docs.aws.amazon.com/grafana/latest/userguide/Redshift-config.html

AWS Secrets Manager Add a permission2|

A& AWS Managed Services AFE 5= &8 AWS Secrets Manager

AWS Managed Services = 2IZEIE X[EHHo = EE[St= ANE{ZEI0|= MH|A/LICH AWS . AMS
Mz MH|A ZZH[MHE(SSP) ZEE= AMS ZtE2[E HHEL| 7|2 AWS MH|A 3 AP 7|50 et TA|
HMAE MBS LICH AMSO| M Secrets Manager0i| CHEF HMAE Q= Aol CHEE AFMIEH LIS
2 AMS Advanced User Guide0®| A AWS Secrets Manager (AMS Self-Service Provisioning)S & =35t
NL.

Amazon Managed Streaming for Apache Kafka2| At& &A1 AWS Secrets
Manager

Amazon Managed Streaming for Apache Kafka(Amazon MSK)= Apache KafkaE At&35t0{ AEZ]
2 O|Io|HE *Elst= ofE 2|70l 75 I A™AES o AISE = U 2T 2[>FE MHu|A2 L
Ct. AWS Secrets Manager2 AF235104 XM&E LD ES 5= ALKl 0|8 L &3 E AFE35H0{ Amazon
MSK Z2{AE0] CHEt BMAE Mo = U&LICH AFM[EH LI 2 Amazon Managed Streaming for
Apache Kafka 7H& Xt 7} 0| = 9| AWS Secrets ManagerE A& 8 AL XL O|F 2! &f3 2152 & X3l
NL.

Amazon Managed Workflows for Apache Airflow2| At& & A1 AWS Secrets
Manager

Amazon Managed Workflows for Apache Airflow= Apache Airflow0i| C E
HAZ ZEIRE0|M S 78 Cjo|H mto|ZetRlg CiH 2= &fH dYstm 2P = UA&LIch

Secrets Manager 202t & £ & AL&35104 Apache Airflow 9142 78 E = QU&LICH RHAE LIS
Amazon Managed Workflows for Apache Airflow At& 442 9| Secrets Manager 20t & S & Al
04 Apache Airflow 21724 7143 & AWS Secrets Manager Apache Airflow 24504 CHEHO| 2ot 7| Al
XN

AWS Marketplace

AWS Marketplace Quick LaunchE AFE5tH7I AZEQ|0{E 2lo|MA 7|2 &7 AWS Marketplace
HHZ & LICH = HHol 2Fo|MA F|E Secrets Manager 2213 £ 0F &t 5 2 AWS Marketplace M%
gLch 2ot &5 ME HI82 a0 Z&E LT AWS Marketplace. 22 &5 & C|0|E5t2{H™
Secrets Manager AWS Marketplace CHAIE AR5l oF B LICE RHAIEH LHE 2 AWS Marketplace £ OH
A dBEMol iHE AR T2 FHESAMER.
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https://docs.aws.amazon.com/managedservices/latest/userguide/secrets-manager.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-password.html
https://airflow.apache.org/
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/connections-secrets-manager.html
https://docs.aws.amazon.com/mwaa/latest/userguide/samples-secrets-manager-var.html
https://docs.aws.amazon.com/marketplace/latest/userguide/saas-product-settings.html#saas-quick-launch

AWS Secrets Manager Add a permission2|

ol A& AWS Migration Hub At&3t= & AWS Secrets Manager

AWS Migration Hub £ 0421 AWS =7 X TtEL{ £F40iA oto|Eio|M &g FXE = = H

Y ?IxIE MSELICH.

AWS Migration Hub 2 AIAEE||0|E{= M & AE{Z 2t 0|= ofZE[7l|o|Md 2| oto|zio|ME
st A& 3HEL|C AWS. Migration Hub Orchestrator = A4 MB{0| CHEF 012 ME o Eot &5
SerL|ct RHMIEH LI 2 AWS Migration Hub A AER| OB A AB MM A L E FZSHA

FO

« SAP NetWeaver O ZE2|7{|0|MH & Z oOto|1gf|o|M AWS

« Amazon EC20{A O Z2|7|0|M E|S A E

Migration Hub 2f HE ALE 2 ofE2|7H0|M gt Alde = = BEE X3 & oto|adolM &
SACHSE EF HE A S MSELCH e HE Ag2 44 HEo| Chst 2ot 4 S & AF& 3504 SQL
Server O|O|E{H|O|AE BAE = A &LCt RtMIEH L& TEF HE

StMI2.

0l A Secrets ManagerE AWS Panorama A& 35t= Wi

AWS Panorama = 2 Z2|0|A 7tH2t W ER{Z 0| AFEH HITE HMSst= HE[ALICH AWS
Panorama £ AlE3504{ 0{Z2I0|HAE SE5t1, AZEQ0{E YO|0|EStD, 0{Z2t0|21A 01 Of
2|70l S i Z & LICH HIC|R AEZIE HEE|70|Me| CIO|E £AAE SEE I AEZO| S
B30 Qe®™ AWS Panorama O|A SHE EOF Q15 ME E Secrets Manager 22t &5 0fl H{%
LICt XEMIEF LI 2 AWS Panorama 70X} 7}O|E 2| AWS Panorama0ilM 7tH|EF AE R #E|E

ZotML.

M|kl

pb I HU

AWS Ha&d HFE MH[A 9| AFE 24| AWS Secrets Manager

AWS EE HEEY MH|AAWS PCS)E HPC(LEs ARE) X B 7|A st& /2228 O &H &

SAE Y AFEH0o] HAZ3H7| /5 AWS PCSE AHEE] 7|8 pcs MEE HFAZE UE B
S F =
=)

Hot &3 & MMELIct Hot &5 X3 H|&2 AWS PCSoi| CHel @ Z 1 &4 =& ELICH AWS
PCSE AWS PCS SHAEE MY m 2ot 25 E RS2 AMELICH KHMIEH LIS AWS PCS

A MEAMO| PCSOHM E2AE E0F &5 =i XML, AWS
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/migrate-sap.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/rehost-on-ec2.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/database-analysis.html
https://docs.aws.amazon.com/panorama/latest/dev/appliance-cameras.html
https://docs.aws.amazon.com/pcs/latest/userguide/working-with_clusters_secrets.html
https://docs.aws.amazon.com/pcs/latest/userguide/working-with_clusters_secrets.html

AWS Secrets Manager Add a permission2|

/A Important
AWS PCS Z{AE Hot 25 & -5t 7HLE AXIStR| DHAA|2.

olAE AWS ParallelCluster AF& 3= ¥4 AWS Secrets Manager

AWS ParallelCluster =0 185 AFE(HPC) 2HAEE HiZstT HE[Si= o AMEE = A= 2
Z AA EHAEH BEl EFLCH AWS 222 E. AWS & 23 Microsoft AD(Active Directory) 2t &
Zl AWS ParallelCluster 7t Z & &l 042 AtE At 2t EE e = U&LICH = Secrets Manager 2
2t 3 2 AWS ParallelCluster AH& 3109 Active Directory0ll CHEF 21012 ASZELICH AFMIE LIS 2
AWS ParallelCluster AFH& A A0 A Active Directory S &€ & ZsHMIL.

ro m-r

T

Amazon Q2| Secrets Manager & 4]

CIO|E{ AA0] HMASHT| 28l Amazon QE 915 3524™ Secrets Manager 22t 2t & A& 35104
Amazon QOf| CI|O|E{ A HMA Xt ZHE MIFLICH 2L£2 MBSl G2 MEA dEE M
ML, 7|1E 2ot 2t E AL8Ste M S0 M MEfE = U&LICH XHA[EH LI 2 Amazon Q
Developer 7t 0|=EX 2] 7HH - 215 MME FZSHMR.

Amazon OpenSearch IngestionO| Secrets Managerg At&3st= 2

Amazon OpenSearch Ingestion2 2™ Z2/8 MHE|IA CIo|E £=&7|2, AAlZt 23, HES], F£X
ClO|E{€ Amazon OpenSearch Service =H| 2!t Serverless &Moo 2 AE 2| UEL|C}. Secrets
Manager2} & 7H OpenSearch Ingestion IHO|ZE}R1S AL25t04 Kt 74 ZHS oFMsHA &Elg = Y&
LICH RtMIEE 82 CHE S HESHMIR.

« Atlassian Services2} &7 Ingestion It O|Z2}21 AIE

« Amazon DocumentDB2} &7/ Ingestion ZHO|Z 2RI AS

« Confluent Cloud Kafka2t &7 Ingestion It O|Z 221 AE

« Kafka®2 &7 Ingestion ItO|ZE}Q! A

« Amazon OpenSearch Ingestiong At&3t04 XAl 2| OpenSearch Z2{AE{0i|A{ CIO|E oto|2]
0|
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https://docs.aws.amazon.com/parallelcluster/latest/ug/tutorials_05_multi-user-ad.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/connector-concepts.html#connector-authentication
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-atlassian.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-docdb.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-confluent-kafka.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-self-managed-kafka.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-self-managed-opensearch.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-self-managed-opensearch.html

AWS Secrets Manager Add a permission2|

ol A€ AWS OpsWorks for Chef Automate A8 3H= 4 AWS Secrets
Manager

OpsWorks £ OpsWorks for Puppet Enterprise E=& AF&75t0{ 221 E AE{ZZI0[=0i| A ofE
g2|7Ao|lME st ¥steE ol =20 Ele 4 el MH|A LT AWS OpsWorks for Chef
Automate.

oA Af MEHE M35 AWS OpsWorks CM OpsWorks CM2 M HE & S A7} 21 Secrets
Manager 22|38 29 &t 3 ol K& & L|Clopsworks-cm. 2o &% H|E2 OpsWorksR =01 Z& &L
Ck. XEAIBH LI 2 OpsWorks A& AHA 2| AWS Secrets Managerlt S8 2 HESHMR.

Amazon Quick0| M E ALE 5= W AWS Secrets Manager

Amazon Quick2 &4, IO|E{ A|Z 8t W ETo| A = Ue 2ERE 729 HIELIA QIEEZ[H
£(Bl) MH|AgILC chkoﬂH Ctst ClO|Ef AAE AF8E 4= U&LICH Secrets Manager 2 o ¢
50| OIO|E{H|O|A A} SHE XA SH=E A2 Quicke O|EHEF EQF &5 E A2 5104 G| O|E{H| 0| A0
HAE == A&LICH XEM[EH LI 2 Amazon Quick AHE AdE A 2| Amazon Quick0i| A G| O[E{H[0|A
At74 ZH CHAI 2ot &f 5 A8 S AWS Secrets Manager & Z5HAM(2.

0l

Amazon RDS2| AtE 4] AWS Secrets Manager

Amazon Relational Database Service(Amazon RDS)= AWS 22t E0{M 27E IOo|E{HI0|AE
HH Mx|, 2d L =SEHE = Ae @ Mu|Aaduct

AuroraZ E &8t Amazon Relational Database Service(Amazon RDS)2| OFAE{ AFE A} Al SHE
Z2|5t7| 250 Amazon RDS= #2388 2ot S & e = aLct 2ot 5o gt =20
TELICH E8F Amazon RDSE O|2{8t E ot Q1F ME o WA E #E[EL|CH XFMIEH LI 2 Amazon
RDS AF2 ME A 2| Amazon RDS 2! AWS Secrets Manager2 ALt &5 ZE|E HESAML.

CHE Amazon RDS E 0 Q150 CHer AFAM|IEH LH 2 HoF oS Mg R TFHM L.

Amazon RDS #2| HE7|E A& 35t0{ O|O|E{H| 0| A0d| 485 H|O|E Ho|Ao CHE 2ot I
H & Secrets Manageroll M& & = AU&LICH RtAIEH LI 2 Amazon RDS AHE AEAML| #HE| HEY|

Amazon Redshifte| At& &4 AWS Secrets Manager

Amazon Redshifte 22t =0|AM 25| 2 E|zl= HEtHtO|EZ OOl H|o{st A AMHIA LT
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https://docs.aws.amazon.com/opsworks/latest/userguide/data-protection.html#data-protection-secrets-manager
https://docs.aws.amazon.com/quicksight/latest/user/secrets-manager-integration.html
https://docs.aws.amazon.com/quicksight/latest/user/secrets-manager-integration.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/query-editor.html

AWS Secrets Manager Add a permission2|

Amazon Redshifte| Zt2[x} 2ot 215 HEE #E[57] /3 Amazon Redshift= AL&XHE CH&I5t04
o3 2ot s Q CHototsof cHEt @ 20| AR EILICE EFH, Amazon Redshifte
olg{et At4 &8 f Amazon Redshift 2t 2| 7}0|=.2] AWS Secrets
ManagerE AM& 8t Amazon Redshift ZH2|XF &f & ZHE|E& HZEFHAML.

r

CH& Amazon Redshift 29+ 91&5 0| AL EoF &S MEZ(E) T EsHMIL.

Amazon Redshift C|O|E{ APIZE & & [l Secrets Manager 29+ &t 3 & Al&304 E{AE{0f CHE A}
A ZHE MEE £ A&LICH REMI8H LI 2 Amazon Redshift GIO|E{ API A2 2 X SHMI2.

Amazon RDS #2| WEZ|E AH&35t0q Ci|O|E{H| 0| A0f 2125t Amazon Redshift= AFE X 2ot QI
& B2 & redshiftqueryeditor M5 A7} 22 Secrets Manager 22 & 20 HEE + A& L
Ch S0t et 5of CHEh @ F0| T ELICH RHMIEH HE = Amazon Redshift 2H2] 7+0|=2] 22| HE7|
£ AE5t0od CIO[E{H|0|A E|E R ZESHAMR.

FAl2.

ol

22| 7| v20i CH3H M= the section called “Amazon Redshift Query Editor V2" MM & & X

Amazon Redshift Query Editor V2

Amazon Redshift # 2| T1Zl7| v2= Amazon Redshift G| O|E{ $|0{5I A0 #E|E 25D A
st ol AA835t= & 718 SQL 220 E of Z 2|71 0| MLt Amazon Redshift Query Editor V2

£ AH83}0q Cl|O|E{H| 0| 204 21Z33FH Amazon Redshift= AF& A X3 SHE sqlworkbench M5
A7t B2 Secrets Manager 2238 EoF 250l HEE &= U&LICH 2ot & s X% H|IE2 Amazon
Redshift AHE R F0f Z&ELICE 2ot A3 E YOl 0|E5tE{T Secrets Manager CH &l Amazon
Redshift& AF&3H{oF &HLICt A8 2 = Amazon Redshift 22| 7t0|E9| # 2| HEIZ| v2 RS &
ZotM2.

O|F 2| HE 7|0 8 MHE the section called “Amazon Redshift” MM & & X 5HAMIR.

SageMaker Al S8 22|18

=
T EHANL Qe O S 0l 2

I
ki 0

S27/H & LS A F &t g Z2HM K|
HEAY BE0 A uiz e+ U&LICH B U EMol 2R HIo|E HEo oiE H2 ML E
Qs LIEE Jupyter 2 L ES QIARAE NI 57| ME0 MHE ZElg 2RIt gLt

Git 2|ZX|E2|E Jupyter Notebook RQIAFIAQ 2125101 L EF QUAEAE FX| E&= AMX|StHEt

FRIEE AA KMo BE0 tESS MEE = U&LICH Secrets ManagerE AF&35t0{ Z20[8!
2l ZX|EC| Xt BHE Helg = U&LICH KHAIEH LHE 2 Amazon SageMaker Al 7HE X} 7+0| =9
Amazon SageMaker . ES QIAEIAQ} Git 2| ZX|EE| HAS R ZSHAMI2.
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https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-secrets-manager-integration.html
https://docs.aws.amazon.com/redshift/latest/mgmt/redshift-secrets-manager-integration.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api.html
https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor.html
https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor.html
https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor-v2-using.html
https://docs.aws.amazon.com/sagemaker/latest/dg/nbi-git-repo.html

AWS Secrets Manager Add a permission2|

Databricks0| A CIO|E{1E 7FX{ 27| 2I3H Data Wrangler= Secrets Manager®ll JDBC URLS A& &EFL|
Ct. AkM[EH L& 2 Databricks 0| A GO|E{ 7tX{2 7|(JDBC)E & Z3MIR.

SnowflakeOll A CIO|E{E 71X 27| 2|8l Data Wrangler= Secrets Manager 22 2t 0f X4 5H&
KMZEEtLICH REMISE LHE 2 Snowflake0il A CI|O|E] 7t K2 7|2 & =ML

0l A-{E AWS Schema Conversion Tool Al-& 35}
Manager

HFeEd AWS Secrets

rr

AWS Schema Conversion Tool (AWS SCT)& At&35t04 7|& C|O|EH|O|A AZ|OHE & G| O|E{H| O]
A ATlof M CHE C[o|E{HIO|A TS 2 HHEHE = QgL #H ™ OLTP A 7|0 EE= | O|E 9|0
StRA A7|OHE WHEHY = A& LCt B2t El A7|0F= Amazon Relational Database Service(Amazon
RDS) MySQL, MariaDB, Oracle, SQL Server, PostgreSQL DB, Amazon Aurora DB 2tAE E&
Amazon Redshift 2 2{AE 0l g ghL|Ct. g48tEl AF|0F= Amazon Elastic Compute Cloud QIAE A
ol M cllo|E{HI O] ALt & 7H AF& 3t 74LE S3 H{Z!ol| HIOIE|Z MEE £+ &Lt
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{
"consumerKey": "client ID",
"consumerSecret": "client secret",
"baseUri": "https://domain.my.salesforce.com",
IlappIdII: Ilapp IDII,
"consumerId": "consumer ID"
}
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"apiVersion": "v65.0",

"adminSecretArn": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:SalesforceClientSecret"
}
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"hostname": "Host Name",
"refreshToken": "Refresh Token"
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"account": "Your Account Identifier",
"usexr": "Your user name",
"privateKey": "Your private Key",
"publicKey": "Your public Key",
"passphrase": "Your Passphrase"

}
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"cryptographicAlgorithm": "Your Cryptographic algorithm",
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oY o|F Hot ef S = CHE Secrets Manager 29 &5 R&1 SUSt B0t EFE SKIELICH £
OF ot % ZI2 KMS 7|2 AF25t0d ME Al 2 Z 3t TLSE AF25to M& ol s sHE LICt 2ot
2f S 0f CHEF HAM|A = IAM B A 2[AA 7|8t HMS S5H Mo{ELICH T2 22l 7|18 AF&35tod
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E B¥ste o 28 Met2 M3 sHok gLt

DA 7F M2 &S 5t2{H Secrets Manager0l 20 &t5 £ F7|& g & Qe EM HEtS A
S5iok &LCt olg{et HEt2 7HE 2ot &3 2 7t XI™HE = e x4 Het HEE mELCH
M3ste A G2 4d 5ol A3 &0 A Zdoigh AHSELICtH

Hot et 71 ole 2™ EC22] IP AWS E 2|8t §{25}0

1 Q% BlAAZ P S MEE £ US
LICt O] IP Hel 52 HEE = U222 s AXHE F7

Mo 2 A2 T RA{0oF g LICt.

AWS Secrets Manager EE 8= Secrets Manager 2£2 S5 20t S E HME M 2ot ¢S E &
s ol Lot Mo IAM MM MMt 2Ex| T4 MBELUICH 0| oigtol st Hate 7t
2ol Zt S mE Lol cis -7t SAELICH
e H2 of|A:
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowRotationAccess",
"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecretVersionStage"
1,
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"secretsmanager:resource/Type": "SalesforceClientSecret"
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}
}
3,
{
"Sid": "AllowPasswordGenerationAccess",
"Action": [
"secretsmanager:GetRandomPassword"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
£ 11: secretsmanager:resource/TypeOll A = U= Eot &5 R FE2 S8 IHEL{0AM &l
g & A&LICH
AMz| A of:
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "SecretsManagerPrincipalAccess",
"Effect": "Allow",
"Principal": {
"Service": "secretsmanager.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
}
"ArnLike": {
"aws:SourceArn": "arn:aws:secretsmanager:us-east-1:111122223333:secret:*"
}
}
}
]
}
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"username": "saanvi"
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JSON

{
"Resources": {
"CloudFormationCreatedSecret": {
"Type": "AWS::SecretsManager::Secret",
"Properties": {
"Description": "Simple secret created by CloudFormation.",
"GenerateSecretString": {
"SecretStringTemplate": "{\"username\": \"saanvi\"}",
"GenerateStringKey": "password",
"PasswordLength": 32
}
}
}
}
}
YAML
Resources:

CloudFormationCreatedSecret:
Type: 'AWS::SecretsManager::Secret'
Properties:
Description: Simple secret created by CloudFormation.
GenerateSecretString:
SecretStringTemplate: '{"username": "saanvi"}'
GenerateStringKey: password
PasswordLength: 32
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"AWSTemplateFormatVersion":"2010-09-09",
"Transform":"AWS: :SecretsManager-2020-07-23",
"Resources":{

"TestVPC":{

"Type" :"AWS: :EC2::VPC",

"Properties":{
"CidrBlock":"10.0.0.0/16",
"EnableDnsHostnames":true,
"EnableDnsSupport":true

iy
"TestSubnet@l1":{

"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.96.0/19",
"AvailabilityZone":{
"Fn::Select":[
"o,
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

I
"VpcId":{
"Ref":"TestVPC"

I
"TestSubnet®2":{
"Type":"AWS::EC2::Subnet",
"Properties":{
"CidrBlock":"10.0.128.0/19",
"AvailabilityZone":{
"Fn::Select":[
nyr
{
"Fn::GetAZs":{
"Ref":"AWS: :Region"

iy
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"VpcId":{
"Ref":"TestVPC"

},

"SecretsManagerVPCEndpoint": {
"Type":"AWS::EC2::VPCEndpoint",
"Properties":{

"SubnetIds":[

{
"Ref":"TestSubnet@l"
I
{
"Ref":"TestSubnet02"
}
1,
"SecurityGroupIds":[
{

"Fn::GetAtt": [
"TestVPC",
"DefaultSecurityGroup"

]

}
1,

"VpcEndpointType":"Interface",
"ServiceName":{
"Fn::Sub":"com.amazonaws.${AWS: :Region}.secretsmanager"
I
"PrivateDnsEnabled":true,
"VpcId":{
"Ref":"TestVPC"

iy
"MyDocDBClusterRotationSecret":{

"Type":"AWS: :SecretsManager: :Secret",
"Properties":{
"GenerateSecretString":{
"SecretStringTemplate":"{\"username\": \"someadmin\",\"ssIl\": true}",
"GenerateStringKey":"password",
"PasswordLength":16,
"ExcludeCharacters":"\"@/\\"
},
"Tags":[
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"Key":"AppName",
"Value":"MyApp"

},

"MyDocDBCluster":{
"Type":"AWS: :DocDB: :DBCluster",
"Properties":{

"DBSubnetGroupName" : {
"Ref":"MyDBSubnetGroup"
},

"MasterUsername": {

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"
1,

"MasterUserPassword":{

"Fn::Sub":"{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

},
"VpcSecurityGroupIds":[
{
"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"
]
}
]

}I

"DocDBInstance":{
"Type" :"AWS: :DocDB: :DBInstance",
"Properties":{
"DBClusterIdentifier":{
"Ref":"MyDocDBCluster"

},
"DBInstanceClass":"db.r5.large"

I
"MyDBSubnetGroup":{
"Type":"AWS: :DocDB: :DBSubnetGroup",
"Properties":{
"DBSubnetGroupDescription":"",

JSON
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"SubnetIds":[

{

"Ref":"TestSubnet@l"
.
{

"Ref":"TestSubnet02"
}

iy
"SecretDocDBClusterAttachment":{

"Type":"AWS: :SecretsManager: :SecretTargetAttachment",

"Properties":{
"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

1,

"TargetId":{
"Ref":"MyDocDBCluster"

I

"TargetType":"AWS: :DocDB: :DBCluster"

I

"MySecretRotationSchedule": {
"Type":"AWS: :SecretsManager: :RotationSchedule",
"DependsOn":"SecretDocDBClusterAttachment",
"Properties":{

"SecretId":{
"Ref":"MyDocDBClusterRotationSecret"

},

"HostedRotationLambda": {
"RotationType":"MongoDBSingleUser",
"RotationLambdaName":"MongoDBSingleUser",
"VpcSecurityGroupIds":{

"Fn::GetAtt":[
"TestVPC",
"DefaultSecurityGroup"

iy
"VpcSubnetIds":{
"Fn::Join":[

n n
’ ’

L

"Ref":"TestSubnet0l1"

JSON
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},
{
"Ref":"TestSubnet2"
}
]
]
}
.
"RotationRules":{
"Duration": "2h",
"ScheduleExpression": "cron(®@ 8 1 * ? *)"
}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Transform: AWS::SecretsManager-2020-07-23
Resources:
TestVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 10.0.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
TestSubnet01l:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.96.0/19
AvailabilityZone: !Select
0
- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
TestSubnet02:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: 10.0.128.0/19
AvailabilityZone: !Select
- '1"
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- lGetAZs
Ref: AWS::Region
VpcId: !Ref TestVPC
SecretsManagerVPCEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02

SecurityGroupIds:

- lGetAtt TestVPC.DefaultSecurityGroup

VpcEndpointType: Interface

ServiceName: !Sub com.amazonaws.${AWS::Region}.secretsmanager

PrivateDnsEnabled: true

VpcId: !Ref TestVPC

MyDocDBClusterRotationSecret:
Type: AWS::SecretsManager: :Secret
Properties:

GenerateSecretString:
SecretStringTemplate: '{"username": "someadmin",b"ssl": true}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '"@/\'

Tags:

- Key: AppName
Value: MyApp
MyDocDBCluster:
Type: AWS::DocDB::DBCluster
Properties:

DBSubnetGroupName: !Ref MyDBSubnetGroup

MasterUsername: !Sub '{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :username}}"

MasterUserPassword: !Sub '{{resolve:secretsmanager:

${MyDocDBClusterRotationSecret}: :password}}"

VpcSecurityGroupIds:

- !GetAtt TestVPC.DefaultSecurityGroup
DocDBInstance:
Type: AWS::DocDB: :DBInstance
Properties:
DBClusterIdentifier: !Ref MyDocDBCluster
DBInstanceClass: db.r5.large
MyDBSubnetGroup:
Type: AWS: :DocDB::DBSubnetGroup
Properties:

YAML
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DBSubnetGroupDescription:
SubnetIds:
- IRef TestSubnet0l
- IRef TestSubnet02
SecretDocDBClusterAttachment:
Type: AWS::SecretsManager::SecretTargetAttachment
Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
TargetId: !Ref MyDocDBCluster
TargetType: AWS::DocDB::DBCluster
MySecretRotationSchedule:
Type: AWS::SecretsManager::RotationSchedule
DependsOn: SecretDocDBClusterAttachment

Properties:
SecretId: !Ref MyDocDBClusterRotationSecret
HostedRotationLambda:

RotationType: MongoDBSingleUser

RotationLambdaName: MongoDBSingleUser
VpcSecurityGroupIds: !GetAtt TestVPC.DefaultSecurityGroup
VpcSubnetIds: !Join

- - IRef TestSubnetdl

- IRef TestSubnet02
RotationRules:
Duration: 2h

ScheduleExpression: cron(@ 8 1 * ? *)
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https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluating-your-resources.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-unused.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-using-cmk.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-rotation-enabled-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-scheduled-rotation-success-check.html
https://docs.aws.amazon.com/config/latest/developerguide/secretsmanager-secret-periodic-rotation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
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EFX|of| CHEF &£ CHE AFE AlEll= olat S&FLICE o & &0{7} AWS Secrets Manager g%

O Z Java SDKE AI835104 AIE{E[0]M create-secret, get-secret-valuedescribe-
secret, 2 list-secrets £ 7tX2 CtZ CtE AEE|7} VPN 2|F AWS CLI 0MHE =
Ebatch-get-secret-valuedlt get-secret-value AF&35t7| A|ESlE ZH S GuardDutye
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#credentialaccess-iam-anomalousbehavior
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#credentialaccess-iam-anomalousbehavior
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/secretsmanager-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-preview-access-apis.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-ref-asm.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-compliance/
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/iso-27017-faqs/
https://aws.amazon.com/compliance/iso-27018-faqs/
https://aws.amazon.com/compliance/iso-9001-faqs/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/irap/
https://aws.amazon.com/compliance/OSPAR/
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« Oof CHEt QIF & HAM|A X0 AWS Secrets Manager
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AWS Command Line Interface (AWS CLI)E AF23101 AWS &2 &
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
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AFZE 4 LIk OlEE B A HRRol MNNS £0/7] 9I5H AT 7I50] LEE/0] s
C}. 3HXISF, O] 7|52 Hot ¢ o| Hotg stAlFIE ol AHSE £ A LICH ME Sof CHRE 9| Aoj
M 9IZ SHALE 718 AS 3T OHRIFOR U2 YL 2 + YBLICL HY 7|8 J52 HEEx|
Of= MO HMASH BT &R E 4 aLIch £ WIBe S0l M S HE CHE 7]50| B
nhetOlE{of AUMAE £ UALICH ORf# 7152 25 AYe 2ot 38MoR TS XHsy|
9I8t Z4elLich ol2{3t 2IEE F0I7| YIhME CHS EHHIE S shok BHLicH

- 2£0iM XEIE HIRE BR0E 4 AFEHE &= LICH

« 2R AL A ol M85HK| ehE 24 RECIEIE M7HSHHL HIE G3t L

« AEE A AMAL Z2ORMAEStE BR)0IAM LUHE BB S =Z6HK| =5 Lot

- A BH I|F0lM Axs K| ofE mtet0IEE MEstE 712 AFSELICH OS2 dXMoM=E 2ok ¢
Z HAEE HMAE o] 2238 CFS 1S AWS Secrets Manager &0l st D oS &
Al ARISHE WS HodELICH Ol YRR A 7|5of E2oF &5 MAETL HAME|X| oh=rte A
£ ojo|gLict

CHS ofol= LRl Linux BB 0| Liet AU&LICH A Sl Aol of7h CHE BH0| e = A&

$ touch secret.txt
# Creates an empty text file
$ chmod go-rx secret.txt
# Restricts access to the file to only the user
$ cat > secret.txt
# Redirects standard input (STDIN) to the text file
ThisIsMyTopSecretPassword”D
# Everything the user types from this point up to the CTRL-D (AD) is saved in

the file
$ aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter

from the contents of the file
$ shred -u secret.txt
# The file is destroyed so it can no longer be accessed.

Olzi3t B M Fols 9I% U ol HMEE ASH WY JISS AABsm Hot 45 A
£7} @Jolo| #oll EAIEIX| o= X| 2918 4 2lofof BLICH
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/A Important
Exoz ¥ 7|8 i 37|18 HX{ 12 E0|X| %4 2™ WindowsHlME 5Lt 7158 £

Window IZEZEE 1/ BH 7|8 HHM 24 =5 F45te{™
1. HEXHBE ZEFZERZAE A>Y)E HLict
2. B1F 2o = ofo|Z2 2 MEHF O £ 82 MEIFLICE
3. 24 oM HI 27| Y ¥ £8 £ 0} 12 HHshn Helg Mgt
4. 7|50 AKX eteds BHES l=i5loF & ot ChSat 22 CFE WHE 5HLHE S A| =g
L|Ct.
echo.

T gl BPol EAIELCH

Windows @& Z & Z E MoiA{ SysInternals SDelete T E CI2ZE35I1 CHS 0} RAFS BHES A

8¢ + U&LICH

C:\> echo. 2> secret.txt

# Creates an empty file
C:\> icacls secret.txt /remove "BUILTIN\Administrators" "NT AUTHORITY/SYSTEM" /
inheritance:r # Restricts access to the file to only the owner
C:\> copy con secret.txt /y

# Redirects the keyboard to text file, suppressing prompt to overwrite
THIS IS MY TOP SECRET PASSWORD~Z

# Everything the user types from this point up to the CTRL-Z (~Z) is saved in the

file
C:\> aws secretsmanager create-secret --name TestSecret --secret-string file://
secret.txt # The Secrets Manager command takes the --secret-string parameter from

the contents of the file
C:\> sdelete secret.txt
# The file is destroyed so it can no longer be accessed.
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https://docs.microsoft.com/en-us/sysinternals/downloads/sdelete
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssecretsmanager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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» SecretsManagerReadWrite
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum.html
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName-
AbCdETf"
}I
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/key-id"
}
]
}

A7 ZHol CH HAS 173504 Ot B0l CHE UM|A HEte Rofg & s

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secxet:secretName-AbCdEf"
}
]
}
of: 2ot ot 7t IES ULMo= HMEH 4 Qle HEt
ExampledZ oz Hot of5s 18 2]7|
A7 SHOH CH S 4735104 BRI API BT 3500 2ot 25 D82 HAE 4 =
Mi& B2 Sodgt 4 ULICH Ol B2 Hix| Z&0f CHE 2ot 95 7F TaE|0] QTiehE
SecretARN1, SecretARN2 2! SecretARN3ZQE X|Zdet Hot of 50t Z4Mist £~ QI &2 S EXIE K|
SHEFLICH S EX7H BRI API 21 S E0M OHE Hot &2 = 5= B Secrets Manager= Ol
Hret5tR| oF&LICH REMIEH LHE 2 BatchGetSecretValue MME R XM
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:BatchGetSecretValue",
"secretsmanager:ListSecrets"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretNamel-AbCdEF",
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"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName2-AbCdEF",
"arn:aws:secretsmanager:us-east-1:123456789012:secret:secretName3-AbCdEf"

1
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CHe BAE "TestEny/'2 ARt OlBO BE Hot s 8 AMY
L|Ct.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",

"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:TestEnv/*"

ExampleZE 20t ¢f
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"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
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"Action": [
"secretsmanager:DescribeSecret",
"secretsmanager:List*"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": [
"arn:aws:secretsmanager:us-
east-1:123456789012:secret:a_specific_secret_name-alb2c3",
"arn:aws:secretsmanager:us-

1
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:ListSecrets"

1,

"Resource": "*"
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&LICH XEMIBH LI 2 AWS Key Management Service 7H&t X 7} 0| = 2] Authentication and
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Example AWS #2|& 7| 75 aws/secretsmanager

Ctg M2 2ot 2t5 M E= UO[0|EE 2B AFEE AWS Z 2™ 7| aws/secretsmanager 7

HaLict ol W2 Hot ¢t S 7 HIEA| T2 BEdE 7|12 LS55 E S gLICH ol HHole &

7tX| 20| ZEELct

1. 3 Hm EQ1= Sid: "RequireCustomerManagedKeysOnSecrets"E AI&35l01 2O 45 E
5L Yolo|EstY| /e EE HEELICH AWS 2|3 7| aws/secretsmanager.

2. & Hm| 22l Secrets Manager?t 7|EXo 2 & AL2617| 20| KMS 7|7} Z & E|X| ot Eot
s MM @3S Sid: "RequireKmsKeyIdParameterOnCreate"7HEELICH AWS ZEZE 7

aws/secretsmanager.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RequireCustomerManagedKeysOnSecrets",
"Effect": "Deny",
"Action": [
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret"
]I
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"secretsmanager:KmsKeyArn": '"<key_ARN_of_the_AWS_managed_key>"

"Sid": "RequireKmsKeyIdParametexrOnCreate",
"Effect": "Deny",
"Action": "secretsmanager:CreateSecret",
"Resource": "*",
"Condition": {
"Null™: {
"secretsmanager:KmsKeyArn": "true"
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}
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AWS CLI

ExampleZ| A A XAHo| Z4AH

Ct= get-resource-policy A E Eot &30 AZAE 2|AA T[8 HAMS ZHMEHL|C}

aws secretsmanager get-resource-policy \
--secret-id MyTestSecret

ExampleZ| A A KA Abx|

CIS delete-resource-policy Al E EO &5 of HAZAE 2lAA 7| HAHS Ax|EhL|CH

aws secretsmanager delete-resource-policy \
--secret-id MyTestSecret

Example| A A HA &7}

CH2 put-resource-policy AloAE EOF 25 of Al

k=] K=

o o = o
of CHE LS HMAE MBSHK| A=K HX ZQlgr|ct ool M aie MM S &L REAIStH
LHE2 AWS CLI AF2 MEMO| nl2of A AWS CLI If2t0|E{ EEE B ESHAIL.

aws secretsmanager put-resource-policy \
--secret-id MyTestSecret \
--resource-policy file://mypolicy.json \
--block-public-policy

mypolicy.json?| ZHIX:

JSON

"Version":"2012-10-17",
"Statement": [
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"Allow",

"Effect":

{
"arn:aws:iam::123456789012:xo0le/MyRole"

"Principal":

"AWS":

},

"secretsmanager:GetSecretValue",

"Action":

myn

"Resource":
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Example 20t &5 174 217]

"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/EC2RoleToAccessSecrets"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}

of: M8t 2l vPC

VPC L0l A Secrets Managerol M| ASHOF 5t= F2 Tt HEol| 7S Z & A|74 Secrets
ol
AA

Manager0 CHEt 278 0| VPCO|M T SEI_._E g = AELICH RM[E W82 VPC RIEZRIE Z710|
A= Q™ A$t 2 the section called “VPC QI E X 91 E (AWS PrivateLink)” MM & & X SHHI2.

CHE AWS MH|A Q| HOot 2t S 0f CHEF HMIA R E VPCO|IM 7FK{QtoF & L|CH a=X| fomo| M
XO| HMAE HEELICE

Example VPC AIEZQIEE S5l 2HEEE QF

ChS HAMe 280| VPC AEEQIE vpce-1234a5678b9012cE S3H 0|01 E T AL K7}
Secrets Manager 242 +~8& ¢+ U S HBELICH

JSON

{

"Id": "example-policy-1",
"Version":"2012-10-17",
"Statement": [
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{
"Sid": "RestrictGetSecretValueoperation",
"Effect": "Deny",
"Principal": "*",
"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws :sourceVpce": "vpce-12345678"
}
}
}
]
}

Example VPCE &l LHEEIEE 27
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"Id": "example-policy-2",
"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowAdministrativeActionsfromONLYvpc-12345678",

"Effect": "Deny",

"Principal": "*",

"Action": [
"secretsmanager:Create*",
"secretsmanager:Put*",
"secretsmanager:Update*",
"secretsmanager:Delete*",
"'secretsmanager:Restore*",
"secretsmanager:RotateSecret”,
"secretsmanager:CancelRotate*",
"'secretsmanager:TagResource",

Bl 7|8 HAY 316
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"secretsmanager:UntagResource"
]I
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-12345678"

}
},
{
"Sid": "AllowSecretValueAccessfromONLYvpc-2b2b2b2b",
"Effect": "Deny",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
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JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"s3.amazonaws.com"
]
},

"Action": "secretsmanager:GetSecretValue",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:sourceArn": "arn:aws:s3::123456789012:*"
},
"StringEquals": {
"aws :sourceAccount": "123456789012"
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "secretsmanager:DescribeSecret”,
"Resource": "*",
"Condition": {
"StringEquals": {
"secretsmanager:ResourceTag/ServerName": "ServerABC"

}
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"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {

"AWS": "123456789012"
}I

"Condition": {
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"StringEquals": {

"aws:ResourceTag/AccessProject": "${ aws:PrincipalTag/AccessProject }"
}
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ApplicationRole"
}I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
]
}
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account2:role/ApplicationRole"
1,
"Action": [
"kms:Decrypt",
"kms:DescribeKey"

]I

"Resource": "*"
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secretName-AbCdEf"
}I
{

"Effect": "Allow",
"Action": "kms:Decrypt",
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JSON

{
"Id": "auto-secretsmanager-2",
"Version":"2012-10-17",
"Statement": [
{

AWS Z2IE 7| (aws/secretsmanager)Q| 7| 336


https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html#asm-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RevokeGrant.html

AWS Secrets Manager Add a permission2|

"Sid": "Allow access through AWS Secrets Managexr for all principals in the
account that are authorized to use AWS Secrets Manager",
"Effect": "Allow",
"Principal": {
"AWS": [
wxn
]
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :CreateGrant",
"kms :DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"

}
},
{

"Sid": "Allow access through AWS Secrets Manager for all principals in the
account that are authorized to use AWS Secrets Manager",

"Effect": "Allow",

"Principal": {

"AWS": [
wan
]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:CallexAccount": "111122223333"
}I
"StringLike": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com"
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"Sid": "Allow direct access to key metadata to the account",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:root"
]
},
"Action": [
"kms :Describe*",
"kms : Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource": "*"
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"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",

"SecretVersionId": "EXAMPLE1-90ab-cdef-fedc-ba987SECRET1"

ot & 3 ZHEIAEE AF2310{ AWS CloudTrail 2! Amazon CloudWatch Logs 22 ZHAF BlZE 2 23
MY A HEE 2040| QI THOEM O|Et &3 &g AHEE = &Lt

Secrets Manager & 238} ZAHIAE = 0|§-gf Ho{ F {2 & L|Ct.

. SecretARN X Hm O|&-7f Hoje EoF S E AlHELICH F|= SecretARNYILICH O] Zte ¢
% 9| Amazon ZlAA O|&(ARN) /LI

Secrets Manager 2ot 25 ZAHAE 338


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS Secrets Manager Add a permission2|

"SecretARN": "ARN of an Secrets Manager secret"
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"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3"
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"SecretVersionId": "<version-id>"
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"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"
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"encryptionContext": {

"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-secret-
alb2c3",
"SecretVersionId": "RequestToValidateKeyAccess"
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2018-05-31T23:23:417Z"

}
.
"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2018-05-31T23:23:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
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"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9@ab-cdef-fedc-ba987SECRET1"

},
"responseElements": null,
"requestID": "a7d4dd6f-6529-11e8-9881-67744a270888",
"eventID": "af7476b6-62d7-42c2-bc@2-5ce86c2led36",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

}
Decrypt
Hot S o Hot &% 7hg 7I AL HEstH Secrets Managere AWS KMS 0f iﬂ e
HI| 253512 Ho|E| 7|18 2535 8LCt Ui x| WRIo| AL Secrets Manager= SHSE 7|5 RHA
8 = AcEE AR SENMBt Decrypt L O| gl Lct

St= AWS AH-Ho| 2ot —’F—’1I.°=!L—I CtH. PEHIIIEMIE %EiPE._ E|0|=' 9|(°*_<.>_ E"AE BLOB)QP E1|0|
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"eventVersion": "1.05",
"userIdentity": {
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"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l1",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-05-31T23:36:09Z"

}

1,

"invokedBy": "secretsmanager.amazonaws.com"
1,
"eventTime": "2018-05-31T23:36:09Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-east-2:111122223333:secret:test-
secret-alb2c3",
"SecretVersionId": "EXAMPLE1-9Qab-cdef-fedc-ba987SECRET1"

iy

"responseElements": null,
"requestID": "658c6a08-652b-11e8-abd4-ffee2046048a",
"eventID": "f333ec5c-7fcl-46b1-b985-cbdal3719611",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333",
"type": "AWS::KMS::Key"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "AROAIGDTESTANDEXAMPLE:user@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/user@l"”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"creationDate": "2023-06-09T18:11:34Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "secretsmanager.amazonaws.com"
.
"eventTime": "2023-06-09T18:11:34272",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-2",
"sourceIPAddress": "secretsmanager.amazonaws.com",
"userAgent": "secretsmanager.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-

aa0@71ddefdcc",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {
"SecretARN": "arn:aws:secretsmanager:us-

east-2:111122223333:secret:ChangeKeyTest-5ykKnKS",
"SecretVersionId": "EXAMPLE1-5c55-4d7c-9277-1b79a5e8bc50"

iy

"responseElements": null,
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"requestID": "129bd54c-1975-4c00-9b03-f79f90e61d60",
"eventID": "f7d9ff39-15ab-47d8-b94c-56586de4ab68",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/EXAMPLE1-f1c8-4dce-8777-
aa@7l1lddefdcc"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow all users to use GetSecretValue and DescribeSecret on the
specified secret.",
"Effect": "Allow",
"Principal": "*",
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secretName-AbCdEf"

}
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2001 :cdba:0000:0000:0000:0000:3257:9652 # This is a full, unabbreviated IPv6 address.

2001:cdba:0:0:0:0:3257:9652 # The same address with leading zeros in each
group omitted
2001:cdba::3257:965 # A compressed version of the same address.
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"

},
"Bool": {
"aws :ViaAWSService": "false"
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O| MAM g HO|o|ESE{™ IPve T4 H9| 2001:DB8:1234:5678: : /64 &l
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"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"203.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"2001:DB8:1234:5678::/64", <<New IPv6 IP address>>
"2001:cdba:3257:8593::/64" <<New IPv6 IP address>>

1,
"Bool": {
"aws:ViaAWSService": "false"

0| H2HE VPCO| & UO|O|ESt24™ aws:SourcelIp CHAl aws:VpcSourceIpE AFESHMIL.

"Condition": {
"NotIpAddress": {
"aws:VpcSourcelIp": [
"10.0.2.0/24", <<DO NOT REMOVE existing IPv4 address>>
"10.0.113.0/24", <<DO NOT REMOVE existing IPv4 address>>
"fc00:DB8:1234:5678::/64", <<New IPv6 IP address>>
"fc00:cdba:3257:8593::/64" <<New IPv6 IP address>>

},
"Bool": {
"aws:ViaAWSService": "false"
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$ dig +short AAAA secretsmanager.us-east-1.amazonaws.com

> 2600:1f18:e2f:4e@5:1a8a:948e:7c0@8:cl1c3
2. O|M CtZ curl BHEZ AF&5to] E210[IE HIE°4301IA-| IPv6 @1AE BtE = U=X| ElgfL
EEHAMEE, 08 I 48 AIiE o|O|gLct.
s{remote_ip}\nresponse code

Ct. 404 SE =
$ curl --ipv6 -o /dev/null --silent -w "\nremote ip
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:clc3

> response code: 404
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$ curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://secretsmanager.us-east-1.amazonaws.com

> remote ip: 3.123.154.250
> response code: 404
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<dependency>
<groupId>software.amazon.awssdk</groupId>
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<version>2.20.0</version>
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https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/secretsmanager/AWSSecretsManagerAsyncClient.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://aws.amazon.com/blogs/developer/aws-sdk-for-java-2-x-released/
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https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://tools.ietf.org/html/draft-campagna-tls-bike-sike-hybrid-01
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
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https://wikipedia.org/wiki/Eventual_consistency
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https://aws.amazon.com/blogs/big-data/ensuring-consistency-when-using-amazon-s3-and-amazon-elastic-mapreduce-for-etl-workflows/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/query-api-troubleshooting.html#eventual-consistency
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html

AWS Secrets Manager Add a permission2|

AWS CLI EEE= AWS SDK 2210| £ £ ARNOA L 2ot &t 5 E &t

o A o2
ETH/-\IE

o2 AL Secrets Manager= x| ARNO| o}l ARNS| LS oM 2o &S E 5t2 £ Q&L 18]
Lt, 2ot &t 5 O|F 0l 5t0|& CtE0| 6AtE ELt= B Secrets Manager UL
I.

ASE XX ZE s JUaLICE I HA TN ARN E= 4= O|F2 A4S R[S HEFLILCHL

[
rr
>
Y
\2

7} 62 AF235l0{ Hot of 5

"

Secrets Manager= CH& 1 20| 2|™, A/H, 2ot &% 0|, 5t0|& &
of CHet ARNS T A& LICE.

arn:aws:secretsmanager:us-east-2:111122223333:secret:SecretName-abcdef

Hot ot 5 0|50]| 5t0|E1} 6XI2 BLIE A ARNS| UL O+ A2 35 Secrets Manager0ll Z1&| ARN
g X|™Hete Ax™H EY £ U&LICH o & £0{ ARNI} &7 0|§0| MySecret-abcdef@l 2o gt 5
7F AU = UELICH

ARNS| I8t A8 3HE S SHelg =

O
ot

7, Secret Manager7} dlig 2o ot S £ &t

$ aws secretsmanager describe-secret --secret-id arn:aws:secretsmanager:us-
east-2:111122223333:secret:MySecret-abcdef

o
HL
re
]]O
Fo
rr
>

WS MH|AM 2t 2|5tH siE MH|AZE AFR5}0

Hotots 2 x5 edn &l o HA|X|7F LIEFLFE B A|R|0o] LIQEEl 22| MH|A S A} 30T EoF
&5 E UOO|EE &= U&LICH RM[EF LI 2 CHE MH[AM ZE|SHE 2oF &5 HHS FEsty
Al

o

A
T o

mjo

AWS CLI 2= AWS SDK %t40| 22 ARNOIA L} 2ot et 5 = 3t 355



AWS Secrets Manager Add a permission2|

Hot ots el HEAE 2H5 7| @ 2o 4= 0|§ 2 HAEE = UELICH CHE AMH[A0AM EHE]
Ste 2ot 2t = ST MH|A Q| ID7F HFALR E4L|Ct EE=0lAM describe-secret2 AWS CLIZ &6
CtE 2= & AE#LICtowningService.

Transform: AWS::SecretsManager-2024-09-16 AIS A
Python Z& 7} 7| AlTj

okoF B4E: AWS: :SecretsManager-2024-09- 16% MEHAM WA Lambda &+ A Al Python
TE VN7 @R/ 7 Y45t M, Ol= Runtime g/0| S & E|X| iotM H71 BEXMY 7ts&€0| = &L
Cl. o 248t Tl A= AWS CloudFormation O .Etho:l HM, ZE, 37 24 o2 za2ld LlEP Crh
Bt AFSAIZE HE R #ElE 27t elguct

Transform: AWS::SecretsManager-2024-09-16 AF& A| Python 2E 7IX 27| Alnj 356


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/describe-secret.html
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https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-policies.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-policies.html#security-iam-awsmanpol-updates
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AWS Secrets Manager Add a permission2|

Manager.

ol& Hrilo|=

CH2 EolME 2024'A 28 0| AWS Secrets Manager AFHE B O| ZF ZIB|ANM HAE 52 Al
grof| CHall A ELICt.

=4 M Date
HAEA Secrets Manager®| %= 274 2018 4 44

22| A L|C}.

0| ¥dlolE 363


https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-policies.html

AWS Secrets Manager Add a permission2|

71 Mooz MBElE Hojelich MBE Wil 2 Hofo| LIZO| 45 sts B0

rr

P01 HH

ccclxiv



	AWS Secrets Manager
	Table of Contents
	AWS Secrets Manager란 무엇인가요?
	Secrets Manager 시작하기
	표준 준수
	가격 책정

	액세스 AWS Secrets Manager
	Secrets Manager 콘솔
	명령행 도구
	AWS SDKs
	HTTPS 쿼리 API
	AWS Secrets Manager 엔드포인트

	AWS Secrets Manager 모범 사례
	에 자격 증명 및 기타 민감한 정보 저장 AWS Secrets Manager
	코드에서 보호되지 않은 보안 암호 찾기
	보안 암호에 대한 암호화 키 선택
	캐싱을 사용하여 보안 암호 검색
	보안 암호 교체
	CLI 사용의 위험 완화
	보안 암호에 대한 액세스 제한
	보안 암호에 대한 광범위한 액세스 차단
	정책의 IP 주소 조건에 주의하세요.
	VPC 엔드포인트 조건이 있는 요청 제한

	보안 암호 복제
	보안 암호 모니터링
	프라이빗 네트워크에서 인프라 실행

	AWS Secrets Manager 자습서
	Amazon CodeGuru Reviewer를 사용하여 코드에서 보호되지 않는 보안 암호 찾기
	하드코딩된 보안 암호를 로 이동 AWS Secrets Manager
	1단계: 보안 암호 생성
	2단계: 코드 업데이트
	3단계: 보안 암호 업데이트
	다음 단계

	하드코딩된 데이터베이스 자격 증명을 로 이동 AWS Secrets Manager
	1단계: 보안 암호 생성
	2단계: 코드 업데이트
	3단계: 보안 암호 교체
	다음 단계

	에 대한 대체 사용자 교체 설정 AWS Secrets Manager
	권한
	사전 조건
	사전 조건 A: Amazon VPC
	사전 조건 B: Amazon EC2 인스턴스
	사전 조건 C: Amazon RDS 데이터베이스 및 관리자 자격 증명을 위한 Secrets Manager 암호
	사전 조건 D: 로컬 컴퓨터가 EC2 인스턴스에 연결하도록 허용

	1단계: Amazon RDS 데이터베이스 사용자 생성
	2단계: 사용자 자격 증명에 대한 보안 암호 생성
	3단계: 교체된 보안 암호 테스트
	4단계: 리소스 정리
	다음 단계

	에 대한 단일 사용자 교체 설정 AWS Secrets Manager
	권한
	사전 조건
	1단계: Amazon RDS 데이터베이스 사용자 생성
	2단계: 데이터베이스 사용자 자격 증명에 대한 보안 암호 생성
	3단계: 교체된 암호 테스트
	4단계: 리소스 정리
	다음 단계


	AWS Secrets Manager 보안 암호 생성
	AWS CLI
	AWS SDK
	Secrets Manager 보안 암호에는 어떤 요소가 있나요?
	Metadata
	보안 암호 버전

	AWS Secrets Manager 보안 암호의 JSON 구조
	Amazon RDS 및 Aurora 자격 증명
	Amazon Redshift 자격 증명
	Amazon Redshift Serverless 자격 증명
	Amazon DocumentDB 자격 증명
	Amazon Timestream for InfluxDB 보안 암호 구조
	Amazon ElastiCache 자격 증명
	Active Directory 자격 증명


	를 사용하여 보안 암호 관리 AWS Secrets Manager
	AWS Secrets Manager 보안 암호 값 업데이트
	AWS CLI
	AWS SDK

	Secrets Manager를 사용하여 암호 생성
	보안 암호를 이전 버전으로 롤백
	AWS Secrets Manager 보안 암호의 암호화 키 변경
	AWS CLI

	AWS Secrets Manager 보안 암호 수정
	AWS CLI
	AWS SDK

	에서 보안 암호 찾기 AWS Secrets Manager
	검색 필터
	AWS CLI
	AWS SDK

	AWS Secrets Manager 보안 암호 삭제
	AWS CLI
	AWS SDK

	AWS Secrets Manager 보안 암호 복원
	AWS CLI
	AWS SDK

	에서 보안 암호 태그 지정 AWS Secrets Manager
	태그 기본 사항 검토
	태그 지정을 사용하여 비용 추적
	태그 제한 이해
	Secrets Manger 콘솔을 사용하여 보안 암호에 태그 지정
	를 사용하여 보안 암호에 태그 지정 AWS CLI
	AWS CLI 예제

	Secrets Manger API를 사용하여 보안 암호에 태그 지정
	Secrets Manager AWS SDK를 사용하여 보안 암호에 태그 지정


	리전 간 AWS Secrets Manager 보안 암호 복제
	AWS CLI
	AWS SDK
	에서 복제본 보안 암호를 독립 실행형 보안 암호로 승격 AWS Secrets Manager
	AWS CLI
	AWS SDK

	AWS Secrets Manager 복제 방지
	AWS Secrets Manager 복제 문제 해결
	선택한 리전에 동일한 이름의 보안 암호가 있습니다
	복제를 완료하기 위해 KMS 키에 사용할 수 있는 권한이 없습니다
	KMS 키가 비활성화되었거나 찾을 수 없음
	복제가 발생하는 리전을 활성화하지 않았습니다


	에서 보안 암호 가져오기 AWS Secrets Manager
	Java를 사용하여 Secrets Manager 보안 암호 값 가져오기
	클라이언트 측 캐싱과 함께 Java를 사용하여 Secrets Manager 보안 암호 값 가져오기
	SecretCache
	Constructors
	메서드
	getSecretString
	getSecretBinary
	refreshNow
	close


	SecretCacheConfiguration
	생성자
	메서드
	getClient
	setClient
	getCacheHook
	setCacheHook
	getMaxCacheSize
	setMaxCacheSize
	getCacheItemTTL
	setCacheItemTTL
	getVersionStage
	setVersionStage
	SecretCacheConfiguration withClient
	SecretCacheConfiguration withCacheHook
	SecretCacheConfiguration withMaxCacheSize
	SecretCacheConfiguration withCacheItemTTL
	SecretCacheConfiguration withVersionStage


	SecretCacheHook
	put
	시작


	AWS Secrets Manager 보안 암호의 자격 증명과 함께 JDBC를 사용하여 SQL 데이터베이스에 연결
	데이터베이스에 대한 연결 설정
	엔드포인트 및 포트를 지정하여 연결 설정
	c3p0 연결 풀링을 사용하여 연결 설정
	c3p0 연결 풀링을 사용하여 엔드포인트 및 포트 지정을 통한 연결 설정

	Java AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기

	Python을 사용하여 Secrets Manager 보안 암호 값 가져오기
	클라이언트 측 캐싱과 함께 Python을 사용하여 Secrets Manager 보안 암호 값 가져오기
	SecretCache
	get_secret_string
	get_secret_binary

	SecretCacheConfig
	SecretCacheHook
	put
	시작

	@InjectSecretString
	@InjectKeywordedSecretString

	Python AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기
	Python AWS SDK를 사용하여 Secrets Manager 보안 암호 값 배치 가져오기

	.NET을 사용하여 Secrets Manager 보안 암호 값 가져오기
	클라이언트 측 캐싱과 함께 .NET을 사용하여 Secrets Manager 보안 암호 값 가져오기
	SecretsManagerCache
	Constructors
	메서드
	GetSecretString
	GetSecretBinary
	RefreshNowAsync
	GetCachedSecret


	SecretCacheConfiguration
	속성
	CacheItemTTL
	MaxCacheSize
	VersionStage
	클라이언트
	CacheHook


	ISecretCacheHook
	메서드
	Put
	Get



	를 사용하여 Secrets Manager 보안 암호 값 가져오기 SDK for .NET

	Go를 사용하여 Secrets Manager 보안 암호 값 가져오기
	클라이언트 측 캐싱과 함께 Go를 사용하여 Secrets Manager 보안 암호 값 가져오기
	type Cache
	메서드
	New
	GetSecretString
	GetSecretStringWithStage
	GetSecretBinary
	GetSecretBinaryWithStage


	type CacheConfig
	type CacheHook
	메서드
	Put
	Get



	Go AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기

	Rust를 사용하여 Secrets Manager 보안 암호 값 가져오기
	클라이언트 측 캐싱과 함께 Rust를 사용하여 Secrets Manager 보안 암호 값 가져오기
	Rust AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기

	Amazon Elastic Kubernetes Service에서 AWS Secrets Manager 보안 암호 사용
	IRSA(서비스 계정에 대한 IAM 역할)를 사용하는 ASCP
	Pod Identity를 사용하는 ASCP
	올바른 접근 방식 선택
	ASCP for Amazon EKS 설치
	사전 조건
	ASCP 설치 및 구성
	설치 확인
	문제 해결
	추가 리소스

	Amazon EKS용 포드 자격 증명과 함께 AWS 보안 암호 및 구성 공급자 CSI 사용
	작동 방식
	사전 조건
	Amazon EKS Pod Identity Agent 설치
	Pod Identity를 사용하는 ASCP 설정
	보안 암호 탑재 확인

	문제 해결

	서비스 계정에 대한 IAM 역할(IRSA)과 함께 AWS 보안 암호 및 구성 공급자 CSI 사용
	사전 조건
	액세스 제어 설정
	탑재할 보안 암호 파악
	보안 암호를 파일로 탑재

	문제 해결

	AWS 보안 암호 및 구성 공급자 코드 예제
	ASCP 인증 및 액세스 제어 예제
	예: Amazon EKS Pod Identity 서비스(pods.eks.amazonaws.com)가 역할을 수임하고 세션에 태그를 지정하도록 허용하는 IAM 정책:

	SecretProviderClass
	SecretProviderClass YAML 구조
	Amazon EKS 포드에 보안 암호를 탑재하기 위한 기본 SecretProviderClass 구성을 생성합니다.
	SecretProviderClass 사용
	예: 이름 또는 ARN으로 보안 암호 탑재
	예: 보안 암호에서 키/값 쌍 탑재
	예: 파일 권한으로 보안 암호 탑재
	예: 장애 조치 구성 예제
	다중 리전 보안 암호 장애 조치
	다른 보안 암호로 장애 조치



	추가 리소스


	AWS Lambda 함수에서 AWS Secrets Manager 보안 암호 사용
	Lambda에서 Secrets Manager 보안 암호 사용
	VPC에서 Secrets Manager 및 Lambda 사용

	AWS 파라미터 및 보안 암호 Lambda 확장 사용

	AWS Secrets Manager 에이전트 사용
	Secrets Manager Agent 작동 방식
	Secrets Manager Agent 캐싱 이해
	Secrets Manager Agent 빌드
	Secrets Manager Agent 설치
	Secrets Manager Agent를 사용하여 보안 암호 검색
	필수 권한
	요청 예시

	refreshNow 파라미터 이해
	보안 암호 값 강제 갱신

	Secrets Manager Agent 구성
	선택적 기능
	로깅
	보안 고려 사항

	C++ AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기
	JavaScript AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기
	Kotlin AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기
	PHP AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기
	Ruby AWS SDK를 사용하여 Secrets Manager 보안 암호 값 가져오기
	를 사용하여 보안 암호 값 가져오기 AWS CLI
	를 사용하여 일괄적으로 보안 암호 그룹 가져오기 AWS CLI

	AWS 콘솔을 사용하여 보안 암호 값 가져오기
	에서 AWS Secrets Manager 보안 암호 사용 AWS Batch
	CloudFormation 리소스에서 AWS Secrets Manager 보안 암호 가져오기
	GitHub 작업에서 AWS Secrets Manager 보안 암호 사용
	사전 조건
	사용법
	환경 변수 이름 지정
	예제

	GitLab AWS Secrets Manager 에서 사용
	고려 사항
	사전 조건
	GitLab AWS Secrets Manager 과 통합
	Secrets Manager를 사용하기 위해 GitLab 파이프라인 구성

	문제 해결
	GitLab 파이프라인 관련 문제
	추가 리소스


	에서 AWS Secrets Manager 보안 암호 사용 AWS IoT Greengrass
	Parameter Store에서 AWS Secrets Manager 보안 암호 사용

	AWS Secrets Manager 보안 암호 교체
	AWS Secrets Manager 보안 암호에 대한 관리형 교체
	Secrets Manager 관리형 외부 보안 암호 교체
	콘솔에서 교체 설정
	CLI를 사용하여 교체 설정

	Lambda 함수로 교체
	Amazon Aurora, Amazon Redshift 또는 Amazon DocumentDB 보안 암호 자동 교체 설정
	1단계: 교체 전략 선택 및 (선택 사항) 슈퍼유저 보안 암호 생성
	2단계: 교체 구성 및 교체 함수 생성
	3단계: (선택 사항) 교체 함수에 대한 추가 권한 조건 설정
	4단계: 교체 함수에 대한 네트워크 액세스 설정
	다음 단계

	데이터베이스가 아닌 AWS Secrets Manager 보안 암호에 대한 자동 교체 설정
	1단계: 일반 교체 함수 생성
	2단계: 교체 함수 코드 작성
	3단계: 보안 암호에 대한 교체 구성
	4단계: 교체 함수가 Secrets Manager와 데이터베이스 또는 서비스에 액세스하도록 허용
	5단계: Secrets Manager가 교체 함수를 간접적으로 호출하도록 허용
	6단계: 교체 함수에 대한 네트워크 액세스 설정
	다음 단계

	를 사용하여 자동 교체 설정 AWS CLI
	데이터베이스 보안 암호의 사전 조건: 교체 전략 선택
	옵션 1: 단일 사용자 전략
	옵션 2: 대체 사용자 전략

	1단계: 교체 함수 코드 작성
	2단계: Lambda 함수 만들기
	3단계: 네트워크 액세스 설정
	4단계: 보안 암호에 대한 교체 구성
	다음 단계

	Lambda 함수 교체 전략
	교체 전략: 단일 사용자
	교체 전략: 대체 사용자

	Lambda 교체 함수
	교체 함수의 4단계
	createSecret: 새로운 버전의 보안 암호 생성
	setSecret: 데이터베이스 또는 서비스의 보안 인증 변경
	testSecret: 새 보안 암호 버전 테스트
	finishSecret: 교체 완료


	AWS Secrets Manager 교체 함수 템플릿
	Amazon RDS 및 Amazon Aurora
	Amazon RDS Db2 단일 사용자
	Amazon RDS Db2 대체 사용자
	Amazon RDS MariaDB 단일 사용자
	Amazon RDS MariaDB 대체 사용자
	Amazon RDS 및 Amazon Aurora MySQL 단일 사용자
	Amazon RDS 및 Amazon Aurora MySQL 대체 사용자
	Amazon RDS Oracle 단일 사용자
	Amazon RDS Oracle 대체 사용자
	Amazon RDS 및 Amazon Aurora PostgreSQL 단일 사용자
	Amazon RDS 및 Amazon Aurora PostgreSQL 대체 사용자
	Amazon RDS Microsoft SQLServer 단일 사용자
	Amazon RDS Microsoft SQLServer 대체 사용자

	Amazon DocumentDB(MongoDB 호환)
	Amazon DocumentDB 단일 사용자
	Amazon DocumentDB 대체 사용자

	Amazon Redshift
	Amazon Redshift 단일 사용자
	Amazon Redshift 대체 사용자

	Amazon Timestream for InfluxDB
	Amazon Timestream for InfluxDB 단일 사용자
	Amazon Timestream for InfluxDB 대체 사용자

	Amazon ElastiCache
	Active Directory
	Active Directory 자격 증명
	Active Directory keytab

	다른 유형의 보안 암호

	에 대한 Lambda 교체 함수 실행 역할 권한 AWS Secrets Manager
	Lambda 교체 함수 실행 역할에 대한 정책
	고객 관리형 키에 대한 정책 설명
	대체 사용자 전략에 대한 정책 설명

	AWS Lambda 교체 함수에 대한 네트워크 액세스
	AWS Secrets Manager 교체 문제 해결
	AWS Lambda 함수의 보안 암호 교체 실패 문제를 해결하는 방법
	가능한 원인
	일반적인 문제 해결 단계

	“환경 변수에서 보안 인증을 찾았습니다.” 이후 활동 없음
	“createSecret” 이후 활동 없음
	오류: “KMS에 대한 액세스가 허용되지 않습니다.”
	오류: “보안 암호 JSON에 키가 없습니다.”
	오류: “setSecret: 데이터베이스에 로그인할 수 없음”
	오류: “모듈 'lambda_function'을 가져올 수 없음”
	기존 교체 함수를 Python 3.7에서 3.9로 업그레이드
	옵션 1:를 사용하여 교체 함수 다시 생성 CloudFormation
	옵션 2:를 사용하여 기존 교체 함수의 런타임 업데이트 CloudFormation
	옵션 3: AWS CDK 사용자의 경우 CDK 라이브러리 업그레이드

	기존 교체 함수를 Python 3.9에서 3.10으로 업그레이드
	배포 방법별 경로 업데이트

	AWS Lambda 를 사용한 보안 암호 교체 PutSecretValue 실패
	오류: "<a rotation> 단계에서 Lambda <arn>을 실행할 때 오류"
	동시성 문제 해결 단계



	교체 일정
	교체 기간
	rate 표현식
	cron 표현식
	Secrets Manager의 Cron 표현식 요구 사항


	AWS Secrets Manager 보안 암호를 즉시 교체
	AWS CLI

	교체되지 않은 보안 암호 찾기
	Secrets Manager에서 자동 교체 취소

	AWS Secrets Manager 다른 AWS 서비스에서 관리하는 보안 암호
	AWS 서비스 AWS Secrets Manager 보안 암호를 사용하는
	에서를 AWS App Runner 사용하는 방법 AWS Secrets Manager
	AWS App2Container가를 사용하는 방법 AWS Secrets Manager
	에서를 AWS AppConfig 사용하는 방법 AWS Secrets Manager
	Amazon AppFlow의 사용 방식 AWS Secrets Manager
	에서를 AWS AppSync 사용하는 방법 AWS Secrets Manager
	Amazon Athena의 사용 방식 AWS Secrets Manager
	Amazon Aurora의 사용 방식 AWS Secrets Manager
	에서를 AWS CodeBuild 사용하는 방법 AWS Secrets Manager
	Amazon Data Firehose의 사용 방식 AWS Secrets Manager
	에서를 AWS DataSync 사용하는 방법 AWS Secrets Manager
	Amazon DataZone의 사용 방식 AWS Secrets Manager
	에서를 AWS Direct Connect 사용하는 방법 AWS Secrets Manager
	에서를 AWS Directory Service 사용하는 방법 AWS Secrets Manager
	Amazon DocumentDB(MongoDB 호환)의 사용 방식 AWS Secrets Manager
	에서를 AWS Elastic Beanstalk 사용하는 방법 AWS Secrets Manager
	Amazon Elastic Container Registry의 사용 방식 AWS Secrets Manager
	Amazon Elastic Container Service
	Amazon ElastiCache의 사용 방식 AWS Secrets Manager
	에서를 AWS Elemental Live 사용하는 방법 AWS Secrets Manager
	에서를 AWS Elemental MediaConnect 사용하는 방법 AWS Secrets Manager
	에서를 AWS Elemental MediaConvert 사용하는 방법 AWS Secrets Manager
	에서를 AWS Elemental MediaLive 사용하는 방법 AWS Secrets Manager
	에서를 AWS Elemental MediaPackage 사용하는 방법 AWS Secrets Manager
	에서를 AWS Elemental MediaTailor 사용하는 방법 AWS Secrets Manager
	Amazon EMR에서 Secrets Manager를 사용하는 방법
	Amazon EC2에서 실행되는 Amazon EMR에서 Secrets Manager를 사용하는 방법
	EMR Serverless에서 Secrets Manager를 사용하는 방법

	Amazon EventBridge의 사용 방식 AWS Secrets Manager
	Amazon FSx에서 AWS Secrets Manager 보안 암호를 사용하는 방법
	에서를 AWS Glue DataBrew 사용하는 방법 AWS Secrets Manager
	AWS Glue Studio에서를 사용하는 방법 AWS Secrets Manager
	에서를 AWS IoT SiteWise 사용하는 방법 AWS Secrets Manager
	Amazon Kendra의 사용 방식 AWS Secrets Manager
	Amazon Kinesis Video Streams의 사용 방식 AWS Secrets Manager
	에서를 AWS Launch Wizard 사용하는 방법 AWS Secrets Manager
	Amazon Lookout for Metrics의 사용 방식 AWS Secrets Manager
	Amazon Managed Grafana의 사용 방식 AWS Secrets Manager
	에서를 AWS Managed Services 사용하는 방법 AWS Secrets Manager
	Amazon Managed Streaming for Apache Kafka의 사용 방식 AWS Secrets Manager
	Amazon Managed Workflows for Apache Airflow의 사용 방식 AWS Secrets Manager
	AWS Marketplace
	에서를 AWS Migration Hub 사용하는 방법 AWS Secrets Manager
	에서 Secrets Manager를 AWS Panorama 사용하는 방법
	AWS 병렬 컴퓨팅 서비스의 사용 방식 AWS Secrets Manager
	에서를 AWS ParallelCluster 사용하는 방법 AWS Secrets Manager
	Amazon Q의 Secrets Manager 활용 방식
	Amazon OpenSearch Ingestion이 Secrets Manager를 사용하는 방법
	에서를 AWS OpsWorks for Chef Automate 사용하는 방법 AWS Secrets Manager
	Amazon Quick에서를 사용하는 방법 AWS Secrets Manager
	Amazon RDS의 사용 방식 AWS Secrets Manager
	Amazon Redshift의 사용 방식 AWS Secrets Manager
	Amazon Redshift Query Editor V2
	Amazon SageMaker AI의 사용 방식 AWS Secrets Manager
	에서를 AWS Schema Conversion Tool 사용하는 방법 AWS Secrets Manager
	Amazon Timestream for InfluxDB의 사용 방식 AWS Secrets Manager
	에서를 AWS Toolkit for JetBrains 사용하는 방법 AWS Secrets Manager
	에서 AWS Secrets Manager 보안 암호를 AWS Transfer Family 사용하는 방법
	에서 AWS Secrets Manager 보안 암호를 AWS Wickr사용하는 방법


	AWS Secrets Manager 관리형 외부 보안 암호를 사용하여 타사 보안 암호 관리
	주요 기능
	관리형 외부 보안 암호 파트너
	Salesforce 클라이언트 보안 암호
	보안 암호 값 필드
	보안 암호 메타데이터 필드
	사용 흐름

	빅 ID 새로 고침 토큰
	보안 암호 값 필드
	사용 흐름

	Snowflake 키 페어
	보안 암호 값 필드
	보안 암호 메타데이터 필드
	사용 흐름


	보안 및 권한
	관리형 외부 보안 암호 모니터링 및 문제 해결
	기존 보안 암호 마이그레이션
	제한 사항 및 고려 사항

	에서 AWS Secrets Manager 보안 암호 생성 AWS CloudFormation
	를 사용하여 AWS Secrets Manager 보안 암호 생성 CloudFormation
	JSON
	YAML

	자동 교체를 사용하여 AWS Secrets Manager 보안 암호 생성 및를 사용하여 Amazon RDS MySQL DB 인스턴스 생성 CloudFormation
	를 사용하여 AWS Secrets Manager 보안 암호 및 Amazon Redshift 클러스터 생성 CloudFormation
	를 사용하여 AWS Secrets Manager 보안 암호 및 Amazon DocumentDB 인스턴스 생성 CloudFormation
	JSON
	YAML

	Secrets Manager의 사용 방식 AWS CloudFormation

	에서 AWS Secrets Manager 보안 암호 생성 AWS Cloud Development Kit (AWS CDK)
	AWS Secrets Manager 보안 암호 모니터링
	를 사용하여 AWS Secrets Manager 이벤트 로깅 AWS CloudTrail
	AWS CLI
	AWS CloudTrail Secrets Manager에 대한 항목
	Secrets Manager 작업에 대한 로그 항목
	삭제할 로그 항목
	복제를 위한 로그 항목
	교체에 대한 로그 항목


	Amazon CloudWatch AWS Secrets Manager 로 모니터링
	CloudWatch 경보

	Amazon EventBridge와 AWS Secrets Manager 이벤트 일치
	모든 변경 사항을 지정된 암호와 매칭
	암호 값이 교체될 때의 이벤트 매칭

	삭제 예약된 AWS Secrets Manager 보안 암호에 액세스하는 시기 모니터링
	1단계: CloudTrail 로그 파일이 CloudWatch Logs에 전송되도록 구성
	2단계: CloudWatch 경보 생성
	3단계: CloudWatch 경보 테스트

	를 사용하여 AWS Secrets Manager 보안 암호의 규정 준수 모니터링 AWS Config
	Secrets Manager 비용 모니터링
	Amazon GuardDuty로 위협 탐지

	에 대한 규정 준수 검증 AWS Secrets Manager
	규정 준수 표준

	의 보안 AWS Secrets Manager
	를 사용하여 AWS Secrets Manager 보안 암호를 AWS CLI 저장할 때의 위험 완화
	에 대한 인증 및 액세스 제어 AWS Secrets Manager
	에 대한 권한 참조 AWS Secrets Manager
	Secrets Manager 관리자 권한
	보안 암호에 액세스할 수 있는 권한
	Lambda 교체 함수에 대한 권한
	암호화 키 권한
	복제 권한
	ID 기반 정책
	예: 개별 보안 암호 값을 검색할 수 있는 권한
	예: 개별 보안 암호를 읽고 설명할 수 있는 권한
	예: 보안 암호 값 그룹을 일괄적으로 검색할 수 있는 권한
	예: 와일드카드
	예: 보안 암호 생성 권한
	예: 보안 암호를 암호화하기 위한 특정 AWS KMS 키 거부

	리소스 기반 정책
	AWS CLI
	AWS SDK
	예제
	예: 개별 보안 암호 값을 검색할 수 있는 권한
	예: 권한 및 VPC
	예: 서비스 보안 주체


	속성 기반 액세스 제어(ABAC)를 사용하여 보안 암호에 대한 액세스 제어
	예: 특정 태그가 있는 보안 암호에 대한 ID 액세스 허용
	예: 보안 암호의 태그와 일치하는 태그를 사용하여 ID에 대해서만 액세스 허용

	AWS 에 대한 관리형 정책 AWS Secrets Manager
	AWS 관리형 정책: SecretsManagerReadWrite
	AWS 관리형 정책: AWSSecretsManagerClientReadOnlyAccess
	AWS 관리형 정책에 대한 Secrets Manager 업데이트

	AWS Secrets Manager 보안 암호에 대한 권한이 있는 사용자 확인
	다른 계정에서 AWS Secrets Manager 보안 암호 액세스
	온프레미스 환경에서 보안 암호에 액세스

	의 데이터 보호 AWS Secrets Manager
	저장 시 암호화
	전송 중 데이터 암호화
	인터네트워크 트래픽 개인 정보 보호
	암호화 키 관리

	의 보안 암호 암호화 및 복호화 AWS Secrets Manager
	AWS KMS 키 선택
	무엇을 암호화하나요?
	암호화 및 복호화 프로세스
	KMS 키에 대한 권한
	Secrets Manager에서 KMS 키를 사용하는 방법
	AWS 관리형 키 (aws/secretsmanager)의 키 정책
	Secrets Manager 보안 암호 컨텍스트
	와의 Secrets Manager 상호 작용 모니터링 AWS KMS

	의 인프라 보안 AWS Secrets Manager
	AWS Secrets Manager VPC 엔드포인트 사용
	엔드포인트의 엔드포인트 정책 생성
	공유 서브넷

	IAM 정책을 사용하여 API 액세스 제어
	IPv6란?
	IAM 듀얼 스택(IPv4 및 IPv6) 정책
	누가 이 변경을 해야 하나요?
	누가 이 변경을 하지 않아도 되나요?

	IAM 정책에 IPv6 추가
	클라이언트가 IPv6를 지원하는지 확인하기

	의 복원력 AWS Secrets Manager
	포스트 양자 TLS

	문제 해결 AWS Secrets Manager
	‘액세스가 거부됨’ 메시지
	임시 보안 자격 증명에 대한 “액세스 거부됨”이라는 메시지 발생
	변경 사항이 경우에 따라 즉시 표시되지 않습니다.
	보안 암호를 생성할 때 “비대칭 KMS 키로 데이터 키를 생성할 수 없습니다.”라는 메시지 발생
	AWS CLI 또는 AWS SDK 작업이 부분 ARN에서 내 보안 암호를 찾을 수 없음
	이 보안 암호는 AWS 서비스에서 관리하며 해당 서비스를 사용하여 업데이트해야 합니다.
	Transform: AWS::SecretsManager-2024-09-16 사용 시 Python 모듈 가져오기 실패

	AWS Secrets Manager 할당량
	Secrets Manager 할당량
	애플리케이션에 재시도 추가

	문서 기록
	이전 업데이트

	

