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LICE o|2fet mte2 Zfol MEXe| =24 #F0l /= ZE ofEE|70lM, ZZMA E= SDKoi| HE
Elcts HolM S f gLk

3% config & credentials It 25 ASCIlI 2At0F & El ot BIAE mlQlL|CHUTF-8 213
C OlHIX

). Ol 2 derMo=z NI mtolztn sh= BAE FIELIc

onfig & credentials T} LHO| M
st
=

c M Z2utUnt HZELICH T ohof ofef Z2
g Fols, A2 CHE JHY 2ol K8 3

[default] Z2TtofE OIFO| XIME S5 Z2 00| XIME|X| 82 L SDK EE T7 5o
AR ElE 20| ZEELICH O|BCR BAMOZ HXH 4 9 HTO| Z2TUS BHE +5 B
Ch. 2t Z2 Ut OHEEIAOIMI AILLEIQ0] IEt ME CHE MI 2he A8 Y 4 laLich

® Note
[default]= BH&=5] OIFO| XIHEIX| f2 Z2mtelLct Ol Z20 U2 ALSA7t =221}
UE X|85tX| &f 2 B2 SDKOM A5t 7|2 Z=2 0 0[7| 20l default(Ol)2t= O
S0| X 8EfGLcH g€ J|2gE OhE 220 1I MEstx| ef&u P [default] Z2
ntoM F17tE dYstn BEE 20 UoMes HEs6tx| pfoH BFE Z2 L US A8
& [ gro| d8E|X| et&LICt,

||=|

I
o

SYet It otoll [default] Z=utUnt e BHE Z=utUo| &7/ EME = JA&LICH ZEE
Alstist [ SDKLF EFOIM A28 T2t lo| Mg MElsE{H

AlSl C 2

2 3C Lo MEHE £ QT AWS CLIE Al2¢ [ H¥WE x|™He £ ol&L]ct
CISS M-™3&lod o] 7|s MEHMI2.

AWS_PROFILE - &7 B4

Ol et Hyt HEE| T 20l fF= “Y |20 2 MAEI 4 D E SDK ZEQF AWS CLI HEe
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setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM A|AH] &M

JVMO A A& E|= Kotlin SDKQF Java SDK 2.x8| B2, aws.profile A|AEI S42 MHE =
AU&LICH SDK7F AMH|A ZEIO|MEE HMHE M, IEM B2 MYoletX| i &t BHE =

Il

E

2ntlo| MEe AFSELICH Java SDK 1x= Of AlAE 442 XI#shx| Sl

(® Note

0424 of Z (70| Mo| A-AEl= MM o EE[AH0|ME 2Fdte B2, 7|2 ZE20H Tl
o HEE ZEOUS ASE RS HAEFLICH 7|2 ZE2EL2 #F9o 2E AWS ofZ 2|7
Ol AtS 22 MEE|H O|F ZHoll SRELICE et =27+ At&lo| of ZE[AH 0|ME 2
7|2 20 US =51, CtE ol E270|Mo T o|= x| 2 HE= & = gLt o
E 94x|5l7| 25 B3] config ol WHE =2 0tle Mo, A=oM T =20t
2 X|H3stod o Z2[AHO|MAIM A EE HHSGIMR. M H7t L& ALEXte| o Z 27
o|¢Mofgt &S ECh= WOl 2 Aleh B2, 23 HeL UM AAR S42 AISSH BHE =X
EoUE MME s UASLIC

74 T HA

config U2 MMo 2 M ELICH MM O|F0| X|IHE MY ZF0|H CHE MM Ho| gtelg 3t

2 mf7HX| AL E Lok

config M2 C}S FAIZ A8t Y HAE mdQlLct

- MMO| HE 52 setting-name=value2} Z2 LURIAQI Al F|gtL|C}

- E2 MHAIEIT 2XH#H)E AlIEH5H0 =M 2l = U&L ot

MM R

MM Hole dE 23201 0|2 M8%t= ZLICH MM Ho| E2 B E([])E Al&sta BELICH

CHE = otolls MM 3 AlEXe MMo| AH& Xt X 0|F 0| U&LICH Xt A, ot0|&E(-)L THE
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MM FE: default
MM Mol £9| 0of: [default]
[default]= profile MM AlHEXIIF EHR K| 2 Ut 2ot UL|Ct.

CtE2 [default] Z2ItAUO| Rl 7|2 config MUE H0oiF = o ULICH region HEgE HE
gLICt Ol & O|F 0| LI”E BE MH2 OHE MM HHO|7F LIEILEY| THR| siiE Z 2 1o -’—'T-OPE
7o

[default]
#Full line comment, this text is ignored.
region = us-east-2

CHS oMl = profile MM Xo| £1} fooln B2 WHE =2 0lo| 28 E config IS &
0iELICt. O] & O|F N LIR”E BE
a5t= Hoz 7hE=LC}

[profile foo]

..settings...
UF dHol= Ch3 olxel s3 A7 & ot 9| dHnt 22 SHME KA ot2l 88 a50| AU&LICH stLt
|Ato| O 2 SE0{M7|504 59 MM S =0 4AELICH

[profile test]
region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000
MM 2% sso-session

MM ZHo| £9| 0of: [sso-session my-sso]
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sso-session MM Ho| E2E

st MY 82| O|§2 XIHEELICH AWS IAM Identity Center. Single Sign-
gt LI 1AM Identity CenterE AF& 35104 AWS SDK &l =7 Q15 MME % _7F_3H§AI9_. Z2 O
7|-4f WS E sso-session MMoi| @dAELICt 097|A sso-session 2t 7 i

E2E A83to{ AWS At BHE IS EE%‘% Tdste Ol A
-On

-r>-|-

MM 0|2 sso-session = <name-of-sso-session-section> Z

1111122223333’ #|& 2| ‘SampleRole’ IAM 23&Hof| Cf

1CHS oM E ‘my-sso’2] EEES A& 35lo
SHEH7|AWS 2o 0IE 2 JtMe 202 FAHELICH “my-sso” sso-session MM sso-
oM o|E2 2 EHZEELIC

session 7|& AF&35t0q profile MM

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

0Il

1=

M

—

33: services

Jo

1=

M Zo| £9| of: [services dev]

(@ Note
O| services MM2 MH|AH A= ZQIE ALEX HO|E K|
TTFOME ALSE &= Q&LICH SDKAIM 0] 7|52 A8 E
ol= ZQIE ol CHEH AWS SDKs £7 X|PIS(B) A E5HAAIL.

services MM HO| ZE2 AWS MH|A QEO| CHE AFSAH XY AEXZQIEE E5t= AH O89S
O|E2 X|HEetLICt T2 7|-Zf WO Z services AMoj| AZ=EIL|Ct 047| M services 42

7|0|1 services MM O|E2 services = <name-of-services-section> Z& ZflL|Ct.

services MM <SERVICE> = &
Xt 7|<SERVICE>QILICE AWS MH|A
7|l

MserviceIdstod API ZE OIS b
7| 22 MU|AL S ZOIE Aludxie &
X

Mo 2 Of FEELICEH 097|ME AWS AH|A Al
E 33U UEE HITF D ZE EXE AZKE Of
ICt services MMM AFEE 2 E AH|A AEX}
=52 A, MH|A AR} 7| Foll= 22 1 R8 £0i S

F 2 S04MT[st0 SHE HHO0| O]o{ZEL]
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Al
o
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CH2 o0 M= services HolE AF&3H04 Amazon DynamoDB A{H|A0f| CHEH Q &of|pt AL E =
ZQIEE FMEELICE "local-dynamodb" services MM services 7|8 AF&35104 profile
MMM O|E 22 B A ELICEH AWS MH|A AlgEX} 7= lL|Ctdynamodb. Amazon DynamoDB A
HIA 39| M2 Z0iM AZHEILICIdynamodb = . E0{M7|E HIZ CHS £2 Y 5t AMol =
2l sig Ma[Ao| MEFLct

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

AEX XE AEZQIE Fdof CHEF AtM[EH LIS 2 MH|AE QIS X QIE ME HESHMAIR.
ot I mho| HA

Z 20t MMO| profile EHO{2 A|Z5HX| i =Lt ME M Q|5HH credentials IO HE|2 &
c . CHE = AtOlof =21t O|F Bt AFESHMIR. CHE oilAXl=
cr

= =
footD E2le HHE =20l MMO| Z&El credentials ItY S E0{EL|C}

[fool
..credential settings...

CtSot Zo| H|Y E= BlEe HER 7¢hF k= M™EP aws_access_key_id,
aws_secret_access_key, aws_session_tokenIt Z'2 credentials Ioj| K& E £ Q&L
Ct. Ol248t MH2 SR config Itoi &2 4‘- UXK[BE Ol2{Et RIZ St 2f2 HE 9| credentials

uteoi| 22t g HYELICH o[ ot Eeth B2 2 mol Er ol HetE MSE + U&L

Ct.

CI2 2 [default] Z2IYU0| Y= 7|2 credentials ItUS HoiF = o L|Ct Ol
aws_access_key_id, aws_secret_access_key & aws_session_token 228 M™E X|H
L|C}.

]

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI
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Linux 2 macOS ~/.aws/config
~/.aws/credentials

Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\.aws\credentials
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* (Windows Z3H&Z)USERPROFILE &3 ¥
 (Windows Z%#&) HOMEDRIVES} HOMEPATH &4 B4~ 90| 94Z4($HOMEDRIVE$HOMEPATH)
« (SDK EE 7 MBI AIEHYSDK E= E7H & B2 &0l 7|8 =
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tsdt 42, 29| AlZF 220l ALEAte| & CIRE2|(0:~username/)7t X|HE|0] o OX2
QLHEE AZX} 0|E Q| & CIREZI(0: /home/username/.aws/config)2 &M EL|CH
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SDKL} £77} ol HUE S 28]2

CHE 817 H4E Ol2{3t IH0| 9Ix| X OB 7IRL0IM ALK I glo 2 WHE 4 AUAL

- config I}t Bt H4~:AWS_CONFIG_FILE
« credentials I} &7 H4~:AWS_SHARED_CREDENTIALS_FILE

(V2]

Linux/macOS

Linux EE= macOSO|M CtE 2| LIE 7| BE Adstod CHA AXIE X|HE + A&LICH

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

Windows0ll M CH5 9| setx BHFE A& sto{ CHA| 2Ix|E XIEE + U&LICH

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

17 WA AL S AIAS TAISHE Yol CHE AHMIE LI 2 B

rII

=& A&3I04 AWS SDKs

O [l

[y -
7 S FEM EelstM .

p!

olgdet mdo| 7|2 2| #HE


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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« config I+ JVM A|AE] £4: aws.configFile

« credentials I}l 8t Bd4:qws.sharedCredentialsFile

JUM A|AE £ M8 MASHE B0l CHSH X|ZI2 the section called “JVM A|AE! &5 A4 A% 04| A
EOI5HM 2. Java SDK 1.x= 0|24t A|AE 48 X|&5HR| f&LCt.

B 4= AWS SDKs U 78 AFSE 1) 74 S4T K12 TS AIWsHE £ OHE wHS M3
SLICH #7 Has A3ES $8sL BHE ZE0US YA JIEZoR MEY I R8Y
4 &LICH CHR 2 0| SDKOIAM RISHE B M4 S22 517 v4 S8 MMS AT AR

- B4 HLE AB5to] MYE XYM 7 AWS config L credentials IFUO| = 2 o Q0 A
ECE 2 E ZLo| ™o ELIct

« AWS CLI HHEE0i|AM ZtZtO/EE ALE5t0 MHE X|HetH siY B E e E= g ool =2
ool 2 & gt2 RHQ| gLt

2 712 ALSRtof et &7 M4 B TAE 4 ol $¥S HoiFE ofUuich
Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2
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Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

C:\> setx AWS_REGION us-west-2

B2 WA B MHGHE O set B AFSSHH AL EIE 2Ho| MBElo] A BB Z/ZE MMO| 5
2 O}K| s WA CHE 3o 2 MHE MK SAIELCH B3 W4 S HHsts o setx B
AR SR HB ZELE AMD BT MY S YA DE WY ZELE MMolM ABElS

20| HZELICH HYS MFsts AIMol 00 A% 59/ CHE B Hojs Yy e FX| &Lt

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:
\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
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https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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ofZ2|7o|ME dst7| lsl JVME 2t S E6t= WHEN M2e + QiCtH,
JAVA_TOOL_OPTIONS &4 -8 ArSd BEE S 78 & U&LICH ol A2 Java HEHY
oA AWS Lambda & & a&st7HL, HHCIE JVMOM ZEE Ad™st= 32 S0 RSELIC

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

B7 WA E MEH ASElE 2Hol HZE/0 & MAMO| SRE K| £ HWAE O E Joz
MHE K| SXIEILICH Mo ABEH ASRIE0M HAS WS HT LT EF Mo
ME 9780z MBEITS & 4 gLt

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1
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System.setProperty("aws.region", "us-east-1");
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
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« AWS CloudShellE& At235t04 2&0{|A AWS CLI S AlgtsL|C}.

« AT ELR0o] 7 B2 {EF 22t E VI8 ¥ S7H2 Amazon CodeCatalystE 1 E{5HAAIL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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parameter2 value] [...]
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
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[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

MERN mEt0lE 2 F7F 220 EF M HE = GitHub2| IAM Roles Anywhere 29t 915 =20(E

SDK 743 M43 XH&| 2 Z2HA Hot 915 TTRHof CHE AHMIE LASS o] MTAMol Z2 A4 Hot

A3 AWS S80| Rl UEE 501 AWS SDKs H =7 215

g =lofl= AMA HEO| QI = U AWS ElLA0f AMASHT| @I5H Y7ol Al 2ok Hot 9
52 M83te 7ol ZEELICH o248t (Al 2ot 152 HMA 7| ID, 2ot HAMA 7| L Eot ES
o2 FELICH. AWS Security Token Service (AWS STS) APl &0l CHaH AFA|S| & ot 2 2{HAWS
Security Token Service API & Z 0| 218 & =ML,

HEE S U= SDK EE =7 & HYotoiH X s g §Y g grE7Lt Agsior L.
IAM 2382 Amazon E|AA O|S(ARN)HE 2 TR AMEELICH Hge Ot E QE|E|Q A 2HA|
£ TRYLICH AL E ASstE ARE = UE AEEIE AWS MH|A EE OHE AHEIY 5= A& L
CH AWS A1 IAM 2320l CHEF REAIEE LH 2 IAM AF8 dBMO| IAM & MM S FZSHAAIR

IAM 243t Algst % s e A
T TTE TN 4 el

3§ ¢ 31


https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
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credential_sourceZE Al2gL|Ct.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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o (MEH AR external_id

o (ME4 A8 mfa_serial

« (MEY AL role_session_name

S 6lE 37 config UMM & A =& S ZFo| IS HoiELICH

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output = json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role

role_session_name = my_session
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html

AWS SDKs % &=+ 5]

A
ro

FLHA
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o (ME4 AFE) duration_seconds

o (MEH AR role_session_name

OS2 E IDE M85 HE S +-UStE 7 config T 742 o ALICt

[profile web-identity]
role_arn=arn:aws:iam::123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
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[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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AEMIEH LI 2 E0of 015 mtel X8 & EFFHAAIL.

\

2. CISHAEE 3% credentials I F7FELICEH of|Al| ID 2t & of|Al| 7| 2t2 O|Tol CIR 2
melo| Zio 2 HIFEAA|IL.

St
L

[default]
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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Lict,
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
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TIP £2{3¢I2 A2 = AWS MH|A U= Rt SE TOE X|Hst=ot &H ALSE = UL
Ch & X ALE Al2|2= Amazon Q Business AHE A A 2| Configuring an Amazon Q Business
application using AWS IAM Ildentity Center& & 135l M| 2.
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(@ Note

Amazon Q Business& At&5t= 3%, AMH|ARE X|E2 Configuring an Amazon Q Business
application using AWS IAM Identity Center& & 15HM|2.
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1. AWS SDK for Java EE=& AF&35H0OF & LICH AWS SDK for JavaScript.
o

2. A8 B2l Mu|ATE MBI &= Q= ID MIHE X|#st=X| =elFfct
REMIEE LHE 2 AWS IAM Identity Center A& A 04| /= ‘IAM Identity Center2t S & Zl= AWS
2l ol E2/710|M E 2 IAM Identity Center& &35l &Z2E = U= ID ot 83t 42 &5t

M.

3. IAM Identity Center®t A28 = /= ID MINTIP)E & H3l5tMIR.

AWS IAM Identity Center AFE MBEMO| TIP Z+ =74 2l T2 At 2 R ZSHMIR.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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1. AIZIE 4 U 1D MI E2T010| QIARAE MAISHLICH

2. 9 4% 58 87| I3t MHIA BEI0QIE AAAS MMFT MY £ ol A7 5 ML B
211912 Z7tstod MHIA SEHOIHES AWS MEIA ALSXF &I 8Lt

TIP E2172912 CHe 22 IHH4 8 ALSELIC

- webTokenProvider: TZ40| 2|8 ID A2 UXMELE] OpenlD EZ22 7| {lal L&sts &4
L|CF.

- accessRoleArn: ID Z3 At BHE 7IX 27| 2IsH AFS XS] ID ZHRIAE S &7 E2{alol M
& 1AM 3& ARNQILICH.

 applicationArn: 22I0|2ME E= ofE 2|70l T AlHEA}t 2R LICt 0| 2t OAuth T
gto| LA E o Z 2|71 0] ARNRILICE,

« sso0idcClient: (M&H AIE) Java& SsolidcClient EE& JavaScript& client-sso-oidc@t
Z'2 SSO OIDC Z2I0|ME R, AF2AF7F Molst T T8t e 4 QlaLich MBER| oM
applicationRoleArn2 AI&3t= OIDC EEI0[HE T} QIABASHE| T AFSE LY,

- stsClient: (MEIALE) DZ40| HOft 42 A& 3= AWS STS 22I0|HEZ, AL X2l ID Z1E)
AER accessRoleArn2 £ lot= O AFSElLICH MSBEIX| to™HE AH8 3= AWS STS 2t
O|21EapplicationRoleArn7} QIAEASIE|T AL ELICH

- applicationRoleArn: (A& AlE) OIDC2t AWS STS 22I0|HEE BEEAERYE
AssumeRoleWithWebIdentity UJUTE E =Y IAM Q& ARNRILICH

ok

A
o

« MESHKR| &%= B, sso0idcClient & stsClient OH7HEd E CF K| B3aHofF &FLICH.

- ME3tE B2, applicationRoleArn accessRoleArn Of7HE0l SUSH IS AIEE £
A& LICH applicationRoleArn2 accessRole2 =5l 7| @I5H ALS & stsClientE T A45t
= ol A2ELCt applicationRole & 250 S U We S AIR5tE AR U2 AF23504
AHolg (XA 2 71E)3tE accessRoleR’ 2 o022 HEE|X| et&LICH AWS. RFA|EH

W82 S AZE BESAL.

sso0idcClient, stsClient, applicationRoleArn OH7HEd==0f CHEF 24 AFE

TIP 22128 € ], MSst= of7fH~of el ChEn 22 HE @ F A E nedstior gfLict

rIo
ok

« sso0idcClient 2 stsClientE X|Zste B2
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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« sso0idcClientoll M™El X794 ZSHL Identity CenterE 21 &3l T Identity Center 1€
MEXR AHEAEE 71X & UE oauth:CreateTokenWithIAM HEHE 2R 5HoF &FLIC}.

« stsClient0l M E A4 ZHL accessRole|A sts:AssumeRole E'—< sts:SetContext
TS J7FA{ofF EfLIC} EEBF accessRole stsClientdf Qe AHZH SHDO| AME| AT 74
afiof fLct,

 applicationRoleArn2 X335t 82

 applicationRole OIDC2t STS ZCtO0|YUEE Mdst= Ol AISEIEE, THRF 2|4aA

(1dC RQUAEIA accessRole)0f CHEH oauth:CreateTokenWithIAM, sts:AssumeRole,
gt

sts:SetContext M2 ER5HoF grLCt.
 applicationRole webTokeng MA3tE Ol AIRElE ﬂ%?Q et Az BAHE 7HX|T U
0{0F gFLCt. ol Ee{aelo| AssumeRoIeW|thWebIdent|ty M 3 &8 &3l applicationRole2

=218t [l webTokenO| AFR E|7| 2 IL|C}.

ApplicationRole T%32| 04:

o EE ISRl Az YA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html

AWS SDKs 2! £ EZE oM
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
15
"Resource": [
"accessRoleArn"
]
1,
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
]
}
]
}
TIPE AL 8t I = oA
otzH Mol A= AWS SDK for Java E=& AF&3I04 A= TIP E2{1 Q2 F3sts Y-S B0
L|CH AWS SDK for JavaScript.
Java
AWS SDK for Java ZEME M TIP E22{121E AIE35I2dH Z2ME pom.xml IHUQ| S&H 8o

2 MdsfoF gLict

<dependency>

<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

o software.amazon.awssdk.trustedidentitypropagationoil CH3l E4 17|

TIPE AH&8 3= o 47
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ELICH 5 oAl 25 Amazon S3E MH|AR AFEStD
ALE 3504 AP A HEHE 2helsHR|EH MEE &= AWS MH[A /U
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S3AccessGrantsPlugi

A4 Y MINTIP)E XIYstE 20| M8% £ &Lich

(® Note
Of of &0l M= S3 Access GrantsOf| Al AL XM HehE A5l oF B LICH AHAIEH LIS 2 S3

Access Grants EAME & 105HM 2.

244 1: 0IDC % STS E2t0o|HE e U ME

Sso0idcClient oidcClient = SsoOidcClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()

.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin

TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()

.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)

.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")

TIPE Ar8 8 ZE oA


https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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.bucket("bucketName")
.build());

=M 2: applicationRoleArn g &

M

QIS 2O EC}0|E MM ¢d7|

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

F7I M8 HE U AAE GitHubQ| trusted-identity-propagation-java® & Z3sHMIL.
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$ npm i eaws-sdk-extension/trusted-identity-propagation

%|Z package.jsonollE CtS 1t | AHSH
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£40[ g x(ofof Lt

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "/2.0.0"
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import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
.
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
1,
1,
1);

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};
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try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeylId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

=M 2: applicationRoleArn Mg & Z2{T9I10 20| ZEI0|HE M4 017]

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
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TrustedIdentityPropagationExtension.create({

webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';

I
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,

1,

1,
18

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

TIPE AH&8 3= o 52



AWS SDKs % &=+

A
ro

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {
console.error("Error accessing S3 data:", error);

ZI7F MR HE L AAE GitHub® trusted-identity-propagation-js& & Z3HAIL.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-gosdk.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJO0gQs8IZZaIv2BXIa2R401gk
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export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJOgQs8IZZaIv2BXIa2R401gk
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setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
setx

AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html
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login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

7Moo 2 B AHH 5H U MZ 18 EE2 Linux 2 macOS £ Windows2| ~/ . aws/login/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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credential_source Ec2InstanceMetadata
arn:aws:iam::123456789012:role/my-role-name
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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[profile A]
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role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

AM oMM A Z2ET U2 SDKLE T 77t HIZAEI B T2 UO| Xt BH2 ASS 2 T35t

£ X|AIEfLICt ol Z2 B =21 U2 IAM Roles AnywhereE AFE 5104 AWS

MHMSste A4 38 =<0/ =7 AFE35H0{ AWS SDKO| 28t Xt SHE2 7S LICt. ol
Bt LAl 2ot QIF 2 FE0| M AWS E|AA0| HMASHZ| 25 AP%E'I—IEP I’éEl dgholl= HHE
AWS MH|AEE= API HIMESRN Z40| QHEI FEE AFE

QiZE|0{ Qlofof BfLICH Z2 MU AV} = st=E ZE HYols dE HI*" OI% | CloudTrail 21
of 7|8 &L|Ct.

oigt Xold el & Hmi 0o 2, Amazon Elastic Compute Cloud 2IAE A A OfZE|F|0|MHE A
|

=
ot 1 1 oHZE[7[0|4M0| CHE HE S +USIES steds B2, Ohe 7d2 AI8E =+ U&L

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession
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[profile dev]

sso_session = my-sso
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sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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Mo = SDK7I AWS Xt BBE QEE = ULE proflle MMM sso_account_id L&

sso_role_name AHE3HoF & LICt sso-session MM L0 sso_start_url, & sso_regionS

oF
I
H}

|_

M™5HoF sso_registration_scopes g LICH.

sso_account_id % sso_role_name SSO EZ #+89o| ZE AlLIZ|20 E+XMO|X|= L&L
Ct. o Z2|AH 0| MM ER AL QB2 K[Hst= AWS MH|A BF AL st E<2 7I& AWS A4 3HO|
L3X| &Lt _'?'_WXF QIE2 HRXl EZ0|Ets Eot EEE A5 HTTP 215 x1|74| IL| }
O| AlL}2|20|ME sso_account_id & sso_role_name E 47} ofLICH MH|ATF EQAE
Tt 20{E X=X &QI5tE{™ 7' AWS MH|A 7HO|EE R EFAIL.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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S8 HRI= sso-sessionl| R E FHELICLH HR|= oOHEE|FH 0[] AL R A HMAE Mt
St= OAuth 2.02| HIZALIE ILICH o] oMo M= HH ot e S LIPSt = ol 2RE HMAE NS
57| 98l sso_registration_scopesE MHEELICEH

CIS oKE S Y8 sso-session 7S 048] T2 0l YUoM RHAFE 5l WS EoiFLICH

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

oI5 EE2 MM ol Hto 2 3t= It 0|52 AI235t04 ~/.aws/sso/cache C|EE{Z| of2H 2]
A30]| FHA|EL] P

Mz 13 =+ gle BlHA 74

MZ DE 4 gls 7|Z THS A8sHE A5 £E2 M2 18 X|MEX| S&LICH A SSO E2 B
oA TAE(B)AESHE 2ol EBLICH
MZ 18 4 gl 71E 7A8 ASstH T2l M Chs A4RS xI&sHot Lic

* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

sso_start_url 2 sso_region dHE AIE30{ T2 US| AL AL ZRHE X[HELICH.

sso_account_id ! sso_role_name Ao Z HEHE K|&ErLICE.

m

CHS X0 M= config mtof|l R Ul 7HX| 2t 2 MY ELICH
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[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

& EZ2 sso_start_urlo 7|gtst o} O|& &€ 7%l ~/.aws/sso/cache C|EE{Z| of2Ho] C|
30i FHAIE L|CF.

IAM Identity Center 20t 215 S Z A M
Ct22 AL838lod 0] 7|58 TASHAAIR.

sso_start_url - 37 AWS config I} A%

o

Z %|9| |AM Identity Center 2 Z A} URL =& HMA £ URLE 72|17 URLYLICEH REA[EH LY
2 AWS IAM Identity Center At& ABEA | AWS HAM[A ZE AE S FEFHAM L.

O| 2t2 #2c4H |IAM Identity Center 2£ & W1 CHAIEEE & QI8 S AWS AAM|A

f AWS CLIZ & LCh.
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sso_region - 27 AWS config I} M X
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IAM Identity Center 28 ZAE & |AM Identity CenterE & 443} 5}7| Toi| MEHS 2| 0] AWS E
M EEE . ol 7|12 AWS 21Xt S2M0|H CHE + JU&Lct

AWS 2™ U siE I Eo| MA SE29| 2|H 2
o

CIZQIEE EX5HMHILAmazon Web Services &
24™ |IAM Identity Center 2£&

LI CHAEEE &Qlgh OhF 2lHE ded

sso_account_id - 3 AWS config It A%

2152 2l AWS Organizations MH|AE &3l F7HE2| ==Xt ID AWS H"H &LCt.

ME 7tsEt AE S5 EoiH IAM Identlty Center 2 Z 0|535t04 AWS 7|"H H|O|X|E 044l A
2. AWS IAM Identity Center Z& API & X 9| ListAccounts APl HIMEE AF&35+04 AFE 718 A
HE52 8 £ Y&LICE oE £0{ AWS CLI, HIAE list-accountsE& EEE& 4 U&LICEH
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
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sso_role_name - &7 AWS config I} A H

AL2xto| %|F HetE Holsts IAM HE =2 EEHIHLC-,'E' e 2leh ol o|E LICH A 20 M
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2 A8 7ts8 HEt ME S5 2 E2{™ IAM Identity Center 2 2 AWS H/H 0[S 35t0{ AWS H|
M Ho|X|& LIct AWS A E|o|E0f LIPE SHIE HEt ME 0|§ 8 ME{ELICE AWS IAM
|dentity Center Z%& API & X 2| ListAccountsRoles APl HIMEE AIE3510{ ALS 7F—°F et &
SEg £ =& QY&LICH o|& E0{ AWS CLI, HIME list-account-rolesE £ && 4 Q&LICH

sso_registration_scopes - 3% AWS config I} A%

sso—sessionoﬂ CHall 152 a2 2 FEE R Hel Xt SELICE ofE 2|7 0|2 5t
L} Ol o] HY|E QLEE £ U2MH OHEE|91|0| of 4Zle AHA EZ2 Fo{E HZ AMeHE
LICt. IAM Identlty Center MH|A0M M2 TE EES CHA 24™M sso:account:access?|

2o
Z|A HRAE Fois{oF FLICE AE 7H5E AMA Hel S48 =52 AWS IAM Identity Center AHS
HEBMO| MM A HRE HESAL.

Ol21#t E9i= S5 OIDC S210IRiE0l el 213 L7| 918 2
L=2a¥ N
=
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Ao|gtLICH ¥ IE IAM Identity Center 2R A E& 215 2

dE2 Mz 13 £ gls tlAHA 7ol MEEIX| ef&LICH BIHA FFEE M85t =&
= [e)

| sso:account:access(Q)Z A|SHELICEH
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AWS SDKs =3 K|

ClS SDKE O]l FAMH MHGHE 7|5 L MHEHE X|HELICH ZE L& o7} 7|5 ELICH 2E
JVM A|AE &A1 MR AWS SDK for Java 2/ AWS SDK for Kotlin 0| B x| ElL|C}.

F CC
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AWS CLI v2 o]
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https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/

AWS SDKs & =7 & oM
SDK X EDEEFIIEE
SDK for C++ o
SDK for Go V2 (1.x) od
SDK for Go 1.x (V1) 0 3% config It MHS AFE5tE{M 78 M ZEEE
740k ELICH MM E EESHAAIR.
SDK for Java 2.x of 74 2t credentials THUMMET X|HELICH
SDK for Java 1.x o}
L
=
SDK for JavaScript 3.x of
SDK for JavaScript 2.x of
SDK for Kotlin of
NET 4.x& SDK o
SDK for .NET 3.x o
SDK for PHP 3.x o
SDK for Python (Boto3) o
SDK for Ruby 3.x o
SDK for Rust F Mz 1E £ ol BlHAl Folg s
=
SDK for Swift of
PowerShell V5& T3 o
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs & =7 & oM
SDK X o EEFIAHE
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=
PowerShell V4& T o
IMDS 20t 215 NS At
® Note
A7 m|o|x|2e] gi|o|otRE olsst Lt Tt 0| Lt 2= Support AWS SDKsO| 2tLf A of A7
O[x|2| o|5H.
QIARIA HEFH|OIE MHIA(MDS)E A% B0l QIABAE T4 =& Halste ol A 4+ 2l ¢
AEA 2 O|O|EE AMBELICH A 7S 8t CIO|E{od| CHEF REAMIBH LHE =2 Amazon EC2 A M
Mol QIAEA HEIHO|EE AMEE 22 R T SHM L. Amazon EC2= QAR A CHEH CHYFe HE
ERIZY + s 2L A=TOIEE XMBELIC QARA0] 2E 0| IHE B T g0l R
Hot 2B MEE XM3E = U&LICH SDKeE Y AEZQIEE ALE5tod 7|2 EoF 915 SZ A A
Clo| Y2 Hot QIFS EOI8 4 QaLICH MM E2 AL sHe BCt OFFBH IMDS HHEQI QIAH
A MEH OB MH|A A 2(IMDSV2)7t 7|22 2 ASELICH RHAIZE £ Qs ZHHTTP 27 2
E 4083, 404, 405)2 2 Ql5l| 0| 7|2 0| Aue Z< IMDSv10| CHA| =EHS 2 ALEE LICtH

CIZE AIE35l04 0] 7| FHEHAAIL.
AWS_EC2_METADATA_DISABLED - &7 i
Hot 915 &S0 Amazon EC2 QIAEIA MEIH|O|E{ MH|A (IMDS)AFE AlE 0%

7|22k false.

+ true- 22 Q15 U= Ol IMDSE AHE6HX| et &LILCH.

S

+ false- 20 Q15 S Hi= Ol IMDSE AEELICH

IMDS 32 At 95


https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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ec2_metadata_vl_disabled - 37 AWS config I} A%,
AWS_EC2_METADATA_V1_DISABLED - &7 24, aws.disableEc2MetadataVl - JVM A|AE] &
A: Java/Kotlin2H SiE

iy

IMDSv27} Alzf g 4 IMDSv1(Instance Metadata Service Version 1) ZWO 2 AIE

ok
Ral
A
I

® Note
M SDKE IMDSv1E K|H5HX| gtz 2 o] MHE K|HSHK| et&LICH AFMIEH LHE 2 E O]
2 AWS SDKs =7 X|E #HZF AN L2.

N
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« true-IMDSv12 Etio 2 AF25}K| &f&LCt.
« false-IMDSv1E EHio = ALEEFLICT

ec2_metadata_service_endpoint - 27 AWS config It A,
AWS_EC2_METADATA_SERVICE_ENDPOINT - &4 ¥4~ aws.ec2MetadataServiceEndpoint -
JVM A|AE £ 4: Java/Kotlin2F SHE

IMDS @IEZQIE. O] 4t AWS SDKs. Amazon EC2

7|87k ec2_metadata_service_endpoint_mode® IPv40| Zo@M 7|2 A=ZQEE
http://169.254.169.254LIC} ec2_metadata_service_endpoint_mode® IPv60| Z
OHJ|IB AEXRIEE http://[fdO0:ec2: :254] &ILILC}.

b &3 URL.
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rob

'IQI'
ec2_metadata_service_endpoint_mode - 37 AWS config I}
2 M7, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - 7% g,
aws.ec2MetadataServiceEndpointMode - JVM A|AE] £ 4 Java/KotlinBF ST

IMDSe| Il ZQ0lE B E.
7122k IPV4.

S &S ZE IPv4, IPV6.
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® Note
MDS £1¢t 918 HBHe 124 B 827 Alelol olslel YR RULILt. A2 IMDS HHE
MBRHE od7l0f s Yedol MBAHE 77! Fofgh Zolglict matd Z2IolM ol B
Atol Hot 915 ALSHEIH TAOIM CHE S5 2ot 915 ZZNE MAHSHHL OE =
hlg AL SHoF BLICH = 2Ot Q15 KB A AMQloil OlZ 504 ofEH MK R Eot
QlEg HHEtel= x| RSO R ZAMsHs CHAl IMDS 2ot 915 MEXtel A8 A= 2 x[Est
MAI2. MHIA SEHOIHEE MAE 1) 20t 915 AAE XM XIBY £ aLch

IMDS E ¢t 91&5 H ot

7|I2Mo 2 AWS SDK7t REdt At SHoE L EE|X| =2
E1A MIEHH| OB MH|A(IMDS)E AF8 3504 AWS 248 9| X} 24
AWS_EC2_METADATA_DISABLEDEHE HH+E trueZ MMt
O|& &3l Amazon EC2 QIAEA MEIH|O|E MH|AE 7HE AE[E = gis HESITHM E2HRF

HE®Z €SS EXletn EotS eI
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® Note
AWS R53H A4 sHo = L MHEISDK E2I0|HE = 0|8 A&of 274|810| IMDSE AlS
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otod XtH &ZE HAMst x| &LCH

Amazon EC2 IMDS £ ot 915 H|&H M35t
O| B3 B4 E MMSE WHS A8 2 2P HAet HE LIS KISXoz X &t x| o{&fof fat
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Linux & macOS

ol &td HeE AT + USLICH

ol

Linux == macOSE AIEsle T2 OIS HES A8

$ export AWS_EC2_METADATA_DISABLED=true

0924 4l M|41 2 A|AE RHAIZF Al O] MM S RK|5tE{H Qo] B .bash_profile,
.zsh_profile, %8 profile So| & T2ut utof F7IE = U&LICH
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Windows

Windows& At&stE 12 Chs HEE AEdl 0| & 8 H & dEE + &L

Ol TS oz 4 MM U AIAT RHAIBHOl A RISEIH 5124 O TBS THAI ASE 4 UL
=

$ setx AWS_EC2_METADATA_DISABLED=true

(® Note
O| setx BWH2 T & MMoll 2t 2 MB5IX| A2 2 HE LIS S XMBsitiH S CHAl 2
E 5t 7Lt CEA| @oqof B LCH.

AWS SDKs =7 K|

CIS SDKE O] FAMM MG E 7|s L MHEE K[HELICH 2E 2E o7t ZISELICH 2E
JVM A|AE] &M ME2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A+ X|E]L|C}.

SDK X #noe FHE
=
=
AWS CLI v2 o
SDK for C++ od|
SDK for Go V2 (1.x) o
SDK for Go 1.x (V1) ol 3% config It *E“S'% ArE3tEiH 78 Il EEE
740k & LICH MME FESIMAIR.
SDK for Java 2.x of
SDK for Java 1.x H  JUM AIAE] £M: aws.disableEc2MetadataVl CHA
&= com.amazonaws.sdk.disableEc2MetadataVl =
X AM235tH, aws.ec2MetadataServiceEndpoint 2t

IMDS &

11u

At 98


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

NET 4.x& SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust
SDK for Swift
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PowerShell V4 =+
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aws.ec2MetadataServiceEndpointMode £ X|HEIX|
ct&Lct

[Amazon.Util.EC2InstanceMetadata]::E
C2MetadataVlDisabled = $true & AI235t0{ =0
M IMDSv1 EHHE HA|Z o Z H|& M358 4= Q& LIC.

[Amazon.Util.EC2InstanceMetadata]::E
C2MetadataVlDisabled = $true E AE3lo{ =0
M IMDSv1 E82 BA|Mo 2 H|EM3IE += &LCh.
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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® Note

A Ho|X|e] &|o|otRE O|5HEHHLE CHZ0dl L 2= Support AWS SDKsO| 9FLHA{ O] A7 mj
O|X|2| O|5H.

SDK= ALEXRL X8 ALE AtEllo] XA 2ot 215 SS X AelE T E + Us S MSELICH o
=ZAHE AMEstH 2220|A X E B8 MEL0AM A 5B 7HM7LE, 220/ ID S2XE

ot SEstE S ALSXE X|E s MSE + U&LICH

0 € £04 IAM Roles Anywhere= credential_processE A&3504 OfZ 2|71 0| CHAIGHO] &

Al R+ BHE 7HX{ZLICE 0| 8 £ 2 credential_processE T45t2{% IAM Roles Anywhere &

AL275t0{ AWS SDKs 2 7 Q15 2(8) M EsHAAIR.

Ko wug MHE Hoz AWSQIRoM AZE

= g 7|gtoz Wests B2 o
A2l Hot B ALRilE &
9l olp{E HEE WD 7

7 S xT
StdErr{o{ Het0| Qi MEXI0H &2 + JULEE MEX} XIE RS
m]

CHSE AF8st0{ 0| 715 & FdstdlAl2.

credential_process - 3% AWS config It A

AMEE Hot Q5 S ddstHLE HM5| IoH SDK EE= =77 d3ste 2F BH S xIEE
Ch MM SDK7 2t 3£ T2 132/HZ0| 0|2 X|HEILICH SDKE Z2ZMAE 2 55
g ZZMATEstdoutoll JSON HIOIEE £ WX Z|CHEILICH AR X|H 3= §H 8
Aoz YHE Btetsol ELICt ol SEol= SDK £& =77 AASXHE 2Este ol AHSE £ Q
£ EoF elEo| ZEELICH
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® Note
LIE2MA EQHRIE SZAts AH 5 SR Mle| olsHel Y& |ct JeL T2 A
Hot 91E S22 Xt= O] Al2|=of| &8 CHE o] SZRHE HE! Fo|gh &l L|ch WekM
EOMo|M Ol SSXte| EoF Q15 S AE6teiH T HM CHE &8t 2o 215 3ZXE A
et 7HLE CHE Z 20U S ALSsHoF BLCH EE= Eot Q15 S X Melof| o|ESto RE
HOt QB et SSAE NS E AMstE Tidl ZEof ZEMA Eot 01F 3ZRH2
AEE XIHstMAI2. MH|A SE0|MEE e M 2o 18 ~AE XY X|He = U&
Lict.
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MY 22 SDK & 7Y =77 ALSAHE CHAlsto] M3ste Z2aRol H2
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X

I

A22 It O|E 2 A~Z, a~z, 0~9, 3t0|E(-), ZE( ), OFEE(.), £eHAl(Y), & Al(\) L S S9|
A

- 2 E= 0t o|Fof 30| U™ A Bzt utd 0|F 2 E WIS E(""=E |F&LICHL

- IiZ}0[EH 0|.=.0| L} mt2tOlE] Zholl SHo| o™ siE QAE 2 S E("")E |&LICH TIA| m o

« BXY otof| B4 - E L ESHKR| OFAM A2, 0| & £0{ $HOME EE= SUSERPROFILE%S L &E £
d&Lct,

« & EMHE ~ZE X|HEX| OMAIL. * A B2 & 7|2 1t 0|E & K|&™SHoF §L|ct 7|2 ol 0]
E0| UE B2, AAEHS2 PATHEI A 22 X|HE Z0 LHMH Z2332 3top{n A|EZ§hLct.
A2 2 ®|Aof et cHE L.

Ct2 M= Linux/macOSe| 3% config IFU 0| A credential_process& MHE3st= W2 H0iE
L|Ct.

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

CHZ oAl Windows 2| &7 config IF0i M credential_processE M3 ste WS Eo{ELICt

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
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region = us-east-1
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"Version": 1,
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}
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
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s3_disable_express_session_auth - 28 AWS config T} M X
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - &4 ¥ aws.disableS3ExpressAuth - JVM

AAE £ 4 Java/KotlinBH S
S3 Express One Zone MM 215 & H|E 3t X| 0{F & Mo{ELICH trueZE 4HsH, SDK= Al
M Q15 Al S3 Express One Zone HZ!0f| CHEH E & Sigv4 Q15 AFSEFLCH.
71822k false
SE &2k
* true - S3 Express One Zone MM Q15 & H|&AMst&hL|Ct
« false - S3 Express One Zone A4 Q152 &3t 8hL|Ct
config It oiA O] 2t2 MdAXst= of:
[default]
s3_disable_express_session_auth=true
HH S & 24E ¢ M- Linux/macOS oAl:
export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
HHAES S5l &4 HLE M= Windows o|A:
setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/

N
2

AWS SDKs % &=+ A7 LM

i

SDK x| HHnEs FINHE
S,’—I__I
=

SDK for Rust ]

SDK for Swift of

PowerShell V52 T ol

PowerShell V48 T3 of|

215 A

@ Note

M mo|x|e| gi|ojotz & olsHet Lt CHE 0l Lk = Support AWS SDKsO| eFLfA{ S| M7 mj|
O|%|2| ofsH.

AWS MHIAE AWS MEH HZA 4(Sigv4) L AWS M A 4a(Sigv4a)et Z2 og] 215 AAE x|
H, 7HE Flofd S8
|

gfLict 712 Mo 2 SDKe MH|A 2= HO|E
MSate AMHAE SUELICH J2iL §8 27 Aol & 2[MstE

Y 7 9E = A&LICH

Sigv41t & 2|, Sigv4aZ MEE 28 0424 AWS ZIT0|MH S EELICH SigvdaE AZ2A 2 23
MEE X|Hstod 718 €S ZStELIC 0| Sl § 210 Zoli7 YlstHEt T Y 2|2 &t

JEXY
I.

0l

A Aol CHE REMIEH LHE 2 IAM AFE MM Q| API £ 2 ZAWS Signature Version 404 A
StM 2.

ok

i
e

CHSE AF85t0{ 0| 7|5 FdstdlAl2.

o
0l

15 |7 122

r


https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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auth_scheme_preference - 37 AWS config I} A% AWS_AUTH_SCHEME_PREFERENCE -
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« sigv4 - Signature Version 4(7H% 2 M5, B

c
* sigvéa - Signature Version 4a(7t&d 2%, 224 2™ K|, SigV4ECt ME &s50| H =3])

- httpBearerAuth - HTTP H|0{2{ EZ 21&
AZ O|F Alo[o| S 3 &Y EXt= FAIFELICEH
config TI0i A O] gf2 M™5t0q Sigv4ag KM= E F+M35t= ol

[default]
auth_scheme_preference=sigv4a,sigv4

sigv4a_signing_region_set - 3 & AWS config It A4,
AWS_SIGV4A_SIGNING_REGION_SET - &4
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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238tL|Ct AWS MH|A. o2 S04 o Z 2|7 0|0l A Amazon EC201 M| ASHOF 5= B ofEZ 2|7
0|A2 Amazon EC2 22I0|¢1E ZHA|E AAd5t0d ST MH|AQF CIE{H 0| ASHL|C}.

CoiM Zeto|AEo] CHaH 2[70] BAIMo 2 X|HEIX| §f2 B2, EEI0|YUE = O region HH
Sall XIHE 2T 7|2d 22 ALSELICH ot x|2F 7HE 20| E 2ol CHall Z2to|UEC| &
21 BAMe 2 MHEE = J&LICH olgfet WAl =2 2|TE MHsiH §He Hu|A Zetol
of CHet T MHof| R MeFLICH A 212 sHE Z2to|UEE QAR ASISHE S SDK| et
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region - 3 AWS config I} A% AWS_REGION - &7 B4+ aws.region - JVM A|AE] £4:
Java/Kotlin2t 3%

AWS 2H0| ALY 7[8 AWS 2| 2t XIEELICE o] 2[d2 MEE &7 X[Fn &H MBS &
x| of2 SDK MH|A o At E Lt

7|22k 915, 0| Z2t2 BAIMo=Z K|l of &LCt.

k-4 %

« AWS it ZZO| AWS MH|A QIEZQIEof LIPFE CHE MEHSE MH| AWM AIEE = U= 2
E 2™ 3E. o€ S0, us-east-1 U2 A=ZQEE AWS 2™ 0|2 S8 (HX|LIo} ER)2
=psi-sin }
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs % &=+

—$— —_ =T | — = | = =
EME KIS22 FtstE 7|~on,||:+_ 0| MFAIE MX EXHL0|HLE 2 Oi7i#H 40| C|o|E|E =
gtote X 2t & &Lt

of %

CHS S AF85t0{ 0| 7|S& FdstdlAl2.

disable_host_prefix_injection- &% AWS config It MY,
AWS_DISABLE_HOST_PREFIX_INJECTION - 7 #44 aws.disableHostPrefixInjection -
JVM A|AEL & Java/KotlinH 3lE

0| M2 SDKLI =77} SDKCS| 22I0|HE HA|L} B0 HO|EI CHE SAE MFALE ol =
7t5t0{ AEXQIE SAE O|EE +HEX| 08 E X|o{ErL|C}.

7|22t false

582t

« true- SAE HFA QS HIEMSIELICH SDKE AIEXZQIE SAE 0| S £+H™6IX| &t

config ItU0{A O] ZtE AHstE of:

[default]
disable_host_prefix_injection = true

HH g S 4 Hay MOl Linux/macOS oi[A:
export AWS_DISABLE_HOST_PREFIX_INJECTION=true

HHES Sl &4 He-E Jd™HstE Windows of|Al:
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At

il
B

OFLH M

setx AWS_DISABLE_HOST_PREFIX_INJECTION true

. @/23: SDKO| Z2t0|HE 2| E= T= 0| w0l MHE F7} 4Lt
- ECI0|ME A=EZQIE: ZEI0|HEQ| mp A= ZRIEQIL|CE
- MH gzt ol d™o| siAE gt Lt
- ANt A= ZQIE: SDK 22I0IUETHAPI 21 S £0i| A S5t ZAut AEZQIEQLICE
FALAE HFA 2= ZClo|E A ME U A A=xZQIE
ZOIE
"data." {} ‘https://service.u  false ‘https://data.serv
s-west-2. ice.us-we
amazonaws.com’ st-2.amaz
onaws.com’
"{Bucket}- Bucket: "amzn- ‘https://service.u  false ‘https://amzn-
{Accountld}." s3-demo-buck s-west-2. s3-demo-bucke
et1", Accountld amazonaws.com’ t1-123456
:"123456789012" 789012.se
rvice.us-
west-2.am
azonaws.com’
"data." {} ‘https://override. true ‘https://override.
us-west-2 us-west-2
.amazonaw .amazonaw
s.com’ (as s.com’
an override
endpoint)
SAE MFAAY 149



AWS SDKs % &=+ 5]

AWS SDKs = K|

A
ro

FLHA

CIS SDKE O] FAM MHS = 7|s L MHEE K[HELICH 2E 2E ofQ7F Z|ISELICH 2E
JUM AlAE &M MBS AWS SDK for Java 2! AWS SDK for Kotlin 0| A2+ X[ ElL|C}.

SDK X #oesE FIHHE
=
AWS CLI v2 o
SDK for C++ of MHEE X|HE|X| & X|BF enableHostPrefixIn
Ll jection E AE3t0{ 2EI0|UES| I E0M HE = US
 uct.
SDK for Go V2 (1.x) of OIESI0{E AlE5tod HIEMHetE £ A&LICH
L
Ao
SDK for Go 1.x (V1) ot
L
Ao
SDK for Java 2.x of MHEE X|{E|X| 8 X|TF SdkAdvancedClientO
L ption.DISABLE_HOST_PREFIX_INJECTION E N85t
2 0{ Z2I0|HES T =AM A8 £ Q&L C}.
SDK for Java 1.x of MAe X|2E|X| et X|8F withDisableHostPre
LI fixInjection & At83t0{ 22I0|MEQ I =M FAE
e F A&Lch
SDK for JavaScript 3.x of MH2 X|HEIX| & K| disableHostPrefix & AL&3t0d
L| Z2}0o|¢EQ F oM FAE £ l&LICt
Ao
SDK for JavaScript 2.x of AMA2 X|HEIX| & X hostPrefixEnabled & ALE3}0d
LI Z2e2to|MES| = ollM TEE = A&LIch
(@]

SAE MA AL =


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html

AWS SDKs & =3 X OHHAM

SDK X Honoee FIMHEHE
=

SDK for Kotlin of
L
Ao

NET 4.x2 SDK of MAEe X|HEIX| &4X|BF DisableHostPrefixI
LI njection B AFE35t0{ EEt0|HES I EAHM FHE = U
2 &Lk

SDK for .NET 3.x of MAE2 X|E|X| &t X|BF DisableHostPrefixI
LI njection & At83to{ 2Et0|HEL I =M FHE = Y
2 &Luct.

SDK for PHP 3.x of MM X|HEIX| &tX|Pt disable_host_prefi
LI x_injection & AI235t0 2EI0|MEQ| =0 A%
2 = UHLICH

SDK for Python (Boto3) 0 inject_host_prefix & Al&35t0{ 2Ct0|MEQ I =0

M T8 & sLic

SDK for Ruby 3.x of MH2 X|HE|X| fX|Et disable_host_prefi
LI x_injection & At83t0 2EI0|UES| =0 &
A -JFMQ L|Ct.
SDK for Rust o}
L
2
SDK for Swift of
L
2
PowerShell V5& T of MHE2 X|HEIX| &EX|BF -ClientConfig @{Disable
L| HostPrefixInjection = $true} oi7Hed =& ALS St

2 04 E™ cmdletol ZEAIZ £ d&LICE.

S AE MEAL AQ =


https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs & =7 EE LA
SDK X Bunfre F7HE
=
=
PowerShell V4& T of MM X|MHEIXK| &X|2 -ClientConfig @{Disable
L| HostPrefixInjection = $true} oi7Hed =& A& St
2 0 53 cmdletoll ZEAIZ = QUd&LICH
IMDS £2}0|1E
(® Note
M’H I o|X|2] ti[o|otRE Olall 5t 7Lt CtZ 0 Lt 2= Support AWS SDKsO| HLHA S A& o
O[X|2] o3t

SDKE MM X|& EE AH835t0{ QIATIA HEH|O|E] MH|A BT 2 (IMDSV2)Z20[HEE +
s48tL|Ct IMDSv20]| CHEr REMIEH LI 2 https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/
configuring-instance-metadata-service.htmlAmazon EC2 AF& MHEA 2| IMDSV2 AFE S HESHAI2.
IMDS £20[¢1E = SDK 2= HIO|A0M AA8E 4= = ZEI0IUE 7 HHME Sl FHE =+ 2
&LCt.

CIS € AF235l0{ 0] 7|5 FHSHAAI2.
retries - 22}0|HE T4 ZHKX| HEH

At ™ol oHEh FIF RHA| = 4=k

IMDS £20|21E 152


https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html

AWS SDKs % &=+

%

o
2

OHLHM

o2

token_ttl - 20| E T/ ZHA]| HIL
Of TTL.

7182k 21,600F (6 A7t ZICH & AlZH).

25 B

7|27k endpoint_mode®t IPv40| Z

Ct. endpoint_mode®t IPV6O| Z2o™ 7|&

9”:'

CH 2 0] SDKO| of3h XIBIEl= SMS Cha T ZaLITH RIMIE LIS

endpoint_mode- 220|ME F4 ZHx| HH
IMDS2| A EXZQIE BE.
7|22L: IPva

[ &L IPv4, IPVE

http_open_timeout- EZ0|HE T4 Z4*| B (O|E2 CIE =
dZo| L= mWR| ZIckEl= Algt (X).
718 1%,
Q&8 Zk: 02CH 2 =X

http_read_timeout- 2c}0|E 7 2| HIEH (O|E2 CHE =

ClolE| 3 stLtE oiE dl AEle AlZH (X).

M
=

\J

S

L&¢eZk:0ECt 2 =k}

£ http://169.254.169.2542]L]
ttp://[fd00:ec2::254] LIC}.

o EX]
OL- 710

$0
o

%0
o

IMDS £20|21E
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AWS SDKs % &=+ <t

N
2

OHLHM

i

http_debug_output- Z2c}0|HE 74 24X HH (O|§2 CIE = UD)

MAIE & D20| Mo X 7|58 MSstod MEtE A x| 7|cke{of she AlZH (%), ol 718
Xl oz Mg AFol ot

7|22k sSDKoj| [tz chE Lt

e 53t 7+ SDKO| [t} CELCH =&} ZHo| 7L AP R X|& 8t XX S 20| 2 £ 9)aL|o}

AWS SDKs &=+ X|H

L__I'% SDK& OI —7|<—X‘”O‘”A‘I g%‘%l'f 7|% E_J &:'!78'% Xl-c.’—l_.IEFL_ltl. oE OEI_I?I_ 04|2|7|_ 7|§|E=!L—||:I' o=
JUM AIAE] 244 52 AWS SDK for Java 2! AWS SDK for Kotlin Ofl A{BF X| S/ EIL]C}.

SDK X fnEs FIHE
AWS CLI v2 of
SDK for C++ of
L
A%
SDK for Go V2 (1.x) o
SDK for Go 1.x (V1) ]
SDK for Java 2.x o
SDK for Java 1.x of
SDK for JavaScript 3.x ]

IMDS £20|HE =


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs & =7 & oM
SDK X HunEEFRIHE
SDK for JavaScript 2.x od
SDK for Kotlin ot
L
(=]
NET 4.x8 SDK of
SDK for .NET 3.x of
SDK for PHP 3.x o
SDK for Python (Boto3) of
SDK for Ruby 3.x o
SDK for Rust of
SDK for Swift of
PowerShell V5& = of
PowerShell V48 =3 o
A S=E
(® Note
MM Ho|x|2] Bilo|otR 2 O|5H3tHLE CHS0d|l Lt2= Support AWS SDKsO| 2HLHA{S| A7 |
O|%x|2| of3H.
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs % &=+ & LM

retry_mode - 37 AWS config It A%, AWS_RETRY_MODE - &7 ¥~ aws.retryMode -
JVM AJAR &4 Java/Kotlin2t 3

SDK E= YA =72 A S X|-HE L

7|2 2k: o] 2t SDKof| [zt EetELICH SDKe| 7|# retry_mode #f2 SDKE SHLHME =215t
7Lt SDKe| ZE HIO|AE &M 2.

at:

« standard - (H%¥) AWS SDKs. 0| EE= A= i 0| &l & 27 HEgS T&sH, 7t
it et E O3S | fIsH AR H+E IS 2 ZEELICHL Ol EE=
Z2|7i0| Mol A At 8t 7]of| FBLICH HAIZSZ max_attemptsQE FAE|0] JUX| for
Ol 2E9| 7|2 2|0H Al X 33|LCt

« adaptive - E& ZE9| 7|50 {5 EctO|ME & XIS Bi0|E ZI0I-TIHK|
ZEE, S AAE Atolgh e e[ O]l A= EE= ofZE[7|0|M E1|
2letX| et = &, HE| HHE o E2|7| 0| Mol = HEEIX| et&LICt RbAlE
2 adaptive MMA|E 2E 5 MEAZ HASMR. 0| 2EZE= AEHMO|H, EF

— L =2 B[
A&LICH.

ol
rot

o
T

— standard
=Sxt0| HHAE &

« legacy - (HIHE) Ar&Xt2| SDKOJEF M8 &|= MHEo =, 81T SDK LA EE= SDKe| ZE
HIO|AE &rolsHofF g LICH.

max_attempts - 37 AWS config It A7, AWS_MAX_ATTEMPTS - 23 =
aws.maxAttempts - JVM A|AE! &4: Java/KotlinZF 3HE

2o CHe z[ch Al H+& KIEE Lo

Z|2%f: o] 2tol XIHEIX| et 2 AR 7|84t 2 retry_mode A% gfodl et EEr&ILICH
o =

o
« retry_modeO| legacy Q! ZR— AL2X} SDK 1R 9| 7|22 ABELICHAFE A 17 SDK

MYAM E= max_attempts 7|2 SDKO| ZEH|O|AE & QISHAAIR)
« retry_modeO| standard®! B — M| | A& L|Ct
« retry_modeO| adaptive®l B2 — M| | A& L|Ct
SE8 2L 02 2 <AL
standard 2! adaptive AHA|= 2= & MHEY
£49935| adaptive?t  MEtstCtm = AISHR| &t = 0|4, standard MAIZ ZEE AMSE A2 HE
grLct.
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AWS SDKs & &3 A% OHLIA

® Note
adaptive ZEO|M= HAE MHH|AT QEE Mt =+ U= Helof el FEI0|HUEE 2
etCt JPEELICt ol A ot x| eto, SUet FEt0|AUEE o] 2|la20l AHE Y

—, =
S BlAA0M LM AR S 0| B Qi Bl4A0| RATIX| XINAIZ 4+ UsLIC

= O - —

|>

I M=2354
AL T 10 O
OHZ 2|710[M ALE AtE: T OZ 2|70 AtE AtE:
1. |24 Alzhol| BIZHSHR| @E&LICt
2. 2Et0|HE T} Bt A AT M| ASHH
Lt, UM ASHE MH|A E|AAEE Z2H0|
EE HEMoz E35t= 252 M3EL
Ct.
ST 40| SDKI} RHA|Z6HX| St =8 AHE  SH 4&0i| A SDKIt RHA|ZHX| et =5 AFHE
7|18 KIELIC. 7|18 K|E LI
HAl RIEARE X ez & At ELCH X4 AlZHO| 7t 7S Seb = oAl A
ot QE 8 243557 {d X W= |
& AlZHE AFSELIC.
N Hm @3 Aoz X|Qdg ME5HK| &f1, Z7| 2™ Mo AREJSAHLE X|QI2 N
MAIZ B X|QdE M EEfLICt g8 = JUauct
adaptive ZEE AI83I7[2 MEAE A2, ofE2|7AH0|M2 AR EZ 0| Yle = U= Zh 2|l4aA
HE ZE2I0|MEE F Ml of &Lt 0| B2 ElaAdes 2 EI_/.\_A% MZtsteE JECHH MESHAH =
HELICHAWS MH|A = Q™S MEtste ol AH8 st F7H AHHE 7HE AWS MH|A = &Lt

2

=
12
=

jul
ru
o

mr >

Amazon DynamoDB AMH|AE o2 S0{ EZi&LCt. DynamoDB._ AWS EZ|
2 A83lo ™S ANEtHELICt ol Z =AM HMASHE Elo|E & st

Ch o B0l

Az EZE =+ Ucte XULICH ZE0M ZE E|o|S0ll SUEt ZCI0IHUEE AI8stn i1, 18 5
Lto| E0|Z0| 22 E T LM, MEHE MAIZ 2E= ZE 0[S0 CHet 2H S & E &7 Euict
FE = 2™t Elo|=e Z4 ZFOtCH stLt o 22t0|UEE AFS st 5 Aok B LICH adaptive

DEE ASE M o7|X| 2 X|H AlZho| Y dlstE B2 AHE 2 MH[20] CiE S AWS DA

7t0|EE & XSIML2.
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AWS SDKs % &=+ OHLHM

MAZ 2E T3 MF HE

o2

12 RAIZ & K| 0459} (adaptiveRAIE ZEQ| W) 2 F
. SDKE RAIE EE2 HAY 2™ £ EZ HA0l2l=

o

_|.
9'|_l

L
(i

AWS SDKsE EZ H{ZI2 AF25l01 2
£ dotLt w2 M&slof stk A-EE
1o EE HAIE A FLICH

« MAZ EE HA2 SE A| UAER W OIRAER MH|IAE E33517| 28 SDKIF RHAIZE LA
Mo 2 H|gdstalof st=X| 04F & A StE Ol AFSELICH MAIZE AZ57| Hol HAM E
22 EE5t1, 20| 8435tH EZ0| HAISZ dtetElLICt RHAIZE A& [ H{Z!0] Hlo{ U=
A SDK7I 238 A= sHR| ek&Lct

- QLE &L EZ HI2 adaptive AHA|Z ZE0MEH ASEIH, QS MEE ST & Z-st= Ol
EEEHLICH 22 EL7| Tof|l HAMH EE 2 7HXHM, AMH|A0AM Btetels AZER SHE
7|Hto 2 8Mo 2 A™E S of mat EZ0| Ao ghehELct.

CI2 2 standard ZE2t adaptive ZE 250 CH8t 12 oAl R = QIL|CH

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

CI2 2 OAIZEN| A= 74 240 CHet XEAMIEH LH L]|C},

GetSendToken:
O| &A= adaptive A R EO|MEE AASEILICEH O]l EFAHME 2E S EE HAWM EE2
JIMESLICH EES M8 = Qs R EES M8 = 2 W7HK| 7ICHLICH SDKoll= CHZ| CH
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https://en.wikipedia.org/wiki/Token_bucket

AWS SDKs % &=+ BZE LM

SendHTTPRequest:

Ol A ME @S 2 EHL|Ct AWS. AWS SDKs HTTP QA & [ ¢d8 E2 AIE235t04 7|ZE ¢
ZAE RAI2St= HTTP B0 IE ‘|E|E +9°*LIE+ °'HWOE SHO|AZEZ Q72 Qlal| Alujst A
20i= 0| RHALE | x| gt

RequestBookkeeping:

Retryable:
Ol FAMME CHEE 7|EIe2 8HE MAIRY & U= {FE ZAEELICHL

- HTTP &Ef 2E
« MH[A04AM BHEHEl

QF FEQLCH
- VHERFE, MHIAZRE HTTP

X| 28 SDKOM =418t RE @ F 2 ™HolEL|CH

to
mIE
T

UAIX 2F(HTTP AEf ZE= 400, 408, 500, 502, 503, 504)2F =& @ F(HTTP AE{ ZE 400, 403,
429, 502, 503, 509)= ZF MAI=E = UE&LICH SDK MA|E SE 2 MHIAQ 2F ZE E= MH|
A 9| 7|Et O|O|E{2t =&5to Z™ELICE.

MAX_ATTEMPTS:

7|12 Z|cH Al = max_attempts MHEO 2 RWHO|E|X| = & retry_mode Ad7%oi ol5H A%
Euct.
HasRetryQuota

Ol AM=E MAIE EE HAWM EEE 7IMELICEH MA D EZ HZ!0| H|o{ Qe 20| [ Al
T E|X| k&Lt

ExponentialBackoff

MAEE = Us LR R HE X+ HREZE ALS5t0 AT R[S HLELICH SDKE XIE{7}
U= HE O|F X[ M E ALSELICH CHE ST 2|E2 2o Tigh SEel M Alzh(ZX)0| ofE
A Hole|l=X| 2odFLICH i
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AWS SDKs & =+ = M
seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

¢l gne|&ols oS 2ol MEELC

b = random number within the range of: @ <= b <=1

r =2

CHE 29| SDK& MAX_BACKOFF = 20 seconds. AF8AF £ SDK 7t0|E L= AA FEE & T35

AWS SDKs =7 K|

ClS SDKE Ol FAMH MHSHE 7|5 L MHEE X|HELICH ZE L& o7} 7|ISELICH 2E
JVM A|AE &A1 MR AWS SDK for Java 2! AWS SDK for Kotlin 0| B x| ElL|C}.

SDK X #nEs &t HE
=
AWS CLI v2 ol
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ignore_configured_endpoint_urls - &7 AWS config I}

2 M7 AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - &4 =,
aws.ignoreConfiguredEndpointUrls - JVM A|AE! £4: Java/Kotlin2t i

o
nx
rn
>
Ol
Pal

o
g:E (=

of M
Ct= Mol RolStAAIL. & E0{ --endpoint-url BEH

« true— SDK EE= EF = 3F config It EE= 83 H0|M AIEEZQIE URL HH

>

P XIE AERZQIE FEE FAISHE O AHSELICH
BE[7HLE MH|A Z2H0[HE Ktxlof dEE BAH A=z

N ZESHHL A=EZQIE URLE ZEt0|HE HHXtof T ot

& E URL. URLOI= 3tLt 0|4 9| B2 MOMHET}

CH
[

MRi2
=

rol

<l
o

%
TTE B config I EE B WA0IM AR TS ALS A RIZ o

MH|AO| CHEt @B E AF2X X|H AIEZQIE URLE 2R E!ISHE{8d AWS_ENDPOINT_URL 22

165



%

b
A
ro

AWS SDKs % &=+ FLH A

o2

export AWS_ENDPOINT_URL=http://localhost:4567

EHo Cigt LHEE AEA XY A=EEZQIE URL AWS MH|A 2 BHRESHE{H
AWS_ENDPOINT_URL_<SERVICE> 23 #H=E ALEELICt. Amazon DynamoDB of=
serviceId?|0| }&LICtDynamoDB. Of A—II:IIAQ_I FARAEXQIE URL &4 HEE
AWS_ENDPOINT_URL_DYNAMODBRILIC}. O RIEZQIE = O[MH|A0f CHEH AWS_ENDPOINT_URLO]|
MMzl Z 2 AEZQIERHCE SMehL|C].

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

It CIE 0|29 serviceld AWS Elastic Beanstalk 7} Q/&LICIElastic Beanstalk. AWS

MH|A AMEXIE D E B8 UEZ U T B E EXE CHEXAE CHAlserviceIddtod AP
DHo|E 7|8o 2 FLct. o] MH|Ao] CHEt IEXZQIEE MYste{H T &4 Hes
AWS_ENDPOINT_URL_ELASTIC_BEANSTALKRILICI 2E MH|AH EHE He S22 MHH|AYE Q=
EQIE AleIXtE FESIMAIL.

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567
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profile LHOIM & X|HE endpoint_url2 g A=EZQE
Ct.

« services MM LHo| MH|A A%} 7| of2fol| S-El endpoint_url2 Y A=xQIETJ} SHT
Mb|Aof CHet @™oigt MEE[21 BHELICH 3R] config TR0 services AME Holst=
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DE MHIAO AEEE ASA XE 22H A=ZQEE FEFLICH

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000
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[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

MHIA 7 MME ofe] ZZUolM AHSE 4+ UBLICH 018 S0 F Z2 00| SYs
|

=
services MO|E AI2SIHM CIE T2 0t £ M2 4738 & Ql&LC}.

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

] —

Z2uhlof ofF Fld ot Q15 HE L IAM 7HE A& 7150l CHEt source_profile WEtOIEIE S
s TAIE 2P SDKE XIHE Z2urol Chat MulA RASH ASELICH Hgo| MU Z2ntYe
Ag8tx| StsLICh o8 01 CHRIH 22 B config IHUS AFSELICH

[profile A]
credential_source = Ec2InstanceMetadata
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endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws
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5. 3% config EPOE'Q.I profile LHOIM & X|HE endpoint_url AHof olsl M3 &= L.

6. Zto| 7|2 A= L QIE URL AWS AMH|A O] OFX|2to B2 AP EL|CE.
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/

N
2

AWS SDKs % &=+ A7 LM

i

SDK X D EE YR
SDK for Swift od|
PowerShell V5& T+ o]
PowerShell V4& £ of

serviceld = AWS_ENDPOINT_URL_<SERVICE> &Z H#H=
(@]
<

a2a >

> > @ > lo o

NI A

AccessAnalyzer ac AWS_ENDPOINT_URL_ACCESSANALYZER
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Account ac AWS_ENDPOINT_URL_ACCOUNT

ACM ac AWS_ENDPOINT_URL_ACM
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ACM PCA a« AWS_ENDPOINT_URL_ACM_PCA
Alexa For Business a. AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS
_
amp ar AWS_ENDPOINT_URL_AMP
Amplify ar AWS_ENDPOINT_URL_AMPLIFY
AmplifyBackend ar AWS_ENDPOINT_URL_AMPLIFYBACKEND
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AmplifyUIBuilder ar AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
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AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC
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b2bi b. AWS_ENDPOINT_ URL_B2BI
Backup b: AWS_ENDPOINT_URL_BACKUP
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Batch b: AWS_ENDPOINT_URL_BATCH
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BCM Data Exports b¢ AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

Bedrock b¢ AWS_ENDPOINT_URL_BEDROCK

Bedrock Agent b¢ AWS_ENDPOINT_URL_BEDROCK_AGENT
g¢

Bedrock Agent Runtime b¢ AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME
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Bedrock Runtime b¢ AWS_ENDPOINT_URL_BEDROCK_RUNTIME
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billingconductor b: AWS_ENDPOINT_URL_BILLINGCONDUCTOR
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Braket b: AWS_ENDPOINT_URL_BRAKET

Budgets bt AWS_ENDPOINT_URL_BUDGETS
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