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https://docs.aws.amazon.com/sdkref/latest/guide/
https://rust-lang.org/
https://awslabs.github.io/aws-sdk-rust/
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https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-login-credentials.html
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onfig Y2 EOQI I EE B0 MEist 200 X3 3H 24 74 2& MM
|2 Z2ES Eo{FLICt 200 login_session M2 QT EZ Fof MEHE

[default]

login_session = arn:aws:iam::0123456789012:user/username
region = us-east-1

|4 5 S2XAE AH835t24™ aws-config A BI0|EQ| credentials-login 7|52

Uzt MEXHRIZE IDEt T F)E OHEEl7H 0| ALS A}, 2R JHE A 2BAF & AH|RFL|CH
AwsEtE A o Z2[7i ool UM At At ZSFHO| {00k BfLICH =X F 7l Iz AEXRL,

& e RtE &Y QI3 IDetn = gfLch.

of HMAE T YAl K2 BHS ASELICIAWS. 1ZH AL XS] K12 B ZIAE AL 5t0d YAl
2 X = (o)

A ZHE MIsHs Yege =504 AWSH o Ciet o] HMAE MBSE = U&LICH T
o A& EEIE 2I5H AWS IAM Identity Center(IAM Identity Center)2 AF& 38104 H|&dof| CHEH HAM|A
et sHE HE L HEH2 #telshe Q0| E4Lch o 2 CHot2 Ee{H OS2 FEFAIR
« 28 ALE|O CHEH AHAIS| 2otE 24T IAM AFE A-BEMOIM IAMO| EoF 2 AL & R XFIMIR.

« EH7|AWSKIE SHE M52 IAM AL dBEAMO| A Eot X} 24 SHE F M.

» SDK for Rustol| 2Jslf X| &l CHE AtE 5H S=Atol| 2ol got2e{™H AWS SDK X =7 & =X
LMol EZESIE X 5E SZAE HEotMR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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£ Al235t24™ Rust & Cargo7t A x|E|o{ Q!0{0F AWS SDK for RustL|C}.

« Rust =7 M@l AX|: https://www.rust-lang.org/tools/install

« cargo install cargo-component BHE &~ Et0 cargo-component T+ & MX|ELICH

T T
AC 2t 9l Bx|| A X|25t7| IS IDEO| CtS ot 242 MEHA =32 Mg £ &Lct

« rust-analyzer &2 Visual Studio Codel| RustE & Z3HMI2.

« Amazon Q Developer= IDEO|A{ Amazon Q Developer &% = Z22{10! Mx|E HZEAML
53 Hml SDK 4 BHE 7|
O| 2%+0 M= DynamoDB El|O|E & Lt&5t= & MM SDK for Rust OfZ 2|#| 0|42 M EFLC.

$ cargo new hello_world --bin

3. hello_world CIEE{2|Z O|S st Chs BB S AHE5t0d Yol R &GS FIHEfLICH

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full,aws-config/
credentials-login

Ol2{8r S&Hol= HISY| /0 2 Y E F2dste Ol AEE|E tokio FE0|EE Z 7604

[e][]

DynamoDBO1| CHEh 4 7|51t X|#E MS3st= SDK 2 20[E7H Z & ELICH
® Note
tokio/fulllt Z2 7|SE AL&3tX| &L B TokioE HIS7| HEIAE MSatx| k&

L
Ct. SDK for Rustol= HIS 7| HE 0| LIt
O| aws-config/credentials-login 7|S& AtE 35t AWSManagement Console 2
QI Rt 3HE X[HE = U&LICH REAMIEH LHE2 AWSSDKs.



https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://crates.io/crates/tokio
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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4. CI8E AEE X

mot

St E src CIHE 2| main.rsE YO O|EEfLICt.

use aws_config::meta::region::RegionProviderChain;
use aws_config::BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");
let names = resp.table_names();
for name in names {
println!(" {}", name);
println!();

println!("Found {3} tables", names.len());

0k(())

(® Note
O| ofMloflM= Znto| 3 H| 0| X2 E AIEILICE ZTol 042 H|O|X|E XMEIstes HE2
the section called “I|O| X| OfZ)” MME A X SIMI2.

A i SDK o BHS 7| 6
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$ cargo run

E|O|E O|& =50| ZAIELICH

o| 7|2 A& AWS SDK for Rust

Rust Z2 12 o4 7|2 AFE AWS SDK for Rust, SDK for Rust At HE T2 ME M SDK for
Rustl| Tokio THEI At SE A8t 22| 7|2 AtE 2 2ob= Lt

INTS e

E A83t24M Rust & Cargo7t A x||0o4 1040k AWS SDK for Rust& L|C}.

« Rust =7 M@l AX|: https://www.rust-lang.org/tools/install

« cargo install cargo-component BYE A&A5t04 cargo-component =& AX[ELICEH

T =
AL 2t gl EXN sHEE X677 @l IDEO| ClS1t 242 MEHA T8 Mx|E & U&LICH

« rust-analyzer &2 Visual Studio Code®| Rust& & & 35tM|L.
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« Amazon Q Developer= IDE0| A Amazon Q Developer

Rust 7|2 ALE

ChS2 dot+H /0| 2 Rust Z2 e do{e] H 7ix| 7|2 ArZ LICh 2 E RHMEh LHE2

R
Rust Z2 12 2H0{E & =&fL|Ct.

« Cargo.toml2 E& Rust ZEME 7 M mto|rd, ZEMEof CHet SE5H0t U2 HECOIEHE
ZEELICH Rust &4 mhUol= . rs T 2 &7 QUELICE Hello, Cargo! & FESHAL.
+ Cargo.toml2 ZE2EHZ ArE5t01 ALEXt X|HE = st 2EA Z20 S AHE 510 HEI
= MEX X|HE FZTSIMR. o|2et ZE2EEH2 3R AWS config It LA AWSS| =2
At 2tH5| BEo| i 5
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= =
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https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/ch01-03-hello-cargo.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/book/ch14-01-release-profiles.html
https://doc.rust-lang.org/cargo/commands/cargo-add.html
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Rustoll= CHETH 22 71 &4 2E7H UALICH let FIUSE HAE MOIstH HT(=)T Hoi
= 4 ALICH let Ol50] RS XIMsHX| oW HI YR KBS REFLIC He 3 8

fn main() {
let w = "world";
println!("Hello {3}!", w);
}

Rust= BAIM /& x| #H TE MAs7| flal x: TFES ASELUICH HO[E RS HZsHA

o

- .
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#[tokio: :main]
async fn main() -> Result<(), Error> {
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

HEE MAM3SH Amazon Elastic Compute Cloud AWS Lambda®= = AH|A

4 UE 7|EF HHEIAEN| M AEE I FSFLICt Ol A

5tH IEE MY S0l #HolMM 22l5tod ZEE 8 AWS 2|1 5HX| et o E (A 0|2 ofqo|
o

= = [y = |

UBLICH BAS TS A B0 HOIE TH R St
2 ZEstRIE AWS BITS BAIMOE Ryl LIC

_J'\_
IcH CHS 0IK1I01IA-I 7"01I M e

C

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
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.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
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// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())

.load()

.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

EH fd9 A‘IHl ECIO|HEN AIBE &= U= FI HMEE HAM5tE 8 7t X &2
aws_sdk_s3::config: :Builder®t &2 API MHME &85t= ZALICt
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let conf = aws_sdk_s3::Config::buildex()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);
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let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;
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use aws_config::{defaults, BehaviorVersion};
use aws_sdk_s3::config: :Region;
#[tokio: :main]
async fn main() {
let config = defaults(BehaviorVersion::latest())
.region(Region: :new("us-west-2"))
.load()
.await;
println!("Using Region: {}", config.region().unwrap());
}
of R&8 BEAIE S =250k FLct M3 E AWS 2|1MgL2 AB EIX| et&Lict
RegionProviderChain A2 A} X|H
22 ZHREE FUSALE, RHP |5t HLE, 2 M2 AFE X XY 5t2d{E B AWS 2| S =2 At
M2Ig AFSELICH

use aws_config::{defaults, BehaviorVersion};

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::config: :Region;

use std::env;

#[tokio: :main]
async fn main() {
let region_provider =
RegionProviderChain: :first_try(env::var("CUSTOM_REGION").ok().map(Region: :new))
.or_default_provider()
.or_else(Region: :new("us-east-2"));

let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;

println!("Using Region: {}", config.region().unwrap());
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let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/access-assume-role.html#webidentity
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;
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https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.rs/aws-credential-types/latest/aws_credential_types/provider/trait.ProvideCredentials.html
https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html
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[dependencies]
aws-config = { version = "1", features = ["behavior-version-latest"] }
aws-sdk-s3 = { version = "1", features = ["behavior-version-latest"] }
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let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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2|0H AL 314, X9 514 U WO T Mg MHsH0] standard MAIE M2 ALSK XIHE 4 2

+™E RetryConfigE aws_config: :defaultsoll ME35t0o4 ZEQ| Z|CH AT H+E ALK} K|
xS

const CUSTOM_MAX_ATTEMPTS: u32 = 5;
let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
// This value MUST be greater than zero.
// Defaults to 3.
.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()
.await;
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https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
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£+ El RetryConfigE aws_config::defaultsol M350 Z=E9| X|od MHE AMS A} x| HE
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let retry_config = RetryConfig::standard()
// Defaults to 1 second.

.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.

.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()

.await;
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El RetryConfigE M335t0{ ZE0IM adaptive RHAIZ TS MEAEH &= Ql&LCH
let config = aws_config::defaults(BehaviorVersion::latest())

.retry_config(RetryConfig: :adaptive())
.load()

.await;
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https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html#standardvsadaptive
https://docs.rs/aws-smithy-types/latest/aws_smithy_types/retry/struct.RetryConfig.html
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let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(
TimeoutConfig: :buildex()
.operation_timeout(Duration::from_secs(5))
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.operation_attempt_timeout(Duration::from_millis(1500))
.build()

)
.load()
.await;

let s3 = aws_

sdk_s3::Client: :new(&config);
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/A Important
SDK for Rust7} SE2 gtetst £ AR E AEZ|A HIO|E0ll= =Y & AT A8 AlZHo| M&
Z|X| k& LICH 0 & 01 8E | ByteStream HHO|AM CIO|E{E AF8 5t B2 & At
AlZho| MEE[X| §f&LICtH
SCHEI AERIES
SDK for Rust= SEHE AEZ] ZX|Q 2tEEl E CHE FEfO| AEt AlztE MSELcH SHE AEE]
2 7THE o 7|ZtECH 224 CI0|EHE MEstX| e YE2E &= CREE AEZQLICH o|FE A st
M o E2[A o|Mo| F 7|2t SEET TYE[X] b= RAE YWX|E = JU&LIT
AER 257} BUEH AEY0| 518 VIZHECH 28 RF MY mf 2Rt B
7|2% o2 SDK for Rust= YEEQ CHREE Z50f CHs SEHE AEE B3 & #43stetT 20X 9]
SE8 70l 7|7t 2 %A 1HIO|E/Z Q| # &2 F&LICH
CHE oMo H2E ESE H|IEEststn €8 gl /ol 7|22 1022 HE5s AFS A X
StalledStreamProtectionConfig& 2 0{&LIC}
let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(
StalledStreamProtectionConfig::enabled()
.upload_enabled(false)
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.grace_period(Duration::from_secs(10))

.build()
)
.load()
.await;
/A Warning
SCHE AERIB5E 13 T4 SMULICH ofZ 217 oMol of 4743t M50l TRt 7Lt Tt
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let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(StalledStreamProtectionConfig::disabled())
.load()

.await;
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$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

O|Z#| 5™ [dependencies] T+ 2| Cargo.toml A

2. T=XRE Z7|EeLC YR o 2 SDK for Rust 22 XX £&517| 0] main &% =70

End

of 3 do|EZ} F7HEILICE

use aws_config: :BehaviorVersion;

type BoxError = Box<dyn Error + Send + Sync>;

#[tokio::main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.

let config = aws_config::defaults(BehaviorVersion::latest())

.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
let _resp = s3.list_buckets()
.send()
.await?;
0k(())
3. RUST_LOG & ¥
ol M RUST_LOG &&
FEOE dYgct

Linux/macOS

$ RUST_LOG=debug
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https://crates.io/crates/tracing-subscriber
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Windows

MRA=]
=ocH=

£ FZ PowerShell 2 7|&

C:\> set RUST_LOG=debug

PowerShell

PS C:\> $ENV:RUST_LOG="debug"

$ cargo run
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0

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets

sdk_invocation_id=3434933}

:try_op:try_attempt:lazy_load_identity:

aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)
2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets

sdk_invocation_id=3434933}
aws_smithy_runtime::client

:try_op:try_attempt:
::identity::cache::lazy: loaded identity

2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets

sdk_invocation_id=3434933}
aws_smithy_runtime::client

01}

:try_op:try_attempt:

::orchestrator::auth: resolved identity identity=Identity
{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:
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https://docs.rs/tracing-subscriber/0.3.18/tracing_subscriber/fmt/index.html#filtering-events-with-environment-variables
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2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request
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$ RUST_LOG=trace cargo run
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aws_smithy_runtime0®|M 2= 20 trace tH# 2 S0{ZLIC}.

$ RUST_LOG=aws_smithy_runtime=trace
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$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run
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AESIM L. EEo0i CH
AHEXLE AWS AH|AF
table.html

= OhS AT 2ol Z=0lM of ALEA XHE 7F8E & J&LICH

ZCI0|HEE UEE M A8Y & /U F 7IX| HH2 2 MH|A ZEto|UEL| A= X QIE &I AL
|

X1t X|Ee = A&l

1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ “static)

T 442 DF MY 4 UALICH TP R0l Z SHLIE MBS ElLICH Y A8l B

endpoint_urlO| 7}& Xt AFE X X|HELICY.
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AIE L QIE URL A%

endpoint_urlQ| ZtS MXStod MH|AL| T|E ZAE 0| & LIEIE £ Ql&LICH 22{Lt o] gt

Z22}0|ME 9| ResolveEndpoint QIAEIAO mZlO|EHZ MY L2 2 %FXQ A2 obL|ch a2
™ ResolveEndpoint 7342 Sall Y 22 HAIStD HAHMOE £=35t0 2|5 A=EXQIEE A

MEg = AsUoh

A=ZQIE sHAM7| Y

MH|A 22}0|1E O] ResolveEndpoint 713401 2t SDK7I £ Q &0l AI&3tE =I5 &l =

ZRIEJI A™EELICH MH|A SEl0|MEE 2E 2%0]| CH5H resolve_endpoint HIMEE 2 &

Z£5t10 o o|4 HASIX| &b 1 sHAd7|7} BHEtetE EndpointFuture 2t2 AFRELICEH

CtZ oAM= AE|O|E Y Z2EHM 8§ EHAMEE CHE Q=X QIEE & Q15t= Amazon S3 £2}0|

HEO| CHEt AL XF XIH AIEXQIE SHMT| 32 Iﬂ%%}E S Ho{ELICH

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};
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#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint: :builder().url(format!
("{stage}.myservice.com")).build()))
}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.endpoint_resolver(resolver)

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

® Note
A=xZQlE sHM7| I &S S8l ResolveEndpoint 5*"8 Zt MH|A0| RS2 2 AMH|
A ZEIO|UE FHOMEF 2 HE = JUELICH BHH AIEZQIE URLR2 SR 742 5t 74
LI Ol ZHME B2 E MH[AO M) & MH|A Cia +EE = A&LICH

ResolveEndpoint I} 2} O|E

resolve_endpoint HIMEE AEXZQIE EOlo| AIE|E §HE ZT&5HE MH|AY ni2tO/EHE
S8 Ect.

DOE MH|AO0= CHE 7]
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region =R Zzto[HE o AWS E[H
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O|l& Type AN

endpoint =Xt Zt El8t endpointUrl 2o EXIY &3

use_fips 2 ZEI0|HUE S| MM FIPS AEZQIET} &
ML E[R=K]| 07

use_dual_stack 2 ZE20|¢ES| 2 HoIM T AR AEXQIET}
S E|RA= K| 017

AWS MH|A = &olol| 2Rt F7F S48 X|HE &= U&LICH o|& S04 Amazon S3 2=

ZQIE met0lEolls 2! 0|23} 042] Amazon S3 M 715 A%o| ZEHELICH o= Sof
force_path_style §82 7} S AE FA X|HE MBS £+ UK R E AHE LICH

XA SSEXE Foicte 42 A=2QIE niZtO/E o] XA QLIAHAE A MHE HR It gisLICt SDK
£ 2 2ol cigt £ 2 XS5t 0|2 resolve_endpoint T&d0f MEEFLICH
endpoint_url AlE1 endpoint_resolver AL 2| H|w

CtE & 7FX| 74, & endpoint_urlE AFE35t= #+40 endpoint_resolverE& A& st 782
SSTH A= ZQIE 21 SEE 71l ZE0|UEE MMSHX| pf=Ch= ©E olsiste Qo SE L
Ct

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::buildexr().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url
aws_sdk_s3::config: :Builder: :from(&config)
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AWS SDK for Rust (EIpN;
.endpoint_url("https://endpoint.example")
.build();
// Use endpoint resolver

aws_sdk_s3::config: :Builder: :from(&config)

.endpoint_resolver(CustomResolver: :default())

.build();

endpoint_urle MHE5t= 2C0|MEE AEXQIE 2QIo| URZE £ = Q= (ZI8) SSAH|
A MY EE 712 URLE XIE& L ct
endpoint_resolver& M5t ECI0IHE = Amazon S3 2CI0|HET} AFESHE %I URLE X|
Metct.
of| K|
MEX XIE AEXZQIEE T35 HAEN ASELICH Z2HRE 7|8 MHIAE 2YH S&5t= A 2
oM =ARE|T A|ZE|0|ME MHIAR 2Y 3 £0| 2t*EELICH O|2{8t F 7IX| M2 O3t
F&LCt.
« DynamoDB ZZ - Amazon DynamoDB AMH|A Q| 2Z BT L|Ct.
« LocalStack - 2Z A|AE| 9| Z1E|O|L0M A& E|= Eat MH|A o EQIOIE{ILICt
CtZ MM = O] F HAE SME AEE ASK X|H A=EXZQIEE X[™ste F 7HXK| Y E Hoq
Y A
1% endpoint_urle d%3t0{ 2Z DynamoDB MHE 7}2|
=10 PSF
latest())

O‘I|A‘I x—| = €
A& Lt

ELct.
E 0| DynamoDB £Z

JEREPEICVERE
Jlz® 72 A= EQIES

ypSsiel
aws_config: :defaults(aws_config: :BehaviorVersion

let config = .
test_credentials()
// DynamoDB run locally uses port 8000 by default
endpoint_url("http://localhost:8000")
from(&config).build();

.load()
.await;

let dynamodb_local_config
config::Builder

aws_sdk_dynamodb

35
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
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let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);
M| o M= GitHuboll & LICt.

config I LS AFE 5104 LocalStack AHS

3% AWS config ZtUOM MHAE AEZQIEE HHEY & U&LICHL OE 78 Z2EH2 4566

=202
EZEO0|M localhostd| @1Z2E endpoint_urle MM LICH LocalStack 4304 CHEF REAIEH LS
£ LocalStack A &l AIO|EQ| dIE X QIE URLE S35l LocalStack HMAE EXGHAIR.

[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

SDKE 35 config I+O| B3 ALE 2 MEHSI04 localstack ZE2EZE AISE [ SDK Z2+0(¢A
Eo| MEFLICH o] M2 HAI2 AS5H I=EN AdEZQEN CHEH BXE Z&E LRIt Qlom,

ol= Ch31t Z&Lch

// set the environment variable “AWS_PROFILE=localstack™ when running

// the application to source ‘endpoint_url® and point the SDK at the
// localstack instance

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

A oAM= GitHubol A& LICH

Zt 2t dioll= 7|& 2| 7HE SAEE MEolg = JES CustomizableOperations 44
ot= Ol A E & RUE customize HIMET} U&LICH REf Z2I0|ME FE2 +HEIX| 2 & E
2 fX|Euct
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CHS olMlE & &S 2% &= Amazon S3 22I0|ME Q| MM E HoiFLICH F Hm e

2 CtE AWS 2o 2 MESIEF MYo|ELICH 2 Amazon S39| A 7t S &2 =™ E us-
EE0| HAXMOZ MEolE|= AR E XNQ|5tT us-east-1 2N

west-28 A5 E APl &7

AEEFLICEH
Region};

use aws_config::{BehaviorVersion,
::latest())

let config = aws_config::defaults(BehaviorVersion
.region("us-east-1")
.load()
.await;

aws_sdk_s3::Client: :new(&config);

let s3 =

// Request will be sent to "us-east-1"

s3.1list_buckets()
.send()
.await?;
// Unset fields default to using the original config value
aws_sdk_s3::Config: :buildexr()

let modified = _
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"

s3.1list_buckets()
// Creates a CustomizableOperation

.customize()
config_override(modified)

.send()
.await?;
(® Note
0| 0i|All= Amazon S3& O|X|Bt 7THH2 2 & 2ol CHall SLELICH &7 EHYol=
7t HMETE JE = J&LIc

CustomizeableOperation®i CHEH =7

S 5ol chat QIE{ME] MM

rr

5t04 QIE{MIE{E F7}5H= ofl A

Ql k40| customizeE At
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AWS SDK for Rust LHO|M HTTP =& M™ 4

E EoM M8t ZEI0[AETF AWS MH|A AFE5HE LHE HTTP 7|2 AWS SDK for Rust A&

7|2™M9o 2 SDK for RustE hyper, rustls & aws-1c-rsE& 7|8t 2 HTTPS ECI0|HEE AISEH
LICt O] 2EI0|ME = F7I 74 ¢i0| CHEZ 2| AL Abadlofl M &heFLCt.

« hyper=2t &7H AL&3to{ API MH|AE
HTTP 2to|E2q 2| L|C}.

+ rustlsE Rustz HHE 2[ATLS 2t0|E2HE|2, & 535 SFAHE AT SM0| LE /o] [U&L
CH.

fok
[Ih]

AWS SDK for Rust & &= & Rust® 5t =&

« aws-1cE TLS & Yt ofZ2|7i|o|Mof EHe st dTue[ES X&sis HE 253 clolEe{2u
Ct.

+ aws-lc-rs= Rust@| aws-1c 2t0|E 22| FHoi| U= AL 2 e UL|CH

CHE TLS EE= ¥ 53 S2XE MES2{E B2 aws-smithy-http-client FBI0|EE= & J}X|
F7t M FEE M3 ELICH 13 AL Atellel B XA HTTP 22t0|HE #32 7HX{HL T
2 Oi& 715 28 MEste 2ol E&Lct

aws-smithy-http-client F20|E= ¥ 7tX| CiA| TLS SZXHE M3 ELICH.

rustls’t QU= aws-1c
A53t0] aws-1c-rsE AFE35tE rustls 7|8 TLS B2 A L|C}.

O|= SDK for Rustl| 7|& HTTP S2flLICt. Ol SM2 AFE35tE{H ZE0M FIH HUE2 =™
ZIQ7} ei&sLC

ok

s2n-tls

s2n-tls 7|8t TLS 22 AL},

rustls’} Q= aws-1lc-fips

AS3E 8l aws-1c-rs@| FIPS 3 & HAZ2 AI256tE rustls 7|BF TLS 22Xt
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https://github.com/rustls/rustls
https://github.com/aws/s2n-tls
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rustls’t Q= ring

53510 ringE M= rustls 7|8 TLS 22 At L|Ct.
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aws-lc-rs EE&= s2n-tl1s& AFE3StE{™H C Huled{(Clang = GCC)E I=|II:oHOI: ghuc &5 £
SHEO| B2 Y=ol CMake7t HRE =X U&LICH 2ZE EHE0|M fips’ 7|2 AE5t0{ L=SHed
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CIE TLS S2AHE A8 35I2{™ aws_config A B[0|EQ| 2HE AFE35H04 http_clientE AHOlE
LICH HTTP 220|HE= AWS MH|A 2 Xt 5H SZA 250 AFSEL(ch

CHE OFIOIALE s2n-tls TLS BRAHE AS3HE WHS BoiELIC T2t OHE SERHE |
AbEH M2 Aol MR ELICH

0

Al
=

tod

IH

ZHMEN S5EE FIHELCH

(i
ol

ol =& AutYsiedd oS BE

fjo

cargo add aws-smithy-http-client -F s2n-tls

oA ZE

use aws_smithy_http_client::{tls, Builder};

#[tokio: :main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::52nTls)
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;

x
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// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

FIPS X|& g3}

aws-smithy-http-client BO|EE FIPS &4 ¢ E3t 732 4355t SMS MBE
LICt. AWS MH|A ZE2I0|ME T} FIPS &4 S2ZAHE ALE5t24H aws_config &Kt 2EHE
http_client AF235104E AW HO|ELICH HTTP 22I0|1EE= AWS MH|A L A1E 5H I ZA2F
of AF2ElL|C}.
® Note
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// file: main.zrs

use aws_smithy_http_client::{
1s::{self, rustls_provider::CryptoMode},
Builder,

};

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwsLcFips))

.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)

.http_client(http_client)

.load()

.await;



https://github.com/aws/aws-lc/blob/main/BUILDING.md
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// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

7|2 TLS 22 XH= X25519MLKEM768 ZAE RE 7| 2t A 12|52 K|¥H6t= rustlsE A28t
aws-lc-rsE 7|HtS 2 &L|Ct X25519MLKEM768S M&=R(7t 71& =2 g1 B|Eo =2 Ot

rustls I{7|X|E IR O|E0| F7}5 1 prefer-post-quantum 715 EZci21E EAdstalofF ELiCt
OEX| o™ M82 7tSetRIE M =27t 7HE =X|e A&LIch XpMEH L8 2 rustls M
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cargo add aws-smithy-http-client -F rustls-aws-1lc
cargo add aws-smithy-runtime-api -F client

Ct2 of|Xl| 2=E£= DNS s{Ad7|E RiZIolgtL|Ct.

use aws_smithy http_client::{
1s::{self, rustls_provider::CryptoMode},
Builder
};
use aws_smithy_runtime_api::client::dns::{DnsFuture, ResolveDns};
use std::net::{IpAddr, Ipv4Addr};

/// A DNS resolver that returns a static IP address (127.0.0.1)
#[derive(Debug, Clone)]

struct StaticResolver;

impl ResolveDns for StaticResolver {

i
-
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AWS SDK for Rust JHeER 7Hol=

fn resolve_dns<'a>(&'a self, _name: &'a str) -> DnsFuture<'a> {
DnsFuture: :ready(Ok(vec![IpAddr: :V4(Ipv4Addr: :new(127, 0, 0, 1))]1))

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.build_with_resolver(StaticResolver);

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion::latest()

)
.http_client(http_client)

.load()
.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

® Note
7|2™M2S 2 Amazon Linux 2023(AL2023)2 2 #|A| =& 0l A DNSE 7H A5 x| et &Lt

7[2Mo 2 TLS SZXA= X|HE EHE0| CHE A|AE HIO|IE|E RE QIBME EEFLICH AFEXL
XIH CAHES ECSIEE 0| SE S AEXF X|H6t24H XA TrustStoreZ TlsContextE 7+
g = &Lt

cargo add aws-smithy-http-client -F rustls-aws-1lc

CHS OIMOIAME rustlsE aws-1ct &7 AFEsHXIEF X[ ElE ZE TLS S Aol Cial S &L
Ct.

use aws_smithy_http_client::{
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1s::{self, rustls_provider::CryptoMode},
Builder
};

use std::fs;

/// read the PEM encoded root CA (bundle) and return a custom TLS context
fn tls_context_from_pem(filename: &str) -> tls::TlsContext {
let pem_contents = fs::read(filename).unwrap();

// Create a new empty trust store (this will not load platform native certificates)
let trust_store = tls::TrustStore::empty()
.with_pem_certificate(pem_contents.as_slice());

tls::TlsContext::buildex()
.with_trust_store(trust_store)
.build()
.expect("valid TLS config")

#[tokio::main]
async fn main() {
let http_client = Builder::new()
.tls_provider(tls::Provider::Rustls(CryptoMode: :AwslLc))
.tls_context(tls_context_from_pem("my-custom-ca.pem"))
.build_https();

let sdk_config = aws_config::defaults(
aws_config: :BehaviorVersion: :latest()

)

.http_client(http_client)

.load()

.await;

// create client(s) using sdk_config
// e.g. aws_sdk_s3::Client: :new(&sdk_config);

AWS SDK for RustOl A QIE{MIE| 7+

QIE{MEIS AL 3H01 API 28 U ST Mol HPY % aLich QEIMEIE SDK7t 2F/SE 43
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CHS o= MAZ F 271 25| 7| ™of| 2= Ll 2ol 6lHE Fohste ZhEer 2
ZLCh.

use std::borrow: :Cow;
use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
I
use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow::Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())
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}

M| 20| Eof CHEt QIEME{E S5524 Builder THEHE ALE5H04 QIE{RIEE F7HELICH.

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// All service operations invoked using 's3' will have the header added.
let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))

.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

S 50f CfE QIEMEf

Ehel ZHeqof CHAH AT QIE{MIE{E SE 5248 customize & &2 AFSELICEH O] S AL 5tod &
e =F 0l M AHH|A SEI0|ME T HE MBolE £ U&LICH AKX X|E 7+ 8 2 dodl CHEh REA|
& L2 AWS SDK for Rusto| A EEt0|1E O Bt =Hed 24 RHHO| MM E B XFHMIR

// Only the list_buckets operation will have the header added.
s3.1list_buckets()
.customize()
.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))
.send()
.await?;
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let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration: :builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

Zt MH[& ZB[0|Eol= ChEt Z 0| API =0l A8 == F£71 2E0| U&LICH

- types BEE0|= ECt S F X3 E HEE M3sle & E= GHYFO| JU&Lc
primitives ZE0= ™M AlZh EEE= O|T 2 Clo|EE LIEtU = o ZHEFE 80| U
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AEMEH I HI0|E 74 X HE = MH|A JH0|EQ|API HZE ZAME FZX5HM L. o & §01 Amazon
Simple Storage Service2| aws-sdk-s3 AH0|E0|= 0{2f Z=0| JU&LICH O & F 7tX|= o3t
Z&Lct.

* aws_sdk_s3::types

 aws_sdk_s3::primitives
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/primitives/index.html
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e oAl =& T2 IQULICH 0|F odAoME SA|AM 7|8 AF235t0d 0| ZEE HHAE5H
&LICH O|F oMolM= S8t build_client_and_list_objects_to_download() HME
FAFEStD main() LHOIAM BHARLICH O S BHES ARSI ZT2MEO| FHHS MXISHHIL

2

* cargo add aws-sdk-s3

* cargo add aws-config tokio --features tokio/full

use aws_sdk_s3::{Client, Error};
const EXAMPLE_BUCKET: &str = "amzn-s3-demo-bucket"; // Update to name of bucket you
own.

// This initialization function won't be reproduced in
// examples following this one, in order to save space.
async fn build_client_and_list_objects_to_download() -> (Client, Vec<String>) {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();
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| M HFE2] ot 7|
od

(client, objects_to_download)

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {

let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("reading body

succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

(® Note
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https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch04-00-understanding-ownership.html
https://doc.rust-lang.org/std/sync/index.html
https://doc.rust-lang.org/std/sync/struct.Arc.html
https://doc.rust-lang.org/reference/interior-mutability.html
https://doc.rust-lang.org/std/sync/struct.Barrier.html
https://doc.rust-lang.org/std/sync/struct.Condvar.html
https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/index.html
https://docs.rs/tokio/latest/tokio/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/struct.Semaphore.html
https://docs.rs/futures-util/latest/futures_util/future/fn.join_all.html
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#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

let get_object_futures = objects_to_download.into_iter().map(|object]
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");

}
)8
futures_util::future::join_all(get_object_futures).await;
}
Ol SAlEE &8st 7tE ¢tEte Y-Oo|X|BH MSols HeEstX| i = U E 7K EXME U
&Lct
1. 2E QF Q28 SAlof| MMHELICH 2E get_object 2 ¢3ig E&te M2 2|7 SESHX| o
O™ ‘out-of-memory’ & 27/ 7t & Mg LIC}.
2. B E futureE SAlofl M35t J|CHRILICH Amazon S3E $t Hoi LR Bto| CIR*2=38t2{D 5tH
QLYES AZETZFLIC
Ol & 7IX| EME 25 siZAste{™ & Holl Elis 2ol &S M|gtsoF & LICH tokio
semaphore& Al&36t0{ O] g AT LICH

use std::sync::Arc;
use tokio::sync::Semaphore;
const CONCURRENCY_LIMIT: usize = 50;
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https://docs.rs/tokio/latest/tokio/sync/struct.Semaphore.html
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#[tokio::main(flavor = "current_thread")]
async fn main() {

0% O
mo o

let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));

let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res =
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);

client

1)

futures_util::future::join_all(get_object_futures).await;

2 async E52 2 0|Sstod M HZE| ASTE
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* cargo add tokio --features=rt-multi-thread

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio: :main(flavor = "multi_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(THREADS));

let get_object_task_handles = objects_to_download.into_iter().map(|object]|
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.

H 22M22 oME CHAl B E(CHS ABIE SAIY)
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let semaphore = concurrency_semaphore.clone();

// We also need to clone the client so each task has its own handle.
let client = client.clone();

// Note this difference! We're using “tokio::task::spawn’ to
// immediately begin running these requests.
tokio: :task::spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");

let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);

)
1)
futures_util::future::join_all(get_object_task_handles).await;
}
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https://docs.rs/tokio/latest/tokio/task/index.html
https://docs.rs/tokio/latest/tokio/task/index.html
https://github.com/tokio-rs/console
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-rust.html
https://github.com/awslabs/aws-lambda-rust-runtime
https://www.cargo-lambda.info/guide/what-is-cargo-lambda.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/lambda
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
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use std::time::Duration;
use aws_config: :BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

)

.await?;

presigned() HIME& Result<PresignedRequest, SdkError<E, R>>E grgtgiL|Ct.

HFEHEl PresignedRequestOl= HIME, URI 2 SIHE Z& 35104 HTTP 8o 74 QA E 71X
= HME7L 28 Elo] U&LICH 20| fE5tE{H 0|23t 2E &5 MH[AZE &Slof &Lc O
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POST 2! PUT 2% AIX AMH

O] MHEE £+ e W2 242 URLE ZR6tH HTTP GET 23 2 T&sfof gfLict gLt Y8
Aole 22e AR5t E 7ol mat St B HTTP POST = HTTP PUT 2302 Masot
gruict olz{8t ™S OI2] MBS RA2 GET 2ol 0|2 MY ste Rt SUSHX|TH 02 HEE 2
H2 Y 3&5te A2 o SygEUO

CtZ 2 Amazon S3 PutObject RS 0|2 MBEstD MEAEH HTTP 2EI0|HEE AFE5t0| MEE
£ QlE http::request: :RequestZ HE = oM LIC}.

into_http_1x_request() HMEE AI835t2{% Cargo.toml IOl aws-sdk-s3 20| E0]
http-1x 7|58 F7t&LIct.

aws-sdk-s3 = { version = "1", features = ["http-1x"] }

>
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https://docs.rs/http/latest/http/request/struct.Request.html
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let presigned = s3.put_object()
.presigned(
PresigningConfig: :buildex()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);

sa Ay MYR
(® Note

CHS2 13 AFE Atel|QlLIch CHE 22| ALSXtol| Al E2s5tX| e 7L HE XK= f&LIC

SDK for Rust ZIEIAE QIE0|M MHE @S MMl ok st & 7FK| AL AHR|7F U&LICH ol B2
SDKQ SRIMo =2 aws-sigv4 AB0|EE M8 £+ &L
CIE2e 7|8 248 HodF &= oM ULict AIAMIEH LI JBI0|E MBEME R XML,

Cargo.toml Zt20i aws-sigv4 2 http AT0IEE FI7IELICH

[dependencies]
aws-sigv4 = "1"
http = "1"

LA o

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from ‘SdkConfig".
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https://docs.rs/aws-sigv4/latest/aws_sigv4/index.html
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let identity = Credentials::new(
"AKIDEXAMPLE",
"wJlalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::buildex()
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())
.settings(settings)
.build()?
.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/result/enum.SdkError.html
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MH|A 27

5 &8t 278 382 SdkError: :ServiceErrorL|Ct O] 2F = AWS MH|AQS| 28 SH 2 Lt
EFHLICH 0 & 01 Amazon S30|AM EXHSHX| &t = A E 7FXK{28{1 5t Amazon S3= 27 8
£ HBrErghLIcH

Jh s 230| 2 4B HoR HSEIUKIE MY £ AWS MHIA gi8S
SdkError::ServiceError 2|0|ELICH Ol @Ol WetO|E @F == MH|A S| EXNZ 25K

9S4 QlaLic
9% S ME HEIt 9F WH| ZeELICH 08 MMl 712 ServiceError HEE Halst
A ZHLD st OF AtEilE HMElshs WHS HoiELich

// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error: :ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");

}

// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}

err => return Err(err.into())
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/result/enum.SdkError.html#variant.ServiceError
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« <service>::error::ProvideErrorMetadata EM42 MH|AOA HELE AR 7l58H 7|12 &
Al 2F ZE 4 @7 HAIX|of CHEF HHIAE MBEFLICH

« Amazon S392| B2 0| EM2 aws_sdk_s3::error::ProvideErrorMetadata®L|C}.
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« <service>::operation::RequestId EM2 & HMEE F7I5t0{ MH|AHM EEE DR
& AWS 2% IDE A gLt

« Amazon S39| A< 0| 542 aws_sdk_s3::operation: :RequestIdlLILC}.

« <service>::operation::RequestIdExt 582 extended_request_id() HMEE F7}

501 F7} & @™ IDE 7S L|Ct.
o 2UE MH|AO|AMEF X|HEIL|C}H.

« Amazon S39| AL 0| 542 aws_sdk_s3::operation::RequestIdExt&L|C}.
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2. 44 B3 IS LFE grEU| 2o HEE 7 2 7R E HrERisLITH

3. 4 BE SZAIL MHIAE X S ESt T olld MHIAT QFE HEFVI M2 XHHE 53F 32
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7|18Xo 2 0| 277} EA|IZ|H ‘dispatch failure’Bt Z22EILICE o7|0lE @7 E SHESIE
|= Mg EE7t gi&LICt SDK for Rust= DisplayErrorContextts ZHEHSH @ F E|ZHE XS

<service>::error::DisplayErrorContext #&x &= ™A QF HHAEE £35t= 7|52
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« Amazon S3°| B2 O| *ZX &= aws_sdk_s3::error::DisplayErrorContext L|C}.
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/trait.ProvideErrorMetadata.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestId.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/trait.RequestIdExt.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/error/struct.DisplayErrorContext.html
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dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {

code: Some("UnauthorizedException"),
message: Some('"Session token not found

or invalid"),
extras: Some({"aws_request_id":

"1b6d7476-f5ec-4al16-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {
"date": HeaderValue { _private:
HO("Thu, @04 Jul 2024 ©07:41:21 GMT") 1},
"content-type": HeaderValue { _private:
HO("application/json") },
"content-length": HeaderValue
{ _private: H@("114") 1},
"access-control-expose-headers":
HeaderValue { _private: HO("RequestId") 1},
"access-control-expose-headers":
HeaderValue { _private: HO("x-amzn-RequestId") },
"requestid": HeaderValue { _private:
HO("1b6d7476-f5ec-4a16-9890-7684ccee7d01") 3,
"server": HeaderValue { _private:
HO("AWS SSO0") 3,
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"x-amzn-requestid": HeaderValue
{ _private: HO("1b6d7476-f5ec-4al16-9890-7684ccee7d0l") }
}
.
body: SdkBody {
inner: Once(
Some (
b" {
\"message\":\"Session token not
found or invalid\",
\"_type\":
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"
)
),
retryable: true
.
extensions: Extensions {
extensions_0@2x: Extensions,
extensions_1x: Extensions
}
}
}
)
}
)
}
),
connection: Unknown
}
}
)
AWS SDK for Rustoi| A HO|X| OHHEl At AtHE
B2 AWS 2 40| HO|2ETt LIF HAM B SEHS vtete = oS M H 8 Z0tE gretehct ol
MH|A= OO|E{ o] YRt EZ S Btetsloi CHE &= MEE HAgLICt o| T{E 2 Ho|X| oHZolzt
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https://docs.rs/aws-smithy-async/latest/aws_smithy_async/future/pagination_stream/struct.PaginationStream.html
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« Amazon S30{ A O|of| CHEF & 7HX| ol =
aws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder::

L|ch.

CH2 o Aol M= Amazon Simple Storage ServiceE AM& grL|CH 2Lt StLt O] 4 mO|X| OHEE! API
7t JE EE MHIAWM 7iEE SYFLICH

rr

7t

CHS
7

iy

I ofAME try_collect() HIMEE AI236t0{ HO|X| OHUE RE AWE VecZE &5t
Etst o M| E Eoi&FLCt.

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

t= <7t A&LIch Chs o

HOo|&AE { & Aot BE Zd€ ¢t Hoj| M2 2|2 7}XK{2 K| &0} of 3
| Amazon S3 HHZ! 9| U E RS LICt.

MolM= O ol A7t gig Wt x

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginatoxr()
// customize the page size (max results per/response)
.page_size(10)
.send();
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/operation/list_objects_v2/builders/struct.ListObjectsV2FluentBuilder.html#method.into_paginator
https://docs.rs/aws-smithy-async/latest/aws_smithy_async/future/pagination_stream/struct.PaginationStream.html#method.try_collect
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println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
}

AWS SDK for Rust O & 2|7 0|Mof| % HIAE F7}
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determine_prefix_file_size() HMEZE HAEE £ Q&LICH

1. ZZME C|AHEZ|o CHEt BHE TEZE0|MH mockall FB0|EE BSHESE FIHLICH

FHEAE 65


https://docs.rs/mockall/latest/mockall
https://docs.rs/mockall/latest/mockall/attr.automock.html
https://docs.rs/mockall/latest/mockall
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$ cargo add --dev mockall

--dev SME AI83HH Cargo. toml It 9| [dev-dependencies] AMoi 3 &0|E7} F7}

ElLch 7Y SS5dez M AntUEX| pfeH Z2HM I =of Ar8El= 2|5 HiolL2lof 27

X et &Lt

Ol of Al Z == Amazon Simple Storage Service™ AWS AMH|ANXMZ AFSEHLICH.
$ cargo add aws-sdk-s3

O|= 7| 3t™ [dependencies] I}Q| Cargo.toml Mol Z20|E7F F7HELICH

mockall I HO|E2| automock EES Z&HstL|Ct.

L8t E|AE AWS AH|A S9Q1,0] 32 Amazon S39 Zt#4El CHE glolE 2| =& gfLct.

rol-
0

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

OHZ (70l Amazon S3 Bl T+ o| & 7tX| 3 & ofH ZE ALY X| AHst=

HIELIZE Sl Amazon S301| HAM|A Y| f6l &G E AXM Z=L|CH

« mockallolA HH&E Rof F2diL|Ct.

O dlofM= MEHEH &S0l S3 0|0l X|HELICH ME2 test 0] et ZHF ALICH

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

S3Impl +EAE= AXZE 23 2= Amazon S3 B F X O 73 QIL|CH AWS.

mockall2 AFSEt X H

1>
[m

66


https://doc.rust-lang.org/cargo/commands/cargo-add.html
https://doc.rust-lang.org/cargo/reference/specifying-dependencies.html#development-dependencies
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- HAEY}I 243 E 42 280/ AWSTt otl 2o|Z MEE|2 2 0| AEE AFSEIX| of&LCh
dead_code £42 S3Impl FHO| AAZEIX| = B2 =XME E15X| =5 ElE{of X|A|
st|CH
= .

« X8 #[cfg_attr(test, automock)]= EHIAET EM38IE|H automock 82 M3
of &2 LIEFHLICE Ol 0|&0| MockS3Impl1Ql S3Imple| 2o|E MAET = mockallod X|
AlgrLct.

« Ol oMol 1ist_objects() HIMEE ZolétedE 21X & QILICH automockE AHS 22
expect_list_objects() HMEE MM gL|CtH

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()

.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await
}
}
5 testtte ZE0MEIAE & +E HMFLIC
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« ZHE #[cfg(test)]= test 40| true@ B mockallO| EHAE EES2 LESH O &2
LIEFH LY.

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput: :builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
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s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

D)
.set_next_continuation_token(Some("next".to_string()))
.build())
1)
mock.expect_list_objects()
.with(

eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
D)
.build())

1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

« ZHE|AEE let mut mock = MockS3Impl::default();E AF& 3104 MockS3Impll|
mock QIAEAE MMBFLICEH

llSt_ObJeCtS() IHIA-IE7} =] I:}E ZOo{ M Afgil'— zL 01| CHSH of AF AT E MEI3HL|
Ct.

« ZICHX|7F M™HEZ|HH O|E AF83510 determine_prefix_file_size()E &M 5&5t04 &=
E E|lAEFLICE BtEHE 22 o{ M2 ALE 5104 2HIE K| =l L Ct.

6. determine_prefix_file_size() &< Amazon S3 ciI{E At&35t0{ MF AL IIYo| 3 7(|E
7t X LCt.
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#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

[
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/testing
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https://docs.rs/aws-smithy-http-client/latest/aws_smithy_http_client/test_util/struct.StaticReplayClient.html
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2 rio
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1. Z=Z2 CIHE{2of CHet BE ZEZE0|M aws-smithy-http-client AT0|EE &7
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$ cargo add --dev aws-smithy-http-client --features test-util

--dev M
ElLlch JHe
E|X| et &Lt

fjo

A3l Cargo.toml Q| [dev-dependencies] Mol IBO|ET} F7}
SMOZ M HAUUE|X| gto{ T2HM I o AFS K= =|F Hio|Ld2/ol =&

OfA

O| od|Al Z =+ Amazon Simple Storage Service ™ AWS MH|A0IMZ AFE EFLICH

$ cargo add aws-sdk-s3

O|Z | 3t [dependencies] 2| Cargo.toml MMoi 3 2|0|E7t FI7HELICH.

2. HAEFIE ZE0| ER8 F 7K fES 25 ZefLCh

use aws_smithy_http_client::test_util::{ReplayEvent, StaticReplayClient};
use aws_sdk_s3::primitives::SdkBody;

3. HAE Zoi &M5HoF 5t= 2 HTTP ERIAMZ LIEHH= ReplayEvent R E M5t
= WO 2 HAETL AIZFELICH ZF O[HIEM|= HTTP 27 A9t AWS AH|A 71 HHA
OS2 8ot WEE LIEILE HTTP 8% 2|7t & Elo{ /J&LICt O|2{3t O|HIE=

StaticReplayClient::new()Ol CHEt 2 S £ 2 MEFLICH

let page_1l = ReplayEvent::new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?list-
type=28&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
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http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

re play clientol MEELICH Ol E2to|AHE S| F+4J0 X[Z 504 SDK for Rustof| A
A& £ Qe HTTP 22I0|2EE LIEFLICH

4. Amazon S3 22I0|HEE Md5t2{H Z2t0|E E2HA S| from_conf() E+E &Y ££5104
T HAE AL& 350 Et0|MEE M ELICt.

let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);
T4 ZAE YO0l http_client() HASE AS5tod RIMED /2 5
2 credentials_provider() HMEE AIE35t0{ X|HELICH Xt SH
make_s3_test_credentials()zl= &8 AHS5t0 MM, ol &&=
g pHerstLIct

7t &b B T

fn make_s3_test_credentials() -> s3::config::Credentials {
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s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

ol{zt A FHE A

il
u

rlo

&l AWSZ ™MEE[X| feBz REotX| efotT ELICH
5. EHAEJ EHRE &+E MY SESI HAEE AAELICE O] t|XofA siE

el
O|Z2 determine_prefix_file_size()LICH 3 £Hmy JlfﬂHle'l'_ QLY AEE
Amazon S3 22I0|UE A LICH et HEXNIE S8l LI7IHX| b1 ¥ E XEl6tES
StaticReplayClient& ArE3t0{ M4 El Z2t0[MEE XI’S&*I—IEP.
let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

determine_prefix_file_size()Ol| CiEt 2% S E0| 2 E|H 0{HEE AI&35toq B

| =2—=
gtEl Zfo] of & 2ot A x|St=X| =elgLct O3 oS StaticReplayClient HIME
assert_requests_match() &+E& 2 S EFLICL Ol &= 7ISE HTTP LEE A5t

N Zeto|HE M Al MISE ReplayEvent ZiA| HiEo| X|HE ¥ 25 LX|st=X|
EolgfLict.
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e

oM AF25H= F =0l CHEt E|AEE EHAIs ) AKX
Ct. aws-smithy-mocks ZBIOIEE =

- SDK7I &8 20| 8Hdt= HHE Molste 2o #3I8 MMELICt

- CIYEH R8O SE(HES, 2LF, HTTP )2 dteterLct

- M JHte 2 @HE UR|AIZILICH

- MAIZ SEES EHAESY| 28 SE AHAE HolgLIc

- TE0| HTHE AFSEIR=X| EQILICt

S&EE F7t

Z2ME C|HE 2o CHE BE ZEZE0|AM aws-smithy-mocks AP0IEE SEH 2 FIHEL
C}.

$ cargo add --dev aws-smithy-mocks

--dev SME A3 Cargo. toml Tt Q| [dev-dependencies] AMol 3 &|0|E7} FI7HEL
Ch 7Y SsMdo2 M AU UL x| toH Z2EHM o AARE|E %5 Hio|u2lo =& E|X| ot&

O] ofA| == Amazon Simple Storage Service™ O Z AF& AWS MH|ASIH 7|57} 2R EL
Cttest-util.

$ cargo add aws-sdk-s3 --features test-util

O|Z | 3t™ [dependencies] I+ 9| Cargo.toml AMoi 3 8|0|E7} F7HELICEH

7|2 MEHY

m

22 aws-smithy-mocks& AF23+0{ Amazon Simple Storage Service(Amazon S32 4% =235}
= ICE HAESE YEo| ZFEHS of LT

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::primitives: :ByteStream;
use aws_smithy_mocks::{mock, mock_client};
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#[tokio: :test]
async fn test_s3_get_object() {

// Create a rule that returns a successful response

let get_object_rule = mock!(aws_sdk_s3::Client::get_object)

.then_output(]| {

GetObjectOutput: :buildexr()
.body(ByteStream: :from_static(b"test-content"))

.build()
1)

// Create a mocked client with the rule

let s3 = mock_client!(aws_sdk_s3,

[&get_object_rule]);

// Use the client as you would normally

let result = s3
.get_object()
.bucket("test-bucket")
.key("test-key")
.send()
.await
.expect("success response");

// Verify the response

let data = result.body.collect().await.expect("successful read").to_vec();

assert_eq!(data, b'"test-content");

// Verify the rule was used

assert_eq!(get_object_rule.num_calls(), 1);

[a

Lxlste 28

Y HHM AXIAIAH #EE Bt FAME2E BHE £ U&LICH

let rule = mock!(Client::get_object)
.match_requests(|req| req.bucket()
Some("test-key"))
.then_output(|| {

== Some("test-bucket") && req.key() ==

E 59ig Q142 AB3HE mock! AR E A8 stod MAElLICh 22 o3 7%

o]
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GetObjectOutput: :builder()
.body(ByteStream: :from_static(b"test-content"))

.build()
3);
chefst SE R
chest R0l SES BHEHE 4 AUsLIC

// Return a successful response
let success_rule = mock!(Client::get_object)
.then_output(|| GetObjectOutput::builder().build());

// Return an error
let error_rule = mock!(Client::get_object)
.then_error(|| GetObjectError::NoSuchKey(NoSuchKey::builder().build()));

// Return a specific HTTP response
let http_rule = mock!(Client::get_object)
.then_http_response(|| {
HttpResponse: :new(
StatusCode: :try_from(503).unwrap(),
SdkBody: : from("service unavailable")

1)
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// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()

.http_status(503, None) // First call returns 503
.http_status(503, None) // Second call returns 503
.output(]|| GetObjectOutput::builder().build()) // Third call succeeds
.build();

// With repetition using times()
let retry_rule = mock!(Client::get_object)
.sequence()

aws-smithy-mocks2 Al88t fA EIAE 77
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.http_status(503, None)

.times(2) // First two calls return 503
.output(]| GetObjectOutput::builder().build()) // Third call succeeds
.build();

T2

A ZEE A3t FAI2 YAIATID MBsHe WHS Moig + YLt

// Sequential mode: Rules are tried in order, and when a rule is exhausted, the next
rule is used
let client = mock_client!(aws_sdk_s3, RuleMode::Sequential, [&rulel, &rule2]);

// MatchAny mode: The first matching rule is used, regardless of order
let client = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&rulel, &rule2]);

ofl: HA = SE EIAE
CHE 2 MAIE S& 2 ElAESHE $HS 2oiFE 2ot st ofdl itk

use aws_sdk_s3::operation::get_object::GetObjectOutput;
use aws_sdk_s3::config::RetryConfig;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_retry_behavior() {
// Create a rule that returns 503 twice, then succeeds
let retry_rule = mock!(aws_sdk_s3::Client::get_object)
.sequence()
.http_status(503, None)
.times(2)
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"success"))
.build())
.build();

// Create a mocked client with the rule and custom retry configuration
let s3 = mock_client!(

aws_sdk_s3,

RuleMode: :Sequential,

[&retry_rule],

|client_builder| {

aws-smithy-mocks2 Al88t fA EIAE
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client_builder.retry_config(RetryConfig: :standard().with_max_attempts(3))
I

// This should succeed after two retries
let result = s3

.get_object()

.bucket("test-bucket")

.key("test-key")

.send()

.await

.expect("success after retries");

// Verify the response
let data = result.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b'"success");

// Verify all responses were used
assert_eq!(retry_rule.num_calls(), 3);

of: 2% meto|e{of e ctgst SE
9% mlato|Eo] WE} CF2 STHS Histst= FEIS MAISH &0 QA LD},

use aws_sdk_s3::operation::get_object::{GetObjectOutput, GetObjectError};
use aws_sdk_s3::types::error: :NoSuchKey;

use aws_sdk_s3::Client;

use aws_sdk_s3::primitives: :ByteStream;

use aws_smithy_mocks::{mock, mock_client, RuleMode};

#[tokio: :test]
async fn test_different_responses() {
// Create rules for different request parameters
let exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("exists"))
.sequence()
.output(]|| GetObjectOutput::builder()
.body(ByteStream: :from_static(b"found"))
.build())
.build();
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let not_exists_rule = mock!(Client::get_object)
.match_requests(|req| req.bucket() == Some("test-bucket") && req.key() ==
Some("not-exists"))
.sequence()
.error(|| GetObjectError::NoSuchKey(NoSuchKey::builder().build()))

.build();

// Create a mocked client with the rules in MatchAny mode
let s3 = mock_client!(aws_sdk_s3, RuleMode::MatchAny, [&exists_rule,

&not_exists_rule]);

// Test the "exists" case

let resultl = s3
.get_object()
.bucket("test-bucket")
.key("exists")
.send()
.await
.expect("object exists");

let data = resultl.body.collect().await.expect("successful read").to_vec();
assert_eq!(data, b"found");

// Test the "not-exists" case
let result2 = s3
.get_object()
.bucket("test-bucket")
.key("not-exists")
.send()
.await;

assert!(result2.is_erxr());

assert!(matches!(result2.unwrap_err().into_service_error(),
GetObjectError: :NoSuchKey(_)));

2 AR
EHIAEO aws-smithy-mocksE AF23tE B2
1. EM o Ux|: F2lg2 9|8t 2%, £E35| RuleMode: : :MatchAnyd|2t 2423524 ™

2. 7R ALEE &l 7E0| ANZE ABEIREX| rule.num_calls()E &QIgL|Ct
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waiter0ll CHEH X| &S XM|Bst= AWS MH|AO|E <service>: :waiters 2 E0| Z&ELIC}H

« <service>::client::Waiters §42 Zcto|ME CHE waiter HHIMEE MBELICH HAME
£ Client Tt X=RA|of CHEH FSAEILICH 2 E waiter HIMEE wait_until_<Condition>o| E&
HH F=E ELICH

« Amazon S32| A2 0| EME aws_sdk_s3::client::Waiters®L|C}.
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2R X5 chAl waiter &

use std::time::Duration;
use aws_config: :BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/client/trait.Waiters.html

AWS SDK for Rust

JHeER 7Hol=

.await;
let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.
s3.create_bucket()
.bucket("my-bucket")
.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

(@ Note
ZHCZ| HMEE ol U s @70 =250 2|5 SHS Y= d A" = e
Result<FinalPoll<...>, WaiterError<...>> EH ==
APl A% M 2| FinalPoll &! WaiterError& £ X stAM2.
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SDK for Rust

(® Note
GitHuboll H B} 2 LH&O| A& LIcH AWS ZE of E|ZX|EZ[0IM A o E &1 MY U
Asts GHS HIHEM R,

2|2 2| Amazon AP| Gateway REST APIE E A& L|CH

async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {

println!("ID: {}", api.id().unwrap_or_default());
println!("Name: {3}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {3}", api.version().unwrap_or_default());
println!(

"Created: {31",

api.created_date().unwrap().to_chrono_utc()?
I
println!();

I
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SDK for Rust

® Note
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async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob::new(data))
.send()
.await?;

0k(())

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

);

let shared_config = aws_config::from_env().region(region_provider).load().await;
let api_management_config = config::Builder::from(&shared_config)
.endpoint_url(endpoint_url)
.build();
let client = Client::from_conf(api_management_config);

« APl M5 ME £ AWS SDK for Rust API & = 2| PostToConnection2 & XsHM 2.
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async fn show_policies(client: &Client) -> Result<(), Error> {

let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace::Ec2)
.send()
.await?;

println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());
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use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

}

impl std::error::Error for Error {}

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;

println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()

for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {name}",);
println!("\t Engine: {enginel}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);

ok(())
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use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types::{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,

Parameter},

i

use sdk_examples_test_utils::waiter::Waiter;

use tracing::{info, trace, warn};

const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup";
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =

"Parameter Group created by Rust SDK Code Example";
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const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

i

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({code})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
};
write!(f, "{displayl}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
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message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {3}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{3}: {}", self.message, c),
None => write!(f, "{}", self.message),

// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(
f,
"{}: {3 (allowed: {})",

self.name, self.current_value, self.allowed_values

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_xrds::types::Parameter) -> Self {
AuroraScenarioParameter {
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name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,

db_cluster_parameter_group: Option<DbClusterParameterGroup>,

db_cluster_identifier: Option<String>,
db_instance_identifier: Option<String>,
username: Option<String>,

password: Option<SecretString>,

impl AuroraScenario {
pub fn new(client: crate::rds::Rds) -> Self {

AuroraScenario {
rds: client,
engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,
password: None,

// Get available engine families for Aurora MySql.

rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the

'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,

ScenarioError> {
let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;

trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
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return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
I
)
.for_each(|(family, version)|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),

)

.await;

describe_orderable_db_instance_options_items
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.map(|options| {
options

Liter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o]| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

b

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

) =>{
return Err(ScenarioError::with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
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}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;

pub fn set_login(&mut self, username: Option<String>, password:
Option<SecretString>) {
self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));

let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
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.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: : from)

.collect::<Vec<_>>();

Ok(parameters)

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
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increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value(format!("{offset}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

ok(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
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pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString::new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);
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let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
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.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

7|2 ALE 103



AWS SDK for Rust JHeER 7Hol=

}

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.

// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status

== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{name}").as_str())
.await;
match snapshot {
Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

}I

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
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let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

.await;
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if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.

let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME. to_string())
)
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(

"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;

RDS Client 2l THo| S ETR 3 E AF35l04 20|E 2|2 E|AEEL|C}.

use crate::rds::MockRdsImpl;

use super::*;
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use std::io::{Error, ErrorKind};

use assert_matches::assert_matches;
use aws_sdk_rds::{
error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group::CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},
create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterOutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints::DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
},
describe_db_clusters: :{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{
DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

},
describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options::DescribeOrderableDBInstanceOptionsExrror,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
.
},
types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,
OrderableDbInstanceOption,
.
};
use aws_smithy_runtime_api::http::{Response, StatusCode};
use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio: :test]
async fn test_scenario_set_engine() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_rds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());
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}

#[tokio: :test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :builder()

.db_parameter_group_family("f1")
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.engine_version("flb")
.build(),

)

.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: :from([
("f1".into(), vec!["fla".into(), "f1b".into()]),
("f2".into(), vec!["f2a".into()])

1))
);

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let scenario = AuroraScenario::new(mock_rds);
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let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
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1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not
available instance classes"

srempty()),

get
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);

#[tokio::test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;
assert!(cluster.is_ok());
#[tokio::test]

async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;
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assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Did not find the cluster");
}

#[tokio::test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

mock_xrds

.expect_describe_db_clusters()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {

Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe_db_clusters_error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message

== "Failed to get cluster");
}

#[tokio::test]
async fn test_scenario_connection_string() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()
.endpoint("test_endpoint")
.port(3306)
.master_username("test_username")
.build(),
)
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysgl -h test_endpoint -P 3306 -u test_username -p".into())

);

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
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.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()])
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio::test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(

::Immediate)

::Immediate)

ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(

ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
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))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
18

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
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.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))

.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()

.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_rds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
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scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

Some(SecretString: :new("test password".into()));

scenario.password

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
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scenario.username = Some("test username".into());
scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
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true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
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true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

7|2 ALE 124



AWS SDK for Rust JHeER 7Hol=

.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;
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#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :buildexr()
.db_cluster_identifier(id)
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.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1}
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput::builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());

#[tokio::test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
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.times(1)
.return_once(|_, _| {
Err(SdkError: :service_error(

CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"create snapshot error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Failed to create snapshot");

}

#[tokio: :test]
async fn test_scenario_snapshot_invalid() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)

.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if

message == "Missing Snapshot");

}

ALIEIR & MBFE 27K ddst= Hio|LH2|LICH AL A7 R AEE UE +
O|0{2HE ArSEfLICH.

use std::fmt::Display;

use anyhow: :anyhow;

AA
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use aurora_code_examples::{
aurora_scenario: : {AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

I

use aws_sdk_rds::Client;

use inquire::{validator::StringValidator, CustomUserError};

use secrecy::SecretString;

use tracing::warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
fn new() -> Self {
Warnings(Vec::with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")7?;

}
0k(())
}
}
fn select(

prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire::Select::new(prompt, choices)
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// Prepare the Aurora Scenario. Prompt for several settings that are optional to the

async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {

.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.

let mut scenario = AuroraScenario::new(rds);

// Get available engine families for Aurora MySql.

rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;
if let Err(error) = available_engines {
return Err(anyhow!("Failed to get available engines: {}", error));

}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.

rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')

let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,

133



AWS SDK for Rust JHeER 7Hol=

"Invalid instance class selection",

)?;
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)

// Prepare the cluster, creating a custom parameter group overriding some group
parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->
Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",
3);

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,
increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);
return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;

let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
-prompt();

if let Err(error) = username {
warnings.push(
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"Failed to get username, using default",

ScenarioError: :with(format!("Error from inquirer: {error}")),
);
return Exrr(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str]| {

if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)

} else {
Ok(inquire::validator::Validation::Invalid(

"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);

return Erx(());
13
scenario.set_login(Some(username), password);

0k(())

// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {
// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.
// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
scenario.start_cluster_and_instance().await?;
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let connection_string = scenario.connection_string().await?;
println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String::from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;

println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

ok(())

#[tokio::main]

async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let rds = RdsClient::new(client);
let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.
let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance
and cluster to delete before moving on.
let clean_up = scenario.clean_up().await;
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if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {

println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {}
impl StringValidator for U8Validator {
fn validate(&self, input: &str) -> Result<inquire::validator::Validation,
CustomUserError> {
if input.parse::<u8>().is_err() {
Ok(inquire::validator::Validation::Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {

Ok(parameters) => {
println!("Current parameters");
for parameter in parameters {

println!("\t{parameterl}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),
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fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {3})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError: :with(format!("{error}")),
);
default

.
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{error}")),
);
default

HAEE 98t 2 E 2 Z(automocking)2 518 5= Amazon RDS AH|AE S| Sfm{ L|C}.

use aws_sdk_rds::{
error: :SdkError,
operation::{
create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group: :CreateDBClusterParameterGroupError,
create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,
CreateDbClusterSnapshotOutput},
create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},
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delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,

iy
delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOQutput},

describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,
},
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

iy

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

i

iy

modify_db_cluster_parameter_group::{

ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,

}I

types: :{OrderableDbInstanceOption, Parameter},
Client as RdsClient,

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall: :automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {

RdsImpl { inner }
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pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

pub async fn describe_orderable_db_instance_options(

&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>
{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
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.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}
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pub async fn create_db_cluster(

&self,

name: &str,
parameter_group: &str,
engine: &str,

version: &str,
username: &str,
password: SecretString,

) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

pub async fn create_db_instance(

&self,

cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,

) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {

self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

pub async fn describe_db_instance(

&self,
instance_identifier: &str,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {

self.inner
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.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()

.await

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,

) -> Result<CreateDbClusterSnapshotOutput,

SdkError<CreateDBClusterSnapshotError>> {

self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,

) -> Result<DescribeDbClusterEndpointsOutput,

SdkError<DescribeDBClusterEndpointsError>> {

self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
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.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)

.send()

.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

O| AlLt2[20 AF8El & &=0| = Cargo.tomIL|Ct.

[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"
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# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime-api = { version = "1.0.1" }

aws-sdk-rds = { version = "1.3.0" }

inquire = "0.6.2"

mockall = "Q.11.4"

phf = { version = "0.11.2", features = ["std", "macros"] }
sdk-examples-test-utils = { path = "../../test-utils" }

secrecy = "0.8.0"

tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

« APl M8 ME = AWS SDK for Rust APl 2 Z9o| CI2 FX|E & X5M L.

* CreateDBCluster

» CreateDBClusterParameterGroup

» CreateDBClusterSnapshot

* CreateDBlInstance

* DeleteDBCluster

» DeleteDBClusterParameterGroup

« DeleteDBInstance

» DescribeDBClusterParameterGroups

* DescribeDBClusterParameters

» DescribeDBClusterSnapshots

* DescribeDBClusters

» DescribeDBEngineVersions

« DescribeDBInstances

» DescribeOrderableDBInstanceOptions

* ModifyDBClusterParameterGroup

712 Mg 145



https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.create_db_cluster
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.create_db_cluster_parameter_group
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.create_db_cluster_snapshot
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.create_db_instance
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.delete_db_cluster
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.delete_db_cluster_parameter_group
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.delete_db_instance
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_cluster_parameter_groups
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_cluster_parameters
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_cluster_snapshots
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_clusters
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_engine_versions
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_instances
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_orderable_db_instance_options
https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.modify_db_cluster_parameter_group

AWS SDK for Rust JHeER 7Hol=

XFOA
— =
CreateDBCluster

C}2 T E o A|= CreateDBClusterQ A2 &2 Ho{EL|C}

SDK for Rust

® Note
GitHubOll { Bt L 0| /&LICH AWS ZE of 2|ZX|EZ|0AM MA| o E &1 A% 4

AdstE YHS HIYEML.

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
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self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));
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self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Liter()
.all(|instance| instance.db_instance_status() == Some("Available"));
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let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
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.engine(engine)

.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()

.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(
DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
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.db_instance_class(class)
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_xrds);

scenario.engine_version = Some("aurora-mysql8.0".into());

scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
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assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, —_, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
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.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
});

mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
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.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
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1)

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;
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// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')

pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {

self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,

)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

) = {
return Err(ScenarioError::with(

"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {

if error.code() == Some("DBParameterGroupAlreadyExists") {

info!("Cluster Parameter Group already exists, nothing to do");
} else {

return Err(ScenarioError: :new(

"Could not create Cluster Parameter Group",
&error,
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));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
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1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),

eq("aurora-mysql"),

)

.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;
assert!(set_engine.is_err());

#[tokio: :test]

async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {

Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),
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),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_xrds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysql', EngineVersion=).

// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
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pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString::new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")

);

£
e

161



AWS SDK for Rust JHeER 7Hol=

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
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.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))
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}

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

bal
-
o}
+

164

il
I



JHeER 7Hol=

AWS SDK for Rust

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {

let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1)

srempty()),
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");

bal
-
o}
+

168

il
I



AWS SDK for Rust

JHeER 7Hol=

assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

sinew(
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)

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio: :time: :advance(Duration::from_secs(1l)).await;
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tokio: :time: :resume();
let _ = assertions.await;

« APl M| HE = AWS SDK for Rust API £ X 9| CreateDBClusterSnapshot2 & Z5tM 2.

CreateDBInstance
CI2 I E o A|= CreateDBInstancel| AR W2 HoiEL|Ct.

SDK for Rust

(® Note

GitHuboll . Bt 2 Lig 0| Ql&LICh AWS ZE of 2|ZX|E 2|0 T of| & 3t M 2
AlESHE HEHE HIKIEAM2.

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(

bal
-
o}
+

171

il
I


https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.create_db_cluster_snapshot
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/aurora#code-examples

AWS SDK for Rust JHeER 7Hol=

DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
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return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));
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let instances_available = instance
.unwrap()
.db_instances()
Litex()

.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
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.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)

.send()

.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(
DbInstance: :builderx()
.db_cluster_identifier(cluster)
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.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
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scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
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Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
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Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

1)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

)
.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
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.build())
1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,

));

break;
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let db_instances = describe_db_instances

.unwrap()

.db_instances()

.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError::new(message, &err));
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} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self

.xds

.delete_db_cluster_parameter_group(
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self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));
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mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
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.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
with()
.times(1)
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.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
1)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)

.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
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Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
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tokio: :time: :resume();
let _ = assertions.await;
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
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let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

.await;
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if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME. to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}
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#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :buildexr()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
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)
.build())

)

.with(eq("MockCluster"))

.times(1)

.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(]]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()
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.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

bal
-
o}
+

197

il
I



AWS SDK for Rust JHeER 7Hol=

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
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&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {

self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_rds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
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.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

« API M ME = AWS SDK for Rust API £ = 9| DeleteDBInstanceE & X 5tA| 2.

DescribeDBClusterParameters
C}2 T E of|A|= DescribeDBClusterParameters@| Al W2 EHoiEL|Cl.

SDK for Rust

® Note
GitHuboll . Bf2 LI 0| &LICH AWS ZE of 2|ZX|EZ|0|M A o E &1 H™ gl

L
AdstE YHES HIYEMR.

// Get the parameter group. rds.DescribeDbClusterParameterGroups

// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
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// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

£
e

207



AWS SDK for Rust JHeER 7Hol=

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")

.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
Lbuild()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
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.return_once(|_]|
Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if messag
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

« APl M5 ME £ AWS SDK for Rust API & = ©| DescribeDBClusterParametersE& & X 5HAM| L.

DescribeDBClusters
C}2 T E of|A|= DescribeDBClustersQ| A2 w2 HoiEL|Cl.

SDK for Rust

® Note
GitHubOll . Bf2 LI 0| /&LICH AWS ZE o 2|ZX|EZ|0|M A o E &1 H™ gl

AdstE YHES HIYEMR.

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine="'mysqgl', EngineVersion=).
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// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));
}

info!/(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()

£
e

210



AWS SDK for Rust JHeER 7Hol=

.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.rds
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.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());
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}

Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(

&self,

id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
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true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())
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.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {

let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1)

srempty()),
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",

))),

sinew(

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
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)

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds.expect_describe_db_instance().return_once(|name]| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio: :time: :advance(Duration::from_secs(1l)).await;
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tokio: :time: :resume();
let _ = assertions.await;

« APl M5 ME = AWS SDK for Rust API & X ©| DescribeDBClustersE& £ X SHAM|L2.

DescribeDBEngineVersions

CH2 ZE o A|= DescribeDBEngineVersions2| AL WS HoiELICH
SDK for Rust
(® Note
GitHuboll H Ef2 LH&O| A&LICH AWS ZE of E|ZX|EZ[0IM A o E &1 MY Y

MEsHe WS HoEAL.

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
};

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.

bal
-
o}
+

220

il
I


https://docs.rs/aws-sdk-rds/latest/aws_sdk_rds/client/struct.Client.html#method.describe_db_clusters
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/aurora#code-examples

AWS SDK for Rust JHeER 7Hol=

let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)

.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
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)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_describe_db_engine_versions()

.with(eq("aurora-mysql"))

.return_once(|_]| {

Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe_db_engine_versions error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

I
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))
1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

« API M5 HEE= AWS SDK for Rust API & X 9| DescribeDBEngineVersions2 X 3HMI2.

DescribeDBInstances
C}S I E o A|= DescribeDBInstances?| A2 &E4E Ho{FL|Ct.

SDK for Rust

® Note
GitHubOll . Bf2 LI 0| &LICH AWS ZE of 2|ZX|EZ|0|M T o E &1 M™- gl

AdstE YHES HIYEMR.

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
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.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

}
match db_clusters.first().unwrap().status() {
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Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
&self,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
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self.inner.describe_db_instances().send().await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :buildexr()
.db_cluster_identifier(id)
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.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
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let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

srempty()),
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.db_clusters(
DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if
message == "Failed to check instance state during deletion");
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assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe

Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

« APl M5 ME = AWS SDK for Rust API & = 9| DescribeDBInstancesE & X 35HM| 2.

DescribeOrderableDBInstanceOptions
CH2 ZE 0 Al= DescribeOrderableDBInstanceOptionsQ| A& WS 2oi&LICt

SDK for Rust

(® Note

GitHuboll . Bt 2 Lig 0| l&LICh AWS ZE of 2|ZX|E 2|0 T of| & 3t1 M 2
AldSHE HEHE HIQIEAM 2.

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
.as_str(),

.await;
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describe_orderable_db_instance_options_items
.map(|options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o]| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

b

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

bal
-
o}
+

232

il
I



AWS SDK for Rust JHeER 7Hol=

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
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.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

« API M8 HE = AWS SDK for Rust API & & 9| DescribeOrderableDBInstanceOptions& & &
StAR.

ModifyDBClusterParametexGroup

Ct2 ZE o Al= ModifyDBClusterParameterGroupl| AFHE &S Eo{ELICt

SDK for Rust

® Note

GitHubOll . Bf2 LI 0| /&LICH AWS T E of 2|ZX|EZ|0|M A o E &1 H™ gl
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new

allowable value. rds.ModifyDbClusterParameterGroup.
pub async fn update_auto_increment(
&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.rds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value(format! (" {offset}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

0k(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

::Immediate)

::Immediate)
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{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

#[tokio::test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :builder()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

Parameter::buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

I
true
D)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :builder().build()));

let scenario = AuroraScenario::new(mock_rds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

::Immediate)

::Immediate)

£
e
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#[tokio::test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_error(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let scenario = AuroraScenario::new(mock_rds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

« API M5 HE = AWS SDK for Rust API & Z 9| ModifyDBClusterParameterGroup2 & Z Al
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups =

resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {3}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
I
println!(
"Arn: {1,
group.auto_scaling_group_arn().unwrap_or("unknown"),
I

println!("Zones: {:?}", group.availability_zones(),);
println!();

println!("Found {} group(s)", groups.len());

MZ4 Ol
=0 =

NES
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[package]

name = "autoscaling-code-examples"

version = "0.1.0"

authors = ["Doug Schwartz <dougscheamazon.com>", "David Souther

<dpsouth@amazon.com>"]
edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/

manifest.html
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[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }

aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }

clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

anyhow = "1.0.75"
tracing = "0.1.37"
tokio-stream = "0.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0Q {
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writeln!(f, "{: >4}- {warningl}", "")?;
}
ok(())

#[tokio: :main]
async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
join(", ™);
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

i
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(
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&scenario,
"show that the group was created and one instance has launched",

)

.await;

// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",
)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.

show_scenario_description(
&scenario,

"show that two instances are launched after setting desired capacity",

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
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.unwrap_or_default();

// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the
group.
let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);

let wait_after_terminate = scenario.wait_for_stable(1).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError::with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
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"list the scaling activities that have occurred for the group so far",

)

.await;

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):
// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Exrr(anyhow! (
"There were warnings during scenario execution:\n{warnings}"

)

pub mod scenario;

use std::{
error::Error,
fmt::{Debug, Display},
time: :{Duration, SystemTime},

use anyhow: :anyhow;
use aws_config: :SdkConfig;
use aws_sdk_autoscaling::{
error::{DisplayErrorContext, ProvideErrorMetadata},
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types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},
13
use aws_sdk_ec2::types::RequestLaunchTemplateData;
use tracing::trace;

const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";

const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_or(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
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autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
auto_scaling_group_name: String,

impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

))?;

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))7?;

ok(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {status}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {e}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instancel}")?;

7|2 ArE 246



AWS SDK for Rust

JHeER 7Hol=

Err(e) => writeln!(f, "\t\t! {el}")?,

writeln!(f, "\t Activities:")?;
match &self.activities {
Ok(activities) => {
for activity in activities {
writeln!(
f,

"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",

activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),

// activity.status_message().unwrap_or_default()

activity.end_time(),

VE?
}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),

::Result {
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(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),

};
write!(f, "{displayl}")
}
}
#[derive(Debug)]

pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While “Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),

248



AWS SDK for Rust JHeER 7Hol=

impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
let ec2 = aws_sdk_ec2::Client::new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client: :new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', Imageld='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :buildexr()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;
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let launch_template_arn = match create_launch_template.launch_template {
Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
None => {
// Try to delete the launch template
let _ = ec2
.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
};

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step 0. Give it min/max of 1 instance.
//  You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
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.auto_scaling_group_name(auto_scaling_group_name.as_str())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,
));
}

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here
to prevent a move is ok.
auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azrn,

i

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

D)

.send()
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.await;

match enable_metrics_collection {
0k(_) => Ok(scenario),
Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
"Failed to enable metrics collections for group",

&err,
)1)
}
}
}
pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self
.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.

let delete_launch_template = self
.ec?2
.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()
.await;

let early_exit = match (delete_group, delete_launch_template) {
(0k(_), Ok(_)) => 0k(()),
(0k(_), Err(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale
Group", &el),
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ScenarioError: :new("Multiple error cleaning the scenario Launch
Template", &e2),
D,
I

if early_exit.is_err() {
early_exit
} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()

.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()

.await;

match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(

"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")

)));

return Err(errors);

}
None => return 0Ok(()),

},

Err(err) => {
errors.push(ScenarioError::new("Failed to describe

autoscaling group during cleanup 3 times, last error", &err));
}
}

if errors.len() > 3 {
return Err(errors);
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Err(vec![ScenarioError: :with(
"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format! (
{3 {37,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
D)

.map_err(|e]| {
ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!
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let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect: :<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();
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let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();
let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e| {
ScenarioError: :new("Failed to get autoscaling activities for

group", &e)
1)?;
let activities = describe_activities.activities();
trace!(
"Waiting for no scaling found {3} activities",
activities.len()
I
scaling = activities.iter().any(|a| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);

7|2 ALE 256



AWS SDK for Rust JHeER 7Hol=

let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);

0k(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id]| !'id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling

.describe_auto_scaling_instances()

.into_paginator()

.items()

.send()

.try_collect()

.await

.map(|items]| {

items
.into_iter()
filter(|i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id| !id.is_empty())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling

instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
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let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),

ScenarioError> {

// 7. SetDesiredCapacity: set desired capacity to 2.

// Wait for a second instance to launch.

let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
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.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all
instances):
// UpdateAutoScalingGroup with MinSize=0
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0)
.desired_capacity(0)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

let stable = self.wait_for_stable(0).await;
if let Err(err) = stable {
return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));
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ok(())

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_or(0)

« APl N8 ME = AWS SDK for Rust APl 20| Cl2 FXIE & Z5HM 2.

rr
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CreateAutoScalingGroup

DeleteAutoScalingGroup

DescribeAutoScalingGroups

DescribeAutoScalinglnstances

DescribeScalingActivities

DisableMetricsCollection

EnableMetricsCollection

SetDesiredCapacity

TerminatelnstancelnAutoScalingGroup

UpdateAutoScalingGroup

CreateAutoScalingGroup

Ct2 ZE 0 Al= CreateAutoScalingGroupl| AHE

SDK for Rust

® Note
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async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {

client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");
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ok(())

« API| M5 HE = AWS SDK for Rust API & Z 9| CreateAutoScalingGroup2 & ZHAM|2.
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async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>

{

client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

0k(())

}

« API M8 HE = AWS SDK for Rust API & Z 9| DeleteAutoScalingGroupE & Z5HAI 2.

DescribeAutoScalingGroups
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();

println!("Found {} group(s)", groups.len());

0k(())

« APl M| HE = AWS SDK for Rust APl & X 9| DescribeAutoScalingGroups= & Z35HM|L2.

DescribeAutoScalingInstances

CH2 ZE o A|= DescribeAutoScalingInstancesf| A &g EoiFLICH
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pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling

.describe_auto_scaling_instances()

.into_paginator()

Litems()

.send()

.try_collect()

.await

.map(|items|

items
.into_iter()
filter(|i]
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

1)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()

1)

.map_err(|err| ScenarioError::new("Failed to get list of auto scaling

instances", &err))

}

« APl M| HE = AWS SDK for Rust APl & X 9| DescribeAutoScalinglnstances& & Z35HM| 2.
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DescribeScalingActivities
CHE ZE o A|= DescribeScalingActivitiesQ| A gdg HoiFLICH

SDK for Rust

® Note

GitHubOll . Bt 2 L& 0| }&LICt. AWS ZE of 2|ZX[EZ|0M ™A o & &1 - &
.l

s o =
st YHE HIKIEA L.

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self

.autoscaling
.describe_auto_scaling_groups()

.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e]| {

ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await

.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
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// Bonus: use CloudWatch API to get and show some metrics collected for

the group.

// CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect: :<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

« API M5 HE = AWS SDK for Rust API & Z 9| DescribeScalingActivitiesE & Z5tMIR.
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

« API M5 ME £ AWS SDK for Rust API & = ©| DisableMetricsCollection2 & X 5tAM|L.

EnableMetricsCollection
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let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))

.send()

.await;

« APl M8 HE = AWS SDK for Rust API £ Z 2| EnableMetricsCollection2 & XSHM 2.
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SetDesiredCapacity
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pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,

));

0k(())

« API M|¥ HE = AWS SDK for Rust API & X O] SetDesiredCapacityS & ZX35HMIS.

TerminateInstanceInAutoScalingGroup

CHE ZE o A|E TerminateInstanceInAutoScalingGroup2| AIE WS HoiELICH.
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pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// Or use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
};
let termination = self
.ec2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
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.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()

.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format!(
"Failed to get status of autoscaling group {}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok(auto_scaling_group.unwrap().clone())

« API M|¥ HE = AWS SDK for Rust APl & & 2| TerminatelnstancelnAutoScalingGroup2 & X
StAl2.
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async fn update_group(client: &Client, name:

client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())
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#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::buildexr()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
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.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

0k(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,

ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");
self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)
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}

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

b
self.conversation.push(message.clone());

match response.stop_reason {

StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
return 0k(());

}

_=>0),

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,
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) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
i
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()
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))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

Cl20M AFR St S M EFQLICH O]l AT RIEE =7 A E HOl5l 1 Open-Meteo APIE AHR
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const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();
let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();
let longitude = input
.as_object()
.unwrap()
.get("longitude")
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{e:

{e:

{e:

.unwrap()
.as_string()
.unwrap();

let params = [
("latitude", latitude),
("longitude", longitude),
("current_weather", "true"),

1;
debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()

.get (ENDPOINT)

.query(&params)

.send()

.await

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
?3")))?

.error_for_status()

.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

?2}")))?;
debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

?}")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

HAIX| 2EI=x 258 ZRIEsE fREEIEIQLCH

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
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if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"

)))

[

2, 2% RYLE|, 448 ASELICH

il ’

use std::{collections::HashMap, io::stdin};

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing::debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.
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Explain your step-by-step process, and give brief updates before each step.
Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap: :<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),
),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
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(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document::Array(vec![
Document: :String("latitude".into()),
Document: :String("longitude".into()),
D),
),
1)
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}
impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)
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#[tokio::main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();

let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;

let client = Client::new(&sdk_config);

let response = client
.converse()
.model_id(MODEL_ID)
.messages(
Message: :builder()
.role(ConversationRole: :User)

.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
Lbuild()

.map_err(|_| "failed to build message")?,

Anthropic Claude
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)
.send()
.await;

match response {

Ok(output) => {
let text = get_converse_output_text(output)?;
println!("{3}", text);
0k(())

}

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service

error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()

.map_err(|_| "output not a message")?
.content()

first()

.ok_or("no content in message")?
.as_text()

.map_err(|_| "content is not text")?

.to_string();
Ok(text)

[a

2, 27 REEE|, & AISELCHL

b )

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
operation::converse: :{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
Client,

b7
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// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}
impl std::error::Error for BedrockConverseError {}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}
impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

« AP| M8 ME = AWS SDK for Rust API £ Z 2| ConverseE & X 35HAM 2.

ConverseStream

CH2 ZE of| Aol A= Bedrock2l Converse APIE AF2 35104 Anthropic Claudeol EIAE HA|X|E 2 LH
C

2 3c
SH 2ERE HA[ZeE XE[ets WS EoiELICh

Kl

Anthropic Claude 283


https://docs.rs/aws-sdk-bedrockruntime/latest/aws_sdk_bedrockruntime/client/struct.Client.html#method.converse

AWS SDK for Rust JHeER 7Hol=

SDK for Rust

@® Note
GitHubol| . Bt2 LI 0| Ql&LICH AWS ZE of 2|ZX|EZ|o|M XA o E 51 A gl

AdstE YHS HIEML.

Bedrock2| ConverseStream APIE AH-& 3104 Anthropic Claude0ll EIAE HIAIX|E BT SEH E
22 2EZ|YgLct

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),
)),
}?;

loop {
let token = stream.recv().await;
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match token {

Ok(Some(text)) => {
let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())

}

Ok(None) => break,

Err(e) => Err(e
.as_service_error()
.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamError(

"Unknown error receiving stream".into(),

),
}?

println!();

ok(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_| "".into()),
None => "".into(),

},

_ => ""_into(),

1)

2, 27 REEE|, & AISELCHL

b )

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error::ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error: :ConverseStreamOutputError, ContentBlock, ConversationRole,
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ConverseStreamOutput as ConverseStreamOutputType, Message,
I
Client,
I

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamOutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {

Anthropic Claude 286



AWS SDK for Rust JHeER 7Hol=

match value {
ConverseStreamOutputError::ValidationException(ve) =>
BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),
),
ConverseStreamOutputError::ThrottlingException(te) =>
BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
value => BedrockConverseStreamErroxr(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),

)I
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#[derive(Debug)]
#[allow(dead_code)]
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struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,

impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::buildexr()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
.build()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);
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let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

ok(())

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok(output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioErroxr(
"Converse Output is not a message".into(),
))
}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

}?;

self.conversation.push(message.clone());
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match response.stop_reason {
StopReason: :ToolUse => {

response = self.handle_tool_use(&message).await?;

}

StopReason: :EndTurn => {

print_model_response(&message.content[0])?;

return 0k(());

}
- =0,

Err(ToolUseScenarioError(

"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock>

&mut self,
message: &Message,

for block in &message.content {
match block {

ContentBlock::Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock::ToolResult(tool_response.l));

}
_=>0),
};
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await
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async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {

println!(
"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[Om",
tool.input()
);
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1lb[om",
content.content()
I
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))
}
_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {3} does not exist",
tool.name()
))),
}
}
}

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();
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const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
&ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {

tool_use:

let input

tool_use.input();

let latitude = input
.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input
.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params
("latitude", latitude),
("longitude", longitude),

("current_weather",

1;

[

"true"),

debug!("Calling {ENDPOINT} with {params:?}");

let response

reqwest:

.get (ENDPOINT)
.query(&params)
.send()
.await

:Client:

:new()

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:

{e:?}")))?

.error_for_status()

.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?}")))7;
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debug! ("Response: {response:?}");

let bytes = response
.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

HAIX| 2EI=x S5 Z2IEstE fREEIEIQLCH

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[@;90mThe model's response:\xlb[Om\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))

o

£, 27 REZE, & MASHLICL

H

use std::{collections::HashMap, io::stdin};

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime::{
error: :{BuildError, SdkError},
operation::converse::{ConverseError, ConverseOutput},

types::{
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ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

Explain your step-by-step process, and give brief updates before each step.
Only use the Weather_Tool for data. Never guess or make up information.

Repeat the tool use for subsequent requests if necessary.

If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

",
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
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"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap::<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document: :String("latitude".into()),
Document: :String("longitude".into()),
D),
),
1)
}
#[derive(Debug)]
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struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())

}
impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {

Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)
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use aws_config::{BehaviorVersion, SdkConfig};
use aws_sdk_bedrockagentruntime: : {
self as bedrockagentruntime,
types::{error: :ResponseStreamError, ResponseStream},
};
#[allow(unused_imports)]
use mockall: :automock;

const BEDROCK_AGENT_ID: &str = "AJBHXXILZN";
const BEDROCK_AGENT_ALIAS_ID: &str = "AVKP1ITZAA";
const BEDROCK_AGENT_REGION: &str = "us-east-1";

#[cfg(not(test))]

pub use EventReceiverImpl as EventReceiver;
#[cfg(test)]

pub use MockEventReceiverImpl as EventReceiver;

pub struct EventReceiverImpl {
inner: aws_sdk_bedrockagentruntime: :primitives::event_stream::EventReceiver<
ResponseStream,
ResponseStreamError,

#[cfg_attr(test, automock)]

bal
-
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impl EventReceiverImpl {
#[allow(dead_code)]
pub fn new(
inner: aws_sdk_bedrockagentruntime::primitives::event_stream::EventReceiver<
ResponseStream,

ResponseStreamError,

>I

) -> Self {
Self { inner }

pub async fn recv(
&mut self,
) -> Result<
Option<ResponseStream>,
aws_sdk_bedrockagentruntime: :error: :SdkError<
ResponseStreamError,
aws_smithy_types::event_stream: :RawMessage,

> {

self.inner.recv().await

#[tokio: :main]
async fn main() -> Result<(), Box<bedrockagentruntime::Error>> {
let result = invoke_bedrock_agent("I need help.".to_string(),
"123".to_string()).await?;
println!("{}", result);
0k(())

async fn invoke_bedrock_agent(
prompt: String,
session_id: String,
) -> Result<String, bedrockagentruntime::Error> {
let sdk_config: SdkConfig = aws_config::defaults(BehaviorVersion::latest())
.region(BEDROCK_AGENT_REGION)
.load()
.await;
let bedrock_client = bedrockagentruntime::Client::new(&sdk_config);

let command_builder = bedrock_client
.invoke_agent()

bal
-
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.agent_id(BEDROCK_AGENT_ID)
.agent_alias_id(BEDROCK_AGENT_ALIAS_ID)
.session_id(session_id)
.input_text(prompt);

let response = command_builder.send().await?;
let response_stream = response.completion;
let event_receiver = EventReceiver::new(response_stream);

process_agent_response_stream(event_receiver).await

async fn process_agent_response_stream(
mut event_receiver: EventReceiver,

) -> Result<String, bedrockagentruntime::Error> {
let mut full_agent_text_response = String::new();

while let Some(event_result) = event_receiver.recv().await? {
match event_result {
ResponseStream: :Chunk(chunk) => {
if let Some(bytes) = chunk.bytes {
match String::from_utf8(bytes.into_inner()) {
Ok(text_chunk) => {
full_agent_text_response.push_str(&text_chunk);

}
Err(e) => {
eprintln! ("UTF-8 decoding error for chunk: {}", e);
}
}
}
}
_=>{
panic!("received an unhandled event type from Bedrock stream",);
}
}
}
Ok(full_agent_text_response)
}
#[cfg(test)]
mod test {
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use super::*;

#[tokio: :test]
async fn test_process_agent_response_stream() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: : Chunk(
aws_sdk_bedrockagentruntime: :types: :PayloadPart: :builder()
.set_bytes(Some(aws_smithy_types::Blob::new(vec![
116, 101, 115, 116, 32, 99, 111, 109, 112, 108, 101,
116, 105, 111, 110,
D))
.build(),
),
))
1);

// end the stream
mock .expect_recv().times(1l).returning(|| Ok(None));

let response = process_agent_response_stream(mock).await.unwrap();

assert_eq!("test completion", response);

}

#[tokio: :test]

#[should_panic(expected = "received an unhandled event type from Bedrock
stream")]

async fn test_process_agent_response_stream_error() {
let mut mock = MockEventReceiverImpl::default();
mock.expect_recv().times(1).returning(|| {
Ok (Some (
aws_sdk_bedrockagentruntime: :types: :ResponseStream: :Trace(

aws_sdk_bedrockagentruntime: :types::TracePart::buildexr().build(),
),
))
1}

let = process_agent_response_stream(mock).await.unwrap();
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client.list_user_pools().max_results(10).send().await?;
let pools = response.user_pools();
println!("User pools:");
for pool in pools {
println!(" 1ID: {3", pool.id().unwrap_or_default());
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println!(" Name: {}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(

" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?

I
println!(
" Creation date: {:?3",
pool.creation_date().unwrap().to_chrono_utc()
I
println!();

}

println!("Next token: {}", response.next_token().unwrap_or_default());

ok(())
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async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {

println!(
" Identity pool ID: {1",
pool.identity_pool_id().unwrap_or_default()
);
println!(
" Data storage: {1",
pool.data_storage().unwrap_or_default()
);
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
);
println!(
" Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?
);

println!();

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())
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async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
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client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);
tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())
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#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);

lambda_runtime: :run(func).await?;

0k(())
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pub async fn create_table(
client: &Client,
table: &str,
key: &str,
) -> Result<CreateTableOutput, Error> {
let a_name: String = key.into();
let table_name: String = table.into();

let ad = AttributeDefinition: :buildexr()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()
.map_err(Error::BuildError)?;

let ks = KeySchemaElement: :builder()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

let create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)

il
I
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.billing_mode(BillingMode: :PayPerRequest)
.send()
.await;

match create_table_response {
Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok(out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln!("{}", e);
Err(Error::unhandled(e))

« API M|IE ME = AWS SDK for Rust APl 2 X 2| CreateTable2 2 X 5HAI2.
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pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
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.send()
.await

Ok(out) => {
println!("Deleted item from table");

Ok(out)

}
Err(e) => Err(Error::unhandled(e)),

« APl M5 HE = AWS SDK for Rust APl & = 9| Deleteltem2 & X SHMIR.
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pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {
let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok(out)

}

Err(e) => Err(Error::Unhandled(e.into())),

}
}
-« AP| M| HE = AWS SDK for Rust APl X 9| DeleteTable2 & Z=35HM2.
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async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;

println!("Tables:");
for name in &table_names {

println!(" {3}", name);

println!("Found {3} tables", table_names.len());
Ok(table_names)
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pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;
match table_list {
Ok(1list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),
}
}
- API MI& HE = AWS SDK for Rust API & = 9| ListTables2 XXM
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pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {

let user_av = AttributeValue::S(item.username);

let type_av = AttributeValue::S(item.p_type);

let age_av = AttributeValue::S(item.age);

let first_av = AttributeValue::S(item.first);

let last_av = AttributeValue::S(item.last);

let request = client
.put_item()
.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

println!("Executing request [{request:?}] to add item...");
let resp = request.send().await?;

let attributes = resp.attributes().unwrap();

let username = attributes.get("username").cloned();

let first_name = attributes.get("first_name").cloned();

let last_name = attributes.get("last_name").cloned();

let age = attributes.get("age").cloned();

let p_type = attributes.get("p_type").cloned();

println!(
"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",
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username, first_name, last_name, age, p_type

);

Ok(ItemOut {
p_type,
age,
username,
first_name,
last_name,

1)
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pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ul6,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
.send()
.await?;
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if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![1)
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pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(1l0);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginator()
Litems()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {
println!("  {:?}", item);
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ok(())
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/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);
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let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {3} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);
}

}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),

AMEIZ 2El5t7] /I MEHEIA o Z 2|70 BHE 7|

IS ZE A= ALEAL7E 20|22 AFE5H04 AEIE B EIE = U= MEE[A o EE|F|o|ME
HsteE e HEodELICH
SDK for Rust

Amazon Rekognition2 At&3t04 O|O|X|of M EHI0|=22 4
= AFZRI ZFAF B2 OHE E2|AH 0|2 Jiet ot WS Eo{ELICt
A A4 ZEet MY 4l A 2ol CHEH X|&2 GitHubo| M | o & & =5HMIL.

=

O| odlM[2| E&{of CHEF REMITH LIE2 AWS FHFLIE|S| HAZE FESHAM L.

O| KMo M AFB ElE MH[A
+ API Gateway

* DynamoDB

+ Lambda

* Amazon Rekognition

« Amazon S3

* Amazon SNS

PartiQLZ At&stod E|0|= #c|

S ZE ofdolM=E ChE 242 XY e sdste 4 S EoiEL

ALtz 316


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/cross_service/photo_asset_management
https://community.aws/posts/cloud-journeys/01-serverless-image-recognition-app

AWS SDK for Rust JHeER 7Hol=

SDK for Rust

(® Note
GitHubOll . Bt 2 LH0| Q)/&LICt AWS ZE o 2|ZX|EZ|0|AM FA| o E 31 A% al

AdsteE YHE HIMEML.

async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition::builder()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)

.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement::builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.billing_mode(BillingMode: :PayPerRequest)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}
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}

async fn add_item(client: &Client, item: Item) -> Result<(),
SdkError<ExecuteStatementError>> {
match client
.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
"age": ?,

"first_name": ?,
"last_name": ?

1 "#,
item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue: :S(item.last_name),

1))
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
.execute_statement()
.statement(format!(
r#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key

)

.set_parameters(Some(vec![AttributeValue::S(item.value)]))

.send()
.await

Ok(resp) => {
if lresp.items().is_empty() {

println!("Found a matching entry in the table:");

AlLtEIR
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println!("{:?3}", resp.items.unwrap_or_default().pop());

true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}

async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {

client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))

.send()
.await?;

println!("Deleted item.");

ok(())

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;

ok(())
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
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event: :dynamodb: : {Event, EventRecord},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

0k(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
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.with_max_level(tracing::Level::INFO)
.with_target(false)

.without_time()

.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())
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use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);
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ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
1);
/* Since we are working with streams, we can return the failed item
immediately.
Lambda will immediately begin to retry processing from this failed item
onwards. */
return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)
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#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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async fn finish(client: &Client, id: &str) -> Result<(), Error> {
client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);
println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

0k(())
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async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
.snapshot_id(id)
.block_index(idx as 1i32)
.block_data(ByteStream::from(block))
.checksum(checksum)
.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)
.send()
.await?;

ok(())
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async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())
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async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")

);

}

Err(err) => {
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let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");
}
}
}
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EC2InstanceScenario T+ 310{|= 0|A| & ™A o 2 Addt= 2 20| L& k[0 /J&LICEH
//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute
Cloud
//!' (Amazon EC2) to do the following:
//}
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//! * Create a key pair that is used to secure SSH communication between your

computer and

A
//!
to
/7!
A
/7!
and
//!
A
//!
you
//!
Ela
//!
A

use

use

i

use

use

sec

};

pub

impl

an EC2 instance.

* Create a security group that acts as a virtual firewall for your EC2 instances

control incoming and outgoing traffic.

* Find an Amazon Machine Image (AMI) and a compatible instance type.

* Create an instance that is created from the instance type and AMI you select,

is configured to use the security group and key pair created in this example.

* Stop and restart the instance.

* Create an Elastic IP address and associate it as a consistent IP address for

r instance.

* Connect to your instance with SSH, using both its public IP address and your

stic IP
address.
* Clean up all of the resources created by this example.

std::net::Ipv4Addr;

crate::{

ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

aws_sdk_ssm: :types: :Parameter;

super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
urity_group::SecurityGroupManager,

util::ScenarioImage,

struct Ec2InstanceScenario {

ec2: EC2,

ssm: SSM,

util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

Ec2InstanceScenario {
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pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {

ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())

/// 1. Creates an RSA key pair and saves its private key data as a .pem file in
secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(
"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager
.key_pair()
.key_name()
.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager
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.key_file_path()
.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

I

0k(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current public
IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;
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println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format! (
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)7?;

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}
println!("{}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.
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/// 5. Waits for the instance to be running and then displays its information.
pub async fn create_instance(&mut self) -> Result<(), EC2Error> {
let ami = self.find_image().await?;

let instance_types = self

.ec?2

.list_instance_types(&ami.Q)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of

the image.",

ami.o
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.Q)))?
I
let instance_type = self.util.select_instance_type(instance_types)?;
println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.o

.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
-map([sg| vec![sg])
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await

println!("{errl}");
if Iself.util.should_continue_waiting() {
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return Err(err);

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

ok(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is

associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {
println!("Let's stop and start your instance to see what changes.");
println!("Stopping your instance and waiting until it's stopped...");
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self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");
self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
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};
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following

command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager
.key_pair()
.key_name()
.unwrap_or("(unknown key pair)")

I
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
I
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
I

if self.util.should_clean_resources() {

if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{erx}")

}

if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln!("{erx}")

}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln! ("{err}");

}

if let Err(err) = self.key_pair_manager.delete(&self.ec2,

&self.util).await {

eprintln! ("{err}");
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} else {
println!("0Ok, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."
)5

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2Impl #ZA = EHIAEE 28t XS 2o|] Y& 2 5tH 1Y &F-= EC2SDK &Y S £2 o

ek

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
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},
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
I

Client as EC2Client,
I
use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))
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}

pub

pub

pub

async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok (output.key_pairs.unwrap_or_default())

async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

0k(())

async fn create_security_group(
&self,

name: &str,

description: &str,

) -> Result<SecurityGroup, EC2Error> {

tracing::info!("Creating security group {namel}");
let create_output = self

.client

.create_security_group()

.group_name(name)

.description(description)

.send()

.await

.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new('"Missing security group id after

creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(|| {
EC2Error: :new(format!("Could not find security group with id

{group_id}"))
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})?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => 0Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
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ingress_ips
.into_iter()
.map([ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)
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/// List instance types that match an image's architecture and are free tier

eligible.

pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let

);
let

let

let

architecture = format!(

{3,

image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

free_tier_eligible_filter = Filter::builder()
.name("free-tier-eligible")

.values("false")

.build();

supported_architecture_filter = Filter::builder()
.name("processor-info.supported-architecture")
.values(architecture)

.build();

response = self

.client

.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()

.await?;

Ok(response

.instance_types

.unwrap_or_default()

.into_iter()

.filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
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) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildex()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
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tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
DS
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,

EC2Error> {

let response = self
.client
.describe_instances()
.instance_ids(instance_id)
.send()
.await?;

let instance = response
.reservations()
first()

345



AWS SDK for Rust JHeER 7Hol=

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?
.instances()
first()
.ok_or_else(]|| {
EC2Error::new(format!("No instances in reservation for
{instance_id}"))

17;

Ok(instance.clone())

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");
ok(())
pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");
self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");
ok(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");
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self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())
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async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
D
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
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.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_oxr("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)
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}

impl std::error::Error for EC2Error {3}

impl std::fmt::Display for EC2Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{3}", self.0)

SSM 2ERE BHIAEE QI8 RS 2olF S St ST B4t SSMSDK & 358 2hEd

LICH.

use aws_sdk_ssm::{types: :Parameter, Client};
use aws_smithy_async: :future: :pagination_stream: :TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner

712 Mg 350



AWS SDK for Rust JHeER 7Hol=

.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

AlLtE| = ofe] '#ElRH ABFY FZHME AE5t0d AlLEE|2 Ao M dd I AKX El 2[4 20
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use aws_sdk_ec2: :operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

};
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
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if let Some(addr) = allocation.public_ip() {
return addr;

}
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

ok(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

0k(())
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use std::fmt::Display;
use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};
use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
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format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

ok(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
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}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {

writeln!(f, "\tID: {}", instance.instance_id().unwrap_or("(Unknown)"))?;

writeln!(
f,
"\tImage ID: {}",
instance.image_id().unwrap_oxr (" (Unknown)")

VE?
writeln!(
T,
"\tInstance type: {}",
instance
.instance_type()
.map(|it] format!("{itl}"))
.unwrap_or("(Unknown)".to_string())
VE?
writeln!(
T,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
)?;
writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
T,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")
)?;
let instance_state = instance
.state
.as_ref()
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-map(|is| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()
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pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

s
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
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}
0k(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();
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self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

0k(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())
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pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(
f,
"Security group: {}",
sg.group_name().unwrap_or("(unknown group)")
VE?
writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group
id)"))?;
writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;

}
ok(())
}

None => writeln!(f, "No security group loaded."),

AlLtgl el 7|2 ™MLt

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario: :{run, Ec2InstanceScenario},
util::UtilImpl,
1,
ssm: :SSM,
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#[tokio::main]

async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::load_from_env().await;
let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
let scenario = Ec2InstanceScenario::new(ec2, ssm, util);
run(scenario).await;

. API M5 ME = AWS SDK for Rust APl 2 = 9| CI2 FANIE & X 5HAM2.
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AllocateAddress

Ct2 T E o A|l= AllocateAddresso| At {2 Ho{EL|Ct.

SDK for Rust

(@ Note
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pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {
self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)
}
- APl M|& HE = AWS SDK for Rust API & = 2| AllocateAddress & 2t ZtA2.
AssociateAddress
CHE I E o A|= AssociateAddressl| AFR &S Ho{ELICI
SDK for Rust
(@ Note
GitHubOll . Bt2 LHE0| U&LICH AWS T E of 2|ZX|EZ[0|M HA| o E &1 AH &
s WS IR MR,

pub async fn associate_ip_address(

I
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&self,

allocation_id: &str,

instance_id: &str,

) -> Result<AssociateAddressOutput, EC2Error> {

let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

« AP| M5 HE = AWS SDK for Rust API & = 9| AssociateAddressE & X 5HA| 2.

AuthorizeSecurityGroupIngress
CH2 ZE o A|E AuthorizeSecurityGroupIngresso| AL &S Eo{FLICt

SDK for Rust

(® Note

GitHuboll Cf B£2 LA Ol L& LICH AWS TE off 2| Z KIS 2o FA o & &1 M3 2
MEsHe WS HoEAL.

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips

£
e
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.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

« API M2 HE = AWS SDK for Rust APl & Z& 2| AuthorizeSecurityGrouplngress& & X stAI2.

CreateKeyPair
CH2 ZE o Al= CreateKeyPair2| AHE &2 Eo{ELICtH

SDK for Rust

® Note

GitHuboll & B2 LH& 0] J&LICH AWS FE of E|ZX[EE|oM TA o & H 1o 4 &
AdstE YHE HIMEML.

EC2 2CI0|HE 9| create_key_pairE XHMoZ $ &5t BHEHE 22 FESH= Rust 3L

Ch.

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)

£
e
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.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

4

create_key impl€ MO R I PEM Z2t0|8! 7| & St H MEst= &+ LICt
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I1h]
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/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

})z;

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)
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pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(||

EC2Error: :new(format!("Could not find security group with id

{group_id3}"))
1?;
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tracing::info!("Created security group {name} as {group_id}");

Ok (group)

« API M2 HE = AWS SDK for Rust APl & Z O] CreateSecurityGroup= & Z5tA .

CreateTags
CH2 ZE O Al= CreateTagsQl A WS 2o{&LICEH

SDK for Rust

(® Note
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pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)

.set_security_group_ids(Some(
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security_groups

.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),

))

.min_count(1)

.max_count(1l)

.send()

.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

tMl2.
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DeleteKeyPair
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pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
ok(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

« API M5 HE = AWS SDK for Rust APl & Z 9| DeleteKeyPairgE & Z5tM 2.
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pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {
tracing::info!("Deleting security group {group_id}");
self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;
0k(())
}
« API M|& HE = AWS SDK for Rust API & & 9| DeleteSecurityGroup2 & Z35HMI2.
DeleteSnapshot
CHS ZE o A|= DeleteSnapshot2] Al 2 EoiFL|CH
SDK for Rust
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async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
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client.delete_snapshot().snapshot_id(id).send().await?;
println!("Deleted");

ok(())

« API M|E HMEE= AWS SDK for Rust AP| & X O] DeleteSnapshot2 & X 35HAI2.

DescribeImages
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pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok(images)
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list_images & & SSM1t &7H AtE 504 Bt o A A BHefLICt sSMmod| CHet
KEMIEH LH& 2 https://docs.aws.amazon.com/systems-manager/latest/userguide/
example_ssm_GetParameters_section.html| I 0| X|E & Z=3FIHI2.

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?
.into_iter()

.filter(|param| param.name().is_some_and( |name| name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

« API M|¥ HE = AWS SDK for Rust APl £ Z 2| DescribelmagesE& & & 5HA| .

DescribeInstanceStatus
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async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {

let
let
let
let

let

reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
region_provider = RegionProviderChain::default_provider().or_else(reg);
config = aws_config::from_env().region(region_provider).load().await;
new_client = Client::new(&config);

resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {

println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

);
for event in status.events() {
println! (" Event ID: {1",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {}", event.code().unwrap().as_ref());

ok(())

println!();

« API M5 ME = AWS SDK for Rust API & X ©| DescribelnstanceStatusS & X35HM|2.

DescribeInstanceTypes
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/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
.filter_map(|iti| iti.instance_type)
.collect())
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« API M5 HE = AWS SDK for Rust API & Z 9| DescribelnstanceTypes& & Z3tM 2.

DescribeInstances
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pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(||

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

DS

Ok(instance.clone())
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/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

0k(())
}
« AP| M8 ME = AWS SDK for Rust API & Z 9| Describelnstances2 & X6tM|2.
DescribeKeyPairs
CH2 ZE o Al= DescribeKeyPairs2| AL WS HoiELICH.
SDK for Rust
@ Note
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pub async fn list_key_pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())
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« API M|¥ HE = AWS SDK for Rust API £ Z | DescribeKeyPairs& & Z5tM| 2.

DescribeRegions
CH2 ZE o Al= DescribeRegions@| AFE &S Eo{FLIC)
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async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}
0k(())
}
« API M8 HE = AWS SDK for Rust API & X 9| DescribeRegions2 & X 5HM| 2.

DescribeSecurityGroups
CH2 ZE o A|= DescribeSecurityGroups®| AI& WS Eo{&LIC}.
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async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)

{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;
match response {
Ok(output) => {
for group in output.security_groups() {
println!(
"Found Security Group {3} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")
);
}
}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");
}
}
}

« API M8 HE = AWS SDK for Rust APl £ Z 9| DescribeSecurityGroups= & Z3HM| 2.

DescribeSnapshots
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async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
0k(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {
// "self" represents your account ID.
// You can list the snapshots for any account by replacing
// "self" with that account ID.
let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();
let length = snapshots.len();

for snapshot in snapshots {

println!(
"ID: {3,
snapshot.snapshot_id().unwrap_or_default()
I
println!(

"Description: {}",
snapshot.description().unwrap_or_default()

I
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)5
println!("State: {}", snapshot.state().unwrap().as_ref());
println!();

println!();
println!("Found {} snapshot(s)", length);
println!();

0k(())

- API M| HE = AWS SDK for Rust APl £ = 9| DescribeSnapshots2 & Z35HMI2.

DisassociateAddress
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pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

ok(())

« APl M|& HE = AWS SDK for Rust API £ = 2| DisassociateAddressE & X 35HAM|2.
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pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())

Waiters APIE AF&3504 QIAE AT SX| 2 &EH| &Ef7} & W7 X| Z|CHEILICE. Waiters APIS

2524 rust THU0]| 'use aws_sdk_ec2::client::Waiters'7} Z 2 & L|C}.

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
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pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(

"Exceeded max time ({}s) waiting for instance to start.",

exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1})7?;
0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)7?;
0k(())
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pub async fn deallocate_ip_address(&self,

EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)

allocation_id: &str) -> Result<(),

.send()
.await?;
ok(())
}
« APl M5 ME £ AWS SDK for Rust APl & X 2| ReleaseAddressE & X 5HA|L2.
RunInstances
C}2 T E ol Al= RunInstancesl| Al B2 HoiEL|Ct.
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pub async fn create_instance<'a>(
&self,
image_id: &'a str,
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instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;
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match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« AP| M8 ME = AWS SDK for Rust API £ Z 2| RuninstancesE & X sHM|L.

StartInstances
C}2 T E of|A|l= StartInstancesQ| Al Hedg HoiEL|C}.
SDK for Rust
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pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");
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ok(())

Waiters APIE AF&5t04 QIARATL Z=H| & M4 A7t 2 w7k x| 7|CHRILICEH Waiters APIE At
2524™ rust T} 0| 'use aws_sdk_ec2::client::Waiters'7} T &hL|C}.

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
S
0k(())

- API M8 ME = AWS SDK for Rust API & X 9| Startinstances2 & X 5tM| 2.

StopInstances
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pub

async fn stop_instance(&self, instance_id: &str) -> Result<(),
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

ok(())

EC2Error> {

Waiters APIZ AF235104 QIAEIA T} K| AFEf7) = W7FR| Z|CF2IL|CEH Waiters API2 A2 5H2{™
rust T} 0] 'use aws_sdk_ec2::client::Waiters'7} Z! &t L|C}.

pub async fn stop_instance(&self, instance_id: &str) -> Result<(),
tracing::info!("Stopping instance {instance_id}");
self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");
0k(())
}
« API M|& HE = AWS SDK for Rust API £ X 9| StopInstances2 & X 35HAM 2.
TerminateInstances
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pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

0k(())

Waiters APIE AF235104 QIAEIA T E2 AEf7F = W7} R| Z|CHRIL|CH Waiters APIE A 3524 H
rust I} 2of| 'use aws_sdk_ec2::client::Waiters'7} Z 2 g L|C}.

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError::ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
31)?;
0k(())
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async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>

{

let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();
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println!("Found {} repositories:", repos.len());

for repo in repos {

println!(" ARN: {}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

ok(())

« API M5 HE = AWS SDK for Rust API & & 0| DescribeRepositoriesE & X HM 2.
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async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
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"image: {}:{}",
image.image_tag().unwrap(),
image.image_digest().unwrap()

);

ok(())
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async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {

let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

« API M8 ME = AWS SDK for Rust APl £ = 9| CreateCluster® & X 35HM2.

DeleteCluster
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async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

0k(())
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async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;

let cluster_arns = resp.cluster_arns();
println!("Found {3} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());
println!(" Name: {}", cluster.cluster_name().unwrap());

0k(())
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async fn make_cluster(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

0k(())
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async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

0k(())
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let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« AP| M8 ME = AWS SDK for Rust API & Z= 9| ListJobs2 & X6tM|2.
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let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
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Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

0k(())

_ => Err(GlueMvpError::GlueSdk(glue_err)),

}
Ok(_) => 0k(()),
}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

O| dlo|E{Ho|A L Ho|Eoi| CiEt HEE LG LICH AWS Glue Data Catalog.

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
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.database_name(self.database())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

let tables = tables.table_list();

A A Amazon S3 HHZ!I0l A CSV CIO|E{&E F&6t1, ZEE N5t 0|22 ¥iZEst0d Hetst
JSON & 4lo| £242 C|2 Amazon S3 H{ZIC2 2 dl= &g pte 1 AlstL|Ct

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command(
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

17?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
First()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?
.name(),
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.arguments("--output_bucket_url", self.bucket())

.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output

.job_run_id()

.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?

.to_string();
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glue.delete_job()

.job_name(self.job())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

for t in &self.tables {

glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

glue.delete_database()

.name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

glue.delete_crawler()

.name(self.crawler())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

AWS SDK for Rust APl 2 X 90| CI2 FX|E XM L.
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* CreateCrawler

* Createdob

* DeleteCrawler

* DeleteDatabase

* DeleteJob

* DeleteTable
+ GetCrawler

* GetDatabase
* GetDatabases
+ GetJob

* GetJobRun

+ GetJobRuns
+ GetTables
 ListJobs

« StartCrawler
+ StartJobRun

xHod
|

CreateCrawler
C}2 3 E o|A|lE CreateCrawler| A2 2 HoiFL|C|.

SDK for Rust

® Note
GitHubol . B2 Li0o| ¢&L|CH AWS ZE of Z|ZX|E2oM AA| o 2 5t1 M gl

L
AdstE YHE HIYEMLR.

let create_crawler = glue
.create_crawler()
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.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");

ok(())

_ => Err(GlueMvpError::GlueSdk(glue_err)),
}

Ok(_) => 0k(()),
}?;
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let create_job = glue
.create_job()
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.name(self.job())

.role(self.iam_role.expose_secret())
.command (

JobCommand: :builder()
.name("glueetl")
.python_version("3")

.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|

GlueMvpError: :Unknown("Did not get job name after creating job".into())
1})7?;
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glue.delete_crawler()

.name(self.crawler())
.send()

.await

.map_err(GlueMvpError::from _glue_sdk)?;

« AP| M8 ME = AWS SDK for Rust API & Z 9| DeleteCrawler2 & X stM|I2.
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glue.delete_database()
.name(self.database())
.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?

« API M| ME = AWS SDK for Rust AP| £ X 92| DeleteDatabase2
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glue.delete_job()
.job_name(self.job())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
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XL =2 =
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DeleteTable
CIS ZE o A|E DeleteTablel| Al EHEHE Ho{FLIC|.
SDK for Rust
@ Note
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for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;
}
« API M5 ME = AWS SDK for Rust APl £ X 9| DeleteTable2 & X SHMI2.
GetCrawler
Cl2 T E o AlE GetCrawlerl| At {2 HoiZL|Ct
SDK for Rust
(® Note
GitHubOll Cf Bt 2 LI O] A&LICt AWS I E 0o 2|ZX|EE|0M A & 31 4™ 2
Muste B HAEAL.

let tmp_crawler = glue
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.get_crawler()
.name(self.crawler())
.send()

.await
.map_err(GlueMvpError:

« API M8 ME = AWS SDK for Rust APl & X
GetDatabase
CI2 I E o A|= GetDatabasell A2 i &

SDK for Rust

:from_glue_sdk)?;

O| GetCrawler2 X stMI 2.

o1F L|ct.

cof SIZXIES|HM A o & 3t ™ 4

(® Note
GitHuboll o B2 LHEOf U&LICEH AWS =
Asts dHS HIKEM L.

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError:
.to_owned();

let database = database
.database()

.ok_or_else(|| GlueMvpError:

database".into()))?;

« APl M5 HE £ AWS SDK for Rust APl & X

GetJobRun

C}2 FCE oAl=

:from_glue_sdk)?

:Unknown("Could not find

9| GetDatabase2 & X 3IAML2.

GetJobRunQ| AFR &S Ho{ELIC}
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let get_job_run = || async {
Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
.run_id(job_run_id.to_string())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.job_run()
.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?
.to_owned(),

I

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!(
state,
JobRunState::Starting | JobRunState::Stopping | JobRunState::Running
) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;

job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

« API M| HE

rr

AWS SDK for Rust API & %X 9| GetJobRun2 & = 35HM|L.

I
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Cl2 ZE o A|E GetTableso| A2 2 EoiELIC}.
SDK for Rust
(® Note
GitHubol| . Bt 2 LI 0| {l&LIct AWS ZE o Z|ZX|EZ|oM XA o€ 3t1 A% 4l
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let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;
let tables = tables.table_list();
« API M5 HE = AWS SDK for Rust APl & X 9| GetTablesZ & XsHMI 2.
ListJobs
CIS I E o|A|E ListJobso| AFS ¥ E Eo{ELIC
SDK for Rust
(® Note
GitHubOl| ] Bt 2 LI 0| &Lt AWS ZE of 2|ZX|EZ|0IM T of| & &1 A% gl

AdstE YHE HIYEML.

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {

£
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let names = list_jobs.job_names();
info!(?names, "Found these jobs")
}
Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),
}
}
« APl M| ME &= AWS SDK for Rust APl £ X 9| ListJobs2 EX35tAMI2.
StartCrawler
CIS ZE o A|E StartCrawlerl| A g EoiELCH
SDK for Rust
® Note
GitHuboll . 22 L8 0| J&LIct AWS FE o 2|ZEX|EE|0IM A o8 &1 AH &

AdstE YHE HIYEML.

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {

aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

« API M5 ME = AWS SDK for Rust APl £ & 9| StartCrawlerE & X 5HA| 2.

StartJobRun

CI2 ZE o Al= StartJobRun?l A2 EHEd2 Eo{FL|Ct.

A
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let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(]|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started

job".into()))?
.to_string();

« APl N8 ME = AWS SDK for Rust APl £ = 2| StartJobRung & Z5tAMI 2.
SDK for Rust& AFE 8t IAM 04| K|

= 0
[=]
Tste YHE 2oiFELich

7|2 M2 MH|A Lol B Y E sdsts $HE 20iF £ ZE oA L CH

X0l M= AWS SDK for RustE IAMIH &4 AL&5t0{ 2t S &5t LRI AlLLE2|2
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Hello IAM
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AdstE YHE HIEML.

src/bin/hello.rsof| A

use aws_sdk_iam::error: :SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]

#[ command(about)]

struct HelloScenarioArgs {
#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
pub path_prefix: String,
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}

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);

let args = HelloScenarioArgs::parse();
iam_service::list_policies(client, args.path_prefix).await?;

0k(())

src/iam-service-lib.rs 01| A

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType: :Local)
.into_paginator()
Jitems()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

.map([p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
)
.collect();

Ok(policy_names)

Al%fst7]
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}
- API M2 HE = AWS SDK for Rust APl & = 9] ListPolicies2 X 5tML.
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use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;
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use tokio::time::{sleep, Duration};
use uuid::Uuid;

#[tokio: :main]
async fn main() -> Result<(), iamError> {
let (client, uuid, 1list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

.await

{
println!("{:?3}", e);

I

0k(())

async fn initialize_variables() -> (iamClient, String, String, String) {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = iamClient::new(&shared_config);
let uuid = Uuid::new_v4().to_string();

let list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAllMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

3"
.to_string();
let inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \'"sts:AssumeRole\",
\"Resource\": \"{I\"}]
3"

718 Are 414



AWS SDK for Rust JHeER 7Hol=

.to_string();

(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

async fn run_iam_operations(
client: iamClient,
uuid: String,
list_all_buckets_policy_document: String,
inline_policy_document: String,
) -> Result<(), iamError> {
let user = iam_service::create_user(&client, &format!("{}{}", "iam_demo_user_",
uuid)).await?;
println!("Created the user with the name: {}", user.user_name());
let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{3\"3},
\"Action\": \"sts:AssumeRole\"
1]
3"
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,

)

.await?;

println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{}{}", "iam_demo_policy_", uuid),
&list_all_buckets_policy_document,
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)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
I

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);

}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
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let sts_client: stsClient = stsClient
sleep(Duration::from_secs(10)).await;

.load()
.await;

let assumed_role = sts_client
.assume_role()

sleep(Duration::from_secs(10)).await;

.role_arn(assume_role_role.arn())
.role_session_name(format! ("iam_demo_assumerole_session_{uuid}"))

.send()
.await;
println!("Assumed role: {:?}", assumed_role);

::new(&sts_config);

let assumed_credentials = iamCredentials::from_keys(
assumed_role

);

.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),

assumed_role

.as_ref()

.unwrap()
.credentials
.as_ref()

.unwrap()
.secret_access_key(),

Some (

),

assumed_role

.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
.clone(),

let succeed_config = aws_config::from_env()

.credentials_provider(assumed_credentials)
.load()
.await;
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println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")

}
Err(e) => {
println!("This should not run. {:?}", e);
panic!()
}
}
//Clean up.
iam_service::detach_role_policy(
&client,
assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),
)
.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;

println!("Deleted user {}", user.user_name());

ok(())

« APl N8 ME = AWS SDK for Rust APl 2= 90| CI2 FXNIE & Z5HM2.

« AttachRolePolicy

» CreateAccessKey

« CreatePolicy

* CreateRole
» CreateUser

» DeleteAccessKey
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» DeletePolicy

* DeleteRole
* DeleteUser

* DeleteUserPolicy

» DetachRolePolicy

* PutUserPolicy

XFoA
==
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pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
.role_name(role.role_name())
.policy_arn(policy.arn().unwrap_or_default())
.send()
.await

« APl M| ME = AWS SDK for Rust APl & Z& 2| AttachRolePolicyS & ZHM|2.

I

419


https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_policy
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_role
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_user
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_user_policy
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.detach_role_policy
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.put_user_policy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.attach_role_policy

AWS SDK for Rust JHeER 7Hol=

AttachUserPolicy
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pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

ok(())

« API M| HE = AWS SDK for Rust API & & 9| AttachUserPolicy2 & X 35HM 2.

CreateAccessKey
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pub async fn create_access_key(client: &iamClient, user_name: &str) ->
Result<AccessKey, iamError> {

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>> =

loop {
match client.create_access_key().user_name(user_name).send().await {
Ok(inner_response) => {
break Ok(inner_response);
}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}
sleep(Duration::from_secs(2)).await;
}
}
};

Ok(response.unwrap().access_key.unwrap())

- API M8 HE = AWS SDK for Rust APl & Z 9| CreateAccessKey= & ASHAIL.

CreatePolicy
CH2 ZE 0 Al= CreatePolicyf| AHE &g Ho{ELICH
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pub async fn create_policy(
client: &iamClient,
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policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {

let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;

Ok(policy.policy.unwrap())

- API M|§ HE = AWS SDK for Rust APl & Z 9| CreatePolicy2 & Z 35N 2.

CreateRole
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pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)
.send()
.await

break response;
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};

Ok(response.role.unwrap())

« API M5 ME = AWS SDK for Rust APl £ &= 9| CreateRole2 & XA 2.
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pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,
) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)

« AP| M8 HE = AWS SDK for Rust APl £ = 2| CreateServiceLinkedRole2 & Z5tAM 2.
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pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;
Ok(response.user.unwrap())
}
« API M|& HE = AWS SDK for Rust APl & X 9| CreateUserg 2 Z3HAMI2.
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pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,

) -> Result<(), iamError> {
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loop {
match client
.delete_access_key()
.user_name(user.user_name())

.access_key_id(key.access_key_id())
.send()

.await

Ok(_) => {
break;

}
Err(e) => {

println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;

}

0k(())
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pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()

.policy_arn(policy.arn.unwrap())
.send()
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.await?;

0k(())
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pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_err()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

« APl M5 ME &= AWS SDK for Rust APl & = 2| DeleteRole2 & X sIMIR.

DeleteServicelLinkedRole

Ct2 3T E o A|E= DeleteServicelLinkedRolel| At {2 Ho{ZL|Ct

£
e

426


https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_policy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/iam#code-examples
https://docs.rs/aws-sdk-iam/latest/aws_sdk_iam/client/struct.Client.html#method.delete_role

AWS SDK for Rust

JHerxt 7hol=
SDK for Rust
(® Note
GitHubol| . Bt 2 LH 0| /&LICH AWS T E of Z|ZX|EZ|oMH T o € 3t1 % 4l

At YHE HIKEML.

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)
.send()
.await?;

ok(())

« API M|E HE = AWS SDK for Rust APl & X O] DeleteServiceLinkedRoleE & X 35HAMI2.
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pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();
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let mut tries: i32 Q;

let max_tries: i32 = 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()
.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());

}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

};

response

« AP| M8 ME = AWS SDK for Rust APl & X 9| DeleteUser2 & X 5HAM|I2.
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pub async fn delete_user_policy(
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client: &iamClient,

user: &User,

policy_name: &str,

) -> Result<(), SdkError<DeleteUserPolicyError>> {

client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;

0k(())

- API MIE HE = AWS SDK for Rust API & = 9| DeleteUserPolicy2 & =ML

DetachRolePolicy

CH2 ZE o Al= DetachRolePolicy2| AFE WS HoiELICH.

SDK for Rust
(® Note
GitHuboil . Bt2 LI 0| {/&LICH AWS = of Z|ZX|EZ|oMH MA| o £ 3t1 A% 4l

AAsHE YHE HIKIEM L.

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_azrn)
.send()
.await?;
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ok(())
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pub async fn detach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

« API M| HE = AWS SDK for Rust API & X 9| DetachUserPolicy2 & X 5HMIL.
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pub async fn get_account_password_policy(
client: &iamClient,

) -> Result<GetAccountPasswordPolicyOutput
{

, SdkError<GetAccountPasswordPolicyError>>

let response = client.get_account_password_policy().send().await?;

Ok(response)

- API M|I§ HE = AWS SDK for Rust API & Z 9| GetAccountPasswordPolicy2 & Z5HA 2.
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pub async fn get_role(
client: &iamClient,
role_name: String,

) -> Result<GetRoleOutput, SdkError<GetRoleError>> {
let response =

client.get_role().role_name(role_name).send().await?;
Ok(response)
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pub async fn list_attached_role_policies(
client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListAttachedRolePoliciesOutput,
{
let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)
}

« APl M2 HE = AWS SDK for Rust API & X
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pub async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)
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pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginatoxr()
.items()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p]|
let name

p

.policy_name

.unwrap_or_else(]|| "Missing Policy Name".to_string());
println!("{}", name);
name

i)
.collect();

Ok(policy_names)

« API M5 ME = AWS SDK for Rust APl £ & 9| ListPolicies2 & = stAMIR.
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pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« AP| M8 ME = AWS SDK for Rust APl & Z= 9| ListRolePolicies2 & X 5IM|L.

ListRoles
CIS 3= o Al= ListRolesQ| A2 w2 Hoi&FL|C}.

SDK for Rust

@ Note

GitHuboll Cf 82 LHS 0| & LICH AWS 25 of BlZ X|= S0l M KA oI &3 4
NS WS HLEHL.

m;
02
u]

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
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.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

- API M8 ME = AWS SDK for Rust APl & X 9| ListRoles2 & Z3HA|L.
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pub async fn list_saml_providers(
client: &Client,

) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

« AP| N8 ME = AWS SDK for Rust APl £ = 9| ListSAMLProviders2 & X 5HAI2.
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pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

« AP| M8 ME = AWS SDK for Rust APl & X 9| ListUsers2 & X 35HA|2.
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async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client
.describe_endpoint()
.endpoint_type(endpoint_type)
.send()
.await?;

println!("Endpoint address: {}", resp.endpoint_address.unwrap());
println!();

ok(())
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async fn show_things(client: &Client) -> Result<(), Error> {
let resp = client.list_things().send().await?;

println!("Things:");

for thing in resp.things.unwrap() {

println!(
" Name: {}",
thing.thing_name.as_deref().unwrap_or_default()
I
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
I
println!(
" ARN: {3},
thing.thing_arn.as_deref().unwrap_or_default()
I

println!();

println!();

0k(())
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async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

println!("Created stream");

0k(())

« API M5 ME = AWS SDK for Rust API £ & 9| CreateStream2 & X 5HAM|L2.
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async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;
println!("Deleted stream.");
0k(())
}
« API M5 ME = AWS SDK for Rust APl 2 X 9| DeleteStream2 & X5t M|2.
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async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp = client.describe_stream().stream_name(stream).send().await?;

let desc = resp.stream_description.unwrap();

I
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println!("Stream description:");

println!(" Name: {}:", desc.stream_name());

println!(" Status: {:?}", desc.stream_status());
println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

« API M8 ME = AWS SDK for Rust API 2 &= 9| DescribeStream2 & X 5HA|L2.
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async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

println!("Stream names:");

let streams = resp.stream_names;

for stream in &streams {
println!(" {3}", stream);

println!("Found {} stream(s)", streams.len());

0k(())
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async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");

0k(())
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// Copyright Amazon.com, Inc. or its affiliates
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

. All Rights Reserved.

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);
}
Err(e) => {

tracing::error!("Error: {}", e);

M2l oflA|
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1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.

.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

Kinesis E2|7H2 Lambda & 01l CHEF Hi%x| &= Al 210
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event: :kinesis: :KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
I

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

I

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1)

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()
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Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

ok(())
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async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input] {
baseb4: :decode(input).expect("Input file does not contain valid base 64
characters.")
1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())
.send()
.await?;

let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();
println!("Decoded string:");

println!("{}", s);

ok(())
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async fn encrypt_string(

verbose: bool,
client: &Client,
text: &str,

key: &str,
out_file: &str,

) -> Result<(), Error> {

let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {

println!("Wrote the following to {:?3}", out_file);
println!("{}", s);

0k(())
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client

.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()

.await?;
// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();
let s = baseb4::encode(bytes);
println!();
println!("Data key:");

println!("{}", s);

0k(())

« APl M8 HE = AWS SDK for Rust API & X 9| GenerateDataKeyE & Z5HA|2.
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async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;
// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();
let s = baseb4::encode(bytes);
println!();
println!("Data key:");
println!("{}", s);
0k(())
}
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async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

ok(())

« APl M|§ HE &= AWS SDK for Rust APl 2 = 2| GenerateRandomE X sHM 2.
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async fn show_keys(client: &Client) -> Result<(), Error> {
let resp = client.list_keys().send().await?;
let keys = resp.keys.unwrap_or_default();
let len = keys.len();
for key in keys {
println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}
println!();
println!("Found {} keys", len);
ok(())
}
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async fn reencrypt_string(

verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,

) -> Result<(), Error> {

// Get blob from input file

// Open input text file and get contents as a string

// input is a base-64 encoded string, so decode it:

let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s
let o

base64: :encode(bytes);
&output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

0k(())
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[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }
lambda_runtime = "0.8.0"

serde = "1.0.164"
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use
use

anyhow: :anyhow;
aws_sdk_iam: :operation::{create_role::CreateRoleError,

delete_role: :DeleteRoleOQutput};

use

use

aws_sdk_lambda: : {

operation::{
delete_function: :DeleteFunctionOQutput, get_function::GetFunctionOutput,
invoke: :InvokeOutput, list_functions::ListFunctionsOutput,
update_function_code: :UpdateFunctionCodeOutput,
update_function_configuration::UpdateFunctionConfigurationOutput,

b

primitives::ByteStream,

types::{Environment, FunctionCode, LastUpdateStatus, State},

aws_sdk_s3::{
error: :ErrorMetadata,
operation::{delete_bucket::DeleteBucketOutput,

delete_object::DeleteObjectOutput},

};

use
use
use
use

types: :CreateBucketConfiguration,

aws_smithy_types::Blob;

serde::{ser::SerializeMap, Serialize};

std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};
tracing::{debug, info, warn};

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]

pub

enum Operation {

#[serde(rename = "plus")]

Plus,

#[serde(rename = "minus")]
Minus,

#t[serde(rename = "times")]
Times,

#[serde(rename = "divided-by")]
DividedBy,

le fE2E| 22Lict o] ot F8o|Eo
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impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {
match s {
"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),
Operation::DividedBy => write!(f, "divided-by"),

/**
* InvokeArgs will be serialized as JSON and sent to the AWS Lambda handler.
*/
#[derive(Debug)]
pub enum InvokeArgs {
Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {
InvokeArgs::Increment(i) => serializer.serialize_i32(*i),
InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
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map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;

map.end()

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"
}
]
"#;
/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.

* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,
role_name: String,
bucket: String,
own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);
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pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: LambdaName,
role_name: RoleName,
bucket: Bucket,
own_bucket: OwnBucket,
) -> Self {
Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.OQ,
bucket: bucket.0,
own_bucket: own_bucket.,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)
-> Self {

let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|| {
std::env::var("LAMBDA_NAME").unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
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1),

true,

)I
};

let s3_client = aws_sdk_s3::Client::new(&sdk_config);

if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.®.clone())
.create_bucket_configuration(
CreateBucketConfiguration::builder()

.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();

}

Self: :new(
aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,
lambda_name,
role_name,
bucket,

OwnBucket(own_bucket),

)

}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
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zip_file: PathBuf,
key: Option<String>,

) -> Result<FunctionCode, anyhow::Error> {

let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

* Create a function, uploading from a zip file.

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,

anyhow: :Error> {

let code = self.prepare_function(zip_file, None).await?;
let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
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.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")

.send()

.await

.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok (key)
}
/**

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.
*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self

.iam_client

.get_role()

.role_name(self.role_name.clone())

.send()

.await;
if let Ok(get_role) = get_role {

if let Some(role) = get_role.role {

return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;
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match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :buildexr()
.message("CreateRole returned empty success")
.build(),
)),
},

Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
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return Ok(false);

}
match config.last_update_status() {
Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
match last_update_status {
LastUpdateStatus: :Successful => {
// continue
}
LastUpdateStatus::Failed |
LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn!(
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
I
return Err(anyhow! (
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {
warn!("Missing last update status");
return Ok(false);
}

i
if expected_code_sha256.is_none() {
return Ok(true);

}
if let Some(code_sha256) = config.code_sha256() {

return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());

}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
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}
Ok(false)

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from)

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {3}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Error: :from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(

7|2 ArE 467



AWS SDK for Rust JHeER 7Hol=

&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOQutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(updated)
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/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None
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i

(delete_function, delete_role, delete_object)
}
pub async fn cleanup(

&self,

location: Option<String>,
) > (

(

Result<DeleteFunctionOutput, anyhow::Error>,

Result<DeleteRoleOutput, anyhow::Error>,

Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some (
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())

.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
None
}
} else {
info!("No bucket to clean up");
None
};
(delete_function, delete_bucket)
}
}
/**
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* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs::Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

UL S22 Mofst7| Qo] BHE Z2TE AFS 5o ALIZIRE XS HE| BIHK| A&stE HIO|
L{2llL|ct. o] oL 3 8|0|E o] e sre/bin/scenario.rs &l LIC}.

/-k

## Service actions

Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario
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A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.

This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG" variable.

The steps of the scenario are:

1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
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* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* _Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.

* --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.LastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.

*/

use aws_sdk_lambda: :{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;

use std::{collections::HashMap, path::PathBuf};

use tracing::{debug, info, warn};

use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

};

#[derive(Debug, Parser)]
pub struct Opt {
/// The AWS Region.
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#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: i32,

// The left operand.

#[structopt(long, default_value = "19")]
pub num_a: i32,

// The right operand.

#[structopt(long, default_value = "23")]

pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

fn code_path(lambda: &str) -> PathBuf {
PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
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}
if let Some(logs) = invoke.log_result() {

debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
opt: &Opt,
manager: &LambdaManager,
code_location: String,
) -> Result<(), anyhow::Error> {
let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :builder()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;

log_invoke_output(
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&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(true)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager: :load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {

Ok(init) => {
info!(?init, "Created function, initially with increment.zip");
let run_block = main_block(&opt, &manager, init.clone()).await;
info!(?run_block, "Finished running example, cleaning up");
Some(init)

}

Err(err) => {
warn!(?err, "Error happened when initializing function");

None
}
};
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info! ("Skipping cleanup")
} else {
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let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");
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/**
* Create a function, uploading from a zip file.
*/

pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
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let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok (key)
}
/**

* Upload function code from a path to a zip file.

* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-

format Zip'.

*/

async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,

) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

bal
-
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info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :builder()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())
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/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) -> (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,

) {
info!("Deleting lambda function {}", self.lambda_name);
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let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None

i

(delete_function, delete_role, delete_object)
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/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from)

« API MlE ME = AWS SDK for Rust APl & %X 9| GetFunction2 X X 35HAM|L.
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/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
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debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

- API M2 HE = AWS SDK for Rust API X 0| 7t S EE HX5HMIR.
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/** List all Lambda functions in the current Region. */

pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

I
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info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

« APl M8 HE = AWS SDK for Rust APl & = 9| ListFunctionsZ & X 5HAIL.
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/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Error::from)?;

Fo4 483

A
I


https://docs.rs/aws-sdk-lambda/latest/aws_sdk_lambda/client/struct.Client.html#method.list_functions
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/lambda#code-examples

AWS SDK for Rust JHeER 7Hol=

self.wait_for_function_ready().await?;

Ok(update)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« API M[¥ HE = AWS SDK for Rust API & Z 9| UpdateFunctionCodeE & Z5tM|L.
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/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;
self.wait_for_function_ready().await?;
Ok(updated)
}
« APl M8 HE = AWS SDK for Rust APl & &= 9| UpdateFunctionConfiguration2 & Z3HAM| .
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use
use
use

aws_config: :BehaviorVersion;

aws_credential_types::provider: :ProvideCredentials;

aws_sigvé4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,
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};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
use serde_json::{json, Value};

use sqglx::postgres::PgConnectOptions;

use std::env;

use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,
) -> Result<String, Error> {
let config = aws_config::load_defaults(BehaviorVersion: :v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username

);

MEE|A o A| 487



AWS SDK for Rust

JHeER 7Hol=

let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),

SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]

async fn main() -> Result<(), Error> {
run(service_fn(handler)).await
}
async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port = env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse: :<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");
let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;
let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);
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let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({

"statusCode": 200,

"content-type": "text/plain",

"body": format!("The selected sum is: {result}")
1)
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record]| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {1}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

};

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
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log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");
// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);

tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

Amazon DocumentDB E2|7H0|M ZtX O 2 Lambda &+ &
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use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event::documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;
if records.is_empty() {

tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");
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// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())
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use aws_lambda_events::event::kafka::KafkaEvent;

use lambda_runtime::{run, service_fn, tracing, Error, LambdaEvent};
use baseb4::prelude::*;

use serde_json::{Value};

use tracing::{info};

/// Pre-Requisites:

/// 1. Install Cargo Lambda - see https://www.cargo-lambda.info/guide/getting-
started.html

/// 2. Add packages tracing, tracing-subscriber, serde_json, base64

///
/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples

/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {

for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;

let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

0k(().into())

#[tokio::main]
async fn main() -> Result<(), Error> {
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// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();
info!("Setup CW subscriber!");

run(service_fn(function_handler)).await
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
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let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[0@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

0k(())
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

ok(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);
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// Implement your record handling code here.

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

Amazon SQS EZ2|7H0|M 7t YA S E Lambda & 7HY
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// Copyright Amazon.com, Inc. or its affiliates
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

. All Rights Reserved.

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {

event.payload.records.iter().for_each(|record| {
// process the record
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tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())
});

ok(())

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.

.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

CHE T E A= Kinesis 2EZ0|AM O|HEE £=4I5t= Lambda & 0] CHEH 2 & HiX| SES +3
St WS E0{ELICE Ol &= SEYHoZ HiX| &= AIE E10stn LS| sHE HIAIXIE CHA|
AESHEZE Lambdaol A5 E EHL|Ct
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Rust® AF23504 LambdaZ Kinesis B x| &= AIiE 2 1 gfL|C}.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::{
event::kinesis::KinesisEvent,
kinesis: :KinesisEventRecord,
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streams: :{KinesisBatchItemFailure, KinesisEventResponse},
13

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
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let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {1}", err);
return Err(Error::from(err));

let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB E2|7{2 Lambda & 401 CHEt HiR| &= AMof E1
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RustE AF&2 3104 LambdaZ DynamoDB Hi x| &5 Alnf 211,

use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
i

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
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if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),
1)
/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

}
}
tracing::info!("Successfully processed {} record(s)", records.len());
Ok(response)

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)

// disable printing the name of the module in every log line
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time
.without_time()

.init();

run(service_fn(function_handler)).await

CHE 3 E A= SQS CH7| QoM O|HHEE £AlSt= Lambda &0 CHEH B & HiX| S22 735}
= HHE Ho{ELICE O| &£ SEHOZ HiX| &5 AIfE E10stn LIS sHE HIAIRIE CHA| Al
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqsEvent},
sqs::{BatchItemFailure, SqsMessage},
I

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await
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async fn show_inputs(client: &Client) -> Result<(), Error> {
let input_list = client.list_inputs().send().await?;

for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
let input_name = i.name().unwrap_or_default();
println!("Input Name : {}", input_name);

println!("Input ARN : {}", input_arn);
println!();

ok(())

- API M|§ HE = AWS SDK for Rust APl & Z 9] Listinputs= & Z=35HMIL.
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async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();

println!(" Description : {}", description);
println!(" ARN : {}", arn);
println!();

I
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ok(())

« API M|E ME = AWS SDK for Rust APl £ = 9| ListChannels2 & X stAMIR.
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async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);

println!(" URL : {}", endpoint_url);
println!();

}

0k(())

- API M|& HE = AWS SDK for Rust API £ X 9| ListOriginEndpointsE & X 35HAM|2.
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RustZ Al273504 LambdaZ Amazon MSK O[HIE Al

use aws_lambda_events::event:

lambda_runtime:

:kafka: :KafkaEvent;

use :{run, service_fn, tracing, Error, LambdaEvent};

use
use
use

/17
/17

base64: :prelude::*;
:{Value};
tracing::{info};

serde_json:

Pre-Requisites:
1. Install Cargo Lambda - see https://www.cargo-lambda.info/quide/getting-

started.html

/17
/17

2. Add packages tracing, tracing-subscriber, serde_json, base64

Amazon MSK

510


https://github.com/aws-samples/serverless-snippets/tree/main/integration-msk-to-lambda

AWS SDK for Rust JHeER 7Hol=

/// This is the main body for the function.

/// Write your code inside it.

/// There are some code example in the following URLs:

/// - https://github.com/awslabs/aws-lambda-rust-runtime/tree/main/examples

/// - https://github.com/aws-samples/serverless-rust-demo/

async fn function_handler(event: LambdaEvent<KafkaEvent>) -> Result<Value, Error> {
let payload = event.payload.records;
for (_name, records) in payload.iter() {

for record in records {

let record_text = record.value.as_ref().ok_or("Value is None")?;
info!("Record: {}", &record_text);

// perform Base64 decoding
let record_bytes = BASE64_STANDARD.decode(record_text)?;

let message = std::str::from_utf8(&record_bytes)?;

info!("Message: {}", message);

}

Ok(().into())

#[tokio: :main]

async fn main() -> Result<(), Error> {
// required to enable CloudWatch error logging by the runtime
tracing::init_default_subscriber();

info!("Setup CW subscriber!");

run(service_fn(function_handler)).await
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async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");
let voices = resp.voices();

for voice in voices {
println!(" Name: {}", voice.name().unwrap_or("No name!"));
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println!(
" Language: {}",
voice.language_name().unwrap_or("No language!")

);

println!();

println!("Found {3} voices", voices.len());

ok(())

« API M|E ME = AWS SDK for Rust APl £ & 9| DescribeVoicesE & ZESHM 2.

ListLexicons
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async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");

let lexicons = resp.lexicons();

for lexicon in lexicons {
println!(" Name: {3}", lexicon.name().unwrap_or_default());
println!(
" Language: {:?}\n",
lexicon
.attributes()
.as_ref()

£
e
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.map(|attrib| attrib

.language_code

.as_ref()

.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {} lexicons.", lexicons.len());
println!();

ok(())

« API M| HE
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AWS SDK for Rust API & Z 9| ListLexicons& & ZXstAMIL.
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async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {

let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"7?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.0rg/2005/01/pronunciation-lexicon
\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"

xsi:schemalLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://
www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

alphabet=\"ipa\" xml:lang=\"en-US\">

<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>

</lexicon>", from, to);

client
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.put_lexicon()
.name(name)
.content(content)
.send()

.await?;

println!("Added lexicon");

ok(())

« API M8 ME = AWS SDK for Rust APl £ = 9| PutLexicon2 & ZstM| 2.
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async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoicelId: :Joanna)
.send()
.await?;

// Get MP3 data from response and save it
let mut blob = resp

.audio_stream

.collect()

.await
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.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();

let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");
let mut file = tokio::fs::File::create(out_file)
.await

.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");

ok(())
9| SynthesizeSpeechE & X 35HA|2.
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use aws_config::BehaviorVersion;

use aws_credential_types::provider::ProvideCredentials;

use aws_sigvé::{
http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign::v4,

};

use lambda_runtime: :{run, service_fn, Error, LambdaEvent};

use serde_json::{json, Value};
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use sqglx::postgres::PgConnectOptions;
use std::env;
use std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(
db_hostname: &str,
port: ul6,
db_username: &str,
) -> Result<String, Error> {
let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation::QueryParams;

let signing_params = v4::SigningParams: :buildex()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username

);

let signable_request =
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SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);
let response = url.to_string().split_off("https://".len());
Ok(response)
#[tokio::main]

async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {

let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");

let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");

let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
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.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({

"statusCode": 200,

"content-type": "text/plain",

"body": format!("The selected sum is: {result}")
1)
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async fn query_cluster(
client: &Client,
cluster_arn: &str,
query: &str,
secret_arn: &str,
) -> Result<(), Error> {
let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);

let result = st.send().await?;

println!("{:?}", result);
println!();

0k(())

Al 2.

ol

« APl M8 ME = AWS SDK for Rust API & Z= 2| ExecuteStatement2 & =X

SDK for Rust& A& & Amazon Rekognition 0| A]|

CHZ ZE o Aol HE AWS SDK for RustE Amazon RekognitionZt & 74 AF&5t04 Fd

UMl AL 2[R E F3iste WS EoiE Lt

ALE| e 88 MH|A LM =& CFHE AWS MH|AQF ZAEHEl AEf0M o2 & +E EHMo 2
SE5101 EH EfAIE st WHE HoiF= 2= o X LCH.

Amazon Rekognition 521


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/rdsdata#code-examples
https://docs.rs/aws-sdk-rdsdata/latest/aws_sdk_rdsdata/client/struct.Client.html#method.execute_statement

AWS SDK for Rust JHeER 7Hol=

Zt of Alofl= HA| AA ZEof CHEE 21371 8 E|0] U2, 0470l ZHEIAEN HE I EE MG
T Al#SHE 2ol l:H°F XS &2 = J&Lch

=AM

o ALIZ|2

AlLt2|2

AZIE elst7| It M2l ol ZE2]7 0] BFHET|

CHS = ol AlolME ALER7E Bll0[E 2 AL83to] ATIE BE[E = U= AMHEIA ofEE(FH[0lME
ddste Y HoiFE LI

SDK for Rust

03
[e]l]
on

Amazon Rekognition2 AF&3t04 O|O|X|ol M BHlo|E2E A XISt LISol ZAME ~ Q=S X
= AFEl XHoF 2| of Z2[AH0IME Tl st WS EodE L CH.

TR A4 FEot M ol Ml gbedof CHSH X|& 2 GitHuboll A T MM E & =35HMI2.

Ol ol o] Exofl CHet RhMEH LIE2 AWS FHFLIE[S| HAIZE HZotA

)

O tlMofA AFE ElE AH|A

+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition
« Amazon S3

« Amazon SNS

o|O|X|oM H= AKX

CHS 2E dlxMoME CiSat 22 =

mo

Tdots YHE EoiFLICH

« Amazon S3 B{Z!of O|0|X|& AZEFLICH.

* Amazon Rekognition2 At&3t04 AP, G, ZH(0ilA: R F) Sl U= MF SEE ZRIgLCH

AlLtg| 522


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/cross_service/photo_asset_management
https://community.aws/posts/cloud-journeys/01-serverless-image-recognition-app

AWS SDK for Rust

JHeER 7Hol=

- O|2HEr MIF HEE EAIFLICH

SDK for Rust

Kl

uploads &S AtE A& 304 Amazon S3 H{Z!0i| O|O|X|E X%t
5o A8, o, HdH((oXl: RF) Sl U= ME HEE A X[

CH.

ol

A a4 et 4 A A= EHo| CiEh X|&2 GitHubolA A oK & & ZstM 2.

O tlMofA AHB ElE AHIA

* Amazon Rekognition

« Amazon S3
EXIF & Z|El o|O|X| HE X%

CHE ZE ofXolM= ChE 242 HYe sdste d-E EoiELCH

JPG, JPEG EE= PNG It 2of| M EXIF HEE 7S LICt.

Amazon S3 HHZ!0f| o|O|X| otlE HEZE=gFL|C}.

« Amazon Rekognition2 At&3+0{ Tt 0| A 37+X|

EXIF & 30| HEE 2|72| Amazon DynamoD

@ )
FO
I
0x
o)
o
i
mjo
=
10
o
r
o

SDK for Rust

, Amazon Rekognition2 AlE
F Ol ME HEE EAIEL

JPG, JPEG == PNG Il YoM EXIF 42 E 7Ix<1, 0|0|X| I} Y S Amazon S3 H{Zlof| =2 =
&t0H, Amazon Rekognition2 At&35t0{ It Uof| M 371 K| F2 % d(Amazon Rekognition2| 20| =)

mtetst & EXIF 2 Bflojg8 HE E 2| 2| Amazon DynamoDB E|O|20f F7}&FL|Ct.

A a4 et A A A-> W ChiEr X|E2 GitHubolA A oM E FH Z5HM 2.

O| oMol M AFB E|= MH[A

* DynamoDB
* Amazon Rekognition

« Amazon S3

ALt 2|2

523


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/rustv1/cross_service/detect_faces/src/main.rs
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/rustv1/cross_service/detect_labels/src/main.rs

AWS SDK for Rust JHeER 7Hol=

SDK for RustE AFE$F Route 53 0| A|

CH2 3 E of KoM= Route 5301 A AWS SDK for RustE AF235104 ZHd2 &5t 1 UHt=I01 AL}
CIRE FHsts WHE Eo{E LIt

A ChF 2 Z2 oM WH S TS 0|H HHMAE WA Ao FLICH i JHE MH|A
4B NMMOR SH5HE WHS HoIFH B ALLZIQ0 HEAE FE FHYUS 2 4 s
=

37t TEE0] UM, 047[0IM HHAE ZH TEE MW

ListHostedZones
Cl2 T E o A|E ListHostedZones2| Al #EH 2 HoiFL|C}.

SDK for Rust

(® Note
GitHuboll Cf Bt 2 L& 0| J&LICH AWS T E of E|ZX|E 20 M| o & &1 Y 3
Asts dHS HIEM L.

async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

);

let hosted_zones = client.list_hosted_zones().send().await?;
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println!("Zones:");

for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();

println!(" ID : {}", zone_id);
println!(" Name : {}", zone_name);
println!();

0k(())
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/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,

/// and then retrieves the object and prints some S3 information about the object.

/// This shows a number of S3 features, including how to use built-in paginators

/// for large data sets.

///

/// # Arguments

///

/// * “client’® - an S3 client configured appropriately for the environment.

/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.

/// * “filename® - a reference to a path that will be read and uploaded to S3.

/// * “key' - the string key that the object will be uploaded as inside the bucket.

async fn list_bucket_and_upload_object(
client: &aws_sdk_s3::Client,
bucket: &str,
filepath: &Path,
key: &str,
) -> Result<(), S3ExampleError> {
// List the buckets in this account
let mut objects = client
.list_objects_v2()
.bucket(bucket)
.into_paginatoxr()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
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while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
EENAN AN AN S AN
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{scl}"))
.unwrap_or_default()

);
}
}
// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives::ByteStream::from_path(filepath)
.await

.map_err(|err| {

S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"

))

1)?;

let resp = client

.put_object()

.bucket(bucket)

.key(key)

.body(body)

.send()

.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);

// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));
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ok(())

S3ExampleError & 2IE|ILICE

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {
fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for S3ExampleError {}

impl std::fmt::Display for S3ExampleError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)
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#![allow(clippy::result_large_err)]

//! Purpose

//!' Shows how to use the AWS SDK for Rust to get started using

//! Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//! and delete all resources at the end of the demo.

//!
//! This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3
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//! user guide.
//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html

use aws_config::meta::region::RegionProviderChain;
use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid: :Uuid;

#[tokio: :main]
async fn main() -> Result<(), S3ExampleError> {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();
let shared_config = aws_config::from_env().region(region_provider).load().await;
let client = Client::new(&shared_config);
let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());
let file_name = "s3/testfile.txt".to_string();
let key = "test file key name".to_string();
let target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await

{

eprintln!("{:?}", e);
};
0k(())

async fn run_s3_operations(
region: Region,
client: Client,
bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples::create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples::download_object(&client, &bucket_name,
&key).await;
s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
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.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples: :clear_bucket(&client, &bucket_name).await?;
0k(())
)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");
}

s3_code_examples: :delete_bucket(&client, &bucket_name).await?;

0k(())
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pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :builder()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())
== Some(true)
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{

Ok(None)
} else {

Err(S3ExampleError: :from(err))
}

D

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError::from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError::from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
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destination_bucket: &str,
source_object: &str,
destination_object: &str,

) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client

.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()

.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")
);
0k(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?3}")
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ok(())

/// Given a bucket, remove all objects in the bucket, and then ensure no objects
/// remain in the bucket.
pub async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<Vec<String>, S3ExampleError> {
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.
let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();

if objects_to_delete.is_empty() {
return Ok(vec![]);
let return_keys = objects_to_delete.clone();
delete_objects(client, bucket_name, objects_to_delete).await?;
let objects = client.list_objects_v2().bucket(bucket_name).send().await?;
eprintln!("{objects:?}");
match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleErroxr: :new(

"There were still objects left in the bucket.",
),

pub async fn delete_bucket(
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client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« API M5 ME &= AWS SDK for Rust APl 2 = 9| CI2 FANIE & X 5HAM2.

» CopyObject
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// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(

"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {
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let this_chunk = if chunk_count - 1 == chunk_index {

size_of_last_chunk

} else {
CHUNK_SIZE
};
let stream = ByteStream::read_from()

.path(path)

.offset(chunk_index * CHUNK_SIZE)

.length(Length::Exact(this_chunk))

.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
}
« API M[¥ HE = AWS SDK for Rust APl & Z 2| CompleteMultipartUpload& & Z=5HM 2.
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/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(]|
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
);
0k(())
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CreateBucket
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pub async fn create_bucket(

client: &aws_sdk_s3::Client,

bucket_name: &str,

region: &aws_config: :Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {

let constraint =

aws_sdk_s3: :types: :BucketLocationConstraint: :from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.

create.map(Some).or_else(|err| {
if err
.as_service_error()

.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok(None)
} else {

Err(S3ExampleError: :from(err))
}
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// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {
let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk
} else {
CHUNK_SIZE
I

let stream = ByteStream::read_from()
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.path(path)

.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =

CompletedMultipartUpload: :buildexr()

.set_parts(Some(upload_parts))
Lbuild();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;
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« API M2 HE = AWS SDK for Rust API & Z 2| CreateMultipartUpload& & A 5HA| L.
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pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<(), S3ExampleError> {

let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {

Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()

.and_then(aws_sdk_s3::error::ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« API M|E HE = AWS SDK for Rust APl £ & 9| DeleteBucket2 & X 5IA|2.
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/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;
// There are no modeled errors to handle when deleting an object.
0k(())
}
- API M5 HE = AWS SDK for Rust APl & Z 9| DeleteObject2 & Z=35HM 2.
DeleteObjects
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/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err|
S3ExampleError: :new(format!("Failed to build key for delete_object:

{err:?1}"))
17?;
delete_object_ids.push(obj_id);
}
client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildexr()
.set_objects(Some(delete_object_ids))
.build()
.map_err(|err|
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
EE
)
.send()
.await?;
0k(())
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketlLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client
.get_bucket_location()

.bucket(bucket.name().unwrap_or_default())
.send()

.await?;

if r.location_constraint() == Some(&region) {

println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {

println!("{3}", bucket.name().unwrap_or_default());

println!();
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if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);

0k(())

« APl M5 HE = AWS SDK for Rust API & = 9| GetBucketLocation2 & X 5tM| L.

GetObject
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async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {}", opt.object);
trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
DS

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
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.send()
.await?;

let mut byte_count = @_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err]| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?1}"))
Pz Ao
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
DS
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)

AWS SDK for Rust APl & Z 9| GetObject2 & Z=35HMIL.
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async fn show_buckets(
strict: bool,
client: &Client,
region: BucketLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();
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let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{3}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
I
} else {
println!("Found {} buckets in all regions.", num_buckets);

ok(())
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async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {
println!("{}", version.key().unwrap_or_default());

println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();

0k(())

« API M8 HE = AWS SDK for Rust AP £ Z= 9| ListObjectVersions2 & X HAMIL.
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pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
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.bucket(bucket.to_owned())

.max_keys(10) // In this example, go 10 at a time.
.into_paginator()
.send();

while let Some(result) = response.next().await {
match result {
Ok(output) => {
for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?3}")

ok(())

« API M[¥ HE = AWS SDK for Rust APl & Z 9] ListObjectsV22 & Z35HAI2.
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pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,
key: &str,
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) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {

let body =

client
.put_object()
.bucket(bucket_name)
.key(key)
.body(body.unwrap())
.send()
.await
.map_err(S3ExampleError: :from)

« API M5 M= = AWS SDK for Rust APl & Z 9| PutObject2 & Z=35HAMI2.
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

i

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length: :Exact(this_chunk))
.build()

aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
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.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
I

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :builder()
.set_parts(Some(upload_parts))
.build();
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Amazon Transcribe£ A}235104 2LC|

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;
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/// Generate a URL for a presigned GET request.
async fn get_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: u64,
) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig::expires_in(expires_in)?)
.await?;

println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;

println!("Valid until: {valid_untill}");

ok(())

PUT S3 ZA[of CHEr AP X|H 23 & BHELCH

async fn put_object(
client: &Client,
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bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time: :Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning::PresigningConfig =
PresigningConfig::expires_in(expires_in).map_err(|err|
S3ExampleError: :new(format!(
"Failed to convert expiration to PresigningConfig: {err:?}"
))
DS
let presigned_request = client
.put_object()
.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;

Ok(presigned_request.uri().into())
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};
use
use

error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

s3_code_examples::error: :S3ExampleError;
tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/17
/17
/17
/17
/17
/17
/17
/17
/17

Demonstrate how “if-modified-since’ reports that matching objects haven't
changed.

# Steps

- Create a bucket.

- Put an object in the bucket.

- Get the bucket headers.

- Get the bucket headers again but only if modified.
- Delete the bucket.

#[tokio::main]
async fn main() -> Result<(), S3ExampleError> {

tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uwuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);

// Generate a unique bucket name using the previously generated UUID.
// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client
.create_bucket()
.bucket(bucket_name.clone())
.send()
.await?;

// Create a new object in the bucket whose name is 'KEY  and whose
// contents are “BODY".
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)
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.body(ByteStream: :from_static(BODY.as_bytes()))
.send()
.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,
// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error! ("{err:?}");
String::new()

i

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the
// values of the headers "last-modified® and “etag . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => (Err(err), String::new()),

};

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?3}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject® request. This time, the “if_modified_since"

// option is specified, giving the “last_modified® value returned by the
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// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
.await;

// If the 'HeadObject  request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//

// The _expected_ result of the second call to ‘HeadObject  is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP ‘last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an

// “SdkError::ServiceError".

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stzr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
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)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),

),

// Any other HTTP status code is returned as an
// ~SdkError::ServiceError'.
_ => (Err(SdkError::ServiceError(err)), String::new()),

}

// Any other kind of error is returned in a tuple containing the
// error and an empty string.
_ => (Err(err), String::new()),
},
I

warn! ("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())

.key(KEY)

.send()

.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

ok(())
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[package]

name = "testing-examples"

version = "0.1.0"

[

"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougsch@amazon.com>",

]
edition = "2021"

authors

[dependencies]

async-trait = "0.1.51"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

http = "0.2.9"

mockall = "@.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"

automock 2! MH|A BIHE AFEEF % EHIAE oA

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};
#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]
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pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
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.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
D)
.build())
1);

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq! (7, size);
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#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput: :builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

1))
.set_next_continuation_token(Some("next".to_string()))
.build())
1);
mock .expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput: :builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1))
.build())
18

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")

.await
.unwrap();

assert_eq! (19, size);

AlLtE|R

565



AWS SDK for Rust

JHeER 7Hol=

StaticReplayClientE A& 8t S EHIAE oA

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3: s3::Client,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3
.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
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None,

mnn
’

#[cfg(test)]
mod test {
use super::*;
use aws_config: :BehaviorVersion;
use aws_sdk_s3 as s3;
use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};
use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1l = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

I
let replay_client = StaticReplayClient::new(vec![page_1]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
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assert_eq! (7, size);
replay_client.assert_requests_match(&[]);

#[tokio: :test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
I
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);

// Run the code we want to test with it
let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
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.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

SDK for Rust
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use std::fs::File;
use std::io::prelude::*;
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::error::DisplayErrorContext;

use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object: :GetObjectOutput,

I

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};
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use s3_code_examples::error::S3ExampleError;
use std::process;
use uuid: :Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
const MAX_CHUNKS: u64 = 10000;

#[tokio: :main]
pub async fn main() {
if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {
let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();

s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();
// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

//Create a file of random characters for the upload.
let mut file = File::create(&key).expect("Could not create sample file.");
// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {
let rand_string: String = thread_xrng()
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.sample_iter(&Alphanumeric)

.take(256)

.map(char::from)

.collect();
let return_string: String = "\n".to_string();
file.write_all(rand_string.as_ref())

.expect("Error writing to file.");
file.write_all(return_string.as_ref())

.expect("Error writing to file.");

let path Path: :new(&key);

let file_size = tokio::fs::metadata(path)
.await
.expect("it exists I swear")
.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
let mut size_of_last_chunk = file_size % CHUNK_SIZE;
if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError::new("Bad file size."));
}
if chunk_count > MAX_CHUNKS {
return Err(S3ExampleError: :new(
"Too many chunks! Try increasing your chunk size.",

));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
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.length(Length::Exact(this_chunk))
.build()

.await

.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

let data: GetObjectOutput =

s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data

.content_length()
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.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");

} else {
println!("The data was not the same size!");

s3_code_examples::clear_bucket(&client, &bucket_name)

.await

.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)

.await

.expect("Error deleting bucket.");

ok(())
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::event::s3::S3Event;
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use aws_sdk_s3::{Client};
use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[0@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
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.bucket(bucket)

.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult

contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")
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async fn show_instances(client: &Client) -> Result<(), Error> {
let notebooks = client.list_notebook_instances().send().await?;

println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {}", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());
println!(" Instance Type : {}", n_instance_type.as_ref());
println!();

}

0k(())
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async fn show_jobs(client: &Client) -> Result<(), Error> {
let job_details = client.list_training_jobs().send().await?;

println!("Jobs:");

for j in job_details.training_job_summaries() {
let name = j.training_job_name().unwrap_or("Unknown");
let creation_time = j.creation_time().expect("creation
time").to_chrono_utc()?;
let training_end_time = j
.training_end_time()
.expect("Training end time")
.to_chrono_utc()?;

let status = j.training_job_status().expect("training status");
let duration = training_end_time - creation_time;

println!(" Name: {}", name);
println!(
" Creation date/time: {}",
creation_time.format("%Y-%m-%d@%H:%M:%S")

)8
println!(" Duration (seconds): {}", duration.num_seconds());
println!(" Status: {:?}", status);

println!();
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async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));

ok(())
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async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
.await?;

println!("Created contact");

ok(())
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}
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async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client
.create_contact_list()
.contact_list_name(contact_list)
.send()
.await?;

println!("Created contact list.");

0k(())
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match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)27
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
},
}
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let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow!("Error deleting contact list: {e}")),
}

« API M5 ME = AWS SDK for Rust API & X 9| DeleteContactListE & X5tM 2.
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match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));
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match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)
.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« APl M8 ME = AWS SDK for Rust APl £ Z 9| DeleteEmailTemplateE & Z5HM| 2.

£
e

584


https://docs.rs/aws-sdk-sesv2/latest/aws_sdk_sesv2/client/struct.Client.html#method.delete_email_identity
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ses#code-examples
https://docs.rs/aws-sdk-sesv2/latest/aws_sdk_sesv2/client/struct.Client.html#method.delete_email_template

AWS SDK for Rust

GetEmailIdentity

ui
mjo
HL

CH2 ZE O Al= GetEmailldentity Q| AL o4=L|Ct.

SDK for Rust

® Note
GitHubol| o Bf2 L& 0| RI&LICH AWS ZE of E[ZX|EE2|0|M T o & ¥

st LHE HIKIEA L.

O|HIY F=A7t HREIR=X| 047 E AHELICH

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");

} else {
println!("The address is not verified");

ok(())
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async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;
println!("Contact lists:");
for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());
}
0k(())
}
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async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;
println!("Contacts:");
for contact in resp.contacts() {

println!(" {3}", contact.email_address().unwrap_or_default());

ok(())
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async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
.await?;

587

£
e


https://docs.rs/aws-sdk-sesv2/latest/aws_sdk_sesv2/client/struct.Client.html#method.list_contacts
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ses#code-examples

AWS SDK for Rust JHeER 7Hol=

let contacts = resp.contacts();

let cs: Vec<String> = contacts

Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();

let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();

let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();

let email_content = EmailContent::builder().simple(msg).build();

client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;

println!("Email sent to list");

ok(())
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let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else {
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}
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« API MlE HE = AWS SDK for Rust APl £ &= 9| SendEmail2 X 5HAML.
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match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
.
}
match self
.client

.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()

.await
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{
0Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError: :AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
)?,
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
},
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow! (
"Error retrieving contact list {3}: {}",
CONTACT_LIST_NAME,
e

)

i

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :builder()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
.build();
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match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination::builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :builder()

.contact_list_name(CONTACT_LIST_NAME)
.build()?,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
VE?
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."

)?;
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> return Err(anyhow! ("Error creating email identity: {3}", e)),

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
.
}
match self
.client

.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)
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.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

. API M5 ME &= AWS SDK for Rust APl 2= 9o| CI2 FANIE & X 5AM2.

* CreateContact

* CreateContactList

» CreateEmailldentity

* CreateEmailTemplate

* DeleteContactList
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» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts

» SendEmail.simple

» SendEmail.template
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async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

0k(())

« AP| M| HE £ AWS SDK for Rust APl 2 X 9| CreateTopic2 2 X tAM|2.
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ListTopics
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async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");

for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());

ok(())

« APl M8 HE = AWS SDK for Rust API & Z 9] ListTopics2 & Z5tMIR.
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async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

ok(())

I
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« API M5 ME = AWS SDK for Rust APl 2 X 9| Publish & Z35HM|L.

Subscribe
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async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

I
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ok(())
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

0k(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

0k(())

#[tokio: :main]
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async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await
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X|2dof LA E 5 #Hm Amazon SQS CH7 (¥ S A EtLICH

async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()
.expect("No queues in this account and Region. Create a queue to proceed.")
.to_string())

« API M5 ME &= AWS SDK for Rust APl & 9| ListQueuesE & XA 2.

ReceiveMessage
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async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#?}", message);

0k(())
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async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);
let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()
.await?;
println!("Send message to the queue: {:#?}", rsp);
0k(())
}
- APl M|& HE = AWS SDK for Rust API & X ©|SendMessageE 2 X stMI2.
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record]|
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())
)8

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
gs::{BatchItemFailure, SqgsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SqgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {

let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok (SgsBatchResponse {
batch_item_failures,
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1)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}
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async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
Lbuild()
.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {}", e.user_id().unwrap_or_default());
println!("Account: {3}", e.account().unwrap_or_default());
println!("Azn g {}", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« APl M8 ME = AWS SDK for Rust APl & Z9| AssumeRole2 & X35HML.
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async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

ok(())
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pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap::new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect: :<Result<Vec<Parameter>, _>>()7?;
Ok(params)

- API M8 ME = AWS SDK for Rust API & = 9| GetParameter® & X 5HM| 2.
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async fn make_parameter(
client: &Client,
name: &str,
value: &str,
description: &str,

) -> Result<(), Error> {
let resp = client

.put_parameter()
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.overwrite(true)
.r#type(ParameterType: :String)
.name(name)

.value(value)
.description(description)
.send()

.await?;

println!("Success! Parameter now has version: {}", resp.version());

ok(())
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pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.Q.itexr().map(]|
tal {
rustls: :OwnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
1)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS

let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)
.with_no_client_auth();

// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();

// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder

let http_client = HyperClientBuilder::new().build(rustls_connector);
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let shared_conf = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

0k(())
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