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SEA sso-session AlMof
= AWS HMA Z- MME A|ZH5t= M-H0| 28 E|o] Q& LCt.

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access
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sdk-service_abbreviation20 ™A §52 AWS SDK for Ruby README It Ol X|HE|l= M
HIA Elo|20 M &elgh = Ql&LICt & §0{ Amazon S3 MH|AQL QIE{TH|O|A ST | 28 gemE
aws-sdk-s30iM &Y AFEE = U&LCt.
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« RVM

* chruby

* rbenv
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rvm get head
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rvm install ruby-3.1.3
rvm --default use 3.1.3
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Bundler

BundlerE AtE3st= 4< Cf
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232 AWS SDK for Ruby Gem for Amazon S3& A x|&fL|CH.

1. Bundler® Mx|5tT GemfileS MAEL|C}H

$ gem install bundlex
$ bundle init

ZF AWS MH|A Eof CHEF gem 2 Gemfile F7HELICH. Amazon
™ o StEtol ChEt 242 E2 FI7HELICH

gem "aws-sdk-s3"
3. Gemfileg XMEELICH

4. GemfileOl X|HE S& IS HRIELICH

$ bundle install

AWS SDK for Ruby& At&35t04 ZHEHSH O Z2|7|0|M o

AWS SDK for RubyE AtE35t0{ Amazon S301 QIALEFLICE CHE 0d| A0l A= Amazon S3 H{Zle| =25
2 EAlgL .

CHE ZEE SASH0{ ME22 44 mtelof 20{ @&LICH ItY 0|§2 hello-s3.1b2Z X|HEL

require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

ME of =27 ol BHE T 7
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# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"
count -=1
break if count.zero?
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

AWS SDK for Rubye 242 HAHEIRCH 2 FEELICH AWS AMH[A. gemO| A X|E F Ruby
oA I HE| U= require BEES S Amazon S3 MH|AE AWS SDK E2i4 L HMEE
7t LI AL 78 AWS MH|A Gem2| T £ 52 AWS SDK for Ruby README It 9| x|

Tl= MH|£ 0|22 A EStM L.
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$ ruby hello-s3.rb

Windows AFEALE 98 &1 ALY

WindowsOl A SSL 2IZME A&t Ruby ZEE A
CH.

tH CHS 3 H

ol
>
rok
to
n
N
kK
>
i
1>
z0
Il
r

C:\Ruby>ruby buckets.rb
C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect': SSL_connect returned=1
errno=0 state=SSLv3 read server certificate B: certificate verify failed
(Seahorse::Client: :NetworkingError)
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in "block in connect'

from C:/Ruby200-x64/1ib/ruby/2.0.0/timeout.rb:66:in "timeout'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in "connect'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:862:in “do_start'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:857:in “start'
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Aws .config

E ol ZE AWS A0 CHst M 2 HE NB524H aws-sdk-core GemOllA AFE
Aws.config AE=E AFSELICH

Aws.confige CtYet @& 2ol F 7tX| F 22 X[HELICH 2EH HHEH2 2E AWS AH|A E
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Aws.config[:<global setting name>] = <value>

olaf#t e MME BE AHIA S2loleiEof HarELIC

Aws.config[:region] = 'us-west-2'
Mmoo 2 XIME/X| o A% 0IB S AL S2{L 5t ST 0|82 XI¥IsHx| ot AMHIA |89l 9
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Aws.config[:<service identifier>] = { <global setting name>: <value> }
O[2{et MY 2 silE AMH|& R YHE ZE AMH[A ZEto|ME| EerHgLot
Amazon S3H|2F M8 [= A% 9| of:

Aws.config[:s3] = { force_path_style: true }

<service identifier>E d& AWS SDK for Ruby Gem O|&2| 0|& 2 E 1 "aws-sdk-" F|o] 2
= YO|ALE AF&35to{ AlEE = JU&LCt oA
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config ItAoiAf O] 2t2 MA5t= of:

[default]
region = us-west-2
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export AWS_REGION=us-west-2

WindowsO{| A O|24&t B4+ E MHSIE{H set WHE AFEELICE CHE oAM= 21 E us-west-2E

AEgLCt
set AWS_REGION=us-west-2

Aws.configZ /™ MH
7tall 2|2 AdEELCH O MM E us-west-1 212

Aws.config SHA|0] region gt F

AT E Aws.config SHAIS O|o|EELIC
Aws.config.update({region: 'us-west-1'})
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s3 = Aws::S3::Resource.new(region: 'us-west-1')
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role_credentials = Aws::AssumeRoleCredentials.new(
client: Aws::STS::Client.new,
role_arn: "linked::account::arn",
role_session_name: "session-name"

s3 = Aws::S3::Client.new(credentials: role_credentials)
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s3 = Aws::S3::Client.new(
region: region,
retry_limit: 2,
retry_backoff: lambda { |c| sleep(5) }
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry/OTelProvider.html
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OTEL_TRACES_EXPORTERO] CH&t AFMIEH LI 2 OpenTelemetry A A Q| Exporter Selectiong &%=
StMI2.

require 'aws-sdk-s3'
require 'opentelemetry-sdk'
require 'opentelemetry-exporter-otlp'

ENV['OTEL_TRACES_EXPORTER'] ||= 'console'
OpenTelemetry: :SDK.configure

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)
client.list_buckets

O ZE ofx|ol M= AH|A 2eto|AE CHsll EfojA& £3E FEsts BHHE EoiELICH

==

1. OpenTelemetry & &S5 0| 2 LICH.
a. Aws: :Telemetry::0TelProviderE& At&3t= Ol ER 8t opentelemetry-sdk.
b. ¥4 & C|o|IE{E LHE W= Ol 228 opentelemetry-exporter-otlp.

2. OpenTelemetry: :SDK.configureE& EHXMO 2 5 E3510{ OpenTelemetry SDKE T 7|24t
OS2 Mgt

3. SDK for Ruby2| OpenTelemetry 32 XtE AI&35H 0TelProviderQ| QIAEAE M50 FX5t
2iE MH|A 2E2l0|E 748 Mo 2 HEFLCH

otel_provider = Aws::Telemetry::0TelProvider.new
client = Aws::S3::Client.new(telemetry_provider: otel_provider)

ol

O| EHIE AME3tH Y MH|A ZEIO|UENM 2HAMHo 2 &= 2 HMETH EB0|A O[O
E{E LHELHA ELCH.

Amazon S32| list_buckets HAMEZ=0] CHEt 2 S E0|M MHEE EQO|A E&0| of= CtSH &
&LCt
= .

OpenTelemetry E&0|A &21 of
#<struct OpenTelemetry::SDK::Trace::SpanData

name="Handler.NetHttp",
kind=:internal,

MH|A 22to|dEof Ci$t 0TelProvider 7+ 20


https://opentelemetry.io/docs/specs/otel/configuration/sdk-environment-variables/#exporter-selection
https://rubygems.org/gems/opentelemetry-sdk
https://rubygems.org/gems/opentelemetry-exporter-otlp
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status=#<0OpenTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\xBFb\xCO\xFD\xA6F!\xE1",
total_recorded_attributes=7,
total_recorded_events=0,
total_recorded_links=0,
start_timestamp=1736190567061767000,
end_timestamp=1736190567317160000,
attributes=
{"http.method"=>"GET",
"net.protocol.name"=>"http",
"net.protocol.version"=>"1.1",
"net.peer.name"=>"s3,.amazonaws.com",
"net.peer.port"=>"443",
"http.status_code"=>"200",
"aws.request_id"=>"22HSH7NQTYMB5NHQ"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
@attributes=
{"service.name"=>"unknown_service",
"process.pid"=>37013,
"process.command"=>"example.rb",
"process.runtime.name"=>"ruby",
"process.runtime.version"=>"3.3.0",
"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",
"telemetry.sdk.name"=>"opentelemetry",
"telemetry.sdk.language"=>"ruby",
"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\XEF%\x9C\xB5\x8C\x0@4\xDB\x7F",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\xAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>
#<struct OpenTelemetry::SDK::Trace::SpanData
name="S3.ListBuckets",
kind=:client,
status=#<0penTelemetry::Trace::Status:0x000000011dal7bd8 @code=1, @description="">,
parent_span_id="\x00\x00\x00\x00\x00\x00\x00\x00",
total_recorded_attributes=5,
total_recorded_events=0,
total_recorded_links=0,

MH|A 22to|dEof Ci$t 0TelProvider 7+
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start_timestamp=1736190567054410000,
end_timestamp=1736190567327916000,
attributes={"rpc.system"=>"aws-api", "rpc.service"=>"S3", "rpc.method"=>"ListBuckets",
"code.function"=>"1list_buckets", "code.namespace"=>"Aws::Plugins::Telemetry"},
links=nil,
events=nil,
resource=
#<OpenTelemetry: :SDK: :Resources: :Resource:0x000000011e@bf990
@attributes=
{"service.name"=>"unknown_service",

"process.pid"=>37013,

"process.command"=>"example.rb",

"process.runtime.name"=>"ruby",

"process.runtime.version"=>"3.3.0",

"process.runtime.description"=>"ruby 3.3.0 (2023-12-25 revision 5124f9ac75)
[arm64-darwin23]",

"telemetry.sdk.name"=>"opentelemetry",

"telemetry.sdk.language"=>"ruby",

"telemetry.sdk.version"=>"1.6.0"}>,
instrumentation_scope=#<struct OpenTelemetry::SDK::InstrumentationScope
name="aws.s3.client", version="">,
span_id="\xBFb\xC9\xFD\xA6F !\xE1",
trace_id=" \XE7\xF1\xF8\x9D\e\x16/\xAC\XE6\x1A\XxAC%j\x81\xD8",
trace_flags=#<OpenTelemetry::Trace::TraceFlags:0x000000011d994328 @flags=1>,
tracestate=#<0OpenTelemetry::Trace::Tracestate:0x000000011d990638 @hash={}>>

Ol ER0|A &2dol= £ 71| (o] OO|E{7} I&LICt ZF EFO|A T2 5tLt 0|4 9| £ 4J01 A
O|HIEof CHEt =7} HIEIC|O|E & NS &LIct,

2 E MH|A E20|HE0| CHE 0TelProvider T4
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|
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otel_provider = Aws::Telemetry::0TelProvider.new
Aws.config[:telemetry_provider] = otel_provider

2 E MH|A Zeto|Eo| CHEt 0TelProvider #+4 22



AWS SDK for Ruby JHeER 7Hol=

ol TAI A5 o|% 0] MAHE B E Mula ZEtololETl AEoR #A AHE LI LI
Aws.configE AFE35l0 2EH Y E XISt Yol CHEt AtMIEH LHE 2 Aws. config MME
xl-x°|.k||o

ANER RIE $Z 5F Z3A 7Y

OpenTeIemetry H4 5H SSKE ALE5HX| &£ 22{H AWS SDK for Rubydll M AHE A X[ 32
A 7342 X|ELICH AWS SDK for Ruby GitHub E|Z X|EZ|0M AFEE 4 = 0TelProvider
TS 04|§ EH T S0| E = JU&LICH F71 AHAE = AWS SDK for Ruby APl & Z0f /=
|

3T A E HolstAlL.

Module: Aws::TelemetryQ

I £
AT &
Edolat #7 H5o| EHULICH EFO0IAL 3Lt 0|40 AMOZ THELICH AHolE HAME
AF £ 50 MEE B2 RSS2 T EIE 57t HEHE(0/E7 Z8E £40| USLICH CHEE SDK

- &4 0|5 - Eollo|a0f LIEtLEE O|O|EE Bllol2 3 st= Ol AF8 &l ol LIt
7 - el dolH fELCH

« A - {0l LtEIHLHE LHSofl CHEr P ALICH

Attribute Name Type Description

#it Boolean True if the unit of work was
unsuccessful. Otherwise,
false.

exception.message String The exception or error
message.

exception.stacktrace String A stacktrace as provided
by the language runtime if
available.

exception.type String The type (fully qualified name)
of the exception or error.
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https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/telemetry/otel.rb
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/telemetry/otel.rb
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Telemetry.html
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rpc.system

rpc.method

Ipc.service

aws.request_id

code.function

code.namespace

http.status_code

http.request_conte
nt_length

http.response_cont
ent_length

http.method

net.protocol.name

net.protocol.version

net.peer.name

String

String

String

String

String

String

Long

Long

Long

String

String

String

String

The remote system identifier
setto 'aws-api'.

The name of the operation
being invoked.

The name of the remote
service.

The AWS request ID returned
in the response headers, per
HTTP attempt. The latest
request ID is used when
possible.

The method or function name.

The namespace within which
code.function is defined.

The HTTP response status
code.

The size of the request
payload body in bytes.

The size of the response
payload body in bytes.

The HTTP request method.

The name of the application
layer protocol.

The version of the application
layer protocol (e.g. 1.0, 1.1,
2.0).

The logical remote hostname.
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net.peer.port String The logical remote port
number.
® Tip
OpenTelemetry-Ruby0ol|= SDK for Ruby2| 7|& ¢4 & x|t S& & F7t 780l Y&

LICH XtMIEH LI 2 open-telemetry GitHub 2|ZX|E2|2| OpenTelemetry AWS-SDK
Instrumentation2 & X35HM|2.

1

AWS SDK for Ruby LHO|AM HTTP =& A 7/

22 AWS 2| AF8E SSL A= RZQIEE R MH5t= o AFSEILICE MEIS BIHM HIEE =
ZQIEE A8dlof = B Aws.configOl endpoint 22 FIISHMIL. £ MH|A EEI0|HE
Lt 2lAA ZHHE MAE [ endpoint: S MASHMIR. CFS o|XE other_endpoint YIEZQIE0
M Amazon S3 BlAA ZHH|E MAIstL|C.

s3 = Aws::S3::Resource.new(endpoint: other_endpoint)

AP| %0 CHsl] MEHSH JAEXZQIEE S 1=

INESS MEd AFE 2 HlE FXI5HB{HAWS SDK & =7
&t X oL M 2] Service-specific endpointsE & Z5HAIL.
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https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_sdk
https://github.com/open-telemetry/opentelemetry-ruby-contrib/tree/main/instrumentation/aws_sdk
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
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AWS SDK for Ruby AFHZ

O| Mo M= AWS SDKe| T 113 7|SE A8 ste Y S XL 86104 SDK for RubyE AtE5H0{ 4
ZE9o1E iest= LHo Oig YEE MSELich

AWS SDKs 2 =7 HZ 7}0|=0f= Bf2 AWS SDKs.

A
« AWS SDK for RubyE AI&3t0{ AWS MH|A 27
. AWS SDK for Ruby REPL S EIZ|E| AR

* Ruby on RailsH| A Ruby& AWS SDK AH&

« AWS SDK for Ruby 22I0|1E QS| M FX HE
« AWS SDK for Ruby OHZ Z|AH| 0| M0l ARHE AFS
« AWS SDK for Ruby0i|A{ m|O|X|7} OH7{Z! Aut A

- AWS SDK for RubyollA| YI0|E{ AL
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AWS SDK for RubyE AI&3+04 AWS MH|A 2

>

T2 Y HAOZ AWS AMH|A HMASHT| Y8 SDKE ZHZEo| AWS AH|A0| CHEH E2H0|E
SaAE AEELICE o2 E04, o Z 2|7 0|410| Amazon EC20{| HAM|AGHOF 5HE H, oHE 2|7 0]

M Amazon EC2 2E}0|E A E H45t04 T MH[ALQF QIE{H|O|A BfLICH O3 CHF MH|A
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Zt MH|A Zeto|¢Eo|=E AWS 2| U A1 5H 22 X7 2L SDKE o|ed8t 22 A5l
0 2|42 0| SHIE EIHOR HS BT SHIE X1 ZBOE QM| MEELICH ol2f8t g2 2

S
CoM Z2aed YA Z X|HetHLE #FoM X 2k~ UA&LICH
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|0
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- ZE2tO|ME A E QUABAZE M AWS AtH ZFHE MSalioF &LICH SDKIE 215 S=AHE &
Rlote =AM 22 2158 S=A Al MME HZsHM 2.
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https://docs.aws.amazon.com/sdkref/latest/guide/
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SDK for Ruby0ll= AWS A{H|A0] RQIE{H|O|AE X3 5t= Ect0|HE ATt ZEE|o] &L Ct.

Zt 22I0|HE EelAE EXH AWS MH|AE X|HEHH Aws: :<service identifier>::Client

=2 MELICH 02 £0{ Aws: :S3: :Client= Amazon Simple Storage Service AH|A0] CHEF Q!
E{H|0|AE MB35t Aws: :SQS: :Client= Amazon Simple Queue Service AMH|A 0] CHEH QIE{T|
O|AE NS ELct.

ZE AWS MH|AS| BE ZEI0|HE A E ABE AMo|=lLCt.

Td SME ZH0|HES Blas WHERo| HY MEE + A&LICH ol2{Et SM2 #E

Aws.config 7|2Zt 2Ct 4MELICH

# using a credentials object
ec2 = Aws::EC2::Client.new(region: 'us-west-2', credentials: credentials)

AWS SDK for Ruby REPL SEIZ|E| At

|= Read-Eval-Print-
y gem2 RubyGems.orgO]|

aws-sdk gem0{= SDK for RubyE HIAESID ZWE FA| =g = Q!
Loop(REPL) CH3t & HYE QIE{H| 0|47} ZE E|o] Rl&LICH SDK for Ru
MAEE £ &L ch

O'

INTS e

« AWS SDK for Ruby Mx%]|.

« aws-v3.rb= aws-sdk-resources gem0 J&LICE Ml aws-sdk gemHE aws-sdk-
resources gemO| L& E|0f QA &LICH

« rexml gemz}t Z2 xml 2tO|E 2|7t & LICT

- Z2ZU0| Interactive Ruby Shell(irb)?t QIS E|7|= 6t X|BH [ Z 2%t REPL #t3E 2 M33st=
pry gem=2 &Ax|st= W0l E&LICEH

Bundler A&

0

Bundler& A8 35t B Gemfiled| CHS CIOIEE 5t ™A =74 gem2 HZEE = JU&LICtH

1. AWS SDK for RubyE Mx|& i PHE GemfileS YLICH mol ClS £ F7HELICH

gem "aws-sdk"
gem "rexml"
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/S3/Client.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SQS/Client.html
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-resources/bin/aws-v3.rb
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems/aws-sdk-resources
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
http://bundler.io/
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gem "pIy"
2. Gemfile€ X &LICT.

3. GemfileOl X|HE & ES HRIELICH

$ bundle install

REPL &%
AERHE BHEOM aws-v3.rbE Al5I0{ REPLO| AMAE = U&LICH.

aws-v3.rb

IE= verbose ZE{1E MHHSt0 HTTP 2t0lo{ EZE ALY &= U&LICH HTTP 2t0jof 2Z2 AWS

SDK for Ruby2t AWS 7to| & &lof CHet HEE NI ELICE verbose EEf1= RLHSEE 7S A7
IE dFE KL E =8 =+ AGLch

aws-v3.rb -v

SDK for Ruby0ll= AWS AH|A0f QIE{H|O|AE X3 5t= Set0|HE SeiA Tt T E|o] JU&LCH
Zt 2210|E EclAE E AWS MH|AE X|HELICH REPLS| 2E MH|A EciA 0= Y MH]
A9t A5EE57| gt M 2EI0|UE A E ghEtste =07t /&LCH =20| 0|82 AFXE
B4gtEl MH|A O|0| ElLICt o & 504 Amazon S3 & Amazon EC2 20| Zix|2| 0|2 27 s3
9l ec2@lL|C A ™0 U= Amazon S3 HHZIE LIQSIE{Hd ZTEZE 0] s3.1ist_bucketsE &l=2is5t
O

ok

REPL ZEZE0 quitE =stod SEE = UELICH

Ruby on Rails0i| A Ruby& AWS SDK AHZ

Ruby on Rails& Ruby2 &&|H & AIO|EE BtE = U7 &l F= & 7Y Z LI E MIELCH.

AWS E Rails@t 21 E&e 4+ U E aws-sdk-rails GemE X2 &L|Ct. AWS Elastic Beanstalk
AWS OpsWorks AWS CodeDeploy== = AWS Rails Provisionerg AF&3+04 AWS 222 =0{ M Rails
OfEZ |70l ME U2 5t 0 AlRE +~ QU&LICE.

Ar&of CHgt REMIBH LI 2 GitHub 2I% X|E El(https://github.com/aws/

aws-sdk-rails gem Ax%| &
aws-sdk-rails)Z ’E.* SHAAI2.
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http://rubyonrails.org/
https://github.com/awslabs/aws-rails-provisioner
https://github.com/aws/aws-sdk-rails
https://github.com/aws/aws-sdk-rails
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AWS SDK for Ruby ZEI0|HES| RM =M HEE AE5t04 C|H
Z1
o

http_wire_trace 882 M%5to{ AWS Z2I0|HENM M FH X
olo{ EQO|A HE= %EFOI.O_*E HE AE, MH|[A 2R, AR 2
true®l A< M0 2t0|0{2 MEE|= WHE0| EA|IELICH CFg Mo M= SEH0|HE M Alof
Qtolo{ E|0| A2 AF8 3= Amazon S3 EEI0|HEE MAErLC}.

OP>

s3 = Aws::S3::Client.new(http_wire_trace: true)

ChS 2 =8 Q= bucket_nameol 2t £330i| sl O|F 2| HZ!O| /=X 04F & &id =& HAIX]
7t & AIELICH

require 'aws-sdk-s3'
s3 = Aws::S3::Resource.new(client: Aws::S3::Client.new(http_wire_trace: true))

if s3.bucket(ARGV[0O]).exists?

puts "Bucket #{ARGV[0]} exists"
else

puts "Bucket #{ARGV[@]} does not exist"
end

HZ/0] 9= S EH2 THBT HIRBLICH (FHSAS £0I7] /3 HEAD Foil BHEro] F7hEI &L

opening connection to bucket_name.s3-us-west-1.amazonaws.com:443. ..
opened
starting SSL for bucket_name.s3-us-west-1.amazonaws.com:443. ..
SSL established, protocol: TLSv1l.2, cipher: ECDHE-RSA-AES128-GCM-SHA256
-> "HEAD / HTTP/1.1
Accept-Encoding:
User-Agent: aws-sdk-ruby3/3.171.0 ruby/3.2.2 x86_64-1linux aws-sdk-s3/1.120.0
Host: bucket_name.s3-us-west-1.amazonaws.com
X-Amz-Date: 20230427T143146Z
/* omitted */
Accept: */*\r\n\r\n"
-> "HTTP/1.1 200 OK\r\n"
-> "x-amz-id-2: XxB2J+kpHgTjmMUwpkUI1EjaFSPxAjwWRgkn/+z7YwWc/
iAX5E30XRBzJ137cfc8T4D7ELCIKFELM=\r\n"

Zcto|HES| 2tojof EBO|AE AHSEF CIHZ 29
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-> "x-amz-request-id: 5MD4APQQS815QVBR\r\n"
-> "Date: Thu, 27 Apr 2023 14:31:47 GMT\r\n"
-> "x-amz-bucket-region: us-east-1\r\n"

-> "x-amz-access-point-alias: false\r\n"

-> "Content-Type: application/xml\r\n"

-> "Server: AmazonS3\r\n"

-> "\r\n"

Conn keep-alive

Bucket bucket_name exists

ZCto|E e = 2tolo Ediojdg A =& U&LICH

s3 = Aws::S3::Client.new
s3.config.http_wire_trace = true

Zl 2tolo{ Ef|o|A HEo| EHeof CHEF XFMIEH LHE 2 Transfer Family required request
headerSS HESHM L.

AWS SDK for Ruby OfZ 2|71|0| Mol AEHE AIEE HIAE 7
AWS SDK for Ruby OZ2[#|0|410|A E2t0|E S8F L 22I0|UE LFE AHS= YHE 2ot

& LIk

SEH2 A2H5MH AWS SDK for RubyZt HIES|3 EEHJL'2 H|Z A3t 5tT 22H0|HET AHE(EE
A% ClO|E & gtetELict A= E O|o|EHE& M33HX| &

wT m

Cl2 of| Mol M= Amazon S3 HZ! SE0f CHaH A F
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o
aju
|0
rc
"
o
r
o

require 'aws-sdk'

s3 = Aws::S3::Client.new(stub_responses: true)
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https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
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bucket_data = s3.stub_data(:1list_buckets, :buckets => [{name:'aws-sdk'}, {name:'aws-

sdk2'3}]1)
s3.stub_responses(:1list_buckets, bucket_data)
bucket_names = s3.list_buckets.buckets.map(&:name)

# List each bucket by name

bucket_names.each do |name]
puts name

end

Ol Z=E Alst™ CtS0| EAIELICH

aws-sdk
aws-sdk2

(@ Note
A E O|O|EHE NSt
Ct &, Ol oMol M =

Hot U= QAABA H-of sl 7|E2k0l H 0|8 ME XX &L

=
OIAEIA &M creation_dateE nowZt OtL|2t nilQlL|Ct.

o r&

H0|EHE AEELIcH X E RE2 Ho|HE ME stH

AWS SDK for Ruby= AEE C
drMSHL|CEH 0fl& £04 bucket_data0i CHE O] HHA CHAI C}

ArgumentError 0 2|7}
&Lch

mjo
fjo
>
olo
4]

bucket_data = s3.stub_data(:1list_buckets, buckets:['aws-sdk', 'aws-sdk2'])

AWS SDK for Ruby= 5 7+X| ArgumentError 0 Q|E MM gL|Ct.

expected params[:buckets][@] to be a hash
expected params[:buckets][1] to be a hash

ZelololE o8 A5

AWS SDK for Ruby7t £ HME=0] CHaH HMA[Z7|= LFE A”HY =& JU&LICH O HAMAME
gruct.

o
~
M
-
2:

Caught Timeout::Error error calling head_bucket on aws-s

require 'aws-sdk'

s3 = Aws::S3::Client.new(stub_responses: true)

2Clo|HE 27 &A™ 31
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s3.stub_responses(:head_bucket, Timeout::Error)

begin

s3.head_bucket({bucket: 'aws-sdk'})
rescue Exception => ex

puts "Caught #{ex.class} error calling 'head_bucket' on 'aws-sdk'"
end

HO|RZEJ HF HM HY 8HS
CHAl MH|AE Cl|O|E{e] UEQ E
olztx guct.

Ho|BE SE2 WA s

Ho|HE S HIOIEE *E|st= 7He ZHEHEh W2 CH3 ool Mot 2ol SE ZAoo| 7|2 M3 El

£ @HAE AF8ste ALt
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s3 = Aws::S3::Client.new

s3.1list_objects(bucket:'aws-sdk').each do |response|
puts response.contents.map(&:key)
end
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o| &7} H|o|X|& A ”3H Y 2= Lch

MW
9'|_I
r
10
o 00
Il

Ho|ZE 85 =3 el

Ho|&E A MelstedH 52l next_page? HMEE Al236t0od ZHAe W 0|X|7} o QI=X]| &2l
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s3 = Aws::S3::Client.new

# Get the first page of data
response = s3.list_objects(bucket:'aws-sdk')
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# Get additional pages

while response.next_page? do
response = response.next_page
# Use the response data here...

end

@ Note
next_page HMEE S EM =0 AME H0|X|7} . o4 gl=m SDK7}
Aws::PageableResponse::LastPageError 0| 2| & S M A[ZIL|C}.

| o| & &l H|o|& Eefa

AWS SDK for Ruby2| H O|X|7} X|'HE HIO|E{&= AWS"PageabIeResponse A0 M XEIFLIC ol
ZaliA= Ho|X|7t X|HE olo|E{of| CHEt HMAE ®MB5t7| 28 Seahorse::Client::Responsedi| Z &
Elof L&Lct.
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Waiter= ZCt0[ENM §7% & Efof s E2 k= FEEIEl HMEJLICH Waiter= MH[A 20|
HEoOl CHEH HolEl E- ZHE0|M & Ho| AT Zof Almig £ Q&L HoIE] AFS geol| et of
= AWS 2 E of|A| 2|ZX|E 2|0{l - Amazon DynamoDB Encryption Client2| create_table HIMEE &
ZM L.

WaiterE £&35t2dH MH|A Z2I0|HEM wait_until€ EE5HAAI2. O MM E A6l
7| ™ol waiter7F QIAEIA i-123456780| A®E Wi x| Z|CHEILICEH

ec2 = Aws::EC2::Client.new

begin
ec2.wait_until(:instance_running, instance_ids:['i-12345678'])
puts "instance running"
rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.messagel}"
end
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X Hm mhet0/E{s MH|A 22H0|ME| I Rstm o 5 g 7|Che| D J=X| LIEFHLHE waiter O|&

LICt & #Hm T2t 0|B = waiter7t &8t 2EI0IUE MM =0l MY == mhet0|E L] siAIZ, waiter
O|&ofl et CHE LICH.
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Wait 27
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Aws::Waiters::Errors::FailureStateError

CHZ[etE 0l 27 SEf7F LM &LICH

Aws::Waiters::Errors::NoSuchWaiterError

X|I’8E waiter O|§0| AtE &2 20| Eol| CHslf Hol=|X| fA&LICH

Aws::Waiters::Errors::TooManyAttemptsError

Al &7} waiter@| max_attempts Zt€ Zosi&LICH

Aws::Waiters::Errors::UnexpectedError

CHZIst= &ofl oil& x| & 277 Ll &LICH

Aws::Waiters::Errors::WaiterFailed

CH7| &Ei & stLt7t ZopR7ALE CHY| Sof &£ CHE 2/ 7H e dlRi& LT

)
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O] 2E 2/ (NoSuchWaiterError MQl)= WaiterFailed& 7|EtS 2 FLICt Waiterdl M L7 E
ZrotLHEd™ CtS ol A|ofl EAIEI CHE WaiterFailedE A3 AAIL.

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.messagel}"

end
Waiter 7+43
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# Poll for ~25 seconds
client.wait_until(...) do |w]|
w.max_attempts = 5
w.delay = 5
end

CH7| @ FE H|&Mdstste{™ o| m2lO|E & stLEL| 22 nilE AHEGAMAIL.
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CtS oldl= AlOtCh CHZ[8tE AlZHE 5 HHE =2 waiterol| X[~ T & F34gfL|Ct

ec2 = Aws::EC2::Client.new

ec2.wait_until(:instance_running, instance_ids:['i-12345678']) do |w]|
w.interval = @ # disable normal sleep
w.before_wait do |n, resp]|
sleep(n ** 2)
end
end

t7] Zol| 1A12+3600%) S0 CH7|EfLICt.

[e][]

CHS oXl= 2/ Az H+E HIEg8stn O cfal Ao

started_at = Time.now

client.wait_until(...) do |w]
# Disable max attempts
w.max_attempts = nil

# Poll for one hour, instead of a number of attempts
w.before_wait do |attempts, response]|
throw :failure if Time.now - started_at > 3600
end
end
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mazon RDS 0i|A
mazon S3 04| A
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Hello Aurora
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SDK for Ruby
@ Note
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require 'aws-sdk-rds'
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# Creates an Amazon RDS client for the AWS Region
rds = Aws::RDS::Client.new

puts 'Listing clusters in this AWS account...'

# Calls the describe_db_clusters method to get information about clusters
resp = rds.describe_db_clusters(max_records: 20)

# Checks if any clusters are found and prints the appropriate message
if resp.db_clusters.empty?
puts 'No clusters found!'
else
# Loops through the array of cluster objects and prints the cluster identifier
resp.db_clusters.each do |cluster]|
puts "Cluster identifier: #{cluster.db_cluster_identifier}"
end
end

« API M8 HE = AWS SDK for Ruby API & Z 9| DescribeDBClusters& & Z3HMI2.

SDK for Ruby& Al& 3t Auto Scaling 01| Al

CHZ ZE o A0l MHE Auto ScalingZt AWS SDK for Ruby E7HE AM&3t04 2Fd2 &5t LR QI
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SDK for Ruby

@® Note
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AdstE YHS HIEML.

require 'aws-sdk-autoscaling'
require 'logger'

# AutoScalingManager is a class responsible for managing AWS Auto Scaling operations
# such as listing all Auto Scaling groups in the current AWS account.
class AutoScalingManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Gets and prints a list of Auto Scaling groups for the account.
def list_auto_scaling_groups
paginator = @client.describe_auto_scaling_groups
auto_scaling_groups = []
paginator.each_page do |page]|
auto_scaling_groups.concat(page.auto_scaling_groups)
end

if auto_scaling_groups.empty?
@logger.info('No Auto Scaling groups found for this account.')
else
auto_scaling_groups.each do |group]|
@logger.info("Auto Scaling group name: #{group.auto_scaling_group_name}")
@logger.info(" Group ARN: #{group.auto_scaling_group_arn}")
@logger.info(" Min/max/desired: #{group.min_size}/#{group.max_size}/
#{group.desired_capacityl}")
@logger.info("\n")
end
end
end
end
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if $PROGRAM_NAME == _ FILE__
autoscaling_client = Aws::AutoScaling::Client.new
manager = AutoScalingManager.new(autoscaling_client)
manager.list_auto_scaling_groups

end

« APIO] CHEF MIE HE = AWS SDK for Ruby API & Z 9| DescribeAutoScalingGroups& & Z= 5t
NL.
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
require 'aws-sdk-s3'
require 'aws-sdk-sts'

def create_trail_example(s3_client, sts_client, cloudtrail_client, trail_name,

bucket_name)
resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to an Amazon Simple Storage Service (S3) bucket.
s3_client.create_bucket(bucket: bucket_name)
begin
policy = {
'Version' => '2012-10-17",
'Statement' => [

{
'Sid' => 'AWSCloudTrailAclCheck20150319',
'Effect' => 'Allow’',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
.
'"Action' => 's3:GetBucketAcl',
'Resource' => "arn:aws:s3:::#{bucket_name}"
},
{
'Sid' => 'AWSCloudTrailwWrite20150319',
'Effect' => 'Allow',
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com'
},
'"Action' => 's3:PutObject’,
'Resource' => "arn:aws:s3:::#{bucket_name}/AWSLogs/#{account_id}/*"
'Condition' => {
'StringEquals' => {
's3:x-amz-acl' => 'bucket-owner-full-control'
}
}
}
]
}.to_json

s3_client.put_bucket_policy(
bucket: bucket_name,

£
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policy: policy
)
puts "Successfully added policy to bucket #{bucket_name}"
end

begin
cloudtrail_client.create_trail({
name: trail_name, # required
s3_bucket_name: bucket_name # required

D

puts "Successfully created trail: #{trail_name}."
rescue StandardError => e
puts "Got error trying to create trail #{trail_name}:\n #{e}"
puts e
exit 1
end

- APl M& HE = AWS SDK for Ruby API 2 Z 2| CreateTrail2 & X sHAMI2.

DeleteTrail

CI2 3 E o A|= DeleteTrail Q| A2 EHEd Ho{FL|Ct.

SDK for Ruby
(® Note
GitHubOll { Bt 2 LiE0| &LICt. AWS ZE of 2|ZX|EE|0|M M| o & 31 A™ 9

M¥sts wHe HelEMe.

client.delete_trail({
name: trail_name # required

1)

puts "Successfully deleted trail: #{trail_name}"
rescue StandardError => e

puts "Got error trying to delete trail: #{trail_name}:"
puts e
exit 1
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end

« API M[¥ HE = AWS SDK for Ruby API & Z 9| DeleteTrail2 & ZsHMIL.

ListTrails
CI2 2= o Al= ListTrailsQ| A2 &ed2 Ho{FL|Ct.
SDK for Ruby
(® Note
GitHubOl| 4 Bt 2 LI& 0| {Jl&LIct AWS ZE 0o 2| ZX|E2|HMH T o & 3t A 2

NS WS HUEHL.

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
def describe_trails_example(client)
resp = client.describe_trails({})

puts "Found #{resp.trail_list.count} trail(s)."

resp.trail_list.each do |trail]

puts "Name: #{trail.namel}"
puts "S3 bucket name: #{trail.s3_bucket_name}"
puts

end

« API M5 HE = AWS SDK for Ruby API & Z 9| ListTrails2 & Z3tMIL.

LookupEvents

CH2 Z = o Al= LookupEventsQ| AHS ghig HoiFLICH
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® Note
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

# @param [Object] client

def lookup_events_example(client)
resp = client.lookup_events
puts "Found #{resp.events.count} events:"
resp.events.each do |e]

puts "Event name: #{e.event_namel}"
puts "Event ID: #{e.event_id}"
puts "Event time: #{e.event_timel}"

puts 'Resources:'

e.resources.each do |r|

puts " Name: #{r.resource_namel}"
puts " Type: #{r.resource_typel}"
puts ''
end
end
end

- API MI¥ HE = AWS SDK for Ruby API 2 Z 9| LookupEventsE& & XML

SDK for RubyE A& %t CloudWatch O/ A
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require 'aws-sdk-cloudwatch'

# Lists the names of available Amazon CloudWatch alarms.
#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @example
#  list_alarms(Aws::CloudwWatch::Client.new(region: 'us-east-1'))
def list_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms
if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm]|
puts alarm.alarm_name
end
else
puts 'No alarms found.'
end
rescue StandardError => e

puts "Error getting information about alarms: #{e.message}"
end
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- API M|& HE = AWS SDK for Ruby APl & Z 9| DescribeAlarmsE HEHAMIL.

DescribeAlarmsForMetric

C}2 T E of|A|= DescribeAlarmsForMetricl| AFR WS HoiEL|Cl.
SDK for Ruby
® Note
GitHub0l| 4 Bt 2 LI o] {l&LICH AWS ZE o E|ZX|EZ|HMH TA| of|E 3t A% &l

AdstE YHE HIYEMLR.

#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @example
# describe_metric_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))
def describe_metric_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms

if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm]|

puts '-' * 16

puts "Name: #{alarm.alarm_name}"
puts "State value: #{alarm.state_valuel}"
puts "State reason: #{alarm.state_reason}"
puts "Metric: #{alarm.metric_namel}"
puts '"Namespace: #{alarm.namespacel}"
puts "Statistic: #{alarm.statistic}"
puts "Period: #{alarm.period}"

puts "Unit: #{alarm.unit}"

puts "Eval. periods: #{alarm.evaluation_periods}"
puts "Threshold: #{alarm.threshold}"

puts "Comp. operator: #{alarm.comparison_operator}"

if alarm.key?(:ok_actions) && alarm.ok_actions.count.positive?
puts 'OK actions:'
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alarm.ok_actions.each do |a]
puts " #{al}"
end
end

if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?
puts 'Alarm actions:'
alarm.alarm_actions.each do |a]
puts " #{a}"
end
end

if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts 'Insufficient data actions:'
alarm.insufficient_data_actions.each do |a]
puts " #{a}"
end
end

puts 'Dimensions:'
if alarm.key?(:dimensions) && alarm.dimensions.count.positive?
alarm.dimensions.each do |d|
puts " Name: #{d.name}, Value: #{d.valuel}"

end
else
puts ' None for this alarm.'
end
end
else
puts 'No alarms found.'
end

rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

# Example usage:
def run_me

region =

# Print usage information and then stop.

if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby cw-ruby-example-show-alarms.rb REGION'
puts 'Example: ruby cw-ruby-example-show-alarms.rb us-east-1'

bal
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exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts 'Available alarms:'
describe_metric_alarms(cloudwatch_client)

end

run_me if $PROGRAM_NAME == __ FILE__

- API MI¥ HE = AWS SDK for Ruby API 2 Z 9| DescribeAlarmsForMetricg 2 Z3HMIL.

DisableAlarmActions

C}2 T E of|A|= DisableAlarmActionsQ| Al Eedg HoiFL|C.

SDK for Ruby
® Note
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Disables an alarm in Amazon CloudWatch.

Prerequisites.

- The alarm to disable.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.

@param alarm_name [String] The name of the alarm to disable.
@return [Boolean] true if the alarm was disabled; otherwise, false.
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# @example

# exit 1 unless alarm_actions_disabled?(

# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'ObjectsInBucket'

#0)

def alarm_actions_disabled?(cloudwatch_client, alarm_name)
cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])
true

rescue StandardError => e
puts "Error disabling alarm actions: #{e.messagel}"
false

end

# Example usage:
def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ['arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
dimensions = [
{

name: "BucketName",
value: "amzn-s3-demo-bucket"

},
{
name: 'StorageType',
value: 'AllStorageTypes'
}

]
period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).

unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
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if alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'."
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."
else
puts "Could not disable alarm '#{alarm_name}'."
end
end

run_me if $PROGRAM_NAME == _ FILE__

« API MI& HEoi CHEF LI 2 AWS SDK for Ruby APl & Z Q| DisableAlarmActionsE 2 Z= &H Al
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Lists available metrics for a metric namespace in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric.
@example
list_metrics_for_namespace(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC'
)
def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

#
#
#
#
#
#
#
#
#
#

if response.metrics.count.positive?
response.metrics.each do |[metric|
puts " Metric name: #{metric.metric_name}"
if metric.dimensions.count.positive?
puts
metric.dimensions.each do |dimension|
puts "
end
else
puts 'No dimensions found.'
end
end
else
puts "No metrics found for namespace '#{metric_namespace}'. " \
'Note that it could take up to 15 minutes for recently-added metrics ' \
'to become available.'

Dimensions:'

Name: #{dimension.name}, Value: #{dimension.valuel}"

end
end

# Example usage:
def run_me
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metric_namespace = 'SITE/TRAFFIC'

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

# Add three datapoints.
puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'UniqueVisits',
'SiteName’,
'example.com',
8_628.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'PageViews',
'PageURL",
'example.html’,
18_057.0,

'Count’

puts "Metrics for namespace '#{metric_namespacel}':"

list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end

run_me if $PROGRAM_NAME == _ FILE__
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Creates or updates an alarm in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.

@param alarm_name [String] The name of the alarm.

@param alarm_description [String] A description about the alarm.

@param metric_name [String] The name of the metric associated with the alarm.

@param alarm_actions [Array] A list of Strings representing the
Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.

@param namespace [String] The namespace for the metric to alarm on.

@param statistic [String] The statistic for the metric.

@param dimensions [Array] A list of dimensions for the metric, specified as
Aws: :CloudWatch: :Types: :Dimension.

@param period [Integer] The number of seconds before re-evaluating the metric.

@param unit [String] The unit of measure for the statistic.

@param evaluation_periods [Integer] The number of periods over which data is
compared to the specified threshold.

@param theshold [Float] The value against which the specified statistic is

compared.

# @param comparison_operator [String] The arithmetic operation to use when

# comparing the specified statistic and threshold.

# @return [Boolean] true if the alarm was created or updated; otherwise, false.

# @example

# exit 1 unless alarm_created_or_updated?(

# Aws: :CloudWatch::Client.new(region: 'us-east-1'),

# 'ObjectsInBucket’,

# 'Objects exist in this bucket for more than 1 day.'
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# "NumberOfObjects’,

# ['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],
# 'AWS/S3',

# 'Average’,

# [

# {

# name: 'BucketName',

# value: 'amzn-s3-demo-bucket'
# },

# {

# name: 'StorageType',

# value: 'AllStorageTypes'

# }

# 1,

# 86_400,

# 'Count’',

# 1,

# 1,

# 'GreaterThanThreshold'

# )

def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
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unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator
)
true
rescue StandardError => e
puts "Error creating alarm: #{e.message}"
false
end
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require 'aws-sdk-cloudwatch'
Adds a datapoint to a metric in Amazon CloudWatch.

#
#
# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.

# @param metric_namespace [String] The namespace of the metric to add the

#  datapoint to.

# @param metric_name [String] The name of the metric to add the datapoint to.
# @param dimension_name [String] The name of the dimension to add the

# datapoint to.

# @param dimension_value [String] The value of the dimension to add the

# datapoint to.

# @param metric_value [Float] The value of the datapoint.

# @param metric_unit [String] The unit of measurement for the datapoint.
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# @return [Boolean]
# @example
# exit 1 unless datapoint_added_to_metric?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC',
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
'Count’
)
def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,
dimension_name,
dimension_value,
metric_value,
metric_unit

H OH O O OB O O H

cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
}
1,
value: metric_value,
unit: metric_unit

)
puts "Added data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}'."
true
rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespacel}': #{e.messagel}"
false
end
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« API M|¥ HE = AWS SDK for Ruby API & Z 9| PutMetricData® & Z5tM 2.
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require 'aws-sdk-cognitoidentityprovider'
require 'logger'

# CognitoManager is a class responsible for managing AWS Cognito operations
# such as listing all user pools in the current AWS account.
class CognitoManager

def initialize(client)
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@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all user pools associated with the AWS account.
def list_user_pools
paginator = @client.list_user_pools(max_results: 10)
user_pools = []
paginator.each_page do |page|
user_pools.concat(page.user_pools)
end

if user_pools.empty?
@logger.info('No Cognito user pools found.')
else
user_pools.each do |user_pool]|
@logger.info("User pool ID: #{user_pool.id}")
@logger.info("User pool name: #{user_pool.namel}")
@logger.info("User pool status: #{user_pool.status}")
@logger.info('---"')
end
end
end
end

if $PROGRAM_NAME == __ FILE__
cognito_client = Aws::CognitoIdentityProvider::Client.new

manager = CognitoManager.new(cognito_client)
manager.list_user_pools
end
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RubyE AH&73104 LambdaZ Amazon DocumentDB O|HIE AH]|
require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)
event_data = record['event'] || {3}
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operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'
collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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require 'aws-sdk-dynamodb'
require 'logger'

# DynamoDBManager is a class responsible for managing DynamoDB operations
# such as listing all tables in the current AWS account.
class DynamoDBManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all DynamoDB tables in the current AWS account.
def list_tables
@logger.info('Here are the DynamoDB tables in your account:')

paginator = @client.list_tables(limit: 10)
table_names = []

paginator.each_page do |page|
page.table_names.each do |table_name|
@logger.info("- #{table_name}")
table_names << table_name
end
end

if table_names.empty?
@logger.info("You don't have any DynamoDB tables in your account.")
else
@logger.info("\nFound #{table_names.length} tables.™")
end
end
end
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if $PROGRAM_NAME == _ FILE__
dynamodb_client = Aws::DynamoDB::Client.new
manager = DynamoDBManager.new(dynamodb_client)
manager.list_tables

end

« API M[¥ HE = AWS SDK for Ruby API & Z 9| ListTablesE & Z5HM 2.
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# Creates an Amazon DynamoDB table that can be used to store movie data.

# The table uses the release year of the movie as the partition key and the

# title as the sort key.
#
# @param table_name [String] The name of the table to create.
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# @return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year',6 key_type:
{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
1,
attribute_definitions: [
{ attribute_name: 'year',6 attribute_type: 'N' },
{ attribute_name: 'title', attribute_type: 'S' }

15
billing_mode: 'PAY_PER_REQUEST'

"HASH' }, # Partition key

)

@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)

@table
rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")

raise
end
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# Gets sample movie data, either from a local file or by first downloading it from
# the Amazon DynamoDB Developer Guide.

#
# @param movie_file_name [String] The local file name where the movie data is

stored in JSON format.
# @return [Hash] The movie data as a Hash.
def fetch_movie_data(movie_file_name)
if !'File.file?(movie_file_name)
@logger.debug("Downloading #{movie_file_name}...")
movie_content = URI.open(
'https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
moviedata.zip'

)

movie_json =
Zip::File.open_buffer(movie_content) do |zip]|

zip.each do |entry|
movie_json = entry.get_input_stream.read

end
end
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else

movie_json = File.read(movie_file_name)
end
movie_data = JSON.parse(movie_json)
# The sample file lists over 4000 movies. This returns only the first 250.
movie_data.slice(@, 250)
rescue StandardError => e
puts("Failure downloading movie data:\n#{el}")
raise
end

CHEH A AILLEIR € A-lstod OIS S ddst Bo|20i CHEF 2 = ehLict.

table_name = "doc-example-table-movies-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
dynamodb_wrapper = DynamoDBBasics.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Add a new record to the DynamoDB table.')

my_movie = {}

my_movie[:title] = CLI::UI::Prompt.ask('Enter the title of a movie to add to the
table. E.g. The Matrix')

my_movie[:year] = CLI::UI::Prompt.ask('What year was it released? E.g. 1989').to_i
my_movie[:rating] = CLI::UI::Prompt.ask('On a scale of 1 - 10, how do you rate it?
E.g. 7').to_1i

my_movie[:plot] = CLI::UI::Prompt.ask('Enter a brief summary of the plot. E.g. A
man awakens to a new reality.')

dynamodb_wrapper.add_item(my_movie)

puts("\nNew record added:")

puts JSON.pretty_generate(my_movie).green

print "Done!\n".green

new_step(3, 'Update a record in the DynamoDB table.')

my_movie[:rating] = CLI::UI::Prompt.ask("Let's update the movie you added with a
new rating, e.g. 3:").to_i

response = dynamodb_wrapper.update_item(my_movie)
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puts("Updated '#{my_movie[:title]}' with new attributes:")
puts JSON.pretty_generate(response).green
print "Done!\n".green

new_step(4, 'Get a record from the DynamoDB table.')

puts("Searching for #{my_movie[:title]} (#{my_movie[:year]})...")
response = dynamodb_wrapper.get_item(my_movie[:title], my_movie[:year])
puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(5, 'Write a batch of items into the DynamoDB table.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(5, 'Query for a batch of items by key.')
loop do
release_year = CLI::UI::Prompt.ask('Enter a year between 1972 and 2018, e.g.
1999:').to_1i
results = dynamodb_wrapper.query_items(release_year)
if results.any?
puts("There were #{results.length} movies released in #{release_year}:")
results.each do |movie]
print "\t #{movie['title']}".green
end
break
else
continue = CLI::UI::Prompt.ask("Found no movies released in #{release_year}!
Try another year? (y/n)")
break unless continue.eql?('y')
end
end
print "\nDone!\n".green

new_step(6, 'Scan for a batch of items using a filter expression.')

years = {}

years[:start] = CLI::UI::Prompt.ask('Enter a starting year between 1972 and
2018:")

years[:end] = CLI::UI::Prompt.ask('Enter an ending year between 1972 and 2018:')
releases = dynamodb_wrapper.scan_items(years)
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if lreleases.empty?
puts("Found #{releases.length} movies.")
count = Question.ask(
'"How many do you want to see? ', method(:is_int), in_range(l, releases.length)
)
puts("Here are your #{count} movies:")
releases.take(count).each do |release]|
puts("\t#{release['title']1}")
end
else
puts("I don't know about any movies released between #{years[:start]} "\
"and #{years[:end]}.")
end
print "\nDone!\n".green

new_step(7, 'Delete an item from the DynamoDB table.')
answer = CLI::UI::Prompt.ask("Do you want to remove '#{my_movie[:title]}'? (y/n)
")
if answer.eql?('y')
dynamodb_wrapper.delete_item(my_movie[:title], my_movie[:year])
puts("Removed '#{my_movie[:title]}' from the table.")
print "\nDone!\n".green
end

new_step(8, 'Delete the DynamoDB table.')
answer = CLI::UI::Prompt.ask('Delete the table? (y/n)')
if answer.eql?('y')
scaffold.delete_table
puts("Deleted #{table_name}.")
else
puts("Don't forget to delete the table when you're done!")
end
print "\nThanks for watching!\n".green
rescue Aws::Errors::ServiceError
puts('Something went wrong with the demo.')
rescue Errno::ENOENT
true
end
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class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Selects a batch of items from a table using PartiQL

#

# @param batch_titles [Array] Collection of movie titles

# @return [Aws::DynamoDB: :Types::BatchExecuteStatementOutput]

AT
= L=

A
=

£
I°

68


https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DeleteItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DeleteTable
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DescribeTable
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/GetItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/PutItem
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/Query
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/Scan
https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/UpdateItem
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples

AWS SDK for Ruby JHeER 7Hol=

def batch_execute_select(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end

PartiQLE AF&3dt0o1 &= HIXIE AfA|ELICH

class DynamoDBPartiQLBatch
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB: :Types::BatchExecuteStatementOutput]
def batch_execute_write(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
end
@dynamodb.client.batch_execute_statement({ statements: request_items })
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Fills an Amazon DynamoDB table with the specified data. Items are sent in
# batches of 25 until all items are written.

#

# @param movies [Enumerable] The data to put in the table. Each item must contain
at least

# the keys required by the schema that was specified
when the

# table was created.

def write_batch(movies)
index = 0
slice_size = 25
while index < movies.length
movie_items = []
movies[index, slice_size].each do |movie]
movie_items.append({ put_request: { item: movie } })
end
@dynamo_resource.client.batch_write_item({ request_items: { e@table.name =>
movie_items } })
index += slice_size
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts(
"Couldn't load data into table #{e@table.name}. Here's why:"
)
puts("\t#{e.code}: #{e.messagel}")
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raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

Creates an Amazon DynamoDB table that can be used to store movie data.
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{ attribute_name: 'year', key_type: 'HASH' }, # Partition key

#
#
#
#
#
#
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{ attribute_name: 'title', key_type: 'RANGE' } # Sort key
1,
attribute_definitions: [

{ attribute_name: 'year',6 attribute_type: 'N' },

{ attribute_name: 'title', attribute_type: 'S' }

15

billing_mode: 'PAY_PER_REQUEST'
)
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table

rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Deletes a movie from the table.
#
# @param title [String] The title of the movie to delete.
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# @param year [Integer] The release year of the movie to delete.
def delete_item(title, year)
@table.delete_item(key: { 'year' => year, 'title' => title })
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete movie #{title}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.

class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Deletes the table.
def delete_table
@table.delete
@table = nil
rescue Aws::DynamoDB: :Errors::ServiceError => e
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puts("Couldn't delete table. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold
attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger::DEBUG

end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB: :Errors: :ResourceNotFoundException
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@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Gets a single record from a table using PartiQL.
Note: To perform more fine-grained selects,
use the Client.query instance method instead.

@param title [String] The title of the movie to search.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def select_item_by_title(title)

request = {

#
#
#
#
#
#
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statement: "SELECT * FROM \"#{@table.namel}\" WHERE title=?",
parameters: [title]

}

@dynamodb.client.execute_statement(request)
end
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class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Updates a single record from a table using PartiqQL.

#
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def update_rating_by_title(title, year, rating)

request = {

statement: "UPDATE \"#{@table.name}\" SET info.rating=? WHERE title=? and

year=?",
parameters: [{ "N": rating }, title, year]
}
@dynamodb.client.execute_statement(request)
end

PartiQLE At&3stod &= & 7 F7HefLCh

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)
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end

# Adds a single record to a table using PartiQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @param plot [String] The plot of the movie.
# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def insert_item(title, year, plot, rating)
request = {
statement: "INSERT INTO \"#{e@table.name}\" VALUE {'title': ?,
'info': ?3}",
parameters: [title, year, { 'plot': plot, 'rating': rating }]
}
@dynamodb.client.execute_statement(request)
end

PartiQLZ At83dtod & 52 & 7 ArAIgfLICH

class DynamoDBPartiQLSingle
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a single record from a table using PartiqQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def delete_item_by_title(title, year)

request = {

'year': 7,

statement: "DELETE FROM \"#{@table.name}\" WHERE title=? and year=?",

parameters: [title, year]
}
@dynamodb.client.execute_statement(request)
end

£
e

77



AWS SDK for Ruby JHeER 7Hol=

« API M|& HE = AWS SDK for Ruby APl & Z 9| ExecuteStatementE & X 35HAM|2.

GetItem

CtE ZE oAl= GetIteml| AHE HHE E0o{ELICEH

SDK for Ruby
® Note
GitHubofl . Bt i 0| & LICt AWS ZE of 2|ZX|EZ|oM MA| o & &1 MA al

st LHE HIKIEA L.

class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Gets movie data from the table for a specific movie.

#

# @param title [String] The title of the movie.

# @param year [Integer] The release year of the movie.

# @return [Hash] The data about the requested movie.

def get_item(title, year)
@table.get_item(key: { 'year' => year, 'title' => title })

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't get movie #{title} (#{year}) from table #{@table.name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an

class Scaffold
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Amazon DynamoDB table of movie data.

attr_reader :dynamo_resource, :table_name, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)

@table_name
@table = ni

1

table_name

@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG

end

# Determines whether a table exists. As a side effect,

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")

false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts('"\t#{e.code}: #{e.messagel}")

raise
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Adds a movie to the table.
#
# @param movie [Hash] The title, year, plot, and rating of the movie.
def add_item(movie)
@table.put_item(
item: {

'year' => moviel[:year],

'title' => movie[:title],

'info' => { 'plot' => movie[:plot], 'rating' => movie[:rating] }

)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't add movie #{title} to table #{e@table.name}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Queries for movies that were released in the specified year.
#
# @param year [Integer] The year to query.
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= O

=

# @return [Array] The list of movies that were released in the specified year.

def query_items(year)
response = @table.query(
key_condition_expression: '#yr = :year',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: { ':year' => year }
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't query for movies released in #{year}. Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
response.items
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

# Scans for movies that were released in a range of years.
# Uses a projection expression to return a subset of data for each movie.

# @param year_range [Hash] The range of years to retrieve.
# @return [Array] The list of movies released in the specified years.
def scan_items(year_range)

movies = []

scan_hash = {

filter_expression: '#yr between :start_yr and :end_yr',
projection_expression: '#yr, title, info.rating',
expression_attribute_names: { '#yr' => 'year' },
expression_attribute_values: {

':start_yr' => year_range[:start], ':end_yr' => year_range[:end]

done = false
start_key = nil
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until done
scan_hash[:exclusive_start_key] = start_key unless start_key.nil?
response = @table.scan(scan_hash)
movies.concat(response.items) unless response.items.empty?
start_key = response.last_evaluated_key
done = start_key.nil?
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't scan for movies. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
movies
end
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class DynamoDBBasics
attr_reader :dynamo_resource, :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: 'us-east-1')
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Updates rating and plot data for a movie in the table.
#
# @param movie [Hash] The title, year, plot, rating of the movie.
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def update_item(movie)
response = @table.update_item(
key: { 'year' => movie[:year], 'title' => movie[:title] 3},
update_expression: 'set info.rating=:r',
expression_attribute_values: { ':r' => movie[:rating] 3},
return_values: 'UPDATED_NEW'
)
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't update movie #{movie[:title]} (#{movie[:year]}) in table
#{e@table.name}\n")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.attributes
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLBatch.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a batch of items from the movies table.')

puts "Let's select some popular movies for side-by-side comparison."

response = sdk.batch_execute_select([['Mean Girls',6 2004], ['Goodfellas', 1977],
['The Prancing of the Lambs', 2005]])

puts("Items selected: #{response['responses'].length}\n")

print "\nDone!\n".green

new_step(4, 'Delete a batch of items from the movies table.')
sdk.batch_execute_write([['Mean Girls', 2004], ['Goodfellas', 19771, ['The
Prancing of the Lambs', 2005]])

print "\nDone!\n".green

new_step(5, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**8)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLSingle.new(table_name)

new_step(l, 'Create a new DynamoDB table if none already exists.')
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, 'Populate DynamoDB table with movie data.')
download_file = 'moviedata.json'

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, 'Select a single item from the movies table.')
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response = sdk.select_item_by_title('Star Wars')

puts("Items selected for title 'Star Wars': #{response.items.length}\n")
print response.items.first.to_s.yellow

print "\n\nDone!\n".green

new_step(4, 'Update a single item from the movies table.')
puts "Let's correct the rating on The Big Lebowski to 10.0."
sdk.update_rating_by_title('The Big Lebowski', 1998, 10.0)
print "\nDone!\n".green

new_step(5, 'Delete a single item from the movies table.')

puts "Let's delete The Silence of the Lambs because it's just too scary."
sdk.delete_item_by_title('The Silence of the Lambs', 1991)

print "\nDone!\n".green

new_step(6, 'Insert a new item into the movies table.')

puts "Let's create a less-scary movie called The Prancing of the Lambs."

sdk.insert_item('The Prancing of the Lambs', 2005, 'A movie about happy
livestock.', 5.0)

print "\nDone!\n".green

new_step(7, 'Delete the table.')
return unless scaffold.exists?(table_name)

scaffold.delete_table
end
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def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end
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RubyE AF23104 LambdaZ DynamoDB Hi x| &= Almj 1.

def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end
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require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager

def initialize(client)

@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
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#
# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances

paginator = @client.describe_instances

instances = []

paginator.each_page do |page|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance]
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_type}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info("\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end
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# Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @return [String] The allocation ID corresponding to the Elastic IP address.
# @example
# puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))

def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id

rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror’

end
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Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@param instance_id [String] The ID of the instance.
@return [String] The assocation ID corresponding to the association of the
Elastic IP address to the instance.
@example
puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef@67af3dEX")
def associate_elastic_ip_address_with_instance(
ec2_client,
allocation_id,
instance_id

HOoH OF O OH OH OHF OH OH O O R OH O OH R O OH R

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id
)
response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
'Exrror'
end
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# This code example does the following:

# 1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
# 2. Displays information about available key pairs.

# 3. Deletes the key pair.

require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name for the key pair and private

# key file.

# @return [Boolean] true if the key pair and private key file were

# created; otherwise, false.

# @example

# exit 1 unless key_pair_created?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# 0)

def key_pair_created?(ec2_client, key_pair_name)
key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \

"'"#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}'."

filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.open(filename, 'w') { |file| file.write(key_pair.key_material) }
puts "Private key file saved locally as '#{filename}'."
true
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rescue Aws::EC2::Errors::InvalidKeyPairDuplicate

puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
'already exists.'
false

rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"
false

end

# Displays information about available key pairs in

# Amazon Elastic Compute Cloud (Amazon EC2).

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example

# describe_key_pairs(Aws::EC2::Client.new(region: 'us-west-2'))

def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end
rescue StandardError => e
puts "Error getting information about key pairs: #{e.message}"

end

# Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
#

# Prerequisites:

#

# - The key pair to delete.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name of the key pair to delete.
# @return [Boolean] true if the key pair was deleted; otherwise, false.
# @example

# exit 1 unless key_pair_deleted?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# )

def key_pair_deleted?(ec2_client, key_pair_name)
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ec2_client.delete_key_pair(key_name: key_pair_name)
true
rescue StandardError => e
puts "Error deleting key pair: #{e.messagel}"
false
end

# Example usage:
def run_me
key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...'
describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10
puts 'Displaying existing key pair names after creating this key pair...'

describe_key_pairs(ec2_client)

puts '-' * 10
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puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \
'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)
puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'
describe_key_pairs(ec2_client)
end

run_me if $PROGRAM_NAME == _ FILE__
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require 'aws-sdk-ec2'
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#
#
#
#
#
#
#
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#
#
#
#
#
#
#
#
#
#
#
#
#

Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.
@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block
for the route.
@param tag_key [String] The key portion of the tag for the route table.
@param tag_value [String] The value portion of the tag for the route table.
@return [Boolean] true if the route table was created and associated;
otherwise, false.
@example
exit 1 unless route_table_created_and_associated?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-0b6f769731EXAMPLE ",
'subnet-03d9303b57EXAMPLE ',
'igw-06caS0c@11EXAMPLE",
'0.0.0.0/0"',
'my-key',
'my-value'

)

def route_table_created_and_associated?(

ec2_resource,

vpc_id,

subnet_id,

gateway_id,
destination_cidr_block,
tag_key,

tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}
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]

)
puts 'Added tags to route table.'

route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should ' \
'clean up by deleting the route table.'
false
end

# Example usage:
def run_me
vpc_id =
subnet_id =
gateway_id =
destination_cidr_block =

tag_key =
tag_value

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'90.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-0b6f769731EXAMPLE'
subnet_id = 'subnet-03d9303b57EXAMPLE"
gateway_id = 'igw-06ca90c@11EXAMPLE'

bal
-
o}
+

il
I

99



AWS SDK for Ruby

JHeER 7Hol=

destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'

tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else

vpc_id = ARGV[O]
subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value

puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end

run_me if $PROGRAM_NAME == _ FILE__

« API M|® HE = AWS SDK for Ruby APl & Z 9| CreateRouteTable® & X 35HA(L.
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# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require 'aws-sdk-ec2'
Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
Prerequisites:
- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized
#  Amazon EC2 client.
# @param group_name [String] A name for the security group.
# @param description [String] A description for the security group.
# @param vpc_id [String] The ID of the VPC for the security group.
# @return [String] The ID of security group that was created.
# @example
# puts create_security_group(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'my-security-group',
# 'This is my security group.',
# 'vpc-6713dfEX"
#)
def create_security_group(ec2_client, group_name, description, vpc_id)
security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
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puts "Created security group '#{group_name}' with ID " \

Ill#{

security_group.group_id}' in VPC with ID '#{vpc_id}'."

security_group.group_id
rescue StandardError => e

puts "Error creating security group: #{e.messagel}"

'Exrror’
end
# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'sg-030a858e078f1b9EX",
# "tep!',
# '80',
# '80',
# '0.0.0.0/0'
# )
def security_group_ingress_authorized?(

ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range
)

ec2_client.authorize_security_group_ingress(

group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,
from_port: from_port,
to_port: to_port,
ip_ranges: [

{

cidr_ip: cidr_ip_range
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puts "Added inbound rule to security group '#{security_group_id}' for protocol " \
"'#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_rangel}'."
true
rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.message}"
false
end

# Refactored method to simplify complexity for describing security group permissions
def format_port_information(perm)

from_port_str = perm.from_port == '-1' || perm.from_port == -1 ? 'All’
perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All’

perm.to_port.to_s
{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_group_permissions(perm)

ports = format_port_information(perm)

print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_portl]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[0@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ipl}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?

print "\n"
end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_groups(ec2_client)

response = ec2_client.describe_security_groups
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if response.security_groups.count.positive?
response.security_groups.each do |[sg]
display_group_details(sg)
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.message}"
end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
puts 'Tags:'
tags.each do |tag]
puts " Key: #{tag.keyl}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?
puts 'Outbound rules:'

sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
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end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)

# security group.

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."
true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
false

end

# Example usage with refactored run_me to reduce complexity

def run_me
group_name, description, vpc_id, ip_protocol_http, from_port_http, to_port_http, \
cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \
cidr_ip_range_ssh, region = process_arguments
ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,
description, vpc_id)
security_group_exists = security_group_id != 'Error'

if security_group_exists
add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)
add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh, from_port_ssh,
to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
display_help
exit 1
elsif ARGV.count.zero?
default_values
else
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ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'
security_group_id = create_security_group(ec2_client, group_name, description,

vpc_id)

puts 'Could not create security group. Skipping this step.' if security_group_id
== 'Error'

security_group_id
end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)

puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
return if security_group_deleted?(ec2_client, security_group_id)

puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
' GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
'CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/Q' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values
[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp', '80°',
'80',
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'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'
]

end

run_me if $PROGRAM_NAME == __ _FILE__

« API M5 HE = AWS SDK for Ruby API & Z 9| CreateSecurityGroup2 & Z35HA 2.

CreateSubnet
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require 'aws-sdk-ec2'
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Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.

@param vpc_id [String] The ID of the VPC for the subnet.

@param cidr_block [String] The IPv4 CIDR block for the subnet.

@param availability_zone [String] The ID of the Availability Zone
for the subnet.

@param tag_key [String] The key portion of the tag for the subnet.

@param tag_vlue [String] The value portion of the tag for the subnet.

@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
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# @example
# exit 1 unless subnet_created_and_tagged?(
# Aws: :EC2::Resource.new(region: 'us-west-2'),
# 'vpc-6713dfEX",
# '10.0.0.0/24",
# 'us-west-2a’',
# 'my-key',
# 'my-value'
# )
def subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,
tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \
"and CIDR block '#{cidr_block}' in availability zone " \
"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_valuel}'."
true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.message}"
false
end

# Example usage:
def run_me
vpc_id =
cidr_block = "'

bal
-
o}
+

il
I

108



AWS SDK for Ruby

JHeER 7Hol=

availability_zone = "'

tag_key = "'
tag_value = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \

'VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-6713dfEX"'
cidr_block = '10.0.0.0/24"

availability_zone = 'us-west-2a'
tag_key = 'my-key'
tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
vpc_id = ARGV[O]
cidr_block = ARGV[1]
availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,
tag_value

puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
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end
end

run_me if $PROGRAM_NAME == _ FILE__

- API MI¥ HE = AWS SDK for Ruby API 2 Z 9| CreateSubnet2 2 Z5HMIQ.

CreateVpc
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require 'aws-sdk-ec2'

# Creates a virtual private cloud (VPC) in

# Amazon Virtual Private Cloud (Amazon VPC) and then tags

# the VPC.

#

# @param ec2_resource [Aws::EC2::Resource] An initialized

#  Amazon Elastic Compute Cloud (Amazon EC2) resource object.

# @param cidr_block [String] The IPv4 CIDR block for the subnet.
# @param tag_key [String] The key portion of the tag for the VPC.
# @param tag_value [String] The value portion of the tag for the VPC.
# @return [Boolean] true if the VPC was created and tagged;

# otherwise, false.

# @example

# exit 1 unless vpc_created_and_tagged?(

# Aws::EC2::Resource.new(region: 'us-west-2'),

# '10.0.0.0/24",

# 'my-key',

# 'my-value'

#

)
def vpc_created_and_tagged?(
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ec2_resource,
cidr_block,
tag_key,
tag_value

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })

vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'"#{tag_key}' and value '#{tag_value}'."
true
rescue StandardError => e
puts e.message
false
end

# Example usage:
def run_me
cidr_block = "'
tag_key = '
tag_value = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \
'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = '10.0.0.0/24"
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

bal
-
o}
+

111

il
I



AWS SDK for Ruby

JHeER 7Hol=

cidr_block = ARGV[0]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if vpc_created_and_tagged?(
ec2_resource,

cidr_block,
tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

« AP| M8 HE = AWS SDK for Ruby API & Z 9| CreateVpcE XML,

rr

DescribeInstances
CI2 I E of|A|= DescribeInstances?| AR W2 HoiFL|Ct
SDK for Ruby

(® Note

GitHubOll . Bt 2 LH20| l&LICt AWS ZE of 2|ZX|EZ|0|M XA o E &

AAsHE YHE HIKIEM L.

require 'aws-sdk-ec2'

# @param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
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# @example

# list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-west-2'))

def list_instance_ids_states(ec2_resource)
response = ec2_resource.instances
if response.count.zero?
puts 'No instances found.'
else
puts 'Instances -- ID, state:'
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"
end
end
rescue StandardError => e
puts "Error getting information about instances: #{e.message}"
end

# Example usage:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-get-all-instance-info.rb REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

puts 'Example: ruby ec2-ruby-example-get-all-instance-info.rb us-west-2'

exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[O]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)
end

run_me if $PROGRAM_NAME == _ FILE__
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DescribeRegions
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require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @example

# list_regions_endpoints(Aws::EC2::Client.new(region: 'us-west-2'))
def list_regions_endpoints(ec2_client)

result

ec2_client.describe_regions

# Enable pretty printing.
max_region_string_length = 16
max_endpoint_string_length = 33
# Print header.

print 'Region'

print ' ' * (max_region_string_length - 'Region'.length)
print " Endpoint\n"

print '-' * max_region_string_length

print ' '

print '-' * max_endpoint_string_length

print "\n"

# Print Regions and their endpoints.

result.regions.each do |region]

print
print
print
print
print
end
end

region.region_name

* (max_region_string_length - region.region_name.length)

region.endpoint

Il\n n

# Displays a list of Amazon Elastic Compute Cloud (Amazon EC2)
# Availability Zones available to you depending on the AWS Region
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# of the Amazon EC2 client.
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example
# list_availability_zones(Aws::EC2::Client.new(region: 'us-west-2'))
def list_availability_zones(ec2_client)

result = ec2_client.describe_availability_zones

# Enable pretty printing.

max_region_string_length = 16

max_zone_string_length = 18

max_state_string_length = 9

# Print header.

print 'Region'

print ' ' * (max_region_string_length - 'Region'.length)
print ' Zone'

print ' ' * (max_zone_string_length - 'Zone'.length)
print " State\n"

print '-' * max_region_string_length

print ' '

print '-' * max_zone_string_length

print ' '

print '-' * max_state_string_length

print "\n"

# Print Regions, Availability Zones, and their states.
result.availability_zones.each do |zone]
print zone.region_name
print
print
print zone.zone_name
' ' * (max_zone_string_length - zone.zone_name.length)

* (max_region_string_length - zone.region_name.length)

print
print
print zone.state

# Print any messages for this Availability Zone.
if zone.messages.count.positive?

print "\n"
puts ' Messages for this zone:'
zone.messages.each do |message]
print " #{message.message}\n"
end
end
print "\n"

end
end

bal
-
o}
+

il
I

115



AWS SDK for Ruby JHL L 7kO

=

# Example usage:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-regions-availability-zones.rb us-west-2'
exit 1

# If no values are specified at the command prompt, use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'AWS Regions for Amazon EC2 that are available to you:'
list_regions_endpoints(ec2_client)
puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region

"#{region}':"
list_availability_zones(ec2_client)
end
run_me if $PROGRAM_NAME == _ FILE_ _
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#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Releases an Elastic IP address from an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- An Amazon EC2 instance with an associated Elastic IP address.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@return [Boolean] true if the Elastic IP address was released;
otherwise, false.
@example
exit 1 unless elastic_ip_address_released?(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX"
)

def elastic_ip_address_released?(ec2_client, allocation_id)

ec2_client.release_address(allocation_id: allocation_id)
true

rescue StandardError => e

puts("Error releasing Elastic IP address: #{e.message}")
false

end

« API M8 HE = AWS SDK for Ruby API & Z 9| ReleaseAddressE & Z3HMI2.
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require 'aws-sdk-ec2'

Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was started; otherwise, false.
@example
exit 1 unless instance_started?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

HOoH OHF OHF OHF OH OHF O OH OH O OB H R

if response.instance_statuses.count.positive?
state = response.instance_statuses[0@].instance_state.name
case state
when 'pending'
puts 'Error starting instance: the instance is pending. Try again later.'
return false
when 'running'
puts 'The instance is already running.'
return true
when 'terminated'
puts 'Error starting instance: ' \
'the instance is terminated, so you cannot start it.'
return false
end
end

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance started.'
true

rescue StandardError => e
puts "Error starting instance: #{e.message}"
false

end
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# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to start instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_started?(ec2_client, instance_id)

puts 'Could not start instance.'
end

run_me if $PROGRAM_NAME == __ FILE__

tMl2.
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require 'aws-sdk-ec2'

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was stopped; otherwise, false.
@example
exit 1 unless instance_stopped?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_stopped?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

#
#
#
#
#
#
#
#
#
#
#
#

if response.instance_statuses.count.positive?
state = response.instance_statuses[0@].instance_state.name
case state
when 'stopping'
puts 'The instance is already stopping.'
return true
when 'stopped'
puts 'The instance is already stopped.'
return true
when 'terminated'
puts 'Error stopping instance: ' \
'the instance is terminated, so you cannot stop it.'
return false
end
end
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ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
true

rescue StandardError => e
puts "Error stopping instance: #{e.messagel}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb ' \
'INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to stop instance '#{instance_id}' " \
'"(this might take a few minutes)...'

return if instance_stopped?(ec2_client, instance_id)

puts 'Could not stop instance.'
end

run_me if $PROGRAM_NAME == _ FILE__
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require 'aws-sdk-ec2'

#
#
#
#
#
#
#
#
#
#
#
#

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was terminated; otherwise, false.
@example
exit 1 unless instance_terminated?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)

def instance_terminated?(ec2_client, instance_id)

response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[0].instance_state.name == 'terminated'

puts 'The instance is already terminated.'
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts 'Instance terminated.'
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true

rescue StandardError => e
puts "Error terminating instance: #{e.message}"
false

end

# Example usage:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION '
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \
'i-123abc us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to terminate instance '#{instance_id}' " \
'(this might take a few minutes)...'

return if instance_terminated?(ec2_client, instance_id)

puts 'Could not terminate instance.'
end

run_me if $PROGRAM_NAME == __ _FILE__
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# Class to manage Elastic Beanstalk applications
class ElasticBeanstalkManager
def initialize(eb_client, logger: Logger.new($stdout))
@eb_client = eb_client
@logger = logger
end

# Lists applications and their environments
def list_applications
@eb_client.describe_applications.applications.each do |application]
log_application_details(application)
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list_environments(application.application_name)
end
rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Elastic Beanstalk Service Error: #{e.messagel}")
end

private

# Logs application details
def log_application_details(application)

@logger.info("Name: #{application.application_namel}")
@logger.info("Description: #{application.description}")
end

# Lists and logs details of environments for a given application
def list_environments(application_name)
@eb_client.describe_environments(application_name:
application_name).environments.each do |env|
@logger.info(" Environment: #{env.environment_name}")

@logger.info(" URL: #{env.cnamel}")
@logger.info(" Health: #{env.health}")
end

rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Error listing environments for application #{application_name}:
#{e.messagel}")
end
end
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# Manages listing of AWS Elastic Beanstalk solution stacks
# @param [Aws::ElasticBeanstalk::Client] eb_client
# @param [String] filter - Returns subset of results based on match
# @param [Logger] logger
class StackLister
# Initialize with AWS Elastic Beanstalk client
def initialize(eb_client, filter, logger: Logger.new($stdout))
@eb_client = eb_client
@filter = filter.downcase

@logger = logger
end

# Lists and logs Elastic Beanstalk solution stacks

def list_stacks
stacks = @eb_client.list_available_solution_stacks.solution_stacks
orig_length = stacks.length
filtered_length = 0

stacks.each do |stack]|
if e@filter.empty? || stack.downcase.include?(efilter)
@logger.info(stack)
filtered_length += 1
end
end

log_summary(filtered_length, orig_length)
rescue Aws::Errors::ServiceError => e

@logger.error("Error listing solution stacks: #{e.message}")
end

private

# Logs summary of listed stacks
def log_summary(filtered_length, orig_length)
if efilter.empty?
@logger.info("Showed #{orig_length} stack(s)")
else
@logger.info("Showed #{filtered_length} stack(s) of #{orig_length}")
end
end
end

bal
-
o}
+

126

il
I



AWS SDK for Ruby JHeER 7Hol=
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# Manages deployment of Rails applications to AWS Elastic Beanstalk
class RailsAppDeployer
def initialize(eb_client, s3_client, app_name, logger: Logger.new($stdout))
@eb_client = eb_client
@s3_client = s3_client
@app_name = app_name
@logger = logger
end

# Deploys the latest application version to Elastic Beanstalk
def deploy
create_storage_location
zip_file_name = create_zip_file
upload_zip_to_s3(zip_file_name)
create_and_deploy_new_application_version(zip_file_name)
end

private

# Creates a new S3 storage location for the application
def create_storage_location
resp = @eb_client.create_storage_location
@logger.info("Created storage location in bucket #{resp.s3_bucket}")
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create storage location: #{e.messagel}")
end

# Creates a ZIP file of the application using git
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def create_zip_file
zip_file_basename = SecureRandom.urlsafe_base6b4
zip_file_name = "#{zip_file_basename}.zip"
‘git archive --format=zip -o #{zip_file_name} HEAD"
zip_file_name

end

# Uploads the ZIP file to the S3 bucket
def upload_zip_to_s3(zip_file_name)
zip_contents = File.read(zip_file_name)
key = "#{@app_name}/#{zip_file_name}"
@s3_client.put_object(body: zip_contents, bucket: fetch_bucket_name, key: key)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to upload ZIP file to S3: #{e.messagel}")
end

# Fetches the S3 bucket name from Elastic Beanstalk application versions
def fetch_bucket_name
app_versions = @eb_client.describe_application_versions(application_name:
@app_name)
av = app_versions.application_versions.first
av.source_bundle.s3_bucket
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch bucket name: #{e.messagel}")
raise
end

# Creates a new application version and deploys it
def create_and_deploy_new_application_version(zip_file_name)
version_label = File.basename(zip_file_name, '.zip')
@eb_client.create_application_version(
process: false,
application_name: @app_name,
version_label: version_label,
source_bundle: {
s3_bucket: fetch_bucket_name,
s3_key: "#{@app_name}/#{zip_file_name}"
.
description: "Updated #{Time.now.strftime('%d/%m/%SY')}"
)
update_environment(version_label)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create or deploy application version: #{e.messagel}")
end
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# Updates the environment to the new application version
def update_environment(version_label)
env_name = fetch_environment_name
@eb_client.update_environment(
environment_name: env_name,
version_label: version_label
)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to update environment: #{e.messagel}")
end

# Fetches the environment name of the application

def fetch_environment_name
envs = @eb_client.describe_environments(application_name: @app_name)
envs.environments.first.environment_name

rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch environment name: #{e.messagel}")
raise

end

end
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require 'aws-sdk-sns'

require 'aws-sdk-iam'

require 'aws-sdk-cloudwatchevents'
require 'aws-sdk-ec2'

require 'aws-sdk-cloudwatch'
require 'aws-sdk-cloudwatchlogs'
require 'securerandom'
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# Checks whether the specified Amazon SNS

# topic exists among those provided to this function.

# This is a helper function that is called by the topic_exists? function.

#

# @param topics [Array] An array of Aws::SNS::Types::Topic objects.

# @param topic_arn [String] The ARN of the topic to find.

# @return [Boolean] true if the topic ARN was found; otherwise, false.

# @example

# sns_client = Aws::SNS::Client.new(region: 'us-east-1')

# response = sns_client.list_topics

# if topic_found?(

# response.topics,

# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
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#)
# puts 'Topic found.'
# end

def topic_found?(topics, topic_azrn)
topics.each do |topic|
return true if topic.topic_arn == topic_azrn
end
false
end
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Checks whether the specified topic exists among those available to the
caller in Amazon SNS.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_arn [String] The ARN of the topic to find.
@return [Boolean] true if the topic ARN was found; otherwise, false.
@example
exit 1 unless topic_exists?(
Aws::SNS::Client.new(region: 'us-east-1'),
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
)
def topic_exists?(sns_client, topic_arn)
puts "Searching for topic with ARN '#{topic_arn}'...

HOoH O HF O O OH O O OB OH O

response = sns_client.list_topics
if response.topics.count.positive?
if topic_found?(response.topics, topic_arn)
puts 'Topic found.'
return true
end
while response.next_page?
response = response.next_page
next unless response.topics.count.positive?

if topic_found?(response.topics, topic_arn)
puts 'Topic found.'
return true
end
end
end
puts 'Topic not found.'
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false

rescue StandardError => e

puts "Topic not found: #{e.message}"
false

end
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Creates a topic in Amazon SNS
and then subscribes an email address to receive notifications to that topic.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_name [String] The name of the topic to create.
@param email_address [String] The email address of the recipient to notify.
@return [String] The ARN of the topic that was created.
@example
puts create_topic(

Aws::SNS::Client.new(region: 'us-east-1'),

'aws-doc-sdk-examples-topic’,

'mary@example.com’

)

def create_topic(sns_client, topic_name, email_address)

puts "Creating the topic named '#{topic_name}'...'
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'."
subscription_response = sns_client.subscribe(
topic_arn: topic_response.topic_azrn,
protocol: 'email',
endpoint: email_address,
return_subscription_arn: true
)
puts 'Subscription created with ARN ' \
"'"#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
'and confirm the subscription to start receiving notification emails.'
topic_response.topic_arn

rescue StandardError => e

puts "Error creating or subscribing to topic: #{e.messagel}"
'"Error'

end
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# Checks whether the specified AWS Identity and Access Management (IAM)
# role exists among those provided to this function.

# This is a helper function that is called by the role_exists? function.
#

# @param roles [Array] An array of Aws::IAM::Role objects.

# @param role_arn [String] The ARN of the role to find.

# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# iam_client = Aws::IAM::Client.new(region: 'us-east-1')

# response = iam_client.list_roles

# if role_found?(

# response.roles,

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'
# )

# puts 'Role found.'

# end

def role_found?(roles, role_arn)
roles.each do |role]
return true if role.arn == role_arn
end
false
end

w
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Checks whether the specified role exists among those available to the
caller in AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
exit 1 unless role_exists?(
Aws::IAM::Client.new(region: 'us-east-1'),
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change

HOoH O OHF OH OH O O OB OH O

)

def role_exists?(iam_client, role_arn)

puts "Searching for role with ARN '#{role_arn}'..."
response = iam_client.list_roles
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if response.roles.count.positive?

if role_found?(response.roles, role_arn)
puts 'Role found.'
return true

end

while response.next_page?
response = response.next_page
next unless response.roles.count.positive?

if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
end
end
puts 'Role not found.'
false
rescue StandardError => e
puts "Role not found: #{e.message}"
false
end

IAMOI| A gt &gt

@example
puts create_role(
Aws: :IAM::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change'
)
def create_role(iam_client, role_name)
puts "Creating the role named '#{role_name}'...
response = iam_client.create_role(
assume_role_policy_document: {
'Version': '2012-10-17',
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Creates a role in AWS Identity and Access Management (IAM).

This role is used by a rule in Amazon EventBridge to allow

that rule to operate within the caller's account.

This role is designed to be used specifically by this code example.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_name [String] The name of the role to create.
@return [String] The ARN of the role that was created.
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'Statement': [

{
'Sid': ',
'Effect': 'Allow’,
'"Principal': {
'Service': 'events.amazonaws.com'
},
'Action': 'sts:AssumeRole'
}
]
}.to_json,
path: '/',
role_name: role_name

)

puts "Role created with ARN '#{response.role.arn}'.
puts 'Adding access policy to role...'
iam_client.put_role_policy(
policy_document: {
'Version': '2012-10-17"',
'Statement': [

{
'Sid': 'CloudWatchEventsFullAccess',
'Effect': 'Allow’',
'Resource': '*',
'"Action': 'events:*'

.

{
'Sid': 'IAMPassRoleForCloudWatchEvents',
'Effect': 'Allow’',
'Resource': 'arn:aws:iam::*:role/AWS_Events_Invoke_Targets',
'"Action': 'iam:PassRole'

}

]
}.to_json,

policy_name: 'CloudWatchEventsPolicy',
role_name: role_name

)

puts 'Access policy added to role.'

response.role.arn

rescue StandardError => e

puts "Error creating role or adding policy to it: #{e.message}"

puts 'If the role was created, you must add the access policy ' \
'to the role yourself, or delete the role yourself and try again.'

'Exrror'
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end
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Checks whether the specified Amazon EventBridge rule exists among

those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'
end
def rule_found?(rules, rule_name)
rules.each do |rule]
return true if rule.name == rule_name
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end
false
end
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Checks whether the specified rule exists among those available to the
caller in Amazon EventBridge.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to find.
@return [Boolean] true if the rule name was found; otherwise, false.
@example
exit 1 unless rule_exists?(
ws: :CloudwWatch::Client.new(region: 'us-east-1')
'aws-doc-sdk-examples-ec2-state-change'
)
def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'
response = cloudwatchevents_client.list_rules
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if response.rules.count.positive?

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true

end

while response.next_page?
response = response.next_page
next unless response.rules.count.positive?

if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
end
end
puts 'Rule not found.'
false
rescue StandardError => e
puts "Rule not found: #{e.message}"
false
end

EventBridge0| A #&lE M ghL|ct.

Creates a rule in Amazon EventBridge.

This rule is triggered whenever an available instance in

Amazon EC2 changes to the specified state.

This rule is designed to be used specifically by this code example.

Prerequisites:

- A role in AWS Identity and Access Management (IAM) that is designed
to be used specifically by this code example.
- A topic in Amazon SNS.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to create.
@param rule_description [String] Some description for this rule.
@param instance_state [String] The state that available instances in
Amazon EC2 must change to, to
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trigger this rule.
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# @param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
# @param target_id [String] Some identifying string for the rule's target.
# @param topic_arn [String] The ARN of the Amazon SNS topic.
# @return [Boolean] true if the rule was created; otherwise, false.
# @example
# exit 1 unless rule_created?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
'Triggers when any available EC2 instance starts.',
'running’',
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change’,
'sns-topic’,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
)
def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
role_arn,
target_id,
topic_azrn
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puts "Creating rule with name '#{rule_name}'..."
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
'aws.ec2'
1,
'detail-type': [
'"EC2 Instance State-change Notification'

1,
'detail': {
'state': [
instance_state
]
}
}.to_json,

state: 'ENABLED',
role_arn: role_arn

)

puts "Rule created with ARN '#{put_rule_response.rule_arn}'."
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put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
id: target_id,
arn: topic_arn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count.positive?
puts 'Error(s) adding target to rule:'
put_targets_response.failed_entries.each do |failure]
puts failure.error_message
end
false
else
true
end
rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.messagel}"
puts 'If the rule was created, you must add the target ' \
'to the rule yourself, or delete the rule yourself and try again.'
false
end

nek
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Checks to see whether the specified log group exists among those available
to the caller in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to find.
@return [Boolean] true if the log group name was found; otherwise, false.
@example
exit 1 unless log_group_exists?(
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-1log'
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def log_group_exists?(cloudwatchlogs_client, log_group_name)

puts "Searching for log group with name '#{log_group_namel}'...

response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts 'Log group found.'
return true
end
end
end
puts 'Log group not found.'
false

rescue StandardError => e

puts "Log group not found: #{e.message}"
false

end

CloudWatch Logs2| 21 158 MMghLct.

#
#
#
#
#
#
#
#
#
#
#

def log_group_created?(cloudwatchlogs_client, log_group_name)
puts "Attempting to create log group with the name '#{log_group_name}'...
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)

Creates a log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized

Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group to create.
@return [Boolean] true if the log group name was created; otherwise, false.

@example
exit 1 unless log_group_created?(
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-1log'

)

puts 'Log group created.'
true

rescue StandardError => e

puts "Error creating log group: #{e.message}"
false

end
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Writes an event to a log stream in Amazon CloudWatch Logs.
Prerequisites:

- A log group in Amazon CloudWatch Logs.
- A log stream within the log group.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group.

@param log_stream_name [String] The name of the log stream within
the log group.

@param message [String] The message to write to the log stream.

@param sequence_token [String] If available, the sequence token from the
message that was written immediately before this message. This sequence
token is returned by Amazon CloudWatch Logs whenever you programmatically
write a message to the log stream.

@return [String] The sequence token that is returned by
Amazon CloudWatch Logs after successfully writing the message to the
log stream.

@example
puts log_event(

Aws::EC2::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
'2020/11/19/53f985be-199f-408e-9a45-fc242df41fEX',
"Instance 'i-033c48ef067af3dEX' restarted.",
'495426724868310740095796045676567882148068632824696073EX"'
)
def log_event(
cloudwatchlogs_client,
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log_group_name,
log_stream_name,
message,
sequence_token
puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'..."
event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
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log_events: [
{
timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
message: message

}

event[:sequence_token] = sequence_token unless sequence_token.empty?

response = cloudwatchlogs_client.put_log_events(event)
puts 'Message logged.'
response.next_sequence_token
rescue StandardError => e
puts '"Message not logged: #{e.messagel}"
end
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Restarts an Amazon EC2 instance
and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:

- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity
information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]
An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.
@return [Boolean] true if the instance was restarted and the information
was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),
'i-033c48ef067af3dEX",
'aws-doc-sdk-examples-cloudwatch-1log'
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# )

def instance_restarted?(
ec2_client,
cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.day}/" \
"#{SecureRandom.uuid}"

cloudwatchlogs_client.create_log_stream(
log_group_name: log_group_name,
log_stream_name: log_stream_name

)

sequence_token = "'

puts "Attempting to stop the instance with the ID '#{instance_id}'. " \

'This might take a few minutes...'
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' stopped.",

sequence_token

puts 'Attempting to restart the instance. This might take a few minutes...'
ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance restarted.'
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' restarted.",

sequence_token

true
rescue StandardError => e
puts 'Error creating log stream or stopping or restarting the instance: ' \
"#{e.messagel}"
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log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Error stopping or starting instance '#{instance_id}': #{e.messagel}",
sequence_token
)

false

end
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Displays information about activity for a rule in Amazon EventBridge.
Prerequisites:
- A rule in Amazon EventBridge.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized
Amazon CloudWatch client.
@param rule_name [String] The name of the rule.
@param start_time [Time] The timestamp that determines the first datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param end_time [Time] The timestamp that determines the last datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
@param period [Integer] The interval, in seconds, to check for activity.
@example
display_rule_activity(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
Time.now - 600, # Start checking from 10 minutes ago.
Time.now, # Check up until now.
60 # Check every minute during those 1@ minutes.

)

def display_rule_activity(

cloudwatch_client,
rule_name,
start_time,
end_time,

period

puts 'Attempting to display rule activity...'
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response = cloudwatch_client.get_metric_statistics(
namespace: 'AWS/Events',
metric_name: 'Invocations',
dimensions: [
{
name: 'RuleName',
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ['Sum'],
unit: 'Count'

if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"
response.datapoints.each do |datapoint]
puts " #{datapoint.sum} time(s) at #{datapoint.timestampl}"
end
else
puts "The event rule '#{rule_name}' was not triggered during the " \
'specified time period.'
end

rescue StandardError => e

puts "Error getting information about event rule activity: #{e.message}"

end
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Displays log information for all of the log streams in a log group in

Amazon CloudWatch Logs.

Prerequisites:

- A log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group.

@example
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'us-east-1"'),

AWS SDK for Ruby

def display_log_data(cloudwatchlogs_client, log_group_name)

Amazon: :CloudwWatchLogs::Client.new(region:
puts 'Attempting to display log stream data for the log group ' \

display_log_data(
'aws-doc-sdk-examples-cloudwatch-log'
cloudwatchlogs_client.describe_log_streams(

#
#

#

# )
"named '#{log_group_name}'...
describe_log_streams_response

log_group_name: log_group_name,
'LastEventTime',

order_by:
descending: true
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream|
cloudwatchlogs_client.get_log_events(

)
get_log_events_response
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name
puts "\nLog messages for '#{log_stream.log_stream_name}':"
* (log_stream.log_stream_name.length + 20)

)

if get_log_events_response.key?(:events) &&
get_log_events_response.events.count.positive?

get_log_events_response.events.each do |event|

§

puts
puts event.message
end
else
puts 'No log messages for this log stream.'
end
end
end
rescue StandardError => e
puts 'Error getting information about the log streams or their messages: ' \
"#{e.messagel}"
end
SEROIH O 014 WR5HK| o2 HAT AWS BlAAE £50F Halstats YRS EAIRL
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# Displays a reminder to the caller to manually clean up any associated
# AWS resources that they no longer need.
#
146
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@param topic_name [String] The name of the Amazon SNS topic.
@param role_name [String] The name of the IAM role.
@param rule_name [String] The name of the Amazon EventBridge rule.
@param log_group_name [String] The name of the Amazon CloudWatch Logs log group.
@param instance_id [String] The ID of the Amazon EC2 instance.
@example
manual_cleanup_notice(
'aws-doc-sdk-examples-topic’,
'aws-doc-sdk-examples-cloudwatch-events-rule-role',
'aws-doc-sdk-examples-ec2-state-change',
'aws-doc-sdk-examples-cloudwatch-log',
'i-033c48ef@67af3dEX'
)
def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
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)
puts '-' * 10
puts 'Some of the following AWS resources might still exist in your account.'
puts 'If you no longer want to use this code example, then to clean up'
puts 'your AWS account and avoid unexpected costs, you might want to'
puts 'manually delete any of the following resources if they exist:'
puts "- The Amazon SNS topic named '#{topic_name}'."
puts "- The IAM role named '#{role_name}'."
puts "- The Amazon EventBridge rule named '#{rule_name}'."
puts "- The Amazon CloudWatch Logs log group named '#{log_group_name}'."
puts "- The Amazon EC2 instance with the ID '#{instance_id}'."

end
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require 'aws-sdk-glue'
require 'logger'

# GlueManager is a class responsible for managing AWS Glue operations
# such as listing all Glue jobs in the current AWS account.
class GlueManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all Glue jobs in the current AWS account.
def list_jobs
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@logger.info('Here are the Glue jobs in your account:')
paginator = @client.get_jobs(max_results: 10)
jobs = []
paginator.each_page do |page]|

jobs.concat(page.jobs)
end
if jobs.empty?
@logger.info("You don't have any Glue jobs.™")
else
jobs.each do |job]|
@logger.info("- #{job.name}")
end
end
end
end
if $PROGRAM_NAME == _ FILE__
glue_client = Aws::Glue::Client.new
manager = GlueManager.new(glue_client)
manager.list_jobs
end
« API M| HE = AWS SDK for Ruby API FZ 9| ListJobsE EXSHML.
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# The "“GlueWrapper®
simplified interface for common operations.

class serves as a wrapper around the AWS Glue API,

St |_| |_—_|.

providing a

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases,

tables, jobs,
# The class initializes with a Glue client and a logger,

and S3 resources.
allowing it to make API

calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client,
@glue_client = glue_client
@logger = logger
end

logger)

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue: :Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue: :EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")

raise

:Types:

:Errors:

end

# Creates a new crawler with the specified configuration.
#
# @param name [String] The name of the crawler.
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# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its

metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.

# @return [void]

def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)

@glue_client.create_crawler(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end

# Deletes a crawler with the specified name.
#
# @param name [String] The name of the crawler to delete.
# @return [void]
def delete_crawler(name)
@glue_client.delete_crawler(name: name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{namel}: \n#{e.messagel}")
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raise
end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of tables in the specified database.
#
# @param db_name [String] The name of the database to retrieve tables from.
# @return [Array<Aws::Glue::Types::Table>]
def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")

raise
end
# Creates a new job with the specified configuration.
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]

def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3'
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glue_version: '3.0'

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
raise

end

Starts a job run for the specified job.

@param name [String] The name of the job to start the run for.

@param input_database [String] The name of the input database for the job.
@param input_table [String] The name of the input table for the job.

@param output_bucket_name [String] The name of the output S3 bucket for the job.
@return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)

H OH O O B O

response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.message}")
raise
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.message}")
raise

end

# Retrieves a list of job runs for the specified job.

#

# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
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def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")

end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.message}")

end

# Removes a specified database from a Data Catalog.

#

# @param database_name [String] The name of the database to delete.
# @return [void]

def delete_database(database_name)
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@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete database: \n#{e.message}")
end

# Uploads a job script file to an S3 bucket.
#
# @param file_path [String] The local path of the job script file.
# @param bucket_resource [Aws::S3::Bucket] The S3 bucket resource to upload the
file to.
# @return [void]
def upload_job_script(file_path, bucket_resource)
File.open(file_path) do |file]
bucket_resource.client.put_object({
body: file,
bucket: bucket_resource.name,
key: file_path
)
end
rescue Aws::S3::Errors::S3UploadFailedError => e
@logger.error("S3 could not upload job script: \n#{e.message}")
raise
end
end

AlLIEIR & M™dsteE SeiAE HdeLich
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class GlueCrawlerJobScenario
def initialize(glue_client, glue_service_role, glue_bucket, logger)
@glue_client = glue_client
@glue_service_role = glue_service_role
@glue_bucket = glue_bucket
@logger = logger
end

def run(crawler_name, db_name, db_prefix, data_source, job_script, job_name)
wrapper = GlueWrapper.new(@glue_client, @logger)
setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
query_database(wrapper, crawler_name, db_name)
create_and_run_job(wrapper, job_script, job_name, db_name)

end
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private

def setup_crawler(wrapper, crawler_name, db_name, db_prefix, data_source)
new_step(l, 'Create a crawler')
crawler = wrapper.get_crawler(crawler_name)
unless crawler
puts "Creating crawler #{crawler_name}."
wrapper.create_crawler(crawler_name, @glue_service_role.arn, db_name,
db_prefix, data_source)
puts "Successfully created #{crawler_name}."
end
wrapper.start_crawler(crawler_name)
monitor_crawler(wrapper, crawler_name)
end

def monitor_crawler(wrapper, crawler_name)
new_step(2, 'Monitor Crawler')
crawler_state = nil
until crawler_state == 'READY'
custom_wait(15)
crawler = wrapper.get_crawler(crawler_name)
crawler_state = crawler[@]['state']
print "Crawler status: #{crawler_state}".yellow
end
end

def query_database(wrapper, _crawler_name, db_name)

new_step(3, 'Query the database.')

wrapper.get_database(db_name)

puts "The crawler created database #{db_name}:"

puts "Database contains tables: #{wrapper.get_tables(db_name).map { |t]|
t['name'] }}"
end

def create_and_run_job(wrapper, job_script, job_name, db_name)
new_step(4, 'Create and run job.')
wrapper.upload_job_script(job_script, @glue_bucket)
wrapper.create_job(job_name, 'ETL Job', @glue_service_role.arn, "s3://
#{@glue_bucket.name}/#{job_script}")
run_job(wrapper, job_name, db_name)
end

def run_job(wrapper, job_name, db_name)
new_step(5, 'Run the job.')
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wrapper.start_job_run(job_name, db_name, wrapper.get_tables(db_name)[@]['name'],
@glue_bucket.name)
job_run_status = nil
until %w[SUCCEEDED FAILED STOPPED].include?(job_run_status)
custom_wait(10)
job_run = wrapper.get_job_runs(job_name)
job_run_status = job_run[@]['job_run_state']
print "Job #{job_name} status: #{job_run_status}".yellow
end
end
end

def main
banner('../../helpers/banner.txt")
puts 'Starting AWS Glue demo...'

# Load resource names from YAML.
resource_names = YAML.load_file('resource_names.yaml')

# Setup services and resources.

iam_role = Aws::IAM::Resource.new(region: 'us-
east-1').role(resource_names['glue_service_role'])

s3_bucket = Aws::S3::Resource.new(region: 'us-
east-1"').bucket(resource_names['glue_bucket'])

# Instantiate scenario and run.
scenario = GlueCrawlerJobScenario.new(Aws: :Glue::Client.new(region: 'us-east-1'),
iam_role, s3_bucket, @logger)
random_suffix = rand(10**4)
scenario.run("crawler-#{random_suffix}", "db-#{random_suffix}", "prefix-
#{random_suffix}-", 's3://data_source’,
'job_script.py', "job-#{random_suffix}")

puts 'Demo complete.'
end

oM & M SOl CIOIHE F&, #H#t & 2EE5H= AWS Glue Gl AHE3H= ETL 23 RIEE ¥
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import sys
from awsglue.transforms import *
from awsglue.utils import getResolvedOptions

NS 157



AWS SDK for Ruby

from pyspark.context import SparkContext
from awsglue.context import GlueContext
from awsglue.job import Job

These custom arguments must be passed as Arguments to the StartJobRun request.
--input_database The name of a metadata database that is contained in your
AWS Glue Data Catalog and that contains tables that
describe
the data to be processed.
--input_table The name of a table in the database that describes the data
to
be processed.
--output_bucket_url An S3 bucket that receives the transformed output data.
args = getResolvedOptions(
sys.argv, ["JOB_NAME", "input_database", "input_table", "output_bucket_url"]
)
sc = SparkContext()
glueContext = GlueContext(sc)
spark = glueContext.spark_session
job = Job(glueContext)
job.init(args["JOB_NAME"], args)

# Script generated for node S3 Flight Data.

S3FlightData_nodel = glueContext.create_dynamic_frame.from_catalog(
database=args["input_database"],
table_name=args["input_table"],
transformation_ctx="S3FlightData_nodel",

# This mapping performs two main functions:
# 1. It simplifies the output by removing most of the fields from the data.
# 2. It renames some fields. For example, "fl_date is renamed to “flight_date’.
ApplyMapping_node2 = ApplyMapping.apply(
frame=S3FlightData_nodel,
mappings=[
("year", "long", "year", "long"),
("month", "long", "month", "tinyint"),
("day_of_month", "long", "day", "tinyint"),
("fl_date", "string", "flight_date", "string"),
("carrier", "string", "carrier", "string"),
("fl_num", "long", "flight_num", "long"),
("origin_city_name", "string", "origin_city_name", "string"),
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("origin_state_abr", "string", "origin_state_abr", "string"),
("dest_city_name", "string", "dest_city_name", "string"),
("dest_state_abr", "string", "dest_state_abr", "string"),
("dep_time", "long", "departure_time", "long"),
("wheels_off", "long", "wheels_off", "long"),

("wheels_on", "long", "wheels_on", "long"),

("arr_time", "long", "arrival_time", "long"),

("mon", "string", "mon", "string"),

transformation_ctx="ApplyMapping_node2",

# Script generated for node Revised Flight Data.

RevisedFlightData_node3 = glueContext.write_dynamic_frame.from_options(

frame=ApplyMapping_node2,
connection_type="s3",
format="json",

connection_options={"path": args["output_bucket_url"], "partitionKeys":

transformation_ctx="RevisedFlightData_node3",

job.commit()
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Creates a new crawler with the specified configuration.

#

# @param name [String] The name of the crawler.

# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its
metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the
crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.
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# @return [void]
def create_crawler(name, role_arn, db_name, _db_prefix, s3_target)
@glue_client.create_crawler(

name: name,

role: role_arn,

database_name: db_name,

targets: {

s3_targets: [
{
path: s3_target

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.messagel}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.

class GlueWrapper

£
e

161


https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/CreateCrawler
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples

AWS SDK for Ruby JHeER 7Hol=

def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

Creates a new job with the specified configuration.

#
#
# @param name [String] The name of the job.
# @param description [String] The description of the job.
# @param role_arn [String] The ARN of the IAM role to be used by the job.
# @param script_location [String] The location of the ETL script for the job.
# @return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: 'glueetl’,
script_location: script_location,
python_version: '3'
.
glue_version: '3.0'
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.messagel}")
raise
end
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# The "GlueWrapper' class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{namel}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper' class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end

« API M8 HE = AWS SDK for Ruby API & Z 9| DeleteDatabase & & Z=5HA|2.
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
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# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a job with the specified name.
#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete job: \n#{e.messagel}")
end

« API M| HE = AWS SDK for Ruby API #Z 2| DeleteJobS & ZE35HMIR.
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.

class GlueWrapper
def initialize(glue_client, logger)

£
e

165


https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteJob
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples

AWS SDK for Ruby JHeER 7Hol=

@glue_client = glue_client
@logger = logger
end

# Deletes a table with the specified name.
#

# @param database_name [String] The name of the catalog database in which the
table resides.

# @param table_name [String] The name of the table to be deleted.
# @return [void]
def delete_table(database_name, table_name)

@glue_client.delete_table(database_name: database_name, name: table_name)
rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete job: \n#{e.messagel}")
end

« API M| HE = AWS SDK for Ruby API £ Z 9| DeleteTable2 & X 5HA|L.
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
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end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.

class GlueWrapper
def initialize(glue_client, logger)

@glue_client = glue_client
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@logger = logger
end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.

# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.

def get_database(name)
response = @glue_client.get_database(name: name)
response.database

rescue Aws::Glue::Errors::GlueException => e

@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

« API M| HE = AWS SDK for Ruby API & Z 9| GetDatabase& & ZE5HAMIR.
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
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end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e

@logger.error("Glue could not get job runs: \n#{e.message}")
end

« API M| HE = AWS SDK for Ruby APl #Z 2| GetJobRung HZE5HAR.

GetJobRuns

CH2 3 E o Al= GetJobRunsQ| A2 EHEd2 Ho{FL|Ct.

SDK for Ruby
(® Note
GitHuboll f B£2 LHE0| U&LICH AWS T E of Z|ZX|EZ[M ™A of E 21 dH 2

MEsHe WS HoEAL.

# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of job runs for the specified job.
#
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# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.
# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
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response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end

- API M|§ HE = AWS SDK for Ruby API # X 9| GetTablesE & XM R.

ListJobs

Ctg ZE o|A|l= ListJobso| AHE Y S EoiELICt

SDK for Ruby
@ Note
GitHuboll & Bf2 Lig 0| J&LICH AWS ZE of E|ZX[EE|oM TA 0§ 1 8 &
st dHE H/EM L.

# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of jobs in AWS Glue.
#
# @return [Aws::Glue::Types::ListJobsResponse]
def list_jobs
@glue_client.list_jobs
rescue Aws::Glue::Errors::GlueException => e
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@logger.error("Glue could not list jobs: \n#{e.message}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.message}")
raise
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end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

Starts a job run for the specified job.

#
#
# @param name [String] The name of the job to start the run for.
# @param input_database [String] The name of the input database for the job.
# @param input_table [String] The name of the input table for the job.
# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.
def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
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'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"
}
)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.messagel}")
raise
end
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require 'aws-sdk-iam'
require 'logger'

# IAMManager is a class responsible for managing IAM operations
# such as listing all IAM policies in the current AWS account.
class IAMManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all IAM policies in the current AWS account.
def list_policies
@logger.info('Here are the IAM policies in your account:')

paginator = @client.list_policies
policies = []

paginator.each_page do |page|
policies.concat(page.policies)
end

if policies.empty?
@logger.info("You don't have any IAM policies.")
else
policies.each do |[policy|
@logger.info("- #{policy.policy_name}")
end
end
end
end

if $PROGRAM_NAME == __ FILE__
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iam_client = Aws::IAM::Client.new
manager = IAMManager.new(iam_client)
manager.list_policies

end
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# Wraps the scenario actions.
class ScenarioCreateUserAssumeRole
attr_reader :iam_client

# @param [Aws::IAM::Client] iam_client: The AWS IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Waits for the specified number of seconds.
#
# @param duration [Integer] The number of seconds to wait.
def wait(duration)
puts('Give AWS time to propagate resources...')
sleep(duration)
end

# Creates a user.

#

# @param user_name [String] The name to give the user.

# @return [Aws::IAM::User] The newly created user.

def create_user(user_name)
user = @iam_client.create_user(user_name: user_name).user
@logger.info("Created demo user named #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info('Tried and failed to create demo user.')
@logger.info("\t#{e.code}: #{e.message}")
@logger.info("\nCan't continue the demo without a user!")
raise

else
user

end

# Creates an access key for a user.

#

# @param user [Aws::IAM::User] The user that owns the key.

# @return [Aws::IAM::AccessKeyPair] The newly created access key.

def create_access_key_pair(user)
user_key = @iam_client.create_access_key(user_name: user.user_name).access_key
@logger.info("Created accesskey pair for user #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create access keys for user #{user.user_name}.")
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@logger.info("\t#{e.code}: #{e.message}")
raise

else
user_key

end

# Creates a role that can be assumed by a user.
#
# @param role_name [String] The name to give the role.
# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.
# @return [Aws::IAM::Role] The newly created role.
def create_role(role_name, user)
trust_policy = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Principal: { 'AWS': user.arn },
Action: 'sts:AssumeRole'
1]
}.to_json
role = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: trust_policy
).role
@logger.info("Created role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a role for the demo. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")

raise
else
role
end
# Creates a policy that grants permission to list S3 buckets in the account, and
# then attaches the policy to a role.
#
# @param policy_name [String] The name to give the policy.
# @param role [Aws::IAM::Role] The role that the policy is attached to.
# @return [Aws::IAM::Policy] The newly created policy.

def create_and_attach_role_policy(policy_name, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
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Effect: 'Allow',
Action: 's3:ListAllMyBuckets',
Resource: 'arn:aws:s3:::*'
1]
}.to_json
policy = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document
).policy
@iam_client.attach_role_policy(
role_name: role.role_name,
policy_arn: policy.arn
)
@logger.info("Created policy #{policy.policy_name} and attached it to role
#{role.role_namel}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a policy and attach it to role #{role.role_name}.
Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end

Creates an inline policy for a user that lets the user assume a role.

@param policy_name [String] The name to give the policy.
@param user [Aws::IAM::User] The user that owns the policy.
@param role [Aws::IAM::Role] The role that can be assumed.
@return [Aws::IAM::UserPolicy] The newly created policy.
def create_user_policy(policy_name, user, role)
policy_document = {
Version: '2012-10-17',
Statement: [{
Effect: 'Allow',
Action: 'sts:AssumeRole',
Resource: role.arn
1]
}.to_json
@iam_client.put_user_policy(
user_name: USer.user_name,

#
#
#
#
#
#

policy_name: policy_name,
policy_document: policy_document
)
puts("Created an inline policy for #{user.user_name} that lets the user assume
role #{role.role_namel}.")
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rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create an inline policy for user #{user.user_name}.
Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
raise
end

# Creates an Amazon S3 resource with specified credentials. This is separated into

a
# factory function so that it can be mocked for unit testing.

#

# @param credentials [Aws::Credentials] The credentials used by the Amazon S3
resource.

def create_s3_resource(credentials)
Aws: :S3::Resource.new(client: Aws::S3::Client.new(credentials: credentials))
end

# Lists the S3 buckets for the account, using the specified Amazon S3 resource.
# Because the resource uses credentials with limited access, it may not be able to
# list the S3 buckets.
#
# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def list_buckets(s3_resource)

count = 10

s3_resource.buckets.each do |bucket]

@logger.info "\t#{bucket.namel}"

count -=1
break if count.zero?
end
rescue Aws::Errors::ServiceError => e
if e.code == 'AccessDenied'
puts('Attempt to list buckets with no permissions: AccessDenied.')
else

@logger.info("Couldn't list buckets for the account. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end
end

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#
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# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario'
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

# Deletes a role. If the role has policies attached, they are detached and
# deleted before the role is deleted.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
@iam_client.list_attached_role_policies(role_name:
role_name).attached_policies.each do |policy|
@iam_client.detach_role_policy(role_name: role_name, policy_arn:
policy.policy_azrn)
@iam_client.delete_policy(policy_arn: policy.policy_arn)
@logger.info("Detached and deleted policy #{policy.policy_name}.")
end
@iam_client.delete_role({ role_name: role_name })
@logger.info("Role deleted: #{role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't detach policies and delete role #{role.name}. Here's
why:")
@logger.info("\t#{e.code}: #{e.message}")
raise
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end

# Deletes a user. If the user has inline policies or access keys, they are deleted
# before the user is deleted.
#
# @param user [Aws::IAM::User] The user to delete.
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
end

# Runs the IAM create a user and assume a role scenario.
def run_scenario(scenario)

puts('-' * 88)

puts('Welcome to the IAM create a user and assume a role demo!')
puts('-' * 88)

user = scenario.create_user("doc-example-user-#{Random.uuid}")
user_key = scenario.create_access_key_pair(user)
scenario.wait(10)
role = scenario.create_role("doc-example-role-#{Random.uuid}", user)
scenario.create_and_attach_role_policy("doc-example-role-policy-#{Random.uuid}",
role)

scenario.create_user_policy("doc-example-user-policy-#{Random.uuid}", user, role)
scenario.wait(10)
puts('Try to list buckets with credentials for a user who has no permissions.')
puts('Expect AccessDenied from this call.')
scenario.list_buckets(

scenario.create_s3_resource(Aws: :Credentials.new(user_key.access_key_id,
user_key.secret_access_key))
)

puts('Now, assume the role that grants permission.')
temp_credentials = scenario.assume_role(
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role.arn, scenario.create_sts_client(user_key.access_key_id,

user_key.secret_access_key)

)

puts('Here are your buckets:')
scenario.list_buckets(scenario.create_s3_resource(temp_credentials))
puts('"Deleting role '#{role.role_name}' and attached policies.")
scenario.delete_role(role.role_name)

puts("Deleting user '#{user.user_name}', policies, and keys.")
scenario.delete_user(user.user_name)

puts('Thanks for watching!')

puts('-' * 88)

rescue Aws::Errors::ServiceError => e

puts('Something went wrong with the demo.')
puts("\t#{e.code}: #{e.messagel}")

end

run_scenario(ScenarioCreateUserAssumeRole.new(Aws: :IAM: :Client.new)) if

$PROGRAM_NAME == __ FILE__
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
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end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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Attaches a policy to a user

@param user_name [String] The name of the user
@param policy_arn [String] The Amazon Resource Name (ARN) of the policy
@return [Boolean] true if successful, false otherwise
def attach_policy_to_user(user_name, policy_arn)
@iam_client.attach_user_policy(

user_name: user_name,
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policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to user: #{e.messagel}")
false
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)

187

£
e


https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/AttachUserPolicy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS SDK for Ruby JHeER 7Hol=

end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")

[]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.
# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.messagel}")
false
end
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# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager
# Initializes the IAM client and logger
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
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end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.messagel}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager

# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
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# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
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# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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# Creates a role and attaches policies to it.

#

# @param role_name [String] The name of the role.

# @param assume_role_policy_document [Hash] The trust relationship policy
document.

# @param policy_arns [Array<String>] The ARNs of the policies to attach.

# @return [String, nil] The ARN of the new role if successful, or nil if an error
occurred.

def create_role(role_name, assume_role_policy_document, policy_arns)
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response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json

)

role_arn = response.role.arn

policy_arns.each do |policy_arn]|
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)

end

role_arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end
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# Creates a service-linked role
#
# @param service_name [String] The service name to create the role for.
# @param description [String] The description of the service-linked role.
# @param suffix [String] Suffix for customizing role name.
# @return [String] The name of the created role

def create_service_linked_role(service_name, description, suffix)
response = @iam_client.create_service_linked_role(
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aws_service_name: service_name, description: description, custom_suffix:
suffix

)
role_name = response.role.role_name
@logger.info("Created service-linked role #{role_name}.")
role_name
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't create service-linked role for #{service_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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# Creates a user and their login profile
#
# @param user_name [String] The name of the user
# @param initial_password [String] The initial password for the user
# @return [String, nil] The ID of the user if created, or nil if an error occurred
def create_user(user_name, initial_password)
response = @iam_client.create_user(user_name: user_name)
@iam_client.wait_until(:user_exists, user_name: user_name)
@iam_client.create_login_profile(
user_name: user_name,
password: initial_password,
password_reset_required: true
)

@logger.info("User '#{user_name}' created successfully.")
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response.user.user_id
rescue Aws::IAM::Errors::EntityAlreadyExists
@logger.error("Error creating user '#{user_name}': user already exists.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user

#

# @param user_name [String] The name of the user.

def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?

@logger.info("No access keys found for user '#{user_name}'

else
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response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
L]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")

L]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.
# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded
@logger.error('Error creating access key: limit exceeded. Cannot create more.')
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.message}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end
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# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.messagel}")
false
end
end
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class IAMAliasManager
# Initializes the IAM client and logger
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

£
e

198


https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/DeleteAccessKey
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS SDK for Ruby JHeER 7Hol=

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.messagel}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.messagel}")
false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end
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# Deletes a role and its attached policies.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
# Detach and delete attached policies
@iam_client.list_attached_role_policies(role_name: role_name).each do |response]|
response.attached_policies.each do |policy|
@iam_client.detach_role_policy({
role_name: role_name,
policy_arn: policy.policy_azrn
b
# Check if the policy is a customer managed policy (not AWS managed)
unless policy.policy_arn.include?('aws:policy/"')
@iam_client.delete_policy({ policy_arn: policy.policy_arn })
@logger.info("Deleted customer managed policy #{policy.policy_name}.")
end
end
end

# Delete the role
@iam_client.delete_role({ role_name: role_name })
@logger.info("Deleted role #{role_name}.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't detach policies and delete role #{role_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end

£
e

200


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS SDK for Ruby JHeER 7Hol=
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
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response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.message}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
'#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.messagel}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.messagel}")
false

end

end
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# Deletes a service-linked role.
#
# @param role_name [String] The name of the role to delete.
def delete_service_linked_role(role_name)
response = @iam_client.delete_service_linked_role(role_name: role_name)
task_id = response.deletion_task_id
check_deletion_status(role_name, task_id)
rescue Aws::Errors::ServiceError => e
handle_deletion_error(e, role_name)
end

private

# Checks the deletion status of a service-linked role
#
# @param role_name [String] The name of the role being deleted
# @param task_id [String] The task ID for the deletion process
def check_deletion_status(role_name, task_id)
loop do
response = @iam_client.get_service_linked_role_deletion_status(
deletion_task_id: task_id
)
status = response.status
@logger.info("Deletion of #{role_name} #{status}.")
break if %w[SUCCEEDED FAILED].include?(status)

sleep(3)
end

end

# Handles deletion error
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#
# @param e [Aws::Errors::ServiceError] The error encountered during deletion
# @param role_name [String] The name of the role attempted to delete
def handle_deletion_error(e, role_name)
return if e.code == 'NoSuchEntity'

@logger.error("Couldn't delete #{role_name}. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise

end
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
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end
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy

bal
-
o}
+

206

il
I


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS SDK for Ruby JHeER 7Hol=

@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN

bal
-
o}
+

207

il
I



AWS SDK for Ruby JHeER 7Hol=

# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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# Detaches a policy from a user
#
# @param user_name [String] The name of the user
# @param policy_arn [String] The ARN of the policy to detach
# @return [Boolean] true if the policy was successfully detached, false otherwise
def detach_user_policy(user_name, policy_arn)
@iam_client.detach_user_policy(
user_name: user_name,
policy_arn: policy_arn
)
@logger.info("Policy '#{policy_arn}' detached from user '#{user_name}'
successfully.")
true
rescue Aws::IAM::Errors::NoSuchEntity
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@logger.error('Error detaching policy: Policy or user does not exist.')
false
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from user '#{user_name}': #{e.messagel}")
false
end
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# Class to manage IAM account password policies
class PasswordPolicyManager
attr_accessor :iam_client, :logger

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'IAMPolicyManager'

end

# Retrieves and logs the account password policy
def print_account_password_policy
response = @iam_client.get_account_password_policy
@logger.info("The account password policy is: #{response.password_policy.to_h}")
rescue Aws::IAM::Errors::NoSuchEntity
@logger.info('The account does not have a password policy.')
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't print the account password policy. Error: #{e.code} -
#{e.message}")
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raise
end
end
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity

@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end
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# Gets data about a role.
#
# @param name [String] The name of the role to look up.
# @return [Aws::IAM::Role] The retrieved role.
def get_role(name)
role = @iam_client.get_role({
role_name: name
}).role
puts("Got data for role '#{role.role_name}'. Its ARN is '#{role.arn}'.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't get data for role '#{name}' Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
role
end
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# Retrieves a user's details
#
# @param user_name [String] The name of the user to retrieve
# @return [Aws::IAM::Types::User, nil] The user object if found, or nil if an
error occurred
def get_user(user_name)
response = @iam_client.get_user(user_name: user_name)
response.user
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("User '#{user_name}' not found.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error retrieving user '#{user_name}': #{e.messagel}")
nil
end
« API M5 M= = AWS SDK for Ruby API & X 2| GetUserg & ZstM 2.
ListAccessKeys
CHS ZE o A|E ListAccessKeysQ| AIS ¥ HoiELICH.
SDK for Ruby
(® Note
GitHuboll . Bt 2 Li&0| U &LICt AWS ZE of E|ZX|EZ0MH HA ol E 1 B &
Adots WHE HIHEAM L.

Ol Al ZE2 AMA FIE LIY, &Y, HIZEHEEH & AFMELICH

£
e

212


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/iam-2010-05-08/GetUser
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS SDK for Ruby JHeER 7Hol=

# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'AccessKeyManager'
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':

#{access_key.access_key_id}")
access_key

rescue Aws::IAM::Errors::LimitExceeded

@logger.error('Error creating access key: limit exceeded. Cannot create more.')

nil

rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil

end
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# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager
# Initializes the IAM client and logger
#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info('Account aliases are:')

response.account_aliases.each { |account_alias| @logger.info("

#{account_alias}") }
else
@logger.info('No account aliases found.')
end
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error listing account aliases: #{e.message}")

end

# Creates an AWS account alias.
#

g

# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.

def create_account_alias(account_alias)

@iam_client.create_account_alias(account_alias: account_alias)

true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
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false
end

# Deletes an AWS account alias.
#
# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.
def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false
end
end

« API M5 HE = AWS SDK for Ruby APl & Z 9| ListAccountAliases& & Z3HMIR.
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
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end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
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policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end

rr
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# A class to manage IAM operations via the AWS SDK client
class IamGroupManager
# Initializes the IamGroupManager class
# @param iam_client [Aws::IAM::Client] An instance of the IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Lists up to a specified number of groups for the account.
# @param count [Integer] The maximum number of groups to list.
# @return [Aws::IAM::Client::Response]
def list_groups(count)
response = @iam_client.list_groups(max_items: count)
response.groups.each do |group]|
@logger.info("\t#{group.group_name}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list groups for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end

 API M5 M= = AWS SDK for Ruby API & Z 9| ListGroups& FHZ M 2.
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'PolicyManager'
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
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@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
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# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end
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# Lists IAM roles up to a specified count.
# @param count [Integer] the maximum number of roles to list.
# @return [Array<String>] the names of the roles.
def list_roles(count)
role_names = []
roles_counted =

@iam_client.list_roles.each_page do |page|
page.roles.each do |role]
break if roles_counted >= count

@logger.info("\t#{roles_counted + 1}: #{role.role_name}")
role_names << role.role_name
roles_counted += 1
end
break if roles_counted >= count
end

role_names
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't list roles for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end

« API M5 HE = AWS SDK for Ruby API #Z 9| ListRolesE & Z3IMIL.
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class SamlProviderlLister

# Initializes the SamlProviderLister with IAM client and a logger.

# @param iam_client [Aws::IAM::Client] The IAM client object.

# @param logger [Logger] The logger object for logging output.

def initialize(iam_client, logger = Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists up to a specified number of SAML providers for the account.
# @param count [Integer] The maximum number of providers to list.
# @return [Aws::IAM::Client::Response]
def list_saml_providers(count)
response = @iam_client.list_saml_providers
response.saml_provider_list.take(count).each do |provider|
@logger.info("\t#{provider.arn}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list SAML providers. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end

« API M8 HE = AWS SDK for Ruby API & Z 9| ListSAMLProviders& & Z3HMI2.
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end

# Creates a new server certificate.

# @param name [String] the name of the server certificate

# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents

# @return [Boolean] returns true if the certificate was successfully created

def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({

server_certificate_name: name,
certificate_body: certificate_body,

private_key: private_key
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names

response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
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@logger.info('No server certificates found.')
return
end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Lists all users in the AWS account
#
# @return [Array<Aws::IAM::Types::User>] An array of user objects
def list_users
users = []
@iam_client.list_users.each_page do |page|
page.users.each do |user|
users << user
end
end
users
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing users: #{e.messagel}")
(]
end
« API M| HE = AWS SDK for Ruby APl 2 Z 2| ListUsersE & E35tMIR.
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# Creates an inline policy for a specified user.
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# @param username [String] The name of the IAM user.
# @param policy_name [String] The name of the policy to create.
# @param policy_document [String] The JSON policy document.
# @return [Boolean]
def create_user_policy(username, policy_name, policy_document)
@iam_client.put_user_policy({
user_name: username,
policy_name: policy_name,
policy_document: policy_document
1)
@logger.info("Policy #{policy_name} created for user #{username}.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't create policy #{policy_name} for user #{username}.
Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
false
end

« API M|§ HE = AWS SDK for Ruby API & Z 9| PutUserPolicyE & Z3tMI2.
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = 'ServerCertificateManager'
end
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# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key
)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info('No server certificates found.')
return

end

response.server_certificate_metadata_list.each do |certificate_metadatal]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.message}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
'#{new_namel}'.")
true
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false

end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.messagel}")
false

end

end
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# Updates an IAM user's name
#
# @param current_name [String] The current name of the user
# @param new_name [String] The new name of the user
def update_user_name(current_name, new_name)
@iam_client.update_user(user_name: current_name, new_uSer_name: new_name)
true
rescue StandardError => e
@logger.error("Error updating user name from '#{current_namel}' to '#{new_name}':
#{e.message}")
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false
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'
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def lambda_handler(event:, context:)
event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"

record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end
puts "Successfully processed #{event['Records'].length} records."

end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")

# Placeholder for actual async work
# You can use Ruby's asynchronous programming tools like async/await or fibers

here.
return data

end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.

# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).
client = Aws::KMS::Client.new

resp = client.create_key({
tags: [
{
tag_key: 'CreatedBy',
tag_value: 'ExampleUser'
}
]
1))

puts resp.key_metadata.key_id
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require 'aws-sdk-kms' # v2: require 'aws-sdk'
# Decrypted blob

blob =

'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢

blob_packed = [blob].pack('H*")
client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.decrypt({

ciphertext_blob: blob_packed
1))

puts 'Raw text: '
puts resp.plaintext
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# ARN of the AWS KMS key.
#
# Replace the fictitious key ARN with a valid key ID

keyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

text = '1234567890'
client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.encrypt({
key_id: keyId,
plaintext: text
1}
# Display a readable version of the resulting encrypted blob.

puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")
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require 'aws-sdk-kms' # v2: require 'aws-sdk'

# Human-readable version of the ciphertext of the data to reencrypt.

blob =
'01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359€

sourceCiphertextBlob = [blob].pack('H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = 'arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: 'us-west-2')
resp = client.re_encrypt({
ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId
)
# Display a readable version of the resulting re-encrypted blob.

puts 'Blob:'
puts resp.ciphertext_blob.unpack('H*")

« XHMIEH LIS 2 otE E{THAWS SDK for Ruby APl & Z 9| ReEncryptE & ESHMIL.

SDK for RubyE& A& 8t Lambda oK

CtZ ZE oA0iMHE Lambda2t AWS SDK for Ruby 74 E A& 504 22 35t 0 LB Ol A
LIZ|R & T3t WS Eo{ELICh

Lambda 237


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/kms#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/kms-2014-11-01/ReEncrypt

AWS SDK for Ruby JHeER 7Hol=

P

HiH=A

7|8 Mg 2 MH|A Lol E HYE o i

rr
fjo

HoiFE= ZE oM Lct

o

sl Ch @ T2 2ol WHS FE0/H HHAS 2 MHSHOF B LICH A K A4
H4E Y SE5E WHE BN, B AlL2le o] HHAE ¥E AU B £ AsLD

E AWS MH|A 2 AT E HEfoM o2 E+E AYMoZE
Ho{F= 3= of ALt

2 Elo] e, 07[0l|M HHAEN S H A EE L5t

« AlLtEIR
- MHZ|A oA

INES g
Hello Lambda
CHS ZE Ao ME Lambda AFE € AlEHSHE YEHS EoiELICt

SDK for Ruby

(® Note
GitHuboll . B2 LH&o| l&LIch AWS FE of 2|ZX|E 20l M T o & 3t1 MY &

AdstE YHE HIYEML.

require 'aws-sdk-lambda'

# Creates an AWS Lambda client using the default credentials and configuration
def lambda_client
Aws::Lambda: :Client.new
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end

# Lists the Lambda functions in your AWS account, paginating the results if
necessary

def list_lambda_functions
lambda = lambda_client

# Use a pagination iterator to list all functions

functions = []

lambda.list_functions.each_page do |page]|
functions.concat(page.functions)

end

# Print the name and ARN of each function

functions.each do |function]
puts "Function name: #{function.function_name}"
puts "Function ARN: #{function.function_arn}"
puts

end

puts "Total functions: #{functions.count}"
end

list_lambda_functions if __FILE__ == $PROGRAM_NAME

« API M|& HE = AWS SDK for Ruby APl & Z 9] ListFunctionsE HZE5HMIR.
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# Get an AWS Identity and Access Management (IAM) role.
#
# @param iam_role_name: The name of the role to retrieve.
# @param action: Whether to create or destroy the IAM apparatus.
# @return: The IAM role.
def manage_iam(iam_role_name, action)
case action
when 'create'
create_iam_role(iam_role_name)
when 'destroy'
destroy_iam_role(iam_role_name)
else
raise "Incorrect action provided. Must provide 'create' or 'destroy'"
end
end

private

def create_iam_role(iam_role_name)
role_policy = {
'Version': '2012-10-17"',
'Statement': [

{
'"Effect': 'Allow’',
'Principal': { 'Service': 'lambda.amazonaws.com' },
'"Action': 'sts:AssumeRole'

}

}
role = @iam_client.create_role(
role_name: iam_role_name,
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assume_role_policy_document: role_policy.to_json

)

@iam_client.attach_role_policy(

{
policy_arn: 'arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole',
role_name: iam_role_name

)
wait_for_role_to_exist(iam_role_name)
@logger.debug("Successfully created IAM role: #{role['role']J['arn']}")

sleep(10)
[role, role_policy.to_json]
end

def destroy_iam_role(iam_role_name)
@iam_client.detach_role_policy(

{

policy_arn: 'arn:aws:iam::aws:policy/service-role/

AWSLambdaBasicExecutionRole',
role_name: iam_role_name

)

@iam_client.delete_role(role_name: iam_role_name)
@logger.debug("Detached policy & deleted IAM role: #{iam_role_name}")

end

def wait_for_role_to_exist(iam_role_name)
@iam_client.wait_until(:role_exists, { role_name: iam_role_name }) do |w]
w.max_attempts = 5
w.delay = 5
end
end

mtet0|e 2 MSE XAHE &7t Al7|E Lambda S 2E HolgLICH

T

S
e

require 'logger'

# A function that increments a whole number by one (1) and logs the result.

# Requires a manually-provided runtime parameter, 'number', which must be Int

#
# @param event [Hash] Parameters sent when the function is invoked
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# @param context [Hash] Methods and properties that provide information
# about the invocation, function, and execution environment.
# @return incremented_number [String] The incremented number.
def lambda_handler(event:, context:)
logger = Logger.new($stdout)
log_level = ENV['LOG_LEVEL"']
logger.level = case log_level
when 'debug'
Logger: : DEBUG
when 'info'
Logger: : INFO
else
Logger: :ERROR
end
logger.debug('This is a debug log message.')
logger.info('This is an info log message. Code executed successfully!')
number = event['number'].to_i
incremented_number = number + 1
logger.info("You provided #{number.round} and it was incremented to
#{incremented_number.round}")
incremented_number.round.to_s
end

# Creates a Lambda deployment package in .zip format.
#
# @param source_file: The name of the object, without suffix, for the Lambda file
and zip.
# @return: The deployment package.
def create_deployment_package(source_file)

Dir.chdir(File.dirname(__FILE__))

if File.exist?('lambda_function.zip')
File.delete('lambda_function.zip')
@logger.debug('Deleting old zip: lambda_function.zip')

end

Zip::File.open('lambda_function.zip', create: true) do |zipfile]
zipfile.add('lambda_function.rb', "#{source_file}.rb")

end

@logger.debug("Zipping #{source_file}.rb into: lambda_function.zip.")

File.read('lambda_function.zip').to_s

rescue StandardError => e
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@logger.error("There was an error creating deployment package:\n #{e.message}")
end

M Lambda & +& MAMEHLICT

Deploys a Lambda function.

#
#
# @param function_name: The name of the Lambda function.
# @param handler_name: The fully qualified name of the handler function.
# @param role_arn: The IAM role to use for the function.
# @param deployment_package: The deployment package that contains the function
code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.
def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({
role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {
zip_file: deployment_package
b
environment: {
variables: {
'"LOG_LEVEL' => 'info'

}
1)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]
w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end
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# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

Lambda &f 2| 714 & AC|0|Estod M &E H+E A UFLICH

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level

}
19
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end
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# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

LHZE HO|X|L|O|E{E At85l0 7|EL2| 2 E Lambda & +E LIdgtLCH

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response['functions'].each do |function]
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error listing functions:\n #{e.message}")
end
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# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.message}")
end
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

Deploys a Lambda function.

@param handler_name: The fully qualified name of the handler function.
@param role_arn: The IAM role to use for the function.
# @param deployment_package: The deployment package that contains the function
code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.

#
#
# @param function_name: The name of the Lambda function.
#
#

def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({

role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: 'ruby2.7',
code: {

zip_file: deployment_package
},
environment: {

variables: {

'"LOG_LEVEL' => 'info'

}
1)

@lambda_client.wait_until(:function_active_v2, { function_name: function_name })
do |w]
w.max_attempts = 5
w.delay = 5
end
response
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
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@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

- API M|& HE = AWS SDK for Ruby APl & Z 9| CreateFunction2 HZE3HAMIL.
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_namel}..."
@lambda_client.delete_function(
function_name: function_name
)
print 'Done!'.green
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Gets data about a Lambda function.
#
# @param function_name: The name of the function.
# @return response: The function data, or nil if no such function exists.
def get_function(function_name)
@lambda_client.get_function(
{

function_name: function_name

)

rescue Aws::Lambda::Errors::ResourceNotFoundException => e
@logger.debug("Could not find function: #{function_name}:\n #{e.messagel}")
nil

end
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name }
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end
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class LambdaWrapper

attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response['functions'].each do |function]
functions.append(function['function_name'])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error listing functions:\n #{e.message}")
end
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

#
# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)

@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package

)

@lambda_client.wait_until(:function_updated_v2, { function_name:

function_name }) do |w]|

w.max_attempts = 5
w.delay = 5

end

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
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@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

AWS SDK for Ruby API & Z 9| UpdateFunctionCode& & Z35tMIL.
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class LambdaWrapper
attr_accessor :lambda_client, :cloudwatch_client, :iam_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@cloudwatch_client = Aws::CloudWatchLogs::Client.new(region: 'us-east-1')
@iam_client = Aws::IAM::Client.new(region: 'us-east-1')
@logger = Logger.new($stdout)
@logger.level = Logger::WARN
end

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL' => log_level
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@lambda_client.wait_until(:function_updated_v2, { function_name:
function_name }) do |w]|
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

- API M| HE = AWS SDK for Ruby API & Z 9| UpdateFunctionConfiguration2 & Z35tMIL.
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# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV['AWS_SESSION_TOKEN']
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)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials

token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysqgl2::Client.new(
host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a =3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close

{
statusCode: 200,
body: result.to_json

}

rescue => e
puts "Database connection failed due to #{e}"
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"

record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end
puts "Successfully processed #{event['Records'].length} records."

end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")
# Placeholder for actual async work
# You can use Ruby's asynchronous programming tools like async/await or fibers

here.
return data
end
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def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end
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require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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require 'baseb4'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"

# Decode baseb4
msg = Base64.decodeb64(record[ 'value'])

puts '"Message: #{msg}"
end
end
end

M
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require 'json'
1

require 'uri
require 'aws-sdk'

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region

# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type

bucket = event['Records'][0@]['s3']['bucket']['name']

key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],

Encoding: :UTF_8)

begin
response = s3.get_object(bucket: bucket, key: key)

puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e

puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist

and your bucket is in the same region as this function.

raise e
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"

record_data = get_record_data_async(record['kinesis'])

puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data

rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item

immediately.
# Lambda will immediately begin to retry processing from this failed item

onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']

[ 'sequenceNumber'] }] }

end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }

end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('utf-8"')

# Placeholder for actual async work
sleep(1)
data
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def lambda_handler(event:, context:)
records = event["Records"]
cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end

M2l oflA| 265


https://github.com/aws-samples/serverless-snippets/tree/main/integration-ddb-to-lambda-with-batch-item-handling

AWS SDK for Ruby

Her Rt 7hols
Amazon SQS EZ|7{2 Lambda &0 CHet Hi x| &= AT E1
CHE ZE oX= SQS CH7|F0M O|HHEE £Al5t= Lambda &0 CHEH 2 & HiX| SES #3415
= UWHE Ho{ELICE O| &= SEHOZ HiX| &5 AIHE E0stn LIS sHE HIAIRIE CHA| Al
TStEZ Lambdaol S E EHL|Ct
SDK for Ruby

® Note

21

RubyE Ar&3t0{ Lambdaz SQS Hix| &5 AmE 20 gfL(CH

# Copyright Amazon.com, Inc. or its affiliates
# SPDX-License-Identifier: Apache-2.0
require 'json'

. All Rights Reserved.

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end

end
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require 'base64'

def lambda_handler(event:, context:)
# Iterate through keys
event['records'].each do |key, records|
puts "Key: #{key}"

# Iterate through records
records.each do |record|
puts "Record: #{record}"
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# Decode baseb4
msg = Base64.decodeb64(record['value'])
puts '"Message: #{msg}"
end
end
end

SDK for RubyE& A& 8t Amazon Polly 04| %]l
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require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: 'en-US')

resp.voices.each do |v|
puts v.name
puts " #{v.gender}"
puts
end
rescue StandardError => e
puts 'Could not get voices'
puts 'Error message:'
puts e.message
end

- API0f| CHEF M5 HE = AWS SDK for Ruby API & Z 9| DescribeVoicesE & Z5HM| 2.

ListLexicons

Cl2 ZE o A|E ListLexiconsQ| At WtHe HoiFL|C}.

SDK for Ruby
(@ Note
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MHSHE WHES HEHL.

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

£
e

269


https://docs.aws.amazon.com/goto/SdkForRubyV3/polly-2016-06-10/DescribeVoices
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/polly#code-examples

AWS SDK for Ruby JHeER 7Hol=

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.list_lexicons

resp.lexicons.each do |1]|
puts 1l.name
puts " Alphabet:#{1l.attributes.alphabet}"
puts " Language:#{1l.attributes.languagel}"
puts
end
rescue StandardError => e
puts 'Could not get lexicons'
puts 'Error message:'
puts e.message
end

 APIO| CHEF M| HE = AWS SDK for Ruby API & X 9| ListLexicons& & ZE5HMIL.
SynthesizeSpeech
CHE ZE o Al= SynthesizeSpeechQ| AFE WH¥iE Eo{FLICH
SDK for Ruby
(® Note
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require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Get the filename from the command line
if ARGV.empty?
puts 'You must supply a filename'
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exit 1
end

filename = ARGV[O]

# Open file and get the contents as a string
if File.exist?(filename)
contents = I0.read(filename)
else
puts "No such file: #{filename}"
exit 1
end

# Create an Amazon Polly client using

# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: 'mp3',
text: contents,
voice_id: 'Joanna'

1)

# Save output

# Get just the file name

# abc/xyz.txt -> xyx.txt

name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split('."')

first_part = parts[0]

mp3_file = "#{first_part}.mp3"

I0.copy_stream(resp.audio_stream, mp3_file)

puts "Wrote MP3 content to: #{mp3_file}"
rescue StandardError => e

puts 'Got error:'

puts 'Error message:'

puts e.message
end
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require 'aws-sdk-rds'
require 'logger'

# RDSManager is a class responsible for managing RDS operations
# such as listing all RDS DB instances in the current AWS account.
class RDSManager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all RDS DB instances in the current AWS account.
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def list_db_instances
@logger.info('Listing RDS DB instances')

paginator = @client.describe_db_instances

[]

instances

paginator.each_page do |page|
instances.concat(page.db_instances)
end

if instances.empty?
@logger.info('No instances found.')
else
@logger.info("Found #{instances.count} instance(s):")
instances.each do |instance|
@logger.info(" * #{instance.db_instance_identifier}
(#{instance.db_instance_status})")
end
end
end
end

if $PROGRAM_NAME == _ FILE__
rds_client = Aws::RDS::Client.new(region: 'us-west-2')
manager = RDSManager.new(rds_client)
manager.list_db_instances

end
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

Create a snapshot for an Amazon Relational Database Service (Amazon RDS)
DB instance.

@param rds_resource [Aws::RDS::Resource] The resource containing SDK logic.
@param db_instance_name [String] The name of the Amazon RDS DB instance.
@return [Aws::RDS::DBSnapshot, nil] The snapshot created, or nil if error.
def create_snapshot(rds_resource, db_instance_name)
id = "snapshot-#{rand(10**6)}"
db_instance = rds_resource.db_instance(db_instance_name)
db_instance.create_snapshot({
db_snapshot_identifier: id
D)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create DB instance snapshot #{id}:\n #{e.message}"
end

#
#
#
#
#
#

« API M| HE = AWS SDK for Ruby API & Z 9| CreateDBSnapshot2 & Z5tM 2.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instances.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all DB instances, or nil if error.
def list_instances(rds_resource)
db_instances = []
rds_resource.db_instances.each do |i]
db_instances.append({
"name": i.id,
"status": i.db_instance_status
1)
end
db_instances
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instances:\n#{e.message}"
end

- API M2 HE = AWS SDK for Ruby API & Z 9| DescribeDBInstances& & Z5HA| 2.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.

#

# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.

def list_parameter_groups(rds_resource)
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parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
b
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

- API M|§ HE = AWS SDK for Ruby API & Z 9| DescribeDBParameterGroups& & = 3HA| L.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description

1)

end
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parameter_groups
rescue Aws::Errors::ServiceError => e

puts "Couldn't list parameter groups:\n #{e.message}"
end

- API M HE = AWS SDK for Ruby API & Z= O] DescribeDBParameters 2 = 35HAM2.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instance

# snapshots.
#

AMZR4 Ol
=

=

# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.

# @return instance_snapshots [Array, nil] All instance snapshots, or nil if
def list_instance_snapshots(rds_resource)
instance_snapshots = []
rds_resource.db_snapshots.each do |s|
instance_snapshots.append({
"id": s.snapshot_id,
"status": s.status
)
end
instance_snapshots
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instance snapshots:\n #{e.message}"
end

error.
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# Ruby code here.

require 'aws-sdk-rds'
require 'json'
require 'mysql2'’

def lambda_handler(event:, context:)
endpoint = ENV['DBEndpoint'] # Add the endpoint without https"

port = ENV['Port'] # 3306
user = ENV['DBUser']
region = ENV['DBRegion'] # 'us-east-1'

db_name = ENV['DBName']

credentials = Aws::Credentials.new(
ENV['AWS_ACCESS_KEY_ID'],
ENV['AWS_SECRET_ACCESS_KEY'],
ENV['AWS_SESSION_TOKEN']

)

rds_client = Aws::RDS::AuthTokenGenerator.new(
region: region,
credentials: credentials
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token = rds_client.auth_token(
endpoint: endpoint+ ':' + port,
user_name: user,
region: region

begin
conn = Mysql2::Client.new(
host: endpoint,
username: user,
password: token,
port: port,
database: db_name,
sslca: '/var/task/global-bundle.pem',
sslverify: true,
enable_cleartext_plugin: true

)
a=3
b =2

result = conn.query("SELECT #{a} + #{b} AS sum").first['sum']
puts result
conn.close

{
statusCode: 200,
body: result.to_json

}
rescue => e
puts "Database connection failed due to #{el}"
end
end
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# frozen_string_literal: true

# S3Manager is a class responsible for managing S3 operations
# such as listing all S3 buckets in the current AWS account.
class S3Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end
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# Lists and prints all S3 buckets in the current AWS account.

def list_buckets
@logger.info('Here are the buckets in your account:')

response = @client.list_buckets

if response.buckets.empty?
@logger.info("You don't have any S3 buckets yet.")
else
response.buckets.each do |bucket|
@logger.info("- #{bucket.name}")
end
end
rescue Aws::Errors::ServiceError => e
@logger.error("Encountered an error while listing buckets:
end
end

if $PROGRAM_NAME == _ FILE__
s3_client = Aws::S3::Client.new
manager = S3Manager.new(s3_client)
manager.list_buckets

end

#{e.messagel}")
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require 'aws-sdk-s3'

# Wraps the getting started scenario actions.
class ScenarioGettingStarted
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Creates a bucket with a random name in the currently configured account and
# AWS Region.
#
# @return [Aws::S3::Bucket] The newly created bucket.
def create_bucket
bucket = @s3_resource.create_bucket(
bucket: "amzn-s3-demo-bucket-#{Random.uuid}",
create_bucket_configuration: {
location_constraint: 'us-east-1' # NOTE: only certain regions permitted

)
puts("Created demo bucket named #{bucket.name}.")
rescue Aws::Errors::ServiceError => e
puts('Tried and failed to create demo bucket.')
puts("\t#{e.code}: #{e.messagel}")
puts("\nCan't continue the demo without a bucket!")
raise
else
bucket
end

# Requests a file name from the user.
#
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# @return The name of the file.
def create_file

File.open('demo.txt', w) { |f| f.write('This is a demo file.') }
end

# Uploads a file to an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket object representing the upload
destination
# @return [Aws::S3::0bject] The Amazon S3 object that contains the uploaded file.
def upload_file(bucket)
File.open('demo.txt', 'w+') { |f| f.write('This is a demo file.') }
s3_object = bucket.object(File.basename('demo.txt"'))
s3_object.upload_file('demo.txt"')
puts("Uploaded file demo.txt into bucket #{bucket.name} with key
#{s3_object.key}.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't upload file demo.txt to #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
s3_object
end

# Downloads an Amazon S3 object to a file.
#
# @param s3_object [Aws::S3::0bject] The object to download.
def download_file(s3_object)
puts("\nDo you want to download #{s3_object.key} to a local file (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
puts('Enter a name for the downloaded file: ')
file_name = gets.chomp
s3_object.download_file(file_name)
puts("Object #{s3_object.key} successfully downloaded to #{file_name}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't download #{s3_object.key}.")
puts('"\t#{e.code}: #{e.messagel}")
raise
end

# Copies an Amazon S3 object to a subfolder within the same bucket.
#
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# @param source_object [Aws::S3::0bject] The source object to copy.
# @return [Aws::S3::0bject, nil] The destination object.
def copy_object(source_object)
dest_object = nil
puts("\nDo you want to copy #{source_object.key} to a subfolder in your bucket

(y/m)? ")
answer = gets.chomp.downcase
if answer == 'y'

dest_object = source_object.bucket.object("demo-folder/#{source_object.key}")
dest_object.copy_from(source_object)
puts("Copied #{source_object.key} to #{dest_object.key}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't copy #{source_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
dest_object
end

# Lists the objects in an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to query.
def list_objects(bucket)
puts("\nYour bucket contains the following objects:")
bucket.objects.each do |obj]|
puts("\t#{obj.key}")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't list the objects in bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")

7|2 ALE 285



AWS SDK for Ruby

JHeER 7Hol=

end
rescue Aws::Errors::ServiceError => e

puts("Couldn't empty and delete bucket #{bucket.name}.")

puts("\t#{e.code}: #{e.messagel}")
raise
end

end

#

Runs the Amazon S3 getting started scenario.

def run_scenario(scenario)

puts('-' * 88)

puts('Welcome to the Amazon S3 getting started demo!')

puts('-' * 88)

bucket = scenario.create_bucket
s3_object = scenario.upload_file(bucket)
scenario.download_file(s3_object)
scenario.copy_object(s3_object)
scenario.list_objects(bucket)
scenario.delete_bucket(bucket)

puts('Thanks for watching!')
puts('-' * 88)

rescue Aws::Errors::ServiceError

puts('Something went wrong with the demo!')

end

run_scenario(ScenarioGettingStarted.new(Aws: :S3:

« AP| M|¥ HE = AWS SDK for Ruby API & Z= 9| C}
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:Resource.new)) if $PROGRAM_NAME ==
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket and rename it with the
target key.
#
# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
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end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyWrapper.new(source_bucket.object(source_key))
target_bucket Aws: :S3::Bucket.new(target_bucket_name)
target_object = wrapper.copy_object(target_bucket, target_key)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key}."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectCopyEncryptWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket, rename it with the target
key, and encrypt it.

#

# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
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# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key, encryption)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key,
server_side_encryption: encryption)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "amzn-s3-demo-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "amzn-s3-demo-bucket2"

target_key = "my-target-file.txt"
target_encryption = "AES256"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyEncryptWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)

target_object = wrapper.copy_object(target_bucket, target_key, target_encryption)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key} and "\
"encrypted the target with #{target_object.server_side_encryption}
encryption."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
'None. You must create a bucket before you can get its location!'
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
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rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{ebucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("amzn-s3-demo-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
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bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

AWS SDK for Ruby API & = 9| DeleteBucket2 EHZESHMR.
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Deletes the CORS configuration of a bucket.
#
# @return [Boolean] True if the CORS rules were deleted; otherwise, false.
def delete_cors
@bucket_cors.delete
true

292

£
e


https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/DeleteBucket
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/s3#code-examples

AWS SDK for Ruby JHeER 7Hol=

rescue Aws::Errors::ServiceError => e
puts "Couldn't delete CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

def delete_policy
@bucket_policy.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete the policy from #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

£
e

293


https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/DeleteBucketCors
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/s3#code-examples

AWS SDK for Ruby JHeER 7Hol=

end
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == 'y'
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.

def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Gets the CORS configuration of a bucket.
#

# @return [Aws::S3::Type::GetBucketCorsOutput, nil] The current CORS configuration
for the bucket.
def cors
@bucket_cors.data
rescue Aws::Errors::ServiceError => e
puts "Couldn't get CORS configuration for #{e@bucket_cors.bucket.name}. Here's
why: #{e.messagel}"
nil
end

end
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Gets the policy of a bucket.
#
# @return [Aws::S3::GetBucketPolicyOutput, nil] The current bucket policy.
def policy
policy = @bucket_policy.data.policy
policy.respond_to?(:read) ? policy.read : policy
rescue Aws::Errors::ServiceError => e
puts "Couldn't get the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
nil
end

end
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object directly to a file.
#
# @param target_path [String] The path to the file where the object is downloaded.
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def get_object(target_path)
@object.get(response_target: target_path)
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{e@object.key}. Here's why: #{e.messagel}"
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"
target_path = "my-object-as-file.txt"

wrapper = ObjectGetWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
obj_data = wrapper.get_object(target_path)
return unless obj_data
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puts "Object #{object_key} (#{obj_data.content_length} bytes} downloaded to

#{target_path}."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectGetEncryptionWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.

def initialize(object)
@object = object
end

# Gets the object into memory.
#

# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if

successful; otherwise nil.
def object
@object.get
rescue Aws::Errors::ServiceError => e

puts "Couldn't get object #{eobject.key}.

end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectGetEncryptionWrapper.new(Aws

object_key))
obj_data = wrapper.get_object
return unless obj_data

encryption = obj_data.server_side_encryption.nil? ? 'no

obj_data.server_side_encryption

Here's why: #{e.message}"

::S3::0bject.new(bucket_name,
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puts "Object #{object_key} uses #{encryption} encryption."
end

run_demo if $PROGRAM_NAME == _ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectExistsWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An Amazon S3 object.
def initialize(object)

@object = object
end

# Checks whether the object exists.
#
# @return [Boolean] True if the object exists; otherwise false.
def exists?
@object.exists?
rescue Aws::Errors::ServiceError => e
puts "Couldn't check existence of object #{@object.bucket.name}:#{@object.key}.
Here's why: #{e.messagel}"
false
end
end
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# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object.txt"

wrapper = ObjectExistsWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
exists = wrapper.exists?

puts "Object #{object_key} #{exists ? 'does' : 'does not'} exist."
end
run_demo if $PROGRAM_NAME == __ FILE__

 API M5 M= = AWS SDK for Ruby API & Z 2| HeadObjectg& & ZE M 2.
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require 'aws-sdk-s3'

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
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# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts 'Found these buckets:'
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE__

« API M5 ME = AWS SDK for Ruby API 2t Z 9| ListBucketsZ 2 Z35HMI2.
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket actions.
class BucketListObjectsWrapper
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attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
def initialize(bucket)

@bucket = bucket
end

# Lists object in a bucket.
#
# @param max_objects [Integer] The maximum number of objects to list.
# @return [Integer] The number of objects listed.
def list_objects(max_objects)
count = 0
puts "The objects in #{@bucket.name} are:"
@bucket.objects.each do |obj|
puts "\t#{obj.key}"
count += 1
break if count == max_objects
end
count
rescue Aws::Errors::ServiceError => e
puts "Couldn't list objects in bucket #{bucket.name}. Here's why: #{e.message}"
0
end
end

# Example usage:
def run_demo
bucket_name = "amzn-s3-demo-bucket"

wrapper = BucketListObjectsWrapper.new(Aws: :S3::Bucket.new(bucket_name))
count = wrapper.list_objects(25)
puts "Listed #{count} objects."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Sets CORS rules on a bucket.
#
# @param allowed_methods [Array<String>] The types of HTTP requests to allow.
# @param allowed_origins [Array<String>] The origins to allow.
# @returns [Boolean] True if the CORS rules were set; otherwise, false.
def set_cors(allowed_methods, allowed_origins)
@bucket_cors.put(
cors_configuration: {
cors_rules: [
{
allowed_methods: allowed_methods,
allowed_origins: allowed_origins,
allowed_headers: %w[*],
max_age_seconds: 3600

)

true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
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false
end

end

« API M5 HE = AWS SDK for Ruby API & Z 9| PutBucketCors& & ZE5HAI2.
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Sets a policy on a bucket.
#
def policy(policy)
@bucket_policy.put(policy: policy)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end
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require 'aws-sdk-s3'

# Wraps Amazon S3 bucket website actions.
class BucketWebsiteWrapper
attr_reader :bucket_website

# @param bucket_website [Aws::S3::BucketWebsite] A bucket website object
configured with an existing bucket.
def initialize(bucket_website)
@bucket_website = bucket_website
end

# Sets a bucket as a static website.
#
# @param index_document [String] The name of the index document for the website.
# @param error_document [String] The name of the error document to show for 4XX
errors.
# @return [Boolean] True when the bucket is configured as a website; otherwise,
false.
def set_website(index_document, error_document)
@bucket_website.put(
website_configuration: {
index_document: { suffix: index_document },
error_document: { key: error_document }

}
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true
rescue Aws::Errors::ServiceError => e
puts "Couldn't configure #{@bucket_website.bucket.name} as a website. Here's
why: #{e.message}"
false
end
end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
index_document = "index.html"
error_document = "40Q4.html"

wrapper = BucketWebsiteWrapper.new(Aws::S3::BucketWebsite.new(bucket_name))
return unless wrapper.set_website(index_document, error_document)

puts "Successfully configured bucket #{bucket_name} as a static website."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
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class ObjectUploadFileWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws::S3::0bject.new(bucket_name,
object_key))
return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."

end

run_demo if $PROGRAM_NAME == __ FILE__

Object.putE AI&35to] IS Y2 = FHLCY.

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
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class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object(source_file_path)
File.open(source_file_path, 'rb') do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "amzn-s3-demo-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper = ObjectPutWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success

puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == __ FILE__

require 'aws-sdk-s3'

# Wraps Amazon S3 object actions.
class ObjectPutSseWrapper
attr_reader :object
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# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object_encrypted(object_content, encryption)
@object.put(body: object_content, server_side_encryption: encryption)
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't put your content to #{object.key}. Here's why: #{e.message}"
false

end

end

# Example usage:
def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-encrypted-content"
object_content = "This is my super-secret content."

encryption = "AES256"

wrapper = ObjectPutSseWrapper.new(Aws::S3::0bject.new(bucket_name,
object_content))

return unless wrapper.put_object_encrypted(object_content, encryption)

puts "Put your content into #{bucket_name}:#{object_key} and encrypted it with
#{encryption}."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'aws-sdk-s3'
require 'net/http'

#
#
#
#
#

Creates a presigned URL that can be used to upload content to an object.

@param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
@param object_key [String] The key to give the uploaded object.
@return [URI, nil] The parsed URI if successful; otherwise nil.

def get_presigned_url(bucket, object_key)

url = bucket.object(object_key).presigned_url(:put)
puts "Created presigned URL: #{url}"
URI(url)

rescue Aws::Errors::ServiceError => e

puts "Couldn't create presigned URL for #{bucket.name}:#{object_key}. Here's why:

#{e.message}"
end

#

Example usage:

def run_demo

bucket_name = "amzn-s3-demo-bucket"
object_key = "my-file.txt"
object_content = "This is the content of my-file.txt."

bucket = Aws::S3::Bucket.new(bucket_name)
presigned_url = get_presigned_url(bucket, object_key)
return unless presigned_url

response = Net::HTTP.start(presigned_url.host) do |http]
http.send_request('PUT', presigned_url.request_uri, object_content,

'content_type' => '')

end

case response
when Net::HTTPSuccess
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puts 'Content uploaded!'

else
puts response.value

end
end

run_demo if $PROGRAM_NAME == __ FILE__
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require 'json'
uri

require
require 'aws-sdk'

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type

bucket = event['Records'][0Q]['s3']['bucket']['name']

key = URI.decode_www_form_component(event['Records']J[@]['s3']['object']['key'],

Encoding: :UTF_8)
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begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist
and your bucket is in the same region as this function."
raise e
end
end

SDK for RubyE& A& 8t Amazon SES 0/ A|
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

D)
status = attrs.verification_attributes[email].verification_status
# Display email addresses that have been verified

puts email if status == 'Success'
end

« API M|& HE = AWS SDK for Ruby API & Z O] GetldentityVerificationAttributes& & ZEHMIL.

ListIdentities

fjo
HL

Cl2 T E A|E ListIdentitiesQ| At b O4& L|Ct.

bal
-
o}
+

313

il
I


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/ses/v1#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/email-2010-12-01/GetIdentityVerificationAttributes

AWS SDK for Ruby

JHeER 7Hol=

SDK for Ruby
@® Note
GitHubOll . Bt 2 LH0| Q)/&LICt AWS Z = of 2|ZX|EZ|0IAM HMA| o E &1

MEsHe WS HUEHL.

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities
ids = client.list_identities({
identity_type: 'EmailAddress'
b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({

identities: [email]

D)
status = attrs.verification_attributes[email].verification_status
# Display email addresses that have been verified

puts email if status == 'Success'
end
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace sendereexample.com with your "From" address.
# This address must be verified with Amazon SES.
sender = 'sender@example.com'

# Replace recipienteexample.com with a "To" address. If your account
# is still in the sandbox, this address must be verified.
recipient = 'recipienteexample.com'

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.
#  configsetname = "ConfigSet"

# The subject line for the email.
subject = 'Amazon SES test (AWS SDK for Ruby)'

# The HTML body of the email.

htmlbody =
'<hl>Amazon SES test (AWS SDK for Ruby)</hl1>'\
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"'\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
'AWS SDK for Ruby</a>.'

# The email body for recipients with non-HTML email clients.
textbody = 'This email was sent with Amazon SES using the AWS SDK for Ruby.'

# Specify the text encoding scheme.
encoding = 'UTF-8'

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')
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# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [

recipient
]
I
message: {
body: {
html: {
charset: encoding,
data: htmlbody
I
text: {
charset: encoding,
data: textbody
}
},
subject: {
charset: encoding,
data: subject
}
I

source: sender
# Uncomment the following line to use a configuration set.
# configuration_set_name: configsetname,

puts "Email sent to #{recipient}"
# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace recipienteexample.com with a "To" address.
recipient = 'recipienteexample.com'

# Create a new SES resource in the us-west-2 region.

# Replace us-west-2 with the AWS Region you're using for Amazon SES.

ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to verify email address.
begin
ses.verify_email_identity({
email_address: recipient

)
puts "Email sent to #{recipient}"

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => e

puts "Email not sent. Error message: #{e}"
end
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require 'aws-sdk-sesv2'
require_relative 'config' # Recipient and sender email addresses.

# Set up the SESv2 client.
client = Aws::SESV2::Client.new(region: AWS_REGION)

def send_email(client, sender_email, recipient_email)
response = client.send_email(

{

from_email_address: sender_email,
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destination: {
to_addresses: [recipient_email]
},
content: {
simple: {
subject: {
data: 'Test email subject'
.
body: {
text: {
data: 'Test email body'

puts "Email sent from #{SENDER_EMAIL} to #{RECIPIENT_EMAIL} with message ID:
#{response.message_id}"
end

send_email(client, SENDER_EMAIL, RECIPIENT_EMAIL)
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# This class demonstrates how to create an Amazon Simple Notification Service (SNS)
topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.messagel}"
false
end
end

# Example usage:
if $PROGRAM_NAME == _ FILE
topic_name = 'YourTopicName' # Replace with your topic name
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sns_topic_creator = SNSTopicCreator.new
puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts 'The topic was not created. Stopping program.'
exit 1
end
end
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# This class demonstrates how to list subscriptions to an Amazon Simple Notification
Service (SNS) topic
class SnsSubscriptionLister
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Lists subscriptions for a given SNS topic
# @param topic_arn [String] The ARN of the SNS topic
# @return [Types::ListSubscriptionsResponse] subscriptions: The response object
def list_subscriptions(topic_arn)
@logger.info("Listing subscriptions for topic: #{topic_arn}")
subscriptions = @sns_client.list_subscriptions_by_topic(topic_arn: topic_arn)
subscriptions.subscriptions.each do |subscription]|
@logger.info("Subscription endpoint: #{subscription.endpoint}")
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end
subscriptions
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error listing subscriptions: #{e.messagel}")
raise
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
sns_client = Aws::SNS::Client.new
topic_arn = 'SNS_TOPIC_ARN' # Replace with your SNS topic ARN
lister = SnsSubscriptionLister.new(sns_client)

begin
lister.list_subscriptions(topic_arn)
rescue StandardError => e
puts "Failed to list subscriptions: #{e.messagel}"

exit 1
end
end
. er” F "4
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require 'aws-sdk-sns' # v2: require 'aws-sdk'
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def list_topics?(sns_client)
sns_client.topics.each do |topic|
puts topic.arn
rescue StandardError => e
puts "Error while listing the topics: #{e.message}"
end
end

def run_me
region = 'REGION'
sns_client = Aws::SNS::Resource.new(region: region)
puts 'Listing the topics.'
return if list_topics?(sns_client)
puts 'The bucket was not created. Stopping program.'
exit 1

end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__
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# Service class for sending messages using Amazon Simple Notification Service (SNS)
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class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param message [String] The message to send

# @return [Boolean] true if message was successfully sent, false otherwise

def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)
@logger.info("Message sent successfully to #{topic_arn}.")
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while sending the message: #{e.messagel}")
false

end

end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_arn = 'SNS_TOPIC_ARN' # Should be replaced with a real topic ARN
message = 'MESSAGE' # Should be replaced with the actual message content

sns_client = Aws::SNS::Client.new
message_sender = SnsMessageSender.new(sns_client)

@logger.info('Sending message.')
unless message_sender.send_message(topic_arn, message)
@logger.error('Message sending failed. Stopping program.')
exit 1
end
end
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# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@sSNns_resource = Sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set
def enable_resource(topic_arn, resource_arn, policy_name)
policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_azrn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
b
@logger.info("Policy #{policy_name} set successfully for topic #{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.messagel}")
end

private

# Generates a policy string with dynamic resource ARNs
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#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string
def generate_policy(topic_arn, resource_arn)
{
Version: '2008-10-17',
Id: '__default_policy_ID',
Statement: [{
Sid: '__default_statement_ID',
Effect: 'Allow',
Principal: { "AwS": '*' 3},
Action: ['SNS:Publish'],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn

}
1]
}.to_json
end
end

# Example usage:

if $PROGRAM_NAME == __ FILE__
topic_arn = 'MY_TOPIC_ARN' # Should be replaced with a real topic ARN
resource_arn = 'MY_RESOURCE_ARN' # Should be replaced with a real resource ARN
policy_name = 'POLICY_NAME' # Typically, this is "Policy"

sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)
end

« RtM[EF HE &= AWS SDK for Ruby 7HEFXF OFHLIAME R ESHAIL.
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require 'aws-sdk-sns'
require 'logger'

# Represents a service for creating subscriptions in Amazon Simple Notification
Service (SNS)
class SubscriptionService
# Initializes the SubscriptionService with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Attempts to create a subscription to a topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param protocol [String] The subscription protocol (e.g., email)
# @param endpoint [String] The endpoint that receives the notifications (email
address)
# @return [Boolean] true if subscription was successfully created, false otherwise
def create_subscription(topic_arn, protocol, endpoint)
@sns_client.subscribe(topic_arn: topic_arn, protocol: protocol, endpoint:
endpoint)
@logger.info('Subscription created successfully.')
true
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while creating the subscription: #{e.message}")
false
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end
end

# Main execution if the script is run directly

if $PROGRAM_NAME == _ FILE__
protocol = 'email'
endpoint = 'EMAIL_ADDRESS' # Should be replaced with a real email address
topic_arn = 'TOPIC_ARN' # Should be replaced with a real topic ARN

sns_client = Aws::SNS::Client.new
subscription_service = SubscriptionService.new(sns_client)

@logger.info('Creating the subscription.')
unless subscription_service.create_subscription(topic_arn, protocol, endpoint)
@logger.error('Subscription creation failed. Stopping program.')
exit 1
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

begin
queue_name = 'my-queue'
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Receive up to 10 messages

receive_message_result_before = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)

puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message|
sqs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 30 # This message will not
be visible for 30 seconds after first receipt.
1)

end

# Try to retrieve the original messages after setting their visibility timeout.
receive_message_result_after = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10

1)
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puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."
rescue Aws::SQS::Errors::NonExistentQueue

puts "Cannot receive messages for a queue named '#{queue_name}', as it does not
exist."
end
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# This code example demonstrates how to create a queue in Amazon Simple Queue
Service (Amazon SQS).

require 'aws-sdk-sqgs'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_name [String] The name of the queue.

# @return [Boolean] true if the queue was created; otherwise, false.

# @example

# exit 1 unless queue_created?(

# ws::5SQS::Client.new(region: 'us-west-2'),

# 'my-queue’

#

)

def queue_created?(sqgs_client, queue_name)
sqs_client.create_queue(queue_name: queue_name)
true

rescue StandardError => e

puts "Error creating queue: #{e.messagel}"

false
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end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'’

sgs_client = Aws::SQS::Client.new(region: region)

puts "Creating the queue named '#{queue_name}'..."

if queue_created?(sqs_client, queue_name)
puts 'Queue created.'
else
puts 'Queue not created.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: 'us-west-2')

sgs.delete_queue(queue_url: URL)
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require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @example
# list_queue_urls(Aws::SQS::Client.new(region: 'us-west-2'))
def list_queue_urls(sqgs_client)
queues = sqgs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.messagel}"
end

Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@example
list_queue_attributes(
Aws::5SQS::Client.new(region: 'us-west-2'),
'"https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
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# )
def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: ['All']

attributes.attributes.each do |key, value|
puts "#{key}: #{value}"
end
rescue StandardError => e
puts "Error getting queue attributes: #{e.messagel}"
end

# Full example call:

# Replace us-west-2 with the AWS Region you're using for Amazon SQS.

def run_me
region = 'us-west-2'
queue_name = 'my-queue'

sgs_client Aws::SQS::Client.new(region: region)

puts 'Listing available queue URLs...'
list_queue_urls(sqgs_client)

sts_client = Aws::STS::Client.new(region: region)

# For example:
# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_name}"
puts "\nGetting information about queue '#{queue_name}'..."
list_queue_attributes(sqs_client, queue_url)
end
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require 'aws-sdk-sgs'
require 'aws-sdk-sts'

Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).

#
#
# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param max_number_of_messages [Integer] The maximum number of messages
# to receive. This number must be 10 or less. The default is 10.

# @example

# receive_messages(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

# 10

#

)

def receive_messages(sqs_client, queue_url, max_number_of_messages = 10)
if max_number_of_messages > 10
puts 'Maximum number of messages to receive must be 10 or less. ' \
'Stopping program.'
return
end

response = sqgs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts 'No messages to receive, or all messages have already ' \
'been previously received.'
return
end
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response.messages.each do |message|

puts '-' * 20

puts '"Message body: #{message.body}"

puts '"Message ID: #{message.message_id}"
end

rescue StandardError => e
puts "Error receiving messages: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'

queue_name = 'my-queue'

max_number_of_messages = 10

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Receiving messages from queue '#{queue_namel}'...'

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

« API M8 HE = AWS SDK for Ruby API & Z 9| ReceiveMessageE & A 5HMIL.

SendMessage
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AdstE YHS HIEML.

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param message_body [String] The contents of the message to be sent.

# @return [Boolean] true if the message was sent; otherwise, false.

# @example

# exit 1 unless message_sent?(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

# 'This is my message.'

#

)
def message_sent?(sqs_client, queue_url, message_body)
sqs_client.send_message(
queue_url: queue_url,
message_body: message_body
)
true
rescue StandardError => e
puts "Error sending message: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'’
message_body = 'This is my message.'

sts_client = Aws::STS::Client.new(region: region)
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# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending a message to the queue named '#{queue_namel}'...

if message_sent?(sqs_client, queue_url, message_body)
puts 'Message sent.'
else
puts 'Message not sent.'
end
end

# Example usage:
run_me if $PROGRAM_NAME == _ FILE__

« API MI¥ HE = AWS SDK for Ruby API 2 Z 0] SendMessageE 2 Z5HMIQ.

SendMessageBatch
Ct2 ZE 0 Al= SendMessageBatchf| A& W2 2 o4& LICtH
SDK for Ruby

® Note

GitHuboll . Bf2 LI 0| l&LICH AWS ZE o 2|ZX|EZ|0|M A o E &1 H™ gl

AdstE YHES HIYEMR.

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

#

# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param entries [Hash] The contents of the messages to be sent,
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# in the correct format.

# @return [Boolean] true if the messages were sent; otherwise, false.
# @example

# exit 1 unless messages_sent?(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# [

# {

# id: 'Messagel’,

# message_body: 'This is the first message.'

# },

# {

# id: 'Message2',

# message_body: 'This is the second message.'

# }

# ]

#

)
def messages_sent?(sqs_client, queue_url, entries)
sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries
)
true
rescue StandardError => e
puts "Error sending messages: #{e.messagel}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = 'us-west-2'
queue_name = 'my-queue'
entries = [

{

id: 'Messagel'’,
message_body: 'This is the first message.'

},
{

id: 'Message?’,

message_body: 'This is the second message.'
}

bal
-
o}
+

339

il
I



AWS SDK for Ruby

sts_client = Aws::STS::Client.new(region: region)

# For example:
# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs.#{region}.amazonaws.com/
#{sts_client.get_caller_identity.account}/#{queue_namel}"

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending messages to the queue named '#{queue_name}'..."

if messages_sent?(sqs_client, queue_url, entries)
puts 'Messages sent.'
else
puts 'Messages not sent.'
end
end

« APIO] CHB M| ME = AWS SDK for Ruby APl & % | SendMessageBatchE 2t X &HAMI2.
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)
event['Records'].each do |message|
process_message(message)
end
puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end

Amazon SQS E2|7HZ Lambda &0 CHE HiX| &= Alnjf 2

AL oKX= SQS CH7|Zol|lM O|HEE =+ 4&letE Lambda &0l CHEH F & HiX| SH S F&dst
e 20iFLICE Ol = SH2Z HIR| 2

= g 8 &= AIE E15t0 LESol siiE HAIX[E CHA| Al
E3tT 5 Lambdaol 215 & EHL|CT
SDK for Ruby

® Note

RubyE& At&3t0{ LambdaZ SQS Hix| &5 AlfE 2 gfLct

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event

batch_item_failures = []
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sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end
end
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@® Note
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AdstE YHS HIEML.

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: 'create-use-assume-role-scenario'
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end
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« Lambda
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 Amazon Textract

« Amazon Translate
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AWS SDK for Ruby EH% 1 EE= 20{| A AWS SDK for Ruby
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Side-by-side A&
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ZHErStA| o & S Cha 1t Z &L

require 'aws-sdk-v1l' # version 1
require 'aws-sdk' # version 2
require 'aws-sdk-s3' # version 3

s3 = AWS::S3::Client.new # version 1

s3 = Aws::S3::Client.new # version 2 or 3
7 3 SDKE AFE5617| I8l 712 2 HX 1 EEE 2 AEE CHA| £ Zo = 9iaLIch 2HE olo|a
Ho|M M2F2 BT 3 SDKOI| CHHA{EE M| T EE M= ZdQL|Ch

UHEQ! 70|
A 32 & 7tX| S HollM HA 28t CHELICH

o Zt MH|IAE HEO|gem 2 AL E = /U&LICH.

HZ 2= 02] 7tX| S8 HoilA HA 11 CHELICH

o Aws 2 AWS 7to] R E H|YUADHO|A TV CIELICH 2t 5 AI20| 7ls &L

* Aws.config - O|A| HIME7} ol vanilla Ruby HA| LTt

o UZASH MAMXI SM - 10 Z2I0|HEL 2|AA ZHA|E AAIEH 1 2
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# version 1
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AWS::S3::Client.new(http_reed_timeout: 10)
# oops, typo'd option is ignored

# version 2
ws::S3::Client.new(http_reed_timeout: 10)
# => raises ArgumentError
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# version 1
resp = AWS::EC2::Client.new.describe_security_groups
resp.security_group_set

#t=> [...]

# version 2
resp = Aws::EC2::Client.new.describe_security_groups
resp.security_groups

#=> [...]
« Aws::SWF::Client - HM 2= X8 E SEHE A83t= BHH, T 12 vanilla Ruby SHA|E At
rLct.
- MH|A Z2iA O|& HIF 7| - HA 2= 042] MH|Ao0f CH3H CtS 3 ZH 0| CHE O|&S AFSELICH
« AWS::SimpleWorkflowE Aws: :SWF7} ElLICH
« AWS::ELBE Aws: :ElasticlLoadBalancing7t ELICH.
« AWS::SimpleEmailServiceE Aws::SES7} ELICH.
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« :use_sslO| MAEIRELICH HH 2= 2 E /x| SSLE AFS & LICH SSL2 H|E A 35}5tE
™ :endpoint& AFR3St= http://E FA5H0F EFLICH

« :ssl_ca_file7t O|A| :ssl_ca_bundle®IL|Ct.

« :ssl_ca_path7t O|A| :ssl_ca_directory®JL|C}.

« :ssl_ca_store F7}.

 :endpoint’7} ZAE 0|5 CH&l HEHE HTTP & HTTPS URI040F & L|CH

« ZF MH[|AO0] CHBt . *_port SMO0| M7 O|A| :endpointE HIFRRI& LICE.

 :user_agent_prefix7} O|A| :user_agent_suffix&IL|Ct.

oA RHO|
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# version 1
s3 = AWS::S3.new

# version 2
s3 = Aws::S3::Resource.new

« HZX EBlAA-HT2SDKE 221 i 2|AA getterE CHEH 22 F 719 M2 CIE HIMEZR

# version 1
s3.buckets['bucket-name'].objects['key'].delete

# version 2
s3.bucket('bucket-name').object('key').delete
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« AWS SDK for Ruby2| CIO|E{ 5

« AWS SDK for Ruby 2] Identity and Access Management

« AWS SDK for Rubydll CHEt 7 &+ A5

« AWS SDK for Ruby2| 5 ¢4=1
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« AWS SDK for Rubyd|AM #|4 TLS HH M
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ruby -r rbconfig -e 'puts RbConfig::CONFIG["configure_args"]'
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Of gfLICt ol B2 E 7|55l SLICH OpenSSL HME &Qlste{™ O BES U=ghLct.

cd /path/to/openssl
bin/openssl version
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aws-sdk-s3 gem2 MX[t= TEMEO| AR HTM SMS AL&35t04 Z|4 H{T 1.76.00] M%|Z/0q
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gem install aws-sdk-s3 -v '>= 1.76.0'

Gemfile At

Gemfile2 AI835t01 &M 2 EElste T2MEO| A2 aws-sdk-s3 gem8| 2|A HHE 1.76.022
MgrLct oAl

gem 'aws-sdk-s3', '>= 1.76.0'
1. Gemfileg =X &rL|LC}.

2. bundle update aws-sdk-s32 AYELICH HEES & l5t2d™ bundle info aws-sdk-
s32 A#E LIt
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gem 'aws-sdk', '>= 2.11.562'
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client = Aws::S3::Encryption::Client.new(encryption_key: aes_key)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

glo|alold =

client = Aws::S3::EncryptionV2::Client.new(

Azst U 553 2LI0|MEE V22 0to|2 8ol 357


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/S3/EncryptionV2/Client.html#initialize-instance_method

AWS SDK for Ruby

JHetxt 7hol=
encryption_key: rsa_key,

key_wrap_schema: :rsa_oaep_shal, # the key_wrap_schema must be rsa_oaep_shal for
asymmetric keys

content_encryption_schema:
security_profile:

:v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)

:aes_gcm_no_padding,

client.put_object(bucket: bucket, key: key, body: secret_data)

# No changes
resp = client.get_object(bucket: bucket,

key: key) # No changes
odl: kms_key_id AWS KMS 2} &7 AHE

At otolzgiiol

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)

resp = client.get_object(bucket: bucket, key: key)

otolzglo|Md =

client = Aws::S3::EncryptionV2::Client.new(

kms_key_id: kms_key_id,

key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile:

:v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)

client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No change
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client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)

client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)
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kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes

resp = client.get_object(bucket: bucket, key: key, kms_allow_decrypt_with_any_cmk:
true) # To allow decrypting with any cmk
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client = Aws::S3::EncryptionV2::Client.new(

kms_key_id: :kms_allow_decrypt_with_any_cmk, # set kms_key_id to allow all get_object
requests to use any cmk

key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
resp = client.get_object(bucket: bucket, key: key) # No change
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CFALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY.

/A Warning

ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY ( REQUIRE_ENCRYPT_ALLOW_DECRYPT
IF = REQUIRE_ENCRYPT_REQUIRE_DECRYPT 742! MAH2 AL25l04)E AlE35l0{ 5352

gdstst7| Mol 2 S sHE UM E 21040k 5t B2 E ECH0|METH V3 EE= V3 EAlZ X|H56t
= Mt HHCS 2 YOdO|EEIR=X] & QIFLICH Met X[ 0| iz v2 ECH0|ET &2 ¢
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oto|z2ylo|4d S0ofl FORBID_ENCRYPT_ALLOW_DECRYPT 2! M2 S AI&35l04 v3 EEI0[HET} 7|
OO 2 S 3HE A E 212 = UTE HBALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY3}
MM Q10| A& &E5te = USLICH O|FEHH 5tH M 2E 2|HE YId0|E8 CHE 7| HEE A
85t0 &S5 2 MEtsts oH™Er oto|ad|olM B2 7 MBS ELC.

M BAE el 5 7|Z& ZECI0|UEE YUO|o|EstA|2
V3 ¢35t ZatolpiEE V2 2EH0IIET 7B Mo 2 X|HstE| o B s YTRED 7|+ 7S
S AFSBHLICE 0HO| 230140l & Rl EHAlE V2 = 5t SEI0IHES V3 L= 5 HAE US & 9
S AWS SDK for Ruby HE 22 E|0|E5Hs ZielLich o BAIE 28t of 2301l v2 it
OlRIET} V3 2= 5t SEIOIMER L E5HE HHE HSY 4+ AsLIC

V3 2ct0|MER &5 3HE ZHA|( REQUIRE_ENCRYPT_ALLOW_DECRYPT &£
REQUIRE_ENCRYPT_REQUIRE_DECRYPT 78! HME A2 3t= ZA)E <
74 1.93.0 O| &2 AtE8Hof &LICt o] HEol= 7| 7{5!0| /= AES GCM2
stoil CHEr X|§40| Z & |0 U &LC.

£4™ aws-sdk-s3% b
2 9 §_§|-E| 7Hx|0| Eo

HBZ= 0| A aws-sdk-s3 GemS Mkl TEMEO| AR HM SME AR50 %A B{F 1.208.0
MRIE|ARA= K| =lEhL|Ct

gem install aws-sdk-s3 -v '>= 1.208.0'

Gemfile AF2

Gemfile2 AI&35104 & H2 BElste ZT2MEO| A2 aws-sdk-s3 Gem2| Z|A HTE 1.208.02
2 A-ELct oA

gem 'aws-sdk-s3', '>= 1.208.0'

A

1. Gemfile2 $£7835t0{ £|4& HHS X|IHELICH.
2. £ Al¥lbundle update aws-sdk-s33t0{ Gem

=
3. HXE &92l5t24™ bundle info aws-sdk-s32 AlgfishL|C}.
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-+ :require_encrypt_require_decrypt - 7| HUOE M A E &5355t1n 7| HUCE &5
Sl X o] =350t IS ELICE 2E ZANE 7| HUSE CHA| Y3 35tetn ZE ZEI0|UEE V3
2 Yaoo|=3 FofPto] dHEE AASELCH

security_profile

security_profile ZtZtO|E{= O™ & &3t E2t0|HUE HTOM HHE A ei7[ol CHEt XS
ZEELIch of matdle &= oto|azold Sof oI HHnte| s &4 E FXIste ol XLt

« :v3_and_legacy-V3 2CI0|HMEJ}Iv1 2 Vv2 535 ECI0|MIER A SSHE HAE 55518 &
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envelope_location

envelope_location It2t0|E{= ¥ =35 HEIHO|EH(¥ £ &tE C|OIE 7| Z&)7t MEEl= |IXIE
ZA-grLct o] Ztet0lE = 7| 20| Rl= AES GCML 2 ES &= Ao ¥

- :metadata (ZI&3%}) - S3 Z4Al|e| HEIHIO|E dHo| & =5 HIELC|OIE{E XM&EELICE ol 7[&
SE0|H CHE 22| AFE Atelof HEELICH HEHHO|E AEEIXIE AH8dtE A< 7] 70| /U=
AES GCM2 MEE|X| ef&Lct

« :instruction_file - 74 7t58 HOIA7} /= HEO| S3 ZA|(XIE )0l &= 3 HIEHH| O]
EHE MEELICH X|E o2 AFEE I 7| 7{2/0| = AES GCM2 & Z 3t O|0|H 7|7t HEE|
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1. 27| 0to|2840|M: commitment_policy: :require_encrypt_allow_decrypt LE MHE
LICtsecurity_profile: :v3_and_legacy. O 5t V3 E2t0|MHETI} 7| OIS E Af 2
HME Ld55etE SAlO ZIE V1 2 V2 A E 2F 253518 £ QlaLch

2. BE 20| EJ HaBoleE £ 7| AU ESTI HRE 2E AA|

E CtA| &t 3318 security_profile: :v3_and_legacy [M7}HX]
commitment_policy: :require_encrypt_allow_decrypt LE A& AFSELICH

3. A V3 ME: 2E AU E 7| HUISE CHA| &35t 10 o 0|4 vi1/v2 2
E olg Tl gl BRolot MEIX O 2 security_profile OiEIOIEIE
Ercommitment_policy: :require_encrypt_require_decryptst AM7HE &= U&LICHE
£ V2 A7t o{™s| EXStE :v2 B E HH).

AL

o| A HAEY St 0|} 7} gl & 7|&E 2EEIX| WH(:metadata E= 'instruction_file)
£ envelope_locationA|& AFEELICH X HIEHH|O|EH AEZ|XIE AHE5tD 1 O

O|E{ 7|of| CHEt 7| 7{B10| U= AES GCML| 71 EotE 5t AR 2 et &= AUX|
Ot:instruction_file, O|= 7| sl242d O|2EH A E o= ZE ECI0|HMEE LO|O|ESHOF &L
Ct.

etsst U £33 ZE0|HEE V3E 0to|2eo]M

MgSsl A8 o= & Zol0o|¢IEE HO|o|ESH £ oZZ|Fo|MHME v3 ¥E 3 2 5535 ECH0|A
EE YO o|EE £ Ql&LICt O Ao AME V20 VIE T EE HMEXo 2 nto|ad|o|Mste &
HE Ho{FLCt

V3 & 535 220|E Al

oto|2eilo|M T(v2)

require 'aws-sdk-s3'

# Create V2 encryption client with KMS

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy,
commitment_policy: :forbid_encrypt_allow_decrypt

# Encrypt and upload object
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client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

Zt

SE=d

o

[
BV

oto|zeolM S(0|x T el 5

jo

V3)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS

client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
commitment_policy: :require_encrypt_allow_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

oto|aslolM F(V3)

require 'aws-sdk-s3'

# Create V3 encryption client with KMS
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3,
# Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
# This encrypts with key commitment and does not decrypt V2 objects
commitment_policy: :require_encrypt_require_decrypt

# Encrypt and upload object
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')
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# Download and decrypt object
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

V39| &2 AI0|H2 commitment_policy It2tO|EHE F7tsteE AULICH 2 M
b °require encrypt_requ1re_decrypt St M A7t 7| B2 & E 5| ZEEt0|MET}
7| HBo R &5 5 El A0 553515104 O|O|E 7| ¢H=of CHE 2ot ZsHE &= U&Lch
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put_object 2& AtAlE HEZIX| ef&LICH ZE 2o 7HM AFY2 2EH0[AUE
Ct.
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TA SMof ciEt F7t oM E M 2EHct

ok

£ e 54 oto|adolM ALtz &

HEtH|O|EH(Z = &lEl TlolE 7| £&)E S3 24| 2| HEtH| 0|H Sl
| Xt E

Ce HTo| Ha el F X MHEE = UE&LICH AEBX|UH MEI2 F| 7O ESE &
S AES GCMe| o|H g &85t= Aol d& OlE!LCt
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= 2|t g & %if EHIEHHIOIE% KlotT Hro| BHE utd HHE &elgd Bt gleez Oif
L| Xt A L

Eol A8 Ateof HEElE H2 &

require 'aws-sdk-s3'

# Create V3 encryption client with metadata storage (default)
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
commitment_policy: :require_encrypt_allow_decrypt,
envelope_location: :metadata # Explicitly set to metadata (this is the default)

# Encrypt and upload object
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# Encryption metadata is stored in the object's metadata headers
client.put_object(bucket: 'my-bucket', key: 'my-object',6 body: 'secret data')

HEIHO|E AEZ|X|IE MEdte A< 7| 7{3/0| /= AES GCM2

5 5tE HIO|E 7|0 MEE|X| et&LICH 22U 2EIX 3 3t=

commitment_policy: :require_encrypt_allow_decrypt E=2 AFE [ 7| 7{5!29| 0|
£ 04™35| +& + U&LICH: require_encrypt_require_decrypt.

XY Od AE2X|

= BE otdolgts HWr ol S3 ZAfof ef =3 MHEIHOIEHE MY St=F 53t FCI0[UEE T
gg + A&Lich v3et 8 X|& mtUE A 8ste 42 &E3HE OlolE 7I= 7] 7{5!0] /= AES
GCMez ES &2 2 oo|H 7| Hzof Cigh 7t EotE MSgLich

require 'aws-sdk-s3'

# Create V3 encryption client with instruction file storage
client = Aws::S3::EncryptionV3::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context,
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v3_and_legacy,
commitment_policy: :require_encrypt_allow_decrypt,
envelope_location: :instruction_file, # Store metadata in separate instruction file
instruction_file_suffix: '.instruction' # Optional: customize the suffix (default is
'.instruction')

# Encrypt and upload object
# Encryption metadata is stored in a separate object: 'my-object.instruction'
client.put_object(bucket: 'my-bucket', key: 'my-object', body: 'secret data')

# When retrieving the object, the client automatically reads the instruction file
resp = client.get_object(bucket: 'my-bucket', key: 'my-object')
decrypted_data = resp.body.read

—

envelope_location: :instruction_fileE AISE [f 535} 2CI0IMEE F 7H2| S3 ZHA||
£ Hdghct.
1. & 3tE C|O|E ZHA|(0d: my-object)

2. 2= 3 HEC|O|E 7t =gtE HE ot U(0dl: my-object.instruction)
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