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$ composer require aws/aws-sdk-php

OEX| 2fo ™ 0| Composer HHEE 21245104 AWS SDK for PHP Z|A HHME & €502 Mx|E
L|Ct.

$ php -d memory_limit=-1 composer.phar require aws/aws-sdk-php
php 23 2 E A8 2ZH F7}
Composer AX| 22 ALS Kt BHF0d| o4z EC{QF IHUS PHELICH AFSE = IR
autoload.phpO|1 &Z&2| vendor EH0I JU&LICEH
A3 BE AWS SDK for PHP O MHE &85lciH OS2 Z0| A3 EE RLEEHE ZEEfLICH

<?php

require '/path/to/vendor/autoload.php’;

?>
IHZ|X|E Phar& AF&3504 AX|
of Zt &l2|& AWS SDK for PHP 0= SDKE dldst= ol ERet ZE iAot 540 Z&E A
™ 7| & El phar(PHP o+9+0I'=')7+ ZE|o] Q&LICt EESF phare AWS SDK for PHP & 2 E 5%

dol chet 2els RLEZCHE AS22E SSFLICHL

IH7|X|El pharE CH2EC6t01 A RIEO ZEAIZ &= U&LICH

<?php
require '/path/to/aws.phar';

Suhosin I X|& M &%t PHP= AM85HX| &8 = Zd0| ZX|TF Ubuntu & Debian HH{EZ M= &
| 2 suhosin.inidl|AM phar AtE 2 Ed3tsliof & =& JU&LICH OF
X ot2 B2 ZE0] phar U2 Z&5tH XS 2 ATfELICH suhosin.iniE +=83t24™ Ct

suhosin.executor.include.whitelist = phar

I|7|X|E PharE AF&5to{ Mx| 6


https://docs.aws.amazon.com/aws-sdk-php/v3/download/aws.phar

AWS SDK for PHP JHEER 7HO|E HHT 3

ZIP ot AFE35Ho{ MAX|

o= SDKE Adsi= ol 228t ZE oAl S540| & E ZIP ot 20| AWS SDK for PHP Z&f
|0 &LICt EEBF O] ZIP mUof= AWS SDK for PHP X & 58 <8t EelA Xts EHE &
04 A& LICH.

SDKE MX|5te{™ zip It 2 CHRE =8 O MEIE Xl ZEMEE E0{ s&LICt OHCIS
otziet Zo| AT EEO XS EHE ZF AIZLICE
<?php
require '/path/to/aws-autoloader.php';
>
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MEHSE T SDKO|| 2 A F+A45HE{BHAWS SDK 2 =7 & X 9FLHAM 2| Authentication and

EZOM Y S0|n 1EFERE QS UHE of2 AT AERE AsHok & LICH AWS IAM
Identity Center. O] &8{0ll= F4J0| £l AWS HAA ZE AWS CLI 0| H7[Mo = 23016t 7| ¢
gt ™x[7+ &_'*E' LICt o] &S MEdSt= ZSAWS SDK & =7 &= LA 2| IAM Identity Center
authentication %2 238t & & Z4of| =2 @47} Tgtz|o{of gfLC}.

. OHZZ|FH 0|ME Al&H57| To| AWS HMA ZE MME AlZHsH= O] AWS CLIAFZ 5H= QlL|Ct.

« SDKOIM &ZE = = 7+ 2F METH Z&E [default] Z2EHO0| Y= =7 AWSconfig It
delL|ct. o] ool ¢x|E #op{H AWS SDK 2 =7 &= 710|=E0AM 37 mtelol 9[x|E &=
SHAI2.

« 3% config LU= region AHO[ ZeELICH O|F 7| 52 SDK AWS 2|1 7t Lo ALES
& A x

= 7|22t0] M™EELICE O] 2|2 region §8EO 2 WAMOZ R HE|X| L2 SDK MH|IA 2F
o A2 =!I},

ZIP IS A8 50 AR| 7


https://docs.aws.amazon.com/aws-sdk-php/v3/download/aws.zip
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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« SDKE AWSO| 22 27| Mo L2 E 9] SSO token provider configuration=2 AF& 304 2ot QI
&2 Y&LICH IAM Identity Center T8t ME 01| 212 E! IAM @& 2l sso_role_name Zt2 OHEC]
70| Mol AWS MH|A AL E[=0i CHEF HMAE SHSELICEH

CHe ME config IHUR SSO E2 B2A PO 2 MME 7|2 Z2WS HoiFLICH 29|
sso_session A% 0|50| X|™HE!l sso-session section2 HXELICH sso-session AlMof
= AWS HA[A ZE MME AlEtste HHO0| ZEE[o] AU&LIC.

[default]

sso_session = my-sso

sso_account_id = 111122223333

sso_role_name = SampleRole

region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start

sso_registration_scopes = sso:account:access

AWS SDK for PHP 01|H_ M Identity Center 2152 AFE5t7| @8l ol Z 2|7 0]Mof| F7} TiZ|K[(0d:

SS0 & SSo00IDC)E & 2Tt s LIct

AWS HAM|A B MM A|Zf

o HMASHE OHEE|IFHO|MHE A&5HY| 0l SDK7F IAM Identity Center QIS5 AL&35t0{ X4 &
£ E0l5tE{m A AWS HA|A ZE HAM0| AWS MHIAZQEILICH 2 MHE MM Zolof et 2=
HM|ATF BFRE| T SDKO| Q15 @F 7+ EHEhLICH AWS HAMA ZEol 23215 2{HAM CHS ™
2 AM™>FLICHAWS CLLI

aws sso login

K& el 712 Z22He MAEIMCIHE --profile SMOZ HHUE Moz 58 L7t o
&LICt. SSO EZ SZAt M BHE Z2EE AE5t= 8% aws sso login --profile
named-profile HHES AFSFELICH

g4 MMo| o|ol UeX| MEHo = B|AESE{H CHS AWS CLI B A-ELICH

aws sts get-caller-identity

AWS HA|A ZE MM AR 8


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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ol0] &8 AWS UM A ZE MMOo| YT E AAst= B2 aws sso loginktd ZHZ M3
g EeJt gisLoh
230l ZZ M| A0i| A Cllo|E{of CHEH AWS CLI HMAE 5{&5tetE HIAIX|IZE EAIE = US
LIC}. AWS CLI £ SDK for Python2 7|t 2 2 H |22 Mt HA|X|0l botocore O|E 9]
H

HEo| LerE & A&LICH

250l chall XtAllS| &obe LIC.

« 1AM Identity Centerg 21&5 01l AtE5t= 2ol CHEF AFMIEH LIS 2 AWS SDK 2 =7 & X 9L A
0l M IAM Identity Center 2! 2

0
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https://docs.aws.amazon.com/sdkref/latest/guide/understanding-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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MEXE ALE require '/path/to/vendor/a
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phar AHE require '/path/to/aws.phar';
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loader.php';
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<?php
require 'vendor/autoload.php';

use Aws\S3\S3Client;

/**

* List your Amazon S3 buckets.

*/

//Create a S3Client
// snippet-start:[s3.php.list_buckets.main]
$s3Client = new S3Client([

IEof sDK =&
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'profile' => 'default'’,

'region' => 'us-west-2',

'version' => '2006-03-01'
1);

//Listing all S3 Bucket

$buckets = $s3Client->1istBuckets();

foreach ($buckets['Buckets'] as $bucket) {
echo $bucket['Name'] . "\n";
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php [source filename] [arguments...]
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/php/example_code/s3
https://aws.amazon.com/blogs/devops/how-to-migrate-from-aws-cloud9-to-aws-ide-toolkits-or-aws-cloudshell/
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E NLHE NS EH0f NTY, U EE OfCIML TS el SBY S A of ot Y
MOl LHE2 AWS Cloud9 A8 HEME AWS Cloud9& =AM 2.

AWS SDK for PHPCFZ X0l [etE A e LICH AWS Cloud9 .

1EHAH: AWS A E A8st=S HH AWS Cloud9
2EHA: AWS Cloud9 7Her BH 8 A7

3EHA: 4% AWS SDK for PHP

ATHA!: M| ZE CIRZE

5EHA|: of|X| ZE A

124 AWS HH & AHEst= 5 A AWS Cloud9

E AE35tedH0| A AWS Cloud9 E£0{ AWS Cloud9Z 1918t L|CH AWS Management Console.

(@ Note

AWS IAM Identity Center & AtE3t04 215 5t= A IAM 2& 0| A AL Xt 244 HAHof o T
4= HeH2 FII6H0F iam:ListInstanceProfilesForRole & $ U&LICH

220f HMA AWS Cloud9 5t 22152 AWS H & 2| IAM YIE{E|E AWS Cloud9 A%45te{™
AWS Cloud9 AHE M Moo CHE B A S AWS Cloud9 & ESHAIL.

2EHA: AWS Cloud9 7HE 83 A

oz

AWS Cloud9 2£0| 2128t & E2£2 AF235H04 AWS Cloud9 7Hel et 4 MEELICH etde M
3t 2= ST 22| IDEE AWS Cloud9 3L|Ct.

KEAIEH LI 2AWS Cloud9 AFR ATHA{ Q] AWS Cloud90i| A &2 AMAME EZX AL,

2L0M XS 2 B E2 MdE M Create a new instance for environment (EC2)(EZ 01| CH
B A °._|¢E._‘|¢ MA(EC2)) M8 MEists 20| Z&LICH 0] A2 AWS Cloud9 of #Z78
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HAE AEECHE M QIABAE M 80 AZst =S XA
L—IEP 0|7*0| AEE AlEtetE 7HY HHE S ULICH AWS Cloud9.

184 AWS HH & A8FES 4 AWS Cloud9 12


https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/setup.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/create-environment.html
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7} 7Het 80| IDEE AWS Cloud9 ¥ E{O|d &2 AL235t04 230 A AWS SDK for PHP £ A4%d
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Composerg &3l AWS SDK for PHPE M X|5t= ZJ0| Z&LICH Composer= Z2MEO| F& &=
g el U MxISteE PHPE = lLIC.

ComposerE Mx|sl1, XI5 2ES A6t D, 25 2 Atlol et 54 &5 2 Molste ghdoi o
8t XEMIEH LI 2 getcomposer.orgE & E5HAIL.

Composer A x|

Z 2 M E0f Composer?t ¢ie A<, Composer L2 2 E 1| 0| X0l ComposerE CI2ZE L x5l
MNe.

« Windows2| Z<, Windows x| T2 13 X|Z2S [IEM|L.
e Linux8| 2% HH=E Mx| KRS IIE2AM L.
ComposerE S35 544 AWS SDK for PHP 22 F7}

Composer7} A|AEI0] 0|0] Mxo 2 Mx|T|o| Qe AR Z2HME| 7|2 CIHEZ/oMH CIESE A
M5l0{E T4 &= AWS SDK for PHP © 2 M x|8FL|Ct.

$ composer require aws/aws-sdk-php

]

% K| oto ™ 0| Composer WL 21245104 AWS SDK for PHP %Al HEIE 54 502 MK
L|Ct.

$ php -d memory_limit=-1 composer.phar require aws/aws-sdk-php
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http://getcomposer.org
http://getcomposer.org/download
https://getcomposer.org/doc/00-intro.md#globally
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A3 BIE AWS SDK for PHP O|ME &&oteddH O Z0| A3 BIEN RLEZHE ZEELICH

<?php
require '/path/to/vendor/autoload.php’;
?>

ATHH: I E O CIREE

EOId &2 AHE5to{2| ofA| ZEE 7He 2 Foi Ct2 2= AWS SDK for PHP & L|CH AWS Cloud9 .
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$ git clone https://github.com/awsdocs/aws-doc-sdk-examples.git
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$ cd aws-doc-sdk-examples/php/example_code/s3
$ 1s

oM me ded™H Eold oM ListBuckets.php 2 E AWS Cloud9Z 2/8fLCt.
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https://docs.aws.amazon.com/cloud9/latest/user-guide/build-run-debug.html#build-run-debug-run
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® Note
R A A THS £502 MY £ UALIC Bl EAITOIM A, A% T4, A A
8 TS MeEhLIc
+ 2: Command.£ M#3He 10| ZZ o 1t O|§ 22 WY HAE ARE AWS Cloudd MELICH
S0l BBE wat0lEH MY H ZOR oysHe HR ElOlD ¥ S IEE AR 1 5
U3t WAlC 2 HUF LEt0EIE TBBEO| £7Hy 4 et

« 3: Runner. AWS Cloud9 detects your file extension is . php and selects the PHP(LHE 2 AMH)
Runnerg& MEistoi IEE AATLICE O oM E CHAl A=™AStE{™ PHP(cli) & MEISHAI2.

Go Run Tools Window Support Preview . Run

bucket_list.rb

resource)

s3_resource

aws-doc-sdk-examples/m x

. Run Command: ~ aws-doc-sdk-examples/ruby/example_code/s3/bucket_list.rb Runner: Ruby CWD ENV

Found these buckets:

N¥ oM MAE BE S20| Hol EAIELICH

5CHA|: of K| 2= AlSH _
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= 49 siE MH|AQl QIE{H|0|A 87| 2I8H Amazon EC2 E210|21E ZH&||(Ec2Client 224 2] Q!
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https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.Ec2.Ec2Client.html
https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html

HL AL 7HO|= T 3

MefLch.

AWS SDK for PHP

2. B8 H=
- BE HsE HYSe Uy
S s AMg FX5HM
o AAE A, AFS X HA, £ EOIE MM S CHY et &0 fof CHet 3 HEE 1 8e =
A& LIt
3. &% config & credentials It
- Ol It MHof et ME AFE S 2olEE{M AWS SDK & =7 & X SHLHMof LIt QlE &)
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4. SDK 24 A E RHAOIM MB5t= 2 E 7|2840] oFx|2hol| AL E LIt
- ZHD 22 dR Sdol= 7|20 g 2 E, B3 HY E= 3R config TFUM FA|
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£ £7t 3ZXE FIHELUCH HHO| £ EC2 QIAHAE o2 & += U&LICH
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AWS MH[AQL S 415tE{H o ZE|7H| 0| Mol MH|A Z2t0|AEE BHE040F ELICH AH|A EE20|
HE =0 CHet E 1Z0|2E SEE 4 MR HEE 2F AWS MH[AXME|StEE A™E ER
RFE XMEI X MAZL Z2 5 AUE KSR MEISIEE 7™M SHYE
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require 'vendor/autoload.php';

use Aws\S3\S3Client;

$s3 = new S3Client([]);
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https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
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AWS_SDK_LOAD_NONDEFAULT_CONFIG

A—|7C-I°|.EI=|O| s-_|-7=| II:|_=|_J'\_
4 =
S

config)oilAf Xt
AWS_SDK_UA_APP_ID

= SDKO| AWS config Ite() 2|M|= credentials Zt¥(~/.aws/
BE RS X|Al~/.aws/credential & L|C}.

SDKO|M =&iet @& of| CH5H User-Agent Sl 28 E ALE X K| of ZE2[AH 0| AEXIE HH
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AWS_SUPPRESS_PHP_DEPRECATION_WARNING
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require 'vendor/autoload.php';
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https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html#settingsPages
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use Aws\S3\S3Client;
use Aws\Exception\AwsException;

//Create an S3Client
$s3 = new S3Client([
'region' => 'eu-south-2'

1;
MEHX ‘yersion’ TFELOIE{0] CHE MEE 24 SM S =20i|A &8 4 laLct
Hot oI5 S ECI0|MEN HAIMo Z MB5HR| A UYCHE ™o |5tMI2. O|= SDK7} 7|2 &tZ
H ZZA A AR50 A1 5H HEE & 7| WEQLICH
2E bt Zl0|HE M S Mo CH8HAM = AWS SDK for PHP {7 32| 221 0|HE AKX} S 4404 A
AMIS| dEELICEH ECH0IMEN MB 2l SMo| HIY2 o ECto|¢EE M5t =Ko
gt CHE = U&LICH 0|28t AFZ A X|H ECI0|ME 7+ SMof| CHsHME ZF ECI0|HE Q| AP A
Mol AdEghct.
Sdk EcHA AFE
Aws\Sdk Ecia = ZcI0|E HEZ| & S 5t 048] ECH0|QE 7o 28 74 SME &eElsis

A

- =
Gl ASEILICH S5 2et0lolE MRt B 4 s SYS S42 Aus\Sdk SHA0IE KIS E
4+ LICH T3 ol2{3t SM2 2t BetololE MRt M ELICH

7t 7]

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
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(=]

M|k

IE

// The same options that can be provided to a specific client constructor can also be
supplied to the Aws\Sdk class.
// Use the us-west-2 region and latest version of each client.
$sharedConfig = [
'region' => 'us-west-2'
1;
// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk($sharedConfig);
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// Create an Amazon S3 client using the shared configuration data.
$client = $sdk->createS3();

ZE 220|¢E 7hol SREE SM2 FE £F |- Hojofl HiXIELICH MElAY 74 ClolEE
MH[2 9| | AT 0] A (04]: "S3", "DynamoDb" §)9 SUSH 7|E X = HEH Ul MBS £ UL
LICF.

$sdk = new Aws\Sdk([
'region’ => 'us-west-2',
'DynamoDb' => [
'region' => 'eu-central-1'
]
D;

// Creating an Amazon DynamoDb client will use the "eu-central-1" AWS Region.
$client = $sdk->createDynamoDb();

MHIAE T 22 MHIAE 0 RE =F 2Lo| Y YULICKSE, MHIAE 22 FE £& gholl €7
EEHE).
(® Note

OHZ2|7|0|M0f M 0] ZEtO|AUE QUARAE ALEHE B2 Sdk 2L E ALt 22H0
AEE dYst= W0l E&LICH Sdk EeiAE Zf SDK E2t0[UEN| SYUE HTTP 20|
EE RS2 Z Ar8stod oHE MH|A0 CHEH SDK 22H0|HET} Hlxrﬂf HTTP RF g +dg
T ULS 5{SELICH SDK 2Et0|AETL SUE HTTP 2E0|UEE ME5HX| 22 SDK
oM HEE HTTP 20| MH|A 7F2| promise 2 HIAEE|0|ME }EF%EF £ olaLct

AWS SDK for PHP H{71 32| Z22}0|¢E AMAMX} S M

d

MARIOl MBS 7LE Aws\Sdk B4l HIBE 4 aLich S5
of @2 ofi FEt0lRIEE MA T U=KIof WEt CHE 4 2
[ Old3t AS R K BEH0I1E T4 S40] CHEHAME 2t BatoIHE 0] AP Bl A

Zeto|¢Eo]| Heet ZE0|UE HEX 282 BAMe =z XSstx| 2™ PHPS SDKE &3 H
= EE AWS 718 UM 2t 2 H&LICH ZE Zet0|MEo|=E A E 58 324 2tk AWS 2| 2k
C

Ol W22 Olz{Et gtS AR B4 EE olR 2 MEHOF BLICH
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7|8xoz #olste 1M It & CIAEE|(YUR A2 ~/ . aws/config)oll YE .aws/
o A

.l
Xy
S8 AL 504 7IE 7 1t 9|

config®lL|Ch 2L} AWS_CONFIG_FILE &7 XE HAYEE =+
A&LICE o & 01 Ol open_basedir7t U= S CIHE{Z|of CHE Tt HMAE ABHsH=E E<
of REE = J&LIch

37 AWS config ¥ credentials Tt ol @|x| I &40l CHEt REAIEH LIS 2 SDK & =7 & =X ¢F

LMol 42 B ESHMHL. AWS SDKs

AWS T4 THUOIAM s B WA R MM 4 e DE Z2H T
[m]

A
o
AWS SDK & =7 &= ¢t 7 2 218 UE ®HZE ’E.*T_%PHIR.

T4 SN

* api_provider

- RH B

* debug
A

ANEZQIE

Ofm

.
O

* endpoint_provider

* endpoint_discovery
. sy

- hitp

* http_handler

* profile
. 2|

* retries
¢ scheme
e MH|A

* signature_provider

 signature_version

* ua_append
* use_aws_shared_config_files

« Z1=
(=k=)

. H—I |

r
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CHE Mo MHE S48 Amazon S3 20| E Hdxtol ME = EHE 2o ELICH

use Aws\S3\S3Client;

$options = [
'region' => 'us-west-2',
'version' => '2006-03-01",
'signature_version' => 'v4'

1;

$s3Client = new S3Client($options);

Z20|E PHE 7o CHE REMEH LHE 2 the section called ‘7|2 MH|A ZE2I0|HE MA" g 2 X &}
M.
api_provider
Type
callable
S8, MHIA U HH Q158 ot ST T4 ClO|E{ 9] HHYIS ¥HEHSHE PHP collable@LICH S8 2k
api, waiter, paginator & stLIY & Ql&LICH
7|12% o2 SDKE SDK2| Aws\Api\FileSystemApiProvider EC0M API ZIUE 2ZESE
src/datal| QIARAE AFSFLICH
A7 5
Type
array|Aws\CacheInterface|Aws\Credentials\CredentialsInterface|bool|
callable
EM 2ot 015 CIAR A AFEE Aws\Credentials\CredentialsInterface ZXIE ™MEEL
Ct. CtZ2 IAM Identity Center 20t 215 S ZAE At&38H{of etctn X|EELICt ol S2AE SSO 2

2
ot 0I5 S=Atetn T Lok

$credentials = Aws\Credentials\CredentialProvider::sso('profile default');
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$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => $credentials

1;

O|lEO| RIHEI T2 EE AE3E B2 O|H oMo Z2E 0|EE defaultZ CHAISIM|IL. O|E 0|
ANEE Z22g d™5hs Yol chet REMISH LHE 2 AWS SDK 2 =7 &= HHMO| 3R config
Ol credentials TS & ESHMIR

ALEE HOot C1E SZAE X|YSHK| &1 EoF 015 SZ X A2 AHE5t=E 42 215 Am{Z eIt
SF HAIX|= editMo 2 UBt™lL|Ct 2ot 215 0| R &8 K| &Qlst= AA SE9| 0t x|2 SZXH
ERE MMEI ZWoZ2 AIE5lEds S2A7F o =& U&LICH AFSE 2ot 215 SZXHE X|H5HH
EANElE F HAIXE Y SEAOAME 522 o R85t #2ddo| =&LICH Eot 215
2oI5tE AA X|Qlof CHSH REM|S| LotEE{MH AWS SDK & =1 & X 710|E9| HoF Q15 ZZ A A

null 20F QIS S A8t &0l MBstx| f2E{™ falseE MEELICH

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => false

1]
i
ol

T8 M83dto{ 2ot 1B S M52 collable 20t C1F SZ At gf & T ELICH

use Aws\Credentials\CredentialProvider;

// Only load credentials from environment variables
$provider = CredentialProvider::env();

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => $provider

1);
o2 ZEMA 7Ho| 7|2 SZ X M Qlo M BhetEl 2t2 FHAISHE{E Aws\CacheInterfacel| QIAE
20l FHAIE 2ok 01F S TEELIC

use Aws\Credentials\CredentialProvider;
use Aws\PsrCacheAdapter;
use Symfony\Component\Cache\Adapter\FilesystemAdapter;
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$cache new PsrCacheAdapter(new FilesystemAdapter);
$provider = CredentialProvider::defaultProvider();
$cachedProvider CredentialProvider:

:cache($provider,

$s3

new Aws\S3\S3Client([
'region' => 'us-west-2',
'credentials' => $cachedProvider

1)
Z2l0|HE X4 BHE2 MS5ts wedoll CHek XFM[EF LK
H OFLH MO & eIEh &= U&LICE

® Note
Hotolze AR E m X9 2= 5| elELin).
debug
Type

bool|array

$cache);

2 AWS SDK for PHP HH 38 Rt &

Zt d&of ciet ClHa HEE E3FLIch C/HO HEol= EEM0| ZH|E[o{ HEXHIE S8 ©
ST 0 ERHRMO| 2k Aef W0l CHEH B ZEELICH S2H0IME0] ASElE ST HTTP #S
2ol CHEt ME X ClHa £330f & ELCHO: cURL £3] C|H ).
RS ESE W ClHa HEE EAIStEAH trueZ2 HAELICH
$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'debug’ => true
D)7

// Perform an operation to see the debug output
$s3->1istBuckets();

7|9|. o}-7]{| 74 I%dl-%d HHQE#
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logfn (collable)

23 HAIXRIM 2&EEl= gL 7IEX o2 PHPL| echo &7+ AASELICH.
stream_size (int)
AEZ 37|17} ol =AELC 3 AEZ H0|E{7l 24 E|X| et&LIcH AEZ HIO|E{E 2Z45HK|
ofopim 9o 2 MAELICH
scrub_auth (bool)
2ZE HAX|M 215 Hlo[Ee] AZB{YUE HIZYStfalsedtid™ 2 Y HLICH AWS HM|A
7| 1D} MEPo| 2 MEEllogfn).
http (bool)
2 =& HTTP BE2(od: &AMl cURL £2)0| “CIHT” 7|52 HIE 5512 false2 AHF
L|CF.
auth_headers (array)
WEE 2te DAY o2 DA ST she slciol -3t WEoE AMstLich o8t ate
scrub_authZ trueZ MMSIX| o= & A2 E|X| ot &LICH
auth_strings (array)

Ao oHEE Halol 7|-gf o2 2 M™EELICE O] gF2 scrub_auth7t trueE MM E B2
Q& O|o|E| A3 {0l A2 EL|C}.

$s3 = new Aws\S3\S3Client([

'region' => 'us-west-2',
'debug' < => [
'logfn’ => function ($msg) { echo $msg . "\n"; },
'stream_size' => 0,
'scrub_auth' => true,
"http' => true,

'auth_headers' => [
'X-My-Secret-Header' => '[REDACTED]',
1,
'auth_strings' => [
'/SuperSecret=[A-Za-z0-9]{20}/i' => 'SuperSecret=[REDACTED]',
1,
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// Perform an operation to see the debug output
$s3->1istBuckets();

(® Note
Ol SM2 http CIH S &ow E 7|8 HTTP
2 AWS SDK for PHPOIM £X|E FICHE I O
Zof Atedlof CHSH ClH &34 & oawlsz.

OII
11°" mln

B HE T SFLICH Ol 53
[LIC SDKOIM 2HIE o mf Z2IE

A
Type

bool|array

SDK Zf4oi|M grerEl @ 7 & Antoll & SHE v ELICH

HEE 20| CHet TS SHE s Hsted™ truez HEELICH

—

$s3 = new Aws\S3\S3Client([
'region' => 'us-west-2',
'stats’ => true

1);

// Perform an operation

$result = $s3->1listBuckets();

// Inspect the stats

$stats = $result['e@metadata']['transferStats'];

et
>
%0
o>
C
0

St OHE 719k & 2EE i

mjo

A3
retries (bool)

A E JA|Zof CHet ETE H|EAISH5IEd false2 MAEILICE 7|EXMO 2 RAIZ SH7I £
Ele|D gret=ElL |t
http (bool)

5t =& HTTP O{RHE{0|H S =& S &/ dslst2d™ trueZ2 M™ETLICHA:
GuzzleHttpTransferStats0i| A BtEtEl Z}). Ol & =0| 1 E LIEFLHE{™ HTTP SHE 27T

E] 26
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__on_transfer_stats SM& X|&al{of ELICH HTTP EAHE Z2E & ujgdo| QI A E Q2 HHEHE|
o, 2 7%'2*%' Hidoll= EC0|UEL| HTTP &0l o CHal BtEtE ™ME SH7F =& E L

Ct. 7|82 XL “Disable” & L|C}.

QEZE MAILE A A Hw| -0 CHEt SAHI7F & E $result['emetadata’]
['transferStats']['http']1[0], 5 Sl %o CHst SH7} =& E

$result['@metadata’']['transferStats']['http'][1] S22 Z QHo| ™M& SH|7| gt

ghELich

timer (bool)
ztodofl AH|El & ¥ AlA|(wall clock) AlZHZE)S EDSHE WY ELO|HE E44516I2iH trueZ A
MLt 7|2 M- 2 “Disable” LICE.

$s3 = new Aws\S3\S3Client([

'region' => 'us-west-2',
'stats' = [
'retries' => true,
'timer' => false,
'http' => true,

1);

// Perform an operation

$result = $s3->listBuckets();

// Inspect the HTTP transfer stats

$stats = $result['@metadata']['transferStats']J['http'];

// Inspect the number of retries attempted

$stats = $result['@metadata']['transferStats']['retries_attempted'];
// Inspect the total backoff delay inserted between retries

$stats = $result['emetadata’']['transferStats']['total_retry_delay'];

A=ZQIE

Type

string

2l MH|A Q| MA| URIILICE O] &= AWS Elemental MediaConvert@} ZH0| A/XHE AlEZQOIEE
A&3t= MH|A0 EELICH o248t MH|A S| B describeEndpoints HIAMEE AMS
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O| &=2 AEX X|H A=z QlEo] dAe Bt ER e LICHO0: Amazon S3 2Z T EE= Amazon

DynamoDB Local).

CH=2 Amazon DynamoDB Localdl 42 35t= o M| L},

$client = new Aws\DynamoDb\DynamoDbClient ([
'version' => '2012-08-10',
'region' => 'us-east-1',
'endpoint' => 'http://localhost:8000'
1D;

i
itd]
b
9.'—'
x
FO

A2 I7IsstAWS 2| L A EZQIE SEE2 AWS 2| L JAEZQIE

endpoint_provider
Type

Aws\EndpointV2\EndpointProviderV2|callable

L

"B 7|18 X e SMol HAIE = étE & JH5E EndpointProviderV2 E = PHP (M
k=]

$provider = function (array $params) {
if ($params['service'] == 'foo') {
return ['endpoint' => $params['region'] . '.example.com'];

}

// Return null when the provider cannot handle the parameters
return null;

1)

endpoint_discovery
Type

array|Aws\CacheInterface|Aws\EndpointDiscovery\ConfigurationInterface|
callable
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ASEOIS S AISIOIS HUE KBGHE HUIAAPIU UP YH UCIAISE §

2 X|§stx|et ER35HX| o2 MH|AEH ZE2H0| s
endpoint_discovery% |&fH38otMR. ME|[ATH AEXQIE HME X|SHX| f=CtE o] #+4
2 FA|ELICE

Aws\EndpointDiscovery\ConfigurationInterface

MH|A 7} X|HEHE 2Hdol| X48tst MH|A APIIEZQIEO| RIS 2 HAAMFTE 4 S S RHAME Al
it

Aws\EndpointDiscovery\Configuration Z{xE A= ZQIE ZHMO| &3} 0{F E LIEIL= &
£ Zf(“enabled”) 1t A= ZQIE FHA|Q| %|CH 7| = LPEH-HE 4= (“cache_limit") & Z &8l F 7IX| &

ME {EFLICH

ME motct Aws\EndpointDiscovery\Configuration Z{x|& & 35t0o{ A =X
I3t §H FHE AISstM L.

use Aws\EndpointDiscovery\Configuration;
use Aws\S3\S3Client;

$enabled = true;
$cache_limit = 1000;

$config = new Aws\EndpointDiscovery\Configuration (
$enabled,
$cache_limit

);

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-2',
'endpoint_discovery' => $config,

1)
Cteo| T2 MANMM AEXZQIE AMO Z HHEtE|= 742 71 AI5E{H Aws\CacheInterface /A&
EIAE M™MEELICT

use Aws\DoctrineCacheAdapter;
use Aws\S3\S3Client;
use Doctrine\Common\Cache\ApcuCache;
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$s3 = new S3Client([
'region' => 'us-west-2',
'endpoint_discovery' => new DoctrineCacheAdapter(new ApcuCache),

use Aws\S3\S3Client;

$s3 = new S3Client([

'region' => 'us-west-2',
'endpoint_discovery' => [
'enabled' => true,

'cache_limit' => 1000

callable

HH x| L 2% HANE 2o} GuzzleHttp\Promise\PromiseInterface Z4&i|2} &7H A= =|7H
Lt Aws\ResultInterfacet &7 75 £li= promise(Aws\Exception\AwsException)& g+&tst
HEHYLICH HEH = O MHEHE & X| A&LICt iLtst™ CHE HED = EDIE0|H BES
Ol&ig ZJo|7| =L HEHE MBS k2™ 7|2 Guzzle HEE{7 AFEELICH.

HF

Aws\MockHandler& A+&3t04 2 9O|(mock) ZIE BHESH7HLE 22 (mock) OQ|E EHME &= /&L
Ct. 210t EE= 0l Q& CH7 ¥ @2 MockHandler7t FIFO &M2 At E£= o|2|E CHZ|ZolM A
7Hgruct.

use Aws\Result;

use Aws\MockHandler;

use Aws\DynamoDb\DynamoDbClient;

use Aws\CommandInterface;

use Psr\Http\Message\RequestInterface;
use Aws\Exception\AwsException;

$mock = new MockHandler();
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// Return a mocked result
$mock->append(new Result(['foo' => 'bar']));

// You can provide a function to invoke; here we throw a mock exception
$mock->append(function (CommandInterface $cmd, RequestInterface $req) {
return new AwsException('Mock exception', $cmd);

});
// Create a client with the mock handler
$client = new DynamoDbClient([

'region' => 'us-east-1',

"handler' => $mock

1)

// Result object response will contain ['foo' => 'bar']
$result = $client->listTables();

// This will throw the exception that was enqueued
$client->1listTables();

http
Type

array

SDKOM HHE HTTP 28 X M&E0 MEE[= HTTP SMo| iz dEgfLCt

SDK= CHE €2 78 M2 X[AF LT
cert
Type

string|array
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$client = new S3Client([

'region' => 'us-west-2',

'http' => ['cert' => '/path/to/cert.pem']
1);

- R U ASE ZEEh oz dYELIc

use Aws\S3\S3Client;

$client = new S3Client([
'region' => 'us-west-2',
"http' = [
'cert' => ['/path/to/cert.pem', 'password']

1)

connect_timeout

Medoll @dZstedn Al dt=
oiH 02 ASELICHTIE SF).

=

use Aws\DynamoDb\DynamoDbClient;

// Timeout after attempting to connect for 5 seconds
$client = new DynamoDbClient([

'region' => 'us-west-2',
"http' = [
'connect_timeout' => 5
]
1);
debug
Type

bool |resource

712 HTTP #S 2ol CIHI M2 E 26T S KIAFLICH CHE HTTP
HEES 08 4 UaUn

SetOi7e Alzh(x)2 dYstes 75 4o

Mo =2 Ch7|s

S0 XS ElE ClHa
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STDOUTO| ME{H trueE TEELICT

=E
« ClHO £382 EY PHP AER E|AA0N AB{M resourcedM BtEtE|l= fopenE HEFLICEH

decode_content

Type
bool
7|12 HTTP $HE2{ol| Y FE SEHO| BEES inflatedt =5 X|A|ELIC} Ol &5 &435}5IX| gt ¢
FE 8E E20| GuzzleHttp\Psr7\InflateStream2Z inflateE & YU&LICIH
® Note
SDK| 7| HTTP #SE{oilM ZHx C|2To| 71=Ao R BASHEILICH oM WM 58
HE fXIst7] sl o] Z7|2gfe HEY = R&LICE Amazon S30M L= E It LS XE 5=
A% S3 ZLt0|¢E &0 2EI= C|ZEE HIFEE35st= X0l E&LICH
use Aws\S3\S3Client;
use GuzzleHttp\Psr7\InflateStream;
$client = new S3Client([
'region' => 'us-west-2',
"http' => ['decode_content' => false],
1D
$result = $client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'massize_gzipped_file.tgz'
1;
$compressedBody = $result['Body']; // This content is still gzipped
$inflatedBody = new InflateStream($result['Body']); // This is now readable
delay
Type
int
ERSINE=¥S] 33
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RYE M&st7| Mol x| AZHEEIZE)ULICH ol €52 &S CHAl Alst7| Hof AlzkE x|
ot7| lst == ALSELICH

expect
Type

bool|string

l_l

Ol SM2 7|2 HTTP SHEBZ TEEL
% 3|7 MY ELICH true E= falses
LIt H7t A8 ElE dRollE ol dHE
[ Expect 3llEH7t M&El= 28 27| ¢

, 0| 1IMBE& Z1t5t™ Expect: 100-7|
A3t 5t L HIEHstHe

Bste 220 20 SHE AFRRLICH H4E A8 E

/A Warning
Expect SICHE H|& &8st MH|ATL QI8 EE= 7|EF @7 E Hretst x| ZELICEH 2t Of
SM2 MESHH FdsHoF & Lict
progress
Type
callable
MES e | s &£e &8 HolFLICh o] g0l AI8E = Q= Qs OS2 Z &L
1. CI22EE & 0f&f HIO|E #=lL|Ct
2. X|IZ2X| CFHREEE HIO|E £lLCt
3. Y2 E& of & HIO|E =ILC}
4. X2 Y2 E=EF HIO|E +=L|C}

use Aws\S3\S3Client;

$client = new S3Client([
'region' => 'us-west-2'
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1)

// Apply the http option to a specific command using the "@http"
// command parameter
$result = $client->getObject([

'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'large.mov',
‘ehttp' => [
"progress' => function ($expectedDl, $d1, $expectedul, $ul) {
printf(
"%s of %s downloaded, %s of %s uploaded.\n",
$expectedDl,
$d1,
$expectedul,
$ul
I
}
]
1);
proxy
Type

string|array

proxy M2 AL&35t0{ ZEAIE Sall AWS AMH|A0]| ¢3ZEE 5= Ql&LCt.

« IR Ao @ZA57| !E EXE A2 2 R URIM MSELICH
o Ztolls M, ALS X 018 U 257t E.%:.*EE' 4+ QlaLich o8 S04 "http://
username:password@l92.168.16.1: Q

« 7|7t URIL| M|AH|o| 1 Zto| MBE! URIOH CHEF ZEA[Q] ZEA| DYoo AT tide MSELIc
(&, “http” & “hitps” AEEZQIEO| CHE ZRAE XMSE += JUS).

use Aws\DynamoDb\DynamoDbClient;

// Send requests through a single proxy
$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' => [
'proxy' => 'http://192.168.16.1:10'
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]
1)

// Send requests through a different proxy per scheme
$client = new DynamoDbClient([
'region' => 'us-west-2',
'http' = [
'proxy’ => [
'http' => 'tcp://192.168.16.1:10",
"https' => 'tcp://192.168.16.1:11",

1)

HTTP_PROXY &3 #H& AL838t0d “hitp” ZZE 20| SHE ZFRAE FHE & U2
HTTPS_PROXY &4 HE AL 35109 “https”0ll EHEt ZEAIE 7 HE = JU&LICH

sink
Type

resource|string|Psr\Http\Message\StreamInterface

sink M2 2ol 8H HI0|H7} Ot EE K= ]X|E Ao{&fLICt.

- SEEEZS PHP 2EZ| CI2ZE524H resourcedM Bt E|= fopenE AMEEHLIC.

- S EEESC|239 §Y oYU CIREC5EAM Cla3 0| otYof CiE B2 & string 222 A
SELCt.

- SEH 222 §Y PSR AEE Aol Ct2EE35t24™M Psr\Http\Message

\StreamInterface2 AI%L|C}.

(® Note
712xo=2 SDKE SH 222 PHP Al AEZ|0f| CIRZEFLICEH 22 37(|7t 2MBoi| £ &

g W7t x| cllolE7F H 2 2[o 7 X|=lH, o 2 7|FE= ClolE7t Claz o YAl oo 7|5
LICF.
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synchronous
Type

bool

synchronous M2 ALEXI7t Z0HE RIESE{D

ok 7|& HTTP

HEedoll ZEILICEH

AEZ
Type

bool
D& A-o Ch22 5= Clal & MH[20M 8E e 8 =28 2EC|Tstein Bt 7|2 HTTP
HESH 0| L22{H trueZ MY LICE 0 E S04, Amazon S3 AEE 2z Z2i20M 0] M2 Ol
&otod HlO|E7t 2EE|TEEF EYELIC
Bk Alzt
Type

float
QEO I XMEt Alzh(x)E dYsts 8 LA™t FEEHo R Ch7|st2d{H 02 AEELICHZIE S
X

use Aws\DynamoDb\DynamoDbClient;

// Timeout after 5 seconds

$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' => [

'timeout' => 5

1
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FO|

—

b

Type

bool|string

verify http SME ALE35104 SDK2| |0 SSL/TLS Q15 M &l S22 ALS A X|HE = U&LCh

« SSL/TLS I|0{ Q1B A &2l &35t Y MMM MSE 7|8 CAHES AHS5t2{H
true® MAEL

« Iof QB A &S HIE gEtstedH

AEX XIH CAHEE A8 3oto] g EHslst7| flsll CA QS A HE0| gt Z= & XS sted
M EXEE dEELICH

ALl CHEl CA HES HE + ln 27 E s Asts B2 CA HE0| CiEh Z2E SDKo|| X1|+°* L|
Ch 54 CAHEO| He 9l B2 Mozillag 07|0AM CI2ZEE & U= ditMez AI8ElE

HES MSELICHO| HE2 cURL /K| ZEIX7E 7 X] 2 E[E). ClAZ M AFE 7S B CA ‘:’"': |
Qo™ ool st B2 E 7t2I7I= 5 openssl.cafile PHP .ini &8 HH5t0{ verify 28 &
Mg Merst 4= Q& LI cURL ¢ ALO|E O A SSL Q1B Afol| CHEH REAISH LIS S =& £ /&L

use Aws\DynamoDb\DynamoDbClient;

// Use a custom CA bundle
$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' = [
'verify' => '/path/to/my/cert.pem'

1)

// Disable SSL/TLS verification
$client = new DynamoDbClient([
'region' => 'us-west-2',
"http' = [
'verify' => false

1)
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http_handler

Type

callable

http_handler SM2 SDKE CtE HTTP Z2I0[HEL S& 57| {5 AFEELICE http_handler
SM2 HHol MEL|E Psr\Http\Message\RequestInterface Zixl| L http S HHLE gto}
GuzzleHttp\Promise\PromiseInterface Z4X|E S35l O|AZ|7Lt CIS of| 2| OIO|E{Q| HIP S
S5l HE == Psr\Http\Message\ResponseInterface Z{x|E Bt&tst= &4QLICH

« exception - (\Exception) g2t 0i QL |C}.
« response - (Psr\Http\Message\ResponseInterface) +AIE SEULICHUE B).
4 7t
=

« connection_error - (bool) LFE HZE 2LFZ EAISIE{H trueZ MHEEILICE O]

MYstH Heth 32 SDKM e A5z MAIZE - U&LICH

SDKE M-S E http_handlerE handler ZA| 2 &350 XM|SE http_handlerg& L&t Aws
\WrappedHttpHandler SMoE AtSS = Bt FLICH

7|22 o 2 SDKE Guzzle HTTP IEEHZE AFE & LICH 047]0i CHE HTTP SHEHE M3 5HHLE
Guzzle 2EI0|HEN| AtA| AR X|H SMHE XMBE = &LICH

TLS HX MH™

gF 7bX| AL A2l CurlO] AAE R} B E 0l ERIxzlod Tt 7HEE W Curl2t Al GuzzleOl| M A& st
£ TLS HHE dYst= JYULICH X[2E[= TLS HEO| CiEF Curl T A ef ZZof R olstMl2. 7|=
Moz |4 HTO| AFSELICH TLS 0| BAIMe =z dHE|o] im 4 M7t o]l HEE X| st
K| o O|T TLS 0| AFS EIX| ot 2/ 7F gfLCt.

XIEE ZEI0|UE 2rHof| ASE|D U= TLS HE2 debug 22H0IAE SME trueE HHSID
SSL 21 £ HAIsI0] 2 ele &= &LICH ST &2 Ch&1 242 LIt SSL connection

using TLSv1.2

Guzzle 622 TLS 1.2 MAStE o|A:

use Aws\DynamoDb\DynamoDbClient;
use Aws\Handler\GuzzleV6\GuzzleHandler;
use GuzzleHttp\Client;
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$handler = new GuzzleHandlex(
new Client([
'curl' => [
CURLOPT_SSLVERSION => CURL_SSLVERSION_TLSv1_2

1
);

$client = new DynamoDbClient([
'region' => 'us-west-2',
"http_handler' => $handler
1);

® Note
http_handler M2 M3 E ZE handler SME CHAELICH.

profile

Type

string

"profile" &M

4o

—

il ©

BE ZZEES

HOME CIEE (Yo 2 )o| At BT mtUolM AWS A1 SEHS dde m A
X|&gL|C~/. aws/credentials. O] A% AWS_PROFILE &4 B x{& of
Ct.

(® Note

"profile" =
7 (2

e

Mg X|H35tH "credentials" SMO| FAIZ|T AWS 74 n}Qlo| X}H 5
QIHI X O 2 ~/ . aws/config)O| FAIE/LICH

// Use the "production" profile from your credentials file
$ec2 = new Aws\Ec2\Ec2Client([

'version' => '2014-10-01"',

'region' => 'us-west-2',

'profile' => 'production'
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H al inj I} Y A o] CHEE XEAISH LI 2 AWS SDK for PHP B{71 32| X4 SHE & =X

AWS 4Z4g 2|HMULICH AFE 7HsE 2l1™e| E&2 AwS 2| &l /=

m
m|m
ook
b
Q'I_l
x
FO

// Set the Region to the EU (Frankfurt) Region
$s3 = new Aws\S3\S3Client([

'region' => 'eu-central-1',

'version' => '2006-03-01'
1);

retries

0%

o
aT

int|array|Aws\CachelInterface|Aws\Retry\ConfigurationInterface|callable

7|2k

int(3)

off CHet RHA = 2E2t 51&E ZICH KA H4E F I LICH A= E HIE H3stedH

A E
- adaptive-EZ&E REE 7|t
Ao 2 ZFF==L|C}.
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HL AL 7HO|= T 3

MAIE T4 2
of et M2 CHE F

Q0| AFRE RO} E|CH AIE B

Rl HEE =+ A&LICH

M &fle o3 Z&LCH(10] 2-32L0H 2

2 74

FLich 742 Ol Ze 2N

« AWS_RETRY_MODE - legacy, standard =&
o AWS_MAX_ATTEMPTS - 284

Sl O O

adaptiveZ MH

Z|CH Al S

OK

{ TH Y |

+ retry_mode - legacy, standard EEE adaptiveZ MH

Z|CH Al E!2=04| CHSH

O R{CH

=== XA Zro 3 AJES

OT HA—

* max_attempts -

Zeto|ME 7

CtZ oMol A= Amazon DynamoDB Z2+0|21E 0] CHEF RHA| =& H

// Disable retries by setting "retries" to 0

$client = new
'version'
'region'

'retries’

1);

CHE Mol MHE

Aws\DynamoDb\DynamoDbClient ([
=> '2012-08-10"',

=> 'us-west-2',

=> 0

x{C

S =

o
C
_|T|_
N

= 22 dEE AT

// Disable retries by setting "retries" to 0

$client = new Aws\DynamoDb\DynamoDbClient([
'version' => '2012-08-10',
'region' => 'us-west-2',

b
AT

=7t

of CHall M gto 2 M

= legacy ZEQILICH.
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'retries' => 6

1)

Aws\Retry\Configuration Zi|0i= F 7HQ| mt2tO|E, & A= ZE2

LEY z[Cf Al H=of Cier H-E ASE & J&LICH O] Ao ME AR F&oi Chal

Aws\Retry\Configuration Z{X|& ™ &L |C}.

use Aws\EndpointDiscovery\Configuration;
use Aws\S3\S3Client;

$enabled = true;
$cache_limit = 1000;

$config = new Aws\Retry\Configuration('adaptive', 10);

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-2',
'retries' => $config,

1);
O| oMol M= RHAI= 4304 CHEH HHE 2 TE = LICE

use Aws\S3\S3Client;

$s3 = new S3Client([
'region' => 'us-west-2',
'retries' => [
'mode' => 'standard',
'max_attempts' => 7
1,
D)8

O] of Mol M= Aws\CacheInterfacel| QIAERHAE MESF 0] 7| MAIZ 7 SR gretst 2k
2 FHAIEFLICH

use Aws\DoctrineCacheAdapter;
use Aws\S3\S3Client;
use Doctrine\Common\Cache\ApcuCache;
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$s3 = new S3Client([
'region' => 'us-west-2',
'endpoint_discovery' => new DoctrineCacheAdapter(new ApcuCache),

1)

scheme
Type

string
71242

string(5) "https"

ghLChH&, SSL/TLS

2 W ASF URI MAYLICH 7|2% 22 SDKE “hitps” AEZQIEE AL
: OIEE =35l MH|A0] 91d5}tES

==
2 M&). scheme “hitp" 2 M504 FF3HE|X| L2 “http” A= Z QI
AMEE = gLt

$s3 = new Aws\S3\S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2',
'scheme' => 'http'

ANEZQIE S5 MH|IATEHE http MAHE X|Hst=X| 0{F = AWS X[ L A=ZQIES

et
P
ol

0| gt2 SDKOIM M3 l= EEt0|HE(F, Aws\S3\S3Client)E AFS
SM2 SDKOI|A Ot & HIAIZIX| EAKIEF CIAIHM AEE = U=

M 44
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signature_provider
Type
callable
ME HZT O|&(0dl: v4), MHIA 0|8 L AWS Z|HE 25l Aws\Signature
\SignatureInterface ZHAE Bt&stHL SSXA7t XI'SE mheto|eol ciet MBXE MEE =

QU= NULL Z9 25 7Hs 8 2LICH O] BF At BEHOIME0IM ABEIE MBAHE Madsts o A
SELICH

Aws\Signature\SignatureProvider 22iA0]= SDKO|M MBS El= ChEEt &7t A2 0l
gt B ME85to ALK XIH ME SZRHE g = U&LICH

signature_version
Type

string

MH[A0| AEE AER XITE ME HTE LHEHL = EXFEAULICHO: v4). Zrdo] et 2 32
0 I

=
ME HHol o] LEE ME HHE MHEeed + &L

ChS ol ME HH 48 ALE5t =% Amazon S3 2EI0|UEE FHst=E Y S EoiELICH

// Set a preferred signature version
$s3 = new Aws\S3\S3Client([

'version' => '2006-03-01",
'region' => 'us-west-2"',
'signature_version' => 'v4'

1);

(@ Note

Zelo|HENM AFE L& signature_providere AFEXI7F M3 &HE

g
signature_version M2 Md& = Q/0{of FLICH SDKHAM AHEEl= 7|
signature_provider= “v4” & “QRd” M H{Zoi| CHEN M K| E M

[t

L
0

>

C

Ani
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ua_append

Type
string|string[]

7&ek
L]
HTTP B 20l M E ALSXL-0I0IME BAHU0) X7LElE BRIY £ 24
use_aws_shared_config_files
Type
bool |array
7|&ak
bool(true)
'~/.aws/config' & '~/.aws/credentials'tlA 3] 7 Tt HALE HIEH35i2{H HAU 2 HAE L
Cl. AWS_CONFIG_FILE &4 ¥42 xlif&o|gfLct.
7H=
/Ao
Type
bool|array
7|24
bool(true)
ZCI0|ME & nietOol|E &Qlg HIEH3etstE{™ falseZ MHEHELICH &0l2 11 ECI0|ME Hs
Of okt BALEIXIBH R0lE RAIE & 2l HELICH
// Disable client-side validation
$s3 = new Aws\S3\S3Client([
'version => '2006-03-01",
'region' => 'eu-west-1',
validate' => false
AMAX S M 46




AWS SDK for PHP

HL AL 7HO|= T 3

S gol ot RTS8 FAsHERT ol SMol ZEE WYR YuEUD
+ required - B4 T2HOIE7 R HRlELTHT IR YO R 4E)

+ min- 2ol 2|4 ZoI§ HOIFLICHIIEMOR HE)

+ max - 2ol #Ic Zo|§ =IELIc

. pattern- 20| HFAIT YxISHEX| Zelgrict

// Validate only that required values are present

$s3 = new Aws\S3\S3Client([
'version' => '2006-03-01",
'region' => 'eu-west-1',
'validate' => ['required' => true]

1);
7

Type

string

e
1

false

ArEe 3 MH[AS| HHLICH: 2006-03-01).

SDK H{7 3.277. 108 E{E "HE” SM0| Z2R38IX| &t&
Me =& HTO| MH|A ZECI0|IEE AFRELICEH

MH|A ZEI0|1EE TtE (1Y 'version' It2t0|E{ 7} 22

« 3.277.10 O|X & 2| PHP SDKE At2%fL|Ct.

LIC}. ‘version’ M X|H5t K| &t 24 SDKO]|

g & 7kX| &&o| J&LICt

« HHT 3.277.10 O|& 2 A8 st =0l MH|A SEH0[AEof '&[Al O] ot CHE HEE A& st

AR —

241 shLCt.

o€ E0{CIS ALIZ 2 SDK BT 3.279.72 AFR35HX|Bt Ec2Client | Al HT2 AFRSHK| &F

A

LICH.

OF A
=

=2
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$ec2Client = new \Aws\Ec2\Ec2Client([
'version' => '2015-10-01",
'region' => 'us-west-2'

BiE ROt 2748 IR MulATH Za AT HEEICelE 20 WEe OlxIX| ke
rﬂ JHSE APl BIT 222 7 Zalo|HE o] API B HO[X|ol M 2OIg & QaLich S AP

8<% HX|E SDKE HO|o|Edtiof & + AU&LICE.

SDK ECl0|¢1EE Z2}0|HEE MAME ) AWS 2|1 X|& st EX AWS MH|A o|of dZZElL]|Ct. O]
TMEE AI25HH ol Z2|AH 00| SHE K2R Qo] AWS BIAALQN AS EHE8 = QI&LICE 2|XS
HAMoZ MHGHK| ot MH|A ZCH0|HEE MMSIH 2|F 70| 7|2 2|0l AFRELICH

AWS SDK for PHP HHE 30 M= CFE =X & AFE5t0{ AH|A 2EI0|UET AF8stE Elrg ZEE

1. 20| MBE 2IF - ZEH0IME MAX S Mol BIHE WAIMoR MEE #2 o| MHOIOE 2
£ saHCH MBI

$s3Client = new Aws\S3\S3Client([
'region' => 'us-west-2'

1);

Ojo
o
oY
rII
>
1]
H¥
x
fm)
Hu
Jw

oII
L
[ul

ct

rr

2. 8 e - A0 2|™E M3 sHR] i 2 89 SDK

* AWS_REGION
* AWS_DEFAULT_REGION

# Example of setting Region through environment variables.
export AWS_REGION=us-east-1

3. AWS T+ mted - 2| #F8 HyIt MHE[X| 2f2 B9

a. ~/.aws/config(5E= AWS_CONFIG_FILE &7

b. AWS_PROFILE #Z3 #H+2 X|HE Z2H Lo 2™ dHES gfelguict

c. AWS_PROFILEO| X|HE|X| o2 B2 "7|E" Z2EHE ALSELICH
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& So{Ctsnt 22 74 T Aol ok 7H-s 27 &L

# Example ~/.aws/config file.
[default]
region = eu-west-1

[profile production]
region = eu-central-1

AWS_PROFILE &Z 47| "production" Zt2 2 MM E AR Z2I0|HEME eu-central-1
Region2 AFEELICE AWS_PROFILE &3 ¥Hi7} @iz B2 ZE0[HE M= eu-west-1 2™
2 AHSE L

4. B|™ Z2f2 MHIA EEI0|2E Q| 4 M™Mo|2 2 SDKIF o] AAMM 2™ Zt2 & K| 235HH o 2
7h gbMEhL|Ct

D AR

AWS SDK for PHP HH7 30 M 2|M o 2 Edst = CFS 2 Ale|E DE{stMIR.

Z2oM Aco BAMSR BN AN
2o ojBEl70lMel HS B 4 EE configol OES X T 0] ElMe BAMS
2 st 2ol EaLICH ol st 2=9| o= 75 40| Fobx|T ol T Ao ChEt ol E 4
ol Zo{sLict

MY U EAEO] B Ha ALS

OHZ 2I71|01410] 0421 AWS BHZH0I A B S 5foF 5t H2 UM AWS config CHE T2 A}
251 LR I2} 0|5 7holl FMEHsts Z40] E&LICH

\
Ol
02

e |
o

Il

AWS SDK for PHP B 3 X} 23 At AFR

SDK & =7 &= et el &t

rr

AWS SDKsOl| At E = lE Xt 5& HIZLIE| CHet &= HE
724 58 3 ANALE HEStM L. AWS SDKs

2 ALY 49
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/A Important
HotE s AWS R E AEE AMA| ALE5HX| ofE 20| E&LICH =& HoF HEY A2
4 IAM AL A Bl IAMO| Hot ZE AR E HZE5HM L.

AWS SDK for PHP 1 30{ M Rt 3 58 S5 At2| JE 2 AH SEE £ &5t SDKL| AWS MH|A
22t0[HUE MBstE RYULICH SDKE &S g
Bstod MH|AE QIS ELCH A 5F2 et

T SE Lo

0l

I

IAM Identity Center 2152 &SI HLE IAM & 2 ISt & HEIYS FHE met 2o
BSHE M85t B YAMlA 7o MM EZ0| FIHE[0 AWS ElAA0] CHEE A Q

==
AWS SDK for PHP {71 32| A3 58 S=Atet FIL|?

HOot QIE B2 A= GuzzleHttp\Promise\PromiseInterface QIAEIAE E5H O

/7Lt Aws\Credentials\CredentialsInterface2 &3dl {8 El= Aws\Exception
\CredentialsException& Bt&sl= ELICH SDKE A4 5 S22 A & +2| odg] #3412 A
otMH, At BHE MHstHL Xt 8H EEE 2|H5}6t7| @l TREt AASA X[H 25 F3E

A&LICH

ol

4> [OH
T

MRl M S Hot Q1B 0| F Al 2QIT|X| ShaLICH Hot QIF TV 2O IF A
(o) X

= A2 APl E 2 Aws\Exception\CredentialsException

Hot 915 32 A= credentials 22H0|ME MGt SMoi MEELICH 2o 215 SZXt= HIS
7Z|HMo|2 2, API 2t 2 S £ mioict ZME =H BotELCt et 2ot 015 SF A &8 SDK
Z2I0|E o o

=

=

é
re
o
9.'—'
Ral
r

fjo
ofm
gl=l
X
I
i
r

n

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

// Use the ECS credential provider.

$provider = CredentialProvider::ecsCredentials();

// Be sure to memoize the credentials.

$memoizedProvider = CredentialProvider::memoize($provider);

// Pass the provider to the client
$client = new S3Client([
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'region' => 'us-west-2"',
'version' => '2006-03-01",
'credentials' => $memoizedProvider
1);
AWS SDK for PHP HHZ1 32| 7|2 2 5&H Z 2t #|2l 0|5

2 x4 5H 22X M2 SDKIL 2t &5t Ygi9
2 t2t0|E{ Q10| defaultProvider XtZ4 54 2

S o
HEE X2 Folz gAo| SXIELICH

ECIS =2 X3 3H 2 XS AWS SDK for PHP Al&i&FL|Ct.

i
\|

« env S -BE Hr 2 HEEAWS HAMA 7|S HMELICH

« assumeRoleWithWebIdentityCredentialProvider 22X -IAM €& L ¥ 1D EE 0} A
M ZHMFLICH

- XM 2lolo] A|IdoM SDKE 3F AWS config & credentials Tt FHE F&LICH SDKO]
Me"7lg" Z2Eo|M 782 ZAAMSHX[BF AWS_PROFILE &4 H7t MHE dR0ls HEHE &
2L 72t ALSELCH

+ sso &= A - 3] config UMM IAM Identity Center 743 A& st&LICH

login provider - SDKE 35 config IFUOAM AWS 2& 2001 MM M4 MHE FH&L
Ct.

« process S=ZAt - 35 credentials IA0|M credential_process d8E #&LICH
=2

<
(o]
i
ofr
i
>
i

« ini 22X} -SDKE B8 credentials Tt AWS A4 SH EEE |A
Ct.

« process 3ZAt - 3] config TR0|A credential_process dd& &Lt

« ini 32Xt - SDKE 3% config It AWS Xt SH E= IAM e MEE F&LCt

+ ecsCredentials Z=2At - YA X4 SHE U= o Hest HEE A
5t 874 B4~ AWS_CONTAINER_CREDENTIALS_RELATIVE_URI EE
AWS_CONTAINER_CREDENTIALS_FULL_URIEZ #&LCH

rr oH

+ instanceProfile 2= XA} - EC2 QIAEIA HEIH|O|E] MHIAE AFE3104 QIAEIA I Z 1 Qo
X|HE |AM &2 7HK{SLICH & HEE AI85104 YA XtE SHE A&t
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7|18 S2Xto| ZitE XAHS 22 M2 0|A| 0] M(memoization) & LIC}.

M elo cigt I E= GitHub &4 I =M Eelg = l&LC.

AWS SDK for PHP HH™ 32| 7|2 X2 Atd 5 32Xt
SDKE 043 7|2 MZ &t W ZZALE MBS0, 0|2 JHHEx o2 ARt HLE AFR R} X|E X7
ZH ZZx AQloR ARe 4+ olaLc

MH|A 220|E M ol X3 3H SZAE XI'HstH SDKe X|HE X3 3H SZAtEH ALS
5o A4 BHE 25tz ASgLICH 7|2 A2 88 324t M2 AF85HX| et &

Z2t0|AE Tt instanceProfile 3ZAE AFS S E sti{e < AH|A EEI0|E
instanceProfile 32XAtE X510 7|8 M Q2 EH(short-circuit) A2 == A& LICE.

J SISy

0)-

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::instanceProfile();
// Be sure to memoize the credentials
$memoizedProvider = CredentialProvider::memoize($provider);

$client = new S3Client([

'region' => 'us-west-2',

'credentials' => $memoizedProvider // The default credential provider chain is not
used.

1);

/A Important
API 2t =g motct 20t Q1E S X7t ZEELICH 2ot 21F 2EE0| H|&O0| EHo| E=
S| A3 = HERT 2laA0MH 2E)0[HL SZR7F 22F QB YU FHAISHR| 2=
AL Hot o185 ZZ XS Aws\Credentials\CredentialProvider: :memoize &% 2Hof
& steE JdE DedE Lt SDKOIM AFE El= 7|2 2ot 018 SZAte RIS 22 H 20| O
M(memoization) &l L|C}.

|
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« SDK for PHP 2| login & & At

« SDK for PHP2| assumeRole 3 &t

+ SDK for PHP2| sso 3= At

» SDK for PHP 2| defaultProvider 3= At

+ SDK for PHP2| ecsCredentials 3= At

» SDK for PHP2| env 3 At

+ SDK for PHP 2| assumeRoleWithWebldentityCredentialProvider &= A}
« SDK for PHP2| ini =X}

« SDK for PHP 2| process & & At

« SDK for PHP 2| instanceProfile =2 At

SDK for PHP2| login 32X}

Aws\Credentials\CredentialProvider::login= AWS CLI2I Z2 =T 0|M X|§st= et
XM 7 2O MM 2 R HE A1E SHS 2E352{D AIZgLICt 215 & AWS SDKs & =720]
M ESsts LAl R 3HE AWS A e ot

Ol ZZHAE A £7| AE M Bol MME ZE A2 5, IAM A8 £ K12 5Y 23
Aol HCiBIOlM X174 BHE A8 5t0{ QB E 4 YO, PHPS AWS SDK7H Al AH2 BHS &S
o= BaElFLIC 0l M2 WAL B A4 5HS 2H| MEY UL ¢ooz Eoto| ZEHEL
=3

aws login E‘é‘%‘;‘% ’é‘?ﬁﬂ‘?j‘ g4 2& Mol MEHSHLE HEFR X 7|8 @915 &
| sz HEELICH PHPE AWS SDKeE 2301 MH|AE At
g35t0 1 _._Il:H 12A|7._F S¢of o|eHet X4 BBE KS2 = Mz T ELCH

22 ZZXN=NMBE Z2ZEHE 7|80 Z 0|0 ¢S e 22 MM /AT EZEZ 0l A HHE HAMA
ESg 2ECE5ledD A|E&LICH 22RAE S | Z2Lo| MEEX| ke T2 L2 Sof7H7| ™
0| HHX{ AWS_PROFILE &3 Bd4E =0l

goI5t241 A& LICldefault. 2= L T
i2 M2 T x|= O AF2ElE 201 MH|A 2

1 HiY ol 2|X0| MIZ2E|X| ote AL Z2 A= AWS_REGION
2tE B el oS EelE EEEP?E'OH MHEE 2 72t &elstod 21 g 2 elstedn A=

H
oh. IS #E 4 9l FS TTRE BN TASHE Wil Chat XIDH BT HEE promise®

L
Me TaRolH MY + U g—axm NESE
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use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::login(<profile_name>, ['region' => <region>]);
// Cache the results in a memoize function to avoid loading and parsing

// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'credentials' => $provider

1)

7|2HMo 2 AH83lti= MH|A EEI0|HE AtE 3 0| MBEIX| g2 FR0| 3=X= &
74 defaultProvider() & #2lo| Y8 Z S EELICL O] ALIE|20|H= MHH|A EEI0|HE 9|
20| AtS2 2 login() SZRHolAH MEELICH EFHO| AlLt2[20|MHeE Z2EE Fot7t7| Tof
AWS_PROFILE &3 #H8 &0l5tod 2O SZRHoH MEE =2 gt &l LICtdefault.

SDK for PHP2| assumeRole &= A}

+2 835 Aws\Credentials\AssumeRoleCredentialProviderE Al&35l0o{ £
52 MEste 2 EAE RJXE 'client' WEE StsClient ZAe 7 M35t

'assume_role_params' M5 HEE M S3loF gL|Ct

® Note
2 E API 20l M Rt AWS STS SHE EZLRSHH 712 K| UL EF memoize T E AIE
5lod X4 sHo| 2 E I X2 S s MZ 12 M2lg + U&LICH odeE s 2=
E XM L.

use Aws\Credentials\CredentialProvider;

use Aws\Credentials\InstanceProfileProvider;

use Aws\Credentials\AssumeRoleCredentialProvider;
use Aws\S3\S3Client;

use Aws\Sts\StsClient;

// Passing Aws\Credentials\AssumeRoleCredentialProvider options directly
$profile = new InstanceProfileProvider();
$ARN = "arn:aws:iam::123456789012:role/xaccounts3access";
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$sessionName = "s3-access-example";

$assumeRoleCredentials = new AssumeRoleCredentialProvider([

'client' => new StsClient([
'region' => 'us-east-2',
'version' => '2011-06-15",
'credentials' => $profile

D,

'assume_role_params' => [
'RoleArn' => $ARN,

'RoleSessionName' => $sessionName,

1,
1)

// To avoid unnecessarily fetching STS credentials on every API operation,
// the memoize function handles automatically refreshing the credentials when they

expire

$provider = CredentialProvider::memoize($assumeRoleCredentials);

$client = new S3Client([
'region' => 'us-east-2',
'version' => '2006-03-01",
'credentials' => $provider

1)

'assume_role_params' O CHEF REMIEH LHE 2 AssumeRoleS

SDK for PHP2| sso 22X}

Aws\Credentials\CredentialProvider: :sso& Single Sign-On A}
Z2XHE AWS IAM Identity Center A4 58 32

use Aws\Credentials\CredentialProvider;

use Aws\S3\S3Client;

$credentials = CredentialProvider::sso('profile default');

$s3 = new Aws\S3\S3Client([
'version' => 'latest',
'region' => 'us-west-2',
'credentials' => $credentials

1)

S ALt o]
Xteto sholct.
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st < Ol oMo M Z2E 0|&E defaultZ CHA|SHAIL. O|F O

O|E0| XIHE 2 EE N85

XNEE T2 Eg MHEHGHE Yol Cis REMIEH LI =2 AWS SDK 2 =7 & X SHHMO| 2R config
Ol credentials IIYS B XSIM L. EEE AWS_PROFILE 814 -2 AI5t0{ AR 2T MY
S x|&&t £ olaLct.

IAM ID ME{ 32X 25 HAIS XIM|5] 2otEE{2d AWS SDK 2! =7 &FZ= LA 2| IAM ID AIE
=

= S|
ClE O|GHE EZXSIAML.
SDK for PHP2| defaultProvider 22X}

Aws\Credentials\CredentialProvider::defaultProvider= 7|& A4 5% ZZXt0|H 7|
= A4 5E SZA Aelolgtn e gLct ol 3ZXt= ZEI0|HEE MHE M credentials S4M
S MEfst 32 01| A-SELICH ol 04, CH8 2 E AL ZH0| S3ClientE M 4A45lH SDKE 7|&2

$client = new S3Client([
'region' => 'us-west-2'

1)

Heolol EH A4 5 SZAtol IEtOIEE MB5teds B I =0l A defaultProviderg§ AFSE =
A&LICE 0| E £01CHE MK = ecsCredentials SEA &7t AASElE B2 ASAF XIE 44
Mg AlZh 2 KA dEE MSELICH

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::defaultProvider([
'timeout' => '1.5',
'retries' => 5

1);

$client = new S3Client([
'region' => 'us-west-2',
'credentials' => $provider

1)

SDK for PHP2| ecsCredentials 2= A}

Aws\Credentials\CredentialProvider::ecsCredentialstE GET LHE &
S HoF o158 REEStE{ D AT ELICH O] 2% 2| URIE ZIE|O|Lof /= &4 H
AWS_CONTAINER_CREDENTIALS_RELATIVE_URIO|A X|&EILICE.
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use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::ecsCredentials();
// Be sure to memoize the credentials
$memoizedProvider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $memoizedProvider

1)

SDK for PHP2| env 32Xt

HEB ARSI At BHS EHs
! A

e
o=
IOl E2I0|HEN AWS HAl

2
L f"f
HU

>

=

w

I-II

I JE
x

>

N

10 ri
M 0N

SDKE Amazon Web Services0l| 21551 7| /sl HX]| #73 Bd40i M 20t Q=52 &0lst
SDKE getenv() &+2 AF&3+04 AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_
AWS_SESSION_TOKEN &4 B4~2 ar&LICH o|2{8t 2ot Q15 & &4 2ot o1& o2t gLICt of
B3t 2t 2 Y= Yol CHEt XIRI2 AWSSDK X =+ & X 7 =

XM L.

of|A O E2|7i0|ME S ARISHE B SDK7} O|HEH At SHE XIS o2 A& AWS Elastic
Beanstalks U5 AWS Elastic Beanstalk 2£2 S35 AWS_ACCESS_KEY_IDAWS_SECRET_KEY,
2! AWS_SESSION_TOKEN &4 g8 MHEE £ A&LCh

BE HeE MG E wedof CHEt ARMIE LI 2 AWS SDK & =7 & X 7t0|E9| 84 HH X[#
AR SHM 2. £8F CHE & 2] AWS SDKs. https://docs.aws.amazon.com/sdkref/latest/guide/settings-
reference.html#EVarSettings

CHEo 20| BHEM 838 He-E d8eE + Q&L

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
# The access key for your AWS ##.

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
# The secret access key for your AWS ##.

$ export AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of security token>
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# The temporary session key for your AWS ##.

# The AWS_SECURITY_TOKEN environment variable can also be used, but is only
supported for backward compatibility purposes.

# AWS_SESSION_TOKEN is supported by multiple AWS SDKs other than PHP.

Windows

C:\> SET AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
# The access key for your AWS ##.
C:\> SET AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
# The secret access key for your AWS ##.
C:\> SET AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of security token>
# The temporary session key for your AWS ##.
# The AWS_SECURITY_TOKEN environment variable can also be used, but is only
supported for backward compatibility purposes.
# AWS_SESSION_TOKEN is supported by multiple AWS SDKs besides PHP.

Aws\Credentials\CredentialProvider: :enve &7 Bd£0{ A £t QI
ghuict
= .

0l

2 EC3tE{0 Al

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => CredentialProvider::env()

1)

SDK for PHP2| assumeRoleWithWebIdentityCredentialProvidexr =Xt

Aws\Credentials
\CredentialProvider::assumeRoleWithWebIdentityCredentialProvider=

qE 2 fUsto{ 2ot 1E EEE AT ELICH B4 ¥4 AWS_ROLE_ARN &
AWS_WEB_IDENTITY_TOKEN_FILEO| EXHE B, SZ A= AWS_WEB_IDENTITY_TOKEN_FILEO]
XHE MM AR2o|M ClA3 9l EES AFE5104 AWS_ROLE_ARNOIAM K™ El g 2|28 A& L
Ct 24 HE AL 42, SS A= AWS_ROLE_SESSION_NAME B4 HE-Z2 2 E MM dHE Al
Loyl

23 HrTt d8Elof QUK iCtH, SSAts 7|8 Z2E E= AWS_PROFILECE HEE g2 At
S8tLCH 22 XE 7IEM2 2 ~/.aws/credentials & ~/.aws/configOiH T2 EE 2lomH,
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filename ZI|O SMOIM X|IHE ZZ2ZEE 2l0{ EYU = US . =
M e QstH, web_identity_token_fileOlM MHEE M ZEZ2EEH E—E% 2 ﬁL—lEP
role_session_name2 ZZ Lo M™HE|0] U= B AFEE £+ &LICH
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use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::assumeRoleWithWebIdentityCredentialProvider();
// Cache the results in a memoize function to avoid loading and parsing

// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([

'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $provider
1);
7]

=Mooz o] 2ot 21F SZ A= StsClientol A Je S 2IHst7| 2lsh ArEst= FHE EIHE &
St X ~

s |
1% StsClientE M3 & = U&LICH EoF 2152 KB E 2 E StsClient0ol| A

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;
use Aws\Sts\StsClient;

$stsClient = new StsClient([
'region' => 'us-west-2"',
'version' => 'latest’,
'credentials' => false

D

$provider = CredentialProvider::assumeRoleWithWebIdentityCredentialProvider([
'stsClient' => $stsClient

1);

// Cache the results in a memoize function to avoid loading and parsing

// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
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'region' => 'us-west-2"',
'version' => '2006-03-01",
'credentials' => $provider

1)

SDK for PHPO| ini 22 &}

Aws\Credentials\CredentialProvider::iniE 3% config % credentials It

oM At 5HE Z=dle{D A= &LCt. 7|E"—19§ SDKE=| U= &5 AWS credentials
IdoM 7| Z2EaUE 2E52{D A= LICH~/.aws/credentials. SDK7}
AWS_SDK_LOAD_NONDEFAULT_CONFIG &4 d#% oMo U= 7 AWS config IO "7|
2 2O Ur EOelgrL|Cl~/. aws/config.

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider::ini();

// Cache the results in a memoize function to avoid loading and parsing
// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01"',
'credentials' => $provider

1)

TIRE MAsE Baol Q48 MB5H0] S XY Z2THY EE ini T YIXIE ASE £

&Lt

$profile = 'production';
$path = '/full/path/to/credentials.ini';

$provider = CredentialProvider::ini($profile, $path);
$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2"',
'version' => '2006-03-01",
'credentials' => $provider

1)
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SDK for PHP2| process 3= At

Aws\Credentials\CredentialProvider::processE =% AWS F#A n}2lo| = Z u} o x|
El credential_process #t2 A&st0] At SHS 2 E5t2{ 0 A& LICH

7|2xo 2 SDKE HX{0] = 38 AWS credentials TtUAMH “V|E” T2 0US 2 =584 Al

T8tLCt~/.aws/credentials. 28 credentials IIYOM "7 |E" T2 L2 &2 £+ Qi B2

3% config It 7|2 Z2EHE H&LICH COFS2 37 credentials ThUQ| F44 0| AlIL|CH
[default]

credential_process = /path/to/file/credential_returning_executable.sh --custom-command
custom_parameter

SDKE PHP2| shell_exec &+& AE36t0{ XS E ICHE credential_process BHEE XA
OS2 3 &8 F stdoutol M JSON CI|O|E{& ¢{&LICt credential_processe CHS 8402 R4
BB stdout0l| &f&d3sHoF & L|CT.
{
"Version": 1,
"AccessKeyId": "",
"SecretAccessKey": "",
"SessionToken": "",
"Expiration": ""
}
SessionToken & Expiration2 ME ALY F ME4 AR S XIHEtCHH 20 215 0| A IE XE[E

LICt.

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider: :process();

// Cache the results in a memoize function to avoid loading and parsing
// the ini file on every API operation

$provider = CredentialProvider::memoize($provider);

$client = new S3Client([
'region' => 'us-west-2"',
'version' => '2006-03-01",
'credentials' => $provider
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1D
SEAE st 5ol Ql+E MS5tod AFSA X|H ZE0Y = ini Y /XE M = A
&Lct.

$profile = 'production';

$path = '/full/path/to/credentials.ini’;

CredentialProvider:
CredentialProvider::

$provider =
$provider =

new S3Client([

'region' => 'us-west-2',
'version' => '2006-03-01",
'credentials' => $provider

1)

$client =

SDK for PHP2| instanceProfile =22

Aws\Credentials\CredentialProvider:

ool X|HE 1AM & o CHE Xt24 ZHS Ecstt{n Al

use Aws\Credentials\CredentialProvider;
use Aws\S3\S3Client;

$provider = CredentialProvider:
// Be sure to memoize the credentials
$memoizedProvider = CredentialProvider:
new S3Client([

'region' => 'us-west-2"',
'version' => '2006-03-01"',
'credentials' => $memoizedProvider

$client =

1);

retries SMoZ MXE = QIoM,

M7 Qs Z|CH 3R] REAIZ & 4= ¢
e I =oMe ZHo| 2ME 0202

:process($profile, $path);
memoize($provider);

Kt

:instanceProfile Amazon EC2 QIAEIA T 2
gruct

:instanceProfile();

:memoize($provider);
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$provider = CredentialProvider::instanceProfile([

'retries' => 0

1)

$memoizedProvider = CredentialProvider::memoize($provider);

73 844~ AWS_METADATA_SERVICE_NUM_ATTEMPTS7} A& E|0{ Qe AL 1 70| &M EA|E

‘retries’ SMELCH M MEZELICH

ok

(® Note

AWS_EC2_METADATA_DISABLED &7 Bd4
_|

£ true® M58 Amazon EC2 QIAEA T 2
YoM 2ZE35E{E O] A|ZE H|EMHSE &~ Ql&L|Ct.

SDK for PHPO|AM A3 5 SZ A & 2l5}

Aws\Credentials\CredentialProvider: :chain() &+E AI835t0{ EOt 215 A4
g =+ A&LCt O] &&= variadic 2| 2I+E Bo i, Zt ez Eot O1E SZ At & QlL|Ct. et
E dtete 7k R| &7t StL REEIE &

Mol gte= 32X B stL7E E3 X2 E O[> E promise

EXTE MSE ol FHel M &£ Breteuich

10l o4 SZAHE FHFLICH

defaultProvider= O| &4 & Al35t0{ Alul5l 7|
1 o &L|C}.

— =
defaultProvider| AA = chain &%

o
>

oo

mjo
i

// This function returns a provider
public static function defaultProvider(array $config = [])

{

// This function is the provider, which is actually the composition
// of multiple providers. Notice that we are also memoizing the result by

// default.
return self::memoize(
self::chain(
self::env(),
self::ini(),
self::instanceProfile($config)

);
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SDK for PHP2} &1 At2e AF2AF XA XA

O
o

ol
OH

= At 4

HotoIE B2 A & E I GuzzleHttp\Promise\PromiseInterface Z{xE S5l O[]

7{L} Aws\Credentials\CredentialsInterface2 &3l 7{5¥ Zl= promise(Aws\Exception
\CredentialsException)E Etetsl= &+ #lL|Ct.

3ZAE M5 7| fIft 2 AlellE AKX 2ot 015 S2XE MM5HT| 5 E &L= #§-E Mdst
= ZdelLICt o & S0{ L2 2 env B2 AL AAQILICHOAIR 22 27t £X4EF]). 0| AAE AX| &
ZAt g8 Htetsts g rete ™ol FoSHMIR. ol 8 AF83504 2ot 21F SZXHE &AH M5t
1 o2 MYE £+ Q&L

use GuzzleHttp\Promise;
use GuzzleHttp\Promise\RejectedPromise;

// This function CREATES a credential provider
public static function env()

{
// This function IS the credential provider
return function () {
// Use credentials from environment variables, if available
$key = getenv(self::ENV_KEY);
$secret = getenv(self::ENV_SECRET);
if ($key && $secret) {
return Create::promise_for(
new Credentials($key, $secret, getenv(self::ENV_SESSION))
);
}
$msg = 'Could not find environment variable '
'credentials in ' . self::ENV_KEY . '/' . self::ENV_SECRET;
return new RejectedPromise(new CredentialsException($msg));
};
}
SDK for PHPO{| A AtZ3 &8 |2 0|X[0[4
M2 Ol gHet 22 7|ofste 2ot 15 SIXHE MAIsHoF B % UALICH Ol BZRHE 2ot
S 220/ H|EO0| Blo| E= &Rl B = Aws\Sdk E2HAE ALE 504 0{ EEI0|YE ZHof 2
ot 1E B=XE SRl B2 50l FEFLICH 2ot 21E SR &2 memoize & 2Hoi 2H
Z5t04 M2 0|X| 0| M(memoization)2 2ot 215 SZF Aol FI+E = U&LICH
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use Aws\Credentials\CredentialProvider;

$provider = CredentialProvider::instanceProfile();

// Wrap the actual provider in a memoize function

$provider = CredentialProvider::memoize($provider);

// Pass the provider into the Sdk class and share the provider

// across multiple clients. Each time a new client is constructed,
// it will use the previously returned credentials as long as

// they haven't yet expired.

$sdk = new Aws\Sdk(['credentials' => $provider]);

$s3 = $sdk->getS3(['region' => 'us-west-2', 'version' => 'latest']);
$ec2 = $sdk->getEc2(['region' => 'us-west-2', 'version' => 'latest']);

assert($s3->getCredentials() === $ec2->getCredentials());

H| 2 O|A| O] M(memoization) &l £ ¢t 215 0| BtE | HZO[X|0|M eIt 2ot 915 S ME T X|2{x
AMZE M eHEE SSXE EEFLICL
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Amazon EC2 CIAEIA Bix HOF QIS0 IAM A& ALE
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£ AV 2B 8 A H0f QA S0t XA B BE

IAM 2382 AL 35HE 742 ofZ 2|7 0lMoll M 2ok 015 zH2lofl CHa ZAxdE T 7t eiaLct,
Amazon EC2 QIAEIA O] HIEIH|O|E] MEHHOA KA| 20t QIEE ZHAG0 QIARATL AJ&E “5
olst £ ola |0}
CIARIA Z 21l HOot QIS0 I E 5t YAl EOH QIS S AFR5HH & HAMo| M 385t &Y
ql Z|AA| HMAE = USLICH Amazon EC2E IAM AMH|A0| QIAEIAE OFXEHA QIE 504
g2 sstn, dAMEI HE Hot 2152 HUIMo 2 UO|0|ESte 2E S MElELICH o|24Eh &
AloZ AMERIS| I 2] Q0| OHEZE|AH|0|ME SHHGHAH ESE &= QUELICH (A Eot 215 HEE
X|#stE MHIA S22 1AM AFE M| IAMS 2 2 d5t=AWSE & ESHMR
(® Note
O MIEFHIOIE] MHIAE A™SHK| gto =|':'=| Aws\CacheInterfacel| QIAEIAE
'credentials' SMOZ ZCI0|E MMRIo| MEE £~ A&LIC O|= 7| 5tH SDK7F 74
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2o Hot Q5 S M AFEE =+ J&LICH Mg L& 2 AWS SDK for

SDKE AF2350{ Amazon EC2 OHZEZ|FH|0|ME 7l 5te ghedol| CHE XFMISH LIS 2AWS SDK &
T & X MOl Amazon EC2 QIAEIA R |AM Qg Al22 BIXSHMIR.

IAM 23&2 MA 9l Amazon EC2 QIAEIAO]| &gt

require 'vendor/autoload.php';

use Aws\Iam\IamClient;

AH
=

IE

13

$client = new IamClient([
'region' => 'us-west-2',
'version' => '2010-05-08'

$result = $client->createRole([
'AssumeRolePolicyDocument' => 'IAM JSON Policy', // REQUIRED
'Description' => 'Description of Role',
'RoleName' => 'RoleName', // REQUIRED

1)

3. IAM QIAEA T 20U MM 5tT ZIol A Amazon E[AA O|F(ARN)S HAELICH

(@ Note
CHALIAM Z2&£ 2 AL 85t B2 AWS SDK for PHPEE2 QIARA Z20AUS XSS R
MAS T ST et 8T SYR 0|82 RoELc
HME I
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$IPN = 'InstanceProfileName';

$result = $client->createInstanceProfile([
'InstanceProfileName' => $IPN ,

1)

$ARN = $result['Arn'];
$InstancelID $result['InstanceProfileld'];

4. Amazon EC2 2C|0|¢1E MM

7HM 27|

require 'vendor/autoload.php';

use Aws\Ec2\Ec2Client;

AH

M= I

M|kl

$ec2Client = new Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",

1;
5. Amazon EC2 QIAEA T 20U AR F0|7HLE & X|E Amazon EC2 QIAEN| F7HEHLICH IAM
Qi5to| QIAEIA ZZ21WQ O|E S AP EFLILCE

AH
(=]

Mkl

e =

$result = $ec2Client->associateIamInstanceProfile([
'TamInstanceProfile' => [
'"Arn' => $ARN,
"Name' => $IPN,
1,
"Instanceld' => $InstancelID

1)
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Amazon ECS EfA 3 0i CHE IAM e AL 57|

Amazon Elastic Container Service(Amazon ECS)2| EfA 3 & IAM &2
& 4 A&LICH 0] 7|S2 Amazon EC2 QIARA T2 10| Amazon E A
M3ste Rt Hixst HAloZ ofEZIFAO|MAM 2ot IS S ZElg = /e MES MSELICH

7| AWS X4 sHE2 MAI5104 Z16|0|LJ0d| HHZ 5} 7L} Amazon EC2 QIAEIA O
CHAI Al XEE BEE ArE5t= IAM B2 ECS &Y HO| E£= RunTask API 241t 88 = Q

&LCh.

ZAE|0|L] 2o 2 &= U= IAM &S A5t &od CHSt REAIEH LH® 2 Amazon ECS 7HE &}
OFLHA Ol 2] IAM g FHME HZTFHML. 2 HoloM 2 IAM &4& & a taskRoleArn @Al
Z AE35t= oAM= Amazon ECS 7HEEAF FHLHAMO] U= oAl 2] HOo|E & ZFHMIL2.

[ =]

[=1 =1
=

CFHE O IAM & =2l AWS A

AWS I (5 A)OIM BHeishD CHE AB(AIE B)OIA 18 S 2w Bix| AHIE BOA 1AM o1&
& Wishol BLict 0| 1 ABCIE AS AEIE} A BolM B g >Wetz= 5
Ch. A AIE ML CHEE REMIEH LIS AHE AL IAM HEHS AFS5H04 AWS AIF 7+

HZESAML.
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HZE BE He 2 MMEH & odsk ARNS 7|EELICH HZE Ao 4

C}. A& AQ| MIE{E|Q} P4Z3=l AWS AFZH ZTHES AF25t0{ odste £olst|C}

of CHEH A4 SHE AFE35104 AWS STS ECH0|1EE MAEELICI AWS AE. CHEoME 2ot QIS
ZZ20 U2 AFSFUX|DE o HEHO|E A E &= UELICH MZE HEE AWS STS 2CI0|HEE AL

5104 assume-role2 &5t AF2 X}t K| sessionNameS MEEFLICH ZAOtoMd M Al 2ot 01BE
ZAMstLICH 7|E2Xo 2 EoF 012 1A|ZF R|&E L.
ME IE

$stsClient = new Aws\Sts\StsClient([
'profile' => 'default’,
'region' => 'us-east-2',
'version' => '2011-06-15"

1);

$ARN = "arn:aws:iam::123456789012:role/xaccounts3access";
$sessionName = "s3-access-example";

$result = $stsClient->AssumeRole([
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'RoleArn' => $ARN,
'RoleSessionName' => $sessionName,

1);
$s3Client = new S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2"',
'credentials' => [
'key' => $result['Credentials']['AccessKeyId'],
'secret' => $result['Credentials']['SecretAccessKey'],
'token' => $result['Credentials']['SessionToken']
]
1);
KEMIEH LHE 2 AWS SDK for PHP API & Z 9| IAM @38 EE = AssumeRole AFHR

Z Al

A0 HAHAE M IS0 EMP INEE
e g s A5E{H HX 1AM
D EE= OpenlD Connect H 2 |0|

o

AE E5H SZSAE MYstT g At24 ol cish g s dAE £ AWS STS E20[MEE ALE
50 AFEAHE QIS ELICH SHE AFEXtol| CiEt HEte =2 2ot 215 0f CHE webldentityToken 2!
Fgtof CHEH 3E ARNZ NS ELICH

$stsClient = new Aws\Sts\StsClient([
'profile' => 'default'’,
'region' => 'us-east-2',
'version' => '2011-06-15"

1);

$ARN = "arn:aws:iam::123456789012:role/xaccounts3access";
$sessionName = "s3-access-example";
$duration = 3600;

$result = $stsClient->AssumeRoleWithWebIdentity([
'WebIdentityToken' => "FACEBOOK_ACCESS_TOKEN",
'ProviderId' => "graph.facebook.com",
'RoleArn' => $ARN,
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'RoleSessionName' => $sessionName,

1);
$s3Client = new S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2',
'credentials' => [
"key' => $result['Credentials']['AccessKeyId'],
'secret' => $result['Credentials']['SecretAccessKey'],
"token' => $result['Credentials']['SessionToken']
]

o
Ol
0Z
OH
il

XEAIEH LHE 2 AWS SDK for PHP API & X 9| AssumeRoleWithWebldentity - 2 7|2t X}
AHE S8t 918 E= AssumeRoleWithWebldentityE £ Z5HAIL.

~/.aws/credentialsOir T2 EE HO|FtM2

oM ZE2 LS % 0|5104 IAM 2382 AWS SDK for PHP AI2SIEE2EE A& £ Q&LICH~/.aws/
credentials.

U deol CHell role_arn HHME ALSStoi M Z2EHE HMFLICH E3HAM e E e +
o] _|3
AA

== — B |
= Tet2 71T 2ot 158 MH836tod O E T2 EO| source_profile dHE
T ddof Cigt xbAIE LHE2 AWS SDK 2! =7 =X 7t0|=9| 8 Eot 0I5

£04,Ct ~/.aws/credentialsOliM projectl ZEE role_arng M™E35t1D default
o

=
= — =
ZTE2EE 2ot B9 HEo R X|Hsto] dAAE AHE|E[7L F&g =T = U=X| ZlgLCt.

[projectl]

role_arn = arn:aws:iam::123456789012:role/testing
source_profile = default

role_session_name = OPTIONAL_SESSION_NAME

[default]

aws_access_key_id = YOUR_AWS_ACCESS_KEY_ID
aws_secret_access_key = YOUR_AWS_SECRET_ACCESS_KEY
aws_session_token= YOUR_AWS_SESSION_TOKEN

-

OL

Z22lo|HEE A|RtE [ AWS_PROFILE 84 B4 EE= profile IF2HOIE{E %5104 default =
ZEZS AA HOQBOZ AE3HH project1o] X|IHE Ago| +ELICH
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CHS S3Client AL|EI2 MAXI0|AM profile TIEIOIE{E AR SHE W2 Eo{FLICH
S3ClientO|= projectl ZE= Lo} BEAEl g n gtEdEl #Heto| &LICt

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-1',
'version' => '2006-03-01",
'profile' => 'projectl'

1);

~/.aws/configtA T2 ZZ HO|5tM 2

Ol ~/.aws/config W= 71’dst2ies Z2E E?:.*EE' % QAQLIE}. EFS' HH~E
AWS_SDK_LOAD_NONDEFAULT_CONFIGEZ A5t ¢ £
Ct. AWS_SDK_LOAD_NONDEFAULT_CONFIGE M™3I™ SDKE ~/ aws/conflg ! ~/ aws/
credentials ZF0M Z2ES EEfLIC ~/.aws/credentialse| T2 LO| OIX[HS 2 2E

£~/ aws/configoﬂ AT SYE O|F ol Z2LECH 24 M ELICE o= Yx|e] ZE2LOIE
source_profile E= sg T2 ZIZ AISE = JU&LICH

ChS MM E Zhof HO|El config IOl projectl Z2E credentialsItO| default
ZZ2EZIS AF2EFLICH AWS_SDK_LOAD_NONDEFAULT_CONFIGE MM EL|C}H

# Profile in ~/.aws/config.

[profile projectl]

role_arn = arn:aws:iam::123456789012:role/testing
source_profile = default

role_session_name = OPTIONAL_SESSION_NAME

# Profile in ~/.aws/credentials.

[default]

aws_access_key_id = YOUR_AWS_ACCESS_KEY_ID
aws_secret_access_key = YOUR_AWS_SECRET_ACCESS_KEY
aws_session_token= YOUR_AWS_SESSION_TOKEN

CHS ALZI0 260 S3Client AR 7F AzE Z = Lol HolE HE 2 projectl Z=EHT
default #ZE 2ot Q15 S A& stod 7HEElLICH

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-1',
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'version' => '2006-03-01"',
'profile' => 'projectl'

1)

SDK for PHP AWS STS O{lA2] YAl A1 SHE Al

AWS Security Token Service (AWS STS)E A6 IAM ALK EEE A4 5 mCg|o|Me S5l
QIE st ALEXtol| CHEH A[EHE THEH, FAI XAHE BHS QLEE &= U&LICH XHME LIS IAM AFHE
A MEMO| YA EoF o 152 FESHM K. Al 2o At SHS AHE5H0 CHEE 2| AWS AH|
A0 HMAE = UGLICH LA 2ot 215 HEE X|H5tE MHIA SE2 1AM AFE HE M| IAMS

E YU =AWSE T SHMIR.

QA Rt BHO| UBHEQI AR Aell B SttE EHAL R B S2XE S5 ASAE UB 50 2
HHQ = 22HOIE & OHEE|F0l40] AWS Bl4A0) CHEH HAA HEHS Rofshs ZRILICHE &t
2 BF oI5 &%)

AWS STS of|l& A| At 5HE dhetsl= o &d0| UKX|BH GetSessionToken 7FE ZHEHSHA|
01F == JU&LICH ChE ALI% 2 PHP SDK STS 22t0|¢E 2| getSessionToken HMEE =%
£35l0{ Al Rt4 5HE AMELICEH

fo  HL

$sdk = new Aws\Sdk([
'region' => 'us-east-1',

1);
$stsClient = $sdk->createSts();

$result = $stsClient->getSessionToken();

GetSessionToken & CIHE AWS STS 40| ZAtol= &4 'Credentials' gtO| Z&ELICH
$resultE ESH(O: print_r($result) AFS) CtSTF Z&LCH

Array
(

[Credentials] => Array

(
[SessionToken] => '<base64 encoded session token value>'
[SecretAccessKey] => '<temporary secret access key value>'
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[Expiration] => 2013-11-01TQ1:57:52Z
[AccessKeyId] => '<temporary access key value>'

off 2A| At X x| =2 AWS SDK for PHP

AWS Z2l0|YE AEASHS 0| AWS STS &7 =4I 2k TE 5104 CHE ZCI0|UE A
UAl A4 SHE AIRE = U&LCH

use Aws\S3\S3Client;
$result = $stsClient->getSessionToken();

$s3Client = new S3Client([

'version' => '2006-03-01",

'region' => 'us-west-2',

'credentials' => [
'key' => $result['Credentials']['AccessKeyId'],
'secret' => $result['Credentials']['SecretAccessKey'],
"token' => $result['Credentials']['SessionToken']

]

1)

E§t Aws\Credentials\Credentials Z&|E M5t ECIO|UEE QAT ASIE [} S

E AT s J&LIcH

use Aws\Credentials\Credentials;
use Aws\S3\S3Client;

$result = $stsClient->getSessionToken();

$credentials = new Credentials(
$result['Credentials']['AccessKeyId'],
$result['Credentials']['SecretAccessKey'],
$result['Credentials']['SessionToken']

);

$s3Client = new S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2"',
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'credentials' => $credentials

1;
SHX|EH (Al EoF OIS MBsle 7HY £2 82 StsClientlt &7 Z&E
createCredentials() ¥ HAMEE AIE35tE ZJLICE O] HIMEE= AWS STS Z1toi M HlI0|H

=
£ FE5lT Credentials xS MAELICE

$result = $stsClient->getSessionToken();
$credentials = $stsClient->createCredentials($result);

$s3Client = new S3Client([
'version' => '2006-03-01",
'region' => 'us-west-2',
'credentials' => $credentials

1)

OfZE|70lM EEE Z2HMEM HA| RAtH ST S AtE8lof t= OlR0ll CHEF REAMIEH LIS AWS
STS MM 2A| AA|A HEF Fof ALIE|2E RESAL.

SDK for PHPO{A{ &1 E 20| E A

Hot QIET HZE(X| b2 FEHOIMES BHE0{ok B B2} JBLICH Ol 5HEd MHlA0] U
Mg +¥ 4 sl

o & E0{ &E HMAE 51835t F Amazon S3 Z§#|2t Amazon CloudSearch =H|QIE & CF T4

ok

ol ZEIO|HEE MMFE{H 'credentials' SME falseZ MHEE = U&LICE

$s3Client = new S3Client([
'version' => 'latest'’,
'region’ => 'us-west-2',
'credentials' => false

1)

// Makes an anonymous request. The object would need to be publicly
// readable for this to succeed.
$result = $s3Client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-key',
D;
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7|2 MH|A 20| E dd

e Hlgoe| S Mg Zcto|E S| MR MESlod ECO|MEE BHE &= UELICH
7K 7|

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;

AH

S =

Mk

//Create an S3Client
$s3 = new Aws\S3\S3Client([
'region' => 'us-east-2' // Since version 3.277.10 of the SDK,
1; // the 'version' parameter defaults to 'latest'.

Hot oI5 2 Zeto|MEo| BAMa =z MBstX| A ygCts Holl Fo|stMR. ol SDK7 7|2 A A &
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Ct. 04|§ % 1, Amazon S3 PutObject 212 +=a5t24™H Aws\S3\S3Client: :putObje
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require 'vendor/autoload.php';

use Aws\S3\S3Client;
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// Use the us-east-2 region and latest version of each client.
$sharedConfig = [

'profile' => 'default’,

'region' => 'us-east-2'

17

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk($sharedConfig);

// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();

// Send a PutObject request and get the result object.
$result = $s3Client->putObject([

'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'my-key',

'Body' => 'this is the body!'
D

// Download the contents of the object.

$result = $s3Client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-key'

1);

// Print the body of the result by indexing into the result object.
echo $result['Body'];

ZEI0|HEN AFSE = /U= Bt 22 U E230| FXx = MH|IA Y Ot S J|HeE M- Al
Ztoll Ho|ElL|ct 2eto|HEE MAs mf MH|A 2E Q| version TIH2HOIE{(0d: “2006-03-01" EEE
“Iatest”)g M3B5tx| gtom ZEt0|MEE 7|EMeZ 2|4 Mo 2 MY ELICH SDKE M3 E HZH

g7tz oY 7 mtes &L
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putObject( )2 Z2 Y HMEE 25 2ol mZtO/EE LIEHL= ZAghd Hidel
&LICH o] HEo| = (L Znt o] =)= SDKL| API A MoA ZH Edodl CHaH ol EL|chodl:
putObject Zf 2401 CHEH API MEAM E X).

HTTP SED SM

S ehttp IHEHIIEIE AFSSHod 7112 HTTP #S217 Q&S A¥sts WHE 0lM Y + U
LI} ehttp THEHOIE{O] ZBHAIZ £ s SME ‘hp” 2EH0IHE 442 AL 50 ZEHOIHEE ¢
AEASE O MY 4 Qe SMT SUHLIC

// Send the request through a proxy
$result = $s3Client->putObject([
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'my-key',
'Body' => 'this is the body!"',
'ehttp' => [

'proxy' => 'http://192.168.16.1:10'

AHQq 4 Aws\Result Z4x{|7} EtetEL|Ct MHH|A Q] Al XML EE= JSON O O|E
= = CHAl SDKE SH HIOIEE A il =2 4 A HEELICH SDKE EX AMH|A &
712 8Y X0 ot X|AE 7|8 Z H|o|E{o| YR SHE HF&heiL|ct.

L

(o)

AWS\Result ZA[o{A ZEHE PHP B &R H C|O|E{0f| MM AE 4 U&LICH

77|

require 'vendor/autoload.php';
use Aws\S3\S3Client;
use Aws\Exception\AwsException;

AH
(=]

M|k

e =

// Use the us-east-2 region and latest version of each client.
$sharedConfig = [

'profile' => 'default’,

'region' => 'us-east-2',

17
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// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk($sharedConfig);

// Use an Aws\Sdk class to create the S3Client object.
$s3 = $sdk->createS3();
$result = $s3->1listBuckets();
foreach ($result['Buckets'] as $bucket) {
echo $bucket['Name'] . "\n";

// Convert the result object to a PHP array
$array = $result->toArray();
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ZAn ol 2EHxE= AME|E 2t MH|A Q| Mo el CHELICt ZF APIe| At X &= 2
ofl CHEt APl A A M 2 A SHEL|CH.
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Zdt £y

JMesPathet S ElLICt Aot ZA|ol= 2ol M CIoIEE O MHMo R FESHY| 2loH AL E =
= search() HIMEZF ZEHELICH
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$s3 = $sdk->createS3();
$result = $s3->1listBuckets();

$names = $result->search('Buckets[].Name');

AWS SDK for PHP H{%1 32| @423 ZHx|
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SHLF(04l: Aws\S3\S3Client: :putObjectAsync())E
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$s3Client = new Aws\S3\S3Client([
'version' => '2006-03-01"',
=> 'us-standard'

'region'

1)
= [

'Bucket' => 'amzn-s3-demo-bucket',

$params
'Key' => 'baz',
'Body' => 'bar'
iIF
// Using operation methods creates a command implicitly
$result = $s3Client->putObject($params);
// Using commands explicitly
$command = $s3Client->getCommand('PutObject', $params);
$result = $s3Client->execute($command);
S mieto|E
DE BY2 MH|A9 APIO| &35 K| e X2 1 CHAl SDKe| S22 AMo{st= H 71 X| S L2t0IEE
XL ct
ehttp
Ol WEtO|E{E ALE 30 7|2 HTTP SHE2H7t LE S A™si= YA OIM ZHE &= &Lt
@http DtEtOIE{0| Z&AIZ = U= S M2 “hitp” 2CI0|V1E S M2 A8 5101 EEI0|QIEE QA EH
A5t M dYE = U= SML SLErL(Ct
// Configures the command to be delayed by 500 milliseconds
$command['@http'] = [
'delay' => 500,
iIF
24| 81
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@retries
“THA|Z=” 20| E SMI} O 7HK| 2, eretriese AIE W2 ZHFE|7| o]
& 2l 3148 Mo{ELICH HAITE HIZAsts2{E ol S48 022 MHELIC

// Disable retries
$command['@retries'] = 0;
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(® Note
ZCI0|HE|M MA|=E HIEH3E et 22 siiY Zcto|AUEN M E 7HE THHAM MAIZE
Meisioz Basty 4 glaLi
04249 7H'“ AH AH
S o “ S
22t0|ME °f getCommand() HIMEE ArS3to] Hig MME £ 9Aauc+. O BH2 HTTP 2F
2 FA| st HL TESHXR| etaH, EEPOIJE | execute() HIME MEE W2 AAELICH
2t BES M-S ©o| BE AN E =™-E 7137t A&t
$command = $s3Client->getCommand('ListObjects');

$command[ 'MaxKeys'] = 50;
$command['Prefix'] = 'foo/baz/';
$result = $s3Client->execute($command);

// You can also modify parameters
$command = $s3Client->getCommand('ListObjects', [
'MaxKeys' => 50,
'Prefix' => 'foo/baz/"',
1);
$command[ 'MaxKeys'] = 100;

$result = $s3Client->execute($command);
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2 BRAHEZ CHE HTTP 22H0IMEE A8 £ /2 (0f: Aws\MockHandler) OIERI0{E &
off BEHEE ALK} X[H &2 FIME += JU&Uct O oAM= AKX HTTP 22 &8st O
Al MockHandler& Ar&35to{ o|AF A& M ELICH.

use Aws\Result;
use Aws\MockHandler;

// Create a mock handler

$mock = new MockHandler();

// Enqueue a mock result to the handler
$mock->append(new Result(['foo' => 'bar']));

// Create a "ListObjects" command

$command = $s3Client->getCommand('ListObjects');
// Associate the mock handler with the command
$command->getHandlerList()->setHandler($mock);
// Executing the command will use the mock handler, which returns the
// mocked result object

$result = $client->execute($command);

echo $result['foo']; // Outputs 'bar'

BE| AEEl= HESE HEY =+ US & ofLlEh AASXE X|H DISHH01E BFol =
&L/t ChS Ao HE SHES S50iM HERZ 2 SstE tap OISH0IE AFSELICH

use Aws\CommandInterface;
use Aws\Middleware;
use Psr\Http\Message\RequestInterface;

$command = $s3Client->getCommand('ListObjects');
$1list = $command->getHandlerList();

// Create a middleware that just dumps the command and request that is
// about to be sent
$middleware = Middleware::tap(
function (CommandInterface $command, RequestInterface $request) {
var_dump($command->toArray());
var_dump($request);

);

// Append the middleware to the "sign" step of the handler list. The sign
// step is the last step before transferring an HTTP request.

= A
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$list->append('sign', $middleware);

// Now transfer the command and see the var_dump data
$s3Client->execute($command);

CommandPool
Aws\CommandPool2 A5t Aws\CommandInterface ZHX|E ASstE HHEXIE AR50 HH
2 SAlof A& £ U&LICH CommandPool 2 E°| HHE HtEste S0 YHEEH o HHO| SA|
of MM & B LICHEHEO| 2t2EH UMS E 37|18 |XI6H7] {6 F7+ BHF0| AAE).
CHE ' CommandPool S AFS3t0d & JHo| Be S st OHS ZHEFEH olRILICH
use Aws\S3\S3Client;
use Aws\CommandPool;
// Create the client
$client = new S3Client([
'region' => 'us-standard’,
'version' => '2006-03-01'
D;
$bucket = 'amzn-s3-demo-bucket';
$commands = [
$client->getCommand('HeadObject', ['Bucket' => $bucket, 'Key' => 'a']),
$client->getCommand('HeadObject', ['Bucket' => $bucket, 'Key' => 'b']),
$client->getCommand('HeadObject', ['Bucket' => $bucket, 'Key' => 'c'])
IE
$pool = new CommandPool($client, $commands);
// Initiate the pool transfers
$promise = $pool->promise();
// Force the pool to complete synchronously
$promise->wait();
O| | M|= CommandPooll| M52 #Ys| F&E QLI O S&E oA E A {E 7 &LICt Cf
A3 9| ItUE Amazon S3 HZ!O| A2 =FHCH T 7L ClAT M oY S 82 728
™ PHP2| DirectoryIteratorE& A& E + QU&LICH O] BF=XH= SplFileInfo ZX|E 4
AgrLICt CommandPool2 Aws\CommandInterface ZHA|E AtSsl= HHEXIE Yo O 2 Aws
\CommandInterface Z{x|E Bt&5tE=S SplFileInfo ZHA|E OHEELICH.
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<?php
require 'vendor/autoload.php';

use Aws\Exception\AwsException;

use Aws\S3\S3Client;

use Aws\CommandPool;

use Aws\CommandInterface;

use Aws\ResultInterface;

use GuzzleHttp\Promise\PromiseInterface;

// Create the client

$client = new S3Client([
'region' => 'us-standard’,
'version' => '2006-03-01'

1);

$fromDir = '/path/to/dir';
$toBucket = 'amzn-s3-demo-bucket';

// Create an iterator that yields files from a directory
$files = new DirectoryIterator($fromDir);

// Create a generator that converts the SplFileInfo objects into
// Aws\CommandInterface objects. This generator accepts the iterator that
// yields files and the name of the bucket to upload the files to.
$commandGenerator = function (\Iterator $files, $bucket) use ($client) {
foreach ($files as $file) {
// Skip "." and ".." files
if ($file->isDot()) {
continue;
}
$filename = $file->getPath() . '/' . $file->getFilename();
// Yield a command that is executed by the pool
yield $client->getCommand( 'PutObject', [
'Bucket' => $bucket,
'Key' => $file->getBaseName(),
'Body' => fopen($filename, 'r')
1);

I

// Now create the generator using the files iterator
$commands = $commandGenerator($files, $toBucket);
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// Create a pool and provide an optional array of configuration

$pool = new CommandPool($client, $commands, [

// Only send 5 files at a time (this is set to 25 by default)

'concurrency' => 5,
// Invoke this function before executing each command
'before' => function (CommandInterface $cmd, $iterKey) {
echo "About to send {$iterKey}: "
. print_r($cmd->toArray(), true) . "\n";
.
// Invoke this function for each successful transfer
'fulfilled' => function (
ResultInterface $result,
$iterKey,
PromiseInterface $aggregatePromise
) {
echo "Completed {$iterKey}: {$result}\n";
.
// Invoke this function for each failed transfer
'rejected' => function (
AwsException $reason,
$iterKey,
PromiseInterface $aggregatePromise
) {
echo "Failed {$iterKey}: {$reason}\n";
.
1);

// Initiate the pool transfers
$promise = $pool->promise();

// Force the pool to complete synchronously
$promise->wait();

// 0r you can chain the calls off of the pool
$promise->then(function() { echo "Done\n"; 1});

CommandPool 744

Aws\CommandPool MAMXt= CtEer +4 SMS &Lt
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concurrency (callable]int)

SAlol e 2/ B +ULICH ¥z & 37|18 2YdtcdH g+ & MSELICH groles
M ER QU Y 7 MIEH O e M E 27| B8 LB E & BHEte Aoz of

& ELCt.
before (callable)
Zt WY ME5H7| Ho| 22 g+ LICH before e B BHEo| Bt=xt 7|E &Lt
H&36t7] of before 0l ERo0i et FHS HAY = UGLICH
fulfilled (callable)
promise?} O/ E M} EEE &+ L|Ct ZAut ZA|, o7t L2 BHS X2l ID, £ & A|740F 5t
= A2 a5t HL HEE = U= EA promiseZt &0l MSE LICH

rejected (callable)

promise7t 72 E | ZE& & 4+QLICH Aws\Exception ZH&, 0i{Q|7} L} BtE Xl ID, E2
CtefAl7{of st= B2 sHAstHU HEE = U= EAH promiseZt &0l MBS ELICH

0

38 7t =& 7H[x| =&

CHEE BB 2= Qs HZE Metol =28 Zol= HZ2E| MEtol ZERE W PHP 7HHIX| =&
Il = ElE =& &=t ot SDKOA HHE =8 HZE7 #HeIY =+ U&LICH ol B Ato|
of =& g1eES 2Y 2 &6tH MEtol T2 5t7| Tol| =2 FXE e = J&LIch o2 ol
£ 4 BEE TS| ol 2HE A8l +& d1E[EE EEst= CommandPoolE Ydst= A
LICE &, 7HHIX| = &7 18 S £ 49 d5 HIS0| LUst2 = ALS Afaiet &0l et AA8stE X

ol Z&LICH.

$pool = new CommandPool($client, $commands, [
'concurrency' => 25,
'before' => function (CommandInterface $cmd, $iterKey) {
gc_collect_cycles();

1);
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promise= ‘S3 Al At X E Sl OlA|HLE Aul Al 0 2IE Sall 7R ELICt olg{st & 4le= o
2] promiseE 43504 7|2 HTTP sHEE{7t RS MEE M promise7t HTTP ¥ E SAlof| &5t

CEE + AsLoh

27|

require 'vendor/autoload.php';
use Aws\S3\S3Client;
use Aws\Exception\AwsException;

AH

ME IE

Mk

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk([
'region’ => 'us-west-2'
1D;
// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();
//Listing all S3 Bucket
$CompleteSynchronously = $s3Client->listBucketsAsync();
// Block until the result is ready.
$CompleteSynchronously = $CompleteSynchronously->wait();

promise2| wait HMEE A&5t0q promiseE S7|MoE XA 228 &= U&LICE promiseE Z X

2t25tM 7|2 MO 2 promisel| ME T “PIEfE” T[22, promisel| A1HE HHEHSHALE &M of 2| &

gt MAIZILICEH promisetM wait()E S ESHH HTTP 0| &t 2|1 A7t R K[ 7L o 2|7 &t
ek 7R Z2MATE RHEHEILICE

OlHE R = zlo|=E{zIet &7l SDKE AFEE e ZATtol| CHal REEHSHR| OFMIR. 2 CHAL 22Tt 9|
then() HMEE AL&3t04 Zdo| 22 F M HAZ7HLE HE == promise0d| HMAEHLICEH

7HM27|

require 'vendor/autoload.php';
use Aws\S3\S3Client;
use Aws\Exception\AwsException;

AH
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// Create an SDK class used to share configuration across clients.
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$sdk = new Aws\Sdk([
'region' => 'us-west-2'
1);
// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();

$promise = $s3Client->1listBucketsAsync();

$promise
->then(function ($result) {
echo 'Got a result: ' . var_export($result, true);
)
->otherwise(function ($reason) {
echo 'Encountered an error: ' . $reason->getMessage();
1)

AWS SDK for PHP H{& 30{| A 2| Promise
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AWS SDK for PHPE promise £ I8l guzzlehttp/promises Composer I 7| X|E 0| & gtL|C}.
Guzzle promise= AtEH 2 HIXIEHS X|26t0H HIRIE O|HIE ot BiH AASE = A&LICH

(@ Note
HTTP 232 BY ABEE AFS 5104 AWS SDK for PHPOIA S Ao M&ELICH ol 32
H #4Z3(0dl: promise I% L= 7)ol SEtHA stLE Ol HTTP 2™ & ™&Est7| 2l6H
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Async HO|AZF UE HIMEE
04|E £04, C& T == Amazon DynamoDBDescribeTable &

E ddstes YHES 2o FLiCh

E = promiseE gHetELICH
;

5&35HSDKI} N2ste R E %EFOW_"
27| 2I3H promise

Aws\DynamoDb\DynamoDbClient ([

$client = new
=> 'us-west-2',

'region'
'version' => 'latest',

1)

// This will create a promise that will eventually contain a result
$client->describeTableAsync(['TableName' => 'mytable']);

$promise =
describeTable EE= describeTableAsyncE & & £ Q&LICt 0|28 HIME= E20|¢
__call ¥z 2 A &k|= 2t0|UE 2| magic version HIMERILIC.

E9l (HE AP 2 Y U

describeTable &O|At §10| Asyncat Z

= S92 XIEFSHH Aws\ResultInterface 24
g MAIZILICE =] O|&0il Async(0d: describeTableAsync) MOIALE E0|H 2CI0|HEE 2=
Aws\ResultInterface Zix|E S35l O|HZ|7L} Aws\Exception\AwsExceptiong S3ll HF L

£ promiseE MM ErLIC}.

2 HMEE S£5IH ZCI0|HMEE= HTTP 2 ™E35H

HX|E BtEHSH7HLE Aws\Exception\AwsException2

/A Important
promise7} BHEHE [ At 7+ o|O| =& 7HLE(04: 2 2|(mock)

HEX| %S + A&LICH

SHET] AL A|) HTTP 30| Al

then HIMEE AtE5to] SIS promlse01| SEE = A&LIch ol HMEE 25 MEIXQI
$onFulfilled & $onReJectedEP 5 7He| 2E gr&L|CH $onFulfilled 292 promise7t
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= A Mms 4

Olgiz|E B0l ZZL|1 $onRejected 22 promise7t HEEIE B

LICH.

$promise->then(

function ($value) {
echo "The promise was fulfilled with {$valuel}";

Iy

function ($reason) {
echo "The promise was rejected with {$reason}";

);

Promise
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= Alol 2 AlsY
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5t74LE 0424 promiseE YE=3t1 O|24&t
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use GuzzleHttp\Promise\Utils;

$sdk = new Aws\Sdk([
'version' => 'latest',
'region' => 'us-east-1'

1);

$s3 = $sdk->createS3();
$ddb = $sdk->createDynamoDb();

$promises = [
'buckets' => $s3->listBucketsAsync(),
"tables' => $ddb->listTablesAsync(),
s

// Wait for both promises to complete.
$results = Utils::unwrap($promises);

// Notice that this method will maintain the input array keys.
var_dump($results['buckets']->toArray());
var_dump($results['tables']->toArray());

® Note

CommandPool2 0424 APl 212 SA|of A&35H7| I8t S 228 HIF{LIES MSELIC

Promise 2123
promisel| 7I& £E2 M & stLt= &Y 7ts5t7| Eof gHE
O Ad

[¢]
LICt. Promis E then 2¥& £<& then 281} 0 AE]|
ST SHo| AW E Yl|gte =z O E|HLE 7R &= promise & LICH,

$promise = $client->describeTableAsync(['TableName' => 'mytable']);
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$promise
->then(

function ($value) {
$value['AddedAttribute'] = 'foo';
return $value;

.

function ($reason) use ($client) {
// The call failed. You can recover from the error here and
// return a value that will be provided to the next successful
// then() callback. Let's retry the call.
return $client->describeTableAsync(['TableName' => 'mytable']);

}

)->then(

function ($value) {
// This is only invoked when the previous then callback is
// fulfilled. If the previous callback returned a promise, then
// this callback is invoked only after that promise is
// fulfilled.
echo $value['AddedAttribute']; // outputs "foo"

.

function ($reason) {
// The previous callback was rejected (failed).

);

(® Note
promise 29 90| Bt 7t 2 CI2AE & promised] MEZl= $value Ql+QLICH CIHRAEZ]
7

===
promise X[ 210f| g2 XS slei= B S g0l M 2L S HHEHSHok B LICH.

©
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promise7t HEE [ SEE 2HES SSFELICH S| M of 2|7} L StH promise7t 01| 2|E S35l 7
2|7 X Rle| CtS promiseZt 0| 2|& S8l 7R ELICH. $onRejected EMM gfS X =
£t5t™ $onRejected M| HHE 22 AFE5H0{ promise M !2| CtZ promise7t O & LICt.

Promise CH7|

promisel| wait HIHEE AF235104 promiseE S7|MoZE A 22 & £+ QU&LICt

$promise = $client->1listTablesAsync();
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$result = $promise->wait();

promisel| wait B+ & EE5t= S¢F o 2|7t Y M5tH promise7t | 2| Sall HF E|1 o (7 2
st|Ch
= .

use Aws\Exception\AwsException;

$promise = $client->1listTablesAsync();

try {

$result = $promise->wait();
} catch (AwsException $e) {

// Handle the error

}
O |X| 2£2 promisedl CH3H waitE EESHH wait & 71 E2|HEIX| L &LICH O|Fof| M8 2t
Bt ghEhELCH

$promise = $client->1listTablesAsync();
$result = $promise->wait();
assert($result ### $promise->wait());

7HE El promised] CHsH waitE E &6 of |7F &g L[CH 7HE O[® 7t \ExceptionQ| RIAEA
Rl A2 o7 &dlgtLct O] o Guzzlthtp\Promlse\ReJect10nExcept10n0| ELRe
&1 0429 getReason HIMEE E£35101 O|fE ¥ = U&LICH

(® Note
AWS SDK for PHP2| API ¢4 &£ Aws\Exception\AwsException 222 9| 5t 2
A E Sdll AR ELICH &t X|Bt 2 o|RE ¥HEs5t= AASA X[ O|ESH0o] IHE0] then O]
MEo| MEE o|®7t CHE =+ AU&LICH.

Promise |4

promisel| cancel () HMEE AF&30d promiseE FAE = U&LICH promiseZt 0|0 SHZAE &
2 cancel()2 Z &S 207t Q& LICE & promiseE FASHH SHE promise@t S promise
oM MEE CH7|st U= 2E promise7t FAELICH FAE promise= GuzzleHttp\Promise
\RejectionException2 &3 7HE ELIC
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Promise 2%

promiseE &7 promise2 A 501 (S Hust FIFEEE UEd = UELICH guzzlehttp/
S = gt &7t

promise I{7|X|0f= promiseE& A Z ko] AJ&LCH

namespace-GuzzleHttp.Promise 0|l A 2 E promise Z4=M &F0i CHEF API MBEME X E £ &
LIC}.

each 2 each_limit

IME Z 37|12 SAlo| £&& Aws\CommandInterface BH&0| T &= 24 CH7|¥€0| Y=

A2 CommandPool2 AFESHMIL(BE2 HIZ 2|0 U7HLE X|od = 7|of ola MMHE £ US).
CommandPoolg A5t N3 E BHF A7 AZIE 7R 1™HE o HHEOo| SAlof| MSELICH

CommandPool2 S&h Z2I0|HE T} Al&st=
\Promise\each_limit &8 Al&3t0{ CIE

T + A&LICH

B5of CHAMBE 2t SEFLICH GuzzleHttp
CO|YMES| T& HWHE n™HE E 37|12 SAl0

mw 0a

use GuzzleHttp\Promise;

$sdk = new Aws\Sdk([
'version' => 'latest',
'region' => 'us-west-2'

1

$s3 = $sdk->createS3();
$ddb = $sdk->createDynamoDb();

// Create a generator that yields promises
$promiseGenerator = function () use ($s3, $ddb) {
yield $s3->listBucketsAsync();
yield $ddb->listTablesAsync();
// yield other promises as needed...

i

// Execute the tasks yielded by the generator concurrently while limiting the
// maximum number of concurrent promises to 5
$promise = Promise\each_limit($promiseGenerator(), 5);

// Waiting on an EachPromise will wait on the entire task queue to complete
$promise->wait();

Promise

94


https://docs.aws.amazon.com/aws-sdk-php/v3/api/namespace-GuzzleHttp.Promise.html

AWS SDK for PHP JHEER 7HO|E HHT 3

Promise 2 FEl

Guzzle promise Et0|EE{E|2| TS Z2i3t 7|5 5 stLIE HIS7| QA EE MT|E 7IE #4957
I EZ MT|2 H|RStH BFEE= promise ZFEIE MEF + QUCh= ALIC X2 AWS SDK for
PHPE CHRE0| 49 £ZF F 450l 22 El promiseS AF& &L

—_

o4 7He| 2 M5t 0| AFE 7|'c>°|'7'” M HZlo| U2 YR ESEd 5tH, O 2E
ol x|cHet k=2 H| ==t IEE 25 SAlof| st @R E 7HY8H SLICH all() promise &
E A235104 0odq 72| R El promiseE &M Z2E5HH O] U &lA =&E = U&Lch

use GuzzleHttp\Promise;

$uploadFn = function ($bucket) use ($s3Client) {
return Promise\coroutine(function () use ($bucket, $s3Client) {
// You can capture the result by yielding inside of parens
$result = (yield $s3Client->createBucket(['Bucket' => $bucket]));
// Wait on the bucket to be available
$waiter = $s3Client->getWaiter('BucketExists', ['Bucket' => $bucket]);
// Wait until the bucket exists
yield $waiter->promise();
// Upload a file to the bucket
yield $s3Client->putObjectAsync([
'Bucket' => $bucket,
'Key' => '_placeholder’,
'Body' => 'Hil'
1);
D)8
};

// Create the following buckets

$buckets = ['amzn-s3-demo-bucketl', 'amzn-s3-demo-bucket2', 'amzn-s3-demo-bucket3'];
$promises = [];

// Build an array of promises
foreach ($buckets as $bucket) {
$promises[] = $uploadFn($bucket);

// Aggregate the promises into a single "all" promise
$aggregate = Promise\all($promises);

// You can then() off of this promise or synchronously wait
$aggregate->wait();
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AWS SDK for PHP HH%& 32| @ & %2

S7| 27 XEl

g s¥ste S 2R LME A2 o7t LMELICH 0|24 O|RE ZE0M 27 E |6l
of st AL Y Edlof try/catch ES8 A&5Hof BLICH @/ 7} LAlistH SDKE AH|AH of
QIE WA AIZLICE.

CHS X0l M= Aws\S3\S3ClientE AISELICH 277 Ue G LA olE Aws
\S3\Exception\S3Exception R ILIC}t. SDK7} LHA|7|= 2E MHIAH 0i2|E= Aws
\Exception\AwsException ZcHA0|A & ELICt. O] FEHAM= request-id, 2LF Z=E XU 27

e x&s5to Auljof ciet 8 HEIJI T T|o] QY&LICH 0|2 X|H5te B 7IX| MHIAE &1
§t1, 2T Olo|ElE ZAgrd Y X (Aws\Result ZA|Qt fAIEHZ Z X BHet|H, ol Yt PHP
7483 Y xH BMHAE £ U&LICH toArray() HAMEE EME AL 0o{FH C|O|E{0|E BHEtEiL|
C}.

X7

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
use Aws\S3\Exception\S3Exception;

AH
(=]

Mk

e =

// Create an SDK class used to share configuration across clients.
$sdk = new Aws\Sdk([
'region' => 'us-west-2'

1

// Use an Aws\Sdk class to create the S3Client object.
$s3Client = $sdk->createS3();

try {

$s3Client->createBucket(['Bucket' => 'amzn-s3-demo-bucket']);
} catch (S3Exception $e) {

// Catch an S3 specific exception.

echo $e->getMessage();
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} catch (AwsException $e) {
// This catches the more generic AwsException. You can grab information
// from the exception using methods of the exception object.
echo $e->getAwsRequestId() . "\n";
echo $e->getAwsErrorType() . "\n";
echo $e->getAwsErrorCode() . "\n";

// This dumps any modeled response data, if supported by the service

// Specific members can be accessed directly (e.g. $e['MemberName'])
var_dump($e->toArray());

HIS7| 27F el

HIS7| & ™M&E W= o7t Ydstx| pf&LIct I o, BHEHEl promisel| then() &
otherwise() HAE=E At&st0d At EEE 27 & o looF &L

—_

7t 7]

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
use Aws\S3\Exception\S3Exception;

>

M|k

H

e dE
//Asynchronous Error Handling
$promise = $s3Client->createBucketAsync(['Bucket' => 'amzn-s3-demo-bucket']);
$promise->otherwise(function ($reason) {
var_dump($reason);

1)

// This does the same thing as the "otherwise" function.
$promise->then(null, function ($reason) {
var_dump($reason);

1)

1 CH4l promiseE "PiEfE"St T o Q|E EFMAIZ &= & LTt
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7t 7]

require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
use Aws\S3\Exception\S3Exception;

AH

M= I

Mk

$promise = $s3Client->createBucketAsync(['Bucket' => 'amzn-s3-demo-bucket']);

//throw exception

try {
$result = $promise->wait();

} catch (S3Exception $e) {
echo $e->getMessage();

}

AWS SDK for PHP {71 39| $HE2{ 2 0|9 04

AWS SDK for PHPE & ¥ st 7|2 HIFLIE2 HED X OISH0IE AIEste AYLCt Z
SDK 22t0|¢E Z2iA0l= Z2t0|¢HE 2| Aws\HandlerList HIMEE Sl AMALE
getHandlerList() QIAEAT} Ql&LICE 2EI0|ME S| HandlerListE HAEH = EEI0|YUE &

g FILSH AL MHsIE & +EE + U&LICH

HE o
HEPE WY U QNS WHE UM WESHE HSYULIC BEHE YYEO R HTTP
22 ML HERIE DISHolet B T4stof SAS UBE £ UALICH HE

= Aws\CommandInterface & Psr\Http\Message\RequestInterface& 20} Aws
\ResultInterface?} &7 A E|7{L} Aws\Exception\AwsException O|R2} & HE L=

promiseE EBtetst= & lLICt.

U°T"

e LIcH

rir
e
i

CIE22 2t &0 Cisl s&st EO|(mOCk) Zdnl =2 vistst

use Aws\CommandInterface;
use Aws\Result;
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use Psr\Http\Message\RequestInterface;
use GuzzleHttp\Promise;

$myHandler = function (CommandInterface $cmd, RequestInterface $request) {
$result = new Result(['foo' => 'bar']l);
return Promise\promise_for($result);

i

H CHS Z2t0|HE MAXIO|M handler SME XNZ35l04 SDK ECI0|UE0|A O] HEEHE A

—
g+ A&LICH

// Set the handler of the client in the constructor
$s3 = new Aws\S3\S3Client([

'region' => 'us-east-1',

'version' => '2006-03-01",

"handler' => $myHandler
1);

setHandler®| Aws\ClientInterface HIMEE AI&35104 ECI0|QIEQ| SHEHE MHE 0|F0f
HEDE HAE = U&LICH

// Set the handler of the client after it is constructed
$s3->getHandlerList()->setHandler($myHandler);

(® Note
Aws\MultiRegionClient®| useCustomHandler HIMEE AI&35t0{ E2I0|HE Q|

& e o|Fof HEEE HEY = U&LICH

rOl'
fuin

$multiRegionClient->useCustomHandler($myHandler);

mn
A

22 9|(mock)

SDKE Al235l= E|AEE 28 L MockHandlerE Al236t= 70| EZ4LICH Aws
\MockHandler& At&3t0{ 2 9|(mock) A& EtetstHLE 2 2|(mock) 02| & g e = I&LICH
Z1t EE= 022 CH7|¥oll Yo m MockHandler7t FIFO =2 2 CH7|d0d| M A 7{&f L|Ct.

use Aws\Result;
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Aws\MockHandler;
Aws\DynamoDb\DynamoDbClient;
Aws\CommandInterface;
Psr\Http\Message\RequestInterface;
Aws\Exception\AwsException;

use
use
use
use
use
$mock = new MockHandler();

// Return a mocked result
$mock->append(new Result(['foo' => 'bar']));

// You can provide a function to invoke; here we throw a mock exception
$mock->append(function (CommandInterface $cmd, RequestInterface $req) {
return new AwsException('Mock exception', $cmd);

1)

// Create a client with the mock handler

$client = new DynamoDbClient([
'region' => 'us-west-2',
'version' => 'latest',
"handler' => $mock

1);

// Result object response will contain ['foo' => 'bar']
$result = $client->1listTables();

// This will throw the exception that was enqueued
$client->1listTables();

O|=0d

|E°|o-|= =
Eoo ¢
\RequestInterface
\AwsException O|R2}

SH

34 O|
2 el

3 EEr-EM HHEE MES e S
04 &&= Aws\CommandInterface
Hhol Aws\ResultInterface®l} &7H

&M HE El= promiseE BHEHEFLICEH

E |_§|_—|_ ul:l_Ou
I Psr\Http\Message
I | 7Lt Aws\Exception

A O
T 7T

O Jd

Mjn
> W

Al =13

&2l =& FaUch D|Eqole O3 Z2

use Aws\CommandInterface;
use Psr\Http\Message\RequestInterface;
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$middleware = function () {
return function (callable $handler) use ($fn) {

return function (
CommandInterface $command,
RequestInterface $request = null

) use ($handler, $fn) {
// Do something before calling the next handler
// ...
$promise = $fn($command, $request);
// Do something in the promise after calling the next handler
// ...

return $promise;

OS9ols e HWHED MEiX 9 MM E sAIFLICH OSHlE 2 X BHES 2L AU
JrH2 S8 Mg = auct JH F AR O HES SE5HHL OFHS HE2E THENAIF
1 promiseE PHEtot & MEHE = QELICtH O HEHE £ &350 Y El= promiseE SHE 5t
then HIMEZ EZ35t0{ O|HIE At = QLR E 8 F promiseE O|EH0{2] ABHof| CHA| BHEH

g & A&LICH

HandlerList

SDKE Aws\HandlerList® At23t0 WS A 0 ALSElE OIS0 HSHE BalE
L|Ct. ZF SDK Z2+0|HEM|= HandlerList7t 211, Ol HandlerList= SA|k|o{ 20| E0]
MEdEl= 2 d-of| F7HELICE O|S9o1et 7|2 #HESHE eiZdet = 0IESH0{E Zeto|UES]
HandlerLlstoﬂ Z7t5t0{ 2CtO|UEM dHEEl= 2 HH|M AASE = J&LIcH 5§ BHol 4o

f 8t HandlerListE& +dst0{ sl BHoilM OISH01E =7t L MHE = U&LICH
HandlerList= BSEHE eiEste ol AL8Zl= DIS9o1 282 LIEHALICH OIS0 S5 S
HE SHEste & ME BEIE = AL = HandlerLists BHEE &St =8 FU(|o| YR E LIEFH

=
= BHE HAZE OIS/ 2B

1. init - 7|2 matoje] 7t
validate - E It2t0O|E &2l
build - M& € Q& HTTP 23 &&Es}

sign - ZESE HTTP 2o M

0=

o > 0N

<handler>(EtH|7} OF LI X|BF AKX M& S 33

SEETY Y
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init
Ol =& F7| EtH= BH =7|8E LIEILHD 70| ot & &S| X| f A& LICE o A= Uit
Moz HH 7|2 metoleHE F7tsts o AFEE LU Ch

init 2 appendInit HMEE AF&35t04 prependInit EHAH0l OIEHOIE F7IE &= U&LICH

017|M appendInit2 prepend 52| £0f O|Z/0{E F7}5t1, prependInit prepend

== 0| ool O|SHIE F7befLIC

use Aws\Middleware;

$middleware = Middleware::tap(function ($cmd, $req) {
// Observe the step
});

// Append to the end of the step with a custom name
$client->getHandlerList()->appendInit($middleware,
// Prepend to the beginning of the step
$client->getHandlerList()->prependInit($middleware,

'custom-name');

'custom-name');

Ol +% Z7| s HHol 9 Wat0lElE srolsts ol ASELICH

e
T

validate 2! appendValidate HAEE AI&3t04 prependValidate EH7|0f O|E %04
SE5o| Zof O/E/0{E F7tstn

7te = &LICt 047|AM appendValidate validate S§2

AAEH
prependValidate validate =52| ¢toil O|E0{E F7HELICH

use Aws\Middleware;

$middleware = Middleware::tap(function ($cmd, $req) {
// Observe the step
});

// Append to the end of the step with a custom name
$client->getHandlerList()->appendValidate($middleware,

// Prepend to the beginning of the step
$client->getHandlerList()->prependValidate($middleware,

'custom-name');

'custom-name');
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ILICH CH2AEE

Hatote= Ol AHE

AWS SDK for PHP
=
O +& F7| A & 32 BJol et HTTP LEE &
=8 F7| O|HEE FEM PSR-7 HTTP RS +4FLICH
build & appendBuild HIMEE At83t04 prependBuild EH7|ol O/ER01E F7IE = A
i1d2 build S52o| Zof O/EHH0{E& F7I5t1, prependBuild

&LIC} 047|M appendBuild build
0{E F=7}EHLIC.

== 0| gof 0/E2

build

use Aws\Middleware
tap(function ($cmd, $req) {

Middleware::

$middleware
// Observe the step
custom-name');

1)
// Append to the end of the step with a custom name
custom-name');

$client->getHandlerList()->appendBuild($middleware,

// Prepend to the beginning of the step
$client->getHandlerList()->prependBuild($middleware,
Hat= O AHS

a5tX| ei= Aol

5t7| OO HTTP & 0f M
XS HZ

sign
Ol =& 7|t UEtHo 2 HEXIE Sl T8
EucH detMo 2 ME QR E WX|5H7| fI5H AMHEE O|F 0= HTTP RS
E&Lct
HEHHM HTTP RS T&E5H7| o|Tof - El= HandlerList Q| OFX|2F EFA|IL|CH

sign % appendSign HMEE AL&35t04 prependSign EHAH|0l O|EHOIE FI7IHE &= U&LCt

0{7|M appendSign2 sign S£2| Zof O|E9I01E F7I5t 1, prependSign2 sign S59| &
of O|E%01& F7tgfLict.

use Aws\Middleware
tap(function ($cmd, $req) {

Middleware::

$middleware
// Observe the step
custom-name');

1}

// Append to the end of the step with a custom name

$client->getHandlerList()->appendSign($middleware,
103

// Prepend to the beginning of the step
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$client->getHandlerList()->prependSign($middleware, 'custom-name');

SDKE ZEt0|MES| S5 EZst7Lt BHEL| A™dS 2&st= Ol AF8E =+ U= ct&Er OIE9od

£ MSELich

mapCommand

Aws\Middleware: :mapCommand O|E90{= BHES HTTP LE SR X|&35t5t7| ™ol BHEES
48l of 5t B0 R LICt 02 £04, mapCommand= 7|2 mt2tO|EE BF°|0P7-||—P =7t
St Ol AF8E = Q&LICH mapCommand & & Aws\CommandInterface Z{X|& &0} Aws
\CommandInterface Z{X|E Bttt = collablee EF&L|LC}.

use Aws\Middleware;
use Aws\CommandInterface;

// Here we've omitted the require Bucket parameter. We'll add it in the

// custom middleware.
$command = $s3Client->getCommand('HeadObject', ['Key' => 'test']);

// Apply a custom middleware named "add-param" to the "init" lifecycle step
$command->getHandlerList()->appendInit(
Middleware: :mapCommand(function (CommandInterface $command) {
$command[ 'Bucket'] = 'amzn-s3-demo-bucket';
// Be sure to return the command!
return $command;

1),
'add-param'
);
mapRequest
Aws\Middleware: :mapRequest O|S{|0oi= REE sttt + & 5t7| ol =HsHof 5t=
A0 REFLICE o & 01, 20| AHEXt X[™H HTTP I E F7tste Ol A E = U&LC.

5t
mapRequest &&= Psr\Http\Message\RequestInterface QI=& 20} Psr\Http\Message

\RequestInterface Z4&|&E Pt2&tst= collableg Er&LCt.

use Aws\Middleware;
use Psr\Http\Message\RequestInterface;
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// Create a command so that we can access the handler list
$command = $s3Client->getCommand('HeadObject', [

'Key' => 'test',

'Bucket' => 'amzn-s3-demo-bucket'

1)

// Apply a custom middleware named "add-header" to the "build" lifecycle step
$command->getHandlerList()->appendBuild(
Middleware: :mapRequest(function (RequestInterface $request) {
// Return a new request with the added header
return $request->withHeader('X-Foo-Baz', 'Bar');
1,
'add-header'

);

Ol BB S AstH TH0o| ALS A x| sl /A TS ELICH

/A Important

DIS ot build EHIE OHE o S 2] S=ofl ZItEIUALICH at o] DISUoIE 55

=
ot7| oMol 20| ddE HeE & + U&LICH

mapResult

Aws\Middleware: :mapResult O|E%|0{= BE A A0E =5l of st= d<0l FSeLict
A

o = =2 T o T oT
mapResult &<& Aws\ResultInterface @I+E 20k Aws\ResultInterface Zi&|E Btetst
£ collableg & LICE.

use Aws\Middleware;
use Aws\ResultInterface;

$command = $s3Client->getCommand('HeadObject', [
'Key' => 'test',
'Bucket' => 'amzn-s3-demo-bucket'

1)

$command->getHandlerList()->appendSign(
Middleware: :mapResult(function (ResultInterface $result) {
// Add a custom value to the result
$result['foo'] = 'bar';
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return $result;

1)

718
history O|E90{= SDKOA o & 8F HHES ARSI D, o &8t HTTP 22 ™M&st, o &8 21t
E S MHMEXEHAESHE Ol R2ELICE o] O|EfIoie # EEtK o] M 7|51 HIE " &
LIC}.

use Aws\History;
use Aws\Middleware;

$ddb = new Aws\DynamoDb\DynamoDbClient([
'version' => 'latest',
'region' => 'us-west-2'

1)

// Create a history container to store the history data
$history = new History();

// Add the history middleware that uses the history container
$ddb->getHandlerList()->appendSign(Middleware: :history($history));

Aws\History L ZAH|O|LH{0l= 7|2XMo 2 1070 &= 0| MEELICH o] =8 =1t &=0| A

HELICH SRIE $5 +8 SNK0| Mol 5 48 ASK XIME £ AsLich

// Create a history container that stores 20 entries
$history = new History(20);

history O|S901€ SotsteE RS A™E F LI ZE0|LHE HAALE + l&LICH

// The object is countable, returning the number of entries in the container
count($history);

// The object is iterable, yielding each entry in the container
foreach ($history as $entry) {
// You can access the command that was executed
var_dump($entry['command']);
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// The request that was serialized and sent
var_dump($entry['request']);

// The result that was received (if successful)
var_dump($entry['result']);

// The exception that was received (if a failure occurred)
var_dump($entry['exception']);

// You can get the last Aws\CommandInterface that was executed. This method
// will throw an exception if no commands have been executed.
$command = $history->getLastCommand();

// You can get the last request that was serialized. This method will throw an
exception

// if no requests have been serialized.

$request = $history->getLastRequest();

// You can get the last return value (an Aws\ResultInterface or Exception).

// The method will throw an exception if no value has been returned for the last
// executed operation (e.g., an async request has not completed).

$result = $history->getLastReturn();

// You can clear out the entries using clear
$history->clear();

F

=

Aws\CommandInterface & A& Sl Psr\Http

AL
T =
gh= collable & 4= QL|Ct.

2
\Message\RequestInterface(2M)E &

use Aws\Middleware;

$s3 = new Aws\S3\S3Client([
'region' => 'us-east-1',
'version' => '2006-03-01'
1)

$handlerList = $s3->getHandlerList();

// Create a tap middleware that observes the command at a specific step
$handlerList->appendInit(
Middleware: :tap(function (CommandInterface $cmd, RequestInterface $req = null) {
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echo 'About to send: ' . $cmd->getName() . "\n";

if ($req) {
echo 'HTTP method: ' . $request->getMethod() . "\n";
}
}
I
AMERXE sise] 4o

== Aws\CommandInterface Z4&l|2 Psr\Http\Message\RequestInterface Zix{|E &
O} GuzzleHttp\Promise\PromiseInterface®l &7 A& T|7L} Aws\ResultInterface®?} &
T HE /= Aws\Exception\AwsExceptionZ t+&tste Erest g42lL|Ct.

SDKO £ CHEE @http &440| JX|BH HEHOME ChS SHE MEste TP & FLich

« connect_timeout

* debug

« decode_content(ME4 ALEH)
* delay

- progress(AEH AME

.+ proxy

* sink

« synchronous(1&4 AL

- stream(44&4 ALE)

o XIEt AlZH

* verify
« http_stats_receiver(ME4 At - stats 743 Lt2tO|EE AHE5t01 LEE B HTTP & 42| ™
Z HIYE S ME85t0 E&Es5tE &

el

oo [jo

M
L

AEH A}

0%

o= XYt 32 #ESls S8 ®elstHL HF El promiseE EHEHE =+ Q.04

o
] m|o

E™ ehttp SM X2 o HEHE= CHSTH Z
71M “3.X"E Aws\Sdk: : VERSIONS 2 H}E £ Q
£ {8 User-Agent EXIQE 2 H0{0F ELC.

2 Aol User-Agent SIHE F7I5H0F & LICH 0
) 1 “HandlerSpecificData/version ...”2 AFE S0l #H

ol
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User-Agent: aws-sdk-php/3.X HandlerSpecificData/version

AWS SDK for PHP HH& 32| AE 2!

PSR-7 HTTP HIAIX| & S8 0| Y22, AWS SDK for PHPE PSR-7 Streaminterface® LIS &
S22 PHP AEZofC &3t2 A8 ELICH S3: :PutObject 2| Body TtetO|E{2+ 20| &
Hocy 2202 & = BH2 EXYE, PHP AEZ| 2[AA EE= Psr\Http\Message
\StreamInterface QAEAZ S|ZAE 4+ AU&LIC.

SEg
[ e

/A Warning
SDK= ol 23 mtetd|Ez MIE ZE HAIPHP AEE| B[AA0| ARHE Ad&LICH
AEB2 ALSAHE Oijdleto] AAS K| EElL|Ch

SDK %41} 3= 7tol AEZS 2R6H0F Sl R AERS WA LIZI0|EE ZEA|IF|7| ™
of Guzzlthtp\Psr7\Stream°| QIAEAA oOtof EHEIEILICt SDKE AEZIE AIE5I2E,
A= AEZ UWE Ml 0|5 1eddlof &LICt Guzzle AERI2 PHPL| 7HH|X| £=Zl7|of
MAKE M 718 AEE E|AA9| fcloseE SESIEE, AERIS 75!7.;'.' Et2 ZIQ 7} 9isL
C}.
AEZ| O 22l 0]H
Guzzle2 SDK2} GuzzleO| H&dof /2 mi2t0|EZE M3 E AEZ|Y Z|AAQ} A5 X &5l HAlg
Mofste O AI8E 4= Qe 048] 7He| AEZ| O|FB|0|E{E AMBELIct. o|z{8t cl|Zd|o|E{E SHED
7 RIHE AEZIO|M ol M E BHE £HE £+ USLICH CIS2 BEXMQ S5 QLC} REA|E

LI 2 GuzzleHttpPsr7 2IZ X|E 2|0 A EQlgh 4= Ql&Lch.

AppendStream

GuzzleHttp\Psr7\AppendStream

o] AEZ{0|M stLE Rt = el&Lict

use GuzzleHttp\Psr7;

$a Psr7\stream_for('abc, ');
$b Psr7\stream_for('123.');
$composed = new Psr7\AppendStream([$a, $b]);
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$composed->addStream(Psr7\stream_for(' Above all listen to me'));

echo $composed(); // abc, 123. Above all listen to me.

CachingStream

GuzzleHttp\Psr7\CachingStream

ZAE 4 gl AEZ0IM OIFI0] ¢4 Hhol=oil ThEH A2 318 5t7] Qs ABEILIC O] 7I52
AEZS EIZotof 57| IR0I(0E S04 EICIHMO] HTHZ) ZHAE 4 gl JHH BE Taol A
& 0 RS ELICH 0ol 42 HHOIE7} x| HIZElof FHAIE CHE ClATof HHASIZ S #Z A=
ofl A g2 CO|ElE PHP Al A= ZoiAf BiZIELICH

use GuzzleHttp\Psr7;

$original = Psr7\stream_for(fopen('http://www.google.com', 'r'));
$stream = new Psr7\CachingStream($original);

$stream->read(1024);
echo $stream->tell();
// 1024

$stream->seek(0);
echo $stream->tell();
// 0

InflateStream

GuzzleHttp\Psr7\InflateStream

PHP2| zlib.inflate EE{E At&35t0q gzipL E L FEl 2EIXE inflate £= deflate & LICt.

Ol 2AER ORI OIE= XIHE AEZO| X2 10HI0|EE LI 04 M gzip SIEHE MHS 1, S
E AERZ PHP 2E & B|AA R HEHS OHF, zlib.inflate 2E{E F7HEfLICE TH OIS & 52'8
Guzzle AERIC 2 AM2E Guzzle AEZ| B|AAZ CHA| B48HEILICH.

LazyOpenStream

GuzzleHttp\Psr7\LazyOpenStream
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use GuzzleHttp\Psr7;

$stream = new Psr7\LazyOpenStream('/path/to/file', 'r');
// The file has not yet been opened...

echo $stream->read(10);
// The file is opened and read from only when needed.

LimitStream

GuzzleHttp\Psr7\LimitStream

7|1& AER Aol 5t ZEolLt =22 ¢l= ol A8ELICH 0| 7|2 2 T2 Ha2 MEsE &
2 222 & 2El6ts B0l RS ELICHO0: Amazon S3 HE|THE Y ZE API).

use GuzzleHttp\Psr7;

$original = Psr7\stream_for(fopen('/tmp/test.txt', 'r+'));
echo $original->getSize();
// >>> 1048576

// Limit the size of the body to 1024 bytes and start reading from byte 2048
$stream = new Psr7\LimitStream($original, 1024, 2048);

echo $stream->getSize();

// >>> 1024

echo $stream->tell();

// >>> 0

NoSeekStream

GuzzleHttp\Psr7\NoSeekStream

AEE

jo

ef

0K

ot HME 5{&stX| ef&LICH

use GuzzleHttp\Psr7;

$original = Psr7\stream_for('foo');
$noSeek = new Psr7\NoSeekStream($original);

echo $noSeek->read(3);

// foo
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var_export($noSeek->isSeekable());
// false

$noSeek->seek(0);
var_export($noSeek->read(3));

// NULL

PumpStream

GuzzleHttp\Psr7\PumpStream

PHP collable0| M CIO|EE 7t & 27| T1& AERE MSELICH

(u]

M B E collabled £ &5t PumpStream2 ¢17| 2 &l 23 9| I 0|E{E collableo] FEFgHLICH.
collable2 O| 2 FAletn QHEE JECH o M7{Lt O B} 2 HIO|EE Btetst =& MEfE = &L
Ct. MEE collabletll A BHEHSHE F7} C|O|E{= PumpStream 8| read() & & AFE35+04 E4|0|EE
7R LMo 2 HIH{ZELICH 22 Cl|o|E{7 H 0|4 eig A2 MBE collable falseE EHetaH
OF gLict.

AEZ 0= 0B 73

A2 EZ O3 Y 0B MM GuzzleHttp\Psr7\StreamDecoratorTrait S&20i| O &l&LICH o] EME 7|
B AEZ0| ZEA|510{ Psr\Http\Message\StreamInterfaceE F#35t= HAMEE M3 E L
C}. use& StreamDecoratorTraitst AFE A} X|H HIMEE F34ELICE

0I8 S0{ AE20IM ORI HHOIES 942 miotct S 848 SSsted siotm b eI,
read() HIMEE % o|5t0d O] &2 T3 £ AU&LIC

use Psr\Http\Message\StreamInterface;
use GuzzleHttp\Psr7\StreamDecoratorTrait;

class EofCallbackStream implements StreamInterface

{

use StreamDecoratorTrait;
private $callback;

public function __construct(StreamInterface $stream, callable $cb)
{

$this->stream = $stream;

$this->callback = $cb;
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public function read($length)

{
$result = $this->stream->read($length);
// Invoke the callback when EOF is hit
if ($this->eof()) {

call_user_func($this->callback);

}
return $result;

}

ol&f1t Zro| ol CZEOIEHE 7I&E 2EJ 0| FItstn AEE + U&LICH

use GuzzleHttp\Psr7;
$original = Psr7\stream_for('foo');

$eofStream = new EofCallbackStream($original, function () {
echo 'EOF!';
1);

$eofStream->read(2);
$eofStream->read(l);
// echoes "EOF!"
$eofStream->seek(0);
$eofStream->read(3);
// echoes "EOF!"

AWS SDK for PHP {7 30{|AM H[O|X| oHEEl 21 Al

UE AWS AH[A 22 H|0|X| X|HEH &2l 202 SEELICH ol& S04, Amazon
S3ListObjects & 42 8t £Hoil =[CH 1,0007H2| ZHA| Bt BHetEhL|Ct. O|2t 22 2 (YEIHSE “list”
EE= “describe”2lE HFAZF 28)2 s¥stcd{H EZ(E= OtAH) TetOlEet &84 &4 282 o3
5to{ XAl At 2E =S HdMsHoF g LICH.

THIOIIIHIOIE+= N A7 T O|X| OHEE APIE &H AL E = UL E
S5H= AWS SDK for PHP2| 7|5 2IL|ct. T 0| x| 0|E|= BRIz
.|

| ZEMAMM F4S A& 2
= Xt
2 Z2t0|1E Q| getPaginator() HMEE Sdll M ELICH getPaginator()E ZE£E M &

0
2 Zd1lo| HH=
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Y o|§ 1t & el~E HSsHor gLichErdS e m —1‘—3”@ At SUFH ] ALE). foreachE
=
= 7
=

=
tME &+ A&LICH

>

$results = $s3Client->getPaginator('ListObjects', [
'Bucket' => 'amzn-s3-demo-bucket'

1)

foreach ($results as $result) {
foreach ($result['Contents'] as $object) {
echo $object['Key']l . "\n";
}

| O|X|H|O|E{ ZHA]|

getPaginator() HIMEO|AM BtEHEl ZHX|= Aws\ResultPaginator EciA Q| QIAEIAQIL|C},
O| 22AE PHPL| 1R iterator QIE{H|O|ASE F345lMH, 0|28t O|RE foreachet &7H & 5¢g
LIC} iterator_to_array® Z2 iterator &+t 7 AHSE £ Qo0 LimitIterator ZHA]
ot Z2 SPL iterator?t & S&HELICE

QMO =&EL|Ct 0| € £04, Amazon S3ListObjects &2 §l
Zloil ~10, 0007H°| A7t = A< HO|X|HIOlE= & 10
AEE M A | @E0| AldE|n fFXo| F

— _I
o e gk ’%QE H&SZEL|C}

| O|X|H|O|E] 2| = Bt ol §t “H|O|x]"e| 2Bt B R5tH X0 M™ME LICH et 2ol SA| H|
O|X|E A ESIE O ER$t =0

Hoil Z[CH 1,00070 2] &2+ Hhat
He| e s#sHofF #LIct &4
Hml BFS0iAM = Bl 20| A

ZAnto| HlolE &7

0| X|H|O|E] ZHA|oll= search() 2t HIMET} &LICH o] i

O|E{0f CHEH BH=EXIE MAE £+ U&LICH search()E S && JMESPath _.4.545!
e H0|E{E £EEX|IE X|™HELICE search()E 5&6tH Ao Z H|o|X|oM E
AESHE Bt A7 BHeHELLICH BtetE BHEXHE BHS S22 0] g2 A "IHELICH

CIS oAM= o™ ZE oMt SS3HXIBH O ZHESHA 57| 2/3H ResultPaginator: :search()
HMEE AFEELICH

$results = $s3Client->getPaginator('ListObjects', [
'Bucket' => 'amzn-s3-demo-bucket'

1)
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foreach ($results->search('Contents[].Key') as $key) {
echo $key . "\n";

}
JMESPath E3AE ALS st 45| SEE 2US +dE = UELICH & S0i, ZE AA| 7(2f
S HFAME UMsttde (o HZll 1s ™) O s odE = A&LICH

// List all prefixes ("directories") and objects ("files") in the bucket
$results = $s3Client->getPaginator('ListObjects', [

'Bucket' => 'amzn-s3-demo-bucket',

'Delimiter' => '/’

1);
$expression = '[CommonPrefixes[].Prefix, Contents[].Key][]';
foreach ($results->search($expression) as $item) {
echo $item . "\n";
}

H|S 7| = Ol x| o1&

each()2| Aws\ResultPaginator HAME0| 8 E X|S3t0{ HO|X|L[O|E{e| 2T E HISVI|HS=E
dt=g = Q&L HO|X|H|O|E{0IM M EE]= ZF 2ol CHSH 28 o| S & ELICt

$results = $s3Client->getPaginator('ListObjects', [
'Bucket' => 'amzn-s3-demo-bucket'

1);
$promise = $results->each(function ($result) {
echo 'Got ' . var_export($result, true) . "\n";
});
@ Note
each() HMEE AIE83SIH CHE LA S HISTIMO R SAlof M&EHHAM API 2H49| ZA1to|
Ho|X|& & = U&LICt.
7|2 R El 7|8t promise0l M 2449| nullo] ofil BHgh Zho| AAEEILICH el H2 €58 A& ut
=35}04 %"E"‘—*.QE CtE promiseE gH=0 B&tst7| Toi| s Z238HoF st= 2 ¥ 92| promiseE Bt &=
U&L|Ct SeHoi M Bkt E|= ObX|2 nullo] o=l 742 CHHR2 A E & promisellt K| promiseE O|& 5= 2
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oreluct. obx|ak Btet 70| promise@! B SHE promisel| A2 CHR2AER promiseE O|& 5t 7Lt
& 5t= Zurduct

// Delete all keys that end with "Foo"
$promise = $results->each(function ($result) use ($s3Client) {
if (substr($result['Key'], -3) === 'Foo') {
// Merge this promise into the iterator
return $s3Client->deleteAsync([
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'Foo'
D
}
1DF
$promise
->then(function ($result) {
// Result would be the last result to the deleteAsync operation
)
->otherwise(function ($reason) {
// Reason would be an exception that was encountered either in the
// call to deleteAsync or calls performed while iterating
});

// Forcing a synchronous wait will also wait on all of the deleteAsync calls

$promise->wait();

WaiterS A5t BlAAE Estod BlaATt S AEiZ FEE I7HK| 7|8 4 Qs S 4 5HE
S B oto] AIARS Of 2T UBEIA ABE & UaLich B2tolE0 M XIHEIE Waiter S

22 AMHlA B2H0I9IE 0| API AT Mol A EHOIE 4 gLk IR E 0|5 52T API A 2
2H0|1E T O|XIZ 0|5 5t01 S MM #=5 (4ME EAl) 2 0|53 CHS 'Waiters' M2 A58
BHich ol 2138 22/5HH S39| 9Y0JE Mo o|S Bt

U o

CHZ 0|0l Amazon S3 2EI0|UE &= HAE M d5t= Ol AFZ ELICH Waitere= BHZ10] EXE 7
X| CH7|st= Ol AF2ElL|Ct.

// Create a bucket
$s3Client->createBucket(['Bucket' => 'amzn-s3-demo-bucket']);

// Wait until the created bucket is available
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$s3Client->waitUntil('BucketExists', ['Bucket' => 'amzn-s3-demo-bucket']);
waiterol| A tHHZ! & X|LtX[H| B o] E-I&Hof 5t= B2 \RuntimeException 0iQ|E EraigrL|Ct.
Waiter 744

WaiterE T8 Mo 2 g E 7B 2 FLICH & waiteroll M AHEElE ZE M2 7B

Ol XIS, CHE CH7| TEHS XISt TS RHBOIE 4 aLict

@waiter Mol & E Y2 22t0|ME| $args X waitUntil() HMES| getWaiter() 2!
Z=0f| L5104 waiter 7+ SME =HE £ JU&LICH

// Providing custom waiter configuration options to a waiter
$s3Client->waitUntil('BucketExists', [

'Bucket' => 'amzn-s3-demo-bucket',
'@waiter' => [
'delay' = 3,
'maxAttempts’' => 10
]
1);
delay (int)

£ Az Atolef x| LICE 2} waiter0l = 7|2 delay 74 2[0] U}XIEH & ALE A
gilofl Ciall o]l dEE +dalioF & + U&LICH

maxAttempts (int)

waiterE A E ®{2|5l7] o|de| %|cH Z2! A|E &£}, o| M2 BAAE BRI Z 7|
StR| A5 SHELICH ZF waiteroll= 7|2 maxAttempts 74 20| UX[EH §% AL Abailof| CHSH
o 4™ E =ddliof & &= /UA&LICH

initDelay (int)
Z|Z= £ AMZ O CHZ|&E AlZh(Z)ILICE Ol M2 #5tE o B2 Tetkl= o AlZto| A3
A2 g1 olsE 2laAE 7|8 i SEFLcH

before (callable)

Zt Al Mol =& /&= PHP callable & 4/L]
\CommandInterface =L N1 N F=V)/ FN
AE5H04 A™E|7| Mo HHEE £H5H7HLE ZIHE HEE NSE =+ M'%L—IEF.
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use Aws\CommandInterface;

$s3Client->waitUntil('BucketExists', [
'Bucket' => 'amzn-s3-demo-bucket',
'@waiter' => [
'before' => function (CommandInterface $command, $attempts) {
printf(
"About to send %s. Attempt %d\n",
$command->getName(),
$attempts
);

1)

HIS 71X CHZ|

HIS7|HM2 2 C7|5t= 0[]0l waiter§ £ £36t0{ CHE ™S ELH7L & ol 048] 2|AAE TH7|6t
HM HIS7IMeZ Ch7|E & U&LCH.

Z2I0|HE Q| getWaiter($name, array $args = []) HAMEE AtE3I0{ E2t0[HEN M
waiterE 423104 waiter promise0l] M| AE £ Q& LIC}H waiter@| promise() HMEZ AL 5l0]
waiterg A|ZHgfLICt. waiter promise= waiter0l| A &A1& El OFX|2F Aws\CommandInterface& &3
Ol =|H, 27F Al RuntimeException®t &7 7HE & LICH

use Aws\CommandInterface;

$waiterName = 'BucketExists';
$waiterOptions = ['Bucket' => 'amzn-s3-demo-bucket'];

// Create a waiter promise
$waiter = $s3Client->getWaiter($waiterName, $waiterOptions);

// Initiate the waiter and retrieve a promise
$promise = $waiter->promise();

// Call methods when the promise is resolved.
$promise
->then(function () {
echo "Waiter completed\n";

1)
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->otherwise(function (\Exception $e) {
echo "Waiter failed: " . $e . "\n";

1)

// Block until the waiter completes or fails. Note that this might throw
// a \RuntimeException if the waiter fails.
$promise->wait();

U 225t Ao R I 2 Q= A Aol A promise 7|8t waiter APIE =& & = JU&L
Ch o & 04, 044 2|A&AE CH7 |5t EQlE & MMl waiter§ MEIStEd= ER ofEH ENte?

use Aws\CommandInterface;

// Create an array of waiter promises

$promises = [
$s3Client->getWaiter('BucketExists', ['Bucket' => 'a'])->promise(),
$s3Client->getWaiter('BucketExists', ['Bucket' => 'b'])->promise(),
$s3Client->getWaiter('BucketExists', ['Bucket' => 'c'])->promise()

15

// Initiate a race between the waiters, fulfilling the promise with the
// first waiter to complete (or the first bucket to become available)
$any = Promise\any($promises)
->then(function (CommandInterface $command) {
// This is invoked with the command that succeeded in polling the
// resource. Here we can know which bucket won the race.
echo "The {$command['Bucket']} waiter completed first!\n";

1)

// Force the promise to complete
$any->wait();

Al
o

e

AWS SDK for PHP HHZ1 32| JMESPath &

JMESPathg& At&3t0{ JSON EAM0MH LAE FESc YHE MUMOE X|HY = U&LICH AWS
SDK for PHP £ H7 32| I 0| X|L{|0|E{ AWS SDK for PHP 2! H{%1 32| HO|E{e} Z2 LR 42| &
FH3E X||57| 15 jmespath.phpoll & E|X|8F Aws\ResultInterface 2o JMESPath &
M E AELICFAws\ResultPaginator. AWS SDK for PHP

22121 JMESPath o Xl & S8l 22X 0A JMESPathE AI238H £ 4 /& LICH JMESPath AFFO]|
M 10{(A8 7ts8t 3 A Al & Z &0l CHal REMIS| otE &+ JU&LICt
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AWS CLIE= JMESPath& X|HELICE CLI £33 2lsH 2 &€l E2d42 AWS SDK for PHPE 22 %f
HE E3HAT100% EEHELICH

Adto M olo|E =&

Aws\ResultInterface 2IE{HO|A0M|E JMESPath £3Alg 7|E8to 2 A1l RRI|M TIOIEHE F
£3l= search($expression) HAMETL QI&LICH JMESPath 3142 AFE3H0{ Z21t ZHA| ol AM o
O|EE HolotH EYUHEDO|IE 28 I EE MHstn, F& QI C|o|EHE XHAM[S| LIEtE = U&

— =2 T AAH
LIC}.
A drAl2 Hod 7| 28 A ofeiet 242 7|2 JSON S2d0 2 A|ZHgtL|Ct. 047|MHE WE o EC2
O|A

$result = $ec2Client->describeVolumes();
// Output the result data as JSON (just so we can clearly visualize it)
echo json_encode($result->toArray(), JSON_PRETTY_PRINT);

"Volumes": [
{
"AvailabilityZone": "us-west-2a",
"Attachments": [
{
"AttachTime": "2013-09-17T00:55:03.000Z",
"InstanceIld": "i-a@71c394",
"VolumeId": "vol-el1a5288",
"State": "attached",
"DeleteOnTermination": true,
"Device": "/dev/sdal"

1,

"VolumeType": "standard",

"VolumeId": "vol-ella5288",

"State": "in-use",

"SnapshotId": "snap-f23eclc8",
"CreateTime": "2013-09-17T00:55:03.000Z",
"Size": 30

"AvailabilityZone": "us-west-2a",
"Attachments": [
{

Aol M cllole F

M
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"AttachTime":
"Instanceld":

"VolumeId":

"i-4b41a37c",
"vol-2e410a47",

"2013-09-18T20:26:16.000Z",

"State":
"DeleteOnTermination":
"Device":

1,
"VolumeType":

"attached",

"/dev/sdal"

"standard",

true,

"VolumeId":

"vol-2e410a47",

"State": "in-use",

"SnapshotId": "snap-708e8348",
"CreateTime": "2013-09-18T20:26:15.000Z2",
"Size": 8

1,
"@metadata": {
"statusCode": 200,
"effectiveUri": "https:\/\/ec2.us-west-2.amazonaws.com",
"headers": {
"content-type": "text\/xml;charset=UTF-8",

"transfer-encoding": "chunked",
"vary": "Accept-Encoding",
"date": "Wed, 06 May 2015 18:01:14 GMT",
"server": "AmazonEC2"
}
}
}
X CltE BHS AE5tod 2& S5 X tmf E&EF AME = JU&Lch

$firstVolume = $result->search('Volumes[@]');

N

O|M| wildcard-index expression [*]& AI&35t0 A S £ 2 vtEstD M AE FEE F
VolumeIdE IDZ, AvailabilityZone AZZ O|& & HIF 11 SizeE SizeZ OCHZ ELIC} 0|2
Bt QAE FES £ multi-hash E3AIE wildcard-index E344] Fof AF&35l0q4 0|2 HiE L
Ct.

$data = $result->search('Volumes[*].{ID: VolumelId, AZ: AvailabilityZone, Size: Size}');

J8J% ChE I 22 PHP ClOlE] BiRol MBS ELIC

Aol M cllole F

M
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array(2) {

[0] =>

array(3) {
'AZ' =>
string(10@) "us-west-2a"
'ID' =>
string(12) "vol-el1a5288"
'Size' =>
int(30)

}

[1] =>

array(3) {
'AZ' =>
string(10) "us-west-2a"
'ID' =>
string(12) "vol-2e41@as47"
'Size' =>
int(8)

o
=
+
[N
|
0
Q
wn

Hol M= keyl.key2[0].key3Zt Z2 A2l 7| AFE S04 7+ = LHoi Z0]
U&LICE CFS ool MeE ZHEHS| Attachments[@].InstanceIldZ2le HE
7|12 AF835104 O] S Hof ELICH CHE 22| A< JMESPath E 1410 A

o

o o3
mo i O
— B>
i
ah

[|H)|| -
m o

CL 4} -~

=}
n
+
Q)

nm <© oM A
> I3 ro

4o

>

o

C 3

]d
=0

0o

$expr = 'Volumes[*].{ID: Volumeld,
Instanceld: Attachments[@].Instanceld,
AZ: AvailabilityZone,
Size: Size}';

$data = $result->search($expr);
var_dump($data);

0|

"

#Al2 O3 ClolE8 S2ELICH

array(2) {
[0] =>
array(4) {
'ID' =>
string(12) "vol-ella5288"
'Instanceld' =>

Aol M cllole F

M
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string(10) "i-a@71c394"

'AZ' =>
string(10) "us-west-2a"
'Size' =>
int(30)
}
[1] =>
array(4) {
'ID' =>
string(12) "vol-2e410@as47"
'Instanceld' =>
string(10) "i-4b4la37c"
'AZ' =>
string(10) "us-west-2a"
'Size' =>
int(8)
}
}
multi-list expression:[keyl, key2]E At&35t01 042 LAE TEHTE =& U&LICH O[F A
S RET AReio]l TEIZE 2E £440] XY B stLtel &Mt XIHE 502 MA XIHEL
C.
$expr = 'Volumes[*].[Volumeld, Attachments[@].Instanceld, AvailabilityZone, Size]';

$data = $result->search($expr);
var_dump($data);

0| %1 74AH

R == R |

Al
=

fjo
02

St Ch3 1 22 ool 7t g ELct.

array(2) {

[o] =>

array(4) {
[o] =>
string(12) "vol-ella5288"
[1] =>
string(10) "i-a@71c394"
[2] =>
string(10) "us-west-2a"
[3] =>
int(30)

}

[1] =>

Aol M cllole F
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array(4) {
[0] =>
string(12) "vol-2e410a47"
[1] =>
string(10) "i-4b4la37c"
[2] =>
string(10) "us-west-2a"
[3] =>
int(8)
}
}
S%EC U2 JIEOR UNE WEHAT filter EHAS ABHLICH CFS oM H2IE us-
west-2a 7} Qoo EE0r ==24ghL|C}.

$data = $result->search("Volumes[?AvailabilityZone ## 'us-west-2a']");

JMESPathOIME & AL X[RELICH @2t SYet HElE s CHal 20| "us-"2
AlEFstE AWS IR0l s ZE 282 AMectn Jhds E&LICH Chg A0 E
starts_with EAtE 2|HEHE ™MESt0{ us- -8 ASELICH O3 OhF e FH2 Sl
trueg Prereh e Z7Xto| Antek MEStod of &2 ZAIME true JSON E2|EH Zf1t H| &L

Ct.

$data = $result->search('Volumes[?starts_with(AvailabilityZone, 'us-') ## “true']');

| 0| X|L4|O|E{0i| A Cl|O|E &

710| =0l A ”‘4% CHZ Aws\ResultPaginator ZHx|

AWS SDK for PHP & 32| I 0| X|H|O|E
245l = ol AF2E/L|CH. AWS SDK for PHP £ AF25HH Aws

4]0
£ HOIE 7t 8 API ZHdoll M At E
=

Z';_
\ResultPaginator Z4A|o| A EE{ZE CIOIEE F& st BH535t01 IMESPath E344{9 Znt7}
gl EET|E Sall 23 We Y & UELICH

Cto 7 LICh o= Al sheds

HZ!o M 1IMBELCH 2 24|t £235t= iteratorE A5t
g8 Ho|X||0lE{of & 35t04 W O|X| x|

ListObjects HO|X|H[O|E{E 4t CIF search()
El olo|E{o] CH3H flat-map EHE XIS MAEFLICEH

$result = $s3Client->getPaginator('ListObjects', ['Bucket' => 't1234']);
$filtered = $result->search('Contents[?Size > '1048576']');

// The result yielded as $data will be each individual match from

0| X|H|O|E{ol|M CIOIE £& 124
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var_dump($data);

// Contents in which the Size attribute is > 1048576
foreach ($filtered as $data) {

HL AL 7HO|= T 3

| O| X[l O|Efoll M T O|E] =&
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MMof= AWS SDK for PHPE AF87310{ AWS MH|AE A5t WHE HoiF = oA, RS A,
to|E 7t Z&tx|o] Q)& LCt.

« AWS SDK for PHP {1 32| 7|s & SM Al
« AWS SDK for PHPO{| Ci8t X|&0o| ZEE I = ofA|

AWS SDK for PHP HH™ 32| 7|s 2! M A}

0l

AWS SDK for PHP H{%1 32 AWS MH|A APIs S 2|8t F£7t 7|5 L S Mo CHEt X|HS M3 E
LICt. o] &= ol MMo M= ol2{8t SME AMHIAMEE CHELICH

=X

« AWS SDK for PHP H{Z 30{ A DynamoDB A4 $HS2{ AtS

« AWS SDK for PHP B{Z1 32| Amazon S3 7|s & &M

AWS SDK for PHP H{Z1 30{| A DynamoDB A|M SHE 2] ALE

DynamoDB MM $iEE{E 70 R} 71 Amazon DynamoDBE MM KEAZ AFEE £ Q= PHPE At
X XY MM HEB{ILICH DynamoDBE MM AEE(XIZE ALE o|'|:| MMg 24 ot A
37 UXIZ 0|S35tod 24 &l ofZ2|A 0| Mol M MM %E| Foil & Mst= BXME tste = &Lt
DynamoDB= W21 &% J7tsdtHH MH0| 4|2 C|lO|EH =EXME AHS2E ®elFLct

.‘

DynamoDB MM sHEE{E ZIXet EEQI WX|7} 7158 TS session_set_save_handler() &=+
Ab28t04 DynamoDB 212 PHPL| 718 MM &40l £38tLICt 047|0l= PHPL| 7|2 MM 3H
2 7HH|X| =& 22 7|50 o X0l =& ElLCt.

geio] Umol Mot &3

DynamoDB AMH|A0f CHEF XFA|SH LI 2 Amazon DynamoDB. & HO|X|E & E M.

7|2 MEHY

12 HESH S5

7ls X SMAE 126
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use Aws\DynamoDb\SessionHandler;

$dynamoDb = new Aws\DynamoDb\DynamoDbClient([
'region'=>'us-east-1' // Since version 3.277.10 of the SDK,
1); // the 'version' parameter defaults to 'latest'.

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions'

1)

$sessionHandler->register();

2EHA. MM E KT E Elol2 dY

AXZ MM SHEHE AFE5H7| ™ol HA MME XHEE Eo|lE2 MAaHoF & LICH Amazon
DynamoDBEZAWS 2£ 2 A28t 7{L} AWS SDK for PHPE A236104 O] 242 ALXIof &g 4= Q
&L|C}

\_
olo
oh

Ol Eflo|E22 MAE mE id'E 7|2 7| OB 2 AFSELICH E8H MMl RS 7HHIX| %2 ol
24 'expires' 82 AF&3H Time To Live 488 MAHE5t= 20| E&LICH

3EHA|. Etxiel Ao 2 PHP MM ALS

MM HEE7I SSE|T EIO|E0| HYE Fols o= PHPO| 7|2 MM HEBHE AFSE et
S 2 Y4Ao2 §_SESSION superglobalE AFE 3104 M40l 4211 ¢1g == AU &LICtH DynamoDB
MM $1E8{= DynamoDB2}O| &3 &2 &35t n F435tH Ol HEHE S8l PHPL| I Al

=
Mot QEmHo|AE EA AEE + U&LICH

// Start the session
session_start();

// Alter the session data
$_SESSION['user.name'] = 'jeremy';
$_SESSION['user.role'] = 'admin';

// Close the session (optional, but recommended)
session_write_close();

s2{o| 5% RleLith RE M2 M AZoIRIE, V|

fjo
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0x
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HL AL 7HO|= T 3

'sessions' L|C}.

AWS SDK for PHP
table_name
MME K& E DynamoDB El|0|E2| O|§ &ILICH Z7|&2dt2
hash_key
DynamoDB M| Ef|0|20f )= SHA| 72| O|F LICt 7|22t2 'id' &LCh
data_attribute
MM lo|E{7t H%E El DynamoDB MM HIO|E0] Q= &4o| O|FILICE 7|&22t2 'data’ &IL
Ct.
data_attribute_type
M| H|0|E{7} X ZHEl DynamoDB M4 El|0|Z 0] = 4ol REYLICH 7|22t 'string' O
X8t MEdo] 2} 'binary' @2 MHE & Q&LICH
session_lifetime
7HH|R| = &7 M HIE G MM =FHlL|Ct o] SME XMBetX| ete™ A= M =B 2
2 ini_get('session.gc_maxlifetime')RIL|CH.
22

session_lifetime_attribute
MM 8t2 AlZto| K% El DynamoDB MM E|O|E 0] Q= £452| o|&ILICE 7|

Xl iR LI 7[28f2 trueLICt

rr

'expires' §JL|C}.

P

ol

consistent_read
HE {7} GetItem E Mol LE {7[E A

MM
locking
MM EHZE AEEEX| iR LTt 7[E2t2 false LTt
batch_config
7HH|R| =& Sof B x| 2 x5t= o] A8l FHILICH 0] &2 DynamoDB
WriteRequestBatch ZH&|0i] 1% MEElLIC} SessionHandler: :garbageCollect()E 3l
7HH|X| =& E =822 E2|HELICt
max_lock_wait_time
MM BHEE7F Z7|5t7| ol &= 2 ESot7| fs CH s of 5t= =ICH Alzh(E)ILICH Z|183t2
100|0H M| & Zoilgk AtEE LICEH
128
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min_lock_retry_microtime

MM HEERHTL S S ESst7| 28 Al ztHoll CHZ (8ol st= =4 AlZhOtol2 = X)) LICH 7[&
2f2 100000|0H M| FH=oiet AFSELICH

max_lock_retry_microtime

MM ST 22 &l55t7| Et AT Ztof cHZ|sHok = =|CH AlZHOFO|Z 2 ZE)ULICH 7|2
2t 2 500000|MH M| ErZol|2t AL ELCE

MM HEBHE F/H5te{H HEHE QAHASIE M +4 SME X|QELICH O ZEE= 2E 74
Zl o A .

$sessionHandler = SessionHandler::fromClient($dynamoDb, [

'table_name' => 'sessions',
"hash_key' => 'id',
'data_attribute' => 'data’,
'data_attribute_type' => 'string',
'session_lifetime' => 3600,
'session_lifetime_attribute’ => 'expires',
'consistent_read' => true,
'locking' => false,
'batch_config' => [1],
'max_lock_wait_time' => 10,
'min_lock_retry_microtime' => 5000,
'max_lock_retry_microtime' => 50000,
ik
7hz A

Clo|E AE2|X| & CIo|H H& 221 Y=, H|o[=2] “EHIH‘—E' el sHE Tlgtez

DynamoDB At81t 2+24El H|& 0| A|AHELICH Amazon DynamoDB 22 LHSY & X). XM2IZF2 M7| &
g alel7| 8% B2 SH-ELICH. Amazon DynamoDB iTHIOIIIO{I'— Ct=2ot 2ol Lot & Lct,
17| 8 Hl=4KB 7|9 E=of CHall = stLtol Z2=d5| YatE o7 |(Ee =Y F 74| 215X
UZtEl 217))E LIEFHLICH M 7| 8 Bt 1KB A 7|9 & Sof CHal| X StLES| A 7|2 LIEFHL]
Ct.

32Mo 2 MM E|O|Z20f ERE M2|F D HIE2 o4 Egf= & MM 37(e #teELICH CH Zof
ME Zt NI/ &40l CHE DynamoDB E|O|E0M £=-E|E 17| & 7| Eeio| 2 MHEEhL|C}
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session_start() £ S8 47| - 1712] &17| &dlL|CH(consisten
t_read 7| false@l A< 0.52h).
« (TR MOl BHREl B MMHE A
2|8t 171 2] A2 7| ErodQ L |C},
session_start() & S8 ¢7|I(HMME &HZ AL« E|A 170 7| —fo 2 L|Ct.
&) - (ZUR) MMM &HZ &S Al ZF Aol o
St F7F 7| ZdlL|ct +HE &2 Ch7|
AlZH L RHAIE SMHg 7|Ete =z gL ct
« (ZRUBR) MMO| BHREl B MM AA|SHY |
I8t 1712] A2 7| =hd Lt
session_write_close() £ S8t Mm7| o 174Q| A2 7| Erd]L|Ct.
session_destroy() & S8t 4K o 17Ho] A 7| Zr4IL|C},
7tHIR| =& o« BH2 El M|4dof| CHal

A ZHEk Ef|o|E 2] Ho|E

4KBY 0.5702| &17| &edelL|Ct,

« AXE DtEEI ST 170o| AT| Bl
C}.

NISESES

DynamoDB MM $1E2{= PHPR| 7|2 MM SIED & =P\
£ 35| o Z2[AH 0|M0| Ajax LM O|Lt iframeS AFESHE DynamoDB Mol HHASHE B2
2 Olal Ads wI= iAo Y AlSl T HIR 0| A PN

Eo{oMHE o] 7Is0| THAM /U&LCt o] 7Is& EI-<5|§I-6I' | 7F_'|01| OHEEHIOIEO{I MM EZO| ‘_é' &t
Xl iR E MEsHH nE{stMIL.

MM &ag gd3ststtdd 'locking' & QAHASE I true S48 SessionHandlerZ MHE

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions',
'locking' => true,

1);
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7HHIX] =&

'expires’ &2 ALE38H DynamoDB H|IO|E0f TTL £48& A™ELICH J2{™ MMM 7HHIXIE RtS
o2 +&st7| E Y 7HHIXIE =& EHe igLict

gLk,

tE 8t DynamoDB M|/M $1E -|E 9| S 2 BatchWriteItem 2 A& AFE5t0d MM 7HH[X| =
&g R LICt Scan 20| & &5 “i!—o—l Ed =0l J2ln 2 B2 E MMES FHotA AFK
o

= E o
t7] I8l 7HHIX| =& Z2MAoE B2 Z2HIXJE *2lFo| E

ol

[t2tAM O|& Sofl XAtS 7HHIX| =7HE X[t Xx| E&LICH O £2 EH2 MEEE #MeElFe 252=
Qlsll LEHX| of Z2|7|0| 0] SEEIX| f =5 T3 7} ot AlzZhol| 7HHIX| =% A=~ E oiSfste ZY
LICt o & S0, 7tH|X| =& & A™E oFZt cron Y EE|H 23 BIETI UE + U&LICH O] A3 E
EE diotoid O3 22 HYUE sstoF &L

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions',
'batch_config' => [
'batch_size' => 25,
'"before' => function ($command) {
echo "About to delete a batch of expired sessions.\n";

1);

$sessionHandler->garbageCollect();

EESt 'before’ LHOIM 'batch_config' SME AL&35t04 7HHIX| & T2 MAMM =™>E|=

BatchWriteItem 240l X|Qig =g = /AU &LICt. O|F A st 7tH(X| =&o| &2 &|= ol Az
= Alzte| &o| &7t5HX|EFH DynamoDB M4 IEEH0IM &ElE 232 E4F6t0d 7HHIX| =7 Fof

Z2HIMIE XMel s 27U Hel OILZ X2l™F 2 |XIF = UaLct

$sessionHandler = SessionHandler::fromClient($dynamoDb, [
'table_name' => 'sessions',
'batch_config' => [
'before' => function ($command) {
$command['ehttp']['delay'] = 5000;

1)

$sessionHandler->garbageCollect();
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2 AR

1. OHZE|70|M Mot XIZIMo 2 7HE 7H7he AWS 2T = S8 2|Tol MM ElolES Mg
LICt. olZ | 5t off Z /70443 DynamoDB Ci|O|E{H| O] A Zhol| X|@d A|ZhE Z|ABHE 4= Ql&L

Ct.

ol

HA| *._E—.E. LICE ofZ 2|70l H 2] of & EcHE Tt A
CIME e{71/M 7| 8F ZEE AFSELICH

3. AWS Management Console &= = Amazon CloudWatchE S&ll AHS E ®{2IZS ZLIE{RISt D ofE
2l7o|Mo| 2T AEtol U A oo et XMeIZF MHe =-Ehc.

2. Md B|o|Z22| Z2HIXMIE ME| 532 UE
Mo ofl¢f 27|& nedgfLich EE El|o|Eol'2

4. N 37|18 = H XIELICH1KB O|EH0| O|AX), 2 MMOo|H £E2 M52 UEILIH Zest =
ZHIMEE 2| s840| O M&L|C}.

5. ofZz|7io|Mof E35tX| ot 8t MM &2

6. PHP2| LHE M4 P |IX| =& EE|IHE AFESE
I|37} ol A2 Bof AT & JHHIX| &S
AHE L.

jo

HAl cron 204 L= CHE o 2F O

AME5HK| OIMIL.
L 7L
04| E LIC}E 'batch_config' M2 {ElstA

Z |AM Ht

DynamoDB A4 BiIE2HE AtEstedt 7 EE X7 ZFofl 0| B 7|0l A &8t DynamoDB Ei|O|&
£ A8 HEtol Rlofof FLICH ChE 1AM BAoll= Ee st 2|4 HEo| ZE k(o] J&LICH o] A

ArE5tEdH 2|laA 2E2 o|Fo| 8t Bl O|= 2] Amazon Resource Name (ARN)2 £ HbE L|C}.
IAM 2 M4 ol Mo ChEk REMEF LI8 2 IAM AL dHEMO| 223 IAM HAH S R A SHAIR.

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "SessionHandler",
"Action": [
"dynamodb:GetItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:Scan",
"dynamodb:BatchWriteItem"

1,
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"Effect": "Allow",
"Resource": "arn:aws:dynamodb:us-east-1:123456789012:table/table-
name"

AWS SDK for PHP E{%&1 32| Amazon S3 7|5 2/ M

F Mol M= Amazon S32F Bf7H 2t S5t7| £l AWS SDK for PHP EHHZ 301 A XS st= F7t 7|
3 ZMoi cisli B ELICEH

olr

=X
« AWS SDK for PHP H{7 32| Amazon S3 Ct& 2|™ Z2}0|HE
« AWS SDK for PHP H{71 32| Amazon S3 AE 2| 2T

. I 3 CIFEE| Ta

« AWS SDK for PHP H{71 32| Amazon S3 Z22I0|ME & 535

- M3dES ST OOIE| FEEES

AWS SDK for PHP {7 32| Amazon S3 CI= 2|7 20| E

AWS SDK for PHP H{F 32 2 & MH|AL} &7H AFEE = U= it O s 2™
LICt. Ol S8l Ar&Xt= BB eregion = metO|E{E A
g &= U&LICH £ SDKE £74 Amazon S3 270l X|[sXo
&= Amazon S38 CtE 2| Zct0|HEE MSELICH 0] 7|s2 Sl A8K= SYEt Eetol
E AL&35tod CHE 2™t S48 £ Q&LICH ol BHZ!0] 048] 2o /= AWS SDK for PHP

39| Amazon S3 AE & 2{IH A& AtolH £5| R&8t 7IsL|Ct.

Hu Ok
0lo
il
g'l_l
Kl
L mjo
2

T2 Hn
> |m om

N
M

AHEH

Amazon S3 2ZI0|MEL| 7|= AL THEI2 EZF S3 ZEI0|HUEE AMESHE O S 2|t 2EI0|UEE
AEsHE o Etelo] SUELICH BE +ZE0AM FUE AHSF AH0|= @region &3 ItEtOIEHE ME
5to1 AWS 2| E X|ge + UChs AL

// Create a multi-region S3 client
$s3Client = (new \Aws\Sdk)->createMultiRegionS3(['version' => 'latest']);
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// You can also use the client constructor
$s3Client = new \Aws\S3\S3MultiRegionClient([
'version' => 'latest',
// Any Region specified while creating the client will be used as the
// default Region
'region' => 'us-west-2',

1)

// Get the contents of a bucket
$objects = $s3Client->1istObjects(['Bucket' => $bucketName]);

// If you would like to specify the Region to which to send a command, do so
// by providing an @region parameter
$objects = $s3Client->1listObjects([

'Bucket' => $bucketName,

'@region' => 'eu-west-1',

1)

/A Important
CtS 2|1 Amazon S3 22I0|HEE AHE5tH JFH 2| M of| |7t w4t X| et&L
Ct Ho| 2R E 2™l MEE/H EZE Amazon S3 2CH0|Y1E = Aws\S3\Exception
\PermanentRedirectException?| QIAEIAE ErMA|IZIL|C} C}S 2/™ ECI0|HEE O
CHAl HREE SHIE 2| 2 ChA| C|ATHR|ELCH.

EHZ! 21T FHA

Amazon S3 C& 2|™ FE2I0|ME = X[HE HZI0| /U= AWS 2|Te| LHE FHAIE |XIELCH 7|2

Moz Zt FEIo|MEN = 1Rrel ol HZEE| FHAI7 U&LICH ZEI0|HE E= T2 MA 7Hof FHAIE
S5 5t2d™ Aws\CacheInterfacel| QIAEIAE bucket_region_cache SMOZR C}E 2|™ 2

2tO|Q1Eof M3 &Lt

use Aws\DoctrineCacheAdapter;
use Aws\Sdk;
use Doctrine\Common\Cache\ApcuCache;

$sdk = new Aws\Sdk([
'version' => 'latest',
'region' => 'us-west-2',
'S3' => [
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'bucket_region_cache' => new DoctrineCacheAdapter(new ApcuCache),
15
1);

AWS SDK for PHP B{& 32| Amazon S3 AE | 21
Amazon S3 AEZ| BiIH{E S35l file_get_contents, fopen, copy, rename, unlink, mkdir 2!
rmdir S Z2 7|2 M2 PHP &+E AF235l0{ Amazon S30|AM CIOIE{E ME ST AME = A&

LICH.

Amazon S3 2E&| BlIHE Al 35te{H S5 5HoF & LCt

$client = new Aws\S3\S3Client([/** options **/]);

// Register the stream wrapper from an S3Client object
$client->registerStreamWrapper();

O s3:// Z2EZEE AE3104 Amazon S30{| K& E HHZI 1} ZHR|of| M| AE £~ U&L|C

Amazon S3 2E &l eil{= HZ! O|& Fofl £ A2t MBI A 7| EE= s3://<bucket>[/<key-
or-prefix>] HFA7L 2E EAHY(04: )2 HSELICH

£AE BiHE /7] ol&o] Mto| Rl R U HZIC R KA S MALIUSLICH 5, A
I.

SX7F &5 2&5Hok 5t ol CHEH ListBucketS A&t Aol CHEH GetObjectE
A™E = e TEo| Qlo{oF §LICH O] MEto| gie B Amazon S3 2EI0|UE S F|
Y ArE3t= 2ol E&LICH

HOH C2EE

file_get_contentsE& At&5to{ ZiA|o| ZRHIXE MEAE = J&LICt 5HX|EH O &= Ao T
A 2EHXE M2 22 ZEESEE FolstAAIR.

// Download the body of the "key" object in the "bucket" bucket
$data = file_get_contents('s3://bucket/key');

o 2 2 235t 7HLE Amazon S30{ A CIOIE{E AEE|YaHoF 5t= B fopen()2 AFELILCE.

// Open a stream in read-only mode
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if ($stream = fopen('s3://bucket/key', 'r')) {
// While the stream is still open
while (!feof($stream)) {
// Read 1,024 bytes from the stream
echo fread($stream, 1024);

}
// Be sure to close the stream resource when you're done with it
fclose($stream);

}

(® Note
o M7 7= fflushE EE5t= <0 BHete|n, E{A|EIX]| 42 fcloseE EE5
= 4oz gretE|X| et &LICH LIS fcloseOl CHE SEHO R HhetE[= 2 F0f A#gio] &
EZg B8 AR trueo] CHEt B8 2L fflushQLICH PHPOIM 23 = YHo Z Q15)
file_put_contentsE& £&35l= A0 T 0| 277} BtetE|X| et &LICH

= =

HM b5 8 A2 YY)

" BEOAM W AEZIME 7|IEXS 0
Amazon S30IA AEZ|Y WA Z H|O[EIE CIRZEE 4 ooz o|Ho]| 9l HI0|EE HZE|Z

$context = stream_context_create([
's3' => ['seekable' => true]

1)

if ($stream = fopen('s3://bucket/key', 'r', false, $context)) {
// Read bytes from the stream
fread($stream, 1024);
// Seek back to the beginning of the stream
fseek($stream, 0);
// Read the same bytes that were previously read
fread($stream, 1024);
fclose($stream);

ZM TS5 3 AERS YoM OlFI0l 2 HHOIES ZME 4 UALICH HZ Mol oFEl x| of

S =1
— = = |
2 HIO|EZ ALE + &LICH oMol 2|2 CIOIHE CHA| S EE + /=5 AEZ HIAB0IHE
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A& 304 PHP Al AEZ 0| OIO|EE HIHAE LICI. FHA|E! C[O|E{2] 0| 2MBE =1te 42 &
Al AEZIO| HO|E{7F HEE|MM CIATZE MSEILICH seekable AER| EEHIAE MXMHE A2
Amazon S30|MH & Tt CIREEE [l 0| M2 |2ol5HA|Z| HIEHLICE.

ClolE{ Y2 E
file_put_contents()E AF&3t04 Amazon S30i LIO|E{E YZ =& £+ Q&LICH

file_put_contents('s3://bucket/key', 'Hello!');

fopen() & "w", "x" EE= "a" AE T HAMA ZEE H|O|EHE AEZ|LSI0 2 IS HECEY = U
&LICH Amazon S3 AE | BiHO|MHE AER] 217(|2F R 7|(o: "r+", "w+" 5)E SAlol| X[ 5K &t&
LICH HTTP Z2EZ0M SA| &7 Y M7|E &S SHX| 27| [[H—E—%IL_IEI-.
$stream = fopen('s3://bucket/key', 'w');
fwrite($stream, 'Hello!');
fclose($stream);
(® Note
Amazon S3£ 2 HO|ZEE T& 57| 0|F 0 Content-Length SIEHE X|&5HoF & LICH. o
2t AERIO| EBHAIE7HLE EE 7R PHP &IA| AERIZ A& 3104 PutObject 2H40i A

M2 =8 Clo|EE L8 o R Ho{zatch

(® Note
oY M7 QLR E fflushE S E5tE ZR0l|0 Btete| T, ERAIZIX| 22 fcloseE EEF
= 420z gt x| et Lt L fclose01| CHE SE S 2 Htetr|= 2 F0l A #tgiol &
EZE8 Y2 42 trueol CHEt Btet 242 fflush® 'L—IEP PHPOAM 73 E[= WO 2 Ql5H
file_put_contents& 2 &3t= E<R0|T 0| 2F 7| BtEtE|X| & LICEH
fopen 2=

PHP2| fopen() B =& AtE35t2{™ $mode S M= K|l of FLICH 2= M2 AEZIMM OOIEHE
0 g

=
1HLE & & JUEX| 07t AERIE A ] 0| EXHsHOF st=X| 045 & X|HELICH

Amazon S3 AE 2| H{IH{= Amazon S3 A E CHE S 2 5= AERN| CHal| CH 2EE X|HELICH

to
n
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HL AL 7HO|= T 3

2| Bl E AF2 5™ Amazon S32F Z2 A
CI=2 2 Amazon S3 AEE]

filesize()

27| ™8 AEZ|0|H 7HA|7t o|O] EXHsH ok &

L|C}

MI7| HE AERO|H, 7HA7t o|lO] /Ue B
oelsS So{&fL|Ct.

MI7| HE AERO|H, 7HA7t o|lO] UeE B
I Uo| YA AEZIN| CIREEL| D, AEZ0
M= LHEO| o|™of| YZ =8t Cl|o|E{ol| F7HE
L|CF.

M8 AEZO0|H, 7iAM7I gie™ 277t &

0z &
o N
r
[l

f XA AAEHIM 7|2 X2 =
SHHE ALS

o2 ChE PHP
504 Amazon S301| XH{ZE =l ZHx|| =

o oot
oz 1>

HZIo| M ZHR|E APA|EFLICE

// Delete an object from a bucket
unlink('s3://bucket/key"');

DeleteObject 2ol AtE 7ts8t SME T
Tl ZHA|Z AMR|stE die{e A xist

LIchof: & ZA B x7E).

1o T

// Delete a specific version of an
object from a bucket
unlink('s3://bucket/key', stream_co
ntext_create([
's3' => ['VersionId' => '123']
1);

Ao 3 7|2 7K=L}
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// Get the Content-Length of an object
$size = filesize('s3://bucket/
key', );

is_file() URLO| Tt RIX| & QlIghL|ct.

if (is_file('s3://bucket/key')) {
echo 'It is a file!';

file_exists() M7t Jqe= | ZelgLct

if (file_exists('s3://bucket/key'))

{
echo 'It exists!';
}
filetype() URLO| T+ &= HZ(dinoll HE E= K| & QI8
L|Ct.
file() £ HiY = Zxl|o| ERI=E E=FLICt

|
GetObject =Y
§to MU S CHREE5t
&Lct

filemtime() HHME Ot X[ 2 =5t M E 7tXS LIt

rename() ZHA
=
=
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® Note
copy= LHIAMO 2 Amazon S3 AEZ| 2| & S3HX|2F, PHPL| LIS copy B2 215H
UE O F7t SHIZH EDEXK| &2 = &LICH CHAl AwsS30bjectCopier| QIAEAE
Ar&ste ZWo| E&LCEH

HA & & &Y

mkdir()E AFE5t0{ HZA! &

PHPE AFE35l0{ I A|ARIOM CIHEEIE S5t D B Ast= BT HIR5H7H Amazon S3 HHA 2

E o

mkdir('s3://amzn-s3-demo-bucket');

(® Note

2023'4 43, O|X| Amazon S37} S3 E8 HEZ| HMA XEHE FHESIT ME HHEI BRE
=l ol EH‘H HMA KMo SES HEY b. O] H4E2 StreamWrapper®| mkdir &=
7h HEt W ACLY B A S5te HAlo FES FLICt XM LHE 20| What's New with
AWS E Mo &elgh = l&Lct.

1

AER EEHAE SME mkdir() HIME0 TE S04 CreateBucket 240l AR 715 € mi2lO|E 2
HZI2 Mdste e £HE = U&LICH

// Create a bucket in the EU (Ireland) Region
mkdir('s3://amzn-s3-demo-bucket', 0500, true,
stream_context_create([
's3' => ['LocationConstraint' => 'eu-west-1']

1));
rmdir() & AFE35H0{ HZ!2 ATNE &= J&LCt

// Delete a bucket
rmdir('s3://amzn-s3-demo-bucket);
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BIZIS A T AAHOI MM BCI 7SS 2 sHE ZHE MAGHE nkdir()E ASE 4

CtE ZE ALY 'amzn-s3-demo-bucket'O|2t= 7|&E BHZ! 0l 'my-folder'2t= 2 HME F7HerL
Ct. €2HAl (/) 2XHE AH83t01 E 4| O0|§2 HA 0| & F7+ 2 o|F1 &EgLCH

mkdir('s3://amzn-s3-demo-bucket/my-folder"')

rmdir('s3://amzn-s3-demo-bucket/my-folder')

HZlo| 2EI= Lt
opendir(), readdir(), rewinddir() & closedir() PHP & <& Amazon S3 AE 2! 2} &7 A& 309 K
Zo| ZHXE EfME = &LICEH ListObjects 2 40i| A 7h5 8t TH2tOIE{E opendir() &0l At

Ol A

Al
_E_E-IIAE %ﬁgi x._'“'_él'%l'o:l 7#7-('”5 Lf‘ééff %FH-'% ¢OE ‘JI\‘ AAEL—“:l'-

—_ ==

|m
o o

X XH A&

$dir = "s3://bucket/";

if (is_dir($dir) && ($dh = opendir($dir))) {

while (($file = readdir($dh)) !== false) {
echo "filename: {$file} : filetype: " . filetype($dir . $file) . "\n";
}
closedir($dh);
}
PHP 2| RecursiveDirectorylteratorg Ar&3+0{ HZ1 Q| ZF ZiA|et HFALE APHH R LIFE = U&
L|Ct.
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$dir = 's3://bucket’;
$iterator = new RecursivelteratorIterator(new RecursiveDirectoryIterator($dir));

foreach ($iterator as $file) {

echo $file->getType() . ': ' . $file . "\n";
}
UE HTTP RS X &5t HZ! E8HXE MHEOZE L} YWSt= CHE YWEHO 2 Aws
\recursive_dir_iterator($path, $context = null) &+E AIEE £+ Y&LIC

<?php
require 'vendor/autoload.php';

$iter = Aws\recursive_dir_iterator('s3://bucket/key');

foreach ($iter as $filename) {
echo $filename . "\n";

2 EZEHAE SMHE T™Estod HZD Zlof Cis o[ 2= HEE FHAISE O A
Ed im0l Ar8El= ZEt0|UEE ALSXL X|HE + A&LICH

AEY BiHE ZE AAoM I 22 AER EHMAE SMS XIHFLIC

H2S A E O AF2E Aws\AwsClientInterface ZHA|QILIC}H

[~
_I.I_

M2 0t EHE FAlIstE Ol AF2E Aws\CacheInterfacel| QIAEARIL|CE 7|
E 2l 74 =
— A —

It
e @l HIZ2 2| LRU FHAIE AFRELICEH

nd 3 ClEEE S

AWS SDK for PHP BH™ 32 Amazon S32+ ot 2 C|HEZ|E T = F M2 wAlg 2l
LICH & £€F M8 25 i mtof CHst HE|IIE YZE L CIREE Q| ST M E XElsHR|gH A

éiﬂ“ﬂE%&%ﬂ%%ﬂ%H&
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HE M MR
OHEEIF0IM0] 27 AFEol 7HE Metet TG M WAl MBI

S3 Transfer Manager(T &)

o
S3 Transfer Manager£ promise 7|2t APIE A8 3HH
CIEEE MES 25 X[ELICH

ri
0P>

55| o CIMEE| ol T™HE ¥ & ClMH
El2IE YECSstn ChREEE 4 ol= o et

Manager0il H|3H 7|5 0| M&L|Ct.

ME FEHULICH 7|18 48 SMeZE ™A C|=
APIE M| SELICt o] MZ A2 S3 Transfer

2 Ao|™

M

CHE ZolMe & S H2 g4l =2 #toldE = &L

7|5 S3 H& #alxt Transfer

i md &b (Bt oY YZE/CHRZE)  OfLIQ(CIHES| 2Bt sHE)

CIEE 2] ¢ o(1Zg ZEHE A8) of|(7|2 C[REZ ME)

T & &= AEAFRE BlAH7E 712 M MER(CIHO 248 YD)
3

A7 X|H CleEE s of oL

M2 AdE T2 ASE RS %5 (add_content_md5 = 4)

F AMel Zhof M2t &t7H TN 7|2 promise 7|8t %{2|

T SM ZHLIBH87H ol ol M) 712674 M)

APl A7 LEISH 4A ZHERSH MRt ot2tolE
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SHE H™

rH

4f A My

1]
FO
ok

\J

732 S3 Transfer ManagerE AFS&LICH

g Ty YR B Oeec &y

. D3 Y Y FH Y DLUER

. S X2 913 MBX XY R 2E HEE
. ZUFQIOF Hal U AT HA

. HE|THE Shdoll T MlEEHE Mo

. ST LEY 252 A S CIEE 5y
LR B2 M ASELIC

. S3 7t ZHEHE CIME(E| T8

C EA TH UMY

« Transfer& AI&35tE 7|& I EQS| &M

- 7|2 HE|ZME YZ2E VIS

(® Note
M OHEE|F01M] W Tt M&E QI8 Ot ZHX0|T KB 22 MES MBSHIE S3

Transfer ManagerE AF235tE 20| E4&LICH

S3 & ekt

S3 Transfer Manager= Amazon S30i| M It UE HYEESHT CIRECEE = U= QEHH0AE M3 E
L|Ct. &t ol ®tod ce = C|=IE{ 2| & 0f| AR EF 4= Ql&LCH

Transfer Managere= HE|ZIE YZE 4 EF-S-E
& dg2 FHEguo etole22{2l= S3 Hlo] C
PHP O Z 2|7 0| MoiM T} ME 7|sE F5E —1‘— AU&L|CH

=22 7|

olr

ro
¥
FO
N
or
mjo
Pl
OH
o
r
[ul

S3 Transfer Manager= CHS 1+ Z
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. ZHEFEHAPL THY W CBElE| YR E YRR

2 =L
- AFEXt XY CHREE HER: XA 2 25 H

- A5 HEITE Y2E W O2EE 8T IS X522 e
- SAlMEl: MelF Foist

o TIY AE FM ME MEf ZLER

- ALEA XY 7tsE S - M 7

« LR AME|: MAIZ L Aol HR 7Y

- CIHEEZ 2Y: of] THUS HHRIZ ™S

- M3 dS: ColE{ RFEE EF

Mz

S3 Transfer Manager= AWS SDK for PHP B{7 301l Z & |0 Q&LICH HEZ MX|E EHR Tl ia
L|C}.

ComposerE At&35t048 Mx|otE{H Ot BHES M-ATLICH
composer require aws/aws-sdk-php

0| H242 S3 Transfer ManagerE Z 504 | AWS SDK for PHP H{%1 32 M ®|gFLC}.

7|2 At

0
T

CHS oMol M= S3 Transfer ManagerE AF3HE &g HoiELICH

<?php

use Aws\S3\S3Client;
use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';

// Create an S3 client.

$s3Client = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',
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1)

// Create a transfer manager with default configuration.
$transferManager = new S3TransferManager($s3Client);

// Alternative: Create transfer manager with null client. S3 Transfer Manager uses a
default S3 client.
$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

// Example: Upload a file.
$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/local/file.txt’,

L

'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'path/to/s3/file.txt"',

);

// Wait for the upload to complete.
$result = $uploadPromise->wait();

echo "Upload complete!\n";

/A Important
S3 Transfer ManagerE AF235+04 7| Amazon S3 2CI0|1EE MM < 12
Transfer Manager config 49| default_region It2tO|E{E A& 304 E2t0|YE Q| 7|
2 ZIdE P e = JUsLIc JHX] 2t2M Amazon S3 2EI0|MEE M HEAS ¢
2 Sxt2 AF85104 ZIX2 2Olsi3dn Al st 2I70| 2ol x| Stom ol 9|7} grAEtLIct,

L O 1=

M& #elxt 4
COE & 7IX| dez HE ZElxtE ddgE = J[aLh

7|Z S3 20| E ALE

7|& s3Client QIAEIAE S3TransferManager <## ##> MMXIol HEELICH
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<?php

use Aws\S3\S3Client;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
// Create an S3 client.
$s3Client = new S3Client([

'version' => 'latest',

'region' => 'us-west-2',

1)

$transferManager = new S3TransferManager($s3Client);

7|2 83 2cto|¢ME HH ALE

0%
Ijo
g
mjo
Ral
0

g'l_-
r
[ul

Z20|HEnUllE MEstT F#

<?php

use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, [

'default_region' => 'us-west-2'

1)

__I.LA"
S3 Transfer Manager= T+ M2 £&5l01 S& 2 ALKt X|HELICH ME #E|Rte| QIARHAE
Mg m olzet 2ME MIEUCH 7 Tt2t0|E{= S3TransferManagerConfig <## ##>2| di

<?php

use Aws\S3\S3Transfer\S3TransferManager;
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require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null,

[
// 1OMB parts for multipart operations.
'target_part_size_bytes' => 10 * 1024 * 1024,

// Use multipart upload for files larger than 20MB.
'multipart_upload_threshold_bytes' => 20 * 1024 * 1024,

// Enable checksum calculation for data integrity.
'request_checksum_calculation' => 'when_supported’,

// Enable checksum validation when getting objects.
'response_checksum_validation' => 'when_supported’,

// Use part-based multipart downloads.
'multipart_download_type' => 'part',

// Allow up to 10 concurrent operations.
'concurrency' => 10,

// Enable progress tracking.
'track_progress' => true,

// Set default region for default S3 client construction.
'default_region' => 'us-west-2',

);

(@ Note
Fdg0l| Y2 XS 3tH SDKS3TransferManagere LHEMoZE &
ES3TransferManagerConfig: : fromArraydtod 2&dst o2 BHEHErL|C}

DE FE SM2 M AE0|H X|Ystx| oto® 7|22t E AFSELICH
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HL AL 7HO|= T 3

=R

target_pa
rt_size_b
ytes

multipart
_upload_t
hreshold_
bytes

request_c
hecksum_c
alculation

response_
checksum_
validation

multipart
_download

_type
concurrency

track_pro
gress

default_r
egion

=

|.OI Xtod
=S =

S3 Transfer Manager= 7i& @
2L o Hd2E

Amazon S301| o}

Type

int

int

Rl
Pl
[

i
P2l
ne

MO
>
ne

gozc

16MB

'when_sup
ported'

'‘when_sup
ported'

'El‘E'

FALSE

'us-east-1'

5t24™ upload <## ##> HAME

Ad404
=o

HE|IIE UZE/CHREEQ| |4 T}
E 37|L]ch.

i'Ila.lA:-! 74'&"% EEFASSI-OFL_“:I_ _n_;gl_
Zt2 ' when_supported', ' when_requ
ired' & L|C}.

HAE 7[KS | A3 HdE5S &AM
stetLict s &8t 2f2 ' when_supp
orted', ' when_required' &l L|C}.

AWS 2| S3 Z2t0|HET MSBE|X|
oI-c> 7=|OE A|-9-°|'L,|E|-
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<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

// Source can be from a local path to a file.

$source = '/path/to/local/file.txt"';

// Or the source can be an instance of StreamInterface.
$source = GuzzleHttp\Psr7\Utils::streamFor('Hello World!');

$uploadPromise = $transferManager->upload(
new UploadRequest(
$source,
[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'path/to/s3/file.txt"',
// Additional “putObject’ parameters as needed.

1,

[
// Optional configuration overrides.
'multipart_upload_threshold_bytes' => 100 * 1024 * 1024, // 100MB
'target_part_size_bytes' => 10 * 1024 * 1024, // 10MB
'track_progress' => true,
'request_checksum_calculation' => 'when_required',

]

);

// The upload is asynchronous, you can wait for it to complete.
$result = $uploadPromise->wait();

// 0r you can use the promise for more complex workflows.
$result = $uploadPromise->then(
function ($result) {
echo "Upload succeeded!";

+

function ($error) {
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echo "Upload failed: " . $error->getMessage();

}
)->wait();

upload HAME It2H0O|E

upload HIME= UploadRequest <## ##>9| QIAEAE Q-2 F{&FLIC

UploadRequest I}Z}0|E

o2tolE Type e Ay
$source =Xt o4 U= Oo|E7t =& & 24 ot
A|StreamInt AR s AERO| AZ QLT
erface
$uploadRe HH 4 of QLYE T E HEEFLICHHA & 7|
questArgs £ ZEsHor &).
$config Hi oL O| 2ot HHE 7 MYl 7+
SMof CHst REMIEH LI 2 CFS AlM
2 HZsML
$1isteners HH ot Ol YEEE BLIEEI5 7| &8t
TransferListener ZiA| H{PES
LIC}.
$progress TransferListener ~ OtL|2 Ol 2o CHE ZIME ECFH L
Tracker C}.

$configoi CHEH =M UploadRequest

SDK& S3 Transfer Manager2| 40 7|2$configdtS & QlgrLICt,

M Type = =ES
multipart int ot HE|TE U2 =7t EE[7HE el 7
_upload_t = Az 2 MEH oLt
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HL AL 7HO|= T 3

=2 Type o= =ES

hreshold_

bytes

target_pa int ofL| 7|2 cf4 otE 3 7|2 HI0|E H©HQ2

rt_size b N B L|Ct

ytes

track_pro bool ot Y 4 FHg gd3tste 7

gress = SM2 MEolgLIct o] SM0|
trueO|1 progressTracker ItZ}
O/eHE MSstx| ef2™ SDKE 7|2
TS A ELICH

concurrency int oL SAlIEe| 7|22t - olg Lt

request_c =AM No LY MY HLtE =—5HOF St

hecksum_c o5 o CHBt 7|22t MEalFLct

alculation

upload HIMEJ} MZ3™MoZ AMZME|M UploadResult <## ##>5 i

S3 x| CleEE

Amazon S30|M ZH&| 2 CIR 2R E584M download <## ##> HAME

<?php

use Aws\S3\S3Transfer\Models\DownloadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ '/../vendor/autoload.php’;
$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1);

// Download using an S3 URI.
$downloadPromise = $transferManager->download(
new DownloadRequest(

B

g Ar8&Lict
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's3://amzn-s3-demo-bucket/path/to/s3/file.txt’,

[
// Additional “getObject’ parameters as needed.

1,

[
// Optional configuration overrides.
'response_checksum_validation' => 'when_required',
'track_progress' => true,
'target_part_size_bytes' => 10 * 1024 * 1024, // 10MB

]

);

// Wait for the download to complete.
$result = $downloadPromise->wait();

// The SDK uses a stream-based download handler by default.
$stream = $result->getDownloadDataResult();

// You can either get the content.
$content = $stream->getContents();

// Or write the stream to a file.
file_put_contents('/path/to/local/file.txt', $stream);

// Don't forget to close the stream.
$stream->close();

download HIAME m}Zt0O/E
download HIMEE= DownloadRequest <## ##>2| QAARHAE Q=2 £EMELICEH

DownloadRequest I} 2}0|E]
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e
1

$source stringlarray|null Ot S30|M CIRZ =& ZHA|ILICH o] m}
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s3-demo-bucket/key"), HZ! &! 7| 7|

7F Q)= Hi Y = 2 X|ZE & 9l

LICthull. O] Zt0| O|™ $download
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It 2+0|E Type T =ES
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A4 04
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S3 Zix|E 24 e 2 A 22 =524 downloadFile HIMEE A ELICH

<?php

use Aws\S3\S3Transfer\Models\DownloadFileRequest;
use Aws\S3\S3Transfer\Models\DownloadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

$downloadFilePromise = $transferManager->downloadFile(
new DownloadFileRequest(
'/path/to/local/file.txt', // Destination file path.
false, // Fail when destination exists.
new DownloadRequest(
's3://amzn-s3-demo-bucket/path/to/s3/file.txt’,
[1, // “getObject® request args
[
'track_progress' => true,
'target_part_size_bytes' => 10 * 1024 * 1024, // 10MB parts

);
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// Wait for download to complete.
$result = $downloadFilePromise->wait();

// “getDownloadDataResult()  returns the string for the file path of the downloaded
content because

// the default ‘DownloadHandler  used by ‘downloadFile()  is a file-based handler.
echo "File downloaded successfully at {$result->getDownloadDataResult()}!\n";

downloadFile MAE m}ztO|E
downloadFile HIME=2| QAIARAE 2l=DownloadFileRequestZE =g L|LCt.

DownloadFileRequest I}Z}0O|E]
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nDestinat {2 LICt. O] §MO| false O|11
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<?php
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use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/local/directory’,
'amzn-s3-demo-bucket',

[
// Additional “putObject’ parameters that apply to all files.
"ACL' => 'public-read',
'CacheControl' => 'max-age=3600',
1,
[
// Configuration options.
'recursive' => true,
'follow_symbolic_links' => false,
's3_prefix!' => 'uploads/2023/',
's3_delimiter’ = '/,
'track_progress' => true,
'filter' => function ($file) {
// Upload only .jpg files.
return pathinfo($file, PATHINFO_EXTENSION) === 'jpg';
},
"upload_object_request_modifier' => function ($args) {
// Customize request arguments for each file.
$args['ContentType'] = 'image/jpeg';
},
]

);

// Wait for the upload process to complete.
$result = $uploadDirPromise->wait();

$uploaded = $result->getObjectsUploaded();
$failed = $result->getObjectsFailed();
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echo "Uploaded {$uploaded} files. Failed: {$failed}\n";
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uploadDirectory HME7I HBHMo 2 AR T|™ UploadDirectoryResult <## ##>8 et
L|Ct
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S3 HHZI0|AM CIHE|C|E CIR2EEE = QELICE <###t #utsu#t # # ## #HH HHBBH? #HE H##E #
4O HEE BARH #HE?>

<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, [
'default_region' => 'us-west-2'

1)

$downloadDirPromise = $transferManager->downloadDirectory(
new DownloadDirectoryRequest(
'amzn-s3-demo-bucket',
'/path/to/local/directory’,

[
// Additional ‘getObject’ parameters that apply to all files.
1,
[
// Configuration options.
's3_prefix' => 'uploads/2023/',
's3_delimiter’ = '/',
'track_progress' => true,
"filter' => function ($key) {
// Download only .jpg files.
return pathinfo($key, PATHINFO_EXTENSION) === 'jpg';
.

'download_object_request_modifier' => function ($args) {
// Customize request arguments for each file.
$args['ResponseContentType'] = 'image/jpeg’;

.

'list_objects_v2_args' = [

'MaxKeys' => 1000,
'Prefix' => 'uploads/2023/',
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]I

'fails_when_destination_exists' => true,

);

// Wait for the download process to complete.
$result = $downloadDirPromise->wait();

$downloaded = $result->getObjectsDownloaded();

$failed = $result->getObjectsFailed();
echo "Downloaded {$downloaded} files. Failed: {$failed}\n";
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$sourceDirectory = "/opt/my-upload-directory";
$s3Prefix = "important/";
$s3Delimiter = "/"; // Default value

CIEEZ X
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/opt/my-upload-directory/
-- my-filel.txt

-- my-file-2.txt

-- sub-dir/

---- my-another-filel.txt
---- my-another-file2.txt

Z
4

_t':l
e
I
N
rir
o
Ojo
=]
my
>
L
ful

$s3Prefix + $fileRelativePath;

- important/my-filel.txt

- important/my-file-2.txt

- important/sub-dir/my-another-filel.txt
- important/sub-dir/my-another-file2.txt

ol A 2.
$sourceDirectory = "/opt/my-docs";
$s3Prefix = ''; // No provided and it will defaulted to empty string

$s3Delimiter = "/"; // Default value

Cl=El) 22

/opt/my-docs/

-- my-filel.txt

-- my-file-2.txt

-- sub-dir/

---- my-another-filel.txt
---- my-another-file2.txt

.

Zt ool 7|= ChExt 2 &Lt

$s3Prefix + $fileRelativePath;

- my-filel.txt
- my-file-2.txt
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- sub-dir/my-another-filel.txt
- sub-dir/my-another-file2.txt

ExampleC|HEE| Z2 X2 YEE

<?php

// Source directory: /home/user/photos/

//  fla/beach.jpg

// fla/sunset.jpg

//  fla/pool/party.jpg

// With s3_prefix: '2023' and recursive: true
// Results:

// 2023/fla/beach. jpg

// 2023/fla/sunset.jpg

//  2023/fla/pool/party.jpg

CIREC A2 2
CIMEZ|E CI22=¢ [ SDKE S3 2| 7|0 22 Tt A2 & FAFLICH

1. XIHE A2 A F|s3_prefixollME A HELICEH
2. S3 & 7|5(/)E OS CIHEZ| #+EAZ Hi& L},
3. e CIEE 2o Aot E FIHELIct
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&4 ML SDKE RIHE HFAL of2ol ZE 2|E A
Qx|

= T EHeol et ot
B2 dYFLICH 2212 ?Ish Y CIMEE| R0 B2t & =X &2l

of
ExampleC|HE{E| B2 XMEICOIREE

<?php

// S3 objects:

// 2023/fla/beach. jpg

// 2023/fla/sunset.jpg

// 2023/fla/pool/party.jpg

// With s3_prefix: '2023' and destination: /home/user/downloads
// Results:

//  /home/user/downloads/fla/beach. jpg

//  /home/user/downloads/fla/sunset.jpg

//  /home/user/downloads/fla/pool/party.jpg
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® Note
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 s3Delimiter7} OS C|EE{E2| & 7|52}

2 A= LcH

oilAl 1.

$s3Prefix = "my-prefix"

= [

$s30bjects
"my-prefix/file-1.txt"
"my-prefix/file-2.txt",
"my-prefix/subdir/file-1.txt"
1;
$targetDirectory = "/opt/bucket/downloads/";

olz{et Z4#7} Che 2 = E|® Cha T Zo| x| ELICH

/opt/bucket/downloads/

-- file-1.txt
-- file-2.txt
-- subdir/
---- file-1.txt
HAICHAZ| HEFAHE 2R el 2|F ot ol AMHEIRAELICE.
oAl 2 - s3 HFA i
$s3Prefix = ""; // No provided
$s30bjects = [
"README .md",

"my-docs/file-1.txt"

"my-docs/file-2.txt"
"my-docs/statements/file-1.txt"

1;

$targetDirectory = "/opt/bucket/downloads/";
ole{2t 247} CHR 2 S 5|H Cha T 20| BRI EILICH
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/opt/bucket/downloads/
-- README .md

-- my-docs/

---- file-1.txt

---- file-2.txt

---- statements/
------ file-1.txt
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Cl2 T EE AbstractTransferListener 22A X E Ho{FLIC}H

<?php
namespace Aws\S3\S3Transfer\Progress;

abstract class AbstractTransferListener
{
/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
& as part of the request initialization.
* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.
*
* @return void
*/

public function transferInitiated(array $context): void {}

/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
ks as part of the operation that originated the bytes transferred event.
* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.
*
* @return void
*/

public function bytesTransferred(array $context): bool {3}

/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
ks as part of the operation that originated the bytes transferred event.
* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.
*
* @return void
*/

public function transferComplete(array $context): void {3}

/**
* @param array $context
* - request_args: (array) The request arguments that will be provided
ks as part of the operation that originated the bytes transferred event.
* - progress_snapshot: (TransferProgressSnapshot) The transfer snapshot holder.
* - reason: (Throwable) The exception originated by the transfer failure.
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*

* @return void
*/

public function transferFail(array $context): void {3}

CHS oMol E transferInitiated & transferFail HIMERF RHXH 0|5 =
AbstractTransferListener 732 E0{&L|C}.

<?php
namespace MyApp\Listeners;
use Aws\S3\S3Transfer\Progress\AbstractTransferListener;

class MyCustomListener extends AbstractTransferListener

{
public function transferInitiated(array $context): void
{
$progressSnapshot = $context['progress_snapshot'];
echo "Transfer initiated for object with identifier: "
. $progressSnapshot->getIdentifier();
}
public function transferFail(array $context): void
{
$progressSnapshot = $context['progress_snapshot'];
$reason = $context['reason'];
echo "Transfer for object with identifier: "
. $progressSnapshot->getIdentifier() . " has failed.";
echo "Completion Status: " . $progressSnapshot->getTransferredBytes()
II/II
. $progressSnapshot->getTotalBytes() . " B";
echo "Reason of failure is: " . $reason;
}
}
<?php

Amazon S3 172



AWS SDK for PHP

HL AL 7HO|= T 3

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;
use MyApp\Listeners\MyCustomListener;

require _ DIR . '/../vendor/autoload.php';

// The following example uses “MyCustomListener” in an “upload’

$transferManager = new S3TransferManager(
null,
['default_region' => 'us-east-2']
);
$uploadPromise = $transferManager->upload(
new UploadRequest(
source: "/tmp/myfile.txt",
uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'MyKey'
1,
listeners: [
new MyCustomListener()

);

$result = $uploadPromise->wait();

x4
A

Al

K| Af

—

0%
ot

o

S3 Transfer Manager= LIS E £1™ &8 £ 7|52 M3 FLICH

operation.

2E 3y 7
S3TransferManager QIAEIAtruedMHE 2 M50 2 E & f(ut L CIME 2ol Cigt M
g M3ttrack_progressg = &LCt
<?php
use Aws\S3\S3Transfer\S3TransferManager;
require _ DIR__ . '/../vendor/autoload.php';
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$transferManager = new S3TransferManager(
null,
[

'track_progress' => true,

M2 AHE5tH SDKE IHY ol LHE SingleProgressTracker<## ##>8 A&st C|2
Ei2| 240 MultiProgressTracker<@3 F7I>E AFSELICH

HERM T &8 FH2 gdsstx] gf2 32 F 7tx| ¢ Hez /E M=ol CiEh 42

Ed e 29| $config H{Ptrued| HE track_progressE &g LICt.

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(

'/path/to/directory’,

'amzn-s3-demo-bucket',

(1,

[ // $config array

'track_progress' => true,
1,
[]

);
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M SingleProgressTracker RQIAFAE MG LS| AAXF X|H 732 M3 EL
CtAbstractTransferListener. E2f7{E $progressTracker ItZt0|E{2 Tt Eofl &L
Ct.

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/Myfile.txt', // Or an instance of StreamInterface.

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

1,

[1,

[1,

new SingleProgressTracker() // Or custom implementation of the
TransferLister interface.

)
);
Ct= A= o|§0| ¢l ol =2 E T 4& ol SingleProgressTracker CHEH 7|8 M3 2| ME
2& £82 Ho{ELCtMyFile. txt.
MyFile.txt:
[HHHHBBHRAHHHBURHHHBRRHHHH ] 50% 5242880/10485760 B

Ch CIEE] At 7

& ZElRtolM T &8 FHE g6t x| o2 49 F 7tx| $Ho 2 CIHEE| 2ol chs &4
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HME2| $config HIQZ Qltruedl M ‘track_progress'E 2 A& gtL|C.

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket',

(1,
[ // $config array
'track_progress' => true,

1,
L]

);

M MultiProgressTracker QIAEAE M5t T CIHEEZ| 2ol $progressTracker It2t0|E
2 dEELch

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\Progress\MultiProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(
null, []
);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
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'/path/to/directory’,
'amzn-s3-demo-bucket"',
[1,

[1,

[1,

new MultiProgressTracker()

CHE oMol M= ClEE|el YEE T o4& 0o MultiProgressTracker CHEt 7|2 XS 2| ME

k=]
[ |
Z& £82 2oiELIch

MyFile.4.txt:

[HHHBBHHARAHBH BB BRBRARHBH B G BB R AR R B R BB H B R AR EHEHSE] 100% 4194304/4194304 B
MyFile.5.txt:

[HERGHBBHHBBRBHBR BB R BEHBH B SRS BHGH B R B HHS RS EH4H#] 100% 24117248/24117248 B
MyFile.2.txt:

[ ] 0% 0/10485760 B
MyFile.3.txt:

[#H#t SRR B R H GRS SRRt 8H#] 100% 18874368/18874368 B
MyFile.1.txt:

[BHHGHBHHBRRAHBHAHGRRBGHBHFERHH B RH R #HH##] 100% 1048576/1048576 B

[####H AR BB HHBRHH ARG H AR H AR BB HARBHHA RS H RS 1 80% Completed: 3/5, Failed: @/5

7b mpQlo| FISH AFEFS Ox|at S o| Q ok RIS ArstTt BH7A LFIE!L|C)

2| & AHA I Ag FHME 23 £~ Q&LICH AbstractTransferListener QIE{H|
AE EHSE 2oAE M40 2™ Al HME MEELICEH

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\Progress\AbstractTransferListener;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

class MyProgressTracker extends AbstractTransferlListener

{
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public function transferInitiated(array $context): void

{
$key = $context['request_args']['Key'] ?? 'unknown';
echo "Starting transfer of {$keyl}...\n";
}
public function bytesTransferred(array $context): bool
{
$snapshot = $context['progress_snapshot'];
$percent = round($snapshot->ratioTransferred() * 100, 2);
$transferred = round($snapshot->getTransferredBytes() / 1024 / 1024, 2);
$total = round($snapshot->getTotalBytes() / 1024 / 1024, 2);
echo "Progress: {$percent}% ({$transferred}MB of {$totall}MB)\n";
}
public function transferComplete(array $context): void
{
$key = $context['request_args']['Key'] ?? 'unknown';
echo "Transfer complete for {$key}!\n";
}
public function transferFail(array $context): void
{
$key = $context['request_args']['Key'] ?? 'unknown';
$reason = $context['reason']->getMessage();
echo "Transfer failed for {$keyl}: {$reason}\n";
}

$transferManager = new S3TransferManager(
null, []

);

// Use your custom tracker.
$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/file.txt', // Or an instance of StreamInterface.

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

1,

[1,

[1,
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new MyProgressTracker()

);

[N

D Ol ity oz

CHS ofxolME Tl &

Starting transfer of file.txt
(16.8MB of 40MB)

Progress: 42

Egf7 AFS A X

72 M3 T™E E

CtEat 22 E7tX| Ho 2 T 4& FH2 MEXR XYY = JU&Lct

« ProgressTrackerInterface<## ##>E & & AbstractTransferListenerst 7+345t0] At
E TS AER X[EHE

i XH S MYELC
ConsoleProgressBar<## ##>8 T304 7|&

LY E2i7{ol| ME L=

L|Ct.

ME&Xt X|H ProgressBar<## ##>E F%45t04 LY 15| C}

Eofj7 o ™

ELICt SDhKe| ZI1™

CHE Ko ME T &8 FHE AFSAL X|Hste &Y
™ ZeiA CHojo{a RS FHESHMIR

R4 ZHo| BHAE Eid

&%} X|H ConsoleProgressBar

7|2 oo FA MAEXF R
CtZ MM E 712 TI™EE EAIE @40l ColoredTransferProgressBarFormat<## ##>8
AEXE REELICH o A2 & AEfoll 2t CHE Mao| 7™ && 2 EoiELct

Zo| HEE L.

o| ol Ct=m

. 71 ol M =T} K|l Rt

£22f 50~1002| 2 L1H|

° |I_HA

<?php

use Aws\S3\S3Client;

use Aws\S3\S3Transfer\Models\UploadRequest
179
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use Aws\S3\S3Transfer\Progress\ConsoleProgressBar;
use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';

$progressBar = new ConsoleProgressBar(
progressBarChar: '=',
progressBarWidth: 100,
// Default “ColoredTransferProgressBarFormat  is used.
);
$progressTracker = new SingleProgressTracker(
progressBar: $progressBar,
);
$s3Client = new S3Client([
'region' => 'us-east-2',
1);
$s3TransferManager = new S3TransferManager($s3Client);
$source = "/path/file.txt";

$result = $s3TransferManager->upload(
new UploadRequest(
source: $source,
uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',
1,
progressTracker: $progressTracker,
)
)->wait();

print_r($result);

C= 0|0|X|= L{HIConsoleProgressBar7 1000| A7} "="Ql AF& A} K| LHE O CHEE 2& &
22 2o{ELICh.

key:

[ ] 0% 0/1048576 B

key:

[::::::::::::::::::::::::::::::::::::::::::::::::::] 100% 1048576/1048576 E

Amazon S3 180



AWS SDK for PHP JHEER 7HO|E HHT 3

Mg AHgstod SRt XIF

QlH} K|

== -

0%
M
b
I
0%

Al

CHS oMol E 7|2 A& PlainProgressBarFormat<## ##>8 AMEXF XH EXF & L{H|2} &
TH ALE5tod 7|2 ZHE EAIES AHEXF XIHELICH = d2Mo 28 PlainProgressBarFormat
EAIEILICH & 2Elof et Aol HA L X| b &LICt

\|

ol tlxlE chEnt 2ol HEELICH

o 7|8 "#"0|M "I R| 2| X}
« 7|22t 50~252] 2fCH LiH|

« 0 ColoredTransferProgressBarFormat® 7|& progressBarFormat IAEA
PlainProgressBarFormat

<?php

use Aws\S3\S3Client;

use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\Progress\ConsoleProgressBar;

use Aws\S3\S3Transfer\Progress\PlainProgressBarFormat;
use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$progressBar = new ConsoleProgressBar(
progressBarChar: '*',
progressBarWidth: 25,
progressBarFormat: new PlainProgressBarFormat(),
);
$progressTracker = new SingleProgressTracker(
progressBar: $progressBar,
);
$s3Client = new S3Client([
'region' => 'us-east-2',
1);
$s3TransferManager = new S3TransferManager($s3Client);
$source = "/path/file.txt";

$result = $s3TransferManager->upload(
new UploadRequest(
source: $source,
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uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',
1,
progressTracker: $progressTracker,
)
)->wait();

print_r($result);

CtZ o|0|X|= LHH|7t 25011 X7t "2l Uit ZIME E A|E F 42 ConsoleProgressBar AIE

ot= ALSAE XY LT ol CHEt 2& £32

key:

[ ] 0%
key:

[ ek ke e ke ek ok 1 44%
key:

[k xkkhhhkkhhkhkrhhhhrhrrrrxxx] 100%,

A BioH BAE ddsto] ALERL x|

CHS oMol ME 712 A& A2 ASAE XIHHE CHA Af 2t @ Al(ProgressBarFormat<## ##
> 238 A8 stol 7|2 TBE EAIES AR x|

<?php

use Aws\S3\S3Client;

use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\Progress\ConsoleProgressBar;
use Aws\S3\S3Transfer\Progress\ProgressBarFormat;

use Aws\S3\S3Transfer\Progress\SingleProgressTracker;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

// Implement a custom bar format.
class PercentBarFormat extends ProgressBarFormat

{
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public const FORMAT_TEMPLATE = "|object_name| - |percent|% [|transferred| |unit]
ytes]";
public const FORMAT_PARAMETERS = [
'object_name', // “uploadRequestArgs’ Key parameter.
'percent’, // Percent transferred.
// 'progress_bar', Optional, if used, default is a “ConsoleProgressBar'.
// 'to_be_transferred', Optional.
"transferred’, // Default is bytes transferred.
'unit', // Default is 'B'.
1;

public function getFormatTemplate(): string

{
return self::FORMAT_TEMPLATE;
}
public function getFormatParameters(): array
{
return self::FORMAT_PARAMETERS;
}
protected function getFormatDefaultParameterValues(): array
{
return [];
}

// Create an instance of the custom implemention

$progressBarFormat = new PercentBarFormat();

$progressBar = new ConsoleProgressBar(
progressBarFormat: $progressBarFormat,

);

$progressTracker = new SingleProgressTracker(
progressBar: $progressBar,

);

$s3Client = new S3Client([
'region' => 'us-east-2',

D

$s3TransferManager = new S3TransferManager($s3Client);

$source = "/path/file";

$result = $s3TransferManager->upload(
new UploadRequest(
source: $source,
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uploadRequestArgs: [
'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',
1,
progressTracker: $progressTracker,
)
)->wait();

print_r($result);

CHS ol0|X|= ALER X|H TI-ME EAIE HAE ConsoleProgressBar AHE5t= AFEAE X LIE

of CHet 2& &3S EoiELICH

key — 0% [@ Bytes]

key — 11% [1153434 Bytes]
key — 55% [5767168 Bytes]
key — 100% [10485760 Bytes]

AERH XIE 2t A2 ofg mEt0IEHE S8 L

- % Ol§
* %
* progress_bar

* to_be_transferred

2
of
i

£ ZtEt0|E ol §& AEstod £ AL8A XIEE =+ A& of oMM E Ct
22 MEELICt PercentBarFormat 224 2| getFormatTemplate HMEE CtS HE

"|lobject_name| - |percent|% [|transferred| |unit|ytes]"

24 Cholo{2®: S3 Transfer Manager &3 714 @4

Cl= 2ciA CHolo{1 32 S3 Transfer Managerdl A £ 71 QA7 874 S35l WA E0i&E
LICt. olz48t ZtAE olalist™H AL A X|H 2|lA L] U &I AE FXg F3st= ol ==20| Eulct
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S3 Transfer Manager tracking components

<<abstract>>
TransferListener

+ REQUEST_ARGS_KEY string
+ PROGRESS_SNAPSHOT_KEY string
+ REASON_KEY string

+ transferinitiated{array context) void
+ bytesTransferred(array context) void
+ transferComplete(array context) void
+ transferFail(array context) void

A

<<Interface>>
ProgressTrackerinterface

+ showProgress() void

N

“1 Progress Tracker

‘ .
SingleProgressTracker

- ProgressBarinterface progressBar

= mixed output

- bool clear

- TransferProgressSnapshot/null currentSnapshot
- bool showProgressOnUpdate

+ __construct{ProgressBarinterface progressBar, mixed output, bool clear,
TransferProgressSnapshot currentSnapshet, bool showProgressOnUpdate)

+ showProgress() void

+ transferinitiated(array context) void

+ bytesTransferred(array context) void

+ transferComplete(array context) vaid

+ transferFail(array context) veid

i
|
'
MultiProgressTracker

- array singleProgressTrackers

- mixed output

- int transferCount

- int completed

- int failed

- ProgressBarFactorylnterface|Closure|null progressBarFactory

+ __construct(array singleProgressTrackers, mixed output, int transferCount,
int completed, int failed, ProgressBarFactorylnterface|Closure
progressBarFactaory)

+ showProgress() void

+ transferinitiated(array context) void

+ bytesTransferred(array context) void

+ transferComplete(array context) void

+ transferFail(array context) void

f‘j | Progress Bar

.-(\_____....

<<iInterface>>
ProgressBarinterface

+render() string Q

+setPercentCompleted(int percent) void
+getPercentCompleted() int
+getProgressBarFormat() ProgressBarFormat

ConsoleProgressBar
- string progressBarChar
- int progressBarWidth
- int percentCompleted
- Progi Format prog Format

+ __construct{string progressBarChar, int progressBarWidth, int
percentCempleted, ProgressBarFormat progressBarFormat)

+ renderf) string

+ setPercentCompleted(int percent) void

+ getPercentCompleted() int

+ getProgressBarFormat() ProgressBarFormat

‘@] Progress Bar Format

<<abstract>>
ProgressBarFormat

- array args

+ __construct{array args)

+ getArgs() array

+ setArgs(array args) void

+ setArg(string key, mixed value) vaid

+ format() string

+ getFormatTemplate()* string

+ getFormatParameters{)* array

# getFormatDefaultParameterValues()* array

4

Extends

MultiProgressBarFormat

ColoredTransferProgressBarFormat

+ BLACK_COLOR_CODE string

+ BLUE_COLOR_CODE string

+ GREEN_COLOR_CODE string

+ RED_COLOR_CODE string

+ FORMAT_TEMPLATE string

+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array

PlainProgressBarFormat

+ FORMAT_TEMPLATE string
+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array

TransferProgressBarFormat

+ FORMAT_TEMPLATE string
+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array

+ FORMAT_TEMPLATE string
+ FORMAT_PARAMETERS array

+ getFormatTemplate() string
+ getFormatParameters() array
# getFormatDefaultParameterValues() array
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2F xe

S3 Transfer Manager= H|S 7| 2401 promiseE AM& & LIC} promisel| otherwise & then H|
o

MEE MEs01 LR E XE|E + U&LICH 78S try-catch E52z 2fEE

Promise L& % 2|

otherwise AFE:

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);
$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/file.txt"',

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',
]
)
);
$uploadPromise->otherwise(function (Throwable $reason) {
echo "Upload failed: " . $reason->getMessage()
});
then AFS:
<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\Models\UploadResult;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);
$uploadPromise = $transferManager->upload(

Ol A

AN EH

L|cH.
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new UploadRequest(
'/path/to/file.txt"',
[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

);

$uploadPromise->then(
function (UploadResult $result) {
echo "Upload succeeded!\n";

I
function (Throwable $error) {
echo "Upload failed: " . $error->getMessage()
}
)->wait();

try-catch 25 A8

<?php

use Aws\S3\S3Transfer\Exception\S3TransferException;
use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/file.txt"',
[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'file.txt',

);

try {
$uploadPromise->wait();

Il\nll ;
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} catch (S3TransferException $exception) {
echo "Upload failed: " . $exception->getMessage() . "\n";

<S3TransferManager ### ## ### ### ## ## API ## ### #####. >
CI=EfE) & Almj &Y

CIRE{B) &io] S Alm A T XY £ UALICH ol 2HS 7 TUol ATHE */2/5
=
=

D CEEZIYE2E

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);

$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket"',

(1,
[

'failure_policy' => function (
$requestArgs,
$uploadDirectoryRequestArgs,
$reason,
$uploadDirectoryResponse

) {

echo "Failed to upload {$requestArgs['Key']}: "
"{$reason->getMessage()}\n";

echo "So far, uploaded: "
"{$uploadDirectoryResponse->getObjectsUploaded()}, "
"failed: {$uploadDirectoryResponse->getObjectsFailed()}\n";

// Return true to continue with other files,
// or throw an exception to abort.
return true;
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);

$uploadDirPromise->wait();

Example downloadDirectory %2401 ‘failure_policy' &+ AHS

<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Log errors but continue with other files.
$downloadDirPromise = $transferManager->downloadDirectory(
new DownloadDirectoryRequest(
'amzn-s3-demo-bucket',
'/path/to/directory’,
1,
[

'failure_policy' => function (
$requestArgs,
$downloadDirectoryRequestArgs,
$reason,
$downloadDirectoryResponse

) {

error_log("Failed to download {$requestArgs['Key']}:

"{$reason->getMessage()}");

// If we've had too many failures, abort the entire operation.

if ($downloadDirectoryResponse->getObjectsFailed() > 10) {

throw new \Exception(

"Too many download failures, aborting operation"

);

// Return void to continue with other files.

return;

Iy
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]

);

$downloadDirPromise->wait();

= A8

O| MIA40{ M= S3 Transfer Manager2| 12 AHS IE 2! 7|& & CHELICH

HE|ZIE YZEC

S3 Transfer Manager= CHE & T ol HE|TZIE

010| SEE AEX X|EE + QU

0
o>
r
o

<?php

use Aws\S3\S3Transfer\Models\UploadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';

$transferManager = new S3TransferManager(null, []);

$uploadPromise = $transferManager->upload(
new UploadRequest(
'/path/to/large/file.mp4’,

[
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'videos/large-file.mp4',
1)
[
// Use multipart upload for files larger than 100MB.
'multipart_upload_threshold_bytes' => 100 * 1024 * 1024,
// Use 25MB parts for multipart uploads.
'target_part_size_bytes' => 25 * 1024 * 1024,
]

);

$uploadPromise->wait();
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<?php
use Aws\S3\S3Transfer\AbstractMultipartDownloader;

use Aws\S3\S3Transfer\Models\DownloadRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ '/../vendor/autoload.php’;
$transferManager = new S3TransferManager(null, []);
$downloadPromise = $transferManager->download(

new DownloadRequest(
's3://amzn-s3-demo-bucket/large-file.mp4',
[1,
[
// Use 25MB parts for multipart downloads.
'target_part_size_bytes' => 25 * 1024 * 1024,

// Use ranged-based download instead of part-based.
'multipart_download_type' =>
AbstractMultipartDownloader: :RANGED_GET_MULTIPART_DOWNLOADER,
]

);

$downloadPromise->wait();
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<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require _ DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Upload files modified in the last 24 hours.
$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket',

1,
[
'filter' => function ($file) {
$modTime = filemtime($file);
return (time() - $modTime) < 86400; // 24 hours
I
]

);

$uploadDirPromise->wait();
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<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Download files with a specific prefix.
$downloadDirPromise = $transferManager->downloadDirectory(

new DownloadDirectoryRequest(
'amzn-s3-demo-bucket',
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'/path/to/directory’,

L1,
[
'filter' => function ($key) {
return strpos($key, 'reports/2023/') === 0;
iy
]

);

$downloadDirPromise->wait();
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 uploadDirectory MIME2Q| put_object_request_callaback & 7ts &M

MR

« downloadDirectory HIAME 2| download_object request modifier £ & 7t &M

Example uploadDirectory A =01 CHEH AFH Q7 ZHHQ|

<?php

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\S3TransferManager;

require __DIR__ . '/../vendor/autoload.php';
$transferManager = new S3TransferManager(null, []);

// Set custom metadata for each uploaded file.
$uploadDirPromise = $transferManager->uploadDirectory(
new UploadDirectoryRequest(
'/path/to/directory’,
'amzn-s3-demo-bucket"',
1,
[

'upload_object_request_modifier' => function ($args) {
$extension = pathinfo($args['Key'], PATHINFO_EXTENSION);

switch ($extension) {
case 'jpg':
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case 'jpeg':
$args['ContentType'] = 'image/jpeg"';
break;

case 'png':
$args['ContentType'] = 'image/png';
break;

case 'pdf':
$args['ContentType'] = 'application/pdf';
break;

$args['Metadata'] = [
'uploaded_at' => date('Y-m-d H:i:s'),
iy
},

);

$uploadDirPromise->wait();
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S3TransferHelper A
<?php

use Aws\S3\S3Transfer\Models\DownloadDirectoryRequest;
use Aws\S3\S3Transfer\Models\DownloadFileRequest;

use Aws\S3\S3Transfer\Models\DownloadRequest;

use Aws\S3\S3Transfer\Models\UploadDirectoryRequest;
use Aws\S3\S3Transfer\Models\UploadRequest;

use Aws\S3\S3Transfer\S3TransferManager;

use Psr\Http\Message\StreamInterface;

class S3TransferHelper
{
/**
* Upload a file from a local path to S3.
*/
public static function uploadFile(
string $filePath,
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string $bucket,
string $key
): array

$transferManager new S3TransferManager();

$uploadRequest = new UploadRequest(

$filePath,

[
'Bucket' => $bucket,
'Key' => $key,

1,

[]

);

return $transferManager->upload($uploadRequest)->wait()->getResult();

/**
* Upload from a stream to S3
*/
public static function uploadFromStream(
StreamInterface $stream,

string $bucket,

string $key,

bool $trackProgress = true,
): array

$transferManager = new S3TransferManager();

$uploadRequest = new UploadRequest(
$stream,
[
'Bucket' => $bucket,
'Key' => $key,
1,

['track_progress' => $trackProgress]
);
return $transferManager->upload($uploadRequest)->wait()->getResult();

/**
* Download a file from S3 to a local path
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*/
public static function downloadFile(
string $bucket,
string $key,
string $destinationPath,
bool $failsWhenDestinationExists = false,
bool $trackProgress = true,

): void
$transferManager = new S3TransferManager();
$downloadRequest = new DownloadRequest(
[
'Bucket' => $bucket,
'Key' => $key
1,
1,
['track_progress' => $trackProgress]
);
$downloadFileRequest = new DownloadFileRequest(
$destinationPath,
$failsWhenDestinationExists,
$downloadRequest

);

$transferManager->downloadFile($downloadFileRequest)->wait();

/**
* Upload an entire directory to S3
*/
public static function uploadDirectory(
string $sourceDirectory,
string $bucket,

string $s3Prefix = '',
bool  $trackProgress = true,
): array

$transferManager = new S3TransferManager();
$uploadDirectoryRequest = new UploadDirectoryRequest(
$sourceDirectory,
$bucket,
[1,
[
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's3_prefix' => $s3Prefix,
"track_progress' => $trackProgress,

);

$result = $transferManager->uploadDirectory($uploadDirectoryRequest)->wait();

return [
'uploaded' => $result->getObjectsUploaded(),
'failed' => $result->getObjectsFailed(),
1;
}
/**
* Download directory from S3
*/

public static function downloadDirectory(
string $bucket,
string $destinationDirectory,

string $s3Prefix = '',
bool $trackProgress = true,
): array

$transferManager = new S3TransferManager();
$downloadDirectoryRequest = new DownloadDirectoryRequest(

$bucket,
$destinationDirectory,
1,
[
's3_prefix"' => $s3Prefix,
"track_progress' => $trackProgress,
]
);
$result = $transferManager->downloadDirectory($downloadDirectoryRequest)-
>wait();
return [
"downloaded' => $result->getObjectsDownloaded(),
'failed' => $result->getObjectsFailed(),
1;
}
}
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<?php
require __DIR__ . '/../vendor/autoload.php';
require _ DIR__ . '/S3TransferHelper.php';

// Upload a local file

$result = S3TransferHelper: :uploadFile(
'/path/to/local/document.pdf’,
'amzn-s3-demo-bucket"',
'documents/document. pdf'

);
echo "File uploaded successfully. ETag: " . $result['ETag'] . "\n";

// Download a file to local path

S3TransferHelper: :downloadFile(
'amzn-s3-demo-bucket"',
'documents/document.pdf’,
'/path/to/local/downloaded-document.pdf’,
false, // Don't fail if destination exists
true // Track progress

I
echo "File downloaded successfully!\n";

// Upload entire directory

$result = S3TransferHelper: :uploadDirectory(
'/path/to/local/photos’',
'amzn-s3-demo-bucket"',
'photos/vacation-2023/', // S3 prefix
true // Track progress

);

echo "Directory upload completed.\n";
echo "Uploaded: {$result['uploaded']} files\n";
echo "Failed: {$result['failed']} files\n";

// Download directory from S3
$result = S3TransferHelper::downloadDirectory(
'amzn-s3-demo-bucket',
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'/path/to/local/downloads’,
'photos/vacation-2023/', // S3 prefix to download
true // Track progress

);
echo "Directory download completed.\n";

echo "Downloaded: {$result['downloaded']} files\n";
echo "Failed: {$result['failed']} files\n";

AWS SDK for PHP H{%™ 32 A2 35104 Amazon S30| M CIAEZ| M

AWS SDK for PHP HH% 32| Transfer 22iAE AF83510{ XAl C|EE{2|E Amazon S3 HZ!o| =2
=50 X H3le 2Z Cl=E 2l ChR*EZE=§LCH

Amazon S30| 24 C|HEHZ| Y2 =

Aws\S3\Transfer A= M&ES +LELICH CFS oAM= ool =4 CIHEE|E Amazon S3
HZ| MHHe 2 YECSSt= YHE EoiFL|Ct

// Create an S3 client.

$client = new \Aws\S3\S3Client([
'region' => 'us-west-2',
'version' => '2006-03-01",

1);

// Where the files will be sourced from.
$source = '/path/to/source/files’;

// Where the files will be transferred to.
$dest = 's3://bucket’;

// Create a transfer object.
$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);

// Perform the transfer synchronously.
$directoryTransfer->transfer();

Ol Mo ME &2 s¥8ste O HR$t 2|4 IE &2 EofE LT E8t Transfer A= TS
S HIST7IHez +d8E + oM MEES MEX X|Hste ol MEE + U= Chet 74 S40| U

&Lt
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s3:// URIO| 7| HFAIE XM E35H0{ Amazon S3 HZ!Q| "5t E2"0ll EZ LS YEZCEE = UE
LIC}H CtS ool ME ClAT o e 24 THYUS bucket HZI0| YZ =351 foo 7| FAF of2lod| &
U2 MEFLLCH.

$source = '/path/to/source/files’;
$dest = 's3://bucket/foo’;

$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);
$directoryTransfer->transfer();

Amazon S3 HZ! Clez e

$source @1+Z Amazon S3 URI(M: s3://bucket)Z K|35t 1, $dest QS 2 C|ZE{Z|of CH
# W22 x"etod ClA0] gl 22 CIE(2|of Amazon S3 HZ/E MFIx{o= Cie=c g 4+ 9
&Lct.

// Where the files will be sourced from.
$source = 's3://bucket';

// Where the files will be transferred to.
$dest = '/path/to/destination/dir';

$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);
$directoryTransfer->transfer();

(® Note

SDKE= HZloll A E Ci22=2 [ 22t CIHEEIE Aisez ddFLot

"7}4 ZCi" ol 2holl M A B O} 2 2 = 5124 Amazon S3 URIOIM HZ! Flof 7| MFALE Z e
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= A&Lct Chg oo Me XIEE HZ Q| "ffoo" 7| S At ool K& El mpUBt CHREE=gFLCt

$source = 's3://bucket/foo’';

$dest = '/path/to/destination/dir';

$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);
$directoryTransfer->transfer();

74

Transfer ZA| Md&Xt= CHS Q8 g&LICh
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$client

Rl
OF

g +ds5te ol AH8& Aws\ClientInterface ZHA|IL|C}.
$source(ZXAtY | Iterator)
& 5 AA C|o|ELICE o] 2l= ClaT0l e 24 BZ(M: /path/to/files) EE
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add_content_md5 (bool)

AZ o CHE MD5 M2 ME true AlXHSIE{H 2 MAELICH

base_dir(EAY)
$source7t Bt=RIQl B2 A4 0| 7|2 CIHEE|RILICH $source 40| HZE 0| otil B2 0]
SM0| FAIFELICH.

befoxre(callable)

Zt M& O|Mof| £ SelLct 24 0o= function (Aws\Command $command)
. 2 & MEo| Qlofof FLict MB&l= BE2 GetObject, PutObject,
CreateMultlpartUpload UploadPart EE= CompleteMultipartUpload B&IQILIC

mup_threshold (int)

PutObject CHAI Al E HE|TIE HZ = 0| 37|(HIO|E)JLICH 7|22 16777216(16MB)
Lct.
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concurrency(d=, 7|EEL=5)
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$source = '/path/to/source/files’;
$dest = 's3://bucket’;
$directoryTransfer = new \Aws\S3\Transfer($client, $source, $dest);

// Initiate the transfer and get a promise.
$promise = $directoryTransfer->promise();

// Do something when the transfer is complete using the then() method.
$promise->then(function () {
echo 'Done!';

1);
ool MEE|X| ¢t 2™ promise7t 7R EILICH promisel| otherwise HMEZE AF&3o4 Almf
B &g HIS7IHoR MalE 4 UALITH otherwise H+= OF WM Al 558 Sug ¥
&L|CH 22 LB O 2 0| QIAEIAQI {2 0] $reason CHHE ==& LICtAws\Exceptio
\AwsException(ZE |9l 72 S0 M = UR).
$promise->otherwise(function ($reason) {
echo 'Transfer failed: ';
var_dump($reason);
1);
Transfer Z4A|= promiseE EIEHSI2 2 O[2{%t & 0| CHE HIS 7] promise2t S A[0]| 2 Mg =
A& LCt.
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$uploader = new Transfer($s3Client, $source, $dest, [
'before' => function (\Aws\Command $command) {

// Commands can vary for multipart uploads, so check which command

// is being processed.

if (in_array($command->getName(), ['PutObject', 'CreateMultipartUpload'])) {
// Set custom cache-control metadata.
$command[ 'CacheControl'] = 'max-age=3600";
// Apply a canned ACL.
$command['ACL'] = strpos($command['Key'], 'CONFIDENTIAL') ### false

? 'public-read'
'private’;

},
1
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« @CommitmentPolicyE 7|
HRE ME g X|HsE HAY %*4°'L—|EF.

use Aws\S3\S3Client;

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\Kms\KmsClient;

use Aws\Crypto\KmsMaterialsProviderV3;

// Let's construct our S3EncryptionClient using an S3Client
$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$kmsKeyId = 'kms-key-id';
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$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId

);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
// Additional configuration options

1;

$result = $encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),

D;

(@ Note
Amazon S3 & AWS KMS7[gF MH|A 27 2|07t SHtEH T EEIX| g2 B2
InvalidArgumentException 2|7} &g 4= '@CipherOptions' U&LICE.

= FOIE 2|olE 57H2] =7} GetObject LtEtO|E{ 7t /2,0l &
2747t ZELct Eeto|HEE 7|2 &5 SME XIS 2 HMELIC.
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MaterialsProvider2| 2 & xlofl KMS 7| ID
N2 CI2E Z&3 S 35E 28

+ '@CipherOptions'(ME] AIE

71 A EE 7 A @S U 7| MW EE 7| MU oo] AHE Fadste W,
$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => true,
'@SecurityProfile' => 'V2_AND_LEGACY',
@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT'
@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
1D;
@ Note
Amazon S3 2! AWS KMS7[Et MH|A 2@F 2|0 = 7t SHIEA FEEIX| 22 B2
ZH7| 7} gt A& &~ '@CipherOptions' U&LICH

InvalidArgumentException Z
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Aws\Crypto\MetadataStrategyInterfaceE& F#35t= EciA Q| PIAHAE M3 E =& U&

LICt O] ZtEHSH CIE{Ho|lAE S5 453 RIE2E X &= Aws\Crypto\MetadataEnvelope2|
M 2 2EE ME|gLICH SDKE 0§ F3ste Aws\S3\Crypto\HeadersMetadataStrategy
2! Aws\S3\Crypto\InstructionFileMetadataStrategy 2ciAE MIELICI 72X

HeadersMetadataStrategy7t AFSELICH.
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$strategy = new InstructionFileMetadataStrategy(
$s3Client

);

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@MetadataStrategy' => $strategy,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@KmsEncryptionContext' => [],
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1)

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => false,
'@MaterialsProvider' => $materialsProvider,
'@SecurityProfile' => 'V3',
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => $strategy,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D

HeadersMetadataStrategy % InstructionFileMetadataStrategy2| ZeiA

class & 55510 M|2¢& £ QU&LICH

$result = $encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => HeadersMetadataStrategy::class,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),

D

= A —
Ol &
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® Note

XIZ 1Hg YR = 030 277 WS B KIA 10| RSS2 AMELIC

HE|IE Y=

Iﬂ

ZCI0|UE & 4S5 E AHE5to{ HE|IHE U= e =L U&LICH Aws\S3\Crypto

\SBEncryptionMultipartUploaderV3_ A2 Mo AS53E {al AL AEZE EH|ELICH
Aws\S3\MultipartUploader & Aws\S3\Crypto\S3EncryptionClientV3E A& et H|
2Bt etAloZ MAMBEHL|CH S3EncryptionMultipartUploaderV3E '@MetadataStrategy' @
S8t S3EncryptionClientV3 SMI} ZE A 7158t '@CipherOptions' #MHE XEE £

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'region' => 'us-east-1',
'version' => 'latest',
'profile' => 'default’,
D,
$kmsKeyId
I

$bucket = 'the-bucket-name';
$key = 'the-upload-key';
$cipherOptions = [
'Cipher' => 'gcm'
'KeySize' => 256,
// Additional configuration options

1;

$multipartUploader = new S3EncryptionMultipartUploaderV3(
new S3Client([
'region' => 'us-east-1',
'version' => 'latest',
'profile' => 'default'’,
D),
fopen('large-file-to-encrypt.txt', 'r'),
[
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
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'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
"bucket' => $bucket,
'key' => $key,
]
);
$multipartUploader->upload();

(® Note
Amazon S3 & AWS KMSZ|Et MH|A @ F 2ol 7t SHIEH 2 HEIX| 2f2 B
InvalidArgumentException Z4A|7} Ehigh = '@CipherOptions' A&LICEH

0I

MIAMHMES ESHHOIE| FEAMLM ES

Amazon Simple Storage Service(S3)E A E UZ =& [ H Xﬂﬂ*
A2 RAHsHH x|t &H MY EH HAE CHREEE

t& o ZEELICH Mz dE Ar8stH Al E ol

Made otdg MEE i dojle FA-EE &

2 ot Ux|st=X| & Ql5to C|O[E Lt E =elg £ U&LICH Amazon S32| A= 40| CHEt Xt
ME &2 x|l &1 2|&2 E& 8 Amazon Simple Storage Service AFH& MEME FHESHMIL.
oo 7t Metst d2|lEE RUSHH MEIS D SDKIE MAMLE HUSES & = U&LICH =
XHElE gOE[&E B 5tLE AF835tod Ol2| AlttEl M3 2f2 M3E = A&t

(@ Note

& 3.337.05 E{ AWS SDK for PHP SDKE YZEE |8t CRC32 MIAME RIS 2 AHAHS
o:| 7|E DO Hs = X-||—‘—°|'I,|I:|- A|.X-| 7:||AI_|-E| 7';.||5_A-| 7 2 x." 3|.x| 7_||_|. SDK7|' 7;.||5_A-|

TES 25
L SDKEO| M3 A2 Hlatetuct.

£ AHlthst= o AkEslof sh= °*_LE| 2 X|Ystx| gf2
EE Bt SDK= AWS SDK & =7 H & OFLHA{0l|AM &l = 1 @[F ol dEE +~ U= O
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T=2o L

/A Important
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S3Client2| PutObject HIAMEE AF& 3504 Amazon S30d ZHA]| 249|

ChecksumAlgorithm &2 AFE5to] M3 A &S E M5t %*_Tl |1ES Xl’gﬂl—lﬁk

$client = new \Aws\S3\S3Client(['region' => 'us-east-2']); // See the note below.
$result = $client->putObject([

'Bucket' => 'amzn-s3-demo-bucket',

'Key' => 'key',

'ChecksumAlgorithm' => 'CRC32',

'Body' => 'Object contents to test the checksum.'

1)

Y MIE LdEES MI5HK| e B Mad SE2 oS £ 20| AH8 5= SDK HHof
et EetELck

MaMd LuEF0| MSEX| 2 B2 A SE

PHP SDK H{Z S ERR=X

3.337.0 0|5t SDK= CRC 7|gh M3 dE Rts2 2 H4Hstod
20| XMSstx| ef&L/ct

3.337.0 0|4 SDKE CRC32 Y1 E[&E2 AHE5tod XA
AHLstD @ 3of| M3 ELICH Amazon S3& At
& CRC32 M3 ALSlo MEo| FAME
g elst O|& SDKOIM XS st= #3492t H
TEHLICH &3 A40] Yx|5HEH &3 A40| ZH&| 2t
2 MEELIC

Ol2| A&kl &M= 2k AL

ST M MEBEE A ALE M3 M Z2H2 SDKE| RIS HlAHS HIEAMSet T M3 E 2fS CHAL AF
Q_%I-L_||:_|.
o =

Ctg oMol M= AP A &HEI SHA256 M3 40| e ¥ S EoiE Lt

use Aws\S3\S3Client;
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use GuzzleHttp\Psr7;

$client = new S3Client([
'region' => 'us-east-1"',

1)

// Calculate the SHA256 checksum of the contents to be uploaded.
$contents = 'Object contents to test the checksum.';

$body = Psr7\Utils::streamFor($contents);

$sha256 = baseb64_encode(Psr7\Utils: :hash($body, 'sha256', true));

$result = $client->putObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'key',
'Body' => $body,
'ChecksumSHA256' => $sha256

1);

Amazon S30lM &= Zfol X|HE LI 2|E0 CHsll SHIZX| efctn TESHEH MH|AE 2F
g gretefoch

0lo
Il

HE|THE YZE
HE|THE Y20 AT HEE AEE =X JA&LICH

CHS oMM 8 &= U= 0| MultipartUploader 43Xt 9] params HHEOIM MM L n2lES
7|-2t W 2 X|I™HELc.

$s3Client = new S3Client([
'region' => 'us-east-1'

1);
$stream = fopen("/path/to/large/file", "r");

$mpUploader = new MultipartUploader($s3Client, $stream, [
'bucket' => 'amzn-s3-demo-bucket',
'key' => 'key',
"params’' => ['ChecksumAlgorithm' => 'CRC32']

1);
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A CHezE

getObject HHMEE AF83
ANEoR AMIMe z*mi.ml:r.

$result = $client->getObject([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'test-checksum-key',
'ChecksumMode' => 'enabled',

1)

AWS SDK for PHPO{| CH&t X|&lo] Z& & ZE oA

O| Mol = AWS SDK for PHPE AtE3t= LEHHQRI AWS AILIE|R & EoiF = ZE oX|7F ZE K|
0of A&LICt.

AWS SDK for PHPO]| L8t @ E oA 2 == GitHubOllA AH8E &= &Lt

oAl ZEE A5 7| Tof the section called “E AF2 3504 O1&5 AWS 0| MAHE CE AWS EOF 015
2 FMgHLIC 3 CF2 the section called “Adx|"0f] A=l AWS SDK for PHPE 7t L|C}.

« AWS SDK for PHP H# 3& A& Amazon CloudFront 0| A

« AWS SDK for PHP K7 32 A& 8 A8 Xt x| Amazon CloudSearch HQl 2 Ho| HH
« AWS SDK for PHP H# 3& A& Amazon CloudWatch 0i| %]

+ AWS SDK for PHP HH# 38 A&8F Amazon EC2 oA

« AWS SDK for PHP B{%Z1 32 2 Amazon OpenSearch Service Z4M 2 Z0f MY

+ AWS SDK for PHP {7 32 AF& 8 AWS Identity and Access Management 01/ Al
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« AWS SDK for PHP 7T 32 AF& 8 AWS Key Management Service O K
« AWS SDK for PHP HH% 32 A& 8t Amazon Kinesis 0| K|

« AWS Elemental MediaConvert AWS SDK for PHP HHT 32 A8 8 ol ]|
« AWS SDK for PHP {7 32 A& 8 Amazon S3 oA

« Secrets Manager APl 2! AWS SDK for PHP T 32 AI&8F &5
+ AWS SDK for PHP & 32 A& Amazon SES 04|

 AWS SDK for PHP HH%1 32 A& Amazon SNS oA

 AWS SDK for PHP HH%1 38 A& % Amazon SQS oA

« AWS SDK for PHP T 32 A& 304 Amazon EventBridge 2 2% JIEZQIEZ O|HE ™

=]

=

Of

AWS SDK for PHP HHZ&1 32 A& &F Amazon CloudFront 0/ A

Amazon CloudFrontE AFAl| 8 A EE= Amazon S32F Z2 AWS MEHoIM &% 2l 5x ¢ E2EIx
E Cf 2 H M3 35t= AWS & MH[AQILICEH CloudFront= SUX| 274|0|M0[2t1 5=

MMA HEXHZE S5l 2FHIXE MSELICE CloudFrontE S35 HHEZ 5= 2EIXE ALK
5t X4 AlZHO| 71 I 2 x| 2702 B LICH 2EIXTt of & FHAE|X| b2 Bol=
CloudFront7t LE|TI MEHOIMH SAEE 71X S = &5 LT A AL = JUTE FHAFLICH

=
0]

CloudFrontol CH&t XFA|IEH LI € Amazon CloudFront 7HEf X} 7}0|EE &I XS

AWS SDK for PHP HH7 30i CHEt 2 E oK 2 == GitHubOlM ALE & &= U&LICH

CloudFront APl & AWS SDK for PHP H{T 32 A& 35104 Amazon CloudFront Hi & £t
=

Amazon CloudFront= & A = Amazon AH|A(0d: Amazon S3 & Amazon EC2)0{| HE E[0{
= UM/ US HS WEA Bz e SHMo2 ZHXE T MA AX| 27 0|Moi| A FH &g LICEH
O|% AFEAI7t RAIO|EOA 2EIXE Q%5 CloudFront7t Tt 0| FHAIE|o] QIChE 7HY 3ol 71HE
72 AR 27 O|MAM SiY 2RI E SZELICH I X| 282 CloudFront7t I SAIE2E 7t
Mot B2 F OIS LT A AISE = JUTE FHAELICH X 2AH0|MAIMH 2EIXE 71 &5tH Si
o XG0 RAE AFERF Q- [HE X[ AlZhE EY = JU&LCH
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CloudFront HHEZ & 48 M= &4 ZEIX9| 2[X(2t AHEAL 27 Al HIE 2 S X|™HELCH o
=R oAM= HTML, CSS, JSON 2! 0|0/ I+ Zte XA/ =X 0} UO| H{ZE SAloZ MHFHSL
Ct. CloudFrontE HIC|2 2C|MHE(VOD)O| AHE 5= ol CHEF AFMIEH LHE 2 CloudFrontE AHE 5t
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CHS X0 ME Chet 242 5HE ste S 2oiELch

- CreateDistribution2 At&35t04 H{Z & A FHL|Ct.
- GetDistributiong At&35t04 BIEZE 7t

« ListDistributions& AF&35t0{ HHIZ E FE"E*L—IEP.

« UpdateDistributions& A& 3504 HHZ & ¢

- DisableDistributiong At&35t0{ HHEZE HI%**SPH—IEP

DeleteDistributionsE Al 2604 Hi =

AWS SDK for PHPO{| CHE 2= oA ZE= GitHubo| M AFSE &= /U&LICH

=
HotolE e

oA ZEE A&7 | Mo the section called “E AF235}04 015 AWS’ 0| MHEI CHE AWS E Ot 015
2 FMEHLIC 3 CF2 the section called “Adx|"0f] AAHElI AWS SDK for PHPE 7t L|C}.

Amazon CloudFront AFE g ol Ci 8t XEM|IEH LI € Amazon CloudFront 7HEFAF CHLHAHE B R SHA
(@]

CloudFront HiZ 2

Amazon S3 HZ!0l| M HHZ & MAFL|Ct CHS oiA|ol e MEH AL Rl Zh2tO|EE =M &2
SIARXIEF Z7[22t2 EAISHARELICH AFSAE XS o2 of FIteted™ 7[22f0 otetolEE
$distributiont M A4 HAIGHM L.

CloudFront HiZ & A&t [IlE CreateDistribution 22 Al &tL|Ct.

7t ELCh

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

o= I

[k

function createS3Distribution($cloudFrontClient, $distribution)
{

try {
$result = $cloudFrontClient->createDistribution([
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'DistributionConfig' => $distribution

1);
$message = '';
if (isset($result['Distribution']['Id'])) {

$message = 'Distribution created with the ID of '
$result['Distribution']['Id'];

$message .= ' and an effective URI of '
$result['emetadata']['effectiveUri'] . '.'

return $message;
} catch (AwsException $e) {

return 'Error: ' . $e['message'];
}
}
function createsTheS3Distribution()
{
$originName = 'my-unique-origin-name';
$s3BucketURL = 'amzn-s3-demo-bucket.s3.amazonaws.com';
$callerReference = 'my-unique-caller-reference';
$comment = 'my-comment-about-this-distribution’;

$defaultCacheBehavior = [
'AllowedMethods' => [
'CachedMethods' => [
'Items' => ['HEAD', 'GET'],
'"Quantity' => 2
1,
'Items' => ['HEAD', 'GET'],
'Quantity' => 2
1,
'Compress' => false,
'DefaultTTL' => 0,
'FieldlLevelEncryptionId' => "'
'ForwardedValues' => [
'Cookies' => [

’

'Forward' => 'none'
1,
'Headers' => [
'"Quantity' => 0
1,
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'QueryString' => false,
'QueryStringCacheKeys' => [
'"Quantity' => 0

1,
'LambdaFunctionAssociations' => ['Quantity' => @],
'MaxTTL' => 0,
"MinTTL' => 0,
'SmoothStreaming' => false,
'TargetOriginId' => $originName,
'TrustedSigners' => [
'Enabled' => false,
"Quantity' => 0
1,
'ViewerProtocolPolicy' => 'allow-all'
iy
$enabled = false;
$origin = [
'Items' => [

[
'DomainName' => $s3BucketURL,
'Id' => $originName,
'OriginPath' => "',
'CustomHeaders' => ['Quantity' => 0],
'S30riginConfig' => ['OriginAccessIdentity' => '']
]

1,
'Quantity' => 1
1;
$distribution = [
'CallerReference' => $callerReference,
"Comment' => $comment,
'DefaultCacheBehavior' => $defaultCacheBehavior,
"Enabled' => $enabled,
'Origins' => $origin

1;

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'

1)

echo createS3Distribution($cloudFrontClient, $distribution);
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}

// Uncomment the following line to run this code in an AWS account.
// createsTheS3Distribution();

CloudFront HiZ 742 7|

X|Z 8t CloudFront HiZ O] & EHQt M| HEE 71X = GetDistribution 242 AL & LICE.

7S L},

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

S =

M|k

function getDistribution($cloudFrontClient, $distributionId)
{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId
1);

$message = c

if (isset($result['Distribution']['Status'])) {
$message = 'The status of the distribution with the ID of '
$result['Distribution']J['Id'] . ' is currently '
$result['Distribution']['Status'];

}
if (isset($result['e@metadata']['effectiveUri'])) {
$message .= ', and the effective URI is '
$result['e@metadata’']['effectiveUri'] . '.';
} else {
$message = 'Error: Could not get the specified distribution. '

'The distribution\'s status is not available.';

return $message;
} catch (AwsException $e) {
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return 'Error: ' . $e->getAwsErrorMessage();
}
}
function getsADistribution()
{
$distributionId = 'E1BTGP2EXAMPLE';
$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default',
'version' => '2018-06-18",
'region' => 'us-east-1'
1);
echo getDistribution($cloudFrontClient, $distributionId);
}

// Uncomment the following line to run this code in an AWS account.
// getsADistribution();

CloudFront HiZ S&

34X AX oM X|&E AWS 2|0l A 7| E CloudFront HHEZ 2S£ 7} = ListDistributions 4
£ AEghLct

7t Lch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
(=]

M|k

IE

function listDistributions($cloudFrontClient)

{
try {
$result = $cloudFrontClient->listDistributions([]);
return $result;
} catch (AwsException $e) {
exit('Error: ' . $e->getAwsErrorMessage());
}
}
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function listTheDistributions()

{
$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-2'
1);
$distributions = listDistributions($cloudFrontClient);
if (count($distributions) == 0) {
echo 'Could not find any distributions.'
} else {
foreach ($distributions['DistributionList']['Items'] as $distribution) {
echo 'The distribution with the ID of ' . $distribution['Id']
' has the status of ' . $distribution['Status'] . '.' . "\n";
}
}
}

// Uncomment the following line to run this code in an AWS account.
// listTheDistributions();

CloudFront HiZ {Cl[0|E

CloudFront HHEZ & UC|O|ESE WS X E MMSE YD HighL|CH B HHZE YO0l EE
e EE7HH Bo| ZERstn, 2 E ZLo| Z&E|o{oF §FLICH 7|&E HHEE BH45IE{H HA 7|&E HiE
E X2 Cl2 $distribution HHQEO|A B4 E 22 2

X|8 &t CloudFront HHEZ & 4O|0|E & = UpdateDistribution 232 ALS&LICEH

7tX{ZLCH.

require 'vendor/autoload.php';
use Aws\CloudFront\CloudFrontClient;

use Aws\Exception\AwsException;
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function updateDistribution(
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$cloudFrontClient,
$distributionId,
$distributionConfig,
$eTag
) {
try {
$result = $cloudFrontClient->updateDistribution([
'DistributionConfig' => $distributionConfig,
'Id' => $distributionId,
"IfMatch' => $eTag
1);
return 'The distribution with the following effective URI has '
'been updated: ' . $result['@metadata']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}
function getDistributionConfig($cloudFrontClient, $distributionId)
{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
1);
if (isset($result['Distribution']['DistributionConfig'])) {
return [
'DistributionConfig' => $result['Distribution']['DistributionConfig'],
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
} else {
return [
'"Exrror' => 'Error: Cannot find distribution configuration details.',
'effectiveUri' => $result['@metadata']['effectiveUri']
iy
}
} catch (AwsException $e) {
return [
'"Error' => 'Error: ' . $e->getAwsErrorMessage()
1;
}
}
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function getDistributionETag($cloudFrontClient, $distributionId)
{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
1);

if (isset($result['ETag'])) {
return [
'"ETag' => $result['ETag'],
'effectiveUri' => $result['@metadata']['effectiveUri']
iy
} else {
return [
'"Error' => 'Error: Cannot find distribution ETag header value.',
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
}
} catch (AwsException $e) {
return [
"Error' => 'Error: ' . $e->getAwsErrorMessage()

1;

function updateADistribution()

{
// $distributionId = 'E1BTGP2EXAMPLE';
$distributionId = 'E1X3BKQ569KEMH';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

// To change a distribution, you must first get the distribution's
// ETag header value.
$eTag = getDistributionETag($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $eTag)) {
exit($eTag['Error']);
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// To change a distribution, you must also first get information about

// the distribution's current configuration. Then you must use that

// information to build a new configuration.

$currentConfig = getDistributionConfig($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $currentConfig)) {
exit($currentConfig['Error']);

// To change a distribution's configuration, you can set the
// distribution's related configuration value as part of a change request,
// for example:
// 'Enabled' => true
// Some configuration values are required to be specified as part of a change
// request, even if you don't plan to change their values. For ones you
// don't want to change but are required to be specified, you can just reuse
// their current values, as follows.
$distributionConfig = [
'CallerReference' => $currentConfig['DistributionConfig']["CallerReference"],
"Comment' => $currentConfig['DistributionConfig']["Comment"],
'DefaultCacheBehavior' => $currentConfig['DistributionConfig']
["DefaultCacheBehavior"],
'DefaultRootObject' => $currentConfig['DistributionConfig"']
["DefaultRootObject"],
"Enabled' => $currentConfig['DistributionConfig']["Enabled"],
'Origins' => $currentConfig['DistributionConfig']["0Origins"],
'Aliases' => $currentConfig['DistributionConfig']["Aliases"],
'CustomErrorResponses' => $currentConfig['DistributionConfig']
["CustomErrorResponses"],
'"HttpVersion' => $currentConfig['DistributionConfig']["HttpVersion"],
'CacheBehaviors' => $currentConfig['DistributionConfig']["CacheBehaviors"],
'Logging' => $currentConfig['DistributionConfig']["Logging"],
'"PriceClass' => $currentConfig['DistributionConfig']["PriceClass"],
'Restrictions' => $currentConfig['DistributionConfig']["Restrictions"],
'ViewerCertificate' => $currentConfig['DistributionConfig"']
["ViewerCertificate"],
'"WebACLId' => $currentConfig['DistributionConfig']["WebACLId"]

iy

echo updateDistribution(
$cloudFrontClient,
$distributionId,
$distributionConfig,

$eTag['ETag"']
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// Uncomment the following line to run this code in an AWS account.
// updateADistribution();

CloudFront HiXZ AL& EX|
HHEZ & H[&&3t6tHLE XM 7{5tE{H 2 EHE deployedof| A disabled 2 B4 ELIC}.

K|t CloudFront HiEZ & H|&E M3l g = DisableDistribution 24 S AFS EL|C}.

1=

7t Lch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
(=]

Mk

e =

function disableDistribution(

$cloudFrontClient,
$distributionId,
$distributionConfig,
$eTag
) {
try {
$result = $cloudFrontClient->updateDistribution([
'DistributionConfig' => $distributionConfig,
'Id' => $distributionId,
"IfMatch' => $eTag
1);
return 'The distribution with the following effective URI has '
'been disabled: ' . $result['@metadata']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}

function getDistributionConfig($cloudFrontClient, $distributionId)
{

try {
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$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
1);

if (isset($result['Distribution']['DistributionConfig'])) {

return [
'DistributionConfig' => $result['Distribution']['DistributionConfig'],

'effectiveUri' => $result['e@metadata']['effectiveUri']

1;
} else {
return [
'"Error' => 'Error: Cannot find distribution configuration details.',
'effectiveUri' => $result['@metadata']['effectiveUri']
iy
}
} catch (AwsException $e) {
return [
'"Error' => 'Error: ' . $e->getAwsErrorMessage()
1;

function getDistributionETag($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->getDistribution([

'Id' => $distributionId,
1);

if (isset($result['ETag'])) {
return [
'"ETag' => $result['ETag'],
'effectiveUri' => $result['@metadata']['effectiveUri']

iy
} else {
return [
'"Error' => 'Error: Cannot find distribution ETag header value.',
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
}
} catch (AwsException $e) {
return [
"Error' => 'Error: ' . $e->getAwsErrorMessage()
iy
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}

function disableADistribution()

{
$distributionId = 'E1BTGP2EXAMPLE';

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'

1)

// To disable a distribution, you must first get the distribution's
// ETag header value.
$eTag = getDistributionETag($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $eTag)) {
exit($eTag['Error']);

// To delete a distribution, you must also first get information about

// the distribution's current configuration. Then you must use that

// information to build a new configuration, including setting the new

// configuration to "disabled".

$currentConfig = getDistributionConfig($cloudFrontClient, $distributionId);

if (array_key_exists('Error', $currentConfig)) {
exit($currentConfig['Error']);

$distributionConfig = [
'CacheBehaviors' => $currentConfig['DistributionConfig']["CacheBehaviors"],
'CallerReference' => $currentConfig['DistributionConfig']["CallerReference"],
"Comment' => $currentConfig['DistributionConfig']["Comment"],
'DefaultCacheBehavior' => $currentConfig['DistributionConfig']
["DefaultCacheBehavior"],
'DefaultRootObject' => $currentConfig['DistributionConfig']
["DefaultRootObject"],
'Enabled' => false,
'Origins' => $currentConfig['DistributionConfig']["0rigins"],
'Aliases' => $currentConfig['DistributionConfig']["Aliases"],
'CustomErrorResponses' => $currentConfig['DistributionConfig’]
["CustomErrorResponses"],
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'"HttpVersion' => $currentConfig['DistributionConfig']["HttpVersion"],

'Logging' => $currentConfig['DistributionConfig']["Logging"],

'"PriceClass' => $currentConfig['DistributionConfig']["PriceClass"],

'Restrictions' => $currentConfig['DistributionConfig']["Restrictions"],

'ViewerCertificate' => $currentConfig['DistributionConfig"']
["ViewerCertificate"],

'"WebACLId' => $currentConfig['DistributionConfig']["WebACLId"]

iy

echo disableDistribution(
$cloudFrontClient,
$distributionId,
$distributionConfig,

$eTag['ETag"']
);

// Uncomment the following line to run this code in an AWS account.
// disableADistribution();

CloudFront Hi I AFX|
HiZZ 7} disabled 8 EN Y M= SHE HHEZE AT & AU&LICH

K|t CloudFront HiEZ & AMX|E [ = DeleteDistribution 2 AIE&FL|Ct.

7t Lch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

S =

Mk

function deleteDistribution($cloudFrontClient, $distributionId, $eTag)
{
try {
$result = $cloudFrontClient->deleteDistribution([
'Id' => $distributionId,
"IfMatch' => $eTag
1);

return 'The distribution at the following effective URI has
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'been deleted: ' . $result['emetadata']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function getDistributionETag($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->getDistribution([
'Id' => $distributionId,
D

if (isset($result['ETag'])) {
return [
'"ETag' => $result['ETag'],
'effectiveUri' => $result['@metadata']['effectiveUri']
iy
} else {
return [
'"Error' => 'Error: Cannot find distribution ETag header value.',
'effectiveUri' => $result['emetadata’']['effectiveUri']
1;
}
} catch (AwsException $e) {
return [
"Error' => 'Error: ' . $e->getAwsErrorMessage()

1;

function deleteADistribution()

{
$distributionId = 'E17G7YNEXAMPLE';

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'

1)

// To delete a distribution, you must first get the distribution's
// ETag header value.
$eTag = getDistributionETag($cloudFrontClient, $distributionId);
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if (array_key_exists('Error', $eTag)) {
exit($eTag['Error']);
} else {
echo deleteDistribution(
$cloudFrontClient,
$distributionId,
$eTag['ETag"']
);

// Uncomment the following line to run this code in an AWS account.
// deleteADistribution();

CloudFront APl & AWS SDK for PHP {1 38 A& Amazon CloudFront &3} &t
=

Amazon CloudFront= & M|7| SX| 2Z7{0|Mof| HA/S™ nlUo| SEAIE S FHAELICH 2E AKX 2
Ao|MoM Zt U M7H5H7LE LC|O|EStE{™ 2 Y £ = I O F0iCH F &3S MEELICH

e & £ &3} 1,0007= F 2 L|C}. CloudFront S X| 27|0|Mo|A EEIXE [ HsE Bedod Ci sl
AEMIEH LIS

CHS KXo ME ChEt 22 S E ste EHE 2oiELch

 Createlnvalidationg AF&35I04 HHE F &35 MAsFLICH.

* GetlnvalidationE At&35t0{ HiZ F&3tE 7hXSLICt

« Listlnvalidations& At&3t04 HHZ F 23l E LIEELIC}H

AWS SDK for PHPO]| L8t @ E oA 2 == GitHubOllA] AF8E &= U&LCt

oKl ZEE A3SH7| ™o the section called “E AF273510{ 215 AWS ol MHEI CHE AWS EOF QIS
2 TR LICH 3 CFS the section called “A x["0f] AHEl AWS SDK for PHPE 7t A= LIC}.

Amazon CloudFront AHE 2edo]| CHEH REAISH LI 2 Amazon CloudFront 7HEFAF OFHLHAE B R SHA
(@)

L.

Amazon CloudFront 04| A 229


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Invalidation.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-cloudfront-2018-11-05.html#createinvalidation
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-cloudfront-2018-11-05.html#getinvalidation
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-cloudfront-2018-11-05.html#listinvalidations
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/

AWS SDK for PHP JHEER 7HO|E HHT 3
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
(=]
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function createInvalidation(
$cloudFrontClient,
$distributionId,
$callerReference,
$paths,
$quantity

) {

try {
$result = $cloudFrontClient->createInvalidation([

'DistributionId' => $distributionId,
'InvalidationBatch' => [
'"CallerReference' => $callerReference,
'Paths' => [
'"Items' => $paths,
'Quantity' => $quantity,
15

1);
$message = '';
if (isset($result['Location'])) {

$message = 'The invalidation location is: ' . $result['Location'];

$message .= ' and the effective URI is ' . $result['emetadata']
['effectiveUri'] . '.';
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return $message;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function createTheInvalidation()
{
$distributionId = 'E17G7YNEXAMPLE';
$callerReference = 'my-unique-value';
$paths = ['/*'];
$quantity = 1;
$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'
1);
echo createInvalidation(
$cloudFrontClient,
$distributionId,
$callerReference,
$paths,
$quantity
);
}

// Uncomment the following line to run this code in an AWS account.
// createTheInvalidation();

HIEZ 2535 71427

CloudFront HIZ £ 5 5}0] CHE ArEHQF ME MEE 71X = Getlnvalidation

7tR&ELCt.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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CEEAS

function getInvalidation($cloudFrontClient, $distributionId, $invalidationId)

{

try {
$result = $cloudFrontClient->getInvalidation([

'DistributionId' => $distributionId,
'Id' => $invalidationId,
1);

$message = c

if (isset($result['Invalidation']['Status'])) {
$message = 'The status for the invalidation with the ID of
$result['Invalidation']J['Id'] . ' is '
$result['Invalidation']['Status'];

if (isset($result['emetadata']['effectiveUri'])) {
$message .= ', and the effective URI is '
$result['@metadata’']['effectiveUri'] . '.';
} else {
$message = 'Error: Could not get information about '
'the invalidation. The invalidation\'s status '
'was not available.';

return $message;
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function getsAnInvalidation()

{
$distributionId = 'E1BTGP2EXAMPLE';
$invalidationId 'T1CDEZZEXAMPLE";

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18',
'region' => 'us-east-1'

1)
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echo getInvalidation($cloudFrontClient, $distributionId, $invalidationId);

// Uncomment the following line to run this code in an AWS account.
// getsAnInvalidation();
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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function listInvalidations($cloudFrontClient, $distributionId)

{
try {
$result = $cloudFrontClient->1listInvalidations([

'DistributionId' => $distributionId
1);
return $result;
} catch (AwsException $e) {
exit('Error: ' . $e->getAwsErrorMessage());

function listTheInvalidations()

{
$distributionId = 'E1WICG1EXAMPLE';

$cloudFrontClient = new Aws\CloudFront\CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1);

$invalidations = listInvalidations(
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$cloudFrontClient,
$distributionId
)5

if (isset($invalidations['InvalidationList'])) {
if ($invalidations['InvalidationList']['Quantity'] > 0) {
foreach ($invalidations['InvalidationList']['Items'] as $invalidation) {

echo 'The invalidation with the ID of ' . $invalidation['Id'] .
' has the status of ' . $invalidation['Status'] . '.' . "\n";
}
} else {
echo 'Could not find any invalidations for the specified distribution.'
}
} else {

echo 'Error: Could not get invalidation information. Could not get '
'information about the specified distribution.'

// Uncomment the following line to run this code in an AWS account.
// listThelInvalidations();
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require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;
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function signPrivateDistribution(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedUrl([
'url' => $resourceKey,
'expires' => $expires,
'private_key' => $privateKey,
'key_pair_id' => $keyPairld
1);

return $result;
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function signAPrivateDistribution()

{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt";
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$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

echo signPrivateDistribution(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId

);

// Uncomment the following line to run this code in an AWS account.
// signAPrivateDistribution();

CloudFront URL M4 Al AL X X|H H& ALS
AR X|IH HAE AL2E12{™ policy CHAl expires 7|2 MEELICH.

7HM27|

require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;

AH
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function signPrivateDistributionPolicy(
$cloudFrontClient,
$resourcekey,
$customPolicy,
$privatekey,
$keyPairId
) {
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try {
$result = $cloudFrontClient->getSignedUrl([
'url' => $resourceKey,
'policy' => $customPolicy,
'private_key' => $privateKey,
'key_pair_id' => $keyPairld
1);

return $result;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function signAPrivateDistributionPolicy()
{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt";
$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$customPolicy = <<<POLICY
{
"Statement": [
{
"Resource": "$resourceKey",
"Condition": {
"IpAddress": {"AWS:SourcelIp": "{$_SERVER['REMOTE_ADDR']}/32"},
"DateLessThan": {"AWS:EpochTime": $expires}
}
}
]
}
POLICY;

$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';

$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

echo signPrivateDistributionPolicy/(
$cloudFrontClient,
$resourcekey,
$customPolicy,
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$privatekey,
$keyPairId
I

// Uncomment the following line to run this code in an AWS account.
// signAPrivateDistributionPolicy();
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<html>
<head>
<title>|CFlong| Streaming Example</title>
<script type="text/javascript" src="https://example.com/jwplayer.js"></script>
</head>
<body>
<div id="video">The canned policy video will be here.</div>
<script type="text/javascript">
jwplayer('video').setup({
file: "<?= $streamHostUrl ?>/cfx/st/<?= $signedUrlCannedPolicy ?>",
width: "720",
height: "480"
1)
</script>
</body>
</html>
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require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
use Aws\Exception\AwsException;
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function signCookie(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedCookie([
'url' => $resourceKey,
'expires' => $expires,
'private_key' => $privateKey,
'key_pair_id' => $keyPairld
1);

return $result;
} catch (AwsException $e) {
return [ 'Error' => $e->getAwsErrorMessage() ];

function signACookie()

{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt"';
$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';
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$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

$result = signCookie(
$cloudFrontClient,
$resourcekey,
$expires,
$privatekey,
$keyPairId

);

/* If successful, returns something like:
CloudFront-Expires = 1589926678
CloudFront-Signature = Lv1DyC2q...2HPXaQ__
CloudFront-Key-Pair-Id = AAPKAJIKZATYYYEXAMPLE

*/

foreach ($result as $key => $value) {
echo $key . ' = ' . $value . "\n";

}

// Uncomment the following line to run this code in an AWS account.
// signACookie();

CloudFront 7| M4 Al AFS K} X|I™H HA ALE

getSignedUrldt OFEMIFXIR, 'policy ' WEtO|E] & expires TEtO|E{ CHAl url THetO|E{E A
3501 A8X XH HMo 2 T 7|0 MHEE = UESLICE ASX XH HHoMHe 2|44 F(of e
FtE7 ZoHE 4= U&LICH Ol A 5HH 042 7Ho| mh ol AFS & StLte| MEE F7|E MEE = AU
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getSignedCookies Z2t0|H! HZ Of] CHEH HA|A Boist7| s 25 F 7|2 d™sHof 5t

£ 7|-gf mlo{e| i@ S ghEtErLCt
7tX27]
require 'vendor/autoload.php';

use Aws\CloudFront\CloudFrontClient;
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use Aws\Exception\AwsException;
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function signCookiePolicy/(
$cloudFrontClient,
$customPolicy,
$privatekey,
$keyPairId
) {
try {
$result = $cloudFrontClient->getSignedCookie([
"policy' => $customPolicy,
'private_key' => $privateKey,
'key_pair_id' => $keyPairId
D)7

return $result;
} catch (AwsException $e) {
return [ 'Error' => $e->getAwsErrorMessage() 1;

}
}
function signACookiePolicy()
{
$resourceKey = 'https://d13149jEXAMPLE.cloudfront.net/my-file.txt"';
$expires = time() + 300; // 5 minutes (5 * 60 seconds) from now.
$customPolicy = <<<POLICY
{
"Statement": [
{
"Resource": "{$resourceKeyl}",
"Condition": {
"IpAddress": {"AWS:SourcelIp": "{$_SERVER['REMOTE_ADDR']}/32"},
"DateLessThan": {"AWS:EpochTime": {$expires}}
}
}
]
}
POLICY;

$privateKey = dirname(__DIR__) . '/cloudfront/my-private-key.pem';
$keyPairId = 'AAPKAJIKZATYYYEXAMPLE';
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$cloudFrontClient = new CloudFrontClient([
'profile' => 'default'’,
'version' => '2018-06-18",
'region' => 'us-east-1'

1)

$result = signCookiePolicy(
$cloudFrontClient,
$customPolicy,
$privatekey,
$keyPairId

);

/* If successful, returns something like:
CloudFront-Policy = eyJTdGFO...fX19XX0_
CloudFront-Signature = RowqEQWZ...N8vetw__
CloudFront-Key-Pair-Id = AAPKAJIKZATYYYEXAMPLE

*/

foreach ($result as $key => $value) {
echo $key . ' = ' . $value . "\n";

}

// Uncomment the following line to run this code in an AWS account.
// signACookiePolicy();

CloudFront £7|2 Guzzle 2CI0|ME | H M
O|248t 7|8 Guzzle EctO|HEN ALE3t7| 28 GuzzleHttp\Cookie\CookieJardl Y& =

T &Lt

use GuzzleHttp\Client;
use GuzzleHttp\Cookie\CookieJar;

$distribution = "example-distribution.cloudfront.net";
$client = new \GuzzleHttp\Client([
'base_uri' => "https://$distribution",
'cookies' => CookieJar::fromArray($signedCookieCustomPolicy, $distribution),

1);

$client->get('video.mps');
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require './vendor/autoload.php’;

use Aws\Credentials\CredentialProvider;
use Aws\Signature\SignatureVs4;

use GuzzleHttp\Client;

use GuzzleHttp\Psr7\Request;

>
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function searchDomain(
$client,
$domainName,
$domainId,
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$domainRegion,
$searchString
) {
$domainPrefix = 'search-';
$cloudSearchDomain = 'cloudsearch.amazonaws.com';
$cloudSearchVersion = '2013-01-01"';
$searchPrefix = 'search?';

// Specify the search to send.
$request = new Request(
'GET',
"https://$domainPrefix$domainName-$domainId.$domainRegion."
"$cloudSearchbDomain/$cloudSearchVersion/"
"$searchPrefix$searchString"

);

// Get default AWS account access credentials.
$credentials = call_user_func(CredentialProvider: :defaultProvider())->wait();

// Sign the search request with the credentials.
$signer = new SignatureV4('cloudsearch', $domainRegion);
$request = $signer->signRequest($request, $credentials);

// Send the signed search request.
$response = $client->send($request);

// Report the search results, if any.
$results = json_decode($response->getBody());

$message = '';

if ($results->hits->found > 0) {
$message .= 'Search results:' . "\n";

foreach ($results->hits->hit as $hit) {
$message .= $hit->fields->title . "\n";
}
} else {
$message .= 'No search results.';

return $message;
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function searchADomain()

{
$domainName = 'my-search-domain’;
$domainId = '7kbitdényiglhdtmssxEXAMPLE';
$domainRegion = 'us-east-1';
$searchString = 'g=star+wars&return=title';
$client = new Client();
echo searchDomain(
$client,
$domainName,
$domainId,
$domainRegion,
$searchString
);
}

// Uncomment the following line to run this code in an AWS account.
// searchADomain();

AWS SDK for PHP &1 32 A& 8t Amazon CloudWatch Od|A|
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function describeAlarms($cloudwWatchClient)
{

try {
$result = $cloudwWatchClient->describeAlarms();

$message = '';
if (isset($result['@metadata’']['effectivelri'])) {
$message .= 'Alarms at the effective URI of '

$result['emetadata']['effectiveUri'] . "\n\n";

if (isset($result['CompositeAlarms'])) {
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$message .= "Composite alarms:\n";

foreach ($result['CompositeAlarms'] as $alarm) {

$message .= $alarm['AlarmName'] . "\n";
}
} else {
$message .= "No composite alarms found.\n";

if (isset($result['MetricAlarms'])) {
$message .= "Metric alarms:\n";

foreach ($result['MetricAlarms'] as $alarm) {

$message .= $alarm['AlarmName'] . "\n";
}
} else {
$message .= 'No metric alarms found.';
}
} else {
$message .= 'No alarms found.';

return $message;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function describeTheAlarms()
{
$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2010-08-01'
1D
echo describeAlarms($cloudwatchClient);
}

// Uncomment the following line to run this code in an AWS account.
// describeTheAlarms();
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function putMetricAlarm(
$cloudwWatchClient,
$cloudWatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods

) {
try {

$result = $cloudwWatchClient->putMetricAlarm([
'AlarmName' => $alarmName,
"Namespace' => $namespace,
'"MetricName' => $metricName,
'Dimensions' => $dimensions,
'Statistic' => $statistic,

'"Period' => $period,

'ComparisonOperator' => $comparison,
'Threshold' => $threshold,
'EvaluationPeriods' => $evaluationPeriods

1)

if (isset($result['e@metadata']['effectiveUri'])) {

if (

$result['e@metadata’']['effectiveUri'] ==
'https://monitoring."

. $cloudwWatchRegion . '.amazonaws.com'
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) {
return 'Successfully created or updated specified alarm.';
} else {
return 'Could not create or update specified alarm.';
}
} else {

return 'Could not create or update specified alarm.';
}
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();

}

}

function putTheMetricAlarm()

{
$alarmName = 'my-ec2-resources';
$namespace = 'AWS/Usage';
$metricName = 'ResourceCount’;
$dimensions = [

[

'Name' => 'Type',
'Value' => 'Resource'

1,
[
'Name' => 'Resource',
'Value' => 'vCPU'
1,
[
'Name' => 'Service',
'Value' => 'EC2'
1,
[
'Name' => 'Class',
'Value' => 'Standard/OnDemand'’
]
iy
$statistic = 'Average’;
$period = 300;
$comparison = 'GreaterThanThreshold';

$threshold = 1;
$evaluationPeriods = 1;

$cloudWatchRegion = 'us-east-1';
$cloudwWatchClient new CloudwatchClient([
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'profile' => 'default'’,
'region' => $cloudWatchRegion,
'version' => '2010-08-01'

1);

echo putMetricAlarm(

$cloudwWatchClient,
$cloudwatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods

);

// Uncomment the following line to run this code in an AWS account.
// putTheMetricAlarm();

A5 ALK
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function deleteAlarms($cloudWatchClient, $alarmNames)
{
try {
$result = $cloudwWatchClient->deleteAlarms([
"AlarmNames' => $alarmNames

1);

return 'The specified alarms at the following effective URI have '
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'been deleted or do not currently exist: '
$result['e@metadata’']['effectiveUri'];
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function deleteTheAlarms()
{
$alarmNames = array('my-alarm');
$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-08-01'
1);
echo deleteAlarms($cloudwWatchClient, $alarmNames);
}

// Uncomment the following line to run this code in an AWS account.
// deleteTheAlarms();

AWS SDK for PHP H{& 32 A2 3104 Amazon CloudWatchOll A X|E 7} XK{2 7|
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Ol X|Zof CHEH MIF ZLIERIE EM8HE 5= U&LICH

AA EH
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* ListMetrics& AF&35t0{ X|EE LI A& LICEH

« DescribeAlarmsForMetric2 At&35t04 X|Eof CHet ZEE ZAMErLICT.

« GetMetricStatistics& AF& 3104 X|HE X|ZE0f| CHEF SAHE 7FKASLICE.

CEE A3t 7| &0l the section called “E AF23510{ 215 AWS”0f| AHEI CHE AWS £
2 FAdstL|Ct. I Cl2 the section called “A%|”0f] AAHEl AWS SDK for PHPE 7+X{SLLC}t.

7:
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function listMetrics($cloudWatchClient)

{

try {
$result = $cloudWatchClient->listMetrics();

$message = c

if (isset($result['emetadata']['effectiveUri'])) {
$message .= 'For the effective URI at '
$result['@metadata’']['effectiveUri'] . ":\n\n";

if (
(isset($result['Metrics'])) and
(count($result['Metrics']) > Q)
) {

$message .= "Metrics found:\n\n";

foreach ($result['Metrics'] as $metric) {
$message .= 'For metric ' . $metric['MetricName']
' in namespace ' . $metric['Namespace'] . ":\n";

if (
(isset($metric['Dimensions'])) and
(count($metric['Dimensions']) > @)

) {

$message .= "Dimensions:\n";

foreach ($metric['Dimensions'] as $dimension) {
$message .= 'Name: ' . $dimension['Name’]
', Value: ' . $dimension['Value'] . "\n";

’
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$message .= "\n";
} else {
$message .= "No dimensions.\n\n";
}
}
} else {
$message .= 'No metrics found.';
}
} else {
$message .= 'No metrics found.';

return $message;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();
}
}
function listTheMetrics()
{
$cloudWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-08-01'
D;
echo listMetrics($cloudwatchClient);
}

// Uncomment the following line to run this code in an AWS account.
// listTheMetrics();

KIEOf CHEH 7 A
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function describeAlarmsForMetric(

’

$cloudwWatchClient,
$metricName,
$namespace,
$dimensions
) {
try {
$result = $cloudwWatchClient->describeAlarmsForMetric([
'"MetricName' => $metricName,
'Namespace' => $namespace,
'Dimensions' => $dimensions
1);
$message = '';
if (isset($result['@metadata’']['effectivelri'])) {
$message .= 'At the effective URI of '
$result['emetadata']['effectiveUri'] . ":\n\n";
if (
(isset($result['MetricAlarms'])) and
(count($result['MetricAlarms']) > 0)
) {
$message .= 'Matching alarms for ' . $metricName . ":\n\n";
foreach ($result['MetricAlarms'] as $alarm) {
$message .= $alarm['AlarmName'] . "\n";
}
} else {
$message .= 'No matching alarms found for ' . $metricName .
}
} else {
$message .= 'No matching alarms found for ' . $metricName . '.';
}
return $message;
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
}
}

function describeTheAlarmsForMetric()
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{

$metricName = 'BucketSizeBytes';
$namespace = 'AWS/S3';
$dimensions = [

[
'"Name' => 'StorageType',
'Value' => 'StandardStorage'
1,
[
'Name' => 'BucketName',
'Value' => 'amzn-s3-demo-bucket'
]

17

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-08-01'

1);

echo describeAlarmsForMetric(
$cloudwatchClient,
$metricName,
$namespace,
$dimensions

);

// Uncomment the following line to run this code in an AWS account.
// describeTheAlarmsForMetric();

XE EH 7tx{2 7|
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function getMetricStatistics(

$cloudwWatchClient,

$namespace,

$metricName,

$dimensions,

$startTime,

$endTime,

$period,

$statistics,

$unit

) {
try {
$result = $cloudwWatchClient->getMetricStatistics([
"Namespace' => $namespace,
'"MetricName' => $metricName,
'Dimensions' => $dimensions,
'StartTime' => $startTime,
"EndTime' => $endTime,
'"Period' => $period,
'Statistics' => $statistics,
"Unit' => $unit
1);

$message = ¢

if (isset($result['emetadata']['effectiveUri'])) {
$message .= 'For the effective URI at '
$result['@metadata’']['effectiveUri'] . "\n\n";

if (
(isset($result['Datapoints'])) and
(count($result['Datapoints']) > 0)
) {

$message .= "Datapoints found:\n\n";

foreach ($result['Datapoints'] as $datapoint) {
foreach ($datapoint as $key => $value) {
$message .= $key . ' ", $value . "\n";

$message .= "\n";
}
} else {
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$message .= 'No datapoints found.';
}
} else {
$message .= 'No datapoints found.';

return $message;
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();

function getTheMetricStatistics()
{
// Average number of Amazon EC2 vCPUs every 5 minutes within
// the past 3 hours.
$namespace = 'AWS/Usage';
$metricName = 'ResourceCount’;

L

$dimensions
[
'Name' => 'Service',
'Value' => 'EC2'

1,
[
'Name' => 'Resource',
'Value' => 'vCPU'
1,
[
'Name' => 'Type',
'Value' => 'Resource'
1,
[
'Name' => 'Class',
'Value' => 'Standard/OnDemand'’
]

iy

$startTime = strtotime('-3 hours');

$endTime = strtotime('now');

$period = 300; // Seconds. (5 minutes = 300 seconds.)
$statistics = ['Average'];

$unit = 'None';

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default',
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'region' => 'us-east-1',
'version' => '2010-08-01'
1);

echo getMetricStatistics(
$cloudwatchClient,
$namespace,
$metricName,
$dimensions,
$startTime,
$endTime,
$period,
$statistics,
$unit

);

// Another example: average number of bytes of standard storage in the
// specified Amazon S3 bucket each day for the past 3 days.

/*
$namespace = 'AWS/S3';
$metricName = 'BucketSizeBytes';
$dimensions = [
[
'Name' => 'StorageType',
'Value'=> 'StandardStorage'
1,
[
'Name' => 'BucketName',
'Value' => 'amzn-s3-demo-bucket'
]
iy

$startTime = strtotime('-3 days');

$endTime = strtotime('now');

$period = 86400; // Seconds. (1 day = 86400 seconds.)
$statistics = array('Average');

$unit = 'Bytes’;

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-08-01'

1);
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echo getMetricStatistics($cloudWatchClient, $namespace, $metricName,
$dimensions, $startTime, $endTime, $period, $statistics, $unit);

*/

// Uncomment the following line to run this code in an AWS account.
// getTheMetricStatistics();
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« PutMetricData& AF&35104 X|E C|O|E{E HAIELICE.

« PutMetricAlarm2 Al235t04 ZEE MMstL|Ct.
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function putMetricData(
$cloudwatchClient,
$cloudWatchRegion,
$namespace,
$metricData
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) {
try {
$result = $cloudwWatchClient->putMetricData([
'"Namespace' => $namespace,
'"MetricData' => $metricData

1)

if (isset($result['emetadata']['effectiveUri'])) {

if (

$result['@metadata’']['effectiveUri'] ==
"https://monitoring."' . $cloudwWatchRegion .

) {

return 'Successfully published datapoint(s).';

} else {

return 'Could not publish datapoint(s).';

}
} else {

return 'Error: Could not publish datapoint(s).';

}
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();

}
}
function putTheMetricData()
{
$namespace = 'MyNamespace';
$metricData = [
[

'MetricName' => 'MyMetric',

'Timestamp' => 1589228818, // 11 May 2020, 20:26:58 UTC.

'Dimensions' => [

[
'Name' => 'MyDimensionl',
'Value' => 'MyValuel'
1,
[
'Name' => 'MyDimension2',
'Value' => 'MyValue2'
]
1,
'Unit' => 'Count',
'Value' =>1

' .amazonaws.com
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]

iy

$cloudWatchRegion = 'us-east-1';

$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => $cloudWatchRegion,
'version' => '2010-08-01'

1);

echo putMetricData(
$cloudwatchClient,
$cloudWatchRegion,
$namespace,
$metricData

);

// Uncomment the following line to run this code in an AWS account.
// putTheMetricData();
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudwWatchClient;
use Aws\Exception\AwsException;

AH
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function putMetricAlarm(

$cloudwatchClient,
$cloudWatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,

$period,
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$comparison,

$threshold,

$evaluationPeriods

) {
try {
$result = $cloudwWatchClient->putMetricAlarm([

'AlarmName' => $alarmName,
'"Namespace' => $namespace,
'"MetricName' => $metricName,
'Dimensions' => $dimensions,
'Statistic' => $statistic,
'"Period' => $period,
'ComparisonOperator' => $comparison,
'Threshold' => $threshold,
'EvaluationPeriods' => $evaluationPeriods

1)

if (isset($result['e@metadata']['effectiveUri'])) {

if (
$result['@metadata']['effectivelri'] ==
"https://monitoring.' . $cloudwWatchRegion . '.amazonaws.com'
) {
return 'Successfully created or updated specified alarm.';
} else {
return 'Could not create or update specified alarm.';
}
} else {

return 'Could not create or update specified alarm.';
}
} catch (AwsException $e) {

return 'Error: ' . $e->getAwsErrorMessage();

}

}

function putTheMetricAlarm()

{
$alarmName = 'my-ec2-resources';
$namespace = 'AWS/Usage';
$metricName = 'ResourceCount’;
$dimensions = [

[

"Name' => 'Type',
'Value' => 'Resource'

1,
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[
'"Name' => 'Resource',
'Value' => 'vCPU'
1,
[
'Name' => 'Service',
'Value' => 'EC2'
1,
[
'Name' => 'Class',
'Value' => 'Standard/OnDemand'’
]
1;
$statistic = 'Average';
$period = 300;
$comparison = 'GreaterThanThreshold';

$threshold = 1;
$evaluationPeriods = 1;

$cloudWatchRegion = 'us-east-1';
$cloudwWatchClient new CloudWatchClient([
'profile' => 'default'’,
'region' => $cloudWatchRegion,
'version' => '2010-08-01'

1)

echo putMetricAlarm(

$cloudwatchClient,
$cloudWatchRegion,
$alarmName,
$namespace,
$metricName,
$dimensions,
$statistic,
$period,
$comparison,
$threshold,
$evaluationPeriods

);

// Uncomment the following line to run this code in an AWS account.
// putTheMetricAlarm();
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AWS SDK for PHP {7 32 A2 35104 Amazon CloudWatch Events2 O|HE M&
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« PutRuleZ AI235t0o 3l MAMsHLICH
« PutTargets& At&3dto{ &0l CHa S FIterLct
(0]

* PutEvents& At&3t0{ CloudWatch O|HIEO| ALEXt X|H O|HEE MEE = JU&LICH

of gt 2 oMl T =& GitHubollA{ AWS SDK for PHP & Q1&g 4= QI&LIC GitHub

oAl ZEE A"SI7| Hoflof MHE CHE AWS A3 SHE F8HLICHhe section called “E AFE 35}
04 215 AWS”. 17 .} AWS SDK for PHPO| M El CHRE & 71X SLICkthe section called “Ax|”.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

S =

Mkl

$client = new Aws\cloudwatchevents\cloudwatcheventsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2015-10-07'

1);

try {
$result = $client->putRule([
'Name' => 'DEMO_EVENT', // REQUIRED
'RoleArn' => 'IAM_ROLE_ARN',
'ScheduleExpression' => 'rate(5 minutes)'
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'State' => 'ENABLED',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$client = new Aws\cloudwatchevents\cloudwatcheventsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2015-10-07'

1);

try {
$result = $client->putTargets([
'Rule' => 'DEMO_EVENT', // REQUIRED
'Targets' => [ // REQUIRED
[
'Arn' => 'LAMBDA_FUNCTION_ARN', // REQUIRED
'Id' => 'myCloudWatchEventsTarget' // REQUIRED
1,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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AEXt X|E o|HE ™&
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require 'vendor/autoload.php'

use Aws\Exception\AwsException;

AH

ME IE

113

$client = new Aws\cloudwatchevents\cloudwatcheventsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2015-10-07'

1D
try {
$result = $client->putEvents([
'Entries' => [ // REQUIRED
[
'Detail' => '<string>',
'DetailType' => '<string>',
'Resources' => ['<string>'],
'Source' => '<string>',
'Time' => time()
1,
1,
1;

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
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« EnableAlarmActionsE& AF&35t0{ K| E ZEof CHEF 1S & MsteFLICt
X

| = =
+ DisableAlarmActionsE AF& 304 X|HE ZE0of CHE 2 S HIE G5t L|Ct.

Hotols ¥
oKl ZEE A&SH7| T™of the section called “E AF23510{ 215 AWS”of| MHE CHE AWS EOt QIS
£ FAgHLIC O 2 the section called “Ad%|"0f] A=l AWS SDK for PHPE 71 A& LICt.

require 'vendor/autoload.php';

use Aws\CloudWatch\CloudWatchClient;
use Aws\Exception\AwsException;
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function enableAlarmActions($cloudWatchClient, $alarmNames)
{
try {
$result = $cloudwWatchClient->enableAlarmActions([
"AlarmNames' => $alarmNames

1);

if (isset($result['@metadata’']['effectivelri'])) {
return 'At the effective URI of '
$result['emetadata']['effectiveUri']

', actions for any matching alarms have been enabled.';
} else {

return'Actions for some matching alarms '
'might not have been enabled.';

}
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();
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}
function enableTheAlarmActions()
{
$alarmNames = array('my-alarm');
$cloudwWatchClient = new CloudWatchClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2010-08-01'
1);
echo enableAlarmActions($cloudwWatchClient, $alarmNames);
}

// Uncomment the following line to run this code in an AWS account.

// enableTheAlarmActions();
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require 'vendor/autoload.php';

use Aws\CloudWatch\CloudwWatchClient;
use Aws\Exception\AwsException;

AH
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function disableAlarmActions($cloudwWatchClient, $alarmNames)
{
try {
$result = $cloudwWatchClient->disableAlarmActions([
'AlarmNames' => $alarmNames

1)

if (isset($result['@metadata']['effectivelri'])) {
return 'At the effective URI of '
$result['@metadata’']['effectiveUri']

} else {
return 'Actions for some matching alarms '

, actions for any matching alarms have been disabled.';
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'might not have been disabled.’;

}
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

}

function disableTheAlarmActions()

{

$alarmNames = array('my-alarm');

$cloudWatchClient = new CloudWatchClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-08-01'

1);

echo disableAlarmActions($cloudwWatchClient, $alarmNames);

// Uncomment the following line to run this code in an AWS account.
// disableTheAlarmActions();
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require 'vendor/autoload.php';

use Aws\Ec2\Ec2Client;

AH
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'
1);
$result = $ec2Client->describeInstances();
echo "Instances: \n";
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foreach ($result['Reservations'] as $reservation) {
foreach ($reservation['Instances'] as $instance) {
echo "InstanceId: {$instance['InstanceId']} - {$instance['State']['Name']} \n";
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

D;

$instancelds = ['InstancelID1l', 'InstanceID2'];
$monitorInstance = 'ON';

if ($monitorInstance == 'ON') {
$result = $ec2Client->monitorInstances([
'Instancelds' => $instancelds
D)7
} else {
$result = $ec2Client->unmonitorInstances([
'Instancelds' => $instancelds

1

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

D;

$action = 'START';
$instancelds = ['InstanceID1l', 'InstancelID2'];

if ($action == 'START') {
$result = $ec2Client->startInstances([
'Instancelds' => $instancelds,
1);
} else {
$result = $ec2Client->stopInstances([
'Instancelds' => $instancelds,

1);

var_dump($result);

QUAEA MHEE

7tXZLch

require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
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'profile' => 'default'
D;

$instancelds = ['InstanceID1l', 'InstancelID2'];
$result = $ec2Client->rebootInstances([

'Instancelds' => $instancelds

1)

var_dump($result);
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require 'vendor/autoload.php';

use Aws\Ec2\Ec2Client;
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CEEAS

$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'
1);
$result = $ec2Client->describeInstances();
echo "Instances: \n";
foreach ($result['Reservations'] as $reservation) {
foreach ($reservation['Instances'] as $instance) {
echo "Instanceld: {$instance['InstanceIld']} - {$instance['State']['Name']} \n";

}
}
FAEE Q4
7tX27]

require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$instanceld = 'InstancelD’;

$allocation = $ec2Client->allocateAddress(array(
'DryRun' => false,
'Domain' => 'vpc',

));

$result = $ec2Client->associateAddress(array(
'DryRun' => false,
'Instanceld' => $instanceld,
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"AllocationId' => $allocation->get('AllocationId')
));

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

D;

$associationID = 'AssociationID';

$allocationID = 'AllocationID';

$result = $ec2Client->disassociateAddress([
'AssociationId' => $associationID,

1);

$result = $ec2Client->releaseAddress([
'AllocationId' => $allocationID,

1)

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$result = $ec2Client->describeAvailabilityZones();

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

D;

$result = $ec2Client->describeRegions();

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1D;

$keyPairName = 'my-keypair';
$result = $ec2Client->createKeyPair(array(
'KeyName' => $keyPairName
));
// Save the private key
$saveKeylLocation = getenv('HOME') . "/.ssh/{$keyPairName}.pem";

file_put_contents($saveKeylLocation, $result['keyMaterial']);

// Update the key's permissions so it can be used with SSH
chmod($saveKeyLocation, 0600);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$keyPairName = 'my-keypair';
$result = $ec2Client->deleteKeyPair(array(

'KeyName' => $keyPairName

));
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var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$result = $ec2Client->describeKeyPairs();

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

$result = $ec2Client->describeSecurityGroups();

var_dump($result);
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);
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$result = $ec2Client->authorizeSecurityGroupIngress(array(
'GroupName' => 'string',
'SourceSecurityGroupName' => 'string'

));

var_dump($result);
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7tRELCt.

require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'profile' => 'default'

1);

// Create the security group

$securityGroupName = 'my-security-group';

$result = $ec2Client->createSecurityGroup(array(
'GroupId' => $securityGroupName,

));

// Get the security group ID (optional)
$securityGroupIld = $result->get('GroupId');

echo "Security Group ID: " . $securityGroupId . '\n'
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require 'vendor/autoload.php';
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$ec2Client = new Aws\Ec2\Ec2Client([
'region' => 'us-west-2',
'version' => '2016-11-15",
'"profile' => 'default'

1;

$securityGroupId = 'my-security-group-id';
$result = $ec2Client->deleteSecurityGroup([
'GroupId' => $securityGroupId

1);

var_dump($result);
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// Pull credentials from the default provider chain
$provider = Aws\Credentials\CredentialProvider::defaultProvider();
$credentials = call_user_func($provider)->wait();

// Create a signer with the service's signing name and Region
$signer = new Aws\Signature\SignatureV4('es', 'us-west-2');

// Sign your request
$signedRequest = $signer->signRequest($psr7Request, $credentials);
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
108

try {
$result = $client->createAccessKey([
'UserName' => 'IAM_USER_NAME',
1);
$keyID = $result['AccessKey']['AccessKeyId'];
$createDate = $result['AccessKey']['CreateDate'];
$userName = $result['AccessKey']['UserName'];
$status = $result['AccessKey']['Status'];
// $secretKey = $result['AccessKey']['SecretAccessKey']

echo "<p>AccessKey " . $keyID . " created on " . $createDate .
echo "<p>Username: " . $userName . "</p>";
echo "<p>Status: " . $status . "</p>";

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH

o= I

Mkl

$client = new IamClient([
'profile' => 'default’,

Il</p>ll;
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'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->listAccessKeys();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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7tK&ELct.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->getAccessKeylLastUsed([
'AccessKeyId' => 'ACCESS_KEY_ID', // REQUIRED

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->updateAccessKey([
'AccessKeyId' => 'ACCESS_KEY_ID', // REQUIRED
'Status' => 'Inactive', // REQUIRED
'UserName' => 'IAM_USER_NAME',

1);
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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CEEAS

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->deleteAccessKey([
'AccessKeyId' => 'ACCESS_KEY_ID', // REQUIRED
'UserName' => 'IAM_USER_NAME',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->createUser(array(

// UserName is required
'UserName' => 'string',
));
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'

1)

try {
$result = $client->listUsers();

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->updateUser([

// UserName is required
'UserName' => 'stringl',
'NewUserName' => 'string'
1);
var_dump($result);
} catch (AwsException $e) {
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// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
ik

try {
$result = $client->getUser([
'UserName' => 'string',
1;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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use Aws\Iam\IamClient;

AH
(=]

M|k

IE

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->deleteUser([
// UserName is required
'UserName' => 'string'
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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 CreateAccountAliasE AF235t0{ HES MY
« ListAccountAliases& Al&3t0{ AWS A ™

+ DeleteAccountAliasE AI&3t0{ HE S AMAMIFLICE.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->createAccountAlias(array(
// AccountAlias is required
'AccountAlias' => 'string',

));
var_dump($result);

} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->listAccountAliases();

var_dump($result);
} catch (AwsException $e) {

// output error message if fails

error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->deleteAccountAlias([
// AccountAlias is required
'AccountAlias' => 'string',

1)

var_dump($result);
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} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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Pl

« DetachUserPolicyS A&38+0{ A

« DetachGroupPolicy& Ar&3t0{ 2 & E™ME X7 LCt.

« DeletePolicyES Al236t04 2|3 &=
« DeleteRolePolicyE At&310{ AE %

=
+ DeleteUserPolicyE Ar&35t0{ ALK M S AFX||FFLICH

DeleteGroupPolicyE AF&35t04 O & HAE AFA| gL ct

AWS SDK for PHPO]| L8t 2 E oAl 2 == GitHubOllA AFSE &= U&LCt,

Hotols ¥E
oKl ZIEE A&SH7| ™o the section called “E AF23510{ 215 AWS ol MHE CHE AWS EOt Q15
£ FAMBFLICt 1 CF2 the section called “A x|"0]] A=l AWS SDK for PHPE 7}X{SL|C}.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

AWS SDK for PHP

HL AL 7HO|= T 3

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
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M

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

$myManagedPolicy = '{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "RESOURCE_ARN"
.
{
"Effect": "Allow",
"Action": [
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Scan",
"dynamodb:UpdateItem"
1,
"Resource": "RESOURCE_ARN"
}
]
3
try {

$result = $client->createPolicy(array(
// PolicyName is required
'PolicyName' => 'myDynamoDBPolicy',
// PolicyDocument is required
'PolicyDocument' => $myManagedPolicy

));
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var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

od
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ok
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

$roleName = 'ROLE_NAME';

$policyName = 'AmazonDynamoDBFullAccess';
$policyArn = 'arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess';
try {

$attachedRolePolicies = $client->getIterator('ListAttachedRolePolicies', ([
'RoleName' => $roleName,
1);
if (count($attachedRolePolicies) > 0) {
foreach ($attachedRolePolicies as $attachedRolePolicy) {
if ($attachedRolePolicy['PolicyName'] == $policyName) {
echo $policyName . " is already attached to this role. \n";
exit();
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}
$result = $client->attachRolePolicy(array(
// RoleName is required
'RoleName' => $roleName,
// PolicyArn is required
'"PolicyArn' => $policyArn

HL AL 7HO|= T 3

));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

AERHol A H2 44

7trELch.

require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Iam\IamClient;

AH
(=]

M|k

IE

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

$userName = 'USER_NAME';

$policyName = 'AmazonDynamoDBFullAccess';
$policyArn = 'arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess';
try {

$attachedUserPolicies = $client->getIterator('ListAttachedUserPolicies', ([
'UserName' => $userName,

D)
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if (count($attachedUserPolicies) > 0) {

foreach ($attachedUserPolicies as $attachedUserPolicy) {

if ($attachedUserPolicy['PolicyName'] == $policyName) {
echo $policyName .

" is already attached to this role. \n";
exit();
}

}
}
$result = $client->attachUserPolicy(array(

// UserName is required

'UserName' => $userName,

// PolicyArn is required

'"PolicyArn' => $policyArn,
));

var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

Mg a8 Y
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH

HE IE

$client = new IamClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2010-05-08'

1);

try {

$result = $client->attachGroupPolicy(array(

// GroupName is required
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'GroupName' => 'string',
// PolicyArn is required
'PolicyArn' => 'string',

));
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

}
AEXHEH 22
JtrE LIk

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH

e IE

M

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->detachUserPolicy([
// UserName is required

'UserName' => 'string',

// PolicyArn is required
'PolicyArn' => 'string',

1);
var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH

S =

M|k

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->detachGroupPolicy([

// GroupName is required
'GroupName' => 'string',
// PolicyArn is required
'PolicyArn' => 'string',

1);

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

R AR
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->deletePolicy(array(
// PolicyArn is required
'PolicyArn' => 'string'
));
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

of8h % XA
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
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$result =
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$client->deleteRolePolicy([
// RoleName is required

'RoleName' => 'string',

// PolicyName is required

'PolicyName' => 'string'

1);
var_dump($result);

} catch (AwsException $e) {

// output error message if fails

error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
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$client = new IamClient([

'profile' => 'default',
'region' => 'us-west-2',

'version' => '2010-05-08'
1)

try {

$result = $client->deleteUserPolicy([

// UserName is required
'UserName' => 'string',
// PolicyName is required
'PolicyName' => 'string',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH

M= I

Mkl

$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',

'version' => '2010-05-08'
1);

try {
$result =
// GroupName is required
'GroupName' => 'string',
// PolicyName is required
'PolicyName' => 'string',
));
var_dump($result);
} catch (AwsException $e) {

// output error message if fails

error_log($e->getMessage());

AWS SDK for PHP HHZ 3 A& &

-

$client->deleteGroupPolicy(array(

IAM AMBq 215 M

HL AL 7HO|= T 3

AWSO| A 2 AtO|ELL O EE[A 0|4d0d| CHE HTTPS HAZAES & d3t6tE{T SSL/TLS AMH 2185 M7 E

QELICH 2AF SZXAAM L2 215

212 OIZ ME AWS2| & ALO]
F OIS ME IAMO|| 42 =3+ 7HLE AWS Certificate Manager2 7F&42}FoF LI}
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CHS X0 ME Chet 242 5HE ste S 2oiELch

« ListServerCertificatesE Al 235104 IAMO]| HE El QIS ME LI@dEhL|Ct.
Al

GetServerCertificate& AI&310{ 1S M0 CHEF HEE HAME LTt

UpdateServerCertificate & A& 3t0{ QIZEMHE O

§
m
o
C
n

DeleteServerCertificateE AF&310{ QIS ME AMA|EIL

ct

AWS SDK for PHPOI| CHEt 2 E oMl 2 =& GitHubOllM AFE & = /&L

Hotols ME
oA ZEE A™SI7| M0 the section called “E AF&35104 Q15 AWS” 0| MHE CHE AWS E ot 215
2 FAM8tL|Ct 2 CF2 the section called “Ad x|70 A=l AWS SDK for PHPE 7t A= LC}.

M 1B M Lhed

7tK&ELCt.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
(=]

M|k

IE

$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->listServerCertificates();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
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$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {

$result = $client->getServerCertificate([
// ServerCertificateName is required
'ServerCertificateName' => 'string',

1)

var_dump($result);
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());

ME 215 M HHo|E

7tELch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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use Aws\Iam\IamClient;

AH
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$client = new IamClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

try {
$result = $client->updateServerCertificate([
// ServerCertificateName is required
'ServerCertificateName' => 'string',
'NewServerCertificateName' => 'string',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

ME 215 M AA
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Iam\IamClient;

AH
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$client = new IamClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2010-05-08'
1);

AWS Identity and Access Management 01 |

307



AWS SDK for PHP JHEER 7HO|E HHT 3

try {
$result = $client->deleteServerCertificate([
// ServerCertificateName is required
'ServerCertificateName' => 'string',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

AWS SDK for PHP HZ 32 A& 8t AWS Key Management Service 0|

AWS Key Management Service(AWS KMS)= Cl|O|H gf = 3l0i| ArE5te =3t 7|18 &lH HMst
1 Mofge &= A iF = #El™E MHIAQILICEH AWS KMSO| CHEF REAIEH L& 2 Amazon KMS AH
ME XML, 2ot PHP OHEEZ|A0|ME 2 SHE = CHE AWS MH|AO| CIO|HE T&stE &
ZHe10| AWS KMSE S35l OtAE] 7|18 AH83H ¢S 3HE CIlO|E{o] CHEE HMAE =~ Q= AFSAIE &

2lg + A&LICH

AWS SDK for PHP H{Z 30 CHEF 2 & oA Z=E= GitHubol M AFEE = AU &LCt.

=X
« AWS KMS API 2! AWS SDK for PHP {7 32 AF235104 7| Zhed
AWS SDK for PHP H{7 32 AF235t04 AWS KMS H|O|E{ 7| &5 35} 2l 253}

AWS SDK for PHP H{™ 32 AF2 35104 AWS KMS 7| A4&H &=+
AWS KMS API 2 AWS SDK for PHP H{F 32 ALg5t0{ 8t od 5o
AWS KMS APl & AWS SDK for PHP BT 32 AFg3to{ g3l &hed

AWS KMS APl 2! AWS SDK for PHP HHX 32 A2 75104 7| &

AWS Key Management Service (AWS KMS)2| 7|2 ElA~A = 2LICLAWS KMS keys. KMS 7|& ALE
504 CIO|E{E Y S stE = U&LICEH

« CreateKeyE AFE5t04 TZH KMS 7| M gfLct.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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m

* GenerateDataKeyE At&35t04 O|O|E| 7| & 4 EfLICEH
« DescribeKeyE At&3t04 KMS 7|E & QlgfL|Ct.
Listkeys& Ar&350{ KMS 7|2| 7| ID2 7| ARNZ = elgtLCt.

EnableKeyE& At&3t0 KMS 7|& &85t &fLict.
DisableKeyE& At&3t0 KMS 7|& H|& &35t gfLict.

of gl 2E oMl ZE= GitHub M & 2lg AWS SDK for PHP &= {&LICt. GitHub

o4

INEER=ES
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oM ZEE A™SI7| Hoflof] MHEICHE AWS A3 SHE LT L|CHhe section called “E AFE 5}
04 @1E AWS”. 1 ChF AWS SDK for PHPO| M E CHEE 7HA{ZL|CHhe section called “Ax|”.

AWS Key Management Service (AWS KMS) At&0f| CHet AbM[EH LHE 2 AWS KMS JHE AL RHLHME
AR SIAQ.

KMS 7| AiAd
KMS 7|& M4d5t2{™ CreateKey Erd2 ALEEHLILCE.

7t 27|

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1

//Creates a customer master key (CMK) in the caller's AWS account.
$desc = "Key for protecting critical data";
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
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try {
$result = $KmsClient->createKey([

'Description' => $desc,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

ClolE 7| 4

535} 7|18 M/45t24™ GenerateDataKey 242 AFSEFLICEH O] 2 MM = B &

grLICt SIO|E| 7|2 AWS KMS key MAdetE x| gtLCH.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

M= I

M|k

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'
1);
$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

$keySpec = 'AES_256';

try {
$result = $KmsClient->generateDataKey([

'KeyId' => $keyId,
'KeySpec' => $keySpec,
D
var_dump($result);
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} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

KMS 7| £ 7|

KMS 7|2| Amazon 2|44 0| (ARN) & 7| AEHE H|Z 3| KMS 7]0i| CHet REMISH MEE 71X{28{H
DescribeKey &g At & LICH.

DescribekKeyE H&E 71X K| St&LICH YRS 71K 284™ ListAliases X2 AL & LICIH
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01°',
'region' => 'us-east-2'

1);
$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ;

try {
$result = $KmsClient->describeKey([
'KeyId' => $keyId,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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vendor/autoload.php';

require
use Aws\Exception\AwsException

ME IE
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= new Aws\Kms\KmsClient([

$KmsClient
'profile' => 'default'
version' => '2014-11-01'

1
region' => 'us-east-2'

1);
$limit = 10;
= $KmsClient->1listKeys([

$result
'Limit' => $limit,

try {

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails

cho $e->getMessage();

echo "\n";
}
KMS 7|7t & -g&HE
HIgH8tE KMS 7|& & &3t6te4H EnableKey 242 O & LICH
7tXM 27|
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

S =

Mk

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01",
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

try {
$result = $KmsClient->enableKey([
'KeyId' => $keyId,
D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

KMS 7|& H[& 2l 5t24™ DisableKey 242 O|S & LICH KMS 7|E H|&E3}t5tH ATXE &= alsL
C}.
tX27]
require 'vendor/autoload.php';
use Aws\Exception\AwsException;
ME IE=
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default',
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ;

try {
$result = $KmsClient->disableKey([
'KeyId' => $keyId,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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AWS Key Management Service (AWS KMS) At&0f| CHet ARM[EH LHE 2 AWS KMS JHE AL RHLHME
AR SIAQ.

i)
ok
]

23 Srd2 ClolE 7|1& & E3tet T HAZIRAKIBE X3 AFS E[X| i &Lt GenerateDataKey

2! GenerateDataKeyWithoutPlaintext 2942 &t &} El Cl|O|E] 7|2 dt&tgL|Ct &5 3HE HIo|EHE M
2 AWS EIMe 2 o|s35tn M 2IF2e| KMS 7|1& AFE35to{ CIO|E] 7|8 23315 rak B2 Encypt
HMEE AFESE = &LIC

no

ol

7HM27|

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
=

=

M|kl

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"';
$message = pack('c*', 1, 2, 3, 4, 5, 6, 7, 8, 9, 0);

try {
$result = $KmsClient->encrypt([
'KeyId' => $keyId,
'Plaintext' => $message,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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Decrypt
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
=

M|kl

=

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$ciphertext = 'Place your cipher text blob here';

try {
$result = $KmsClient->decrypt([
'CiphertextBlob' => $ciphertext,
1);

$plaintext = $result['Plaintext'];
var_dump($plaintext);

} catch (AwsException $e) {
// Output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default',
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
$ciphertextBlob = 'Place your cipher text blob here';

try {
$result = $KmsClient->reEncrypt([
'CiphertextBlob' => $ciphertextBlob,
'DestinationKeyId' => $keyId,
D
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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M|k

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$1limit = 10;

try {

$result = $KmsClient->1listKeyPolicies([
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'KeyId' => $keyId,
"Limit' => $limit,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

ME IE

113

$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$policyName = "default";

try {
$result = $KmsClient->getKeyPolicy([
'KeyId' => $keyId,
'"PolicyName' => $policyName
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1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$policyName = "default";

try {
$result = $KmsClient->putKeyPolicy([
'KeyId' => $keyId,
'"PolicyName' => $policyName,
'"Policy' => '{
"Version":"2012-10-17",
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"Id": "custom-policy-2016-12-07",
"Statement": [

{ "Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal":

{ "AWS": "arn:aws:iam::111122223333:user/root" 1},
"Action": [ "kms:*" 1],

"Resource": "*" },

{ "Sid": "Enable IAM User Permissions",
"Effect": "Allow",

"Principal":

{ "AWS": "arn:aws:iam::111122223333:user/ExampleUser" },

"Action": [

"kms:Encrypt*",

"kms:GenerateDataKey*",

"kms:Decrypt*",

"kms:DescribeKey*",

"kms:ReEncrypt*"
1,

"Resource": "*" }

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ;
$granteePrincipal = "arn:aws:iam::111122223333:user/Alice";
$operation = ['Encrypt', 'Decrypt']l; // A list of operations that the grant allows.

try {
$result = $KmsClient->createGrant([
'GranteePrincipal' => $granteePrincipal,
'KeyId' => $keyId,
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'Operations' => $operation
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default'’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$1limit = 10;

try {

$result = $KmsClient->1listGrants([
'KeyId' => $keyId,
'Limit' => $limit,

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01',
'region' => 'us-east-2'

1);

$grantToken = 'Place your grant token here';

try {
$result $KmsClient->retireGrant([
'GrantToken' => $grantToken,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

//Can also identify grant to retire by a combination of the grant ID

//and the Amazon Resource Name (ARN) of the customer master key (CMK)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
$grantId = 'Unique identifier of the grant returned during CreateGrant operation';
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try {
$result = $KmsClient->retireGrant([
'GrantId' => $grantToken,
'KeyId' => $keyId,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

off CHEH HEt 2048 F|A 2™ RevokeGrant 2212 AWS KMS keyAt& & LICH HEH 2048 F|A S
0 BEE HUE FBAHoE HEE £ JU&Lch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01"',
'region' => 'us-east-2'

1);

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"';
$grantId = "grantl";

try {
$result = $KmsClient->revokeGrant([
'KeyId' => $keyId,
'GrantId' => $grantld,
1);
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var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
IE
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$KmsClient new Aws\Kms\KmsClient([

'profile' => 'default',
'version' => '2014-11-01",
'region' => 'us-east-2'

1);
$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"';

$aliasName = "alias/projectKeyl";

try {

$result
"AliasName' => $aliasName,

'TargetKeyId' => $keyld,

$KmsClient->createAlias([

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();

echo "\n";

24T ListAliases 42 AWS ZITAFE & LICH
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default',
'version' => '2014-11-01"',
'region' => 'us-east-2'

1)
$limit = 10;

try {
$result = $KmsClient->listAliases([
"Limit' => $limit,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01',
'region' => 'us-east-2'

1)

$keyId = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ;
$aliasName = "alias/projectKeyl";
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try {
$result = $KmsClient->updateAlias([
"AliasName' => $aliasName,
'TargetKeyId' => $keyld,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$KmsClient = new Aws\Kms\KmsClient([
'profile' => 'default’,
'version' => '2014-11-01',
'region' => 'us-east-2'

1

$aliasName = "alias/projectKeyl";

try {
$result = $KmsClient->deleteAlias([

"AliasName' => $aliasName,
1);
var_dump($result);
} catch (AwsException $e) {
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// output error message if fails
echo $e->getMessage();
echo "\n";

AWS SDK for PHP 71 32 A& &t Amazon Kinesis 0/ A

Amazon Kinesis= OIO|IE{E AA|ZtSE =& X2l EA5t= AWS MH|AQILICH Amazon Kinesis
Data StreamsZ O|O|E{ AE &€ F/d357{LF Amazon Data FirehoseE A& 3504 O|O|E{E Amazon
S3, OpenSearch Service, Amazon Redshift = SplunkZ MEE = &LICt

Kinesis0l| CHEF XFAM|EH LI 2 Amazon Kinesis EAME 2 X5HMI2.
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AWS SDK for PHPO{| CHEF 2= oA ZE= GitHuboll M AFSE &= /U&LICH

oMl ZEE A&SI7| 0] the section called “E AF2735104 215 AWS’ 0| MHE CHZE AWS EOt 215
£ FMetL|Ct 2 CFS the section called “A x|70] M El AWS SDK for PHPE 7t A SLC}.

Amazon Kinesis 7H&f X} FLHA] AF& 0| CHEE REMIEH LI 2 Amazon Kinesis Data Streams 7H2r A} OF
LIME B XSHAMI2.

Kinesis C|O|E{ AEZIE AI85104 CI|O|E| AE | M
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CHE I E of|X|E AFE 3509 KinesisOlM MEIE HEE MEE &= U= Kinesis DIO|E AE '% A
grLICt Amazon Kinesis 7HEEAF OHLHAM O M OB AE 2] A 2 4| 0| E 0o CHEH AFMIT| oFE Al
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Kinesis O|O|E{ AE 22 MASl2{H, CreateStream X2 A2 5HA| 2.

7t ELch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
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Mkl

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default’,
'version' => '2013-12-02',
'region' => 'us-east-2'

1);

$shardCount = 2;

$name = "my_stream_name";
try {

$result = $kinesisClient->createStream([
'ShardCount' => $shardCount,
'StreamName' => $name,

1);
var_dump($result);
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} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();

echo "\n";
}
CIOIEf AE 2] 244
CHE ZE oM & At8stod 7|E Hlo[E AEZ[of CHE AT HEE &#olg £ &Lith 7[2XHe=
X|’4 &t Kinesis ClO|E{ AE R0l AZAE *Z 107 Ak=0] CHEF HE 7t ghetElLICH Kinesis Cl|O|E{ &
EZof A7| Hof 8E 2| StreamStatusE &QI5HAIL.
|Z 8 Kinesis H|O|E{ AEZlof CHEt MIF HEE 2 2I5t24H DescribeStream 242 AFE g LICH
7tX4ZLict.
require 'vendor/autoload.php';
use Aws\Exception\AwsException;
ME IE
$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default’,
'version' => '2013-12-02',
'region' => 'us-east-2'
1);
$name = "my_stream_name";
try {

$kinesisClient->describeStream([

$result =
'StreamName' => $name,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();
eChO Il\nll;

}
332
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"HasMoreStreamsE AFE35l04 7|&Hof| . B2
Kinesis CllO|E{ AEZ|9| S5 & E AI5tE2{™ ListStreams 242 AFS & LICE.

7tX{ZLCk.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH

ME IE

M

$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02°',
'region' => 'us-east-2'

1);

try {
$result = $kinesisClient->1istStreams();

var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02',
'region' => 'us-east-1'

1);

$name = "my_stream_name";

$content = '{"ticker_symbol":"QXZ", "sector":"HEALTHCARE", '"change":-0.05,
"price":84.51}"';

$groupID = "input to a hash function that maps the partition key (and associated data)
to a specific shard";

try {
$result = $kinesisClient->PutRecord([
'Data' => $content,
'StreamName' => $name,
'"PartitionKey' => $groupID
D)7
print("<p>ShardID = " . $result["ShardId"] . "</p>");
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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7t E L.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default’,
'version' => '2013-12-02',
'region' => 'us-east-2'

1)

$name = "my_stream_name";

try {
$result = $kinesisClient->deleteStream([

'StreamName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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 UpdateShardCount& AtE5t0] AEZO| AFE =& FIt5t7{LE EILICEH

AWS SDK for PHPO{| CHEF 2= oA ZE= GitHuboll M AFSE &= /U&LICH

oMl ZEE A&SI7| 0] the section called “E AF&735104 Q15 AWS’ 0| MHE CHZE AWS EOt 215
2 FAMgHLIC O OS2 the section called “Ad x|"0f] A=l AWS SDK for PHPE 7t A& L|C}.
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Kinesis Data Streams O|O|E{ AEZ|9| AFE |88 E A|5t24dHM ListShards 2142 AFE&HLCt.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default’,
'version' => '2013-12-02°',
'region' => 'us-east-2'

1

$name = "my_stream_name";

try {
$result = $kinesisClient->ListShards([
'StreamName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
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// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$kinesisClient = new Aws\Kinesis\KinesisClient([
'profile' => 'default'’,
'version' => '2013-12-02',
'region' => 'us-east-2'

1)

$name = "my_stream_name";
$totalshards = 4;

try {
$result = $kinesisClient->UpdateShardCount([
'ScalingType' => 'UNIFORM_SCALING',
'StreamName' => $name,
'TargetShardCount' => $totalshards
1);
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var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default’,
'version' => '2015-08-04"',
'region' => 'us-east-2'

1);

$name = "my_stream_name";

$stream_type = "KinesisStreamAsSource";

$kinesis_stream = "arn:aws:kinesis:us-east-2:0123456789:stream/my_stream_name";

$role = "arn:aws:iam::0123456789:policy/Role";

try {
$result = $firehoseClient->createDeliveryStream([
'DeliveryStreamName' => $name,
'DeliveryStreamType' => $stream_type,
'KinesisStreamSourceConfiguration' => [
'KinesisStreamARN' => $kinesis_stream,
'RoleARN' => $role,
1,
1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04"',
'region' => 'us-east-2'

1);

$name = "my_S3_stream_name";
$stream_type = "DirectPut";

$s3bucket = 'arn:aws:s3:::bucket_name';

$s3Role = 'arn:aws:iam::0123456789:policy/Role’;

try {
$result = $firehoseClient->createDeliveryStream([
'DeliveryStreamName' => $name,
'DeliveryStreamType' => $stream_type,
'S3DestinationConfiguration' => [
'BucketARN' => $s3bucket,
'CloudwWatchLoggingOptions' => [
'Enabled' => false,
1,
'RoleARN' => $s3Role
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04"',
'region' => 'us-east-2'

1)

$name = "my_ES_stream_name";

$stream_type = "DirectPut";

$esDomainARN = 'arn:aws:es:us-east-2:0123456789:domain/Name"’;
$esRole = 'arn:aws:iam::0123456789:policy/Role’;

$esIndex = 'root';
$esType = 'PHP_SDK';
$s3bucket = 'arn:aws:s3:::bucket_name';

$s3Role = 'arn:aws:iam::0123456789:policy/Role’;

try {
$result = $firehoseClient->createDeliveryStream([
'DeliveryStreamName' => $name,
'DeliveryStreamType' => $stream_type,
'ElasticsearchDestinationConfiguration' => [
'DomainARN' => $esDomainARN,
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'IndexName' => $esIndex,
'RoleARN' => $esRole,

'S3Configuration' => [
'BucketARN' => $s3bucket,

'CloudWatchLoggingOptions' => [
'Enabled' => false,

1,
'RoleARN' => $s3Role,

1,
'TypeName' => $esType,
1,
D;

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();

echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

ME I=
$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'
1)
$name = "my_stream_name";
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try {
$result = $firehoseClient->describeDeliveryStream([
'DeliveryStreamName' => $name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Kinesis Data Streams0i| G1Z2E 7|& ME AER S5 EA|

CllO|E{E Kinesis Data StreamsZ & 35l= 7|£2| 2 E Firehose M& AEZIS L5 2{H
ListDeliveryStreams =2 At ELICEH

7tX{ZLCH.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1)

try {
$result = $firehoseClient->listDeliveryStreams([
'DeliveryStreamType' => 'KinesisStreamAsSource',
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1)

try {
$result = $firehoseClient->listDeliveryStreams([

'DeliveryStreamType' => 'DirectPut’,
1;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default'’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1)

$name = "my_stream_name";
$content = '{"ticker_symbol":"QXZ", "sector":"HEALTHCARE", "change":-0.05,

"price":84.51}"';

try {
$result = $firehoseClient->putRecord([

'DeliveryStreamName' => $name,
'Record' => [

'Data’ => $content,
1,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Firehose & AE 3 AMK|

Firehose & AE 2|2 AMA||5t2d™ DeleteDeliveryStreams 21€ AFEEILIC}H O] X2 M AE
2o 2 & ClolE T ArM|ELICH
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$firehoseClient = new Aws\Firehose\FirehoseClient([
'profile' => 'default’,
'version' => '2015-08-04',
'region' => 'us-east-2'

1);

$name = "my_stream_name";

try {
$result = $firehoseClient->deleteDeliveryStream([
'DeliveryStreamName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

AWS Elemental MediaConvert AWS SDK for PHP H{7Z1 32 Al 2§t oi| K|

AWS Elemental MediaConvert &= EEEI|AE 52 7|s0| Y= 0t 7
AolL|ct. o] MHIAE AFE35l0{ QIE|YlM EREIFIAE Tl H|C|Q C
MAME = U&LICH KM LE 2 AWS Elemental MediaConvert A

o CHE PHP API= AWS.MediaConvert 22}0|¢1E 2EHAE S35 =& AWS Elemental
MediaConvert ElLICE XFA|IEH LIE 2 APl £/ X 92| Class: AWS.MediaConvert& & X35HMIL.
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F2| AWS Elemental MediaConvert

r

Ol oMol M= AWS SDK for PHP EHHZ 32 AL&5l01& £ & AWS Elemental MediaConvert 5t 11
EHAIE 2AS HEFLICH Al&FSHT| Tol| 123 AEE|X|2 Z 2 H|X{'J 8t Amazon S3 H{Z!0|
22 HIC|IR E YECslok gLct X[Els 3 HIC| I & ZH|0[L /2 AWS Elemental
MediaConvert AF& M MOl X|§HEl= 4= 3 & ZE|0|L{E & ZFIMIL.
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- 2T E EHATE E0] CHEF JSONS AMEFLICH GetJob
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of CHEF 2 E oAl ZE &= GitHubOl|M = 21" AWS SDK for PHP &= U&LICt. GitHub
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x| ZE& A™SH7| oo MHEE CHE AWS XtE ZHE 7 d & LCtthe section called “& AtE 3t
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AWS Elemental MediaConvert HA|A HEHE £0
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E E™ 2|™0| us-west-22 MZEE|oq l&LICt.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\MediaConvert\MediaConvertClient;
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$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29°',
'region' => 'us-east-2',
'profile' => 'default'

1);
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$jobSetting = [
"OutputGroups" => [
L

"Name" => "File Group",

"OutputGroupSettings" => [
"Type" => "FILE_GROUP_SETTINGS",
"FileGroupSettings" => [

"Destination" => "s3://0UTPUT_BUCKET_NAME/"

]

1,

"Qutputs" => [
[

"VideoDescription" => [

"ScalingBehavior" => "DEFAULT",

"TimecodeInsertion" => "DISABLED",

"AntiAlias" => "ENABLED",

"Sharpness" => 50,

"CodecSettings" => [

"Codec" => "H_264",
"H264Settings" => [

"InterlaceMode" => "PROGRESSIVE",
"NumberReferenceFrames" => 3,
"Syntax" => "DEFAULT",
"Softness" => 0,
"GopClosedCadence" => 1,
"GopSize" => 90,
"Slices" => 1,
"GopBReference" => "DISABLED",
"SlowPal" => "DISABLED",
"SpatialAdaptiveQuantization" => "ENABLED",
"TemporalAdaptiveQuantization" => "ENABLED",
"FlickerAdaptiveQuantization" => "DISABLED",
"EntropyEncoding" => "CABAC",
"Bitrate" => 5000000,
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"FramerateControl" => "SPECIFIED",
"RateControlMode" => "CBR",

"CodecProfile" => "MAIN",

"Telecine" => "NONE",

"MinIInterval" => 0,

"AdaptiveQuantization" => "HIGH",
"CodecLevel" => "AUTO",

"FieldEncoding" => "PAFF",
"SceneChangeDetect" => "ENABLED",
"QualityTuningLevel" => "SINGLE_PASS",
"FramerateConversionAlgorithm" => "DUPLICATE_DROP",
"UnregisteredSeiTimecode" => "DISABLED",
"GopSizeUnits" => "FRAMES",

"ParControl" => "SPECIFIED",
"NumberBFramesBetweenReferenceFrames" => 2,
"RepeatPps" => "DISABLED",
"FramerateNumerator" => 30,
"FramerateDenominator" => 1,

"ParNumerator" => 1,

"ParDenominator" => 1

1,
"AfdSignaling" => "NONE",
"DropFrameTimecode" => "ENABLED",
"RespondToAfd" => "NONE",
"ColorMetadata" => "INSERT"
1,
"AudioDescriptions" => [
[
"AudioTypeControl" => "FOLLOW_INPUT",
"CodecSettings" => [

"Codec" => "AAC",

"AacSettings" => [
"AudioDescriptionBroadcasterMix" => "NORMAL",
"RateControlMode" => "CBR",
"CodecProfile" => "LC",
"CodingMode" => "CODING_MODE_2_0",
"RawFormat" => "NONE",
"SampleRate" => 48000,
"Specification" => "MPEG4",
"Bitrate" => 64000

1,
"LanguageCodeControl" => "FOLLOW_INPUT",
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"AudioSourceName" => "Audio Selector 1"

1,
"ContainerSettings" => [
"Container" => "MP4",
"Mp4Settings" => [
"CslgAtom" => "INCLUDE",
"FreeSpaceBox" => "EXCLUDE",
"MoovPlacement" => "PROGRESSIVE_DOWNLOAD"

]
1,
"NameModifier" => "_1"
]
]
]
1,
"AdAvailOffset" => 0,
"Inputs" => [
[
"AudioSelectors" => [
"Audio Selector 1" => [
"Offset" => 0,
"DefaultSelection" => "NOT_DEFAULT",
"ProgramSelection" => 1,
"SelectorType" => "TRACK",
"Tracks" => [
1
]
]
1,
"VideoSelector" => [
"ColorSpace" => "FOLLOW"
1,
"FilterEnable" => "AUTO",
"PsiControl" => "USE_PSI",
"FilterStrength" => 0,
"DeblockFilter" => "DISABLED",
"DenoiseFilter" => "DISABLED",
"TimecodeSource" => "EMBEDDED",
"FileInput" => "s3://INPUT_BUCKET_AND_FILE_NAME"
]
1,

"TimecodeConfig" => [
"Source" => "EMBEDDED"
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]

1;
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try {
$result = $mediaConvertClient->createlob([
"Role" => "IAM_ROLE_ARN",
"Settings" => $jobSetting, //JobSettings structure
"Queue" => "JOB_QUEUE_ARN",
"UserMetadata" => [
"Customer" => "Amazon"
1,
1;
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29',
'region' => 'us-east-2',
'profile' => 'default'

1);

try {
$result = $mediaConvertClient->getJob([
'Id' => 'JOB_ID',
1);
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} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

AEstod CH7 ol Rl S HYS Fag + AU&LCH olOl
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=
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$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29',
'region' => 'us-east-2',
'profile' => 'default'

1);

try {
$result = $mediaConvertClient->cancellob([
'Id' => 'JOB_ID', // REQUIRED The Job ID of the job to be cancelled.
1);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

}
22 ESHATE & LY
EE2 QERE e UWRIXt=o 2 HAEE K| {8, &lE 2] CH7| O ARN 2! Z & E =4 MEHE
X|Hste 2t2 £ 83504 JSON Ii2tO|E{E MAshLch ™ =[cH 2070 2Fdo| BHEHEILICH O Ch2
Z|2 & 207HE 7tx{2e{H ZHt 2 BHEHE|E nextToken EXAIQEE AFSEHLCE.
ME I=

$mediaConvertClient = new MediaConvertClient([
'version' => '2017-08-29',
'region' => 'us-east-2',
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'profile' => 'default'
D;

try {
$result = $mediaConvertClient->1istJobs([
'MaxResults' => 20,
'Order' => 'ASCENDING',
'Queue' => 'QUEUE_ARN',
'Status' => 'SUBMITTED',
// 'NextToken' => '<string>', //OPTIONAL To retrieve the twenty next most
recent jobs
1);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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Amazon Simple Storage Service (Amazon S3)= StM5t D L7 -0 & & Mol Fo{t EERE AE
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04 215 AWS”. 1% CHS AWS SDK for PHPO| MEEl CHE E 7t XS LICkthe section called “Ax|”.
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« AWS SDK for PHP HZ 30l Amazon S3 HHZ! A 2l Al

« AWS SDK for PHP {7 32 A& 8 Amazon S3 HZ! HA|A FHEH £ E

« AWS SDK for PHP 7 30{l M Amazon S3 HZ! 74

« AWS SDK for PHP H{% 30|A-{ Amazon S3 HE|IIE YZ C Al

« AWS SDK for PHP HH# 32 At&3t= Amazon S3 O|2| MBE URL

« AWS SDK for PHP H{T 32 A& 8t Amazon S30IM AF MBE HAIE
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« AWS SDK for PHP H{Z 32 A28t Amazon S3 H{Z! XA =HQ
o S3 AMANA EZPIE ARN AWS SDK for PHP HH™ 3AIE
« AWS SDK for PHP {71 30| A Amazon S3 C}E E|T™ HMA ZQIE A

I

CHS KoM E ChEt 22 S E ste EHE 2odELch

+ ListBucketsZ AI&35t0{ @ HO| QIS El & AKI I ARS8 HE! S E 8 gHeHerLct.
« CreateBucket2 AF235t0d M HZI2
+ PutObject& AFE35t04 H{Z!0l| A E F7HELICH

oAl ZIEE A&SH7| T™of the section called “E AF2 35104 215 AWS”of| MHEI CHE AWS EOt QIS
71 C}S the section called “Ax|0f] AHEl AWS SDK for PHPE 7t A4S L|C}.

require 'vendor/autoload.php';

use Aws\S3\S3Client;

AME5t0{ PHP Tt AMAstLCH THA| AWS 2IXD HAE XX st= AWS.S3 220
ot QX UMK ARF EE Amazon S3 HZI2 HZ! X HiY =2

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);
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//Listing all S3 Bucket

$buckets = $s3Client->1listBuckets();

foreach ($buckets['Buckets'] as $bucket) {
echo $bucket['Name'] . "\n";
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function createBucket($s3Client, $bucketName)
{
try {
$result = $s3Client->createBucket([
'Bucket' => $bucketName,
1);
return 'The bucket\'s location is:
$result['Location'] . '. '
'The bucket\'s effective URI is: '
$result['@metadata’']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e->getAwsErrorMessage();

function createTheBucket()
{
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2006-03-01'
1);

echo createBucket($s3Client, 'amzn-s3-demo-bucket');
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// Uncomment the following line to run this code in an AWS account.
// createTheBucket();

EHZloll 2~ 7|

M EHZlol TS FI7t5tedH COFE ZEE AE5H0{ PHP LU S Hd gL

+°'°I Sk +°E' 2E ULt
ME IE
$USAGE = "\n" .

"To run this example, supply the name of an S3 bucket and a file to\n"
"upload to it.\n" .

Il\nll .
"Ex: php PutObject.php <bucketname> <filename>\n";

if (count($argv) <= 2) {
echo $USAGE;
exit();

$bucket = $argv[1];
$file_Path = $argv[2];
$key = basename($argv[2]);

try {
//Create a S3Client
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);
$result = $s3Client->putObject([
'Bucket' => $bucket,
'Key' => $key,
'SourceFile' => $file_Path,
1);
} catch (S3Exception $e) {
echo $e->getMessage() . "\n";
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ACL(HAIA Flof S2)2 ZlAA 7|5 ANA MM 24 5 SILLE, T S42 ALSSH HZIDH Z4of
CHEH HAIAE BElE 4 SLICH ACLE CHE AWS HIBol 7|2510) 9f7M7| HEtg Rofg 4+
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« GetBucketAcl2 Al2 735104 B{Zlof| CHEF HAM|A KXo MRS JFR{ZL|C}.
« PutBucketAcl2 Al235t0{ ACLE H{Zlof CHEE HEt=2 M7Estuct.

AWS SDK for PHPO{ CHEt 2 & oK 2 E&= GitHubolM AFEE £ /JU&LICH

oKl ZEE A&SH7| ™of the section called “E AF273510{ 215 AWS of| MHEI CHE AWS EOt QIS
£ FAMeFL|Ct 1 CF2 the section called “A x|"0]] A=l AWS SDK for PHPE 7}X{SL|C}.
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require 'vendor/autoload.php';

use Aws\S3\S3Client;
use Aws\Exception\AwsException;
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// Create a S3Client

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'

1);

// Gets the access control policy for a bucket
$bucket = 'amzn-s3-demo-bucket';

try {
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$resp = $s3Client->getBucketAcl([
'Bucket' => $bucket
1);
echo "Succeed in retrieving bucket ACL as follows: \n";
var_dump($resp);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

// Sets the permissions on a bucket using access control lists (ACL).
$params = [
'"ACL' => 'public-read',
'AccessControlPolicy' => [
// Information can be retrieved from “getBucketAcl  response
'Grants' => [
[
'Grantee' => [
'DisplayName' => '<string>"',
'EmailAddress' => '<string>',
'ID' => '<string>',
'Type' => 'CanonicalUser',
'"URI' => '<string>',
1,
'Permission' => 'FULL_CONTROL',
1,
// ...
1,
'Owner' => [
'DisplayName' => '<string>"',
'ID' => '<string>',
1,
1,
'Bucket' => $bucket,

1;

try {
$resp = $s3Client->putBucketAcl($params);
echo "Succeed in setting bucket ACL.\n";
} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";
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}

AWS SDK for PHP H{Z1 30{|A{ Amazon S3 HHZ! 744

T 22|17l 2lAA ZR(CORS) 8 THOINM 250 CHE THQl0f Yl BlAAS AS &t 3HE
2t0|HE Y of =27 o|Mof cHEt &dE HolghL|Ct. Amazon S30 A CORS X|#& &3H Amazon
of C

S3o 2 [T 7|52 ECHOo|MHE & & o Z2|7o|ME £ F35H12, Amazon S3 2|AA
ol

=
Origin HMAE MEIMOo = S{EEF ¢

Amazon S3 HHZ!0|A{ CORS 78 A& st= 2ol CHet AFA|EH LHE 2 Cross-Origin Resource
Sharing (CORS)2 & Z3tM 2.
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+ GetBucketCors& AF&3t04 H{Zloi| CiEF CORS &2 7HX{ZLICT.
« PutBucketCorsE Al&35t04 H{Z!of CHEF CORS 7+ &

AWS SDK for PHPOI| CHEt 2 E o M| 2 =& GitHuboll M AFE & = /&L

Hotols HE
oMl ZEE A&57| o] the section called “E AF2735l04 215 AWS’0f| AHE CHE AWS EOF 015
2 FMgHLIC 3 CF2 the section called “Adx|"0f] A=l AWS SDK for PHPE 7t L|C}.

CORS ¥ 7tM27|

Ctg ZEE AF&5t04 PHP It 2 g LICH X AWS.S3 22I0|HE MH|IAE HdEst O s
getBucketCors HIAMEE E&3t1 CORS 782 ®dt= HZ2 XI™Eg LT

st s otetolE s MEE HZ! 9| o|FLICH HZ!of| 24X CORS F+40| /= B2 Amazon
S30M s 42 CORSRules 2|2 HHEHEFLIC.

7t Lch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\S3\S3Client;
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CEEAS

$client = new S3Client([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

try {

$result = $client->getBucketCors([
'Bucket' => $bucketName, // REQUIRED

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
CORS #4 AMH
ClS ZEE A83510{ PHP IS MM ELICH HA AWS.S3 ECI0|E MH|AE MdF
L|Ct. 23 C}S putBucketCors HIMEES ?.Zé-ﬁh_ CORS #48& Mg HZlg x|-Estn

CORSConfiguration@ CORSRules JSON ZiX|2 X[ & LIt

7tRE LIt

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\S3\S3Client;
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$client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);
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try {
$result = $client->putBucketCors([
'Bucket' => $bucketName, // REQUIRED
'CORSConfiguration' => [ // REQUIRED
'CORSRules' => [ // REQUIRED

[
'AllowedHeaders' => ['Authorization'],
'AllowedMethods' => ['POST', 'GET', 'PUT'], // REQUIRED
'AllowedOrigins' => ['*'], // REQUIRED
'ExposeHeaders' => [],
'MaxAgeSeconds' => 3000
1,

1,
]
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

AWS SDK for PHP {7 30{lA{ Amazon S3 HE|TIE QY2 E Al

Bt PutObject YO 2 Z|CH 5GB 27|10 HXE Y2 EE £ QU&LICt 5t K|t HE|IHE ¢
2E HME: CreateMultlpartUpload UploadPart, CompleteMultipartUpload,
AbortMultipartUpload)E AI&35tH 5MB ~ 5TB 27(|2| ZHX|E UYZ =& + &L

CHS ool &Y S EoiELIct

« ObjectUploaderE Al23810{ Amazon S301| Z{&|E L=z =8tL|ct.

« MultipartUploader& A& 304 Amazon S3 ZH&||ol CHEF HE|IIE YR =& MdErL|C

« ObjectCopierg At&3t0{ Amazon S3 ?|x| 7+ Z{X|& S AHELICH

of Cst 2 E oAl T E &= GitHuboll A Q18 AWS SDK for PHP &= Q& LICE GitHub

04

NSRS

ol

ol Z=E A7 Mool dHE CHE AWS X4 BHS F & LICHhe section called “& A& 5t
04 215 AWS”. & CHZ AWS SDK for PHPO| A E CHE & 71 A& L|Ctthe section called “A x|”.
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Ax L2

%10 PutObject® MultipartUploader & 0= 7d0| O X& st x| & A5 x| ofChH
ObjectUploaderE& Ar&3HM2. ObjectUploader= HO|ZE 3 7|0 [}l PutObject &=
MultipartUploader & &tLIE ALE5t04 CHEE TUS Amazon S30 Y= E=FLCH

require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;

use Aws\S3\ObjectUploader;

use Aws\S3\S3Client;
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// Create an S3Client.
$s3Client = new S3Client([
'profile' => 'default’,
'region' => 'us-east-2',
'version' => '2006-03-01'
1);

$bucket = 'your-bucket';
$key = 'my-file.zip';

// Use a stream instead of a file path.
$source = fopen('/path/to/large/file.zip', 'rb');

$uploader = new ObjectUploader(
$s3Client,
$bucket,
$key,
$source

);

do {
try {
$result = $uploader->upload();
if ($result["emetadata"]["statusCode"] == '200') {
print('<p>File successfully uploaded to ' . $result["ObjectURL"] . '.</
p>');
}
print($result);
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// If the SDK chooses a multipart upload, try again if there is an exception.
// Unlike PutObject calls, multipart upload calls are not automatically
retried.

} catch (MultipartUploadException $e) {
rewind($source);
$uploader = new MultipartUploader($s3Client, $source, [
'state' => $e->getState(),
D;
}
} while (!isset($result));

fclose($source);
74
ObjectUploader Zi#| ddxt= CtE I+E H&LCH
$client

MEg =86t O AF2E Aws\ClientInterface ZXLICt O ZHA = Aws
\S3\S3ClientQ| QIAEIAO{0F EFL|C}.
$bucket

(string, <) ZA7F YR EE|E HE ol o|§ L.
$key

(string, E%) YEEE|=E AN AHSE Z7|LCH

(mixed, =) YZEF A CIO|E]. StreamInterfaced = JU&LICH PHP AE&| 2lAA E
ol

(string) YEEE[= AN HEE ACL(HMA Mo S5F)LcH A= 7|[2XHez ol
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mup_threshold

(int, 7122} int(16777216)) T 3 7|0 HFO|E £lL|Ct Tt 3 7|7t o] MEHE X 1t&t
= 49 HE|IIE Y2 =Tt AFSELCH

before_complete

(callable) CompleteMultipartUpload 2] O|Fof| ZtHMoc =2 S EF SHMAULICH &
B0 = function (Aws\Command $command) {...}2 Z£ &% MF@o| Qlo{of gL|Ct.
CommandInterface Zi&|0f F7IE & = T2tO|E{= CompleteMultipartUpload AP| & =&
xI-X o|.A-||O

before_initiate

(callable) CreateMultipartUpload ¢ O|FMo] 7t ™Mo = S E& FLICH Z8Hof
£ function (Aws\Command $command) {...}2t &= &
37|17t mup_threshold Zt € Z=1t5tH o] 20| Ztd & E/LICt. CommandInterface 24
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before_upload

(callable) 2 & PutObject = UploadPart 2 O|™of| Z & & SMQlL|Ct. EMol&=
function (Aws\Command $command) {...}% &2 &=+ MHO|
717t mup_threshold Zt2Ct 7Lt Z o™ O] 280| 7+ EEE/LICE PutObject &0
Mg = = meti|E{= PutObject API X & # XM K. UploadPart 20| MEEl=
ml2t0|E{E UploadPart APl 2 =& & X 5IM 2. SDKE CommandInterface ZAZ EAILZ|E
2ol MEL[X| et= 2 E WEtO/HE F AR LIC.

concurrency

(int, 7122} int(3)) HE|ZIE Y2 E Fof
LICt.

18 &= Z|CH SAl A& UploadPart 2 +¢
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part_size

ok

(1nt 7|22f: int(5242880)) WE|ME Y= EE +AE M A8 & Z7|(HHOIE)LICH.
Ct

2f2 5MBOi|A{ 5GB AtO|(Z &) 0]0{oF &L

state
(Aws\Multlpart\UploadState) HE|IE Y2 = o| AEE LIEHHDH O|F UZEE CHA| A
I5te Ol AR ElE A QLICE o] 2ME MB35 $bucket, $key 215 L part_size SM
O & AlELICt.

Amazon S3 oA 364


https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-s3-2006-03-01.html#completemultipartupload
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-s3-2006-03-01.html#createmultipartupload
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-s3-2006-03-01.html#putobject
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-s3-2006-03-01.html#uploadpart

AWS SDK for PHP JHEER 7HO|E HHT 3

params
Zt ot B-of Ciek 74 SM2 M35te 22 sl@Lct oA
new ObjectUploader($bucket, $key, $body, $acl, ['params' => ['CacheControl’
=> <some_value>])
MultipartUploader

CIRIRIE|RELICEH Ol HMEE AL

MultipartUploader ZH&]|
SDKO|= HE|ZIE 2 E T2 MHAE 7tASI6tE S8 MultipartUploader 2|7t Q&LICEH

I 7]

require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

AH
(=]

M|k

IE

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

// Use multipart upload

$source = '/path/to/large/file.zip"';

$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);
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try {

$result = $uploader->upload();

echo "Upload complete: {$result['ObjectURL']I}\n";
} catch (MultipartUploadException $e) {

echo $e->getMessage() . "\n";

HEHO|E MA7|E MAMetT RE BERES 2 cdlg{n

UZCiE MBE A0 T4 J|HOE B = 44

NEBLIH 2 78 H2E7} Unfstel B2ois DA 24 HOIEE §12 DX ofF 228 A%

S YZEBILICH 17 CHE YZCI7H ATiE RES A YRS 871l B2 Yool Ajs 21
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of CHEr ME7} L& E 0 Q& BMAIZ
HE|IIE Y2 AL A X[

7o MY E SHE S&l| HE[ZE Y2 Ho|M A->E|l= CreateMultipartUpload,

I_E_l

UploadPart % CompleteMultipartUpload Zdof CHaH AFS XL X|1H SMS MHE = JU&LCH

=~

I 27|

require 'vendor/autoload.php';

use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;
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// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

// Customizing a multipart upload

$source = '/path/to/large/file.zip"';

$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',
'before_initiate' => function (Command $command) {

Amazon S3 oAl 366



AWS SDK for PHP JHEER 7HO|E HHT 3

// $command is a CreateMultipartUpload operation
$command['CacheControl'] = 'max-age=3600';
},
'before_upload' => function (Command $command) {
// $command is an UploadPart operation
$command[ 'RequestPayer'] = 'requester';
},
'before_complete' => function (Command $command) {
// $command is a CompleteMultipartUpload operation

$command[ 'RequestPayer'] = 'requester';
},
D;
S8 YR 7H 45 JHHIK| £
e YR =2 Qlsl HZ 2| A|EtHod gt Zfolz= HZE| Mt EE RS W PHP 7HH|X| =Z
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ol % 2 DEES 5N S50 MBtol TTa7| Mol 28 HEE £XE 4 2aLIch oS ofAl
= Z BE YEE Mol EMES AI88l| =8 L1 EES &5t JAYLICH B, 7HHIX| =&TIE =&
g B2 d5 HISO| Ldst2E ALS At2|Qt Bt Eof et At8 st Z[ol E&LCH

$uploader = new MultipartUploader($client, $source, [
'bucket' => 'your-bucket',
'key' => 'your-key',
'before_upload' => function(\Aws\Command $command) {
gc_collect_cycles();
}
1;

°® g7

HE|DME U2EE Z2AM|A Fof LF7F L M5MH MultipartUploadExceptionOf 2 gL|
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require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
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use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;
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// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

$source = '/path/to/large/file.zip"';

$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);

//Recover from errors
do {
try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
$uploader = new MultipartUploader($s3Client, $source, [
'state' => $e->getState(),
1);

}
} while (!isset($result));

//Abort a multipart upload if failed
try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
// State contains the "Bucket", "Key", and "UploadId"
$params = $e->getState()->getId();
$result = $s3Client->abortMultipartUpload($params);

}
UploadStateOiA L2 EE CtA| A|ZH5tH oL 2] HZEE[X| I 2 B ES Y2 Est2{n A= gLc
ME| A= YEET S 0| ot AR FEE RS AS FHELUCH YEMeE M3 E A4 Thed
2 ofX Y2 C=5Hof 5t B R0l &8 I:I}OIE HAMX| MEHS 2 o 7{Lt BrA g L|C.
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UploadState Zixl|= 2&s 7ISSIEE, CHE ZE2MAAM UEEE CHA| A|ZtE =& )J&LICEH
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require 'vendor/autoload.php';

use Aws\Exception\MultipartUploadException;
use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;

>

M|k

H

S =

// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

//Using stream instead of file path
$source = fopen('/path/to/large/file.zip', 'rb');
$uploader = new MultipartUploader($s3Client, $source, [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',
1);

do {
try {
$result = $uploader->upload();
} catch (MultipartUploadException $e) {
rewind($source);
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$uploader = new MultipartUploader($s3Client, $source,
'state' => $e->getState(),
1);
}
} while (!isset($result));
fclose($source);
HE|DIE (2 SH
HE|IE Y2 =& UploadState ZiA|ol =&
Metstod SEE = &Lt
try {
$result = $uploader->upload();

} catch (MultipartUploadException $e) {
// State contains the "Bucket", "Key", and "UploadId"
$params $e->getState()->getId();
$result = $s3Client->abortMultipartUpload($params);

HIS7| HE|TE ==

require 'vendor/autoload.php';

use Aws\S3\MultipartUploader;
use Aws\S3\S3Client;
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// Create an S3Client

$s3Client new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'

1);

$source = '/path/to/large/file.zip"';

L
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$source, [

$uploader =
'bucket' => 'your-bucket',

'key' => 'my-file.zip',

new MultipartUploader($s3Client,

1)

= $uploader->promise();

$promise =
T

MultipartUploader 24X MdXxt= CtS QI+E Br&LICEH
$client
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M&S +¥she Ol ASE A
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E(0dl: fopen('/path/to/file.jpg’,

$config
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before_complete
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(callable) CompleteMultipartUpload &

0= function (Aws\Command $command) {...}2 &2 &+ MEO| Y

before_initiate
(callable) CreateMultipartUpload ¢ O|™of ZIHMo 2 S E& S L|Ct = 8Hof
£ function (Aws\Command $command) {...}S Z &= HHO| Qlo{of &L|Ct.
before_upload
(callable) 2 E UploadPart 2] O|™Mol &8 2eQlL|Ct S 8oll= function (Aws
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\Command $command) {...
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add_content_md5
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params
7t 5t Wol cist A SM2 MZsts e uEAuct. offAl:
new MultipartUploader($client, $source, ['params' => ['CacheControl’
=> <some_value>]])

HE|THE A

o=t fAet &
7|7t 5GB~5TBL!

Alo 2 MultipartCopy AF&MultipartUploader=|X|EBF Amazon S3 LHOIAM 3
| 4K E SASHE=S AAHE 2R AWS SDK for PHP T X & £|0

A& LICH
require '

vendor/autoload.php';

use Aws\Exception\MultipartUploadException
use Aws\S3\MultipartCopy;
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use Aws\S3\S3Client;

AH

o= I

[k

// Create an S3Client
$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

//Copy objects within S3

$copier = new MultipartCopy($s3Client, '/bucket/key?versionlId=foo', [
'bucket' => 'your-bucket',
'key' => 'my-file.zip',

1);

try {

$result = $copier->copy();

echo "Copy complete: {$result['ObjectURL']I}\n";
} catch (MultipartUploadException $e) {

echo $e->getMessage() . "\n";

[a

HTTP Q1% SICiE AFS3HE CHAl 72| A1 THEH0/EIZ TR S HEE MU sl S5 280 o
2 Q1B 4 AUALICH O WHS 23S TEA5HX| &1 EFAb HEHL K0l M Amazon S3 HIZTH o

2! Hal2
AYst= AULICH 8 Btz AlZHE XIHstod OI2] MEE 2HE

H

-

2 3 E o A|= SDK for PHPE AF2350d HTTP GET 0] CHs O/|2] MPEE URLS MAIstE
HE Ho{FLCt
<?php

require 'vendor/autoload.php';
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use Aws\S3\S3Client;

$s3Client = new S3Client([
'region' => 'us-west-2',

1)

// Supply a CommandInterface object and an expires parameter to the
‘createPresignedRequest”™ method.
$request = $s3Client->createPresignedRequest(
$s3Client->getCommand('GetObject', [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'demo-key',
D,

'+1 hour'

);

// From the resulting RequestInterface object, you can get the URL.
$presignedUrl = (string) $request->getUri();

echo $presignedurl;

REMIBt LHE 2 createPresignedRequest HIAE0] CHEF API & Z0i M & QlE &= l&LICt.

CHE AL8XHE $presignedUrl L2 ALE5H0 &5 1A[ZF O|Liof siiE AHAME 7HXE = JU&LICH
& E0{ HEI2XE S5l HTTP GET 2% 0| £ | 53 MH|A0]E 0| 50| A MBE URLS
MuE A RZRE 2 Hoz QMg

HTTP PUT 2o ciall Ol2| MEE URL 4+

AL o Al= SDK for PHPE AF2504d HTTP PUT %0 CHal 0|2 MEE URLE MMsl= &
H

require 'vendor/autoload.php';
use Aws\S3\S3Client;
$s3Client = new S3Client([

'region' => 'us-west-2',

1)
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$request = $s3Client->createPresignedRequest(
$s3Client->getCommand('PutObject', [
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'demo-key',
D,

'+1 hour'

);

// From the resulting RequestInterface object, you can get the URL.
$presignedUrl = (string) $request->getUri();

O|M| CIE AF2X}7}F 0|2 MEE URLE HTTP PUT 0] AF2510{ TS ¢

use GuzzleHttp\Psr7\Request;
use GuzzleHttp\Psr7\Response;

// ...

function uploadWithPresignedUrl($presignedUrl, $filePath, $s3Client):

{
// Get the HTTP handler from the S3 client.

$handler = $s3Client->getHandlerList()->resolve();

// Create a stream from the file.
$fileStream = new Stream(fopen($filePath, 'r'));

// Create the request.
$request = new Request(
'PUT',
$presignedurl,
[
'Content-Type' => mime_content_type($filePath),
'Content-Length' => filesize($filePath)
1,
$fileStream
);

// Send the request using the handler.

try {
$promise = $handler($request, []1);
$response = $promise->wait();
return $response;

} catch (Exception $e) {

?Response
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echo "Error uploading file: " . $e->getMessage() . "\n";
return null;

AWS SDK for PHP HHT 32 A& $F Amazon S30|A AI MEE!I HAIE

0|2| MEE URLZ} OFRH7EXR|Z O|2] MHEE POSTE AL835l04 AWS EOF Q152 XS 3R] oF 1 At
XA M7| HEtE FoiE 5= U&LICH AwsS3PostObjectV49| QIAEIAE & &35to4 0|2 MHE
POST &4 dd& = &Lt

CtS oAM= ChSot 22 2 E 5t WS Eo{ELICH

« PostObjectV4E AF&3H S3 Object POST Y Z = & Alof| AgHst C|0|E{E 7S L}

AWS SDK for PHPOI| CHEt 2 E oMl 2 =& GitHuboll M AFE & = /&L

Hetols 8

0l

® Note
PostObjectV40i A AWS IAM Identity Center 7tX{2 2o Q1502 = & &3 K| of&LCH

ol ZEE AElS7| Fof the section called “E AF235}0 4 015 AWS 0f|A MHE CHE AWS E 2t QI
S8 FMstL|Ct. I CF2 the section called “A x|"0f] AAHEI AWS SDK for PHPE 7tX{SLC}.

PostObjectV4 244
PostObjectVs4 RQUIAFAE HM52{H CHE 2 M3t o &LCt

« Aws\S3\S3Client QIAEIA
o H{

X

1
o

2d iZ|
= =

[

of ZEE i

71 Hi2 (Amazon Simple Storage Service AFE AHAO| T2 4 & X)

og
=
Rol| CHEH BH2 Al 2AHU(M ALY, 7I2HO 2 14Al2h

0d o0d o2
12
oI

7tX{ZLCH.
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require '../vendor/autoload.php’;

use Aws\S3\PostObjectVs4;
use Aws\S3\S3Client;

AH

S =

M|k

require '../vendor/autoload.php';

use Aws\S3\PostObjectVs4;
use Aws\S3\S3Client;

$client = new S3Client([
'profile' => 'default',
'region' => 'us-east-1',

1);
$bucket = 'amzn-s3-demo-bucketlQ';
$starts_with = 'user/eric/';

$client->1istBuckets();

// Set defaults for form input fields.
$formInputs = ['acl' => 'public-read'];

// Construct an array of conditions for policy.
$options = [

['acl' => 'public-read'],

['bucket' => $bucket],

['starts-with', '$key', $starts_with],
1;

// Set an expiration time (optional).
$expires = '+2 hours';

$postObject = new PostObjectVa(
$client,
$bucket,
$formInputs,
$options,
$expires

);

// Get attributes for the HTML form, for example, action, method, enctype.
$formAttributes = $postObject->getFormAttributes();
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// Get attributes for the HTML form values.
$formInputs = $postObject->getFormInputs();
7>
<IDOCTYPE html>
<html lang="en">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"/>
<title>PHP</title>
</head>
<body>
<form action="<?php echo $formAttributes['action'] ?>" method="<?php echo
$formAttributes['method'] ?>"
enctype="<?php echo $formAttributes['enctype'] ?>">
<label id="key">
<input hidden type="text" name="key" value="<?php echo $starts_with ?><?php
echo $formInputs['key'] ?>"/>
</label>
<h3>$formInputs:</h3>
acl: <label id="acl">
<input readonly type="text" name="acl" value="<?php echo $formInputs['acl'] ?
>"/>
</label><br/>
X-Amz-Credential: <label id="credential">
<input readonly type="text" name="X-Amz-Credential" value="<?php echo
$formInputs['X-Amz-Credential'] ?>"/>
</label><br/>
X-Amz-Algorithm: <label id="algorithm">
<input readonly type="text" name="X-Amz-Algorithm" value="<?php echo
$formInputs['X-Amz-Algorithm'] ?>"/>
</label><br/>
X-Amz-Date: <label id="date">
<input readonly type="text" name="X-Amz-Date" value="<?php echo $formInputs['X-
Amz-Date'] ?>"/>
</label><br/><br/><br/>
Policy: <label id="policy">
<input readonly type="text" name="Policy" value="<?php echo
$formInputs['Policy'] ?>"/>
</label><br/>
X-Amz-Signature: <label id="signature">
<input readonly type="text" name="X-Amz-Signature" value="<?php echo
$formInputs['X-Amz-Signature'] ?>"/>
</label><br/><br/>
<h3>Choose file:</h3>
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<input type="file" name="file"/> <br/><br/>

<h3>Upload file:</h3>

<input type="submit" name="submit" value="Upload to Amazon S3"/>
</form>
</body>
</html>

AWS SDK for PHP {71 32 A28 Amazon S3 HZIE MM 2l SAEZ A2

Amazon S30{| H%x] &l AIO|EE S ARE £ U&LICEH XM LIE 2 Amazon S3 HA &l AIO|E &

CHS ool M &Y S EoiELIct

« GetBucketWebsiteE AI&35t04 HHZ!of CHSH & AIO|E & 7FASLICE.
 PutBucketWebsiteE AF&3t0{ HHZ!0d| CHEE & AOIE 72 MY ELIC
« DeleteBucketWebsiteE AI&3104 HHZI0|A & ALO|E & M|7{EHLCE.

AWS SDK for PHP E{%1 30f CHEF 2 & oMl 2 == GitHubol M AH& & 5= U &LCt.

01|7<1| 35% AlSli5E 7| Mol AWS EOt Q152 FMELICH. AWS SDK for PHP {71 32| E9oF 215

fjo

HHZ!ol CHEr & AFOIE T+ 7H 27, A7, AA

7t ELch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\S3\S3Client;

AH

S =

M|k

$s3Client = new S3Client([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2006-03-01'
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1)

// Retrieving the Bucket Website Configuration
$bucket = 'amzn-s3-demo-bucket';
try {

$resp = $s3Client->getBucketWebsite([

'Bucket' => $bucket

1);

echo "Succeed in retrieving website configuration for bucket: " . $bucket . "\n";
} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

// Setting a Bucket Website Configuration
$params = [
'Bucket' => $bucket,
'WebsiteConfiguration' => [
'"ErrorDocument' => [
'Key' => 'foo',
1,
'IndexDocument' => [
'Suffix' => 'bar’,

]I
17

try {

$resp = $s3Client->putBucketWebsite($params);

echo "Succeed in setting bucket website configuration.\n";
} catch (AwsException $e) {

// Display error message

echo $e->getMessage();

echo "\n";

// Deleting a Bucket Website Configuration
try {
$resp = $s3Client->deleteBucketWebsite([
'Bucket' => $bucket
1);
echo "Succeed in deleting policy for bucket: ™ . $bucket . "\n";
} catch (AwsException $e) {
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// output error message if fails
echo $e->getMessage();
echo "\n";

T

R4AH X

(of|
o™= =

=

AWS SDK for PHP HHT 3& A28 Amazon S3 EH{Z!

3 ElAA0| CiE HEHE FoiE & U&LICH RHAMIEH LIS

 GetBucketPolicy& AIE35
« PutBucketPolicyE AF&3+04 H{Zloi| CHEF %
« DeleteBucketPolicyS A& 3504 EHZ! 0| A

AWS SDK for PHPO{| CHE 2= oA ZE= GitHubol| M AFHE

x4

HotolE

—

ro
0l
HL

oAl =

g 74

Al 7| 0] the section called “E A2
ch 2

f CI2 the section called “Ax|”0f] Y=l AWS SDK for PHPE

iy

EHZlol| CHE E& 7HR 271, 4K, HEE 7|

7tXZLch

require "vendor/autoload.php";

use Aws\Exception\AwsException;
use Aws\S3\S3Client;

ME IE=
$s3Client = new S3Client([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2006-03-01'
1);

5t04 15 AWS’0i| MHEEI CHE AWS EQ
7FX4ZLCt.

SHAE

"

7:
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$bucket = 'amzn-s3-demo-bucket';

// Get the policy of a specific bucket
try {
$resp = $s3Client->getBucketPolicy([
'Bucket' => $bucket
D;

echo "Succeed in receiving bucket policy:\n";

echo $resp->get('Policy');
echo "\n";

} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";

// Deletes the policy from the bucket
try {
$resp = $s3Client->deleteBucketPolicy([
'Bucket' => $bucket
1);

echo "Succeed in deleting policy of bucket:

} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";

// Replaces a policy on the bucket
try {
$resp = $s3Client->putBucketPolicy([
'Bucket' => $bucket,
'Policy' => 'foo policy',
1);
echo "Succeed in put a policy on bucket: "
} catch (AwsException $e) {
// Display error message
echo $e->getMessage();
echo "\n";

" . $bucket .

. $bucket .

Il\nll ;

Il\nll ;
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S3 HM|A ZOIE ARN AWS SDK for PHP B 3AS

S3ES3 H{Zlat A5 x5
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« HAM|A ZQIE ARNIF B7H GetObjectE& AF&3H0{ HHZIOIM 2N E 7HX{SLICH.
HMA ZOIE ARNI} E7H PutObjectE AH& 804 H{ZI0l Z4&|E F7}fLICh,
« 2CI0|¢E Z|™ CHAI ARN 2| E AFE3FHE S S3 220|9E

gt

AWS SDK for PHPOI| CHEt 2 E o M| 2 =& GitHubollM AFE & = /&Lt
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HL

o A 5’_5% AIESH7| 0]l the section called “E AF&3510{ 215 AWS”0fl MHEE CHE AWS E ot 2IE
2 FMEFLIC 3 CFS the section called “Adx|"0f] AAHElI AWS SDK for PHPE 7t L|C}.

11°I'

7t L.

require 'vendor/autoload.php';

use Aws\S3\S3Client;

A 71 27|

X AWS 21330 HME X|&stE AWS.S3 2E10|HE MH|AE AMAdstL|CH 23 CF2 getObject
0olAM 7|2t S3 UM|A ZOIE ARNE AI235104 Bucket HIMEE S E5H Y M A ZRIEQ}
El HZIo M AKX E 7S LCt

|
=
o

[N

IE
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Ml

$s3 = new S3Client([
'version' => 'latest’,
'region' => 'us-west-2"',
1);
$result = $s3->getObject([
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'Bucket' => 'arn:aws:s3:us-west-2:123456789012:accesspoint:endpoint-name’,
'Key' => "MyKey'
1D

EHZlof A& =7 |

HX{ AWS 2| A2 X|'H5tH= AWS.S3 2210|E MH|AE MAEFLICEH 33 CHS putObject
ZICo|M HeteE 7|, EE2 EFE AA 1 UT S3 MM A ZQIE ARNE AF235104 Bucket HIMEE =
E5IH Y HMA ZRIEQF AT HZlod| X7} B &= L|CH

ME IE=

$s3 = new S3Client([
'version' => 'latest'’,
'region' => 'us-west-2"',
D;
$result = $s3->putObject([
'Bucket' => 'arn:aws:s3:us-west-2:123456789012:accesspoint:endpoint-name’,
'Key' => 'MyKey',
'Body' => 'MyBody'

1);
Z210|¢1E 2| 4l ARN 2|2 AF85E S S3 ECI0|MEE #+ & LICH
S3 220|2E EH{0iM S3 HMA ZQIE ARNS AIEStE B2 7IE2Xo 2 ZEI0|¢EE ARN
2|™0| ECH0|ME 2™ Ux|SH=X| &Qletn OZH K| 2 FL o7t %*%*E*LIEL ol S&
use_arn_region 7’8 M2 trueZ A%3l0{ E2t0|HE 2[H0|MH ARN E|HE F=ES & #HE
& £ ELICH 7|BXMo 2 0| EM2 falseZ MHE|0] Q&LICEH
ME I=

$s3 = new S3Client([

'version' => 'latest’',
'region' => 'us-west-2',
'use_arn_region' => true
1);
ZC0|MEE &4 Hot - ot SME OS2 22 M =2lof ek & elghLCt
1. 2o &0 Mot 22 EEt0|ME S4M use_arn_region.

N

. BtZ3 B4 AWS_S3_USE_ARN_REGION
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export AWS_S3_USE_ARN_REGION=true

1. AWS 38 74 It (7|BXM2Z ~/.aws/config)l| 74 B4 s3_use_arn_region.

[default]
s3_use_arn_region = true

AWS SDK for PHP H{7™ 30{|A{ Amazon S3 CIS 2| HAMA ZQIE AL

Amazon Simple Storage Service(S3) CtE 2|7 HMA ZQIE = Amazon S3 278 EEiE2 AWS £
Mztol 2t 87| It 2R2YE A= ZQIEE MSELICH
SDK for PHP, CtE SDK, S3 & = CLIE AIS5t04 LS 2T AM|A ZQIEE S8 = &L

Ct. AWS S3 AWS

/A Important

SDK for PHPOIIA| CHE 2|7 HMIA ZQIEE AF52{H PHP &0 AWS ZE HELR
(AWS CRT) 2 &0| Ad%|E[o4 Qlo4of BLict.

CtE 2™ HMA ZRIEE MMM Amazon S30|MHE CHS A9 Amazon El4&A O|F(ARN)S A
AMtL|CH
od .

arn:aws:s3::account-id:accesspoint/MultiRegionAccessPoint_alias

MAME ARNS getObject() L putObject() HMEL| HHZ! 0|5 CHAI AFSE £ l&LICH

<?php
require './vendor/autoload.php’;

use Aws\S3\S3Client;

// Assign the Multi-Region Access Point to a variable and use it place of a bucket
name.

$mrap = 'arn:aws:s3::123456789012:accesspoint/mfzwi23gnjvgw.mrap’;

$key = 'my-key';

$s3Client = new S3Client([
'region' => 'us-east-1'
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1)

$s3Client->putObject([
'Bucket' => $mrap,
'Key' => $key,
'Body' => 'Hello World!'
1D

$result = $s3Client->getObject([
'Bucket' => $mrap,
'Key' => $key

1);

echo $result['Body'] . "\n";
// Clean up.
$result = $s3Client->deleteObject([
'Bucket' => $mrap,
'Key' => $key
D;
$s3Client->waitUntil('ObjectNotExists', ['Bucket' => $mrap, 'Key' => $key]l);

echo "Object deleted\n";

Secrets Manager APl 2! AWS SDK for PHP HH™ 32 A8t &3 2|

AWS Secrets Manager= &3, API 7|, CIO|E{H|O|A EOF QI8 Z2 38 452 XMEsiD e
Ct. 7Het Xt= O|248t Secrets Manager A{H|A0{ A Secrets Manager & 7|s2 AF&3dH H
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N
=

Secrets Manager= Amazon Relational Database Service (Amazon RDS) Cl|O|E{H|0|A 9| XI5 o 2F
HOHQIE WRAE 7|BMo 2 X|5t0od ofZ 2|70l Eot2 L sHErLCt. EE§t Secrets Manager= A

HIAYE ME HEE F345tE= ol AWS LambdaE AF83H0{ CHE CI|O|E{H|O| A & EFAF MH| A0 CHE
Hot HEE EstH uAE = A&

CHS KXo ME ChEt 22 S E ste EHE 2oiELch

« CreateSecret2 AI23H S E MMAELICTH

o
« GetSecretValueE A8l &= & 7tX{SLIC}.
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« DescribeSecretE AFE5H £ &= of CHet MF HEE 7Hx{SLICH
- PutSecretValueE At §H &5 & Aol|o|EFLICt

* RotateSecret2 ArS5H &= TAE HHELICH

- DeleteSecret2 ALS5H AXE A E EAIFLIC
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2 FAM8tL|Ct 2 CF2 the section called “Ad x|70 A=l AWS SDK for PHPE 7t A S LC}.

Secrets Manager0i A 2ot &5 A4
Secrets Manager0il M 2= & MM & M= CreateSecret S AL & LICEH
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7trZLch.

require 'vendor/autoload.php';
use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

AH
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M|k

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-west-2'
1);
$secretName = 'MySecretName';
$secret = json_encode([
"username" => getenv("SMDEMO_USERNAME"),
"password" => getenv('"SMDEMO_PASSWORD"),
1);
$description = '<<Description>>';
try {
$result = $client->createSecret([
'Description' => $description,
"Name' => $secretName,
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'SecretString' => $secret,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Secrets Manager0il M S At 2o f & 744

Secrets Manager0l A& El &= Zt2 71X 2 = GetSecretValue & E ALS & LICH.

Ol M0 secrete KMEE 240 Z&E EXFQILICH username?| 20| <<USERNAME>>0|11
<<PASSWORD>>2| Z{0| password®?! A secret £32 Ct31 Z&LICt

{"username":"<<USERNAME>>", "password" :"<<PASSWORD>>"}

HHQd Zfofl M ASHE Of json_decode($secret, true)E AFSELICH

7t LCH.

require 'vendor/autoload.php';
use Aws\SecretsManager\SecretsManagerClient;

use Aws\Exception\AwsException;

AH
=

M|k
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$client = new SecretsManagerClient([
'profile' => 'default’,
'version' => '2017-10-17"',
'region' => 'us-east-1',

1);

$secretName = 'MySecretName';

try {
$result = $client->getSecretValue([
'SecretId' => $secretName,
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1)
} catch (AwsException $e) {
$error = $e->getAwsErrorCode();

if ($error == 'DecryptionFailureException') {
// Secrets Manager can't decrypt the protected secret text using the provided
AWS KMS key.
// Handle the exception here, and/or rethrow as needed.
throw $e;
}
if ($error == 'InternalServiceErrorException') {

// An error occurred on the server side.
// Handle the exception here, and/or rethrow as needed.

throw $e;
}
if ($error == 'InvalidParameterException') {
// You provided an invalid value for a parameter.
// Handle the exception here, and/or rethrow as needed.
throw $e;
}
if ($error == 'InvalidRequestException') {

// You provided a parameter value that is not valid for the current state of
the resource.
// Handle the exception here, and/or rethrow as needed.

throw $e;
}
if ($error == 'ResourceNotFoundException') {
// We can't find the resource that you asked for.
// Handle the exception here, and/or rethrow as needed.
throw $e;
}

}
// Decrypts secret using the associated KMS CMK.
// Depending on whether the secret is a string or binary, one of these fields will be
populated.
if (isset($result['SecretString'])) {
$secret = $result['SecretString'];
} else {
$secret = base64_decode($result['SecretBinary']);

}

print $secret;

$secretArray = json_decode($secret, true);
$username = $secretArray['username'];
$password = $secretArray['password'];
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// Your code goes here;

Secrets Manager0l MZ & 20 2t 5 A4

Secrets Manager0t|l M MEE &5 S22 25 LIYE = ListSecrets

7tRE LIt

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

AH

e IE

113

$client = new SecretsManagerClient([
'profile' => 'default',
'version' => '2017-10-17"',
'region' => 'us-west-2'

1)

try {
$result = $client->listSecrets([
1;
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

3ol CHet ME EE 7127
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Amazon 2|24 O[F(ARN)O| Z & k|01 & LICH Secrets Manager0l| K& E £ ¢

MEE 7IX2 = DescribeSecret 42 AF2eFL|C}.

7tX{ZLCH.

require 'vendor/autoload.php';
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use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

AH
=

M|k

Ic

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-west-2'

1)

$secretName = 'MySecretName';

try {
$result = $client->describeSecret([
'SecretId' => $secretName,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

MEH &33tE &3 2L2 Secrets Manager0l| A& & (= PutSecretValue 212 AFSELICEH

JH MEZ2 HYo| & E7F YYELIcH &% HEo| o|O] EXNEHCHH 2L T B7A VersionStages
u}2t0|E{E& AWSCURRENTOY| F7tst0{ 2t 2 7tXE M MZ2 Zf0| ME X F ELICH

7tX{ZLCH.

require 'vendor/autoload.php';
use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;
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e IE

M

$client = new SecretsManagerClient([
'profile' => 'default'’,
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'version' => '2017-10-17"',
'region' => 'us-west-2'
1);
$secretName = 'MySecretName';

$secret = json_encode([
"username" => getenv("SMDEMO_USERNAME"),

"password" => getenv('"SMDEMO_PASSWORD"),
1);

try {
$result = $client->putSecretValue([

'SecretId' => $secretName,
'SecretString' => $secret,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();
eChO Il\nll;

stL|Ct. SR AWS T E MZ F|EL
Z|= Lambda ZE o N7 2 7HK|

AESE7] o HA 252 WAME M ALEE Lambda &
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(® Note
KMt LHE 2 AWS Secrets Manager AHE AE A0 A AWS Secrets Manager 215 1A &

X x5ML.

Lambda &+ & MHEHHUSH Ol MEZ22 &5 IXE FHELICH

7t LCh.

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
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use Aws\Exception\AwsException;
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$client = new SecretsManagerClient([
'profile' => 'default’,
'version' => '2017-10-17"',
'region' => 'us-west-2'

1

$secretName = 'MySecretName';

$lambda_ARN = 'arn:aws:lambda:us-

west-2:123456789012: function:MyTestDatabaseRotationLambda"';
$rules = ['AutomaticallyAfterDays' => 30];

try {
$result = $client->rotateSecret([
'RotationLambdaARN' => $lambda_ARN,
'RotationRules' => $rules,
'SecretId' => $secretName,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

x| 7 £AE|™ O|X| RotateSecret 22 AL XS A £~ Q&L
7S L},

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;
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$client = new SecretsManagerClient([
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'profile' => 'default'’,
'version' => '2017-10-17',
'region' => 'us-west-2'

1)

$secretName = 'MySecretName';

try {
$result = $client->rotateSecret([
'SecretId' => $secretName,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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7tRE LIt

require 'vendor/autoload.php';

use Aws\SecretsManager\SecretsManagerClient;
use Aws\Exception\AwsException;

AH

S =

M|k

$client = new SecretsManagerClient([
'profile' => 'default'’,
'version' => '2017-10-17"',
'region' => 'us-west-2'

1)

$secretName = 'MySecretName';
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try {

$result = $client->deleteSecret([
'SecretId' => $secretName,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

e g

rkl

AWS SDK for PHP Of|X|= AWS Secrets Manager API & Z0{|A{ C}S REST X2 AFS&LICH

» CreateSecret

* GetSecretValue

» ListSecrets

* DescribeSecret

* PutSecretValue

: RotateSecret

* DeleteSecret

AWS Secrets Manager AF& 01| CHEF RFM|EH LHE 2 AWS Secrets Manager AF& AHEME HZESMR.

AWS SDK for PHP HHZ 32 AF& & Amazon SES 0/ A

Amazon Simple Email Service(Amazon SES)= AFS XS] O|H|Y FA THIQIE AHE3H O|HYE &
LD 27| 8t HI®2 ke £ /1 AFR0| &4 o|H Y ZEHZE LIt Amazon SESO| CHEF RFA|
& LIE 2 Amazon SES 7HU A} SHLHME B XML,

AWSE F 7t X| HHZE12| Amazon SES AMH|AE XS 36t0H, O|of k2t PHP& SDK&= SESClient2t
SesV2Client2t= F 7HX| HE 2 EEPOIO._"EE MBELch M=t EZ—E‘- IE FAlO|LE ZntTt CHE
T UX|2H ZEto|AE Q| 7|50| BFEl= BRIt HELICH F APIE SHMR VIS MSstE2 F
ZCI0|MEE 25 M85t 2E 7|001| HM A = A&LICH

0

O| 3o oMo ME 25 #E SesClientE AFSELICH

AWS SDK for PHP E{%1 30f CHEF 2 & oMl 2E= GitHubol M AH& & 5= JU&LICH.

Amazon SES 0 395


https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_ListSecrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DescribeSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_PutSecretValue.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_RotateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_DeleteSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.Ses.SesClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.SesV2.SesV2Client.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code

AWS SDK for PHP JHEER 7HO|E HHT 3

=X

« Amazon SES API &' AWS SDK for PHP H{%1 3& AF&35}04 oM 2ot 915 &0l

« Amazon SES API & AWS SDK for PHP HT 32 At&5t0 AFE XL X3 o|HIY RIS M
+ Amazon SES API 2! AWS SDK for PHP HH%1 32 A&35109 O|HIY EE{ #E|

« Amazon SES API 2! AWS SDK for PHP H{%1 32 AF835}04 O|H|Y 72| M4 gl ztg|

« Amazon SES API 2! AWS SDK for PHP H{%1 32 AF835t04 gh 4l &5 ZL|E{E

+ Amazon SES API 2! AWS SDK for PHP H%1 32 A& 3509 & AX} 5t £0q

Amazon SES APl & AWS SDK for PHP H{& 32 AI&35l04 O|H|Y E 0t 215 &0l

Amazon Simple Email Service (Amazon SES) H/™ AF& 2 X5 A2t [ O|HIY 2 ELiEzi= AWS
2T S e 2™ 2E YAIKIeE = AIKE = elsHoF BhL|Ct oMY &l CHEt XEMIEH LHE 2
Amazon SESE Sdll O|H Y M&EE HE5HAM L.

CHS olxoM= ChEnt 22 X YE ste EHE 2EodELCh

+ VerifyEmailldentityS A& 304 O|H =4 &0l
« VerifyDomainldentityE At&3t04 O|H Y = H| Q!

« ListldentitiesE At&35t01 2 & O|HY F4 L+A

« Listldentiies& At&3st0o{ ZE O|HY = MHQl LIS
« DeleteldentityE AtE35t0{ O|HIY F4 X7

+ DeleteldentityE AF238t04 O|H Y =Ml X7

FO|

—

1ok

AWS SDK for PHPO{| CHEF 2 & oKX ZE= GitHuboll M AFSE == U&LICH

Hotols HE
oAl ZEE A&SIZ| 0] the section called “E AF&35104 Q15 AWS” 0| MHE CHE AWS E Ot 215

£ FAEHLIC O CFS the section called “Adx|"0f] A El CHE AWS SDK for PHPE 7t A SLICH.

Amazon SES AL&0{ CH8F XEAM|EH LI Amazon SES 7HEr A OHLHAME & ESHMIL.

Amazon SESE EOQIEl O|HY A == THICI|AMTF o|HIYUE B
Ol5toqd ST FAO| AKRX0| Amazon SES7t sHiE A0 o2

Amazon SES o 396


https://docs.aws.amazon.com/ses/latest/DeveloperGuide/sending-email.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#verifyemailidentity
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#verifydomainidentity
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#listidentities
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#listidentities
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#deleteidentity
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#deleteidentity
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/

AWS SDK for PHP JHEER 7HO|E HHT 3

ChE 2 oKX E A5t Amazon SESTt X|Het FAZ O|HYES EHLICH AEXHEE O|HIY =+
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Amazon SES HHoll O|HY FAE F7t5t24™ VerifyEmailldentity 242 AFS &LCH.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$email = 'email_address';

try {
$result = $SesClient->verifyEmailIdentity([

"EmailAddress' => $email,
1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

ME IE=

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default',
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$domain = 'domain.name';

try {

$result = $SesClient->verifyDomainIdentity([
'Domain' => $domain,
D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default',
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

try {
$result = $SesClient->listIdentities([
'IdentityType' => 'EmailAddress',
D
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
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'profile' => 'default'’,

'version' => '2010-12-01',
'region' => 'us-east-2'

1)

try {
$result
'IdentityType' => 'Domain’,

$SesClient->1listIdentities([

1)

var_dump($result);

} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();

echo "\n";
}
OlHIY =4 A
Hot 015 SR =HIE o|HY FAE AFA|SHE{™ Deleteldentity 24 AFSELICH
7tK &Lt

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$email = 'email_address';
try {
$result = $SesClient->deleteIdentity([
'Identity' => $email,
400
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1)

var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$domain = 'domain.name';

try {
$result = $SesClient->deleteIdentity([

'Identity' => $domain,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$name = 'Template_Name';
$html_body = '<h1>AWS Amazon Simple Email Service Test Email</h1>'
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-php/">"
'AWS SDK for PHP</a>.</p>';
$subject = 'Amazon SES test (AWS SDK for PHP)';
$plaintext_body = 'This email was send with Amazon SES using the AWS SDK for PHP.';

try {
$result = $SesClient->createTemplate([
'Template' => [
"HtmlPart' => $html_body,
'SubjectPart' => $subject,
'TemplateName' => $name,
'TextPart' => $plaintext_body,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$name = 'Template_Name';

try {
$result = $SesClient->getTemplate([
'TemplateName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

try {
$result = $SesClient->listTemplates([
'MaxItems' => 10,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

OlHY HEZ UH0|E

M= E HTMLEE & YEtHAEE 2860 §H oMY HESe] 2RIAE HEsE{H

7t ELch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
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'profile' => 'default'’,
'version' => '2010-12-01°',
'region' => 'us-east-2'

1)

$name = 'Template_Name';
$html_body = '<h1>AWS Amazon Simple Email Service Test Email</h1>"'
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-php/">"
'AWS SDK for PHP</a>.</p>';
$subject = 'Amazon SES test (AWS SDK for PHP)';
$plaintext_body = 'This email was send with Amazon SES using the AWS SDK for PHP.';

try {
$result = $SesClient->updateTemplate([

'Template' => [
"HtmlPart' => $html_body,
'SubjectPart' => $subject,
'TemplateName' => $name,
'TextPart' => $plaintext_body,

iF

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([

'profile' => 'default',
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)
$name = 'Template_Name';
try {
$result = $SesClient->deleteTemplate([
'TemplateName' => $name,
1);

var_dump($result);
} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();
eChO ||\n||;

}
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([

'profile' => 'default’,
'version' => '2010-12-01°',
'region' => 'us-east-2'

1);
$template_name = 'Template_Name';
$sender_email = 'email_address';
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$recipient_emails = ['email_address'];

try {
$result = $SesClient->sendTemplatedEmail([
'Destination' => [
'ToAddresses' => $recipient_emails,
1,
'ReplyToAddresses' => [$sender_email],
'Source' => $sender_email,

'Template' => $template_name,
'TemplateData' => '{ }'

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";

Amazon SES APl 2! AWS SDK for PHP HH7X 32 A2 5104 0|0 Z/E 2|

—

OlHYE ELH= A 20T Amazon Simple Email Service (Amazon SES) £ O|HYS
z 0

LIC. 1P 4 TE(E S5 1P F4 £E S5 H9I0| IP FA0M wAIS HiYol +2t

UA| gLIC XEMIEF LIE 2 Amazon SES O|H & =412 2l IP 4 EE 22| BHHE & ZT5HAM

« CreateReceiptFilter® AI&304 O|H Y EE BHE 7|
- ListReceiptFiltersE AF&3t0{ 2 E O|HIY ZE LI
« DeleteReceiptFilter® AF23t04 O|H|Y ZE] A

AWS SDK for PHPO{ CHEt 2 & oK 2 E= GitHubolM AFEE = JU&LICH

HoolE e
oM L EE A™S7| 7ol the section called “E AF&3t04 21F AWS 0l AHEE CHE AWS 20t 015
2 FAFLICH 3 S the section called “Ax|"0fl M El CHE AWS SDK for PHPE 7}A{& L|C}.

Amazon SES AF20] CHt REAIEH LH2 2 Amazon SES 7HEMAF OHLHAME R ESHAMIR.

Amazon SES o 408


https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-managing-ip-filters.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#createreceiptfilter
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#listreceiptfilters
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;
ME IE
$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'
1);
$filter_name = 'FilterName';
$ip_address_range = '10.0.0.1/24';
try {
$result = $SesClient->createReceiptFilter([
'Filter' => [
'"IpFilter' => [
'Cidr' => $ip_address_range,
'Policy' => 'Block]|Allow',
1,
"Name' => $filter_name,
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
}
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1

try {
$result = $SesClient->listReceiptFilters();
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$filter_name = 'FilterName';

try {
$result = $SesClient->deleteReceiptFilter([

'"FilterName' => $filter_name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1

$name = 'Rule_Set_Name';
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https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-email-2010-12-01.html#updatereceiptrule
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try {
$result = $SesClient->createReceiptRuleSet([
'RuleSetName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();

echo "\n";
}
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';

$s3_bucket = 'Bucket_Name';

try {
$result = $SesClient->createReceiptRule([
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'Rule' => [
'"Actions' => [
[
'S3Action' => [
'BucketName' => $s3_bucket,
15
iF
15

"Name' => $rule_name,

'ScanEnabled' => true,

'TlsPolicy' => 'Optional’,

'Recipients' => ['<string>"']
1,

'RuleSetName' => $rule_set_name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
=

M|k

Ic

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default',
'version' => '2010-12-01"',
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'region' => 'us-east-2'

1)

$name = 'Rule_Set_Name';

try {
$result = $SesClient->describeReceiptRuleSet([
'RuleSetName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';
try {
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$result = $SesClient->describeReceiptRule([

'RuleName' => $rule_name,
'RuleSetName' => $rule_set_name,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();
echo "\n";

}
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

try {
$result = $SesClient->listReceiptRuleSets();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails

echo $e->getMessage();
eChO Il\nll;
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);
$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';
$lambda_arn = 'Amazon Resource Name (ARN) of the AWS Lambda function';
$sns_topic_arn = 'Amazon Resource Name (ARN) of the Amazon SNS topic';
try {
$result = $SesClient->updateReceiptRule([
'Rule' => [
'Actions' => [
'LambdaAction' => [
'FunctionArn' => $lambda_azrn,
'"TopicArn' => $sns_topic_arn,
1,
1,
'Enabled' => true,
"Name' => $rule_name,
'ScanEnabled' => false,
'TlsPolicy' => 'Require',
1,
'RuleSetName' => $rule_set_name,
1);
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var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
=]

M|k

IE

$SesClient = new Aws\Ses\SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1)

$name = 'Rule_Set_Name';

try {
$result = $SesClient->deleteReceiptRuleSet([
'RuleSetName' => $name,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";

Amazon SES 0|

418


https://docs.aws.amazon.com/ses/latest/APIReference/API_DeleteReceiptRuleSet.html

AWS SDK for PHP JHEER 7HO|E HHT 3

248 RuleNameZ} RuleSetNameS DeleteReceiptRule Z40i| XM= &L|Ct.

b
fjo
>
>
ol

7tRE LIt

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

AH
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$SesClient = new Aws\Ses\SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-2'

1);

$rule_name = 'Rule_Name';
$rule_set_name = 'Rule_Set_Name';
try {

$result = $SesClient->deleteReceiptRule([
'RuleName' => $rule_name,
'RuleSetName' => $rule_set_name,

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;
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$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1
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try {
$result = $SesClient->getSendQuota();

$send_limit = $result["Max24HourSend"];

$sent = $result["SentLast24Hours"];

$available = $send_limit - $sent;

print("<p>You can send " . $available . " more messages in the next 24 hours.</
p>");

var_dump($result);
} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;
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$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1);

try {
$result = $SesClient->getSendStatistics();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
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echo $e->getMessage();
eChO Il\nll;
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;
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$SesClient = new SesClient([
'profile' => 'default’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1)

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
$other_aws_account = "0123456789";

$policy = <<<EOT

{
"Id":"ExampleAuthorizationPolicy",
"Version":"2012-10-17",
"Statement": [

{

"Sid":"AuthorizeAccount",

"Effect":"Allow",

"Resource":"$identity",

"Principal":{

"AWS":[ "$other_aws_account" ]

},

"Action":[
"SES:SendEmail",
"SES:SendRawEmail"

]

}
]

}

EOT;

$name = "policyName";

try {

$result = $SesClient->putIdentityPolicy([
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'Identity' => $identity,
'"Policy' => $policy,
'"PolicyName' => $name,

1);

var_dump($result);

} catch (AwsException $e) {

// output error message if fails

echo $e->getMessage();

echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;
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$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1);

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
$policies = ["policyName"];

try {
$result = $SesClient->getIdentityPolicies([

'Identity' => $identity,
'PolicyNames' => $policies,
1)

var_dump($result);
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} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;
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$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1D
$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";

try {
$result = $SesClient->listIdentityPolicies([
'Identity' => $identity,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Ses\SesClient;

AH
=

M|k

Ic

$SesClient = new SesClient([
'profile' => 'default'’,
'version' => '2010-12-01"',
'region' => 'us-east-1'

1)

$identity = "arn:aws:ses:us-east-1:123456789012:identity/example.com";
$name = "policyName";

try {
$result = $SesClient->deleteIdentityPolicy([
'Identity' => $identity,
'"PolicyName' => $name,
1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
echo $e->getMessage();
echo "\n";
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
"Name' => $topicname,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1)

try {
$result = $SnSclient->listTopics();

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
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'profile' => 'default'’,

'region' => 'us-east-1"',

'version' => '2010-03-31'
1);

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->deleteTopic([
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

AH

o= I

Mk

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->getTopicAttributes([
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'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

x4
(=)

o
Pl
1
0Z
[l

Qo
=

m
N
T
4»

Kol 48 ool E5HE{™ SetTopicAttributes 24E AFE EHLILCE.

Policy, DisplayName %! DeliveryPolicy &40t A& 4 U&LICH

7tXZLch

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);
$attribute = 'Policy | DisplayName | DeliveryPolicy';
$value = 'First Topic';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->setTopicAttributes([
"AttributeName' => $attribute,
'AttributeValue' => $value,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
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// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2010-03-31'

1D;
$protocol = 'email’;
$endpoint = 'sample@example.com’;

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic"';

try {
$result = $SnSclient->subscribe([
'Protocol' => $protocol,
"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => '2010-03-31'
1D;

$protocol = 'https’';
$endpoint "https://';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic"';

try {
$result = $SnSclient->subscribe([

'Protocol' => $protocol,
"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,

1D;

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1);

$protocol = 'lambda‘’;
$endpoint 'arn:aws:lambda:us-east-1:123456789023:function:messageStore';

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->subscribe([

'Protocol' => $protocol,
'Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,

1D;

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);
$protocol sms';
$endpoint = '+1XXX5550100';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic’;

try {
$result = $SnSclient->subscribe([

'Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,

1);

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1);

$subscription_token = 'arn:aws:sns:us-east-1:111122223333:MyTopic:123456-

abcd-12ab-1234-12ba3dcl234a’;

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->confirmSubscription([

'Token' => $subscription_token,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->listSubscriptions();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$subscription = 'arn:aws:sns:us-east-1:111122223333:MySubscription’;

try {
$result = $SnSclient->unsubscribe([

'SubscriptionArn' => $subscription,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
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'region' => 'us-east-1',
'version' => '2010-03-31"'
1);

$message = 'This message is sent from a Amazon SNS code sample.';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->publish([
'Message' => $message,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->getSMSAttributes([
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'attributes' => ['DefaultSMSType'],
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->SetSMSAttributes([
'attributes' => [
'DefaultSMSType' => 'Transactional',
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';
use Aws\Exception\AwsException
use Aws\Sns\SnsClient;
ME IE=
$SnSclient = new SnsClient([
'profile' => 'default'
'region' => 'us-east-1'
version' => '2010-03-31'
1D
$phone = '+1XXX5550100'
try {
$result = $SnSclient->checkIfPhoneNumberIsOptedOut([
phoneNumber' => $phone,
D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
}
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->1istPhoneNumbersOptedOut();

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
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use Aws\Sns\SnsClient;
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$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$message = 'This message is sent from a Amazon SNS code sample.';
$phone = '+1XXX5550100';

try {
$result = $SnSclient->publish([
'Message' => $message,
'PhoneNumber' => $phone,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;

AH
=

e =

[kl

$queueUrl = "QUEUE_URL";

$client = new SqsClient([
'profile' => 'default’,
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'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->setQueueAttributes([
'Attributes' => [
'ReceiveMessageWaitTimeSeconds' => 20
1,
'QueueUrl' => $queueUrl, // REQUIRED
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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$queueUrl = "QUEUE_URL";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->receiveMessage([
'AttributeNames' => ['SentTimestamp'],
'MaxNumberOfMessages' => 1,
'MessageAttributeNames' => ['All'],
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'QueueUrl' => $queueUrl, // REQUIRED
'WaitTimeSeconds' => 20,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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$queueName = "QUEUE_NAME";

$client = new SqsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->createQueue([
'QueueName' => $queueName,
'Attributes' => [

'ReceiveMessageWaitTimeSeconds' => 20

iF
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

Amazon SQS 0|

448



AWS SDK for PHP JHEER 7HO|E HHT 3

AWS SDK for PHP HHT 3& Al 3= Amazon SQS2| 7HA|A Ef 2ot &t 2|

HM8h AlZH ZTHS Amazon SQSOIA CHE AFS 741 @47} HIAIRIE £ 4lsta #2IE 4 gi= 712+
LIch REMIS] QOFEBIRY RIEE AlZE ZTE BESHHL.

CHS ofolAME &Y &S 2oiELICH

« ChangeMessageVisibilityBatch® Al&304 CHZ |0l XIHE HIAIX|[S| MBH Azt ZTHE M 2t
2 HEEL[C

AWS SDK for PHPOI| L8t @ & oA 2 == GitHubOllA AH8E &= U&LCt

Hot ols He
oMl L =EE A™SI7| ol the section called “E AF& 304 215 AWS”0l| AHE CHE AWS 20t 015
2 T -ELICE O CFF the section called “Md x|"01| A E AWS SDK for PHPE 7t S LICt.

o424 HIAIX[S| M|t Alzh =1 B4
7tx4 &Lt
require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Sgs\SgsClient;
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$queueUrl = "QUEUE_URL";

$client = new SqsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->receiveMessage(array(
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'AttributeNames' => ['SentTimestamp'],
'MaxNumberOfMessages' => 10,
'MessageAttributeNames' => ['All'],
'QueueUrl' => $queueUrl, // REQUIRED
));
$messages = $result->get('Messages');
if ($messages != null) {
$entries = array();
for ($i = 0; $i < count($messages); $i++) {
$entries[] = [
'Id' => 'unique_is_msg' . $i, // REQUIRED
'ReceiptHandle' => $messages[$i]['ReceiptHandle'], // REQUIRED
'VisibilityTimeout' => 3600
1;
}
$result = $client->changeMessageVisibilityBatch([
'Entries' => $entries,
'Queuelrl' => $queueUlrl

1)

var_dump($result);
} else {
echo "No messages in queue \n";
}
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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CE A&SH7| ™ofl the section called “E AFE&35l0{ 215 AWS 0l MHEICHZ AWS E O QIS
2 FMEHLIC 3 CFS the section called “Adx|"0f] A=l AWS SDK for PHPE 7t L|C}.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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$client = new SqsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

$params = [
'DelaySeconds' => 10,
'MessageAttributes' => [
"Title" => [
'DataType' => "String",
'StringValue' => "The Hitchhiker's Guide to the Galaxy"
1,
"Author" => [
'DataType' => "String",
'StringValue' => "Douglas Adams."
1,
"WeeksOn" => [
'DataType' => "Number",
'StringValue' => "6"

]I

'MessageBody' => "Information about current NY Times fiction bestseller for week of
12/11/2016.",

'QueueUrl' => 'QUEUE_URL'
1;
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try {
$result = $client->sendMessage($params);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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$queueUrl = "QUEUE_URL";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->receiveMessage([

'AttributeNames' => ['SentTimestamp'],

'MaxNumberOfMessages' => 1,
'MessageAttributeNames' => ['All'],
'QueueUrl' => $queueUrl, // REQUIRED
'WaitTimeSeconds' => 0,

1);
if (!empty($result->get('Messages'))) {

var_dump($result->get('Messages')[0]);

$result = $client->deleteMessage([

'QueueUrl' => $queueUrl, // REQUIRED

'ReceiptHandle' => $result->get('Messages')[@]['ReceiptHandle'] // REQUIRED
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1);
} else {
echo "No messages in queue. \n";

}
} catch (AwsException $e) {

// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Sgs\SgsClient;
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$queueUrl = "QUEUE_URL";

$client = new SqsClient([
'profile' => 'default',
'region' => 'us-west-2',
'version' => '2012-11-05'
1D;

try {
$result = $client->setQueueAttributes([
'"Attributes' => [
'RedrivePolicy' => "{\"deadLetterTargetArn\":\"DEAD_LETTER_QUEUE_ARN\",
\"maxReceiveCount\":\"10\"}"
1,
'QueueUrl' => $queueUrl // REQUIRED
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;

use Aws\Sgs\SgsClient;
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$client = new SqgsClient([
'profile' => 'default’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->1listQueues();
foreach ($result->get('QueueUrls') as $queueUrl) {
echo "$queueUrl\n";

}

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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$queueName = "SQS_QUEUE_NAME";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {
$result = $client->createQueue([
'QueueName' => $queueName,
"Attributes' => [
'DelaySeconds' => 5,
'MaximumMessageSize' => 4096, // 4 KB
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

CHZ (€| URL het
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sqs\SqsClient;
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$queueName = "SQS_QUEUE_NAME";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);
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try {

$result = $client->getQueueUrl([
'QueueName' => $queueName // REQUIRED

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sgs\SgsClient;
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$queueUrl = "SQS_QUEUE_URL";

$client = new SqgsClient([
'profile' => 'default'’,
'region' => 'us-west-2',
'version' => '2012-11-05'
1);

try {

$result = $client->deleteQueue([
'"QueueUrl' => $queueUrl // REQUIRED

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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<?php
/* Send a single event to an existing

require '../vendor/autoload.php';

x| =[0o{ R{o{oF EfLICt.

5to{ el o|HIEE EventBridge

Amazon EventBridge global endpoint. */

use Aws\EventBridge\EventBridgeClient;

// Existing EventBridge global endpointId.
// Existing event bus in the us-east-1 Region.

$evClient = new EventBridgeClient([
'region' => 'us-east-1'

1);

$endpointId = 'xxxx123456.xxx";

$eventBusName = 'default';

$event = [
'Source' => 'my-php-app',
'DetailType' => 'test',
'Detail' => json_encode(['foo' => 'bar']),
'Time' => new DateTime(),
'Resources' => ['php-script'],
'"EventBusName' => $eventBusName,
'TraceHeader' => 'test'

iy
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$result = $evClient->putEvents([
"EndpointId' => $endpointId,
'"Entries' => [$event]

1)

0| 221 HAIZ0{E EventBridge 22 A= Z QIEof CHt REAMISH ME I Z & E|o] Q& LCH.
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require 'vendor/autoload.php';
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use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/* 111117777777 777777777777777777777777777777777777777777777777777777777777777

* Purpose: Gets the base path mapping for a custom domain name in
* Amazon API Gateway.

* Prerequisites: A custom domain name in API Gateway. For more information,
* see "Custom Domain Names" in the Amazon API Gateway Developer Guide.

* Inputs:

* - $apiGatewayClient: An initialized AWS SDK for PHP API client for

* API Gateway.

* - $basePath: The base path name that callers must provide as part of the
& URL after the domain name.

* - $domainName: The custom domain name for the base path mapping.

* Returns: The base path mapping, if available; otherwise, the error message.

LIRS

function getBasePathMapping($apiGatewayClient, $basePath, $domainName)
{
try {
$result = $apiGatewayClient->getBasePathMapping([
'basePath' => $basePath,
"domainName' => $domainName,
1);
return 'The base path mapping\'s effective URI is: '
$result['emetadata']['effectiveUri'];
} catch (AwsException $e) {

return 'Error: ' . $e['message'];

function getsTheBasePathMapping()
{
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2015-07-09'
1);
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echo getBasePathMapping($apiGatewayClient, '(none)', 'example.com');

// Uncomment the following line to run this code in an AWS account.
// getsTheBasePathMapping();

- API AR HE
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AWS SDK for PHP API & Z 2| GetBasePathMapping2 & X 3HAM| L.

ListBasePathMappings
CH2 ZE o A|= ListBasePathMappings2| AHS &g EoiFLICH

SDK for PHP

(® Note
GitHuboll | Bt 2 LHE0| &LIch AWS I E of E|ZX|EE[0M M| ol & 31 H4H 2

st YHE HIKIEAM L.

require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/* 1111177777777/ 777777777777777777777777777777777777777777777777777/777777777
* Purpose: Lists the base path mapping for a custom domain name in
* Amazon API Gateway.

* Prerequisites: A custom domain name in API Gateway. For more information,
* see "Custom Domain Names" in the Amazon API Gateway Developer Guide.

* Inputs:

* - $apiGatewayClient: An initialized AWS SDK for PHP API client for
* API Gateway.

* - $domainName: The custom domain name for the base path mappings.

* Returns: Information about the base path mappings, if available;
* otherwise, the error message.
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function listBasePathMappings($apiGatewayClient, $domainName)

{
try {
$result = $apiGatewayClient->getBasePathMappings([
'domainName' => $domainName
1);
return 'The base path mapping(s) effective URI is:
$result['emetadata']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e['message'];

function listTheBasePathMappings()

{
$apiGatewayClient = new ApiGatewayClient([

'profile' => 'default',

'region' => 'us-east-1',

'version' => '2015-07-09'
1);

echo listBasePathMappings($apiGatewayClient, 'example.com');

// Uncomment the following line to run this code in an AWS account.
// listTheBasePathMappings();

« API M8 HE = AWS SDK for PHP API & Z 9| ListBasePathMappings& & Z35tAM 2.

UpdateBasePathMapping

CHE ZE o A|E= UpdateBasePathMappingl| AFHE &HE Eo{FLICH
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require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/* 111177777777 777777777777777777777777777777777777777777777777777777777777777

* Purpose: Updates the base path mapping for a custom domain name
* in Amazon API Gateway.

* Inputs:

* $apiGatewayClient: An initialized AWS SDK for PHP API client for

* API Gateway.

ik $basePath: The base path name that callers must provide as part of the
& URL after the domain name.

ik $domainName: The custom domain name for the base path mapping.

& $patchOperations: The base path update operations to apply.

* Returns: Information about the updated base path mapping, if available;
* otherwise, the error message.

LI R

function updateBasePathMapping(
$apiGatewayClient,
$basePath,
$domainName,
$patchOperations
) {
try {
$result = $apiGatewayClient->updateBasePathMapping([
'basePath' => $basePath,
"domainName' => $domainName,
"patchOperations' => $patchOperations
1D;
return 'The updated base path\'s URI is:
$result['@metadata’']['effectiveUri'];
} catch (AwsException $e) {
return 'Error: ' . $e['message'];

function updateTheBasePathMapping()
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{
$patchOperations = array([
'op' => 'replace'’,
'path' => '/stage',
'value' => 'stage2'
D;
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2015-07-09'
D;
echo updateBasePathMapping(
$apiGatewayClient,
'(none) ',
'example.com',
$patchOperations
);
}

// Uncomment the following line to run this code in an AWS account.
// updateTheBasePathMapping();

« API M2 HE = AWS SDK for PHP API & Z 2| UpdateBasePathMapping2 & X stAMIL.
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public function helloService()

{
$autoScalingClient = new AutoScalingClient([

'region' => 'us-west-2',

'version' => 'latest',

'profile' => 'default’,
1)

$groups = $autoScalingClient->describeAutoScalingGroups([]);
var_dump($groups);

- API M|§ HE = AWS SDK for PHP API & Z 9| DescribeAutoScalingGroups2 & Z35HMIR.
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namespace AutoScaling;

use Aws\AutoScaling\AutoScalingClient;
use Aws\CloudWatch\CloudWatchClient;
use Aws\Ec2\Ec2Client;

use AwsUtilities\AWSServiceClass;

use AwsUtilities\RunnableExample;

class GettingStartedWithAutoScaling implements RunnableExample

{
protected

protected
protected
protected
protected
protected
protected

Ec2Client $ec2Client;

AutoScalingClient $autoScalingClient;
AutoScalingService $autoScalingService;
CloudwWatchClient $cloudwatchClient;
string $templateName;

string $autoScalingGroupName;

array $role;

public function runExample()

{

echo("\n");

AN

print("Welcome to the Amazon EC2 Auto Scaling getting started demo using

PHP!\n");

$clientArgs = [
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default',

1;

$unigid = unigid();

$this-

>autoScalingClient = new AutoScalingClient($clientArgs);
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$this->autoScalingService = new AutoScalingService($this-
>autoScalingClient);
$this->cloudWatchClient = new CloudWatchClient($clientArgs);

AWSServiceClass::$waitTime = 5;
AWSServiceClass: :$maxWaitAttempts = 20;

/**
* Step 0: Create an EC2 launch template that you'll use to create an Auto
Scaling group.
*/
$this->ec2Client = new EC2Client($clientArgs);
$this->templateName = "example_launch_template_$uniqgid";
$instanceType = "tl.micro";
$amiId = "ami-0@ca285d4c2cda3300";
$launchTemplate = $this->ec2Client->createLaunchTemplate(
[
"LaunchTemplateName' => $this->templateName,
'LaunchTemplateData' => [
'InstanceType' => $instanceType,
'ImageIld' => $amild,

);

/**
* Step 1: CreateAutoScalingGroup: pass it the launch template you created
in step 0.
*/
$availabilityZones[] = $this->ec2Client->describeAvailabilityZones([])
['AvailabilityZones']J[1]['ZoneName'];

$this->autoScalingGroupName = "demoAutoScalingGroupName_$uniqid";
$minSize = 1;
$maxSize = 1;
$launchTemplateId = $launchTemplate['LaunchTemplate']['LaunchTemplatelId'];
$this->autoScalingService->createAutoScalingGroup(
$this->autoScalingGroupName,
$availabilityZones,
$minSize,
$maxSize,
$launchTemplateId
);
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$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);

$autoScalingGroup = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);

/**
* Step 2: DescribeAutoScalingInstances: show that one instance has
launched.
*/
$instancelds = [$autoScalingGroup['AutoScalingGroups'][@]['Instances'][0]
['Instanceld']];
$instances = $this->autoScalingService-
>describeAutoScalingInstances($instancelds);
echo "The Auto Scaling group {$this->autoScalingGroupName} was created
successfully.\n";

echo count($instances['AutoScalingInstances']) . " instances were created
for the group.\n";
echo $autoScalingGroup['AutoScalingGroups'][@]['MaxSize'] . " is the max

number of instances for the group.\n";

/**
* Step 3: EnableMetricsCollection: enable all metrics or a subset.
*/
$this->autoScalingService->enableMetricsCollection($this-
>autoScalingGroupName, "1Minute");

/**
* Step 4: UpdateAutoScalingGroup: update max size to 3.
*/
echo "Updating the max number of instances to 3.\n";
$this->autoScalingService->updateAutoScalingGroup($this-
>autoScalingGroupName, ['MaxSize' => 3]);

/**

* Step 5: DescribeAutoScalingGroups: show the current state of the group.

*/
$autoScalingGroup = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);
echo $autoScalingGroup['AutoScalingGroups'][@]['MaxSize'];
echo " is the updated max number of instances for the group.\n";

$limits = $this->autoScalingService->describeAccountlLimits();
echo "Here are your account limits:\n";
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echo "MaxNumberOfAutoScalingGroups:
{$1imits['MaxNumberOfAutoScalingGroups']}\n";

echo "MaxNumberOfLaunchConfigurations:
{$1imits['MaxNumberOfLaunchConfigurations']}\n";

echo "NumberOfAutoScalingGroups: {$limits['NumberOfAutoScalingGroups']}\n";

echo "NumberOfLaunchConfigurations:
{$1imits['NumberOfLaunchConfigurations']}\n";

/**
* Step 6: SetDesiredCapacity: set desired capacity to 2.
*/
$this->autoScalingService->setDesiredCapacity($this->autoScalingGroupName,
2);
sleep(10); // Wait for the group to start processing the request.
$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);

/**
* Step 7: DescribeAutoScalingInstances: show that two instances are
launched.
*/
$autoScalingGroups = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);
foreach ($autoScalingGroups['AutoScalingGroups'] as $autoScalingGroup) {
echo "There is a group named:
{$autoScalingGroup['AutoScalingGroupName']}";
echo "with an ARN of {$autoScalingGroup['AutoScalingGroupARN']}.\n";
foreach ($autoScalingGroup['Instances'] as $instance) {
echo "{$autoScalingGroup[ 'AutoScalingGroupName']} has an instance
with id of: ";
echo "{$instance['Instanceld']} and a lifecycle state of:
{$instance['LifecycleState']}.\n";
}

/**
* Step 8: TerminateInstanceInAutoScalingGroup: terminate one of the
instances in the group.
*/
$this->autoScalingService-
>terminateInstanceInAutoScalingGroup($instance['Instanceld'], false);
do {
sleep(10);
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$instances = $this->autoScalingService-
>describeAutoScalingInstances([$instance['InstancelId']]);
} while (count($instances['AutoScalingInstances']) > 0);
do {
sleep(10);
$autoScalingGroups = $this->autoScalingService-
>describeAutoScalingGroups([$this->autoScalingGroupName]);
$instances = $autoScalingGroups['AutoScalingGroups'][@]['Instances'];
} while (count($instances) < 2);
$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);
foreach ($autoScalingGroups['AutoScalingGroups'] as $autoScalingGroup) {
echo "There is a group named:
{$autoScalingGroup['AutoScalingGroupName']}";
echo "with an ARN of {$autoScalingGroup['AutoScalingGroupARN']}.\n";
foreach ($autoScalingGroup['Instances'] as $instance) {
echo "{$autoScalingGroup['AutoScalingGroupName']} has an instance
with id of: ";
echo "{$instance['Instanceld']} and a lifecycle state of:
{$instance['LifecycleState']}.\n";
}

/**
* Step 9: DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
*/
$activities = $this->autoScalingService-
>describeScalingActivities($autoScalingGroup['AutoScalingGroupName']);
echo "We found " . count($activities['Activities']) . " activities.\n";
foreach ($activities['Activities'] as $activity) {
echo "{$activity['ActivityId']} - {$activity['StartTime']} -
{$activity['Description']}\n";
}

/**
* Step 10: Use the Amazon CloudWatch API to get and show some metrics
collected for the group.
*/
$metricsNamespace = 'AWS/AutoScaling';
$metricsDimensions = [
[
'Name' => 'AutoScalingGroupName',
'"Value' => $autoScalingGroup['AutoScalingGroupName'],
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1,

iy

$metrics = $this->cloudWatchClient->listMetrics(
[
'Dimensions' => $metricsDimensions,
'Namespace' => $metricsNamespace,
]

I

foreach ($metrics['Metrics'] as $metric) {
$timespan = 5;

if ($metric['MetricName'] != 'GroupTotalCapacity' &&
$metric['MetricName'] != 'GroupMaxSize') {
continue;
}
echo "Over the last $timespan minutes, {$metric['MetricName']} recorded:
\n";
$stats = $this->cloudWatchClient->getMetricStatistics(
[
'Dimensions' => $metricsDimensions,
'"EndTime' => time(),
'StartTime' => time() - (5 * 60),
"MetricName' => $metric['MetricName'],
'Namespace' => $metricsNamespace,
'Period' => 60,
'Statistics' => ['Sum'],
]
);
foreach ($stats['Datapoints'] as $stat) {
echo "{$stat['Timestamp']}: {$stat['Sum']I\n";
}
}
return $instances;
}
public function cleanUp()
{
/**
* Step 11: DisableMetricsCollection: disable all metrics.
*/

$this->autoScalingService->disableMetricsCollection($this-
>autoScalingGroupName);

/**
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* Step 12: DeleteAutoScalingGroup: to delete the group you must stop all
instances.
* - UpdateAutoScalingGroup with MinSize=0
* - TerminateInstanceInAutoScalingGroup for each instance,
ks specify ShouldDecrementDesiredCapacity=True. Wait for instances to
stop.
* - Now you can delete the group.
*/
$this->autoScalingService->updateAutoScalingGroup($this-
>autoScalingGroupName, ['MinSize' => 0]);
$this->autoScalingService->terminateAllInstancesInAutoScalingGroup($this-
>autoScalingGroupName);
$this->autoScalingService->waitUntilGroupInService([$this-
>autoScalingGroupName]);
$this->autoScalingService->deleteAutoScalingGroup($this-
>autoScalingGroupName);

/**
* Step 13: Delete launch template.
*/
$this->ec2Client->deletelLaunchTemplate(
[
'LaunchTemplateName' => $this->templateName,
]
);

public function helloService()
{
$autoScalingClient = new AutoScalingClient([
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,
1);

$groups = $autoScalingClient->describeAutoScalingGroups([]);
var_dump($groups);
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public function createAutoScalingGroup(
$autoScalingGroupName,
$availabilityZones,
$minSize,
$maxSize,
$launchTemplateId
) {
return $this->autoScalingClient->createAutoScalingGroup([
'AutoScalingGroupName' => $autoScalingGroupName,
"AvailabilityZones' => $availabilityZones,
'MinSize' => $minSize,
'MaxSize' => $maxSize,
'LaunchTemplate' => [

£
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'LaunchTemplateId' => $launchTemplateld,
1,
1D
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public function deleteAutoScalingGroup($autoScalingGroupName)

{
return $this->autoScalingClient->deleteAutoScalingGroup([
"AutoScalingGroupName' => $autoScalingGroupName,
'ForceDelete' => true,
1D
}

« AP0 CHBF RFAEH AHE2 AWS SDK for PHP API £ & EXA 2| DeleteAutoScalingGroup2 & &
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public function describeAutoScalingGroups($autoScalingGroupNames)

{

return $this->autoScalingClient->describeAutoScalingGroups([
'AutoScalingGroupNames' => $autoScalingGroupNames

1)
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public function describeAutoScalingInstances($instancelds)

{

return $this->autoScalingClient->describeAutoScalingInstances([
'Instancelds' => $instancelds

1)

I
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public function describeScalingActivities($autoScalingGroupName)
{
return $this->autoScalingClient->describeScalingActivities([
"AutoScalingGroupName' => $autoScalingGroupName,

1);
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public function disableMetricsCollection($autoScalingGroupName)
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return $this->autoScalingClient->disableMetricsCollection([
'AutoScalingGroupName' => $autoScalingGroupName,

1)

« APIOf CHEH M5 HE = AWS SDK for PHP API & X Q| DisableMetricsCollection2 & ESHAM|L.
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public function enableMetricsCollection($autoScalingGroupName, $granularity)

{
return $this->autoScalingClient->enableMetricsCollection([
"AutoScalingGroupName' => $autoScalingGroupName,
'Granularity' => $granularity,
D;
}
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public function setDesiredCapacity($autoScalingGroupName, $desiredCapacity)

{
return $this->autoScalingClient->setDesiredCapacity([
"AutoScalingGroupName' => $autoScalingGroupName,
'DesiredCapacity' => $desiredCapacity,
1);
}
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public function terminateInstanceInAutoScalingGroup(
$instanceld,

$shouldDecrementDesiredCapacity = true,
$attempts = 0

) {
try {

return $this->autoScalingClient->terminatelInstanceInAutoScalingGroup([
'Instanceld' => $instanceld,

'ShouldDecrementDesiredCapacity' => $shouldDecrementDesiredCapacity,
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1);
} catch (AutoScalingException $exception) {
if ($exception->getAwsErrorCode() == "ScalingActivityInProgress" &&

$attempts < 5) {

error_log("Cannot terminate an instance while it is still pending.
Waiting then trying again.");

sleep(5 * (1 + $attempts));
return $this->terminateInstanceInAutoScalingGroup(

$instanceld,
$shouldDecrementDesiredCapacity,
++$attempts
);
} else {

throw $exception;

« APIO]| CHEF M8 HE = AWS SDK for PHP API & = 9|
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public function updateAutoScalingGroup($autoScalingGroupName, $args)
{

if (array_key_exists('MaxSize', $args)) {

$maxSize = ['MaxSize' => $args['MaxSize']];
} else {
$maxSize = [];

£
e
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if (array_key_exists('MinSize', $args)) {
$minSize = ['MinSize' => $args['MinSize']];

} else {
$minSize = [];
}
$parameters = ['AutoScalingGroupName' => $autoScalingGroupName];

$parameters = array_merge($parameters, $minSize, $maxSize);
return $this->autoScalingClient->updateAutoScalingGroup($parameters);
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public function listFoundationModels()

{
$bedrockClient = new BedrockClient([
'region' => 'us-west-2',
'profile' => 'default'
1);
$response = $bedrockClient->listFoundationModels();
return $response[ 'modelSummaries'];
}
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namespace BedrockRuntime;

class GettingStartedWithBedrockRuntime

{
protected BedrockRuntimeService $bedrockRuntimeService;
public function runExample()
{
echo "\n";
€CHO M- mmm e e e
\n";
echo "Welcome to the Amazon Bedrock Runtime getting started demo using PHP!
\n";
echo "---- - -
\n";
$bedrockRuntimeService = new BedrockRuntimeService();
$prompt = 'In one paragraph, who are you?';
echo "\nPrompt: " . $prompt;
echo "\n\nAnthropic Claude:\n";
echo $bedrockRuntimeService->invokeClaude($prompt);
echo
BN e e T e \n";
AlLtE|2
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$image_prompt = 'stylized picture of a cute old steampunk robot';

echo "\nImage prompt: " . $image_prompt;

echo "\n\nStability.ai Stable Diffusion XL:\n";

$diffusionSeed = rand(@, 4294967295);

$style_preset = 'photographic';

$base64 = $bedrockRuntimeService->invokeStableDiffusion($image_prompt,

$diffusionSeed, $style_preset);

$image_path = $this->saveImage($baseb64, 'stability.stable-diffusion-x1');
echo "The generated image has been saved to $image_path";

echo "\n\nAmazon Titan Image Generation:\n";

$titanSeed = rand(0Q, 2147483647);

$base64 = $bedrockRuntimeService->invokeTitanImage($image_prompt,

$titanSeed);

$image_path = $this->saveImage($baseb64, 'amazon.titan-image-generator-v2');
echo "The generated image has been saved to $image_path";

private function saveImage($base64_image_data, $model_id): string

{

$output_dir = "output";
if (!file_exists($output_dir)) {
mkdir($output_dir);

}

$i = 1;

while (file_exists("$output_dir/$model_id" . '_' . "$i.png")) {
$i++;

}

$image_data = base64_decode($base64_image_data);
$file_path = "$output_dir/$model_id" . '_' . "$i.png";
$file = fopen($file_path, 'wb');

fwrite($file, $image_data);

fclose($file);

return $file_path;

« API M5 ME = AWS SDK for PHP API 2= 90| CI2 FANIE & X 5AM2.
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// Use the Conversation API to send a text message to Amazon Nova.
use Aws\BedrockRuntime\BedrockRuntimeClient;
use Aws\Exception\AwsException;

use RuntimeException;

class Converse

{
public function converse(): string
{
// Create a Bedrock Runtime client in the AWS Region you want to use.
$client = new BedrockRuntimeClient([
'region' => 'us-east-1',
'profile' => 'default'
1);
// Set the model ID, e.g., Amazon Nova Lite.
$modelId = 'amazon.nova-lite-v1:0';
// Start a conversation with the user message.
$userMessage = "Describe the purpose of a 'hello world' program in one
line.";

$conversation = [

L

"role" => "user",
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"content" => [["text" => $userMessage]]
iF

try {
// Send the message to the model, using a basic inference configuration.
$response = $client->converse([
'modelId' => $modelld,
'messages' => $conversation,
'inferenceConfig' => [
'maxTokens' => 512,
'temperature' => 0.5

1)

// Extract and return the response text.
$responseText = $response['output']['message']['content'J[@]['text'];
return $responseText;
} catch (AwsException $e) {
echo "ERROR: Can't invoke {$modelId}. Reason: {$e-
>getAwsErrorMessage()}";
throw new RuntimeException("Failed to invoke model: " . $e-
>getAwsErrorMessage(), @, $e);
}

$demo = new Converse();
echo $demo->converse();
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public function invokeTitanImage(string $prompt, int $seed)
{
// The different model providers have individual request and response
formats.
// For the format, ranges, and default values for Titan Image models refer
to:
// https://docs.aws.amazon.com/bedrock/latest/userguide/model-parameters-
titan-image.html

$base64_image_data = "";
try {
$modelId = 'amazon.titan-image-generator-v2:0';
$request = json_encode([
'taskType' => 'TEXT_IMAGE',
'textToImageParams' => [
"text' => $prompt

1,

'imageGenerationConfig' => [
'numberOfImages' => 1,
'quality' => ‘'standard',
'cfgScale' => 8.0,
'height' => 512,

'width' => 512,
'seed' => $seed

1)
$result = $this->bedrockRuntimeClient->invokeModel([

'contentType' => 'application/json',

'body' => $request,

'modelId' => $modelld,
1);
$response_body = json_decode($result['body']);
$base64_image_data = $response_body->images[0];
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} catch (Exception $e) {
echo "Error: ({$e->getCode()}) - {$e->getMessage()I\n";

}
return $base64_image_data;
}
« API M8 ME = AWS SDK for PHP API & & 9| InvokeModel 2 & = 5HM|L2.
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public function invokeClaude($prompt)
{

// The different model providers have individual request and response
formats.

// For the format, ranges, and default values for Anthropic Claude, refer
to:

// https://docs.aws.amazon.com/bedrock/latest/userguide/model-parameters-
claude.html

$completion = "";
try {

$modelId = 'anthropic.claude-3-haiku-20240307-v1:0';

// Claude requires you to enclose the prompt as follows:
$body = [

Anthropic Claude
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'anthropic_version' => 'bedrock-2023-05-31",
'max_tokens' => 512,
'temperature' => 0.5,
'messages’' => [[
'role' => 'user',
'content' => $prompt
1]
iy
$result = $this->bedrockRuntimeClient->invokeModel([
'contentType' => 'application/json',
'body' => json_encode($body),
'modelId' => $modelld,
1);

$response_body = json_decode($result['body']);

$completion = $response_body->content[0]->text;
} catch (Exception $e) {

echo "Error: ({$e->getCode()}) - {$e->getMessage()I\n";

return $completion;
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public function invokeStableDiffusion(string $prompt, int $seed, string
$style_preset)

{

// The different model providers have individual request and response

formats.
// For the format, ranges, and available style_presets of Stable Diffusion

models refer to:
// https://docs.aws.amazon.com/bedrock/latest/userguide/model-parameters-

stability-diffusion.html

$base64_image_data = "";

try {
$modelId = 'stability.stable-diffusion-x1-v1';
$body = [

"text_prompts' => [
['text' => $prompt]
15
'seed' => $seed,
'cfg_scale' => 10,
'steps' => 30
1;
if ($style_preset) {
$body['style_preset'] = $style_preset;

$result = $this->bedrockRuntimeClient->invokeModel([
'contentType' => 'application/json',
'body' => json_encode($body),
'modelId' => $modelld,
1);
$response_body = json_decode($result['body']);
$baseb4_image_data = $response_body->artifacts[0]->baseb4;
} catch (Exception $e) {
echo "Error: ({$e->getCode()}) - {$e->getMessage()I\n";

return $base64_image_data;

« API M| HE = AWS SDK for PHP API & Z 2| InvokeModel & & = 5HA|L.
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<?php
require _ DIR__.'/vendor/autoload.php';

use Bref\Context\Context;
use Bref\Event\Handler;

class DocumentDBEventHandler implements Handler
{

public function handle($event, Context $context): string
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{
$events = $event['events'] ?? [];
foreach ($events as $record) {

$this->logDocumentDBEvent($record['event']);

}
return '0K';

}

private function logDocumentDBEvent($event): void

{
// Extract information from the event record
$operationType = $event['operationType'] ?? 'Unknown';
$db = $event['ns']J['db'] ?? 'Unknown';
$collection = $event['ns']['coll’'] ?? 'Unknown';
$fullDocument = $event['fullDocument'] ?? [];
// Log the event details
echo "Operation type: $operationType\n";
echo "Database: $db\n";
echo "Collection: $collection\n";
echo "Full document: " . json_encode($fullDocument, JSON_PRETTY_PRINT) .

Il\nll ;
}

}
return new DocumentDBEventHandler();
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namespace DynamoDb\Basics;

use Aws\DynamoDb\Marshaler;
use DynamoDb;
use DynamoDb\DynamoDBAttribute;
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use DynamoDb\DynamoDBService;

use function AwsUtilities\loadMovieData;
use function AwsUtilities\testable_readline;

class GettingStartedWithDynamoDB

{
public function run()
{

echo("\n");
echo( "M== e - \n");
print("Welcome to the Amazon DynamoDB getting started demo using PHP!\n");
echo(M--===-- s m - \n");
$uuid = uniqid();
$service = new DynamoDBService();
$tableName = "ddb_demo_table_$uuid";
$service->createTable(

$tableName,

[

new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

]
);
echo "Waiting for table...";
$service->dynamoDbClient->waitUntil("TableExists", ['TableName' =>

$tableName]);

echo "table $tableName found!\n";

echo "What's the name of the last movie you watched?\n";

while (empty($movieName)) {
$movieName = testable_readline("Movie name: ");

}

echo "And what year was it released?\n";

$movieYear = "year";

while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
$movieYear = testable_readline("Year released: ");

$service->putItem([
'Item' => [
'year' => [
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'N' => "$movieYear",

'title' => [
'S' => $movieName,

1,
'TableName' => $tableName,

1)

echo "How would you rate the movie from 1-10?\n";
$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||

$rating > 10) {
$rating = testable_readline("Rating (1-10): ");
}
echo "What was the movie about?\n";
while (empty($plot)) {
$plot = testable_readline("Plot summary: ");

}
$key = [
'Item' => [
'title' => [
'S'" => $movieName,
1,
'year' => [
'N' => $movieYear,
1,
]
1;
$attributes = ["rating" =>
[
'AttributeName' => 'rating’,
'AttributeType' => 'N',
'"Value' => $rating,
1,
'plot' => [
'AttributeName' => 'plot',
'AttributeType' => 'S',
'Value' => $plot,
]
1;

$service->updateltemAttributesByKey($tableName, $key,
echo "Movie added and updated.";

$attributes);
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$batch = json_decode(loadMovieData());

$service->writeBatch($tableName, $batch);

$movie = $service->getItemByKey($tableName, $key);

echo "\nThe movie {$movie['Item']J['title']J['S']} was released in
{$movie['Item']['year'J['N']}.\n";

echo "What rating would you like to give {$movie['Item']J['title']J['S']}?\n";

$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

$service->updateItemAttributeByKey($tableName, $key, 'rating', 'N',
$rating);

$movie = $service->getItemByKey($tableName, $key);
echo "0k, you have rated {$movie['Item']J['title']J['S']} as a {$movie['Item']
['rating']J['N']}\n";

$service->deleteIltemByKey($tableName, $key);
echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

echo "That's okay though. The book was better. Now, for something lighter,
in what year were you born?\n";
$birthYear = "not a number";
while (!is_numeric($birthYear) || $birthYear >= date("Y")) {
$birthYear = testable_readline("Birth year: ");

}
$birthKey = [
'Key' => [
'year' => [
'N' => "$birthYear",
15
iF
iy

$result = $service->query($tableName, $birthKey);

$marshal = new Marshaler();

echo "Here are the movies in our collection released the year you were born:
\n";

$oops = "Oops! There were no movies released in that year (that we know of).
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$display = "";

foreach ($result['Items'] as $movie) {
$movie = $marshal->unmarshalltem($movie);
$display .= $movie['title'] . "\n";

}

echo ($display) ?: $oops;

$yearsKey = [

'Key' => [
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

1;
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 90s:\n";
$result = $service->scan($tableName, $yearsKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalItem($movie);

echo $movie['title'] . "\n";

echo "\nCleaning up this demo by deleting table $tableName...\n";
$service->deleteTable($tableName);

. API M5 ME = AWS SDK for PHP API 2 = 9o| CI2 FANIE & X 5AM2.

* BatchWriteltem

* CreateTable

* Deleteltem

* DeleteTable

* DescribeTable

* Getltem

* Putltem

* Query

500


https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/BatchWriteItem
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/CreateTable
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/DeleteItem
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/DeleteTable
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/DescribeTable
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/GetItem
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/PutItem
https://docs.aws.amazon.com/goto/SdkForPHPV3/dynamodb-2012-08-10/Query

AWS SDK for PHP JHEER 7HO|E HHT 3

* Scan

 Updateltem

X0
L

BatchExecuteStatement
C}2 T E of|A|l= BatchExecuteStatementQ| Al B2 Ho{EL|C}.

SDK for PHP

(® Note

GitHubol| . B2 LH0| Ql&LICH AWS T E of 2|ZX|EZ|oM XA o2 &1 A% gl

o =
st dHE HIIEAM L.

public function getItemByPartiQLBatch(string $tableName, array $keys): Result
{
$statements = [];
foreach ($keys as $key) {
list($statement, $parameters) = $this-
>buildStatementAndParameters("SELECT", $tableName, $key['Item']);
$statements[] = [
'Statement' => "$statement",
'Parameters' => $parameters,

17

return $this->dynamoDbClient->batchExecuteStatement([
'Statements' => $statements,

1)

public function insertItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
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]I

1,
1)

public function updateItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement ([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);

public function deleteItemByPartiQLBatch(string $statement, array $parameters)

{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [

[
'Statement' => "$statement",
'Parameters' => $parameters,

AI2.

ol
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BatchWriteItem
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public function writeBatch(string $TableName, array $Batch, int $depth = 2)
{
if (--$depth <= @) {
throw new Exception("Max depth exceeded. Please try with fewer batch
items or increase depth.");

}

$marshal = new Marshaler();
$total = 0;
foreach (array_chunk($Batch, 25) as $Items) {
foreach ($Items as $Item) {
$BatchWrite['RequestItems'][$TableName][] = ['PutRequest' => ['Item’
=> $marshal->marshalItem($Item)]];

}
try {
echo "Batching another " . count($Items) . " for a total of " .
($total += count($Items)) . " items!\n";

$response = $this->dynamoDbClient->batchWriteItem($BatchWrite);
$BatchwWrite = [];
} catch (Exception $e) {

echo "uh oh...";
echo $e->getMessage();
die();

}

if ($total >= 250) {
echo "250 movies is probably enough. Right? We can stop there.\n";
break;

« API M| HE = AWS SDK for PHP API & Z 2| BatchWriteltem2 & = 5tA| L.
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$tableName = "ddb_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

);

public function createTable(string $tableName, array $attributes)
{
$keySchema = [];
$attributeDefinitions = [];
foreach ($attributes as $attribute) {
if (is_a($attribute, DynamoDBAttribute::class)) {
$keySchema[] = ['AttributeName' => $attribute->AttributeName,
'KeyType' => $attribute->KeyType];
$attributeDefinitions[] =
['AttributeName' => $attribute->AttributeName, 'AttributeType'
=> $attribute->AttributeType];
}

$this->dynamoDbClient->createTable([
'TableName' => $tableName,
'KeySchema' => $keySchema,
'AttributeDefinitions' => $attributeDefinitions,
'ProvisionedThroughput' => ['ReadCapacityUnits' => 10,
'WriteCapacityUnits' => 10],
1);
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$key = [
'Item' => [
"title' => [
'S' => $movieName,
15
'year' => [
'N' => $movieYear,
1,
]
1;

$service->deleteItemByKey($tableName, $key);

echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

public function deleteItemByKey(string $tableName, array $key)

{
$this->dynamoDbClient->deleteItem([
'Key' => $key['Item'],
'TableName' => $tableName,
1);
}

=

« API M8 ME = AWS SDK for PHP API & Z 9| Deleteltem2 & Z=5HM 2.
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DeleteTable
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public function deleteTable(string $TableName)

{
$this->customWaiter(function () use ($TableName) {
return $this->dynamoDbClient->deleteTable([
'TableName' => $TableName,
1);
1)
}

« API M| HE = AWS SDK for PHP API & Z 2| DeleteTableg & Z A R.
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ExecuteStatement
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public function insertItemByPartiQL(string $statement

{
$this->dynamoDbClient->executeStatement([

AMZR4 Ol
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=

, array $parameters)
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'Statement' => "$statement",
'Parameters' => $parameters,

1)

public function getItemByPartiQL(string $tableName, array $key): Result
{
list($statement, $parameters) = $this->buildStatementAndParameters("SELECT",
$tableName, $key['Item']);

return $this->dynamoDbClient->executeStatement([
'Parameters' => $parameters,
'Statement' => $statement,

1);
}
public function updateIltemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}
public function deleteltemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}

« API M5 ME = AWS SDK for PHP API £ X 9| ExecuteStatementE 2 X 5tMI2.
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$movie = $service->getItemByKey($tableName, $key);
echo "\nThe movie {$movie['Item']['title']['S']} was released in
{$movie['Item']['year'J['N']}.\n";
public function getItemByKey(string $tableName, array $key)
{
return $this->dynamoDbClient->getItem([
'Key' => $key['Item'],
'TableName' => $tableName,
1);
}
« API M|& ME = AWS SDK for PHP APl & X 9| GetltemE & X 6HM|2.
ListTables
CIS T E of|A|= ListTableso| AFE &S HoiFLICH.
SDK for PHP
® Note
GitHuboll I E£2 Li&0| l&LIcH AWS ZE 0o Z|ZX|EC|0IA] M| o E &1 MY 2

MEsHE WS HUEML.

public function listTables($exclusiveStartTableName = "", $limit = 100)

{
$this->dynamoDbClient->1listTables([

'"ExclusiveStartTableName' => $exclusiveStartTableName,
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'Limit' => $limit,

1)

« API M5 M E = AWS SDK for PHP API 2 ZX 9| ListTablesE & X 5tM|L.
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echo "What's the name of the last movie you watched?\n";

while (empty($movieName)) {
$movieName = testable_readline("Movie name: ");

}

echo "And what year was it released?\n";

$movieYear = "year";

while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
$movieYear = testable_readline("Year released: ");

$service->putItem([
'Item' => [
'year' => [
'N' => "$movieYear",

1,
'title' => [

'S' => $movieName,
1,

1,
'TableName' => $tableName,

1);

public function putIltem(array $array)
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{

$this->dynamoDbClient->putItem($array);

« API M2 HE = AWS SDK for PHP APl & Z 9| PutltemZ & ZtM|L.

Query
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MEsHe WS HoEAL.

$birthKey = [
‘Key' =>1[
'year' => [
'N' => "$birthYear",
1,
1,
1;
$result = $service->query($tableName, $birthKey);

public function query(string $tableName, $key)

{
$expressionAttributeValues = [];
$expressionAttributeNames = [];
$keyConditionExpression = "";
$index = 1;
foreach ($key as $name => $value) {
$keyConditionExpression .= "#" . array_key_first($value) . " = :v
$index,";
$expressionAttributeNames["#" . array_key_first($value)] =

array_key_first($value);
$hold = array_pop($value);
$expressionAttributeValues[":v$index"] = [
array_key_first($hold) => array_pop($hold),
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1;

}

$keyConditionExpression = substr($keyConditionExpression, @, -1);

$query = [
'"ExpressionAttributeValues' => $expressionAttributeValues,
'"ExpressionAttributeNames' => $expressionAttributeNames,
'KeyConditionExpression' => $keyConditionExpression,
'TableName' => $tableName,

1;

return $this->dynamoDbClient->query($query);

« API M| HE = AWS SDK for PHP APl & Z 2| QueryE HZ5HA L.
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$yearsKey = [

‘Key' =>1[
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

iy
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 90@0s:\n";
$result = $service->scan($tableName, $yearskKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalltem($movie);
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echo $movie['title'] . "\n";

}
public function scan(string $tableName, array $key, string $filters)
{
$query = [
'ExpressionAttributeNames' => ['#year' => 'year'],
'ExpressionAttributeValues' => [
":min" => ['N' => '1990'],
":max" => ['N' => '1999'],
1,
'FilterExpression' => "#year between :min and :max",
'TableName' => $tableName,
iy
return $this->dynamoDbClient->scan($query);
}

- API M| ME = AWS SDK for PHP API £ X 9| Scan2 #Z=3tAlL.
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echo "What rating would you like to give {$movie['Item']J['title'J['S']}?\n";

$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

$service->updateltemAttributeByKey($tableName, $key, 'rating', 'N’,
$rating);

public function updateItemAttributeByKey(

I
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string $tableName,
array $key,
string $attributeName,
string $attributeType,
string $newvValue
) {
$this->dynamoDbClient->updateItem([
'Key' => $key['Item'],
'TableName' => $tableName,
'UpdateExpression' => '"set #NV=:NV",
'ExpressionAttributeNames' => [
"#NV' => $attributeName,
iF
'ExpressionAttributeValues' => [
"INV o=> [
$attributeType => $newValue

1,

« APl M2 HE = AWS SDK for PHP API & X 9| Updateltem2 & ZE3HAIL.
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namespace DynamoDb\PartiQL_Basics;
use Aws\DynamoDb\Marshaler;
use DynamoDb;

use DynamoDb\DynamoDBAttribute;

use function AwsUtilities\loadMovieData;
use function AwsUtilities\testable_readline;

class GettingStartedwWithPartiQLBatch

{
public function run()
{
echo("\n");
echo(M--==--m s m - \n");

AlLt2|2 514


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/dynamodb#code-examples

AWS SDK for PHP

HL AL 7HO|= T 3

print("Welcome to the Amazon DynamoDB - PartiQL getting

PHP!\n");

$uuid = uniqgid();
$service = new DynamoDb\DynamoDBService();

$tableName = "partiql_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')

);

echo "Waiting for table...";

started demo using

$service->dynamoDbClient->waitUntil("TableExists", ['TableName' =>

$tableName]);

echo "table $tableName found!\n";

echo "What's the name of the last movie you watched?\n";
while (empty($movieName)) {

$movieName = testable_readline("Movie name: ");

list($statement, $parameters) = $service-

>buildStatementAndParameters("INSERT", $tableName, $key);
$service->insertItemByPartiQLBatch($statement, $parameters);

}
echo "And what year was it released?\n";
$movieYear = "year";
while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
$movieYear = testable_readline("Year released: ");
}
$key = [
'Item' => [
'year' => [
'N' => "$movieYear",
1,
'title' => [
'S' => $movieName,
1,
1,
iy

AlLtE|R
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echo "How would you rate the movie from 1-10?\n";
$rating = 0;
while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {
$rating = testable_readline("Rating (1-10): ");
}
echo "What was the movie about?\n";
while (empty($plot)) {
$plot = testable_readline("Plot summary: ");
}
$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot),
iy

list($statement, $parameters) = $service-

>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);
$service->updateItemByPartiQLBatch($statement, $parameters);
echo "Movie added and updated.\n";

$batch = json_decode(loadMovieData());
$service->writeBatch($tableName, $batch);

$movie = $service->getItemByPartiQLBatch($tableName, [$key]);

echo "\nThe movie {$movie['Responses']J[@]['Item']['title']J['S"']}

was released in {$movie['Responses'][@]['Item']['year']J['N']}.\n";

echo "What rating would you like to give {$movie['Responses'][0@]['Item']
["title']['S']}?\n";

$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot)

iy

list($statement, $parameters) = $service-
>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);
$service->updateltemByPartiQLBatch($statement, $parameters);

$movie = $service->getItemByPartiQLBatch($tableName, [$key]);
echo "Okay, you have rated {$movie['Responses']J[@]['Item']['title']J['S']}

AlLtE|R
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as a {$movie['Responses'][@]['Item']['rating'J['N"'I}\n";

$service->deleteltemByPartiQLBatch($statement, $parameters);
echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

echo "That's okay though. The book was better. Now, for something lighter,
in what year were you born?\n";
$birthYear = "not a number";
while (!is_numeric($birthYear) || $birthYear >= date("Y")) {
$birthYear = testable_readline("Birth year: ");

}
$birthKey = [
‘Key' => [
'year' => [
'N' => "$birthYear",
1,
1,
1;

$result = $service->query($tableName, $birthKey);
$marshal = new Marshaler();
echo "Here are the movies in our collection released the year you were born:
\n";
$oops = "Oops! There were no movies released in that year (that we know of).
\n";
$display = "";
foreach ($result['Items'] as $movie) {
$movie = $marshal->unmarshalItem($movie);
$display .= $movie['title'] . "\n";
}
echo ($display) ?: $oops;

$yearsKey = [

‘Key' =>1[
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

iy
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 9@0s:\n";
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$result = $service->scan($tableName, $yearskKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalltem($movie);

echo $movie['title'] . "\n";

echo "\nCleaning up this demo by deleting table $tableName...\n";
$service->deleteTable($tableName);

}
}
public function insertItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
1,
1,
1);
}

public function getItemByPartiQLBatch(string $tableName, array $keys): Result
{
$statements = [];
foreach ($keys as $key) {
list($statement, $parameters) = $this-
>buildStatementAndParameters("SELECT", $tableName, $key['Item']);
$statements[] = [
'Statement' => "$statement",
'Parameters' => $parameters,

17

return $this->dynamoDbClient->batchExecuteStatement([
'Statements' => $statements,

1)

public function updateItemByPartiQLBatch(string $statement, array $parameters)

{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
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[
'Statement' => "$statement",
'Parameters' => $parameters,
15
iF
1);
}
public function deleteItemByPartiQLBatch(string $statement, array $parameters)
{
$this->dynamoDbClient->batchExecuteStatement([
'Statements' => [
[
'Statement' => "$statement",
'Parameters' => $parameters,
15
iF
1);
}
« API M|& ME = AWS SDK for PHP API & X 9| BatchExecuteStatementES & X 35HA|2.
PartiQL=2 At&73tod E|O|E 2|
Ct= XM= CtEot 22 22 sdiste 42 2o{ELTt
- SELECT 22 Aldstod &=2 7txSLct
« INSERT 22 Aldsto] &= F7IeLct
- UPDATE £ A&5to &5 2 Ydo|EELICt
- DELETE 22 Aldsto] &= aAghLct
SDK for PHP
(@ Note
GitHubOl| . B2 L& 0| U&LICH AWS ZE of 2[ZX|E2|0|M TR o E &1 AY gl

st YHE HIIEA L.
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u
u
u

u
u

C

{

amespace DynamoDb\PartiQL_Basics;

se Aws\DynamoDb\Marshaler;
se DynamoDb;
se DynamoDb\DynamoDBAttribute;

se function AwsUtilities\testable_readline;
se function AwsUtilities\loadMovieData;

=>

lass GettingStartedwWithPartiQL
public function run()
{
echo("\n");
echo("---------- - \n");
print("Welcome to the Amazon DynamoDB - PartiQL getting started demo using
PHP!\n");
echo(M--==—mmmm - \n");
$uuid = uniqid();
$service = new DynamoDb\DynamoDBService();
$tableName = "partiql_demo_table_$uuid";
$service->createTable(
$tableName,
[
new DynamoDBAttribute('year', 'N', 'HASH'),
new DynamoDBAttribute('title', 'S', 'RANGE')
]
);
echo "Waiting for table...";
$service->dynamoDbClient->waitUntil("TableExists", ['TableName'
$tableName]);

echo "table $tableName found!\n";

echo "What's the name of the last movie you watched?\n";
while (empty($movieName)) {
$movieName = testable_readline("Movie name: ");

}

echo "And what year was it released?\n";

$movieYear = "year";

while (!is_numeric($movieYear) || intval($movieYear) != $movieYear) {
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$movieYear = testable_readline("Year released: ");

}
$key = [
'Item' => [
'year' => [
'N' => "$movieYear",
iF
'title' => [
'S' => $movieName,
15
iF
iy

list($statement, $parameters) = $service-
>buildStatementAndParameters("INSERT", $tableName, $key);
$service->insertItemByPartiQL($statement, $parameters);

echo "How would you rate the movie from 1-10?\n";
$rating = 0;

while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||

$rating > 10) {

$rating = testable_readline("Rating (1-10): ");

}

echo "What was the movie about?\n";

while (empty($plot)) {
$plot = testable_readline("Plot summary: ");

}

$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot),

iy
list($statement, $parameters) = $service-
>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);

$service->updateItemByPartiQL($statement, $parameters);
echo "Movie added and updated.\n";

$batch = json_decode(loadMovieData());
$service->writeBatch($tableName, $batch);

$movie = $service->getItemByPartiQL($tableName, $key);
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echo "\nThe movie {$movie['Items']J[@]['title']J['S']} was released in
{$movie['Items'J[@]['year'J['N']}.\n";
echo "What rating would you like to give {$movie['Items']J[@]['title']['S']1}?
\n";
$rating = 0;
while (!is_numeric($rating) || intval($rating) != $rating || $rating < 1 ||
$rating > 10) {
$rating = testable_readline("Rating (1-10): ");
}
$attributes = [
new DynamoDBAttribute('rating', 'N', 'HASH', $rating),
new DynamoDBAttribute('plot', 'S', 'RANGE', $plot)
1;
list($statement, $parameters) = $service-
>buildStatementAndParameters("UPDATE", $tableName, $key, $attributes);
$service->updateItemByPartiQL($statement, $parameters);

$movie = $service->getItemByPartiQL($tableName, $key);
echo "Okay, you have rated {$movie['Items'][0Q]['title']J['S']} as a
{$movie['Items'J[@]I['rating'J['N'I}\n";

$service->deleteItemByPartiQL($statement, $parameters);
echo "But, bad news, this was a trap. That movie has now been deleted
because of your rating...harsh.\n";

echo "That's okay though. The book was better. Now, for something lighter,
in what year were you born?\n";
$birthYear = "not a number";
while (!is_numeric($birthYear) || $birthYear >= date("Y")) {
$birthYear = testable_readline("Birth year: ");

}
$birthKey = [
'Key' => [
'year' => [
'N' => "$birthYear",
1,
iF
iy

$result = $service->query($tableName, $birthKey);

$marshal = new Marshaler();

echo "Here are the movies in our collection released the year you were born:
\n";

$oops = "Oops! There were no movies released in that year (that we know of).

\n";
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$display = "";

foreach ($result['Items'] as $movie) {
$movie = $marshal->unmarshalltem($movie);
$display .= $movie['title'] . "\n";

}

echo ($display) ?: $oops;

$yearsKey = [

'Key' => [
'year' => [
IN' = [
'minRange' => 1990,
'maxRange' => 1999,
1,
1,
1,

1;
$filter = "year between 1990 and 1999";
echo "\nHere's a list of all the movies released in the 90s:\n";
$result = $service->scan($tableName, $yearsKey, $filter);
foreach ($result['Items'] as $movie) {

$movie = $marshal->unmarshalItem($movie);

echo $movie['title'] . "\n";

echo "\nCleaning up this demo by deleting table $tableName...\n";
$service->deleteTable($tableName);

}
}
public function insertItemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => "$statement",
'Parameters' => $parameters,
1);
}

public function getItemByPartiQL(string $tableName, array $key): Result

{
list($statement, $parameters) = $this->buildStatementAndParameters("SELECT",

$tableName, $key['Item']);

return $this->dynamoDbClient->executeStatement([
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'Parameters' => $parameters,
'Statement' => $statement,

1);
}
public function updateItemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}
public function deleteItemByPartiQL(string $statement, array $parameters)
{
$this->dynamoDbClient->executeStatement([
'Statement' => $statement,
'Parameters' => $parameters,
1);
}

« API M5 ME = AWS SDK for PHP API & X 9| ExecuteStatementE 2 X 5HM|2.
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<?php
# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\DynamoDb\DynamoDbHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends DynamoDbHandler

{
private StderrLogger $logger;

public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidlLambdaEvent
*/
public function handleDynamoDb(DynamoDbEvent $event, Context $context): void
{
$this->logger->info("Processing DynamoDb table items");
$records = $event->getRecords();

foreach ($records as $record) {
$eventName = $record->getEventName();
$keys = $record->getKeys();
$0ld = $record->getOldImage();
$new = $record->getNewImage();

$this->logger->info("Event Name:".$eventName."\n");
$this->logger->info("Keys:". json_encode($keys)."\n");
$this->logger->info("01ld Image:". json_encode($old)."\n");
$this->logger->info("New Image:". json_encode($new));

// TODO: Do interesting work based on the new data
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// Any exception thrown will be logged and the invocation will be marked
as failed

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords items");

$logger = new StderrLogger();
return new Handler($logger);

CtE ZE ofx|oi M= DynamoDB AEZ0M O|HEE £ 4I6t= Lambda & +=0i CHEF 2= BR[| S
BHE Fsie gy ‘='04.=.L—|EF Ol = SHoR Hix| 5 AWE ETst D LSS0l s HAIK]
E CIA| A|=3t =S Lambdadll A5 & EHHL|CH
SDK for PHP
® Note
GitHuboll . B{ 2 LHE 0| AU &Lt MHE|A oA 2|ZX|EE|oMH TA| M E &otED
MY 3 A S-S LotELIct

PHPE AM&3104 LambdaZ DynamoDB Hi%x| &= Alnf 211,
<?php
# using bref/bref and bref/logger for simplicity
use Bref\Context\Context;
use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler

{
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private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$dynamoDbEvent = new DynamoDbEvent($event);
$this->logger->info("Processing records");

$records = $dynamoDbEvent->getRecords();
$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response

$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],
$failedRecords

);

return [

'batchItemFailures' => $failures

1;

$logger = new StderrLogger();
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return new Handler($logger);

SDK for PHPE A28t Amazon CE2 04X
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@ Note
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/**

* @param string $cidr
* @return array
*/

public function createVpc(string $cidr): array
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{
try {
$result = $this->ec2Client->createVpc([
"CidrBlock" => $cidr,
1);
return $result['Vpc'];
}catch(Ec2Exception $caught){
echo "There was a problem creating the VPC: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

« APl M2 HE = AWS SDK for PHP API & X 9| CreateVpcE & XM L.

CreateVpcEndpoint
CH2 ZE o Al= CreateVpcEndpointQ A &g HoiFLICH

SDK for PHP

(® Note

GitHuboll i 52 LIS 0| Qe LICh AWS 2= of 21Z x| 2loflA Hxl ol &3
MEsHe WS HoEAL.

* @param string $serviceName

* @param string $vpcld

* @param array $routeTablelds

* @return array

*/
public function createVpcEndpoint(string $serviceName, string $vpcld,

$routeTablelds): array
{
try {
$result = $this->ec2Client->createVpcEndpoint([
'ServiceName' => $serviceName,
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'"VpcId' => $vpcld,
'RouteTableIds' => $routeTablelds,
1)

return $result["VpcEndpoint"];
} catch(Ec2Exception $caught){

echo "There was a problem creating the VPC Endpoint: {$caught-

>getAwsErrorMessage()}\n";
throw $caught;

« API M5 HE = AWS SDK for PHP API & X 9| CreateVpcEndpointE & XA 2.

DeleteVpc

CtZ I E 0 Al= DeleteVpcll AtE HiHE EoiELICtH

SDK for PHP
® Note
GitHubOll { Bt 2 LiE0| Ql&LICt. AWS ZE of 2|ZX|E2|oAM HMA o & 31

AdstE YHES HIYEMR.

/**
* @param string $vpcld
* @return void
*/
public function deleteVpc(string $vpcId)
{
try {
$this->ec2Client->deleteVpc([
"VpcId" => $vpcld,
D;
}catch(Ec2Exception $caught){

echo "There was a problem deleting the VPC: {$caught-
>getAwsErrorMessage()}\n";
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throw $caught;

« API M2 HE = AWS SDK for PHP APl & Z 9| DeleteVpcE & XA L.
DeleteVpcEndpoints
CHE Z = o Al= DeleteVpcEndpointsQ| AFHE &S Eo{FLICH
SDK for PHP
(® Note
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* @param string $vpcEndpointId
* @return void
*/
public function deleteVpcEndpoint(string $vpcEndpointId)
{
try {
$this->ec2Client->deleteVpcEndpoints([
"VpcEndpointIds" => [$vpcEndpointId],
D)7
}catch (Ec2Exception $caught){

echo "There was a problem deleting the VPC Endpoint: {$caught-
>getAwsErrorMessage()}I\n";

throw $caught;

I
0>|
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/**
* @param array $routeTablelds
* @param array $filters
* @return array
*/
public function describeRouteTables(array $routeTablelds = [], array $filters =
[1): array
{
$parameters = [];
if($routeTableIds){
$parameters['RouteTableIlds'] = $routeTablelds;
}
if($filters){
$parameters['Filters'] = $filters;
}
try {

$paginator = $this->ec2Client->getPaginator("DescribeRouteTables",
$parameters);

$contents = [];
foreach ($paginator as $result) {
foreach ($result['RouteTables'] as $object) {
$contents[] = $object['RouteTableld'];

}
}catch (Ec2Exception $caught){

echo "There was a problem paginating the results of DescribeRouteTables:
{$caught->getAwsErrorMessage()}\n";
throw $caught;
}

return $contents;

I
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}

« APl M2 HE = AWS SDK for PHP API & Z 9| DescribeRouteTables& & ZHAM| L.
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e Glue;

use Aws\Glue\GlueClient;
use Aws\S3\S3Client;

use AwsU
use Guzz

tilities\AWSServiceClass;
leHttp\Psr7\Stream;

use Iam\IAMService;

class Ge

{
publ

{

ttingStartedWithGlue

ic function run()

echo("\n");

&Lt AWS ZE oA 2| ZX|EZ|oM XA o ME FF

print("Welcome to the AWS Glue getting started demo using PHP!\n");

$clientArgs = [
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,

1;

$unigid = uniqid();

$glueClient = new GlueClient($clientArgs);
$glueService = new GlueService($glueClient);
$iamService = new IAMService();

$crawlerName = "example-crawler-test-" . $uniqid;

AWSServiceClass::$waitTime = 5;
AWSServiceClass: :$maxWaitAttempts = 20;

$role = $iamService->getRole("AWSGlueServiceRole-DocExample");

o
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$databaseName = "doc-example-database-$uniqid";
$path = 's3://crawler-public-us-east-1/flight/2016/csv’;
$glueService->createCrawler($crawlerName, $role['Role']['Arn'],

$databaseName, $path);

$glueService->startCrawler($crawlerName);

echo "Waiting for crawler";

do {
$crawler = $glueService->getCrawler($crawlerName);
echo ".";
sleep(10);

} while ($crawler['Crawler']['State'] != "READY");

echo "\n";

$database = $glueService->getDatabase($databaseName);
echo "Found a database named " . $database['Database’']['Name']

//Upload job script
$s3client = new S3Client($clientArgs);
$bucketName = "test-glue-bucket-" . $uniqid;
$s3client->createBucket([

'Bucket' => $bucketName,

'CreateBucketConfiguration' => ['LocationConstraint' => 'us-west-2'],

1)

$s3client->putObject([
'Bucket' => $bucketName,
'Key' => 'run_job.py',
'SourceFile' => _ DIR__ . '/flight_etl_job_script.py'

1);

$s3client->putObject([
'Bucket' => $bucketName,
'Key' => 'setup_scenario_getting_started.yaml',
'SourceFile' => _ DIR__

1);
$tables = $glueService->getTables($databaseName);
$jobName = 'test-job-' . $uniqid;

$scriptLocation = "s3://$bucketName/run_job.py";
$job = $glueService->createJob($jobName, $role['Role']['Arn'],

$scriptLocation);

$outputBucketUrl = "s3://$bucketName";

Il\nll ;

'/setup_scenario_getting_started.yaml'
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$runId = $glueService->startJobRun($jobName, $databaseName, $tables,

$outputBucketUrl)['JobRunId'];

echo "waiting for job";
do {
$jobRun = $glueService->getJobRun($jobName, $runid);
echo ".";
sleep(10);
} while ('array_intersect([$jobRun['JobRun']['JobRunState']], ['SUCCEEDED',
'STOPPED', 'FAILED', 'TIMEOUT']));

echo "\n";

$jobRuns = $glueService->getJobRuns($jobName);

$objects $s3client->1istObjects([
'Bucket' => $bucketName,
1)['Contents'];

foreach ($objects as $object) {
echo $object['Key'] . "\n";

echo "Downloading " . $objects[1]['Key'] . "\n";
/** @var Stream $downloadObject */
$downloadObject = $s3client->getObject([

'Bucket' => $bucketName,

'Key' => $objects[1]['Key'],
1)['Body']->getContents();
echo "Here is the first 1000 characters in the object.";
echo substr($downloadObject, 0, 1000);

$jobs = $glueService->1istIobs();

echo "Current jobs:\n";

foreach ($jobs['JobNames'] as $jobsName) {
echo "{$jobsName}\n";

echo "Delete the job.\n";
$glueClient->deletelob([

'JobName' => $job['Name'],
1)

echo "Delete the tables.\n";
foreach ($tables['TablelList'] as $table) {
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$glueService->deleteTable($table[ 'Name'], $databaseName);

echo "Delete the databases.\n";
$glueClient->deleteDatabase([
"Name' => $databaseName,

1)

echo "Delete the crawler.\n";
$glueClient->deleteCrawler([
'"Name' => $crawlerName,

1)

$deleteObjects = $s3client->1istObjectsV2([
'Bucket' => $bucketName,
1);
echo "Delete all objects in the bucket.\n";
$deleteObjects = $s3client->deleteObjects([
'Bucket' => $bucketName,
'Delete' => [
'Objects' => $deleteObjects['Contents'],

1);
echo "Delete the bucket.\n";

$s3client->deleteBucket(['Bucket' => $bucketName]);

echo "This job was brought to you by the number $unigid\n";

namespace Glue;

use Aws\Glue\GlueClient;
use Aws\Result;

use function PHPUnit\Framework\isEmpty;

class GlueService extends \AwsUtilities\AWSServiceClass

{

protected GlueClient $glueClient;

public function __construct($glueClient)

{

$this->glueClient = $glueClient;
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}
public function getCrawler($crawlerName)
{
return $this->customwWaiter(function () use ($crawlerName) {
return $this->glueClient->getCrawler([
'"Name' => $crawlerName,
1);
1);
}

public function createCrawler($crawlerName, $role, $databaseName, $path): Result
{
return $this->customWaiter(function () use ($crawlerName, $role,
$databaseName, $path) {
return $this->glueClient->createCrawler([

'"Name' => $crawlerName,

'Role' => $role,

'DatabaseName' => $databaseName,

'Targets' => [

'S3Targets' =>

LL
'Path' => $path,
1]
1,
1);
1);
}
public function startCrawler($crawlerName): Result
{
return $this->glueClient->startCrawler([
'"Name' => $crawlerName,
1);
}
public function getDatabase(string $databaseName): Result
{
return $this->customwWaiter(function () use ($databaseName) {
return $this->glueClient->getDatabase([
'"Name' => $databaseName,
1);
1);
}
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public function getTables($databaseName): Result
{
return $this->glueClient->getTables([
'DatabaseName' => $databaseName,

1)

public function createJob($jobName, $role, $scriptLocation, $pythonVersion =
'3', $glueVersion = '3.0'): Result

{
return $this->glueClient->createJob([
"Name' => $jobName,
'Role' => $role,
'Command' => [
'Name' => 'glueetl',
'ScriptLocation' => $scriptLocation,
'PythonVersion' => $pythonVersion,
1,
'GlueVersion' => $glueVersion,
1);
}
public function startJobRun($jobName, $databaseName, $tables, $outputBucketUrl):
Result
{
return $this->glueClient->startJobRun([
'JobName' => $jobName,
'Arguments’' => [
'input_database' => $databaseName,
"input_table' => $tables['TableList'][@]['Name'],
'output_bucket_url' => $outputBucketUrl,
'--input_database' => $databaseName,
'--input_table' => $tables['TableList'][@]['Name'],
'--output_bucket_url' => $outputBucketUrl,
1,
1);
}
public function listJobs($maxResults = null, $nextToken = null, $tags = []):
Result
{
$arguments = [];
if ($maxResults) {
7|12 AE
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$arguments['MaxResults'] = $maxResults;

}
if ($nextToken) {

$arguments[ 'NextToken'] = $nextToken;
}
if (lempty($tags)) {

$arguments['Tags'] = $tags;

}
return $this->glueClient->1listJobs($arguments);
}
public function getJobRuns($jobName, $maxResults = @, $nextToken = ''): Result
{
$arguments = ['JobName' => $jobName];
if ($maxResults) {
$arguments[ 'MaxResults'] = $maxResults;
}
if ($nextToken) {
$arguments['NextToken'] = $nextToken;
}
return $this->glueClient->getJobRuns($arguments);
}
public function getJobRun($jobName, $runId, $predecessorsIncluded = false):
Result
{
return $this->glueClient->getJobRun([
'JobName' => $jobName,
'RunId' => $runld,
'PredecessorsIncluded' => $predecessorsIncluded,
1);
}
public function deleteJob($jobName)
{
return $this->glueClient->deleteJob([
'JobName' => $jobName,
1);
}

public function deleteTable($tableName, $databaseName)

{
return $this->glueClient->deleteTable([
'DatabaseName' => $databaseName,
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"Name' => $tableName,

1);
}
public function deleteDatabase($databaseName)
{
return $this->glueClient->deleteDatabase([
"Name' => $databaseName,
1);
}
public function deleteCrawler($crawlerName)
{
return $this->glueClient->deleteCrawler([
'"Name' => $crawlerName,
1);
}

« API M ME = AWS SDK for PHP API & X 9| C}
* CreateCrawler
* CreatedJob
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* DeleteCrawler

* DeleteDatabase
* DeleteJob
* DeleteTable

+ GetCrawler

* GetDatabase
* GetDatabases
+ GetJob

* GetJobRun

+ GetJobRuns
+ GetTables

+ ListJobs

« StartCrawler
+ StartJobRun
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pNJoL|
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CreateCrawler
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$crawlerName = "example-crawler-test-" . $uniqid;
$role = $iamService->getRole("AWSGlueServiceRole-DocExample");

$path = 's3://crawler-public-us-east-1/flight/2016/csv';
$glueService->createCrawler($crawlerName, $role['Role']['Arn'],
$databaseName, $path);

public function createCrawler($crawlerName, $role, $databaseName, $path): Result
{
return $this->customWaiter(function () use ($crawlerName, $role,
$databaseName, $path) {
return $this->glueClient->createCrawler([
"Name' => $crawlerName,
'Role' => $role,
'DatabaseName' => $databaseName,
'Targets' => [
'S3Targets' =>
LL
'"Path' => $path,
1]
15
1);
1)

« API M8 HE = AWS SDK for PHP API & Z 2| CreateCrawlerg & ZtAM2.
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Createlob
CI2 T E OA|E Createlobl| AF2 EHE Ho{FL|Cl
SDK for PHP
® Note
GitHubOll f Bt 2 L8 0| U&LICH AWS ZE of 2|ZX|EEZ|0|M ™A o & &1 A 4l
A5 WHE /BN

$role = $iamService->getRole("AWSGlueServiceRole-DocExample");
$jobName = 'test-job-' . $uniqid;
$scriptLocation = "s3://$bucketName/run_job.py";

$job = $glueService->createJob($jobName, $role['Role']['Arn'],
$scriptlLocation);

public function createJob($jobName, $role, $scriptLocation, $pythonVersion =
3', $glueVersion = '3.0'): Result

{
return $this->glueClient->createJob([
"Name' => $jobName,
'Role' => $role,
'Command' => [
'Name' => 'glueetl',
'ScriptLocation' => $scriptlLocation,
'PythonVersion' => $pythonVersion,
1,
'GlueVersion' => $glueVersion,
108
}

« API N8 ME = AWS SDK for PHP API £ = 9| CreateJob2 & X A|L2.

DeleteCrawler

CI2 T E o A|l= DeleteCrawlerQ| At w2 HoiEFL|C}

A

Foq
=

543


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForPHPV3/glue-2017-03-31/CreateJob

AWS SDK for PHP

HL AL 7HO|= T 3

SDK for PHP

® Note

GitHubOll { Bt 2 L 0| /&LICH AWS ZE o 2|ZX|EE|0M XA o E 21

MEsts WS HelEMR.

echo "Delete the crawler.\n";
$glueClient->deleteCrawler([
"Name' => $crawlerName,

1);
public function deleteCrawler($crawlerName)
{
return $this->glueClient->deleteCrawler([
"Name' => $crawlerName,
1);
}
- API M|& HE = AWS SDK for PHP API £ X 9| DeleteCrawlerg® & X 35HAM2.
DeleteDatabase
CIS FE o A|E DeleteDatabasel| AFE B Ho{ELILC}.
SDK for PHP
(® Note
GitHubOll { Bt 2 L§E0| Y&LICH AWS ZE of 2|ZX|EZ|oM M| ol E &1

NS WS HYEHL.

echo "Delete the databases.\n";
$glueClient->deleteDatabase([
"Name' => $databaseName,

1)
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public function deleteDatabase($databaseName)
{
return $this->glueClient->deleteDatabase([
"Name' => $databaseName,

1)

« API M5 M E = AWS SDK for PHP API £ %X 9| DeleteDatabaseE & EstAMI2.

Deletelob

CI2 I E o A|= DeletelobQ AR W2 HoiEL|Ct.

SDK for PHP
@ Note
GitHubOll . B2 LHE O] J&LICH AWS FE of E|ZX[EE|M TA o & &1 4 &

Mgsts WS HAIRME.

echo "Delete the job.\n";
$glueClient->deletedob([
'JobName' => $job['Name'],

1
public function deleteJob($jobName)
{
return $this->glueClient->deleteJob([
'JobName' => $jobName,
1
}

- API M5 HE = AWS SDK for PHP API & Z 2| DeleteJob2 & Z5HAR.

DeleteTable
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SDK for PHP
(® Note
GitHuboll O 2t 2 Ligo| Y&LICH AWS ZE of Z|ZX|EZ|0|M XA ol & 51 M™ al
Maots g HYE AR,
echo "Delete the tables.\n";
foreach ($tables['TablelList'] as $table) {
$glueService->deleteTable($table[ 'Name'], $databaseName);
}
public function deleteTable($tableName, $databaseName)
{
return $this->glueClient->deleteTable([
'DatabaseName' => $databaseName,
"Name' => $tableName,
1);
}
- API M|& HE = AWS SDK for PHP API £ = 9| DeleteTable2 & X 35HAML.
GetCrawler
Cl2 T E o A|E GetCrawlerl| AF2 EEHE2 Ho{FL|Ct
SDK for PHP
(® Note
GitHubol| . Bt 2 LI 0| l&LICt AWS ZE of 2|ZX|E 2|0 T of| & 3t1 M 4
MESHE WS HUZHL.

echo "Waiting for crawler";
do {

$crawler = $glueService->getCrawler($crawlerName);
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echo
sleep(10);
} while ($crawler['Crawler']['State'] != "READY");
echo "\n";

"o,
LI

public function getCrawler($crawlerName)

{
return $this->customWaiter(function () use ($crawlerName) {
return $this->glueClient->getCrawler([
"Name' => $crawlerName,
1);
1)
}

« API M| HE = AWS SDK for PHP API & X 2| GetCrawler& & = 5tAM|L.

GetDatabase
CI2 I E o A|l= GetDatabasel| A2 EHE{2 Eo{FL|Ct.

SDK for PHP

(® Note

GitHuboll T B2 LIS 0| & LICH AWS 2.2 of BlEX|E 2lofA S o § &3 A%
MEsHe WS HoEAL.

$databaseName = "doc-example-database-$uniqid";

$database = $glueService->getDatabase($databaseName);
echo "Found a database named " . $database['Database']['Name'] . "\n";

public function getDatabase(string $databaseName): Result

{
return $this->customWaiter(function () use ($databaseName) {
return $this->glueClient->getDatabase([
"Name' => $databaseName,
1);
1)
}
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« API N8 ME = AWS SDK for PHP API £ = 2| GetDatabaseE & XA

GetJobRun

CH2 ZE o A|l= GetJobRunQ A2 Wl HoiFL|C}.

SDK for PHP
(® Note
GitHubOl| Cf Bt 2 LI 0| A &Lt AWS ZE of E|ZX|EZ|0IM A o€ &1 M 3
MEste wHS HelEAe.
$jobName = 'test-job-' . $uniqid;

$outputBucketUrl = "s3://$bucketName";
$runId = $glueService->startJobRun($jobName, $databaseName, $tables,
$outputBucketUrl)['JobRunId'];

echo "waiting for job";
do {
$jobRun = $glueService->getJobRun($jobName, $runid);
echo ".";
sleep(10);
} while ('array_intersect([$jobRun['JobRun']['JobRunState']], ['SUCCEEDED',
'STOPPED', 'FAILED', 'TIMEOUT']));
echo "\n";

public function getJobRun($jobName, $runId, $predecessorsIncluded = false):
Result
{
return $this->glueClient->getJobRun([
'JobName' => $jobName,
'"RunId' => $runid,
'PredecessorsIncluded' => $predecessorsIncluded,

1)
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« APl N8 ME = AWS SDK for PHP API & = 9| GetJobRung & Z5tAMI 2.

GetJobRuns

CIS T E o A|l= GetJobRunsQ| At EEdE HoiEL|C}.

SDK for PHP
® Note
GitHubofl Bt 2 LI 0| U&LICE AWS FE of E[ZX|EE[0M MA o E & M- &
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$jobName = 'test-job-' . $uniqid;

$jobRuns = $glueService->getJobRuns($jobName);

public function getJobRuns($jobName, $maxResults = @, $nextToken = ''): Result

{
$arguments = ['JobName' => $jobName];

if ($maxResults) {
$arguments[ 'MaxResults'] = $maxResults;

}
if ($nextToken) {
$arguments['NextToken'] = $nextToken;

}
return $this->glueClient->getJobRuns($arguments);

« API M|E ME = AWS SDK for PHP API £ X 9| GetJobRunsE & X 3IA|2.
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SDK for PHP
® Note
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$databaseName = "doc-example-database-$uniqid";
$tables = $glueService->getTables($databaseName);
public function getTables($databaseName): Result
{
return $this->glueClient->getTables([
'DatabaseName' => $databaseName,
D;
}
« API M8 HE = AWS SDK for PHP API & X 9| GetTables& & XSHMI2.
ListJobs
CHS A= oAl= ListJobso| AHE &g HoiEFLICH
SDK for PHP
® Note
GitHuboll . Bf2 L8 O] A&LIct AWS FE 0o 2| ZEX|EZ0IM A o & 1D dH &
A|oH

A5t S HKIEAMR.

$jobs = $glueService->1istIobs();

echo "Current jobs:\n";

foreach ($jobs['JobNames'] as $jobsName) {
echo "{$jobsName}\n";
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public function listJobs($maxResults = null, $nextToken = null, $tags = []):
Result

{
$arguments = [];
if ($maxResults) {
$arguments[ 'MaxResults'] = $maxResults;

}
if ($nextToken) {
$arguments['NextToken'] = $nextToken;

}

if (lempty($tags)) {
$arguments['Tags'] = $tags;

}

return $this->glueClient->listJobs($arguments);

« API M5 ME &= AWS SDK for PHP APl £ = 9| ListJobsE & X 5IAI2.

StartCrawler

CI2 3 E o A|l= StartCrawlerQ| AF2 EfEd2 Ho{FL|Ct.

SDK for PHP
(® Note
GitHubOll o Bt 2 LHEO| A&LICH AWS ZE of E|ZX|EE[0IM A o & 1 MY &
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$crawlerName = "example-crawler-test-" . $uniqid;
$databaseName = "doc-example-database-$uniqid";
$glueService->startCrawler($crawlerName);

public function startCrawler($crawlerName): Result

{
return $this->glueClient->startCrawler([
"Name' => $crawlerName,

1);
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}

« API M5 ME = AWS SDK for PHP API £ & 9| StartCrawlerE & X 3tA|2.

StartJobRun

CI2 3 E o Al= StartJobRunl| A2 EHEd2 Ho{FL|Ct.

SDK for PHP
(® Note
GitHuboll o Bt 2 LHEO| A&LICH AWS ZE of E|ZX|EE[0IM A o & & 1 MY &

MEsHe WS HoEAL.

$jobName = 'test-job-' . $uniqid;
$databaseName = "doc-example-database-$uniqid";
$tables = $glueService->getTables($databaseName);

$outputBucketUrl = "s3://$bucketName";

$runId = $glueService->startJobRun($jobName, $databaseName, $tables,
$outputBucketUrl)['JobRunId'];

public function startJobRun($jobName, $databaseName, $tables, $outputBucketUrl):
Result

{
return $this->glueClient->startJobRun([
'JobName' => $jobName,
'Arguments' => [
"input_database' => $databaseName,
"input_table' => $tables['TableList'][@]['Name'],
'output_bucket_url' => $outputBucketUrl,
'--input_database' => $databaseName,
'--input_table' => $tables['TableList'][@]['Name'],
'--output_bucket_url' => $outputBucketUrl,
1,
1);
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o A2 UG T LA XHE FH HEE AFE5H04 S3 HAIZ LIEE & 2[AAE ™elghuct
SDK for PHP
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9l AlsstE WS HRIEAR

namespace Iam\Basics;

require 'vendor/autoload.php';

use Aws\Credentials\Credentials;
use Aws\S3\Exception\S3Exception;
use Aws\S3\S3Client;

use Aws\Sts\StsClient;

use Iam\IAMService;

echo("\n");

echo(M--===-- s m - \n");
print("Welcome to the IAM getting started demo using PHP!\n");
echo(M--===-m s mm - \n");

$uuid = uniqid();
$service = new IAMService();

$user = $service->createUser("iam_demo_user_$uuid");
echo "Created user with the arn: {$usex['Arn']}\n";

$key = $service->createAccessKey($user['UserName']);
$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn'II\"},
\"Action\": \"sts:AssumeRole\"
1]
3
$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
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echo "Created role: {$assumeRoleRole['RoleName']}\n";

$1istAllBucketsPolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAl1lMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]
3
$1istAllBucketsPolicy = $service->createPolicy("iam_demo_policy_$uuid",
$1istAllBucketsPolicyDocument);
echo "Created policy: {$listAllBucketsPolicy['PolicyName']}\n";

$service->attachRolePolicy($assumeRoleRole['RoleName'],
$1istAllBucketsPolicy['Arn']);

$inlinePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \'"sts:AssumeRole\",
\"Resource\": \"{$assumeRoleRole['Arn']}\"}]
3
$inlinePolicy = $service->createUserPolicy("iam demo_inline_policy_$uuid",
$inlinePolicyDocument, $user['UserName']);
//First, fail to list the buckets with the user
$credentials = new Credentials($key['AccessKeyId'], $key['SecretAccessKey']);
$s3Client = new S3Client(['region' => 'us-west-2', 'version' => 'latest',
'credentials' => $credentials]);
try {
$s3Client->1istBuckets([
1);
echo "this should not run";
} catch (S3Exception $exception) {
echo "successfully failed!\n";

$stsClient = new StsClient(['region' => 'us-west-2', 'version' => 'latest',
'credentials' => $credentials]);
sleep(10);
$assumedRole = $stsClient->assumeRole([
'RoleArn' => $assumeRoleRole['Arn'],
'RoleSessionName' => "DemoAssumeRoleSession_%$uuid",

1)
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$assumedCredentials

17

L

'key' => $assumedRole['Credentials']['AccessKeyId'],
'secret' => $assumedRole['Credentials']['SecretAccessKey'],
"token' => $assumedRole['Credentials']['SessionToken'],

$s3Client = new S3Client(['region' => 'us-west-2',

try {

$s3Client->1istBuckets([]);

echo "this should now run!\n";

} catch (S3Exception $exception) {
echo "this should now not fail\n";

'credentials' => $assumedCredentials]);

'version' => 'latest',

$service->detachRolePolicy($assumeRoleRole['RoleName'],

$1istAllBucketsPolicy['Arn']);
$deletePolicy = $service->deletePolicy($listAllBucketsPolicy['Arn']);

echo "Delete policy: {$listAllBucketsPolicy['PolicyName']}\n";
$deletedRole = $service->deleteRole($assumeRoleRole['Axn']);
echo "Deleted role: {$assumeRoleRole['RoleName']}\n";
$deletedKey = $service->deleteAccessKey($key['AccessKeyId'], $user['UserName']);
$deletedUser = $service->deleteUser($user['UserName']);

echo "Delete user: {$user['UserName']}\n";

« API M|¥E ME = AWS SDK for PHP API & Z 9| C}

AttachRolePolicy

CreateAccessKey

CreatePolicy

CreateRole
CreateUser

DeleteAccessKey

DeletePolicy

DeleteRole
DeleteUser

DeleteUserPolicy

DetachRolePolicy
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» PutUserPolicy

X0
L

AttachRolePolicy
CHS ZE o A= AttachRolePolicy Q| Al W2 Eo{FL|CH

SDK for PHP

@ Note
GitHubOll { Bt L 0| Q/&LICH AWS ZE of 2|ZX|EZ|0AM MA| o E &1 A% 4

st YHE HIIEA L.

$uuid = uniqid();
$service = new IAMService();

$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn'II\"},
\"Action\": \"sts:AssumeRole\"
1]
3
$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";

$1istAllBucketsPolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAllMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]
5
$1istAllBucketsPolicy = $service->createPolicy("iam_demo_policy_$uuid",
$1istAllBucketsPolicyDocument);
echo "Created policy: {$listAllBucketsPolicy['PolicyName']}\n";
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$service->attachRolePolicy($assumeRoleRole['RoleName'],
$1istAllBucketsPolicy['Arn']);

public function attachRolePolicy($roleName, $policyArn)

{
return $this->customWaiter(function () use ($roleName, $policyArn) {
$this->iamClient->attachRolePolicy([
'"PolicyArn' => $policyArn,
'RoleName' => $roleName,
1);
18
}

- API M|¥ HE = AWS SDK for PHP API & X 0| AttachRolePolicyE & X HM| 2.

CreatePolicy
CH2 ZE o AlE CreatePolicy Q| AHS &g HoiFLICH

SDK for PHP

(® Note

GitHuboll T B2 LIS 0| & LICH AWS 2.2 of BlEX|E 2lofA S o § &3 A%
MEsHe WS HoEAL.

$uuid = uniqid();
$service = new IAMService();

$1istAllBucketsPolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAllMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

LLI
’

$1istAllBucketsPolicy = $service->createPolicy("iam_demo_policy_$uuid",
$1istAllBucketsPolicyDocument);
echo "Created policy: {$listAllBucketsPolicy['PolicyName']}\n";
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/**
* @param string $policyName
* @param string $policyDocument
* @return array

*/
public function createPolicy(string $policyName, string $policyDocument)
{
$result = $this->customWaiter(function () use ($policyName, $policyDocument)
{
return $this->iamClient->createPolicy([
'"PolicyName' => $policyName,
'PolicyDocument' => $policyDocument,
D
1)
return $result['Policy'];
}

« APl M2 HE = AWS SDK for PHP API & Z 9| CreatePolicy & & = 5tAMI2.

CreateRole

CI2 3 E o A|l= CreateRolel| A2 EHEd2 Ho{FL|Ct.

SDK for PHP
(® Note
GitHubOll o Bt 2 LHEO| A&LICH AWS ZE of E|ZX|EE[0IM A o & 1 MY &

MEsHe WS HoEAL.

$uuid = uniqid();
$service = new IAMService();

$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn']II\"},
\"Action\": \'"sts:AssumeRole\"
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]
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$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";

/**
* @param string $roleName
* @param string $rolePolicyDocument
* @return array
* @throws AwsException
*/
public function createRole(string $roleName, string $rolePolicyDocument)
{
$result = $this->customwWaiter(function () use ($roleName,
$rolePolicyDocument) {
return $this->iamClient->createRole([
'AssumeRolePolicyDocument' => $rolePolicyDocument,
'RoleName' => $roleName,
D;
1);

return $result['Role'];

« APl M|E ME = AWS SDK for PHP API £ Z= 9| CreateRole2 & = 5tAM| 2.

CreateServicelLinkedRole

Ct2 I E o AlE= CreateServicelinkedRolel| At EHE{E Ho{=L|C}.

SDK for PHP
@ Note
GitHubOl| If Bt 2 LHE 0| A &LICt AWS ZE of E2lZX|EZ|0|M TA o & &1 d™ &
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$uuid = uniqid();
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$service = new IAMService();

public function createServicelLinkedRole($awsServiceName, $customSuffix = "",
$description = "")
{

$createServiceLinkedRoleArguments = ['AWSServiceName' => $awsServiceName];
if ($customSuffix) {
$createServiceLinkedRoleArguments['CustomSuffix'] = $customSuffix;

}
if ($description) {
$createServiceLinkedRoleArguments['Description'] = $description;

}

return $this->iamClient-
>createServicelinkedRole($createServicelLinkedRoleArguments);

}

« API M|E HE = AWS SDK for PHP AP| & X O] CreateServicelLinkedRoleE & X 3HAM|2.

CreateUser

CIS I E oA|E CreateUser| A2 EE42 HoiFL|Ct

SDK for PHP
(® Note
GitHubOll 4 Bt LiL0| /&LICH AWS ZE o 2|ZX|EZ|0|M XA o S 1 A% 9l
Al S HIKEMI2.

$uuid = uniqid();
$service = new IAMService();

$user = $service->createUser("iam_demo_user_$uuid");
echo "Created user with the arn: {$user['Arn']1}\n";

/**
* @param string $name
* @return array
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* @throws AwsException
*/
public function createUser(string $name): array
{
$result = $this->iamClient->createUser([
"UserName' => $name,

1)

return $result['User'];

« API M5 ME = AWS SDK for PHP API Z %X 9| CreateUserE 2 X stMI2.

GetAccountPasswordPolicy

CH2 A E 0 Al= GetAccountPasswordPolicy Q| A WS 2o{&ELICt

SDK for PHP

@ Note
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$uuid = uniqid();
$service = new IAMService();

public function getAccountPasswordPolicy()
{

return $this->iamClient->getAccountPasswordPolicy();

AMZ4 Ol
=20 x<

« APl M8 HE = AWS SDK for PHP API £ Z 2| GetAccountPasswordPolicyE & X 5HMIR.

GetPolicy
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SDK for PHP
(® Note
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_|
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$uuid = uniqid();
$service = new IAMService();

public function getPolicy($policyArn)
{
return $this->customWaiter(function () use ($policyArn) {

return $this->iamClient->getPolicy(['PolicyArn' => $policyArn]);
1);

« AP NI® HE = AWS SDK for PHP API = 9| GetPolicyE & Z35HMI2.

GetRole

CtE ZE 0 Al= GetRolel| AHE Y E E0{ELICH.

SDK for PHP
@ Note
GitHubOll . B2 LHE O] J&LICH AWS FE of E|ZX[EE|oM TA o & &1 4 &

st YHE HIIEA L.

$uuid = uniqid();
$service = new IAMService();

public function getRole($roleName)
{

return $this->customwWaiter(function () use ($roleName) {
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return $this->iamClient->getRole(['RoleName' => $roleName]);

1)

- API M|§ HE = AWS SDK for PHP API & Z 9| GetRole2 & X 5tA|L.

ListAttachedRolePolicies

CI2 T E o A|l= ListAttachedRolePoliciesQ| At Eedg HoiFL|C}.

SDK for PHP
® Note
GitHubOll . Bt 2 LI 0| /&LICt AWS ZE of Z|ZX|EZ|0|M M| o E 51 M- gl

Mt wHE HEAR.

$uuid = uniqid();
$service = new IAMService();

public function listAttachedRolePolicies($roleName, $pathPrefix = "", $marker
"t $maxItems = Q)
{
$listAttachRolePoliciesArguments = ['RoleName' => $roleName];
if ($pathPrefix) {
$listAttachRolePoliciesArguments['PathPrefix'] = $pathPrefix;
}
if ($marker) {
$listAttachRolePoliciesArguments['Marker'] = $marker;
}
if ($maxItems) {
$listAttachRolePoliciesArguments['MaxItems'] = $maxItems;
}
return $this->iamClient-
>listAttachedRolePolicies($listAttachRolePoliciesArguments);
}

« APl M5 ME = AWS SDK for PHP API & X 9| ListAttachedRolePolicies& & X 35IA| 2.
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ListGroups

CHS 3= o AIE ListGroupsll AHS ¥WHE Eo{ELICH

SDK for PHP
® Note
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MEshe W HUEAHL.
$uuid = uniqid();
$service = new IAMService();
public function listGroups($pathPrefix = "", $marker = "", $maxItems = 0)
{
$1listGroupsArguments = [];
if ($pathPrefix) {
$1listGroupsArguments["PathPrefix"] = $pathPrefix;
}
if ($marker) {
$listGroupsArguments["Marker"] = $marker;
}
if ($maxItems) {
$1listGroupsArguments["MaxItems"] = $maxItems;
}
return $this->iamClient->1istGroups($listGroupsArguments);
}

« API NI® HE = AWS SDK for PHP API &= 9| ListGroups& & Z35HAM|2.

ListPolicies
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SDK for PHP
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$uuid = uniqid();
$service = new IAMService();

public function listPolicies($pathPrefix = "", $marker = "", $maxItems = Q@)

{
$listPoliciesArguments = [];
if ($pathPrefix) {
$listPoliciesArguments["PathPrefix"] = $pathPrefix;

}
if ($marker) {
$listPoliciesArguments["Marker"] = $marker;

}
if ($maxItems) {
$listPoliciesArguments["MaxItems"] = $maxItems;

return $this->iamClient->listPolicies($listPoliciesArguments);

« API M8 HE = AWS SDK for PHP APl & = 9| ListPoliciesE &I X HAIL2.

ListRolePolicies

CI2 I E oAl= ListRolePolicies®| AFR EHE1E2 Ho{FL|C}.

SDK for PHP
(® Note
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$uuid = uniqid();
$service = new IAMService();

public function listRolePolicies($roleName, $marker = "", $maxItems = Q)
{
$listRolePoliciesArguments = ['RoleName' => $roleName];
if ($marker) {
$listRolePoliciesArguments['Marker'] = $marker;
}
if ($maxItems) {
$listRolePoliciesArguments['MaxItems'] = $maxItems;
}
return $this->customWaiter(function () use ($listRolePoliciesArguments) {
return $this->iamClient->listRolePolicies($listRolePoliciesArguments);

1)

« APl M5 HE = AWS SDK for PHP API £ = 9| ListRolePoliciesE & X stMIR.

ListRoles

CIS 3= o Al= ListRolesQ| A2 w2 Hoi&FL|C}.

SDK for PHP
@ Note
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NS WS HLEHL.

$uuid = uniqid();
$service = new IAMService();

/**
* @param string $pathPrefix
* @param string $marker
* @param int $maxItems
* @return Result
$roles = $service->listRoles();

*
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*/
public function listRoles($pathPrefix = "", $marker = "", $maxItems =
{
$listRolesArguments = [];
if ($pathPrefix) {
$1istRolesArguments["PathPrefix"] = $pathPrefix;
}
if ($marker) {
$1listRolesArguments["Marker"] = $marker;
}
if ($maxItems) {
$listRolesArguments["MaxItems"] = $maxItems;
}
return $this->iamClient->listRoles($listRolesArguments);
}

- API M| ME = AWS SDK for PHP APl & X 9| ListRolesE & Z3A|L.

ListSAMLProviders

CIS I E oA|= ListSAMLProviders2| A2 ¥ S HoiFL|Ct

SDK for PHP
® Note
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$uuid = uniqid();
$service = new IAMService();

public function 1listSAMLProviders()
{

return $this->iamClient->1istSAMLProviders();

« API M2 HE = AWS SDK for PHP API & Z 9| ListSAMLProviders& & ZX5tMR.
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ListUsers
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SDK for PHP
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$uuid = uniqid();
$service = new IAMService();

public function listUsers($pathPrefix = "", $marker = "", $maxItems = 0)

{
$listUsersArguments = [];

if ($pathPrefix) {
$listUsersArguments["PathPrefix"] = $pathPrefix;

}
if ($marker) {
$listUsersArguments["Marker"] = $marker;

}
if ($maxItems) {
$listUsersArguments["MaxItems"] = $maxItems;

return $this->iamClient->listUsers($listUsersArguments);

« API M5 HE = AWS SDK for PHP API £ &= 9| ListUsersE & X 5HA|2.
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kinesis\KinesisEvent;
use Bref\Event\Kinesis\KinesisHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends KinesisHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;
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/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleKinesis(KinesisEvent $event, Context $context): void
{
$this->logger->info("Processing records");
$records = $event->getRecords();
foreach ($records as $record) {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data

// Any exception thrown will be logged and the invocation will be marked

as failed

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

$logger = new StderrlLogger();
return new Handler($logger);

Kinesis E2|7HZ Lambda &0 CHEr HHX| &= Almj E 1

CtZ ZE oX= Kinesis AEZ|0| M O|HIEE =415t= Lambda & ~0f CHEt £ 2 Hix| SE2 +3
StE WS 2oiFLICE o] &4 SHoZ ikl €5 AWE E15tn LISo i HIAIXIE CHA|
AlE 3T E Lambdaoll 41532 EHL|Ct
SDK for PHP
(@ Note
GitHubOll Cf Ef2 LHE O] /&Lt MHE|A oA E|ZX[E2|oM MA| A& &otEn
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// Copyright Amazon.com, Inc.

// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

or its affiliates. All Rights Reserved.

use Bref\Context\Context;
use Bref\Event\Kinesis\KinesisEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;
require _ DIR__ . '/vendor/autoload.php';
class Handler implements StdHandler
{
private StderrLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
/* *
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$kinesisEvent = new KinesisEvent($event);
$this->logger->info("Processing records");
$records = $kinesisEvent->getRecords();
$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();
}
}
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$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response
$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],

$failedRecords
);
return [

'batchItemFailures' => $failures
15

$logger = new StderrLogger();
return new Handler($logger);
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include "vendor/autoload.php";
use Aws\Kms\KmsClient;

echo "This file shows how to connect to the KmsClient, uses a paginator to get the
keys for the account, and lists the KeyIds for up to 10 keys.\n";

$client = new KmsClient([]);

$pageLength = 10; // Change this value to change the number of records shown, or to
break up the result into pages.

$keys = [1;
$keysPaginator = $client->getPaginator("ListKeys", ['Limit' => $pagelLength]);
foreach($keysPaginator as $page){

foreach($page['Keys'] as $index => $key){

echo "The $index index Key's ID is: {$key['KeyId'I}\n";
}
echo "End of page one of results. Alter the \$pageLength variable to see more
results.\n";
break;
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echo "\n";
eCho M e e e - \n";
echo <<<WELCOME

Welcome to the AWS Key Management Service SDK Basics scenario.

This program demonstrates how to interact with AWS Key Management Service using the
AWS SDK for PHP (v3).
The AWS Key Management Service (KMS) is a secure and highly available service that

allows you to create
and manage AWS KMS keys and control their use across a wide range of AWS services
and applications.

KMS provides a centralized and unified approach to managing encryption keys, making
it easier to meet your

data protection and regulatory compliance requirements.

This KMS Basics scenario creates two key types:
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- A symmetric encryption key is used to encrypt and decrypt data.
- An asymmetric key used to digitally sign data.

Let's get started...\n

WELCOME;
echo M---mmm - \n";
$this->pressEnter();

$this->kmsClient = new KmsClient([]);

// Initialize the KmsService class with the client. This allows you to
override any defaults in the client before giving it to the service class.

$this->kmsService = new KmsService($this->kmsClient);

// 1. Create a symmetric KMS key.
echo "\n";
echo "1. Create a symmetric KMS key.\n";

echo "First, we will create a symmetric KMS key that is used to encrypt and

decrypt data by invoking createKey().\n";
$this->pressEnter();

$key = $this->kmsService->createKey();
$this->resources['symmetricKey'] = $key['KeyId'];

echo "Created a customer key with ARN {$key['Arn']}.\n";
$this->pressEnter();

// 2. Enable a KMS key.
echo "\n";
echo "2. Enable a KMS key.\n";

echo "By default when you create an AWS key, it is enabled. The code checks

to

determine if the key is enabled. If it is not enabled, the code enables it.\n";

$this->pressknter();

$keyInfo = $this->kmsService->describeKey($key['KeyId']);
if(!$keyInfo['Enabled']){
echo "The key was not enabled, so we will enable it.\n";
$this->pressEnter();
$this->kmsService->enableKey($key['KeyId']);
echo "The key was successfully enabled.\n";
}else{
echo "The key was already enabled, so there was no need to enable
\n";
}
$this->pressEnter();

’

it.
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\n";

// 3. Encrypt data using the symmetric KMS key.
echo "\n";
echo "3. Encrypt data using the symmetric KMS key.\n";

echo "One of the main uses of symmetric keys is to encrypt and decrypt data.

echo "Next, we'll encrypt the string 'Hello, AWS KMS!' with the

SYMMETRIC_DEFAULT encryption algorithm.\n";

$this->pressEnter();
$text = "Hello, AWS KMS!";
$encryption = $this->kmsService->encrypt($key['KeyId'], $text);

echo "The plaintext data was successfully encrypted with the algorithm:

{$encryption['EncryptionAlgorithm']}.\n";

$this->pressknter();

// 4. Create an alias.

echo "\n";

echo "4. Create an alias.\n";

$aliasInput = testable_readline("Please enter an alias prefixed with

\"alias/\" or press enter to use a default value: ");

if($aliasInput == ""){

$aliasInput = "alias/dev-encryption-key";
}
$this->kmsService->createAlias($key['KeyId'], $aliasInput);
$this->resources['alias'] = $aliasInput;
echo "The alias \"$aliasInput\" was successfully created.\n";
$this->pressEnter();

// 5. List all of your aliases.
$aliasPageSize = 10;
echo "\n";
echo "5. List all of your aliases, up to $aliasPageSize.\n";
$this->pressEnter();
$aliasPaginator = $this->kmsService->listAliases();
foreach($aliasPaginator as $pages){
foreach($pages['Aliases'] as $alias){
echo $alias['AliasName'] . "\n";
}

break;

}
$this->pressEnter();

// 6. Enable automatic rotation of the KMS key.
echo "\n";
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echo "6. Enable automatic rotation of the KMS key.\n";

echo "By default, when the SDK enables automatic rotation of a KMS key,
KMS rotates the key material of the KMS key one year (approximately 365 days) from
the enable date and every year
thereafter.";

$this->pressEnter();

$this->kmsService->enableKeyRotation($key['KeyId']);

echo "The key's rotation was successfully set for key: {$key['KeyId']}\n";

$this->pressEnter();

// 7. Create a grant.
echo "7. Create a grant.\n";
echo "\n";
echo "A grant is a policy instrument that allows Amazon Web Services
principals to use KMS keys.
It also can allow them to view a KMS key (DescribeKey) and create and manage grants.
When authorizing access to a KMS key, grants are considered along with key policies
and IAM policies.\n";
$granteeARN = testable_readline("Please enter the Amazon Resource Name
(ARN) of an Amazon Web Services principal. Valid principals include Amazon Web
Services accounts, IAM users, IAM roles, federated users, and assumed role users.
For help with the ARN syntax for a principal, see IAM ARNs in the Identity and
Access Management User Guide. \nTo skip this step, press enter without any other
values: ");
if($granteeARN){
$operations = [
"ENCRYPT",
"DECRYPT",
"DESCRIBE_KEY",
1;
$grant = $this->kmsService->createGrant($key['KeyId'], $granteeARN,
$operations);
echo "The grant Id is: {$grant['GrantId']}\n";
}else{
echo "Steps 7, 8, and 9 will be skipped.\n";

}
$this->pressEnter();

// 8. List grants for the KMS key.
if($granteeARN){
echo "8. List grants for the KMS key.\n\n";
$grantsPaginator = $this->kmsService->listGrants($key['KeyId']);
foreach($grantsPaginator as $page){
foreach($page['Grants'] as $grant){
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in the

}els

}
$thi

// 9
if($

}els

}
$thi

// 1
echo
echo
echo
echo
prog
$thi
$dec

echo $grant['GrantId'] . "\n";

}
e{
echo "Skipping step 8...\n";

s->presskEnter();

. Revoke the grant.

granteeARN) {

echo "\n";

echo "9. Revoke the grant.\n";

$this->pressEnter();
$this->kmsService->revokeGrant($grant['GrantId'], $keyInfol'KeyId']);
echo "{$grant['GrantId']} was successfully revoked!\n";

e{

echo "Skipping step 9...\n";

s->pressEnter();

0. Decrypt the data.
"\n";
"10. Decrypt the data.\n";
"Let's decrypt the data that was encrypted before.\n";
"We'll use the same key to decrypt the string that we encrypted earlier
ram.\n";
s->pressEnter();
ryption = $this->kmsService->decrypt($keyInfol'KeyId'],

$encryption['CiphertextBlob'], $encryption['EncryptionAlgorithm']);

echo
$thi

// 1
echo
echo
echo

primary way

echo

"The decrypted text is: {$decryption['Plaintext']}\n";
s->pressEnter();

1. Replace a Key Policy.

"\n";

"11. Replace a Key Policy.\n";

"A key policy is a resource policy for a KMS key. Key policies are the
to control access to KMS keys.\n";

"Every KMS key must have exactly one key policy. The statements in the

key policy determine who has permission to use the KMS key and how they can use it.

\n";

echo

" You can also use IAM policies and grants to control access to the KMS

key, but every KMS key must have a key policy.\n";

echo
$sts

"We will replace the key's policy with a new one:\n";
Client = new StsClient([]);
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$result = $stsClient->getCallerIdentity();
$accountId = $result['Account'];
$keyPolicy = <<< KEYPOLICY

"Version":"2012-10-17",
"Statement": [{

]
}

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::$accountId:root"},
"Action": "kms:*",

"Resource": "*"

KEYPOLICY;

ScCreen.

echo $keyPolicy;

$this->pressEnter();
$this->kmsService->putKeyPolicy($keyInfo['KeyId'], $keyPolicy);
echo "The Key Policy was successfully replaced!\n";
$this->pressEnter();

// 12. Retrieve the key policy.

echo "\n";

echo "12. Retrieve the key policy.\n";

echo "Let's get some information about the new policy and print it to the
\n";

$this->pressEnter();

$policyInfo = $this->kmsService->getKeyPolicy($keyInfo['KeyId']);

echo "We got the info! Here is the policy: \n";

echo $policyInfo['Policy'] . "\n";

$this->pressEnter();

// 13. Create an asymmetric KMS key and sign data.

echo "\n";

echo "13. Create an asymmetric KMS key and sign data.\n";

echo "Signing your data with an AWS key can provide several benefits that

make it an attractive option for your data signing needs.\n";

echo "By using an AWS KMS key, you can leverage the security controls and

compliance features provided by AWS, which can help you meet various regulatory
requirements and enhance the overall security posture of your organization.\n";

echo "First we'll create the asymmetric key.\n";
$this->pressEnter();

$keySpec = "RSA_2048";

$keyUsage = "SIGN_VERIFY";

$asymmetricKey = $this->kmsService->createKey($keySpec, $keyUsage);
$this->resources['asymmetricKey'] = $asymmetricKey['KeyId'];
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echo "Created the key with ID: {$asymmetricKey['KeyId']}\n";

echo "Next, we'll sign the data.\n";

$this->pressEnter();

$algorithm = "RSASSA_PSS_SHA_256";

$sign = $this->kmsService->sign($asymmetricKey['KeyId'], $text, $algorithm);

$verify = $this->kmsService->verify($asymmetricKey['KeyId'], $text,
$sign['Signature'], $algorithm);

echo "Signature verification result: {$sign['signature']}\n";

$this->pressEnter();

// l4. Tag the symmetric KMS key.
echo "\n";
echo "14. Tag the symmetric KMS key.\n";
echo "By using tags, you can improve the overall management, security,
and governance of your KMS keys, making it easier to organize, track, and control
access to your encrypted data within your AWS environment.\n";
echo "Let's tag our symmetric key as Environment->Production\n";
$this->pressEnter();
$this->kmsService->tagResource($key['KeyId'], [
[
'TagKey' => "Environment",
'TagValue' => "Production",
1,
D
echo "The key was successfully tagged!\n";
$this->pressEnter();

// 15. Schedule the deletion of the KMS key

echo "\n";

echo "15. Schedule the deletion of the KMS key.\n";

echo "By default, KMS applies a waiting period of 30 days, but you can
specify a waiting period of 7-30 days.\n";

echo "When this operation is successful, the key state of the KMS key
changes to PendingDeletion and the key can't be used in any cryptographic
operations.\n";

echo "It remains in this state for the duration of the waiting period.\n\n";

echo "Deleting a KMS key is a destructive and potentially dangerous
operation. When a KMS key is deleted, all data that was encrypted under the KMS key
is unrecoverable.\n\n";

$cleanUp = testable_readline("Would you like to delete the resources created
during this scenario, including the keys? (y/n): ");
if($cleanUp == "Y" || $cleanUp == "y"){
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$this->cleanUp();

echo "This concludes the AWS Key Management SDK Basics

echo

namespace Kms;

use
use
use
use
use

Aws\Kms\Exception\KmsException;
Aws\Kms\KmsClient;

Aws\Result;
Aws\ResultPaginator;
AwsUtilities\AWSServiceClass;

class KmsService extends AWSServiceClass

{

protected KmsClient $client;
protected bool $verbose;

/***
* @param KmsClient|null $client
* @param bool $verbose

*/
public function __construct(KmsClient $client = null, bool $verbose = false)
{
$this->verbose = $verbose;
if($client){
$this->client = $client;
retuzrn;
}
$this->client = new KmsClient([]);
}
/***

* @param string $keySpec
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* @param string $keyUsage
* @param string $description
* @return array

*/
public function createKey(string $keySpec = "", string $keyUsage = "", string
$description = "Created by the SDK for PHP")
{

$parameters = ['Description' => $description];
if($keySpec && $keyUsage){
$parameters['KeySpec'] = $keySpec;
$parameters['KeyUsage'] = $keyUsage;
}
try {
$result = $this->client->createKey($parameters);
return $result['KeyMetadata'];
}catch(KmsException $caught){
// Check for error specific to createKey operations
if ($caught->getAwsErrorMessage() == "LimitExceededException"){
echo "The request was rejected because a quota was exceeded. For
more information, see Quotas in the Key Management Service Developer Guide.";
}
throw $caught;

/***
* @param string $keyId
* @param string $ciphertext
* @param string $algorithm
* @return Result
*/
public function decrypt(string $keyId, string $ciphertext, string $algorithm =
"SYMMETRIC_DEFAULT")
{
try{
return $this->client->decrypt([
'CiphertextBlob' => $ciphertext,
'"EncryptionAlgorithm' => $algorithm,
'KeyId' => $keyId,
D
}catch(KmsException $caught){
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echo "There was a problem decrypting the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param string $text
* @return Result

*/
public function encrypt(string $keyId, string $text)
{
try {
return $this->client->encrypt([
'KeyId' => $keyId,
'Plaintext' => $text,
D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "DisabledException"){

echo "The request was rejected because the specified KMS key is not
enabled.\n";

}
throw $caught;

/***
* @param string $keyId
* @param int $limit
* @return ResultPaginator

*/
public function listAliases(string $keyId = "", int $1limit = Q)
{
$args = [1;
if($keyId){
$args['KeyId'] = $keyId;
}
if($1imit){

$args['Limit'] = $limit;
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}
try{
return $this->client->getPaginator("ListAliases", $args);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidMarkerException"){
echo "The request was rejected because the marker that specifies
where pagination should next begin is not valid.\n";

}
throw $caught;

/***
* @param string $keyId
* @param string $alias
* @return void
*/
public function createAlias(string $keyId, string $alias)
{
try{
$this->client->createAlias([
'TargetKeyId' => $keyId,
'AliasName' => $alias,
D;
}catch (KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidAliasNameException"){
echo "The request was rejected because the specified alias name is
not valid.";
}
throw $caught;

/***
* @param string $keyId
* @param string $granteePrincipal
* @param array $operations
* @param array $grantTokens
* @return Result

*/
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public function createGrant(string $keyId, string $granteePrincipal, array
$operations, array $grantTokens = [])
{
$args = [
'KeyId' => $keyId,
'GranteePrincipal' => $granteePrincipal,
'Operations' => $operations,
1;
if($grantTokens){
$args['GrantTokens'] = $grantTokens;
}

try{
return $this->client->createGrant($args);

}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidGrantTokenException"){
echo "The request was rejected because the specified grant token is
not valid.\n";

}
throw $caught;

/***
* @param string $keyId
* @return array
*/
public function describeKey(string $keyId)
{
try {
$result = $this->client->describeKey([
"KeyId" => $keyId,
1);
return $result['KeyMetadata'];
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){
echo "The request was rejected because the specified entity or
resource could not be found.\n";
}
throw $caught;
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/***
* @param string $keyId
* @return void
*/
public function disableKey(string $keyId)
{
try {
$this->client->disableKey([
'KeyId' => $keyId,
D;
}catch(KmsException $caught){
echo "There was a problem disabling the key: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @return void

*/
public function enableKey(string $keyId)
{
try {
$this->client->enableKey([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

/***

* @return array
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*/

public function listKeys()

{

try {
$contents = [];
$paginator = $this->client->getPaginator("ListKeys");
foreach($paginator as $result){
foreach ($result['Content'] as $object) {
$contents[] = $object;

}

return $contents;
}catch(KmsException $caught){
echo "There was a problem listing the keys: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @return Result
*/
public function listGrants(string $keyId)
{
try{
return $this->client->1listGrants([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo " The request was rejected because the specified entity or

resource could not be found.\n";

}
throw $caught;

/***
* @param string $keyId
* @return Result
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*/
public function getKeyPolicy(string $keyId)
{

try {
return $this->client->getKeyPolicy([
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem getting the key policy: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $grantId
* @param string $keyId
* @return void
*/
public function revokeGrant(string $grantld, string $keyId)
{
try{
$this->client->revokeGrant([
'GrantId' => $grantld,
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem with revoking the grant: {$caught-
>getAwsErrorMessage()}.\n";
throw $caught;

/***

* @param string $keyId

* @param int $pendingWindowInDays

* @return void

*/
public function scheduleKeyDeletion(string $keyId, int $pendingWindowInDays = 7)
{

try {
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$this->client->scheduleKeyDeletion([
'KeyId' => $keyId,
'PendingWindowInDays' => $pendingWindowInDays,
D;
}catch(KmsException $caught){
echo "There was a problem scheduling the key deletion: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param array $tags
* @return void
*/
public function tagResource(string $keyId, array $tags)
{
try {
$this->client->tagResource([
'KeyId' => $keyId,
'Tags' => $tags,
1);
}catch(KmsException $caught){
echo "There was a problem applying the tag(s): {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

/***

* @param string $keyId

* @param string $message

* @param string $algorithm

* @return Result

*/
public function sign(string $keyId, string $message, string $algorithm)
{

try {
return $this->client->sign([
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'KeyId' => $keyId,
'Message' => $message,
'SigningAlgorithm' => $algorithm,
D;
}catch(KmsException $caught){
echo "There was a problem signing the data
>getAwsErrorMessage()}\n";
throw $caught;

/***
* @param string $keyId
* @param int $rotationPeriodInDays
* @return void

*/

: {$caught-

public function enableKeyRotation(string $keyId, int $rotationPeriodInDays =

365)
{
try{
$this->client->enableKeyRotation([
'KeyId' => $keyId,

'RotationPeriodInDays' => $rotationPeriodInDays,

1);
}catch(KmsException $caught){

if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or

resource could not be found.\n";

}
throw $caught;

/***

* @param string $keyId

* @param string $policy

* @return void

*/
public function putKeyPolicy(string $keyId, string
{

$policy)

591



AWS SDK for PHP

HL AL 7HO|= T 3

try {

$this->client->putKeyPolicy([

'KeyId' => $keyId,
'"Policy' => $policy,

1)
}catch(KmsException $caught){

echo "There was a problem replacing the key policy:

>getAwsErrorMessage()}\n";
throw $caught;

/**

*

* @param string $aliasName
* @return void

*/

public function deleteAlias(string $aliasName)

{

try {

$this->client->deleteAlias([

'AliasName' => $aliasName,

1);
}catch(KmsException $caught){

echo "There was a problem deleting the alias

>getAwsErrorMessage()}\n";
throw $caught;

{$caught-

: {$caught-

}
}
/***
* @param string $keyId
* @param string $message
* @param string $signature
* @param string $signingAlgorithm
* @return bool
*/
public function verify(string $keyId, string $message, string $signature, string
$signingAlgorithm)
{
try {
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$result = $this->client->verify([
'KeyId' => $keyId,
'Message' => $message,
'Signature' => $signature,
'SigningAlgorithm' => $signingAlgorithm,
D;
return $result['SignatureValid'];
}catch(KmsException $caught){

echo "There was a problem verifying the signature:

>getAwsErrorMessage()}\n";
throw $caught;

. API M5 ME &= AWS SDK for PHP API 2 = 9o| Ct2 FANIE & X 51All

* CreateAlias

* CreateGrant

» CreateKey
+ Decrypt

» DescribeKey
» DisableKey
+ EnableKey

. gss

+ GetKeyPolicy

+ ListAliases

+ ListGrants

+ ListKeys

* RevokeGrant

» ScheduleKeyDeletion

{$caught-
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yNJek
1=
CreateAlias
CIS 3= O AIE CreateAliaso| AHS HHE Eo{FLIC.
SDK for PHP
® Note
GitHuboll O Bf2 LI 0| U&LICH AWS ZE of Z|ZX|EE|0M MA oS 31 M3 L
Adste dHE HiAEAM L.
/***
* @param string $keyId
* @param string $alias
* @return void
*/
public function createAlias(string $keyId, string $alias)
{
try{
$this->client->createAlias([
'TargetKeyId' => $keyId,
'AliasName' => $alias,
1D;
}catch (KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidAliasNameException"){

echo "The request was rejected because the specified alias name is
not valid.";
}
throw $caught;

« APIOf CHEt MIE ZHE = AWS SDK for PHP APl & = 9| CreateAliasE & X sHML.
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CreateGrant

CIS T E o|A|l= CreateGrantl Al &2 Ho{&L|C}.

SDK for PHP

® Note

GitHubOfl { Bt2 LI 0| /&LICH AWS ZE of 2|ZX|EZ|0AM MA| o E &1 A% 4

=

st LHE HIKIEA L.

/***
* @param string $keyId
* @param string $granteePrincipal
* @param array $operations
* @param array $grantTokens
* @return Result
*/
public function createGrant(string $keyId, string $granteePrincipal, array
$operations, array $grantTokens = [])
{
$args = [
'KeyId' => $keyId,
'GranteePrincipal' => $granteePrincipal,
'Operations' => $operations,
1;
if($grantTokens){
$args['GrantTokens'] = $grantTokens;
}
try{
return $this->client->createGrant($args);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidGrantTokenException"){
echo "The request was rejected because the specified grant token
not valid.\n";
}
throw $caught;
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« APIO]| CHEt MIE ME = AWS SDK for PHP API & = 9| CreateGrantE & X 5tM|L.

CreateKey

CHS ZE | A|E CreatekKeyQ| AHE &S Ho{FLICH

SDK for PHP
@ Note
GitHuboll . Bf2 L8 0| J&LIct AWS FE 0of 2|ZEX|EZ0IM MA o & 1 4H &
Adste dHE H{AEAM L.
/***

* @param string $keySpec

* @param string $keyUsage

* @param string $description
* @return array

*/
public function createKey(string $keySpec = "", string $keyUsage = "", string
$description = "Created by the SDK for PHP")
{

$parameters = ['Description' => $description];
if($keySpec && $keyUsage){
$parameters['KeySpec'] = $keySpec;
$parameters['KeyUsage'] = $keyUsage;
}
try {
$result = $this->client->createKey($parameters);
return $result['KeyMetadata'];
}catch(KmsException $caught){
// Check for error specific to createKey operations
if ($caught->getAwsErrorMessage() == "LimitExceededException"){
echo "The request was rejected because a quota was exceeded. For
more information, see Quotas in the Key Management Service Developer Guide.";
}
throw $caught;
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- APIO| CHEt M5 HE = AWS SDK for PHP API & = 9| CreateKey & & ZE M.

Decrypt

CH2 I E 0 Al= Decryptl| AHE WS Eo{FLIC}.

SDK for PHP
(® Note
GitHuboll o {2 L& 0] A& LICH AWS FE of 2|ZX|E 2|0 TA| o & K1 478 &

MEsHe WS HoEAL.

/***
* @param string $keyId
* @param string $ciphertext
* @param string $algorithm
* @return Result
*/
public function decrypt(string $keyId, string $ciphertext, string $algorithm =
"SYMMETRIC_DEFAULT")
{
try{
return $this->client->decrypt([
'CiphertextBlob' => $ciphertext,
"EncryptionAlgorithm' => $algorithm,
'KeyId' => $keyId,
D;
}catch(KmsException $caught){
echo "There was a problem decrypting the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
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- APIO CHH ME HE = AWS SDK for PHP APl & Z 9| Decrypt& & ZEHAI2.

DeleteAlias

CI2 3 E o A|l= DeleteAliasQ| A2 EHEd2 Ho{FL|Ct.

SDK for PHP
® Note
GitHubol| . Bt 2 Lig 0| l&LICt AWS ZE of 2|ZX|EZ|o|M XA of|E 3t A% al
AlslistE HEHE HI/IEMI2.
/-k-k-k

* @param string $aliasName

* @return void

*/
public function deleteAlias(string $aliasName)
{

try {
$this->client->deleteAlias([
'AliasName' => $aliasName,

1);
}catch(KmsException $caught){

echo "There was a problem deleting the alias: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;

« APIO]| CHEE B HE = AWS SDK for PHP API 2 = 2| DeleteAliasE & EsHAMIR.
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DescribeKey

CH2 ZE 0 Al= Describekey2| AHR HWHHE Eo{FL|C}.

A

Foq
=

598


https://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/Decrypt
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/kms#code-examples
https://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/DeleteAlias

AWS SDK for PHP JHEER 7HO|E HHT 3

SDK for PHP

® Note

GitHubol| . Bt2 LI 0| Ql&LICH AWS ZE of 2|ZX|EZ|o|M XA o E 51 A gl

- =20 x
AdstE YHS HIEML.

/***
* @param string $keyId
* @return array
*/
public function describeKey(string $keyId)
{
try {
$result = $this->client->describeKey([
"KeyId" => $keyId,
1D;
return $result['KeyMetadata'];
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

- APIO] L8t MIE HE = AWS SDK for PHP API & Z 9| DescribeKey & & Z 35N 2.

DisableKey

CtZ ZE o Al= DisableKeyl| AHE WS Eo{ELICtH

£
e

599


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/kms#code-examples
https://docs.aws.amazon.com/goto/SdkForPHPV3/kms-2014-11-01/DescribeKey

AWS SDK for PHP JHEER 7HO|E HHT 3

SDK for PHP

(® Note

GitHuboll | B2 LHE 0| JU&LICH AWS ZE of 2[ZX|EE[0fM HA o & &1 4™ A
ASsts wHs AR

/***
* @param string $keyId
* @return void
*/
public function disableKey(string $keyId)
{
try {
$this->client->disableKey([
'KeyId' => $keyId,
1;
}catch(KmsException $caught){

echo "There was a problem disabling the key: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;

- APIO|| CHEH NS HE = AWS SDK for PHP API & Z 9| DisableKeyE & XML

EnableKey
CH2 ZE o Al= EnableKey 2| AHE Y2 Eo{FLICH.

SDK for PHP

(® Note
GitHuboll O B2 LH& 0| A &LICH AWS FE of E|ZX|E S0 A o & & 4 &

= L= o
st YHE HIIEAM L.
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/***
* @param string $keyId
* @return void

*/
public function enableKey(string $keyId)
{
try {
$this->client->enableKey([
'KeyId' => $keyId,
1D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){

echo "The request was rejected because the specified entity or
resource could not be found.\n";

}
throw $caught;

« APIO] CHEH M| HE = AWS SDK for PHP APl 2 Z 2| EnableKeyE & Z8HAM|R.

Encrypt
CHZ ZE o Al= Encryptll AHE &S Eo{ELICt
SDK for PHP
® Note
GitHubOll . Bt 2 LH&0| Q&LICH AWS ZE of 2|ZX|EE|0M M| o & &1 A 4l

st YHE HIIEA L.

/***
* @param string $keyId
* @param string $text
* @return Result
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*/
public function encrypt(string $keyId, string $text)
{
try {
return $this->client->encrypt([
'KeyId' => $keyId,
'Plaintext' => $text,
D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "DisabledException"){

echo "The request was rejected because the specified KMS key is not
enabled.\n";

}
throw $caught;

- APIOf CHEH MIE HE = AWS SDK for PHP APl & Z 9| EncryptE HZ 35N 2.

ListAliases
CI2 3 E o A|l= ListAliasesQ| A2 EEd2 Ho{FL|Ct.

SDK for PHP

(® Note

GitHubol| . B2 LI 0| Ql&LICH AWS T E of Z2|ZX|EZ|oM XA o E 1 A% gl

=
MESHE WS HUZHL.

/***

* @param string $keyId

* @param int $limit

* @return ResultPaginator

*/
public function listAliases(string $keyId = "", int $limit = 0)
{

I
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$args = [1;
if($keyId){
$args['KeyId']

$keyId;
}
if($limit){
$args['Limit'] = $limit;
}
try{
return $this->client->getPaginator("ListAliases", $args);
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "InvalidMarkerException"){
echo "The request was rejected because the marker that specifies
where pagination should next begin is not valid.\n";

}
throw $caught;

« APIO] CHEE B ME = AWS SDK for PHP API & X 9| ListAliasesE & X stAMI2.

ListGrants

CIS I E o A|l= ListGrantsQ| Al Eed2 EoiFLCt.

SDK for PHP
@ Note
GitHubOl| If Bt 2 LHEO| U &LICt AWS ZE of E2lZX|EZ||M TA o & &1 d™ &

AL ERTEET=Y

/***

* @param string $keyId

* @return Result

*/
public function listGrants(string $keyId)
{

I
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try{
return $this->client->listGrants([
'KeyId' => $keyId,

D;
}catch(KmsException $caught){
if($caught->getAwsErrorMessage() == "NotFoundException"){
echo " The request was rejected because the specified entity or
resource could not be found.\n";
}

throw $caught;

- APIOf| CHEH M2 HE = AWS SDK for PHP APl & Z 9| ListGrants& & Z3SHAMIR.

ListKeys

ChS ZE ol Al= ListKeys2| ALE S EoiELICH

SDK for PHP
(® Note
GitHubOl| I Bt 2 LHEO| J&LICH AWS ZE of 2|ZX|EE[OIM HA o & &1 d™ 2

MEsHe WS HoEAL.

/***
* @return array
*/
public function listKeys()
{
try {
$contents = [];
$paginator = $this->client->getPaginator("ListKeys");
foreach($paginator as $result){
foreach ($result['Content'] as $object) {
$contents[] = $object;
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}
return $contents;
}catch(KmsException $caught){

echo "There was a problem listing the keys: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

« APIO] CHEF M| HE = AWS SDK for PHP APl 2= 9| ListKeysE & ZHAM|R.

PutKeyPolicy

CH2 ZE o Al= PutKeyPolicy Q| AHS &g HoiFLICH

SDK for PHP
(® Note
GitHubOll { Bf2 L 0| /&LICE AWS ZE of 2|ZX|EC|0|M XA o E &1

MEsHe WS HoEAL.

/***
* @param string $keyId
* @param string $policy
* @return void
*/
public function putKeyPolicy(string $keyId, string $policy)
{
try {
$this->client->putKeyPolicy([
'KeyId' => $keyId,
'"Policy' => $policy,
1);
}catch(KmsException $caught){
echo "There was a problem replacing the key policy: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
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« APl M2 HE = AWS SDK for PHP API & Z 2| PutKeyPolicyE & Z35HA|L.

RevokeGrant

Ct2 I E o A|= RevokeGrantQ| A2 gHed2 EoiFL|Ct.

SDK for PHP
® Note
GitHubOll . Bt 2 LI 0| /&LICt AWS ZE of Z|ZX|EZ|0|M M| o E 51 M- gl

Mt wHE HEAR.

/'k'k'k
* @param string $grantId
* @param string $keyId
* @return void
*/
public function revokeGrant(string $grantld, string $keyId)
{
try{
$this->client->revokeGrant([
'GrantId' => $grantld,
'KeyId' => $keyId,
1);
}catch(KmsException $caught){
echo "There was a problem with revoking the grant: {$caught-
>getAwsErrorMessage()}.\n";
throw $caught;
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ScheduleKeyDeletion

Ct2 ZE 0 Al= ScheduleKeyDeletion®| AHE &g Ho{&ELICE

SDK for PHP
® Note
GitHuboll . B£2 LHE 0| A&LICH AWS ZE of 2| ZX[EZ|0|M ™A o & 1T dd &
Mgsts WS HYZMHL.
/***
* @param string $keyId
* @param int $pendingWindowInDays
* @return void
*/
public function scheduleKeyDeletion(string $keyId, int $pendingWindowInDays = 7)
{
try {

$this->client->scheduleKeyDeletion([
'KeyId' => $keyId,
'PendingWindowInDays' => $pendingWindowInDays,
1D;
}catch(KmsException $caught){

echo "There was a problem scheduling the key deletion: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;

« API M2 HE = AWS SDK for PHP API & X 9| ScheduleKeyDeletion2 & Z3HAMIL.

Sign

CH2 2= oAl= Signo| AH2 S Eo{FLIC}.
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SDK for PHP
@® Note
GitHubol| . Bt2 LI 0| Ql&LICH AWS ZE of 2|ZX|EZ|o|M XA o E 51 A gl

MEsHe WS HUEHL.

/***
* @param string $keyId
* @param string $message
* @param string $algorithm
* @return Result
*/
public function sign(string $keyId, string $message, string $algorithm)
{
try {
return $this->client->sign([
'KeyId' => $keyId,
'Message' => $message,
'SigningAlgorithm' => $algorithm,
1);
}catch(KmsException $caught){
echo "There was a problem signing the data: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

« API M2 HE = AWS SDK for PHP APl & Z 9| Sign2 X 5tMIR.

TagResource

CH2 ZE o A|= TagResourcel| AIE WS HoiELICH.
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SDK for PHP

(® Note

GitHubOll . Bt 0| /&LICH AWS ZE of 2|ZX|EZ|0|AM MA| o & &1 A% g
Asle WHE HHIKIEM 2.

o g2

/***
* @param string $keyId
* @param array $tags
* @return void
*/
public function tagResource(string $keyId, array $tags)
{
try {
$this->client->tagResource([
'KeyId' => $keyId,
'Tags' => $tags,
1D;
}catch(KmsException $caught){
echo "There was a problem applying the tag(s): {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

« API M| HE £ AWS SDK for PHP API 2t = 9| TagResourceE 2t X HA|2.
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namespace Lambda;
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use Aws\S3\S3Client;
use GuzzleHttp\Psr7\Stream;
use Iam\IAMService;

class GettingStartedwWithLambda

{
public function run()
{
echo("\n");
echo(M-------- s \n");
print("Welcome to the AWS Lambda getting started demo using PHP!\n");
echo(M-------- s \n");

$clientArgs = [
'region' => 'us-west-2',
'version' => 'latest',
'profile' => 'default'’,

iy

$unigid = uniqid();

$iamService = new IAMService();
$s3client = new S3Client($clientArgs);
$lambdaService = new LambdaService();
echo "First, let's create a role to run our Lambda code.\n";
$roleName = "test-lambda-role-$uniqid";
$rolePolicyDocument = "{
\"Version\": \"2012-10-17\",
\"Statement\": [

{
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"lambda.amazonaws.com\"
.
\"Action\": \"sts:AssumeRole\"
}

LLE
’

$role = $iamService->createRole($roleName, $rolePolicyDocument);
echo "Created role {$role['RoleName']}.\n";

$iamService->attachRolePolicy(
$role['RoleName'],
"arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"

7|2 ALE 611
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I
echo "Attached the AwWSLambdaBasicExecutionRole to {$role['RoleName']}.\n";

echo "\nNow let's create an S3 bucket and upload our Lambda code there.\n";
$bucketName = "amzn-s3-demo-bucket-$uniqgid";
$s3client->createBucket ([

'Bucket' => $bucketName,

1);

echo "Created bucket $bucketName.\n";

$functionName = "doc_example_lambda_$uniqgid";
$codeBasic = _ DIR__ . "/lambda_handler_basic.zip";

$handler = "lambda_handler_basic";
$file = file_get_contents($codeBasic);
$s3client->putObject([

'Bucket' => $bucketName,

'Key' => $functionName,

'Body' => $file,
1);
echo "Uploaded the Lambda code.\n";

$createLambdaFunction = $lambdaService->createFunction($functionName, $role,
$bucketName, $handler);

// Wait until the function has finished being created.

do {

$getLambdaFunction = $lambdaService-

>getFunction($createLambdaFunction['FunctionName']);

} while ($getLambdaFunction['Configuration']['State'] == "Pending");

echo "Created Lambda function {$getLambdaFunction['Configuration']
['FunctionName']}.\n";

sleep(1);

echo "\nOk, let's invoke that Lambda code.\n";
$basicParams = [
'action' => 'increment',
'number' => 3,
iy
/** @var Stream $invokeFunction */
$invokeFunction = $lambdaService->invoke($functionName, $basicParams)
['Payload'];
$result = json_decode($invokeFunction->getContents())->result;
echo "After invoking the Lambda code with the input of
{$basicParams['number']} we received $result.\n";
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echo "\nSince that's working, let's update the Lambda code.\n";
$codeCalculator = "lambda_handler_calculator.zip";
$handlerCalculator = "lambda_handler_calculator";
echo "First, put the new code into the S3 bucket.\n";
$file = file_get_contents($codeCalculator);
$s3client->putObject([

'Bucket' => $bucketName,

'Key' => $functionName,

'Body' => $file,
1);

echo "New code uploaded.\n";

$lambdaService->updateFunctionCode($functionName, $bucketName,
$functionName);

// Wait for the Lambda code to finish updating.

do {

$getLambdaFunction = $lambdaService-

>getFunction($createLambdaFunction['FunctionName']);

} while ($getLambdaFunction['Configuration']['LastUpdateStatus'] !==
"Successful");

echo "New Lambda code uploaded.\n";

$environment = [
'Variable' => ['Variables' => ['LOG_LEVEL' => 'DEBUG']],
iy
$lambdaService->updateFunctionConfiguration($functionName,
$handlerCalculator, $environment);
do {
$getLambdaFunction = $lambdaService-
>getFunction($createLambdaFunction['FunctionName']);
} while ($getLambdaFunction['Configuration']['LastUpdateStatus'] !==
"Successful");

echo "Lambda code updated with new handler and a LOG_LEVEL of DEBUG for more

information.\n";

echo "Invoke the new code with some new data.\n";
$calculatorParams = [

'action' => 'plus',

'x' =>5,

' o=> 4,
iy

$invokeFunction = $lambdaService->invoke($functionName, $calculatorParams,

"Tail");
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$result = json_decode($invokeFunction['Payload']->getContents())->result;
echo "Indeed, {$calculatorParams['x']} + {$calculatorParams['y']} does equal

$result.\n";

echo "Here's the extra debug info: ";
echo base64_decode($invokeFunction['LogResult']) . "\n";

echo "\nBut what happens if you try to divide by zero?\n";
$divZeroParams = [

'action' => 'divide',

'x' =>5,

'yt => 0,
iy

$invokeFunction = $lambdaService->invoke($functionName, $divZeroParams,

"Tail");

$result = json_decode($invokeFunction['Payload']->getContents())->result;
echo "You get a |[$result| result.\n";

echo "And an error message: ";
echo base64_decode($invokeFunction['LogResult']) . "\n";

echo "\nHere's all the Lambda functions you have in this Region:\n";
$listLambdaFunctions = $lambdaService->listFunctions(5);
$allLambdaFunctions = $listLambdaFunctions['Functions'];
$next = $listLambdaFunctions->get('NextMarker');
while ($next != false) {
$listLambdaFunctions = $lambdaService->listFunctions(5, $next);
$next = $listLambdaFunctions->get('NextMarker');
$allLambdaFunctions = array_merge($allLambdaFunctions,

$listLambdaFunctions['Functions']);

}
foreach ($allLambdaFunctions as $function) {
echo "{$function['FunctionName']}\n";

echo "\n\nAnd don't forget to clean up your data!\n";

$lambdaService->deleteFunction($functionName);

echo "Deleted Lambda function.\n";

$iamService->deleteRole($role['RoleName']);

echo "Deleted Role.\n";

$deleteObjects = $s3client->1istObjectsV2([
'Bucket' => $bucketName,

1);

$deleteObjects = $s3client->deleteObjects([
'Bucket' => $bucketName,
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'Delete' => [
'Objects' => $deleteObjects['Contents'],

1);

echo "Deleted all objects from the S3 bucket.\n";
$s3client->deleteBucket(['Bucket' => $bucketName]);
echo "Deleted the bucket.\n";

« API M2 HE = AWS SDK for PHP API & Z 9| CI & &5 H XM L.

* CreateFunction

* DeleteFunction

* GetFunction
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» UpdateFunctionConfiguration
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public function createFunction($functionName, $role, $bucketName, $handler)

{

//This assumes the Lambda function is in an S3 bucket.
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return $this->customwWaiter(function () use ($functionName, $role,
$bucketName, $handler) {

return $this->lambdaClient->createFunction([
'Code' => [
'S3Bucket' => $bucketName,
'S3Key' => $functionName,
1,
'FunctionName' => $functionName,
'Role' => $role['Arn'],
'Runtime' => 'python3.9',
'Handler' => "$handler.lambda_handler",
1);
1);

« APl ME ME = AWS SDK for PHP API £ X 9| CreateFunction2 & X 5tAI 2.
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public function deleteFunction($functionName)
{
return $this->lambdaClient->deleteFunction([
'FunctionName' => $functionName,

1)
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GetFunction
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public function getFunction($functionName)
{
return $this->lambdaClient->getFunction([
'FunctionName' => $functionName,
D;
}
« APl MI§ HEE AWS SDK for PHP APl & = 9| GetFunctionE & X 35HAMI2.
Invoke
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public function invoke($functionName, $params, $logType = 'None')

{
return $this->lambdaClient->invoke([
'FunctionName' => $functionName,
'Payload' => json_encode($params),

£
e
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"LogType' => $logType,
1);

- API M| HE = AWS SDK for PHP APl & X 9| 7t S £2 HZESHM L.
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public function listFunctions($maxItems = 50, $marker = null)

{
if (is_null($marker)) {
return $this->lambdaClient->1istFunctions([
"MaxItems' => $maxItems,
1);
}
return $this->lambdaClient->1listFunctions([
"Marker' => $marker,
"MaxItems' => $maxItems,
1);
}
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public function updateFunctionCode($functionName, $s3Bucket, $s3Key)
{
return $this->lambdaClient->updateFunctionCode([
'FunctionName' => $functionName,
'S3Bucket' => $s3Bucket,
'S3Key' => $s3Key,
1);
}
« API M| HE = AWS SDK for PHP API & Z 9| UpdateFunctionCode & & E5tMIL.
UpdateFunctionConfiguration
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SDK for PHP
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public function updateFunctionConfiguration($functionName, $handler,
$environment = '')

{
return $this->lambdaClient->updateFunctionConfiguration([
'FunctionName' => $functionName,
'Handler' => "$handler.lambda_handler",
'Environment' => $environment,
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<?php
# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

use Aws\Rds\AuthTokenGenerator;

use Aws\Credentials\CredentialProvider;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

private function getAuthToken(): string {
// Define connection authentication parameters
$dbConnection = [
'hostname' => getenv('DB_HOSTNAME'),
'port' => getenv('DB_PORT'),
'username' => getenv('DB_USERNAME'),
'region' => getenv('AWS_REGION'),
1;

// Create RDS AuthTokenGenerator object
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$generator = new AuthTokenGenerator(CredentialProvider::defaultProvider());

// Request authorization token from RDS, specifying the username
return $generator->createToken(
$dbConnection['hostname'] . ':' . $dbConnection['port'],
$dbConnection['region'],
$dbConnection['username"']

);

private function getQueryResults() {
// Obtain auth token
$token = $this->getAuthToken();

// Define connection configuration
$connectionConfig = [
'host' => getenv('DB_HOSTNAME'),
'user' => getenv('DB_USERNAME'),
'password' => $token,
'database' => getenv('DB_NAME'),
1;

// Create the connection to the DB
$conn = new PDO(

"mysql:host={$connectionConfig['host']};dbname={$connectionConfig['database']}",
$connectionConfig['user'],
$connectionConfig['password'],

[
PDO: :MYSQL_ATTR_SSL_CA => '/path/to/rds-ca-2019-root.pem',
PDO: :MYSQL_ATTR_SSL_VERIFY_SERVER_CERT => true,

I
// Obtain the result of the query
$stmt = $conn->prepare('SELECT ?+? AS sum');
$stmt->execute([3, 2]);
return $stmt->fetch(PDO: :FETCH_ASSOC);
/**

* @param mixed $event
* @param Context $context
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* @return array

*/
public function handle(mixed $event, Context $context): array
{
$this->logger->info("Processing query");
// Execute database flow
$result = $this->getQueryResults();
return [
'sum' => $result['sum']
iy
}

$logger = new StderrLogger();
return new Handler($logger);

Kinesis E2|7H0|M ZtX® O 2 Lambda &4 72t &

M
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SDK for PHP

® Note

PHPE A23104 LambdaZ Kinesis O|HE & AL &L|Ct.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

M2l oflA| 623


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda

AWS SDK for PHP JHEER 7HO|E HHT 3

use Bref\Event\Kinesis\KinesisEvent;

use Bref\Event\Kinesis\KinesisHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends KinesisHandler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleKinesis(KinesisEvent $event, Context $context): void
{
$this->logger->info("Processing records");
$records = $event->getRecords();
foreach ($records as $record) {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
// Any exception thrown will be logged and the invocation will be marked
as failed
}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");
}
}

$logger = new StderrLogger();
return new Handler($logger);
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<?php
# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\DynamoDb\DynamoDbHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends DynamoDbHandler

{
private StderrlLogger $logger;

public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**

* @throws JsonException

* @throws \Bref\Event\InvalidLambdaEvent

*/
public function handleDynamoDb(DynamoDbEvent $event, Context $context): void
{
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$this->logger->info("Processing DynamoDb table items");
$records = $event->getRecords();

foreach ($records as $record) {
$eventName = $record->getEventName();
$keys = $record->getKeys();
$0ld = $record->getOldImage();
$new = $record->getNewImage();

$this->logger->info("Event Name:".$eventName."\n");
$this->logger->info("Keys:". json_encode($keys)."\n");
$this->logger->info("0ld Image:". json_encode($old)."\n");
$this->logger->info("New Image:". json_encode($new));

// TODO: Do interesting work based on the new data

// Any exception thrown will be logged and the invocation will be marked
as failed

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords items");

$logger = new StderrLogger();
return new Handler($logger);
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<?php
require _ DIR__.'/vendor/autoload.php';

use Bref\Context\Context;
use Bref\Event\Handler;

class DocumentDBEventHandler implements Handler

{

public function handle($event, Context $context): string

{
$events = $event['events'] ?? [];
foreach ($events as $record) {

$this->logDocumentDBEvent($record['event']);

}
return 'OK';

}

private function logDocumentDBEvent($event): void

{
// Extract information from the event record
$operationType = $event['operationType'] ?? 'Unknown';
$db = $event['ns']['db'] ?? 'Unknown';
$collection = $event['ns']['coll'] ?? 'Unknown';
$fullDocument = $event['fullDocument'] ?? [];
// Log the event details
echo "Operation type: $operationType\n";
echo "Database: $db\n";
echo "Collection: $collection\n";
echo "Full document: " . json_encode($fullDocument, JSON_PRETTY_PRINT)

"\n";
}
}

return new DocumentDBEventHandler();
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<?php
// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

// using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kafka\KafkaEvent;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/

public function handle(mixed $event, Context $context): void
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{
$kafkaEvent = new KafkaEvent($event);
$this->logger->info("Processing records");
$records = $kafkaEvent->getRecords();

foreach ($records as $record) {
try {
$key = $record->getKey();
$this->logger->info("Key: $key");

$values = $record->getValue();
$this->logger->info(json_encode($values));

foreach ($values as $value) {

$this->logger->info("Value: $value");

} catch (Exception $e) {
$this->logger->error($e->getMessage());

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords

$logger =
return new Handler($logger);

new StderrLogger();

records");
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Bref\Context\Context;
Bref\Event\S3\S3Event;
Bref\Event\S3\S3Handler;
Bref\Logger\StderrLogger;

require

__DIR__

'/vendor/autoload.php';

class Handler extends S3Handler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;
}
public function handleS3(S3Event $event, Context $context) : void
{
$this->logger->info("Processing S3 records");
// Get the object from the event and show its content type
$records = $event->getRecords();
foreach ($records as $record)
{
$bucket = $record->getBucket()->getName();
$key = urldecode($record->getObject()->getKey());
try {
$fileSize = urldecode($record->getObject()->getSize());
echo "File Size: " . $fileSize . "\n";
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// TODO: Implement your custom processing logic here
} catch (Exception $e) {
echo $e->getMessage() . "\n";

echo 'Error getting object ' . $key . ' from bucket ' . $bucket .
'. Make sure they exist and your bucket is in the same region as this function.'
"\n";
throw $e;
}
}
}

$logger = new StderrlLogger();
return new Handler($logger);

Amazon SNS EZ2|7HE AF&5t0{ Lambda &+ 2t 5 &

C}E ZE oMol H= SNS FA[2] HIA|IX|E Erol EE|7HE O|HIEE £=4I5l= Lambda &+& F#35t
= W82 Ho{ELICt &= OHE Zi2tO|EoM HAIX|E AAstD 2 HAIX[el g2 24 &L
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SDK for PHP

® Note
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I

PHPE Al235l04 LambdaZ SNS O|HIEE AIEELICt.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

/*

Since native PHP support for AWS Lambda is not available, we are utilizing Bref's
PHP functions runtime for AWS Lambda.

For more information on Bref's PHP runtime for Lambda, refer to: https://bref.sh/

docs/runtimes/function
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Another approach would be to create a custom runtime.
A practical example can be found here: https://aws.amazon.com/blogs/apn/aws-lambda-

custom-runtime-for-php-a-practical-example/

*/

// Additional composer packages may be required when using Bref or any other PHP
functions runtime.

// require _ DIR__ . '/vendor/autoload.php';
use Bref\Context\Context;

use Bref\Event\Sns\SnsEvent;

use Bref\Event\Sns\SnsHandler;

class Handler extends SnsHandler

{
public function handleSns(SnsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$message = $record->getMessage();
// TODO: Implement your custom processing logic here
// Any exception thrown will be logged and the invocation will be marked
as failed
echo "Processed Message: $message" . PHP_EOL;
}
}
}

return new Handler();

Amazon SQS E2|7H0|M ZtHHd™Mo 2 Lambda &+ 7t &
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SDK for PHP

@ Note
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PHPE Al235}04 LambdaZ SQS O|HEE A2EFL|Ct.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\InvalidLambdaEvent;
use Bref\Event\Sqs\SqsEvent;

use Bref\Event\Sqs\SqsHandler;

use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**
* @throws InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$body = $record->getBody();
// TODO: Do interesting work based on the new message
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$logger = new StderrLogger();
return new Handler($logger);

Kinesis E2|7H2 Lambda & 01 CHEF Hi%x| &= Alnf 210

CHE I E oA = Kinesis 2E &0 M O[HIEE £4AI5t= Lambda & %01 CHst &2 HiX| SE S 7§
St WS Ho{ELICH Ol & SYoZ Hix| &5 AME E1nst1 LS| sHE HIAIXIE CHA|
A E5HEE Lambdao] A5 E EHL|Ct
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PHPE Al873104 LambdaZ Kinesis x| &5 A& 2 &L|C}

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kinesis\KinesisEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler

{
private StderrlLogger $logger;

public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

M2l oflA| 634


https://github.com/aws-samples/serverless-snippets/tree/main/integration-kinesis-to-lambda-with-batch-item-handling

AWS SDK for PHP JHEER 7HO|E HHT 3

/**
* @throws JsonException
* @throws \Bref\Event\InvalidlLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$kinesisEvent = new KinesisEvent($event);
$this->logger->info("Processing records");
$records = $kinesisEvent->getRecords();

$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response

$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],
$failedRecords

);

return [
'"batchItemFailures' => $failures

17

$logger = new StderrlLogger();
return new Handler($logger);
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® Note
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PHPZ Al&3l04 LambdaZ DynamoDB Hi%| &5 Almj 210,

<?php
# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\DynamoDb\DynamoDbEvent;
use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handle(mixed $event, Context $context): array
{
$dynamoDbEvent = new DynamoDbEvent($event);
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$this->logger->info("Processing records");

$records = $dynamoDbEvent->getRecords();
$failedRecords = [];
foreach ($records as $record) {
try {
$data = $record->getData();
$this->logger->info(json_encode($data));
// TODO: Do interesting work based on the new data
} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$failedRecords[] = $record->getSequenceNumber();

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

// change format for the response
$failures = array_map(
fn(string $sequenceNumber) => ['itemIdentifier' => $sequenceNumber],

$failedRecords
);
return [

'"batchItemFailures' => $failures
17

$logger = new StderrLogger();
return new Handler($logger);

Amazon SQS E2|7HZ Lambda & =0 CHet HiX| &5 Almj 21
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SDK for PHP

@ Note
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PHPE AI235}0{ LambdaZ SQS Hi%| &= Alnf E 1

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

use Bref\Context\Context;

use Bref\Event\Sqs\SqsEvent;
use Bref\Event\Sgs\SqgsHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
$this->logger->info("Processing SQS records");
$records = $event->getRecords();

foreach ($records as $record) {
try {
// Assuming the SQS message is in JSON format
$message = json_decode($record->getBody(), true);
$this->logger->info(json_encode($message));
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// TODO: Implement your custom processing logic here
} catch (Exception $e) {

$this->logger->error($e->getMessage());

// failed processing the record

$this->markAsFailed($record);

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords SQS records");

$logger = new StderrlLogger();
return new Handler($logger);

SDK for PHPE A28t Amazon MSK 0i/ Al
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SDK for PHP

@ Note
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<?php
// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

// using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Kafka\KafkaEvent;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
* @throws JsonException
* @throws \Bref\Event\InvalidlLambdaEvent
*/
public function handle(mixed $event, Context $context): void
{
$kafkaEvent = new KafkaEvent($event);
$this->logger->info("Processing records");
$records = $kafkaEvent->getRecords();

foreach ($records as $record) {
try {
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$key = $record->getKey();
$this->logger->info("Key: $key");

$values = $record->getValue();
$this->logger->info(json_encode($values));

foreach ($values as $value) {

$this->logger->info("Value: $value");

} catch (Exception $e) {
$this->logger->error($e->getMessage());

}

$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords records");

$logger = new StderrLogger();
return new Handler($logger);

SDK for PHPE A& 8t Amazon RDS Of|A|
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« MH{E|A oA
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CreateDBInstance
CI2 I E o A|= CreateDBInstancel| A2 W2 HoiEL|C}.
SDK for PHP

(® Note

GitHubOll . Bt LI 0| Q)& LICt AWS ZE of 2|ZX|E2|0M M| o2 &1 A% gl

Adsts S H/EM L.

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-2'

1)

$dbIdentifier = '<<{{db-identifier}}>>"';
$dbClass = 'db.t2.micro';

$storage = 5;

$engine = 'MySQL';

$username = 'MyUser’';
$password = 'MyPassword';
try {

$result = $rdsClient->createDBInstance([
'DBInstanceldentifier' => $dbIdentifier,
'DBInstanceClass' => $dbClass,
'AllocatedStorage' => $storage,
'"Engine' => $engine,
'MasterUsername' => $username,
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'MasterUserPassword' => $password,
1);
var_dump($result);
} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

« API M8 HE = AWS SDK for PHP API £ Z 9| CreateDBInstance & & A 35tMI2.
CreateDBSnapshot
CHS 3ZE o A|= CreateDBSnapshot 2| AIE g HoiELICH.
SDK for PHP
@ Note
GitHuboll 4 Ef2 L& 0| A&LICH AWS ZE of 2| ZX[EZ|0|M ™A o & 1T dd &

M¥sts wHe HAEAL.

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-2'

1)

$dbIdentifier = '<<{{db-identifier}}>>"';
$snapshotName = '<<{{backup_2018_12_25}}>>";

try {
$result = $rdsClient->createDBSnapshot([
'DBInstanceldentifier' => $dbIdentifier,
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'DBSnapshotIdentifier' => $snapshotName,
1);
var_dump($result);
} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

« API M2 HE = AWS SDK for PHP API £ X 9| CreateDBSnapshotS & X 5HM|2.

DeleteDBInstance

C}2 T E of|A|= DeleteDBInstancel Al B2 Ho{&L|C}.

SDK for PHP
® Note
GitHubOll . Bf2 LI 0| l&LICH AWS T E of 2|ZX|EZ|0|M A o E &1 M™ gl

MEsHE wHS HAEAL.

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

//Create an RDSClient
$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-1'

1);

$dbIdentifier = '<<{{db-identifier}}>>"';

try {
$result = $rdsClient->deleteDBInstance([
'DBInstanceldentifier' => $dbIdentifier,

1)
var_dump($result);

£
e

644


https://docs.aws.amazon.com/goto/SdkForPHPV3/rds-2014-10-31/CreateDBSnapshot
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/rds#code-examples

AWS SDK for PHP JHEER 7HO|E HHT 3

} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";

« API M5 HE = AWS SDK for PHP API & X 9| DeleteDBInstanceE & X stAMI2.

DescribeDBInstances

CIS 3 E o A|= DescribeDBInstancesl| Al &4 HoiFL|Ct

SDK for PHP
(® Note
GitHuboll o B2 LHEO| A&LICH AWS ZE of E|ZX|EE[0IM A o & 1 MY &

NS WS HUEHL.

require _ DIR__ . '/vendor/autoload.php';

use Aws\Exception\AwsException;

//Create an RDSClient
$rdsClient = new Aws\Rds\RdsClient([
'region' => 'us-east-2'

1)

try {
$result = $rdsClient->describeDBInstances();
foreach ($result['DBInstances'] as $instance) {
print('<p>DB Identifier: ' . $instance['DBInstanceldentifier']);
print('<br />Endpoint: ' . $instance['Endpoint']["Address"]
':' . $instance['Endpoint']["Port"]);
print('<br />Current Status: ' . $instance["DBInstanceStatus"]);
print('</p>");
}
print(" Raw Result ");
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var_dump($result);

} catch (AwsException $e) {
echo $e->getMessage();
echo "\n";
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MEZ|A oA
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SDK for PHP
(® Note
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PHPE A&23104 Lambda & 0 A1 Amazon RDS G| O|E{H|O|A0f 2127

<?php
# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\Handler as StdHandler;
use Bref\Logger\StderrlLogger;

use Aws\Rds\AuthTokenGenerator;

use Aws\Credentials\CredentialProvider;

require _ DIR__ . '/vendor/autoload.php';

class Handler implements StdHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

private function getAuthToken(): string {
// Define connection authentication parameters
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$dbConnection = [

'"hostname' => getenv('DB_HOSTNAME'),

'port' => getenv('DB_PORT'),

'username' => getenv('DB_USERNAME'),
'region' => getenv('AWS_REGION'),

1;

// Create RDS AuthTokenGenerator object
$generator = new AuthTokenGenerator(CredentialProvider::defaultProvider());

// Request authorization token from RDS, specifying the username

return $generator->createToken(
$dbConnection['hostname"']
$dbConnection['region'],
$dbConnection['username"']

);

private function getQueryResults() {

"mysql:

// Obtain auth token
$token = $this->getAuthToken();

// Define connection configuration
$connectionConfig = [
'"host' => getenv('DB_HOSTNAME'),
'user' => getenv('DB_USERNAME'),
'password' => $token,
'database' => getenv('DB_NAME'),
1;

// Create the connection to the DB
$conn = new PDO(

. $dbConnection['port'],

host={$connectionConfig['host']};dbname={$connectionConfig['database']}",

$connectionConfig['user'],
$connectionConfig['password'],

L

PDO: :MYSQL_ATTR_SSL_CA => '/path/to/rds-ca-2019-root.pem',
PDO: :MYSQL_ATTR_SSL_VERIFY_SERVER_CERT => true,

);

// Obtain the result of the query

$stmt = $conn->prepare('SELECT ?+? AS sum');
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$stmt->execute([3, 2]);

return $stmt->fetch(PDO: :FETCH_ASSOC);

* @param mixed $event
* @param Context $context
* @return array
*/
public function handle(mixed $event, Context $context): array

{

$this->logger->info("Processing query");

// Execute database flow
$result = $this->getQueryResults();

return [

'sum' => $result['sum']

1;

$logger = new StderrLogger();
return new Handler($logger);

SDK for PHPE A28 Amazon RDS Gl|O|E{ AMH|A oAl
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use Aws\S3\S3Client;
$client = new S3Client(['region' => 'us-west-2']);

$results = $client->1listBuckets();
var_dump($results);
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$region = 'us-west-2';

$this->s3client = new S3Client([

'region' => $region,

1)

/* Inline declaration example

$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

*/

$this->bucketName = "amzn-s3-demo-bucket-" . uniqid();

try {

$this->s3client->createBucket([

'Bucket' => $this->bucketName,
'CreateBucketConfiguration' => ['LocationConstraint' => $region],

1)

echo "Created bucket named: $this->bucketName \n";

} catch (Exception $exception) {

echo "Failed to create bucket $this->bucketName with error: "

$exception->getMessage();

exit("Please fix error with bucket creation before continuing.");
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$fileName = _ DIR__ . "/local-file-" . uniqgid();
try {
$this->s3client->putObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
'SourceFile' => _ DIR__ . '/testfile.txt'
1);
echo "Uploaded $fileName to $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to upload $fileName with error: " . $exception-

>getMessage();
exit("Please fix error with file upload before continuing.");

try {
$file = $this->s3client->getObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
1);
$body = $file->get('Body');
$body->rewind();
echo "Downloaded the file and it begins with: {$body->read(26)}.\n";
} catch (Exception $exception) {
echo "Failed to download $fileName from $this->bucketName with error:
" . $exception->getMessage();
exit("Please fix error with file downloading before continuing.");

try {
$folder = "copied-folder";
$this->s3client->copyObject([
'Bucket' => $this->bucketName,
'CopySource' => "$this->bucketName/$fileName",
'Key' => "$folder/$fileName-copy",
1D
echo "Copied $fileName to $folder/$fileName-copy.\n";
} catch (Exception $exception) {
echo "Failed to copy $fileName with error: " . $exception->getMessage();
exit("Please fix error with object copying before continuing.");

try {
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$contents = $this->s3client->1istObjectsV2([
'Bucket' => $this->bucketName,
1);
echo "The contents of your bucket are: \n";
foreach ($contents['Contents'] as $content) {
echo $content['Key'] . "\n";
}
} catch (Exception $exception) {
echo "Failed to list objects in $this->bucketName with error: "
$exception->getMessage();
exit("Please fix error with listing objects before continuing.");

try {
$objects = [];
foreach ($contents['Contents'] as $content) {
$objects[] = [
'Key' => $content['Key'],
1;
}
$this->s3client->deleteObjects([
'Bucket' => $this->bucketName,
'Delete' => [
'Objects' => $objects,
1,
1);
$check = $this->s3client->1istObjectsV2([
'Bucket' => $this->bucketName,
1);
if (isset($check['Contents']) && count($check['Contents']) > 0) {
throw new Exception("Bucket wasn't empty.");
}
echo "Deleted all objects and folders from $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to delete $fileName from $this->bucketName with error: " .
$exception->getMessage();
exit("Please fix error with object deletion before continuing.");

try {
$this->s3client->deleteBucket([
'Bucket' => $this->bucketName,
1);
echo "Deleted bucket $this->bucketName.\n";
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} catch (Exception $exception) {
echo "Failed to delete $this->bucketName with error: " . $exception-
>getMessage();
exit("Please fix error with bucket deletion before continuing.");

echo "Successfully ran the Amazon S3 with PHP demo.\n";
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
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$folder = "copied-folder";
$this->s3client->copyObject([
'Bucket' => $this->bucketName,
"CopySource' => "$this->bucketName/$fileName",
'Key' => "$folder/$fileName-copy",
1);
echo "Copied $fileName to $folder/$fileName-copy.\n";
} catch (Exception $exception) {
echo "Failed to copy $fileName with error: . $exception->getMessage();
exit("Please fix error with object copying before continuing.");

« API M| HE = AWS SDK for PHP API & Z 9| CopyObjectE & Z M.
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$this->s3client->createBucket([
'Bucket' => $this->bucketName,
'CreateBucketConfiguration' => ['LocationConstraint' => $region],
1);
echo "Created bucket named: $this->bucketName \n";
} catch (Exception $exception) {
echo "Failed to create bucket $this->bucketName with error:
$exception->getMessage();
exit("Please fix error with bucket creation before continuing.");
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$this->s3client->deleteBucket([
'Bucket' => $this->bucketName,
1);
echo "Deleted bucket $this->bucketName.\n";
} catch (Exception $exception) {

echo "Failed to delete $this->bucketName with error: " . $exception-
>getMessage();

exit("Please fix error with bucket deletion before continuing.");
« APl M ME = AWS SDK for PHP API £ X 9| DeleteBucket2 & X 35HM| 2.
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public function deleteObject(string $bucketName, string $fileName, array $args =

[1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $fileName],
$args);
try {
$this->client->deleteObject($parameters);
if ($this->verbose) {
echo "Deleted the object named: $fileName from $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $fileName from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$objects = [];
foreach ($contents['Contents'] as $content) {
$objects[] = [
'Key' => $content['Key'],
1;
}
$this->s3client->deleteObjects([
'Bucket' => $this->bucketName,
'Delete' => [
'Objects' => $objects,
1,
1);
$check = $this->s3client->1istObjectsV2([
'Bucket' => $this->bucketName,
1);
if (isset($check['Contents']) && count($check['Contents']) > 0) {
throw new Exception("Bucket wasn't empty.");
}
echo "Deleted all objects and folders from $this->bucketName.\n";
} catch (Exception $exception) {
echo "Failed to delete $fileName from $this->bucketName with error: " .
$exception->getMessage();
exit("Please fix error with object deletion before continuing.");
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$file = $this->s3client->getObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
1);
$body = $file->get('Body');
$body->rewind();

echo "Downloaded the file and it begins with: {$body->read(26)}.\n";
} catch (Exception $exception) {

echo "Failed to download $fileName from $this->bucketName with error:
' . $exception->getMessage();

exit("Please fix error with file downloading before continuing.");
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

try {
$contents = $this->s3client->1listObjectsV2([
'Bucket' => $this->bucketName,
1);
echo "The contents of your bucket are: \n";
foreach ($contents['Contents'] as $content) {
echo $content['Key'] . "\n";
}
} catch (Exception $exception) {
echo "Failed to list objects in $this->bucketName with error: " .
$exception->getMessage();
exit("Please fix error with listing objects before continuing.");
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$s3client = new Aws\S3\S3Client(['region' => 'us-west-2']);

$fileName DIR__ . "/local-file-" . uniqgid();
try {
$this->s3client->putObject([
'Bucket' => $this->bucketName,
'Key' => $fileName,
'SourceFile' => _ DIR__ . '/testfile.txt'

D
echo "Uploaded $fileName to $this->bucketName.\n";

} catch (Exception $exception) {
echo "Failed to upload $fileName with error: " . $exception-
>getMessage();
exit("Please fix error with file upload before continuing.");

« API M2 HE = AWS SDK for PHP API & Z 9| PutObjectE & ZstAM|R.
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namespace S3;

use Aws\Exception\AwsException;

use AwsUtilities\PrintablelLineBreak;
use AwsUtilities\TestableReadline;
use DateTime;
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require 'vendor/autoload.php';

class PresignedURL

{
use PrintablelineBreak;
use TestableReadline;

public function run()

{

$s3Service = new S3Service();

$expiration = new DateTime("+20 minutes");
$linebreak = $this->getLineBreak();

echo $linebreak;
echo ("Welcome to the Amazon S3 presigned URL demo.\n");
echo $linebreak;

$bucket = $this->testable_readline("First, please enter the name of the S3
bucket to use: ");
$key = $this->testable_readline("Next, provide the key of an object in the
given bucket: ");
echo $linebreak;
$command = $s3Service->getClient()->getCommand('GetObject', [
'Bucket' => $bucket,
'Key' => $key,
1);
try {
$preSignedUrl = $s3Service->preSignedUrl($command, $expiration);
echo "Your preSignedUrl is \n$preSignedUrl\nand will be good for the
next 20 minutes.\n";
echo $linebreak;
echo "Thanks for trying the Amazon S3 presigned URL demo.\n";
} catch (AwsException $exception) {
echo $linebreak;
echo "Something went wrong: $exception";
die();

$runner = new PresignedURL();
$runner->run();
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namespace S3;

use
use
use
use
use
use
use

Aws\CommandInterface;
Aws\Exception\AwsException;
Aws\Result;
Aws\S3\Exception\S3Exception;
Aws\S3\S3Client;
AwsUtilities\AWSServiceClass;
DateTimeInterface;

class S3Service extends AWSServiceClass

{
protected S3Client $client;
protected bool $verbose;
public function __construct(S3Client $client = null, $verbose = false)
{
if ($client) {
$this->client = $client;
} else {
$this->client = new S3Client([
'version' => 'latest',
'region' => 'us-west-2',
1D
}
$this->verbose = $verbose;
}
public function setVerbose($verbose)
{
$this->verbose = $verbose;
}
public function isVerbose(): bool
{
return $this->verbose;
}
public function getClient(): S3Client
{
return $this->client;
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}
public function setClient(S3Client $client)
{
$this->client = $client;
}

public function emptyAndDeleteBucket($bucketName, array $args = [])

{
try {
$objects = $this->1istAllObjects($bucketName, $args);
$this->deleteObjects($bucketName, $objects, $args);
if ($this->verbose) {
echo "Deleted all objects and folders from $bucketName.\n";
}
$this->deleteBucket($bucketName, $args);
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-
>getMessage()}\n";
echo "\nPlease fix error with bucket deletion before continuing.\n";
}

throw $exception;

public function createBucket(string $bucketName, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->createBucket($parameters);
if ($this->verbose) {
echo "Created the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $bucketName with error: {$exception-
>getMessage()JI\n";
echo "Please fix error with bucket creation before continuing.";

}

throw $exception;
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public function putObject(string $bucketName, string $key, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);
try {
$this->client->putObject($parameters);
if ($this->verbose) {
echo "Uploaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $key in $bucketName with error: {$exception-
>getMessage()}\n";
echo "Please fix error with object uploading before continuing.";

}

throw $exception;

public function getObject(string $bucketName, string $key, array $args = []):
Result
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key], $args);
try {
$object = $this->client->getObject($parameters);
if ($this->verbose) {
echo "Downloaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to download $key from $bucketName with error:
{$exception->getMessage()}\n";
echo "Please fix error with object downloading before continuing.";

}

throw $exception;
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return $object;

public function copyObject($bucketName, $key, $copySource, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key,
"CopySource" => $copySource], $args);
try {
$this->client->copyObject($parameters);
if ($this->verbose) {
echo "Copied the object from: $copySource in $bucketName to: $key.
\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to copy $copySource in $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object copying before continuing.";

}

throw $exception;

public function listObjects(string $bucketName, $start = @, $max = 1000, array
$args = [1)
{

$parameters = array_merge(['Bucket' => $bucketName, 'Marker' => $start,
"MaxKeys" => $max], $args);

try {
$objects = $this->client->1listObjectsV2($parameters);

if ($this->verbose) {
echo "Retrieved the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to retrieve the objects from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with list objects before continuing.";

}

throw $exception;
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}

return $objects;

public function listAllObjects($bucketName, array $args = [])

{
$parameters = array_merge(['Bucket' => $bucketName], $args);
$contents = [];
$paginator = $this->client->getPaginator("ListObjectsV2", $parameters);
foreach ($paginator as $result) {
if($result['KeyCount'] == 0){
break;
}
foreach ($result['Contents'] as $object) {
$contents[] = $object;
}
}
return $contents;
}

public function deleteObjects(string $bucketName, array $objects, array $args =

[1)
{
$1ist0fObjects = array_map(
function ($object) {
return ['Key' => $object];

},

array_column($objects, 'Key')
);
if(!$1istOfObjects){

retuzrn;
}

$parameters = array_merge(['Bucket' => $bucketName, 'Delete' => ['Objects'
=> $1ist0fObjects]], $args);
try {
$this->client->deleteObjects($parameters);
if ($this->verbose) {
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echo "Deleted the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete the list of objects from $bucketName with

error: {$exception->getMessage()I\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;

public function deleteBucket(string $bucketName, array $args = [])
{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->deleteBucket($parameters);
if ($this->verbose) {
echo "Deleted the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket deletion before continuing.";

}

throw $exception;

public function deleteObject(string $bucketName, string $fileName, array $args =

1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $fileName],
$args);
try {
$this->client->deleteObject($parameters);
if ($this->verbose) {
echo "Deleted the object named: $fileName from $bucketName.\n";
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} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $fileName from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;

public function listBuckets(array $args = [])

{
try {
$buckets = $this->client->1listBuckets($args);

if ($this->verbose) {
echo "Retrieved all " . count($buckets) . "\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to retrieve bucket list with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket lists before continuing.";

}
throw $exception;

}

return $buckets;

public function preSignedUrl(CommandInterface $command, DateTimeInterface|int|
string $expires, array $options = [])

{

$request = $this->client->createPresignedRequest($command, $expires,
$options);
try {
$presignedUrl = (string)$request->getUri();
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create a presigned url: {$exception-

>getMessage()JI\n";
echo "Please fix error with presigned urls before continuing.";

AlLtE|R

671



AWS SDK for PHP

WAL 7Hol= HHE 3
3

throw $exception;

}

return $presignedurl;

public function createSession(string $bucketName)

{

try{

$result = $this->client->createSession([

'Bucket' => $bucketName,
1);

return $result;
}catch(S3Exception $caught){

if($caught->getAwsErrorType() == "NoSuchBucket"){
echo "The specified bucket does not exist."
}
throw $caught;
}
}
}
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<?php

use Bref\Context\Context;

use Bref\Event\S3\S3Event;
use Bref\Event\S3\S3Handler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends S3Handler

{
private StderrlLogger $logger;
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public function __construct(StderrLogger $logger)

{
$this->logger = $logger;
}
public function handleS3(S3Event $event, Context $context) : void
{
$this->logger->info("Processing S3 records");
// Get the object from the event and show its content type
$records = $event->getRecords();
foreach ($records as $record)
{
$bucket = $record->getBucket()->getName();
$key = urldecode($record->getObject()->getKey());
try {
$fileSize = urldecode($record->getObject()->getSize());
echo "File Size: " . $fileSize . "\n";
// TODO: Implement your custom processing logic here
} catch (Exception $e) {
echo $e->getMessage() . "\n";
echo 'Error getting object ' . $key . ' from bucket ' . $bucket .
'. Make sure they exist and your bucket is in the same region as this function.'
"\n";
throw $e;
}
}
}

$logger = new StderrlLogger();
return new Handler($logger);
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echo "\n";

eCcho M--mm e e - \n";

echo "Welcome to the Amazon S3 Express Basics demo using PHP!\n";
eCcho M--mm e e - \n";
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// Change these both of these values to use a different region/availability
zone.

$region = "us-west-2";

$az = "usw2-azl";

$this->s3Service = new S3Service(new S3Client(['region' => $region]));
$this->iamService = new IAMService(new IamClient(['region' => $region]));

$uuid = uniqid();

echo <<<INTRO
Let's get started! First, please note that S3 Express One Zone works best when
working within the AWS infrastructure,
specifically when working in the same Availability Zone. To see the best results in
this example, and when you implement
Directory buckets into your infrastructure, it is best to put your Compute resources
in the same AZ as your Directory
bucket.\n
INTRO;
pressEnter();
// 1. Configure a gateway VPC endpoint. This is the recommended method to
allow S3 Express One Zone traffic without
// the need to pass through an internet gateway or NAT device.
echo "\n";
echo "1. First, we'll set up a new VPC and VPC Endpoint if this program is
running in an EC2 instance in the same AZ as your Directory buckets will be.\n";
$ec2Choice = testable_readline("Are you running this in an EC2 instance
located in the same AZ as your intended Directory buckets? Enter Y/y to setup a VPC
Endpoint, or N/n/blank to skip this section.");
if($ec2Choice == "Y" || $ec2Choice == "y") {
echo "Great! Let's set up a VPC, retrieve the Route Table from it, and
create a VPC Endpoint to connect the S3 Client to.\n";
pressEnter();
$this->ec2Service = new EC2Service(new Ec2Client(['region' =>
$regionl));
$cidr = "10.0.0.0/16";
$vpc = $this->ec2Service->createVpc($cidr);
$this->resources['vpcId'] = $vpc['VpcId'];

$this->ec2Service->waitForVpcAvailable($vpc['VpcId']);

$routeTable = $this->ec2Service->describeRouteTables([], [

[
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'Name' => "vpc-id",
'"Values' => [$vpc['VpcId']],
1,
1);

$serviceName = "com.amazonaws." . $this->ec2Service->getRegion()

".s3express";
$vpcEndpoint = $this->ec2Service->createVpcEndpoint($serviceName,
$vpc['VpcId'], [$routeTable[@]]);
$this->resources['vpcEndpointId'] = $vpcEndpoint['VpcEndpointId'];
}else{
echo "Skipping the VPC setup. Don't forget to use this in production!

\n";

// 2. Policies, user, and roles with CDK.

echo "\n";

echo "2. Policies, users, and roles with CDK.\n";

echo "Now, we'll set up some policies, roles, and a user. This user will
only have permissions to do S3 Express One Zone actions.\n";

pressEnter();

$this->cloudFormationClient = new CloudFormationClient([]);
$stackName = "cfn-stack-s3-express-basics-" . uniqid();
$file = file_get_contents(__DIR__ . “/../../../../resources/cfn/
s3_express_basics/s3_express_template.yml");
$result = $this->cloudFormationClient->createStack([
'StackName' => $stackName,
'TemplateBody' => $file,
'Capabilities' => ['CAPABILITY_IAM'],
1);
$waiter = $this->cloudFormationClient->getWaiter("StackCreateComplete",
['StackName' => $stackName]);
try {
$waiter->promise()->wait();
}catch(CloudFormationException $caught){
echo "Error waiting for the CloudFormation stack to create: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
}
$this->resources['stackName'] = $stackName;
$stackInfo = $this->cloudFormationClient->describeStacks([
'StackName' => $result['StackId'],
1);
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$expressUserName = "";
$regularUserName = "";
foreach($stackInfo['Stacks'][@]['Outputs'] as $output) {
if ($output['OutputKey'] == "RegularUser") {
$regularUserName = $output['OutputValue'];
}
if ($output['OutputKey'] == "ExpressUser") {
$expressUserName = $output['OutputValue'];
}

}

$regularKey = $this->iamService->createAccessKey($regularUserName);

$regularCredentials = new Credentials($regularKey['AccessKeyId'],
$regularKey['SecretAccessKey']);

$expressKey = $this->iamService->createAccessKey($expressUserName);

$expressCredentials = new Credentials($expressKey['AccessKeyId'],
$expressKey['SecretAccessKey']);

// 3. Create an additional client using the credentials with S3 Express
permissions.
echo "\n";
echo "3. Create an additional client using the credentials with S3 Express
permissions.\n";
echo "This client is created with the credentials associated with the
user account with the S3 Express policy attached, so it can perform S3 Express
operations.\n";
pressEnter();
$s3RegularClient = new S3Client([
'Region' => $region,
'Credentials' => $regularCredentials,
1);
$s3RegularService = new S3Service($s3RegularClient);
$s3ExpressClient = new S3Client([
'Region' => $region,
'"Credentials' => $expressCredentials,
D;
$s3ExpressService = new S3Service($s3ExpressClient);
echo "All the roles and policies were created an attached to the user. Then,
a new S3 Client and Service were created using that user's credentials.\n";
echo "We can now use this client to make calls to S3 Express operations.
Keeping permissions in mind (and adhering to least-privilege) is crucial to S3
Express.\n";
pressEnter();
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// 4. Create two buckets.

echo "\n";

echo "3. Create two buckets.\n";

echo "Now we will create a Directory bucket, which is the linchpin of the S3
Express One Zone service.\n";

echo "Directory buckets behave in different ways from regular S3 buckets,
which we will explore here.\n";

echo "We'll also create a normal bucket, put an object into the normal
bucket, and copy it over to the Directory bucket.\n";

pressEnter();

// Create a directory bucket. These are different from normal S3 buckets in
subtle ways.

$directoryBucketName = "s3-express-demo-directory-bucket-$uuid--$az--x-s3";
echo "Now, let's create the actual Directory bucket, as well as a regular
bucket.\n";

pressEnter();
$s3ExpressService->createBucket($directoryBucketName, [
'CreateBucketConfiguration' => [
'Bucket' => [
'Type' => "Directory", // This is what causes S3 to create a
Directory bucket as opposed to a normal bucket.
'DataRedundancy' => "SingleAvailabilityZone",
1,
'Location' => [
"Name' => $az,
'Type' => "AvailabilityZone",
1,
1,
D;

$this->resources['directoryBucketName'] = $directoryBucketName;

// Create a normal bucket.

$normalBucketName = "normal-bucket-$uuid";
$s3RegularService->createBucket($normalBucketName);
$this->resources['normalBucketName'] = $normalBucketName;
echo "Great! Both buckets were created.\n";

pressEnter();

// 5. Create an object and copy it over.

echo "\n";

echo "5. Create an object and copy it over.\n";

echo "We'll create a basic object consisting of some text and upload it to
the normal bucket.\n";
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echo "Next, we'll copy the object into the Directory bucket using the
regular client.\n";

echo "This works fine, because Copy operations are not restricted for
Directory buckets.\n";

pressEnter();

$objectKey = "basic-text-object";

$s3RegularService->putObject($normalBucketName, $objectKey, $args = ['Body’
=> "Look Ma, I'm a bucket!"]);

$this->resources['objectKey'] = $objectKey;

// Create a session to access the directory bucket. The SDK Client will
automatically refresh this as needed.

$s3ExpressService->createSession($directoryBucketName);

$s3ExpressService->copyObject($directoryBucketName, $objectKey,
"$normalBucketName/$objectKey");

echo "It worked! It's important to remember the user permissions when
interacting with Directory buckets.\n";

echo "Instead of validating permissions on every call as normal buckets do,
Directory buckets utilize the user credentials and session token to validate.\n";

echo "This allows for much faster connection speeds on every call. For
single calls, this is low, but for many concurrent calls, this adds up to a lot of
time saved.\n";

pressEnter();

// 6. Demonstrate performance difference.

echo "\n";

echo "6. Demonstrate performance difference.\n";

$downloads = 1000;

echo "Now, let's do a performance test. We'll download the same object
from each bucket $downloads times and compare the total time needed. Note: the
performance difference will be much more pronounced if this example is run in an
EC2 instance in the same AZ as the bucket.\n";

$downloadChoice = testable_readline("If you would like to download each
object $downloads times, press enter. Otherwise, enter a custom amount and press
enter.");

if($downloadChoice && is_numeric($downloadChoice) && $downloadChoice <
1000000){ // A million is enough. I promise.

$downloads = $downloadChoice;

// Download the object $downloads times from each bucket and time it to
demonstrate the speed difference.
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$directoryStartTime = hrtime(true);

for($i = 0; $i < $downloads; ++$i){
$s3ExpressService->getObject($directoryBucketName, $objectKey);

}

$directoryEndTime = hrtime(tzrue);

$directoryTimeDiff = $directoryEndTime - $directoryStartTime;

$normalStartTime = hrtime(true);

for($i = 0; $i < $downloads; ++$i){
$s3RegularService->getObject($normalBucketName, $objectKey);

}

$normalEndTime = hrtime(true);
$normalTimeDiff = $normalEndTime - $normalStartTime;

echo "The directory bucket took $directoryTimeDiff nanoseconds, while the

normal bucket took $normalTimeDiff.\n";
echo "That's a difference of " . ($normalTimeDiff - $directoryTimeDiff)
" nanoseconds, or " . (($normalTimeDiff - $directoryTimeDiff)/1000000000) . "

seconds.\n";

manner

pressEnter();

// 7. Populate the buckets to show the lexicographical difference.

echo "\n";

echo "7. Populate the buckets to show the lexicographical difference.\n";
echo "Now let's explore how Directory buckets store objects in a different
to regular buckets.\n";

echo "The key is in the name \"Directory!\"\n";

echo "Where regular buckets store their key/value pairs in a flat manner,

Directory buckets use actual directories/folders.\n";

echo "This allows for more rapid indexing, traversing, and therefore

retrieval times!\n";

echo "The more segmented your bucket is, with lots of directories, sub-

directories, and objects, the more efficient it becomes.\n";

echo "This structural difference also causes ListObjects to behave

differently, which can cause unexpected results.\n";

output

echo "Let's add a few more objects with layered directories as see how the
of ListObjects changes.\n";
pressEnter();

// Populate a few more files in each bucket so that we can use ListObjects

and show the difference.

$otherObject = "other/$objectKey";
$altObject = "alt/$objectKey";
$otherAltObject = "other/alt/$objectKey";
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$s3ExpressService->putObject($directoryBucketName, $otherObject);
$s3RegularService->putObject($normalBucketName, $otherObject);
$this->resources['otherObject'] = $otherObject;
$s3ExpressService->putObject($directoryBucketName, $altObject);
$s3RegularService->putObject($normalBucketName, $altObject);
$this->resources['altObject'] = $altObject;
$s3ExpressService->putObject($directoryBucketName, $otherAltObject);
$s3RegularService->putObject($normalBucketName, $otherAltObject);
$this->resources['otherAltObject'] = $otherAltObject;

$listDirectoryBucket = $s3ExpressService->listObjects($directoryBucketName);
$1listNormalBucket = $s3RegularService->1listObjects($normalBucketName);

// Directory bucket content

echo "Directory bucket content\n";

foreach($listDirectoryBucket['Contents'] as $result){
echo $result['Key'] . "\n";

// Normal bucket content

echo "\nNormal bucket content\n";

foreach($listNormalBucket['Contents'] as $result){
echo $result['Key'] . "\n";

echo "Notice how the normal bucket lists objects in lexicographical order,

while the directory bucket does not. This is because the normal bucket considers
the whole \"key\" to be the object identifies, while the directory bucket actually
creates directories and uses the object \"key\" as a path to the object.\n";

pressEnter();

echo "\n";
echo "That's it for our tour of the basic operations for S3 Express One

Zone.\n";

$cleanUp = testable_readline("Would you like to delete all the resources

created during this demo? Enter Y/y to delete all the resources.");

if($cleanUp){
$this->cleanUp();

namespace S3;
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use
use
use
use
use
use
use

Aws\CommandInterface;
Aws\Exception\AwsException;
Aws\Result;
Aws\S3\Exception\S3Exception;
Aws\S3\S3Client;
AwsUtilities\AWSServiceClass;
DateTimeInterface;

class S3Service extends AWSServiceClass

{

protected S3Client $client;
protected bool $verbose;

public function __construct(S3Client $client

{

if ($client) {
$this->client
} else {
$this->client new S3Client([
'version' => 'latest',
'region' => 'us-west-2',

$client;

1)
}

$this->verbose = $verbose;

public function setVerbose($verbose)

{

$this->verbose = $verbose;

public function isVerbose(): bool

{

return $this->verbose;

public function getClient(): S3Client

{

public function setClient(S3Client $client)

{

return $this->client;

$this->client = $client;

null, $verbose

false)
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}

public function emptyAndDeleteBucket($bucketName, array $args = [])

{

try {
$objects = $this->1istAllObjects($bucketName, $args);

$this->deleteObjects($bucketName, $objects, $args);
if ($this->verbose) {
echo "Deleted all objects and folders from $bucketName.\n";
}
$this->deleteBucket($bucketName, $args);
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-

>getMessage()}\n";
echo "\nPlease fix error with bucket deletion before continuing.\n";

}

throw $exception;

public function createBucket(string $bucketName, array $args = [])

{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->createBucket($parameters);
if ($this->verbose) {
echo "Created the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket creation before continuing.";

}

throw $exception;
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public function putObject(string $bucketName, string $key, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);
try {
$this->client->putObject($parameters);
if ($this->verbose) {
echo "Uploaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create $key in $bucketName with error: {$exception-
>getMessage()JI\n";
echo "Please fix error with object uploading before continuing.";
}

throw $exception;

public function getObject(string $bucketName, string $key, array $args = []):

Result
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key]l, $args);
try {
$object = $this->client->getObject($parameters);

if ($this->verbose) {
echo "Downloaded the object named: $key to the bucket named:
$bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to download $key from $bucketName with error:
{$exception->getMessage()}\n";
echo "Please fix error with object downloading before continuing.";
}
throw $exception;

}

return $object;
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public function copyObject($bucketName, $key, $copySource, array $args = [])
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $key,
"CopySource" => $copySource], $args);
try {
$this->client->copyObject($parameters);
if ($this->verbose) {

echo "Copied the object from: $copySource in $bucketName to: $key.

\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to copy $copySource in $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with object copying before continuing.";

}

throw $exception;

public function listObjects(string $bucketName, $start = @, $max = 1000, array

$args = [1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Marker' => $start,
"MaxKeys" => $max], $args);
try {
$objects = $this->client->1istObjectsV2($parameters);
if ($this->verbose) {
echo "Retrieved the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {

echo "Failed to retrieve the objects from $bucketName with error:

{$exception->getMessage()}\n";
echo "Please fix error with list objects before continuing.";

}

throw $exception;

}

return $objects;
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public function listAllObjects($bucketName, array $args = [])

{
$parameters = array_merge(['Bucket' => $bucketName], $args);
$contents = [];
$paginator = $this->client->getPaginator("ListObjectsV2", $parameters);
foreach ($paginator as $result) {
if($result['KeyCount'] == 0){
break;
}
foreach ($result['Contents'] as $object) {
$contents[] = $object;
}
}
return $contents;
}

public function deleteObjects(string $bucketName, array $objects, array $args =

LD

{
$1ist0fObjects = array_map(

function ($object) {
return ['Key' => $object];

.

array_column($objects, 'Key')
I
if(!1$1istOfObjects){

retuzrn;
}

$parameters = array_merge(['Bucket' => $bucketName, 'Delete' => ['Objects’
=> $1ist0fObjects]], $args);
try {
$this->client->deleteObjects($parameters);
if ($this->verbose) {
echo "Deleted the list of objects from: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
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echo "Failed to delete the list of objects from $bucketName with

error: {$exception->getMessage()}I\n";
echo "Please fix error with object deletion before continuing.";

}

throw $exception;

public function deleteBucket(string $bucketName, array $args = [])
{

$parameters = array_merge(['Bucket' => $bucketName], $args);
try {
$this->client->deleteBucket($parameters);
if ($this->verbose) {
echo "Deleted the bucket named: $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $bucketName with error: {$exception-

>getMessage()}\n";
echo "Please fix error with bucket deletion before continuing.";

}

throw $exception;

public function deleteObject(string $bucketName, string $fileName, array $args =

[1)
{
$parameters = array_merge(['Bucket' => $bucketName, 'Key' => $fileName],
$args);
try {
$this->client->deleteObject($parameters);
if ($this->verbose) {
echo "Deleted the object named: $fileName from $bucketName.\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to delete $fileName from $bucketName with error:

{$exception->getMessage()}\n";
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echo "Please fix error with object deletion before continuing.";

}

throw $exception;

public function listBuckets(array $args = [])

{
try {
$buckets = $this->client->1listBuckets($args);
if ($this->verbose) {
echo "Retrieved all " . count($buckets) . "\n";
}
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to retrieve bucket list with error: {$exception-

>getMessage()I\n";
echo "Please fix error with bucket lists before continuing.";

}
throw $exception;

}

return $buckets;

public function preSignedUrl(CommandInterface $command, DateTimelInterface|int|

string $expires, array $options = [])
{
$request = $this->client->createPresignedRequest($command, $expires,
$options);
try {
$presignedUrl = (string)$request->getUri();
} catch (AwsException $exception) {
if ($this->verbose) {
echo "Failed to create a presigned url: {$exception-

>getMessage()JI\n";
echo "Please fix error with presigned urls before continuing.";

}

throw $exception;

}

return $presignedurl;
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}

public function createSession(string $bucketName)

{
try{
$result = $this->client->createSession([

'Bucket' => $bucketName,
1);

return $result;
}catch(S3Exception $caught){
if($caught->getAwsErrorType() == "NoSuchBucket"){
echo "The specified bucket does not exist.";

}
throw $caught;
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Indicates whether the phone number owner has opted out of receiving SMS messages
from your AWS SNS account.

*

* This code expects that you have AWS credentials set up per:
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* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$phone = '+1XXX5550100';

try {
$result = $SnSclient->checkIfPhoneNumberIsOptedOut([

'phoneNumber' => $phone,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
« XEMIEt HE = AWS SDK for PHP 7HEMA} OFHLHAME & ZSHMIS.
« APl M| HE = AWS SDK for PHP API & X 9| ChecklfPhoneNumberlsOptedOut=2 & &= 5t Al
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require 'vendor/autoload.php';
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use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Verifies an endpoint owner's intent to receive messages by
* validating the token sent to the endpoint by an earlier Subscribe action.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$subscription_token = 'arn:aws:sns:us-east-1:111122223333:MyTopic:123456-
abcd-12ab-1234-12ba3dcl234a’;
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->confirmSubscription([
'Token' => $subscription_token,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

« API M|& HE = AWS SDK for PHP API & Z 9| ConfirmSubscription2 & Z35HA|2.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Create a Simple Notification Service topics in your AWS account at the requested
region.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default',
'region' => 'us-east-1"',
'version' => '2010-03-31'
1D;

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
"Name' => $topicname,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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- API M2 HE = AWS SDK for PHP API & Z | CreateTopicS

DeleteTopic
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Deletes an SNS topic and all its subscriptions.
*

* This code expects that you have AWS credentials set up per:

AT
= L=

S|
=

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->deleteTopic([
'TopicArn' => $topic,
1D;
var_dump($result);
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} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

« APl M2 HE = AWS SDK for PHP API & X 9| DeleteTopic2 & X 3HAMIR.

GetSMSAttributes

CIS 3 E o A|l= GetSMSAttributesQ| AFR e 2 Ho{FL|C}.

SDK for PHP
(® Note
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NS WS HUEHL.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Get the type of SMS Message sent by default from the AWS SNS service.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->getSMSAttributes([
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'attributes' => ['DefaultSMSType'],
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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$SnSclient = new SnsClient([

'profile' => 'default’,

'region' => 'us-east-1"',

'version' => '2010-03-31'
1);

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->getTopicAttributes([
'TopicArn' => $topic,
1);

var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Returns a list of phone numbers that are opted out of receiving SMS messages from
your AWS SNS account.

*
* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->1listPhoneNumbersOptedOut();
var_dump($result);

} catch (AwsException $e) {
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// output error message if fails
error_log($e->getMessage());

AWS SDK for PHP W& X} LM E FZSIMIL.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Returns a list of Amazon SNS subscriptions in the requested region.
*

* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
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$result = $SnSclient->listSubscriptions();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- API M|¥ HE = AWS SDK for PHP API & X 9| ListSubscriptionsE & X 3HM| 2.

ListTopics
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require 'vendor/autoload.php';
use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
/**
* Returns a list of the requester's topics from your AWS SNS account in the region
specified.

*

* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);
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try {
$result = $SnSclient->listTopics();
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

« APl M2 HE = AWS SDK for PHP API & X 9| ListTopics& & E35HM L.
Publish
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Sends a message to an Amazon SNS topic.
*

* This code expects that you have AWS credentials set up per:

My o

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
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1)

$message = 'This message is sent from a Amazon SNS code sample.'
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->publish([
'Message' => $message,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

try {
$result = $SnSclient->SetSMSAttributes([
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'attributes' => [
'DefaultSMSType' => 'Transactional',
1,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Configure the message delivery status attributes for an Amazon SNS Topic.
*

* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
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'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-03-31'

D
$attribute = 'Policy | DisplayName | DeliveryPolicy';
$value = 'First Topic';

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->setTopicAttributes([
'AttributeName' => $attribute,
"AttributeValue' => $value,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

- API M2 HE = AWS SDK for PHP API & Z& O] SetTopicAttributes& & & 5tA| L.
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AlSHSE 22 H K E M.

OHY FAZ FTHN 5.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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/**
* Prepares to subscribe an endpoint by sending the endpoint a confirmation message.
*
* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'

D;
$protocol = 'email’;
$endpoint = 'sample@example.com';

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->subscribe([
'Protocol' => $protocol,
'Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

HTTP AEXZQIENM FHE £S5 ELICEH

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
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* Prepares to subscribe an endpoint by sending the endpoint a confirmation message.
*

* This code expects that you have AWS credentials set up per:

* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html
*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$protocol = 'https';
$endpoint "https://"';
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic’;

try {
$result = $SnSclient->subscribe([
'Protocol' => $protocol,
'"Endpoint' => $endpoint,
'ReturnSubscriptionArn' => true,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

tMl.
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Deletes a subscription to an Amazon SNS topic.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/qguide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => '2010-03-31'
D;

$subscription = 'arn:aws:sns:us-east-1:111122223333:MySubscription’;

try {

$result = $SnSclient->unsubscribe([
'SubscriptionArn' => $subscription,

1);
var_dump($result);

} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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« API M| HE = AWS SDK for PHP API £ Z 2| UnsubscribeE & Z5tM L.

AlLt2l2
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+ API Gateway

* DynamoDB

* Lambda

* Amazon Rekognition

« Amazon S3

« Amazon SNS
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require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Sends a text message (SMS message) directly to a phone number using Amazon SNS.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/quide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$message = 'This message is sent from a Amazon SNS code sample.'
$phone = '+1XXX5550100';

try {
$result = $SnSclient->publish([
'Message' => $message,
'PhoneNumber' => $phone,
1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

o AIMIEt ME = AWS SDK for PHP 7HEl A} OHLHME & X SHAIL.

o -1
« API M5 HE = AWS SDK for PHP API & Z 9| Publish& & = 35HM 2.
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

/*

Since native PHP support for AWS Lambda is not available, we are utilizing Bref's
PHP functions runtime for AWS Lambda.

For more information on Bref's PHP runtime for Lambda, refer to: https://bref.sh/

docs/runtimes/function

Another approach would be to create a custom runtime.
A practical example can be found here: https://aws.amazon.com/blogs/apn/aws-lambda-
custom-runtime-for-php-a-practical-example/

*/

// Additional composer packages may be required when using Bref or any other PHP
functions runtime.

// require _ DIR__ . '/vendor/autoload.php';

use Bref\Context\Context;

use Bref\Event\Sns\SnsEvent;

use Bref\Event\Sns\SnsHandler;

class Handler extends SnsHandler

MEE|A o A| 71
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{
public function handleSns(SnsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$message = $record->getMessage();
// TODO: Implement your custom processing logic here
// Any exception thrown will be logged and the invocation will be marked
as failed
echo "Processed Message: $message" . PHP_EOL;
}
}
}

return new Handler();

SDK for PHPE A& e Amazon SQS 0|A|

CHS 3 E ofXl|of M= AWS SDK for PHP Amazon SQSE A235104 2fod2 £alist 1 Exd0l A|LtZ]
QE FHsE WHE Ho{ELIC}.
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

# using bref/bref and bref/logger for simplicity

use Bref\Context\Context;

use Bref\Event\InvalidLambdaEvent;
use Bref\Event\Sqs\SqsEvent;

use Bref\Event\Sqs\SqsHandler;

use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler
{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)
{
$this->logger = $logger;

/**
* @throws InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
foreach ($event->getRecords() as $record) {
$body = $record->getBody();
// TODO: Do interesting work based on the new message
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$logger = new StderrLogger();
return new Handler($logger);

CHE ZE oAM= SQS CH7 |0 M O|HHEE £=4I5l= Lambda & 0| CHEt £ & x| SE S +35t
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
<?php

use Bref\Context\Context;

use Bref\Event\Sqs\SqsEvent;
use Bref\Event\Sqs\SqsHandler;
use Bref\Logger\StderrlLogger;

require _ DIR__ . '/vendor/autoload.php';

class Handler extends SqsHandler

{
private StderrlLogger $logger;
public function __construct(StderrLogger $logger)

{
$this->logger = $logger;

/**
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* @throws JsonException
* @throws \Bref\Event\InvalidLambdaEvent
*/
public function handleSqs(SqsEvent $event, Context $context): void
{
$this->logger->info("Processing SQS records");
$records = $event->getRecords();

foreach ($records as $record) {

try {
// Assuming the SQS message is in JSON format
$message = json_decode($record->getBody(), true);
$this->logger->info(json_encode($message));
// TODO: Implement your custom processing logic here

} catch (Exception $e) {
$this->logger->error($e->getMessage());
// failed processing the record
$this->markAsFailed($record);

}
$totalRecords = count($records);
$this->logger->info("Successfully processed $totalRecords SQS

$logger = new StderrLogger();
return new Handler($logger);

records");
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(@ Note
AE3lE API HHTO| A ZiE AL 'version' SME 'latest'2 MHE £ Q&LICH &
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LR AWS Z|HME L2 HH|AE ASE = gLt O[T 2 IEZQIE FZTE AE5t
0 At 7tSEt 21T S8 &elg = JU&LICh
M A= ZQIE 3L Amazon Route 53, AWS Identity and Access Management,
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/A Important
SDKOl= B meti|E 2 M3 E ohet0|E(eregion)E 7|82 QS CHE AWS 2|2
A+ e oS 2l 2E0IUE T 27 E[0] Q&LICH 0|28 2E0IAE A T
2Moz MEE|E 2|2 2Et0[UE YRt MSE region M2 2 X|HELICH

ZCIO|UE QUAEHAZ Al HEX ALS

HT 30i A= 22H0IE AWS SDK for PHPE QUARIASSH= W A0| HAL|URELICH HE 29]
factory HIAME &l new 7| EE AtE5t0{ 2EI0|MEE 7HH S| QIARASHE = Ql&LICY.

use Aws\DynamoDb\DynamoDbClient;

// Version 2 style
$client = DynamoDbClient::factory([
'region' => 'us-east-2'

1)

// Version 3 style

$client = new DynamoDbClient([
'region' => 'us-east-2',
'version' => '2012-08-10'

1);
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0 £ £04 T 30{ A Amazon RDS DescribeEngineDefaultParameters A& £ &35t O|A|
“EngineDefaults” EiZE A7 ZTEELICH HE 20l 0| A7} Qi&LICH.

$client = new Aws\Rds\RdsClient([
'region' => 'us-west-1',
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'version' => '2014-09-01'
1);

// Version 2

$result $client->describeEngineDefaultParameters();
$family = $result['DBParameterGroupFamily'];

$marker = $result['Marker'];

// Version 3
$result = $client->describeEngineDefaultParameters();

$family = $result['EngineDefaults']['DBParameterGroupFamily'];

$marker = $result['EngineDefaults']['Marker'];
O| HZAOo| W& Bt ANt E240] eiE QAJF T8 E|= U2 ch20t Z&L|chole & tof A
_T'_EI)
=) .

+ Amazon ElastiCache
 AuthorizeCacheSecurityGrouplngress(CacheSecurityGroup)
« CopySnapshot(Snapshot)

» CreateCacheCluster(CacheCluster)

* CreateCacheParameterGroup(CacheParameterGroup)
» CreateCacheSecurityGroup(CacheSecurityGroup)

» CreateCacheSubnetGroup(CacheSubnetGroup)

» CreateReplicationGroup(ReplicationGroup)

» CreateSnapshot(Snapshot)

* DeleteCacheCluster(CacheCluster)

* DeleteReplicationGroup(ReplicationGroup)

* DeleteSnapshot(Snapshot)

* DescribeEngineDefaultParameters(EngineDefaults)

* ModifyCacheCluster(CacheCluster)

* ModifyCacheSubnetGroup(CacheSubnetGroup)

» ModifyReplicationGroup(ReplicationGroup)

* PurchaseReservedCacheNodesOffering(ReservedCacheNode)

* RebootCacheCluster(CacheCluster)

25 AReéVokéGacheSecurityGrouplngress(CacheSecurityGroup) 720
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« Amazon RDS

AddSourceldentifierToSubscription(EventSubscription)
AuthorizeDBSecurityGrouplngress(DBSecurityGroup)
CopyDBParameterGroup(DBParameterGroup)
CopyDBSnapshot(DBSnapshot)
CopyOptionGroup(OptionGroup)
CreateDBInstance(DBInstance)
CreateDBInstanceReadReplica(DBlInstance)
CreateDBParameterGroup(DBParameterGroup)
CreateDBSecurityGroup(DBSecurityGroup)
CreateDBSnapshot(DBSnapshot)
CreateDBSubnetGroup(DBSubnetGroup)
CreateEventSubscription(EventSubscription)
CreateOptionGroup(OptionGroup)
DeleteDBInstance(DBlInstance)
DeleteDBSnapshot(DBSnapshot)
DeleteEventSubscription(EventSubscription)
DescribeEngineDefaultParameters(EngineDefaults)
ModifyDBInstance(DBInstance)
ModifyDBSubnetGroup(DBSubnetGroup)
ModifyEventSubscription(EventSubscription)
ModifyOptionGroup(OptionGroup)
PromoteReadReplica(DBlInstance)
PurchaseReservedDBInstancesOffering(ReservedDBInstance)
RebootDBInstance(DBlInstance)
RemoveSourceldentifierFromSubscription(EventSubscription)
RestoreDBInstanceFromDBSnapshot(DBInstance)
RestoreDBInstanceToPointinTime(DBInstance)

RevokeDBSecurityGrouplngress(DBSecurityGroup)

UL APl A7t HEE

* Amazon Redshift
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AuthorizeClusterSecurityGrouplngress(ClusterSecurityGroup)
AuthorizeSnapshotAccess(Snapshot)
CopyClusterSnapshot(Snapshot)

CreateCluster(Cluster)
CreateClusterParameterGroup(ClusterParameterGroup)
CreateClusterSecurityGroup(ClusterSecurityGroup)
CreateClusterSnapshot(Snapshot)
CreateClusterSubnetGroup(ClusterSubnetGroup)
CreateEventSubscription(EventSubscription)
CreateHsmClientCertificate(HsmClientCertificate)
CreateHsmConfiguration(HsmConfiguration)
DeleteCluster(Cluster)

DeleteClusterSnapshot(Snapshot)
DescribeDefaultClusterParameters(DefaultClusterParameters)
DisableSnapshotCopy(Cluster)
EnableSnapshotCopy(Cluster)

ModifyCluster(Cluster)
ModifyClusterSubnetGroup(ClusterSubnetGroup)
ModifyEventSubscription(EventSubscription)
ModifySnapshotCopyRetentionPeriod(Cluster)
PurchaseReservedNodeOffering(ReservedNode)
RebootCluster(Cluster)
RestoreFromClusterSnapshot(Cluster)
RevokeClusterSecurityGrouplngress(ClusterSecurityGroup)
RevokeSnapshotAccess(Snapshot)

RotateEncryptionKey(Cluster)

Enum ZciA 7} AAHE

AWSESBK for PHPHEZT 201 2= Enum 2 X (04 Aws\S3\Enum\CannedAcIl)E NMANELICE. &2z
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// Version 2

$s3Client->getIterator('ListObjects', ['Bucket' => 'amzn-s3-demo-bucket']);

$objects =
foreach ($objects as $object) {
echo $object['Key'] . "\n";

// Version 3

$results = $s3Client->getPaginator('ListObjects', ['Bucket' => 'amzn-s3-demo-bucket']);
foreach ($results as $result) {
// You can extract any data that you want from the result

foreach ($result['Contents'] as $object) {
echo $object['Key'] . "\n";
JMEsPath 34/ AFE5t0{ At HE M HIoIHE O &l A

| Oo| X|H|O|E{ ZH&|of|
A& LCt.

search() HIME7}
$s3Client->getPaginator('ListObjects', ['Bucket' => 'amzn-s3-demo-bucket']);

$results = i
foreach ($results->search('Contents[].Key') as $key) {
ll\nll ;

echo $key .

[N
i
=]

® Note
AM&st= X0l F&LICH

O|z128i|o|dsto4 m O] K[| Ol

HM 322 REEHA e = UES getIterator() HMET A& X[ x|

(=) P =

EI%I-E )él-_?_l T ZISAOI-2|'7|' B 5=
UHIMO 2 OIS AR & FASH(MH|AY " A

A& LICH Es YR = MHEIJAELICE

« UO|O|E ALE:

« Amazon S3 HE|IIE Y ZC E AL 5= o] BHAE[RUE&LICH Amazon Glacier HE| 1}
YR E T Hl¢shdHoz HAD|QISLICH
« Amazon S30i O|2| MEE URLE MAIStE 20| HAL A& LICE
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Aws\S3\Sync HIYAH O|AT} Aws\S3\Transfer E2{AZ CHA| &I} & LICE.
S3Client::uploadDirectory() % S3Client::downloadBucket() HAMEE #H&
AM8E = UX|THCIE SM0| YUSLICH AWS SDK for PHP BT 32 AF2 5= Amazon S3
Transfer Manager0i| CH8t dBEME FZSHMIR.

Aws\S3\Model\ClearBucket & Aws\S3\Model\DeleteObjectsBatch7} Aws
\S3\BatchDelete & S3Client::deleteMatchingObjects()Z CHMI IR &LICH
AWS SDK for PHP H{Z 30{ A DynamoDB M| $iE 2] At80i CHEt S Mt S=Ho| of 7t ¥4
ZRA&LICEH

Aws\DynamoDb\Model\BatchRequest WA H O|A 7} Aws\DynamoDb
\WriteRequestBatchZ CHX|ZI&LICE DynamoDB WriteRequestBatchofl CHE MM E
HxESIM L.

O|A| SendRawEmail A2 AF235FH Aws\Ses\SesClient7} RawMessageE A Y
base64Z *{2|gL|C}.

P

[e]]}
rir

- M7AHE =

F SDK Ao ZE M

Amazon DynamoDBItem, Attribute, & ItemIterator 2ci4 - O|0O| H™ 2.7.08 E At
S E|X| et &L ct.

Amazon SNS HIA|X| HAL7| - R[22 SDKE & =2 2+
ME QIL|Ct 3HX|BF o] Z2ME = SDKQ| Phar & ZIP Hi = of £
E230M AlE SHHME &2 5= U&LICt

Amazon S3AcpBuilder %! 224 | E MHFH&LICH

H| 1w

I3

CtS ol Al= AWS SDK for PHP HH 32| AtE & 4|0| HH 22t o{EH| CHEX| 2oiE LICH.

of: Amazon S3 ListObjects ¢

SDK {7 2

<?php

require '/path/to/vendor/autoload.php’;

use Aws\S3\S3Client;
use Aws\S3\Exception\S3Exception;

5 SDK HHHo| ZE
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$s3 = S3Client::factory([
'profile' => 'my-credential-profile',
'region' => 'us-east-1'

1)

try {
$result = $s3->listObjects([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-object-key'
1);

foreach ($result['Contents'] as $object) {

echo $object['Key'] . "\n";
}
} catch (S3Exception $e) {
echo $e->getMessage() . "\n";

SDK X 3

=9 %xto|H:

« new CH&! factory()E AFE35t04 EEI0[UEE QA

o QUAEAS F0f 'version' & 'region' M0

<?php
require '/path/to/vendor/autoload.php’;

use Aws\S3\S3Client;
use Aws\S3\Exception\S3Exception;

$s3 = new S3Client([
'profile' => 'my-credential-profile’,
'region' => 'us-east-1',
'version' => '2006-03-01'

D;

try {
$result = $s3->listObjects([
'Bucket' => 'amzn-s3-demo-bucket',
'Key' => 'my-object-key'

0f: Amazon S3 ListObjects ¢
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1)

foreach ($result['Contents'] as $object) {
echo $object['Key'] . "\n";
}
} catch (S3Exception $e) {
echo $e->getMessage() . "\n";

of: 22H FH2 = 0|

Im
©
>
m
>
Yoh
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<?php return array(
'includes' => array('_aws'),
'services' => array(
'default_settings' => array(
'params' => array(
'profile' => 'my_profile’,
'region' => 'us-east-1'

),
"dynamodb' => array(
'extends' => 'dynamodb',
'params' => array(
'region' => 'us-west-2'

),

);

<?php
require '/path/to/vendor/autoload.php’;
use Aws\Common\Aws;

$aws = Aws::factory('path/to/my/config.php');

$sqs = $aws->get('sqgs');
// Note: SQS client will be configured for us-east-1.

of: 22 FMo =z Zelo|HE QIAEAS 727



AWS SDK for PHP JHEER 7HO|E HHT 3

$dynamodb = $aws->get('dynamodb');
// Note: DynamoDB client will be configured for us-west-2.

SDK A 3
FQ2 xto|H:

« Aws\Sdk CH2!l Aws\Common\Aws Z2E{AE AF2EFL|C}H
T ool giaLct o] CHEt HiE S CHAl AF &Lt

CIAEIASZ F0i 'version' SM0| Z&hL|Ct.

et
r
[ul

« create<Service>() CH&l get('<service>') HIMEE AIS

<?php
require '/path/to/vendor/autoload.php’;

$sdk = new Aws\Sdk([
'profile' => 'my_profile’,
'region' => 'us-east-1',
'version' => 'latest',
'DynamoDb' => [

'region' => 'us-west-2',

1,

1);

$sqs = $sdk->createSqs();
// Note: Amazon SQS client will be configured for us-east-1.

$dynamodb = $sdk->createDynamoDb();
// Note: DynamoDB client will be configured for us-west-2.

of: 22 FMo =z Zelo|HE QIAEAS 728
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<?php
require '/path/to/aws-autoloader.php';
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use Aws\S3\Crypto\S3EncryptionClient;
use Aws\S3\S3Client;

$encryptionClient = new S3EncryptionClient(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

oto|zzolM =

use Aws\S3\Crypto\S3EncryptionClientV2;
use Aws\S3\S3Client;

$encryptionClient = new S3EncryptionClientV2(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1"',
'version' => 'latest',
D
);
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use Aws\Crypto\KmsMaterialsProvider;
use Aws\Kms\KmsClient;

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProvider(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1);

$result = $encryptionClient->getObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

1);

gfo|gio|M &

use Aws\Crypto\KmsMaterialsProviderV2;
use Aws\Kms\KmsClient;

$kmsKeyId = 'kms-key-id';
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$materialsProvider = new KmsMaterialsProviderV2(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
I

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),

D;

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => true,
'@SecurityProfile' => 'V2_AND_LEGACY',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D;
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composer update aws/aws-sdk-php

<?php
require '/path/to/aws.phar’;
7>
Zip TtUES ALE5to] AX|et ZEMEO| F2 YU|0|EE IS CIRELEFIMIR
<?php
require '/path/to/aws-autoloader.php';
?>
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use Aws\S3\Crypto\S3EncryptionClientV2;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV2;
use Aws\Kms\KmsClient;

$encryptionClient = new S3EncryptionClientV2(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV2(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
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$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
1);

$result = $encryptionClient->getObject([
'@KmsAllowDecryptWithAnyCmk' => true,
'@SecurityProfile' => 'V2_AND_LEGACY',
'@CommitmentPolicy' => 'FORBID_ENCRYPT_ALLOW_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

1);
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use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

// Create V3 encryption client
$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default',
'region' => 'us-east-1',
'version' => 'latest',
D
);

// Create encryption materials
$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default',
'region' => 'us-east-1',
'version' => 'latest',
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1,
$kmsKeyId

);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,

'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],

'Bucket' => $bucket,
'Key' => $key,

'Body' => fopen('file-to-encrypt.txt', 'r'),

1)

$result = $encryptionClient->getObject([
'@SecurityProfile' => 'V3_AND_LEGACY',

'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',
'@MaterialsProvider' => $materialsProvider,

'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

1);

oto|zeflold #(7| 745!0] Z&El V3)

use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

// Create V3 encryption client
$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default',
'region' => 'us-east-1',
'version' => 'latest',
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1D

);

// Create encryption materials
$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D),
$kmsKeyId
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
// Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
// This encrypts with key commitment and does not decrypt V2 objects
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),

1);

$result = $encryptionClient->getObject([
'@SecurityProfile' => 'V3',
// Use the commitment policy (REQUIRE_ENCRYPT_REQUIRE_DECRYPT)
// This encrypts with key commitment and does not decrypt V2 objects
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,
1);
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Vv3e| = x0o|H:
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« @SecurityProfile ItZtOEHE SHSE = U= 238 HHE AMo{&LICt Oro|z22{|o|M Soil v1
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use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
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);

$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

// Decrypt objects encrypted with V1, V2, or V3

$result = $encryptionClient->getObject([
'@SecurityProfile' => 'V3_AND_LEGACY',
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_ALLOW_DECRYPT',

'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'Bucket' => $bucket,
'Key' => $key,

D;

@SecurityProfile Il2t0|E{= CtS 2f & SHLE 2&LICH
« 'V3' (Z|122h: 7| AU AI88tod V3E &S 3HE Ao 2535

e 'V3_AND_LEGACY':V1,V2 EE= V3E ¢S 3tE X 555

/A Important
oto|acilo|ME 2t=5t1 V3E 2 E XN E CtA| =388t 0= @SecurityProfile L2}
DIE{E M7st7LE 2 A% V3 stod ot2 Irhstafor ELCh
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use Aws\S3\Crypto\S3EncryptionClientV3;
use Aws\S3\S3Client;

use Aws\Crypto\KmsMaterialsProviderV3;
use Aws\Kms\KmsClient;

$kmsKeyId = 'kms-key-id';
$materialsProvider = new KmsMaterialsProviderV3(
new KmsClient([
'profile' => 'default’,
'region' => 'us-east-1',
'version' => 'latest',
D,
$kmsKeyId
);

$encryptionClient = new S3EncryptionClientV3(
new S3Client([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => 'latest',
D
);

$bucket = 'the-bucket-name';
$key = 'the-file-name';
$cipherOptions = [
'Cipher' => 'gcm',
'KeySize' => 256,
1;

// Store encryption metadata in a separate instruction file
$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
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'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => 'INSTRUCTION_FILE',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),

D;

// Store encryption metadata in object headers (default)
$encryptionClient->putObject([
'@MaterialsProvider' => $materialsProvider,
'@CipherOptions' => $cipherOptions,
'@CommitmentPolicy' => 'REQUIRE_ENCRYPT_REQUIRE_DECRYPT',
'@MetadataStrategy' => 'METADATA',
'@KmsEncryptionContext' => ['context-key' => 'context-value'],
'Bucket' => $bucket,
'Key' => $key,
'Body' => fopen('file-to-encrypt.txt', 'r'),
D;

@MetadataStrategy WEt0|E= CHg 4t & StLIE 2&LICH

- 'METADATA' (Z|22}): Z4A[2| HEIE|O|E &0l & &3t HIEFC| OB X4%

« '"INSTRUCTION_FILE': &= 3} HIEICIOIE{E ™O|AI7| /U ol BHHE ut ol XMHE
.instruction

(® Note
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// Set the Region to the EU (Frankfurt) Region.
$s3 = new Aws\S3\S3Client([

'region' => 'eu-central-1',

'version' => '2006-03-01'
D
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$s3Client = new Aws\S3\S3Client([

'region' => 'us-standard’,
'version' => '2006-03-01",
'debug' => true
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$client = new Aws\DynamoDb\DynamoDbClient ([
'version' => '2012-08-10',
'region' => 'us-west-2',
'scheme' => 'http'
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$s3Client = new Aws\S3\S3Client([
'version' => '2006-03-01',
'region' => 'us-standard'

1);

$params = [

'Bucket' => 'foo',

'Key' => 'baz',

'ContentSHA256' => Aws\Signature\S3SignatureV4::UNSIGNED_PAYLOAD
112

// Using operation methods creates command implicitly
$result = $s3Client->putObject($params);

// Using commands explicitly.
$command = $s3Client->getCommand('PutObject', $params);
$result = $s3Client->execute($command);
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A= E S35 RequestLimitExceeded, Throttling,
ProvisionedThroughputExceededException, ThrottlingException,
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Amazon S30i|lA B & MBS HIE E3tstE{H oA slfof 3tLtR 759



AWS SDK for PHP JHEER 7HO|E HHT 3

EEBF AWS SDK for PHPE= X5 X|@1g MA|Z A7|otef ¥ie= I X|H gn2|&nt SEELICH 2

=
MH|Ao] CHEt 7|8 AMAIE S22 322 75|, Amazon DynamoDBEH 04| 2|XH o 2 102 -_r“cS'E'
L|Ct.

LF AETL JE oIE ME|stedH o{EH sliofF stLtR?

AWS SDK for PHP AF2 Xl K| Exception 224 2|of ZF AWS MH|A 2EI0|HEE
AwsExceptionAwsException0ll M & & £|= XA 042 2EiA7F U&LICH 2 HMEQ| Errors M40

LIGE APl #d Q7 E 23517 floll 27 RES AAMSI 2 + J&LICH

to
kU

F 3E HE &= Aws\Exception\AwsException0lX getAwsErrorCode()2 & QI& &~ Ql&LICH.

$sns = new \Aws\Sns\SnsClient([
'region' => 'us-west-2',
'version' => 'latest',

1)

try {
$sns->publish([
// parameters

D;
// Do something
} catch (SnsException $e) {
switch ($e->getAwsErrorCode()) {
case 'EndpointDisabled':
case 'NotFound':
// Do something
break;
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